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Chapter 1

Introduction

The objectives of WP4 are to design, implement, and evaluate the proof-of-concept applications
of the LIFT approach to some key data processing and monitoring aspects of five high-profile
real-world scenarios. Deliverable D4.2 provides a detailed report on the application results ob-
tained during the project. It hereby points out the interconnection between the developed LIFT
techniques (WP1) and their evaluation (WP5), taken privacy measures (WP2) as well as the used
architecture (WP3). The deliverable thus connects the results of the other WPs and shows their
applicability in a variety of real-world scenarios.

For the convenience of the reader, the report includes also the formalization, requirements
analysis and data description of each scenario, which were already part of deliverable D4.1. The
scenarios cover the following real-world applications:

1. Mobility Data Analysis
(a
(b

(c
(d

Distributed Monitoring of Driving Profiles
Monitoring Movement Behavior Using Stationary Scanners
Quantitative Monitoring of Visit Patterns

Distributed Estimation of Traffic Flows

NN N

2. Internet Scale Query Processing (ISQP)
3. Sensor Networks
4. Cloud Data Centers

5. Financial Monitoring

Note that we exchanged the former scenario 1a) “Distributed Density Map Computation” with
a new scenario on the “Distributed Monitoring of Driving Profiles” (including a complete descrip-
tion of the new scenario). The reason for this exchange is twofold. First, the monitoring function
of the former scenario turned out to be reducible to the linear case. The monitoring function of
the new scenario is non-linear and part of a data mining task, namely the distributed monitoring
of cluster quality. As the application of LIFT techniques to data mining algorithms was one main
focus of year three, we decided in favor of the new scenario. Second, the new scenario offered the
opportunity to explore a real-world problem formulated by the Italian Company OctoTelematics,
which collects mobility data for insurance purposes.



Chapter 2

Mobility Data Analysis

2.1 Distributed Monitoring of Driving Profiles

2.1.1 Motivation

A key task in modern customer relationship management (CRM) is to understand the needs of
each customer and to devise policies to harmonize them at the best with the company objectives.
In most cases that translates into identifying a portfolio of customer profiles, each representing the
needs and requirements of a reasonable number of customers. Then, each profile can be treated
separately in order to devise the market strategies and business models that best fit its customers’
peculiarities. In the business intelligence field, this process is best known as customer segmentation,
and is traditionally implemented by applying predefined customer classification rules (for instance
based on RFM indices such as recency of last contact with customer, frequency of transactions,
monetary volume involved in the relation with the customer) or, in more recent times, by using
clustering algorithms. This kind of process can be applied to any kind of business focused on
services towards several customers, including the classical domain of retail selling as well as e-
commerce and many others. In particular, in this section we describe an application of customer
segmentation in the very actual and rather uncommon ground of car insurance business, where
the main features that characterize a customer are related to how he/she drives, and therefore
on his/her mobility. We adopt a data mining-oriented approach, working from a realistic big
data perspective, where the application can benefit from a continuous flow of fresh information.
In particular, we developed a framework where customer segments are built at the initialization
step, and then they are continuously monitored to ensure that the available segmentation still fits
well the customer behaviors. The definitions, methods and results we report here are a summary
of Nanni et al| (submitted]), where much more details can be found.

2.1.2 Scenario Description and Formalization
Scenario

We assume that each customer’s vehicle is equipped with a localization device that can continu-
ously update its position but also perform some computations. In particular, the device will take
care of computing and updating the aggregate information about the vehicle/customer driving
behaviors that will be used to build the customer segmentation. In principle, then, the device
will continuously send the updated aggregates to the central site (the controller) where the seg-
mentation is monitored and updated. As described later, the LIFT technology will play a role in
reducing this systematic transmission of data into a lighter communication load.

Since we are interested in interpreting the driving behaviors of people, we model the character-
istics of the customers through features extracted from their mobility. In particular, we analyze the
trajectories that describe such mobility based on standard GPS traces, as those recently collected



by specialized companies for the car insurance sector.
For the description of the user driving behavior in a time window we identified four categories
of measures: (i) basic, (i) space-time distribution, (iii) contexrt-aware, and (iv) behavioral.

e The basic category contains measures describing the simplest features of the trajectories in
the time window such as the number of trips performed, their total distance and duration,
and maximum acceleration and deceleration experienced.

e The category space-time distribution comprehends more complex measures that capture how
the territory is used, both spatially and temporally: average distance of the user from his
most frequent location, the radius of gyration of the user (i.e. the standard deviation from
the center of mass of his movements), the radius of gyration w.r.t. to the user’s most frequent
location, the time spent by the user in the two most frequent locations (typically home and
work place), and entropy measures related to the frequency distribution of places visited and
time of travel (hour of the day).

e The third category is composed of the context-aware features, where information about the
user’s movement is related to the spatial and temporal context in which he moves: entropy of
road segments traversed, distance traveled on highways, inside urban areas (cities) or on the
most crowded roads (we selected the top 20% crowed roads), and distance travelled during
night time.

e Finally, the behavioral category focuses on measuring the frequencies of some specific be-
haviors of the user, such as rapid accelerations/decelerations, exceeding the speed limits or
driving along habitual routes (i.e., performing routine trips).

Following well-known precedents in the business intelligence literature and practice, we build
customer segments through a clustering algorithm. The general requirements of our application can
be met very simply by the standard K-means algorithm, which seeks globular clusters and has an
almost linear complexity. In order to account outliers and yet keep the overall procedure efficient,
we choose to first apply K-means on the input data, and afterwards apply a post-processing to
remove objects too far from the cluster center. In particular, the distance threshold adopted in
the experiments was computed separately for each cluster as 2 - median,cc,{d(z,¢;)}, where C;
represents the cluster and ¢; its centroid.

The mobility of individuals is a phenomenon that, in principle, can highly change with time. For
instance, some routines might be affected by sudden and temporary variations of the environment
(special events or road works forcing people to adapt their daily routes), or they might be influenced
by seasonal factors (actually, the whole lifestyle might change from winter to summer). For these
reasons, in our context it is advisable to have mechanisms that ensure a good fit between the
actual segmentation (the one that the company is using to shape its business) and the real mobility
behavior of the customers. When individual changes are small enough to have negligible effects
on the corresponding segments, or at least not to impact on the overall structure of segments,
it is advisable to simply keep the known segmentation, avoiding the practical troubles at the
management level that would result from an excessively frequent redefinition of the segments. In
order to implement these general principles, we define a monitoring process based on the safe zones
approach continuously ensuring that the last computed segmentation still fits the data sufficiently
well. When that does not happen, the existing segmentation is discarded, and a new one is
computed from the most recent data.

Formalization

In terms of LIFT architecture, each customer /vehicle represents a node of the system, whose local
vector contains the measures mentioned in the scenario description (plus an extra feature, which
will be introduced later). Every node communicates its local vector to a central site that takes
care of computing the initial customer segmentation and monitoring it. The central site plays
the role of the coordinator of the system. In the following we introduce the global function to



be monitored (Formula , showing how the thresholds of the monitoring problem are decided
(Formula , and how the problem itself can be treated by means of the LIFT tools (Formula
23).

In order to test the fit between existing segmentations and recent data we adopt a simple and
very popular clustering quality measure called Sum of Squared Error (SSE in short), defined as

follows: X

SSE=3% "> llp—cill3 (2.1)

i=1peC;

where C; represents the i-th cluster, and ¢; is its center (average vector). This measure evaluates
the dispersion of each cluster around its centroid, and therefore gives emphasis to the compactness
of clusters.

Our approach to deal with dynamic data consists in continuously checking that the dispersion
of the objects within the clusters did not grow, or at least not significantly. That means computing
the SSE at each time stamp ¢, which we will denote with SSE;, and test that it stays below some
threshold. That is summarized in the following problem definition:

Definition 2.1.1 (Cluster Monitoring Problem). Given a clustering C = {C4,...,Ck} having
initial SSE equal to SSEy, and given a tolerance o € R™, we require to ensure that at each time
instant t the following holds for the SSE of the (dynamic) dataset Dy:

SSE; < (14 «)SSEy (2.2)
When that does not happen, an alarm is raised.

We should note that SSE describes all the clusters together, aggregating the dispersions of the
single clusters. That means that in principle having a good SSE does not guarantee that each
single cluster is compact, since some slightly over-dispersed cluster might be balanced in the sum
by some virtuous one that adds very little to the SSE. From this perspective, it might happen
that the end user of our application wants to ask for stronger requirements in the monitoring
problem. Therefore, in our work we considered also variants of the problem where the constraints
are imposed over each single cluster. Please refer to Nanni et al.| (submitted) for details.

The cluster monitoring problem can be fitted to the geometric (safe zones) approach by properly
rewriting it through a vector augmentation trick. Indeed, the formulation of SSE is very similar to
a variance, though on d dimensions, which is a classical example of complex function that can be
reduced to the framework of safe zones. To find the precise relation between the two, we observe
that each cluster C;, having centroid ¢;, contributes to the SSE by the following value:

SSEO =S ,co,lp=al} = [CIT), varyec, () 23)
= [Cil - Tavgpecs (1p1) ~ llavgpec ()]

where p’ represents the j-th component of the d-dimensional vector p. This means that by
augmenting the vector v;(t) of each node with the additional feature ||p||3 we can compute the
variance for each component, as requested in (2.3)).

Monitoring framework

The work in [Nanni et al.| (submitted) implements a monitoring framework based on the problem
reformulation shown above, by partitioning the problem into K subproblems (one per cluster).
Basically, the single global threshold for SSFE; in is properly partitioned into K components,
i.e. one threshold for the SSE® of each cluster.

Also, the framework is organized along three levels. At the lowest level, each node N; monitors
whether its local vector stays within the associated safe zone. Whenever a local violation occurs,
the node communicates the new local vector to the controller, which tries to solve the violation
locally to the cluster, i.e., applies a balancing procedure involving only (a subset of) the nodes



that belong to the same cluster as the violating node. This represents the middle- or cluster-
level of the framework. When the balancing within the cluster fails (i.e., SSE® is really larger
than its associated threshold), a global, inter-cluster balancing is operated, trying to see whether
the threshold of a wirtuous cluster can be slightly eroded in favor of the violating cluster. This
represents the higher level of the framework. When everything fails, a complete synchronization
of the system is operated, together with the re-computation of cluster assignments. The latter
step is performed by executing the k-means algorithm on the recent data, followed by the outlier
removal procedure previously described.

Since human mobility is known to have a substantial systematic component of behaviors that
tend to repeat with some periodicity, our framework included a learning process that tries to
identify possible periodic behaviors for each customer/node and exploit it in the monitoring task.
In particular, we adopted the recent predictive model-based monitoring approach developed within
the LIFT consortium (Giatrakos et al.l |2012), extending it with a history-based model built on
top of the customer’s historical data values.

2.1.3 Requirements Analysis

The foremost requirements for the present application are about the communication load that the
network might experience, due to the large number of customers to be monitored: the case study
we will summarize in Section [2.1.4] already contains more than 10k users, and the data provider
is actually collecting data for more than 900k customers nation-wide, with a growing trend.

A second requirement is the privacy of the individuals monitored. While the information sent
in the process by each customer is of an aggregated nature, some privacy concerns still remain,
due, for instance, to the possibility of identifying some extreme behaviors that might be linkable
to single users.

2.1.4 Employed datasets

The application introduced above has been implemented on top of our monitoring framework
and tested against a dataset of real GPS traces. The dataset is provided by an Italian company
called OctoTelematics collecting data for insurance purposes. This dataset is composed of GPS
observations of 11,470 private cars active in Tuscany in a period of 35 days between June and
July 2011. Due to some pre-processing (i.e. aggregation and filtering) performed by the device on
board, the sampling rate is reduced to an observation every 3 minutes and it is not regulated by
any policy of synchronization.

We divided the dataset temporally in order to create a training and a test set, respectively
using the first week and the remaining 4 weeks. The two datasets have been processed to extract
the measures presented in Section [2.1.2] using a time window of 3 days with a time granularity of
15 minutes. Unfortunately, due to the specific data format adopted by the data provider and to
the low sampling rate, some of the measures we discussed cannot be extracted. In particular, all
the acceleration-based measures have been excluded from our experiments for this reason.

2.1.5 Results
Communication reduction

In this section we report a summary of the main results obtained in our case study. Further details,
including a deep exploration of the customer segments obtained and a performance evaluation on
synthetic data, can be found in |Nanni et al.| (submitted)).

In Figure our monitoring framework is evaluated varying the a parameter (percentage
tolerance of SSE). The algorithm is applied with different variants presented in [Nanni et al.
(submitted). The variants considered are: apply a balancing with memory (M), which computes
vector translations for a subset of nodes, such that all the safe zone violations encountered are
removed, and such translations are also materially applied to vectors, thus they will have an effect
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on the next iterations; some variants use the standard trend predictive models (PT) introduced
in |Giatrakos et al. (2012) and the novel history predictive models introduced in this work (PH);
some variants consider a buffer in the balancing (B), i.e. they translate the node vectors in such
a way to maximize the minimum distance from the border of the safe zone. We remark that the
balancing is also operated at the level of clusters (the upper one of our three-level monitoring
framework), and applying a buffer here basically means dynamically changing the SSE thresholds
of the single clusters. Moreover, in the figure we report also the baseline representing a lower
bound of the communications needed for monitoring, computed as the communications generated
only by synchronizations.

Generally, the framework proves to be able to reduce the communication load substantially,
cutting between 50% and 80% of messages for any reasonable value of o — we remark that the values
a € {0.1,0.2} resulted (through empirical evaluation/exploration of the data) to be in practice
very tight constraints, and are reported here just for reference. Typical moderate variations of SSE
should be expected to be in the range o € [0.6,2.5]. However, we can observe that the different
variants of our framework yield significantly different performances. In particular, using a buffer
in the node balancing procedure almost always reduces communications by ca. 10%. Then, the
predictive models also improve performances, with communication reductions that increase with
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larger error tolerance («) values.

Figure reports the usage of each predictive model, analyzed in terms of the amount of time
in which it is used during the monitoring. PH: constant is a simple variant of the history-based
predictive models that predicts a fixed, time-independent vector value (basically, it is the typical
value assumed by the node vector during the learning period), whereas PH: variable is the basic
variant whose predicted value depends on the time of the day (more precisely, the time granularity
applied into these experiments are slots of 15 minutes). The family of trend-based models includes
the PT: static one, corresponding to simply use the last communicated value (equivalent to have
no predictive model at all); PT: linear growth and PT: speed/acceleration, that assume,
respectively, that the vector values follow a linear behavior or that they maintain the same speed
and acceleration observed in the recent updates. It is important to notice how, excluding the
PT: static one, the constant history-based model is the most used outperforming the others. The
second most used is the variable version, which is probably more affected by noisy values than
the constant version. The least used one, is the linear growth model, which is never used and,
as expected, proves to be not suitable to describe the trend of our data. Overall, we observe
that the history-based predictive models have a much larger impact on the monitoring than the
trend-based ones proposed in |Giatrakos et al.| (2012).

Privacy aspects

In[Monreale et al.|(submittedb]) we reformulated our monitoring problem taking into consideration
the privacy requirements, and we validated our approach with an extensive set of experiments on
large and real data. In particular, we verified the empirical privacy guarantees, the impact of the
data transformation on the number of communications and on the correctness of the monitoring
function. We compared the amount of communications required by the monitoring process without
any privacy guarantee and the number of communications required in the system when we use our
privacy preserving method with different levels of privacy.

The approach followed to add a privacy protection consists in perturbing the original data
vectors. This perturbation, quite naturally, introduces a level of noise in the data, making them
less stable than the original ones, potentially making the communication reduction strategies
describe in the previous sections less effective.

As expected, the number of communications obtained in experiments increases with the privacy
protection level required. Figure (left) shows that the privacy transformation adds a variable
amount of communications to the original one, that amounts to around 30% for the reference
case of @ = 1.0. We also analyzed the impact of the randomization on the quality of the SSE.
The plot in Figure (right) shows the behavior of the measure for different values of privacy
protection. We can observe that the SSE value increases when the level of privacy in the data is
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greater; however, the effect of the privacy enforcement is reasonable because we have an increasing
of about 7% of the original value in the worst case. Finally, we also evaluated the level of privacy
guaranteed at the coordinator site. We simulated an attacker by spectral filtering technique and
we found that the level of privacy provided is much higher w.r.t. the theoretical level of privacy
set as a parameter. This is a good result considering that the performance of the system and the
correctness of the global function can be considered acceptable even with this high data distortion.
A detailed description of the results can be found in Monreale et al.| (submittedb)).

2.1.6 Discussion

This application represents an innovative instance of the customer segmentation problem in the
context of car insurances, characterized by a strong human mobility component and the large scale,
distributed and streaming nature of its data sources. We developed and tested all the components
of the application, exploiting a large dataset of car mobility data, showing the feasibility of the
approach.

The LIFT technology proved to be very effective in reducing the communication load, also
thanks to the flexibility of the safe zones approach, that allowed to incorporate rather easily
domain-specific improvements, such as the multi-level partitioning of the problem (which made
the standard node balancing procedures very effective) and the detection of periodicities in the
customers’ behaviors (exploited through predictive models). Experimental validation showed that
not all improvements to the basic monitoring framework were actually beneficial. Some of them,
such as the PT: linear growth predictive model, proved to be simply useless in our case. Others,
for instance the use of buffers at the level of nodes, were actually detrimental — as opposed to
buffers at the cluster level, which yielded large improvements. Finally, as Figure [2.1] shows, there
is still some margin of improvement for the solution developed so far (see the gap between the
lower bound (Baseline) and the other curves). The first next step required to fill such a gap will be
a deeper understanding of the domain-specific factors that cause these (apparently) unnecessary
communications.

We believe that the basic building block of the framework, i.e. the distributed monitoring of
cluster quality, is a data mining problem with an applicability that goes beyond the application
domain considered here, and we plan to validate it into an extensive array of clustering problems,
in order to achieve a general methodology.

Finally, the privacy-aware variants of the problem we studied so far, though not covering the full
framework, yielded empirical results that are very promising, indicating the possibility of finding
a good trade-off between efficiency/quality of the application and privacy guarantees. Our future
activities on this line include the extension of the approach to cover the full cluster monitoring
framework developed for this application, as well as its generalization to other application domains
that share a similar structure.

2.2 Monitoring Movement Behavior Using Stationary Scan-
ners

2.2.1 Motivation

With advancing sensor technology and spread of mobile devices, mobility modeling and monitoring
is becoming a topic of high interest. Depending on the spatial extension of the monitored area,
different parties are interested in mobility statistics. For example, organizers of local events
such as open air concerts, soccer games or theme parks can apply monitoring to detect security
problems (Is there an overcrowded area?) or to improve their services (Should the road between
two attractions be enlarged?). On a global level, the statistics about the traffic within a city
or between different communities are necessary for the management of the traffic network and
reduction of traffic jams.

12



Using stationary sensors for mobility monitoring has the advantage that people do not have to
be equipped with a separate tracking device. Examples of such stationary sensors are Bluetooth
or GSM antennas. If the base technology is widely spread within the population, a high coverage
can be reached. However, privacy protection is a great issue when using such passive monitoring
techniques. First, people are typically not aware of passive monitoring technologies, and the
barrier for an active opt out (e.g. switching off Bluetooth functionality) is therefore high or even
impossible (e.g. in the case of cell phone towers). Second, mobility data is especially sensitive
when making inference from the data because spatial locations are inherently connected to personal
activities. Thus, it is especially important to apply privacy preserving techniques when evaluating
mobility data from stationary scanners.

In this scenario we consider two major tasks from mobility mining, crowd monitoring and flow
monitoring. The first scenario, crowd monitoring, is relevant for preventing overcrowding at major
public events such as concerts, sport events or demonstrations. The goal of the application is to
continuously monitor the amount of people in certain areas. A well-studied approach to monitoring
the amount of people in an area is to use sensors that count the number of mobile devices in their
sensor radius (Gibbong| (2009)), |Gongalves et al.| (2011))). The actual amount of people can then be
estimated assuming a stable average fraction of people owning such a device (Liebig et all, [2012)).
The sensors are distributed over the area so that the sensor ranges cover the whole space that is to
be monitored (see Figure [2.4(a)). The sensors then send their data to a central coordinator that
evaluates the data and presents it to the user. The second scenario, flow monitoring, estimates
the number of people that move between distinct destinations. For a given set of locations, all
flows between those locations can be combined in the form of an origin-destination matrix. These
matrices are an important tool in traffic management (Ashok and Ben-Akivaj, 1993).

In order to apply stationary sensors for flow monitoring (Barceld et al., 2010), the sensors are
placed at each location of interest (see Figure . For a given time interval, the flow between
two locations denotes the amount of mobile entities that have been present at one location at the
beginning of the time interval and present at other location at the end of the interval. An entity
is present at a location, if it is staying within the range of the sensor placed at that location. In
the scenario we assume that the sensor ranges do not overlap.

t+1 L]
° mobile | | ( 2 ( ® :‘ )
devices| | i _Q .
: \;;/ ”

W0 )

— area C
mc_)ﬁitoring\a.rg;a_,/ B w W

(a) (b)

Figure 2.4: The two mobility modeling tasks addressed in this paper: (a) crowd monitoring having
the goal to detect the number of distinct devices in the sensor range with devices potentially in
the range of multiple sensors (red circles) or moving from one sensor range to another during one
time interval (gray circle); and (b) flow monitoring.

2.2.2 Formalization

During its life-time a sensor S observes a large number of mobile devices, each of which possesses
a unique identifier from some global address space A. We denote the stream of sensor readings
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of S by Rg C Ax Ry where (a,t) € Rg means that S has read a device address a at time stamp ¢.
For some measurement interval T = [b,e] C R, we denote by RL = {(a,t) € Rg |t € T}. We
represent the distinct devices observed by the sensor in some given measurement interval without
explicitly storing their addresses. This representation is achieved by mapping the devices to a
vector fL € R4l For a mapping h: A — {1, ...,|A|}, the vector is defined as

Tir- 1, 3(a,t) € RE :h(a) =i
fslil = .
0, otherwise

The number of mobile entities in an area covered by a set of sensors S is equal to the distinct
number of MAC-addresses present at all sectors. We define a global vector as

fs=\/Is -

ses
Now, the number of distinct mobile entities is
ns = || fsll

For crowd monitoring, the number of mobile entities in an area must not exceed a certain thresh-
old e. Thus, the non-linear function that is monitored in this scenario is

\ fs

Ses

Ifslly < e Se.

1

Given two sensors S, S’ € S and two disjoint time intervals T = [b,e], T = [V, €'],b’ > e, the flow
from S to S’ in between those time intervals is

Ngmg = ’{Va S (a,t) € RE A (a,t) € RE)}

=|fEnsE

1

This result can be generalized to paths. For a given set of sensors S1,.95,...,5; € S and a set of
consecutive, disjoint time intervals Ty, T%, ..., Tk, we define a path P = ((S1,T1), ..., (Sk, Tx)). The
amount of devices that have been present on this path is

ne=| \/ f§

(S, T)eP 1

For flow monitoring, the flow between two sensors S, S’ should not exceed a threshold e¢. Hence,
the non-linear function that is monitored is

T T’
Hfs A fsr

)Se.
1

The presented approaches to crowd and flow monitoring with stationary sensors rely on tracing
unique identifiers through the sensor network. Hence, identifying and tracking a specific device,
i.e., a specific person, is possible in monitoring systems as soon as the identifier can be linked to
a person. This is in most cases a severe privacy violation. Thus, we propose using linear count
sketches at each local sensor and combine them in a privacy-preserving manner to estimate crowds
and flows. This way, the privacy-preserving properties of linear count sketches at each sensor are
maintained when combining them and identifying and tracking of a single entity with absolute
certainty becomes impossible.
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2.2.3 Requirements Analysis

The application has to fulfill requirements with respect to privacy, accuracy and to a smaller
extend to scalability and communication reduction. The main requirement for this application
scenario is privacy.

Our approach is to use sketching in order to trade accuracy for privacy. In a sketch, many
mobile entities are subsumed to a single bit of information from which no deterministic inference on
a single mobile entity can be accomplished. The more entities are subsumed to one bit in the sketch,
the more privacy can be guaranteed. In particular, we want to ensure that an attacker cannot
deterministically infer upon the movement or position of a mobile entity, even if he has access to
the sketches. Furthermore, we want to provide a bound on the amount of certainty an attacker
can gain about a particular entity, following the notion of k-anonymity on estimate (Aggarwal,
2008)).

For common privacy requirements (e.g., k-anonymity for k = 5) we want our approach to meet
the accuracy requirements of its practical applications. Furthermore, the application is required
to provide accuracy guarantees given certain privacy requirements.

Our approach should be scalable to all practically useful dimensions. Thus, the application
should be able to monitor several hundred thousands to several million users using a handful to
hundreds of sensors.

Finally, our method should provide means of communication reduction based on the Safe Zone
approach in order to prolong sensor battery life and reduce communication costs.

2.2.4 Employed Data Sets

For the evaluation of our method we use simulated movement data of up to 100.000 entities. The
entities move on a path network and are monitored by simulated stationary sensor devices. In
our simulation, we assume each entity to be tractable, as well as perfect sensor readings, i.e.,
no noise, each entity is directly captured and the sensor scans continuously. We implemented a
simulation environment as follows. A random graph of k nodes with Bernoulli Graph Distribution
(p = 0.4) is generated; the position of nodes in 2D-space is calculated using an automatic graph
layout method. A number s of node locations is attached with sensors with a predefined range.
In general, a sensor may cover more than one node and several edges. A number of n objects,
i.e. the global population, is created. For each object a random sequence of tour stops (nodes
of the graph) is generated. For every pair of tour stops the shortest path is determined using
Dijkstra’s method and inserted into the sequence between the stops. Finally, to each object a
velocity, starting time and a step size is assigned (the latter because objects are not only at the
node positions, but travel along the edges). During the simulation, for each time step the objects
follow the tour with the assigned velocity and starting time, and their position along the edges
is calculated. Each sensor monitors at each time step the objects in its sensor range. For each
sensor and time period a new sketch is calculated and stored. As a ground truth, also the object
address are stored. The simulation stops when the last object has completed its tour.
In addition, we plan to collect real-world Bluetooth data for the evaluation of this scenario.

2.2.5 Results

On the simulated data we conducted extensive experiments (Kamp et al.|2013)) in which we have
shown that our approach meets the requirements. For the crowd monitoring scenario, overlapping
sensors are simulated. Fig. [2.5(a)[shows a snapshot from a simulation run. For the flow monitoring
we use non-overlapping areas. The distribution of mobile entities in the sensor ranges is generated
by a process very similar to real traffic flow, so that we have realistic flow properties over time.

Fig. shows an example for crowd monitoring with 15 nodes, 5 sensors, 1000 objects and

a load factor of 5. Evidently, the estimates closely track the true values, as expected from the
theoretical analysis. For the flow monitoring scenario, Figure [2.6(a)| shows the estimate (green,
dashed) and true (red, dotted) value of the flows between 4 sensors over time. Next we simulated
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Figure 2.5: (a)Crowd simulation with Random Bernoulli Graph, 1000 persons (red dots), 5 Blue-
tooth sensors with overlapping range. (b) Estimated value (green dashed) and true value (red
dotted) for each sensor for the first 50 time steps.

the OD-matrix construction problem. Table shows the relative error of an OD-matrix
construction for 20,000 persons moving over a period of 15 time steps in a system with 12 nodes,
tracked by 5 sensors. Each sensor uses the improved estimator with 30 sketches and a load factor
of 5. From these results we conclude that even for moderately sized sets, the error is very low.
Overall, we conclude from the experiments that Linear Counting behaves in the complex setting
of the simulation as expected from a theoretical point of view and is a very promising approach
for deployment in real-world applications. The approach guarantees k-anonymity on expectation,
i.e., an attacker cannot infer deterministically on a single entity but at most on k entities as a
group (Kamp et al., 2013). The approach is highly accurate for common privacy requirements,
i.e., k = 5 and scales well with the number of mobile entities so that monitoring even very large
areas, e.g., entire cities, is possible. Sensor battery life is prolonged by sending only sketches of
data instead of full sensor readings, thereby reducing communication.

2.2.6 Discussion

We successfully applied sketches to increase privacy in mobility monitoring scenarios with station-
ary sensors and have been able to improve existing sketching techniques to meet the application
requirements. More specifically, we extended the Linear Counting approach to a general set of
primitives for privacy-preserving mobility modeling. We showed theoretically and empirically
that two challenging application scenarios can be solved using and combining this set of primi-
tives (Kamp et al.,[2013). To compensate the accuracy deficit of Linear Counting for strict privacy
requirements we presented a method for increasing the accuracy, while maintaining the privacy.
This method is also applicable to boost accuracy in flow estimation, allowing to monitor even
tracks.

In contrast to many privacy-preserving approaches, this one is easy to implement, has excellent
accuracy and can be implemented efficiently. Our experiments suggest that it is immensely useful
in a practical settings and can have a real impact on how stationary sensor based data collection
is done.

The developed techniques have a high potential of being applied in real-world applications,
soon. However, it remains to reduce communication using safe-zones. The main difficulty we
face is to express the binary OR function as a function of the average of local binary vectors.
We found that, while transforming continuous, even highly non-linear functions to functions of
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Figure 2.6: Flow estimation (green) and true values (red) between four sensors (a) as well as
relative error of an OD-matrix between five sensors (b). Results are from flow simulation with
20000 persons and 5 sensors.

the average of local values is feasible using the techniques and tools developed in this project,
transforming discontinuous functions remains difficult. However, solving this problem yields not
only benefits for this application scenario but will further improve the generality and applicability
of the LIF T-approach.

2.3 Quantitative Monitoring of Visit Patterns

2.3.1 Motivation

The organization and planning of services (e.g. shopping facilities, movie theaters) requires up-to-
date knowledge about visiting customers. Especially quantitative informations about the number
of customers and their frequency of using the offered service or a combination of services are
important. The goal of this application scenario is to provide such quantitative information in a
privacy preserving way. We hereby assume that each service is connected with a specific location
and that the usage of a service can be identified from the recorded movements of a person by
detecting visits to that location, hence the name customer-location interaction. For example,
assume that the owner of a supermarket chain with five supermarkets in Cologne, Germany, is
interested in statistics about his customers. On a monthly basis he wants to know the total number
of customer visits, the average number of visits per customer and the number of distinct customers
that visit any of his stores. All three quantities can be derived if the movement trajectories of the
population (or in the example of people living in Cologne and its surroundings) are known. The
example also shows that quantitative information cannot only be provided for a single location,
but also for alternative location choices. In this case, visits to any of the five supermarkets are
of interest. Furthermore, sequences of visits (e.g. going to the cinema and subsequently to a
pub), possibly refined by time constraints, can be monitored. We will refer to such composite
customer-location interactions as wisit patterns.

Clearly, the most important requirement for the scenario is the protection of personal move-
ment information. From a privacy point of view it is out of question to collect the movement
trajectories of the population at a central server. Therefore, we will evaluate all trajectories lo-
cally (at the personal devices) in our approach. Only aggregated statistics of visits or visit patterns
will be communicated to the central server. In addition, communication reduction is important
because the application shall scale to geographic regions as cities, federal states or even the whole
nation. For Germany with about 82 million inhabitants this means to handle between several
tens of thousands and tens of millions of local nodes. Local data processing has advantages for
both requirements: it allows to encapsulate sensitive mobility data at the nodes and to reduce
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communication.

2.3.2 Scenario Description and Formalization
Scenario Description

In our scenario each person carries a mobile device which determines the person’s position in
regular time intervals. We hereby assume that each person is represented by exactly one device.
The device possesses processing power to analyze the position records. In particular it is given
a point of interest (POI) database which it utilizes to detect location visits from the stream of
position records. In addition, the device receives a set of visit patterns. For each pattern it
monitors the number of occurrences over periodic time intervals (e.g. one week or one month).
At the end of each time interval the device communicates the number of occurrences of each
pattern to the coordinator. The coordinator aggregates the counts in the distribution of k-visiting
entities for each pattern, which states how many persons had 0, 1, 2, ... pattern occurrences in
the given time interval. The coordinator monitors this distribution as well as further quantities
(gross visits, average visits, entity coverage) derived from it and sends an alert if a change in
the distribution or in any derived quantity exceeds a given threshold value. Figure 2.7] shows the
information flow and communication architecture of the application. Between the local nodes and
the coordinator an intermediate layer for the anonymization of source identifiers is inserted. The
anonymizer follows e.g. the principle of onion routing (Goldschlag et al., [1999) and prevents that
the coordinator reconstructs movement histories from several messages of a person based on the
communication protocol. The anonymizer itself is prevented from reading message contents by
encryption technology. Further details on privacy aspects of the distributed monitoring scenario
can be found in (Kopp et all 2012).
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Figure 2.7: Communication architecture for monitoring customer-location interactions

Formalization

Our local nodes are mobile devices which each represent one person. The coordinator is a central
database which maintains the distribution of k-visiting entities for each visit pattern. The visit
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patterns are monitored independently of each other, we therefore confine the following formaliza-
tion to a single visit pattern.

Given a set of local nodes i = 1..n, a visit pattern and a time interval 7 = (tstart, tend], let
L0, Tl y-ons Tjy -y Ty, With j = 0..m — 1 denote frequency counts specifying how many local nodes
observed j occurrences of the visit pattern during 7.

The global data vector contains the frequency distribution of k-visiting entities and is defined
as

17(7_) = (Z’Oa L1y eeey Tjyoeny xm—l)T
The global data vector is the sum of the n local data vectors

n n

T(r) =Y (1) =Y (20, i1, oons Tim—1)) " -

i=1 i=1

Each local data vector states the frequency of the visit pattern at the local node. As each local
node belongs to one frequency class, exactly one of the frequencies z;;, j = 0..m — 1 in each local
data vector has a value of one while all other frequencies are zero, i.e. let node i follow the visit
pattern k times, then
{ 1 ifj=k
"Eij =

0 else.

On the global data vector we want to monitor four different quantities. First, we want to
monitor the difference between the current global statistics vector and a given distribution (e.g.
from previous observation). Second, we want to monitor three quantities that can be derived from
the global data vector, namely gross visits, average visits and entity coverage as previously defined
n (Korner, [2012; [Korner et al., [2010).

In order to monitor the difference between two distributions, we can use the Kolmogorov—Smirnov
test or Chi-Square goodness of fit test. The Kolmogorov—Smirnov test relies on the greatest differ-
ence between the cumulative distribution functions (edf) of two distributions. Let Fy(x) denote
the cdf of some base distribution and let Fj(x) denote the cdf of the global data vector. The
Kolmogorov-Smirnov test statistic D is defined as

D= max |F1(z) — Fo(x)].

The test statistic is compared to the critical value D, = K,+/(no + n1)/non1 where K, depends
on the level of significance (e.g. K, = 1.36 for & = 0.05) and ny and n; denote the number of items
in the empirical distributions. Applied to our scenario, we can monitor the Kolmogorov-Smirnov
test statistic as follows. Let 0 = (yo, ¥1,-.-s Yjs - Ym—1)T denote the base distribution to which
the global data vector shall be compared.The monitored function then is

g1(U(7)) = [[0(7) = T"]oe = max

(2.4)

Zxk—Zyk

If the function value of the global data vector is smaller or equal to D, both distributions are
equal. The Chi-Square goodness of fit test compares distributions based on the sum of squared
(relative) distances between frequency classes. Its test statistic leads to the following monitoring
function

,_.

Z — ) (2.5)
i=0 Yi

The threshold value x?2 is given by the Chi-Square distribution using m — 1 degrees of freedom
at an appropriate level of significance. If the function values is smaller or equal to x?2, the
global statistics vector has the same distribution as the given base distribution. Clearly, both the
Kolmogorov-Smirnov and the Chi-Square goodness of fit test statistics are non-linear functions.
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In addition to the distribution, we want to monitor the quantities gross visits, average visits
and entity coverage as defined in (Korner, 2012; |[Korner et al.,|2010). The authors have shown that
all three values can be derived from the distribution of k-visiting entities, which is the global data
vector in the scenario. Note that the original definitions are based on wvisits, however, the notion
of a visit can interchangeably be used with wvisit pattern. The three quantities can be monitored
for different visit classes vc € Z, which restrict the quantities to nodes with a minimum frequency
count. For example, the number of average visits per entity for visit class vc = 2 states the average
number of pattern occurrences for persons who followed the pattern at least twice.

Before we proceed to the definition of the monitoring functions, we introduce the following
vector ¢, of length m

- . 1 ifi>wce
Coe = (Coy ey Ciy ...,cm,l)T with { 0 else
For example, for vc = 2 the vector has the form ¢,. = (0,0,1,...,1). Further we will use the
diagonal matrix A = diag(0,1,2,...,m — 1) as well as the identity matrix I of size m.

Gross visits state the total number of visit patterns that occur in the given time interval. Given
a visit class ve, the gross visit monitoring function is defined as the following linear function:

93(0(7),ve) = z_: i (2.6)

i>ve

=l A-9(r).

Average visits state the average number of pattern occurrences per node. For visit class ve =0
the monitoring function is again linear because the divisor is a constant stating the total number
of nodes. For visit classes vc > 0 this number can change over time, and the function becomes
non-linear. Given a visit class vc, the average visit monitoring function is defined as

—1.
ng ol
-1
Zg'uc Ti
el A v(r)
Cpe - B -0(r)
Finally, entity coverage states the proportion of the nodes which observe at least vc occurrences

of the given visit pattern. Given a visit class vc, the entity coverage monitoring function is defined
as the following linear function:

94(0(1),ve) = (2.7)

) > e T
g5(U(7),ve) = Z=— (2.8)
dico Ti
_ 51?; - E-9(7)
&l E-u(r)

For monitoring functions - the threshold values are user defined, and threshold crossing
can be monitored in both directions.

2.3.3 Requirements Analysis

The application has to fulfill requirements with respect to scalability, accuracy of results and
privacy.

First, in order to be successfully applied in practice, the application must be able to handle a
very large number of visit patterns. We retrieved about 800,000 points of interest (POI) from the
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Open Street Map (OSM) geo-service (Maps) for Germany’s 15 most relevant location types (e.g.
restaurant, shop, bank, school, cinema). Even though it is likely that a person visits POI only in
a geographically restricted region, an exponential number of POI combination can be formed for
mobility patterns. The large number of POI and visit patterns have an impact on the local nodes
because they have only limited resources for the identification of visits and visit patterns.

Second, the application has to be scalable to a very large number of local nodes. For example,
when applied in Germany a potential of 82 million local nodes (the inhabitants) exist. In conse-
quence, the communication and aggregation at the coordinator form bottlenecks to the application.
As our application relies on mobile phones, it has to face less severe communication restrictions
than typical sensor networks, and we will therefore not focus on this issue. However, we want to
apply sketching methods to enable fast aggregation and storage reduction at the coordinator.

Third, the results obtained at the global coordinator should stay within given (probabilistic)
accuracy bounds. For most analyses it is not necessary to obtain exact results. However, the error
variance of the results should be known and within reasonable bounds.

Finally, as mobility data is very sensitive, it is important to ensure the protection of user
privacy. In particular we want to ensure that an attacker a) cannot infer the current position of
a user and b) cannot infer historic movements or movement patterns of a user. In addition, we
assume that the coordinator is untrusted, which is opposed to most privacy approaches currently
used in trajectory data analysis (e.g. relying on k-anonymity (Monreale et al, |2010; Nergiz et al.
2009; |Abul et al.| [2008; Monreale, [2011))).

2.3.4 Employed Data Sets

The Arbeitsgemeinschaft Media-Analyse e.V. (ag.ma) is a joint industry committee of German
advertising vendors and customers. Starting in 2006 it commissioned a yearly nationwide mobility
survey as basis for an objective performance evaluation of outdoor advertisements in Germany.
About 22% of the surveved persons were provided with GPS devices to record their movements over
one week, while the mobility of the other persons was captured in a computer assisted telephone
interview (CATI).

The GPS data has been collected in three waves in the years 2007, 2009 and 2011 and contains
in total 14.763 persons (Arb, [2012)). The GPS measurements are concentrated on 42 selected cities
in Germany including the 15 largest cities in Germany, major cities above 100,000 inhabitants as
well as a number of cities with inhabitants between 50,000 and 100,000 inhabitants (see Figure 1
left). The duration of GPS recording is one week per person, however, the measurement periods
are distributed over one year such that a representative mobility sample for the whole year is
obtained. The participants of the survey are equipped with GPS devices, which they are asked to
carry along during the measurement period. The GPS devices record positions every second as
long as the devices are turned on. Measurement gaps may arise if participants forget to charge
the devices or if they turn them off deliberately. In addition, faulty measurements may arise if
participants forget to carry the GPS device along with them. In order to distinguish between days
without mobility of the participant and between days with erroneous measurements, a follow-up
survey is conducted where the participants can specify the validity of measurement days with low
movement or few position records.

In addition to movement information, the survey provides detailed socio-demographic infor-
mation about the participants including gender, age group, size of household, level of education,
type of profession, household income as well as mobility characteristics such as possession of a
driving license, use of private vehicles or use of public transport.

2.3.5 Results
Results on Scalability

In order to apply LIFT techniques in the scenario, fast and resource-preserving methods have to
be devised for the local evaluation of mobility data. In (Florescu et all 2012; Florescul [2012)) we
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Figure 2.8: Municipalities with GPS measurements (source: Arbeitsgemeinschaft Media-Analyse
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have shown that the implementation of the local nodes can be done efficient, handling 800,000
locations and up to 10,000 complex patterns in less than one second on a Samsung Galaxy SII
(I9100). For handling more locations or more patterns, measures can be taken to reduce the
number of GPS position updates by configuring the Android Location Provider appropriately or
by adding intermediate GPS smoothing filters. For example, for a frequency of 5 seconds per
position update request, our application can efficiently scale up to at least 800,000 locations and
over 300,000 complex patterns.

We further investigated methods for scaling the proposed method to thousands and potentially
millions of user nodes. Consider, for example, that every person traverses more than 200 street
segments per day. If we assume further that each person visits 10 different locations (e.g. work
location, shops, bus stops) per day and 20 million persons participate in data collection, about
4.2 billion visit events occur every day. In order to cope with this number of events, sophisticated
analysis and storage algorithms as well as a sophisticated system architecture have to be devised.
The key component of our approach is to use exponential histograms for data compression. This
data structure has the advantage that it can be applied in a distributed setting as previously
shown in work of LIFT partners (Papapetrou et all [2012) and thus allows for scalability when
the number of users increases. In addition, exponential histograms offer sliding window query
capabilities with a guaranteed maximum relative error and can thus be used in an online setting.

We performed experiments using a flat and hierarchical architecture as shown in Figure 2.9]
The lowest layer holds the user nodes, which collect the users’ GPS data and extract visit events.
The visit events are forwarded either directly to the central coordinator (flat setting) or to a layer
of intermediate nodes (hierarchical setting). In the flat setting, the coordinator aggregates the visit
information of each point of interest (POI) in an exponential histogram. In the hierarchical setting
the exponential histograms reside already at the intermediate nodes. In regular time intervals the
intermediate nodes submit the exponential histograms to the coordinator, which merges them and
answers user queries. The layer of intermediate nodes was introduced for horizontal scalability
and to avoid an overload of the coordinator. However, it also serves a privacy purpose given that
the intermediate nodes do not collude (see (Kopp et all, 2012))). As a user can freely select an
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Figure 2.9: System architecture; left: flat setting; right: hierarchical setting

intermediate node when submitting a visit event, no intermediate node will obtain the whole event
history of a single user.

We performed experiments using a subset of the above introduced data set containing 2,967
persons with a total of 304 million GPS points as well as 400,988 POI from OSM marked with
the keys shop, amenity, leisure, tourism, historic, sport, public transport, railway. From the data
we extracted 23,508 visit events to 11,809 different POI. As this number was considerably below
our expectations (see also (Kopp et all [2013) for further explanations), we replicated the visit
data by a factor of 1,000 adding Gaussian noise in the temporal dimension. In our experiments we
conducted point queries in a sliding window fashion. I.e., we queried the number of events per POI
in the past At seconds. The selected query windows were of length 30, 600, 1800, 3600 or 86400
seconds. We performed those queries every 10 minutes (in the hierarchical setting this coincides
with the time interval of the force action). For our observation period of one week this resulted
in ny = 1,008 queries per query window for each of the n, = 11,809 visited POI. Further, we
varied the maximum acceptable relative error € to take the values 0.01, 0.02, 0.04, 0.08 and 0.16.
In the hierarchical setting we used 10 intermediate nodes which submitted their data structures
every 600 seconds to the coordinator. We measured the error for each experiment using the mean
absolute percentage error (MAPE), which is defined as follows:

~
Tij—Tij
Tij

DEID I

Np - Nt

MAPE =

where z;; denotes the true number of visit events at POI ¢ in query window j and Z;; denotes
the number of events returned from the exponential histogram.

The results are depicted in Figure Our experiments show that the resultant error is very
low. For all settings of £ the mean error (MAPE) is less than 1/10 of the maximum acceptable
error. This is a very good result. Especially we can be sure for small total number of visits that the
query results are always correct. For example, setting ¢ = 0.01 will result in no errors if less than
100 events occur per POI. This is an important characteristic because the visit frequency of POI
is right-tailed, containing only few POI with very high frequencies. Further the experiments show
that our setting scales horizontally. By introducing a layer of 10 intermediate nodes, the MAPE
was on average 7.5% higher and at most 23% higher than in the flat setting. Both numbers
are considerably below the maximum acceptable error as well as the maximum relative error
guaranteed for the join of exponential histograms. Finally, to evaluate the memory usage, we can
compare the numbers to the following baseline scenario. Whenever a visit event occurs, the POI
identifier and timestamp are stored at the coordinator using two 4 Byte integers. As our sliding
window covers only one day, we will assume that we have to store 1/7 of the total visit events.
For the original 23,509 events this results in 0.026 MB. For the multiplied data set it results in
25.6 MB. The storage amount for the original events using exponential histograms varied between
0.54-4.7 MB. In this case we did not save on memory. However, using the more realistic multiplied
data set with exponential histogram sizes between 2.5-14.5 MB, our experiments require only 9.7-
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Figure 2.10: Mean average percentage error and memory usage for different maximum relative
errors (g) and query window sizes; left: without intermediate nodes; right: hierarchy with 10
intermediate nodes

56.6% of the baseline storage space depending on the selected . Considering the entire approach
including exponential histograms and loca evaluation, the storage reduction is even much higher
compared to a naive centralized setting where users submit a GPS position every second to some
central coordinator.

In conclusion, local evaluation combined with exponential histograms allows to substantially
reduce storage space while maintaining a high accuracy of query results. Due to the composability
of exponential histograms the technique can be applied in a distributed setting, which reduces the
load on the coordinator and thus ensures scalability to a large number of local nodes.

Results on Privacy

In the requirements analysis we stated that we assume an untrusted coordinator and that we want
to ensure that an attacker a) cannot infer the current position of a user and b) cannot infer historic
movements or movement patterns of a user.

The current position of a user is not revealed in our setting because only aggregated statistics
without user identifiers are transmitted to the server. Aggregation takes place over time and
possibly over space. Clearly, the longer the monitored time interval is, the stronger the aggregation.
Spatial aggregation can be achieved, for example, by a typification of locations. I.e. instead of
monitoring specific locations, all locations of a certain type (in a given region) can be specified in
a pattern. Typification can also be performed locally if the coordinator shall not know the exact
position of some location. For example, the “home” of a user might locally be resolved for visit
detection, but a location identifier referring only to the type of location (i.e. “home”) and not to
its position is transmitted to the coordinator.

The movement history of a user is protected by independently submitting aggregated statistics
for each observed POI or visit pattern. Recall from the description in section that the
communication to the coordinator is anonymized w.r.t. the sender addresses (e.g. IP number) in
such a way that different messages originating from the same sender cannot be related to each
other. Hence, a simple aggregation of information from different messages just based on the sender
addresses is prevented by technical infrastructure means. Hence, the adversary may only rely on
the contents of individual messages for trying to retrieve information that would allow to set up
a personal mobility profile. Thus, it has only to be ensured that the monitored visit patterns are
not too specific and become a mobility profile by themselves.

Further, an attacker might try to use the visit information as quasi-identifier. For example, a
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location set containing the “White House” would basically reveal some of the mobility behavior of a
very restricted set of persons. In addition, identification may be possible if a user has very extreme
visit counts which only very few people may reach, such as an animal keeper in a zoo. In fact, the
level of anonymity related to this kind of attack can be directly specified from our model in terms
of k-anonymity. In order to distinguish between the parameter in the anonymity model and our
visit model, we will use the calligraphic letter IC to refer to the former. Given the global aggregate
¥(7) of some location set, the level of K-anonymity is given by I = min {x; | z; > 0}. Le. the
smallest positive frequency of k-visiting entities determines the anonymity threshold. Translated
to a database representation, the derivation of K becomes obvious. Each distribution #(7) can be
disaggregated in a table with one column containing for each user the value k of occurrences of
a given visit pattern. As the table contains only a single column, the minimum number of users
with the same k correspond to the anonymity level. The maximal information that an adversary
may retrieve from a violation of some anonymity threshold, however, is the frequency count of
a user for the visit pattern and time interval in question. It is not possible to retrieve mobility
profiles involving any other (spatially distant) locations.

In future work we plan to implement and test algorithms that ensure that each global data
vector conforms to C-anonymity. As the anonymization requires knowledge about all visit pattern
occurrences, it has to be performed in a centralized way. If the coordinator is still assumed to be
untrusted, a semi-trusted coordinator can be introduced between the nodes and the coordinator
for this purpose. In order to ensure K-anonymity the semi-trusted coordinator needs to know only
the global data vectors but not their semantic interpretation. Thus a higher level of privacy is
achieved compared to an anonymization via the original coordinator.

2.3.6 Discussion

When applying LIFT technologies to the monitoring of mobility patterns we discovered that the
local evaluation principle provides a very natural way for the privacy-preserving handling of large
sets of mobility data. By local aggregation a massive reduction of data can be achieved which
ensures at the same time user privacy. In addition, we could show that the scenario is applicable
to real-world situations where an efficient local processing of mobility data has to be ensured and
a large number of local nodes has to be served.

However, we also discovered situations in which current LIFT technology is not optimal and
requires further research efforts. First, the monitoring functions of our scenario rely on the sum
of local data vectors and not on their average. Although the difference lies only in the division by
a constant factor (per use case), it means that the safe zones depend on the number of user nodes
and become very small with increasing users. A change at node level therefore leads inevitably to
a violation. In order to solve this problem, a combination of safe zone and sampling techniques
may be investigated to submit alerts only if a large portion of user nodes violates their safe zone.

Second, we experienced that some local summarization techniques are not applicable in our
scenario because their error guarantees are too lose. Typically, the error of local summarization
techniques is bounded by the sum (of squares) of the global pattern frequencies. This is sufficient
to find e.g. heavy hitters. However, in our scenario we have comparably evenly distributed
visits or visit patterns. For example, supermarkets or shops of a given size have a natural upper
bound on their visitors. Given a large number of patterns with comparably low frequency makes
it therefore hard to answer queries precisely. In the application scenario we therefore applied
a simpler summarization technique. Instead of ECM sketches we used exponential histograms,
which are one building block of ECM sketches. This technique proved to have a high accuracy
while reducing the storage space considerably.

Finally, we discovered that local summarization techniques cannot be efficiently applied at the
node level in this scenario because pattern events of a single user occur too seldom. However, this
finding turned out to be no restriction for the scenario. On the one hand, the main data reduction
takes place due to the local evaluation of visit patterns (e.g. reducing 304 million GPS points to
about 23,500 visit events). On the other hand, communication takes place over the mobile phone
network and the resultant messages on the occurrence of visit patterns are comparably infrequent
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and small. Nevertheless, distributed summarization techniques are crucial in our scenario to scale
the architecture to thousands or millions of user nodes by reducing the load on the coordinator.

In summary, the monitoring of visit patterns is well suited for the application of LIFT tech-
niques and profits from the data reduction and privacy achievements of local evaluation.

2.4 Distributed Estimation of Traffic Flows

2.4.1 Motivation

The understanding of the human mobility behavior in a city is important for improving the daily
human mobility, for managing the traffic network and for reducing traffic jams.

Thanks to the recent advent of inexpensive positioning technologies, data about movement
of various mobile objects are collected in rapidly growing amounts. Potentially, these data are a
source of valuable knowledge about behavioral and mobility patterns. To gain an understanding
of these patterns, an analyst needs a visual representation of the data, which is the most effective
way to support human perception, cognition, and reasoning. An aggregated view enables the
traffic managers to evaluate the situation of mobility by means of an effective visualization. The
generalization of trajectories can be used to provide a high level description of traffic flows in a
given time interval. The flows can be rendered directly on the screen to highlight the critical paths
of the road network. Each flow is rendered with a stroke height proportional to the flow. |Andrienko
and Andrienko| (2011) propose a method for trajectory generalization that requires to collect in
a central station all the raw trajectories. This centralized setting highlights two main problems:
a) the large mass of information to be transmitted and processed might be too much, and b) raw
trajectory data to be transmitted describe mobility behavior of the users with great detail that
could enable the inference of very sensitive information related to the personal private sphere of
individuals. In order to solve these two very important problems we propose a privacy-preserving
distributed computation framework for the aggregation of movement data for a comprehensive
exploration of them. In order to reduce the amount of information to be communicated, we
propose the application of sketches to the data. The data transformation based on sketches allows
us to obtain a preliminary level of data privacy that is the first step towards the realization of a
privacy-preserving framework.

2.4.2 Scenario Description and Formalization

The goal of our application is to estimate traffic flows and correlations between traffic flows. In
our scenario the coordinator is responsible for computing the flows on a territory by combining the
information received by each node. In order to obtain traffic flows in the centralized setting we need
to generalize all the trajectories by using the cells of a partition of the territory. In our distributed
setting we assume that the partition of the territory, i.e., the set of cells C = {¢1,..., ¢} useful
for the generalization, is known by both all the nodes and the coordinator. Each node, that
represents a vehicle that moves in this territory, in a given time interval observes a sequence of
spatio-temporal points (trajectory), generalizes it and contributes to the computation of the global
function.

Before describing the local and global functions computed by the nodes and the coordinator,
we introduce some basic notions that help the understanding of our problem.

Definition 2.4.1 (Trajectory). A Trajectory or spatio-temporal sequence is a sequence of pairs
T=<li,t1 >,...,<lp,tn, >, wheret; (i =1...n) denotes a timestamp such thatVi<;<pn t; < tiz1
and l; = (z4,;) are points in R2.

Intuitively, each pair < [;,¢; > indicates that the object is in the position [; at time ¢;.

We assume that the territory is subdivided in cells C = {¢1,¢,...,¢:} which compose a
partition of the territory. During a travel a user goes from a cell to another cell. We use g to
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denote the function that applies the spatial generalization to a trajectory. Given a trajectory T
this function generates the generalized trajectory g(T), i.e. a sequence of moves with temporal
annotations, where a move is an pair (l,,l.;), which indicates that the moving object moves from
the cell ¢; to the cell ¢;. Note that, I., denotes the pair of spatial coordinates representing the
the centroid of the cell ¢;; in other words l., =< z.,,y., >. The temporal annotated move is
the quadruple (l.,,lc,,tc,,tc;) where I, is the location of the origin, [., is the location of the
destination and the t.,,t.; are the time information associate to l., and I.;. As a consequence, we
define a generalized trajectory as follows.

Definition 2.4.2 (Generalized Trajectory). Let T =< li,t1 >,...,< ln,t, > be a trajectory.
Let C = {c1,¢a,...,c1} be the set of the cells that compose the territory partition. A generalized
version of T is a sequence of temporal annotated moves Ty = (loysleysterstes)(lenslegsegstes) - - -
(w13 len s ten _1sten,) with m <=n.

Now, we show that a generalized trajectory can be represented by a frequency distribution
vector. First, we define the function Move Frequency MF that given a generalized trajectory
Ty, a move (l,,l.;) and a time interval computes how many times the move appears in T}, by
considering the temporal constraint. This function is the base for the computation of the local
data vector calculated by each node. More formally, we define the Move Frequency function as
follows.

Definition 2.4.3 (Move Frequency). Let T, be a generalized trajectory and let (l.;,l.;) be a move.
Let T be a temporal interval. The Move Frequency function is defined as:

MF(TQ,(lci,lcj),T) = |{(lcialcj-ati7tj) S Tg‘tz S T/\tj S ’7'}|

This function can be easily extended for taking into consideration a set of generalized trajec-
tories 79. In this case, the information computed by the function represents the total number of
movements from the cell ¢; to the cell ¢; in a time interval.

Definition 2.4.4 (Global Move Frequency). Let T9 be a set of generalized trajectories and let
(ci,c;) be a move in the graph G. Let T be a time interval. The Global Move Frequency function
is defined as:
GMF(TY, (ci,cj), ) = Z MF(Ty, (c;,cj), 7).
VT,eTY

The the number of movements between two cells computed by either the function MF or
GMF describes the amount of traffic flow between the two cells in a specific time interval. This
information can be represented by a frequency distribution vector.

Definition 2.4.5 (Vector of Moves). Let C = {c1,ca,...,ct} be the set of the cells that compose
the territory partition. The vector of moves M with s = 2 X (;) positions is the vector containing
all possible pair of cells. The element M[i| = (c;, ¢j) is the move from the cell ¢; to the cell ¢;.

Definition 2.4.6 (Frequency Vector of a Generalized Trajectory). Let C = {c1,¢a,...,c:} be the
set of the cells that compose the territory partition and let M be the vector of moves. Let T be a time
interval. Given the generalized trajectory Ty = (ley, leysteystes)(lens legs tesstes) -+ - (e 15 lenster 1 tem )s

fori=1,... s we can construct the corresponding frequency vector f with size s = 2 X (;) where
each fli| = MF(T,, M[i],T).

Clearly, the frequency vector of a generalized trajectory is the local data vector computed by
a node by using the Move Frequency function M F.
Given the set of vehicles V' = {V7,...V}}, the global data vector is the sum of the k local data

vectors (with s = 2 x (%) positions) in a time interval 7:

k
FrV) =Y 1Y% =[fis for oo £,
j=1
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Figure 2.11: Visual summarization of a set of trajectories

where each

k
fi= ZfV][Z] :GMF(TQ,M[’L'LT).

Here, 79 is the set of generalized trajectories related to the k vehicles V in the time interval 7
and fY5 is the frequency vector of the trajectory observed by the vehicle Vj in the time interval 7.
Our problem can be defined as follows.

Definition 2.4.7 (Problem Definition). Given a set cells C = {c1,...,cm} and a set V =
{V1,...Vi} of vehicles distributed, the distributed estimation of traffic flows problem consists
in computing in a specific time interval T the fLyap(V) = [f1, f2y.-., fs], where each f; =
GMF(TY, Mli],7) and s =2 x (7). Here, TY is the set of generalized trajectories related to the
k wvehicles V' in the time interval T and M is the vector of moves defined on the set of cells C.

Solving this problem means to define a process describing the computation of each node and
of the coordinator. In the following we describe the main steps of the computation of both.

Node Computation. Each node represents a vehicle that moves in a specific territory and this
vehicle in a given time interval observes a sequence of spatio-temporal points (trajectory)
and computes the frequency vector to be sent to the coordinator. The steps to compute this
data vector are:

Trajectory generalization. The vehicle computes the generalized version of its trajectory
by substituting spatial points with centroids of cells and transforms the trajectory in
a sequence of moves annotated with the temporal information. So, the node given the
original trajectory T obtains the generalized version T (see Definition

Frequency Vector Construction. Starting from the generalized trajectory T, the node
constructs a frequency vector of this generalized trajectory (Deﬁnition by count-
ing how many times each move occurs in its trajectory, by using the function introduced
in Deﬁnition In particular, the vehicle populates the local data vector fV accord-
ing to the generalized trajectory observed. So, the element fV7[i] contains the number
of times that the vehicle V; moved from m to n if M[i] = (m,n).

28



Sketching of the Frequency Vector. The node applies a sketching technique to repre-
sent the frequency vector Y5 using a much smaller sketch vector and reducing the
amount of information to be communicated.

Coordinator Computation. The coordinator computes the global vector of traffic flows in a
given time interval by combining all local sketches. The global sketch thus summarizes all
local flows and can be queried for traffic analysis. In the case of correlation analysis between
traffic flows, the coordinator has to reconstruct the matrix of local traffic flows. When
reconstructing each local vector from the sketch vector, the coordinator obtains only an
approximate version of the original data vector. From these vectors it computes the global
flow matrix where each row represents a vehicle and each column a specific flow. In addition
to correlations, other functions can be monitored based on the matrix as, for example, the
relations between the amount of traffic in different cells (traffic share).

2.4.3 Requirements Analysis

Privacy. The main requirement in the above application is the protection of the users’ privacy.
We consider sensitive information any information from which the precise location or mobility
behavior of an individual at a given time can be inferred. Each node sends the number of times
that he/she goes from an area to another area. By combining different cell transitions it is possible
to identify typical movements of a specific user. An obvious privacy measure is to anonymize the
communication of the vector by removing identifiers such as network addresses. This approach is
insufficient, however, because drivers can often be re-identified by correlating anonymous location
traces with identified data from other sources. So, we need to find privacy measures to avoid the
re-identification. In general, we assume that the coordinator is not a trusted entity, therefore, the
idea is to hide the real count associated to each move, in order to generate uncertainty during
the reconstruction of the user movements. The use of the sketching procedure introduces a first
preliminary form of privacy protection due to the approximation derived from the vector recon-
struction. In order to increase the level of privacy, before the sketching transformation another
data vector transformation able to introduce more confusion and so more data privacy should
be applied. One possible direction is a suitable perturbation of the vector data that allows us
both local data protection and global data quality. During the third year we developed a suitable
privacy-preserving technique based on the well known differential privacy. Details on that can be
found in Deliverable on D2.2 “Privacy-preserving Methods”.

Communication bottleneck. The application described above involve hundreds of thousands
of vehicles that are located in any place of the territory. Each vehicle submits the information
contained in the local vector to the coordinator, which has a size depending on the number of cells
that represent the partition of the territory. The number of cells in a territory can be very huge
and this can make each local vector too big. For example, in one of our dataset of trajectories
on Tuscany, we have a number of cells that subdivide the territory equally into about 2600 cells.
Therefore, the application has to be able to handle both a very large number of nodes and a large
amount of the information to be communicated. These considerations make the reduction of the
information communicated necessary. However, the application of sketching methods allows us to
apply a good compression of the information introduced.

Data Utility. Lastly, the results obtained at the global coordinator should stay within given
accuracy bounds. Unfortunately, data transformations due to both privacy requirements and the
necessity of reducing the transmitted information introduce some approximation that describes
the information loss and so, allows to define the quality and utility of the data computed. This
approximation should be kept under control by identifying specific bounds.
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2.4.4 Employed Data Set
The dataset used for testing this application are two:

e a dataset of trajectories of around 38k vehicles located in the western part of Tuscany,
thus covering a large territory and mixed land usages (residential areas, industrial zones,
countryside, suburbs, etc.), and spanning over 5 weeks across June and July 2010.

e a dataset of trajectories that contains a set of trajectories obtained by 17,000 private cars
with on-board GPS receivers and moving during one week in April 2007 in the city of Milan
(Ttaly).

The dataset was collected by Octotelematics S.p.A. (Octotelematics|).

2.4.5 Results

For the evaluation of our approach that includes a privacy transformation we applied it to the
real movement data set described above. We assumed that on-board location devices in vehicles
continuously trace the positions of the vehicles and periodically send statistical information about
their movements to a central station. The coordinator will store the received statistical information
and compute a summary of the traffic conditions of the whole territory, based on the information
collected from individual vehicles. We deeply studied the trade-off between privacy and data
utility of each privacy transformation and the impact of the further transformation required by
the sketch-based transformation. Concerning the sketching algorithm we tested the following
algorithms: Count, Count-min and AGMS. Since the coordinator reconstructs the flows among
the zones of the territory division, we can represent such data as a directed graph, where the
nodes represent the zones and an edge between two nodes represents the flows from one zone to
the other. Therefore, we compared the transformed data with the original data by varying the
transformation parameters and analyzed the cumulative distribution of some network measures
and their linear correlations by means of the Pearson Correlation Coefficient (PCC). The results
obtained and discussed in Monreale et al.| (submittedal 2013alb)); Pratesi (February, 2013); Pratesi|
show that most of the network-based measures are preserved. The good results are
also confirmed in our experiments about the mobility analyses on the transformed data. We found
that an analyst can use the differential private and sketched data for important mobility data
analyses obtaining results with good quality. In Figure we show two plots highlighting how
the privacy transformation impacts the preservation of the most important measures: the flow per
link, i.e., the preservation of the amount of flow between the areas, and the flow per zone, i.e., the
preservation of the amount of traffic flow within each area. While Figure [2.13] provides the PCC
of the same measures after the application of the Count sketching algorithm.

Flow per Link Correlation (a) Flow per Zone Correlation (b)
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Figure 2.12: PCC for flow per link and flow per zone measures after privacy transformation
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Flow per Link - with Count Sketch (a) Flow per Zone - with Count Sketch (b)
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Figure 2.13: PCC for flow per link and flow per zone after Count Sketch application

2.4.6 Discussion

This application represents an innovative distributed framework for privacy-aware sharing of user
movement data. A typical centralized setting for generalization and aggregation of movement data
entails two important problems: a) the amount of information to be collected and processed may
exceed the capacity of the storage and computational resources; and b) the raw data describes
the mobility behavior of the individuals with great detail that could enable the inference of very
sensitive information related to the personal private sphere.

We developed a distributed setting for this important task by exploiting the properties of the
sketching algorithms for reducing the amount of data to be communicated and by integrating
privacy technologies in the analytical process. Therefore, the LIFT technology allows us to solve
one of the most important problems that characterize distributed frameworks as ours. The appli-
cation of both sketching and privacy transformations lead to some data distortion due to the level
of approximation introduced by these two steps. This requires to manage a trade-off among data
utility, privacy and reduction of communications. In our experiments performed on real-world
data we deeply evaluated the impact of these two steps on the data utility and we found that
some important analyses on the transformed data are still applicable.

This application with the integration of privacy and sketching is compatible with the user-
centric model for the personal data management supported by the World Economic Forum in its
last report. The basic idea is to introduce high levels of transparency and full control for the user
on the life cycle of his personal data (e.g., collection, storage, processing, sharing). Thus, the user
has to have a crucial and active role in a righteous and fruitful ecosystem based on personal data
and should be encouraged to give access to his own data (with the level of privacy desired) to
receive advantages once he discloses them to a company or a public authority, according to his
wills and needs. In our application the private traffic data, collected by the central station, are
still useful for important collective mobility and traffic analyses and each user can release the data
after setting the desired privacy level, compatible with his privacy expectation.

In the current version of the application we did not integrate the safe zones technology, due to
the fact that it does not consider a specific thresholding function to be monitored on the basis of
the user movement data. Therefore, our future activities on this line include the extension of the
approach by defining one or more thresholding functions and by considering also the safe zones
methods in the system.
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Chapter 3

Internet Scale Query Processing

3.1 DMotivation

With the advent of the Internet as the main tool for information sharing and publishing, it is
now obvious that the largest “big data” collections are going to be generated inside the network,
and, thus, will inevitably be dynamic (i.e., streaming) and massively distributed. Specific example
scenarios include:

o Distributed network-traffic analysis monitors that try to track the correlation of traffic pat-
terns to the same destination IP addresses across two collections of routers (possibly, in
different administrative domains), e.g., for tracking network health (e.g., potential DDoS
activity) or improving network-load balancing in real time (Huang et al., |2007). Another
important task involves identifying IP addresses with abnormal behavior, and isolating them
before they can bring down the network.

e Peer-to-Peer (P2P) systems that want to track content and query similarity across a large
collection of peers to enable effective peer clustering and formation of semantic online user
communities.

The sheer size of such Internet-scale systems combined with the volumes and dynamic nature of
the underlying data streams put it well beyond the capabilities of any existing distributed/parallel
data-management architecture (Huebsch et al., [2005). Centralizing all this data to enable intelli-
gent global data analysis is simply infeasible, due to the enormous volume and dynamic nature of
the data, as well as numerous administrative, ownership, and privacy constraints. Instead, the only
possible way to enable intelligent analysis and monitoring of such network-bound streams is by
querying the data in situ, without the need for traditional database design, integration, and main-
tenance (Hellerstein et al.l 2007)). This, in turn, implies the need for novel, massively-distributed
query processing tools that rely on localized data-stream processing, and can efficiently scale up to
thousands of participating nodes (i.e., work at Internet-scale). Data processing in an ISQP system
will mostly be data- and event-driven — in other words, it must rely on communication-efficient
techniques for massively-distributed, intelligent event processing, triggers (i.e., threshold-crossing
conditions), and continuous queries.

3.2 Scenario Description and Formalization
Focusing on a network-traffic monitoring scenario, let R and S denote the union of the packet
streams across two distinct sets of routers (e.g., at the edge of an enterprise network). A natural

measure of the correlation (or, similarity) of the two destination-IP traffic streams can be expressed
through the size of an SQL join query:
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SELECT COUNT(*) FROM R, S WHERE R.destinationIP = S.destinationIP

Letting fr and fs denote the frequency distribution vectors of the R and S streams (re-
spectively) across all possible destinations, it is easy to see that the above join size essentially
computes the similarity of the R and S destination traffic as the inner product of fr and fs (i.e.,
the (un-normalized) cosine similarity of the two traffic vectors). That is, assuming N-dimensional
distribution vectors fr and fg, it computes the non-linear function

9(fr, fs) = |R™yeserp S| = fr - fs = Z frldestI P fs|destIP]
destl P

over the 2N-dimensional vector [fg, fs] A continuous distributed threshold query (or, trigger)
would monitor the event that the similarity of the R and S traffic patterns crosses a certain
threshold — that is, g(fr, fs) > T, or, after normalizing by Lo norms, g(fr, fs) > T||frll2||fs]|2
— in order to trigger some appropriate course of action. A generalization of this scenario is a
continuous approximate tracking query where the goal is to continuously track the value of the
similarity of the distribution vectors to within a 6 approximation; that is, continuously maintain
an estimate § at the coordinator such that, at any point in time, § € (1 £60)g(f., fs). Similar join
queries and threshold/approximate-tracking conditions (based on cosine vector similarity) could
be used to monitor the semantic similarity of two collections of peers in a P2P system; of course,
in this case, the underlying distributed dynamic vectors would correspond to the term frequency
distributions of the peers’ query streams or document contents. These queries can be naturally
generalized to the broader class of multi-way distributed stream joins (corresponding to inner
products of multi-dimensional tensors) (Cormode and Garofalakis| |2008). Special cases of such
distributed join queries are also of interest — for example:

e Ly norm queries (i.e., self-join sizes): In this case, fr = fs, and the target function
essentially computes the (squared) Lo norm (or, self-join size) of a distributed, dynamic
data-distribution vector, i.e., g(fr, fs) = g(fr) = ||frlI3 = 3;,(frli])>. The self-join size
represents important demographic information about a data collection; for instance, its value
is an indication of the degree of skew in the data (Alon et al., [1996).

e Range Queries: In this case, the vector fs = I} is a constant vector representing a “1-

pulse” over a range [a,b] of the data distribution domain, and g(fr, f,S) = Zf:a frli] is a
range-sum query over the [a, b] range. Such range queries are critical in estimating histogram
or wavelet representations of the data, and approximating the values of heavy-hitter data
elements.

Another important application scenario involves tracking the set of skyline (i.e., dominating
or Pareto-optimal) points across the massive distributed collection of router traffic statistics for
all IP addresses in a large ISP domain. A typical configuration involves installing monitoring
code at the edge routers of the ISP to collect workload statistics over sliding windows for a set of
IP addresses served by the ISP. Skyline queries on the data aggregated over all edge routers are
powerful tools for network administrators for to quickly identifying problematic IP addresses or
interesting network events, such as DoS attacks. For example, the skyline of the average (over all
routers) number of packets and transfer volume, per target IP (data shown in Fig. b)), helps
an administrator to quickly focus on the IPs under attack. The skyline dimensions can even be
defined through complex, non-linear functions on the aggregated data, such as the variance on the
workload per IP, collected by the edge routers (Fig. c)) — a key indicator for sites under a DoS
attack.

Our goal is to continuously monitor distributed skylines over complex functions of fragmented
multi-dimensional objects. More formally, at time ¢, the local state of each object o; at site p;
is captured by a dynamic d-dimensional local statistics vector U(oj,p;,t). The global state of o;
is defined as the average of 0;’s local statistics vectors across all sites in P(o;), i.e., the global
statistics vector v(0;,t) = Wlog)l ZpieP(oj) U(0j,pi,t). The dimensions of our skyline space are
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router targetIP #packets vol. target IP #packets vol. target IP #packets Var(vol.) skyline

1 121.11.*.* 134 1226 121.11.*.* 158 1269 121.11.*%.* 158 1497 YES
1 110.1.*.* 60 72 110.1.*.* 70 86 110.1.*.* 70 392 NO
2 121.11.*.* 180 1280 201.7.*%.* 627 4874 201.7.* * 627 0 NO
2 110.1.*.* 80 100 117.3.*.* 884 982 117.3.*.* 884 1208 YES
3 121.11.*.* 160 1301

4 201.7.*.* 627 4874 Aggregation (average) Skyline space

Dimensions: #packets, Var(vol.)

Figure 3.1: Monitoring ISP network traffic skyline: (a) the raw-distributed data, (b) the aggregated
data, (c) the skyline space.

defined through a d’-dimensional function vector f : R4 — R | where each dimension f[k](7(-)) is
a possibly complex, non-linear, arbitrary function over the original d-dimensional global statistics
vectors of our objects. We define the notion of functional dominance (or, f-dominance) over
fragmented data objects as follows. (Wlog., the definition assumes that lower values are preferred
for the skyline.)

Definition 3.2.1 (f-dominance). Let ¥(o0;), U(0;) denote the global statistics vectors of objects
o; and o;. We say that o; f-dominates o; (denoted as o; <y o;) if and only if f[k](¥(0;)) <
Flk)(T(o;)) forallk=1,...,d", and 3k € {1,...,d'} such that f[k](T(0;)) < f[k](T(0;)).

The f-skyline of the set of objects O = {0y, ...,0,} fragmented over the remote sites P is then
simply defined as the subset of objects in O that are not f-dominated by any other object in O.
That is, 0 € O belongs in the f-skyline if and only if Ao’ € O such that o’ <y o. Our goal is
to continuously maintain (at the coordinator) the f-skyline over a large collection of fragmented
multi-dimensional objects O that are dynamically updated across multiple remote sites P.

3.3 Requirements Analysis

In large-scale complex query monitoring, the size of the local data-stream distributions N can be
huge, which means that supporting local data summarization techniques (for ensuring space/time
efficiency and, also, improving communication costs) is critical. To address this challenge, we
have incorporated appropriate sketching tools in the general geometric monitoring framework.
Naturally, sketching also implies that local and global statistics vectors are only approximated to
within some € error bound. Further reductions in communication can be achieved through the
use of concise models of the local data-stream dynamics. These models are constructed locally
at each node, and can be communicated from the nodes to the central monitoring station (along
with the local stream summaries) in an attempt to accurately predict the anticipated behavior
of local data streams. Our initial results have clearly demonstrated the benefits of coupling the
geometric method with sketch synopses (Papapetrou et all 2012; (Garofalakis et alJ 2013) and
prediction models (Giatrakos et al. |2012|) for large-scale distributed-stream monitoring tasks.
Furthermore, in a recent paper [Papapetrou and Garofalakis| (submitted|), we have proposed novel
algorithms for continuous fragmented skyline monitoring in large-scale distributed systems. Both
algorithms rely on effectively decomposing the continuous fragmented skyline computation into
a collection of threshold-crossing queries, which can be efficiently monitored at the participating
sites using the geometric method. Another important concern here is scalability with respect
to the number of distributed sites and fragmented objects being tracked. Our skyline tracking
algorithms carefully optimize the number of threshold queries that need to be monitored, and,
as our results demonstrate, can provide substantial communication benefits and scale to several
thousands of objects/sites.
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3.4 Employed Data Sets

We have been benchmarking the algorithms and tools we develop through extensive simulations on
a number of real-life data sets, including publicly-available network-traffic data from the Internet
Traffic Archive (http://ita.ee.1lbl.gov)) and the Internet2 Network Observatory (http://www.
internet2.edu/network/). The HTTP data set is available from http://ita.ee.lbl.gov/
html/contrib/WorldCup.html and contains HTTP requests made to the World Cup 1994 web
site. A second data set we have used is the CRAWDAD data (available from http://crawdad.cs.
dartmouth.edu/meta.php?name=ibm/watson#N100AD) containing SNMP records about network
users such as number of packets and bytes from/to each user’s machine. (The data has been
collected from a corporate research center (IBM Watson) over a period of several weeks.) For
our continuous fragmented skyline monitoring application, we have also employed two additional
data sets: (1) WEATHER is a massive weather-related data set, with 93.6 million readings from
5423 sensors distributed in 257 countries, with the weather statistics per country determined as the
average statistics read by all its sensors. (2) MOVIES is the largest of the MovieLens data sets, and
is one of the standard data sets used in recommendation research. The data set contains 10 million
ratings of 10681 movies provided by 71567 users, and is frequently used for evaluating recommender
systems. (In our work, we employ these data sets to simulate scenarios where (weather or user-
ratings) information needs to be aggregated across large collections of distributed sites in order to
maintain a set of useful skylines on the observed streaming data.)

3.5 Results

As a small sample of our experimental results with real-life data, Figures [3:2}3-3|depict the commu-
nication cost savings when enriching the basic geometric method with AMS sketches (Alon et al.|
1996)) and simple linear prediction models. More specifically, Figure compares the sketch-data
transmission costs of the state-of-the-art CG technique of (Cormode and Garofalakis, |2008)) for
tracking self-join size queries using AMS sketches (whose cost is at point “1” of the y-axis) with our
sketch-based generalizations of the geometric method (Garofalakis et al.l 2013)), for two different
values of the sketching error e. (The figure also depicts the performance of an unrealistic “oracle”
strategy, showing that little improvement is possible over our techniques).

Data comm. cost relative to CG method, Data comm. cost relative to CG method,
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Figure 3.2: Self-join data communication costs as a fraction of the cost of CG (network traffic
data).

Figure [3.3] shows the communication benefits of intelligently coupling prediction models with
geometric monitoring (“CAA” curve) compared to the baseline geometric method (“Model 0”
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curve) (Giatrakos et al.l2012)). Finally, Figuredepicts the communication benefits (in terms of
both traffic volume and number of messages) of our novel geometric skyline monitoring techniques
vs. a naive “push-all-updates” tracking approach.

For a full discussion of our experimental setup and results, please refer to the relevant pa-
pers (Garofalakis et al.|(2013); |Giatrakos et al.|(2012); [Papapetrou and Garofalakis| (submitted]).

3.6 Discussion

The primary focus of our experimental studies is the communication cost incurred by our geometric
monitoring techniques. We distinguish two parts in the total communication traffic. The first part,
data communication, comprises updates transmitted from remote sites to the coordinator, whereas
the second part, monitoring overhead, consists of additional control messages exchanged during
local/global rebalancing operations. As our results have shown, in all cases, our geometric tracking
techniques offer significant benefits compared to the naive strategy of centralizing all updates to
the coordinator — the reduction in communication costs compared to centralization can often
reach several orders of magnitude over a wide range of values for the number of sites/objects (e.g.,
Papapetrou and Garofalakis| (submitted)). On the other hand, when compared to more clever
techniques (e.g., the CG method of |Cormode and Garofalakis| (2008])), the monitoring overhead of
the basic geometric approach can become a problem and pose limitations to the scalability of our
techniques. A problem here is that, as the number of sites increases, opportunities for rebalancing
among sites increase commensurably. The protocols of the basic geometric method exhaust every
opportunity to ensure that a global violation (triggering update flushes) does not occur, without
regard for the cost incurred by this rebalancing. Our experimental results indicate an important
direction for further research, namely, attempt to capture (at least some of) the benefit in data
communication with a truly scalable rebalancing approach.

Another important, and closely related, direction for research comes from the fact that the
sheer scale of our target application environments implies that the conventional single-tier ar-
chitecture (with a coordinator node directly linked to all remote sites) is no longer a realistic
assumption. Extending geometric and safe-zone (SZ) monitoring to more general network ar-
chitectures raises interesting issues. For instance, the underlying network (e.g., Internet or P2P
overlay) architecture implies a natural, well-defined notion of “network locality” that could be
exploited for reducing the amount of communication when communication does need to occur.
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Abstractly, the idea is that, when a node discovers that its local SZs are violated, it should first
attempt to resolve the situation within its network locality (i.e., the node’s “neighborhood”) be-
fore escalating communication exchanges further in the network — this, of course, would also lead
to much more scalable rebalancing approaches. These are important issues that will need to be
addressed when developing a practical ISQP architecture. The nature of the application will not
ask for strict guarantees on correctness (false negatives), so in this application we can investigate
probabilistic error guarantees. This is also enforced by the use of local summarization techniques
that may give rise to some local probability of error.
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Chapter 4

Sensor Networks

4.1 Motivation

Wireless sensor networks (WSNs) are an important application domain for the technology that
LIFT is developing. WSNs are a collection of spatially distributed autonomous devices composed
of sensors coupled with a broadcast mechanism, which cooperatively monitor physical or envi-
ronmental conditions, such as temperature, sound, vibration, pressure, motion or pollutants, at
different locations. Some WSNs consist of thousands of sensors distributed over a large area -
usually on the ground but also at sea.

WSNs play a major role in monitoring of both artificial and natural surroundings. Recently,
efforts are being made to apply WSNS to tasks such as river flooding, tsunami, and earthquake
warnings. These tasks require the system to very quickly identify imminent danger and report
it. Typically, a WSN sends periodical updates to the coordinator, which studies the inputs and
decides whether to issue an alert.

Warning from natural disasters is a very delicate problem: it is imperative to issue a warning,
but on the other hand, false alarms can cause the needless evacuation of many people from their
homes. For example, on November 16, 2006, a false tsunami alert caused the evacuation of
hundreds of thousands of people in northern Japan. Our algorithms are rooted in a probabilistic
framework, and the function we optimize is the probability of the local measurements to remain in
their “safe zones”, thus minimizing the number of false alarms, while conforming to the constraint
that a real alarm will be reported and dealt with immediately.

4.2 Scenario Description and Formalization

In order to evaluate and demonstrate the feasibility of using geometric monitoring (GM) and
the more efficient safe zone (SZ) approach, we have considered several interesting combinations
of sensor node organizations, monitored functions and used real data sets. In all of our sub-
scenarios, we consider sensor nodes that collect measurements about their environment, such as
air pollutant measurements, light, temperature, humidity and solar irradiation measurements etc.
More specifically:

1. In our first scenario we seek to evaluate the scalability and efficiency of calculating safe zones
for real sensor network applications, as well as the effectiveness in reducing the number of
violations (and, thus, also reduce the number of transmitted messages) using safe zones,
rather than the simpler GM approach. In this first scenario we will investigate a large
variety of monitoring functions, such as ratios or chi-square monitoring.

2. In our second scenario we consider the problem of detecting nodes with outlier readings in
sensor networks. In this scenario we seek to use the GM and SZ approach in order to handle
complex functions used for testing the similarity of nodes, such as the L., L1, Ly norms, the
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Figure 4.1: Expressing common similarity functions between two nodes with W-dimensional mea-
surement vectors X and Y using the geometric method. The function must be expressed as a
general function over the average of local statistics vectors X’ and Y’, with the elements of X’ (Y’)
being computed based only on the elements of X (Y). X’ (Y’) may have a different dimensionality
than X (Y).

cosine similarity and the Extended Jaccard Coefficient. The definition of these functions, as
well as the way that they are transformed so that they can be expressed using the GM and
SZ approach are depicted in Figure[f.I] The sensor nodes are asked to continuously monitor
whether their similarity to neighboring nodes lies above/below a given threshold. Extensions
to monitoring minimum support queries (i.e. when a node has fewer than minSupp similar
neighbors, which may point to a node that is either malfunctioning or has started monitoring
an interesting event) are also going to be studied.

3. In our third scenario we well consider the case of hierarchically organizing the sensor nodes,
as is the case in large-scale sensor networks. In this scenario we seek to adapt the GM and
SZ approaches and optimize them in order to take advantage of this hierarchical organization
of sensor nodes. Several complex monitoring functions used in the first two scenarios will be
evaluated.

4.3 Requirements Analysis

Bottleneck and Limitations. Typically, the major algorithmic challenge in WSNs is to minimize
the communication overhead. To make sensors efficient, their power source - typically a battery
- should function for a long time (even years). Replacing or recharging the batteries is a timely
and expensive procedure. Moreover, sensors are sometime scattered in remote areas (e.g., dropped
from airplanes) and when the batteries run out, the only solution is to deploy a new WSN. The
most important factor of energy drain in WSNs is the energy spent during data communication.
Since communication minimization is a major goal of LIFT, WSNs are an important application
domain.

Used LIFT techniques. In this scenario we plan to investigate the use of both the geometric
monitoring (GM), as well as the more advanced Safe Zone (SZ) approach. Our goal is to allow

39



the efficient (in terms of the number of required transmissions) monitoring of complex functions
over the sensor data, while at the same time minimizing the number of false alarms, while also
maintaining correctness.

Software/Hardware Requirements. The three scenarios are going to be evaluated with exten-
sive simulations that use several real data sets. In addition, we plan to demonstrate the efficiency
of our approaches in the second scenario with a real implementation on Iris sensor nodes.

4.4 Used Data Sets

In our three Sensor Networks scenarios we plan to utilize a variety of real data sets. We have
currently used the following three data sets:

1. Air pollutant measurements taken from “AirBase - The European air quality database"ﬂ
Concentrations were measured in micrograms per cubic meter. Nodes correspond to sensors
at different geographical locations. The data at different nodes greatly varies in size and
shape and is highly irregular as a function of time; see Fig. [1.2]
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Figure 4.2: Left and center: typical local concentrations of NO and NO2 as a function of time.
Right: typical behavior of the local ratio between NO and NO2 as a function of time.

2. The Intel Lab data set includes temperature, humidity and light measurements collected by
54 motes in the Intel Research, Berkeley Lab between February 28th and April 5th, 2004.
The measurements are collected approximately every 30 seconds. ﬂ

3. The Weather Data, includes air temperature, relative humidity and solar irradiance mea-
surements, collected on a minute base, from the station in the University of Washington and
for the year 20027

We are also making efforts to gain access to more real data sets, such as real tsunami data.

4.5 Results

4.5.1 Results - Scenario 1

In our initial set of experiments, we monitored the ratio between two pollutants, NO and NO2,
measured in distinct sensors. Formally, each of the n node holds a vector (x;,y;) (the two concen-

Zyi

i

trations), and the monitored function is (in |Gupta et al.| (2010) ratio is monitored but over

aggregates, while here the monitoring is of the instantaneous ratio). An alert must be sent when-
ever this function is above a threshold T, and also when the average concentration of NO2 is above
250 (as that also indicates poor air quality). We also measured the improvements in running that
the hierarchical clustering of nodes provides during the safe zone computation. In our second set of
experiments we explored the bandwidth savings when monitoring the chi-square distance between

I The European air quality database: http://dataservice.eea.europa.eu/dataservice/
2Data available at: http://db.csail.mit.edu/labdata/labdata.html
3Data available at: http://wwwk12.atmos.washington.edu/k12/grayskies

40



histograms, which is a non-linear and non-monotonic function, defined by x(f,g) = > % for
histograms f,g. The histogram was defined as the concentration levels of five pollutants, and the
monitored function was the chi-square distance between the hourly average of two nodes and their
average calculated over the previous week (i.e., a measure of how much the hourly distribution
deviates from last week’s average).

The main findings of our experimental study on this scenario can be summarized as follows:

e The use of safe zones (of triangular shape in the ratio monitoring case) can dramatically
reduce the number of violations, compared to GM monitoring. Figure[£.3]demonstrated that
on average a 17.5 fold reduction is achieved when varying the number of nodes from 1 to 10.

e Hierarchical clustering of nodes can reduce the running time of computing the optimal safe
zones by up to two orders of magnitude, compared to a flat (non-hierarchical) optimization,
as Figure [£.4] demonstrates.

e The reduction in the number of violations for the chi-square monitoring function using the

safe zone approach compared to geometric monitoring is significant, resulting in up to a
60-fold reduction (Figure |4.5)).
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Figure 4.3: Comparison of safe  Figure 4.4: Running time (in Figure 4.5: Comparing
zones (green line) to GM (blue logarithmic scale) for “flat” the number of violations be-
line) in terms of the number of — direct optimization over all tween GM and safe zones
violations, varying the number the nodes (blue) vs. hierarchi- of 5-dimensional axis-aligned
of nodes. cal clustering (green). boxes.

The detailed results can be found in (Keren et al., submitted)).

4.5.2 Results - Scenario 2

For Scenario 2 we developed techniques for monitoring complex similarity functions between nodes.
The full description of the used techniques, as well as a detailed experimental evaluation of several
different setups related to Scenario 2, can be found in Burdakis and Deligiannakis| (2012). The
basic idea is to appropriately transform the similarity functions and express them in a format that
is expressed as the average of carefully selected local estimate vectors maintained at the sensor
nodes. In this section we present some of these results.

Main Findings. In our experiments we use the real Intel Labs and Weather data sets. The main
findings of our experimental evaluation in this scenario can be summarized as follows:

e The use of LIFT techniques can offer a one-order of magnitude reduction in the number
of transmitted messages. The improvements are even more significant when exploiting the
broadcast capabilities of sensor nodes.

e The improvements are significant for all monitoring functions and for a wide variety of
different settings (used data set, size of the network, number of neighbors for each node etc).

e The use of safe zones can further reduce the communication cost, compared to the geometric
monitoring technique.
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4.5.3 Results - Scenario 3

We also tested the performance of the LIFT techniques when adapted to perform under a hierarchi-
cal setting. Sensor nodes are not expected to be able to directly communicate with a coordinator
node, due to a limited transmission range. Our algorithms are based on the following principle:
when a node detects a local violation, it pushes its delta vector to its neighbors in the hierarchical
routing tree that is formed in the sensor network for propagating the results. This technique offers
the hope that violations may be balanced at other nodes in the hierarchy, based on the data that
other nodes possess. We devised a hierarchical processing of sensor nodes that operates in two
waves. In the first wave any local violations are pushed to the children of the violating node. In
the second wave any remaining local violations are pushed to the parent of the violating node. If
a violation reaches the root of the hierarchy, then a synchronization needs to take place.

We compared our new hierarchical organization of sensor nodes, where each node acts as a
mini coordinator for its children nodes, with the original LIFT approach, where local violations
would have to be transmitted and resolved at the coordinator node through multihop commu-
nication. We tested our techniques in the Intel Labs data set and at a network of 100 nodes.
Figure [£.6] demonstrates that the non-hierarchical approach may require substantially more trans-
mitted messages (up to 50% in some cases) when compared to our novel hierarchical processing
algorithms.

4.6 Discussion

We applied LIFT techniques in a variety of scenarios for sensor network applications. When
developing our techniques, we set three important goals for our techniques:

e Increased bandwidth savings for sensor nodes, which ultimately lead to increased lifetime.
This was achieved in all cases, using the LIFT approach and our newly developed techniques
for our scenarios.

e Feasibility of our techniques for the (reduced) computational capabilities of sensor nodes. To
achieve this goal, we needed to devise techniques in which sensor nodes could easily perform
their local monitoring tasks and can easily compute new safe zones upon a global violation.
Safe zones provide us with the appropriate tool for the first requirement, since the test for
local violations that each sensor node needs to perform is very simple. On the other hand,
the geometric approach would not be feasible to use in a sensor network application, since it
would require the sensor nodes to compute the minimum and maximum values of a complex
monitoring function in a ball (or ellipsis). For the second requirement, the hierarchical
clustering of the sensor nodes allowed the efficient centralized computation of new safe zones
and the transmission of the safe zones to each node. This techniques allows the sensor nodes
to refrain from this computationally expensive task.
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e Ease of use in sensor network applications. Sensor nodes are often programmed to transmit
in certain time periods, while sleeping in the majority of time. The majority of past work has
devised transmissions schedules that follow the tree hierarchy (bottom-up from the leaves
to the root, or top-down). In our work, we took this requirement into consideration when
designing our hierarchical organization algorithm.

Our results demonstrate that LIFT techniques can be applied for a large variety of monitor-
ing and outlier detection tasks in sensor networks, while minimizing the amount of CPU time
required by the sensor nodes in order to test for local violations. The hierarchical clustering safe
zone computation approach offers a scalable technique for computing safe zones in large scale net-
works. Moreover, the hierarchical clustering of sensor nodes can offer further significant bandwidth
savings, compared to the distributed approach.

43



Chapter 5

Cloud Data Centers

5.1 Motivation

Large scale cloud services run on top of data centers comprising thousands of computers. It
is unreasonable to assume that so many machines are working properly and are well configured.
Unnoticed faults might accumulate to the point where redundancy and fail-over mechanisms break.
Therefore, early detection and handling of latent faults is essential for preventing failures and
increasing the reliability of these services.

Machines are usually monitored by collecting and analyzing performance counters (Bodik et al.|
2010; Isard} 2007} [Sahoo et al. |2003)). Hundreds of counters per machine are reported by the vari-
ous service layers, from service-specific information (such as the number of queries for a database)
to general information (such as CPU usage). The large number of machines and counters in data
centers makes manual monitoring impractical.

Existing automated techniques suffer from several key issues. Most are inflexible: they rely on
static rules, past examples or deep domain insights. When the system or workload changes, new
rules, labeled examples or insights are required. Existing techniques are also reactive, identifying
failures rather than proactively look for them. Finally, most existing approaches require central-
ization of data. For very large data centers, this may be impossible, as the data is too large to
centralize and process in one location.

In our previous work (Gabel et all 2012) we provide evidence that latent faults are common.
We show that these faults can be detected using domain independent techniques, and with high
precision. Our general framework can adapt to different situations using “pluggable” tests, and
guarantee the false positive rate. The general scenario and approach are described in detail in
that work.

This current work (Gabel et al.l [2013) extends our previous work using LIFT machinery to
overcome the challenge of the centralizing and processing the huge amount of data generated
by monitored nodes. Our previous work relied on a parallel “Map-Reduce” style architecture
to process all the data, which amounted to 12TB per day — far too big to centralize. Parallel
processing may not always be feasible in all situations, however. In this scenario we wish to apply
LIFT-style techniques to greatly reduce the amount of data that needs to be sent. New sketch-
based tests fit well within the existing framework, and can reduce the amount of data by an order
of magnitude or more. We use the safe zone approach (Keren et al., 2011 to monitor both the
global mean and the global variance of each counter so that they do not deviate too much from
their last known values.

5.2 Scenario Description and Formalization

Both the general framework and the communication-efficient adaptation are described in detail
in (Gabel et al., 2012, 2013, part of the project deliverables. This section is a summary.
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M denotes the set of all machines in a test, m, m’, m* denote specific machines, and M = | M|
denotes the number of machines. C is the set of all counters selected by the preprocessing algorithm,
¢ denotes a specific counter, and C' = |C|. T are the time points where counters are sampled during
preprocessing (for instance, every 5 minutes for 24 hours), ¢,¢ denote specific time points, and
T=|T|.

Thus each machine outputs C' counters every time point. We denote the wvector of counter
values for machine m at time ¢ as x(m,t). In LIFT terms, x(m,t) is the local statistics vector for
node m at time ¢t. Each counter is identically distributed across machines: we assume that a(m,t)
is a realization of a random variable X (¢) whenever machine m is working properly. Given a test
S, at any point ¢, the input z(t) to the test S consists of the vectors x(m,t) for all machines m.
The test S(m, z(t)) analyzes the data and assigns a score (either a scalar or a vector) to machine
m at time ¢. & and 2’ denote sets of inputs z(m, t) and 2'(m, t), respectively, for all m and t.

One difference from the usual LIFT setting is that in our case, rather than monitoring a single
function of the global aggregate and a threshold, here we monitor one function per node, with
differing threshold. Despite this difference, we can use the sketch approach to achieve significant
savings in communication and processing costs.

Given a test S, and a significance level a > 0 that determines the false positive rate, we can
present the framework as follows:

1. Preprocess the data to automatically select useful counters and scale to unit variance (can
be done once, after collecting some data).

2. Compute for every machine m the vector v, = %>, S(m,z(t)) (integration phase). In
LIFT terms, this is the global aggregate for node m.

3. Using the vectors v,,, compute p-values p(m) for every machine.

4. Report every machine with p(m) < « as suspicious.

The p-value for a machine m is a bound on the probability that a random healthy machine would
exhibit such aberrant counter values. If the p-value falls below a predefined significance level «,
the null hypothesis is rejected, and the machine is flagged as suspicious.

In the context of the general framework in our previous work (Gabel et al.,|2012), we derived
and evaluated 3 different tests within the framework (different S functions). The sign test accu-
mulates the average normalized direction from machine m to the rest of the machines. The Tukey
test measures the average depth of x(m,t) compared to the vectors of other machines at the same
time. The LOF test similarly compares the local density of points around z(m,t) to the local
density of its neighbors.

To put this in LIFT terms, the monitored function for node m in the sign test would be:

~TM~?
2
2 (VM +2)
where v = max (0, ||[vpm || — Emet [|vm]]]); vm defined as above, and

S n,o(t) = g7 3 Em =zl

gm = (M + 1) exp

)

M -1 (m, t) =z (m/, 1)

5.2.1 Sketches

Rather than applying test S to the set of all local statistic vectors (m, t), each machine m will first
apply a sketching function f to its vectors, and send only the sketch # = f(x ( ;1)). The modified
test S will be applied to the sketches rather than the original vector: v, = T Zt S(m, 2(t)).

One well-suited sketch is the AMS sketch (Alon et al.l [1999)), which involves a random linear
projection to k£ dimensions. In our setting, each machine would project its counter vectors to
k dimensions using a specially constructed projection matrix: &(m,t) = f(xz(m,t)) = Rx(m,t)
where R is a random C' x k matrix constructed as described in (Alon et al., [1999).
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Online Sign Test on Linear Sketches. The sign test function depends only on the normalized
direction from x(m,t) to the other vectors. Since the sign-test uses normalized directions and the
projection matrix R preserves their symmetry around x(m,t), we can apply the sign test directly to
the sketched vectors Z:(m, t). Moreover, the sign test p-value does not depend on the dimensionality
of the vectors, and so we can use it as is.

The integration phase in stage 2 of the framework computes vy, = = >, S (m, z(t)). Comput-
ing S (m, x(t)) only requires the data from time ¢. When new data arrives at time ¢, the coordinator
updates the current v, by computing and adding %S (m, £(t)), and subtracting the least recent
stored test result, £S5 (m,2(t —T —1)). The p-value for each machine in the time window can
then be computed in the usual manner. Since the test function S need only be computed for the
most recent time, and since the sketches are of low dimension k, processing and memory costs are
low. This allows the computation to be done on a single coordinator machine on time, before the
next round starts. More details can be found in (Gabel et al., [2013).

5.2.2 Scaling By Monitoring Variance with Safe Zones

We use the safe zones approach (Keren et all 2011; Sharfman et al., 2007) to monitor both the
global mean and the global variance of each counter. Given the last known global mean and
variance of the last T' samples, we define some lower and upper threshold, for example 0.5 and
2 times the last known values. If there is any violation, the coordinator polls each node for the
current mean and variance, and distributes the new global mean and variance to all nodes. We can
trade-off accuracy and communication by adjusting the high and low thresholds when monitoring.
Violations are less likely if global values are allowed to drift further from their last known values
— reducing communication but also decreasing accuracy. We monitor each counter independently,
so it is enough to show how we monitor a single counter X. Further note that all tests described
in (Gabel et al.}|2012) are invariant to data translation, and so we do not monitor the global mean
explicitly. The full details of the approach can be found in (Gabel et al.l [2013).

Notation. The set of values of counter X over the last T times and over M nodes (machines) is
denoted by X (t). We denote by X;(t) the values of X at node ¢ for the last T times up to t. Thus
E[X;(t)] is the mean of the last T' values at node i in time ¢, while E[X (¢)] is the global mean of the
last values at all nodes. Denote u;(t) = E[X;(t)] the local means, and p(t) = E[X ()] the global
mean. Similarly, we denote A; = E [X;(¢)?], the local mean of the squares, and A = E [X(t)?]
the global mean. Let V(¢) = (u(t), A(t)), and V; = (u;(t), Ai(t)), the global and local monitored
vectors, respectively.

Monitoring. We wish to monitor the global variance Var(X) at each time ¢. Recall that:
Var(X) = E [X?] — (B[X])? = A — 2

We therefore monitor the conditions L < A—pu? < H, for some lower and upper variance thresholds
L and H. We aim to find a convex safe zone G which is contained within the admissible region.
Since convex sets are closed under averaging, when all local vectors are inside the safe zone, the
global mean is guaranteed to be inside as well.

Let ¢ = 0 be the last global synchronization time, and let V(0) = (x(0), A(0)) be the reference
point, the last known global mean and mean-of-squares, computed that time. For each node i we
define the local drift vector d;(t) as the drift of the current vector from the node’s vector during
the last synchronization: d;(t) = V;(t) — V;(0).

Since we wish to monitor that the global V'(¢) is within some convex set G, we define equivalent
local conditions on the drift vectors. The current local vectors can be written in terms of drift
vector d;: V;(t) = V;(0) + d;(t). Note that the global vector is the mean of the local vectors, and
can thus be written as the mean of drifts and the reference point:

V() = 57 STV = VO + 5 S d) (5.1)
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Figure 5.1: Safe zones for L = 0.5, H = 1.5 where V(0) = (0.5, 1).

Let W;(t) = V(0) 4 d;(t) be the local drift from the last reference point. Note that V(t) =
ﬁ >; Wi, recall G is convex, and from we arrive at the local conditions: if Vi, W, € G then
V(t) € G.

To monitor that the variance is between L and H, we derive separate safe zones: one for
variance above L and another for variance below H. As long as the local conditions for both safe
zones are maintained in all nodes, we are guaranteed that the variance is within the allowed range.

Variance Above Lower Threshold. We wish to define a convex safe zone G, so that as long as
V(t) € G then Var(X) > L. This corresponds to monitoring that A\ — u? > L, which is already
a convex set — the area above a parabola — and can be directly used as safe zone. Therefore the
local condition for each node i is trivial: I;(t) € Gp: I;(t) = V(0) + d;(t) = (a,b) and monitor
that b — a? > L.

Variance Below Upper Threshold We wish to define a convex safe zone Gy so that as long as
V(t) € Gy then Var(X) < H. This area is the area below a parabola, which is not a convex set.
However, we can find a tangent half-plane I below this parabola. This half-plane is a convex set,
and since I C G, then as long as V() € I, V(t) € Gy and therefore Var(X) < H.

We use the reference point V' (0) to find the optimal hyperplane. The thresholds H and L
are reset during synchronization, so obviously V(0) € Gg. We can choose any half-space I such
that V(0) € I, but to avoid future unnecessary synchronization we choose I such that V(0) is
far from the boundary of Gp. Doing so ensures that drift has to be large to cause a violation.
Consequently, we choose I as the tangent at point P, where P is the closest point to V(0) on
the parabola A — p? = H, and the local condition is W; € I. We can find P numerically, or
by minimizing the distance from the parabola to V(0). For example, if V(0) = (0.5,1) and
H = 1.5, then the closest point on the parabola, where ‘fi—f =0, is pu ~ 0.237. This yields the
point P = (0.237,1.556), and finally the induced safe zone I: the half-plane A — 0.474p < 1.443 .
Figure [5.1(a)| shows V' (0), P and the resulting safe zone, and Figure [5.1(b)|shows the intersection
with the safe zone for the lower limit L = 0.5.

Threshold Selection. During each synchronization we set the new safe zone around the refer-
ence point. Large safe zones mean less communication, but they also allow the true variance to
deviate further from the last global estimate, increasing the chance of errors when applying the
test function S to the scaled and sketched data.

Let 02 be the last known global variance, given the current reference point V(0): o2 =
Var(X(0)) = A(0) — u(0)2, and denote the current global variance o = Var(X) = A — p%. We

2

set the the lower threshold to L = %’ and the upper threshold to H = f202, where f > 1is a
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2
constant that determines the allowed deviation. These thresholds ensure that %% < 02 < f202 as
long as there is no safe zone violation, and therefore the standard deviation ¢ used to scale the
counter is bounded by % <o < foo.

Handling Violations. If one of the local conditions W; € G is violated, it may be because
Var(X) is no longer in the range, or due to a false alarm. The simplest way to deal with a violation
is to perform a global synchronization: each node sends its current V;(t) to the coordinator. The
coordinator “resets the time” to ¢ = 0, computes the new global reference point V(0), and sends it
to the nodes, where it is used for monitoring and scaling. These synchronizations also also improve
the accuracy of scaling, since nodes have fresh global mean and variance.

There are safe zone techniques that allow partial synchronization for further communication
reduction, for example by predicting changes in the global reference point, or by balancing a node
with local violation with another node that has enough slack. In the next section we explore
approaches to preventing violations.

5.2.3 Preventing Safe Zone Violations

We describe 3 types of violations possible in the monitoring algorithm: true violations, global
violations and local violations. A true violation is when the global aggregate is outside the ad-
missible region (variance larger than H or smaller than L), and therefore synchronization must be
performed. A global violation happens when the global aggregate is outside the safe zone, but still
inside the admissible region (recall that the safe zone is a convex subset of the admissible region).
In this case, synchronization is unavoidable but is not strictly necessary. A local violation is when
the global aggregate is inside the safe zone, but the vectors of some of the nodes are outside their
local safe zone. Ideally, we would like to avoid these violations since they trigger unnecessary ad-
ditional synchronizations which increase communications. We explore two approaches to reduce
the amount of spurious safe zone violations.

Local Slack. The safe zones described in Section [5.2.2] are uniform — all nodes share the same
safe zones. One well known way to reduce violations would be to adjust the safe zone of each node
to match its local statistics. Naturally, we must still preserve the guarantee that if all local node
vectors are in their respective safe zones, then the global aggregate is inside the admissible region.

In our case, we elected to assign local safe zones to each node. The local safe zones are simply
scaled versions of the original uniform safe zone G, centered as before around the reference point.
Each node has a local slack factor ;. When testing for local violation, node 7 first scales its drift
vector d; by B; before checking for violations: W;(t) = V(0) + ﬁidl (t). This effectively scales the
safe zone by ﬁi

The global drift is now a weighted mean of the local drift vectors, rather than
a simple arithmetic mean. By making sure local slacks always sum to M we preserve our global
guarantee: the convex hull of local drifts is still inside the weighted Minkowski mean, and therefore
the global aggregate is inside the safe zone G.

Each node begins with a slack of 8; = 1.0. At each round, let K be the set of nodes that
reported a local violation to the coordinator this round. If |K| > %, we assume that current
slacks and reference point are inadequate, and reset all slacks to 1.0. Otherwise, all nodes that
reported a violation have their slack increased by some constant factor w: Vi € K : §; + wp;.
This extra slack is then balanced across all non-violating nodes: Vi € M\ K : ; < 73;, where

ZiGIC Bi
= | M- =2k
! < ZiEM\IC Bi)

Finally, the coordinator distributes the new slacks to all nodes.

Our slack allocation scheme is motivated by several observations. First, we observe that in our
setting, counters of healthy nodes are assumed to be identically distributed, and therefore their
direction from the reference point is random. Simply translating the safe zone does not reduce
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local violations. This phenomenon was also observed in practice during preliminary experiments.
Second, we do assume there is a small number outlier nodes, whose counters might cause frequent
local violations. Over time our balancing scheme distributes more slack (meaning larger safe
zones) to such outlier nodes, balanced across the greater number of healthy nodes. Finally, this
scheme entails sending just one extra value to each node, meaning it has the smallest impact on
communication.

Reference Point Prediction. Section describes a static scheme: nodes always use the
last known global reference point V'(0) to monitor and scale counters. If nodes are able to correctly
predict how the reference point changes over time, they can adjust the safe zone accordingly, thus
reducing safe zone violations and communication costs. The prediction model must ensure that
all nodes make the same prediction, which is used to monitor and scale the counters.

We incorporate a simple linear prediction model. Given current reference point V(0), let At
be the time difference between the last global synchronization (¢ = 0) and the previous synchro-
nization, and let V/(—At) be the reference point at that time. The predicted reference point at
current time t is simply:

V(0) — V(—At)
At

Once V'(0) is known, each node can calculate the resultant safe zone as described in Section

Observe that each node can remember At, V(0) and V(—At) during normal operation, and so
this model requires no extra communication. Moreover, the model only depends on global data
made available during synchronization, and so it yields the same prediction all nodes. Finally,
this geometric model can result in “negative variance”: p/(0)?> > X(0). In such cases we set
N (0) = u'(0)% + €, where € is some small constant.

One downside of this method is that it can impact accuracy. Since we allow the predicted
reference point and the resulting safe zone to move outside the original safe zone, we are no longer
guaranteed that 2¢ < o < foy. Inaccurate predictions can increase our variance estimation error,
and consequently the outlier detection tests.

V'(0)=V(0)+t

5.3 Requirements Analysis

With many machines in the data center, each reporting many counters every minute or so, the
amount of data produced by the monitored machines is too large to simply send it to a central-
ized location. This problem increases with the number of machines, reported counters, and the
reporting frequency.

Rather than send all this data, the use of sketches can help reduce communication volume by
an order of magnitude or more, while still preserving accuracy guarantees.

Before applying the sketch function, all counters must be scaled to uniform variance. Safe zone
techniques allow us to efficiently monitor the global variance of each counter, enabling nodes to
locally scale their counters before sketching.

5.4 Employed Data Sets

We have evaluated our previous work in-situ on historical data from several real live cloud services
from Microsoft, currently in production. The main experiments were performed with up to 4500
machines, tested for over 60 days, with each machine reporting around 500 counters at various
rates, from every minute up to every several hours. Health data was also provided by the existing
monitoring and management system. The dataset is further described in (Gabel et al., 2012)). The
size of the logs (12TB per day) and their commercial nature prevents their use outside Microsoft.
Since the performance of the general framework has already been established, the evaluation of
the communication-efficient online adaptation can employ a smaller subset of the above dataset.
We plan to continue our experiments using data from real, live services.
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5.5 Results

Using a subset of the real world dataset in (Gabel et al., [2012), we performed a series of simulations
to explore the behavior of the online communication-efficient algorithm. During simulation we run
through the counter logs, and simulate the algorithm described in|Gabel et al.| (2013]). We simulate
the operation of nodes and the coordinator, and keep track of communications and results. The
dataset consists of counter logs for M = 110 machines, each reporting C' = 216 counters that were
automatically selected during the pre-processing phase described in the general framework (Gabel
et al) 2012). The window length was set to 7' = 144. Unless otherwise noted, our simulation
includes the local slack and reference point prediction mechanisms described in Section [5.2.3] The
slack factor was set to w = 0.7 by tuning.
We evaluate performance with three metrics:

Communication fraction The fraction of floating point values sent by the system, out of the
centralized cost of sending C counters from each machine at each round, for a total of
T-M -C values. Note that we count the total number of discrete values, rather than number
of messages sent. We include all sent values: those sent by the nodes, the coordinator, and
the sketched values sent for the test.

Error The mean absolute different between the order of magnitude of machine p-values in the
centralized sign test and its communication-efficient adaptation. Formally, let p(m) and
p’(m) be the mean p-values assigned to machine m across all time windows in the central-
ized test and the communication-efficient adaptation, respectively. Our error measure is:
7 Ymer 10giop(m) — log o p'(m). We take the log of the p-values because significance
thresholds are normally set based on magnitude, for example 0.01 or 0.0001.

Detection error The fraction of classification differences across all machines and time windows.
This measure indicates the ability of the adapted sign test to give identical classifications
(suspect or healthy) as the centralized test. We set the significance level to a = 0.01.

5.5.1 Performance

We performed a parameter sweep over several values of sketch size k and safe zone threshold factor
f- The results are shown in Figure[5.2

Figure shows the fraction of communications performed for each k, f combination. Min-
imal communication (10%) is achieved when k = 5, f = 3 with an error of 0.068, while minimal
error (0.044) is achieved at k = 216, f = 5 with communication costs of 110%. Sketch size k
has the largest effect on communication. Without sketching, when k = C' = 216, communication
fraction is greater than 1.0, since in addition to monitoring overhead, each nodes sends 216 coun-
ters at each round. When sketching is applied, communication drops to 50% — 10%, depending
on the exact values of k and f. Very tight safe zones (f € {1/2,2}) also result in an increase in
communication. When the safe zone scaling factor is more permissive (f > 3) monitoring cost is
relatively constant, and communication due to larger sketch sizes dominates communication cost.

Figure[5.2(b)|shows the resulting error (mean difference between magnitude of average machine
p-value). Smaller sketches result in larger errors, but the effect of safe zone size are not as clear,
with an odd peak around f = 3,k = 20.

One interesting observation is that more permissive safe zones f > 3 do not result in lesser
communication. We attribute this phenomenon to the effectiveness of the reference point pre-
diction. Figure shows performance metrics with the reference point prediction mechanism
disabled. Communication costs (Figure [5.3(a)]) are now more predictable: both sketch size k and
safe zone size f affect communication. Increased safe zone size means less communication, with
the minimum achieved as expected for the largest safe zone factor f = 12 and the smallest sketch
size k = 5. Error behavior (Figure|5.3(b)))is now more clear: smaller sketches induce greater errors,
while larger safe zones barely have little effect.

Another anomaly, the increased error around f = 3,k = 20, also disappears when prediction
is disabled. We further investigate the effects of prediction in Section [5.5.2
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Figure 5.2: Sign test performance at different k, f combinations, compared to centralized test.

ONR DO~ o

Communication fraction
3
o
o
U,

OCO0O0OoOrKHK kR

5
10,,&\“
20 &
3y 50 5
Factory ® 10 12 216¢¢

2 V2 0.00

Size , 10 5 \—,écto%f
26 ;. 5 12 10

(a) Communication fraction. (b) Error.

Figure 5.3: Sign test performance with reference point prediction disabled.

Detection Performance

We explore the practical effect of different k, f combinations on the latent fault detector. Recall
that detection error is defined as the fraction of different machine classifications (healthy, suspect)
between the centralized approach and the adapted, communication-efficient online approach. Fig-

ure shows detection error for each k, f configuration. As with [5.2(b)l there is a peak around
k =20, f = 3, but in general we see that for £ > 10 there are little to none detection error. We can

therefore conclude that the adapted latent fault detector is robust, and matches the centralized
approach very well despite an order of magnitude reduction in communication.

Communication-accuracy Tradeoff

To strike a balance between accuracy and communication, Figure [5.5] plots the resulting commu-
nication fraction vs. error of different k, f combinations. The best configurations are those near
the lower-left corner: minimal communication (X axis) and minimal error (Y axis). Note that
k =5, f = 3 results in minimum communication, but in larger error. Indeed, Figure shows
this configuration results in actual detection errors, where a healthy machine is flagged as suspect
or vice versa. Conversely, k = 216, f = 5 results in the least error, but entails sending all data
to the coordinator, requiring 110% communication. We select k = 10, f = 10 as the best config-
uration, resulting in 15% communication cost with little error, and indeed no detection errors at

all.
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5.5.2 Slack and Reference Point Prediction

Section [5.2.3] describes local slack and reference point prediction, two techniques we use to re-
duce communication, though with a possible increase in error. To explore how these techniques
affect performance, we repeated the k, f parameter sweeps with different versions of the online,
communication-efficient algorithm.

Basic Without local slack and without reference point prediction.
Slack Slack factor set to w = 0.7, without reference point prediction.
Prediction With reference point prediction but without local slack.
Both Both slack (w = 0.7) and reference point prediction are used.

Figure[5.6] compares the four versions across different f values. Sketching is turned off and the
relevant communication is not counted, in order to focus on the impact of the monitoring methods.
The box-plots describe the range and distribution of data, with the median marked in a red line. As
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shown in Figure[5.6(a)] local slack has only modest contribution, because the savings due to avoided
local violations are offset by the need to transmit the slack factors. Indeed the best improvement
is produced by reference point prediction, which requires no additional communication. Reference
point prediction reduces the overhead from 30% to 10%. This reduction, however, is not free.
Figure shows that reference point prediction greatly increases the error. This is both
because there are less synchronizations, and because we allow the predicted reference point to
move outside the safe zone of the original reference point. Conversely, local slack distribution has
very small impact on accuracy.
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Figure 5.6: Performance of different monitoring versions, compared to the centralized version, at
different f values, and without sketching (k = C).

Types of Violations

Recall the 3 types of safe zone violations possible in the monitoring algorithm: true violation,
global violation and local violations. Local slack and reference point prediction are designed to
reduce synchronization by reducing the amount of local violations. To asses the effectiveness of the
two violation prevention mechanisms, we plot the number and composition of different types of
violations in Figure By itself, local slack reduces the total amount of violations to 70%, while
reference point prediction reduces the total amount to 39%. Combined, the number of violations
is reduced to 29%.
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Figure 5.7: True, global and local violations in version of the monitoring algorithm with f = 10.
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Figure suggest that in practice, global violations are almost non-existent. Our experiments
show that on average, when not using prediction and slack, only 0.2% of violations are global
violations. Furthermore, the average ratio of global violations to true violations is always below
0.001. This suggests that our choice of convex safe zone is indeed close to optimal, since practically
every time the global aggregate crosses the safe zone, it also crosses the admissible region.

5.6 Discussion

We began with a general framework and derived tests designed to detect latent faults. This frame-
work, though easy to implement on a data-parallel systems, does not directly address the large
amount of communication and processing it requires. We applied the principles and techniques of
local inference to reduce the amount of transmitted data: sketching is used to reduce the amount
of data that must be sent, and safe zones are used to monitor the data range and scale it to
approximately uniform variance. Following the principle of local inference, our nodes make use of
already available information to avoid communication by predicting future data behavior. Beyond
that, the coordinator balances available slack across the nodes, so that each node is allowed more
deviation based on its local data.

We set out to reduce communication by about an order of magnitude, and we conclude that
we have achieved this goal. Our experiments on data from a real-world production system show
that we are able to achieve 15% reduction in communication without any new false positives
or false negatives. If a small amount of incorrect classifications (1%) is allowed, we can reduce
communication to 10% of the original centralized communication. We can conclude that the LIFT
techniques and principles apply are well-suited to this setting.

The adapted latent fault detector is robust. In practice, it turns out to be is very resilient to
scaling errors. Even when the true variance is allowed to drift quite far from the last reference
point, latent fault detection performance seldom drops. Similarly, even at small sketch sizes
(216 counters reduced to 5 dimensions) the adapted latent fault detector performs close to the
centralize version. We plan to further explore the reasons for and limits of this robustness, and
how it depends on the data.

Another interesting observation that may be relevant in other LIFT applications is that once
prediction is used, larger safe zones do not reduce communication costs. We are not yet sure what
causes this. It is possible that prediction is so effective that when it is successful, the error is low,
and when it fails, the error is so large that even the large safe zones do not prevent synchronization.

How much further can we reduce communication, or alternatively, reduce error without in-
creasing communication? Future work will concentrate on additional techniques. Local violation
resolution can be used to avoid synchronizations by having nodes contact each other directly to
exchange slack. Since we know the adapted detector is robust to scaling errors, nodes or the coor-
dinator could simply avoid some global synchronizations if the last one was too recent. Another
idea, potentially applicable in other LIFT applications, is to assign different monitoring mecha-
nisms to different counters. In many settings, each monitored counter is completely independent
from the others, and can behave differently. Some counters may change often, other may be rela-
tively constant except for major epoch changes, and so on. We can explore different strategies to
automatically determine the best monitoring algorithm for each counter.
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Chapter 6

Financial Monitoring

6.1 Motivation

In this scenario we monitor the fundamental values of assets in financial markets in order to detect
speculative bubbles. The goal is to design a monitoring system that determines the deviation of
asset prices from their fundamental value based on asset price correlations and financial news.
The vast amount of financial assets and asset prices as well as financial news requires an amount
of computation power that can only be provided cost-efficiently by large-scale distributed systems,
e.g., a cloud. To process a realistic amount of data on a real-world distributed systems, the com-
munication overhead of distribution has to be drastically reduced in order to comply with network
capacities. We employ LIFT techniques, i.e., the safe zone approach, to reduce communication by
processing data locally and inferring global values without communication.

According to mainstream economics, on a perfect market, the fundamental value of an asset is
equal to its price (Famal [1970)). However, actual markets never fully fulfill the criteria of a perfect
market, such that there is a discrepancy between the fundamental value of an asset and its price
(Grossman and Stiglitzl |1980). This value can be calculated by summing up all future cash flows
the asset generates, discounted to the present day. This method is called discounted cash flow and
the estimated value is denoted fundamental value (Kruschwitz and Loffler} |2006).

If the fundamental value of an asset is known, the deviation of the current price from it can be
calculated and thereby it can be determined if an asset is well priced, undervalued or overvalued.
This information is highly important to investors for the evaluation of investments in terms of
return and risk. It is also important to market authorities to detect and prevent adverse market
behavior. An example for such adverse behavior are speculative bubble, i.e., trade in high volumes
at prices that considerably deviate from the fundamental value (King et al., [1993). Being able to
predict the fundamental value of assets for the present day enables market authorities to detect
speculative bubbles and take measures to prevent, or decrease their adverse effects.

In retrospective, the fundamental value can be computed with high accuracy, as the cash flows
of a long period are known and the discounting factor ensures that the unknown cash flows have
only little impact on the overall value. However, predicting the fundamental value, even for the
present day, is a difficult problem, because not only future cash flows are unknown but also present
cash flows are usually unaccessible (e.g., the earnings of a company are only published quarterly).

In preliminary experiments we found solid indication that correlations of asset prices as novel
features yield predictive power to detect speculative bubbles in the stock market. We now want
to investigate their predictive power as features in a dynamical model of the asset market, where
the goal is not only to detect bubbles, but to predict the deviation of an asset’s price from its
fundamental value. Furthermore, (financial) news provide an insight to real-world events affecting
financial markets. We want to investigate the possibility of improving the prediction by including
features derived from financial news, e.g., topics or keywords in related articles.

Once the model has been trained, the task is to monitor the deviation of asset prices from
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their fundamental value. One application is to find sets of assets that are undervalued and thus
are a good investment. Another application is to find sets of assets that are overvalued, i.e., that
form or are part of a speculative bubble. As the number of subsets that have to be monitored is
potentially the size of the power set of assets in the market, an efficient method of monitoring is
essential for this task.

6.2 Scenario Description and Formalization

Given a set of assets, their prices for a larger timespan and their fundamental values deduced
from published fundamental indicators (e.g., balance sheets of companies), we learn a function
that predicts the deviation of the current price of an asset from its fundamental value. To learn
this function we use ridge regression (also known as regularized regression) on a novel feature
space of correlations as well as features derived from financial news. Once the function is learned,
we monitor the function with respect to a threshold on the deviation of asset prices from their
fundamental value. If the deviation is larger than a given threshold for a set of assets, this set is
affected by a speculative bubble.

Because in todays markets, assets are highly interdependent, even for different markets (e.g.,
the impact of the housing market on the stock market in the 2007 financial crisis), it is not sufficient
to monitor markets individually. To reliably model even only a single market, as many assets from
as many different markets as possible have to be taken into consideration. The ultimate goal is to
monitor all financial assets and their interdependencies simultaneously and in real-time. This task
requires large amounts of computing power, which can only be provided by large-scale distributed
systems, like clouds. Even for smaller markets, the advantages in terms of costs per computing
power of large-scale distributed systems over workstations are considerable, further supporting the
development of a distributed monitoring system.

Using such a large-scale distributed system increases the overall computation power on the cost
of communication overhead. As the amount of communication essentially grows quadratically with
the number of sets of assets in a market that are to be monitored, which is exponential in the size of
the market, communication reduction is vital for distributed monitoring of large markets, because
communication can otherwise exceed the network capacity in a distributed system, rendering most
of its computation power useless. Using the safe zone approach (Sharfman et all [2007), we are
able to monitor all interesting sets of assets in a market on a distributed system (e.g., a cloud)
while reducing the communication overhead significantly.

By imposing a hierarchical structure on the sets of assets using the attributes of the assets
(e.g., country of origin, asset type, or sector), we can further reduce computational complexity.
By exploiting the hierarchical structure to resolve safe zone violations we can further reduce the
amount of communication.

Formally, given a market A = {ay,...,a,}, we want to learn a function

f:(24N) >R,

where for a set of assets A C A and a point in time ¢t € N, f(A,¢) is the average deviation of
asset prices of assets in A from their fundamental value. As speculative bubbles are defined as
large overvaluations, we can formalize the task of detecting speculative bubbles as monitoring the
function f according to a threshold 6:

f(A,t) > 0 = The set of assets A is affected by a speculative bubble at time ¢ .

After having formally defined the scenario, we now want to present an approach to modeling
our objective function. Therefore, we approximate the objective function by a linear model on a
non-linear feature space of asset prices and pairwise correlations. Using a feature map ®, we can
represent our function as

f(At) ~ f(At) =< P(A,t), W >
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Now, assume we are given a set of examples
E={((A41),y)lteN, AC AyeR},

where y is the target value. We can learn our linear model by using regression techniques, such
as ridge regression. This linear model is then monitored.

6.3 Requirements Analysis

The monitoring of the deviation of asset prices from their fundamental value on a large financial
market requires an amount of computation power that can only be provided cost-efficiently by a
large-scale distributed system (e.g., a cloud). The local nodes in the distributed system get sets
of assets assigned and receive a stream of asset prices for those assets. Asset prices are updated
daily, minute-wise or even in real-time. While in preliminary experiments, only a part of the
stock market is used, the goal is to include as many asset markets as possible to our monitoring
framework, such as the bond market, resources and foreign exchange rates. Furthermore, each
node receives news articles related to the assigned assets. These are locally preprocessed in order
to extract additional features which then supplement the stream of asset prices.

Because our method requires an amount of communication quadratic in the number of sets of
assets that are monitored, which is exponential in the number of assets on the market, network
capacities in the distributed system can be exceeded quickly. LIFT provides the means to reduce
communication down to a level where networks are able to handle the amount of communication
without delay.

The main technique we use for communication reduction is the safe zone approach, respectively
the geometric approach. We construct geometric safe zones in the domain of our function which
ensure that, as long as no local safe zone is violated, the global function value does not cross a
given threshold.

While the safe zone approach is applicable and led to communication reduction in preliminary
experiments, the amount of reduction of this technique alone might not suffice. Therefore, we
want to implement a hierarchical structure on sets of assets in order to be able to resolve safe zone
violations on a low level of the hierarchy. This way, full synchronizations of the whole system can
be avoided, greatly increasing the amount of communication reduction. However, further research
on the hierarchical safe zones has to be conducted.

6.4 Employed Data Sets

For our experiments we use stock market data, as it is publicly available and the fundamental
value of stocks can be estimated in retrospective using fundamental indicators from the balance
sheets of the corresponding companies.

We acquired all publicly available stock prices from Google finance (www.google.com/finance),
for which historical prices are available. This dataset comprises daily stock prices of 7949 stocks
from 1.1.1970 until now. We also obtained the annually earnings per share of all companies listed
in the DAX (German stock index) from their published balance sheets for the years 2007, 2008,
2009 and 2010.

6.5 Results

In (Kamp) [2011)) we have shown that speculative bubbles, i.e., a large set of stocks for which their
prices deviate significantly from their fundamental value, can be detected efficiently from stock
prices using a heuristic based on the time series of prices and their correlations. We developed a dis-
tributed monitoring system that scales with huge numbers of stocks, i.e., for n stocks, partitioned
into m subsets and r machines in the distributed system, the time complexity is O(n/r+m/rlogr).
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By applying the safe zone approach to the monitoring system we were furthermore able to reduce
overall communication by 30%.

In order to improve the method from a heuristic to a theoretically sound detection technique,
we investigated the predictability of the fundamental value, or fair value of stocks. To obtain
training data, we defined the fundamental value of stocks in retrospective as a linear combination
of the earnings of the respective company and market key data, i.e., the key interest rate, the
annual average inflation and the annual average GDP growth. This value has then be predicted
by our method based on price data as well as past, already published but deprecated earnings data.
The prediction model here is a regularized least squares regression. We compared this method to
a simulated business insider that has access to the current earnings of the company. Experiments
on the Standard& Poor’s 100 index and the German stock index DAX 30 showed that the method
is competitive with the business insider, i.e., for over 90% of stocks the root mean square error
of the predictions generated by our model does not deviate more than two times the root mean
squared error of the business insider (Kamp and Gértuner} 2012).

However, experiments have also shown that, while the fundamental value of stocks has been
predicted accurately for companies with small variance in their quarterly earnings, the prediction
has been significantly less accurate for stocks of company with high variance in their earnings (see
fig. for an exemplary comparison of Apple Inc. and Dell Inc.).

Apple Inc. Dell Inc.
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Figure 6.1: Plot of predicted value, baseline and true fundamental value for Apple Inc. (left) and
Dell Inc. (right) from 1.1.2009 to 31.12.2011, both taken from S&P 100. The first 500 days are
omitted, because this period is used as training set for our method. The predictions are very
accurate for Dell Inc. with an RMSE of 1.91 and outperforms the baseline that has an RMSE of
2.32.. For Apple Inc., the baseline has a high RMSE of 40.65, indicating that the fundamental
value is hard to predict for Apple. However, our approach performs even worse with an RMSE of
90.02. This high error can be explained by the two very large earnings jumps in the third quarter
of 2009 and the fourth quarter of 2010.

From these experiments we have seen that it is necessary to have a good estimation of the
current earnings of a company to be able to predict the fundamental value accurately. We found
that by modeling the relationships between stock price and earnings of a company as well as the
stock prices of related companies enables to predict corporate earnings from public stock price
data. By incorporating features derived from the correlation of the stock price time series, short-
term changes in the relationship between stock price and earnings, as well as between stock prices
of related companies can be modeled. Using this correlation feature space, we were able to not only
predict corporate earnings accurately from public price data but to outperform human experts,
i.e., analysts in the form of published consensus forecasts (Kamp and Gértner, [submitted).

The method of monitoring correlations using the LIFT approach as developed in (Kamp), |[2011))
can be applied to the earnings prediction scenario as well. It remains to combine the developed
methods to obtain a market monitoring system that reliably detects speculative bubbles. The
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LIFT-approach has then to be applied to this monitoring system as a whole.

6.6 Discussion

After developing a preliminary distributed and scalable market monitoring system that detects
speculative bubbles, we provided a theoretically founded method for detecting deviations of stock
prices from their fundamental value, thereby laying the basis of an improved market monitoring
system. We furthermore developed a method for predicting corporate earnings from public stock
price data that outperforming experts analysts. This method further improves the fundamen-
tal value prediction. While these results are a tangible progress in data driven economics, the
methods have yet to be combined into one distributed monitoring system. Also further potential
improvements from incorporating additional data, e.g., news articles, twitter tweeds or financial
statements, should be investigated.

The LIFT-approach in the form of safe zones has successfully been applied to the initial market
monitoring system. Because of the rapidly changing stock prices and their correlations, reaching
a quiescence in the distributed system is only possible for very short periods. The achieved com-
munication reduction rate of 30% can further be improved using a more elaborate synchronization
protocol. Preliminary experiments with hierarchical synchronization have been promising. We
will apply these synchronization schemes to the final monitoring system.
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Abstract—Distributed streams of time-evolving data pose sig-
nificant issues in several data analysis tasks that were initially
studied having in mind static and centralized contexts. In partic-
ular, communicating the full streams of data updates to a single,
centralized location might be unsustainable for various reasons,
such as information traffic congestion. In this paper we tackle one
task of this kind, namely the monitoring of cluster assignments,
having the objective of continuously testing the quality of a given
assignment of cluster labels (for instance obtained through a
clustering or community discovery algorithm, or through a set
of user-defined rules). We investigate the context where each
data collection node represents a single object to be labelled,
and propose a solution based on the testing of local conditions
performed by each node. The solutions proposed, then, are tested
over synthetic data and on real data. For the latter, in particular,
a full case study is provided, consisting of a customer relationship
management (CRM) application in the context of car insurances,
based on the monitoring of mobility behaviors of customers. For
this case study, we validate the framework on a large database
of real mobility data, coming from GPS devices of private cars.

I. INTRODUCTION AND MOTIVATIONS

The current spread of data collection technologies in busi-
ness, scientific research and private lives is leading towards the
so called era of big data. Big data have several peculiarities
that make them difficult to deal with, such as their size,
their distributed and streaming nature, that make them difficult
to store in — or even to send to — a centralized location.
These features can pose significant issues in several data
analysis tasks that were initially studied having in mind static
and centralized contexts. The objective of this paper is to
study a specific problem in such kind of context, namely the
monitoring of cluster assignment quality.

Cluster assignments emerge naturally in several application
domains. For instance Customer Segmentation, a basic task
in business intelligence, is focused on assigning customers
to homogeneous categories — for instance through recency-
frequency-monetary segmentation rules (RFM) — to be sepa-
rately dealt with by the CRM expert; Community Discovery is
a very popular (social) network analysis problem that basically
yields a cluster assignment; finally, several traditional cluster-
ing algorithms have been studied in the literature to provide
cluster assignments for a wide range of specific objectives.

The stream and distributed nature of big data requires that
the cluster assignment process is modified in order to produce
reasonable assignments without sifting all the data updates.
Also, such process should push as much as possible the
computation towards the nodes of the distributed network of
data sources. A basic way to do that consists in collecting
all the data only for an initial time slot, compute the cluster

assignment we need, and then test in the successive time
instants whether the initial assignment is still coherent with
the data updates received from each data source. For instance,
if all updates involve just a negligible change of our variables,
it is clearly useless to send data around and recompute the
assignments — a kind of test that each node (or data source)
can perform individually, i.e. locally. On the opposite, a single
large variable update could change the assignments, and there-
fore some kind of global synchronization is needed. Following
these ideas, we address the problem of continuous monitoring
of the quality of the cluster assignments by adapting and
extending the safe-zones approach [19], a method that supports
the distributed monitoring of global functions (especially non-
linear ones) while limiting as far as possible the need for
communication between the distributed agents and a central
server.

The notion of cluster assignment quality we adopt in this
paper concerns the compactness of clusters, for instance re-
quiring that the group of customers labelled with the same
cluster do not become too dispersed. We remark that this
does not directly involve other possible notions of cluster
quality, such as cluster separation, cluster density or the
optimization of some objective function. That means, for
instance, that two compact clusters that — step by step —
get closer to each other till they overlap, might still satisfy
our compactness requirements, and therefore be acceptable.
This apparently weak requirements look actually reasonable
in several contexts, where the focus is on the significance
of the cluster, and not on its diversity from other ones. For
instance, customer segmentation has the practical objective
of identifying and understanding customers, and a stable
assignment is usually preferable even if the different segments
are not neatly separated.

The challenge here is to properly exploit the looseness of
the requirements we are discussing, in order to limit the need
for communicating information and recomputing assignments.
Indeed, as we will remark when comparing against an alterna-
tive approach in literature, focused on guaranteeing the (much
more restrictive) quasi-optimality of the clustering, such a
looseness creates a large margin of communication reduction.

The main novel contributions of our work can be summa-
rized as follows:

1) we formulate the cluster assignment monitoring as a

problem that can fit the safe zone general framework;

2) we develop a three-layer logical architecture of the

monitoring system, aimed to limit the need of global
communications;



3) we introduce an improvement of the safe zone approach
based on history-based predictive models, particularly
well suited for data streams showing significant periodic
behaviours (very frequent with human-generated data);

4) we perform a wide testing of our solution both on
synthetic and real data;

5) we develop a full case study on customer relationship
management (CRM) in the context of car insurances,
with a deep exploration of performances and results.

II. PROBLEM DEFINITION

In this section we formalize the problem of continuously
monitoring the quality of a cluster assignment in a distributed
setting. We start by introducing the quality measure adopted
in this work, and later use it to define two variants of the
corresponding monitoring problem. Here the discussion will
assume to work in a centralized context where it is possible
to store and analyze all the mobility data streaming in. In
Section IV we will move to a more realistic setting, where the
communication issues (inevitable on a large scale application
like the case study discussed in Section VI) are considered
and dealt with.

Quality measure. A simple and very popular method for
measuring the overall quality of a clustering is the so-called
Sum of Squared Error (SSE in short), defined as follows:
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where C; represents the i-th cluster, and ¢; is its center
(average vector). This measure evaluates the dispersion of each
cluster around its centroid, and therefore gives emphasis to the
compactness of clusters.

The SSE is also at the core of several clustering methods,
especially the K-means algorithm. Indeed, it is easy to
prove that K-means tries to reduce the SSE at each step of
its iterative process, stopping when a local optimum is reached.

Monitoring formulation of the problem. Our approach to deal
with dynamic data consists in continuously checking whether
the current cluster assignment is still good enough, raising an
alarm in the negative case. This requirement can be easily
translated in terms of SSE by asking that the dispersion of
the objects within the clusters did not grow, or at least not
significantly. That means computing the SSE at each time
stamp ¢, which we will denote with SSFE;, and test that it stays
below some threshold. We refer to this continuous testing with
the term monitoring. Finally, such a threshold should take into
account the dispersion obtained at the very moment the cluster
labels were assigned, which we denote with SSFEy (i.e. time
counting starts from the moment the most recent assignment
was performed), suggesting to adopt a relative threshold. That
is summarized in the following problem definition:
Definition 1 (Cluster Monitoring Problem):

Given a clustering C = {Cy,...,Ck} having Iinitial
SSE equal to SSFEy, and given a tolerance o € R, we

require to ensure that at each time instant ¢ the following
holds for the SSE of the (dynamic) dataset D;:

When that does not happen, an alarm is raised.

We should note that SSE describes all the clusters together,
aggregating the dispersions of the single clusters. That means
that in principle having a good SSE does not guarantee that
each single cluster is compact, since some slightly over-
dispersed cluster might be balanced in the sum by some virtu-
ous one that adds very little to the SSE. From this perspective,
it might happen that the end user of our application wants
to ask for stronger requirements in the monitoring problem.
Therefore, we will consider also the following variant of the
problem, where the constraints are imposed over each single
cluster:

Definition 2 (Strict Cluster Monitoring): Given a cluster-
ing C = {C4,...,Ck} having initial SSE equal to SSEy,
and given a tolerance o € R*, we require to ensure that at
each time instant ¢ the following holds:

Vi, .SSEY < SSESY + 6% 3)

where SSEt(i) is the contribution of cluster i to the SSE
at time t, i.e. SSE; = Zle SSEt(i), and the () € RT are
fixed thresholds such that Ele SSEéi)+9(i> = (14 «a)SSEy.
When condition (3) is violated, an alarm is raised.

III. RELATED WORK

We briefly summarize some works in the literature on fields
that are tightly connected to our proposal.

Distributed Clustering can be classified into two main
groups. The first one includes completely decentralized meth-
ods requiring a significant amount of communications among
nodes [5], [7], [3]. Most of these works propose algorithms
for k-means clustering over a P2P network. The second group
requires that the nodes build local clustering models and
send them asynchronously to a central station, that forms a
combined global model [18], [17], [13]. The basic assumption
of these algorithms is that each node contains more than one
point. Some of these works propose algorithms for hierarchical
clustering [17], others extend the density-based clustering to
this setting [13] and others present a k-means version suitable
for wireless sensor networks with a hierarchical structure [18].
As opposed to the methods mentioned above, in our context,
in a given timestamp each node has a single point that is
transmitted to the central station for the clustering. Moreover,
our setting does not allow communications among nodes.

Clustering on Data Streams is addressed in [10]: given a
sequence of points, the approach maintains a good clustering
of the sequences observed, using a small amount of memory
and time. Some other works in the data stream scenario may be
found in [1], [2], [6]. [9] proposes an algorithm for clustering
distributed data streams. Given a network of nodes, where each
of them receives its share of a distributed data stream, the goal
is to obtain a common clustering. Here,the nodes cannot share



single points of their datasets, but only aggregate information.
This setting differs from ours because they image to have more
than one point in each node.

The single work that is most related to ours is [21] where
the authors study the problem of continuous k-means compu-
tation at a server that monitors a set of moving objects. In
particular, the paper proposes an approach, named T'K M, for
avoiding the re-evaluation of k-means for each object update,
that typically imposes large communication and computation
costs due to the fact that the updates can be frequent. The
solution proposed provides a guaranteed bound on the quality
of the solution obtained with respect to the naive approach
that recomputes the clusters at each iteration. The framework
assigns each moving object a specific threshold (i.e., range)
such that the object sends a location update only when it
crosses the range boundary. The key feature of this work is that
it aims at guaranteeing the optimality of the clustering in terms
of quality of the centroids. Clearly, this requirement is signifi-
cantly stricter than those involved in our monitoring of cluster
assignments. Indeed, our problem does not directly constrain
the location of the clusters’ centers, implicitly tolerating the
collective movement of a whole cluster as far as it does not
cause the dispersion of the cluster itself. However, exploiting
this additional degree of freedom in the monitoring problem
is the major challenge in this work. While our problem
can, to some extent, be translated to a continuous k-means
computation, this reduction leads to inefficient solutions, as
will be proved in our experimental sections.

Monitoring. Besides the methods addressing the monitoring
of arbitrary threshold functions over distributed data streams
described in [19], [8] and already discussed in previous
sections, in the literature some works treat the problem of
clustering monitoring by considering different aspects and
settings. For instance, [20] studies the monitoring of the
L2 norm, useful for monitoring the accuracy of a k-means
clustering. Others consider the clustering monitoring in a P2P
network by proposing a hierarchical structure of nodes [12].

IV. DISTRIBUTED MONITORING

Our context implies that our data sources are both streaming
and distributed. For instance, in the application described in
Section VI several vehicles are involved, each playing the role
of a node that continuously generates updates for its indicators
of driving behaviour, and all these data need somehow to
be collected by a single unit to elaborate them. This creates
a simple network with several nodes that communicate ex-
clusively with a single special node, that we call controller,
where nodes just communicate everything and the controller
performs all the computation. However, such a purely cen-
tralized solution is applicable only on the small scale, since
the communication stream generated by millions of nodes
would be hard to sustain. In this section we propose a solution
based on the distributed monitoring paradigm, that aims to
save a significant amount of communications by deferring a
small part of the computation to the nodes of the network.
More specifically, our objective is to continuously verify that

the cluster assignment satisfies the quality constraint (2) or
(3), and recompute the clustering only when the constraint is
violated. Therefore, a simple way to distribute the computation
consists in providing to the nodes some local conditions to test
such that, if each local test is successful, they guarantee also
the satisfaction of the global quality constraint. The basic idea
is that the nodes themselves can recognize the data changes
that do not significantly impact on the quality measure to
monitor, thus avoiding to update the controller with useless
information.

In the following subsections we describe the setting of
distributed monitoring of functions that we are going to use,
showing how our problem can be translated is such terms.
Then, we describe the full framework that implements the
monitoring and integrates several forms of predictive models
that improve its communication reduction capabilities.

A. Distributed monitoring of functions

The work in [19] addresses the general problem of mon-
itoring the value of a function computed over data that are
distributed in a network. More specifically, the framework
considers a two-tiered setting, with n geographically dispersed
sites (also called nodes) and a central coordinator (also called
controller) that is capable of communicating with every site,
while pairwise site communication is only allowed via the
coordinating source. Each site receives a stream of data
updates and maintains a d-dimensional local measurements
vector v;(t). The task of the coordinator is to ensure that at
each time instant ¢ the following holds:
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where f is a given function, f : RE 5 R, T € Risa
threshold and v(t) is the weighted average of the v;(¢) of
all sites, i.e. v(t) = (3, wivi(t))/ > w; for some weights
w; > 0. While the latter condition is apparently a strong
limitation to the applicability of the framework, it has been
shown that several interesting problems can be reformulated
in this way. A basic means to do this, which will also be used
later in this paper, is a vector augmentation trick, consisting
in adding to vectors v;(t) (sent by the sites to the coordinator)
one or more extra components. The basic example is the task
of monitoring the variance of all v;(¢), assuming d = 1,
i.e. ensure that var;(v;(t)) < T. While not directly fitting
the form in (4), we can exploit the well known property
var(X) = avg(X?) — [avg(X)]? to rewrite our problem as
f(w*(t)) = v*(t)1 — [v*(t)2)?, assuming that each site now
communicates a 2-dimensional vector v} (t) = (v;(t), vi(t)?).

The algorithmic solution proposed in [19] to perform the
monitoring of (4) follows a so called geometric approach. All
the points in R% where (4) is satisfied form the admissible
region G, and our objective is simply to ensure that v(t) € G.
The method stems from the following property: the convex
hull of a set {z;}; C R of points is entirely contained
in U, B(z;,e), where e is any point in R? and B(z;,e)
is the ball having the segment 7;e as diameter. In turn,
it is straightforward to see that our w(t) is contained in



the convex hull of the set {v;(t)};. Therefore, if every ball
B(v;(t),e) is contained in the admissible region (namely, it
is monochromatic), then also v(t) will be, and therefore (4)
will be satisfied. Once the controller has communicated to all
sites the point e, each site will be able to test whether its
ball B(v;(t),e) is monochromatic. As long as no site detects
a failure, we are guaranteed to satisfy (4), without any need
of communicating information to the controller. When a site
fails, it notifies the controller, who, in the basic approach,
will ask to every site to send their new vector values, and
test condition (4). Notice that the test performed on each site
might cause false alarms (its ball exits the admissible region,
yet the overall v(t) is still inside) but not false negatives, i.e.
when condition (4) is violated the system will always discover
that. While in principle the point e can be chosen freely, it is
convenient in practise to compute it as e = v(t'), where ¢/
is the time of the most recent synchronization, i.e. the phase
where every site communicates its new values to the controller.
Beside at the start-up of the system, synchronizations usually
occur when a site rises an alarm. With this choice, it results
useful to slightly change the method by asking each site
to check the ball B(u;(t),e) instead of B(v;(t),e), where
ui(t) = e + (vi(t) — v;i(¢')) is called the drift vector. It is
trivial to prove that the average avg; (u;(t)) is equal to v(¢),
thus not changing the monitoring task. Yet, now, immediately
after any synchronization we have that Vi.u;(t") = e, therefore
the vectors of all sites start from the same point e, and the balls
B(u;(t),e) have actually the size of a single point, clearly
reducing the chance that a false alarm will rise in the near
future.

B. Distributed monitoring of cluster quality

The cluster monitor problem (Definitions 1 and 2) can be
fitted to the geometric approach described above, by properly
rewriting it and exploiting the vector augmentation trick seen
for the variance monitoring (Section IV-A). Indeed, the for-
mulation of SSE is very similar to a variance, though on d
dimensions. To find the precise relation between the two, we
observe that each cluster C;, having centroid ¢;, contributes to
the SSE by the following value:

SSEW =% cc, llp—cill3
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where p’ represents the j-th component of the d-
dimensional vector p. This means that by augmenting the
vector v;(t) of each node with the additional d features
vi1(t)?, ..., v;.4(t)%, we can compute the variance for each
component, as requested in (5). Actually, we can do slightly
better, by further aggregating the terms in the last line:

SSED  =|Ci| - [avgpec, (IIPII3) = llavgpec, (0)]13]
(6)
which means that only one additional component is needed,
corresponding to ||p||3 of the node (p represents our v;(t)).

C. Monitoring framework

The relation (6) states that the geometric approach discussed
in Section IV-A can be applied to monitor a single cluster,
provided that we have defined a threshold value for it. This
provides a direct solution to the strict version of our moni-
toring problem (Definition 2), since it already introduces an
individual threshold for each cluster, and therefore implicitly
partitions the problem into K separate sub-problems. The
basic problem (Definition 1), instead, does not impose such a
partitioning, and allows some interplay between the different
clusters, e.g., clusters with a high SSE®) might be balanced
by others having a low value.

Problem partitioning. In our solution we choose to divide the
monitoring into K separate sub-problems in both the basic
and the strict problem definitions. That means, in practice, we
will introduce thresholds for each single SSE() also in the
basic case, thus actually making it more restrictive. Additional
mechanisms to exploit the interplay between clusters allowed
by the basic problem will be introduced later in this section.
Then, after each synchronization, where all nodes send their
vectors to the controller (including the initial start-up of
the system), the controller will send to the node of each
cluster both its centroid and the corresponding SSE threshold.
With this information, each node will be able to locally test
sufficient conditions that ensure the cluster not to exceed the
SSE threshold assigned to it, based on the geometric solution
described in Section IV-A.

In order to perform the above mentioned threshold parti-
tioning, we essentially need to define the values (or rather,
a method to compute them) of the constants #() mentioned
in Definition 2, i.e. the SSE increments allowed to each
cluster. Two natural choices emerge: using the same value
for all clusters; or making 6 proportional to SSE(®). The
first solution will be called uniform SSE distribution, and
implies that we set Vi.0() = aSSFEy/K. The second one
will be called proportional SSE distribution, and requires to
set Vi.0) = aSSES). In order to allow a flexible choice
between the two alternatives, we will adopt the following
schema, parametric in 3 € [0, 1]:

vi.0® = g <aSSESi)) +(1-p5) <a Si(E()) (7

Thus, 5 = 0 will correspond to the uniform distribution, 5 = 1
to the proportional one, and any value in the middle to some
trade-off between them.

Multi-level monitoring. The previous discussions suggest that
the cluster monitoring can be organized at three levels, as
depicted in Fig.1. At the bottom layer, each node checks its
local constraints, based on the information it received during
the last synchronization. Whenever a local violation occurs
at some node, the controller reacts by verifying whether the
alarm was true (the SSE() of the corresponding cluster is
too large) or not, which constitutes the second layer. The
basic action taken by the controller is to simply query all
nodes of the cluster to compute the real SSE®), yet smarter
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solutions are possible, including the node balancing strategy
that will be discussed later in this section. When the alarm
is true, the strict problem definition raises an alarm, which
typically (depending on the specific application) calls for a
recomputation of the clustering, and thus the controller also
needs to start a full synchronization. In the basic problem
definition a smarter approach is possible (also discussed later
in this section) which checks whether other, more virtuous
clusters have a SSE that can balance our large one.
Algorithm 1 summarizes the whole monitoring process for
a more complex case, i.e. the basic problem, where some
balancing is possible between single nodes or between clusters.

Algorithm 1: Overall monitoring workflow

Input: number of clusters K; tolerance «; dynamic customers data set D
// Synchronization and setup

1 Initialize t := 0;

2 All nodes in D send vectors v; (0);

3 Compute clustering;

4 foreach cluster C; do

5 Compute threshold SSEE;L)T;

6 Send ¢; and SSEt(;fT to all nodes in C;

// Monitoring

7 repeat

8 t:=t+1;

9 foreach node S; € D do
10 S; tests its local constraints;
11 if Violation then
12 | Send alarm to Controller;
13 foreach cluster C; do
14 if Controller receives at least one alarm from C; then
15 Try node balancing on C';;
16 if balancing failed then
17 Try cluster balancing;
18 if balancing failed then
19 L Exit loop and request synchronization;
20 if Requested synchronization then

// Recompute clusters

21 Compute clustering;
22 foreach cluster C; do

Compute threshold SSE® |

0O Ly
Send c; and SSEE;)T to all nodes in C;

23
24

25 until Forever ;

First, in an initialization phase (steps 1-6) the controller
receives all local vectors v;(0) from the nodes and computes
a first clustering (e.g., running a K-means algorithm, a commu-
nity discovery method or applying some user-defined rules),
sending back to the nodes all the information they need to
start the distributed monitoring. The monitoring phase (steps
7-25) contains three main actions: first, each node tests its

local constraints (steps 9-12) using the methods described in
Sections IV-A and IV-B. If no violation occurs, the monitoring
cycle simply goes on without any communication and any
action from the controller’s side. If, instead, there is some
local violation, the controller communicates with the nodes
of the corresponding cluster to check if the violation can be
balanced (steps 13-15). If that is not possible, it means the
cluster SSE is too large, and the controller tries to see if other
clusters can help to balance it (steps 16-17). If everything
fails, it means the whole clustering is actually violating the
monitoring condition (2), and therefore an initialization of the
system is required (steps 18—19). The latter event triggers the
execution of the last phase (steps 20-24), essentially requiring
the same operations of the initialization phase. We remark that
the strict version of the monitoring problem does not allow any
interplay between clusters, therefore, in that case the cluster
balancing (step 17) should simply be omitted. Also, as we will
see later, the cluster balancing is executed in such a way that
when it fails all nodes will already have sent their up-to-date
vectors to the controller, and therefore it is not required any
further communication from the nodes side. When the cluster
balancing is omitted, as for the basic monitoring problem, such
communications are needed, and step 2 should be replicated
before the clustering takes place (i.e., between steps 20 and
21).

D. Node-level improvements

The proposed solution can be improved in several ways,
by exploiting recent developments of the general theory sum-
marized in Section IV-A (which will be discussed in the
next paragraphs) or by extending it with application-specific
improvements (topic mainly covered in the next section).
Safe Zones for convex inadmissible regions. The geometric
method discussed in Section IV-A provides a means to decide
locally to the node which vector values guarantee that the
overall function satisfies the global constraint to monitor. The
set of such values is also called safe zone and, since it is only
based on the global function and on the reference point e, all
nodes have the same safe zone.

In [14] it is shown that the safe zones built by the geometric
method can also be computed as the intersection of an infinite
set of hyperplanes. Yet, it is also shown that part of them are
unnecessary, which makes the safe zones smaller (and thus less
effective) than what strictly needed. A particular case is that
where the inadmissible region (the set of values that violate
the global constraint) is convex. In this situation we can easily
find an optimal safe zone in two steps: first, find the point p of
the inadmissible region which is closest to the reference point
e; second, draw the hyperplane that passes through p and is
orthogonal to the segment ep, and then, of the two half-spaces
determined by the hyperplane take as safe zone the one that
contains e.

This is very relevant for our problem, since the SSE®
of a cluster has a quadratic form with positive coefficients,
and therefore our inadmissible region is the part of space that
stands above an “upward” parabola, which is a convex set. For



this reason, in our application we will adopt the smarter safe
zones described above.

Balancing. As already mentioned earlier, when a node violates
its local constraints (i.e., it exits its safe zone) there might be
other nodes that can compensate it. A simple method to do that
consists in applying a straightforward property: if we move
the local vectors v;(t) and v;(¢) of two nodes, respectively
by § and —J, the overall average v(t) will not be affected.
That means that if v;(¢) trespassed the border (an hyperplane,
in our case) of the safe zone by an amount J, generating
an alarm, and we realize that v;(t) — J still remains in the
safe zone, we can remove the violation by translating both
vectors as described above, without any further effect on the
monitoring process. Actually, since the border of the safe zone
is a hyperplane, we only need to consider ¢ that are orthogonal
to it, therefore we can code the translation by means of a
single scalar, representing the distance between v;(t) and the
hyperplane.

The balancing of nodes, then, is realized along the following
strategy: when a node of cluster C; raises a violation, it also
communicates its amount § (which will be negative); then,
the controller asks to 2 other nodes of the cluster, chosen
randomly, their distance d; and J2 from the hyperplane. If
0 + 01 + d2 > 0, the balancing is successful, otherwise the
controller tries with 4 more nodes, etc., at each iteration dou-
bling the number of nodes involved, till either 6 + >, §; > 0,
or all nodes have been contacted without success. In the latter
case, the balancing fails.

When the balancing is successful, we have two alternatives,
that we call respectively balancing with memory and memory-
less balancing. In the first one, the node that rose the violation
and the other ones needed to balance it, permanently translate
their vectors; in the second one, the translation is only virtual,
and all nodes keep their vector. The latter is expected to work
better in situations where the violations are due to temporary
noisy updates of the vectors, which should disappear at the
next timestamp.

The balancing process described above, when successful,
assigns a final distance from the hyperplane that is zero for
the node who rose the violation and all those used to balance
it, while all other nodes (those queried by the controller but not
needed to reach the amount |§|) are left unchanged. A possible
alternative consists in building a buffer between all the n nodes
and the hyperplane, by redistributing the total amount of §; of
the nodes not yet involved. That can be realized by setting
the distance from the hyperplane of each node involved to
(0+32701)/(n+1).

Finally, the same kind of reasoning followed so far can
be applied at the level of clusters, in the case of the basic
problem definition: if a cluster exceeds its assigned threshold
0 the controller can try to balance it with other clusters.
In order to do that, all the nodes of each cluster C; involved
will send their up-to-date vectors, in order to compute the
real SSE(), and see if it can be used to balance SSFE®.
Similarly as above, we can also introduce a buffer, in order

to provide some extra-tolerance to the clusters for the next
iterations of the monitoring. Since the number of clusters is
usually relatively low, the exponential schema applied at the
level of nodes can be replace by a linear one, i.e. the controller
involves new clusters in the balancing one-by-one, instead of
doubling their number at each step.

In Section VI we will experiment all these variants over a
specific application domain, in order to verify which variant
seems to fit better the application.

E. Introducing predictive models

The recent work in [8] extends the geometric approach
by introducing predictive models. The basic idea is that the
reference point e used to define the safe zones needs not to
be static. As far as all nodes always share the same value, it
can change in time. The basic idea consists in defining models
that provide some predictions for each v;(¢), which in turn are
combined together by the controller to provide a model that
predicts v(¢). Such model is distributed to all nodes, which
will then use its predicted values as (time-varying) reference
point. The final effect is that, if the predictive models work
well, the drift vectors of the nodes (see Section IV-A) will
all be very close to the real value v(¢), thus minimizing the
chance of false alarms.

We distinguish two types of predictive models to use in
our framework: one based on the detection of trends in the
recent data (introduced in [8]); and one based on the detection
periodicities of the data, obtained by analyzing historical
information (a novel contribution of this work).

Trend-based models. From this family of models, introduced
in [8], we will consider two alternatives: the linear growth
model, which assumes that the vector of a node will evolve
in time following the law v;(t) = ivi(ts), where ¢ is the
time of the last synchronization; and the velocity/acceleration
model, which assumes the law followed has the form v;(t) =
vi(ts) + (t — ts)vel; + (t — t;)2%acc;, where vel; and acc;
are estimates of the velocity and acceleration (as vectors) of
v;(t) estimated at time ¢ by the node itself, by looking to a
piece of its recent history. Both models favour simplicity and
ease of computation, only requiring to send very little extra
information on the network.

History-based models. This models extend the approach of [8]
by learning regularities in the behaviour of a vector v;(¢) from
a segment of history of its node, in a way similar to [16].
We consider two variants. The first one is called history-
based constant model, and simply computes the average value
of v;(t) on the history segment, which then represents the
“default” vector for the node. The second one is called
history-based variable, and performs a similar computation,
yet providing different values for different time slots within a
fixed period. For instance, in the case study of Section VI a
period of 24h is used. This way, we will obtain a “default”
vector which is dependent on the hour of the day (or other time
unit adopted). Since they are based on longer-term history, as
compared to the trend-based methods, these solutions require



to send the local models of the nodes to the controller (and
the aggregate global model backward) only at the beginning
of the monitoring, thus not affecting communications in any
significant way.

Adapting the Choosing Among Alternative approach shown
in [8], we combine together all models listed above in the
following way: at each synchronization only one model type
is chosen, based on how well each model performed since the
previous synchronization. Therefore, each node always applies
all models, in order to test whether it would cause an alarm
or not, even if only one of them is actually used to decide
whether a violation is occurring. During the synchronization,
for each model the coordinator counts the number of nodes
where the model was successful (i.e., did not signal a false
alarm), and selects the best one.

V. EVALUATION ON SYNTHETIC DATA

In order to provide a first study of the performances of the
methods proposed in this paper, we developed a synthetic data
generator that allows to create dynamic data following some
predefined behaviours.

A. Synthetic data generator

The generator starts by partitioning N nodes into K dif-
ferent clusters. Each cluster is associated to a virtual center,
and the data vectors of all nodes belonging to that cluster
are initially generated by adding a Gaussian noise to the
cluster center. The simulation runs for several iterations, at
each step making each node move in a random direction
at a (Gaussian) random distance from the previous position.
The dynamicity of the data, i.e. how fast the data vectors
move, is controlled by the dynamicity parameter D, which
represents the standard deviation op of the random length
of each single displacement. D, in particular, is expressed
as the ratio between op and the minimum distance between
the initial cluster centers. Finally, each time a direction and
length of displacement is chosen, it is kept for [ iterations. [
represents an inertia factor, and trend-based predictive models
(see Section IV-D) are expected to exploit that and provide
larger performance improvements for larger values of I.

While the process can be easily generalized to produce
vectors of any dimensionality, at the present the generator
has been implemented and tested over two dimensions. That
allowed to perform a close inspection of the generated data,
through static plots and animations. The data generator and
the datasets used in this experiments (including plots and
animated videos of the corresponding data) will be made
publicly available!.

B. Comparison with TKM

In order to compare our approach against the 7'K M method
introduced in [21], we implemented a Java version of its whole
monitoring process.

Uhttp://kdd.isti.cnr.it/node/493

[ Parameter | Values (default in bold)

0.1, 0.2, 0.3, 0.4, 0.5

5, 10, 25

5, 10, 15, 20, 25, 50, 75

100, 200, 500, 1000, 2000, 5000

TABLE I
RANGE AND DEFAULT VALUE OF THE SIMULATION PARAMETERS.

dinamicity (D)
inertia (I)

n. of clusters (K)
n. of nodes (N)

During the initial step the server computes the standard k-
means obtaining the reference clustering M ¥ then com-
putes the centroids and sends to each node p; a threshold 6;.
Such thresholds are derived through an optimization problem
that starts from a parameter A provided by the user. In
particular, the threshold assignment ensures that the clustering
obtained by T'K M has at each instant a cost (equivalent to the
SSE measure we adopt in this paper) which is at most larger
than the optimum by nAZ%, where n is the number of nodes.
The schema requires a node p; to send the update to the server
only if its current location deviates from the previous one by
at least 6;.

When the server receives updates from a subset of the
total nodes, it obtains the new k-means using HC™, that is
an optimized version of hill climbing (HC) algorithm able to
recompute the clustering using the new updates and the last
recorded locations of the other objects which are still within
their assigned thresholds. Then, the server computes the new
threshold values for the nodes involved in the last iteration.

In order to use 7K M for our cluster assignment monitoring
problem, we basically need to fix a threshold A that can
guarantee the property stated in Equation (2). That can be
done by equating the tolerance aSSFE( required in (2) with
the upper bound nA? guaranteed by TK M, thus obtaining
A= ,/SSkyx <.

In the TK M process, A is actually used to derive other
thresholds, denoted as A; and As, for which we used the
default relations A; = 0.7 x A and Ay = 0.3 x A suggested
in in [21].

C. Evaluation

The generator mentioned above has been used to create sev-
eral datasets, by varying the values of the four key parameters
discussed: dynamicity (D), inertia (I), number of clusters (K)
and number of nodes (N). The range of values considered
in the simulations, together with the default value for each
parameter, are summarized in Table I. Each simulation lasts
exactly 1000 iterations.

The monitoring method that involves history-based models
requires to use a portion of the data to create a predictive
model. In our experiments, the first 200 iterations of the
simulated data were used for this training phase, while the re-
maining 800 iterations were used to measure the performances
of the system. The framework we proposed was run for the
basic cluster monitoring problem using a default setting where
a = 1.0 (see Definition 1) and 5 = 0.5 (see Equation 7). The
clusters were computed running a K-means algorithm with



the correct number of clusters (i.e., the parameter K of K-
means was set to the number of clusters created by the data
generator). This step is performed at the initialization phase
and repeated whenever a global resetting of the system is
required, i.e. when the global SSE value exceeds the actual
threshold.

Figure 2 concisely reports the results of the experiments,
expressed in terms of fraction of communications. Values close
to 1 mean that most of the data generated by each node at each
time step are sent to the central controller, thus yielding a large
communication traffic, while a value close to 0 means that
only a very small portion of such communications took place.
For each parameter setting, three different datasets have been
generated, and the average percentage of communications is
reported in the plots.

The results largely confirm the expected behaviour of our
framework. When the dinamicity of the data increases (top
left plot), it becomes easier for the nodes to violate their
local conditions (i.e., exiting their safe zones) and therefore
the need for communicating the nodes’ vector becomes more
frequent. The effect of increasing the inertia parameter I (top
right plot) goes in the expected direction, i.e. communications
decrease, yet the impact on performances look rather limited:
increasing the minimum inertia by a factor of 5 (from 5 to 25)
just decreases communications from 42% to 40%. Increasing
the numbers of clusters has in principle two positive effects
on performances: each cluster becomes smaller, reducing the
probability that one of its nodes rises an alarm, and the local
alarms can be more easily balanced (if it was a false alarm) by
peeking at other clusters. The plots (bottom left of Figure 2)
reflect this phenomena, and show that larger values of K con-
sistently yield smaller percentages of communications. Finally,
the framework appears to scale relatively well with larger
numbers of nodes (bottom right plot), since the percentage of
communications show some small fluctuations but generally
follows a stationary trend.

The method proposed in [21] was tested on the same set of
datasets described above. In our experiments we observed that
in all cases the communications exceed 95%, quite often get-
ting even close to 100%. That empirically proves that reducing
our monitoring problem to the method in [21] introduces too
tight constraints, and makes it inefficient in practice.

VI. A CASE STUDY ON MOBILITY BEHAVIOURS

A key task in modern customer relationship management
(CRM) is to understand the needs of each customer and to
devise policies to harmonize them at the best with the com-
pany objectives. In most cases that translates into identify a
portfolio of customer profiles, each representing the needs and
requirements of a reasonable number of customers. Then, each
profile can be treated separately in order to devise the market
strategies and business models that best fit its customers’
peculiarities. In the business intelligence field, this process
is best known as customer segmentation, and is traditionally
implemented by applying pre-defined customer classification
rules (for instance based on RFM indices: Recency of last

contact with customer, Frequency of transactions, Monetary
volume involved in the relation with the customer) or, in
more recent times, by using clustering algorithms. This kind
of process can be applied to any kind of business focused
on services towards several customers, including the classical
domain of retail selling as well as e-commerce and many
others. In particular, in this section we describe an applica-
tion of customer segmentation in the very actual and rather
uncommon ground of car insurance business, where the main
features that characterize a customer are related to how he/she
drives, and therefore on his/her mobility. Using the solution
introduced in the previous sections, we instantiate the general
problem to the new context by adopting a data mining-oriented
approach, working from a realistic big data perspective, where
the application can benefit from a continuous flow of fresh
information.

The first point leads us to model the characteristics of the
customers through features extracted from his/her mobility.
In particular, we analyze the trajectories that describe such
mobility based on standard GPS traces, as those recently
collected by specialized companies for the car insurance sector.

A. Background on trajectory data analysis

The history of a user is represented by the set of points in
space and time recorded by his/her mobility device defined
as H = (p1...pn) where p; = (z,y,t) and x,y are spatial
coordinates and ¢ is an absolute time-point. Starting from this
sequence we are interested in extracting the user’s trajectories,
where a trajectory is a subsequence of points representing the
movement between two places where the user stops for an
activity. In the literature there are complex techniques for stop
computation, but in our experiences a simple cut when using
a minimum period of time < in considering a spatial buffer
with radius r is a good trade-off between the computational
efficiency and quality of result obtained. A common setup
of the parameters in case of private cars is v = 2hrs. and
r = 50m. In the following, we will also use the concepts of
“the most frequent location L1” and “the second most frequent
location L2”. These two areas represent for the user the most
attractive places and in the literature, usually are interpreted
respectively as home and workplace.

B. Application definition

For the description of the user driving behavior in a
time window we identified four categories of measures: (i)
basic, (i) space-time distribution, (iii) context-aware, and (iv)
behavioral. The first one contains measures describing the
basic features of the trajectories in the time window such as:

Length: distance travelled by the user.
Duration: time spent travelling by the user.
Count: number of different user’s trips.
MaxAcceleration: maximum user’s acceleration.
MaxDeceleration: maximum user’s deceleration.
This information is directly computable from the raw GPS
traces without any complex process. However, they are useful
to understand the behavior of the car usage. The second
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(D), inertia (I), number of clusters (K) and number of nodes (N).

category comprehends more complex measures that capture
how the territory is used, both spatially and temporally:

Avg Dist_L1: average distance of the user from his most
frequent location L1.

Radius_g: radius of gyration of the user (i.e. the standard
deviation from the center of mass of his movements).

Radius_g_L1: radius of gyration w.r.t. to the user’s L1.

TimeL1L2: time spent by the user in L1 or L2.

EntropyLocation: entropy of the location frequencies where
the user stops. Users that visit only a few locations will yield a
low entropy, while those that are more dispersed across several
different locations will yield a high entropy.

EntropyTime: entropy of user’s travel time frequencies.
Same as for EntropyLocation, but this time we consider the
hour of the day of the visits rather than the locations visited.
This set of measures describes the spatial and temporal user
distribution movements. The third category is composed of
the context-aware features, where information about the user’s
movement is related to the spatial and temporal context in
which he moves:

EntropyArec: entropy of road segment frequencies traversed
by the user. Similar to EntropyLocation, but focused on the
routes followed to move between locations.

Phighway: distance travelled on highways by the user.

Pcity: distance travelled inside urban areas by the user.

Length_arc_crowded: distance travelled on top 20% most
crowded road segments. This provides a measure of how much
the user tends to follow or avoid high traffic roads.

Pnight: distance travelled during night time (i.e. between 10
p-m. and 5 a.m.) by the user.
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The last category focuses on capturing some specific behaviors
of the user:

PAccelerationDeceleration: percentage of rapid accelera-
tions/decelerations of the user during his/her movements.

Pover: how much the user drives over the speed limits,
expressed as percentage of kilometers.

Profile: how much the user follows his profiles, i.e. trips that
he performs frequently.

1) Clustering-based customer segmentation: . The indi-
cators built at the previous step provide a summary of all
factors deemed relevant to characterize the driving of an
individual. On this base, the customer segmentation can be
defined essentially in two ways: by means of user-defined
rules to assign each customer to one out of a set of pre-
defined segments; or by applying a data-driven approach that
looks for the existence of meaningful groups of customers,
each group containing individuals with similar feature values.
The first solution mimics quite closely the traditional approach
to CRM, where a set of golden rules, learned through years
of experience or through prestigious studies, is assumed to
hold perpetually, virtually unaffected by external factors. The
second solution follows a data-mining perspective, and essen-
tially trades the clear understanding of static, well-established
golden rules for the capability of capturing the potentially
dynamic group structure of customers directly suggested by
their mobility indicators.

Quite obviously, the user-defined rules look advantageous in
all contexts where such a set of such rules are known and the
domain is characterized by a large inertia. In all other cases
(no applicable rules are known or the domain is inherently



dynamic, thus quickly turning such rules obsolete), the data-
driven approach may come to help. Since the characteristics
of the domain considered in this paper better fit the latter
situation, in our work we will devise a data-driven solution to
the customer segmentation problem.

Following well-known precedents in the business intelli-
gence literature [4], we choose to build segments through a
clustering algorithm. In selecting the most appropriate cluster-
ing schema, we should consider the following requirements of
our application: first, each segment should contain customers
that are significantly similar to each other, and therefore
clusters should be basically compact; second, some customers
might not fit well any segment, and therefore the clustering
procedure should account outliers, to some extent; third, as
the pool of customers might be very large, for instance in the
order of several millions, the algorithms need to have a low
computational complexity.

The first and last requirements can be met very simply by
the standard K-means algorithm, which seeks globular clusters
and has an almost linear complexity. In order to account
outliers and yet keep the overall procedure efficient, we choose
to first apply K-means on the input data, and afterwards apply
a postprocessing to remove objects too far from the cluster
center. In particular, the distance threshold adopted in the
experiments we will show later in this section was computed
separately for each cluster as 2-median,cc,{d(z, ¢;)}, where
C; represents the cluster and ¢; its centroid.

The K-means algorithm starts from a set of random cluster
centers (centroids), and then iteratively assigns each data
object to the closest centroid and then recomputes the centroid
of each cluster as the average of its data vectors; the process is
repeated until convergence is reached, i.e. the cluster centroids
are stable. As we can see, the only parameter of the method
is the number of clusters K. If no (correct) guesses for K
are provided by the domain knowledge, a reasonable value
can be found by applying standard methods (see, e.g. [15])
that run the clustering with several values for K, and select
the largest one such that a further increase in K generates no
significant improvement in the clusters compactness (the latter
being measured through a quantity called SSE, defined in the
next sections for other purposes).

2) Customer segmentation on dynamic data: The mobility
of individuals is a phenomenon that, in principle, can highly
change with time. For instance, some routines might be af-
fected by sudden and temporary variations of the environment
(special events or road works forcing people to adapt their
daily routes), or they might be influenced by seasonal factors
(actually, the whole lifestyle might change from winter to
summer). Finally, a change in the mobility might be simply
an effect of the natural evolution of individual lives, possibly
involving changing working conditions, family status and taste
on how to enjoy the spare time — cases in which the variation
of the individual mobility is more likely to last relatively long.

For these reasons, in our context it is advisable to have
mechanisms that ensure a good fit between the actual segmen-
tation (the one that the company is using to shape its business)

and the real mobility behavior of the customers.

Assuming to have access to a stream of continuously
updated indicators for all our customers, the first question to
tackle is the following: how and when the changes detected
on single users should translate into changes in the customer
segmentation? Indeed, some individual changes might be
small enough to have negligible effects on the corresponding
segments, or at least not to impact on the overall structure
of segments. In these cases, it is advisable to simply keep
the known segmentation, avoiding the practical troubles at
the management level that would result from an excessively
frequent redefinition of the segments.

In order to implement the general principles mentioned
above, we follow the monitoring approach introduced in this
paper, where the last computed segmentation is kept as long as
the SSE-based quality requirements are satisfied. Then, when-
ever such requirements are violated, the existing segmentation
is discarded, and a new one is computed from the most recent
data.

C. Dataset and data preprocessing

The application introduced above has been implemented on
top of our monitoring framework ad tested against a dataset
of real GPS traces. The dataset is provided by an Italian
company called OctoTelematics collecting data for insurance
purposes. This dataset is composed by GPS observations of
11,470 private cars active in Tuscany in a period of 35 days
between June and July 2011. Due to some pre-processing (i.e.
aggregation and filtering) performed by the device on board,
the sampling rate is reduced to a observation every 3 minutes
and it is not regulated by any policy of synchronization.

We divided the dataset temporally in order to create a
training and a test set, respectively using the first week and
the remaining 4 weeks. The two datasets have been processed
to extract the measures presented in Sec.VI-B using a time
window of 3 days with a time granularity of 15 minutes?.
Unfortunately, due to the specific data format adopted by
the data provider and to the low sampling rate, some of the
measures we discussed cannot be extracted. In particular, all
the acceleration-based measures have been excluded from our
experiments for this reason.

Once all the measures were collected, we studied their
values and since some variables follow a skewed distribution,
they were transformed to a log scale. Finally, all variables have
been normalized through z-score, thus making all variables
have zero average and variance equal to 1. Since the idea is
to build the customer profiles using a clustering method, we
must consider also the correlation between the measures, hence
we used the training set to produce a schema of correlations
revealing that several strong correlations held. Therefore we
selected a subset of measures to avoid strong biases in suc-
cessive analyses and, as side effect, reduce the dimensionality
of the dataset. The attributes remained after this selection are

>The processed dataset containing the driving indicators is available at
kdd.isti.cnr.it/node/493
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Pcity, Phighway, Pnight, Pover and Profile.

D. Performance evaluation

As we did in Section V, we evaluate the performances
of the proposed method by measuring the communications
exchanged between the nodes and the controller. However, in
this case study we provide a much deeper level of detail of the
experimental results: first, we separate the messages originated
by the nodes and directed toward the controller from those
following the opposite direction; second, we consider both
the strict and basic monitoring problem definitions; third, we
measure the impact of the predictive models we introduced
as improvement of the framework; finally, we explore the
actual clusters obtained in order to verify whether the overall
application we are modelling produces reasonable results.

The nodes-to-controller communications are always of the
same size (a vector with d dimensions plus other parameters
for predictive models) and the channel is a point-to-point
link between the node and the controller; the controller-to-
node communications, instead, are composed by messages of
variable sizes that can use broadcasting capabilities of the
network to reach all the nodes at once. A worst case analysis
of the communications from the controller revealed that they
are dominated by the requests for the balancing process, and
they have an upper bound of 4%, which in an empirically
evaluation drops to values between 1.23% and 2.34%.
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Communications during the clustering monitor by varying the «

For sake of readability we first present the results of the
strict clustering monitor. In Fig.3 the method is evaluated vary-
ing the o parameter. The algorithm is applied with different
variants presented in previous sections: the method with only
node balancing without memory (Basic); with memory during
the balancing (M); using the trend predictive models (PT);
using the history predictive models (PH); and considering
a buffer in the balancing (B). Moreover in the figure we
report also the baseline representing a lower bound of the
communications needed to monitor, computed as the com-
munications generated by synchronizations. It is interesting
to see the effect of the introduction of the memory during
the node balancing (in the strict problem the clusters are
not balanced) which gives a first boost to the performances
reducing the communications. The usage of the trend-based
predictive models contributes only marginally to reduce com-
munications, while the history-based ones have a rather large
impact, reducing the communications close to the baseline.
The impact of the history-based predictive models it is also
confirmed by the Fig.4 where the usage of each predictive
model is analyzed in terms of the amount of time in which it
is used during the monitoring. It is important to notice how,
excluding the static one, the constant history-based model is
the most used outperforming the others. The second most
used is the variable version, which is probably more affected
by noisy values than the constant version. The least used
one, is the linear growth model, which is never used and,
as expected, proves to be not suitable to describe the trend
of our data. Considering the basic version of the clustering
monitor problem, it is clear from the baseline in Fig.5 that
the communications needed are less. Our method obtains
good performances and, as in the strict version, the predictive
models improve the performances. Experiments showed that
the buffer feature presented in Sec.IV-D, applied at the node
level, does not improve the performances significantly, hence
in the experiments we present it only in the case of the
balancing applied at the cluster level, where we can see that
it reduces significantly the communications, both with and
without the predictive model.
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E. Cluster evaluation

Given the result of a clustering operation, our end user
needs to interpret the solution by defining and labeling the
obtained clusters. Interpreting clusters usually involves exam-
ining their centroids, which represent the average behavior
of each group of objects. This analysis is important because
sheds light on whether the segments identified by the clusters
are conceptually distinguishable. As a consequence we have
decided to examine the values of centroids and tried to identify
explanatory features to profile the clusters. The first step of the
interpretation process was to understand the relation among
the cluster centroids in order to understand their similarity
(or dissimilarity). Therefore, we have applied on the set of
centroids a hierarchical clustering algorithm with “single-
linkage” method for the distance computation. The result
simply highlights groups of centroids (clusters), which are
similar and clusters that are particularly different. In this
way, it is easy to understand which clusters represent similar
customer profiles. In Fig.6 (left) we depict the result of the
hierarchical clustering on a set of centroids. We observe that
by analyzing the dendogram an analyst could easily understand
that the customer profile represented by Cluster 12 (green)
and that of Cluster O (red) should be more similar to each
other than the customer profile of Cluster 38 (blue). This is
confirmed by the behaviors of some of the feature distributions
in each one of these three clusters. Indeed, in Fig.6(right),
we observe that the feature distributions are more similar in
Clusters 0 and 12; especially, for almost all the context-aware
features.

Analyzing the feature distributions in Fig.6(right) we can
characterize each one of the three clusters by labeling them
with a particular customer profile. We classified Cluster 0
as the group of drivers that we call explorers. The people
in this cluster travel a lot without following any particular
systematic behavior and the entropy of their movements is
high. Moreover, this category of drivers tends not to respect
the speed limits. Cluster 12, as explained above, is very similar
to Cluster O but the people here have a more systematic
behavior (Profile), spend more time in their frequent locations
— typically representing home and working locations —, which
probably determine most of their mobility. We identify these

people as long-range commuters. Finally, Cluster 38 repre-
sents drivers called Sunday drivers; indeed, they travel rarely,
typically use the highways and do not travel within the city.
Also, they tend to respect the speed limits.

Another important point in evaluating the application is how
much time passes between consecutive reclusterings — i.e.,
how long does a set of profiles typically remain valid before
needing a recomputation. As expected, we verified that it
strongly depends on the « tolerance parameter. As an example,
for a = 4 we perform the re-clustering on average once every
20 hours, and an average of 11 hours for o = 0.8. A deeper
analysis reveals that this average is strongly affected by a few
particularly unstable periods of time where many clusterings
are executed consecutively. However, once good profiles are
detected the relative clustering persists much longer. These
time durations are also affected by the time window adopted,
that in our experiments was limited to 3 days due to the
relatively short period covered by our raw dataset. Enlarging
the window, for instance to 2 weeks or 1 month, we expect
to reduce the significant random fluctuations, and therefore
largely extend the lifespan of the profiles.

VII. CONCLUSIONS

In this paper we tackled the problem of monitoring clus-
ter assignments in a dynamic context, where several nodes
continuously receive updates on their variables (or vectors),
and communicating them systematically to a central controller
could create traffic congestion issues. The proposed framework
adapts the existing safe zones technologies to the monitoring
of a cluster compactness measure, introducing a three-layer
logical organization of the monitoring process and improving
the general approach with specific extensions, such as a novel
kind of history-based predictive models.

Beside testing the approach on synthetic and real data, we
also used it as basis for defining and instance of the cus-
tomer segmentation problem in the context of car insurances,
characterized by a strong human mobility component and
the large scale, distributed and streaming nature of its data
sources. We believe that the distributed monitoring of cluster
assignments proposed here can be applied to an extensive array
of clustering problems, which we plan to explore and study in
detail.
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Abstract—In many emerging applications, such as real-time
traffic monitoring, financial analysis, sensor network monitoring
an important task is the continuos monitoring of stream data.
In these contexts where large amount of data arrive continually
the data processing requires to access often valuable personal
information. As a consequence, the entire monitoring process
could put at risk the privacy of people represented in the stream
data. In this paper, we study the privacy issues in distributed
systems during the monitoring of thresholds functions, where
several nodes contribute with their data to the monitoring of
a specific event. We provide a privacy-preserving framework
suitable to find an acceptable trade-off among privacy protection,
data quality and system performance. Using real-life data from
GPS devices of private cars, we demonstrate the effectiveness
of our approach in a case study consisting of the monitoring of
customers mobility behaviors; in other words, we show how tech-
niques for efficient communication can be used while preserving
the individual privacy of the actors who are participating to the
collective analysis.

I. INTRODUCTION

In the last years, many new emerging applications require
sophisticated, real-time processing and monitoring of high-
volume data streams. These stream-based applications in-
clude real-time financial analysis, network and infrastructure
monitoring, fraud detection, mobility traffic monitoring and
command and control in military environments. All these ap-
plications require an important task: the continuos monitoring
of stream data. In the last years, many study in the literature
have been addressed the problem of monitoring queries in
distributed systems [25], [26], [7], [20], [30], where massive
amount of data arrive continually and the data processing
requires to access often valuable personal information. As a
consequence the entire monitoring process could put at risk the
privacy of people represented in the stream data. Especially,
in cases in which the data streams describe some individual
activity, revealing some behavior and habit.

In this paper, we study the privacy issues in distributed
systems during the monitoring of thresholds functions. We
refer to the monitoring model presented in [30] and we
provide a privacy-preserving approach suitable for this kind
of systems. In particular, we assume a framework where some
there are geographically dispersed sites called nodes and a
central station called coordinator. The communication is only
allowed between every site and the coordinator.

name.surname@isti.cnr.it

Assuring privacy protection in this kind of systems is
challenging. Many privacy models proposed in literature are
inapplicable due to the absence of communications among
the nodes and because the communication is always point-
to-point with the coordinator that is supposed to be untrusted.
Moreover, addressing privacy issues also means finding an ac-
ceptable trade-off between privacy protection and data quality;
in this specific context the goal is harder because we need to
consider an additional requirement the system performance; in
other words, in distributed monitoring systems it is important
to preserve efficiency as well as privacy.

In this paper we propose a solution based on the well-know
additive randomization [2], [6] that is suitable to guarantee
privacy at collection time without requiring any trusted entity
for the data collection. We exploit some results in the literature
[18], [19] to bound the possible reconstruction of the perturbed
data by an adversary. We test the proposed privacy-preserving
framework in a real-world application for the monitoring of
customers mobility behaviors in the context of car insurances.
In our experiments on real world data coming from GPS
devices of private cars, we show that our privacy-preserving
framework provides acceptable results in terms of amounts of
communications, privacy protection and quality of the global
function to be monitored.

The proposed solution is perfectly compatible with the
change of perspective towards a user-centric model for per-
sonal data management highlighted by the reform of the
data protection rules proposed on January 25, 2012 by the
EC and the last report of the World Economic Forum [14].
One possible way to achieve a user-centric paradigm is to
enable individuals to have the full control for the user on
the lifecycle of his personal data (e.g., collection, storage,
processing, sharing). Thus, the user has to have an active
role into a righteous and fruitful ecosystem based on personal
data. Moreover, the user has to have the right to dispose or
distribute his data for receiving the desired service with the
desired privacy level that reflects the his privacy expectation.
This is exactly the basic idea behind our framework.

The remaining of the paper is organized as follows. Sec-
tion II introduces some background information. Section III
provides the details of the distributed monitoring of threshold
functions we refer to. Section IV describes the privacy model



and states the problem that we want to address. In Section
V we present the details of or privacy-preserving solution.
Section VI discusses the correctness of the privacy-preserving
monitoring process. Section VIII describes the details of the
monitoring of the clustering quality where we want to apply
our privacy-preserving method. In Section IX we introduce the
application scenario where we test our method and we show
our empirical results. In Section X we discuss some work
proposed in the literature. Finally, Section XI concludes the
report.

II. PRELIMINARIES

In this section we introduce some notions that are impor-
tant for better understanding the proposed privacy-preserving
scheme.

A. Additive Randomization

Randomization methods are used to modify data with the
aim of preserving the privacy of sensitive information. They
were traditionally used for statistical disclosure control [1] and
later have been extended to the privacy-preserving data mining
problem [5]. Randomization based approaches use a noise
quantity in order to perturb data. The algorithms belonging
to this group of techniques first of all modify the data by
using randomization techniques. Then, from the perturbed
data it is still possible to extract patterns and models. The
most famous random perturbation technique is called additive
random perturbation This method can be described as follows.
Denote by U = {uy ... u,,} with m records and n attributes,
the original dataset. The new distorted dataset, denoted by
U = {4y ...}, is obtained drawing independently from a
certain probability distribution a noise quantity z; and adding it
to each record u; € U. The set of noise components is denoted
by Z ={#,...,2m}. Most commonly used distributions are
the uniform distribution over an interval [—c, o] and Gaussian
distribution with mean 4 = 0 and standard deviation o.
The original record values cannot be easily guessed from the
distorted data as the variance of the noise is assumed enough
large. Instead, the distribution of the dataset can be easily
recovered. Indeed, if U is the random variable representing
the data distribution for the original dataset, Z is the random
variable denoting the noise distribution, and U is the random
variable describing the perturbed dataset, we have:

U=U+Z
U=0U-2

Notice that, both m instantiations of the probability distri-
bution U and the distribution Z are known. In particular,
the distribution Z is known publicly. Therefore, by using
one of the methods discussed in [5], [3], we can compute a
good approximation of the distribution U/, by using a large
enough number of values of m. Then, by subtracting Z
from the approximated distribution of U, we can compute
an approximation of U. At the end of this process individual

records are not available, while obtain a distribution only along

individual dimensions describing the behavior of the original
dataset U.

B. Spectral Filtering Attack

Kargupta et al. in [24] addressed the problem to extract the
real data U from the perturbed data U by knowing only the
noise distribution applied to perturb the data. The authors in
this paper present an attack capable to separate the data from
the noise by using a spectral filtering technique. This attack is
based on the observation that the distribution of eigenvalues
of random matrices presents some well-known characteristics
that can be exploited for the data reconstruction.

In the following we briefly describe the spectral filtering
approach. Consider a noise matrix Z with same dimensions
as U. The random value perturbation techniques generate a
perturbed data matrix U = U + Z . The objective of the
spectral filtering based approach is to derive the estimation
U of U from the perturbed data U based on random matrix
theory. An explicit filtering procedure is shown below:

Step 1: Calculate the covariance matrix of U by A=
UTu.

Step 2: Since the covariance matrix is symmetric and
positive semi-definite, we apply spectral decomposition
on A to get A =QAQT , where Q is orthogonal matrix
whose column vectors are eigenvectors of ;1, and A is
the diagonal matrix with the corresponding eigenvalues
on its diagonal.

Step 3: Derive information of the eigenvalues from the
covariance matrix of the noise Z.

Step 4: Extract the first k& components of A as the
principal components by comparing X; with eigenvalues
of the noise. ):1 > )\~2 > ... > Xk are the first k£ largest
eigenvalue of A and €1, €2,...,€ are the corresponding
eigenvectors. These eigenvectors form an orthonormal
basis of a subspace X . Let X = [€1,¢€a,...,6k]. The
orthogonal projection onto X’ is P; =X X7,

Step 5: Obtain the estimated data set using U= UP/.Q.

Based on the random matrix theory, we can derive the
theoretical bounds of the eigenvalues corresponding to the
noise matrix Z as Az, . = o2(1—1/y/Q)? and \z, . =
o%(1 + 1/4/Q)?, where @ is linear to the ratio between
the number of records and the number of attributes. As in
most data mining applications, the number of records far
exceeds that of attributes (hence () is large), we can see
)\Z QS}\Z '&‘0‘22)\2/(7’7’1—1).

min mazx

C. Error Lower Bound for spectral filtering based reconstruc-
tion methods

Guo et al. in [18], [19] theoretically explore the problem
which originates from the usage of additive noise for privacy
preservation and give a bound for the reconstruction error and
the perturbations in terms of matrix norm. This bound can
help data owners to decide how much noise should be added



to satisfy a given threshold of tolerated privacy breach. In
other words, they provide an approach for generating the noise
matrix Z with the suitable o2 value in such a way that a
significant differences between U and U is introduced and so,
a desirable privacy level is guaranteed.

The approach for discovering the lower bound is based on
the notion of relative error that is defines as

re(U,U) = |U = U|lp/|U|r (1)

where ||.||F denotes the Frobenius norm.

In [18], [19] authors derive a lower bound for the Singular
Value Decomposition (SVD) based reconstruction and show
that this bound can be considered valid also for the spectral
filtering method. The SVD based reconstruction method esti-
mates U as

k

U ="U = LyDyRy, = Zdil;fiT

i=1
where Dy, is the diagonal matrix the diagonal matrix with k&
principal singular values of U and Lj and Ry contain the
corresponding left and right singular vectors. Based on this
reconstruction of the original data U the reconstruction error
between U and U is

IU—-Ulr > |Us—Ulr.

In order to preserve privacy, data owners need to make sure
that the relative error is greater than the privacy threshold 7
specified before the perturbation. Therefore, we need to have

Ul < Uk = Ullp = iy + ... + di @)

Here, & which might be chosen by attackers can be determined
by
k=max{ilT < (&1 + +d7)/ U] r} 3)

For i.i.d. noise based on equation (3) we have that d; > dz,
and the data owner should generate Z such that the eigenvalue
of (ZTZ) satisfies di, < dy < di+1. Since dz is the
eigenvalue of Z7 Z, the variance of the noise can be derived
0% =dz/(m — 1) where m is the number of rows in Z.

III. DISTRIBUTED MONITORING OF THRESHOLD
FUNCTIONS

In this paper we consider the monitoring problem described
in [30] where the specific scope is to solve the problem
of monitoring the value of a function computed over data
that are distributed in a network. We assume a framework
with m geographically dispersed sites (nodes) and a central
coordinator (coordinator) that can communicate with every
site, while pairwise site communication is only allowed via
the coordinating source. Each site receives a stream of data
updates and maintains a s-dimensional local statistics vector
v;(t). The coordinator has to assure that at each time instant
t the following condition holds:

@) <T “4)

where f is a given function, f : R®* — R, T € R is a
threshold and v(t) is the weighted average of the v;(¢) of
all sites, i.e. v(t) = (3, wivi(t))/ > w; for some weights
w; > 0. While the latter condition is apparently a strong
limitation to the applicability of the framework, it has been
shown that several interesting problems can be reformulated
in this way. A way to do this, which will also be used later
in this paper, is a vector augmentation trick, consisting in
adding to vectors v;(t) (sent by the sites to the coordinator)
one or more extra components. As an example consider the
monitoring of the variance of all v;(¢), assuming s = 1, i.e.
ensure that var;(v;(t)) < T. Clearly, it does not directly fit
the form in (4), but we can exploit the well known property
var(X) = avg(X?) — [avg(X)]? to rewrite our problem as
f(v(t)) = v(t)1 — [v(t)2]?. This only requires that each site
has to communicates a 2-dimensional vector (v;(t), v;(t)?).

In [30] authors propose the so called geometric approach
to perform the monitoring of (4). In the following, we provide
some details on that method. All the points in R° where (4)
is satisfied form the admissible region GG, and our objective
is simply to ensure that v(t) € G. The method is based on
the following property: the convex hull of a set {z;}; C R®
of points is entirely contained in J; B(x;, e), where e is any
point in R* and B(x;, e) is the ball having the segment T;€ as
diameter. It is straightforward to see that our v(¢) is contained
in the convex hull of the set {v;(t)};. Therefore, if every ball
B(v;(t),e) is contained in the admissible region (namely, it
is monochromatic), then also v(t) will be, and therefore (4)
will be satisfied. Once the coordinator has communicated to
all sites the point e, each site will be able to test whether its
ball B(v;(t),e) is monochromatic. As long as no site detects
a failure, we are guaranteed to satisfy (4), without any need
of communicating information to the coordinator. When a site
fails, it notifies the coordinator, who will ask to every site to
send their new vector values, and test condition (4). Notice that
the test performed on each site might cause false alarms (its
ball intersects the inadmissible region, while the overall v(¢) is
completely inside the admissible one) but not false negatives;
in other words, when condition (4) is violated the system will
always capture that. In principle the point e can be chosen
freely, however it is convenient to compute it as e = v(¢'),
where t' is the time of the most recent synchronization, i.e.
the phase where every site communicates its new values to the
coordinator. Note that Synchronizations usually occur during
the set-up phase but also any time there is a site rising an
alarm.

A. Safe Zones for convex inadmissible regions

The geometric method discussed above provides a means to
decide locally to the node which vector values guarantee that
the overall function satisfies the global constraint to monitor.
The set of such values is also called safe zone and, since it is
only based on the global function and on the reference point
e, all nodes have the same safe zone.

In [26] it is shown that the safe zones built by the geometric
method can also be computed as the intersection of an infinite



set of hyperplanes. Yet, it is also shown that part of them are
unnecessary, which makes the safe zones smaller (and thus less
effective) than what strictly needed. A particular case is that
where the inadmissible region (the set of values that violate
the global constraint) is convex. In this situation we can easily
find an optimal safe zone in two steps: first, find the point p of
the inadmissible region which is closest to the reference point
e; second, draw the hyperplane that passes through p and is
orthogonal to the segment ep, and then, of the two half-spaces
determined by the hyperplane take as safe zone the one that
contains e.

IV. PRIVACY MODEL

In Section III we described the computational model that
we refer to and we explained that each node observes local
update streams and verifies that the local constraint on its
stream has not been violated. In case of violation the node
has to communicate its value to the coordinator. In this case
we can have serious privacy issues especially when each
node observes information about a single individual, thus the
transmitted vector may contains sensitive information. As an
example, in a scenario where the coordinator is responsible
for monitoring functions on mobility data the local vector
could describe the mobility behavior of a person. An attacker
accessing the user vector could learn information such as the
typical speed or typical trips.

Moreover, the non-communication from a specific node can
reveal sensitive information about the state of the node. Finally,
when the node has to communicate to the coordinator means
that it is violating a local constraint, and this information itself
could be sensitive. How can we protect this sensitive informa-
tion? We think that a suitable method that we can apply in this
setting is the additive randomization for perturbing the data to
be sent. Clearly, the data randomization affects also the safe
zone inserting also there an uncertainty.

In our setting, we assume that each node in our system is
secure; in other words, we do not consider attacks at the node
level. We also assume that the coordinator is untrusted. There-
fore, we focus on designing privacy-preserving techniques to
defend against an untrusted coordinator. In particular, our goal
in this paper is to inscribe privacy protection in the monitoring
system (Section III) enabling the distributed monitoring of
global functions while preserving the privacy of each node.

In the following we formally define the problem that we
want to address.

Definition 1: Let {ni,na,...,n,,} be the m nodes of the
system. We want to find a privacy-preserving technique such
that the following requirements are satisfied:

o individual privacy is guaranteed;

« the system performance, in terms of number of commu-

nications, is reasonable;

o the correctness and the quality of the global function f

to be monitored is not compromised.

In order to address this problem we propose a method based on

the additive randomization of each local vector before sending
it to the coordinator.

V. PRESERVING PRIVACY IN DISTRIBUTED MONITORING

In this section, we present the algorithm for privacy-
preserving distributed monitoring. The basic idea of our ap-
proach is to add to the original vector a noise vector where the
components are drawn from a Gaussian distribution with mean
0 and standard deviation o. Then, during the whole process
for the geometric-based monitoring, described in Section III,
in the system has to be considered the noisy version of each
vector. In particular, each node uses the noisy version of the
local statistics vector for checking the local constraint and if
there is a violation the node transmits it to the coordinator.
The coordinator averages all these noisy vectors, and checks
whether the function of the global average has crossed the
threshold T'.

A. Setup Phase.

Our proposal considers an initial phase where each node
adds to its initial local statistics vector v;(0) a noise vector
2;(0) obtaining v;(0) and sends it to the coordinator, that
checks that the global vector computed by using the noisy
vectors v;(t) is within the admissible region; otherwise a
global violation is raised. The coordinator defines the initial
vector e and communicates it to all sites. At this point
each site is able to construct its ball B(v;(t),e) with radius
T = Mﬂ and center is ¢ = % It is immediate
to understand that the addition of the noise vector affects the
radius and the center of the ball and as a consequence the
construction of the safe zone; in other words also the safe
zone is randomized.

B. Local Monitoring Phase.

After constructing its ball a node monitors the local statistics
vector against that safe zone; in other words, for each time ¢
the node n; adds a noise vector z; to the current statistics
vector v;(t) and tests its local constraints, i.e., checks if the
perturbed vector v;(t) is contained in the admissible region
(i.e., if the ball B(v;(t), e) is monochromatic). If no violation
occurs, the monitoring cycles simply goes on without any
communication and any action from the controller’s side. If,
instead, there is some local violation, the controller has to
check whether there is a global violation. In particular, to ver-
ify whether the global threshold 7" was crossed the coordinator
requires a synchronization, i.e., all the nodes have to transmit
their perturbed statistics vectors and then evaluates whether the
average of this vector is within the admissible region. In the
case that a global breach is detected the coordinator computes
a new estimate vector e according to the updated statistics
vectors sent by the nodes.

VI. CORRECTNESS OF THE MONITORING

As already stated above, the randomization of each local
statistics vector v;(t) implies the randomization of each ball
B(v;(t), e). In particular, when we add a noise vector z; (with



Fig. 1.

Missing Alarms caused by the randomization

components drawn by a Gaussian distribution with mean 0
and standard deviation o) to v;(t) the diameter of the original
ball could increase or decrease and the ball could be also
change it position. All these changes can lead to a fake or
missing alarms. The first case is due to the fact the a non-
monochromatic ball after the randomization could become
monochromatic and generate fake violations. In other words,
we could increase the false positive alarms and so, the number
of communications with respect to the communications re-
quired by the monitoring without any privacy protection. The
second case represents the opposite situation: a monochro-
matic ball becomes non-monochromatic with the randomiza-
tion. This means that the node might not communicate when
really happens a violation of the original constraint. In other
words, the correctness of the system could be compromised
because of missing alarms. This case is represented in Figure
1 where grey area represents the inadmissible zone, the red
ball represents the randomized ball while the other ball is the
original one. We can observe that the construction of the red
ball given the perturbed vector leads to a missing alarm. The
same figure in the right side shows what happens in the system
in terms of safe zones. We can note that the original vector
lies out of the safe zone while the adding of noise moves the
vector within the safe zone generating the missing alarm.

In the following we give the correctness guarantees of
the privacy-preserving monitoring. In particular, we provide
a probabilistic guarantee about missing alarms.

Given a vector v;(t), we know that it is the result of
adding noise to each original component drawn by a Gaussian
distribution with mean O and standard deviation o. Fixed a
probability 1 — §, we want to find the minimum radius such
that the original vector v;(t) is one of the points in the area
covered by the sphere (in s dimensions) with center v;(¢) and a
specific radius r;; in other words, ||z;|| = [|vi(t) —0;(D)|| < 7y
with probability at least 1 — §. In order to do that we can
observe that ||z;||? follows a x? distribution, and in particular
the distribution is o2 2.

Given the ball B(v;(t), e) of the node n; with center ¢;, we
denote by dist(¢é;, b) the distance between ¢; and the boundary
of the non-admissible region. We are ready to formulate the
theorem that states the correctness of the monitoring.

Theorem 1: Given a perturbed local statistics vector if its
ball B(v;(t),e) is monochromatic and dist(¢;,v;(t)) + 1 <

dist(¢;,b) then the probability to have a missing alarm is at
most 6.

Proof: As explained above with probability at least
1 — 6 we have ||v;(t) — 0;(t)|] < 7. So, we observe that
dist(é;,0;(t)) + r represents the radius of the original ball
B(v(t),e) with probability at least 1 — §. In fact, we have
that dist(¢;,v;(t)) = I5:=ell "je. it is the radius of the
ball B(v;(t),e) while 7"17"(';%*5” oy > Ozl () —
0; ()] = M;_FH i.e., the original ball will have at most this
radius. Since, dist(¢;,v;(t)) + r < dist(é;,b) we can infer
that with probability at least 1 — ¢ the original ball B(uv(t),e)
is monochromatic and as a consequence the probability of
missing alarms (non-monochromatic) ball is at most J. |

The above theorem is related to the missing alarms at node
level, i.e., missing alarms that each single node can generate
with the construction of its ball after the perturbation. Another
form of missing alarms are those that we call global missing
alarms. We have a missing alarm of this kind when the coor-
dinator receives one or more alarms from the nodes, computes
the average vector ¢(t) and it is within the admissible region
while the original v(¢) would not be within that region. Before
providing the theorem that states the probability of global
missing in the monitoring process, we note that if each node
vector is perturbed by a noise vector with components drawn
by a Gaussian distribution A/ (0, o), then the average vector is
affected by a noise from a Gaussian distribution with standard
deviation ﬁ, where m is the number of nodes in the system.
By following the same reasoning as in the case of local missing
alarms we have that, given the perturbed average vector v(t),
with probability at least 1 — ¢ its original version is within the
area covered by the sphere (in s dimensions) with center ¥(t)
and radius r,. Therefore, we have that ||v(t) — v;|| < 74 with
probability at least 1 — & and the noise ||v(t) — v;||? follows
the distribution ~%*y2.

In the following we denote by dist(v(¢),b) the distance
between the global vector ¢(t) and the boundary of the non-
admissible region.

Theorem 2: Given the perturbed global vector 0(t), if rq <
dist(v(t),b) then the probability to have a missing alarm is
at most 9.

Proof: The proof is straightforward and derives from the
observation that with probability at least 1 —¢ we have ||v(t) —
0i(t)]| < rg. [ |

VII. PROTECTION AGAINST SPECTRAL FILTERING ATTACK

In Section II-B we discuss the weakness of the additive
randomization. In our setting we assume that an attacker can
access the coordinator site, obtain the matrix U where each
row is a perturbed node vector ¥(t). From U the attacker
applying the spectral filtering reconstruction obtains U. The
distance between U and U represents the privacy protection
that we measure by the relative error re(U, U ): greater rela-
tive error means more privacy protection. The relative error
increases when we increase the magnitude of the noise to
be added to the original data; in other word, a Gaussian



distribution with a greater standard deviation o guarantees
more privacy protection. The goal is to find the suitable o
for the noise distribution so that a minimum level of privacy
is guaranteed.

In Section II-C we presented the result obtained in [18],
[19] related to a lower bound for the relative error after a
spectral filtering attack. We also discussed as this bound can
be exploited for identifying the standard deviation of the noise
distribution to guarantee a minimum level of privacy 7. This
methodology is perfect in a centralized system where the
data owner has the original matrix U and can find the best
k such that with U, the condition (2) is satisfied and, as a
consequence, can identify the best o of the noise distribution
to be used for the perturbation. In a distributed setting, we
do not have a global vision of the original vectors and so of
the matrix U, thus finding the best o for the perturbation is
not possible. To solve this problem we propose to learn the
standard deviation observing the historical data of the nodes
N. The idea is to analyze for a long time the data about the
nodes in the system and by observing the typical behavior
of the data we can learn the standard deviation o suitable to
have the minimum privacy level 7. The learnt values of o will
be used during the monitoring phase. The basic assumption
here is that user’s behaviors present some typical regularities
and we want to exploit them for finding the suitable standard
deviation of the noise distribution. In the following we describe
the details of the procedure for the learning phase.

For each monitor iteration ¢p, we consider the matrix U (tp)
composed of all the node vectors in the historical data v;(¢p).
For each possible value of £ = 1,...,p we computes the
eigenvalues, namely dj, dr41 and then dz defined as the
average of the two eigenvalues, respecting the properties that
di, < dz < djy1. Finally the value of o(tp) = v/dz/(m — 1)
is computed; in the following we denote by o (tp) the stan-
dard deviation at the iteration tp computed with the value k.
Then, we compute the corresponding relative error correspond-
ing to the privacy level guaranteed by the computed o value;
in other words, we compute re(U (tp), Ux(tp)) = 7r(tp).

The learnt information, composed of a set of pairs
(ok(tp), Ti(tp)), can be used by each node during the mon-
itoring phase after setting the global privacy level that we
desired to be guaranteed in the system. In particular, given
a monitoring iteration tp and the global privacy level to be
guaranteed 7 the node will draw the noise from the Gaussian
distribution with standard deviation oy (tp) corresponding to
minimum the 7 (¢p) such that 7 (¢tp) > 7. Clearly, the learnt
information could be used in a different way. As an example,
after the learning we could decide to always use the maximum
standard deviation found in the historical data. This could
bring to use in some steps too much noise that corresponds to
a better privacy but also a worst impact on the correctness of
the monitoring function.

VIII. DISTRIBUTED MONITORING OF CLUSTERING
QUALITY

In order to evaluate our privacy-preserving method we need
to verify in real applications the empirical privacy guarantees,
the impact of the privacy approach on the number of commu-
nications and on the correctness of the monitoring function. To
this aim we decide to apply our privacy-preserving mechanism
in the application presented in [28], where the goal is a
distributed monitoring of clustering quality.

The measure used to evaluate the quality of a clustering is
the simple and very popular Sum of Squared Error (SSE in
short), defined as follows:

h
SSE=Y">llp—cl (5)

i=1 peC;

where C; represents the i-th cluster, and c¢; is its center
(average vector).

The monitoring problem in this setting deals with dynamic
data consists in continuously checking whether the last clus-
tering computed is still good enough, recomputing the clusters
only in the negative case. This requirement can be easily
translated in terms of SSFE by asking that the dispersion of
the objects within the clusters did not grow, or at least not
significantly. That means computing the SSE at each time
stamp ¢, denoted by SSF;, and test that it stays below some
threshold. We refer to this continuous testing with the term
monitoring. Finally, such a threshold should take into account
the dispersion obtained at the very moment the clusters were
created, which we denote with SSEj (i.e. time counting starts
from the moment the most recent clustering was performed),
suggesting to adopt a relative threshold. That is summarized
in the following problem definition:

Definition 2 (Cluster Monitoring Problem):
Given a clustering ¢ = {Ci,...,Cy} having initial
SSE equal to SSFEj, and given a tolerance o« € R™T, we
require to ensure that at each time instant ¢ the following
holds for the SSE of the (dynamic) dataset D;:

SSE, < (1+ a)SSE, (6)

When that does not happen, a re-computation/update of cluster
assignments should be performed.

In [28] a strict version of this problem is also considered
with the motivation that SSE describes all the clusters together,
aggregating the dispersions of each single clusters, but this
does not guarantee that a good SSE implies that each single
cluster is compact, since some slightly over-dispersed cluster
might be balanced in the sum by some virtuous one that adds
very little to the SSE.

In this paper we use the strict variant of the clustering
monitoring problem, where the constraints are imposed over
each single cluster:

Definition 3 (Strict Cluster Monitoring): Given a cluster-
ing C = {C4,...,Cp} having initial SSE equal to SSEy,



and given a tolerance o € R, we require to ensure that at
each time instant ¢ the following holds:

Vi .SSEY < SSE 4 60 )

where SSEt(i) is the contribution of cluster ¢ to the SSE at time
t,ie. SSE, = Y"  SSE™, and the 0 € R are fixed
thresholds such that 37" SSE(()i) + 60 = (1 + a)SSE,.
When condition (7) is violated, a recomputation/update of
cluster assignments should be performed.

The clustering monitor problem (Definitions 2 and 3) can be
fitted to the geometric approach described above, by properly
rewriting it as a variance monitoring. We observe that the
formulation of SSE is very similar to a variance, though on
s dimensions. Each cluster C;, having centroid c¢;, contributes
to the SSE by the following value:

SSE® :deci |p—ci||§ ‘
= Zj:l Epeci (r’ — av9qec; (¢7))
= |Ci| 25— varpec, (1)
= |Gl 51 [avgpec: (()%) = (avgpecs (pﬂ))ﬁ
®)
where p’ represents the j-th component of the s-
dimensional vector p. This means that by augmenting the
vector v;(t) of each node with the additional s features
vi1(t)?, ..., v s(t)%, we can compute the variance for each
component. Actually, we can do slightly better, by aggregating
the terms in the last line:

SSE® = |Ci| - [avgpec, (IIpll3) — llavgyec, ()13 o
which means that only one additional component is needed,
corresponding to ||p||3 of the node (p represents our v;(t)).

The relation (9) states that the geometric approach can be
applied for the monitoring of a single cluster, provided that we
have defined a threshold value for it. This represents a solution
to the strict version of our monitoring problem (Definition 3).
We have an implicit partition of the problem into K separate
subproblems, that means having a threshold for each single
SSE®. In [28] propose the fallowing partition of the global
SSE; in other words they provide the values for the constants
6 in Definition 3:

vi.0®W = 3 @SSE@“) +(1-8) (a

(10)

SSEy
K

where the parameter S5 € [0, 1].

For evaluating our privacy-preserving approach we make
simpler the task and assume that an initial set of profiles are
provided to the coordinator, and in the set-up phase it assigns
each node to the profile more similar to it. This assignment
generates the initial clustering. The monitoring consists in
continuously checking whether this clustering is still good
enough. In the negative case a new assignment is computed. In
particular, we observe that in our process when a node violates
its constraint, communicates the new statistics vector to the
coordinator indicating its cluster C;. The coordinator requires
to each node belonging to C; a synchronization and checks

the new value of the SS Et(] ), In case of violation at cluster
level the coordinator raises a global violation that requires the
re-assignment of the statistics vectors to the initial profiles
and so all nodes have to communicate their new vectors. Note
that, in this version of the problem we only change the way
to compute the clustering because here the initial centroids
(profiles) are already provided.

A. Privacy in Distributed Monitoring of Clustering Quality

As explained in Section V, each node before sending its
local statistics vector adds a noise vector. In this applica-
tion each node has to perturb the vector and the additional
component thus it has to send the pair (v;(¢), ||v;(t)||3). The
coordinator will use this information to compute each SSFE OB

in particular, the formula will be:

SSE = |Cil-|avgs, wec, (Il DI3) — llavgsmec, GO -

We noted that the additional component, i.e.,|||v;(t)||3 is
useful for the clustering monitoring but could be used by an
attacker for reducing the uncertainty in the vector reconstruc-
tion. So, in this particular application we propose to add a
semi-trusted entity that has the goal of: 1) receiving all the
perturbed additional components from the nodes; 2) computing
for each cluster C; the right component of the SSE(),
ie, |lavgs, ec, (U5(t))||3; and 3) sending this value to the
coordinator that in this way can compute the SSE() without
any information about the single value of each additional
component. Note that the additional component alone cannot
reveal any private information about the single node.

IX. APPLICATION SCENARIO

The monitoring of clustering quality can be used in different
contexts. Here, we consider the particular case of continuous
monitoring of the quality of the profiles of similar drivers by
using the safe zones approach. This scenario is the same used
in [28] where authors identified four categories of measures for
the description of the user driving behavior in a time window:
(i) basic, (ii) space-time distribution, (iii) context-aware, and
(iv) behavioral.

The first one contains measures, directly computable from
the raw GPS traces, describing the basic features of the trajec-
tories in the time window. These measures allow understanding
the behavior of the car usage:

o Length: distance travelled by the user.

o Duration: time spent traveling by the user.

o Count: number of different user’s trips.

+ MaxAcceleration: maximum user’s acceleration.

« MaxDeceleration: maximum user’s deceleration.

The second category involves more complex measures that
capture how the drivers use territory in space and time and in



some way describe the spatial and temporal user distribution
movements:

o Avg Dist_L1: average distance of the user from his most
frequent location L1.

« Radius_g: radius of gyration of the user (i.e. the standard
deviation from the center of mass of his movements).

« Radius_g L1: radius of gyration w.r.t. to the user’s L1.
o TimeL1L2: time spent by the user in L1 or L2.

« EntropyLocation: entropy of the location frequencies
where the user stops.

« EntropyTime: entropy of user’s travel time frequencies.

The third category is composed of the context-aware fea-
tures, where information about the user’s movement is related
to the spatial and temporal context in which he moves:

« EntropyArc: entropy of road segment frequencies tra-

versed by the user.

« Phighway: distance travelled on highways by the user.
« Pcity: distance travelled inside urban areas by the user.

o Length_arc_crowded: distance travelled on top 20%
most crowded road segments.

« Pnight: distance travelled during night time (i.e. between
10 p.m. and 5 a.m.) by the user.

The last category focuses on capturing some specific mo-
bility behaviors:

« PAccelerationDeceleration: percentage of rapid acceler-
ations/decelerations of the user during his movements.

e Pover: how much the user drives over the speed limits.

« Profile: how much the user follows his profiles, i.e. trips
that he performs frequently.

A. Dataset and data preprocessing

We performed our experiments on measures extracted from
both real-world data and synthetic data.

The real-world data are provided by an Italian company
called OctoTelematics collecting data for insurance purposes.
This dataset is composed by GPS observations of 11,470 !
private cars active in Tuscany in a period of 35 days between
June and July 2011. Due some pre-processing (i.e. aggregation
and filtering) performed by the device on board the sampling
rate is reduced to a observation every 3 minutes and it is
not regulated by any policy of synchronization. Moreover, we
divided the dataset temporally in order to create a training and

IThe dataset is available at kdd.isti.cnr.it/node/493

a test set: the first week for the training set and the remaining
4 weeks for the test set.

We used the training set for two tasks: (1) extracting
the measures presented in the previous section using a time
window of 3 days with a time granularity of 15 minutes;
and (2) learning the regularity of the drivers to extract the
suitable standard deviation to use in the Gaussian distribution
for drawing the random noise and assuring a minimum level
of privacy.

Concerning the first task we computed the measures and ap-
plied a pre-processing on them for making them suitable to the
specific use. First of all, due the low sampling rate in the data,
some of the measures, described in the above section, cannot
be extracted. These measures involve all the acceleration based
measurements and thus we have excluded them from our
experiments. Once all the measures are computed on the first
week, we transformed them into a log scale because some
variables follow a skewed distribution. We also normalized the
variables through z-score to have zero average and variance
equal to 1. Finally, since the idea is to build the customer
profiles using a clustering method, we have also studied the
correlation between the measures, discovering that several
strong correlations held. Therefore, we selected a subset of
measures to avoid strong biases in successive analyses and,
as side effect, this reduced the dimensionality of the dataset.
After the above pre-processing the remaining attributes are
the following: Duration, Radius_g_LI1, TimeLIL2, EntropyArc,
Pcity, Phighway, Pnight, Pover and Profile.

Concerning the second task we performed the algorithm
for learning suitable standard deviation values for the noise
distribution (Section VII). In other words, given the data in
the first week we learnt a set of pairs (o (tp), 7% (tp)), can be
used by each node during the monitoring phase after setting
the global privacy level that we desired to be guaranteed in
the system. In our experiments we set the global privacy level
at 7 = 0.25,0.5,0.8.

B. Experimental Evaluation

Now we empirically analyze the effects of the privacy
transformation on the number of communications and on the
quality of clustering and global function. Moreover, we also
measure the privacy guarantees. In our experiments we set
the probability of missing alarm to § = 0.01, this means that
we capture possible local and global missing alarms with a
probability at least equal to 99.99% and we consider a number
of profiles equal to 10.

1) Communication Evaluation: To evaluate the perfor-
mances of the proposed privacy-preserving approach we con-
sider the amount of communications exchanged between the
nodes and the controller and between the nodes and the
semi-trusted entity for the communication of the additional
component. The communications of the first type are always
a vector with s dimensions while the messages of the second
type are vectors of 1 dimension. In both cases the channel is
a point-to-point link between the node and the controller/third
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party. Here, we do not consider the communications from
the controller to the nodes; these communications can be of
different sizes and they can use broadcasting capabilities of
the networks to reach all the nodes at once. The number of
communications of this kind are negligible as showed in [28]
thus, we decided to not include them in the analysis.

We compare the amount of communications required by
the monitoring process without any privacy guarantee and
the one required in the system when we use our privacy-
preserving method with different levels of privacy. In the
privacy-preserving monitoring the number of communications
also includes the communications between the nodes and the
semi-trusted entity.

The Figure 2 shows the behavior of the communications
increasing the « parameter. As expected the number of
communications increases with the privacy protection: more
privacy requires more communications. This is due to two
reasons: 1) in the privacy-preserving approach any time the
node has to transmit the vector it has also to transmit the
additional component with another transmission, so we have
double communications; 2) the randomization can increase the
number of false negative alarms. However, we can see that
with a reasonable v = 1.5 the privacy-preserving approach
adds about 30% of communications to the original ones. This
is also effect of the double communications due to the third
party; indeed without this additional messages we would have
a number of communications very similar. We can also note
that after the o value of about 2 we have that increasing the
level of privacy leads to a decreasing of the communications.
This is probably due to the bad effect of a too big value of «
in computing Equation (6).

2) Quality of the Clustering Monitoring: We also analyzed
the impact of the randomization on the monitored global SSE
and on the quality of clusters. Figure 3 shows the behavior
of the SSE measure by varying o and with different levels of
privacy. We observe that the SSE value increases when the
level of privacy in the data is greater; however, the effect of
the privacy is reasonable because we have an increasing of
about 7% of the original value at worst case.
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Fig. 4. F-Measure behavior by varying « and for different levels of privacy
protection.

For evaluating the quality of the obtained clusters we
also measured the F-measure, that is the harmonic mean of
precision and recall. The recall measures how the cohesion of
a cluster is preserved; it is 1 if the whole original cluster is
mapped into a single randomized cluster, it tends to zero if
the original elements are scattered among several randomized
clusters. The precision measures how the singularity of a
cluster is mapped into the private version: if the private cluster
contains only elements corresponding to the original cluster its
value is 1, otherwise the value tends to zero if there are other
elements corresponding to other clusters. As expected we have
that the increasing of privacy protection reduces the quality of
the clusters. This result is depicted in Figure 4 where we vary
a and plot for each value the average of F-measure obtained
in each monitoring iteration. Finally, we also analyzed how
changes the number of re-clustering with the application of the
privacy transformation. Figure 5 shows that again the effect
of the privacy level is the increasing of the average of re-
clustering for each value of a; however, we can note that the
increment is negligible.

3) Privacy Guarantee: Finally, we also evaluated the level
of privacy guaranteed at coordinator site. We simulated an
attack by spectral filtering technique. Our assumption in this
experiment is that the attacker has access to the list of learnt
values of standard deviation that the nodes used for the noise
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distribution. We computed the relative error (Equation 1) any
time that the nodes have sent their vectors to the coordinator.
Figure 6 depicts the obtained results where we plot for each o
the average of the global privacy level guaranteed during the
whole process of monitoring. We can observe that the level of
privacy provided is much higher w.r.t. the theoretical level of
privacy set as a parameter. This is a good result considering
that the performance of the system and the correctness of the
global function can be considered acceptable even with this
high data distortion. In particular, we can observe that setting
the global privacy level at 0.25 we have a data protection
corresponding to almost 0.5.

Although the methodology described in Section VII aims at
learning the suitable standard deviation for the noise distribu-
tion to have a specific global privacy level, we also analyzed
the the individual privacy level. In other words, we measured
the relative error at record granularity with the following
formula: re;(X, X) = || X — X||2/[| X||2. The three plots in
Figure 7 depict the cumulative distribution of the individual
privacy level for « values equal to 0.6, 1.5 and 3. We can
observe that we obtain a reasonable privacy protection also
at individual level; in particular all the plots show a similar
result. For example we have that for global privacy 7 = 0.5
the 80% of vectors have an individual protection of at least
0.7.
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X. RELATED WORK

Various solutions have been proposed to preserve privacy in
distributed systems. Some of these solutions propose to share
information using the trusted third party services [22]. But in
real system sometime it is hard to have a trusted by all entities.
In case where the architecture does not consider trusted third
party the privacy problem is usually formulated as a variation
of the secure multiparty computation (SMC) problem, which
has been extensively studied in the literature [16]. However,
even if in [17], [34] it has been proved that a general solution
to SMC problems exists it has a high computational overhead
and thus cannot be efficiently used in practice. By making a



tradeoff between generality and efficiency, different solutions
have been proposed to solve various information sharing issues
such us intersection and equijoin [21], [4], [15], association
rule mining [23], [32], classification [10], [35], top-k queries
[33], and statistical analysis [9].

A recent model proposed in the literature is the differential
privacy model [12] that provides privacy guarantees against ad-
versaries with arbitrary background information. There are two
popular mechanisms to achieve differential privacy, Laplace
mechanism that supports queries whose outputs are numerical
[12] and exponential mechanism that works for any queries
whose output spaces are discrete [27]. Dwork et al. in [13]
recently propose the notion of pan privacy, i.e., how to achieve
differential privacy when the adversary is allowed access to the
mechanism’s internal states. The authors use the pan privacy
in the continual counter mechanism [13], [11], and show how
to make their counter mechanism resilient against a single
unannounced intrusion. A similar problem is addressed in [8].
Rastogi et al. [29] and Chan et al. [31] consider the problem
of privately aggregating sums over multiple time periods. Both
of them consider untrusted coordinator, in particular, malicious
coordinator, and use both encryption and differential privacy
for the design of privacy-preserving data aggregation methods.

However, all these works does not consider monitoring
systems of thresholding function, where the main goal is
to monitor the value of a function and in the same time
maintain under control the communications between the nodes
and the monitor allowing the communication only when it is
necessary.

XI. CONCLUSION

In this paper, we have proposed a method for inscribing
privacy in a distributed monitoring process. Our approach is
based on the well-know additive randomization and exploits
some results in the literature to bound the possible reconstruc-
tion of the perturbed vectors.

We have applied our privacy preserving technique for the
monitoring of the clustering quality in a real-world application
and we have evaluated the system performance in terms of
number of communications, privacy guarantees and quality of
the global function to be monitored. The results show that the
quality of the monitoring is reasonable while preserving good
levels of privacy.

Further investigations will be directed to test our privacy
preserving approach in other real-world applications such as
the quality monitoring of customer segmentation with respect
to their shopping habits in distributed market basket data.
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Abstract. Two fundamental tasks of mobility modeling are (1) to track
the number of distinct persons that are present at a location of interest
and (2) to reconstruct flows of persons between two or more different
locations. Stationary sensors, such as Bluetooth scanners, have been ap-
plied to both tasks with remarkable success. However, this approach has
privacy problems. For instance, Bluetooth scanners store the MAC ad-
dress of a device that can in principle be linked to a single person. Unique
hashing of the address only partially solves the problem because such a
pseudonym is still vulnerable to various linking attacks. In this paper we
propose a solution to both tasks using an extension of linear counting
sketches. The idea is to map several individuals to the same position
in a sketch, while at the same time the inaccuracies introduced by this
overloading are compensated by using several independent sketches. This
idea provides, for the first time, a general set of primitives for privacy
preserving mobility modeling from Bluetooth and similar address-based
devices.

1 Introduction

Advanced sensor technology and spread of mobile devices allows for increas-
ingly accurate mobility modeling and monitoring. Two specific tasks are crowd
monitoring, i.e., counting the number of mobile entities in an area, and flow mon-
itoring between locations, i.e., counting the number of entities moving from one
place to another within a given time interval. ' Both have several applications
in event surveillance and marketing [10, 16]. Moreover, matrices containing the
flow between every pair of locations (origin-destination, or OD-matrices) are an
important tool in many GIS applications, notably traffic planning and manage-
ment [3].

Today’s sensor technologies such as GPS, RFID, GSM, and Bluetooth have
revolutionized data collection in this area, although significant problems remain
to be solved. One of those problems are privacy concerns. They mandate that,
while the count of groups of people can be inferred, inference on an individual

! In this paper, we use the term ‘flow’ always as a short-hand for ‘flow between two
or more locations’.
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Fig. 1: The two mobi(fii%y modeling tasks addressed in this p(apzer: (a) crowd mon-
itoring and (b) flow monitoring.

person remains infeasible. Directly tracing IDs through the sensors violates this
privacy constraint, because the amount of information stored allows for linking
attacks [12]. In such an attack, sensor information is linked to additional knowl-
edge in order to identify a person and infer upon her movement behavior. Hence,
application designers have to design and use new, privacy preserving methods.

The contribution of this paper is to provide a general set of primitives for
privacy-preserving mobility monitoring and modeling using stationary sensor
devices. Following the privacy-by-design paradigm [17, 21], we present a method
that stores just enough information to perform the desired inference task and
discards the rest. Thereby, privacy constraints are much easier to enforce.

Technically, the method we propose is based on Linear Counting sketches
[26], a data structure that allows to probabilistically count the distinct amount of
unique items in the presence of duplicates. Linear Counting not only obfuscates
the individual entities by hashing, but furthermore provides a probabilistic form
of k-anonymity. This form of anonymity guarantees that, by having access to all
stored information, an attacker can not be certain on a single individual but can
at most infer upon k individuals as a group. Furthermore, Linear Counting is
an efficient and easy to implement method that outperforms other approaches
in terms of accuracy and privacy on the cost of higher memory usage [19].

The rest of the paper is structured as follows. After discussing related work
in section 2, we describe the application scenarios in section 3. In section 4
we present our extension to the linear counting method and give a theoretical
analysis of the error. Subsequently, we analyze the privacy of our method in
section 5. In section 6 we conduct extensive experiments on the accuracy of
Linear Counting and flow estimation under different privacy requirements to
test our approach. These experiments have been carried out on a a real-world
simulation. Section 7 concludes with a discussion of the results and pointers to
future directions.

2 Related Work

The basic tool we are using in this paper are sketches (see Cormode et al. [9]
for a good general introduction). Sketches are summaries of possibly huge data



collections that, on the one hand, discard some information for the sake of space
efficiency or privacy, but that, on the other hand, still contain enough information
to restore the current value of certain variables of interest. Sketches are a very
universal tool and have been successfully applied for inferring heavy hitters,
moments of a distribution, distinct elements, and more. The general idea of
using sketches for privacy is described in Aggarwal and Yu [1] and Mir et al.
[20]. The first relates the privacy of a sketch to the variance of the estimator.
The latter discusses privacy paradigms that go beyond differential privacy [11]
and address security as well. They use various techniques for achieving privacy,
notably adding noise. In our approach, we do not employ noise as a source of
privacy. However, due to the probabilistic nature of our method, noise has no
excessive impact on the accuracy. Hence, adding noise to improve privacy can
be combined with our method.

The crucial task in this paper is to count the number of distinct objects at a
location (see Gibbons [14] for a general overview on approaches for this problem).
The method discussed in our paper, Linear Counting, is first described in [26].
This method can be seen as a special case of Bloom filters for counting [6]. So far,
it has received relatively little attention, because it is not as space efficient as log-
space approaches such as FM sketches, and traditionally sketches have mainly
been used to provide short summaries of huge data collections. However, in the
context of privacy preservation in the mobility modeling scenarios of this paper,
space is not so much an issue as is accuracy. To this end, recently very positive
results are reported for comparisons of Linear Counting with FM sketches and
other methods [19, 15]. Especially for smaller set sizes that appear in mobility
mining, Linear Counting has often an advantage in terms of accuracy. Hence,
for our scenario, it is a promising choice.

The idea of using Linear Counting for stationary sensors, specifically Blue-
tooth measurements, recently has also been described by Gongalves et al. [15]
and similar work for mobile devices is reported in Bergamini et al. [4]. However,
here, for the first time, we describe extensions of the basic Linear Count sketches
that can be used to monitor flows between locations as well as to compensate
for the precision loss incurred for raising privacy.

Our approach for tracking flows is based on the ability to compute the inter-
section of sketches. A general method for computing general set expressions from
sketches is described in Ganguly et al. [13]. Though highly general, the approach
is ruled out for our application because the scheme requires to store information
at the coordinator which could be used for identifying persons and thus is not
privacy aware—it should be noted that it was not build for that purpose.

3 Application Scenarios

In the following, the two application scenarios in mobility monitoring covered
by this paper are described. The general setup in both applications is using
stationary sensor devices centralizing their sensor readings at a coordinator.

In general, a well-studied approach to monitoring people in an area is to
use sensors that count the number of mobile devices in their sensor radius [14,



15], such as Bluetooth, or GSM scanners. From the amount of mobile devices,
the actual amount of people can be accurately estimated by assuming a stable
average fraction of people carrying such a device [18].

A stationary sensor S scans periodically for devices in its sensor range. Each
device is identifiable by its address a from a global address space .A. The
stream of sensor readings of a sensor S is defined by Rg C A x Ry where
(a,t) € Rs means that S has read a device address a at time stamp ¢. For a mea-
surement interval T' = [b, e] C R, the readings of sensor S in this time interval
is denoted by RL = {a € A|3t € T : (a,t) € Rs}. In both application scenarios,
the sensor readings are evaluated to solve the application-specific problem.

3.1 Crowd Monitoring

In major public events, such as concerts, sport events or demonstrations, con-
tinuously monitoring the amount of people in certain areas is a key tool for
maintaining security. It is vital for the prevention of overcrowding as well as for
allocating security and service personnel to the places they are needed most.
To monitor an area using stationary sensor devices, a set of sensors & =
{51, ..., Sk} is distributed over the area such that the union of their sensor ranges
covers the complete area (see fig. 1(a)). For a single sensor S, the count distinct
of unique entities that have been present in its range during a time interval T is
|R%|. The task is then to continuously monitor at a central site the count distinct

of the union of all sensor ranges. That is, we aim to monitor |72£11 U..uU Rg;
for consecutive measurement intervals Ty, 77, T5... of a fixed time resolution.

Note that the problem of duplicates in the sensor readings cannot be avoided
in practice because of several reasons: Covering an area with circular sensor
ranges requires overlap and the radius of each sensor range cannot be accurately
estimated beforehand. Furthermore, entities can move between sensor ranges
during a measurement interval. Thus, independent of the specific application
design, summing the distinct counts of individual sensor readings usually over-
estimate the true number of devices. Without privacy restrictions, this problem
can be solved by centralizing the read device addresses or a unique hash of them
to eliminate duplicates. However, when addresses or unique identifiers are cen-
tralized, devices can be tracked and linked to real persons, thereby violating
common privacy constraints.

To solve this problem, we use Linear Counting that has been introduced as
an accurate and privacy preserving method for estimating the number of distinct
items in the presence of duplicates. Linear counting is a sketching technique, i.e.,
the vector of sensor readings is compressed to a lower dimensional vector, the so
called sketch, in such a way that a desired quantity can still be extracted suffi-
ciently accurate from the sketch. The linear count sketch maintains privacy by
deliberately compressing the sensor readings with a certain amount of collisions,
such that a deterministic inference from a sketch to an address is impossible.
A detailed analysis of the privacy aspect is provided in section 5. The distinct
amount of people in an area covered by several overlapping sensors is estimated
by combining the individual sketches to a sketch of the union of sensor ranges.



The method is described in section 4.1. For that, only the sketches have to be
stored and send to the coordinator so that privacy is preserved at a very basic
level. This provides two general primitives for monitoring the amount of entities
in an area: linear count sketches for privacy-preserving estimation of the count
distinct of mobile entities in a sensor radius and estimation of the distinct count
of entities in an area defined as the union of sensor ranges.

3.2 Flow Monitoring

The flow of mobile entities, such as pedestrians, cars or trains, is a key quantity
in traffic planning. Streets, rails and public transportation networks are opti-
mized for handling these flows. For a given set of locations, all flows between the
locations can be combined in the form of an origin-destination matrix. These
matrices are an important tool in traffic management [2].

Flows of mobile entities between a set of locations can be estimated using
stationary sensors [3]. For that, given a set of locations of interest, a sensor is
placed at each location (e.g., see fig. 1(b)). For a given time period, the flow
between two locations denotes the amount of mobile entities that have been
present at one location at the beginning of that time period and present at the
other location at the end of the period. An entity is present at a location, if it
is staying within the range of the sensor placed at that location. Thus, given a
time interval at the beginning of the period, T3, and one at the end, T, the flow
between two sensors S and S’ is defined as v (S,5") = |[{a € A|a € RE ANa €
R }|. For convenience, we assume that sensor ranges do not overlap. In the case
of overlap, this notion of flow has to be extended so that the number of mobile
devices that stayed in the intersection is handled separately.

The existing approaches to flow monitoring with stationary sensors rely on
tracing unique identifiers through the sensor network. Hence, identifying and
tracking a specific device, i.e., a specific person, is possible in monitoring sys-
tems as soon as the identifier can be linked to a person. Again, this violates
common privacy restrictions. In order to monitor flows in a privacy-preserving
manner using linear count sketches, the definition of flow is modified to be able
to express the flow as the intersection of sensor readings of different time inter-
vals. Therefore, let T, and T, be disjoint time intervals as in the aforementioned
definition of flow, then the flow can be expressed as v (S,S5’) = |R§” NREI
In section 4.2, we show how local linear count sketches can be combined in a
privacy-preserving manner to estimate the size of an intersection.

The extension to paths of arbitrary length is straightforward. Given three
consecutive, disjoint time intervals 71,75, T3, the flow on a path §7 — Sy — S3
can be represented as \Rg N Rg; N Rgz\ However, the accuracy of the flow
estimation is highly dependent on the size of the intersection compared to the
original sets. Moreover, the accuracy drops drastically in the number of inter-
sections, thereby limiting the length of paths that can be monitored. To boost
the accuracy and thereby ensure applicability, we present an improved estimator
that uses a set of intermediate estimators and their mean value in section 4.3.



An OD-matrix L for a set of locations {l1, ..., [ } is defined as the flow between
each pair of locations, i.e., L € R*¥** with L;; = v (l;,1;). By placing a sensor at
each location, that is, sensor .S; is placed at location [;, an OD-matrix L can be
estimated by L;; = v (S;,5;). This provides another mobility mining primitive:
the estimation of flows, paths and OD-matrices based on the intersection of
sensor readings.

4 Extending Linear Counting

In this section, we present the technical solution to the application scenarios
introduced in section 3. We start by recapitulating Linear Counting sketches,
which serve as fundamental tool. In particular, for the flow-monitoring it is
necessary to extend this sketching technique to monitoring the size of an inter-
section of two or more sensor readings. For both application scenarios, privacy
preservation demands that we use basic sketches at the sensors with relatively
high variance in their estimates. This variance even increases when estimating
intersections. In order to increase the accuracy again on the output layer, we
present an improved estimator that reduces the variance by combining several
independent sketches.

4.1 From Sensors to Sketches

Given the sensor readings RL = {a € A | 3t € T : (a,t) € Rg} of a sensor
S during a time interval T, the goal is to represent the number of distinct
devices observed without explicitly storing their addresses. A problem of this
kind is referred to as count distinct problem, which can be tackled by Linear
Counting sketches [26]. They have originally been introduced to estimate the
number of unique elements within a table of a relational database.

In our scenario, this means that, instead of storing all readings within a
measurement interval 7', a sensor just maintains a binary sketch sk(Rg) e
{0,1}™ of some fixed length m. The sketch is determined by a random hash
map h: A — {0,...,m — 1} such that the following uniformity property
holds: for all @ € A and all k € {0,...,m — 1} it holds that P(h(a) = k) = 1/m.
For practical purposes this can be approximately achieved by choosing, e.g.,
h(a) = ((va+w) mod p) mod m, with uniform random numbers v, w € N and
a fixed large prime number p. Other choices of hash functions are possible (see
e.g., Preneel [22]).

A sensor maintains its sketch as follows. At the beginning of the measurement
interval it starts with an empty sketch (0,...,0), and on every address a € A
read, until the end of the interval, the sketch is updated by setting the h(a)-th
position to 1. For the whole measurement interval this results in a sketch

1, ifJa € RY, hia) =i

0 , otherwise

wm®w={

In our application scenarios, a global population of mobile entities P C A of
size |P| = n is monitored with a set of sensors. The size of the global population



n is an upper bound to the number of mobile entities in a sensor reading. In
each sensor reading, a subset of the global population is captured, i.e., RY C P,
thus |RE| < |P|, or ng < n (from now on we denote |RL| as ng).

The number of distinct addresses within a sensor reading can then be es-
timated based on the sketch as follows. Assume a sensor reading RE with
’Rg’ = ng and the respective sketch sk (Rg) Let ug denote the number of zeros
in the sketch and vg = ug/m the relative zero count. Now, the maximum like-
lihood count estimator for the number of distinct items ng is ng = —mInvg.
Whang et al. [26] shows that the expected value, and the variance of this esti-
mator are asymptotically well-behaved. Here, asymptotically refers to the limit
for increasing n while the loadfactor ¢ = n/m and the relative size cs = ng/n
of S are kept constant. With this notion of limit, that we simply denote by lim
for the remainder of this paper, the expected value and the variance can be
expressed as

lim E[fig] = ns 4 (e"/™ —ng/m —1)/2 = ng (1)
limV(ng) =m (e"s/m —ng/m— 1) , (2)

respectively. Hence, asymptotically, the estimator is unbiased and has a bounded
variance. Standard concentration inequalities can be used to convert this result
into probabilistic error guarantees.

In the crowd monitoring scenario, the size of the global population n can
be estimated as the size of the union of all individual sensor readings. By con-
struction of the sketches, it is possible to build a sketch of the union of sensor
readings RYL and RL, by combining the individual sketches with the point-wise
binary OR operation (i.e., sk(RE) [k] V sk(RL,) [k] is equal to 1 if and only if
sk(RY) [k] =1 or sk(R%,) [k] = 1). The following statement holds:

Proposition 1 (Whang et al. [26]). Let Rs,, ..., Rg, be readings of a set of
sensors S = S, ..., Si. The sketch constructed from the union of these readings
can be obtained by calculating the binary or of the individual sketches. That is,

k k
sk(U Rsi> =\/ sk(Rs,)

=1

This is already sufficient to continuously track the total number of distinct ad-
dresses in the crowd monitoring scenario: for a pre-determined time resolution,
the sensor nodes construct sketches of their readings, send them to a monitoring
coordinator, and start over with new sketches. As required by the application,
the coordinator can then compute the estimate of distinct counts of mobile
entities based on the OR-combination of all local sketches. However, for the
flow-monitoring scenario we have to be able to compute the number of distinct
addresses in the intersection of sensor readings. Therefore, we have to extend
the Linear Counting approach.



4.2 Intersection Estimation

In the following, a method is presented for estimating the intersection of two sets
using linear count sketches. The sketch of the intersection cannot be constructed
from the individual sketches (note that using the binary ’and’ operation on the
two sketches does in general not result in the correct sketch of the intersection).
Therefore, this method is based on the inclusion-exclusion formula for sets. That
is, we can express the size of the intersection of two sets A,B as |AN B| =
|A| + |B| — |[A U B|. The estimator for the intersection of two sensor ranges is
defined in a similar way, using the estimators for each sensor and their union. Let
ng, g denote the estimator for |R£ , respectively |RT, . Let furthermore ngys:
denote the estimator based on the sketch of the union of the sensor readings R%
and Rg, as defined in proposition 1. Then the intersection estimator is defined
as

ng.g =ng+ng — Nsus (3)

It turns out that also this estimator asymptotically is unbiased and has a bounded
variance. The first follows directly from the linearity of the expected value. Thus,
we can note:

Proposition 2. For a constant loadfactor t and constant fractions cg,cy, the
estimator ng s is asymptotically unbiased, i.c., limE[ng ¢/]/|SNS'| = 1.

Furthermore, we can bound the variance of our estimator by the variance of
the union estimator. This implies that resulting probabilistic error guarantees
become tighter the closer the ratio |S N S’|/|S US| is to one.

Proposition 3. Asymptotically, the variance of the intersection estimator ng g
is bounded by the variance of the count estimator for the union, i.e., imV(ng g ) <
lim V(ﬁSUS’ ) .

Proof (sketch). For some subset A C P and a fixed sketch position k € {0,...,m—
1} let us denote by pa = P(sk(A)[k] = 0) the probability that the sketch of A
has entry 0 at position k. Due to the uniformity of the hash function h it holds
that pa = (1 —1/m)"*. The limit of this probability p% = limp4 is equal to
lim (1 — ¢/n)"* = e~t¢a. The variance of the intersection estimator can be
re-expressed in terms of the covariances o of the individual count estimators:

V(ngs,s') =V(ng +ns — nigus)
=V(ns)+ V(ng ) + V(nsus) + 20(ns,nsr)
—20(ng,nsus) — 20(Ng, Nsus’) - (4)
In order to determine the limit of the covariances for the count estimators 714 and

fip for some arbitrary subsets A, B C P we can use Whang et al. [26, Eq. (8)]
and the bi-linearity of the covariance

limo(na,np) =o(m(tca —va/phy —1),m(tcg — vp/pp — 1))
=m®o(va,vp)/(Papy) = m*o(ua/m,ug/m)/(pip})

=o(ua,up)/(Phpy) - ()



Let sk(A) [k] denote the binary negation of sketch position k. The co-variances

of the absolute number of zero entries uy and up is
m

o(us,up) =) > o (sk(A) ], sk(B) 1)) (6)
k

=1

Il
—
o~

o (sk(A) [K],5k(B) [K]) +_ o (sk(A) [K], sk(B) [I]) -
k,l=1
k+#l

M-

b
Il
—

Let U = AU B and I = AN B. We state without proof that the co-variances of
the individual sketch positions are given by

o (sk(A) [k],sk(B) [k]) = pv — papp
o(sk(A) [k],sk(B) [I]) = pa\spas(l —2/m

for the cases k = [ and k # [, respectively. From this and Eq. (6) it follows that

)|I| — PAPB

limo(ua,up) = m(pj; — pipy) + m(m —1) <pA\BpB\A(1 — 2/m)| | pApB>

=m (eft(CAJrCchz) _ g tleaten) _ Clte*t(CA‘f’CB))

where the second equality follows from several steps of elementary calculus that
we omit here. By Eq. (5) we can then conclude

limo(fia, ig) =m (e —te; — 1) = lim V(A;)

Inserting this result in Eq. (4), and noting that for fixed ¢4 < c¢p it holds that
limV(n4) <lmV(ig) (see eq. (2)), in particular Var[ngns:] < Var[ng] as well
as Var[ngng/| < Var[ng], yields
lim V(nig,s/) =lim(V(nsus) + 2V(nsns) — V(ns) — V(ng))
<lm(V(nsus’) +2V(nsns’) — V(nisns) — V(nsns'))
—lim V(fisus)

O

When estimating the flow, the intersection of the readings of sensor S in a
time interval T} are intersected with the readings of sensor S’ in consecutive
time interval T,. Let AT denote the time period between those two intervals.
Then we denote the estimator for the flow between S and S’ for this time period
as ﬁég,. This method can straight-forwardly be extended to paths. The flow on
a path S; — Sy — S3 can be represented as |Rr‘£1 N Rgf; N R:§2| This quantity
can again be estimated using the inclusion-exclusion formula.

~AT ~ ~ ~ ~ ~ ~ ~
NG 5,85 =NS; T NSy + N5y — NS uS, — NS US; — NS,USy T 1S5, US,USs

The drawback of estimating the flow on paths is that the accuracy decreases
drastically in the number of nodes on the path. In conclusion, we now have two
major sources of high variance. A high loadfactor that is necessary to comply



with high privacy requirements and a large number of intersections, required to
monitor long paths. In the following a method for reducing the variance of the
estimators is presented that improves the estimation of count distinct at a single
sensor, as well as union and intersection estimation. Through this improvement,
a higher loadfactor can be chosen to increase privacy while maintaining the same
estimation accuracy. Furthermore, this improvement allows for monitoring the
flow on longer paths with sufficient accuracy.

4.3 Improved Estimator

The improved estimator is based on the idea that the average of independent
estimations of the same quantity is again an equally biased estimator with lower
variance [7]. Hence, at each sensor, not one sketch is constructed, but r different
sketches using r different and independent hash functions. This yields r different
intermediate estimates, 7%, ...,7". The improved estimator is then defined as the
mean of these intermediate estimates, i.e., 7 = 137 | A, The n',...,n" are
maximum likelihood estimators for count distinct and as such they are normally
distributed and independent with common mean and variance [24], i.e., for all
i € {1,...,r} it holds that n* ~ N (E[n], V(n)). Thus, the improved estimator is
normally distributed with 7 ~ N (E[n], 1V(7)). The improved estimator has the
same expected value as the intermediate estimates, that is, it is asymptotically
unbiased, whereas the variance of the improved estimator is reduced by a factor of
1/r. Furthermore, because the intermediate estimators are normally distributed
and asymptotically unbiased, the improved estimator based on their mean is not
only again a maximum likelihood estimator for the count distinct, it is also the
uniformly minimum variance unbiased estimator and the minimum risk invariant
estimator [23].

However, in the pathological event that a sketch becomes full, i.e., u, = 0,
the estimate for the count distinct based on this sketch is infinity. If only one of
the r sketches runs full, the estimator fails. This drawback can be circumvented
by using the median of the intermediate results instead of their mean. The
median is very robust to outliers but has also weaker error guarantees, i.e., to
guarantee an error not larger than € with probability 1 — J, the mean estimator
requires r > z1_51/V(R)/¢, the median method requires r > log (1/6)/e? [8]
intermediate estimators. Consequently, for ¢ < 1, the mean estimator requires
less intermediate estimates to be as accurate as the median method.

5 Privacy Analysis

The main threat to privacy in the presented application scenarios is the so called
linking attack, i.e., an attacker infiltrates or takes over the monitoring system and
links this knowledge to background information in order to draw novel conclu-
sions. For example, in a standard monitoring system that distributes the sensor
readings, i.e., the device addresses, an attacker that knows the device address
of a certain person as background knowledge, and furthermore infiltrates the
monitoring system, is able to track this person throughout the monitored area.



Sketching prevents these linking attacks in two ways, obfuscation and k-
anonymity. Obfuscation is accomplished by hashing the device address to sketch
positions. Hence, before an attacker is able to re-identify a device, she has to
infer the employed hash function. However, this very basic obfuscation tech-
nique can be vanquished using statistical analysis on sensor readings. The second
anonymization technique is accomplished by the natural property of sketches to
compress the address space, implicating collisions of addresses when mapped to
sketch positions. Whereas these collisions entail a loss in accuracy, they create
a form of anonymity, because an attacker can only infer upon a set of devices
whose addresses are all mapped to that very same sketch position.

Formally, a monitoring system guarantees k-anonymity (see Sweeney [25]), if
every monitored entity is indistinguishable from at least k other entities. Using
linear count sketches with a loadfactor ¢ results in ¢ collisions per bucket on
expectation, as implied by the uniformity property of the hash function, i.e.,

Vi€ {0,..,m—1}:E[[{a € R : h(a) =i}|] =1t .

Hence, the expected level of anonymity is t. We denote this form of anonymity
expected k-anonymity, because the number of collisions is not deterministi-
cally guaranteed as required by regular k-anonymity. For a mathematical deriva-
tion of a similar probabilistic guarantee in the context of Bloom filters the reader
is referred to Bianchi et al. [5].

The union of sensor readings is estimated by the binary or of the individual
sketches. The binary or of a set of sketches has a loadfactor at least as high as
the individual sketches themselves. Therefore, the level of expected k-anonymity
is at least as high.

The intersection of sensor readings can contain far less device addresses than
the individual readings. A sketch that is created on the readings of the intersec-
tion has thus a lower loadfactor. Even so, the intersection estimator presented in
this paper is based on the estimators of the individual sketches and their union;
the sketch of the intersection is not constructed at all. Therefore, the level of
k-anonymity of this estimator for the intersection is again at least as high as the
anonymity of the individual sketches.

6 Experiments

In this section the empirical analysis of our method is presented. The general set
up of experiments is as follows. A set of n addresses is randomly sampled out of
a pre-defined address range (A = {1,--- ,5x 107}). Out of this set we repeatedly
sample with duplicates. The set is partitioned into k subsets Si,---, Sy where
S; represents the sensor readings of sensor i. For each sensor S;, a sketch sk; of
size m is generated using a global hash function A for all sensors. The estimate of
sketches, their unions and intersections are then calculated as explained above.

6.1 Properties of the Estimator

For the first experiment, we simulate 3 sensors and vary the number of persons
inside the sensor range from 500 to 250,000. Results for the average ratio of



estimator and true value and the standard deviation of the ratio are shown in
fig. 2(a) and fig. 2(b), respectively. The estimate is highly accurate—the error
is always below 1%. Compared to the error introduced by the inference of the
number of persons present in the area from the number of active Bluetooth
devices [18], the error is negligible.

For simple Linear Counting, these results confirm existing expectations from
theory and experimental studies. We need not go into a detailed comparison
with other sketching methods in this paper, since two recent studies [19, 15]
have done that already. One of the basic findings in these studies is that Linear
Counting gives, using a suitable loadfactor, much more accurate estimates of
the number of distinct objects than other sketching methods, e.g. FM-sketches
or sampling based methods. This holds especially for small set sizes—where a
number of 10,000 might already be considered small. For our application scenario
this is important, since the size—especially of the intersections—can decrease to
a few hundred persons. The experiment goes beyond the existing studies by
showing that for the intersection of two sets the error can also be very low with
a suitable loadfactor and that we can always set up a very accurate estimator
using Linear Counting. A significant error of the estimator comes in only because
we deliberately trade privacy against accuracy. As shown in section 5 the basic
mechanism responsible for privacy is increasing the loadfactor. We analyze this
trade-off, i.e., we investigate the impact of the loadfactor on the accuracy of
estimates of one sensor as well as of intersections of up to five sensors. We
simulate 5 sensors, and vary the loadfactor and the number of intersections. We
average the results over 2,000 runs. The results are depicted in figure 3(a).

0.0020
— single sensor — single sensor
104 union union

— intersection — intersection

00015

0.0010

standard deviation

"\
\

56000 100000 150000 200000 250000 00000 50000 100000 150000 200000 250000
global populaiton size n global populaiton size n

(a) (b)
Fig. 2: Average estimate 1 (a) and average standard deviation (b) relative to the
true value n for a loadfactor of 1.

The results confirm that the standard error increases with the loadfactor
(fig. 3(a), upper part), and even more rapidly with the number of intersections
(fig. 3(a), lower part). From this experiment we conclude that simple Linear
Counting is indeed suitable for loadfactors smaller than 2 and intersection of
at most two sensors. But for higher loadfactors or more intersections the trade-
off can become unacceptable. This finding motivates the improved estimator
investigated in the following.
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Fig. 3: (a) Distribution of estimates for loadfactors 0.5,1,2,3,4,5 (upper part)
and numbers of sensors intersected, 1,2,3,4,5 with a constant loadfactor of 5

(lower part). (b) Distribution of estimates using improved estimator with number
of intermediate estimates r set to 5 (upper left), 15, 30 and 50 (lower right).

For that, we concentrate on a loadfactor of 5, because in regular k-anonymity
5 is a common value to ensure privacy. For each sensor, we take r € {5,15,30,50}
different random initializations of the hash function, resulting in r different
sketches per sensor. Results, averaged over 500 runs, are shown in Fig. 3(b).
The mean of estimates reduces the variance and is close to the true value. A
good trade-off between the increase in accuracy and the higher memory require-
ments for storing multiple sketches is in the range between 15-30 sketches, since
for higher numbers of sketches the variance reduction per additional sketch be-
comes insignificant. With these results we have demonstrated how to achieve a
good trade-off between accuracy, privacy level, and memory consumption.

6.2 Real-World Simulation

To investigate the flow and crowd monitoring in a more realistic setting, we
implemented a simulation environment as follows. A random graph of & nodes
with Bernoulli Graph Distribution (p = 0.4) is generated; the position of nodes
in 2D-space is calculated using an automatic graph layout method. A number s
of node locations is attached with sensors with a predefined range. In general, a
sensor may cover more than one node and several edges. A number of n objects,
i.e. the global population, is created. For each object a random sequence of tour
stops (nodes of the graph) is generated. For every pair of tour stops the shortest
path is determined using Dijkstra’s method and inserted into the sequence be-
tween the stops. Finally, to each object a velocity, starting time and a step size
is assigned (the latter because objects are not only at the node positions, but
travel along the edges). During the simulation, for each time step the objects
follow the tour with the assigned velocity and starting time, and their position
along the edges is calculated. Each sensor monitors at each time step the objects
in its sensor range. For each sensor and time period a new sketch is calculated
and stored. As a ground truth, also the object address are stored. The simulation
stops when the last object has completed its tour.



For the crowd monitoring scenario, overlapping sensors are simulated. Fig.
4(a) shows a snapshot from a simulation run. For the flow monitoring we use non-
overlapping areas. The main difference compared to the experiments discussed
in the last section is that the distribution of objects at nodes is not independent
from each other because of flow constraints along the graph. The distribution is
generated by a process very similar to real traffic flow, so that we have realistic
flow properties over time. Fig. 4(b) shows an example for crowd monitoring

Estimate and True Value for 5 Sensors.

o

(a) (b)
Fig.4: (a)Crowd simulation with Random Bernoulli Graph, 1000 persons (red
dots), 5 Bluetooth sensors with overlapping range. (b) Estimated value (green
dashed) and true value (red dotted) for each sensor for the first 50 time steps.

with 15 nodes, 5 sensors, 1000 objects and a loadfactor of 5. Evidently, the
estimates closely tracks the true values, as expected from the theoretical anal-
ysis and the experiments reported in the last section. For the flow monitoring

Flow becween $1 and 2 Flow betwesn §2 0 53

o SI S2 S3 S4 S5
7 S1 | 0.005 0.008 0.007 0.018 0.001
SR SO0 SRS S2 | 0.026 0.026 0.01 0.006 0.015

Flow btseen 3 and 34 Flow betwesn 54 nd 55

= T S3 | 0.004 0.003 0.016 0.002 0.014

: S4| 0.02 0.03 0.011 0.004 0.012

L $50.0140.0050.004 0.017 0.027
(a) (b)

Fig. 5: Flow estimation (green) and true values (red) between four sensors (a) as
well as relative error of an OD-matrix between five sensors (b). Results are from
flow simulation with 20000 persons and 5 sensors.

scenario, Figure 5(a) shows the estimate (green, dashed) and true (red, dotted)
value of the flows between 4 sensors over time. Next we simulated the OD-matrix
construction problem. Table 5(b) shows the relative error of an OD-matrix con-
struction for 20,000 persons moving over a period of 15 time steps in a system



with 12 nodes, tracked by 5 sensors. Each sensor uses the improved estimator
with 30 sketches and a loadfactor of 5. From these results we conclude that even
for moderately sized sets, the error is very low. Overall, we conclude from the
experiments that Linear Counting behaves in the more complex setting of the
simulation as expected from a theoretical point of view and is a very promising
approach for deployment in real-world applications.

7 Discussion

In this paper we present a new, privacy aware method for estimating flows and
tracks as well as for estimating OD-matrices. This way, we extended the Linear
Counting approach to a general set of primitives for privacy-preserving mobility
modeling. We show theoretically and empirically that two challenging application
scenarios can be solved using and combining this set of primitives. To compensate
the accuracy deficit of Linear Counting for strict privacy requirements we present
a method for increasing the accuracy, while maintaining the privacy. This method
is also applicable to boost accuracy in flow estimation, allowing to monitor even
tracks.

In contrast to many privacy-preserving approaches, this one is easy to im-
plement, has excellent accuracy and can be implemented efficiently. Our experi-
ments suggest that it is immensely useful in a practical settings and can have a
real impact on how stationary sensor based data collection is done.

While being accurate on count distinct and flow estimation, even for strict
privacy, the accuracy of our method drops drastically with the length of moni-
tored tracks. The improved estimator can compensate this drop to a certain level.
However, experiments show that estimating tracks of length greater 5 leads to
large errors. Therefore, we recommend using our method on count distinct and
flows. When monitoring tracks, depending on their length, a user might have to
reduce privacy requirements in order to maintain a certain accuracy.

The main drawback of Linear Counting when compared to other sketching
techniques is the memory usage. Most sketching techniques, e.g., FM Sketches,
use memory logarithmic in the number of items it estimates. The linear count
sketches, however, have linear memory usage, leading to potentially large sketches.
Fortunately, stationary sensors usually can be equipped with large memory (e.g.,
32GB flash memory). Hence, this is unproblematic for our application scenarios.
Still, the memory footprint can become problematic, because communication is
in general costly. If large sketches have to be send very frequently, communi-
cation costs can become significant, or sketch sizes might even exceed network
capacities.

In follow up research, we want to tackle the general problem of communica-
tion costs when using stationary sensors. However, when monitoring non-linear
functions, like the union or intersection of sets, this task is not trivial. The LIFT-
approach provides a framework for communication reduction in distributed sys-
tems, allowing communication efficient monitoring of non-linear functions. We
want to apply the LIFT-approach to our monitoring system and test the benefits
of employing the LIFT-approach in a real-world experiment.
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ABSTRACT

The spread of digital signage and its instantaneous adapt-
ability of content challenges out-of-home advertising to con-
duct performance evaluations in an online fashion. This im-
plies a tremendous increase in the granularity of evaluations
as well as a complete new way of data collection, storage and
analysis. In this paper we propose a distributed system for
the large-scale online monitoring of poster performance in-
dicators based on the evaluation of mobility data collected
by smartphones. In order to enable scalability in the or-
der of millions of users and locations, we use a local data
processing paradigm and apply exponential histograms for
an efficient storage of visit statistics over sliding windows.
In addition to an immediate event centralization we also
explore a hierarchical architecture based on a merging tech-
nique for exponential histograms. We provide an evaluation
on the basis of a real-world data set containing more than
300 million GPS points corresponding to the movement ac-
tivity of nearly 3,000 persons. The experiments show the
accuracy and efficiency of our system.

1. INTRODUCTION

Advertising media are under the obligation to provide re-
liable performance indicators for the pricing of advertising
campaigns. For the German out-of-home (OOH) advertis-
ing industry, generating yearly net sales of about 760 million
Euro [2], this has meant to establish a system of geograph-
ically differentiating performance indicators over the past
years!. However, with the spread of digital signage also a

"http: //www.agma-mmc.de/media-analyse/plakat.htm]

fine-grained temporal differentiation will be required in fu-
ture. While current performance indicators inform about
the poster contacts of seven or ten average days (the two
standard durations of poster campaigns in Germany), digi-
tal out-of-home (DOOH) advertising spots have a duration
of only a few seconds. Assuming an evaluation period of
10 seconds, the granularity of the performance indicators
(and consequently of the required input data) increases by
four orders of magnitude. DOOH therefore has to face the
challenge of collecting and analyzing big data. In addition,
digital content has the advantage that it can be instantly
adapted to a changing audience. This adaptation, however,
requires online performance information, which forms the
second challenge of DOOH performance evaluation.

In this paper we propose a distributed system for the
large-scale online monitoring of poster performance indica-
tors based on the evaluation of mobility data collected by
smartphones. We hereby consider two use cases which the
system shall cover. First, we want to be able to perform
online queries which obtain performance measures for the
recent past in a sliding window style. Second, we want to
analyze historic data for various time intervals. The first
type of query allows the online monitoring of poster per-
formance and thus the targeted placement of advertisement
spots. The second type of query can be used for billing pur-
poses or to analyze previously collected data sets (e.g. to
find interesting visit patterns that can then be monitored in
the online system). Although our use cases differ with re-
spect to their system requirements (distributed online pro-
cessing vs. analysis of massive amounts of centralized data),
we want to keep the maintenance effort of the system as low
as possible. Our goal is therefore to set up a scalable system
architecture that allows an efficient re-use of code from the
online scenario for historic data analysis.

The key component of our approach to handle massive
streams of data is to use exponential histograms for data
compression. This data structure has the advantage that
it offers sliding window query capabilities with a guaran-
teed maximum relative error. In addition, exponential his-
tograms can be applied in a distributed setting [12] thus
allowing for scalability when the number of users increases.

Our online system relies on an Android implementation



that we have used in previous work [3] to detect visit pat-
terns on mobile phones. For the analysis of historic data we
have set up a Storm environment. In combination with the
Kafka messaging system we are able to perform historic data
analysis in a distributed streaming fashion. In this way we
can apply the same system architecture for online and his-
toric data analysis. We use the Storm/Kafka environment
to perform the experiments in this paper.

We analyze the performance of our system using a real-
world GPS data set containing trajectories of 2,967 persons
containing more than 300 million GPS points over a pe-
riod of one week. We extract visit events from this data
set using 400,988 points of interest (POI) in Germany from
OpenStreetMap (OSM). Our experiments show that the us-
age of exponential histograms results in an average error of
less than 1/10 of the maximum acceptable error while re-
ducing the storage space to an amount as small as 9.7% of
the baseline storage space.

The remainder of our paper is organized as follows. Sec-
tion 2 discusses related work. Section 3 shows our system
architecture and Section 4 provides the experiments. We
conclude our paper in Section 5.

2. RELATED WORK

2.1 Exponential Histograms

Exponential histograms [1] are a deterministic structure,
proposed to address the basic counting problem, i.e., for
counting the number of true bits in the last N stream ar-
rivals. They belong to a family of methods that break the
sliding window range into smaller windows, called buckets or
basic windows, to enable efficient maintenance of the statis-
tics. Each bucket contains the aggregate statistics, i.e., the
number of arrivals and bucket bounds, for the correspond-
ing sub-range. Buckets that no longer overlap with the slid-
ing window are expired and discarded from the structure.
To compute an aggregate over the whole (or a part of the)
sliding window, the statistics from all buckets overlapping
with the query range are aggregated. For example, for basic
counting, aggregation is a summation of the number of true
bits in the buckets. A possible estimation error can be intro-
duced due to the oldest bucket inside the query range, which
usually has only a partial overlap with the query. Therefore,
the maximum possible estimation error is bounded by the
size of the last bucket.

To reduce the space requirements, exponential histograms
maintain buckets of exponentially increasing sizes. Bucket
boundaries are chosen such that the ratio of the size of each
bucket b with the sum of the sizes of all buckets more recent
than b is upper bounded. In particular, the following invari-
ant is maintained for all buckets j: C;j/(2(1+37-! C;)) < ¢
where € denotes the maximum acceptable relative error and
C; denotes the size of bucket j (number of true bits ar-
rived in the bucket range), with bucket 1 being the most
recent bucket. Queries are answered by summing the sizes
of all buckets that fully overlap the query range, and half
of the size of the oldest bucket, if it partially overlaps the
query. The estimation error is solely contained in the oldest
bucket, and is therefore bounded by this invariant, resulting
in a maximum relative error of €.

Recently, Papapetrou et al. [12] showed how an arbitrary
number of exponential histograms EH1, EH», ..., EH, (each

one corresponding to an individual stream) can be aggre-
gated/merged, in order to produce a single exponential his-
togram F Hg, that corresponds to the order-preserving union
of the streams. More precisely, let £ denote the maximum er-
ror parameter of the original exponential histograms, and &’
the parameter of the merging algorithm. The algorithm sup-
ports the creation of an aggregated exponential histogram
with a maximum relative error of (¢ + &’ + ¢ -&’). In this
work we use this merging algorithm to reduce the memory
required for storing the exponential histograms of the visit
events coming from various input sources.

2.2 Distributed Evaluation of Visit Events

In previous work we have provided a set of visit quantities
that can be used to define performance measures in OOH
advertisement [8]. In this paper we concentrate on the eval-
uation of gross wisits which state the number of total visits
to a certain location and which can be used to estimate the
total contacts to a poster site. In addition, we have pro-
vided a methodology for the privacy-preserving, distributed
collection of visit quantities in previous work [7].

The basic idea of the approach is to decentralize the data
collection and evaluation process of movement data. Instead
of constantly submitting location information of a user to
some central server, the evaluation of visits (or visit pat-
terns) is performed locally on a mobile device (e.g. smart-
phone). The device submits only aggregated and anony-
mized statistics to a central coordinator. In addition, web
anonymization techniques such as onion routing [4] can be
used to prevent that the coordinator reconstructs visit his-
tories from several messages of a person based on the com-
munication protocol. A similar, however analytically less
powerful framework has previously been proposed by Hoh
et al. [6] for the distributed, privacy-preserving monitor-
ing of traffic. However, both papers do not consider the
practical aspect of scaling the proposed method to thou-
sands and potentially millions of users. In fact, considering
movement statistics from our GPS data set, every person
traverses more than 200 street segments per day. If we as-
sume further that each person visits 10 different locations
(e.g. work location, shops, bus stops) per day and 20 mil-
lion persons participate in data collection, about 4.2 billion
events occur every day. In order to cope with this number of
events, sophisticated analysis and storage algorithms as well
as a sophisticated system architecture have to be devised.
The design and performance analysis of such a system is the
scope of our paper.

3. SYSTEM ARCHITECTURE

Our architecture consists of two or alternatively three lay-
ers (see Figure 1). The lowest layer holds the user nodes,
which collect the users’ GPS data and extract visit events.
The visit events are forwarded either directly to the central
coordinator (flat setting) or to a layer of intermediate nodes
(hierarchical setting). In the flat setting, the coordinator
aggregates the visit information of each POI in an exponen-
tial histogram. l.e., for each POI an exponential histogram
is maintained that records the visit events for this POI. As
the exponential histogram stores a time aggregate with the
event, queries over time windows can be answered. In the hi-
erarchical setting, the exponential histograms reside already
at the intermediate nodes. In regular time intervals the in-
termediate nodes submit the exponential histograms to the
coordinator, which merges them and answers user queries.
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Figure 1: System architecture; left

The exponential histograms cannot be applied at the user
level because the number of visit events per user is too small
to make the data structure efficient. The layer of interme-
diate nodes was introduced for horizontal scalability and to
avoid an overload of the coordinator. However, it also serves
a privacy purpose given that the intermediate nodes do not
collude (see [7]). As a user can freely select an intermediate
node when submitting a visit event, no intermediate node
will obtain the whole event history of a single user. The
intermediate nodes submit their data structure in regular
time intervals to the coordinator, which finally merges the
data structures and answers user queries.

As motivated by our use case, our system shall be able
to perform analyses online as well as on historic data. The
above architecture describes the online use case. For his-
toric data analysis we have to substitute the layer of local
nodes. This substitution should still allow to process data in
parallel in order to scale to large amounts of data. In addi-
tion, a streaming environment would be preferable in order
to re-use existing code. Both aspects can be met by using
a distributed streaming processing system as, for example,
Storm? or S4 [11]. We have ported the Android code of event
detection to run as Storm bolts. The input is streamed into
the system via the Kafka messaging system [9], which allows
to handle each GPS point of the recorded trajectories as in-
dividual message. Thus, with this mechanisms we can scale
the parallel simulation of event detection horizontally in the
cluster. In our experiments described in the next section we
used this technique to emulate the event detection on GPS
traces of 2,967 test persons in an experimental cluster. De-
tected events are sent to the intermediate nodes similar to
the online setting.

4. EXPERIMENTS
4.1 Data Set

For our experiments we use a subset of a large-scale GPS
survey [10] commissioned by the Arbeitsgemeinschaft Media-
Analyse e.V.2, a joint industry committee of German ad-
vertising vendors and customers. The GPS data has been
collected in the year 2011 and contains 2,967 persons with
valid GPS data. The persons are recruited from 31 major

2http://storm-project.net
3http://www.agma-mmec.de

: flat setting; right: hierarchical setting

cities in Germany and are asked to carry the GPS devices
for one week.

After clean-up the data set contains 304 million GPS points.
In addition, we extracted 400,988 points of interest (POI)
from OpenStreetMap? (OSM) [5] marked with the keys shop,
amenity, leisure, tourism, historic, sport, public transport,
ratlway. We grouped the POI into the following categories:
shop, restaurant, leisure, education, parking and public trans-
port stops. We limited our experiments to those POI be-
cause digital posters are still very expensive and therefore
placed mostly at attractive places as train stations or shop-
ping locations. For each POI category we defined a mini-
mum stay time and a 50x50 meter spatial buffer in order to
extract visit events. Table 1 shows the number of POI ag-
gregated to the six types along with the assumed minimum
stay times. Figure 2 left shows a one-day trajectory of one
test person along with the extracted POI in its surrounding.

POI type # POI | min. stay time
shop 89,789 10 min.
restaurant 105,665 15 min.
leisure 69,318 15 min.
education 24,151 15 min.
parking 63,602 5 min.
public transport stop 48,463 5 min.
total 400,988 —

Table 1: Number of POI extracted from OSM and
minimum defined stay time per category

The extraction of visit events is performed by the local
nodes (see Section 3). A visit results from the spatial inter-
section of a trajectory and a geographic location and has to
last a given minimum period of time. For a formal defini-
tion of a visit see [8]. Figure 2 right shows exemplary the
extraction of visit events. The POI are colored according
to their minimum required stay time (green = 5 minutes,
orange = 10 minutes, red = 15 minutes). In the top right
picture one visit occurs in the orange colored POI (where
a dense cluster of GPS points exists). In the bottom right
picture the user passes the POI merely on his way. As the
duration of spatial intersection lies below the minimum stay
time, no visit events are generated. For the extraction of
visits we apply an algorithm from previous work [3], which

“http:/ /www.openstreetmap.org
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Figure 2: left: one-day trajectory of a test person along with OSM points of interest colored according to
minimum stay time (green/orange/red = 5/10/15 minutes); top right: visit in POI with 10 minute stay time;

bottom right: passages of POI without visiting
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Table 2: Frequency of visits per POI

was designed to extract visit patterns from a stream of GPS
positions online on mobile phones.

In total we extracted 23,508 visit events to 11,809 differ-
ent POI for all test persons. This number has been consid-
erably below our expectations. Most likely it results from
two reasons. First, the number of OSM POI are incomplete.
From the online source http://www.haltestellen-suche.de we
know to expect at least 217,000 stations of public transport
in Germany, and also the number of shops in Germany is
considerably above the extracted number of POI. Second,
GPS signals are typically blocked inside of buildings. As we
applied a light-weight event extraction algorithm (that can
run on a mobile device), we may have lost a number of visit
events.

Table 2 shows an overview of the number of visit events
per POIL. Most often, only a single visit occurred. This num-
ber is quite reasonable given our low number of visits and
the independent movement behavior of the test persons.

In order to perform experiments also on a large-scale data
set resembling more closely the real-world situation, we repli-
cated the original visit data by a factor of 1,000. We set the

time of each such visit by adding Gaussian noise to the cur-
rent time with 4 = 0 and ¢ = 10,000 seconds.

4.2 Experimental Set-Up

In our experiments we conducted point queries in a slid-
ing window fashion. I.e., we queried the number of events
per POI in the past At seconds. The selected query win-
dows were of length 30, 600, 1800, 3600 or 86400 seconds.
We performed those queries every 10 minutes (in the hier-
archical setting this coincides with the time interval of the
force action). For our observation period of one week this
resulted in ny = 1,008 queries per query window for each of
the n, = 11,809 visited POI. In accordance with our max-
imum query interval, we set the sliding window parameter
of the exponential histogram to 86,400 seconds in all experi-
ments. Further, we varied the maximum acceptable relative
error € to take the values 0.01, 0.02, 0.04, 0.08 and 0.16.
In the hierarchical setting we used 10 intermediate nodes
which submitted their data structures every 600 seconds to
the coordinator.

We measured the error for each experiment using the
mean absolute percentage error (MAPE), which is defined
as follows:

Tij—Tij

PIHAD

Np - Ny

Tij

MAPE =

where z;; denotes the true number of visit events at POI
¢ in query window j and Z;; denotes the number of events
returned from the exponential histogram. In the case of
zij = 0 we added a relative error of zero if our estimate
was correct (Z;; = 0) and a relative error of oo if j; # 0.
This latter case, however, did not occur. We performed all
experiments for the flat and hierarchical setting as well as
for the original and multiplied data set.



4.3 Results

Figure 3 shows the results for the flat and hierarchical
setting of the multiplied data set. The respective numbers
are provided in Tables 3 and 4. Note that we display only
the results for the multiplied data set because due to the
few visit events in the original data set the error was nearly
always zero there.

In general, the MAPE is very low, lying with one excep-
tion below 1%. For both the flat and hierarchical setting
two trends can be observed. First, the MAPE decreases
with smaller €. Second, the MAPE decreases with decreas-
ing size of the query window. The first effect is nearly linear
for all query windows and can be expected from the char-
acteristics of exponential histograms. The second is also
expected because the error guarantees are given on the size
of the sliding window, which was fixed to 86,400 seconds.
Accordingly, the error for smaller time intervals has to be
lower. However, the effect is linear to the logarithm of the
query window sizes, i.e. when increasing the query window,
the MAPE increases sublinearly.

When comparing the error between the flat and hierar-
chical setting, the merge operations result in only a small
increase in error.

query | €=0.01 | e=0.02 | e=0.04 | e=0.08 | £¢=0.16
wind.
30s TE-6% | 2E-5% | bHE-5% | 2E-4% | 3E-3%
600 s 2E-4% | 3E-3% 0.03% 0.18% 0.44%
1800 s 3E-3% 0.04% 0.12% 0.28% 0.54%
3600 s 0.02% 0.06% 0.15% 0.32% 0.59%
86400 s 0.06% 0.14% 0.28% 0.44% 0.79%

[ mem.[ 145 MB| 88 MB] 5.5 MB[ 3.4 MB | 2.5 MB |

Table 3: Mean absolute percentage error and mem-
ory usage for flat setting

query e=0.01 | e=0.02 | e=0.04 | e=0.08 | e=0.16
wind.
30 s S8E-6% 2E-5% 6E-5% 2E-4% 3E-3%
600 s 2E-3% 3E-3% 0.03% 0.18% 0.45%
1800 s 3E-3% 0.04% 0.12% 0.28% 0.64%
3600 s 0.02% 0.06% 0.15% 0.36% 0.75%
86400 s 0.07% 0.16% 0.32% 0.53% 1.03%

[ mem.[ 145 MB| 88 MB[ 5.5 MB[ 3.4 MB | 2.5 MB |

Table 4: Mean absolute percentage error and mem-
ory usage for hierarchical setting

In order to set the MAPE in perspective to the number
of visit events, Table 5 shows the average and maximum
number of visits per POI and query interval. The average is
hereby calculated once for all POI and time slots and once
only for those containing at least one event.

The memory usage of the exponential histogram at the
end of the observation period is depicted in the last line in
Tables 3 and 4. Assuming fixed 32-bit counters, it depends
only on ¢ and the maximum possible count N in the sliding
window of each POI, requiring O(%log N) space [1]. As
we maintain an exponential histogram for each POI, the
required memory depends also linearly on the number of
(distinct) visited POI which is, however, constant in our
experiments.

query | avg. events | avg. events | max. events
wind. >0
30 s 0.1 1.6 1,916
600 s 2.0 12.1 2,029
1,800 s 5.9 32.0 2,260
3,600 s 11.8 60.0 3,118
86,400 s 270.3 709.8 36,037

Table 5: Number of average and maximum events
per POI and query window in ground truth

4.4 Discussion

Our experiments show that the resultant error is very low.
For all settings of € the mean error (MAPE) is less than
1/10 of the maximum acceptable error. This is a very good
result. Especially we can be sure for small total number of
visits that the query results are always correct. For example,
setting € = 0.01 will result in no errors if less than 100 events
occur per POI. This is an important characteristic because
the visit frequency of POI is right-tailed, containing only
few POI with very high frequencies.

Further the experiments show that our setting scales hor-
izontally. By introducing a layer of 10 intermediate nodes,
the MAPE was on average 7.5% higher and at most 23%
higher than in the flat setting. Both numbers are consid-
erably below the maximum acceptable error as well as the
maximum relative error guaranteed for the join of exponen-
tial histograms.

Finally, to evaluate the memory usage, we can compare
the numbers to the following baseline scenario. Whenever
a visit event occurs, the POI identifier and timestamp are
stored at the coordinator using two 4 Byte integers. As our
sliding window covers only one day, we will assume that we
have to store 1/7 of the total visit events. For the origi-
nal 23,509 events this results in 0.026 MB. For the multi-
plied data set it results in 25.6 MB. The storage amount
for the original events using exponential histograms varied
between 0.54-4.7 MB. In this case we did not save on mem-
ory. However, using the more realistic multiplied data set
with exponential histogram sizes between 2.5-14.5 MB, our
experiments require only 9.7-56.6% of the baseline storage
space depending on the selected e.

When extrapolating to the envisioned setting of monitor-
ing 20 million persons generating each 210 events per day
on about 6,500,000 distinct POIs in Germany (including
the 6,000,000 distinct street segments), just storing the raw
event data would result in 31.3 GB memory consumption.
This is considerably above the 1.3-7.8 GB required by the
exponential histograms (by just taking into account that our
memory consumption increases linearly with the number of
distinct POIs).

Considering our entire approach including exponential his-
tograms and local evaluation, the storage reduction is even
much higher compared to a naive centralized setting where
the users submit a GPS position every second to some cen-
tral coordinator.

Also note that inserting into and querying an exponential
histogram almost takes constant time far below a microsec-
ond, which is much faster than searching an event database
of raw events.
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Figure 3: Mean average percentage error and memory usage for different maximum relative errors (¢) and
query window sizes; left: without intermediate nodes; right: hierarchy with 10 intermediate nodes

5. CONCLUSIONS

In this paper we propose a distributed system for the
large-scale online monitoring of poster performance indica-
tors based on the evaluation of mobility data. Our system
relies on the collection and local processing of mobility data
via smartphones and uses exponential histograms for the
efficient storage and querying of visit statistics in a sliding
window fashion. Our experiments on a multiplied real-world
data set with nearly 3,000 persons show that the usage of ex-
ponential histograms results in an average error of less than
1/10 of the maximum acceptable error while reducing the
storage space to an amount as small as 9.7% of the baseline
storage space.
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Abstract. We propose an approach to preserve privacy in an analytical processing within a
distributed setting, and tackle the problem of obtaining aggregated information about vehicle
traffic in a city from movement data collected by individual vehicles and shipped to a central
server. Movement data are sensitive because they may describe typical movement behaviors
and therefore be used for re-identification of individuals in a database. We provide a privacy-
preserving framework for movement data aggregation based on trajectory generalization in
a distributed environment. The proposed solution, based on the differential privacy model
and on sketching techniques for efficient data compression, provides a formal data protection
safeguard. Using real-life data, we demonstrate the effectiveness of our approach also in terms
of data utility preserved by the data transformation.

1 Introduction

The availability of low cost GPS devices enables collecting data about movements of people
and objects at a large scale. Understanding of the human mobility behavior in a city is impor-
tant for improving the use of city space and accessibility of various places and utilities and
managing the traffic network. Generalization and aggregation of individual movement data
can provide an overall description of traffic flows. Paper [3] proposes a method for general-
ization and aggregation of movement data that requires having all individual data in a central
station. This centralized setting entails two important problems: a) the amount of information
to be collected and processed may exceed the computational resources, and b) the raw data
describe the mobility behavior of the individuals with great detail enabling the inference of
very sensitive information related to the personal private sphere.

We address these problems and propose a privacy-preserving distributed computation frame-
work for the aggregation of movement data. We assume that on-board location devices in
vehicles continuously trace the positions of the vehicles and can periodically send derived in-
formation about their movements to a central station, which stores it. This information can be
used to compute a summary of the traffic conditions on the whole territory. To protect individ-
ual privacy, we propose a data transformation method based on the well-known differential
privacy model. We also propose and analyze some methods to reduce the amount of informa-
tion that each vehicle transmits to the central station that allow us to obtain a compressed data
representation. The central station, called coordinator, is able to reconstruct the compressed
and private movement data that, although transformed to guarantee privacy, preserve some
important properties of the original data making them useful for mobility analysis.

The remainder of the paper is organized as follows. Section 2 introduces background infor-
mation and definitions. Section 3 describes the system architecture and states the problem.
Section 4 presents our privacy-preserving solutions. In Section 5, we discuss how to compact
the communications. In Section 6, we briefly illustrate the behavior of the coordinator. Ex-
perimental results from applying our method to real-world data are presented and discussed
in Section 7. Section 8 discusses the related work and Section 9 concludes the paper.



2 Preliminaries

2.1 Movement Data Representation

Given a 2-D space territory R?, a trajectory is a sequence of pairs T = {(l1,t1),..., (s, t:)},
where #; (with i = 1...n) denotes a timestamp such that V<;<, #; < t;+1 and [; = (x;,y;) are
points in R2. Intuitively, each pair (I;,#;) indicates that the object is in the position [; = (x;,y;)
at time #;. In a time interval 7, each moving object can have multiple trajectories. We do not
require that each trajectory is complete, i.e., locations may be missing at some timestamps.
We assume that the territory R? is subdivided into cells C = {c1,¢25-.. ,c,,} which compose a
partition of the territory. During travel a user may move from one cell to another. We use g to
denote the function that applies the spatial generalization to a trajectory. Given a trajectory T’
this function generates the generalized trajectory g(7'), i.e. a sequence of moves with temporal
annotations, where a move is an pair (I, ;) indicating that the moving object moves from the
cell ¢; to the adjacent cell ¢j. Note that [, denotes the pair of spatial coordinates representing
the centroid of the cell ¢;; in other words I, = (x,,Y¢,). The temporal annotated move is
the quadruple (I,, /. lenle /.) where /., is the location of the origin, /. ; is the location of the
destination and the Ie;stc; are the time information associate to /., and lc,~ As a consequence,
we define a generalized trajectory as follows.

Definition 1 (Generalized Trajectory). Given a trajectory 7 = (I1,t1),..., (I, tn). Let C =
{c1,¢2,...,¢p} be the territory partition. A generalized version of T is a sequence of temporal
annotated moves Ty = {(l¢,,le, ,te; s 1ey) (leysleysterstes) o (Lepy sl s Tem 1 tep )} Withm <= n.

Now, we show how to construct frequency distribution vectors of generalized trajectories.
First, we define the function Move Frequency (MF) to compute how many times the move
appears in a generalized trajectory T, within a given time interval. More formally:

Definition 2 (Move Frequency). Let T, be a generalized trajectory and let (lc,.,lc,-) be a
move. Let T be a temporal interval. The move frequency function is defined as:

MF (Tg, (le;, lc;), ) = { e,y lej o tis ) € Tglti € TAL; € TY].

function can be easily extended for taking into consideration a set of generalized trajectories
79 . In this case, the information computed by the function represents the total number of
movements from the cell ¢; to the cell ¢; in a time interval in the set of trajectories.

For any move (I, I, ), the value of MF (T, (I, l,), T) can be any non-negative integer. This

Definition 3 (Global Move Frequency). Let 7% be a set of generalized trajectories and let
(lc,.,lcj) be a move. Let 7 be a time interval. The global move frequency function is defined

as: GMF (T 7 (le;,1e,),T) = Yyr,e 79 MF (Tg, (Ley e, ), ).

The number of movements between two cells computed by either the function MF or GMF
describes the amount of traffic flow between the two cells in a specific time interval. This
information can be represented by a frequency vector. To define the frequency vector, we first
define vector of moves.

Definition 4 (Vector of Moves). Let C = {c|,¢3,...,cp} be the set of the cells composing the
territory partition. The vector of moves M is a vector of size s = |{(c;, c;)|c; is ad jacent to c }|,
in which each element M[k] = (I, l,), where 1 < k <'s, is the move from the cell ¢; to the
adjacent cell c;.

Definition 5 (Frequency Vector). Let C = {c;,c,,...,cp} be the cells that compose the ter-
ritory partition and let M be its vector of moves. Given a set of generalized trajectories .7 in
a time interval 7, its frequency vector f is a vector of size s = |{(c;,c;)|c; is ad jacent to ¢}
in which each element f[k] = GMF (7Y M[k], 7).

>



2.2 Differential Privacy

Differential privacy implies that adding or deleting a single record does not significantly affect
the result of any analysis. Intuitively, differential privacy can be understood as follows. Let a
database D include a private data record d; about an individual i. By querying the database, it
is possible to obtain certain information I(D) about all data and information I(D-d;) about the
data without the record d;. The difference between I(D) and I(D-d;) may enable inferring some
private information about the individual i. Hence, it must be guaranteed that I(D) and I(D-d;)
do not significantly differ for any individual i. The formal definition [10] is the following.
Here the parameter, €, specifies the level of privacy guaranteed.

Definition 6 (e-differential privacy). A privacy mechanism A gives €-differential privacy if
for any dataset Dy and D» differing on at most one record, and for any possible output D'
of A we have PrlA(Dy) = D'] < ¢ x Pr[A(D,) = D'| where the probability is taken over the
randomness of A.

A fundamental concept of this model is the global sensitivity of a function mapping under-
lying datasets to (vectors of) reals.

Definition 7 (Global Sensitivity). For any function f : D — RY, the sensitivity of f is Af =
maxp, p,||f(D1) — f(D2)||1 for all Dy, D, differing in at most one record.

For the analysis whose outputs are real, a standard mechanism to achieve differential privacy
is to add Laplace noise to the true output of a function. Dwork et al. [10] propose the Laplace
mechanism which takes as inputs a dataset D, a function f, and the privacy parameter €. The
magnitude of the noise added conforms to a Laplace distribution with the probability density
function p(x|A) = ﬁe*"‘v’l, where A where A = Af/e.

Theorem 1. [10] For any function f : D — R? over an arbitrary domain D, the mechanism
AA(D) = f(D)+ Laplace(A f /€) gives e-differential privacy.

A relaxed version of differential privacy, named (g, §)-differential privacy [10], allows a little
privacy loss due to a variation in the output distribution for the privacy mechanism A.

Definition 8 ((&, §)-differential privacy). A privacy mechanism A gives (€, 8)-differential
privacy if for any dataset D\ and D, differing on at most one record, and for any possible
output D' of A we have Pr[A(D1) = D'] < ¢® x Pr[A(Dy) = D'] + 8 where the probability is
taken over the randomness of A.

Note that when 8 = 0, (&, §)-differential privacy is equivalent to e-differential privacy.

3 Problem Definition

System Architecture. We consider a system architecture as that one in described in [6].
In particular, we assume a distributed-computing environment comprising a collection of k
(trusted) remote sites (nodes) and a designated coordinator site. Each remote site exchanges
messages only with the coordinator, providing it with state information on its (locally ob-
served) streams. There is no communication between remote sites.

In our scenario, the coordinator is responsible for computing the aggregation of movement
data on a territory by combining the information received by each node. In order to obtain
the aggregation of the movement data in the centralized setting, we need to generalize all the
trajectories by using the cells of a partition of the territory. We assume that the partition of
the territory, is known by both all the nodes and the coordinator.



Formally, each remote node j € {1,...,k} (that represents a vehicle that moves in this terri-
tory) observes local update streams that incrementally render a distinct frequency distribution
vector fj over data elements; that is, fj [v] denotes the frequency of element v observed lo-
cally at remote node j. The coordinator for each computes the global frequency distribution
vector F = Zl}:l 1.

Privacy Model. In our setting, we assume that each node in our system is honest; in other
words we do not consider attacks at the node level. Instead, we take into consideration pos-
sible attacks from any intruder between the node and the coordinator (i.e., attacks during the
communications), and any intruder at coordinator site. We consider sensitive information as
any information from which the typical mobility behavior of a user may be inferred. This
information is considered sensitive for two main reasons: 1) typical movements can be used
to identify the drivers who drive specific vehicles even when a simple de-identification of the
individual in the system is applied; and 2) the places visited by a driver could identify specific
sensitive areas such as clinics, hospitals, the user’s home.

Unfortunately, releasing frequency of moves instead of raw trajectory data to the coordina-
tor is not privacy-preserving, as the intruder may still infer the sensitive typical movement
information of the driver. As an example, the attacker could learn the driver’s most frequent
move. Therefore, we need to find effective privacy mechanisms on the real count associate to
each move, in order to generate uncertainty. As a consequence, the goal of our framework is
to compute a distributed aggregation of movement data for a comprehensive exploration of
them while preserving privacy.

Definition 9 (Problem Definition). Given a set of cells C = {c;,...,c,} and a set V =
{V1,...Vi} of vehicles, the privacy-preserving distributed movement data aggregation prob-
lem (DMAP) consists in computing, in a specific time interval 7 the f5,,,p(V) = [f1, f2,- .., fs],
where each f; = GMF (7% M[i],t) and s = |{(c;,c;)|c; is ad jacent to c;}|, while preserving
privacy. Here, 7% is the set of generalized trajectories related to the k vehicles V in the time
interval 7 and M is the vector of moves defined on the set of cells C.

In this paper, we propose two different privacy-preserving solutions, based on the differential
privacy model, to address the above problem. This privacy model is a strong and independent
on the background knowledge of an adversary.

4 Privacy-preserving Node Computation

We assume that each node represents a vehicle that moves in a specific territory. Each vehicle
in a given time interval observes sequences of spatio-temporal points (trajectories) and com-
putes the corresponding frequency vector that is to be sent to the coordinator. Before sending
the frequency vector each node applies a transformation for guaranteeing privacy and then
transformation to reduce the amount of information if necessary (Section 5).

4.1 Frequency Vector Construction

Trajectory Generalization. Given a specific division of the territory, a trajectory is gener-
alized in the following way. We apply place-based division of the trajectory into segments.
The area c; containing its first point /; is found. Then, the second and following points of the
trajectory are checked for being inside ¢ until finding a point /; not contained in c;. For this
point /;, the containing area c; is found. The trajectory segment from the first point to the i-th
point is represented by the vector (c1,¢2). Then, the procedure is repeated: the points starting
from /;; 1 are checked for containment in ¢ until finding a point /; outside ¢, the area c3
containing [, is found, and so forth up to the last point of the trajectory.



There may be also a case when all points of a trajectory are contained in one and the same
area c1. Then, the whole trajectory is represented by the sequence {c; }. Since, globally we
want to compute aggregation of moves we discard this kind of trajectories.
Move Vector Computation. After the generalization of a trajectory, the node computes the
Move Frequency function for each move (I, ;) in that trajectory and updates its frequency
vector fY/ associated to the current time interval 7. Intuitively, the vehicle populates the fre-
quency vector fVi according the generalized trajectory observed. So, at the end of the time
interval 7 the element fVi[i] contains the number of times that the vehicle V; moved from m
to n in that time interval, if M[i] = (m,n).

4.2 How to Achieve Privacy

As discussed above, if a node sends the original frequency vector without any data transforma-
tion to the coordinator, the intruder may still be able to infer the sensitive typical movements
of the vehicle represented by the node. An attacker could also infer if during a trip a user went
from a location a to a location b and how many times. The questions are, how can we hide
the event that the user moved from a location “a” to a location “b” during the time interval
T2 And how can we hide the real count of a move in that time window? To answer these
questions, we propose two solutions based on a rigorous privacy model named e-differential
privacy (Section 2.2). Each solution provides a different balance between privacy and data
utility. The key point of this model is the definition of the sensitivity. Given a move (a,b) its
sensitivity is straightforward: releasing its frequency have sensitivity 1 as adding or removing
a single flow can affect its frequency by at most 1. Given the sensitivity of the count of a move
we can define a differential private mechanism in various ways. In the following, we present
the two solutions.

UniversalNoise Approach. Our first approach, named UniversalNoise, is based on the classic
e-differential privacy model. In particular, at the end of the time interval 7, before sending the
frequency vector to the coordinator, each node adds the Laplace noise Lap(% ), where A f is
fixed to 1, to each element in the frequency vector the value in that position of the vector. At
the end of this step the node transforms £V into fVi.

Privacy Analysis. We can show that the privacy transformation presented just now satisfies
e-differential privacy.

Theorem 2. Given the total privacy budget €, for each frequency value x, UniversalNoise
approach ensures €-differential privacy.

The correctness of Theorem 2 is straightforward due to how the noise is added according to
the Laplace mechanism [10].

BoundedNoise Approach. Differential privacy in some specific contexts could lead to the
destruction of the data utility because of the added noise that, although with small probability,
can reach values of arbitrary magnitude. Moreover, adding noise drawn from the Laplace
distribution could generate negative values for the flow in a move and negative flows does not
make sense. To prevent this two problems, that characterize the UniversalNoise approach,
we propose an approach called BoundedNoise that draws the noise from a cutting version of
the Laplace distribution. In particular, for each value x of the vector fV/ we draw the noise
from Lap(é) bounding the noise value to the interval [—x,x]. In other words, if we have the
original flow fYi[i] = x in the perturbed version we obtain a flow value in the interval [0, 2x].
The use of a truncated version of the Laplace distribution can lead to privacy leaks and in the
following we show that our privacy mechanism satisfies (€, 8)-differential privacy, where &
represents this privacy loss.

Privacy Analysis. As pointed out in [12] differential privacy must be applied with caution.
The privacy protection provided by differential privacy relates to the data generating mech-
anism and deterministic aggregate level background knowledge. We observe that bounding



the Laplace noise will lead to some privacy leakage on some values. For instance, from the
noisy frequency values that are large, the attacker can infer that these values should not be
transformed from small ones. To analyze the privacy leakage of our bound-noise approach,
we first explain the concept of statistical distance. Statistical distance is defined in [4]. For-
mally, given two distributions X and Y, the statistical distance between X and Y over a set U
is defined as [d(X,Y) = maxscy (Pr[X € S]—Pr]Y € §)).

Lemma 1. [4] Given two probabilistic functions F and G with the same input domain,
where F is (g, 61)-differentially private. If for all possible inputs x we have that the sta-
tistical distance on the output distributions of F and G is: [d(F (x),G(x)) < &, then G is
(&,81 + (ef + 1)6,)-differentially private.

Let F and F’ be the frequency distribution before and after adding Laplace noise. We can
show that the statistical distance between F and F’ can be bounded as follows:

Lemma 2. [4] Given an (&,0)-differentially private function F with F(x) = f(x) + R for
a deterministic function f and a random variable R. Then for all x, the statistical distance
between F and its throughput-respecting variant F' with the bound b on R is at most

d(F(x)—F'(x)) < Pr[|R| > b].
[4] has the following lemma to bound the probability Pr[|R| > b).

Lemma 3. [4] Given a function F with F(x) = f(x) + Lap(% ) for a deterministic function
[, the probability that the Laplacian noise Lap(%) applied to f is larger than b is bounded
by: Pr(Lap(4L) > b) < 2407,

be?

We stress that in our approach, the bound b of each frequency value x is not fixed. Indeed, b =
x. Therefore, each frequency value x has different amounts of privacy leakage. Our approach
thus achieves different degree of (&, §)-differentially privacy guarantee on each frequency
value x. Theorem 3 shows more details.

Theorem 3. Given the total privacy budget &€, for each frequency value x, BoundedNoise
approach ensures (€, (e + l)ﬁ)—diﬁ‘erential privacy.

The correctness of Theorem 3 derives from Lemma 1 and Lemma 3.

5 How to Achieve Compact Communications

In a distributed system an important issue to be considered is the amount of data to be commu-
nicated. In fact, real life systems usually involve thousands vehicles (nodes) that are located
in any place of the territory. Each vehicle has to transmit to the coordinator the information
contained in its frequency vector that has a size depending on the number of cells that rep-
resent the partitions of the territory. The number of cells in a territory can be very huge and
this can make large frequency vectors. As an example, in the dataset of real-life trajectories
used in our experiments, there are approximately 4,200 vehicles and we use a territory tessel-
lation of about 2,400 cells. So, considering as possible moves only pairs of adjacent cells we
obtain frequency vectors containing about 15,900 positions (moves). These considerations
make the optimization of communicated information necessary. To address this problem it is
possible to compress the transmitted data by sketching algorithms [7]. Here, we propose the
application of AGMS, Count-Min and Count sketch algorithms. These algorithms map a fre-
quency vector f onto a more compressed vector. The size of the sketched vectors depends on



two parameters: @ indicating the accuracy (i.e. the approximation error), while the parameter
¥ representing the probability of exceeding the accuracy bounds.

The AGMS sketch consists of an array C of r counters and a four-wise independent hash
function g;, which maps the items uniformly onto {—1,+1}. The sketch is built as follows:
Vj, 1< j<|Cl,Clj] = XM, fli] * g;[i]. AGMS sketch was designed to estimate (self-)join
and only few works use this kind of sketches to estimate the single items. Aggarwal and Yu
in [2] explain how to estimate any original vector component. Let Ef = C[j] * g;[j] be the
sketch derivative. For the estimation of the k-th component we compute |C| values of EX (one
for each component of the sketch) and then we compute the mean of these EX. Therefore the
estimation for f[k] is f[k] = E[E¥]. Setting r = O( é log %,) ensures that the estimation of f[k]
has error at most otn with probability at least 1 — 7.

The Count-Min sketch consists of an array C of d X w counters and for each of d rows a
pairwise independent hash functions /;, that maps items onto [w]. Each item is mapped onto
d entries in the array, by adding to the previous value the new item. Given a sketch repre-
sentation of a vector we can estimate the original value of each component of the vector by
the following function f[i] = min < j<4Clj,h;(i)]; this kind of estimation makes Count-Min
sketch suitable for compressing non-negative values, while does not work well in case of
presence of negative values. The estimation of each component j is affected by an error, but
it is showed that the overestimate is less than n/w, where n is the number of components. So,
setting d = log%, and w = O(é) ensures that the estimation of f[i] has error at most an with
probability at least 1 — 7.

The Count sketch consists of an array C of d x w counters. For each of d rows, there are two
hash functions: /; that maps items, that our case are moves, onto one of the elements of the
Jj —throw, and g; that maps each item onto {—1, 1}. For each item i, it will be mapped onto
d entries in the array by adding the value f[i] X g;(i) on the entry C[j,h;(i)] in row j, for
1 < j <d. Given a sketch representation of a vector we can estimate the original value of
each component of the vector by the following function f[i] = median < j<qg;(i)C[j,h;(i))-
Setting d = log L and w = log(%) this sketch ensures that the estimation of f[i] has error at
most an with probability at least 1 — 7.

Adding this data summarization step before transmitting the vector to the coordinator does
not change the privacy guarantee provided by the above methods. This is due to the fact that
the sketching functions only access a differentially private frequency vector, not the underly-
ing database. As proven by Hay et al. [11], a post-processing of differentially private results
remains differentially private. On the other hand, the application of sketching algorithms has
an impact on the data utility because the estimation of each component is an approximation.
Sometimes, in the case of very sparse frequency vectors could be more convenient to avoid
the sketching algorithm and to send to the coordinator only the components with non-zero val-
ues. In this case the node has to transmit for each non-zero component the pair (index, value),
where index denotes the position of the vector to be updated and value denotes the corre-
sponding frequency. The problem is to understand when it is better sketching the vector and
when sending the list of non-zero component. In our experiments on real data we found that
the data quality becomes unacceptable with a sketch vector with size less than 1500. This
means that the use of the sketches is more convenient when the number of non-zero values is
more than 750, considering that for sending the list of pairs (index,value) we need at least 2
integers for each pair. In Section 7 show the impact on data utility of each kind of sketching
algorithm presented above.

6 Coordinator Computation

The computation of the coordinator is composed of two main phases: 1) computation of the
set of moves and 2) computation of the aggregation of global movements.



Move Vector Computation. The coordinator in an initial setting phase has to send to the
nodes the vector of moves (Definition 4). The computation of this vector depends on the set
of cells that represent the partition of the territory. This partition can be a simple grid or
a more sophisticated territory subdivision such as the Voronoi tessellation. The sharing of
vector of moves is a requirement of the whole process because each node has to use the same
data structure for allowing the coordinator the correct computation of the global flows.
Global Flow Computation. The coordinator has to compute the global vector that corre-
sponds to the global aggregation of movement data in a given time interval T by composing
all the local frequency vectors. As explained in Section 5, the coordinator can receive from
the node the information about its frequency vector in two different ways. If it receives the
sketch vector sk(f¥/) then it reconstructs each frequency vector from the sketch vector, by
using the estimation function related to the kind of sketch (see Section 5). Finally, the coordi-
nator computes the global frequency vector by summing the estimate vectors component by
component. Clearly the estimate global vector is an approximated version of the global vector
obtained by summing the local frequency vectors after the only privacy transformation. While
if the coordinator receives from the node the list of non-zero components in the form of list of
pairs (index,value), then it simply updates the position index of the global frequency vector
by adding to the frequency value to the current value. In this case the global vector is only
affected by the transformation due to the privacy; in other words any other approximation is
introduced in the data.

7 Experiments

Dataset and Space Tessellation. For our experiments we used a large dataset of GPS ve-
hicles traces, collected in a period from 1st May to 31st May 2011. In our simulation, the
coordinator collects the Frequency Vectors (FV) from all the vehicles to determine the Global
Frequency Vector (GFV), i.e. the sum all the trajectories crossing any link, at the end of each
day, so we defined a series of time intervals 7;, where each 7; spans over a single day. In the
following we show the resulting GFV for the 25th May 2011, but similar accuracy is observed
also for the other days. The GPS traces were collected in the geographical areas around Pisa,
in central Italy, and it counts for around 4,200 vehicles, generating around 15,700 trips.

The generalization and aggregation of movement data is based on space partitioning. Our
method for territory partitioning extends the data-driven method suggested in [3]. In particu-
lar, we allow that dense point clusters can be subdivided into smaller ones, so that the sizes
of the resulting Voronoi polygons depends on the point density (large polygons in data-sparse
areas and small polygons in data-dense areas).

] 14 size a v Col.(w) Rows(d) wxd o v Col.(w) Rows(d) wxd
AGMS);  0.0447 0.1 1,000 CM;;,  0.004 0.1 500 2 1,000 Cix 0.0447 0.1 500 2 1,000
AGMS) 5, 0.0447 005 1500 |CM;s; 0.004 0.05 500 3 1,500 |Csc 0.0447 005 500 3 1,500
IAGMS3;  0.03162  0.05 3,000 CM3;,  0.002 0.05 1,000 3 3,000 Cy 0.03162 0.05 1,000 3 3,000
IAGMSs;  0.03162  0.01 5,000 CMs;  0.0008 0.1 2,500 2 5,000 Cs;  0.03162 0.01 1,000 5 5,000
AGM S0 0.03162 0.00005 10,000 CMo; 0.0008 0.02 2,500 4 10,000 Cior 0.03162 0.00005 1,000 10 10,000

(a) AGMS sketch (b) Count-Min Sketch (c) Count Sketch
Table 1. Sketch sizes for different values of & and 7y.

Utility Evaluation. The GFV represents the flow values for each link of the spatial tessella-
tion. Each FV received from the vehicles is perturbed by means of a privacy transformation
and a possible sketch summarization These two transformations are regulated by two set of
parameters: € for the differential privacy transformation, and o and 7 for the sketch summa-
rization. When € tends to 1 very little perturbation is introduced and this yields a low privacy
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Fig. 1. Cumulative Distribution and PCC distribution of fp/ and fpz after Privacy Transformation.

protection. On the contrary, better privacy guarantees are obtained when € tends to zero. The
two parameters ¢ and 7y regulate the compression of the FV to be sent to the coordinator.
Table 1 shows how the choice of these two parameters influences the final size of the FV. For
example, using Count-Min sketching algorithm with @ = 0.004 and y = 0.1 the original FV
of 16k entries is reduced to a vector of 1k cells.
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Fig. 2. PCC of fpl (left) and fpz (right) after the various Sketch Transformation.

Since the two transformations operate on the entries of the FV, and hence on the flows, we
study two measures: (1) the flow per link (fpl), i.e. the directed volume of traffic between two
adjacent zones; (2) the flow per zone (fpz), i.e. the sum of the incoming and outgoing flows
in a zone. In the following we first analyze the data utility preserved after the application of
the UniversalNoise and BoundedNoise approaches and then, we also present some empirical
results on the impact of different sketching algorithms on the data utility. To this end we
compare the cumulative distributions of the above measures before and after the perturbation
and we study the flow correlations by using the well-know Pearson Correlation Coefficient
(PCC). Finally, we also show how the private data enable some mobility visual analysis.



The plots in the first column of Figure 1 show the resulting cumulative distributions of dif-
ferent fpl and fpz before and after the privacy transformation UniversalNoise with different €
values; while in the second column, we show the impact of the BoundedNoise method on the
same distributions. We can observe that the BoundedNoise approach it is better in terms of
data utility as expected from the theoretical results. These results are also confirmed by the
third column, where we depict the distribution of the PCC for fpl and fpz when one of the
privacy approaches is applied to the original data by varying €.

The application of one of the sketching algorithms tends to introduce additional perturba-
tion to the private data. We studied the impact of this perturbation starting from the data
transformed by both UniversalNoise and BoundedNoise. In the following we only discuss the
results obtained when we apply the sketch-based transformations to the data obtained by the
second approach because the UniversalNoise leads to a data with an unreasonable quality that
can be only makes worst with an additional transformation.
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Fig. 3. Correlation between original fpz and transformed ones with BoundedNoise with € = 0.01 and various
sketching transformations.

In Figure 2 we show how the PCC of fpl and fpz changes by varying the type of sketching
algorithm and the sketch size. Clearly, increasing the size of a sketch we can observe a better
correlation due to a more accurate reconstruction of the private flows. The figure depicts the
results obtained starting from private data perturbed by BoundedNoise with € = 0.01, that
is the setting that provides the best privacy. The general result obtained from the analysis
of the different sketches is that AGMS algorithm is that with worst performance in terms of
data utility and this is clear by analyzing the PCC values in Figure 2. For a more exhaustive
analysis of this aspect we also show the scatter plots in Figure 3 that highlight the correlation
between each single fpz value and its transformed version. From the first plot we can see
that the data utility for AGMS already becomes unacceptable when we use a sketch size of
Sk cells. In general, Count and Count-Min present good results in terms of PCC even with
low sizes. From the results obtained we can argue that the correlation for Count is good until
sketch size of 3k cells and for Count-Min we can also use a size of 1.5K cells. This is also
highlighted in the remaining plots in Figure 3.

Qualitatively, Figures 4 (on the left) show a visually comparison of each Sketch summariza-
tion with the original flows. Each flow is draw with arrows with thickness proportional to the
volume of trajectories observed on a link. From the figure it is evident how the relevant flows
are preserved in all the transformed GFV, revealing the major highways and urban centers.
Similarly, the flow per zone is also preserved, as it is shown in Figure 4 (on the right), where
the flow per each cell is rendered with a circle of radius proportional to the difference from the
median value of each GFV. The maps allow us to recognize the dense areas (red circles, above
the median) separated by sparse areas (blu circle below the median). The high density traffic
zones follow the highways and the major city centers along their routes. The comparisons



Fig. 4. Traffic and density analysis: comparison between original data and transformed data with both Bound-
edNoise approach with € = 0.01 and sketch transformation CM, s

proposed above give the intuition that, while the transformations protect individual sensitive
information, the utility of data is preserved.

8 Related Work

The existing methods of privacy-preserving publishing of trajectories can be categorized
into two classes: (1) generalization/suppression based data perturbation, and (2) differen-
tial privacy. The first category contains some recent works on privacy-preserving publishing
of spatio-temporal moving points by using the generalization/suppression techniques [1, 17,
14]. Here, the mostly widely used privacy model is k-anonymity [16], which requires that an
individual should not be identifiable from a group of size smaller than k. A general problem
of these k-anonymity based privacy preserving techniques is that these techniques assume
a certain level of background knowledge of the attackers, which may not be available to
the data owner in practice. The recently proposed concept of differential privacy (DP) [10]
addresses the above issue. The most popular mechanisms to achieve differential privacy is
the Laplace mechanism that supports queries whose outputs are numerical [10]; it has been
widely adopted in many existing work for various data applications (see for example [8, 11]).
Regarding publishing differentially private spatial data, Chen et al. [S] propose to release a
prefix tree of trajectories with injected Laplace noise. Each node in the prefix tree contains a
doublet in the form of < tr(v),c(v) >, where rr(v) is the set of trajectories of the prefix v, and
¢(v) is a version of |¢r(v)| with Laplace noise. Compared with our work, the prefix tree in [5]
is data-dependent, while our frequency vector is data-independent. Cormode et al. present a
solution to publish differentially private spatial index (e.g., quadtrees and kd-trees) to provide
a private description of the data distribution [8]. The spatial index only stores the count of a
specific spatial decomposition. It does not store the movement information (e.g., how many
individuals move from location i to location j) as in our work. In another paper, Cormode et
al. [9] proposes to publish a contingency table of trajectory data. The contingency table can
be indexed by specific locations so that each cell in the table contains the number of people
who commute from the given source to the given destination. The contingency table is very
similar to our frequency vector structure.

There are some work on publishing time-series data with differential privacy guarantee [13,
15]. Since we only consider spatial data, these work are complement to our work.

9 Conclusion

In this paper, we have studied the problem of computing movement data aggregation based on
trajectory generalization in a distributed system while preserving privacy. We have proposed
two solutions based on the well-known notion of differential privacy that provides very nice
data protection guarantees. The two solutions provide a different trade-off between privacy



and data quality. In particular, in our framework each vehicle, before sending the information
about its movements within a time interval, applies to the data a transformation for achieving
privacy and then, creates a summarization of the private data (by using a sketching algorithm
when is convenient) for reducing the amount of information to be communicated. The results
obtained in our experiments highlighted the different data utility of the proposed approaches
and show how some important properties of the original data are preserved allowing the ana-
lyst to use them for important mobility data analysis.

Future investigations could be directed to explore other methods for achieving differential
privacy; as an example, it would be interesting to understand the impact of the use of the
geometric mechanism instead of the Laplace one for achieving differential privacy.
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Distributed Geometric Query Monitoring using Prediction Models

1. INTRODUCTION

A wide variety of modern applications relies on the continuous processing of vast amounts of ar-
riving data in order to support decision making procedures in real time. Examples include network
administration, stock market analysis, environmental, surveillance and other application scenarios.
These settings are, more often than not, inherently distributed in nature. For instance, consider the
case of a network operation center where data is produced by hundreds or thousands of routers [Cor-
mode and Garofalakis 2005; Cormode et al. 2005; Cormode and Garofalakis 2008] or the case of
environmental as well as control applications where wireless sensor network adoption has become
of great importance [Madden et al. 2005].

Due to the distributed nature of data production in the aforementioned scenarios, the major chal-
lenge confronted by algorithms dealing with their manipulation is to reduce communication [Cor-
mode and Garofalakis 2005; Cormode et al. 2005; Cormode and Garofalakis 2008; Sharfman et al.
2006; 2007b; 2008; Das et al. 2004]. This happens because the central collection of data is not fea-
sible in large-scale applications. Furthermore, in the case of sensor network deployments, central
data accumulation results in depleting the power supply of individual sensors reducing the network
lifetime [Madden et al. 2005].

An important query type that is of the essence in the aforementioned fields regards the monitor-
ing of a trigger condition defined upon the range of values a function of interest receives [Sharfman
et al. 2006; 2007b; 2008; Huang et al. 2006; Jain et al. 2004; Keralapura et al. 2006; Huang et al.
2007]. For instance, in order to perform spam detection on a number of dispersed mail servers, algo-
rithms base their decisions on whether the value of the information gain function globally exceeds a
given threshold [Sharfman et al. 2007b]. Moreover, in the example of the network operation center,
Denial-of-Service attacks are detected by attempting to pinpoint strangely high (based on a given
threshold) number of distinct source addresses routing packets across various destinations within
the network [Das et al. 2004].

Recently, the work in [Sharfman et al. 2006; 2007b] has introduced a generic paradigm for mon-
itoring general (non-linear) functions defined over the average of local vectors maintained at dis-
tributed sites. Their proposed geometric approach essentially monitors the area of the input domain
where the average vector may lie, rather than monitoring the function’s value itself. The monitor-
ing is performed in a distributed manner, by assigning each node a monitoring zone, expressed as
a hypersphere, which is nothing more than a subset of the input domain where the average vector
may lie. Communication is shown to be necessary only if at least one site considers it likely that the
condition of the monitored function may have changed since the last communication between the
sites.

In this work, we examine the potentials of a simple (yet powerful), easy to locally maintain ap-
proach in order to further reduce transmissions towards the central source. In particular, we foster
prediction models so as to describe the evolution of local streams. The adoption of prediction models
has already been proven beneficial in terms of bandwidth preservation [Cormode and Garofalakis
2005; Cormode et al. 2005; Cormode and Garofalakis 2008] in distributed settings. Initially, we
extend the geometric monitoring framework of [Sharfman et al. 2006; 2007b] and illustrate how it
can incorporate predictors, in order to forecast the evolution of local data vectors of sites. We ex-
hibit the way the geometric monitoring framework is modified to encompass constructed predictors
and identify the peculiarities occurred upon predictors’ adoption. In contrast to the findings of prior
works [Cormode and Garofalakis 2005; Cormode et al. 2005; Cormode and Garofalakis 2008], we
prove that the mere utilization of local predictions is hardly adequate to guarantee communication
preservation even when predictors are quite capable of describing local stream distributions. We
then proceed by establishing a theoretically solid monitoring framework that incorporates condi-
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tions managing to guarantee fewer contacts with the central source. Eventually, we develop a num-
ber of mechanisms, along with extensive speculative analysis, that relax the previously introduced
framework, base their function on simpler criteria, and in practice yield significant transmission
reduction. Our main contributions are:

e We introduce the adoption of prediction models in the setting of tracking general, non-linear
functions utilizing the geometric approach [Sharfman et al. 2006; 2007b]. We exhibit the way
prediction models can be locally adopted by sites and we show the characteristics they attribute
to the geometric approach. We then illustrate that the initial geometric monitoring framework
of [Sharfman et al. 2006; 2007b] is a special case of our, more general, prediction-based geo-
metric monitoring framework.

e We point out the failure of conventional notions of good predictors to be applied in this setting
and manage to establish a solid theoretic framework consisting of sufficient conditions that do
render prediction models capable of guaranteeing reduced bandwidth consumption.

e We expose a number of novel tracking mechanisms relaxing the previously (hard to verify in
a distributed manner) identified sufficient conditions. Using the simplest possible primitives
regarding prediction models’ behavior, we thoroughly study a number of simplified alternative
tracking techniques, possessing the potentials for communication preservation.

e We present a probabilistic analysis on the expected performance of our simplified alternative
tracking mechanisms. This analysis describes an ideal case where continuous knowledge of
global statistics is available. As in practice that type of statistics requires constant central data
collection, we then use the extracted intuition to propose empirical decision making procedures
with respect to the best (i.e., the one that protracts central data collection) alternative choice.

e We look into extensions of our techniques for approximate function monitoring scenarios as the
core of more generic query answering procedures. We come up with problem transformations
which render accurate predictors sufficient to reduce bandwidth consumption. In our study, we
introduce novel monitoring techniques tailored for the new setup and accordingly compare their
function with the rest of the alternative schemes previously developed in our work.

o We present an extensive experimental analysis using a variety of real data sets, parameters and
functions of interest. Our evaluation shows that our approaches can provide significant commu-
nication load reduction with savings ranging from 2 times and in some cases reaching 3 orders
of magnitude compared to the transmission cost of the original bounding algorithm.

This paper proceeds as follows. In the next section we present related work. In Section 3 we
formally present the geometric monitoring framework and we exhibit exemplary prediction models
useful for the applications we consider. Section 4 explains the motivation for predictors’ adoption
and shows how prediction models can be incorporated within the geometric monitoring framework,
pointing out how conventional notions of “good” predictors fail to adapt in the current setting.
Section 5 presents solid theoretic frameworks that manage to dictate the sufficient conditions for
prediction models adoption with provable communication reduction. In Section 6, based on relaxed
versions of the previously identified conditions, we propose practical alternatives built upon as sim-
ple as possible assumptions on the ability of prediction models to describe incoming data distri-
butions while Section 7 describes decision making procedures for choosing amongst those alterna-
tives. Section 8 explains how our techniques can be adapted to efficiently support prediction-based
approximate query answering procedures. Our experimental analysis is incorporated in Section 9.
Eventually, Section 10 includes concluding remarks.

2. RELATED WORK

Recently, substantial efforts have been devoted on tracking and querying distributed data
streams [Cormode and Garofalakis 2007]. The geometric monitoring framework which is lever-
aged by our approaches was introduced in [Sharfman et al. 2006; 2007b] and was later enhanced
in [Sharfman et al. 2008]. The optimizations proposed in [Sharfman et al. 2008] are orthogonal to
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our approaches, but note that the techniques of [Sharfman et al. 2008] either require data to conform
with a multivariate normal distribution or entail a number of solutions to a series of optimization
problems that may increase the computational load. The latter renders their adoption unaffordable
in resource constraint environments such as [Sharfman et al. 2007a; Burdakis and Deligiannakis
2012]. On the contrary, our approaches are based on simple predictors’ adoption that remain adapt-
able to changing data distributions and are easy to maintain even when resource constraints exist.
In other work related to the geometric monitoring approach, [Sharfman et al. 2007a] discusses an
application of the framework of [Sharfman et al. 2006; 2007b] to clustered sensor network set-
tings, while [Burdakis and Deligiannakis 2012] shows how the tracking scheme can be utilized so
as to detect outliers produced by motes. The recent work of [Sagy et al. 2010] adopts the geomet-
ric approach and proposes a tentative bound algorithm to monitor threshold queries in distributed
databases (rather than distributed data streams) for functions with bounded deviation.

Prediction models in the context of distributed data streams have already been fostered in pre-
vious work to monitor one-dimensional quantiles [Cormode et al. 2005] and randomized sketch
summaries [Cormode and Garofalakis 2008]. Their adoption has been proven beneficial in terms
of reducing the communication burden. Contrary to previous approaches our focus is on the bene-
fits they can provide in the context of the geometric monitoring framework for tracking non-linear
threshold functions.

In related work regarding distributed trigger monitoring, [Keralapura et al. 2006] provides a
framework for monitoring thresholded counts over distributed data streams, while [Jain et al. 2004]
designs techniques that decompose the problem of detecting when the sum of a distributed set of
variables exceeds a given threshold. Based on [Jain et al. 2004] anomaly detection techniques are
studied in [Huang et al. 2006] and [Huang et al. 2007]. The recent work of [Cormode et al. 2011]
provides upper and lower communication bounds for approximate monitoring of thresholded F),
moments, with p =0,1,2.

Other works focus on tracking specific types of functions over distributed data streams. The work
of [Olston et al. 2003] considers simple aggregation queries over multiple sources, while [Babcock
and Olston 2003] focuses on monitoring top-k values. Furthermore, [Das et al. 2004] monitors set-
expression cardinalities in a distributed system using a scheme for charging local changes against
single site’s error tolerance. [ Yi and Zhang 2009] considers the problem of tracking heavy hitters and
quantiles in a distributed manner establishing optimal algorithms to accomplish the task. Eventu-
ally, [Cormode et al. 2007] studies the problem of clustering distributed data streams, while [Zhang
et al. 2008] generalizes the previous approach to hierarchical environments.

In the conference version of this paper [Anonymous ], we presented the initial framework
for monitoring non-linear functions using prediction models. In this work we build on the work
of [Anonymous ] mainly by extending this framework to perform approximate query answering
(Section 8). We also enhance the discussion on the selection of the model to use at each time by
adding a theoretical viewpoint on this process (Section 7.1). We further manage to elaborate on
the proofs of Corollary 6.3 and Proposition 6.4. Finally, the experimental evaluation in Section 9.4
validates the usability of our newly proposed techniques in approximate query answering scenarios.

3. PRELIMINARIES

In this section we first provide helpful background work related to function monitoring using the
geometric approach. We then describe local stream predictors, which have been utilized in past
work. The notation used in this paper appears in Table I.

3.1. The Geometric Monitoring Framework

As in previous works [Cormode et al. 2005; Sharfman et al. 2007b; Cormode and Garofalakis 2005;
2008; Sharfman et al. 2008], we assume a distributed, two-tiered setting, where data arrives con-
tinuously at n geographically dispersed sites. At the top tier, a central coordinator exists that is
capable of communicating with every site, while pairwise site communication is only allowed via
the coordinating source.
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Table I. Notation used

[ Symbol [| Description

n The number of sites

Si The i-th site

ts Timestamp of the last synchronization

n n
v(t) Global measurements vector at time # (' Y, wivi(t)/ ¥ wi)
i=1 i=
e(t) Estimate vector at time ¢ (equal to v(z,))
n n
er(r) The predicted estimate vector ( ¥ wiv? (t)/ ¥ wy)
i=1 i=1

vi(t) Local measurements vector at S; at time ¢

w; Number of data points at S;
u;(t) Drift vector (equals to e(t) +v;(t) — vi(ts))
V(1) Local predictor of S; at time ¢
u? (1) Prediction deviation vector (e? () +v;(t) — v/ (1))
Bl Local constraint (ball) centered at ¢ with radius || ||

D, Radius of maximum sphere (ball), centered at e, that can be

inscribed without violating the threshold surface
D.p Radius of maximum sphere (ball), centered at e”, that can be
inscribed without violating the threshold surface

Each site S;, i € [1..n] participating at the bottom tier receives updates on its local stream and

maintains a d-dimensional local measurements vector v;(r). The global measurements vector v(t)
£ wivi(t)

at any given timestamp 7, is calculated as the weighted average of v;(¢) vectors, v(t) = =L——,

Y owi

i=1
where w; > 0 refers to the weight associated with a site. Usually, w; corresponds to the number of
data points received by S; [Sharfman et al. 2006]. Our aim is to continuously monitor whether the
value of a function f(v(r)), defined upon v(¢), lies above/below a given threshold 7. We use the
term threshold surface to denote the area of the input domain where f(v(r)) =T.

During the monitoring task using the geometric approach [Sharfman et al. 2006; 2007b], the
coordinator may request that all sites transmit their local measurements vectors and subsequently
calculates v(¢), performs the required check on f(v(z)), and transmits the v(z) vector to all sites.
The previous process is referred to as a synchronization step. Let v;(z;) denote the local measure-
ments vector that §; communicated during the last synchronization process at time f,. The global
measurements vector computed during a synchronization step is denoted as the estimate vector e,

n n
where e = Y wiv;(ts)/ ¥ wi.
=1 i=1

After a synchronization, sites keep up receiving updates of their local streams and accordingly
maintain their v;(r) vectors. At any given timestamp, each site S; individually computes v; () — v;(z;)
and the local drift vector u;(t) = e+ (v;(t) —v;(ty)). Since

i=

¥ wivil) i wi(vi(t) —vi(ts)) i witt;(t)
V(t) _ i=1 —e+ i=1 =1

v() constitutes a convex combination of the drift vectors. Consequently, v(r) will always lie in the
convex hull formed by the u;(¢) vectors: v(¢t) € Conv (u(t), ..., uy(r)), as depicted in Figure 1.
Please note that each site can compute the last known value of the monitored function as f(e) and
can, thus, determine whether this value lies above/below the threshold 7. Since v(¢) € Conv (u;(t),
..+, Uy (1)), if the value of the monitored function in the entire convex hull lies in the same direction
(above/below the threshold T') as f(e), then it is guaranteed that f(v(r)) will lie in that side. In this
case, the function will certainly not have crossed the threshold surface. The key question is: “how
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Fig. 1. Demonstration of the geometric framework rationale. Conv (uy, ..., uy) is depicted in gray, while the actual position
of e and the current v(¢) are shown as well. Black spheres refer to the local constraints constructed by sites to assess possible
threshold crossing. v(¢) is guaranteed to lie within the union of these locally constructed spheres. Since none of the spheres
crosses the threshold surface, the sites are certain that f(v(¢)) and f(e) are at the same side relative to the threshold 7'. Hence,
no synchronization needs to be performed.

can the sites check the value of the monitored function in the entire convex hull, since each site is
unaware of the current drift vectors of the other sites”? This test can be distributively performed as
described in Theorem 3.1, while an example (in 2-dimensions) is included in Figure 1.

THEOREM 3.1. [Sharfman et al. 2006; 2007b] Let x,y1,...,yn € R¢ be a set of d dimensional

i
vectors. Let Conv (x, y1, ..., yn) be the convex hull of x,y1,...,y,. Let BL@ I be a ball centered at
=

X—=Yy;
% with a radius of |52 || that is, B[;fi‘ I = {zeRY: |||z — 5| < || 552 ||}, Then, Conv (x, y1,

x—y;

n ool =t
cos¥n) C UBy .
i=l —

With respect to our previous discussion x corresponds to e while y; vectors refer to the drift vectors

(=i

u;(t). Hence, sites need to compute their local constraints in the form of B and independently

e+u;(t)
check whether a point within these balls may cause a threshold crossingEhis indeed is the case
(an event termed as a local violation), a synchronization step takes place. Note that since Conv
(e, u1, ..., up) is a subset of the union of local ball constraints, the framework may produce a
synchronization in cases where the convex hull has not actually crossed the threshold surface (false
positives).

In summary, each site in the geometric monitoring framework manages to track a subset of the
input domain. The overall approach achieves communication savings since the coordinator needs to
collect the local measurement vectors of the sites only when a site locally detects (in its monitored
area of the input domain) that a threshold crossing may have occurred.

3.2. Local Stream Predictors

We now outline the properties of some prediction model options that have already been proven use-
ful in the context of distributed data streams [Cormode and Garofalakis 2008; Cormode et al. 2005].
Please note, beforehand, that the concept of their adoption is to keep such models as simple as pos-
sible, and yet powerful enough to describe local stream distributions. It can easily be conceived that
more complex model descriptors can be utilized, which however incur extra communication burden
when sites need to contact the coordinating source [Cormode and Garofalakis 2008; Cormode et al.
2005]. In our setting, this translates to an increased data transmission overhead during each syn-
chronization step. In our discussion, hereafter, we utilize the term predictor to denote a prediction
estimator for future values of a local measurements vector. Using a similar notation to the one of
Section 3.1, we employ v/ (¢) to denote the prediction for the local measurements vector of site S; at
timestamp t.
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Table Il. Local Stream Predictors’ Summary

‘ Predictor H Info. ‘ Pred. Local Vector (vf ) ‘
Static 0 vi(ty)
Linear Growth 0 Lyi(ty)
Velocity/Acceleration || vel; vi(ts) + (t — ts)vel; + (t —t5)accel;

The Static Predictor. The simplest guess a site may take regarding the evolution of its local mea-
surements vector is that its coordinates will remain unchanged with respect to the values they pos-
sessed in the last synchronization: v/ (r) = v;(t,). It is also evident that this predictor is trivial to
maintain in both the sites and the coordinator. Moreover, it requires no additional information to be
communicated towards the coordinator upon a synchronization step. Using the static predictor, in
the absence of a synchronization step, the coordinator estimates that v(¢) = e.

The static predictor may be a good choice only in settings where the evolution of the values in
each local measurements vector is unpredictable, or local measurements vectors change rarely.
The Linear Growth Predictor. The next simple, but less restrictive, assumption that can be made is
that local vectors will scale proportionally with time. In particular, v/ (¢) = ivi(ts) which is the only
calculation individual sites and the coordinating source need to perform in order to derive an estima-
tion of v;(¢) at any given time. Please note that, using this predictor, the best guess that a coordinator
can make for the value of v(¢) is equal to ,iyv(ts) = {e. As with the Static Predictor, the Linear
Growth Predictor requires no additional information to be transmitted upon a synchronization.

We can deduce that the Linear Growth Predictor is built on the assumption that v;(¢) vectors

evolve, but that their evolution involves no direction alterations. Consequently, it can be adopted
so as to approximate local streams in which v;(¢) vectors’ coordinates are expected to uniformly
increase by a time dependent factor.
The Velocity/Acceleration Predictor. The Velocity/Acceleration (VA) Predictor is a much more
expressive predictor. VA employs additional vectors that attempt to capture both the scaling and
directional change that v;(¢) may undertake. More precisely, in the VA predictor the future value of
the local measurements vector is estimated as v/ (t) = v;(t;) + (¢ — t;)vel; + (t — t;)?accel;. Since the
velocity vel; and the acceleration accel; of the local stream are capable of expressing both possible
types of v;(¢) alterations, it provides an enriched way to approximate its behavioral pattern.

In a way similar to [Cormode and Garofalakis 2008], when a synchronization is about to take
place, S; is required to compute the velocity vector vel; utilizing a window of the W most recent
updates it received. Given that window, the velocity vector can be calculated by computing the
overall disposition as the difference between v;(¢) and the local vector instance corresponding to
the first position of the window.! Scaling this outcome by the time difference between the window
extremes provides vel;. In addition, the accel; value can be computed as the difference between the
current velocity and corresponding velocity calculated in the previous synchronization. Scaling the
previous result by 1/(¢ —t,) computes a proper accel; vector. Additional approaches based on use
of vel; and accel; values can be found in [Cormode and Garofalakis 2008].

It is easy to see that the flexibility provided by the VA Predictor comes at the cost of the transmis-
sion of vel; (along with v;(¢)) during each synchronization. We note that accel; does not need to be
communicated to the coordinator, since the coordinator is already aware of the previously computed
velocity vectors of each site.

Table II summarizes the described predictor characteristics. It is important to emphasize that the
prediction-based monitoring framework described in the next sections can utilize any predictor and
is, thus, not restricted to the predictors presented in this section.

IPlease note that each update may not arrive at each timestamp. Thus, the timestamp of the first update in the window may
in general be different than r — W + 1.
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Fig. 2. Motivation for incorporating predictors in the geometric approach. The drift vector u3 would cause a synchroniza-
tion in the original framework. However, if the changes could have been predicted, then the coordinator could have expected
the value of the estimate vector to actually be close to e and far from the threshold surface.

4. PREDICTION-BASED GEOMETRIC MONITORING

In this section we first motivate the need to incorporate predictors in the geometric monitoring
framework and then demonstrate how this can be achieved. We then illustrate that the initial geomet-
ric monitoring framework of [Sharfman et al. 2006; 2007b] is a special case of our, more general,
prediction-based geometric monitoring framework. Subsequently, we define the notion of a good
predictor and demonstrate that good predictors lead to monitoring a smaller subset of the domain
space, thus potentially leading to fewer synchronizations and, hence, fewer transmitted messages.

Motivation for Predictors. Figure 2 demonstrates a motivating example of why it may be bene-
ficial to incorporate predictors in the geometric monitoring framework. In the illustrated example,
the drift vector u3 has crossed the threshold surface. Based on their definition, the direction of each
drift vector essentially depicts how the values of the corresponding local measurements vector have
changed since the last synchronization. Using the geometric monitoring approach, a synchroniza-
tion will take place because S3 will detect a threshold crossing. A plausible question is: “Could
we avoid such a synchronization step, if the changes in the values of the three local measurements
vectors could have been predicted fairly accurate”? For example, if we could have predicted the
change (drift) in the local measurements vectors of each site fairly accurately, then we would have
determined that v(r) has probably not moved closer to the threshold surface and, thus, avoid the
synchronization step. The above example motivates the need for prediction-based geometric moni-
toring.

How to Incorporate Predictors. As explained in Section 3.2, the coordinator can receive, during a
synchronization step, information regarding the predicted local measurements vector v/ () of each
site. Thus, the coordinator will be able to compute an estimation of v(z) provided by the local

£ win? (1)
predictors as: e”(t) = HT, which we will term as the predicted estimate vector. Based on
Wi
i—1
eP (), we now show that the coordinator can continuously check the potential threshold crossings.
However, in this case a synchronization is required only when e”(¢) and v(¢) are likely to be placed
in different sides of the threshold surface.
In the context of the geometric monitoring framework, we first observe that:

¥ wii(r) (i) = /(1) L wad (1)
M) =S =+ ==3
Z wi Z Wi Z Wi
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where u! (t) = eP(t) + (vi(t) — v/ (r)) denotes the vector expressing the predlctzon dewatwn Thus,
[l

9
(p(t+u) . Since v(z)
L O

similar to our analysis in Section 3.1, v(¢) € Conv (uf (t), ..., ul(t)) C U B
lies in the convex hull Conv(uf (t), ..., uf (t)), each site S; can monitor the ball that has as endpoints
of its diameter the estimated predicted vector e”(r) and its prediction deviation u? (7).

Please note that the geometric monitoring approach of [Sharfman et al. 2006; 2007b] corresponds

to utilizing a static predictor (this leads to v/ (r) = v(t;), e (t) = e and u? (t) = u;(t)) and is, thus, a
special case of our, more general, prediction-based monitoring framework.
Defining a Good Predictor. Upon utilizing a predictor, as long as local forecasts (v/(¢)) remain
sound, we expect that they will approximate the true local vectors v;(¢) to a satisfactory degree at
any given timestamp. This means that each v/ (¢) will be in constant proximity to the v;(t) vector,
when compared to v;(f;). Formally:

PROPERTY 1. A Good Predictor possesses the property:
[vi(e) =vf () < Ivile) —vilts) || Ve > 15

Property 1 lies, implicitly or not, in the core of predictors’ adoption in distributed stream settings.
It expresses the notion of a useful, in terms of bandwidth consumption reduction, predictor present in
previous works [Cormode and Garofalakis 2005; 2008; Cormode et al. 2005] which have managed
to exhibit important improvements by exploiting the above fact. Hence, we start by exploring the
benefits of the notion of good predictors expressed by Property 1 within the geometric monitoring
setting.

Predictors satisfying Property 1 yield stricter local constraints for the bounding algorithm com-
pared to the original monitoring mechanism (Section 3.1). This happens because ||v;(t) — v/ ()|| <
|vi(t) —vi(ts)|| < |Juf (t) — e (t)]| < |lui(t) — e|| and the radius of the constructed balls will always
be smaller. An example of prediction-based monitoring is depicted in Figure 3.

Consequently, a good predictor results in the sites monitoring a tighter convex hull, namely Conv
(uf(t), ..., ub (1)), than the corresponding convex hull of the original geometric monitoring frame-
work. This yields the construction of tighter local constraints and, as already mentioned, a synchro-
nization is required only when e”(¢) is likely to be placed in a different side of the threshold surface

el () —ul (1)
[——="I

crosses the
f)+ 10)
2

to the one of v(¢). Hence, a synchronization is again caused when any ball B,

threshold surface.
Despite the fact that this mechanism may in practice be useful, it cannot guarantee fewer syn-
chronizations because Conv (uf (t), ..., uh(t)), although tighter, might still be placed closer than
u”<r>
Conv (u1(t), ..., uy(t)) to the threshold surface. This in turn will cause some B|| POl ) |
2

to cross

He u;

the threshold before any B H does (Figure 3). This observation shows that the conventional

e+u

concept of good predictors falls to adapt in the current setting since it does not guarantee by itself
fewer synchronizations.

5. STRONG MONITORING MODELS

The concluding observations of Section 4 raise a concern regarding the sufficient conditions that
should be fulfilled for the predictors to always yield fewer synchronizations than the original frame-
work. Apparently, this happens when the surface of the monitoring framework devised by the pre-
dictors is contained inside the monitored surface of the original framework. In other words, we need

e— ul(t I

to define the prerequisites for constructing local constraints that are always included in U BLI et
i
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Fig. 3. The red balls demonstrate the local constraints of sites when using a sample good predictor. A good predictor results

in the tighter convex hull Conv (uf (t), ..., u}; (1)) (depicted in yellow). Here, fewer synchronizations are not guaranteed, since
n OO, =T
UB » 2, crosses the threshold before UB' ° .
=1 eP)+ud (1) =1 etuil)
— 2

utilized by the original framework. Let Sur(P) be the surface monitored by any alternative mecha-
nism that adopts predictors while operating. A monitoring model is defined as strong if the following
property holds:

PROPERTY 2. A Strong predictor-based Monitoring Model possesses the property: Sur(P) C
n I e—u;(1) I

R
Ul B e+u;(t)

=

5.1. Containment of Convex Hulls

According to Theorem 3.1, after computing the local drift vectors and prediction deviations, we are
free to choose any common, reference vector in order to perform the monitoring task. Thus, it is not
mandatory for the sites to use e and e”(¢) as a common reference point in order to construct their
monitoring zones. In fact, the sites could use any common point as an endpoint of the diameter of
their monitoring zones.

An important observation that we prove in this section is that a predictor-based monitoring model
satisfies Property 2 when (1) every prediction deviation vector is contained in the convex hull of
the estimate vector and the drift vectors defined by the original bounding algorithm, and (2) an
appropriate reference vector is selected.

Before proving our observation, we first show that for any triplet of vectors z,y,x € R?, the condi-
tion z € Blyi? lis equivalent to (x —z,y —z) < 0 where the notation (.,.) refers to the inner product

2
of two vectors. Whenever it is appropriate, we omit the temporal reference symbol (¢) in the vectors

to simplify the exposition.
y—x
LEMMA 5.1. z¢€ Bl_lﬁc I ifand only if (x—z,y—2z) <0.
=

u ] . . .
PROOF. Recall that if z € BH&% , then ||z — 23| < ||[%52||. This is equivalent to (2z— (x+y),
2

2z— (x+y)) —4(x—y,x—y) < 0. Recall that the inner product is distributive, i.e. (a+b, c¢) = (a ,c)
+(b ,c), and symmetric, i.e. (a ,b) = (b ,a) Therefore: 1 (2z— (x+),2z— (x+y)) — + (x—y,x —y)

(z=x)+(z—y),(z—x)+(z—y)) —
?<(Z—X) —(z2=y),(z=x) = (z—y)) =
0

(
xz—y)=x—zy—2). O

== H

We now proceed to prove in Lemma 5.2 that a predictor-based monitoring model that maintains
each prediction deviation vector contained in the convex hull of the drift vectors defined by the
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original bounding algorithm is a strong predictor-based monitoring model if it also selects the same
reference vector (e.g., e instead of e¢”) as the original framework. A direct result is that the area
monitored by the sites is a subset of the corresponding area of the original framework. This, in turn,
leads to fewer synchronizations, since every time a site detects a potential threshold crossing in the
predictor-based monitoring model, at least one site would also have detected the same threshold
crossing (for the same vector of the input domain) in the original framework.

LEMMA 5.2. Letu’ € Conv(uy, ..., un) Vi€ {1..n}. Then

"1 gl
L+u g ‘+'421
PROOF. For each u? € Conv(uy, ..., u,) there exist Ai,Aa, ..., A, such that &; >0 (i € {1..n}),
e— ll
" Ai=1and uf’ =YY" Au;. Leth e BH hp We will show that for at least one of the u; vectors,

=
|

he BLM{
Accordmg to Lemma 5.1:(h — e,h — u!) < 0. Therefore:

<h—eh up> —eZXh Zku =
<h—e,z7ui(h—u,~ >:Z7u,~ h—eh—u;) < 0
Since A; > 0, it follows that for at least one u; with A; > 0, (h —e, h —u;) < 0, which implies
(Lemma 5.1) that 1 € BEH. |

A trivial example of a strong predictor-based monitoring model is the static predictor which, as
mentioned in Section 4, is equivalent to the original framework of [Sharfman et al. 2006; 2007b].

Unfortunately, the containment constraints are not easily abided by any other chosen predictor
and, even if they are, it appears hard to dictate a way that allows sites to distributively identify that
fact. We will revisit the convex hull containment issues in Section 6.1.

5.2. Convex Hull Intersection Monitoring
An important observation that we make is that, since v(t) € Conv(uy, ..., u,) and v(t) € Conv(uf,
, u}), these two convex hulls cannot be disjoint (F1g 3). One could, thus seek ways to exploit
thlS fact, which limits the possible locations of v(¢), in order to reduce the size of the monitoring
zones of each site which, in turn, will potentially lead to fewer detected threshold crossings. We thus
seek to come up with new local constraints in the context of predictor-based monitoring models that
cover the intersection of the two convex hulls and which also fulfill Property 2. To proceed towards
that goal we first formally formulate an enhanced version of Property 1.

PROPERTY 3. A Universally Good Predictor possesses the property: ||vi(t)— v (t)]| <
lvi(t)— v;(t;)| for any pair of sites S;,S;
In other words for universally good predictors:

in e — ug|| > P uf 1
Jmin |le—u|| = max [|le” — u]| (1
Property 3 yields |[uf — e”|| < ||lu;— e|| for any pair of sites S;,S;. The latter result is produced by
simply adding as well as subtracting e”, e to the left and right s1de of its inequality, respectively.
The following lemma utilizes this fact to devise appropriate local constraints to be fostered at each
site S;.
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LEMMA 5.3. If Property 3 holds, each site S; needs to examine whether BLTI.IH ﬂB!f,iu"H
=

crosses the threshold, since:

e—u,
=1l

Conv(uy,...,up) NConv(uf,....ul}) C U BHuk ﬂBﬂf,_""H
2

PROOF. We will demonstrate than any vector i € R? that lies in Conv (uy, ..., u,) N Conv (u},
ui,) is also included in at least one intersection BLuk I N B!ﬁfuk“ of a site Sy (k € {1..n}). What
el’fuf
n — _ K
is certain is that, due to Property 3, h € Conv (uf, ..., ul) = h € kL:JlBllMig (I c U Bl

2

lle? —uf |

=

e—. M
===

he BHE el . Since 4 is definitely contained as well in at least one of the balls BHuk (Theorem 3.1)

2
constructed by the sites, which implies that 4 will be examined by at least one site. The proof follows
immediately. O

According to Lemma 5.3, universally good predictors guarantee Property 2, thus leading to a
decreased synchronization frequency. Nevertheless, Lemma 5.3 simultaneously assumes that pre-
dictors are always universally good and no information sharing exists between the sites. In a large
scale distributed scenario, however, some sites may adhere to neither Property 3, nor Property 1.
Obviously, any efficient monitoring algorithm has to take into consideration such situations and
guarantee the “correctness” of the monitoring model together with Property 2. Note that the term
correctness refers to the ability of the monitoring algorithm to ensure that the intersection is always
covered by the union of sites’ local constraints. Our evaluation of the overhead required to monitor
that Lemma 5.3 is satisfied, showed that this overhead is significant and that it outweighted the ben-
efits of the mechanism. Thus, we seek to devise alternative implementations that are based on more
relaxed conditions.

6. SIMPLIFIED ALTERNATIVES
6.1. Relaxing the Containment Condition

The containment of convex hulls (Section 5.1), as a sufficient prerequisite to achieve accordance
with Property 2 is seemingly hard to achieve, let alone come up with ways to continuously check
it in a distributive manner. To confront the above drawbacks we investigate an alternative approach
which relaxes that condition. Instead of distributively checking the containment condition, we direct
our interest to the more practical alternative of making it likely. Intuitively, we are looking for a way
to monitor v(¢) such that:

Requirement 1: the local constraints in the shape of constructed balls are tighter than those of the
original framework (Section 3.1)

Requirement 2: the choice of the reference point should be as close as possible to e (due to the
establishment of Lemma 5.2)

since this pair of requirements renders the containment of new constraints in U B!H,z | more likely.

i=1 "2
Furthermore, we wish to invent an algorithm that avoids any communication among the sites, unless

a threshold crossing is observed.

Z wi u Z willj
Since v(r) = and v(t) = =, for any ueR we can express the true global vector as v(t) =
bl A"
): wi (l‘up+<1 —H)u;) . . .
=l So, in order to monitor the current status of the true global vector we may reside
Z Wi
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(a) The original and the prediction-based convex hulls
cross the threshold. The blue and red balls depict the ar-
eas monitored by each site, correspondingly, for the origi-
nal and the prediction-based frameworks. S, violates Prop-
erty 1 producing a larger prediction deviation (u‘é7 ) than the
corresponding drift vector’s (u2) length.

(b) Convex hull and local constraints of the Average model.

Threshold crossing is prevented with stricter local con-
el’+e_”"’+“i
| % I

4
el tetul +uj area

n
straints (except for S») and increased |J B
i=1

contained in the constraints of the original bounding algo-
rithm.

Fig. 4. The effect of the Average model adoption

Fig. 5. Loosened Intersection Monitoring. 'maxB!efu"”, 'mfsz!sfu"” are produced by S; which is the one that checks
=1l.n

i=l.n

max Bﬂeiu"u N max Bﬂ,ef""”. No threshold crossing occurs despite that individual convex hulls violate the threshold surface.

i=l.n i=l.n

to a new convex hull, namely Conv (uu+ (1 —p)uy, ..., puh+ (1 — p)u;). We then find ourselves
concerned with identifying a value for u that may fulfill Requirements 1 and 2.

LEMMA 6.1. For any % < u <1, when Property 1 holds, tighter local constraints compared to
the framework of Section 3.1 are guaranteed, i.e.: || (uut + (1 —p)u;) — (ue? + (1 —pe) || < ||lu; —e||

PROOF.

>0
= P11 < g el| & e e | < s —pel]

el — pe? + (1 —p) (ui — €) + (u—1) (u; — €) || < ||t — pee|

By the triangle inequality:

e — pe? + (1 = p) (i — e) || = | (u— 1) (i — €) || < ||uw; — e <

laef — pe? + (1= ) (i — €) || < (2= 1) Jui — e
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Obviously, Qu—1) >0 u> l . Additionally, the balls that are build by the original framework
|

possess a radius of llui—ell ’
HW,- —ue? + (1—p)(ui —e)|| < 2u—1)[Jui—e|| < [Jui—e]|
The latter inequality completes the proof. [

and as a result, for u < 1 we obtain:

The lemma above provides a rough upper, as well as lower, bound to the value of u such that
| (u? + (1 — w)u;) — (ue? + (1 — w)e)|| < ||u; — el| in every site. This means that sites construct
tighter constraints than the ones they possessed using the original framework.

The Average Model. Lemma 6.1 shows that setting u = % meets Requirement 1 and simultaneously
provides beforehand some minimum knowledge with respect to the closest we can move pe? + (1 —
u)e towards e for Requirement 2 to be satisfied as well. Based on these, we are able to devise a
first simpler alternative to the containment of convex hulls notion, which we term as the "Average
‘ep+g Y Jr“1

p
model”. The Average model monitors Conv (@, e i Yty C U B H by a priori

(p+c+u +u
7
picking a value of y = %

Figure 4 depicts an example of the Average model adoption, where both the original and the
prediction-based convex hulls cross the threshold surface in different areas (we included three sites
in this example to simplify the exposition). In Figure 4(a), notice that for S, Property 1 is violated.
Despite this fact, as shown in Figure 4(b), the Average model can still ward off threshold crossing,
nearly achieving containment of its constraints (balls) in those of the original bounding algorithm.

The Safer Model. We now discuss an alternative model that relaxes Requirement 2. Following a
rationale similar to that of [Sharfman et al. 2008], we observe that at any given timestamp, the
sites can individually choose the reference point ue? + (1 — ,u)e,% < u <1 which is farther from
the threshold surface and, at the same time, ensures smaller local constraints. Note that by being
far from the threshold surface, a reference point makes the local constraints of any predictor based
monitoring model less possible to cause a crossing of the threshold surface [Sharfman et al. 2008].
This second alternative is termed as the ”Safer model”.

At the first step of the algorithm, every site starts with y; = % and calculates pje” + (1 —p)e. In
addition, let e} denote the vector lying on the threshold surface and being the closest to uje” + (1 —
u1)e 2. Every site is capable of individually computing ||ue” + (1 — 1 )e — e} || and, thus, determine
the distance the first examined reference point yields. To restrain the computational intensiveness
of the technique, we define a number of allowed steps 0, such that in every subsequent step 1 <
J < 6 the sites employ a value of y; = u; | + % until ug = 1. Eventually, the y; value that induces
the largest distance is chosen. Notice that using this framework, the sites can reach a consensus
regarding u without any additional communication. This happens due to the fact that the choice of
the final u is based on common criteria related to the threshold surface and the e, e” vectors that are
known to all sites.

6.2. Loosened Intersection Monitoring

So far in this section we have proposed simplistic alternatives that relax the convex hull containment
condition that was discussed in Section 5.1. The presented (Average and Safer) predictor based mon-
itoring models do manage to avoid any direct communication between the sites unless a threshold
crossing is detected. Although they do not necessarily abide by Property 2, these models encompass
Requirements 1 and 2 (for the Average model) and are, thus, in practice likely to substantiate a
condition that is hard to check in a distributed manner.

We next aim at inventing a loosened version for the intersection monitoring model of Section 5.2.
As previously, we wish to come up with a mechanism that avoids any communication between sites

2The details on how to compute e* can be found in [Sharfman et al. 2008]
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unless a threshold crossing happens and simultaneously make Property 2 highly likely. Property 1 is
again set as a simple prerequisite, but note that all our algorithms in this section remain correct even
if it does not hold, since local constraints still totally cover the monitored area of the input domain.
In Section 5.2 we saw that v(t) € Conv(uy, -+, uy) N Conv(uf, -+, ,,) while in this section
we demonstrated that v(r) also lies in any Conv (uuf+ (1 — p)uy, -+, pul+ (1 — p)u;) which for

% < u <1 possesses the desired characteristics formulated in Requirements 1 and 2. The following
lemma provides a primitive result on how the intersection monitoring can be achieved using the
aforementioned logic. For ease of exposition, we use Comv?, to denote the triple intersection of

these three (original, predicted and weighted) convex hulls, while Sur(Conv%) = ‘rffsz!e*M"” N

[’ P P_1_ .

e el + w)e—uu; —(1 u . .
maxBH ” Bﬂgp (1( #)) e =(1=40) 'H, where maxBﬂ’H denotes the corresponding (in each
i=1.. 1*1 .n i=l..n

maxmnzatlon term) ball of maximum radius.

LEMMA 6.2. For any u € R, the area inscribed in Conv% is covered by the region induced by
Sur(Conv3).

PROOF. Initially notice that:

15721

Conv(uy,...,uy) C UBHM C _maxB!eiu"H )

i=1l..n

el —ul
[—=1

C p p lle?—uf |
onv(uf,...,ub) C 9 B,: r o C mlaxB 3)
-

Conv(uud] + (1 — p)uy, ...l + (1 — pu,) C

pep+(lfy)e7yul-)7(lf,u)u- n
ey gl (e (1| @

=1 meP+(1=p)etund +(1—p)u; i=1.n HeP+(1-p)e
2

n H

So each time the maximum balls cover the corresponding convex hulls. We want to prove that the
intersection of the latter balls also covers the intersection of the convex hulls. The proof will be
derived by contradiction.
Suppose that a vector h € Conv% exists. Now assume that the vector 4 does not lie in at least one
of maxB“e u:H BII@” uf | _or ma BH el + J —p)e)—(uue? +(1—pt)u;)
i=1..n 11 zln”ep+(1”)
least one of the Proposmons 2,3,4, which is a contradiction. This concludes the proof. O

I . However, this would violate at

Reckon, however, that the ascertainment of Lemma 6.2 cannot be tracked in a distributed man-
ner. This happens because the site that determines each maximum ball may be different. Should
Property 1 and, thus, (for % <u<1)Lemma 6.1 hold, what sites actually need to perform so that

they can distributively track Conv?, is to use B!eiu"H, B!ﬁf"" I and BHZ, “’(Hl e To understand this,

please observe that if both [|e? — u? ||, ||(ue?+ (1 —u)e)— pu? — 1 — p)u;|| < ||e — u;|| (due to Prop-

erty 1 and Lemma 6.1, respectively), it is evident that: Sur(Conv3)) C _mlaxBﬂefu"H N mlaxB!f""” N
=1..n =1..n
e—u;

lmlaxBﬂe,,H”l et

Hence, the site that possesses the maximum ||e — u;]| will check whether the intersection of its
locally constructed balls crosses the threshold. Provided that the intersection of the local balls does
not cross the threshold at any site (and, thus, at the site with the maximum ||e — ;|| as well), synchro-
nization can safely be avoided. At this point, we would be interested in identifying proper values for
u that refine the range (% < u <1) established in Lemma 6.1. Nonetheless, the following corollary
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shows that if we have to employ |le — u;|| as the radius of the balls, maxBﬂi,,J':zHl _ e does not refine
n
the intersection outcome.

le—u;]|

COROLLARY 6.3. For any 0 < u <1, maxB‘e,, F(1—pe

e does not refine the region induced by

PROOF. Assume that there exists a vector s € mlaxB!e_”"H N mlaxB!f;_u"H. Then:
=1l..n =1..n

1>u
1 —ell < max|le —ui|| = (1—p)llh—ell < (1 —p) max|le —ui|

and [} — e < ma lle—ui]| 'S | — || < pma e~
Summing the above and merely applying the trlangle inequality we obtain:

7= (ue” + (1 = we)l| < pllh e[+ (1 —p)lh —e|| < max e —ui|

|e—u; le— ”tH

The latter result exhibits that if a vector lies in the intersection of mlaxB‘ I N maxB‘
= ..n
it will definitely lie in the maxBﬂepﬁH e 38 well. Consequently that ball does not contrlbute to
i=l..n

refining the monitored area. O

Corollary 6.3 is true for any 0 < u < 1, but note that in order to ensure ||e” —u”|| < ||e — u;|| and
[ (ueP+ (1 —p)e)— pul — (1 — w)u;|| < |le —ug||, we had already assumed that 1 < u < 1. Hence
it suffices to check whether the pair BHE ull Bﬂﬁ_”i‘l crosses the threshold in at least one site 3
Figure 5 provides an exemplary application of the intersection monitoring procedure described so

e— e—
far, where m]a)cBH uill m] )cBH Ul are produced by S.
=1..n n

On the other hand, following an intuition 51mllar to the one utilized in the Average model, an

alternative is to track Conv (u}, ---, uly) N Conv (X1 (L ””+””) instead. In other words, this

7 )
¢ 2+e as centers and M =

time each site S; needs to individually construct two balls using e” and
Pl e — 2
2

max{ ||e1’ —u } as the common radius (please note that M refers to the maximum
of the pair of local radn). Subsequently, a synchronization is caused when at least one S; detects that
the locally constructed intersection crosses the threshold.

We conclude our study by showing the condition which makes the latter intersection tracking
preferable as it results in smaller local constraints compared to maxBHe ull maxBHe uill,

i=1..n =1..n

PROPOSITION 6.4. When Property 1 holds and maxBHe uill ) maxBe,,H, then: maxBY N

i=1..n i=1..n i=1..n

e—u, e—u,
maxBepH C maxBH i maxBH il
i=1.. =l.n =1..

PROOF. For any vector & € mlaxBep N maxBe,, .. we have:
2

i=1

P —uf | <lle—u]
lh—ePl| <M < max||e —u|

3Even if the site that determines the maximum radius finds that Property 1 does not hold, Corollary 6.3 is still valid upon
replacing ||le — u;|| with [|e” —ul||.
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which entails that i € _m]axB!f;_"i I, If in addition max glleul 5 mlosz% .. thenhe _m]axB!e_ui I as
i=1..n i=1..n i=l.n —5— i=1..n

well. Hence h € mflele\efu,-ll n mlaxB!,ef”"” O
=1.n i=l..n

7. CHOOSING AMONGST ALTERNATIVES

So far, we investigated a number of simpler alternatives that loosen the strong monitoring frame-
works of Section 5, i.e., the convex hull containment as well as the intersection monitoring frame-
work. We based our analysis on Property 1 as an intuitive assumption also employed in past
studies [Cormode et al. 2005; Cormode and Garofalakis 2005; 2008] and evolved it to practical
tracking mechanisms together with appropriate speculative analysis. Nonetheless, upon relaxing
the monitoring conditions we also relaxed their conformity to Property 2, i.e., the prerequisite for
strong predictor-based monitoring models. Since the coordinator is supposed to a priori dictate the
predictor-based tracking alternative that should be uniformly utilized by sites at least until the next
synchronization, we need to provide a decision making mechanism that enables it choose among
the available options and adjust its decisions on their anticipated performance with respect to com-
munication savings.

The available tracking options that do not belong (excluding the trivial choice of the original
framework) to the strong predictor-based monitoring models’ class include:

e Model 0: Monitoring of Conv(uy,...u,) as in Section 3.1

e Model 1: Monitoring of Conv(u},...,u}) as in Section 4

The Average model
The Safer model

Intersection 1: Tracking of max B!e‘”f F'A max B!i—ui”
i i=l.n

=1..n

o Intersection 2: Tracking of max BY N max BY, .
i=1l..n i=l.n —73—

In this section we first seek to examine in Section 7.1 whether the selection of the used monitoring
model can be decided based on probabilistic models that try to estimate the probability of a threshold
violation using each model. We describe the limitations and difficulties of basing our decisions on
the results of our probabilistic analysis and then (in Section 7.2) seek to devise an adaptive way
of chosing amongst the alternative models, based on statistics collected during the operation of the
algorithm.

7.1. A Probabilistic Viewpoint

We initially seek to analyze the estimated benefit of all the presented tracking mechanisms from a
probabilistic point of view. Our analysis formulates and subsequently examines a worst case sce-
nario for each of the proposed models. Eventually, it attempts to compare their expected perfor-
mance with respect to the communication load.

Going bach to the example depicted in Figure 3, we recall that a tighter convex hull by a prediction
models may not necessarily result in fewer local threshold crossings (local violations). For example,
in the example of Figure 3, the main reason why the constraints of the prediction based convex hull
cause a threshold crossing is the distance of e? from the threshold surface. As a consequence, despite
the fact that Conv(u;, ..., u,) yields larger balls, the second factor that affects the communication
savings of the mere Conv (uf, ..., u}j) monitoring is the distance of the common reference point
from the threshold surface. This fact was also noted when presenting the rationale behind the safer
model’s adoption throughout our study.

Figure 6 depicts the maximum balls, centered at e and e” respectively, that can be inscribed
without crossing the threshold surface. Let D, and D,» denote the radius of these maximum balls,
respectively. Then:
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Fig. 6. Maximum spheres centered at the reference points e and e”, that can be inscribed without violating the threshold
surface. The radius of these spheres is denoted as D, and D,», respectively. Apart from the size of the local constraints the
position of the utilized reference points determines the probability of a synchronization occurrence.

weBP =Bl 21 gleml o gPe vie {1.n}
2

and similarly:

L’l)—u.p
="
eP +uP

5 L

For any drift vector u; to cause a violation, it needs to exit the corresponding ball. Therefore,
utilizing Markov’s Inequality [Garofalakis et al. 2002], we can bound the probability of a threshold
crossing in the original monitoring framework [Sharfman et al. 2007b] as follows:

D, P—uf Do .
u’ €B," = B c Bl B vie {1.n)

E(lle—uil)
del0
Pr%(?la?tl'(mi SPV{H@*L{,‘H ZDe} < D—l
e
In the same way, for Conv(uf, ..., ul,) monitoring:
E(|le” —ui)

Priigation, < Prille” —uf|| > Der} <
i Dep

Notice that as long as the norm of the expected drift does not exceed the radius of B¢, then

E(|le —u;]|) < D, (a similar discussion also holds for the prediction deviation vectors case). This

ensures that the provided upper bound receives a meaningful value < 1. Similar bounds can be

extracted for the case of the average (for u = %) as well as the safer model:

S
P < Pr{||ue’ + (1 —me— (1 — )i + il || > Dyor (1 e }

violation;

 E(llue? + (1 —p)e = (1 — pui +puf |
B Dyer1-(1-e

Please recall that the Safer Model essentially seeks to maximize the denominator of the above
fraction. Moreover, due to Property 1, the Safer Model can also yield a reduced nominator compared
to the original monitoring framework. Based on Lemma 6.1, for % <u<l:

I u? + (1= ) — (e + (1 - )e) | < [l — e =

E([lpe? + (1 —p)e — (1 — pui +puf |) < E(|le —uil]).

Of course, these ascertainments should come as no surprise given our discussion in Section 6.
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For a synchronization to take place, at least one out of the n sites needs to cause a violation.
Assuming that the data streams arriving at the various sites do not exhibit any dependency, the
probability of a synchronization, taking Model 1 for instance, can be bounded by:

I (Der — E(|le” —uf|])
(Def’) '

Similar results can be extracted for both the original and the safer model.
Regarding the intersection monitoring frameworks, we point out that the probability of violating

,,gWodell _ Hn 1(1_ odell )S 1—

yne violation;

the threshold surface can be upper bounded by the probability that local spheres (maxBHe uill and

mlaxB!f; 4illy Simultaneously cause a violation. The upper bound is valid since, while these local
=1..n

sphéres may both cause a threshold crossing at the same time, the monitored intersection may still
avoid a violation. However, the contrary is not possible - if the monitored intersection results in a
threshold crossing, then both local spheres result in a threshold crossing as well. Therefore:

pylntersectionl < Pr{,mla)c”e_uiu > Dgﬂm]axHe—MiH ZDel’} =
i=l.n i=l.n

violation

E(ma e~ u])

P — || > De,Der}} < —
r{,’ff’,ﬁ”e ui|| > max{D¢,Der } } < max{De,Der }

E(M)

————+—_ QOur intersection
max{D(’[’ .D ePte }

The corresponding bound for Intersection2 can be derived as

monitoring schemes determine whether to call for a synchronization relying only on the maximum
inscribed sphere. Therefore, the bound on the violation probability provided above also constitutes
a bound on the probability of a synchronization. Given the above, Table III summarizes the worst
case bounds for the probability of synchronization per epoch.

Table IIl. Probability of synchronizations of the proposed alternative tracking schemes

\ Alternative I Probability of Synchronizations \
Model 0 o(1 - M)
Model 1 o(1— %W)
Safer & Average Models || O(1 — P st B i) H-01)
E( ma;eﬁéizt:l\)\t;)
Intersection 1 m
Intersection 2 o( EM

D D))

Difficulties of Using our Probabilistic Viewpoint. In contrast with the nominator, the denominator
of all the extracted bounds can be computed during the synchronization, as is the case with the
constant D,. D, is altered due to the movement of e” but can be determined individually by sites
as they share the common information about the posed threshold and e” at any given timestamp.
Obviously, the nominator changes as time passes and sites need to be continuously aware of the
expected drifts of the candidate models so as to consult the corresponding bounds and dynamically
choose the best monitoring model.

As a matter of fact, it is difficult to extract any generic decision-making mechanism regarding the
best choice of the tracking mechanism, unless we are aware of the exact probability density function
of Prg’,f’je"M”del( ) at any given 7. To simplify things, one may assume that, not only Pr Chose”M"del
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but also the quantities that bound this probability, remain relatively stable and compute all probabil-
ities given past statistics that are transmitted to nodes during some synchronization.

Despite the fact that our above analysis may be interesting, it incorporates strong assumptions
which tremendously limit its applicability to practical tracking scenarios (such as lack of depen-
dency between local data streams and Prg,’,fc””M odel>g stability). Moreover, any global statistics that
need to be continuously transmitted for computing the probabilities of Table III increase the overall
bandwidth consumption, which is clearly not desirable. Because of the aforementioned limitations,
in what follows we devise a more empirical approach, which selects the monitoring model to be
adopted based on the recent performance of these models, while also not requiring any statistics to
be transmitted by the coordinator to the nodes.

7.2. An Empirical Viewpoint

In order to provide an appropriate decision making mechanism, we require that sites keep up mon-
itoring all the six options mentioned above. This monitoring will take place only for models that
would not result in any local transmission since the last synchronization (i.e., we stop monitoring
an alternative model for which we detect that a transmission would have been caused). Notice that
one model has been chosen as the main model after the last synchronization. Thus, for each of the 6
alternatives, the sites maintain 6 bits, where the i-th bit is set iff the corresponding monitoring mode
would have resulted in at least one transmission since the last synchronization. A synchronization
can still be caused only by the main model. Upon a synchronization, however, together with v;(r)
and the velocity vector in the case of the velocity acceleration model choice, sites attach 5 bits (they
do not need to send a bit for the current model being used) on their messages. The 5 transmitted bits
per node obviously constitute a very small overhead. Please note that the following facts hold in our
adaptive algorithm:

e No site had a violation using the current model in a previous time instance (since the previous
synchronization).

e An alternative model that has its corresponding bit to 1 in any of the sites would not have been
better than the model currently being used, since it would have resulted in a transmission in a
prior (or the current) time instance.

e Based on the above observation, we decide to switch to an alternative model only if the corre-
sponding bits for this model were equal to O in all the sites.

In case of multiple alternatives with unset bits, a random choice among such alternatives is per-
formed.

8. APPROXIMATE QUERY ANSWERING
8.1. Absolute Threshold Monitoring

In the previous sections we focused on tracking functions where the posed threshold 7', and thus the
threshold surface of the input domain, remained stable throughout the monitoring process. Never-
theless, in many cases [Cormode and Garofalakis 2005; 2007; 2008; Cormode et al. 2005; Cormode
et al. 2007; Olston et al. 2003] it is particularly interesting to continuously maintain at the coordina-
tor an approximation (i.e., given some accuracy constant € > 0) of the true value of the monitored
function. In terms of the concepts previously presented in our prediction-based monitoring frame-
work, such a need can be expressed in the following tracking task:

If0(@) — e’ (@))| <e )

In this scenario, the coordinator is capable of constantly providing at any given timestamp ¢
e—approximate answers (f(e”(¢))) regarding the value of the monitored function, utilizing the pre-
dicted estimate vector. Central data collection is caused only when the error in the answer may
exceed the specified accuracy bound €.
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It is not difficult to see that Inequality 5 can be decomposed into two tracking tasks, namely
F(t)) <e+ f(eP(r)) and f(v(t)) > f(e’(¢)) — €, which can be handled separately by the em-
pirical CAA approach devised in the previous section. This shows that our techniques are general
enough to accomondate any approximate function monitoring requirement. However, there exists
a class of functions for which we are able to ensure that good predictors (those satisfying Prop-
erty 1) can always yield reduced communication burden by applying a simple transformation of the
monitoring task.

To achieve the desired transformation, we reside to the notion of Holder continuity. More pre-
cisely, a function f : RY — R is called Holder continuous on R if, for Holder constants H 00> 0,
the change in the output of f can be bounded by a corresponding change in the input. In our notation:

[ (eP () = F(v(0)| < Hy - [|e” (1) = v(n)|* (6)
For oo = 1 the function is called Lipschitz continuous. Examples of functions that can be easily
verified that conform with Holder continuity include, but are not limited to, general L, norms that
abide by the reverse triangle inequality as well as trigonometric functions such as the cosine similar-
ity. All these functions have been adopted within the geometric monitoring framework for detecting
outliers in sensor network settings [Burdakis and Deligiannakis 2012].
Given Inequalities 5 and 6, we can actually come up with a value § > 0 such that:

e (6) = (1)) < 8= Hy-[le”(r) —v(0)|* < Hy 8% <e )

which forms the final version of our monitoring task, since |f(e”(¢)) — f(v(t))| < Hy - |leP(t) —
v(t)||* < Hp- 8% < €. Taking L, norm monitoring [Burdakis and Deligiannakis 2012] as an example,
the corresponding constants are set to Hy = 1, a = 1 and 8 = €. Despite the fact that the above Holder
condition is not always achievable for any tracked f on R?, after a synchronization, we can define
a neighborhood U C R? of the input domain for which Holder’s condition holds and have sites
call for a synchronization whenever the resulted vectors may exit this neighborhood (in addition to
tracking the e—approximation requirement). Hence, we expect that a wide variety of functions can
be covered by the analysis that we present in this section.

Inequality 7 actually transforms the original monitoring target of Inequality 5 to a
d—approximation on the values of the input domain |e?”(z) — v(¢)|| < . In the remainder of this
section we discuss how this special tracking task can be performed by two alternative approaches:

— By decomposing the problem into a set of simple local constraints (DLC algorithm, described in
Section 8.1.1). Using this technique, each site will be able to monitor a simple local constraint that
is based only on the deviation of its actual local measurements vector v;(¢) from its corresponding
predicted vector v/ ().

— By adopting the prediction-based monitoring framework (Section 8.1.2). While this technique
shares some similarities with the DLC algorithm, it also allows the application of intersection
monitoring techniques, thus enabling the use of our CAA algorithm.

8.1.1. Distributed Monitoring by Simple Decomposition to Local Constraints (DLC). In order to
achieve the d—approximation target, we first decompose the problem of distributively ensuring that
|le?(t) —v(r)|| < & to simple local constraints that sites can monitor, in order to decide whether a
synchronization process needs to take place. The upcoming lemma elaborates on the later issue,
introducing an appropriate sufficient condition.

LEMMA 8.1. When the local constraint
Ivf () = vi() | < &

holds for any site S;,i € {1..n} at time t, then
le? (1) =v(D)]| < &

i.e., the estimation of the true global vector that is kept at the coordinating source, is always a
d—approximation of the true global vector.
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decomposition to local constraints for four sites. The (b) Application of Model 1 for d—approximate track-

local vector v4(¢) of site Sy exits the ball of radius & ing. The prediction deviation vectog of site S4 exits the
P ’ ball centered at e” with a radius of J size.

centered at vj (7).

(a) Distributed d—approximate monitoring by simple

Fig. 7. Comparison of approximate query answering approaches
PROOF. Starting by the local constraint of a single site S; we obtain:
w; >0
[ (6) = vi®)| <875 [[wi w7’ (£) = wi - vile) [ < wi- 8
Summing for # sites, we have

triangle
" " mequalzty
Z [lw; - p(t —wi-vi(t)] < Z

n n n ’L >0
1Y wi v (6) = Y wiwi(0)]| < Vw54
i=1 i=1

which concludes the proof. O

As long as Lemma 8.1 holds, no transmission is required. Each site keeps up acquiring updates
and locally maintains the required information for the computation of predictors at the next syn-
chronization, as described in Section 3.2. If ||V (¢) — v;(¢)|| < & is not satisfied in at least one site,
then a synchronization occurs. Thus, the decomposition to local constraints essentially results in
sites constructing balls centered at v/ (r) with a radius of 8 and monitoring whether v;(¢) lies within
this ball (see Figure 7(a)). Moreover, notice that the above tracking scheme does not require any
information regarding e” to be broadcasted to sites, as e” is not involved in the local constraint that
sites need to check.

8.1.2. Applying the Prediction-Based Geometric Approach. Our second option is that of fos-
tering the prediction-based geometric monitoring framework. Before doing so, we need to iden-
tify the basic elements of the tracking process. We start by studying the function of interest
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q(v(t)) = ||eP () —v(t)]| < & according to Inequality 7. Note that e”(¢) is made known to all the
sites after each synchronization process and it can thus be treated as a constant in the monitored
function g(v(z)).

Again, let us assume that the coordinator has collected all the local vectors of monitored sites at a
previous timestep. Then, the central source extracts e and e”, which are broadcasted to the network.
Having received the estimate as well as the predicted estimate vectors, every site S; individually
computes the drift vector u;(¢) and the prediction deviation vector u? (z).

Nonetheless, it is worth focusing on the shape of the threshold surface in more detail. The region
where the monitored convex hull Conv (uf (t), ..., ul(t)) is allowed to lie is again the ball B3,
(depicted in Figure 7(b)), centered at e” () with radius §, which is convex. Due to the convexity
of B?p, the convex hull of interest cannot cause threshold crossing without having at least one of
its vertices (] (¢), ..., u}(¢)) doing so. Hence, for Model 1 and Model 0 it suffices for every site
to check if u?(t) = e? + (vi(t) —vP(r)) is included in BS,. Overall, we again check a spherical
constraint of radius 8, which is violated only when ||v;(t) — v/ (¢)|| > 8. Our previous discussion
renders the presented approaches of Model 1, Model 0 and DLC equivalent in terms of the size
of the consulted local constraints. Note that, as explained in Section 4, the size of the constructed
constraints is an important factor in determining the communication cost of a given monitoring
scheme.

However, we have also noted that the choice of the reference point is the other major criterion
in tuning the (minimum) distance of the tracked convex hull (or intersection) from the threshold
surface. Notice that the adoption of an alternative tracking mechanism (such as the Average or the
Safer models) does not have an impact on the threshold surface. In fact, based on the estimation
eP (1) on which the coordinator bases its €—approximate query answers, the surface of pr forms the
threshold surface independently of the used alternative tracking mechanism.

Given the above, the adoption of the Average model of Section 6.1 enforces sites to check whether

P .
“"TJF“’ exits BS,. As regards the Safer model, notice that since BY, forms the threshold surface, it will

always be reduced to the choice of Model 1, since e¢” will always be the reference point that is
farther from that surface. Eventually, the loosened intersection monitoring schemes of Section 6.2
can be applied by having sites check if the local intersection of the corresponding balls exceeds the
surface of BSP. As a result, the intersection monitoring schemes together with the Average model
are added tools which the DLC approach cannot exploit.

Hence, the empirical CAA approach of Section 7.2 is still applicable and capable of providing
additional flexibility compared to the framework of Section 8.1.1 to the distributed tracking pro-
cess. This is because CAA can tune both the size of the local constraints and their position, as
well as choosing the preferable monitoring technique depending on the recent performance of the
corresponding alternative tracking mechanisms.

8.2. Relative Threshold Monitoring

Another form of approximate function tracking which is often utilized in the context of data
streams [Cormode and Garofalakis 2008; Cormode et al. 2005; Liu et al. 2012] is that of rel-
ative threshold monitoring. In particular, this case reflects to the following monitoring task (for
F((r)) > 0 — otherwise, the displayed inequality is reversed):

(1=e)f(v(2)) < f(e"(1)) < (1+8)f(v(r)) ®)

In other words, we want to ensure that the approximate answer provided by the coordinator using
f(eP (1)) is within £ef(v(¢)) units from the current value of the tracked f. Nevertheless, since sites
are not aware of f(v(r), we need to modify our prior monitoring approach to render it capable of
accomplishing relative threshold monitoring.
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(e (1
fr) 1+ L < F(r)
0
The above two conditions can both be ensured by checking whether:

fle ())| |f(e (t))

{ Fler (o) - W) > f(er(t)) — f(v(1))
L) _ f(er(t)) > f((1)) = f(eP (1))

( ( ). (ep(t)

(e (1)) = f(v(1))| <min{| f(e"(¢)) —

~ f(er(0))[} <min{®

Dy

1+¢€

An equivalent result can be obtained for the case when f(v(¢)) < 0. The latter inequality resem-
bles Inequality 5, with the difference being that the right side is now dynamically adjusted based on
the (known to the sites) current value of f(e”(¢)). Thus, the tracking task can be conducted utilizing
the concepts presented in Sections 8.1.1 and 8.1.2.

8.3. Discussion

A question that naturally arises is whether the absolute or relative threshold monitoring tasks can
also be performed in cases of functions that either are not Holder or Lipschitz continuous or their
conformity with Holder continuity is hard to be verified. As previously noted, one option is to iden-
tify a neighborhood U C R¢ where local continuity for the tracked f() exists. In addition to that
option, in the following examples we study functions where our framework may be rendered appli-
cable by exploiting properties of the adopted predictor (Section 8.3.1) or by properly transforming
the monitored f() (Section 8.3.2). We choose to elaborate on these particular functions due to their
popularity in distributed data stream monitoring settings [Cormode and Garofalakis 2008; 2007,
2005] and within the geometric monitoring scheme [Burdakis and Deligiannakis 2012].

8.3.1. Exploiting Properties of our Predictor. We first describe a case in which the relative thresh-
old monitoring task can be performed even if the function f() under study is not globally Holder
or Lipschitz continuous. To tackle this problem, we demonstrate that it may be possible to exploit
the properties of the adopted predictors in order to achieve bounding the change in the output by a
corresponding change in the input, as in Inequality 6.

Example 8.2. Assume that, as in [Cormode and Garofalakis 2008], we would like to perform
relative threshold monitoring on the self join [|v(¢)||> function, which is not Lipschitz continuous
function over all reals. Our local vectors are frequency distribution vectors [Cormode and Garo-
falakis 2008] i.e., streaming tuples apart from either +1 or -1 updates on d coordinates, and we
choose to adopt the LG predictor (Table II). If the distributed system currently is at the N —th epoch
of its operation and N denotes the epoch when the last synchronization process took place, we have
(we keep e () in ||v(r) — eP(t)|| to show the correspondence with Inequality 5):

F@() = FeP )] = LF () = £ @) = v = le” O] =

triangle
inequality

lv(t) +eP ()] [v() — e’ ()| = ||V(f)+%e||\|v(f) —el (1)l <
([[v(e)[] + ||%€H)HV(¢) —eP(1)|| < (nNVd + ||%€H)HV(¢) —el(t)] <
(nN\/EJrH%eH)S
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Thus, in order to enforce the relative threshold monitoring task, the sites need to continuously
check whether:

(an+|\ RS min{sfl(ep(l))’Ef(ep(t))}'

+¢€ 1—¢
ef(eP (1) ef(eP(r))
This yields the desired value of d as: § = % which can be individually computed
Ny

by sites at any given epoch, as long as they share the common information about e,e” and €, the
dimensionality d of v;(¢), the size of the network n and the values of N;,N. 0O

8.3.2. Exploiting Function Transformations. We now provide an example of absolute threshold
monitoring tasks that can be performed even if it is not straightforward whether the monitoring
functions are Lipschitz or Holder continuous. The basic idea is to properly transform the monitoring
function to other functions that are well known that abide by that type of continuity.

Example 8.3. Suppose we have installed a number of sensors in a server room so as to continu-
ously measure the environmental conditions (such as temperature, radiance, noise levels and so on)
under which the computing machines operate. In order to assure unhindered operation, we let motes
collect a number of w recent observations based on which we intend to monitor the resemblance the
global vector v(¢) exhibits with a given vector g representing the “normal” values of the quantities
sampled by the sensor nodes. The resemblance between the g, v(¢) pair of vectors can be determined
based on the Extended Jacccard (or Tanimoto) Coefficient (Tan) [Burdakis and Deligiannakis 2012;
Giatrakos et al. 8005]:

In order to perform the desired transformation of the Tanimoto Coefficient:

g v(t)
lgll*+1v(O)* —g-v(t)

Tan(g,v(t)) =

the initial requirement of:

[Tan(g, e (1)) — Tan(g,v(1))| < €

is first decomposed in two constraints:

{ Ti(t) = Tan(g,eP(t)) —e < Tan(g,v(t))
T»(t) = Tan(g,eP(t)) +€ > Tan(g,v(t))

and then transformed as follows [Giatrakos et al. 8005] (for 73 (¢), T>(¢) € [0,1] ):

—4T ( T +l
|| —v()] < ¥ P g

74T T +1
1B g —y(r))| > YROHEBOER)

Notice that since g, e”(¢)), € have been broadcasted, 7 () and 7>(¢) can be individually computed
by sites. Now then, subtracting the previous inequalities we get

VAT (2 (T () +1)2 VAT 02+ (T (0)+1)2
—v(n)|| < VLG HOOLD ) - VARG BOLD )

2

T O B

which can be ensured if

4T 1 4T T 1
—y(p)|l] < | YEROHROAR VAR BOHE) )

H 2Tl gf V(1) H*H 2T2 271( ) 2T2()
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The left side of the above can be bounded as:

reverse

triangle
inequality
|||2T,t+> ()||—|| Se— vl <
Ti(
IG5 + B e —2v0)l -
(,) inequlity
||(2Tl 2T2())g 2eP(t) =2(v(t) —eP(1))|| <
ICHrar + iy Ja~ 270 +210) ~r )] <
||<2m e - 2 (1) +25 <
‘\/ 4Tl (T +1) \/ 4TZ T2 +1 ||| ||
2T1 () 2T2<)
. 4Ty ( 1 —4Ty (1)
Obviously, § = [ V- MO ABUPLBO oy (TOAL ULy e oen(y))|

andHy =2, a=1. O

9. EVALUATION RESULTS

In order to evaluate our algorithms we developed a simulation environment in Java. We utilized two
real data sets to derive data stream tuples arriving at every site in the network. ”Corpus”, consists
of 804,414 records present in the Reuters Corpus (RCV1-v2) [Lewis et al. 2004] collection. Each
record corresponds to a news story to which a list of terms (features) and appropriate categorization
have been attributed. As in [Sharfman et al. 2008; 2007b] we focused on the following features:
Bosnia, Ipo, Febru while monitoring their coexistence with the CCAT (the CORPORATE / INDUS-
TRIAL) category. Aiming at identifying the relevance of these features to the CCAT category at
any given time, we monitored two different functions involving the Chi-Square()?) and Mutual In-
formation(MI) score. We utilized the Corpus data set in order to test our techniques using the Cash
Register streaming paradigm i.e. taking into consideration the whole history of the tuples arriving
at the various sites. In any given timestamp, after the receipt of a new tuple each site forms a vector
which consists of four dimensions for the %2 and three dimensions for the MI case. These vectors
have one of their positions set, while the rest remain zero. In particular, for both the functions the
first position of the vector is set if the term and the category co-occur, the second if the term occurs
without the CCAT category, the third in case CCAT is present without the term, while the fourth
(only for y? score) if neither of them appeared in the incoming tuple.

Due to the nature of the incoming (binary) vectors and the utilized Cash Register paradigm the
previously described environment may be considered moderate to change and be thought of as eas-
ily predictable by our techniques. In order to test our algorithms in more dynamic conditions we
utilized one more data set. The "Weather” data set includes Solar Irradiance, Wind Speed, Wind
Peak and Temperature measurements from the station in the University of Washington and for the
year 2002 [Deligiannakis et al. 2004], where each file incorporates 523,439 records of measure-
ments. We used the Weather data sets so as to monitor the Variance (Var) and the Signal to Noise
Ratio (StN) functions. We also tested our query answering techniques (Section 8) while performing
approximate Ly and cosine (Cos) similarity monitoring. We utilized Var, L, and Cos which have
already been used within the geometric monitoring framework [Sharfman et al. 2007a; Burdakis
and Deligiannakis 2012]. In addition, the StN function equals the ratio between the mean and the
standard deviation () in a given window of measurements and can, thus, be applicable to globally
quantify the noise present in the measurements.

In each experiment we first measure the number of messages transmitted in the network across
different thresholds for a network configuration consisting of 10 sites. We then use the middle case
threshold and plot the number of transmitted messages when increasing the scale of the distributed
environment (the number of sites). We denote the performance of the original bounding algorithm
(Section 3.1) by "Model 0”, while "Model 1” refers to the mere application and monitoring of the
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Fig. 8. Corpus Data Set: Performance of our Techniques in the Cash Register Streaming Paradigm
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Fig. 9. Weather Data Set: Performance of our Techniques in the Sliding Window Streaming Paradigm for Variance Moni-
toring

prediction-based bounding algorithm (Section 4). Eventually, "CAA” shows the performance of the
Choosing Amongst Alternatives framework that was introduced in Section 7.2. Moreover, for each
of the lines in the graphs, we enclosed the chosen predictor using LG to denote the Linear Growth
predictor and VA — W so as to declare a Velocity / Acceleration predictor with a window of W
measurements *.

4We focus on comparing the performance of our prediction-based geometric monitoring techniques against [Sharfman et al.
2006; 2007b] (Model 0), since we expect our prediction-based methods to give similar benefits when operating over the
ellipsoidal bounding regions of [Sharfman et al. 2008] to those seen in our current study using spherical constraints as
in [Sharfman et al. 2006; 2007b].
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9.1. Corpus Data Set - Cash Register Paradigm

We begin our study by examining the performance of our techniques in the Corpus data set on par
with the Cash Register paradigm adoption. Figure 8 depicts the performance of Model 0 and of
the CAA approach when using the LG and the VA predictors. Since almost 6000 documents are
received within a period of a month [Sharfman et al. 2008], we choose a W = 200 window for
the VA predictor which is expected to be roughly the amount of news stories received daily. Each
column of the figure corresponds to the case of the terms “Bosnia”, “Ipo” and “Febru”, respectively.
Sensitivity to Threshold - Chi Square. As shown in the first column of Figure 8, where the y func-
tion for the term “Bosnia” is monitored, Model O appears to always be about 2 and 1.85 times worse
in terms of the number of transmitted messages when compared to the CAA(LG) and CAA(VA-200)
approaches, respectively, for different threshold values (Fig. 8(a)) using 10 sites.

Sensitivity to Threshold - Mutual Information (MI). Moving to the second and third columns
of Figure 8(a) we investigate the cases of the ”Ipo” as well as "Febru” terms, monitoring the MI
function across different threshold values for a 10 site configuration (note that M1 is calculated as a
logarithm, therefore the negative threshold values in that axis). In these graphs the peak that occurs
at 0.4 and O for the "Ipo” and “Febru” involves an accumulation of synchronizations around the
average value the MI function possesses along the run. We again observe that CAA(LG) performs
1.75-2.1 times better than the Model O case for both monitored terms. Despite the fact that CAA(VA-
200) is proved slightly worse compared to CAA(LG)), it is still able to better amend the peak that
occurs in ”Febru” monitoring for a 0 threshold.

Sensitivity to Number of Sites. Eventually, switching to Figure 8(b), for the “Bosnia” term (left
column) the relative benefits remain almost the same across all network scales. For the ”Ipo” term
monitoring (middle column) we observe that Model 0 is steadily more than 1.8 times worse than the
CAA(LG) choice across different scales. CAA(VA-200) performs worse than the CAA(LG) case
for network configurations up to 80 sites. Nonetheless, the introduction of additional sites (along
with their respective substreams) in 90, 100 site cases, causes the MI function to always lie below
the posed zero threshold since the ”Ipo” term becomes more rare. This fact is perfectly read by
the CAA(VA-200) approach, the transmitted messages of which approach zero. A similar behavior
appears early in the third column of Figure 8(b) for the Febru case where the introduction of more
than 10 sites causes MI to be negative, which is again accurately pinpointed by the the CAA(VA-
200) monitoring model reaching savings of 3 orders of magnitude size.

In the previously presented graphs we omitted the lines for the mere application of Model 1 to
keep the diagram readable, since Model 1 shows almost identical (actually CAA can occasionally
save a few tens of extra messages) behavior with its corresponding CAA applications. CAA pos-
sesses the ability to recognize the utility of Model 1 (the mere application of predictors as described
in Section 4) in this setting and encompass it throughout its operation. On the other hand, this fact
exhibits the ability of Model 1 to provide an efficient solution in environments where v; values
evolve relatively slowly. Nonetheless, as we will shortly present, this is not always true in scenarios
where more dynamic updates occur.

9.2. Weather Data - Sliding Window Paradigm

We proceed to the sliding window operation, using the Weather data set and monitoring the Var
and StN functions. Please note that in all the graphs presented in the current subsection the Linear
Growth predictor is not applicable since it assumes that local vectors (v;) uniformly evolve by a
time dependent factor (Section 3.2), which is obviously unrealistic for the physical measurements
in the Weather data and the sliding window application scenario. We thus compare the performance
of Model 0, Model 1(VA-W) and CAA(VA-W) cases in our study. For the CAA(VA-W) monitoring
model we again choose the window based on natural time units’ division. We uniformly utilize a
prediction window W = 10 which corresponds to the latest minutes of received observations, except
for the Wind Peak data where W = 50 was chosen to adjust predictions to the expected frequency of
the peaks in the wind blasts. For each data set-function pair, the default value of the sliding window
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Fig. 10. Weather Data Set: Performance of our Techniques in the Sliding Window Streaming Paradigm for StN Monitoring

size, over which the corresponding function is computed, is 200 measurements. However, we also
perform a sensitivity analysis on this parameter as well.

Variance Monitoring. Figure 9(a) plots the performance of the techniques in the case of Var moni-
toring in the Solar Irradiance Data. In the first column of the figure we observe that the cost of Model
0 ranges between 11 and 600 times larger than the cost yielded by CAA(VA-10) monitoring model,
while CAA(VA-10) ensures up to 500 times lower cost even when compared with Model 1 across
different thresholds. A case of particular interest shows up for a threshold of 30000. There, Model 1
shows a peak in the number of transmitted messages which are higher even when compared to Model
0. This happens due to the existence of specific sites whose drift vectors approach the threshold sur-
face as noted in Figure 3. Obviously, increasing the threshold to 40000 alters the threshold surface
and thus hinders the same sites to cause threshold violations. Nonetheless, CAA(VA-10) maintains
low transmission cost due to the loosened intersection monitoring capabilities (Section 6.2) that it
embodies. We will revisit this issue in the next subsection were we look into the operational details
of the CAA monitoring model. In the meantime we note that the same applies for the second col-
umn of Figure 9(a) where increasing the scale of the network results in CAA(VA-10) savings that
reach a number of 30 times compared to Model 0 and they become even larger when compared to
Model 1. Eventually, the third column of the same figure, shows the resilience of our techniques
when altering the employed size of observations encapsulated in the sliding window for 10 sites.
CAA(VA-10) shows similar behavior when enlarging the window. Model 1 yields more synchro-
nizations for a window of 200 observations since enlarging the window causes the variance values
within it to increase and thus some sites approach the posed threshold of 50000. The lack of the
alternative mechanisms that are incorporated in CAA leads sites merely utilizing Model 1 to thresh-
old crossings. Finally, Model 0 exhibits high sensitivity to the number of values that local vectors
(v;) are built upon.

Figure 9(b) presents corresponding results for Var monitoring in the Wind Speed data set. Model
1 is slightly worse (almost 1%) in terms of transmitted messages compared to CAA(VA-10) when
varying the threshold (first column in the figure) and across different network scales (second col-
umn), yet both result in savings ranging between 3 and 13 times compared to the message cost
of Model 0. Furthermore, in the third column of Figure 9(b) we observe that both CAA(VA-10)
and Model 1 remain resilient to altering the sliding window size ensuring significant benefits when
compared to Model 0. Notice that for a window of 100 observations, Model 1 performs better than
CAA(VA-10). Recall that CAA resolves ties in the choice of the monitoring mechanism (Section 7)
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by picking a random model among those which did not cause a threshold crossing. Thus, when a
particular model is always the appropriate choice, the adaptive CAA algorithm may sometimes end
up transmitting slightly more messages. The results are similar for the Wind Peak data set which we
omit.

Signal to Noise Monitoring. In our next experiment we utilized the same motif for analyzing the
performance of our techniques in monitoring the StN function. We begin our discussion with the
Solar Irradiance data set in Figure 10(a). CAA(VA-10) performs up to 3 times better than Model O
when varying the threshold for 10 sites (first column in the figure) and up to 5 times across network
configurations of 10-100 sites (second column). Model 1 is again the worst choice as it yields 2-5
times higher cost compared to Model 0 across different thresholds and appears over 2 times worse
than Model O for different scales. In the third column of Figure 10(a), it is evident that CAA(VA-10)
again remains mostly unaffected to different window sizes, while Model 1 exhibits a wavy behavior
depending on the accuracy of the employed VA-10 predictor.

We then analyze the performance of the Wind Peak Data in StN monitoring (Figure 10(b)) (the
Wind Speed data had similar behavior). Model 1 and CAA possess similar performance across
different thresholds with savings ranging between 4 and 85 times compared to the cost of Model 0.
The same holds in large part when varying the network scale (middle column in Fig 10(b)) where
savings reach a factor of 5. An exception occurs for 40 and 50 site configuration cases. This is
another occasion where site predictors lie close to the threshold surface for the given threshold of 0.5
and CAA manages to achieve increased savings due to the intersection monitoring capacity. As more
sites are added in the subsequent steps (60-100 site configurations) the predicted estimate’s (e”)
position is affected and thus the sites that were previously causing synchronizations (despite their
restricted local constraints - balls) were ousted from the threshold surface, stabilizing the cost of
Model 1. Eventually, as with the previously examined functions-data set pairs, the CAA monitoring
model is not sensitive to changes in the window size (third column of Fig 10(b)) while Model 0
and Model 1 exhibit opposite trends upon enlarging it. Overall, Model 0’s cost is 5 to 35 times
the transmission cost of CAA, while savings against Model 1 range between 4 to 9 times across
different window sizes.

9.3. CAA Operational Insights

We are now providing additional details regarding the choices that CAA makes throughout its oper-
ation to investigate the stem of its benefits. Since it is hard to present analytic statistics of alternative
models’ usage for every single case of the previously discussed graphs, we focus on two situations
where Model 1 exhibits possibly unexpected peaks in the number of messages and examine the tools
that CAA utilizes to avoid similarly high message exchange.

The first of the aforementioned cases regards the Solar Irradiance under Var monitoring against
different thresholds and for 10 sites(left figure of Fig 9(a)). Table IV shows the CAA choices for
different thresholds. Intersectionl refers to monitoring the intersection between the original and the
predicted convex hull, while Intersection2 refers to monitoring the intersection between the average
convex hull and the predicted one. We point out that for threshold ;10000 (where it exhibits low
costs) Model 1 is never employed by CAA. For the threshold 30000 case, Model O appears as
the most frequent choice but it is only used during the first synchronizations until predictors are
stabilized around the threshold surface (if Model 0 was continuously picked, CAA would have had
similar cost to Model 0). Afterwards, the loosened intersection framework is chosen which safely
leads the monitoring procedure to the decrement of the transmission cost as shown in Fig 9(a).

The second case we distinguished during our discussion was the peak that occurs when monitor-
ing the Wind Peak data under the StN function for network configurations of different scale (middle
figure of Fig. 10(b)). As Table V shows, for 10 sites the savings CAA provides are mostly attributed
to the average and safer model usage, while for 40, 50 and more sites, after a few synchronizations,
the single time that Intersection? is employed by CAA hinders communication for a considerable
amount of time.
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Table IV. Case study: Solar-Var Vs Threshold Monitoring

[ Threshold [ Model 0 [ Model I | Average | Safer [ Intersection 1 [ Intersection2 |

10000 0 15 0 3 0 0
30000 105 0 0 0 4 25
50000 7 0 0 0 5 3
70000 0 0 1 0 0 1
90000 0 0 1 0 0 1

Table V. Case study: Wind Peak-StN Vs # Sites Monitoring
[ #Sites | Model 0 | Model 1 | Average [ Safer | Intersection I [ Intersection2 |

10 35 16 25 35 1 3
40 8 6 12 19 0 1
50 13 10 7 17 0 1
80 12 14 9 14 0 1
90 9 9 12 21 0 1
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Fig. 11.  Weather Data Set - Temperature: Approximate Query Answering Performance

9.4. Approximate Query Processing

Finally, in Figure 11 we present an experimental analysis regarding our prediction-based query an-
swering procedures, introduced in Section 8, utilizing temperature measurements in the Weather
data set. As in [Burdakis and Deligiannakis 2012], we perform L, norm as well as cosine (Cos)
monitoring and measure the number of transmitted messages for different € values (please recall
that we enforce |f(e? (1)) — f(v(t))| < €), network scale configurations and sliding window sizes.
We use the two most recent readings in the VA predictor i.e., VA — 2. The adoption of the simple
Decomposition to Local Constraints (DLC) approach provides no communication reduction in the
case of Cos monitoring while allowing relatively small savings which range between 1% to 12%
compared to the DLC Model 0 in L, approximate tracking. This happens due to the tight approxi-
mation requirements i.e., the magnitude of the € value that are placed while performing approximate
Cos answers. The latter fact shows that the mere adoption of good predictors does not achieve sig-
nificant message reduction when the & parameter which determines the radius of the constructed
hypersphere (see Inequality 7 and Fig. 7) receives small values. However, it is important to note
that the number of transmitted messages by the DLC approach is still always half the number of
messages that the mere adoption of Model 1 and Model O (omitted in Figure 11) would require,
respectively. This happens because, as noted in Section 8.1.1, the DLC framework does not require
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any information to be broadcasted back to the sites. Hence, one way communication suffices during
each synchronization process which in turn halves the number of transmitted messages.

On the contrary, the application of CAA on the techniques of Section 8.1.2 (diamonded line ap-
proaching the horizontal axis in Figure 11) is capable of providing communication savings from
400 times to 3 orders of magnitude compared to DLC Model 1 which are even higher when com-
pared to DLC Model 0 for both of the monitored functions. Hence, we have validated the claim of
Section 8.1.2 regarding the flexibility of the CAA approach to simultaneously tune both the size and
the position of the local constraints so as to improve approximate query answering performance.

10. CONCLUSIONS

In this paper, we presented a thorough study regarding prediction models’ adoption within the ge-
ometric monitoring setting. After identifying the peculiarities exhibited by predictors upon their
implementation in the aforementioned environment, we developed a solid theoretic framework com-
posed of sufficient conditions rendering predictors capable of refraining the communication burden.
We proposed algorithms incorporating those conditions and expanded on relaxed versions of them
along with extensive theoretical analysis on their expected benefits. Our ongoing efforts in this area
explore the choice of optimal reference points, as in [Sharfman et al. 2008], that could perhaps
enable “looser” conditions of strict containment.
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ABSTRACT

Emerging large-scale monitoring applications rely on continuous
tracking of complex data-analysis queries over collections of mas-
sive, physically-distributed data streams. Thus, in addition to the
space- and time-efficiency requirements of conventional stream pro-
cessing (at each remote monitor site), effective solutions also need
to guarantee communication efficiency (over the underlying com-
munication network). The complexity of the monitored query adds
to the difficulty of the problem — this is especially true for non-
linear queries (e.g., joins), where no obvious solutions exist for
distributing the monitor condition across sites. The recently pro-
posed geometric method offers a generic methodology for split-
ting an arbitrary (non-linear) global threshold-monitoring task into
a collection of local site constraints; still, the approach relies on
maintaining the complete stream(s) at each site, thus raising seri-
ous efficiency concerns for massive data streams. In this paper,
we propose novel algorithms for efficiently tracking a broad class
of complex aggregate queries in such distributed-streams settings.
Our tracking schemes rely on a novel combination of the geomet-
ric method with compact sketch summaries of local data streams,
and maintain approximate answers with provable error guarantees,
while optimizing space and processing costs at each remote site
and communication cost across the network. One of our key tech-
nical insights for the effective use of the geometric method lies
in exploiting a much lower-dimensional space for monitoring the
sketch-based estimation query. Due to the complex, highly non-
linear nature of these estimates, efficiently monitoring the local ge-
ometric constraints poses challenging algorithmic issues for which
we propose novel solutions. Experimental results on real-life data
streams verify the effectiveness of our approach.

1. INTRODUCTION

Traditional data-management systems are typically built on a
pull-based paradigm, where users issue one-shot queries to static
data sets residing on disk, and the system processes these queries
and returns their results. Recent years, however, have witnessed
the emergence of a new class of large-scale event monitoring ap-
plications, that require the ability to efficiently process continuous,
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high-volume streams of data in real time. Examples include moni-
toring systems for IP and sensor networks, real-time analysis tools
for financial data streams, and event and operations monitoring ap-
plications for enterprise clouds and data centers. As both the scale
of today’s networked systems, and the volumes and rates of the as-
sociated data streams continue to increase with no bound in sight,
algorithms and tools for effectively analyzing them are becoming
an important research mandate.

Large-scale stream processing applications rely on continuous,
event-driven monitoring, that is, real-time tracking of measurements
and events, rather than one-shot answers to sporadic queries. Fur-
thermore, the vast majority of these applications are inherently dis-
tributed, with several remote monitor sites observing their local,
high-speed data streams and exchanging information through a com-
munication network. This distribution of the data naturally implies
critical communication constraints that typically prohibit central-
izing all the streaming data, due to either the huge volume of the
data (e.g., in IP-network monitoring, where the massive amounts of
collected utilization and traffic information can overwhelm the pro-
duction IP network [12]), or power and bandwidth restrictions (e.g.,
in wireless sensornets, where communication is the key determi-
nant of sensor battery life [26]). Finally, an important requirement
of large-scale event monitoring is the effective support for track-
ing complex, holistic queries that provide a global view of the data
by combining and correlating information across the collection of
remote monitor sites. For instance, tracking aggregates over the
result of a distributed join (the “workhorse” operator for correlat-
ing data from different tables in relational databases) can provide
unique, real-time insights into the workings of a large-scale dis-
tributed system, including system-wide correlations and potential
anomalies [7]. Monitoring the precise value of such holistic queries
without continuously centralizing all the data seems hopeless; luck-
ily, when tracking statistical behavior and patters in large scale sys-
tems, approximate answers (with reasonable approximation error
guarantees) are typically sufficient. This often allows algorithms
to effectively tradeoff efficiency with approximation quality (e.g.,
using sketch-based stream approximations [7]).

Given the prohibitive cost of data centralization, it is clear that
realizing sophisticated, large-scale distributed data-stream analy-
sis tools must rely on novel algorithmic paradigms for process-
ing local streams of data in situ (i.e., locally at the sites where
the data is observed). This, of course, implies the need for in-
telligently decomposing a (possibly complex) global data-analysis
and monitoring query into a collection of “safe” local queries that
can be tracked independently at each site (without communica-
tion), while guaranteeing correctness for the global monitoring op-
eration. This decomposition process can enable truly distributed,
event-driven processing of real-time streaming data, using a push-



based paradigm, where sites monitor their local queries and com-
municate only when some local query constraints are violated [7,
31]. Nevertheless, effectively decomposing a complex, holistic
query over the global collections of streams into such local con-
straints is far from straightforward, especially in the case of non-
linear queries (e.g., joins) [31].

Prior Work. The bulk of work on data-stream processing has fo-
cused on developing space-efficient, one-pass algorithms for per-
forming a wide range of centralized, one-shot computations on
massive data streams; examples include computing quantiles [21],
estimating distinct values [18] and set-expression cardinalities [16],
counting frequent elements (i.e., “heavy hitters”) [4, 10, 28], ap-
proximating large Haar-wavelet coefficients [20], and estimating
join sizes and stream norms [1, 2, 15]. As already mentioned,
all the above methods work in a centralized, one-shot setting and,
therefore, do not consider communication-efficiency issues. Other
work has proposed methods that carefully optimize site communi-
cation costs for approximating different queries in a distributed set-
ting, including quantiles [22] and heavy hitters [27]; however, the
underlying assumption is that the computation is triggered either
periodically or in response to a one-shot request. Such techniques
are not immediately applicable for continuous-monitoring, where
the goal is to continuously provide real-time, guaranteed-quality
estimates over a distributed collection of streams. Morphing such
one-shot solutions to continuous problems entails propagating each
change and recomputing the solutions which is communication in-
efficient, or involves periodic updates and other heuristics that can
no longer provide real-time estimation guarantees.

Monitoring distributed data streams has attracted substantial re-
search interest in recent years [6, 29]. Early work has looked at
the monitoring of single values, and building appropriate models
and filters to avoid propagating updates if these are insignificant
compared to the value of a simple aggregate (e.g., to the SUM of
the distributed values). [30] proposes a scheme based on “adaptive
filters” — that is, bounds around the value of distributed variables,
which shrink or grow in response to relative stability or variability,
while ensuring that the total uncertainty in the bounds is at most a
user-specified bound. [23] proposes building a Kalman Filter for
individual values, and only propagating an update in a value if it
falls more than § away from the predicted value. The BBQ sys-
tem [14] builds a dynamic, multi-dimensional probabilistic model
of a set of distributed sensor readings to drive acquisitional query
processing; this was later extended to the continuous case in the
Ken system [5]. A common aspect of all these earlier works is that
they typically consider only a small number of monitored values
per site, and assume that it is feasible to locally monitor and/or
build a model for each such value. In contrast, our problem setup
is much more complex, as each resource-limited site monitors a
streaming distribution of a large number of values and cannot af-
ford to explicitly capture or model each value separately.

Closest in spirit to our work are the results of [3] and [13], as
well as our work on tracking distributed quantiles [8] and join ag-
gregates [7]. All these efforts explicitly consider the tradeoff be-
tween accuracy and communication for monitoring a class of con-
tinuous queries over distributed streams. With the exception of [7],
these earlier papers focus solely on a narrow class of distributed-
monitoring queries (e.g., top-k values or one-dimensional quan-
tiles), resulting in special-purpose solutions applicable only to the
specific form of queries at hand. More recently, [25, 31] have pro-
posed an approach for efficiently monitoring the value of a general
function/query over distributed data relative to a given threshold.
Their solution relies on interesting geometric arguments for break-
ing up a global threshold condition on a function into “safe” local

conditions that can be checked locally at each site. Still, [25, 31] fo-
cus on monitoring a distributed trigger condition rather than a dis-
tributed query result with approximation-error guarantees; perhaps
more importantly, they assume that the full state of the stream can
be maintained at both the remote sites and the coordinator. [7] con-
siders monitoring the same class of sketch-based query estimates
as we do. Their proposed approach is again purpose-built for the
specific type of queries; furthermore, as our experimental results
show, the effective combination of the generic geometric monitor-
ing method of [25, 31] and sketch-based query estimates (as pro-
posed in this paper) can give significant performance benefits over
the approach in [7].!

Our Contributions. In this paper, we propose novel algorithmic
techniques for efficiently tracking sketch-based approximations for
abroad class of complex aggregate queries over massive, distributed
data streams. Our tracking protocols are based on a novel combina-
tion of the geometric method of Sharfman et al. [25, 31] for mon-
itoring general threshold conditions over distributed streams and
AMS sketch estimators for querying massive streaming data [1,
2, 15]. The effective incorporation of sketching techniques sig-
nificantly expands the scope of the original geometric method, al-
lowing it to efficiently track a broad class of complex queries over
massive, high-dimensional distributed data streams with provable
error guarantees. More specifically, we focus on the class of stream
queries supported by AMS sketching tools, including general in-
ner products (i.e., join aggregates), as well as the special cases
of La-norms (i.e., self-join sizes) and range aggregates (e.g., for
tracking quantiles, histograms, wavelets, and heavy-hitters over the
streams) [7]. One of our key technical insights is that, by exploiting
properties of AMS sketches, our algorithms can perform highly-
efficient geometric monitoring in a much lower-dimensional space.
Another major technical challenge lies in effectively dealing with
the highly non-linear median operator (that is required for esti-
mation over AMS sketches) in the context of geometric function
monitoring. We propose novel geometric algorithms for tracking
medians computed over AMS sketches of the streams for different
types of distributed stream queries of high practical interest. Our
experimental study with real-life data sets demonstrates the prac-
tical benefits of our approach, showing consistent gains of up to
35% in terms of total communication cost compared to the current
state-of-the-art method [7]; furthermore, our techniques demon-
strate even more impressive benefits (of over 100%) when focusing
on the communication costs of data (i.e., sketch) shipping in the
system.

Roadmap. The remainder of this paper is organized as follows.
Section 2 discusses background material on distributed streaming,
sketches, and the geometric method. In Section 3, we present our
novel geometric monitoring schemes for sketch-based approximate
query tracking. Section 4 presents the results of our experimental
study. Finally, we conclude the paper and discuss future directions
in Section 5.

2. PRELIMINARIES AND PROBLEM SETUP

System Architecture. We consider a distributed-computing envi-
ronment, comprising a collection of k remote sites and a designated

"Note that [7] also proposes the idea of using prediction models
for local data streams, which is orthogonal to the work presented in
this paper. In fact, the application of prediction models within the
geometric monitoring method has already been explored in a recent
paper [17].
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Figure 1: Distributed stream processing architecture.

coordinator site. Streams of data updates arrive continuously at re-
mote sites, while the coordinator site is responsible for generating
approximate answers to (possibly, continuous) user queries posed
over the unions of remotely-observed streams (across all sites). Fol-
lowing earlier work in the area [3, 7, 8, 13, 30], our distributed
stream-processing model does not allow direct communication be-
tween remote sites; instead, as illustrated in Figure 1, a remote site
exchanges messages only with the coordinator, providing it with
state information on its (locally-observed) streams. Note that such
a hierarchical processing model is, in fact, representative of a large
class of applications, including network monitoring where a central
Network Operations Center (NOC) is responsible for processing
network traffic statistics (e.g., link bandwidth utilization, IP source-
destination byte counts) collected at switches, routers, and/or Ele-
ment Management Systems (EMSs) distributed across the network.

Each remote site j € {1, ..., k} observes (possibly, several) lo-
cal update streams that incrementally render a local statistics vector
v; capturing the current local state of the observed stream(s) at site
7. As an example, in the case of IP routers monitoring the number
of TCP and UDP packets exchanged between source and destina-
tion IP addresses, the local statistics vector v; has 2 x 264 entries
capturing the up-to-date frequencies for specific (source, destina-
tion) pairs observed in TCP and UDP packets routed through router
7. (For instance, the first (last) 264 entries of v ; could be used for
TCP (respectively, UDP) packet frequencies.) All local statistics
vectors v; in our distributed streaming architecture change dynam-
ically over time — when necessary, we make this dependence ex-
plicit, using v; (¢) to denote the state of the vector at time ¢ (assum-
ing a consistent notion of “global time” in our distributed system).
The unqualified notation v; typically refers to the current state of
the local statistics vector.

We define the global statistics vector v of our distributed stream(s)
as any weighted average (i.e., convex combination) of the local
statistics vectors {v; }; thatis, v = Z?:l Ajvj, where 370\ =1
and \; > O forall 5. (Again, to simplify notation, we typically omit
the explicit dependence on time when referring to the current global
vector.) Our focus is on the problem of effectively answering user
queries (or, functions) over the global statistics vector at the coor-
dinator site. Rather than one-time query/function evaluation, we
assume a continuous-querying environment which implies that the
coordinator needs to continuously maintain (or, track) the answers
to queries as the local update streams v; evolve at individual re-
mote sites. There are two defining characteristics of our problem
setup that raise difficult algorithmic challenges for our query track-
ing problems:

o The distributed nature and large volumes of local streaming data
imply important communication and space/time efficiency concerns.
Naive schemes that accurately track query answers by forcing re-
mote sites to ship every remote stream update to the coordinator are
clearly impractical, since they can impose an inordinate burden on
the underlying communication infrastructure (especially, for high-

rate data streams and large numbers of remote sites). Furthermore,
the voluminous nature of the local data streams implies that effec-
tive streaming tools are needed at the remote sites in order to man-
age the streaming local statistics vectors in sublinear space/time. A
main part of our approach is to adopt the paradigm of continuous
tracking of approximate query answers at the coordinator site with
strong guarantees on the quality of the approximation. This allows
our schemes to effectively trade-off space/time/communication ef-
ficiency and query-approximation accuracy in a precise, quantita-
tive manner.

o General, non-linear queries/functions imply fundamental and dif-
ficult challenges for distributed monitoring. For the case of linear
functions, a number of approaches have been proposed that rely
on the key idea of allocating appropriate “slacks” to the remote
sites based on their locally-observed function values (e.g., [3, 24,
30]). Unfortunately, it is not difficult to find examples of simple
non-linear functions on one-dimensional data, where it is basi-
cally impossible to make any assumptions about the value of the
global function based on the function values observed locally at
the sites [31]. This renders conventional slack-allocation schemes
inapplicable in our setting.

As a concrete example of complex function tracking, consider
the aforementioned global vector v = (¢, u) of TCP and UDP
packet frequencies observed over a collection of IP routers. where
t, u are the subvectors of v corresponding to TCP and UDP traf-
fic, respectively. Tracking the (non-linear) inner-product function
f(v) =t -u =3, t[{lufi (ie., the size of the join of the two
traffic distributions over (source, destination)) can allow the NOC
to effectively monitor the strength of the correlation across the two
types of traffic in the underlying set of routers. Clearly, simple
slack-allocation techniques [3, 24, 30] cannot be applied here.

AMS Stream Sketches. Techniques based on small-space pseudo-
random sketch summaries of the data have proved to be very ef-
fective tools for dealing with massive, rapid-rate data streams in
centralized settings [1, 2, 11, 15, 20]. The key idea in such sketch-
ing techniques is to represent a streaming frequency vector v using
a much smaller (typically, randomized) sketch vector (denoted by
sk(v)) that (1) can be easily maintained as the updates incremen-
tally rendering v are streaming by, and (2) provide probabilistic
guarantees for the quality of the data approximation. The widely
used AMS sketch (proposed by Alon, Matias, and Szegedy in their
seminal paper [2]) defines i*" sketch entry sk(v)][i] as the random
variable >, v[k] - & [k], where {&;} is a family of four-wise inde-
pendent binary random variables uniformly distributed in {—1, +1}
(with mutually-independent families used across different entries
of the sketch). The key here is that, using appropriate pseudo-
random hash functions, each such family can be efficiently con-
structed on-line in small (logarithmic) space [2]. Note that, by con-
struction, each entry of sk(v) is essentially a randomized linear
projection (i.e., an inner product) of the v vector (using the corre-
sponding ¢ family), that can be easily maintained (using a simple
counter) over the input update stream. Another important property
is the linearity of AMS sketches: Given two “parallel” sketches
(built using the same £ families) sk(wv1) and sk(vz2), the sketch of
the union of the two underlying streams (i.e., the streaming vector
v1 + v2) is simply the component-wise sum of their sketches; that
is, sk(vi 4+ v2) = sk(v1)+ sk(vz2). This linearity makes such
sketches particularly useful in distributed streaming settings [7].
The following theorem summarizes some of the basic estima-
tion properties of AMS sketches for (centralized) stream query pro-
cessing. (Throughout, the notation x € (y % z) is equivalent to
|z — y| < |z|.) We use faus() to denote the standard AMS estima-
tor function, involving both averaging and median-selection opera-



tions over the components of the sketch-vector inner product [1, 2].
Formally, each sketch vector can be conceptually viewed as a two-
dimensional n x m array, where n = O(Z%), m = O(log(1/9))
and €, 1 — ¢ denote the desired bounds on error and probabilistic
confidence (respectively), and the AMS estimator function is de-
fined as:

NS , ,
faws(sk(v), sk(u)) = median{ - ;sk(v)[m} -sk(w)[l,4]}.
THEOREM 2.1 ([1, 2]). Let sk(v) and sk(u) denote two par-
allel sketches comprising O(Zz log(1/8)) counters, built over the
streams v and u. Then, with probability at least 1 — 6, faus(sk(v),
sk(u)) € (v - ut €||v||||u|]). The processing time required to
maintain each sketch is O(Z5 log(1/8)) per update.

Thus, AMS sketch estimators can effectively approximate inner-
product queries v - u =y, v[i] - u[i] over streaming data vectors
and tensors. Such inner products naturally map to join and multi-
Join aggregates when the the vectors/tensors capture the frequency
distribution of the underlying join attribute(s) [15]. Furthermore,
they can capture several other interesting query classes, including
range and quantile queries [19], heavy hitters and top-k queries [4],
and approximate histogram and wavelet representations [9, 20, 32].
An interesting special case is that of the (squared) L2 norm (or,
self-join) query (i.e., w = wv): Theorem 2.1 implies that the AMS
estimator faws(sk(v), sk(v)) (or, simply faus(sk(v))) is within
€ relative error of the true squared Ls norm ||v]|®> = 3°, (v[k])%;
that is, faws(sk(v)) € (1 % €)||v||>. To provide e relative-error
guarantees for the general inner-product query v - w, Theorem 2.1
can be applied with error bound € = e(v - u)/(||v]|||ul]), giv-
ing a total sketching space requirement of O(% log(1/9))
counters [1].

A drawback of AMS sketches is that every streaming update
must “touch” every component of the sketch vector (to update the
corresponding randomized linear projection). This can be problem-
atic for massive, rapid-rate data streams, especially when a tight
error guarantee ¢ is required. The Fast-AMS sketch [7] solves this

problem by guaranteeing logarithmic-time (i.e., O(log(1/d))) sketch-

update costs, while offering the same space/accuracy tradeoff as the
basic AMS sketch (through a more careful analysis) [7]. (Our im-
plementation in Section 4 employs the Fast-AMS variant.)

The Geometric Method. Sharfman et al. [31] consider the fun-
damental problem of distributed threshold monitoring; that is, de-
termine whether f(v) < 7 or f(v) > 7, for a given (general)
function f() over the global statistics vector and a fixed threshold
7. Their key idea is that, since it is generally impossible to connect
the locally-observed values of f() to the global value f(v), one can
employ geometric arguments to monitor the domain (rather than the
range) of the monitored function f(). More specifically, assume
that at any point in time, each site j has informed the coordinator
of some prior state of its local vector v;' ; thus, the coordinator has

an estimated global vector e = vP = Z?:l Ajv¥. Clearly, the
updates arriving at sites can cause the local vectors v; to drift too
far from their previously reported values v? , possibly leading to a
violation of the 7 threshold. Let Av; = v; — v? denote the local
delta vector (due to updates) at site j, and let u; = e + Av; be
the drift vector from the previously reported estimate at site j. We
can then express the current global statistics vector v in terms of

the drift vectors:

k k k
v= Z)\j(vg +Avj)=e+ Z)\jAvj = Z)\j(e—i- Avj).
j=1 j=1 j=1

Figure 2: Estimate vector e, delta vectors Av; (arrows out of e),
convex hull enclosing the current global vector v (dotted outline),
and bounding balls B(e + 1 Avj, 3 [|Av;])).

That is, the current global vector is a convex combination of drift
vectors and, thus, guaranteed to lie somewhere within the convex
hull of the delta vectors around e. Figure 2 depicts an example in
d = 2 dimensions. The current value of the global statistics vector
lies somewhere within the shaded convex-hull region; thus, as long
as the convex hull does not overlap the inadmissible region (i.e., the
region {v € R? : f(v) > 7} in Figure 2), we can guarantee that
the threshold has not been violated (i.e., f(v) < 7)).

The problem, of course, is that the Awv;’s are spread across the
sites and, thus, the above condition cannot be checked locally. To
transform the global condition into a local constraint, we place a d-
dimensional bounding ball B(c, r) around each local delta vector,
of radius r = 3||Av;|| and centered at ¢ = e + 1Aw, (see Fig-
ure 2). It can be shown that (in any dimensionality d) the union
of all these balls completely covers the convex hull of the drift
vectors [31]. This observation effectively reduces the problem of
monitoring the global statistics vector to the local problem of each
remote site monitoring the ball around its local delta vector.

More specifically, given the monitored function f() and thresh-
old 7, we can partition the d-dimensional space into two sets V' =
{v:f(w) >7}andV = {v : f(v) < 7}. (Note that these sets
can be arbitrarily complex, e.g., they may comprise multiple dis-
joint regions of R%.) The basic protocol is now quite simple: Each
site monitors its delta vector Av; and, with each update, checks
whether its bounding ball B(e + $Awv;, $||Av;]|) is monochro-
matic, i.e., all points in the ball lie within the same region (V' or
V). If this is not the case, we have a local threshold violation, and
the site communicates its local Av; to the coordinator. The coor-
dinator then initiates a synchronization process that typically tries
to resolve the local violation by communicating with only a subset
of the sites in order to “balance out” the violating Av; and ensure
the monochromicity of all local bounding balls [31]. In the worst
case, the delta vectors from all k sites are collected, leading to an
accurate estimate of the current global statistics vector, which is by
definition monochromatic (since all bounding balls have 0 radius).

In more recent work, Sharfman et al. [25] demonstrate that their
geometric monitoring method can employ properties of the func-
tion and the data to guide the choice of a global reference point and
local bounding ellipsoids for defining the local constraints. Further-
more, they show that the local bounding balls/ellipsoids defined by
the geometric method are actually special cases of a more general
theory of Safe Zones (SZs), which can be broadly defined as convex
subsets of the admissible region of a threshold query. It is not diffi-



cult to see that, as long as the local drift vectors stay within such a
SZ, the global vector is guaranteed (by convexity) to be within the
admissible region of the query [25].

3. SKETCH-BASED APPROXIMATE GEO-
METRIC MONITORING

In this section, we develop our approach for geometric moni-
toring of non-linear, inner-product queries using AMS sketches.
The sketching idea offers an effective streaming dimensionality-
reduction tool that significantly expands the scope of the origi-
nal geometric method [31], allowing it to handle massive, high-
dimensional distributed data streams in an efficient manner with
approximation-quality guarantees. The key technical observation is
that, by exploiting properties of the AMS estimator function, geo-
metric monitoring can now take place in a much lower-dimensional
space, allowing for communication-efficient monitoring. Effec-
tively dealing with the highly non-linear median operator in the
AMS estimator also mandates novel algorithmic solutions. We start
by showing how our approximate function monitoring problem can
be transformed into low-dimensional threshold crossing queries for
the geometric method. To simplify notation, in the remainder of
this section, we use v; to denote the AMS sketch at remote sites
andlet & =3 ¥; denote the global AMS sketch of the entire dis-
tributed stream; similarly, 3%, ¥ = 3, ¥ denote the local/global
sketch values last communicated to the coordinator.

3.1 From Threshold Crossing to Approximate
Function Monitoring

Consider the task of monitoring (at the coordinator) the value of
a function f() over the (full) global statistics vector v to within
relative error. (Our discussion here focuses on relative error — the
case of monitoring to within bounded absolute error can be handled
in a similar manner, e.g., using the absolute to relative error trans-
formation outlined under Theorem 2.1.) Since the coordinator only
holds the estimated value of the global statistics vector v* based on
the most recent site updates, our monitoring protocol would have to
guarantee that the estimated function value carries at most 6 rela-
tive error compared to the up-to-date value f(v) = f(v(t)), thatis
f(@P) € (1+0)f(v), which is obviously equivalent to monitoring
two threshold queries on f(v):

P P
Now, since we assume that the remote sites only maintain AMS
sketches of their local vectors, all we have at our disposal are the
sketched versions of the v and v” vectors (denoted by © and 9”,
respectively), and the corresponding function values are approxi-
mated through the AMS estimator function fAMs() (Theorem 2.1).
This, of course, implies a sketching error € in the function val-
ues which can be bounded with the help of Theorem 2.1 so that
faus (D) € (1%e€) f(v) with high probability (whp). Since our end
goal is to guarantee that the sketch-based estimate available at the
coordinator faus(©P) is within 6 relative error, the above threshold
monitoring conditions become:

flv) >

fAMS(’ap) fAMS(ﬁp)
> d < =7
fw) > ) pw) < 100,
and, since faus(?) € (1te€)f(v), itis not difficult to see that these
two conditions are satisfied (whp) as long as:

faws(07)(1 + €)

Jams (07) (1 — ¢)
1+6 ’

Fas (B) > "
M

and fAMS ('B) S

These are exactly the threshold conditions that our approximate
function monitoring protocols will need to track. Note that fams(D?)
in the above expression is a constant (based on the latest commu-
nication of the coordinator with the remote sites). When either of
the above conditions is violated, some (possibly all) remote sites
must flush their current local stream estimates to the coordinator,
updating P so that the difference between faus(0) and faus(07)
is again small. Also, observe that the condition }ig < }:g always
holds as long as 8 > ¢, which is obviously the case (the overall
error guarantee cannot be tighter than the incurred sketching error).

As discussed earlier, for remote site j, ©; denotes the sketch of
local stream updates, and f)? the sketch last flushed to the coor-
dinator. Exploiting the linearity of AMS sketches, remote site j
maintains Ad; = U, — fz;‘-’ , corresponding to stream updates since
the last flush. At the time of the next flush, the remote site simply
transfers Av; to the coordinator and resets its local delta sketch to
zero. (If the stream updates sketched in Av; are few, in order to
reduce communication cost, the remote site may send the updates
verbatim to the coordinator.)

3.2 Applying the Geometric Method: Overview

Having reduced approximate distributed stream monitoring to
appropriate threshold-crossing conditions (Eqn. (1)), we now turn
our attention to the issue of effectively applying the geometric method
to the problem at hand. A direct application would take the dis-
tributed stream sketch ¥ as the global statistics vector, scaling each
local sketch ©; by the number of sites k to obtain the local statistics
vectors (in order to satisfy the convex combination requirement of
the geometric method); then, the geometric method could be em-
ployed to monitor the two threshold conditions on faws(?) in the
(n x m)-dimensional sketching space (Section 2).

Unfortunately, such a direct application of the geometric method
turns out to perform poorly in practice, giving high communication
overheads. The problem here is that, even though sketch vectors
are a compressed, (n X m)-dimensional representation of the full
stream, they can still get fairly large, especially when tight error
bounds are required. Thus, when a local threshold violation occurs
at a remote site, it triggers a balancing process that requires some
of the sites to transmit their local statistics (i.e., sketches) to the
coordinator, imposing high communication overheads.

To address this issue, we develop a novel technique that allows
us to track the threshold conditions on faus(®) through geometric
monitoring in a much lower-dimensional space. More specifically,
consider a sketch @ as a two-dimensional n x m array, and let 7]
(i = 1,...m) denote the n-vector corresponding to the i** column
of the sketch matrix. We define the local statistics vector for remote
site j as the m-dimensional error vector d;, where

d;li] = [[A%;ll| = [19,[i] — #5[l),

fori =1,...,m, and the global statistics vector as the (m-dimen-
sional) average error vector d = % Zle d;. In what follows, we
show how to construct functions F,() and F;() of d that provide
lower and upper bounds on faws(9); that is,

Fi(d) < faus(®) < Fu(d).

We can then monitor the threshold-crossing conditions on faus (D)
(Eqn. (1)) using the geometric method for F,(d) and F;(d) in the
m-dimensional space of error vectors d. It is important to note
that this optimization implies huge communication savings: Sketch
matrices are typically very “thin”, i.e., n >> m, since n depends
quadratically on the sketching error ¢, whereas m depends only
logarithmically on the desired confidence § [2, 1,9, 15].



Another major technical challenge that arises is how to effec-
tively test the monochromicity of bounding balls in the resulting
lower-dimensional space with respect to threshold conditions in-
volving the highly non-linear median operator present in the AMS
estimator (as well as the upper/lower bound functions F,() and
Fi()). Our techniques and analyses make use of three well-known
properties of the median operator:

Monotonicity: If x[¢] < y[i] for all ¢, then median;{x[i]} <
median; {yli]}.

Distributivity: For any monotone function f(),

median; { f(x[:])} = f(median;{x[:]}).
Homogeneity: VA € R, median; {\x[i]} = A median;{x[i]}.

‘We propose a number of novel algorithmic techniques to address
the aforementioned technical challenges for three different types of
distributed stream queries of high practical interest. We start with
the easier cases of Lo-norm (i.e., self-join) and range queries, and
then extend our approach to the case of general inner-product (i.e.,
binary-join) queries.

3.3 Monitoring Self-Joins

In the case of (approximate) self-join/L2-norm queries, our goal
is to track an estimate of the (squared) norm of a frequency vector
using AMS sketches. Thus, we need to monitor the values of the
AMS estimator function

frus(®) = median{ - S(B[1,i))*} = median{ - [3[i]|*}

..... m =1
@)
where @ is an n x m-sized AMS sketch and 3 [4] is the i*"-th column
of the sketch. Using the distributivity of the median operator, the
threshold-crossing conditions in Eqn. (1) become:

1+ 5 ian{||B[i
Mg @) < medianf 301} <

1—¢ -
,,,,, m " —BfAMS(Up)'
We now develop “safe” threshold conditions over R™ for the above
monitoring problem using upper/lower bound functions defined over
the m-dimensional error vector d. By definition, at site j, d;[i] =
[1©5[7] — ©%[3]|]; thus, applying the the triangle inequality, we have

k

8] — 8”4 < Z\Iﬁj[il — oLl =) dyli] = kdlil, (3)

Jj=1
or, equivalently,
197 (]| — kd[s] < (B[] < [[9”[]]l + kd[d].

Then, by monotonicity of the median, it is sufficient to monitor the
following threshold conditions over d € R™:

Fu(d) = median{|" ]| + kdli]} < \/ni—s fuss(3)

Fild) = median{| &[]l — kdlil} > \/nq s (@),

Geometric Monitoring for the Median. By dividing both sides of
the above threshold conditions over R™ by +k and by virtue of the
homogeneity of the median, both conditions take the general form

.....

where a is a constant m-dimensional vector and ¢ € R.

Algorithm 1: Computing the distance of a vector to the region
defined by a median threshold.

Data: ¢ = [¢[1],...,c[m]], a = [a[l],...,a[m]]:
m-dimensional vectors; (: real.

Result: The distance of ¢ to the region

{zx € R™| median;{ali] + x[i]} > (}.
begin
letz=a+c
Sort(z, ascending)
r=0
for i «+— [ 10 m do

if z[i] <  then
L r4= (¢ - 2li)”
2l =¢

return p; = /1

end

To monitor such conditions using the geometric method, we must
be able, given a bounding ball B(e, p) in R™, to efficiently decide
whether the ball is monochromatic; that is, whether median; { a[i]+
x[t]) < ¢, forall ¢ € B(c, p), This can be done by determining
the Euclidean distance p¢ of the ball center ¢ from the closest point
in the inadmissible region Z = {& € R™| F(x) > (}; then, the
ball B(e, p) is monochromatic if and only if p < p¢.

We now show how to efficiently compute this distance to the in-
admissible region. Clearly, if median;{a[i]+c[i]} > ¢, then p; =
0. Else, we can employ a greedy algorithm to find a point z on
the boundary of the inadmissible region Z (with median;{ai] +
z[i]}) = ¢), such that no other point in Z is closer to the ball
center ¢ (note that this point z is not necessarily unique). Algo-
rithm 1 constructs such a boundary point z in a greedy manner:
Starting with z = a + ¢, it takes all coordinates from rank | 5 |
to rank m that are < ¢ and sets them equal to ¢ in order to reach
the boundary; then, it returns the distance pc = ||¢ — z||. The fol-
lowing theorem summarizes our analysis (due to space constraints,
the proof is deferred to the full paper).

THEOREM 3.1. Algorithm 1 correctly computes the minimum
Euclidean distance of point ¢ € R™ from the inadmissible region
Z = {x € R™| median;{a[i| + x[i]} > ¢} in time O(mlog m).

3.4 Monitoring Range Aggregates

We now turn our attention to a different special type of inner-
product queries, namely the inner product of a distributed data
stream with a constant vector b. An important special case here
is that of range aggregates, in which the constant vector b simply
contains non-zero values for a subset .S of values in the joint data
distribution in the streaming vector v, and zero everywhere else;
thus, b- v = >, ¢ bli]v[i], i.e., the distribution aggregate (e.g.,
the number of tuples) in range S. These aggregates can, of course,
be estimated using an AMS sketch estimator faus(D, b) (where b
is the constant sketch vector for b), with the quality guarantees out-
lined in Theorem 2.1. Such approximate range aggregates over
AMS sketches have been utilized in several important streaming
applications, including the construction of effective quantile, his-
togram, and wavelet summaries over streaming data [9, 19, 20, 32].
For instance, in the case of wavelets, we are interested in estimat-



ing large wavelet coefficients, which are inner product of the data
distribution with constant wavelet-basis vectors [9].2
Within our framework, we are asked to monitor the estimator

Favs(B,b) = medlan{ b[ 04}
The global statistic again consists of a single sketch (since b is con-
stant). Thus, we can start from Eqn. (3), and we obtain

[bli)(8ld] — & [i)| < |IB[)]|[8[i] — " [i]l| < kd[a][[bl]l,
which yields the two threshold conditions:

median {b{i2” (1] + kdli [bli] [} < nl Fan(8.8) @)

median{blila"[i] ~ K[} > ni s fus(8,5). )
Geometric Monitoring for the Median of Linear Forms. By
dividing both sides by +£ and by virtue of the homogeneity of the

median, both conditions take the form
F(d) = median{a[i] + b[i]d[:]} < ¢

for a, b € R™, where b has nonnegative components and ¢ € R.

The monochromicity question for ball B(c, p) can be addressed
in a spirit similar to that of Section 3.3. One small complication
arises by the fact that, in this case, pc may be undefined! This may
occur only if some entries in b are zero, so that the inadmissible
region Z = {x € R™| F(x) > (} is empty. To handle this
complication smoothly, we apply a standard algebraic perturbation
trick; we assume that, when b[i] = 0 and a[i] < ¢, then a[i] +
bli](+00) > (. Thus, region Z is never empty, although some of
its elements may have infinite coordinates.

As earlier, we wish to minimize p7 = >_7" | (x[i] —c[i])?, where
x € Z. Foreachi = 1,...,m, let r? denote the minimum of
(x[i] — c[i])?, such that a[i] + b[i]x[i] > (. Itis easy to derive
that,

0 i a[i] + bli]c[i] > ¢
ifafi] < (and b[i] =0
if afi] + bli]c[i] < ¢ and b[i] # 0

r; = § too

(S = eli)?

Then, p? is equal to the sum of the (m+1)/2 smallest r7s (treating
ties arbitrarily). Again, the ball is monochromatic if and only if
p = pe.

3.5 Monitoring General Inner Products

We now turn our attention to a more complicated monitoring
problem, where the global statistic comprises of the concatenation
of two sketches (¥, 4) corresponding to two distributed streams,
and the monitored function is the sketch estimate of the inner prod-
uct of the sketched vectors, corresponding to the size of the inner
product (i.e., join):

2
i

fwus(8,@) = median{ — Z [, dall, i

,,,,,

= medlan{ oli]ali)}

,,,,,

In addition, error vectors are also concatenated, denoted as (d., d.,).

*Note that sketching is employed here since the range queries of
interest are not fixed (i.e., can vary over time), and a search over
the sketch summary is needed to discover the ranges of interest
as the stream distribution changes. In simpler scenarios where the
range aggregate of interest is fixed, slack-allocation techniques for
tracking linear aggregates can be used (e.g., [24]).

We now develop bounds for the monitored function using the
error vectors. From Eqn. (3), we can write

3] = 8°[i) + hdu[ilq,, and @li] = @[] + hdulilq, .

where g, ; and q,, ; are (unknown) vectors of length at most 1.
Thus,

olilafi] = o"[iJa”[i] + kd.[iq, ;a"[i] + kd.[ilq, 0" (1]

+ kZdU [Z}du [Z}qv,lqu,z

Exact maximization/minimization of the above condition is possi-
ble but yields formulas that are too unwieldy. We provide slightly
weaker upper and lower bounds by treating each term in the above
sum separately. Then, applying median monotonicity, we get the
following conditions:

median{&"[i]a"[i] + kd, [i][|a" ][] + kd.[i] || " [d][

+ Ry fidufi]} < n%;fm(ﬁ”,ﬁp)
median{&"[i]@"[i] — kd, [i][|a" [1][| — kd.[i][|&" (]|
KR fildulil} 2 n T fon (5 )

Geometric Monitoring for the Median of Bilinear Forms. By
dividing both sides by -k and by virtue of the homogeneity of the
median, both conditions take the form:

F(z,y) = median{[i]y[i] + ali][i] + bli]y[i] + g[i]} <,

with variables @, y € R™, and constants a, b, g € R™, where a, b
have nonnegative components, and ¢ € R.

In order to apply the geometric method, we need to determine the
monochromicity of balls of error vectors (in the combined 2m—dim-
ensional space. In other words, we need to determine whether
a ball defined by (x — ¢)*> + (y — ¢/)? < p? (where ¢, ¢ are
m-vectors) intersects the interior of the inadmissible region Z =
{{z,y) € R*| F(x,y) > ¢}. For this problem, essentially
the same reasoning applied to the range query case leads us to a
bound-of-ball-radius solution.

Given aball B({c, c’), p), let some vector {x, y) € Z be a near-
est neighbor of (¢, ¢’). Then,

m

e = (@—e)’+(y—¢)’ = (@[] —c[i])*+(yli] ¢

=1

[i)* ©)

‘We compute the (squared) distance pg of the center (¢, ¢’) to region
Z by computing, for each componenti = 1,... )] m of the median
operator in F(), a squared coefficient, r7 Each rZ corresponds to a
term in the sum of Eqn. (6). Then, the (squared) distance of center
(e, ¢') to the boundary of the inadmissible region Z is obtained by
summing the | (m + 1)/2] smallest 77.

We now turn to the computation of rZ. To keep notation clean,
we drop the i-index from the variables: Let ¢ and ¢’ be the i-th co-
ordinates of ¢ and ¢/, respectively (and, similarly, for a, b, g, z, y).
If c¢’ +ac+bc’ 4+ g > ¢, then > = 0. Else, we need to compute
and y which minimize (z—c)?+ (y—c’)? but set the corresponding
component of the median to (, that is,

=inf{(z — )"+ (y — )’ |zy + az + by + g = ¢}

To simplify the problem, first rewrite

zy+az+by+g=(r+b)(y+a)+g—ab



By substituting p = « + b and ¢ = y + a, we have:
r? =inf{(p - a)’ + (¢ - )" |pa = 7},

wherea =c+b,B=c +aandT =(+ab—g.

Now, if 7 = 0, then 7> = min(a, 3); else, substitute ¢ = 7/p
to obtain (p — )+ (- B)?. Taking the derivative equal to 0
reduces to the quartic equation

fp)=p"—ap’+7Bp—7° =0.

One of its real roots yields the smallest 72 (real roots exist since

£(0) <0).

3.6 Synchronization Policies for Remote Sites

When the coordinator determines from the geometric method
that there is a global violation in the monitoring (that is, the global
error vector d is no longer within the admissible region), the coor-
dinator signals some remote sites to flush their updates Av;. While
several flushing policies are possible, we describe two alternatives.

Eager Synchronization. This is a simple policy, where all remote
sites synchronize concurrently. Each remote site j transmits its cur-
rent stream updates A ;. After the end of this process, the system
reaches a state where, for all j, v; = f;f and thus d; = d = 0.
Then, new bounds for the error are computed and broadcast to all
remote sites and stream processing begins anew.

Lazy Synchronization. In eager syncronization, even sites whose
local updates are few are forced to synchronize. This may be waste-
ful, and unnecessary; these sites are probably not contributing to
the error significantly. A lazy approach would be for the coordina-
tor to syncronize a minimum number of sites, necessary to restore
global bounds. Remote sites are ranked in (descending) order of the
number of unflushed updates (other choices, such as the distance of
d; to the inadmissible zone, are possible, but our experiments in-
dicated that they do not perform as well). Then, sites are asked to
flush sequentially, until, after some flush, the global error d is again
restored within the (updated) bounds.

4. EXPERIMENTAL STUDY

In this section, we discuss the empirical evaluation of our tech-
niques using real-life data sets. We start by discussing our testbed
and methodology.

Data Sets and Techniques. We use the same real-life data sets
as [7] for our experiments. The first data set, WCup3, was drawn
from the Internet Traffic Archive and contains HTTP requests sent
to the servers hosting the World Cup 1998 web site (totaling ap-
proximately 1.35 billion requests over a three-month period). The
second data set, Cdad*, comprises SNMP network usage data ob-
tained from CRAWDAD (the Community Resource for Archiving
Wireless Data at Dartmouth). It consists of measurements of to-
tal network traffic every five minutes over a four month period at a
large number of access points (approximately 200) inside a corpo-
rate research center (IBM Watson). We tracked the distribution of
the size attribute from WCup and the shortRet attribute from
Cdad, since both these attributes take a very large number of values
thus making streaming estimation challenging.

From each data set, we construct a distributed stream for a num-
ber of remote sites, by hashing the site field from the data set to the
desired number of remote sites in each experiment (WCup relates
to 26 sites and Cdad to 27). Thus, skew in the datasets also appears

3http ://ita.ee.lbl.gov/html/contrib/WorldCup.html
41'1ttp ://crawdad.cs.dartmouth.edu/meta.php?name=
ibm/watson#N100AD

in our streams. We focus primarily on self-join queries over these
streams, as these queries are not parameterized and their sketching
error is predictable.

We experimented with our sketch-based geometric monitoring
schemes using both the eager and the lazy synchronization policy
(denoted by GM-lazy and GM-eager, respectively). To demon-
strate their effectiveness, our methods are contrasted against the
sketch-based monitoring technique of [7] (denoted by CG). In a
nutshell, CG is a purely “push-based” monitoring protocol: Each
site j continuously tracks the value of its relative delta sketch vec-
I15;—o%

;1
pends on ¢, 6, and the number of sites (determined by the analysis
in [7]). When that upper bound is violated, the site simply sends
the coordinator its local delta sketch vector (or, the local updates
themselves, if smaller), resetting its delta to zero, and resumes its
local tracking.

All three methods were implemented using the Fast-AMS sketch-
ing technique [7]. Furthermore, since our GM schemes are static
(i.e., do not try to predict the evolution of local/global statistics
vectors), we compared them against the static variant of the CG
technique [7]. As mentioned earlier, the idea of using dynamic pre-
diction models (as suggested in [7]) is essentially orthogonal to the
ideas in this paper, and prediction models have recently been shown
to significantly improve the performance of geometric monitoring
as well [17]. We defer the comparison of the dynamic, prediction-
based variants of the schemes to the full version of this paper.

tor norm ! checking that it is below an upper bound that de-

Metrics.

Our main focus is on the communication cost incurred by our
method. We distinguish two parts in the total communication traf-
fic. The first part, data communication, comprises messages trans-
mitted from remote sites to the coordinator, when remote sites flush
their sketched updates A (or, the list of update records verbatim,
if smaller). The second part comprises the monitoring overhead of
the geometric method, for tracking the global error vector d. Study-
ing data communication in isolation, provides a better contrast to
the method of [7], since this is the only type of communication per-
formed by that method. In their technique, flushes happen by each
remote site when a purely local condition is violated. Our tech-
nique, in its effort to delay flushes (improving the effectiveness of
sketching) by balancing local errors, incurs additional monitoring
overhead. Naturally, we are interested in the cost of this overhead,
relative to the gains in data communication costs.

In addition, the separation of these traffic costs makes sense be-
cause, in principle, it is possible that the coordinator for the pro-
tocols of the geometric method is not co-located in the same ma-
chine with the site which collects the global stream updates. For
example, if communication channels among remote sites are good,
the role of coordinator may be assigned to one of the sites. Fur-
thermore, the traffic patterns of these two types of communication
differ significantly: Data communication traffic consists of large
messages, travelling from remote sites to the collection site only.
Geometric monitoring traffic, on the other hand, consists of small
messages, which can easily fit in a single UDP datagram. Upstream
traffic (from remote sites to coordinator) is almost equal in volume
to downstream traffic (from coordinator to sites). Moreover, down-
stream traffic consists of identical messages to all sites, and thus it
can be implemented by multicast channels. For these reasons, dis-
tinguishing between these types of communication can highlight
the suitability of each technique in different distributed settings.

Another interesting metric is the scalability of our monitoring
schemes as the the number of sites collecting the distributed stream
becomes larger. In the technique of [7], each site’s local condition
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Figure 4: Self-join, total communication cost, as a fraction of stream size (WCup dataset).

becomes stricter, causing more frequent flushes—thus, less oppor-
tunity for communication reduction via sketching. For our tech-
nique, data communication is not increased with more sites, in fact
it decreases slightly, as with more nodes there is greater opportu-
nity for balancing. Unfortunately, the overhead of the geometric
method increases significantly with the number of sites, rendering
our techniques non-scalable to many sites. Although a proper study
of scalability is outside the scope of this paper, we present some
scalability results, in order to motivate further research.

Results: Communication Cost. The results presented measure the
communication cost incurred by our methods. In order to contrast
better with the techniques of [7], we do not present absolute cost, by
rather the cost scaled relative to the cost of the CG method (which
has scaled cost 1).

In these experiments, the number of remote sites is 4. We used
two different sketch sizes. In both, § = 1/ 27 (thus, sketches had 7
columns each). The first sketch is built for sketching error e = 0.01
and the second, larger sketch is built for e = 0.005.

Fig. 3 depicts the (relative) data communication cost for our
methods, as a function of the total monitoring error 6. It can be
seen that both variants of our technique improve significantly upon

the cost of the previous technique, with the lazy variant performing
much better than the eager one.

A natural question that arises is how much further one can re-
duce data communication in this framework. To quantify the po-
tential improvement, Fig. 3 depicts also the costs of an unrealistic
oracle-based scheme, in which data is collected from sites (using
either the eager or the lazy flushing policy) only when a global vio-
lation occurs. As can be seen, the cost of our lazy strategy is quite
close to that of the lazy oracle-based one, leaving very little room
for improvement. The costs of our eager strategy, while not as close
to the eager oracle-based one, are still near. These results validate
our claim that monitoring in a lower-dimensional space via the er-
ror vector d provides an excellent compromise between monitoring
accuracy and monitoring cost.

The total communication costs are depicted in Fig. 4, as a func-
tion of stream size. For the technique of [7], this cost is equal to
that depicted in Fig. 3, whereas our techniques incur additional cost
related to error monitoring. Still, as shown in , this additional cost
is well-worth. Our techniques still outperform that of [7], some-
times by up to 35%. Note that, to keep to plot clear, we only show
the graphs for the WCup dataset. The graphs for the Cdad dataset
almost coincide.
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Figure 6: Self-join monitoring overhead as a percent of total cost.

In Fig. 6, the overhead incurred by geometric monitoring is shown
as a function of #. Although the overhead remains relatively con-
stant as 60 increases, it is higher for ¢ = 0.01 (where sketches
are smaller, imposing less per-flush cost). Interestingly, the lazy
method has significantly higher overhead (as a percent) over the
eager method. This is due to two factors; first, because the eager
method exhibits higher data communication, and second, because
intuitively, the lazy method performs more rebalancing, as it delays
flushing some sites. Still, the additional overhead is justified for
the lazy method, because the savings in data communication are
greater.

Other types of monitored queries behave similarly to the self-
join query. Due to space restrictions we only present results for our
most general full-join query. Fig. 5 presents data and total commu-
nication costs for monitoring the join of two streams with sketch-
ing error € = 0.01. From each data set we created two streams by
splitting the records (WCup dataset was split on the clientID
attribute and Cdad was split on the site attribute). The join at-
tributes were the same ones tracked in the self-join experiments
(size and shortRet respectively). The same broad effect, of
much reduced data communication over CG with modest monitor-
ing overhead is observed in this case as well.

4.1 Effect of sketch size

Sketching accuracy e affects communication cost more signif-
icantly than the probability bound . As sketch size grows with
log(1/4), reasonable values of § (say, from 27'* to 277 will only
affect the sketch size modestly.

Sketching accuracy affects sketch size more strongly, as it in-
creases with O(1/€%). When overall accuracy 6 is kept constant,
the increased accuracy of larger sketches implies that the global
sketch will need to be updated less frequently, incurring fewer, al-
beit larger messages. This implies a trade-off between number of
messages and message size.

We now study the trade-off between sketching accuracy (and
sketch size) and monitoring accuracy. Fig. 7 depicts data commu-
nication cost for overall accuracy § = 0.04, as the ratio €/6 varies
from 0.1 to 0.95. Note that, this cost is normalized (to the total size
of all stream updates), and not relative to CG (which is actually also
shown in the graph).

The analysis of [7] indicates that their technique performs best
for € &~ 6/2. This is exhibited by our experiments, for our tech-
niques also.

However, the benefit of our technique over that of [7] should
be greater when € is smaller than 6/2, that is, when sketches are
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more accurate and larger, because balancing the global error can be
done more effectively (and cheaply) when monitoring accuracy is
relaxed. Indeed, Fig. 8 shows that the overhead grows significantly
as 0 approaches e. Again, note that the lazy technique has higher
overhead than the eager technique (CG has overhead 0 in this plot).

In practice, it may be desirable that applications utilize sketches
of small ¢, relying on relaxed monitoring precision in order to de-
crease communication. This is because e cannot be adjusted on-
the-fly, once a stream has started to be sketched, whereas adjusting
0 can be done on-line very easily.

4.2 Scalability

To measure the behavior of our techniques as the number of sites
grows, we conducted experiments where the number of sites mon-
itoring a stream increases, keeping other parameters constant.

Fig. 9 depicts data communication cost (relative to the CG method).

As expected, the advantage of our techniques in this aspect of the
cost is maintained over the CG method—in fact, there is slow im-
provement. In fact, the data cost of the lazy synchronization over
CG for WorldCup on streams of 20 sites is 4 times less.
Unfortunately, this does not render our techniques scalable, be-
cause as the number of sites grows, communication overhead be-
comes dominant. Fig. 10 depicts the total y(normalized) commu-
nication cost. It can be seen that the CG method maintains a 50%
saving over the cost of the naive method. In our technique however,
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Figure 9: Data comm. cost over number of sites, as a fraction of
the cost of CG, for ¢ = 0.01 and 6 = 0.04.
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communication overhead dominates, to the extent that the total cost
becomes 2—4.5 times higher than the cost of the naive method! No-
tice that the lazy method exhibits again about twice the overhead of
the eager method.

The source of the problem seems to be in protocols of the geo-
metric method itself (which we have not adapted in any way in this
paper). As the number of sites increases, opportunities for rebal-
ancing among sites increase commensurably. The protocols of the
geometric method exhaust every opportunity to ensure that a global
violation (triggering flushes) does not occur, without regard for the
cost incurred by this rebalancing.

These results indicate that our techniques are only applicable
beneficially to applications with a modest number of sites (up to
7). They also indicate an important direction for further research,
namely, attempt to capture (at least some of) the benefit in data
communication with a scalable rebalancing approach.

S. CONCLUSIONS

The problem addressed in this paper is monitoring of massive,
distributed streaming data. The recently proposed geometric method
has been combined with AMS sketches towards reducing the com-
munication cost of tracking complex aggregate queries over dis-
tributed streams with strict error bounds.

To reduce communication cost, we utilized AMS sketches, sim-
ilarly to previous work, but in a novel way; we developed a novel



geometric method of dynamic balancing of error between remote
sites, improving summarization at the sites before stream data has
to be transferred over the network. We showed how to treat three
fundamental types of aggregate queries: self-join, range and 2-way
join between streams. Finally, we presented extensive empirical
results to validate our performance claims for our techniques and
demonstrate their practical viability.

Extensions and Future Work. In this paper, we applied the stan-
dard geometric method, as it appears in the literature. The tech-
niques we developed exhibit much improved performance com-
pared to previous techniques (particularly that of [7]) but fail to
scale performance-wise when the number of remote sites increases.
A fruitful problem of future research will be to enhance the stan-
dard geometric method, adapting it to the particularities of sketch-
based monitoring, in order to improve scalability. Another promis-
ing direction for extension is the adoption of dynamic predictive er-
ror models. This idea has been shown in [7] to be beneficial to data
communication and may also prove useful in reducing the overhead
of the geometric method. We also intend to combine our techniques
with other types of sketches from the literature and extend their ap-
plicability to new types of queries.
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Abstract—Distributed skyline computation is important for
a wide range of application domains, from distributed and
web-based systems to ISP-network monitoring and distributed
databases. The problem is particularly challenging in dynamic
distributed settings, where the goal is to efficiently monitor a
continuous skyline query over a collection of distributed streams.
All existing work relies on the assumption of a single point of
reference for object attributes/dimensions, i.e., objects may be
vertically or horizontally partitioned, but the accurate value of
each dimension for each object is always maintained by a single
site. This assumption is unrealistic for several distributed moni-
toring applications, where object information is fragmented over
a set of distributed streams (each monitored by a different site)
and needs to be aggregated (e.g., averaged) across several sites.
Furthermore, it is frequently useful to define skyline dimensions
through complex functions over the aggregated objects, which
raises further challenges for dealing with object fragmentation.
In this paper, we present the first known distributed approach for
continuous fragmented skylines, namely distributed monitoring of
skylines over complex functions of fragmented multi-dimensional
objects. We also propose several optimizations, including a new
technique based on random-walk models for adaptively deter-
mining the most efficient monitoring strategy for each object. A
thorough experimental study with synthetic and real-life data sets
verifies the effectiveness of our approach, demonstrating order-
of-magnitude improvements in communication costs compared to
the only available centralized solution.

I. INTRODUCTION

Since the introduction of the skyline operator [1], the
problem of efficiently constructing skylines in distributed
environments (such as, client-server and P2P architectures)
has been widely studied (see [2] for a survey). The bulk of this
work has typically focused on one-shot skyline computation,
proposing CPU- and communication-efficient strategies for
one-time computation of the set of skyline (i.e., dominating,
or, Pareto-optimal) objects across static, distributed multi-
dimensional object collections. Such one-shot techniques over
static data are inadequate for new, rapidly-emerging classes
of large-scale event monitoring applications, which need to
effectively manage, query, and analyze large collections of
distributed data streams. Prototypical examples include ISP
network-monitoring systems (where usage information from a
multitude of monitoring points must be tracked and correlated
in order to quickly react to hot spots, floods, failures, and
attacks), and wireless sensor networks (where multiple remote
sensor measurements must be monitored and analyzed for
trends, patterns, intrusions, or other adverse events). Querying
in such systems is naturally distributed (i.e., over a collection
of remote sites), and also continuous, that is, we require
real-time monitoring of query answers and events, not merely
one-shot responses to sporadic queries.

router targetIP #packets vol. target IP #packets vol. target IP #packets Var(vol.) skyline

1 12111.%% 134 1226 121.11.%% 158 1269 121.11.% % 158 1497 YES

110.1.* * 60 72 110.1.** 70 86 110.1.* * 70 392 NO
121.11.** 180 1280 201.7.** 627 4874 201.7.** 627 0 NO
117.3.%* 884 982 117.3.** 884 1208 YES

121.11.%* 160 1301

1
2
2 110.1.** 80 100
3
4 201.7.* * 627 4874

Skyline space
Dimensions: #packets, Var(vol.)

Aggregation (average)

Fig. 1. Monitoring an ISP network: (a) the raw-distributed data, (b) the
aggregated data, (c) the skyline space.

The problem of continuous skyline maintenance in such
dynamic distributed settings has also been addressed in recent
work [3]. Still, that work, as well as all existing work in
distributed skyline processing assumes horizontal or vertical
partitioning of the data, i.e, each site maintains a subset
of the complete object vectors, e.g., [4], or a subset of the
dimensions of all objects [5], [6]. As such, all previous
algorithms rely on the fundamental assumption that there exists
a single site in the network maintaining the accurate value
for each object’s dimension. This configuration enables each
site to independently apply local, arbitrarily complex, filtering
techniques on the observed updates, drastically reducing the
network resources. This assumption, however, is unrealistic
for a number of real-world, distributed monitoring applications,
where the vector corresponding to each object is determined by
aggregating (e.g., averaging) partial vector values fragmented
over many sites.

To make matters worse, the skyline dimensions may be
defined through (possibly) complex, non-linear functions over
the aggregated object vectors. For example, an ISP might be
interested in monitoring the skyline of the aggregate packet
volume and the (non-linear) variance of the packet sizes
routed to each subnet through each of the edge routers. Such
complex functional skyline queries are, of course, particularly
challenging in the case of fragmented objects: each site only
has its partial view of the object vector values, and, for
non-linear functions like variance, it is impossible to estimate
the value of the function on the global object vector from the
function values computed locally [7].

Example 1. Consider the problem of monitoring the network
of a large ISP. A typical configuration involves installing
monitoring code at the edge routers of the ISP to collect
workload statistics over sliding windows for a set of IP
addresses served by the ISP. Skyline queries on the data
aggregated over all edge routers are powerful tools for network
administrators, for instance, to quickly identify problematic
IP addresses or interesting network events. For example, the
skyline of the average (over all routers) number of packets
and transfer volume, per target IP (data shown in Fig. 1(b)),
helps an administrator to quickly focus on the IPs under
attack. The skyline dimensions can even be defined through



complex, non-linear functions on the aggregated data, such as
the variance on the workload per IP, collected by the edge
routers (Fig. 1(c)) — a key indicator for sites under a DoS
attack. Even though the industry standard in routers enables
local statistics maintenance, aggregation of the data in order
to maintain the skyline space is a challenging task, due to
the sheer volume and volatility of the traffic update streams.
The problem is only aggravated by the usage of non-linear
functions for the definition of the skyline dimensions (e.g.,
variance), in which case a router observing a local update
cannot even predict the direction of the change at the skyline
space, e.g., a sudden drop in the transfer volume at one edge
router may actually cause an increase of the variance. This
calls for a distributed solution for skyline maintenance, where
each edge-router monitor can react only to its local updates
that potentially invalidate the existing skyline, notifying the
central monitor for further analysis. |

Prior Work. Since the proposal of the skyline operator [1],
several aspects of skyline computation have been explored,
such as, continuous skylines, e.g., [8], [9], [10], functional (or,
dynamic) skylines [9], subspace skylines [11], and skylines
over distributed and P2P networks [2]. Our contribution lies on
the intersection of the areas of distributed, functional and con-
tinuous skyline queries, with a novel data fragmentation model.
Algorithms for efficiently constructing skylines in P2P
and distributed networks have been widely considered in the
recent years (see [2] for a recent survey). These algorithms
typically rely on three key ideas to reduce the network
communication between participants: (1) Additivity of the
Skyline Operator: The skyline over all remote sites is always
a subset of the union of the local skylines computed at
each site, e.g., [4]; (2) Point Filtering: Representative points,
belonging to one or more sites’ local skylines, can help other
sites effectively reduce their local skylines [5], [6]; and, (3)
Site Filtering: Compact local site summaries can be used to
target neighboring sites that can potentially contribute skyline
points [12]. However, at the core of these approaches is the
requirement that the value of each dimension for each object is
always maintained by a single site, i.e., vertical or horizontal
data partitioning, but not fragmentation. Even though
both vertical and horizontal data partitioning models hold
significant interest for real-life applications (and, in fact, they
can also be handled by our work), they are out of the focus of
this work. Instead, our contribution is optimized for the case
of fragmented data objects, as this arises frequently in a wide
range of network-based applications. Furthermore, we focus
on continuous skyline queries, and not on one-shot queries.
Perhaps most similar to ours is the work of Zhang et al.
for distributed continuous skyline monitoring [3], which relies
on installing filters at remote sites to control the updates that
need to be sent to the coordinator. The functionality of filters
is similar to the one of threshold-crossing queries used in this
work. In fact, in the simple case where data is partitioned but
not fragmented, and no functions are used for producing the
skyline space, our algorithms (without the adaptivity extension)
and the one of [3] produce similar types of local constraints,
yet, each one following different optimization strategies. No-
tice however that [3] supports neither fragmented data nor
functional skylines, the combination of which is the main
focus of this work. Still, some of the ideas of [3], i.e., near-
optimal derivation of filters, as well as the sampling-based

extension that trades accuracy for performance, can potentially
be adapted for the case of fragmented functional skylines, and
will be considered in our future work.

Our Contributions. All previous distributed skyline
techniques assume either horizontal or vertical partitioning of
the database at the sites, which implies that the accurate value
of each dimension for each object is known by one of the
sites at any time. In this work, we consider the fundamentally
different problem of continuous fragmented skyline queries,
where: (a) each dimension for each object is fragmented
over a number of sites, i.e., the actual values of each object
are computed by the aggregation (e.g., averaging) of all
object’s vectors across all sites, and, (b) the skyline space
can be further defined through complex arbitrary functions,
parameterized by the aggregate values of the objects. Our
contributions are summarized as follows:

e We formally define the continuous fragmented skyline prob-
lem, and outline the key underlying challenges.

e We present the first known algorithms for efficient processing
of continuous fragmented skyline queries, with dimensions
defined through possibly complex arbitrary functions over the
aggregate vectors. The two algorithms (termed PIVOT and
DIRECT) employ different methodologies for decomposing the
problem to a select set of distributed threshold-crossing queries
that are guaranteed to fire when a change in the skyline occurs.
These queries can then be monitored efficiently using ideas
from the geometric method [13], [7].

e We propose several optimizations that significantly improve
the communication efficiency of our fragmented skyline mon-
itoring algorithms. These include techniques for effectively
reducing the queries, which can result to substantial network
cost reduction, as well as a technique based on random-
walk models for adaptively determining the most efficient
monitoring strategy for different objects in the system.

e We present a thorough experimental study of our algorithms
over both synthetic and real-life data sets. Our experimental
results demonstrate substantial performance benefits compared
to the (only alternative) centralized solution, which often
exceed two orders of magnitude.

II. PROBLEM FORMULATION

System Model. We consider a distributed computing environ-
ment, comprising a collection of N remote processing sites
P = {p1,p2,..., pn} and a designated coordinator site. Re-
mote sites receive continuous streams of data updates for a col-
lection of n multi-dimensional objects O = {01,09,...,0,}
that reside in the system (possibly fragmented across multiple
sites), while the coordinator is responsible for maintaining
answers to continuous user queries posed over the union
of remotely-observed streams (across all sites). The (sub)set
of sites monitoring object o, is denoted by P(o;) C P,
while O(p;) denotes the (sub)set of objects monitored by
site p;. Following earlier work in the area, e.g., [14], [15],
[16], our distributed stream-processing model does not allow
direct communication between remote sites; instead, a remote
site exchanges messages only with the coordinator, providing
it with state information on its (locally-observed) streams.
Note that such a hierarchical processing model is, in fact,
representative of several application domains, including ISP
network monitoring and sensor networks.

At time ¢, the local state of each object o; at site



p; is captured by a dynamic d-dimensional local statis-
tics vector U(oj,p;,t). The global state of o; is defined
as the average of o;’s local statistics vectors across all
sites in P(o0;), ie., the global statistics vector ¥(0j,t) =
m ZpieP(oj) ¥(0j,pi,t).! (To simplify notation, we omit
the explicit dependence on time when referring to the current
value of local/global vectors.)

Problem Statement. Our goal is to define effective pro-
tocols for continuously monitoring distributed skylines over
complex functions of fragmented multi-dimensional objects.
More formally, assume that the dimensions of our skyline
space are defined through a d’-dimensional function vector
f : R4 — R, where each dimension f[k](#(-)) is a possibly
complex, non-linear, arbitrary function over the original d-
dimensional global statistics vectors of our objects. We define
the notion of functional dominance (or, f-dominance) over
fragmented data objects as follows. (Wlog., the definition
assumes that lower values are preferred for the skyline.)

Definition 1 (f-dominance). Let ¥(0;), ¥(0;) denote the
global statistics vectors of objects o; and oj. We say that
o; f-dominates o; (denoted as o; <z o;) if and only if
FlEl(U(0:)) < FIKI(0(05)) for all k = 1,...,d, and Tk €
{1,...,d'} such that fk](¥(0;)) < f[k](7(0;)).

The f-skyline of the set of objects O = {o1,...,0,}
fragmented over the remote sites P is then simply defined
as the subset of objects in O that are not f-dominated by any
other object in O. That is, o € O belongs in the f-skyline if
and only if #o’ € O such that o’ <y o.

We address the challenging task of continuously maintain-
ing the f-skyline over a large collection of fragmented multi-
dimensional objects O that are dynamically updated across
multiple remote sites P. Our protocols aim to minimize
communication across remote sites and the coordinator — a
critical requirement in large-scale monitoring systems, owing
to either network-capacity restrictions (e.g., in ISP monitoring,
where the volumes of collected utilization and traffic data can
be huge [17]), or power and bandwidth restrictions (e.g., in
wireless sensor networks, where communication overhead is
the key factor in determining sensor battery life [18]). It is
important to note that the centralized solution that ships all
updates to a coordinator can easily introduce network, com-
putation, and power bottlenecks, overwhelming the underlying
network infrastructure. Similarly, simplistic solutions based on
batch or periodic updates to the coordinator can either cause
large amounts of unnecessary network traffic (with no real
change in the skyline) or fail to react to important transitions
in a timely manner (when the update period is large). Most
importantly, such techniques cannot offer useful guarantees
on the quality of the skyline between updates. Instead, our
proposed algorithms are reactive (based on the observed stream
of object updates) and guarantee the continuous correctness of
the f-skyline at the coordinator.

Example 2. Building on the ISP monitoring scenario of Ex-
ample 1, the set of remote processing sites P includes all
edge routers in the ISP network, which collect workload
statistics for all target IP addresses (or, subnets) contained in
O. Assume that we want to monitor the 2-dimensional skyline

'More generally, the global statistics vector can be defined through any
convex combination of the local statistics vectors.

shown in Fig. 1(c) (average number of packets and variance of
transfer volume across all routers, per IP address). Since our
f-skylines are defined on averaged global vectors, we rewrite
the variance function using the average transfer volume and
the average squared transfer volume per IP at all routers. In
particular, each router p; maintains a three-dimensional vector
¥(0;,p;) for each IP address o;: 0[0](o;, p;) stores the count
of all observed packets destined for o; and routed through p;,
U[1] (04, p;) stores the sum of the packet sizes, and ¥[2](0;, p;)
stores (@]1](0;,p;))?. The global statistics vector for each IP
address o; is the average of the local statistics vectors over all
routers, i.e., ¥U(o;) = ijep(oi)ﬁ(Oi,p]’)/lp(Oi)L The desired
skyline space is then defined by function f: f[0] = ¥/[0](0;),
i.e., the identity function of the average number of packets
for each IP address, and f[1] = VCLT({ﬁ(Oi,gj)'pj €P(0i)})

_ 2] (0;,p;) 1(oip) \? _ =

= DpePlon PNl (Zp,-ep(on Pl ) = t[2J(0s) —
- 2

(t[1](0:))". M

Background: The Geometric Method. Our algorithms de-
compose functional fragmented skyline monitoring to a small
set of distributed threshold crossing queries, which can be
monitored locally at each site using the geometric method. We
now describe the elements of the geometric method needed for
this paper. Further details can be found in [7].

The geometric method addresses the basic problem of mon-
itoring distributed threshold-crossing queries; that is, monitor
whether f(¥(0)) < 7 or f(¥(0)) > 7, for any arbitrary,
possibly complex, non-linear function f() of a global statistics
vector ¥(o) fragmented over N sites, and a fixed threshold
7. The core idea is that, since it is generally impossible to
connect the values of f() on the local statistics vectors to the
global value f(¥(0)), one can employ geometric arguments to
monitor the domain (rather than the range) of f().

To initialize the monitoring process, at time ¢y all nodes
p € P(o) send their local statistics vectors for the object
(0, p,to) to a coordinator, where the global statistics vector
¥(0,tp) is computed. This global statistics vector is also called
the global estimate vector €(o0), and is sent to all network
nodes. Whenever a node p; receives a new local value for o,
say, at time ¢, it updates its local statistics vector and checks
whether the new value may cause a threshold crossing. For
this check, p; extracts the statistics delta vector Av(o,p;) =
¥(0,pj,t) — U(0,pj,t0). The drift vector is then defined as
(o, p;) = €(0) + Av(o,p;). These vectors can be used to
bound the location of the global statistics vector, which, by
definition, is guaranteed to lie, within the convex hull formed
by the drift vectors of all nodes and é€(0) [7]. Therefore, by
checking that the convex hull does not overlap the inadmissible
region (i.e., the region {# € R? : f(¢) > 7} in Fig. 2) we can
guarantee that the threshold has not been violated.

The problem of course is that the drift vectors are dis-
tributed across the nodes. Therefore, the global convex hull
is unknown to the individual nodes. To transform the global
condition into a local constraint, we place a d-dimensional
bounding ball around each local delta vector, of radius ||€(0) —
@(0,pj)||/2 and centered at (€(0)+©(o,p;))/2 (see Fig. 2). It
can be shown that the union of all these balls completely covers
the convex hull of the drift vectors [7]. Therefore, as long
as the bounding ball constructed individually at each node is
monochromatic, i.e., it does not overlap with the inadmissible
region, the threshold has not been violated, and the node can



Fig. 2. Estimate vector &, delta vectors A¥(p;) (arrows out of €), convex
hull enclosing the current global vector ¥/ (dotted outline), and bounding balls
B(e, Av(pi)).

refrain from sending the local update to the coordinator. If
this is not the case, we have a local threshold violation, and
the site communicates its local A¥(p;) to the coordinator.
The coordinator then initiates a synchronization process that
typically tries to resolve the local violation by communicating
with some of the sites in order to “balance out” the violating
At(p;). Briefly, this process involves collecting the current
delta vectors from (a subset of) the sites, and recomputing the
minimum and maximum values of f(%) according to the new,
partial, average. In the worst case, the delta vectors from all
N sites are collected, leading to an accurate estimate of the
current global statistics vector.

In more recent work, Sharfman et al. [13] show that
the local bounding balls defined by the geometric method
are special cases of a more general theory of Safe Zones
(SZs), which can be broadly defined as convex subsets of
the admissible region of a threshold query. As long as the
local drift vectors stay within such a SZ, the global vector is
guaranteed (by convexity) to be within the admissible region
of the query [13].

III. MONITORING FRAGMENTED SKYLINES

In this section, we propose two novel algorithms for
continuous fragmented skylines: (1) the Pivot-Based (P1VOT)
algorithm, and (2) the Direct Monitoring (DIRECT) algorithm.
Both algorithms rely on effectively decomposing the con-
tinuous fragmented skyline computation into a collection of
threshold-crossing queries, which can be efficiently monitored
at the participating sites using the geometric method. The main
difference between PIVOT and DIRECT lies in the details of
this decomposition into threshold-crossing conditions. Still,
since both algorithms share a common framework, we describe
them in parallel, with references to their particularities.

We start with a brief discussion of the high-level
distributed-monitoring protocol. Initially, the user configures
the continuous skyline query, by first defining the global statis-
tics vector v, and, second, the possibly complex functions over
¥ deriving the skyline dimensions, e.g., variance, L2 norm, or
identity function. The system goes through an initialization
phase, during which the coordinator requests the current local
statistics vectors from all sites, and uses them to compute the
initial global statistics vectors, the f values for all objects
in O, and an initial f-skyline, using a standard, centralized
algorithm [1]. Then, for each object 0; € O, the coordinator
extracts a set of continuous threshold-crossing queries, denoted
as Q(o0;). While the details of these query sets depend on the
employed algorithm (PIVOT or DIRECT), their key property
is that they are “safe”: as long as no threshold violation is

observed at any site, the skyline is guaranteed not to change.
Finally, the computed global statistics vectors and threshold-
crossing queries are shipped to the remote sites observing
the corresponding objects, where they are monitored using
the geometric method. All updates not violating any threshold
query are registered locally at the sites, and only the remaining
updates are sent to the coordinator, invoking a synchronization
process.

As discussed earlier, a threshold-crossing query focuses
on detecting the condition that the value of a function g()
over a dynamic vector crosses a fixed threshold value 7. More
formally, let ¢y denote the query construction time and let ¥/(t)
be the dynamic vector; then, using the sign function sgn(), we
can define this general threshold-crossing query Q,(g,v,T)
as the boolean condition:

Quo(9,7,7) = sgn(g(¥(t)) — 7) # sgn(g(v(to)) — 7). (1)
Both ¢g() and 7 can be multi-dimensional, giving rise to a
threshold-crossing query that is equivalent to the OR of the
boolean conditions across all dimensions; that is, a threshold
crossing along any of the dimensions causes the query to
fire. To keep our descriptions concise, we employ the multi-
dimensional form of Query (1) over our skyline function vector
f : RY - RY in the ensuing discussion. Obviously, only
the subset of relevant dimensions of R¢ are accounted for
monitoring each component function f[k] (k=1,...,d).

In the remainder of this section, we first explain how the
two algorithms extract the threshold-crossing queries for each
object. Then, we outline the local monitoring and synchroniza-
tion processes, which are largely common to both algorithms.

A. Threshold-Crossing Query Decomposition

We now discuss the details of decomposing a contin-
uous fragmented skyline into threshold-crossing queries for
both PIVOT and DIRECT. PIVOT constructs threshold-crossing
queries that pair each object with a set of carefully selected
fixed pivot points. The purpose of these queries is to ensure that
the object remains within a “safe” region, defined by its pivot
points in R DIRECT, on the other hand, constructs threshold-
crossing queries that correlate each object with a small set of
other (also moving) objects from O. The purpose of the queries
in this case is to detect when the dominance relation between
the objects changes.

We describe the query extraction process, starting with a
first approach, where each object monitors its relative position-
ing with respect to all other objects in the system, resulting in
n — 1 threshold-crossing queries per object in O. We then
propose techniques for drastically reducing the number of
queries (and, therefore, the network resources) required for
effective fragmented skyline monitoring.

The P1voT Algorithm. PIVOT constructs threshold-crossing
queries that pair an object 0; € O with a set of fixed points
in the RY space, termed pivot points. Specifically, during
the initialization phase at time ¢y, for each pair of objects
{0i,0;}, the coordinator computes the pivot point pp;; as
the midpoint between the f-values of o; and o;, that is,
Phij = 3(f(8(0i, t0)) + F(T(0j,t0))). Then, it constructs the
two threshold-crossing queries: Qy, (f, 7(0;), pi.;) (installed
at sites P(0;)) and Qy,(f,7(0;), ppi;) (installed at sites
P(0;)). As an example, Fig. 3(a) depicts a sample data set
with five 2-dimensional objects, and Fig. 3(b) shows the same
objects in the f-skyline space, including the four pivot points
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defined for oy with respect to all other objects. A site observing
02 then has to monitor the following threshold-crossing queries
(ne per pivol point: Q1 (£, 7o), Ph,2) 2. Qu(l 7o),
%32 Qto £, v(02), 2%42 and Qto £ v 02 7%02
Consider the geometric interpretation of the PIVOT tech-
nique. Each pivot point Phi j partitions the RY space into
3d/ subspaces three subspaces for each dimension k& =
L d'Y, namely, {x : < ppijlk}, {Z - Z[k] >
]%7 ik}, and {Z : Z[k] = ﬁz g [k }. The intersection of these
3% subspaces across all threshold-crossing queries for object o;
that contains f(%(0;)) effectively defines a safe region for o;;
that is, as long as f(¥(0;)) remains in this region, its relative
positioning in the skyline with respect to all other objects in O
remains unchanged. For example, Fig. 3(c) depicts the (shaded)
safe region for o,. Note that the threshold-crossing queries
installed at P(o;) monitor exactly this safe-region condition
for o;. It is not difficult to prove that this scheme is correct:
As long as no P1voT threshold-crossing query fires, the relative
positioning of any object pair in the fragmented skyline (i.e.,
their relative dominance) remains unchanged, and, thus, the
previously-computed skyline remains valid.

The DIRECT Algorithm. Rather than placing fixed pivot
points somewhat arbitrarily at the midpoint of two objects,
DIRECT directly monitors the relative dominance relation
across each pair of fragmented objects, based on the vector
difference of their f-values. Formally, consider any pair of
objects 0;,0; € O and, for the time being, assume that both
objects are observed at exactly the same subset of remote sites,
i.e., P(0;) = P(0j). We define the function-difference vector
g(0(0)[0(05)) = f(0(0:))— f(v(0;)), where (0;)[v(0;)
denotes the concatenation of the objects’ global statistics
vectors; thus, g : R2¢ — R?. Then, for each such object
pair, the coordinator simply constructs the threshold-crossing
query Qy,(g, ©(0;)|7(0;), 0) and installs it at all sites in
P(o;) = P(o;) to monitor updates to either o; or o; (0
denotes the all-zero d’-dimensional vector). For instance, in
our running example in Fig. 3, the set of DIRECT threshold
queries extracted for 05 is Q(02) = {Q1, (g, T(02)|7(05), 0) :
j =1,3,4,5}. Once again, it can be formally shown that, as
long as none of the DIRECT threshold-crossing queries fires,
the fragmented skyline cannot change.

A number of issues with the DIRECT algorithm are worth
noting. First, observe that it effectively doubles the dimen-
sionality of the local geometric bounding constraints since it
needs to account for updates to both objects. This increased
dimensionality typically leads to more frequent local threshold
violations and higher communication costs. (This issue can be
avoided for certain function types, e.g., when f is linear, but

Pivot-based method: (a) the original R¢ space, (b) the four pivot points for oo in the transformed R space, (c) the safe region for oz.

not on the general case.) A second, and perhaps more subtle,
issue concerns the extension of DIRECT to handle the general
case of object pairs {o;, o;} that are observed at different
subsets of the remote sites (i.e., P(0;) # P(0;)), and its ef-
fectiveness in such settings. To ensure correctness in this case,
the DIRECT threshold query over ¥(0;)|7(0,) needs to be mon-
itored across all sites in S = P(o0;) UP(0;) (with parts of the
local statistics vector zeroed out at sites observing only one of
the objects). Furthermore, since the geometric method requires
the monitored function(s) g to be defined over the average of
the local vectors across all |S| participating sites, an additional
weighting step is needed for the local statistics vectors used
in the computation of the f-values. The key observation here
is that the average global statistics vector #(o;) over all sites
in P(o;) is equal to the average vector over the super-set S
(assuming zero vectors for sites in S— P(o;)) multiplied by
|S|/|P(0;)|. Therefore, we can apply the geometric method
assuming that o; is monitored by all sites in S, by simply
scaling each of its local statistics vectors by |S|/|P(0;)| (and,
similarly for o). This scaling, however, has the adverse effect
of increasing the radius of the local bounding ball for the
object, thereby increasing the number of local violations. In
fact, it can be formally proved that the performance of DIRECT
is worse than that of PIVOT under certain such settings.

Theorem 1. Monitoring the DIRECT threshold-crossing query
o (g, ¥(0;)|3(0;), 0) for object o; at sites S = P(0;)UP(0;)
is provably less communication-efficient than monitoring the
corresponding PIVOT threshold query Qq,(f, ¥U(0;), pbi ),

when all functions in f are linear, and Pl ‘)‘ > 2.

All proofs are deferred to the extended version of the paper.
Similar results can also be shown for other types of functions.
Note that the cardinality ratio condition ‘Pl(é; ke 2 is easily
satisfied when objects are monitored by distinct subsets of
sites; furthermore, some of the optimizations discussed later
in this section (e.g., grouping) further exacerbate this problem
for the DIRECT algorithm.

B. Reducing the Number of Queries

The total number of threshold crossing queries influences
the network cost of PIVOT and DIRECT, since: (a) all queries
need to be sent to the sites, during initialization and after
threshold crossings, and, (b) a higher number of queries can
obviously lead to tighter safe regions and more frequent thresh-
old crossings. To reduce network cost, we need to extract a suf-
ficient subset of queries that can still guarantee the correctness
of the skyline. In this section, we show how the total number of
queries can be substantially reduced (from quadratic to linear
on the number of objects). It is important to note that this re-



duction comes without increasing the tightness of the threshold
queries, which would have the adverse effect of increasing the
frequency of threshold violations and the induced network cost.
In fact, the safe regions are, for most objects, substantially
relaxed. To avoid repetition, the ensuing discussion focuses
primarily on PIvVOT. The same optimizations can be adapted
for DIRECT in a reasonably straightforward manner.

Eliminating Redundant Threshold Queries. A crucial obser-
vation is that not all changes in pairwise dominance relations
between objects in O are important for skyline monitoring.
For example, the skyline will not change if o4 (Fig. 3(b))
is updated such that it no longer f-dominates os. In fact,
there are only two types of threshold-crossing queries that
can signify a change in the skyline: (1) Queries monitoring
the domination of a non-skyline object by a skyline object,
where a violation may indicate the entry of a new object in
the skyline; and, (2) Queries monitoring the dominance (i.e.,
Fareto optimality) of a skyline object, where a violation may
indicate the removal of an object from the skyline. All other
queries are essentially redundant and can be safely dropped.
(1) Queries Monitoring Domination of a Non-Skyline Object:
The key observation here is that a non-skyline object cannot
enter the skyline as long as it is f-dominated by at least
one skyline object. Thus, for any given non-skyline object
0;, it suffices to monitor a single threshold-crossing query
between o, and a skyline object o; that f-dominates o;. Having
no knowledge on the distribution of future updates, the best
threshold condition to monitor is the one that maximizes
the minimum distance (slack) between o; and the resulting
pivot point Phi ; along all d' dimensions; that is, we select
the skyhne object oj that f-dominates o; and maximizes
min?_ 1{f[ 1(5(0s))— f1€)(Phij)}- In our Fig. 3(b) example,
this gives rise to threshold queries for the object pairs {02, 04}
and {02, 05}.

(2) Queries Monitoring Dominance of a Skyline Object: A
skyline object o; may exit the skyline only when some other
skyline object o; moves to f-dominate o;. (A non-skyline
object can cause the removal of a skyline object only after
itself enters the skyline, thereby causing another threshold
query of the previous class to fire.) Furthermore, not all pairs
of skyline objects need to be monitored, since some skyline
objects impose tighter threshold constraints than others, and
will always be violated first. For example, o1 cannot move
to dominate o3 without first crossing its threshold query with
02. Specifically, for any skyline object o;, the coordinator
constructs a threshold-crossing query between o; and all other
skyline objects whose f values immediately precede or follow
f(0;) along any dimension of the R? space. In our Fig. 3(b)
example, this gives rise to threshold queries for the pairs
{02703} and {027 01}.

Using the above ideas, the total number of threshold-
crossing queries in the system is effectively reduced from
©(n?) to (at most) 2(n + s(d’ — 1)), where s denotes the
size of the skyline (and, typically, s << n).

Grouping of Pivot Points. Even after eliminating redundant
queries, skyline objects with dense dominance regions may
end up participating in a large number of threshold-crossing
queries with different pivot points. This translates to high
transfer volume for sending all these threshold queries to sites,
both during initialization and after threshold crossings. To
further reduce PIVOT’s resource requirements, the coordinator

forms groups of pivot points for each skyline object o;, and
replaces each group with a single “composite” pivot point
that imposes equivalent threshold constraints on o;. Threshold
queries are then constructed based on the computed composite
pivot points, which are much fewer than the original ones,
and typically also enable enlarging the safe-zones for the non-
skyline objects.

Precisely, the pivot points of each skyline object o; are
grouped based on their relative positioning with respect to
f(V(0;)) in all d’ dimensions. Any two pivot points ﬁ” and
ppi i are grouped together if their f values are on the same
side of f( (01)) in all d’ dlmenswns or, more formally, if
sen(F[6(#(0))~ phigll) = sen(FI(5(0:))~ pisl) for
all £ =1,...,d". All pivot points belonging in the same group
G = {ppi ;, ﬁl k, .- . are then replaced by a composite pivot
point pp; c, deﬁned as follows:

_ _ Jmingeoppll]  if mingyeq(pple]) > FIO(T ( 1))
Z%LGM = {maxﬂec:ﬁm if maxgyeq( ﬁé] ) < FI€](¥(0i, 1))

fort=1,...,d.

By construction, this composite pivot point imposes the
same restrictions on f(¥(0;,t)) as the collection of pivot
points in G. Furthermore, all pivot points in G for objects
{0j,0k, ...} are also replaced by the composite pivot point
ppi.c, which can result in additional slack for these objects,
yet without introducing errors. In the example of Fig. 3(c),
grouping replaces G = {1%274, 1%275} with a single composite
pivot point pps ¢ that coincides with ﬁgA, which actually
gives additional slack to os.

Combining the elimination of redundant queries with pivot-
point grouping results in a maximum of 2d’ + 1 threshold-
crossing queries for each skyline object (2d’ pivot points for its
neighboring skyline objects and one composite pivot point for
all objects in its dominance region). Each non-skyline object
only needs to monitor a single threshold query. Thus, the
total number of threshold queries in the system is effectively
reduced to (at most) n + 2sd’, that is, O(n).

The following theorem summarizes the correctness guar-
antees offered by the resulting queries.

Theorem 2. The extracted threshold queries are sufficient for
accurate fragmented skyline monitoring, i.e., as long as no
threshold violation occurs, the fragmented skyline is guaran-
teed to stay the same. They are also minimal, in the sense that
omitting any of the queries breaks the correctness guarantees.

C. Local Monitoring

Note that the threshold-crossing queries produced by our
decomposition do not directly translate to local monitoring
conditions, since these are defined over the aggregate object
values (the global statistics vectors). However, nodes can ex-
ploit the geometric method to efficiently monitor these thresh-
old queries without imposing centralization of all updates.
Briefly, a node receiving an update for an object o forms the
bounding ball (see Section II), and tests for monochromicity
w.r.t. all threshold queries. This test is performed by finding
the minimum and maximum value of the monitored function
inside the bounding ball. If both values are on the same side
of the threshold, the update is safe, i.e., it does not violate the
threshold query and cannot invalidate the skyline. Otherwise,
the site notifies the coordinator and a synchronization process
is initiated.
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Fig. 4. Handling updates with the pivot-based method: (a) constructing the
balls in the R space, (b) constructing the boxes in the R% space.

An example is depicted in Fig. 4, with two sites (p; and
p4) receiving updates for the same object 09, and constructing
the local bounding balls, By and B, (Fig. 4(a)). Let mllMl
denote the minimum and maximum values of f inside Bi,
as computed at p;, and M 4/M, the ones inside By. Since
both ml and M remain within the safe region defined by the
threshold queries in RY (Fig. 4(b)), the update at p; is safe
and registered locally at p;. On the other hand, the update at p4
is unsafe, since 774 violates the query corresponding to ﬁu
Thus, p4 notifies the coordinator of its current local vector,
initiating a synchronization process.

The local monitoring algorithm also makes use of the
more general safe zone mechanism for testing local violations
(Section II). Safe zones can be defined for various classes
of monitoring functions; for instance, using hyperplanes for
linear functions. In our work, we employ safe zones whenever
applicable, as these can drastically reduce the number of local
violations and, consequently, the required network resources.
More details on the definition and construction of safe zones
can be found in [19], [13].

D. Synchronization

Consider a P1voT threshold-crossing query () monitoring
the relative dominance relation of the object pair {0;,0;} that
raises a local violation due to an update of object o; at some
site in P(0;). As discussed briefly in Section II, the coordinator
initiates a balancing process to try to resolve the violation on
o0;. If that balancing fails to resolve the local threshold violation
even after contacting all sites, the coordinator computes the
updated /(0;) out of the collected local statistics. Then, if the
dominance relation between o; and o; has not changed, the
coordinator only needs to recompute the pivot point for ), and
send it to P(o0;) and P(o;). Otherwise, it updates the skyline
according to the updated global statistics (using a centralized
continuous skyline algorithm to reduce computation cost [8]),
and recomputes only the threshold queries involving at least
one of the two objects and a skyline object, according to
the process described in Section III-B. All updated and new
threshold queries are then sent to the sites monitoring the
corresponding objects, and the monitoring protocol continues.
The above process relies on cached global statistics vectors of
some objects (i.e., 0;), to extract the new threshold queries. It
is therefore possible that the local statistics vectors at some of
the sites cause immediate threshold violations with the updated
threshold queries. In such cases, synchronization is invoked
recursively, until no more threshold violations are observed.

An important optimization here is lazy query updating,
which postpones the replacement of all queries that are still
valid, even if the participating objects have changed their

skyline status. For example, when an object is removed from
the skyline but still dominates a large number of objects, the
coordinator need not update the corresponding query. Instead,
sites continue monitoring the query, until an update causes a
threshold crossing. In our experiments with real-world data
sets, this optimization has been shown to enable substantial
network savings.

A slight modification is required at the synchronization
process for the DIRECT algorithm: Since DIRECT threshold
queries are defined on pairs of objects, balancing is always
performed for both objects. The rest of the synchronization
scheme remains the same.

IV. THE ADAPTIVE METHOD

The geometric method (and, in effect, the proposed algo-
rithms) relies on the existence of a small slack (i.e., freedom to
move) for each object, for effectively filtering local updates. In
extreme situations, however, the constructed threshold queries
may be too tight, leaving little slack for updates and causing
frequent synchronizations (e.g., when two objects are very
close in R%). Depending on the frequency and cost of these
synchronizations, it may be more network-efficient to identify
such costly threshold queries, and exclude their corresponding
objects from the geometric monitoring protocol. All updates
for these objects are then directly streamed to the coordina-
tor, thereby introducing a cost for sending the updates, but
eliminating the need for costly synchronizations.

In this section, we propose an adaptive module for iden-
tifying such objects. The module is executed by the coor-
dinator each time any object causes a threshold violation,
and operates by estimating and comparing the communication
cost for keeping the object under geometric monitoring versus
directly streaming all its updates. Note that this module is only
applicable to PIVOT; since DIRECT always considers objects
in pairs, the dependencies across objects make it impossible
to exclude an individual object from geometric monitoring.

With Ay, and A,; we denote the two alternative mon-
itoring schemes, the first based on the geometric method
(i.e., P1voT) and the second based on streaming updates. We
distinguish two types of threshold violations: (a) true threshold
violations, where the global statistics vector of the object has
changed sufficiently to cause a threshold violation in the global
query; and, (b) false-positive threshold violations, where only a
local statistics vector of the object causes a violation that can
be resolved with balancing, without changing the threshold
query. Note that both A, and A, will incur the same true
threshold violations for the same stream, but only A, will
run into false-positive violations.

To decide between Ay, and A, for a given object o,
the coordinator needs to predict the network cost required by
each scheme for monitoring o until the next true threshold
violation for o. Let ¢ denote the time of the last global
synchronization for o, and ¢’ the time of the next true threshold
violation caused by o. For illustration purposes only, assume
that the coordinator has full knowledge of the updates arriving
between ¢ and t'. Let Ny denote the number of updates
arriving for o in this time range, Ny,(0) the number of false
positive threshold violations, and C'y,(0) the average cost of
resolving each such violation. Then, the cost for monitoring
o with Ay, is Cgp, = Cyp(0) X Nyp(o) (for resolving all
false positive threshold violations), whereas the cost for A
is simply Cst = ¢ X Ny, where ¢ is the cost of a single



Algorithm 1: Adaptivity Estimation Algorithm

/] Executed at the coordinator

1 function Estimate N,/ ()
2 begin
3 n <+ 1;
4 TC < false; // true when I find a threshold crossing
5 repeat
6 TC « probe(n); /I check for threshold crossing
7 if (/TC) then n < 2n;
8 until (7C);
/] Tknow that n/2 < N,y < n
9 maxN < n; minN < n/2;

10 while (maxN-minN>1) do
n = minN + (maxN-minN)/2;
if (probe(n)) then maxN < n; else minN < n;

13 end
14 return 7,
15 end

/I Checks for threshold crossing, for a given n
16 function probe(int n)
17 begin

18 for (dim =1 — d) do
/] Compute left/right bounds for prob 0.5 (see Eqn.3)
19 l[dim] < computeLeftBound(n, 0.5);
20 r|dim] < computeRightBound(n, 0.5);
21 end
/I sampleN determines the sampling resolution
22 for (int sample=0 — sampleN) do
23 P <+ UniformSampleFromHyperCube(l, 7);
/] Compute prob to reach 7 after n steps (see Eqn.3)
24 prp <—probToReachPoint(p, ¥(0,t),n);
25 if (prp > 0.5 and f(P) causes threshold
crossing) then return frue;
26 end
27 return false;
28 end

update message. The coordinator chooses the algorithm with
the smallest network cost, and notifies the sites monitoring o
to switch to that algorithm.

A. Estimating Threshold Violation Costs

Clearly, in a real-world situation, at time ¢ < ¢/, the coor-
dinator cannot know the accurate values of Nyp,(0), Cyp(0),
and Ny (o), since these concern future updates in the stream.
It can, however, estimate these values through extrapolation
on recently observed updates for o. In the remainder of this
section, we first describe mathematical models for obtaining
these estimates, and then present the detailed algorithm that
exploits these models to predict the cost of the geometric and
streaming schemes.

Mathematical Preliminaries. To estimate the resolution cost
Cp(0), the coordinator employs the average cost for resolving
false positive threshold violations over the last ¢ observed
violations, where / is a small number, e.g., 10. Estimating Ny
and Ny, requires a prediction model for future object updates.
In the absence of knowledge on the distribution characterizing
the updates, we employ a random walk model to capture the
behavior of object updates. Precisely, the changes in both the
global and local statistics vectors for each object o are modeled
as d-dimensional random walks. The step length for these
walks is determined empirically, by averaging the magnitudes
of change for all observed updates of o across all sites.

Let vector §(0) denote the average of change magnitudes
for the updates observed by all sites in P(0). According to

the random walk model [20], the global statistics vector of
o follows a d-dimensional binomial distribution, with variance
agli]* = 5(0)[i]* X, cp(o) p» Where n, denotes the number of
updates received for object o at site p since time ¢. A similar
random walk is used to model the local statistics vector of
o at each site p € P(o0): To simplify computation, rather
than using per-site update statistics, our model employs the
single aggregate change vector |P(0)| x §(o0) for all sites in
P(o) (recall that the global statistics vector is the average
of the |P(0)| local statistics vectors). Then, the probability
distribution describing the local statistics vector of object o
at p is a d-dimensional binomial distribution with variance
alli]* = (IP(0)| x 5(0)[i])*n, [20].

Through one-sided Chebyshev inequalities we can proba-
bilistically bound the location of the global and local statistics
vectors of each object, after n, updates. Precisely, for any
dimension 4 and any point [ < ¥(o,t)[i], the probability of
(o, t")[i] crossing ! along dimension i is Pr[v(o,t')[i]] <
] < Wﬁg(—[ﬁ]t)m_l)z Therefore, the value of [ satisfying
Pr[t(o,t")[i] < 1] > pr for a desired minimum probability pr

L= 50, 8)[i] = aglil\/ (1 = pr)/pr 2)

Similar inequalities hold for Pr[¢(o,t')[i] > ] for all r >
¥(o,t)[i], as well as for the probability of a local statistics
vector dimension being less than [ or greater than r.

Estimation Algorithm. Alg. 1 exploits the above-derived
probabilistic inequalities to estimate Ny (0) and Ny,,. Starting
from n = 1 and using a combination of doubling and binary
search, we find the maximum number of steps n, such that
any point p reachable from %(o,¢) with probability higher
than 0.5, does not cause a threshold violation. Formally, let
V= {D1,Da, ...} denote the (possibly infinite) set of points,
such that any p' € V), satisfies the following condition after n
updates, for all dimensions i =1,...,d:
d
X Pr[t(o,t')[i] < pli]], if pli] < ¥(o,t)[i
Hpﬁ > 0.5, with pry = {Pr%ﬁgo,t%i} > ﬁhﬂ i ;;H > (o, t;H

The significance of V), is that each of the points in the set is
likely to be reached from ¥(o,t) after n updates, i.e., with
probability > 0.5. Ny (o) is set to the maximum value n,
such that for all points p € V,, f(p) does not cause a
threshold violation for any of the threshold queries for object
o. To test the above constraints efficiently, the points p are
uniformly sampled (using a superimposed grid) over the range
defined by [ and r, as these are computed per dimension
for probability 0.5, (e.g., using Equation 2). The number
of repetitions required to estimate Ny (o), is logarithmic in
Ny (0), and linear in the resolution of the grid.

The same process is used to predict the number of steps
for the next false positive threshold violation, required for es-
timating the total number of false positive threshold violations
Ny¢p. Then, using the described formulas for Cyy,, and Cy;, we
compute the expected cost for Ay, and A, and select the
most efficient monitoring scheme.

Due to sampling and extrapolation, the above process may
fail to detect some local or global threshold violations. A
sudden change in stream characteristics may also result in an
overestimate or underestimate of the values of Ny, or Ny.
Such inaccuracies, however, do not introduce errors in the
skyline; the only possible negative consequence is that the



Data sets

Name
Correlation of dim.
Max. relative change

synthetic, WEATHER, MOVIES
Independent, Correlated, Anti-correlated
0.01, 0.02, 0.04, 0.08, 0.16

# objects 257, 1000, 2000, 3000, 4000, 5000, 10681
Experimental Configuration

Function Linear, Norm, L2 distance, Variance
Dimensions 2,3,4,5

# sites 200, 500, 1000, 1500, 2000, 2500, 5423
TABLE L EXPERIMENTAL PARAMETERS (DEFAULT VALUE IS BOLD).

adaptive module selects a suboptimal monitoring algorithm for
an object, thereby increasing the monitoring cost.

V. EXPERIMENTAL EVALUATION

Our experiments were focused on evaluating the network
efficiency and scalability of PIVOT and DIRECT, as well as on
providing guidelines for selecting the best algorithm for each
configuration. Network efficiency was measured in number of
messages and transfer volume. Since both algorithms guarantee
maintaining the exact skyline, their accuracy was always 100%
and is therefore not presented in the results.

As a baseline, we have used the only available alternative
for continuous fragmented functional skylines, which streams
the updates to a central node (only the updates that actually
alter the local statistics vector of an object were considered).
In the following, the baseline will be denoted as CENTR, due
to its central nature. Unless noted differently, the results for
P1voT and DIRECT correspond to the fully-fledged variants
of the algorithms, i.e., with query reduction, grouping, and the
adaptivity extension. In the vast majority of the experiments,
each of these extensions was shown to improve the perfor-
mance of the algorithms, typically reducing the communication
overhead by a factor of two.

Data sets. We have used two publicly available real-
world data sets, a massive weather-related data set (denoted
with WEATHER), and the Movielens movie ratings data set
(MovVIES). Furthermore, a set of massive synthetic data
streams generated with Kossmann’s data generator [1] — the
standard generator for evaluation of skyline algorithms — al-
lowed us to study the behavior of the algorithms under different
data characteristics. Since Kossmann’s generator creates only
static data sets, updates were simulated by randomly selecting
a site p; and an object o; at each step, and shifting the local
value of the object to a value uniformly selected within the
range [(1 — maxCh)@(o;, p;, t), (1 4+ maxCh)d(o;, p;, t)], with
maxCh denoting the maximum relative change chosen for the
experiment. Unless otherwise specified, the reported results
correspond to the average cost over 40 executions, with streams
of 10 million updates.

Monitored functions. The proposed algorithms were evalu-
ated using both linear and non-linear functions. For linear
functions, we will report results for the identity function of the
average object values, i.e., f(U(o,t)) = ¥(o,t), which enables
us to directly observe the influence of the data characteristics
to the performance of the algorithms. For non-linear functions,
we considered three frequently used functions, variance of a
dimension across all sites, euclidean norm on two dimensions,
and L2 distance on four dimensions.

Table I summarizes the configuration parameters varied in
our experiments, and the default values for each parameter. To
avoid repetition, in our discussion we will be noting only the
parameters with values different from the default values.

A. Influence of the data characteristics

We first investigate the influence of the following data
characteristics to the performance of the proposed algorithms:
o Correlation between dimensions: correlated (e.g., price Vs
performance for computers), anti-correlated (price Vs mileage
for used cars), or independent (shipping cost Vs item price).
e Maximum change: We consider values from 1% to 16%.

For this first set of experiments, we have generated different
synthetic streams of 2000 two-dimensional objects, varying the
properties described earlier. The network was configured such
that all objects were monitored by all sites. In order to maintain
the stream properties also in the skyline space, f]0] and f[1]
were set to be the identity functions on the two dimensions of
the objects. The total cost of CENTR in these experiments was
always 10 million messages totaling 305 Mbytes.

Correlation between dimensions. Fig. 5(a) plots the transfer
volume required by PIVOT and DIRECT, as measured at regular
stream intervals. Notice that, for illustration purposes, Y axis
is interrupted at y = 0.0065. Clearly, both PIVOT and DIRECT
enable substantial savings for all data sets. In particular, both
algorithms require two to three orders of magnitude less
transfer volume compared to CENTR on the data sets with
independent and correlated dimensions. The data set with
anti-correlated dimensions is more challenging for the two
algorithms, since, due to this anti-correlation, skyline objects
end up to be close to each other leading to frequent skyline
updates. Nevertheless, even for this data set, both PIVOT and
DIRECT still enable around 70% reduction of the network cost
compared to CENTR. Similar observations are derived by the
comparison of the three algorithms in terms of number of
messages (Fig. 5(b)).

Also note that DIRECT is more efficient than PIvOT for
the streams with the correlated and independent dimensions,
both with respect to number of messages and transfer volume.
This is not the case for the anti-correlated data set, where
P1vOT substantially outperforms DIRECT in terms of number
of messages. The reason for this discrepancy is the adaptivity
extension of PIvoT, which, for the anti-correlated data set,
sets a small set of objects (less than 10%) to the streaming
algorithm, reducing the threshold crossings and the incurred
network cost. The effect of the additivity extension is more
visible at the latter part of the stream, since the extension relies
on stream statistics to detect the candidate objects. In terms of
transfer volume, this difference becomes apparent only at the
end of the stream, since the messages exchanged by PIVOT also
include the pivot point coordinates, and are therefore larger
than the messages sent by DIRECT.

The initialization phase of PIVOT and DIRECT induces
a small network cost, for broadcasting the initial threshold
queries to all sites. Notice that this is a one-time cost, and,
therefore, with a small significance for continuous skyline
queries. In the previous experiments, the maximum initializa-
tion cost over all runs and for both algorithms was found to
be less than 25 Kbytes per node, i.e., less than 25 Mbytes
total. The total transfer volume (including initialization cost)
required by the algorithms is shown in Fig. 5(c) (the figure
corresponding to number of messages is almost identical to
Fig. 5(b), and is omitted). We see that, for the anti-correlated
data set, CENTR appears to be more efficient at the early
stages of the stream compared to PIvOT and DIRECT. This is
expected, since CENTR does not require initialization. How-
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one-time initialization cost.

ever, already after around 1.5 million updates, the amortized
transfer volume of both PIVOT and DIRECT becomes less
than the corresponding cost of CENTR. Since most real-world
applications involve long-running — possibly infinite — streams,
the one-time initialization cost of the proposed algorithms is
not an important concern. Instead, as more updates arrive in
the stream, the amortized transfer volume of the two proposed
algorithms converges to their running transfer volume. There-
fore, the running cost of each algorithm (Fig. 5(a) and (b)) is
a more interesting evaluation indicator.

Maximum Change. The streams in the previous simula-
tions were generated assuming a maximum relative change
maxCh = 0.02 per update. This value is reasonable for
simulating real-world applications, since the stream readings
usually arrive at regular intervals, e.g., every 30 seconds, and
therefore most updates are expected to be small. However, to
verify the applicability of PIVOT and DIRECT for fast-changing
streams, we have also conducted experiments with different
maximum change values, up to 0.16. Fig. 6(a) plots the
measured transfer volume and number of messages required by
P1vOoT and DIRECT for data sets generated with independent
dimensions. As expected, increasing maxCh results to an
increase of the network cost of both algorithms. Nevertheless,
even for maxCh = 0.16, PIVOT enables network savings of
80% compared to CENTR in terms of transfer volume, and
90% in terms of messages. DIRECT is even more efficient,
requiring 88% less network volume, and 90% less messages
compared to CENTR. The 8% difference in the transfer volume
between PIVOT and DIRECT is attributed to the more compact
threshold queries of DIRECT, which do not need to include the
pivot points. For small maxCh values, the network savings of
both algorithms are substantially higher, approximating 100%.

B. Scalability

To investigate the scalability of the two algorithms, we also
ran experiments with different network sizes. To ensure that
each site receives a substantial number of updates for each
object, the number of rounds in each experiment was set such
that each site receives an expected number of 10000 updates.
Therefore, the cost of CENTR varied with the network size,
starting from 152 Mbytes for 500 sites, and reaching to 763
Mbytes for the largest network of 2500 sites.

The cost of PIVOT and DIRECT for the different network
sizes is presented in Fig. 6(b), as a ratio of the corresponding
cost of CENTR for the same setup. Clearly, both PIvOT and
DIRECT maintain a steady cost ratio compared to CENTR,
independent of the network size (the small peaks visible in
the plot for networks of 500 and 1500 sites are due to random
artifacts in the generated data sets). For all network sizes, the

Effect of the correlation of dimensions to the performance of PIVOT and DIRECT: (a) transfer volume, (b) # messages, (c) transfer volume including

transfer volume is less than 3% of CENTR for PIVOT and less
than 1% for DIRECT, whereas the number of messages remains
always below 1% for both.

We have also considered experiments with different num-
bers of objects (from 1000 to 5000). Similar to the previous
experiment, the stream size was adapted to the number of
objects (5000 expected updates per object, reaching to a total
of 25 million updates for the 5000-objects configuration).
As seen in Fig. 6(c), the cost ratio for PIVOT in terms of
transfer volume slightly increases with the number of objects.
This behavior is expected, since the denser area around the
skyline (attributed to the increased number of objects) leads to
more frequent threshold crossings and updates in the skyline.
This does not affect the number of messages, because all
threshold crossings observed due to an update by a node are
packed to a single message. Nevertheless, even for the 5000-
objects experiment, the transfer volume of both PIVOT and
DIRECT does not exceed 4% of CENTR, whereas the number
of messages remains always less than 2%. The scalability
experiments were also repeated in configurations where each
site monitored a subset of the objects, with very similar results.

C. Different function types

The final set of experiments with synthetic data focused
on investigating the influence of the number of functions to
the performance of PIVOT and DIRECT, and on verifying
the applicability of the algorithms to different function types
— not necessarily linear. Fig. 7(a) presents the performance
of PIvOT and DIRECT when monitoring 2, 3, and 4 linear
functions, i.e., the skyline space is of 2, 3, and 4 dimensions.
Notice that the transfer volume for the baseline varies with the
number of functions, since the number of object dimensions
are increased. For 2 dimensions, the transfer volume of CENTR
is 305 Mbytes, for 3 dimensions it is 343 Mbytes, and for 4
dimensions it reaches to 381 Mbytes.

We observe that an increase of the number of functions
leads to higher network requirements for both PIVOT and
DIRECT. The main reason for this observation is that by adding
functions — dimensions in the skyline space — we increase the
frequency of synchronizations (recall that threshold crossing
in a single dimension is sufficient to invoke the synchroniza-
tion process). Nevertheless, even for the experiment with 4
functions, PIVOT is substantially more efficient than CENTR,
reducing the transfer volume by 70%, and the messages
by more than 80% by the end of the stream. Notice that
skylines of higher dimensions are rarely considered, since in
high dimensions most of the objects end up in the skyline,
rendering it useless. Also note that PIVOT is more efficient than
DIRECT for 3 or more functions. The inefficiency of DIRECT
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Fig. 6. Effect of (a) maximum relative change, (b) network size, (c) number of objects, to the transfer volume of PIVOT and DIRECT.
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in the experiments with 4 functions is attributed to a high
frequency of threshold crossings, due to the increased number
of functions. PIVOT on the other hand identifies the objects
causing frequent threshold crossings, through the adaptivity
extension, and sets them to the streaming algorithm, thereby
avoiding the majority of the threshold crossings.

We also conducted experiments with more complex
functions, namely the Euclidean norm on two dimensions

(Norm(¥(o,t)) = /3.7, #(0,t)[i]?), the L2 distance on four

dimensions (L2(i(0,1)) = /32, 90, 1)[i]? — (o, 1)[i +2)?),
and the variance of one dimension on all sites (Var(d(o, t)[i]) =
> e @0 t,)[i])? — (o, t)[i]*). In all experiments, the sky-
line space was 2-dimensional, with f[0] set as the identity
function, and f[1] set as one of the three functions above.

Fig. 7(b) plots the network cost incurred by the two
algorithms for each function, as the ratio of the corresponding
cost of CENTR. For comparison, the figure also includes the
cost for the case where both functions are set to the identity
function. Notice that, as with the previous experiments, the
transfer volume of CENTR was not the same for all functions,
since the number of dimensions in the object space differed:
for the variance, the transfer volume was 305 Mbytes (2-
dimensional objects), for the Euclidean norm 343 Mbytes (3-
dim.), and for L2 distance 420 Mbytes (5-dim.).

We see that the proposed algorithms substantially outper-
form CENTR, also on skylines defined through non-linear func-
tions. The improvement is in fact similar to the improvement
observed with linear functions. The only exception involves
the experiments with DIRECT used for monitoring the pair
of identity and L2 distance functions. For this configuration,
DIRECT reduces the transfer volume only by 20% compared
to CENTR. DIRECT does not perform well in this configuration
due to its local monitoring process, which requires constructing
balls in the 2d-space for each function, i.e., in the 8-dimensions
for L2 (cf. Section III-A). This substantially increases the

4 5 6 7
Number of updates (millions)

Observed stream (percentage)

(a) Effect of the number of functions, (b) Effect of the function types, (c) Experiments with real data sets.

frequency of threshold crossings, and consequently also the
transfer volume. PIVOT, on the other hand, reduces the network
cost to around 20% of the baseline, since: (a) it constructs
balls in the d-dimensional space, and not in the 2d-dimensional
space and, (b) it uses the adaptivity extension, which avoids a
large number of threshold crossings.

D. Experiments with real data sets

We have also conducted experiments with two real-world
data sets, WEATHER and MOVIES. WEATHER was down-
loaded from the website of the National Oceanic and At-
mospheric Administration (NOAA). The data set includes
weather statistics collected from a network of sensors dis-
tributed around the globe. For our experiments, we used a
subset of the data set for years 2010 and 2011, by excluding
the sensors with incomplete location meta-data or infrequent
readings. The resulting data set contained 93.6 million readings
of 5423 sensors distributed in 257 countries. An interesting
characteristic of this data set is that, even though the value of
each object (country) is fragmented over many sensors, each
sensor always maintains the data of a single object, i.e., the
weather statistics corresponding to a single country. This has
two important consequences. First, as shown in Theorem 1,
DIRECT is provably worse than PIvOT for such a setup, and
therefore we do not use it in this experiment. Second, our
experiments have shown that the query grouping extension
introduced at Section III-B is not beneficial for this extreme
scenario, since every time a small threshold violation occurs
at a composite pivot point, a large number of distinct sensors
need to be contacted for updating the composite pivot point.
Therefore, for this data set, we present results of PIVOT, both
with and without query grouping.

MOVIES is the largest of the Movielens data sets, published
by the grouplens group. The data set contains 10 million
ratings of 10681 movies provided by 71567 users, and is
frequently used for evaluating recommender systems. In the
context of this work, MOVIES is used to simulate the scenario



where a large number of servers distributed around the world
(such as eBay servers) collaborate to maintain a set of useful
skylines on collected user ratings. Since the data set does not
contain any kind of user demographics that would allow us to
break the stream to sites, we introduced a random distribution
of the users to 200 sites. Each site accepts ratings for all
movies, and the initial ratings at each site are set based on
a sample of the ratings for the movie.

Fig. 7(c) shows the incurred network cost for maintaining
two indicative skylines on these data sets: (1) for WEATHER,
the skyline of countries with lower average temperatures and
lower average dew points, and, (2) for MOVIES, the movies
with the highest average ratings and the highest number of
ratings in the network. The transfer volume is always reported
as a percentage of the corresponding cost of CENTR, which
was 2.8 Gbytes for WEATHER, and 248 Mbytes for MOVIES.

Both methods enable substantial improvement on the in-
curred network cost, similar to the improvement with the
synthetic data sets with different correlations (cf. Fig. 5). With
respect to WEATHER, PIVOT without query grouping is more
efficient than the fully-fledged PIVOT, requiring 4 times less
network cost. Compared to CENTR, PIVOT without grouping
requires only 10% of the cost of CENTR, both with respect to
number of messages and transfer volume. The network savings
for MOVIES approached 100% for both algorithms.

We also see that WEATHER is more difficult to handle
compared to MOVIES, i.e., the network savings are lower. This
is due to the characteristics of the two data sets. On the one
hand, MOVIES has correlated dimensions, i.e., a movie with
high average rating is highly likely to have a high number of
ratings. As discussed in Section V-A, our algorithms thrive
in these data sets, requiring a near-zero network cost. On
the other hand, WEATHER has two properties that make it
a difficult data set: (a) the similar weather statistics observed
in nearby countries, leading to tight threshold queries, and to
frequent changes in the skyline, and, (b) the periodicity of
the readings due to the day-night cycle, which causes frequent
changes in the skyline. Extreme weather situations, such as the
extremely low temperatures in continental Europe in the winter
of 2010-2011 (starting at around 50% of the stream), also cause
drastic skyline changes and increased network requirements.
Nevertheless, even with this data set, the overall network
savings are significant, reaching to 90%.

Summary. The experimental evaluation showed that the
proposed algorithms substantially outperform CENTR, the
only available alternative. Cost reduction was frequently
in the range of two orders of magnitude, as shown with
experiments on both real and synthetic data sets, and using
different number and types of functions. Both PIVOT and
DIRECT were shown to scale well with the number of objects,
and number of sites. Furthermore, a thorough experimental
comparison of the two algorithms was used to reveal the
preferred algorithms for each situation:

e PIVOT is the algorithm of choice for monitoring dense
skyline spaces, i.e., with anti-correlated dimensions, and with
many functions, due to the adaptivity extension which detects
tight threshold queries and assigns their corresponding objects
to streaming monitoring.

e PIVOT substantially outperforms DIRECT when monitoring
skylines that include non-linear functions with a high number
of dimensions, e.g., the L2 distance.

e For 2-dimensional skylines with correlated or independent
dimensions, DIRECT is more efficient than PIVOT, since it
does not introduce fixed pivot points, allowing higher slack
to the objects, and more compact threshold queries.

VI. CONCLUSIONS

In this paper we formally introduced the problem of
continuous fragmented skyline queries, i.e., skyline queries
defined over aggregate values of distributed data, possibly
through additional complex functions. To address the problem,
we proposed two distributed algorithms that rely on geometric
monitoring to reduce the number of updates that need to be
transmitted by each site to a central node, thereby drastically
reducing the total network cost for maintaining the skyline.

We have also described an adaptivity module which enables

detecting highly volatile data and handling them more effi-

ciently. An extensive experimental evaluation with massive

real-world and synthetic datasets demonstrated the scalability

of the algorithm, as well as its significantly improved network

efficiency compared to the only available baseline algorithm.
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Abstract

Interest in stream monitoring is shifting toward the distributed case. In many applica-
tions the data is high volume, dynamic, and distributed, making it infeasible to collect the
distinct streams to a central node for processing. Often, the monitoring problem consists
of determining whether the value of a global function, defined on the union of all streams,
crossed a certain threshold. We wish to reduce communication by transforming the global
monitoring to the testing of local constraints, checked independently at the nodes. Geo-
metric monitoring (GM) proved useful for constructing such local constraints for general
functions. Alas, in GM the constraints at all nodes share an identical structure and are
thus unsuitable for handling heterogeneous streams. Therefore, we propose a general ap-
proach for monitoring heterogeneous streams (HGM), which defines constraints tailored
to fit the data distributions at the nodes. While we prove that optimally selecting the
constraints is NP-hard, we provide a practical solution, which reduces the running time
by hierarchically clustering nodes with similar data distributions and then solving simpler
optimization problems. We also present a method for efficiently recovering from local
violations at the nodes. Experiments yield an improvement of over an order of magnitude

in communication relative to GM.



1 Introduction

For a few years now, processing and monitoring of distributed streams has been emerging as a
major effort in data management, with dedicated systems being developed for the task [1]. This
paper deals with threshold queries over distributed streams, which are defined as “retrieve all
items « for which f(z) < T”, where f() is a scoring function and 7" some threshold. Such queries
are the building block for many algorithms, such as top-k queries, anomaly detection, and
system monitoring. They are also applied in important data processing and data mining tools,
including feature selection, decision tree construction, association rule mining, and computing
correlations. Another important application is data classification, which is often also achieved
by thresholding a function, such as the output of a neural net or support vector machine.

The idea of geometric monitoring [2, 3, 4, 5] has been recently proposed for monitoring
such threshold queries over distributed data. While a more detailed presentation is deferred
until Section 2.2, we note that geometric monitoring can be applied to the important case of
scoring functions f() evaluated at the average (weighted average is handled in a similar way)
of dynamic data vectors vy(t),..., v,(t), maintained at n distributed nodes. Here, v;(t) is an
m-dimensional data vector, often denoted as local vector, at the i-th node N; at time ¢ (often ¢
will be omitted for brevity). In a nutshell, each node monitors a convex subset, often referred to
as the node’s safe-zone, of the domain of these data vectors, as opposed to their range. What
is guaranteed in the geometric monitoring approach is that the global function f() will not
cross its specified threshold as long as all data vectors lie within their corresponding safe-zones.
Thus, each node remains silent as long as its data vector lies within its safe zone. Otherwise, in
case of a safe-zone breach, communication needs to take place in order to check if the function
has truly crossed the given threshold.

The geometric technique can support any scoring function f(), evaluated at the average
of the dynamic data vectors. Thus, f() is not assumed to obey some simple property (e.g.,
linearity or monotonicity). To add to the generality of the technique [3, 6], there is absolutely
no requirement that the v; data vectors simply consist of the raw data/measurements of the
distributed nodes — in fact, a component of a v; vector can be either raw data, or any function
(i.e., norm, logarithm, power, variance, etc) computed over the data of N;. Thus, geometric
monitoring allows the monitoring of functions that are far more complex and general than
simple aggregates. Examples of diverse and important supported functions are:

e Correlation monitoring [2]: Documents may be classified based on the features in them.
The local vectors v; are the contingency tables of e.g. document class vs. feature, and f(),
evaluated at the average (global) contingency table, is the correlation coefficient or chi-square.

e The analysis of frequency moments [7] over distributed data streams, in which a global



function is monitored over the average of the streams. Here v; are typically local histograms
and f() the L? norm for some p.

e The system monitoring paradigm described in [8]: the v; are scatter matrices constructed at
each node, and f() is computed from the eigenvalues of the average matrix.

e Monitoring various measures (i.e., LP norms, cosine similarity, Extended Jaccard Coefficient,
correlation coefficient) for detecting outliers in sensor networks [3].

A crucial component for reducing the communication required by the geometric method is
the design of the safe-zone in each node. Nodes remain silent as long as their local vectors
remain within their safe-zone. Thus, good safe-zones increase the probability that nodes will
remain silent, while also guaranteeing correctness: a global threshold violation cannot occur
unless at least one node’s local vector lies outside the corresponding node’s safe-zone.

However, prior work on geometric monitoring has failed to take into account the nature
of heterogeneous data streams, in which the data distribution of the local vectors at different
nodes may vary significantly. This has led to a uniform treatment of all nodes, independently
of their characteristics, and the assignment of identical safe-zones (i.e., of the same shape and
size) to all nodes.

As we demonstrate in this paper, designing safe-zones that take into account the data
distribution of nodes can lead to efficiently monitoring threshold queries at a fraction (requiring
an order of magnitude fewer messages) of what prior techniques achieve. However, designing
different safe-zones for the nodes is by no means an easy task. In fact, we demonstrate that
this problem is not only NP-hard, but also inapproximable. We, thus, propose a more practical
solution that hierarchically clusters nodes, based on the similarity of their data distributions,
and then seeks to solve many small (and easier) optimization problems. We demonstrate that
the proposed solution scales significantly better than the optimal algorithm, while resulting in
only a marginal decrease in the quality (target function) of the obtained solution, compared to
the optimal case. We emphasize that the optimization algorithm which computes the individual
safe-zones is actually performed infrequently, since there is no need to modify the safe-zone of
a node unless the value of the function actually crosses the threshold. While the main goal of
our algorithms is to reduce communication by minimizing the number of safe-zone breaches by
the local vectors (we refer to such breaches as local violations), we also propose a method for
efficiently recovering from local violations, by carefully picking the nodes to communicate with.
The contributions of this work are:

o We formulate a far more general safe-zone assignment problem than those which were treated
so far. Instead of constructing one safe-zone which is common to all nodes, we seek to fit

each node with a safe-zone that suits its data distribution.



e We study the complexity of this general problem and prove that it is NP-hard and inapprox-
imable.

e We present a practical solution, which uses hierarchical clustering of the nodes to construct
the safe-zones, while applying various geometric and computational tools.

e We present an algorithm for efficiently recovering from safe-zone breaches.

e The resulting safe-zones were tested on real data, where we demonstrate that: (i) the hier-
archical clustering approach dramatically reduces the running time requirements, compared
to an optimal algorithm, with only a marginal decrease in the quality (target function) of
the obtained solution, (ii) our techniques may result in one order of magnitude (or even
larger) improvements in communication over previous geometric monitoring methods, even
for a small number of nodes, and (iii) our algorithm for recovering from safe-zone breaches
manages to resolve them by requesting the data (on average) of few nodes.

Outline. We survey related work and also present prior work on the geometric approach in

Section 2. In Section 3 we formulate our optimization problem, which involves the design of safe-

zones at the nodes. Section 4 presents our algorithmic framework. In Section 5 an algorithm

for recovery from a safe-zone violation is discussed. Experiments are resented in Section 6. In

Section 7 we prove that the newly presented problem of optimal safe-zone assignment is NP-

hard. Lastly, conclusions as well as pointers to future extensions which are beyond the scope

of this work, are provided in Section 8.

We, hereafter, denote our proposed method for geometric monitoring of heterogeneous

streams as HGM, in contrast to prior work on geometric monitoring that is denoted as GM.

2 Related Work

2.1 Distributed Monitoring and Summarization Techniques

Previous methods for reducing communication in distributed systems include sketching, which
reduces the volume of data sent between nodes [7, 9, 10]. Other research concerns detecting
“heavy hitters” [11, 12|, computing quantiles [13], counting distinct elements [14], optimal
sampling [15], and ranking [16]. Theoretical analysis of the monitoring problem is provided
in [17], and some non-monotonic functions of frequency moments are treated in [18]. The BBQ
system [19] constructs a dynamic probabilistic model for the collection of sensor measurements.
The system determines whether it is possible to answer queries only given the model values,
or whether it is necessary to poll some of the sensors. In [20], data uncertainty in monitoring

linear queries over distributed data is handled by fitting the data with a probabilistic model



and devising an optimal monitoring scheme with respect to this model.

A great deal of work [21] exists for the case in which the threshold function is linear (e.g.,
aggregate, average). However, many functions of interest are non-linear and non-monotonic
and, as elaborated in past work (e.g., [2]), pose a formidable problem for monitoring tasks, whose
solution requires a radically different approach than those used for linear/monotonic functions.
One possible solution is for a coordinator node to periodically poll system variables and check
whether a global condition was violated. Intelligent polling algorithms were proposed [22],
but they may miss constraint violations unless the polling interval is set to be very short. [8]
applies a distributed paradigm to decide on the dimension of an approximating subspace for
distributed data, with the application of detecting system anomalies such as a DDoS attack. A
theoretical paper discussed functional approximation in a distributed setting [17], but it only
deals with obtaining lower bounds for vector norm functions. In [23] an algorithm is provided
for determining whether the norm of the average vector in a distributed system is below a
certain threshold, or more generally, whether it lies inside some convex set; however, it does
not deal with general functions. In [24] the value of a polynomial in one variable is monitored.
A great deal of work was dedicated to distributed monitoring of monotonic functions, usually
weighted averages, mar and min operators etc. [25]. Querying non-monotonic functions by
representing them as a difference of monotonic ones is presented in [6], but for a static database.
Ratio queries over streams are treated in [26], based on a dynamic model which monitors the
local ratios vis-a-vis optimally chosen local thresholds. We also handle ratio queries, but in
a different method, which is based on optimizing with respect to the data distribution at the
nodes. The work in [26] does handle the case of issuing an alert if the ratio of two aggregated
(over time) dynamic variables crosses a certain threshold, but does not naturally extend to
handle instantaneous (based only on the current values) ratios, such as the ones that we target

in our experiments.

2.2 Geometric Monitoring

We now describe some basic ideas regarding the geometric monitoring (GM) technique, which
was introduced and applied to monitor distributed data streams in [2, 27]. Table 1 summarizes
some important notation.

As described in Section 1, each node N; maintains a local vector v;, while the monitoring
function f() is evaluated at the average v of the v; vectors. Before the monitoring process, each
node N; is assigned a subset of the data space, denoted as S; — its safe-zone — such that, as
long as the local vectors are inside their respective safe-zones, it is guaranteed that the global

function’s value did not cross the threshold; thus the node remains silent as long as its local



vector v; is inside S;. For details and scope see [5] and the survey in [28]. Recently, GM was

successfully applied to detecting outliers in sensor networks [3], extended to prediction-based

monitoring [4], and applied to other monitoring problems [29, 30, 31].

Table 1: Glossary of common notations

Ni,..., N, | n distributed nodes with a central || C A convex subset of A, defined as in
coordinator. previous work [5].
v;(t) (or v;) | Dynamic data vector at node N;. Di Probability  distribution function
(pdf) at node N;j.
v(t) (or v) | The average of the v; vectors. S; Safe-zone at node N;.
70 The monitored function. GM Previous  geometric  monitoring
methods.
HGM The proposed approach for geo- || T Threshold: the monitored condition
metric monitoring of heterogeneous is f(v) <T.
streams.
A The admissible region, defined as all || Local violation When v; ¢ S;
v such that f(v) <T. global violation When v ¢ C

A basic construct in GM is the admissible region, defined by A = {v|f(v) < T}. Since

(o)

the value we wish to monitor is f , any viable assignment of safe-zones must satisfy

n
v+ ...+
/\(UZ'ESl') — UV = L N

i=1 n

the average of the v; vectors remains in A and, therefore, the function has not crossed the

€ A. This guarantees that as long as all nodes are silent,

threshold. In case of a local violation (safe-zone breach) communication needs to take place in
order to check if the function has truly crossed the given threshold. This process may naively
always require the collection of the v; vectors from all nodes, or it can be performed more
efficiently using our violation recovery algorithm, described in Section 5. The question is, of
course, how to determine the safe-zone S; of each node N;; in a sense to be made precise in
Section 3, it is desirable for the safe-zones to be as large as possible.

In [5] it was proved that all existing variants of GM share the following property: each of
them defines some convex subset C' of A (different methods induce different C’s), such that
each safe-zone S is a translation of C' (see Figure 1) — that is, there exist vectors u; (1 <i < n)
such that S; = {w; + c|c € C'} and Zul =0.

i=1
This observation unifies the distinct variants of GM, and also allows to easily see why

(v; € S;) implies that v = W=t e ¢ C A — it follows immediately from the fact that
1

n
1=



violation

Figure 1: Schematic description of the GM method. A convex subset C' of the admissible region

A is determined, and then each node N}, is assigned a safe-zone which is a translation of C.

convex subsets are closed under taking averages and from the fact that the u; vectors sum to

zero. Methods for constructing C' include:

e The method of bounding spheres [2]. A point p € A (the “reference point”) is defined to
be the average of the vectors v;(0), and C' is defined as the set of all points ¢ such that

the ball whose diameter is the segment pg is entirely contained in A (see Fig. 2).

b

q>

Figure 2: “Bounding spheres” approach. The point ¢; belongs to C, since the ball whose
diameter is the segment pqg; is contained in A; however, ¢ does not belong to C, as the

corresponding ball is not contained in A.

e “Shape sensitive geometric monitoring” [27, 5]. In this approach the bounding spheres
algorithm was improved by a better choice of the reference point p, as well as replacing
the bounding spheres by ellipsoids whose parameters approximate the distribution of the
data at the nodes (but with the underlying assumption that this distribution is shared
by all nodes).

e The “optimized safe-zones” approach, briefly introduced in [5], consists of searching for a

subset C' of A which is both convex and “good”, in the sense that [ p(v)dv is large, where

c
p(v) is the probability density function (termed as pdf hereafter) of the data distribution.
The motivation is straightforward — as the integral becomes larger, then on the average

it will take the data vectors more time to exit C.



In this paper we assume that C' is given; it can be provided by any of the abovementioned
methods (obviously, if A itself is convex, we just choose C' = A). We propose to extend previous
work in a more general direction. Our goal here is to handle a basic problem which haunts all
the existing GM variants: the shapes of the safe-zones at different nodes are identical. Thus,
if the data is heterogeneous across the distinct streams (an example is depicted in Figure 3),
meaning that the data at different nodes obeys different distributions, existing GM algorithms
will perform poorly, causing many local violations that do not correspond to global threshold

crossing (false alarms).

C
°
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Figure 3: Why GM may fail for heterogeneous streams. Here C' is equal to a square, and
the data distribution at the two nodes is schematically represented by samples. In GM, the
safe-zones at both nodes are restricted to be a translation of C, and thus cannot cover the data;

HGM will allow much better safe-zones (see Section 3, and Figure 4).

In this paper, we present a more general approach that allows to assign differently shaped
safe-zones to different nodes. As we will shortly demonstrate, our approach requires tackling a

difficult optimization problem, for which practical solutions need to be devised.

3 Safe-Zone Design as an Optimization Problem

We now seek to formulate an optimization problem, whose output is the safe-zones at all nodes.

The safe-zones should satisfy the following properties:

Correctness: If S; denotes the safe-zone at node N;, we must have:
\ v+ o+,
n

/\ (Uz’ c Sz) —
i=1
in a safe-zone breach in at least one node.

€ C. This ensures that every threshold crossing by f(v) will result

Expansiveness: Every safe-zone breach (local violation) triggers communication, so the safe-
zones should be as “large” as possible. We measure the “size” of a safe-zone S; by its probability

volume, defined as f pi(v)dv where p; is the pdf of the data at node NN;. Probabilistic models
Si
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have proved useful in predicting missing and future stream values in various monitoring and
processing tasks [19, 20, 32], including previous geometric methods [5], and their incorporation

in our algorithms proved useful in monitoring real data (Section 6).

Simplicity: At each time step, every node must check whether its data vector is in its safe-
zone. To render this task computationally feasible (especially for thin nodes, such as sensors) it
is desirable that the safe-zones be simple geometric constructs. The simplicity of the safe-zones
is governed by the user, as he/she defines the family of shapes to which the safe-zones belong
(Sections 4.2, 6.1.2).

To handle the correctness and expansiveness requirements, we formulate a constrained op-

timization problem as follows:

Given: (1) probability distribution functions py, ..., p, at n nodes

(2) A convex subset C' of the admissible region A

Maximize [pidv; - ... - [ pydv, (expansiveness)
S1 Sn

Subject to 1225 C ' (correctness)

where 21908 — fudetn |y € Sy v, € S, }, or the Minkowski sum [33] of Si,..., Sy,

in which every element is divided by n (the Minkowski average). Introducing the Minkowski

average is necessary in order to guarantee correctness, since v; must be able to range over the
entire safe-zone S;. Note that instead of using the constraint Sﬁe‘ﬁ—'@s" C A, we use % cC.
This preserves correctness, since C' C A. The reason we chose to use C' is that, as it turns out,
typically it’s much easier to check the constraint for the Minkowski average containment in a
convex set; this is discussed in Section 4.4.

To derive the target function [pidv; - ... - [p,dv,, which estimates the probability that
S1 Sn

the local vectors of all nodes will remain in their safe-zones, we assumed that the data is not
correlated between nodes, as it was the case in the experiments in Section 6 (see also [20]
and the discussion therein). If the data is correlated, the algorithm is essentially the same,
with the expression for the probability that data at some node breaches its safe-zone modified
accordingly. We plan to target such cases in the future.

Note that correctness and expansiveness have to reach a “compromise”: figuratively speak-
ing, the correctness constraint restricts the size of the safe-zones, while the probability volume
increases as the safe-zones become larger. This trade-off is central in the solution of the opti-
mization problem.

The advantage of the resulting safe-zones is demonstrated by a schematic example (Figure 4),



in which C' and the stream pdfs are identical to those in Figure 3. In HGM, however, the
individual safe-zones can be shaped very differently from C, allowing a much better coverage
of the pdfs, while adhering to the correctness constraint. Intuitively speaking, nodes can trade

“geometric slack” between them; here Sy trades “vertical slack” for “horizontal slack”.

Figure 4: Schematic example of HGM safe-zone assignment for two nodes, which also demon-
strates the advantage over previous work. The convex set C' is a square, and the pdf at the
left (right) node is uniform over a rectangle elongated along the horizontal (vertical) direction.
HGM can handle this case by assigning the two rectangles 57, So as safe-zones, which satisfies
the correctness requirement (since their Minkowski average is equal to C'). GM (Figure 3) will

perform poorly in this case.

The Complexity of the Safe-Zone Problem. The input to the safe-zone problem consists
of C and the probability distributions p;. The difficulty of the problem increases with the
number of nodes, the dimensionality of the data, and the complexity of the p;s. In Section 7
we prove that the problem is NP-hard and inapproximable. In the next section, we thus seek

to devise practical algorithms to solve this problem.

4 Constructing the Safe-Zones

We now briefly describe the overall operation of the distributed nodes. The computation of
the safe-zones is initially performed by a coordinator node, using a process described in this
section. This process is performed infrequently, since there is no need to modify the safe-zone
of a node unless a global threshold violation occurs. As described in Section 3, the input to the
algorithm is: (1) The probability distribution functions py,...,p, at the n nodes. These pdfs

can be of any kind (e.g., Gaussian [27], random walk [24], uniform, etc). Moreover, these pdfs
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may be given either analytically or by a sample. As discussed in Section 4.5, message passing
between the nodes and the coordinator in this initial phase can be reduced by using compact
data representations; (2) A convex subset C' of the admissible region A.

After the individual safe-zones have been computed, they are assigned to each node. This
process is the end of the initialization stage. Each node Ny does not initiate communication as
long as vy (t) € Sk. If vi(t) ¢ Sk (local violation) the algorithm described in Section 5 is applied

to try and resolve the violation.

4.1 Solving the Optimization Problem

In order to efficiently solve our optimization problem, we need to answer several questions:

e What kinds of shapes to consider for candidate safe-zones? This is discussed in Section 4.2.

e The target function is defined as the product of integrals of the respective pdfs on the
candidate safe-zones. Given candidate safe-zones, how do we efficiently compute the target
function? This is discussed in Section 4.3.

e Given candidate safe-zones, how do we efficiently test if their Minkowski average lies in C7
This is discussed in Section 4.4.

e As we will point out, the number of variables to optimize over is very large, with this number
increasing with the number of nodes. It is well-known that the computational cost of general
optimization routines increases at a super-linear rate with the number of variables. To remedy
this issue, we propose in Section 4.5 a hierarchical clustering approach, which uses a divide-
and-conquer algorithm to reduce the problem to that of recursively computing safe-zones for

small numbers of nodes.

4.2 Shape of Safe-Zones to Consider

The first step in solving an optimization problem is determining the parameters to optimize over.
Here, the space of parameters is huge — all subsets of the Euclidean space are candidates for
safe-zones. The space of all subsets is extremely complicated: not only is it infinite-dimensional,
but also non-linear [34]. For one-dimensional (scalar) data, intervals provide a reasonable choice
for safe-zones, but for higher dimensions no clear candidate exists.
To achieve a practical solution, we choose the safe-zones from a parametric family of shapes,
denoted by S. This family of shapes should satisfy the following requirements:
e [t should be broad enough so that its members can reasonably approximate every subset
which is a viable candidate for a safe-zone. If this does not hold, the solution may be grossly

sub-optimal. This point is discussed and explained in Section 6.1.2.
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e The members of S should have a relatively simple shape (the “simplicity” property, Section
3). In practice, this means that they are polytopes with a restricted number of vertices, or
can be defined by a small number of implicit equations (e.g., polynomials [35]). See further
discussion in Section 6.1.2.

e [t should not be too difficult to compute the integral of the various pdfs over members of S
(Section 4.3).

e [t should not be too difficult to compute, or bound, the Minkowski average of members of S
(Section 4.4).

The last two conditions allow efficient optimization. If computing the integrals of the pdf or

the Minkowski average are time consuming, the optimization process may be lengthy. We thus

considered and applied in our algorithms various polytopes (such as triangles, boxes, or more
general polytopes) as safe-zones, a choice which yielded good results for the simpler problem in

[5].

As explained in the experimental evaluation (see discussion in Section 6.1.2), this choice
depends on the function f(). However, the challenge of choosing the best shape for arbitrary
functions and data distributions is, by itself, quite formidable; we now elaborate on a very
general paradigm to obtain a good choice.

Bayesian model selection. We propose to view the problem of choosing the family of
safe-zones to optimize over as an instance of the model selection problem. Very often, it is
required to fit a model (e.g. a polynomial approximation) to data. This model is chosen from
a graded family of models of increasing complexity and descriptive power: for polynomials the
models are ordered by their degree, in our case the safe-zones are ordered by the number of
their vertices. One must choose the sub-family of the model to be used (e.g. the degree of the
polynomial or the number of safe-zone vertices). The optimal choice achieves a tradeoff between
the approximation quality of the model and the number of its parameters (in that regard, it
resembles the minimum length description paradigm [36]); obviously, the approximation quality
increases with the number of parameters, but eventually it is “saturated”, meaning that adding
more parameters hardly affects the quality, leads to overfitting, and violates the “simplicity of
the safe-zone” demand (Section 3). To obtain the optimal choice, we have applied Bayesian
model selection [37]. Space does not permit to survey the derivations, so we will just provide

the result:

Lemma 1 For any natural number m, denote by F,, the solution of the safe-zone assignment
problem which applies polytopes with m wvertices, and denote the value of the target function by
E,,. The optimal model is the one which maximizes log(E,,)+c \Hm|%, where H,, is the Hessian

matrixz of the solution parameters, and ¢ a constant which depends only on the dimension of the
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data vectors. The expression log(E,,) + ¢ |Hm\% is referred to as the model evidence.

The practical meaning of this criterion is the following: as m increases, we obtain a better
approximation of the pdf’s at the nodes, hence log(FE,,) increases. However, since the safe-
zones will eventually “saturate” the pdf’s (meaning that increasing m only slightly increases the
target function), the optimal fit becomes very “flat” in parameter space, hence the determinant
of the Hessian will become very small. Bayesian model selection thus provides a rigorous choice
of a model which obtains the optimal tradeoff between the quality of the model and the number
of parameters. To quickly find the optimal m, binary search can be applied.

In the experiments (Section 6) we applied both Bayesian model selection and simple safe-
zones (triangles and boxes), for monitoring non-linear, non-monotonic functions.

A note on the complexity of the problem. The optimization problem we must solve to
obtain the safe-zones is quite more demanding than that in [5], which uses the same safe-zone
for each node. For example, suppose that the data vectors are two-dimensional, there are 100
nodes, and we apply octagonal safe-zones. The optimization problem in [5] requires optimizing
over 16 parameters (8 vertices for the single octagonal safe-zone common to all nodes, with each
vertex having two coordinates), but for the general case treated here, an octagonal region should
be defined for every node, yielding a total of 1,600 parameters. Further, the Minkowski sum

constraint, Sl@'ﬁ—'@s”

C (), introduces a coupling between the parameters, making it impossible to
separate the optimization problem into disjoint problems with a smaller number of parameters.

No simple solution to this problem exists, since it is NP-hard and inapproximable (Section 7).

4.3 Computing the Target Function

The target function is defined as the product of integrals of the respective pdfs on the candidate
safe-zones. Typically, data is provided as discrete samples. The integral can be computed by
first approximating the discrete samples by a continuous pdf, and then integrating it over the
safe-zone. We used this approach, fitting a GMM (Gaussian Mixture Model) to the discrete
data and integrating it over the safe-zones, which were defined as polytopes. To accelerate the
computation of the integral, we used Green’s Theorem to reduce a double integral to a one-
dimensional integral over the polygon’s boundary: the integral of a general two-dimensional
Gaussian in z,y, exp (— (A% + Baxy + C?+ Dx + Ey + F)) over a region R equals the integral
of ‘f exp( <Ey +Cy? + F — (DJrBy) ))erf(\/—x + D+By> over R’s boundary. For higher
dlmensmns7 the integral can also be reduced to integrals of lower dimensions, or computed

using Monte-Carlo methods.
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4.4 Checking the Constraints

Figure 5: The half-plane approach, for C' equal to H which is defined by 6 and b (left), by using

a supporting hyper-plane for every safe-zone candidate S; (right).

The Half-Planes Method. To implement a constrained optimization routine, a function is
required which checks whether the current parameters satisfy the constraints. This function
should return zero if the constraints are satisfied, and a positive number if not. It should also
behave smoothly — if the constraint violation is small, it should return a small value.

In our case, the constraint is that the Minkowski average of the safe-zones is contained in
C. One way to check the constraint is to compute the Minkowski average and test whether
it is inside C' and, if not, determine some measure of its deviation from C. Alas, this may
entail very high computational complexity, especially in high dimensions, in which computing
the Minkowski sum is computationally extensive [38]. To overcome this, we used the follow-
ing method, which allows to test the constraint without explicitly computing the Minkowski
average. For the sake of simplicity we explain the solution for two-dimensional data, but the
algorithm proceeds similarly in every dimension. We start with the simple case, in which C
is a half-plane (Figure 5), denoted H, and then generalize. Denote the half-plane’s boundary
by lg, so H is the set of points below [, (the algorithm proceeds similarly if {5 is H’s lower
boundary). The line Iy is defined by the angle 6 and by b, its distance from the origin (in
higher dimensions similar definitions hold, with the direction of the b vector replaced by a unit
vector perpendicular to the hyperplane). Then, in order to determine whether the Minkowski
average of the candidate safe-zones Si,...,S, is contained in H, one has to find for each S;
the upper supporting line (in higher dimensions, upper supporting hyperplane) in the same
direction as that of [;. For a polytope S;, this requires rather low computational complexity
— only the vertices need to be considered and line sweep algorithms can be applied to further
reduce running time. In order for the Minkowski average of the S;’s to be contained in H,
it is sufficient that ZTb < b. This algorithm also allows to measure the amount of constraint

violation, which depends on the value of % —b.
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If C' is a convex polytope, then C'is equal to the intersection of half-planes, and the measure
of constraint violation is defined as the max (using the sum is also plausible) of the measures
corresponding to the individual half-planes. A general convex C' can be efficiently approximated

by an inscribed convex polytope [39]. Alternatively, the following method can be used.

The Direct Method. A more direct method to test the Minkowski sum constraint relies on
the following result [40]:

Lemma 2 If P and ) are convex polytopes with vertices {P;}, {Q;}, then P & @ is equal to
the convex hull of the set {P;, + Q;}.

Now, assume we wish to test whether the Minkowski average of P and () is contained in C.
Since C' is convex, it contains the convex hull of every of its subsets; hence it suffices to test
whether the points (P, + @);)/2 are in C, for all ¢, j. If not all points are inside C, then the
constraint violation can be measured by the maximal distance of a point (P + @Q;)/2 from C’s
boundary. The method easily generalizes to more polytopes: for three polytopes it is required

to test the average of all triplets of vertices, etc.

Comparison of the Half-Planes and Direct Methods. Assume candidate safe-zones
Si,..., Sy, where S; has V/(S;) vertices. Since in the half-planes method the position of every
half-plane vs. every summand is computed separately, the running time is proportional to
Heyon V(S;), where He is the number of half-planes defining C'. The running time of the
direct method is proportional to tc [[;, V(S;), where t¢ is the time required for checking if a
point is inside C. Given the types of the candidate safe-zones, their number, and the definition
of C, one can choose the method with the lower computational complexity. For example, when
many nodes are present, the half-planes method will usually do better. If C' is defined by an
implicit equation g() (e.g., an ellipsoid) then testing for the presence of a point v in C' is easy
(ie.,v € Ciff g(v) <0), and the direct method is then better (unless [ [}, V'(S;) is large enough
to offset this advantage). In Section 6 some examples are given as to how these considerations

are applied.

4.5 Hierarchical Clustering

While the algorithms presented in Sections 4.3-4.4 reduce the running time for computing
the safe-zones, our optimization problem still poses a formidable difficulty. For example, as
discussed in Section 4.2, fitting octagonal safe-zones to 100 nodes with two-dimensional data
requires to optimize over 1,600 variables, which is quite high for a general optimization problem.

To alleviate this problem, we first organize the nodes in a hierarchical structure, which allows
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us to then solve the problem recursively (top-down in this hierarchical structure) by reducing
it to sub-problems, each containing a much smaller number of nodes.

We first perform a bottom-up hierarchical clustering of the nodes. To achieve this, a distance
measure between nodes needs to be defined. Since a node is represented by its data vectors,
a distance measure should be defined between subsets of the Euclidean space. We apply the
method in [41], which defines the distance between sets by the L? distance between their moment
vectors (vectors whose coordinates are low-order moments of the set). The moments have to
be computed only once, in the initialization stage. The leaves of the cluster tree are individual
nodes, and the inner vertices can be thought of as “super nodes”, each containing the union
(Minkowski average) of the data of nodes in the respective sub-tree. Since the moments of
a union of sets are simply the sum of the individual sets’ moments, the computation of the
moment vectors for the inner nodes is very fast.

After the hierarchical clustering is completed, the safe-zones are assigned top-down: first, the
children of the root are assigned safe-zones under the constraint that their Minkowski average
is contained in C'. In the next level, the grandchildren of the root are assigned safe-zones under
the constraint that their Minkowski average is contained in their parent nodes’ safe-zones, etc.
The leaves are either individual nodes, or clusters which are uniform enough and can all be
assigned safe-zones with identical shapes.

Reducing the Transmitted Parameters. Data should be sent from the nodes to the
coordinator in order to allow computing the safe-zones, and the coordinator has to send the
nodes the definition of their safe-zones. In our experiments this was achieved not by passing
the entire data, but the far more compact parameters of the pdf and the first and second order
moments of the data, which suffice to compute the safe-zones. Sending the safe-zone parameters
to the nodes is also very fast, as the safe-zones are described by a relatively small number of

parameters.

5 Violation Recovery

Recall that we define a local violation at time ¢ at N; if its local vector v;(t) wandered out of
its safe-zone S;. A global violation occurs when the average of the vectors in all nodes exits C.
Clearly, a global violation implies at least one local violation, however the opposite may not
be true, in which case the local violation constitutes a false alarm, which should be detected
as such and resolved with minimal communication. Often, a different node can remedy the
violation: assume that the current local vector v;(t) at N; satisfies v;(t)+v;(t) € S;®S;. Then,

N; and N; “balance” each other and the local violation is resolved with minimal communication
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overhead (the only communication is between nodes N; and N, either directly or through the
coordinator). In previous work [2, 27] the coordinator randomly chose nodes in an attempt
to balance local violations. Here, we present a more rigorous and efficient method, based on
partitioning the collection of nodes to disjoint pairs which optimally balance each other. This
proceeds as follows: denoting the data set of node N; by D;, define a non-directed, weighted,
complete graph over the nodes with the weight of the edge connecting N; and N; given by
w(i,j) = Pr(z; +x; € S; ® 9;)|zv; € D; Nxj € D;). These weights are all computed at
the coordinator. Please note that w(i, j) can also be computed from the pdfs of the nodes,
transmitted to the coordinator in a compact manner, as described at the end of Section 4.5.
Then, perform a maximal perfect matching in this graph. The weight of an edge between two
nodes is defined as the percentage of pairs of data vectors from both nodes whose sum is in
the Minkowski sum of the nodes’ safe-zones; therefore, the larger the weight, the higher the
probability that the two nodes will balance each other. This matching partitions the nodes into
disjoint pairs which have an overall high probability to resolve each other’s local violations.
Please note that if every node NV; simply attempts to balance with node N; such that w(, j) is
maximal, the system may quickly run into deadlock when many nodes try to balance with the
same node — this cannot happen with a disjoint partition.

To handle cases in which the optimal pairing fails to resolve the violation, a hierarchical
structure, somewhat resembling the one used for hierarchical clustering, is applied to generalize
the disjoint pairing. Following the optimal pairing of nodes, each pair is viewed as a single node
whose data is the union of the data at both nodes, and maximal perfect matching is performed
on the resulting graph (which has half the number of vertices as the original graph). This
process is continued, with the nodes of the next graph corresponding to quadruples of nodes,
etc. Call the original nodes “Type 1 node”, the pairs obtained in the first maximal perfect
matching “Type 2 nodes”, the nodes corresponding to quadruples “Type 4 nodes” etc. When
the safe-zone at a Type 1 node (i.e., node N;) is breached, the coordinator attempts to resolve
the violation with N,’s partner in the Type 2 node it belongs to. If unsuccessful, it attempts to
resolve the violation with the nodes that belong in the subtree of its partner in the Type 4 node
it belongs to: if the Type 4 node containing V; also contains nodes N;, Ny, NV}, the violation is
resolved if v;(t) + v;(t) + vk (t) + v(t) € S; & S; & S, & S, etc. The overall operation requires
log(n) rounds in the worst case, which helps bound its latency.

Figure 6 demonstrates a scenario with 8 nodes. We explain two cases: (1) Ny is the only
node with a local violation. Then, the coordinator requests the local vector from node Nj. If
the violation is not resolved, it asks the local vectors from Ny and Ny, etc. (2) N; and Ny exhibit

local violations. Then, the local vectors from N; and N; are transmitted to the coordinator,
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which can then examine whether these two nodes balance each other. If not, it requests the
data of their Type 2 neighbors, namely from nodes N5 and N,. In this case, the coordinator
can skip the tests of whether the pairs of nodes balance each other, and proceed to test whether
all 4 nodes jointly can resolve the violation. If not, the coordinator asks for the local vectors of
nodes No, N3, Ng and Ng.

Figure 6: Conceptual hierarchy of nodes used for violation recovery. Depicting the Type-k

neighbors for a sample network of 8 nodes.

6 Experiments

HGM was implemented and compared with the GM method, as described in [5], which is the
most recent variant of previous work on geometric monitoring that we know of. We are not
aware of other algorithms which can be applied to monitor the functions treated here (the ratio

queries in [26] deal with accumulative ratios and not instantaneous ones as in our experiments).

6.1 Data, Setup and Monitored Functions
6.1.1 Data and Monitored Functions

Our data consists of air pollutant measurements taken from “AirBase — The European Air
Quality Database” [42], measured in micrograms per cubic meter. Nodes correspond to sensors
at different geographical locations. The data at different nodes greatly varies in size and shape
(see Section 6.2.2) and is irregular as a function of time, as shown in Figure 7 (note however
that we use the pdf of the data values per se, not as a time series). The quality of results was
measured by the amount of reduction in communication, which is proportional to the number
of safe-zone violations.

The monitored functions were chosen due to their practical importance, and also as they

are non-linear and non-monotonic and, thus, cannot be handled by most existing methods. In
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Figure 7: Typical behavior of NO concentrations at a node as a function of time. The behavior

of NOy is similar.

Section 6.2 results are presented for monitoring the ratio of NO to NOy, which is known to be an
important indicator in air quality analysis [43]. In Section 6.3 the chi-square distance between
histograms was monitored for five-dimensional data. An example of monitoring a quadratic
function in three variables is also presented (Section 6.4); quadratic functions are important
in numerous applications (e.g., the variance is a quadratic function in the variables, and a
normal distribution is the exponent of a quadratic function, hence thresholding it is equivalent

to thresholding the quadratic).

6.1.2 Choosing the Family of Safe-Zones

To solve the optimization problem, it is necessary to define a parametric family of shapes
S from which the safe-zones will be chosen. Section 4.2 discusses the properties this family
should satisfy. In [5], the suitability of some families of polytopes is studied for the simpler,
but related, problem of finding a safe-zone common to all nodes. The motivations for choosing
S here were:

e Ratio queries (Section 6.2) — the triangular safe-zones (Figure 8) have the same structure,

but not size or location, as C', and are very simple to define and apply.

yv=Ix+p
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Figure 8: Triangular safe-zones used for ratio monitoring.

e Chi-square monitoring (Section 6.3) — here the motivation was to choose safe-zones with a

very simple shape, which still enabled a very substantial improvement over GM. We thus
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applied boxes (hyperrectangles), which are also attractive as they render the computation of
the Minkowski average trivial.

e Quadratic function (Section 6.4) — here we allowed general polytopes, and tested the results
for increasing numbers of vertices, using the Bayesian model selection paradigm (Section 4.2).
The model selected was with 12 vertices.

Considering the complexity of the safe-zone problem, and the richness of the space of possible

solutions, the challenge of choosing S for arbitrary functions and data distributions is quite

formidable. The solutions provided here offer very good performance in terms of safe-zone
simplicity and communication reduction over previous work, but the general problem deserves

further study.

6.1.3 Optimization Parameters and Tools

The triangular safe-zones (Section 6.2) have two degrees of freedom each (M; and 5;, see Fig-
ure 8), hence for n nodes we have 2n parameters to optimize over. For the chi-square monitoring
(Section 6.3), each safe-zone is a box in R® and therefore is defined by 10 parameters. The
safe-zones in Section 6.4 require 36 parameters each. In all cases we used the Matlab routine
fmincon to solve the optimization problem [44]. To compute the integral of the pdf on the safe-
zones, data was approximated by a Gaussian Mixture Model (GMM), using a Matlab routine
[45].

6.1.4 Training/Testing Data, and Stability of the pdf over Time

The proposed algorithm first learns the pdfs at the nodes, and then applies them in order
to construct safe-zones. In order to assign safe-zones which will perform well over time, a
probabilistic model of the pdfs is required, as in [5, 19]. In our experiments, we learned the
model from the “Airbase” data [42] for every month in the year 2006 (training set), and used
it to monitor the data for 2007-2008 (testing set). As it can be seen in Figure 9, the average

concentration of NO, was stable over these three years, and so was the NO concentration.

6.2 Ratio Queries

This set of experiments concerned monitoring the ratio between two pollutants, NO and NO,,

measured in distinct sensors. Each of the n nodes holds a vector (x;, y;) (the two concentrations),

and the monitored function is %zl (in [26] ratio is monitored but over aggregates over time,

while here we monitor the instantaneous ratio for the current readings). An alert must be sent

whenever this function is above a threshold 7' (taken as 4 in the experiments), and/or when
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Figure 9: Monthly NO, concentrations over three years.

the NO, concentration is above 250. The admissible region A is a triangle, therefore convex, so
C = A. The safe-zones tested were triangles of the form depicted in Figure 8, a choice motivated
by the shape of C. The half-planes method (Section 4.4) was used to test the constraints. An
example with four nodes, which demonstrates the advantage of allowing different safe-zones at

the distinct nodes, is depicted in Figure 10.

[NO]

400 0 200
INO,]

Figure 10: Example of safe-zones with four nodes. The convex set C' is the triangle outlined
in black, safe-zones are outlined in green. Nodes with more compact distributions are assigned
smaller safe-zones, and nodes with high values of the monitored function (NO/NO ratio)
are assigned safe-zones which are translated to the left in order to cover more data. This is
especially evident in the second from left node, in which the safe-zone is shifted to the left so
it can cover almost all the data points. In order to satisfy the Minkowski sum constraint, the
safe-zone of the first from left node is shifted to the right, which in that node hardly sacrifices
any data points; also, the larger safe-zones are balanced by the smaller ones. Note that HGM
allows safe-zones which are larger than the admissible region A, as opposed to previous work,

in which the safe-zones are subsets of A.
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6.2.1 Improvement Over Previous GM Work

We compare HGM with GM in terms of the number of produced local violations. Unless
specified otherwise, HGM always uses the hierarchical clustering algorithm for deriving the
safe-zones at different nodes. In Figure 11, the number of safe-zone violations is compared for
various numbers of nodes. HGM results in significantly fewer local violations, even for a small
number of nodes. As the number of nodes increases, the benefits of HGM over GM increase.
For a modest network size of 10 nodes, HGM requires less than an order of magnitude fewer
messages than GM. In Figure 12 we compare some of the safe-zones that were obtained for

both methods in this experiment.
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Figure 11: Comparison of our HGM (green) to GM [5] (blue) in terms of number of violations,
up to 10 nodes.
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Figure 12: Comparison of HGM to GM in terms of points which cause a violation. At each
node, the set C' is depicted (dark triangle), the safe-zones of HGM (green triangles), and a
sample of the data points (red dots). The points which satisfy the GM constraints are depicted
in blue. The advantage of HGM is clear.
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6.2.2 Hierarchical Implementation for Ratio Queries

Hierarchical clustering of the nodes was applied in order to reduce the running time of the
safe-zone computation. In Figure 13 a typical result is depicted: 92 nodes were clustered
into four groups. Two representatives from each of the three largest groups are shown, which
correspond to three typical data types: “small” ones (left), indicating low concentrations of
NO/NO,, “drift” ones (middle), with many measurements near the origin but also a sizable
number of measurements with high NO concentrations, and “vertical” ones (right), where
most measurements are concentrated in a vertical stripe near the origin and there are fewer
measurements with high NO. The Matlab routine kmeans [46] was used for clustering the

moment vectors.
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Figure 13: Clustering example. Each column depicts two nodes from one clusters.

In order to test running time and performance, we ran the ratio monitoring algorithm for
n = 30 to 240 nodes with various thresholds, using either a “flat” mode (direct optimization
over 2n variables) or the hierarchical clustering method. Table 2 summarizes the results for
n = 60 and various values of the threshold 7', where in each table entry the first number stands
for running time (seconds) and the second number for the value of the target function (TF).
The running time is higher for the “flat” mode, as the number of parameters to optimize over
is much higher, but the performance is slightly better. In Figure 14 we plot the running time of
“flat” vs. “hierarchical” as we vary the number of nodes. The running time for “hierarchical”
increases linearly with the number of nodes. For 240 nodes, “hierarchical” results in a 40-fold

reduction over “flat”.

6.3 Chi-Square Monitoring

Another example of an important non-linear, non-monotonic function is the chi-square distance
between two histograms, defined by x(f,g) = >_ % for histograms f,g. Each histogram
was defined as the concentration levels of five pollutants and the monitored function was the
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Table 2: Optimization time and target function (TF) for ratio queries, varying the threshold
T.

T=4 T=3 T=2

T Time TF Time TF Time TF
Tree | 23.9 secs. | 0.980 | 23.4 secs. | 0.985 || 23.8 secs. | 0.962
Flat || 243.6 secs. | 0.999 || 244.9 secs. | 0.994 | 177.4 secs. | 0.970
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Figure 14: Running time (in logarithmic scale) for “flat” /direct optimization over all the nodes

(blue) vs. hierarchical clustering (green).

chi-square distance between the hourly average of two nodes and their average calculated over
the previous week (i.e., a measure of how much the hourly distribution deviates from last
week’s average). The set C' was defined as in [5]. The family of safe-zones consisted of five
dimensional axis-aligned boxes. An exact solution for box safe-zones is NP-hard even for one-
dimensional data (Section 7); so, as in the other experiments, an optimization toolbox was used
(Section 6.1.3). When the data distributions in two nodes substantially differ, the advantage of
HGM over GM is very clear, since HGM can adapt its safe-zones to fit the distinct distributions
at the nodes, allowing a much larger safe-zone to the node with the more varying data. In
Figures 15, 16 the different behavior between the nodes is demonstrated and the safe-zones
allocated to them is depicted. In Figure 17 we plot the ratio of violations of GM over HGM
for various thresholds, for a period of 1,000 hours. As the threshold increases, HGM becomes
more superior. For the low thresholds, 0.5 to 0.6, there are actual (global) violations, but as
the threshold increases, GM suffers from many “false alarms” (local violations which do not

indicate a global violation), but HGM performs well.
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Figure 15: Plots of the chi-square function for two nodes, an “oscillating” one (highly varying

data) in green, and a more stable node (in blue).
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Figure 16: The safe-zones assigned to the two nodes in Fig. 15. The “oscillating” node (top)
is assigned a much larger safe-zone, to account for its higher variability. The data is five-
dimensional, and a three-dimensional projection is depicted, corresponding to the pollutants
NO, NO2, and SO2. Pink dots denote samples from the data, safe-zones are in green.
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vs. HGM.
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6.4 Monitoring a Quadratic Function

Another example consists of monitoring a quadratic function with more general polyhedral safe-
zones in three variables (Figure 18). The data consists of measurements of three pollutants (NO,
NO,y, SO,), and the safe-zones are polyhedra with 12 vertices, where the number of vertices
was chosen according to the Bayesian model selection paradigm (Section 4.2). In Figure 19, the
model evidence (Lemma 1) is plotted as a function of the number of safe-zone vertices (since
the dimension is three, the minimal number of vertices is four). The admissible region A is the
ellipsoid depicted in pink; since it is convex, C' = A. As the extent of the data is far larger
than A, the safe-zones surround the regions in which the data is denser. In order to check the
constraints, the direct method was applied (Section 4.4), with the implicit quadratic function

defining the ellipsoid.

Figure 18: Monitoring a quadratic function. The set C' is the pink ellipsoid, the safe-zones are

polyhedra with 12 vertices each (in pale blue), and their Minkowski average is in green.
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Figure 19: Evidence for modeling safe-zones for the data in Figure 18 as a function of the

number of vertices.

6.5 Violation Recovery Performance

We tested the violation recovery algorithm (Section 5) for ratio monitoring (Section 6.2). We
randomly chose 64 nodes, over 10,000 hourly measurements. On average, the recovery algorithm

enabled 61% of the local violations to be resolved between pairs (Type 2 nodes), 23% required
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Type 4 nodes, 10% required Type 8 nodes, 3% required Type 16 nodes, 2% required Type 32
nodes, and only 1% required collecting data from all 64 nodes. Thus, on the average, only 4.7

nodes out of 64 were required to resolve a violation.

7 Complexity of the Safe-Zone Problem

We next provide three theorems which concern the complexity of the safe-zone assignment

problem, as formulated in Section 3.

Theorem 1 The safe-zone problem, even for two nodes and one-dimensional data, i1s NP-hard

and inapproximable.

Proof We show that the bicliqgue problem [47] — known to be NP-hard and inapproximable —
can be reduced to the safe-zone problem. Biclique is formulated as follows: given a bipartite
graph G with sides L, R, find a biclique with the maximal number of edges, where a biclique is
defined as a complete bipartite graph (that is, subsets L’ of L and R’ of R such that G contains
all edges between vertices in L’ and R’). Given such a graph, we construct a safe-zone problem
whose solution provides a solution to biclique. Assume R has nodes ry...r,,, and L nodes [;...1,,.
Let the set of edges, E, be a subset of {i,j}, where i € {1..n}, j € {l..m}. Associate with
this graph the distributions Pr having delta function (pointwise) probability distributions at
locations z;, i = 1..n, and same for P, at locations y;, j = 1..m (narrow Gaussians will also
do). The only restriction on {z;,y;} is that z;+vy; = 2y +y;; = i =4, j = j/, which is trivial to
achieve. Now, define A = {x; +y;|(i,j) € E'}. Note that the safe-zones must be subsets of {x;}
and {y;} (including other points will not add any probability, as all the probability mass resides
in x;,y;). Note also that S,, S, satisfy the Minkowski sum constraint iff the respective subsets
of L, R form a biclique, and that the target function for the two safe-zones is proportional to
the number of edges in that biclique. Therefore, the safe-zones allow to derive a solution to
biclique. Figure 20 provides a drawing illustrating the proof. [J

One may suspect that the difficulty of the safe-zone problem is due to allowing a discrete,
disconnected admissible region as above. The following theorems prove that is not the case;

due to lack of space, we could not include the proofs.

Theorem 2 If the dimension of the data vectors is at least 4, the optimal safe-zone problem is

NP-complete for two nodes even when A is conver.

Theorem 3 For more than two nodes, the safe-zone problem is NP-Complete when A is a

one-dimensional interval.
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Figure 20: A schematic example of the proof of Theorem 1. The bipartite graph (left), nodes
(right-top), and A (right-bottom).

8 Conclusions and Future Work

A method for monitoring threshold queries over heterogeneous distributed streams was pre-
sented. A paradigm for minimizing communication is formulated as an optimization problem
of a geometric and probabilistic flavor, whose solution assigns each node a “safe-zone” with the
property that a node may remain silent as long as its data vector is in its safe-zone. While the
problem is shown to be difficult, a practical solution using a hierarchical clustering algorithm
is presented and implemented for two, three, and five dimensional data, allowing to achieve
substantial improvement over previous work, while using rather simple safe-zones which also
reduce the computational effort at the nodes.

We now outline, as space permits, some directions for future work.

e Correlated streams. Here, the data we used was uncorrelated between nodes. If some of
the streams are correlated, the goal will still be to seek an optimized solution as described
in Section 3, the difference being that the overall probability to remain in the distinct

safe-zones will not factor to the product of the probabilities for the individual safe-zones.

e Dynamic change of data distribution within a stream. If the pdfs at some of the
nodes change, the safe-zone optimization process may need to be run again. However, it
may suffice to modify the safe-zones only of the nodes whose pdf changed. To see this,
assume without loss of generality that we have n nodes with safe-zones s;,7 = 1...n, and
that the pdf at nodes 1...%k had changed. We can treat these nodes only, and assign
them new safe-zones S;, such that S @ ... ® S, C S; @ ... D Sj. Since Minkowski sums
are monotonic with respect to inclusion, this guarantees that the overall Minkowski sum

(that is, of all n nodes) will still be contained in the set C'.

e Handling global violations. If a global violation occurs (that is, f(v) > T), the

algorithm switches to the monitoring of the condition v € C’; where C” is a convex subset
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of A’s complement. A plausible solution is to prepare appropriate safe-zones in advance,
for this case as well as for different values of the threshold 7'; the monitoring scheme then

simply switches to the appropriate safe-zones.
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ABSTRACT

Modern scale-out services are built on top of large datacen-
ters composed of thousands of individual machines. These
must be continuously monitored because unexpected failures
can overload fail-over mechanism and cause large-scale out-
ages. Such monitoring can be accomplished by periodically
measuring hundreds of performance metrics and looking for
outliers, often caused by misconfigurations, hardware fail-
ures or even software bugs. Previous work has shown that
many failures are indeed preceded by such performance out-
liers, known as performance problems or latent faults.

In this work we adapt an existing unsupervised statistical
framework for latent fault detection to provide an online,
communication- and computation-reduced version. The ex-
isting framework is effective in predicting machine failures
days before they happen, but requires each monitored ma-
chine to send all its periodic metric measurements, which
is prohibitive in some settings and requires that the data-
center provide parallel storage and processing. Our adapted
framework is able to reduce the amount of data sent and the
processing cost at the central coordinator by processing the
data in situ, making it usable in wider settings.

We utilize techniques from the domain of stream process-
ing, specifically sketching and safe zones, to trade-off ac-
curacy for communication and computation, without com-
promising its advantages. Like the original framework, our
adapted framework is unsupervised, does not require do-
main knowledge, and provides statistical guarantees on the
rate of false positives. Initial experiments show that scores
yielded by the adapted framework match the original scores
very well, while reducing communications by over 90%.

1. INTRODUCTION

In recent years the demand for computing power and stor-
age has increased. Modern Web services and clouds rely on
large datacenters, often comprised of thousands of machines.
For such large services, it is unreasonable to assume that all
machines are working properly and are well configured.

dkeren@cs.haifa.ac.il

assaf@cs.technion.ac.il

Monitoring is essential in datacenters, since unnoticed
faults might accumulate to the point where redundancy and
fail-over mechanisms break. Yet the large number of ma-
chines in datacenters makes manual monitoring impracti-
cal. Instead machines are usually monitored by collecting
and analyzing performance counters [3, 5, 10]. Hundreds
of counters per machine are reported by the various service
layers, from service-specific metrics (such as database query
statistics) to general metrics (such as CPU utilization).

In this work we adapt an existing fault detection algorithm
[8] using sketching [7, 17] and safe zones [16, 20] to reduce
communication and processing requirements by an order of
magnitude, while preserving its advantages.

Many existing failure detectors are inflexible [8], and most
require centralizing the data in some form. Rule-based fail-
ure detectors define a set of watchdogs [10] that monitor
specific counters and trigger an alert whenever a predefined
threshold is crossed. However, maintaining these static rules
requires ongoing manual adjustments.

More advanced methods model service behavior from his-
torical logs. Supervised machine learning approaches [3, 6,
19, 4] train detectors on historic annotated data. Others [5]
analyze logs from periods from when the service is guaran-
teed to be healthy to extract model parameters. Such ap-
proaches are sensitive to deviations in workloads and changes
in the monitored service itself [22, 9]. After such changes
the historical logs and the learned model are no longer rel-
evant. Approaches that require labeled data can be expen-
sive, since labels can be difficult to obtain, and re-labeling
may be needed after service changes.

More flexible, unsupervised approaches have been pro-
posed for high performance computing (HPC). Typical ap-
proaches [18, 21] analyze textual console logs to detect sys-
tem or machine failures by examining frequency of log mes-
sages. Console logs are impractical in high-volume services
for bandwidth and performance reasons: transactions are
very short, time-sensitive, and rapid.

Finally, some approaches [13, 15] are unsupervised and
flexible, but are not domain independent. They make use
of domain insights and knowledge of the monitored service,
for example in the domain of distributed file systems, and
are therefore limited to specific systems.

Recent approaches to the monitoring problem [8, 15, 14]
focus on early detection and handling of performance prob-
lems, or latent faults. These are outliers — machine behaviors
that are indicative of a fault, or could eventually result in a
fault, yet fly under the radar of monitoring systems because
they are not acute enough, or were not anticipated by the



monitoring system designers. Early detection of latent faults
can help prevent future failures and increase the reliability
of services.

In previous work [8] we provided evidence that latent
faults are common, and we presented a novel, unsupervised
outlier detection framework for latent fault detection. In
experiments on a real-world production system comprised
of 4500 machines, we showed that over 20% of machine fail-
ures were preceded by latent faults. Furthermore, we were
able to detect latent faults up to 14 days in advance of ac-
tual machine or software failures with up to 70% precision
and 2% false positive rate — comparable to state of the art
supervised techniques in controlled settings [4]. We demon-
strated that our system is adaptable, requiring no domain
knowledge, no labeled examples, and no parameter tuning
in the face of workload changes and software updates. Fi-
nally, our system has proven and demonstrated guarantees
on the false positive rates, it is non-intrusive, and it scales
to very large services.

One drawback of previous work is the large communi-
cation and processing costs, prohibitive in some settings.
Modern data centers are large, and consequently the resul-
tant counter logs are also large. It may be very difficult to
centralize and process such a large amount of data. In the
experiments described in [8], the log files were over 10TB
per day — too large to centralize and process in one location.
Instead we relied on a data-parallel infrastructure [11] built
into the data center. Parallel processing may not always
be feasible in all situations, however. Furthermore, some
large systems are not confined to a single datacenter but are
geographically distributed.

In this work we extend our latent fault detection using
techniques from the field of stream processing to reduce the
size of the data by an order of magnitude, reducing commu-
nication and processing requirements, and allowing contin-
uous online processing of distributed streams. The result-
ing technique is essentially a distributed outlier detector for
multiple multivariate data streams, designed for monitoring
large-scale online services.

2. SUMMARY OF PREVIOUS WORK

In [8] we presented a statistical latent fault detection frame-
work with 3 derived tests. What follows is a short summary
of that work, with the sign test as example.

2.1 Framework

We begin with a reasonable assumption: in a large clus-
ter of machines doing the same job, most machines perform
well most of the time. Further, we expect similar machines
with similar hardware and software® to exhibit roughly sim-
ilar behavior when measuring performance counters. We
therefore compare these machines to find those whose per-
formance differs notably.

There are M machines, each reporting C' performance
counters at every time point t. We denote by x(m,t) the
vector of counter values for machine m at time ¢. The hy-
pothesis is that the inspected machine is working properly
and hence the statistical process that generated this vector
for machine m is the same statistical process that generated
the vector for any other machine m’. However, if we see

!These are reasonable assumptions in practice for many ser-
vices and datacenters [13, 18].

that the vector x(m,t) for machine m is notably different
from the vectors of other machines, we reject the hypothesis
and flag the machine m as suspicious, meaning we suspect
it manifests a latent fault.

We now make explicit our assumptions on the behavior
of the monitored machines: a) the majority of machines are
working properly at any given point in time; b) the machines
are homogeneous, meaning they perform a similar task and
use similar hardware and software?; ¢) on average, the work-
load is balanced across all machines; d) the counters are or-
dinal and are reported at the same rate; and e) the counter
values are memoryless in the sense that they depend only on
the current time period (and are independent of the identity
of the machine).

Formally, we assume that z(m,t) is a realization of a ran-
dom variable X (t) whenever machine m is working properly.
Since all machines perform the same task, and since the load
balancer attempts to split the load evenly between the ma-
chines, the homogeneous assumption implies that we should
expect z(m,t) to show similar behavior. We do expect to
see changes over time, due to changes in the workload, for
example. However, we expect these changes to be similarly
reflected in all machines.

At any time ¢, the input z(t) to a test S consists of the
vectors z(m, t) for all machines m. The test S(m, z(t)) ana-
lyzes the data and assigns a score (either a scalar or a vector)
to machine m at time t. Given a test S, and a significance
level a > 0, we can present the framework as follows:

1. Preprocess: select counters and scale to unit variance;

2. Compute for every machine m the vector:
Um = % >, S(m, z(t)) (integration phase);

3. Compute the p-values (defined below) p(m) from vy,;

4. Report every machine with p(m) < « as suspicious.

Essentially, the scores for machine m are aggregated over
time, so that eventually the norm of the aggregated scores
converges, and is used to compute a p-value for m. The
longer the allowed time period for aggregating the scores
is, the more sensitive the test will be. At the same time,
aggregating over long periods of time creates latencies in the
detection process. In our previous work we aggregated data
over 24 hour intervals, as a compromise between sensitivity
and latency.

The p-value for a machine m is a bound on the probability
that a random healthy machine would exhibit such aberrant
counter values. If the p-value falls below a predefined sig-
nificance level «, the null hypothesis is rejected, and the
machine is flagged as suspicious.

In [8] we derived and evaluated 3 different tests within
the framework (different S functions). The sign test accu-
mulates the average normalized direction from machine m
to the rest of the machines. The Tukey test measures the
average depth of z(m,t) compared to the vectors of other
machines at the same time. The LOF test similarly com-
pares the local density of points around x(m,t) to the local
density of its neighbors. What follows is a summary of the
sign test.

2If this is not the case, we can often split the collection of
machines to a few large homogeneous clusters.)



2.2 The Sign Test

The sign test extends the classic statistical sign test to al-
low the simultaneous comparison of multiple machines. The
“sign” of a machine m at time ¢ is the average direction of
its vector z(m, t) to all other machines’ vectors, and its score
Um 18 the sum of all these directions, divided by T

The intuition is that healthy machines are similar on av-
erage, and any differences are random. Average directions
are therefore random and tend to cancel each other out
when added together, meaning v, will be a relatively short
vector for healthy machines. Conversely, if m has a latent
fault, then some of its metrics are consistently different from
healthy machines, and so the average directions are similar
in some dimensions. When summing up these average di-
rections, these similarities reinforce each other and therefore
vm tends to be a longer vector.

Formally, let M denote the set of all machines in a test,
and M = |M]| the number of machines. 7 are the time
points where counters are sampled during preprocessing (for
instance, every 5 minutes for 24 hours in our experiments),
t denote a specific time point, and T' = |T|. Let m and m’
be two machines and let z(m,t) and x(m’,t) be the vectors
of their reported and preprocessed counters at time ¢. We
use the test

xz(m,t) —x (m',t)

1
T 2w —zmo] Y

m!#m

S (m,x(t)) =

as a multivariate version of the sign function. If all the
machines are working properly, we expect this value to be
small. Therefore, the sum of several samples over time is
also expected not to grow far from zero.

Algorithm 1: The sign test.

foreach machine m do

1 m(m,t)—z(m’,t) .
S (m, z(t) = 577 Lot sm Talmn—2 (7 O
Um = 1 22, S (m,z(t));

end

04 37 2 lvml;

foreach machine m do
v max (0, [[vm || — 9);

2
pm) < (M + Doxp (5 722 ),
if p(m) < « then

‘ Report machine m as suspicious;
end

end

If all machines are working properly, the norm of v,, =
>, 8(m,z(t)) should not be much larger than its empir-
ical mean. The p-value p(m) in Algorithm 1 controls this
statistic by guaranteeing a small number of false detections,
depending on the significance level a.

3. ONLINE DETECTOR WITH REDUCED
COMMUNICATION

We describe an online, communication-efficient version of
the latent fault detector summarized in Section 2.

Detecting latent faults requires that each node must send
all performance counters measured at each time point: T

samples of C' counters for each of the M machines. Beyond
bandwidth costs, processing so much data is difficult to do
on a single machine in a timely manner, due to the size and
high dimensionality of the data. We apply two techniques
to alleviate this issue.

Sketching is used to reduce the amount of data sent from
each machine and processed by the coordinator. Instead of
sending all counters, each node calculates a sketch of the said
counters and sends only that. The coordinator (or monitor-
ing node) can then perform latent fault detection using the
sketches, rather than the original data. In addition to re-
ducing the communication load, this has the added benefit
of reducing the computational load, since the dimensionality
of the data is greatly reduced.

The framework in Section 2.1 requires that counter values
be normalized during preprocessing (step 1), and this is true
as well for the sketched version®. We use the safe zone ap-
proach [16] to monitor both the global mean and the global
variance of each counter so that they do not deviate too
much from their last known values. Each machine monitors
whether its data satisfies a local constraint. If all local con-
straints at all machines are satisfied, the global mean and
variance are known not to have deviated too far from their
last known values. These last known values are then used to
normalize the counter values at each node, before computing
the sketch. If there is any violation, the coordinator polls
each node for the current mean and variance, and distributes
the new global mean and variance to all nodes.

The general pseudocode is shown in Algorithm 2 and ex-
plained in detail below.

3.1 Sketches

Sketching [17, 7] is a common technique used to process
large, unpredictable data streams without having to send,
store and process all data. It reduces the size of the data,
while still enabling queries.

For our purposes, a sketch is a summary function that
takes a vector and transforms it to a smaller vector while
approximately preserving some desired property, for exam-
ple inner products [1].

We use sketches to modify our tests to greatly reduce the
amount of data that must be sent and processed. For exam-
ple, 200 counters could be reduced to 10 dimensions, achiev-
ing an immediate 95% reduction in data size.

Formally, rather than apply test S to the set of all local
counter vectors x(m,t), each machine m will first apply a
sketching function f to its vectors, and send only the sketch
Z = f(xz(m,t)) for processing. The modified test S will
be applied to the sketches rather than the original vector:

_ 1 -
Um = 7 2, S(m, Z(t)).

One well-suited sketch is the AMS sketch [1], which in-
volves a random linear projection to k dimensions. In our
setting, each machine would project its counter vectors to k
dimensions using a specially constructed projection matrix:
Z(m,t) = f(z(m,t)) = Rx(m,t) where R is a random C x k
matrix constructed as described in [1].

The AMS sketch is general enough so that the same sketch
can be used as input to different tests. Because the sign test
relies on normalized directions, and since AMS sketches are
linear projections, the sign test can be applied directly to
the sketch. In other words, the sum of projected vectors is

3 Automatic counter selection (part step 1) can be done in
advance, offline, using the method described in [8].



Algorithm 2: Online detection pseudocode.

OFFLINE:
Automatically select counters.

INIT / COORDINATOR SYNC:
foreach counter i in counters do
Poll all nodes for mean and variance of counter 1.
Distribute new global mean, variance, safe zones.
end

NODE at time point ¢:
foreach counter i in counters do
if counter not in safe zone then
Violation: send local mean, variance to
coordinator.
Wait for new global mean and variance.
end
Let x; = value of counter ¢ at time ¢ .
Normalize z; with last known global mean and
variance.
end
Let z = vector of normalized counter values.
Compute sketch of x and send to coordinator.

COORDINATOR at time point ¢:
if wiolation for counter i then
‘ Run SYNC.
end
Receive sketches from all nodes.
Compute test function S on received sketches.
Add most recent test function result to vm,.
Subtract least recent test function result from v,.
Calculate p-value for all machines and issue warnings.

the same as projecting the sum of the vectors. The result-
ing vector is still small for healthy machines and large for
outliers. The Tukey test described in our previous work al-
ready relies on a very similar technique, and has been shown
to be very effective. The LOF test depends on the distance
of pairs of points. In this case, the Johnson-Lindenstrauss
lemma [12] guarantees that the projection to k = O (lof#)
preserves the distances within a factor of 1 £ €. Since our
method averages T' comparisons per day in the integration
phase, we can further expect that in practice the error will
be smaller.

3.1.1 Sign Test on Linear Sketches

The sign test function (1) from Section 2.2 depends only
on the normalized direction from z(m,t) to the other vec-
tors. Let B be the unit sphere in C' dimensions. Given the
assumptions in Section 2.1, for healthy machines the nor-
malized directions to other machines tend to be distributed
spherically symmetric over B, resulting in the vector v,, =
57, S (m, z(t)) being relatively short. Conversely, for ma-
chines with consistently anomalous behavior, vy, is a rela-
tively long vector.

Given the sketched vectors &(m,t) = Rx(m,t), the sign
test is still the sum of normalized directions from x(m, t), af-
ter some transformation R. We now show that applying R to
the unit sphere B maintains this symmetrical distribution.
Let R = UDV7 be the singular value decomposition of R.

Scores X

Regression ----
y = 0.953x + 0.001
R® =0.966

Sketch score

0.2 04 06 0.8
Normal score

Figure 1: Sign test scores with AMS sketch com-
pared to original scores. Sketch size is 8% of original
data.

U and V7T are unitary matrices, and D is a diagonal matrix
with positive elements. In geometrical terms, the transfor-
mation R = UDV7 is a composition of rotation, followed by
non-uniform scaling and dimensional reduction, and finally
another rotation — all of which preserve the symmetric dis-
tribution around the origin. Therefore the transformation R
maps the unit sphere B (in C dimensions) to an ellipsoid B’
in k£ dimensions while preserving the symmetric distribution
around the origin.

In summary, since the sign-test uses normalized directions
and R preserves their symmetry around z(m, t), we can ap-
ply the sign test directly to the sketched vectors &(m,t).
Moreover, the sign test p-value does not depend on the di-
mensionality of the vectors, and so we can use it as is.

Preliminary experiments on counter logs from a small
sample of 260 machines in a single day show that sign test
scores and p-values computed on sketched data match the
original very well. Figure 1 shows a comparison of sign test
scores based on AMS sketches to regular (centralized, or
parallel) sign test scores. The figure and linear regression
show that the scores match very well, with R? = 0.966, very
close to 1. The sketch reduced the data size by 92% — from
123 counters to 10 dimensions. The p-values are similarly
close to the original values.

3.1.2  Online Integration Using a Sliding Window

The integration phase in stage 2 of the framework in
Section 2.1 computes vm = + >, 5 (m,z(t)). Computing
S (m, z(t)) only requires the data from time ¢, and therefore
it is trivial to turn any test into an online test by keeping a
window of test function (S) outputs for the last T' sketches
sent from the monitored machines. When new data arrives
at time ¢, the coordinator updates the current v,, by com-
puting and adding =S (m,£(t)), and subtracting the least
recent stored test result, =S (m,2(t — T — 1)). The p-value
for each machine in the time window can then be computed
in the usual manner. Since the test function S need only be
computed for the most recent time, and since the sketches
are of low dimension k, processing and memory costs are
low. This allows the computation to be done on a single
coordinator machine on time, before the next round starts.

3.2 Scaling By Monitoring Variance

Our tests require the data to be standardized during pre-
processing: each counter should be globally centered to zero
mean and unit variance. In some settings we can assume
that a counter’s mean and variance do not change much,



or that they have a daily cycle. However, we might wish to
avoid that assumption, and handle unpredictable workloads.

We use the safe zones approach [16, 20] to monitor both
the global mean and the global variance of each counter. In
this approach, each monitored machine receives a local con-
straint on its data x(m, t) from a coordinator machine, such
that if all local constraints are satisfied, the global monitored
value f(x(t)) for some function f of the global aggregate
is within a pre-defined threshold. Violations of local con-
straints are sent to the coordinator machine, which resolves
them and sends updated local constraints to participating
machines.

Given the last known global mean and variance of the last
T samples, we define some lower and upper threshold, for
example 0.9 and 1.1 times the last known values. If there is
any violation, the coordinator polls each node for the current
mean and variance, and distributes the new global mean and
variance to all nodes. We can trade-off accuracy and com-
munication by adjusting the high and low thresholds when
monitoring. Violations are less likely if global mean and
variance are allowed to drift further from their last known
values — reducing communication but also decreasing accu-
racy [16].

We monitor each counter independently, so it is enough to
show how we monitor a single counter X. Further note that
all tests described in [8] are invariant to data translation,
and so we do not monitor the global mean explicitly.

3.2.1 Notations

The set of values of counter X over the last T times and
over M nodes (machines) is denoted by X (¢). We denote
by X;(t) the values of X at node ¢ for the last T times
up to t. Thus E[X;(¢)] is the mean of the last T values at
node 4 in time ¢, while E[X(¢)] is the global mean of the
last values at all nodes. Denote p;(t) = E[X;(¢)] the local
means, and p(t) = E[X(¢)] the global mean. Similarly, we
denote \; = E [Xi(t)2]7 the local mean of the squares, and
A = E [X(t)] the global mean. Let V(t) = (u(t), A(t)), and
Vi = (pi(t), Xi(t)), the global and local monitored vectors,
respectively.

3.2.2  Monitoring

We wish to monitor the global variance Var(X) at each
time ¢. Recall that:

Var(X) =E [X?] - (E[X])? =) —p°

We therefore monitor the conditions L < X\ — p? < H, for
some lower and upper variance thresholds L and H. Fig-
ure 2 shows the admissible region (the region in which the
conditions hold), 0.5 < A — p? < 1.5 . Following [16], we
alm to find a convex safe zone G which is contained within
the admissible region. Since convex sets are closed under
averaging, when all local vectors are inside the safe zone,
the global mean is guaranteed to be inside as well.

Let t = 0 be the last global synchronization time, and let
V(0) = (u(0), A(0)) be the reference point, the last known
global mean and mean-of-squares, computed that time. For
each node i we define the local drift vector d;(t) as the drift
of the current vector from the node’s vector during the last
synchronization: d;(t) = V;(t) — Vi(0).

Since we wish to monitor that the global V(¢) is within
some convex set G, we define equivalent local conditions on
the drift vectors. The current local vectors can be written

25

0.5

Figure 2: Admissible region for L = 0.5, H = 1.5.

in terms of drift vector d;: V;(t) = V;(0) + d;(¢). Note that
the global vector is the mean of the local vectors, and can
therefore be written as the mean of drifts and the reference
point:

Vi) = 5 SV =VO + Y d @)

Let W;(t) = V(0) + di(¢) be the local drift from the last
reference point. Note that V(t) = L 3, Wi, recall G is
convex, and from (2) we arrive at the local conditions: if
Vi, Wi € G then V (t) € G.

To monitor that the variance is between L and H, we
derive separate safe zones: one for variance above L and
another for variance below H. As long as the local condi-
tions for both safe zones are maintained in all nodes, we are
guaranteed that the variance is within the allowed range.

Variance Above Lower Threshold. We wish to define a
convex safe zone G so that as long as V(¢t) € Gr then
Var(X) > L. This corresponds to monitoring that X — pu? >
L, which is already a convex set — the area above a parabola
—and can be directly used as safe zone. Therefore the local
condition for each node ¢ is trivial: I;(¢t) € Gr: Li(t) =
V(0) + di(t) = (a,b) and monitor that b — a®> > L.

Variance Below Upper Threshold. We wish to define
a convex safe zone G so that as long as V(¢) € G then
Var(X) < H. This area is the area below a parabola, which
is not a convex set. However, we can find a tangent half-
plane I below this parabola. This half-plane is a convex set,
and since I C G, then as long as V(t) € I, V(¢) € G and
therefore Var(X) < H.

We use the reference point V(0) to find the optimal hy-
perplane. The thresholds H and L are reset during synchro-
nization, so obviously V(0) € G. We can choose any half-
space I such that V(0) € I, but to avoid future unnecessary
synchronization we choose I such that V'(0) is far from the
boundary of G. Doing so ensures that drift has to be large
to cause a violation. Consequently, we choose I as the tan-
gent at point P, where P is the closest point to V(0) on the
parabola A — u? = H, and the local condition is W; € I. We
can find P numerically, or by minimizing the distance from
the parabola to V(0). For example, if V(0) = (0.5,1) and
H = 1.5, then the closest point on the parabola is u ~ 0.237.
This yields the point P = (0.237,1.556), and finally the
induced safe zone I: the half-plane A\ — 0.474p < 1.443 .
Figure 3(a) shows V(0), P and the resulting safe zone, and
Figure 3(b) shows the intersection with the safe zone for the
lower limit L = 0.5.
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Figure 3: Safe zones for L = 0.5, H = 1.5 where V(0) =
(0.5,1).

3.2.3 Handling Violations

If one of the local conditions W; € G is violated, it may be
because Var(X) is no longer in the range, or due to a false
alarm. The simplest way to deal with a violation is to per-
form a global synchronization: each node sends its current
Vi(t) to the coordinator. The coordinator “resets the time”
to t = 0, computes the new global reference point V' (0), and
sends it to the nodes, where it is used for monitoring and
scaling.

In terms of communication, our synchronizations are fairly
inexpensive. Each node sends only two numbers per counter
(p and X), rather than the entire time window of 7" samples.
They also improve the accuracy of scaling, since nodes have
fresh global mean and variance. There are safe zone tech-
niques that allow partial synchronization for further com-
munication reduction, for example by balancing a node with
local violation with another node that has enough slack [2].

4. FUTURE WORK

This work uses sketching and safe zones to adapt the la-
tent fault detector in [8] to a streaming setting, resulting in
an online, communication-efficient outlier detector for com-
mon scale-out systems. Preliminary results show that the
adapted detector obtains very similar results to those of
the original latent fault detector for the sign test. Future
work will concentrate on adapting additional tests, evalu-
ating the detector on real-world systems, and exploring the
communication-accuracy trade-off.
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Abstract

The so-called fair value of a financial asset is the crucial
indicator in fundamental investment strategies. At the
same time it is hard to assess, because it depends on
corporate earnings as well as macro-economic figures,
both of which are confidential until the end of fixed ac-
counting periods. We show that ridge regression models
based on stock price and price correlation features can
estimate fair values competitively with an insider ana-
lyst. This analyst is always informed about up-to-date
earnings and macro-economic figures, from which she
can project the value of the complete accounting period.
As opposed to this insider data, the correlation features
are publicly available in real-time. Moreover, due to its
simplicity, linear regression models are highly scalable
to large amounts of price data. The method is evaluated
with data of two different stock markets (S&P100 and
the German DAX30) from a period of five years.

1 Introduction

Fundamental stock investment [4, 5, 16], also referred
to as value investment or “stock picking”, subsumes
strategies that base investment decisions on quantities
that are not directly influenced by the market—so-called
fundamentals (as opposed to technical stock investment
that is solely based on price trend analysis). Among
fundamental strategies, it is common to assess the fair
value of a stock share as the product of the annual
earnings per share of the associated business entity
and the “fair-P/E-ratio”. That is, the ratio of price
to earnings that is considered adequate in the current
macro-economic market environment (see, e.g., [6, 17]),
as captured, e.g., by current rates of GDP-growth,
inflation, and key interest.

Naturally, investment decisions are ideally based on
up-to-date fair values. These are, however, inherently
hard to assess. Not only are future earnings hard

to predict. Even past and present figures are only
published at the end of fixed accounting periods and
are confidential up to this point. Similarly, most macro-
economic figures are only reported retrospectively for
past periods. Thus, market analysts have to rely on
extrapolations based on published but deprecated data
taken from past balance sheets and statistics. On
the other hand, assuming a somewhat efficient stock
market [18, 19], current price development should reflect
fundamental information as it becomes available [1, 20].
Moreover, it is a common rationale in Economics [2] as
well as in Machine Learning [26] that it can improve
the inference to jointly consider prices of stocks that
are empirically correlated. Therefore, in this paper
we investigate the quality of estimating the current
fair value of stocks based on publicly available market
data, i.e., stock prices and their correlations. As
opposed to confidential current balance sheets, stock
prices and their correlations are publicly available in
real-time. Just as human analysts usually consider price
developments of stocks from the same market segment
as indicative, we consider prices of all other stocks in the
market weighted by their correlation to the target stock
with respect to different time resolutions. The effect of
enriching the price representation of the fair value of a
single stock by correlation weighted prices of all other
stocks in the market is illustrated in Figure 1.

We test supervised regression models based on this
feature space against a baseline corresponding to a
business and market insider. This insider always knows
current earnings and can extrapolate from them to the
complete accounting period. We evaluate our model
on two different stock markets (S&P100 and German
DAX30) based on price, earnings, and macro-economic
data from between 2007 and 2011. As the fair value is
neither a published statistic nor unambiguously defined,
we rely on a data-driven operationalization as ground
truth. This operationalization is based on the true
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Figure 1: Shares of Dell inc. (NASDAQ:DELL). Left: price (blue line) and fair value (black line) development.
Center: fair value against first principal direction of price, short-, middle- and long-term average price (11, 50
and 200 days). Right: fair value against first principal direction of features as in center enriched with all other

S&P100 prices weighted by their correlation to Dell.

earning per share (EPS) and a fair market ratio of
price to earnings (fair P/E-ratio) that is modeled as
a linear function of GDP growth, inflation, and key
interest rate. Our experiments show that the insider
information can on average be replaced by monitoring
price data and correlations: For 50% of the investigated
stocks the market based estimations are not worse than
projections performed by an insider. For 90% they do
not have a worse error than two times the error of the
insider estimations. Naturally, the estimation quality
can be bad in cases of extreme developments of either
price or earning that are not reflected by stocks that
were previously correlated.

2 Fair Values of Stock Shares

In this section we formalize the task of fair value es-
timation from public market prices. A methodological
challenge that we face is that the notion of fair value
of a stock is neither a published figure nor is it unam-
biguously defined. Therefore, we give an operational-
ized definition based on a model that can be fitted to
real market data. For the empirical evaluation in Sec-
tion 5 this implies that some of the available data has to
be sacrificed in order to define an independent ground
truth in addition to the usual training/test split.

2.1 Price and Earnings Time Series In more de-
tail, we deal with financial time series that correspond
to share prices, corporate earnings, and global mar-
ket figures, as well as dependent figures derived from
them. We consider a finite discrete total time hori-
zon from {1,...,T} where every point in time corre-
sponds to a single day, although all presented methods
can be straightforwardly applied to finer time resolu-
tions. Hence, all basic time series we consider are
real-valued discrete sequences f: {1,...,T} — R of an

identical finite length |f| = T. For a time interval
[i,7] with 4,7 € N and i < j < |f], the time window
from 4 to j is the time series f[i,j]: {1,...,7 —i} = R
defined by f[i,j](t) = f(j —i +t). Let S denote the
set of stocks under consideration. For a stock s € S,
the price of one of its shares is a real-valued discrete
time series, that we denote by ps : {1,..., T} — R.
Similarly, by es: {1,...,T7} — R we denote the earn-
ings per share of the business entity associated to s.
Note that in fundamental analysis one is interested in
earnings that are aggregated for some accounting pe-
riod (usually per annum or quarter). Hence, in con-
trast to the price series, which change almost in real
time, the earnings series are piece-wise constant with
piece-length equal to the length of the accounting pe-
riod. Combining both of theses series, we can define the
price-earnings ratio (P/E-ratio) of a stock s as the
time series given by 75(-) = ps(-)/es(-). In fundamen-
tal analysis, this ratio is compared to a market depen-
dent reference value, which we refer to as fair P/E-
ratio, and denote re.; : {1,...,7} — R. For a stock
s, the condition rs(t) > re.r(t) indicates overvaluation
at time ¢, the inverse indicates undervaluation. Corre-
spondingly, we define the fair value of stock shares as
the product of the company’s earnings and the current
fair P/E-ratio, vs(-) = es(*) tair (*)-

2.2 Fair P/E Ratio The fair P/E-ratio reflects an
expectation on the value development of a stock given
certain earnings, depending on the current global mar-
ket situation. This global situation can be represented
by the cost of borrowing capital, i.e., the key interest
rate, the cost of holding capital and not investing it,
i.e., the inflation rate, and the general prospects of
the market, i.e., the GDP growth rate [3]. We denote
the time series of these quantities as din¢, din, and dgrw,
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Figure 2: Average P/E-ratio of S&P100 and approximation of fair P/E-ratio (top) based on the US Federal Funds
target rate as key interest rate, US inflation rate and US GDP growth rate as published by Trading Economics [23]
(bottom); corresponding weights are win = 0.98, wig = —0.75, and wgyw = 1.02.

respectively. While the key interest rate can change at
arbitrary points in time and is constant until the next
change, the inflation and growth series describe aggre-
gated values over some fixed reporting periods (usually
per month in case of inflation and per quarter in case
of GDP growth). Thus, similar to the earnings, also
these two series are piece-wise constant with respect to
the length of their associated reporting period. Since
the effect of these three rates on capital is additive, we
assume the fair P/E ratio to be a linear function of
them. Moreover, assuming that the market average
P/E ratio, r5(-) = > g 7s(-)/[S], is governed by the
fair P/E ratio plus normally distributed noise, we can
approximate the time series of fair P/E ratios by a least-
square fit. That is, we define the approximated fair
P /E-ratio for fitting interval [1,j] with j < T as

fgair(')
*

such that w* = (wj;, wiy, wy,,,) minimizes the squared
difference to the average market P/E ratio

= Wineint (1) + windia () + wgrwéng(')

Z [(w16int () + wadia(t) + w3dgrw (t) — Ts(t)|2

t=1

over all w = (wy,wq,w3) € R3. As an illustrative ex-
ample, figure 2 shows the resulting approximated fair

P/E value for the Standard & Poor’s 100 (S&P 100)
index together with the different time series that it is
based on. Correspondingly, we define the approxi-
mated fair value of a stock s for fitting interval [1, j]

as 6é() = eS(')Fgair(')'

2.3 Estimation Problem As opposed to the latent
and unobservable concept of a fair P/E ratio, the
definition of approximated fair value provides us an
operationalization of fair values that can indeed be
computed using publicly available data—in retrospect
once earnings and global market figures have been
published. For this purpose we use the approximated
fair value fitted to the complete data up to time 7.
Dropping the superscript, we denote the resulting time
series by 05. Moreover, from the perspective of a
real market situation, suppose that the last earnings
corresponding to s € S have been published at time ¢
and that the length of the accounting period is ¢ with
g+ ¢ < T. This naturally defines [1,q] as a training
period and [g, ¢ + ¢] as test period. The formal problem
statement of estimating fair values during an accounting
period by publicly available data can then be written as
follows.

DEFINITION 1. (FAIR VALUE ESTIMATION PROBLEM)
Given time series of prices of all stocks in the mar-



ket {p, : u € S} as well as all published earnings
{eu[l,q] : u € S} and rates of key interest dini[1, q],
inflation &ia[l,q|, and GDP growth égw[1,q], estimate
the approximated fair values of a stock for the current
accounting period v[g + 1,q + ¢].

3 Price- and Correlation-based Prediction

To solve the fair value estimation problem, we now
describe an estimation technique based on public stock
prices and their correlations. Stock prices are an
indicator for corporate earnings because, as stated in
the introduction, there is a dependency between the
earnings of a company and its stock price. Similarly,
the relative behavior of stock prices indicate the current
global market situation. However, there is substantial
evidence that the stock market is not perfectly efficient
(see, e.g., [22]), and speculation and irrational behavior
of investors adds noise to the prices, making it hard to
infer the fair value from prices alone.

In order to produce more reliable estimates, we
propose to also factor in the prices of other stocks in
the market weighted by their relative importance to the
target stock. As a second technique to increase the
robustness of the estimations, we propose to measure
prices and correlations according to different temporal
resolutions. It is a standard in fundamental as well
as in technical investment to not solely rely on the
momentary picture of the last available closing price.
Since stock prices are highly volatile, one also considers
smoothed prices given by moving averages of different
time window lengths.

Formally, let I € N be some interval length. Denot-
ing by f = Zlﬂl f(@&)/1f| the average value of a finite
time series f, this gives rise to the smoothed time series
of moving average prices
(3.1) al(t) = pslt —1,1]
for all stocks s € S. Similarly, we are interested
in the correlation between prices of two stocks for a
fixed time window. The sample Pearson corre-
lation coefficient cor(f,g) between two finite time
series f,g with |f| = |g| is defined by cor(f,g) =

cov(f,g)/(std(f)std(g)) where

cov(f.g) = g 3 (0~ Dlslt) =9

t=j—1i

and std(f) = /S0, (£(t) = F)2/(|f] — 1) denote the
sample co-variance and the sample standard deviation.
As for the stock prices, given an interval length [ € N,
we define the moving correlation between two stocks

s,u €S as

(3.2) clsyu(t) = cor(ps[t — I, t], pult — 1, t]) .

With this we can go ahead and construct a feature
representation for each stock and each moment in time.
For a time interval for which business earnings are
already published, this representation can then be used
together with the operationalization of fair values in
order to fit an estimation model. Following our earlier
described intuition, we want to represent a stock s
at time t by its price as well as by the prices of all
other stocks in the market weighted by their correlation
with s. Also, we want to provide this information
with respect to different time resolutions in order to
capture short term and long term relations at the same
time. In accordance with economic practice (see, e.g.,
[9]), for each moment in time ¢ we consider a short-
term, a mid-term, and a long-term time window,
looking back 11, 50, and 200 days, respectively. Putting
everything together, we can finally define the feature
representation ¢, : N — R? for a stock s € S as

Sps(t) _ 11 11 QSOCSO GQOOCZOO) .

ugs(puv Ay Cu,sv u “u,s) “u u,s
with definitions of moving average prices and moving
correlations as given in equations (3.1) and (3.2).
Suppose the current accounting period for the busi-
ness entity associated with stock s started at time j+1,
and that all previous earnings are published. Then, for
a training interval [i, j] with ¢ > 200, we have a train-
ing set

{(ps(t), 0s(t)) 11 <t < j} CRYSI xR

that can be used to fit an estimation model f; :
{1,...,T} — R. For this task, in principle, any re-
gression technique can be used. In this paper we per-
form our experiments with Ridge Regression, i.e., reg-
ularized least squares regression, because of its simplic-
ity and scalability. This means that the price and
correlation-based model for estimating the fair value
of stock s € S is given as fP°(-) = (w}, s(-)) where
w* € RS solves

min
weRAISI

i
D lwles(t) = 5,017 + vlwl -
t=i

with some positive regularization parameter v € R,

4 Prediction based on Insider Information

The estimation model based on price and correlation
features relies on the idea that confidential information
can be compensated by publicly available market data.



In order to assess the validity of this approach we have
to contrast it with a baseline that has, to a certain
degree, access to this confidential information. To this
end we design an estimation method that corresponds
to a business and market insider who is informed about
up-to-date corporate earnings as well as global market
conditions on a daily basis. For the global market
condition this information is given in the form of the
approximated fair P/E ratio f?;{rc fitted up to the end
of the current accounting period. For the corporate
earnings, at time ¢ + 4, the insider has access to the
series of daily earnings, denoted ds[1,q + i]. Hence,
the insider information based model is

(4.3) S OEFNOEANON

where €, is linear earnings projection from the daily
earnings to the end of the accounting period, i.e.,
€s(qg+1) = czgi; ds(t)/i. Note that, while at the
end of the accounting period, é,(q¢ + ¢) = es(q + ¢),
in general é;(q + i) # es(q + i), due to unequally
distributed daily earnings during the accounting period.
The expected error of this projection exactly depends on
this distribution of daily earnings.

Lacking data of real daily earnings, it is a conser-
vative model to assume uniformly distributed earnings,
only disturbed by a small Gaussian perturbation. That
is, for all points in time ¢ € [¢ + 1, < ¢ + ¢], the daily
earnings are set to

ds(q+1i) =es(g+c)/c+eg;

with independent errors € ~ N (0,0,) and ds(q + ¢)
equal to es(q + ¢) — fi;_l ds(t) in order to ensure
consistency with the aggregated earnings es(q + ¢).
It remains to set the standard deviation os. Given
the empirical standard deviation of the global earnings
std(es), one can ensure that the earnings projections
are distributed in the same way as the global earnings
by setting os = std(es)/c. Indeed, with this choice, we
have std(és) = cos = std(es).

Given this model, the earnings projections for s € S
at time ¢ + ¢ can be written as

. g+
Gula+i) =esla+e)+ 1) e

t=q

Hence, the expected error of these projections decreases
linearly with ¢ approaching c. See figure 3 for an illustra-
tive estimate of the aggregated earnings in comparison
to the true aggregates based on a realization of the daily
earnings model.
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Figure 3: Earnings projection from perturbed daily
earnings for Dell Inc. (NASDAQ:DELL).

5 Experiments

We now present an empirical comparison of the price-
and correlation-based prediction to the prediction based
on insider information. Therefore, experiments have
been performed on two independent datasets, i.e., the
US Standard & Poor’s 100 index (S&P 100) as well
as the German DAX 30 in the time from 1.1.2007 to
31.12.2011. For both indexes, the data includes daily
stock prices ps [14] and annually published earnings per
share e, of the corresponding companies [8]. Further-
more, macro-economics, i.e., key interest rate, dint, in-
flation rate, d;q and GDP growth rate, dg;vw are included.
In case of the S&P 100, the key interest rate is the Fed-
eral Funds Target Rate US [13], while for DAX 30 it
is the ECB key interest rate [11]. For S&P 100 and
DAX 30, the US American, respectively German quar-
terly GDP growth rate and monthly inflation rate are
provided [23].

We train the price- and correlation-based prediction
method fP° on a training interval of length Wi i, and
not on the entire data known so far, in order to account
for the fact that the properties of financial markets
alter over time, i.e, the fair value is affected by concept
drifts. On the other hand, training on less than one year
involves the risk overfitting to annual business cycles. A
training interval of Wiain = 500 days, i.e., two years,
complies with both constraints and is thus chosen for
the experiments.

The once trained model predicts the fair value for
the subsequent accounting interval. The applied ac-
counting interval is one quarter, i.e., ¢ = 62 days. The
macro-economic figures are available at least quarterly
(GDP-growth rate), but the employed datasets only in-
cludes annual earnings. Still, a quarter is a realistic ac-
counting interval, because earnings have to be published



quarterly in the US and while they only have to be re-
ported annually in Germany, most German companies
voluntarily publish their quarterly earnings. After each
prediction, the training interval is shifted by ¢ days and
the model is retrained. The prediction based on insider
information is performed on the exact same accounting
intervals.

The performance of the price- and correlation-based
prediction method fP¢ is compared to the prediction
based on insider informationf'd in terms of the root
mean squared error (€mse(+)). We average the €ymge
over all test intervals. Both, fP¢ and f'9, predict the
fair value of one stock. Thus, we run both methods
for each stock and compare their average performance
on all stocks as well as their performance on individual
shares.

The prediction based on insider information uses
an estimation of the earnings per share based on noisy
daily earnings data. To ensure that the prediction is
not influenced by the particular noise, we generate 10
different daily earnings time series for each stock and
average the prediction results .

On average, over all test intervals and all stocks,
both methods achieve comparable prediction results,
i.e., the root mean squared error of the prediction
method i €;mse(fP¢) = 16.86, while the baseline has an
error of ermse(fid) = 12.84. In table 1, we compare both
methods in detail. These results show that for half of the
stocks in the combined dataset, the prediction method
based on publicly available price data outperforms or
performs as well as the business insider. For nearly 2/3
of stocks, the error of fP¢ exceeds the error of fi¢ by no
more than 50%. Furthermore, on over 90% of stocks,
the error of fP€ is less than twice as large as the error
of fid,

Furthermore, the average fair value of all stocks over
time, as well as prediction and baseline, are defined as

Davg = avg{l, : Vs € S}
ve — avglf°: Vs € S)
id id |
avg = avg{f" Vs € S} .

The average results are depicted in figure 4. The er-
ror of the average prediction is now lower than the
error of the average baseline, i.e., xmse(fig) = 4.88,
while €;mse f;(\i,g) = 7.58. Thus, on average the price-
and correlation-based prediction estimates the fair value
even better than the prediction based on insider infor-
mation.

At the same time, for several stocks fP° based on
public price data, performs significantly worse than fid,
that has access to unpublished corporate and macro-
economic figures. We want to analyze the stocks on

A 1 1.1 1.5 2
S&P 100 54.4% 62% 70.7%  94.6%
DAX 30 321% 35.7% 46.4%  78.6%
Total 49.2% 558%  65%  90.8%
Table 1: Relative number of stocks for which the

root mean square error of price and correlation based
prediction does not exceed the error of the insider
prediction by more than a factor of A, i.e., €xmse(fP¢) <
A 6rnuse(fid)-

which fP¢ performed worst in comparison to the one
it performed best. The largest prediction error on
S&P 100 occurred for Apple Inc with ermse(f};;ple) =
94.02, for which the insider information based method
has an error of ermsc(fjfpple) = 40.65. On the same
dataset, Dell Inc performed best with €mse(fhoy) =
1.91 compared to ermse(fgie”) = 2.32. In figure 77, we
plotted fP¢, fi4 and v for Apple Inc and Dell Inc.

Value

Figure 4: Plot of Gavg, [, and fid, over the complete

testing period. Note that the first 500 days of the
dataset are only used for training and thus not included
in this plot.

While Dell had a moderate earnings development be-
tween 2007 and 2011 (opey = 0.187), Apples earnings
increased by more than 600% in this period (o appie =
9.84). This increase is largely determined by the success
of the products released between 2007 and 2011, i.e., the
iPhone (released in January, 2007), iPhone 3G (released
in July, 2008), iPhone 3GS (released in June, 2009) and
the iPad (released March, 2010). Especially the success
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Figure 5: Plot of fP¢ (Prediction), f'¢ (Baseline) and v
(True) for Apple Inc. (left) and Dell Inc. (right) from
1.1.2009 to 31.12.2011, both taken from S&P 100. The
first 500 days are omitted, because fP€ is trained on this
period and no prediction is available.

of the iPhone can be termed a singular event, because
it was highly unexpected. Also for the later product
releases, the overall success exceeded investors expecta-
tions [15].

While on S&P 100 Apple performed worst, on
DAX 30, the largest error occurred for Volkswagen
with €rmse(fDoy) = 97.89. The Volkswagen stock price
exhibited extreme movements in October 2008 due to
a short squeeze, i.e., a high amount of short sellers
facing a strong upward trend. This short squeeze
occurred, because Porsche AG vainly attempted to take
over Volkswagen while most investors sold short on
Volkswagen shares. The price increased by a factor of
5 for one day, falling back to the initial price shortly
after [21]. Furthermore, Volkswagen has an even higher
volatility in earnings (cappie = 13.54), due to very
low earnings in 2009 caused by the global Financial
Crisis and very high earnings in 2011 partially related
to accounting benefits from the failed takeover attempt
by Porsche [24].

While this detailed analysis of three stocks is not
sufficient to draw a final conclusion on the reasons
for the difference in performance of the price- and
correlation-based prediction method, it indicates that
singular events are hard to anticipate and that highly
volatile corporate earnings are harder to predict. At
the same time the analysis shows that for shares with
moderate earnings and price development, the fair value
can be estimated with high accuracy.

6 Discussion

We investigated to what degree the fair value of stock
shares can be estimated using only publicly available
price data from stock markets. This problem is moti-
vated by the fact that current fair values depends on
confidential fundamental information that is only pub-
lished in the future. While there has been work in pre-
dicting prices and returns (e.g, [12, 25, 26]), to the best
of our knowledge, the specific task of fundamental-based
fair value estimation has not yet been addressed within
Machine Learning research.

Our experiments with two stock markets showed
that confidential information can indeed be replaced by
public price data in assessing the fair value of a stock:
for the majority of tested stocks the estimations based
on public data have not been worse than the estimations
based on insider information of corporate earnings. For
future research it is important to re-evaluate these ini-
tial positive findings on further markets. Also, while
the synthetic daily earnings used for the insider base-
line were generated very conservatively, refined exper-
iments with real daily earnings could further increase
confidence in this comparison.

In addition to our positive results for the majority of
tested stocks, our experiments also revealed some limits
of the approach for specific hard stocks. For singular
events in the market and highly volatile corporate
profits, the reliability of the price/earnings links drops
significantly. One approach to address this limitation
could be to incorporate news data into the estimation
mechanism in order to detect such events. A promising
news source for this purpose is the online short message
service Twitter, because its messages are extremely
timely and are moreover easily accessible via a public
API. The Twitter stream is increasingly often studied
for various Machine Learning tasks. Examples include
the prediction of Influenza outbreaks [10] and even
specifically modeling of the stock market sentiment [7].
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Abstract—Corporate earnings are a crucial indicator for
investment and business valuation. Despite their importance
and the fact that classic econometric approaches fail to match
analyst forecasts by orders of magnitude, the automatic predic-
tion of corporate earnings from public data is not in the focus
of current machine learning research. In this paper, we present
for the first time a fully automatized machine learning method
for earnings prediction that at the same time a) only relies on
publicly available data and b) can outperform human analysts.
The latter is shown empirically in an experiment involving all
S&P 100 companies in a test period from 2008 to 2012. The
approach employs a simple linear regression model based on a
novel feature space of stock market prices and their pairwise
correlations. With this work we follow the recent trend of
nowcasting, i.e., of creating accurate contemporary forecasts of
undisclosed target values based on publicly observable proxy
variables.

Keywords-Machine Learning; Economic Forecasting

I. INTRODUCTION

Corporate earnings are a crucial signal for investment and
business valuation as they are a key indicator of a company’s
success and the development of its equity [1, 2]. They are,
however, only published at the end of fixed accounting
periods and are confidential up to this point. Hence, there is
a great interest in accurate estimations of this value based
on publicly available data. While human analysts provide
such estimations with reasonable accuracy [3], automatized
methods based on classic econometric and statistical ap-
proaches fail to reach the quality of human experts by
orders of magnitude [4]. Despite this gap, the earnings
prediction problem is not in the focus of modern machine
learning research. There are exceptions, which, however, use
undisclosed variables for prediction (e.g., [5, 6]) or focus on
different objectives such as earning surprises or direct stock
price prediction (e.g., [7, 8, 9, 10, 11]).

In this paper, we present for the first time a fully automa-
tized machine learning method for earnings prediction based
on completely publicly available data that can outperform
human analysts. This is shown empirically in an experiment
with the S&P 100 companies in a test period from 2008 to
2012. In this period a total of 1600 earnings forecasts have
to be provided, for which the proposed method outperforms

the forecasts of human experts on average as well as on a
majority of individual stocks. The data required to employ
the method are the publicly available stock price time series
of the target company along with the price series of as many
as possible other reference companies.

In particular, the approach employs a simple linear regres-
sion model based on a novel feature space of stock market
prices and their pairwise correlations. The rationale for this
feature space is that the stock price of a company is a good
proxy for its earnings [12, 13]. Furthermore, the earnings
of a company depend on other market participants, e.g., its
competitors or component suppliers. These rather durable
interrelationships can be modeled using linear weights.
However, stock prices can behave independently from the
companies’ performance, e.g., because of speculation or
transient trends [14]. In our model, the relation between the
target company’s earnings from the stock price of another
company is credible if their stock prices are congruent,
which is measured by the proposed correlation features. The
impact of enriching stock prices by correlation features is
also illustrated in figure 1, which shows for the target stock
of CISCO Systems Inc. and Standard & Poor’s 100 index as
reference stocks that the enriched feature space has a higher
capability of separating high from low earning quarters. The
significance of this feature augmentation is also investigated
more rigorously on a further extended experiment involv-
ing 5200 earnings forecasts for 200 companies. Prediction
methods that only use basic price features are substantially
outperformed by our price and correlation based method.

With this work we follow the recent trend of nowcasting
[15, 16, 17], i.e., of creating accurate contemporary forecasts
of undisclosed target values based on publicly observable
proxy variables. The idea is that, while the future of complex
systems is hard to predict, their present can be “predicted”
reasonably well using the massive amounts of data available
nowadays. In this paper, the aggregated earnings of a com-
pany in a reporting period are the undisclosed target values
that are only published at the end of each business quarter.
The stock prices act as observable proxy variables. Note that,
while our task of nowcasting the aggregated earnings implies
not only estimating the current state but also a mild true



Price Features

Novel Correlation Features

Principal Component 2

3
200| 2' Fy \ ]
of & & :v“%

—200}

—400 B

L

L . .
—100 —-50 o 50 100
Principal Component 1

. . .
—400 —200 o 200 400
Principal Component 1

Figure 1. Principle Component Analysis (PCA) of features for target stock CISCO Systems, Inc. (NASDAC:CSCO). Each point represents a trading day
in the time between 2004 and 2012. The data is represented as simple price features, i.e., stock prices of all stocks in the market (left) and in the proposed
correlation feature space (right). The color indicates the earnings per share (EPS) value of CISCO Systems. The 2D embedding of the data using the first
two principle components indicates that the proposed feature space improves the separability of the data points according to their EPS value significantly.

forecasting component, this is also true for other successful
nowcasting applications [18, 19]. In particular, towards the
end of an accounting period the earnings prediction problem
approaches a pure nowcasting setting.

In the remainder of the paper, in section II, we define the
correlation feature space as well as the proposed nowcasting
method. In section III, we describe the experimental setup
followed by the presentation and discussion of the empirical
results. Finally, in section IV, we summarize our method and
the empirical evaluation and conclude by giving an outlook
on future work.

II. EARNINGS FORECASTS

This section describes the correlation feature space, for-
malizes the task of earnings prediction from public stock
prices and presents the employed prediction method.

A. Preliminaries

In the following, we always consider a dedicated target
stock s* from fixed set of stocks S. For this set of stocks
the price time series p : N — R contains the stock prices
of all stocks for each point in time, i.e., ps(¢) is the price
of stock s € S at time ¢t € N. For simplicity, we assume
a stock price exists for each point in time. In practice,
trading days can be mapped to this price time series by
either only considering trading days as valid points in time
or by keeping the stock price constant if no price update
exists.

Furthermore, we define the set of earnings announce-
ments 7, C N for the target stock s*, i.e., at each point
in time ¢t € T, new earnings have been published. For a
point in time ¢ € N, we can now define ¢,y = min{t’ €
T. : t' > t} and 1y = max{t’' € T, : t' < t}, i.e., the
points in time of the next earnings announcement after and
the last earnings announcement before ¢. The earnings time
series e : N — R is a piecewise constant time series with
e(t) = e(tnext) for all ¢ € N. That is, e,«(t) contains the

potentially unknown earnings of stock s* € .S announced at
time tpex.

In this paper, price updates correspond to daily clos-
ing prices of stocks, though the method can be straight-
forwardly adapted to any finer time resolution. As a measure
for the earnings of a company listed on the stock market,
the earnings per share (EPS) are used, i.e., the accumulated
earnings of the company in an accounting interval divided
by the number of stock shares the company emitted. The
earnings per share are published quarterly in the company’s
income statement or its earnings announcement.

In practice, prices and earnings are only available for a
finite timespan. We represent this fact in our notation as
time windows. Given a time series f : N — R and a time
interval [i,j] with ¢, € N and ¢ < j, the time window
from ¢ to j is the finite time series

flé, 9 {1,...,5—i} =R
defined by
fli 1) = fi+1) .

Using the definitions above, the problem tackled in this
paper can be formulated as follows.

Definition 1: Given a point in time ¢t € N, a set of
stocks .S, a designated target stock s* € S, the stock prices
p[l,t] of all stocks s € S until ¢, as well as the earnings
e[1, tuq] until the last earnings announcement, predict the
next earnings €y« (fnext) Of target stock s*.

B. Price and Correlation Feature Space

We now motivate and describe our proposed correlation
feature space that is derived from publicly available stock
prices. The strong relationship between stock prices and
earnings is well studied [1] and used for investment; the
price-earnings ratio for example is an important indicator
for stock valuation. At the same time, information related to
the companies earnings are priced in the stock rate as soon



as investors learn of it. Thus, we conclude that stock prices
are a good proxy for current corporate earnings.

Because the earnings of a company are related to other
market participants [20], e.g., component suppliers or com-
petitors, conclusions can be drawn from the performance
of those participants and vice versa. For example, prosper-
ing business for Volkswagen leads to a higher demand of
parts, implying higher sales for its suppliers Schaeffler and
Continental. Similarly, higher earnings for Sharp tends to
imply higher earnings of Foxconn, for which Sharp is a
major supplier. This again inclines to imply higher earnings
of Apple, for which Foxconn is a major supplier. By using
the stock prices of related companies as proxy for their
prosperity, the mutual influence between companies can be
incorporated in the feature space.

This steady relationship between the stock prices of a set
of companies and the earnings of a dedicated target company
can expressed using a linear model. Assuming a normally
distributed noise on stock prices, a regularized least squares,
or ridge regression is the maximum likelihood estimator and
thus a suitable approach.

To increase the robustness of the estimations, we propose
to measure prices according to different temporal resolu-
tions. It is a standard in fundamental as well as in technical
investment to not solely rely on the momentary picture
of the last available closing price. Since stock prices are
highly volatile, one also considers smoothed prices given by
moving averages of different time window lengths. Formally,
let [ € N be some interval length. Denoting by

| f]
=3 1@/l
t=1
the average value of a finite time series f, this gives rise to
the smoothed time series of moving average prices

al(t) = pslt — 1,1] )

for all stocks s € S.

However, stock prices are susceptible to speculation,
trends or temporary effects of high impact that are not related
with the company’s performance. By also considering the
correlation between stock prices, such temporary effects are
expressed as a change in correlation. By weighting the stock
prices with the current correlation coefficient between the
related and the target company’s stock price, the influence
of the stock price of market participants can be temporarily
suspended or reversed if the correlation changes.

For example, the short-selling of Volkswagen stocks by
investors in 2008 together with the attempt of Porsche to
take over Volkswagen at the same time lead to a spectacular
increase in Volkswagen’s stock price, even though the auto-
mobile sector was performing poorly at that time. Using
the price of Volkswagen shares to estimate the earnings
of its component supplier Continental would fail in that

moment. The 50 days correlation between the stock prices of
Volkswagen and Continental decreased significantly in this
period but returned to their usual value of around 0.5 shortly
after.

Accordingly, we are interested in the correlation between
prices of two stocks for a fixed time window. The sample
Pearson correlation coefficient cor(f, g) between two finite
time series f, g with |f| = |g| is given by

cor(f,g) = cov(f,g)/(std(f)std(g)) ,

where cov(f, g) denotes the sample co-variance and std(f)
the sample standard deviation. As for the stock prices, given
an interval length [ € N, we define the moving correlation
between two stocks s, u € S as

ci7u(t) = cor(ps[t — I, t], puft — 1,t]) . (2)

Following our described intuition, we want to represent
the earnings of a target company with stock s € S at time
t € N by its stock price as well as by the prices of all
other stocks in the market weighted by their correlation with
s. Also, we want to provide this information with respect
to different time resolutions in order to capture short term
and long term relations at the same time. In accordance
with economic practice (see, e.g., [21]), for each moment in
time ¢ we consider a short-term, a mid-term, and a long-
term time window, looking back 11, 50, and 200 days,
respectively.

Putting everything together, we can define the feature
representation ¢ : N — R? for a stock s* € S as

ps+ (1) =
oues (Pul), ay' (Veus () an’ ()enl (), ai™ ()l ()
with definitions of moving average prices and moving cor-

relations as given in equations (1) and (2). Here, the symbol
o denotes the “concatenation” of features.

Note that weighting the average prices of each stock with
its correlation to the target stock is not a linear scaling but a
proper non-linear augmentation of the features, because the
correlation is a non-linear function in both time series.

C. Prediction Method

We now describe our proposed approach to nowcasting
earnings per share using the feature representation described
above. Given a target stock s* from a set of stocks S and
the definition of the feature representation ¢, a point in time
t naturally divides the financial data stream into a training
and a prediction window. For a point in time ¢t € N and the
corresponding last earnings announcement ?j,y, the training
set F for target stock s* is defined as

E ={(ps(t'), e (t') |t' < trase} -



Moreover, we define the prediction window P correspond-
ing to t as

P= {@s(t/”tlast < t/ S tnext} .

In order to prevent susceptibility to concept drifts, it is
common practice to use only the last W data points instead
of the entire available data for training. That is,

EW = {(@8* (t/)7 €s* (t/)) |tlast -W< t/ S tlast} .

Using the above definitions of training set and predic-
tion window, any regression technique can be employed
to generate earnings forecasts. We propose using ridge
regression [22] to construct a linear model in the correlation
feature space, which is a simple and fast method that does
not modify the explicitly constructed feature space. For a
training set F, the ridge regression model is defined as
w* € R? solving
min Z ’wTap - e|2 + vl|wl||?

weR?
(p.e)€E

with some positive regularization parameter v € R,.

In practice, predictions are made for each price update
without updating the model. Only at the time of a new
earnings announcement, the stored training set Eyy is up-
dated and the model can be recomputed. This scenario
can be viewed as online learning with delayed update. We
tackle the problem of delayed update following the straight-
forward approach of [23]. Examples for which the label is
yet unknown are stored in a buffer. As soon as their label
is revealed, i.e., the earnings are announced, the examples
are presented to the learner in order of their arrival together
with their now known label. Because the intervals between
earnings announcement are fixed, this method only adds a
constant factor to the space complexity of the algorithm.

For each point in time ¢ € N, a standard online regression
algorithm estimates €4+ (tpext), Which is constant for the en-
tire prediction window. Hence, the variance of the estimates
can be reduced by averaging all estimates so far. Thereby,
the proposed algorithm potentially improves its prediction
quality with every element from the data stream. If the
new element is an earnings update, a new training set is
constructed and the model is updated. If the new element is
a price update, a new prediction is generated that adds to the
pool of predictions from which the new earnings nowcast is
calculated as the average of all predictions in the pool.

The corresponding algorithm, called CorrelNowcast, is
presented in algorithm 1. Given a target stock s* € S, a
training window size W and a regularization parameter v,
the algorithm loops over all points in time ¢ (line 3). Using
the new prices p(¢), the feature representation @« (¢) for
target stock s* is constructed and stored in the prediction
window P (line 4). Then an earnings prediction for that point
in time is calculated using the linear model w* and stored

in the predictions set @ (line 5). The final earnings nowcast
is generated as the average of all earnings predictions in the
current prediction set (line 6).

In case of an earnings update at time ¢ (line 7), the training
set needs to be updated. Therefore, all elements for which
no corresponding earnings have been available yet, i.e., all
elements in the prediction window (line 8), are assigned to
the current earnings update e(t). Each thereby obtained tuple
of feature representation and earnings value is added to the
training set (line 9). After that, the prediction window and
set are cleared (line 11).

If by the previous step the training set Eyy has been
extended beyond its window size W (line 12), the first
|Ew| — W elements are removed from the training set
(line 13). With the updated training set Eys, a new linear
model w™* is calculated (line 15).

Algorithm 1: CorrelNowcast

input : target stock s* € .S, training window size W,
regularization parameter v
output: earnings forecasts

1 initialize By, P, Q < 0

2 initialize w* € RI4 « (0, ..., 0)
3 foreach point in time t do

4 P+ PU{ps(t)}

5 Q — Q U {908* (t)Tw*}
6 predict avg(Q)

7 if t € T, then
8

9

foreach ¢ € P do

| Ew < Bw U{(p,es (1))}
10 end
1 PQ<«+0
12 if |Ew| > W then
13 | remove first |[Eyw | — W elements from Ey,
14 end

N . T 2 2
15 w* arglﬂ%d Z |w ©— e} + v||wl3

(p,e)EEW

16 end
17 end

A regularized least squares, or ridge regression can also
be transformed into a full online algorithm by introducing
a training example matrix A and a prediction vector b [24].
Both, matrix and vector, are incrementally updated with
each training step. The weight vector, i.e., the linear model,
is given implicitly by b7 A~'. For each step, this online
ridge regression minimizes the least squared error as well as
the norm of the weight vector. The online ridge regression
approach can be adapted to a delayed reward scenario similar
to the proposed algorithm. Because of several matrix-vector
multiplications for each example, this method is significantly
slower than a batched ridge regression. In the case of



earnings predictions, where long delays between new labels
make learning only necessary after a considerable amount
of examples already arrived, the faster CorrelNowcasting
algorithm with a batched learning phase is preferable.

III. EXPERIMENTS

In this section, we present two experiments on publicly
available daily stock price and quarterly earnings data'. In
total, the experiments involve predicting 5200 earnings up-
dates of 200 US stocks. In the first experiment, we show that
the proposed method can outperform human analysts and
in the second experiment we show that correlation features
are significant to the proposed method. For replicability of
results, data will be made available on our website2.

A. Comparison with Human Analysts

We compare CorrelNowcast with human analysts on the
Standard & Poor’s 100 index in the time from 2008 to
2012. Analyst consensus forecasts aggregated by Zacks
Investment Research for this period have been obtained from
bloomberg.com. As additional baselines we employ the clas-
sic econometric ARMA method (details can be found in the
appendix A) and a trivial constant method for assessing the
difficulty of the problem. This method simply uses the last
available earnings as prediction value. Optimal parameter
settings for each method are obtained on an independent
dataset of 100 randomly selected stocks in the time from
2004 to 2006. For CorrelNowcast, the regularization param-
eter v and the prediction window W have been found by
a grid search with v € {10,100, 1000, 3000, 5000, 10000}
and W € {11, 50, 125, 200, 250, 350, 500, 750}.

The results of the experiment are listed in table I. Besides
the rooted mean squared error (RMSE), we also provide the
mean relative error (MRE), i.e., the absolute error relative
to the true value, which is more relevant for investment.
The analyst’s forecasts are published once per quarter on
an arbitrary day before the next earnings announcement. All
reported errors are average values over a) all target stocks
from S&P 100 and over b) all prediction days starting from
the day of analyst forecast until the earnings are published,
i.e., the true label is revealed. Additionally, since Correl-
Nowcast provides increasingly refined predictions with each
day (and is also defined prior to analyst forecasts), for this
method also results for specific days are given: the first and
the last day of a quarter as well as the day on which analyst’s
forecasts are published.

We can observe that CorrelNowcast outperforms the an-
alyst’s forecasts in terms of RMSE and MRE on the whole
quarter, as well as on the day of analyst’s forecasts and the
last day of the quarter. In addition, CorrelNowcast is only 3%
worse in terms of RMSE and 35% worse in terms of MRE,

IPrices are gathered from Google Finance (www.google.com/finance);
earnings from YCharts (www.ycharts.com).
2URL is omitted for double blind review process.

when earnings are predicted at the first day of the quarter—
on avg. 9.4 days before analyst forecasts are even available.
This advantage does not only hold on the average over all
stocks but CorrelNowcast also outperforms human analysts
on the majority of 62% of stocks in both error measures.

Confirming previous research, the ARMA model is out-
performed by both methods by one order of magnitude
when measured by the relevant MRE. The fact that ARMA
performs better than the analyst’s forecasts in terms of
RMSE can be attributed to the recession in the United States
from 2008 to 2009, which lead to low corporate earnings
until 2012 (and corresponding low absolute errors). This
interpretation is also confirmed by the constant baseline.

In summary, this experiment verifies that the proposed
method is capable of nowcasting corporate earnings from
publicly available data that outperform human analysts. It
furthermore indicates that the proposed method is able to
generate accurate nowcasts even significantly before ana-
lyst’s forecasts are published.

B. Significance of Correlation Features

It remains to verify the significance of the design choices
involved in the definition of CorrelNowcast—in particular
the use of the price correlation features. For this purpose
we compare the method against two nowcasting approaches
that use a reduced feature space containing only prices and
average prices:

P () = oues (pul), ay' (), a2 (), a3 ()

The two methods are for once the same linear ridge
regression as for CorrelNowcast (LinPriceNowcast) and
moreover a more expressive kernelized ridge regression
(KernelPriceNowcast) utilizing a polynomial kernel

k(z,y) = (yaTy+d)? .

Again all parameters are optimized on the same tuning set as
in the first experiment. For testing we now use an extended
setup with two datasets: the S&P 100 from 2004-2012 and
an independent set of 100 random US stocks from 2007-
2012 (RAND 100).

The results are listed in table II. For additional comparison
we again also provide results for ARMA and constant. For
both error measures, CorrelNowcast substantially outper-
forms the baselines using only simple price features. In
particular on RAND 100 the performance of these methods
are closer to the ARMA baseline, which again is weaker
than CorrelNowcast by an order of magnitude.

The results show that the correlation features clearly
outperform simple price features. Even the more expressive
kernel variant cannot lift the simple price features into
competitive range. Note that the MRE is significantly smaller
on S&P 100 than RAND 100, because the companies listed
in S&P 100 are the 100 largest American companies with
rather high earnings values, whereas in RAND 100 many



RMSE MRE
Analyst 0.828 0.417
CorrelNowcast 0.689 0.406
last day of quarter 0.678 0.319
day of analyst’s forecast 0.693 0.385
first day of quarter 0.854 0.563
ARMA 0.776 16.797
Constant 0.888 27.489
Table I

COMPARISON OF THE PROPOSED METHOD WITH ANALYST’S FORECASTS ON THE SP100 STOCKS FROM 2008 TO 2012. RESULTS ARE AVERAGED
OVER ALL STOCKS AND ALL RELEVANT PREDICTION DAYS (FOR CORRELNOWCAST ALSO SELECTED INDIVIDUAL DAYS ARE PROVIDED).

RAND 100 (2007-2012)

S&P 100 (2004-2012)

RMSE MRE RMSE MRE
CorrelNowcast 0.530 34.962 0.700 3.044
KernelPriceNowcast 0.670 141.224 0.986 4.891
LinPriceNowcast 0.688 148.766 0.996 5.579
ARMA 0.660 220.729 1.099 16.799
Constant 0.796 664.139 0.928 26.884
Table II

AVERAGED RMSE AND MRE ON ALL S&P 100 TARGET STOCKS BETWEEN 2004 AND 2012 AS WELL AS AN ADDITIONAL INDEPENDENT TEST
DATASET (RAND 100) OF 100 RANDOM US STOCKS BETWEEN 2007 AND 2012.

stocks with very little earnings are listed so that even a
moderate absolute error results in a large relative error.
Altogether this experiment not only confirms the necessity
of using price correlation features, but also provides a much
broader performance assessment of CorrelNowcast. Besides
using more stocks, the included time periods show more
variety of the underlying economic environment. It does
not only contain data from a stable growth period (2004
to 2006), but also the financial crisis of 2007, the recession
from 2008 to 2009 and the recovery period until 2012. Thus,
this experiment shows that CorrelNowcast can maintain its

good performance on independent data sets and longer time
spans.

IV. CONCLUSION

We presented a fully automatized method for nowcasting
corporate earnings using a novel correlation feature space
derived from publicly available price data. The proposed
method is simple, fast and can be applied to any set of
stocks, their prices and earnings. Experiments have shown
that these nowcasts outperform analyst’s forecasts and are
even competitive when generated significantly before the an-



alyst’s forecasts are published. Besides the implications for
the proposed method, these results emphasize the importance
and potential capabilities of purely data driven methods for
financial data.

The given method implicitly selects relevant stocks from
the input set, hence a larger set of stocks potentially provides
more relevant information without negative side-effects.
Thus, to further improve performance it is desirable to
eventually use all stocks traded worldwide as input for our
method. With such a large number of stocks, and an even
larger number of features, the scalability of the method is
placed in the focus of future research. To achieve a high
scalability, it appears to be desirable to switch from a cen-
tralized prediction approach to distributed online prediction.
A straight-forward distribution of the method leads to an
enormous communication overhead between the nodes in the
distributed system. Therefore, strategies for communication
reduction have to be employed. Strategies like the safe-zone
approach [25], where communication is omitted as long as
a globally defined criterion is fulfilled at each local node,
or sketches [26], where data is compressed, appear to be
promising

A different interesting direction for follow up research is
improving the feature space by including features derived
from different data sources, most prominent from financial
news [27]. However, with more features, the method be-
comes computationally more complex, again directing the
focus on scalability.
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APPENDIX A.
ARMA

In our experiments we compare CorrelNowcast to a
Box-Jenkins method, i.e., an autoregressive moving average
(ARMA) model. The ARMA(p,q) model consists of the sum
of an autoregressive component of order p and a moving
average component of order ¢. For a time series z: N — R,
the model is defined as

P q
z(t)=c+e+ Zvix(t —1i) 4 Zwiet,i ,
i=1 i=1

with weights v € RP and w € RY, an offset constant ¢ and
a Gaussian noise terms e, ~ N(0, ).

In our experiment, we apply this approach to the earn-
ings time series [28], updating the model whenever a new
earnings value is published. For each model update, a grid
search over the parameters p and ¢ is performed to find
the best fitting ARMA-model. For the grid search, we used
p,q € {1, ...,5}. For each setting of p and ¢, the parameters
v, w, c are fitted to the training time series (containing all
known values) of earnings per share values using a least
squares regression. For each training set, the best performing
model is chosen for prediction.
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