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Abstract:

In the context of the Internet of Things (IoT), the envisioned next evolution of the Internet which
the BUTLER project is completely focused on, this document poses the attention on the enabling
technologies, identifying three of them which assume a relevant importance for different reasons:
localization, behavioral models, and security and privacy. Localization capability, the knowledge
that a node has of its own absolute position along time as well as the ability of discovering in
almost real-time the location of other nodes, is a fundamental key to provide data with augmented
value: localization awareness is indeed one side of context awareness. On a parallel plane,
behavioral models are semantic powerful tools that can equally improve the system smartness
by recognizing the user contexts without depending extensively on inputs from the users. Finally,
security and privacy already represent a central issue in the current Internet due to the intensive
use of wireless communication technologies, particularly vulnerable to external attacks exploiting
the shared nature of the access medium, but the vast set of problems behind the privacy protection
and the different data security aspects are destined to exponentially arise in a much more complex
and populated system as the next Internet of Things is expected to become.
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Executive Summary

The BUTLER project is generally focused on the so-called Internet of Things (IoT), the emerging
paradigm also known as the internet of objects and likewise identified by other more or less offi-
cial names which, by means of a few terms, try to summarize the concept of an extremely large
community of objects able to interact with each other. The impetuous revolution of the IoT certainly
represents the ongoing evolution of the modern data communication networks, but it cannot be
simply limited to that. It is indeed much more than communication. It invests the generation, the
interpretation, the contextualization and the sharing of a surprisingly enormous amount of data: the
raw data generated by the billions of sources represented by sensors and generic objects is indeed
transformed into information by advanced distributed processing, thus extremely gaining value. It
even gives life to simple inanimate objects in virtue of processing and contextualization capabili-
ties which they are endowed with through complex and advanced algorithms in the field of artificial
intelligence. Finally, it embraces sociological implications.

In the context of BUTLER project the IoT challenge is studied and analyzed from multiple perspec-
tives, with the aim of proposing and converging towards commonly shared approaches and system
architectures. In these research efforts many issues are touched and dealt with, and three of them,
namely security and privacy, localization, and behavioral modeling, are the main topics faced in this
report due to their primary importance, as better highlighted in the prosecution of this Executive
Summary.

In a global system where incredible amounts of data are generated and distributed, security and
privacy are two delicate and critical issues. Privacy means that, depending on the content, a set
of data could have restrictions to its access, foreseeing different levels of accessibility. Security,
on the other side, must be guaranteed on the potential alteration and falsification attempts from
malicious sources. In a complex system architecture as the loT is, protecting and safeguarding
these requirements might be hard and challenging even because continuously put in discussion by
adverse enemy actions. A description of the enabling technologies related to security and privacy
in the context of the BUTLER Security Framework opens the way to mostly detailed issues and
results, respectively faced and achieved, regarding the different security technologies, prototypes
and experiments developed and realized in BUTLER. Implementation issues are likewise consid-
ered. In particular, those ones concerning the implementation of the low-level security, application
level security and the problem of the security bootstrapping are described and presented in a de-
tailed manner. Throughout the document it is shown how the BUTLER security framework enables
end-to-end security between a data provider and a data consumer while the designed security pro-
tocols insure confidentiality, integrity of the messages and authentication of the peers. The privacy
approach requires to dissociate the security roles. For instance, it is fundamental that data can
be received only by allowed entities while, on the contrary, all of the technical components like
gateways and proxies usually in charge of conveying data shall not have access to the data. This
principle insures that the data cannot be retrieved and used by entities without user controls.

Another fundamental capability of IoT systems, which cannot be eluded and whose strategic impor-
tance comes from the necessity of correlating and contextualizing data (one of the pillars behind the
smartness of devices), is the localization, i.e., the capability of knowing the position of an object as
time passes. In general, wireless localization is a fairly mature area of research, characterized by
a vast and solid literature. Nonetheless, despite the formidable effort already put into the problem,
wireless positioning is still shy of its potential as a truly ubiquitous and real-time locating technology.
Difficulties come from the needs requested by strict requirements such as ubiquity and real-time:
ubiquity requires the technology to be available in every environment; real-time location is indis-
solubly associated with automatic identification and tracking of location within an environment. It
is well-known that, unfortunately, wireless localization systems are still inaccurate and unreliable in
places such as urban cities and indoors, which are characterized by high multipath propagation, dif-
ferent disturbs and noise corrupting the data estimation reliability, and scarcity of Line of Sight (LoS)
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conditions. It is for this reason that the study and development of algorithms able to fight against
multipath and Non Line of Sight (NLoS) conditions for accurate indoor wireless localization are an
emerging issue considered in BUTLER and in this report in particular. Entering in more technical
details, an accurate ranging algorithm using super-resolution techniques over phase measurements
for distance estimation between devices has been developed within BUTLER and is presented in
this document. This algorithm has even already been implemented in ZIGPOS Localization Ar-
chitecture. The possibility of performing multipoint ranging via this algorithm using orthogonal set
of Golomb rulers has been envisioned and is reported as one of the localization-related results
achieved. With distance estimation discussed, accurate, robust and efficient positioning algorithms
for target localization using algebraic confidence via circular interval scaling and a hybrid cooper-
ative algorithm are presented. To improve the performance of the positioning algorithms, therein
target coordinates, a cooperative technique for detecting NLoS measurements is also presented.

A third support for high-level data processing and contextualization, equally essential, is the ex-
ploration of behavioral models. The goal is to recognize the user contexts, both effectively and
efficiently, without depending extensively on input from the users. In line with the scope of the hor-
izontal architecture of BUTLER [1], algorithms and tools have been developed or enhanced to this
aim. One of the most relevant contributions is in advancing the integration between deterministic
and probabilistic modelling of human behaviors. Two major blocks are at the basis of the proposed
system. The first one concerns the behavioral SmartServer (SAMURAI), which seamlessly inte-
grates various technologies such as semantic reasoning, Complex Event Processing (CEP), stream
mining, as building blocks in a scalable way. The second one regards various algorithms that exploit
in the best manner correlations between user contexts and causal information thus enabling versa-
tile and robust recognition of user contexts. Multi-modal user behavior modelling and recognition is
enhanced by indirect inference from semantic locations and improved electrical appliance usage al-
gorithms. Since behavior recognition systems are complex and characterized by lot of parameters,
the methodology definitively selected learns deployment trade-offs in order to facilitate the efficient
deployment of software components in different BUTLER platforms. Other works in the domain of
transfer learning aim at reducing user efforts in training as well as aids demographic analysis of
user behaviors. Also, the work on contextual networking pays more attention to mobility support for
masses by providing context-aware adaptation of various networking mechanisms. Moreover, from
the user perspective, context synthesis and management approach proposed on the basis of CEP
would enable them to define their own contexts of their interest even without advanced technical
skills.

Considerable effort has been devoted within BUTLER project to the development and improvement
of algorithms for data security and integrity and for privacy protection, the design and the imple-
mentation of robust localization protocols finalized to support context awareness services, finally
the exploration of behavioral models able to enrich the semantic data processing and to let data
further gain value. Nonetheless, the research on these topics is still at the preliminary stages and
immense spaces are left for future achievements. An overview of possible research lines and in-
depth analysis to face the challenges put in place by the identified issue of data security and privacy
safeguard, localization capability for enabling context awareness, behavioral modelling derivation.

The chapters and the sections in which this document is structured give a detailed overview of
the technical achievements with extensive citations to relevant scientific publications and level of
integration of those scientific contributions in BUTLER platform, as well as the main challenges .
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2 Introduction

The core of this document is contained in Chapter 3 and Chapter 4, both parallel organized into
three main sections (3.1, 3.2 and 3.3 for the former, 4.1, 4.2 and 4.3 for the latter) devoted to se-
curity and privacy, localization, and behavioral models, respectively. While Chapter 3 is dedicated
to presenting the work developed around such issues within the BUTLER project, describing algo-
rithms and protocols, introducing models, providing implementations where available, Chapter 4 is
instead interested in highlighting the main challenges today posed by these research issues and
generally addressing the future research on the se topics. The document finally includes Chapter 5
where conclusions are drawn.
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3 Advances Achieved in the Development of Integrated loT Enabling
Technologies

3.1 Privacy and Security

This section gives a description of the enabling technologies related to security and privacy. Starting
by a summary of the BUTLER Security Framework, it presents the results and issues of the different
security technologies, prototypes and experimentations. In the last subsection, it gives a summary
of the main issues related to the implementation of the low level security, application level security
and the problem of the security bootstrapping. The Butler security framework enables end-to-end
security between a data provider and a data consumer. The security protocols insure confidentiality,
integrity of the messages and authentication of the peers. For privacy perspective, it is important to
dissociate the security roles. For instance, it is important that data can only be received by allowed
entities. All technical components (gateways, proxies...) used to transport data shall not have
access to the data. This principle insures that the data cannot be retrieved and used by entities
without user controls.

3.1.1 Summary of the BUTLER Security Framework

BUTLER has designed a Security Framework which is able to deal with major of 10T solutions and
provide simple, lost cost and deployable security framework. The framework is described in details
in Deliverable D5.1 - BUTLER Platforms and Pervasive Functionalities. The security framework is
designed to provide end-to-end security from entity providing data (on actuating on data) and entity
using data (or sending data to actuators). The first entities are called Resource and the second are
Resource Consumers (or application).

The Security Framework assumes that the entities are able to communicate. The communication
can be direct or indirect. For direct communication, the application accesses directly the resource
thru the network. This kind of communication can be provided over IPV6 network or IPV4 network.
The communication can use routers to distribute packets over the network; for direct communication
routers do not store data locally. Indirect communications are the most used communication types.
Sending entities push data to Service Platform, and Consuming entities retrieve data from this
Service Platform.

Service Platform
|

o

Figure 1: M2M Legacy Architecture.

The legacy M2M architecture is presented in Figure 1. In legacy M2M architecture, devices regu-
larly sends data to Service Platform and Applications retrieve such data from the Service Platform.
The two links can be secure point-to-point but there is no end-to-end security between the con-
suming application and the device. This architecture may pose a problem of privacy because the
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data is kept in clear at Service Platform and may be used in fraudulent way or without control of
user. In addition, the Service Platform must follow data storage and protection regulation rules
which may higher the operational cost of the Service Platform. OneM2M standard organization is
taking into account this architectural issue by specifying end-to-end security based on authorization
mechanism. The work is in progress and Gemalto is strongly involved in OneM2M organization for
pushing the authorization paradigm.

In BUTLER we have prototyped an loT Security Framework supporting authorization paradigm and
end-to-end security between devices and applications. The logical architecture is presented in
Figure 2. The application must securely retrieve authorization token and security keys from an Au-
thorization Server and applies the Security Protocol to retrieve data from the Service Platform. The
Device also applies the Security Protocol to send data to the Service Platform for the application.
Only the application can decrypt the encrypted data. The data is never kept in clear at the Service
Platform and therefore the framework preserves data privacy. The point-to-point security between
the device and the Service Platform can be implemented using different mechanisms described in
subsection “Prototypes and Experimentations”.

The security protocol has been patented under the reference “System and method for securing
machine-to-machine communications” EP13306900.5.

Accessing Resource

B

Dacy | D i' /}{ Donat.

Authorization Server

Figure 2: BUTLER Security — Nominal use case.

The main use case can be summarized as follow.

Resource - Registration.

1. The user is provided with a BUTLER compatible device. This device runs the BUTLER security
framework and communication mechanisms allow its reachability on the network.

2. The user already has an account at the Trust Manager/Authorization Server for using the
security and authorization mechanisms.

3. The user connects to the Authorization Server and registers a new resource. The resource
consists of a Resource (unique) Identifier (generally an URL) and resource security creden-
tials. At the resource, the user shall be able to configure (or retrieve) resource security cre-
dentials. The method for setting (or retrieving) the resource security credentials is one of
the major issue to boostrap security. The section “Prototypes and Experimentations” studies
different mechanisms to initialize the credentials.

Once the registration is done, the user digitally owns the device.

Application - Registration.
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Applications must be registered inside the Trust Manager. At application registration, the Trust
manager generates application credentials which consist of application identifier and password.
Using such data, application can authenticate to the Authorization Server to retrieve token to access
a resource on behalf of an authenticated user.

Accessing the resource - Nominal use case.

Application authenticates to the Trust Manager and requests an access token and security mate-
rials for accessing a specific resource.The protocol may require user authentication. Application
accesses the related resource by providing the access-token and using the security protocol. It
must be noted the Security Protocol does not assume secure point-to-point communication be-
tween the application and the resource but provides its own security - for now - based on symmetric

cryptography.
The application prepares the command; the command includes the following items:
1. the retrieved access-token

2. authentication-data. This data is computed by the application using the security material.
Once receiving the authentication-data, the resource is able to verify that the application got
the security material associated to the access-token.

3. encrypted and signed payload of the command. It is computed using the security material.

The application sends the access-token and the encrypted command to the resource '. The re-
source receives the sent items.

1. Using the embedded resource security material, the resource checks the signature of the
access token and decrypts the access token

2. From decrypted access token, the resource gets the application authentication security mate-
rial.

3. With the application authentication security material, the resource checks the signature of the
authentication data and decrypts the authentication data.

4. The resource checks that the decrypted authentication data is consistent with the access to-
ken. If yes, the application is authenticated.

5. The resource authenticates to the Trust Manager for receiving the request/response encryption
and signature keys of the command payload. For security reason, the key identifiers are
provided by the application inside the authentication-data and not inside the acces-token.

The resource checks the signature of the command and decrypts the command.
The resource does its works and builds the response.
The resource encrypts and signs the response.

© ® N o

The application receives the signed and encrypted response, checks the signature and de-
crypts the response.

The protcol implements end-to-end security between the application and the resource. As said, the
protocol is secure by itself and does not require secure transport protocol such as Transport Layer
Security (TLS) or Datagram Transport Layer Security (DTLS). It implements authentication of the
application to the resource, confidentiality and integrity of the command payload and implements
anti-replay mechanism. If the protocol is transported over unsecure link, the access-token can
be retrieved by unexpected entity that may analyze the request/response characteristics (source

"The protocol is self secure, therefore a secure transport protocol is not necessary at this level

©BUTLER — Page 16/198



287901 BUTLER Project deliverable

address, destination address, data size, http header, ...) and deduce some characteristics of the
peers. In consequence, it is more secure to transport the BUTLER protocol over secure link like
TLS or DTLS. Anyway, it is not always possible to have a secure link from source (application) to
destination (resource) because they are not always directly reachable on the network or because
one entity cannot implement secure link due to device or network constraints.

In conclusion the BUTLER security protocol implements a good security mechanism for constrained
devices taking into account network loT characteristics.

ETSI — M2M architecture overview

To illustrate the underlying architecture of the ETSI — M2M standard, let’s imagine that one device
(device1) needs to exchange data with another device (device2) via a network Service Capability
Layer (NSCL).

q Subscribe notify
¥

read
u Devicel

i
DsCL . write ¢
o w“

Devicel

o NSCL (checkrights)

M2M Service provider

Figure 3: lllustration of M2M data exchange with ETSI M2M architecture

Typically a bucket resource will be created in the Service Capability Layer. Bucket resources have
specific properties and can be managed using the resource management functionalities described
by ETSI M2M. Access rights to this bucket will need to be acquired in read/write mode by the
emitting device (device1), and possibly in read-only mode by the receiving device (device2). Both
devices will probably first bootstrap their security with the M2M service provider and then connect
to the M2M service as described above.

The receiving device (device2) may request to be notified whenever some data are transmitted by
devicel. In order to transmit data, device1 will issue a write request in the bucket resource. This
will trigger the NSCL to send a notification to device2 which in turn will issue a read request in the
bucket resources. This flow of operation is summarized in the below illustration. It can be seen
that all functions involved can be provided in a restful way, while the process of setting up a data
connection and using it for data exchange between devices is by nature a stateful process.

Leverage ETSI — M2M standard with BUTLER Security Framework.

The nominal use case assumes direct access to the resource. Anyway, in many loT solutions
compatible with ETSI M2M architecture, the resource is not directly reachable but can provide data
to Service Platform for applications.

The end-to-end security is implemented as follows.
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Service Platform

Authorization Server

Figure 4: BUTLER end-to-end security

In this example, the Daisy’s application exposes a resource which is able to use Donald’s data.
At the Trust Manager Daisy shall grant Donald the permission to access such Daisy’s resource.
Donald runs an application which shall retrieve an access token for accessing the Daisy’s resource
and shall push the access-token and the encrypted data to the Service Platform. Daisy runs an
application which connect to the Service Platform, reads the access-token and the encrypted data.
The Daisy’s application checks the access-token, authenticates to the Trust Manager to get the
security material associated to the access-token, decrypts the encrypted data and uses it. In this
use case, Donald does not receive any feedback.

This way, we implemented end-to-end security between the Donald’s application sending encrypted
data for Daisy’s resource.

At the Service Platform, the ETSI-M2M access right feature can be implemented using the Security
Framework nominal use case. To implement it, the Service Platform exposes a storage resource
(bucket resource in the ETSI parlance), allows Donald’s application to write to the storage resource
and the Daisy’s application to read from the storage resource. Anyway, the point-to-point security for
accessing the Service Platform can be implemented using other security paradigms up to the IoT
solution - for instance using CoAP / DTLS or HTTPS. It is to be noted that the data are encrypted
for the destination resource and cannot be used by the Service Platform, therefore the use case
support end-to-end security and privacy.

BUTLER Security Framework - summary

The BUTLER Security Framework provides a simple security and privacy paradigm that can be
implemented in low cost device. Using the Trust Manager, the user specifies its resources and
manages the access permissions to its resources. The Trust Manager is not involved during the
transfer of data between the resources and the applications and in consequence, business data
management is the responsibility of the applications. The applications may use Service Platform to
perform access to resources - for instance for resources that are not directly available on the Inter-
net. The Security framework gives a way for applications to access resource (or act on resource)
using a Service Platform and such Service Platform may be seen as (encrypted) Data Access En-
abler and can provide other services like device management and let the applications managing the
business data. In this sense, the Service Platform does not have access to clear data and cannot
valuate clear business data. To do that, the Service Platform shall act as application and be allowed
to use data on behalf of the user.
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3.1.2 Prototypes and Experimentations

3.1.2.1 6LoWPAN Security
3.1.2.1.1 SIMULATION

The NARVAL toolbox has been updated in order to be operational in the new Scilab release 5.5.0
(new structures and functions). Network Analysis and Routing eVALuation, referenced as NARVAL
has been designed on top of the Scilab environment (http://atoms.scilab.org/toolboxes/NARVAL).
This Scilab External Module is focusing on the analysis of network protocols and algorithms. Each
network of communicating devices such as computers, phones or sensors, needs to follows specific
rules in order to organize and control the data exchange between source and destination nodes.
Communication protocols enable to discover the network topology, and to propagate the data traffic
between network entities. The main goal of our toolbox is to provide a complete software environ-
ment enabling the understanding of available communication algorithms, but also the design of new
schemes in order to evaluate and improve the traffic behavior and distribution on network topolo-
gies defined by the user. NARVAL permits to generate random topologies according to various
algorithms such as Locality, Waxman, Barabasi-Albert and hierarchical models. The user can also
design his own topology by providing nodes’ coordinates, visualization parameters, and also links’
information that are necessary for path calculation. The combination of these functions enables
to build a large range of topologies with distinct routing properties. The NARVAL module permits
to study the impact of routing algorithms on the effectiveness of transmission protocols used by
data communications on a defined network topology. We provide a set of basic functions in order
to create network graphs, compute routing algorithms (AODV, BFS, DFS, Bellman-Ford, Dijkstra,
Flood, Floyd-Warshall, Multiple Paths, RPL, ARC, etc.) on them and finally make statistical analysis
on the efficiency of data communications. The mobility of nodes (Mobile/Vehicular Ad hoc NET-
work MANET/ VANET) is also supported according to models such as Random Direction, Random
Walk, Random Way Point, etc. The target audience of this external module includes academics,
students, engineers and scientists. The description of each function has been carefully done in
order to facilitate the end users’ comprehension. It is often accompanied with explicit diagrams.

New functions related to Security had been designed during the Butler project:
e NL_S_AESAddRoundKey - Addition (element to element in F256) between a state matrix and
a round key.
e NL_S_AESDecryption - Perform the AES decryption.
e NL_S_AESEncryption - Perform the AES encryption.

e NL_S_AESiInitialization - Perform the initialization structure of the AES algorithm from a cryp-
tographic key.

e NL_S_AESiInitializationM - Perform the vectors Sbox, InvSbox, ExpoToPoly and PolyToExpo
used during the initialization of the AES algorithm.

e NL_S AESKeyExpansion - Perform the key Expansion.

e NL_S AESMixColumns - Mix columns of a matrix.

e NL_S AESMixColumnsR - Mix columns of a matrix (reverse).

e NL_S_AESPolynomialMult - Perform the polynomial multiplication in a finite field.

e NL_S AESShiftRows - Shift each row of a 4x4 matrix to the left.

e NL_S_AESShiftRowsR - Shift each row of a 4x4 matrix to the right.

e NL_S_AESSubBytes - Substitution of a matrix state in respect with a table Sbox.

e NL_S_AESSubBytesR - Substitution of a matrix state in respect with a table InvSbox.

e NL_S_RSADecryption - Perform the decryption of a message in respect with the RSA scheme.
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e NL_S_RSAEncryption - Perform the encryption of a message in respect with the RSA scheme.
e NL_S_RSAKeys - Perform the public and private keys of the RSA algorithm.

e NL_S RSAKeysE - Perform the public and private keys of the RSA algorithm (additional input
E).

The paper entitled “Network Analysis and Routing eVALuation, the Scilab Module Dedicated to the
Analysis of Network Protocols and Algorithms” has been accepted at the 6th International Scilab
Users Conference (ScilabTec’14). RPL (6LoWPAN) has been implemented and simulated on top
of the NARVAL module. A new routing paradigm entitted ARC has been also implemented in
the simulation environment. The ARC paradigm is based on the innovative concept of routing
construct made of a sequence of nodes and links with 2 outgoing edges. As a consequence,
each node can still reach one of the outgoing edges upon a single breakage. This permits to
improve the network utilization in respect with the fault-tolerance intrinsic properties and also the
fast re-routing, load balancing and multiple-paths features. A new paper entitled “Towards a New
Way of Reliable Routing: Multiple Paths over ARCs” has been submitted to the 3rd Conference
on Advance Computing, Communication and Informatics ICACCI'14. Traditional routing in data
networks is based on a forwarding scheme where a path, composed by an ordered list of network
nodes is performed for each connection between a source and a destination. Thus if a simple
failure appears on this path, the route becomes useless. In fact the path needs to be computed
again. This process adds delays in order to locally update the network routing tables impacted by
the node or link breakage. Unfortunately a single failure on any new path needs also to trigger a
re-routing calculation process. We present in this work a new routing algorithm named Available
Routing Construct (ARC). The main advantage of this two-edged routing construct relies on the fast
recovery feature in case of network failures. For instance alternative routes can be retrieved in the
case of local traffic congestion. Smart routing enabling multipath and load balancing is also natively
supported. ARC is based on the innovative concept of routing construct made of a sequence of
nodes and links with 2 outgoing edges. As a consequence, each node can still reach one of the
outgoing edges upon a single breakage. Thus each ARC provides its own independent domain
of fault isolation and recovery as an ARC topology is resilient to one breakage per ARC. ARC
can significantly improve the network utilization in respect with its fault-tolerance intrinsic properties
and also its fast re-routing, load balancing and multiple- paths features. This work is based on a
theoretical modeling supported by simulations developed on top of the Scilab environment.

3.1.2.1.2 TEST of Security Solutions (6LoWPAN)

Several security schemes had been tested for loT devices running on TinyOS (e.g. TinySec, AES
Encryption of CC2420, MiniSec, Relic and TinyECC) or Contiki (e.g. ContikiSec, Contiki-TLS-
DTLS, Contiki IPsec, CoAPs: COAP over DTLS/TLS). UL improved its Coap testbed within its
loT-lab (TelosB/sky working now on Tinyos). CoAPs (CoAP over DTLS/TLS) had been released for
the Contiki OS and ported for the Arago WiSMote sensors. Due to resource constraints, CoAPs
cannot be applied to TelosB sensors. In fact the source code does not compile for TelosB/sky
motes, due to memory requirements. However low level security can be ensured at the link layer
in respect with the Advanced Encryption Standard (AES) scheme. Pre-shared keys are used. A
simple Graphical User Interface (web) based on Json and Google Chart APls has been designed.
This small wireless Sensor Network (proof-of-concept) is dedicated to the real-time monitoring of
temperature and humidity in an office environment. One computer is reachable with a public IPv6
address. A border router is used as “802.15.4/IPv6” gateway. 3 sensor nodes are already deployed
and attached to the border router. The IPv6 connectivity had been set up. The nodes are accessible
from the Internet through IPv6 connections. In this scenario, the sensed information is collected on
a database in order to enable on/off-line data processing. Two new types of sensors had been
added in the loT-Lab (Libelium Smart Environment: Waspmote Plug & sense with temperature,
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humidity, CO2, NO2, O2 and CO connected through WiFi, and equipped with GPS and solar panel,
and Watteco SmartPlugs.

Hardware Platform and Operating Systems used for Tests

802.15.4 TelosB mote modules manufactured by the Spanish manufacturer Advanticsys have been
used during the real Wireless Sensor Network Deployment. Three CM5000 motes are available
(motelist):

e Mote 1: Reference MFV69HQG Description FTDI MTM-CM5000MSP

e Mote 2: Reference MFV6KBXA Description FTDI MTM-CM5000MSP

e Mote 3: Reference MFV69BLV Description FTDI MTM-CM5000MSP
The CM5000 TelosB sensor is an IEEE 802.15.4 compliant wireless sensor node based on the
original open-source TelosB/Tmote Sky platform design developed and published by the University
of California, Berkeley. The included sensors measure temperature, relative humidity and light.
Each node is equipped with a TI| MSP430F1611 Microcontroller, a CC2420 RF Chip, User & Reset
Buttons, 3 Leds, an USB Interface and 2xAA Batteries. CM5000 motes support TinyOS and Contiki.
Advanticsys provides a Vmware Image in order to start working with TinyOS. Instant Contiki is
an entire Contiki development environment, based on an Ubuntu Linux virtual machine that runs
in VMWare player or VirtualBox, and has Contiki and all the development tools, compilers, and
simulators used in Contiki development already installed. There exist many alternative solutions

that provide security during the deployment and operation of embedded devices within a wireless
sensor network. We describe in the next section some of them, based on TinyOS and Contiki.

AES in TinyOS

Security can be ensured at the link layer in respect with the Advanced Encryption Standard (AES)
scheme. In this case, a single hop security is provided. A basic example can be tested according to
the CoapBlip application, already included inside the TinyOS environment. Two motes are needed:
one server and one Point-to-Point Protocol (PPP) router.

User can modify the list of available resources of the server mote inside the Makefile, such as:

e DCOAP_RESOURCE_TEMP,
e DCOAP_RESOURCE_HUM,
e DCOAP_RESOURCE_VOLT,
e DCOAP_RESOURCE_LED.

He can also change the IPv6 prefix DIN6_PREFIX. The mote is assumed connected to the port /de-
v/ttyUSBO0. The motelist command permits to know where each sensor is connected (USBO, USB1,
etc.). The compilation is done in respect with the following command, where X is the address:

make telosb blip coap install, X bsl,/dev/ttyUSBO

The PPP router is assumed to be connected to the port /dev/ttyUSB1. Its set up is done according
to the following command:

make telosb blip install bsl, /dev/ttyUSB1
Then the user needs to start the driver of the Ppp Connection with the following command:

sudo pppd debug passive noauth nodetach 115200 /dev/ttyUSB1l nocrtscts
nocdtrcts lcp-echo-interval 0 noccp noip ipvé ::23,::24

Then the PPP connection is established with the command (the right IN6_PREFIX must be used):

sudo ifconfig ppp0 add fec0::100/64
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Then the user can request (GET/PUT) a resource (Voltage:sv, Temperature:st, Humidity:sh, Leds:l,
AES key:ck) from the server mote with the coap-client application:

./coap-client -m <CMD> coap://[fec0::X]:61616/<URI> -t binary
For instance, the following command permits to actuate on the LEDs of the server mote:

echo -e -n \\x02 | ./coap-client -m put coap://[fec0::3]:61616/1 -T 3a -t binary -f -

For a CM5000 mote, here is the matching table between LED values and colours:

e x00: no LED

e x01: Red

e x02: Yellow

e x03: Yellow and Red

e x04: Blue

e x05: Blue and Red

e Xx06: Blue and Yellow

e x07: Blue, Red and Yellow

Wireshark permits to capture the data traffic of the ppp0 connection. When a resource request is
launched, two packets are collected:

\x42\x01\xA8\x65\x11\x2A\x82\x73\x74
send to [fec0::2]:61616:
pdu (9 bytes) v:1 t:0 oc:2 c:1 id:43109 o: 1:'%’ 9:’'st’
Jul 24 13:36:13 % received from [fec0::2]:61616:
pdu (8 bytes) v:1 t:2 oc:1l c:80 id:43109 o: 1:'«’
data:’ \xF5w’
Jul 24 13:36:13 xx* removed transaction 43109
*% process pdu: pdu (8 bytes) v:1 t:2 oc:1 c:80 1id:43109 o: 1:’ %’
data:’ \xF5w’
*%.Temperatur: 307.09 K

The user can set up a cryptographic key composed by 25 values used by the AES encryption:

Echo -e —-n \\xFF\\x01\\x02\\x03\\x04\\x05\\x06\\x07\\x08\\x01\\x02\\x03\\x04
M x05\\x06\\x07\\x08\\x09\\x10\\x11\\x12\\x13\\x14\\x15\\x16 >> key
./coap-client - m put coap://[fec0::2]:61616/ck -T 3a -t binary -f key

TinyECC2.0 in TinyOS

The development of Elliptic Curve Cryptography (ECC) has proven that Public Key Cryptography
(PKC) can be used in WSNs. ECC, proposed independently by Neal Koblitz [2] and Victor Miller [3],
is based on the algebraic structure of elliptic curves over finite fields. The harder it is to solve a
mathematical problem, the more secure the algorithm. For instance, the Rivest Shamir Adleman
(RSA) algorithm is based on the Integer Factorization problem that has a sub-exponential solution.
ECC is based on the Elliptic Curve Discrete Logarithmic Problem (ECDLP) where the solution is
fully exponential. As a consequence, ECC can offer the same level of security than RSA with much
smaller key sizes. A 160-bit ECC key provides the same level of security as a 1024-bit RSA key,
and 224-bit ECC is equivalent to the 2048-bit RSA. Smaller keys result in faster computations,
less memory, power and bandwidth consumption. Using ECC results in approximately 1.5 times
smaller memory consumption on the motes and in 4 to 5 times faster cryptography operations
when compared to using RSA [3]. TinyECC is a portable and efficient library developed at the
North Carolina State University. It has been released by A Liu et al. [4]. It provides a digital
signature scheme, named Elliptic Curve Digital Signature Algorithm (ECDSA), a key exchange
protocol named Elliptic Curve Diffie Hellman (ECDH) and a public key encryption scheme (ECIES).
The last release of TinyECC2.0 supports different platforms such as MICA2/MICAz, TelosB/Tmote
Sky, BSNV3 and Imote2 motes. The user must install TinyOS 2.1.1 or a later version. He/She can
also use a virtual machine where the TinyOS is already set up, such as the one provided by the
Advanticsys manufacturer. The user should extract TinyECC-2.0.zip to the following location:

©BUTLER — Page 22/198



287901 BUTLER Project deliverable

sudo unzip TinyECC2.0.zip -d /opt/tinyos-2.x/apps/TinyECC-2.0.zip

Here is the list of interfaces provided by TinyECC2.0:

¢ NN.nc defines the interface NN implemented by NNM.nc, related to big natural number oper-
ations.

e ECC.nc defines the interface ECC implemented by ECCM.nc. It provides the basic and en-
hanced (sliding window method and projective coordinate system) elliptic curve operations.

e ECDSA.nc defines the interface ECDSA (ECDSAM.nc), which provides the ECDSA signature
generation and verification.

e ECIES.nc defines the interface ECIES (ECIESM.nc), which performs the ECIES encryption
and decryption.

e ECDH.nc defines the interface ECDH (ECDHM.nc), which computes the ECDH key establish-
ment.

e SHAT1.nc defines the interface SHA1 (SHA1M.nc), which provides the SHA-1 functions.

e CurveParam.nc defines the interface CurveParam, which permits to get the parameters of ellip-
tic curves and to optimize multiplication with omega. secp128*.nc, secp160*.nc, secp192*.nc
implement this interface in order to provide parameters for Standards for Efficient Cryptogra-
phy Group (SECG) defined elliptic curves. Curve name needs to be defined in the makefile to
select the elliptic curve parameters.

TinyECC is written in NesC. TinyECC is a ready-to-use software package enabling ECC Public Key
Cryptography (PKC) operations. It includes optimizations for ECC operations. A. Liu et al. com-
pared the execution time, ROM/RAM and energy consumptions for different platforms [4]. TinyECC
supports ECC schemes such as ECDSA, ECDH and ECIES, defined in the Standards for Efficient
Cryptography [5], and elliptic curve parameters such as secp160k1, secp160r1 and secp160r2 [6].
ECDH (respectively ECDSA) is a variant of the Diffie-Hellman key agreement protocol (respectively
Digital Signature Algorithm). ECIES, also known as Elliptic Curve Augmented Encryption Scheme
(ECAES), supports semantic security. Optimizations for ECC include Barrett Reduction, Hybrid Mul-
tiplication, Hybrid Squaring, Projective Coordinate System, Sliding Window Method, Shamir’s Trick
and Curve-Specific Optimization [4]. TinyECC supports 128-bit, 160-bit and 192-bit ECC parame-
ters. We remind that 160-bit ECC parameters provide the same security level as 1024-bit RSA. In
their evaluation, A. Liu et al. selected secp160r1 to evaluate each optimization technique. Enabling
all optimizations requires long pre-computation and the largest ROM and RAM consumptions.

ECDSA: testECDSA.nc and testECDSAM.nc are related to ECDSA and permits to measure its
execution time. As we are using TelosB/Tmote Sky mote, the installation is done as what fol-
lows. User must change the COMPONENT inside the Makefile of the folder TinyECC-2.0 with the
correct value (in this case testECDSA). It is possible to switch between seven curve parameters,
i.e. DSECP128R1, DSECP128R2, DSECP160K1, DSECP160R1, DSECP160R2, DSECP192K1,

DSECP192R1. The application is then compiled and uploaded into a mote connected through a
USB port.

make telosb install

The serial forwarder can be initialized with the following command (see Figure 5):
java net.tinyos.sf.SerialForwarder —comm serial@/dev/ttyUSBO:telosb &

The user can start the application by typing the following command from a shell:

cd /opt/tiny/opt/tinyos-2.1.1/apps/TineECC-2.0/
java show_ecdsa

The output is directly displayed on the console. Many rounds are generated and provide the follow-
ing information:
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TinyOS 2.x Serial Forwarder

Listening for client connections on port 9002
serial@/dev/TtyUSBO:115200: resynchronising Server Port:

Mote Communications:

2002
sarisl@/devittyUsEtalosh |

-

Listening to serial@sdev/ttyUsBo: telosh [ Main

[ Stop Server

Verbose Mode
Pckts Read: 9
Pckts Writn: 0
Mum Clients: 0

Help

Clear

Quit

-

Figure 5: TinyOS Serial Forwarder

the private key d

the time of ECC.init() ecci

the public key x and y

the time of public key generation pkg
the time of ECDSA.init() ecdsai

the message msg

the message signature r and s

the time of signature generation sg
the time of signature verification sv

The average timing result is also computed after each new round.

Private key:

d: 58a9a30d5937a46a5a8d5780483b£f86e533ad08

[ time of ECC.init () is 2.462 sec ]

Public key:

x: b23aecbc4a85845975f1c9dd3776aa07d0e0d728

y: 97544c3£505ced484beb29c851432ab£f85efcbl38

[ time of public key generation is 2.631 sec ]
[ time of ECDSA.init () 1is 4.76 sec ]

content and signature

msg: bd65d5b57ce2dba944973174£f7£1£4£7£8efc19d2c42963e63d9%9ad459¢c2751b4
72fbe0dfa85aa653b964d7b87aebc98d0c021b20

signature

r: fc0b8add4d9a036e18c04cd872cd3297bf4bledb

s: 0220bb36907191b99db37¢c53721b6343e8495535

[ time of signature generation is 2.832 sec ]

[ time of signature verification is 3.665 sec ] (pass)
Average timing result

ECC.init(): 2.4635

ECDSA.init (): 4.754

public key gen: 2.6605

sign:

2.8705

verify: 5.491

We performed 100 runs for each curve parameter. Statistics (average time in second) are provided
in the following table:

The execution time increases with the length of the key.

ECIES: testECIES.nc and testECIESM.nc are related to ECIES and permits to measure its exe-
cution time. As we are using TelosB/Tmote Sky mote, the installation is done as what follows.
User must change the COMPONENT inside the Makefile of the folder TinyECC-2.0 with the cor-
rect value (in this case testECIES). It is possible to switch between seven curve parameters,
i.e. DSECP128R1, DSECP128R2, DSECP160K1, DSECP160R1, DSECP160R2, DSECP192K1,
DSECP192R1. The application is then compiled and uploaded into a mote connected through a
USB port.
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Table 1: ECDSA.

ECDSA ecCi pkg ecdsai sg sV
DSECP128R1 | 1.7947 | 2.7943 | 3.4575 | 2.874 | 3.6845
DSECP128R2 | 1.7913 | 3.0516 | 3.4553 | 3.0996 | 4.0409
DSECP160R1 | 2.4613 | 2.6855 | 4.7523 | 2.8799 | 3.6717
DSECP160R2 | 2.4364 | 2.7759 | 4.7258 | 2.9456 | 3.7664
DSECP192K1 | 3.4083 | 4.1254 | 6.5745 | 4.3815 | 5.2008
DSECP192R1 | 3.5185 | 4.0747 | 6.4897 | 4.3352 | 5.4671

make telosb install

The serial forwarder can be initialized with the following command:

java net.tinyos.sf.SerialForwarder —-comm serial@/dev/ttyUSBO:telosb &

The user can start the application by typing the following command from a shell:

cd /opt/tiny/opt/tinyos-2.1.1/apps/TineECC-2.0/
java show_ecies

The output is directly displayed on the console. Many rounds are generated and provide the follow-
ing information:
¢ the plaintext message m
the time of ECIES.init() eciesi
the private key d

the public key x and y

the time of public key generation pkg

the time of ECIES.encrypt eciese

the ciphertext message ¢
¢ the time of ECIES.decrypt eciesd

The average timing result is also computed after each new round.

6bc0aad4b890d0c02163379edcc821b2944923b69cd851¢c2751bd65d5b57ce2dba9449
73174£f7£1£4

[ time of ECIES.init () is 2.471 sec ]

Private key:

d: 3bd90d63163e9396d140fb63e775bled5679deal

Public key:

x: e€727d37663ef9b77fdfebadebee979d0c6b89%ad

y: £2735e2aee45d84fd2bada7360deb6al74flbc2ca

[ time of public key generation is 2.719 sec ]
0210da4922e2993ea55344a7321c42eacdl1a01el107332b4dbc397ddf9191941e46bf
a6745d46£7£3c69660cdbeblc728£14d59048¢c6751b882ab5e344565024eef4ed0dd?
b80ae025b4854c72b687b471

[ time of ECIES.encrypt() is 6.005 sec ]
6bc0aadb890d0c02163379edcc821b2944923b69cd851¢c2751bd65d5b57¢ce2dba944973174£7£1F4
[ time of ECIES.decrypt() is 3.945 sec ]

Average timing result for 1 rounds

ECIES.init (): 2.471

public key gen: 2.719

encrypt: 11.919001

decrypt: 7.8929996
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Table 2: ECIES.

ECIES eciesi pkg eciese | eciesd
DSECP128R1 | 1.8021 | 2.7933 | 6.1389 | 3.7353
DSECP128R2 | 1.7938 | 2.9911 | 6.5543 | 3.9329
DSECP160R1 | 2.4554 | 2.6841 5.92 3.9022
DSECP160R2 | 2.4336 | 2.7727 | 6.0931 | 4.0463
DSECP192K1 | 3.4171 | 4.1437 | 9.0265 | 6.0687
DSECP192R1 | 3.4041 | 4.0614 | 8.8462 | 5.8449

We performed 100 runs for each curve parameter. Statistics (average time in second) are provided

in the following table: The execution time increases with the length of the key.

ECDH: testECDH.nc and testECDHM.nc are related to ECDH and permits to measure its execution
time. As we are using TelosB/Tmote Sky mote, the installation is done as what follows. User must
change the COMPONENT inside the Makefile of the folder TinyECC-2.0 with the correct value (in
this case testECDH). It is possible to switch between seven curve parameters, i.e. DSECP128R1,
DSECP128R2, DSECP160K1, DSECP160R1, DSECP160R2, DSECP192K1, DSECP192R1. The

application is then compiled and uploaded into a mote connected through a USB port.

make telosb install

The serial forwarder can be initialized with the following command:

java net.tinyos.sf.SerialForwarder —-comm serial@/dev/ttyUSBO:telosb &

The user can start the application by typing the following command from a shell:

cd /opt/tiny/opt/tinyos-2.1.1/apps/TineECC-2.0/

java show_ecdh

The output is directly displayed on the console. Many rounds are generated and provide the follow-

ing information:

¢ the time of ECDH.init ecdhi
e the private key1 d1
¢ the public key1 x1 and y1

e the time of public key1 generation pkg1

e the private key2 d2
¢ the public key2 x2 and y2

¢ the time of public key2 generation pkg2

¢ the established key1 ek1

e the time of ECDH.key_agree(1) ecdhka1

¢ the established key2 ek2

e the time of ECDH.key_agree(2) ecdhka2

[ time of EDH.init () is 2.462 sec ]
Private keyl:
76£12b£f705749a315d95497b8e81ad4876eadblch
Public keyl:

x: £6c6d38995b21e£32826c30£fe94bd2977£c85d2

y: a2bf24aaf788a969724cdf5436e5a56b1e652423

[ time of public key 1 generation is 2.74 sec ]

Private key2:
53ad39590c23169e93c4dcalf6£931c7964d8695
Public key2:

©BUTLER — Page 26/198



287901 BUTLER Project deliverable

x: 4c84d0d86fdc064dfeallOcbac47d833b7£149809

y: dd7537d9dda79514c40948c7dcb8b7acf0cbl0alsb

[ time of public key 2 generation is 2.731 sec ]
established keyl: 011294f5a4dbdbda23380c6e9ecled8e84356200
[ time of ECDH.key_agree() for 1 is 3.198 sec ]
established key2: 011294f5a4dbdbda23380c6e9ecled8e84356200
[ time of ECDH.key_agree() for 2 is 3.21 sec ]

Average timing result for 1 rounds

ECDH.init (): 2.462

PKl: 2.74

PK2: 2.731

key_agreel: 3.198

key_agree2: 3.21

We performed 100 runs for each curve parameter. Statistics (average time in second) are provided
in the following table: The execution time increases with the length of the key.

Table 3: ECDH.

ECDH ecdhi pkg1 pkg2 | ecdhkal | ecdhka2
SECP128R1 | 1.7962 | 2.7843 | 2.7756 | 3.355 3.3412
SECP128R2 | 1.7958 | 3.0017 | 3.0108 | 3.5633 | 3.5713
SECP160R1 | 2.4627 | 2.7106 | 2.7003 | 3.1826 | 3.1847
SECP160R2 | 2.4353 | 2.7704 | 2.778 3.259 3.282
SECP192K1 | 3.41 | 4.1236 | 4.1328 | 4.8097 | 4.8212
SECP192R1 | 3.4065 | 4.062 | 4.0707 | 4.7305 | 4.7389

IPSec in Contiki

IPsec (Internet Protocol Security) operates at the network layer. It is based on two protocols, i.e. the
Authentication Header (AH) and the Encapsulating Security Protocol (ESP). AH provides integrity
and data origin authentication with optional anti-reply features while ESP also offers confidentiality.
Two modes are available, i.e. transport and tunnel. In the transport mode, the IPsec header is
inserted after the IP header. Protection is primarily provided for next layer protocols. In fact only the
payload of the original IP packet is encrypted and/or authenticated. In the tunnel mode, a complete
IP packet is encrypted and/or authenticated. Then it is encapsulated into a new IP packet with a
new |IP header. A Security Association (SA) is an association between two IPsec endpoints. The
flow of information in one direction is protected. As a consequence, two SAs are needed for a bidi-
rectional communication. SAs can be established and maintained manually. However the Internet
Key Exchange protocol (IKE or IKEv2) is used to automatically do this. Mutual authentication is
performed between two parties. The IKE security association is used to efficiently establish SAs
for ESP or AH. All IKE communications consist of pairs of messages, called “exchange”. The IKE
SA INIT exchange negotiates security parameters (nonces and Diffie-Hellman) for the IKE SA. The
IKE AUTH exchange transmits identities, authenticates them and initializes the SA. IKE is respon-
sible for key management needed in all encryption and authentication operations based on keys.
IPSec for 6LOWPAN has been released by Dr Shahid Raza from the Swedish Institute of Computer
Science (SICS) [7]. The source code is available here:

svn co https://contikiprojects.svn.sourceforge.net/svnroot/contikiprojects/sics.se/ipsec ipsec

The set-up is based on 2 motes connected through USB ports to a computer running Instant contiki
2.6. The first mote M1 is used as a border router.

Ml: MAC 00:12:74:00:10:21:b4:d8
aaaa::212:7400:1021:b4d8

The second mote is used as Application Example.

M2: MAC 00:12:74:00:10:£4:10:3a
aaaa::212:7400:10£f4:103a

IPsec is first configured inside the Ubuntu virtual machine (Instant contiki). The package ipsec-tools
must be installed.
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sudo apt-get install ipsec-tools

The file ipsec-tools.conf must be edited in order to specify SAs. The IPv6 address of the Mote
2 (Application Example) is aaaa::212:7400:10f4:103a. In order to start the service, the following
command should be run:

sudo chmod 750 ipsec-tools.conf # (conf file not readable to the world)
sudo /etc/init.d/setkey start

user@instant-contiki:/etc sudo /etc/init.d/setkey start
* Loading IPsec SA/SP database:
[ OK ]

For the part related to the configuration of IPsec in the Contiki mote, it is mentioned that, the user
should set in project.conf the selected modes of operation. The key are stored in ipsec/aes-ctr.c
and ipsec/aes-xcbc-mac.c. The key is the same than the one used during the IPSec configuration
in Ubuntu (Oxcf5faaca70ee5ec4c8f43158a45c0363):

{Oxcf, 0x5f, Oxaa, Oxca, 0x70, Oxee, 0x5e, Oxc4, 0xc8, 0xf4,0x31,0x58, 0xa4d, 0x5c, 0x03,0x63}

The nonce is 0x69,0xbb,0xc0,0xc9. This IPsec solution uses pre-shared keys in order to establish
SAs. In other words, the key management scheme of the IPsec suite, namely the IKEv2 protocol
has not been done. S. Raza et al described in [8] their on-going research on Lightweight IKEv2.
Finally here is the usage with the Tmote sky from Linux. The border router M1 is compiled with the
following commands:

cd contiki-2.6/examples/ipv6/rpl-border-router/
sudo make TARGET=sky border-router.upload MOTE=1

The border router is initialized with the command:
make connect-router
The application is now installed on the second mote M2 with the following command:

cd contiki-2.6/examples/ipv6/ipsec/
sudo make ipsec-example.upload MOTE=2

The user should finally execute the commands to test the application:

cd ~/contiki-2.6/examples/ipv6/ipsec/scripts
./client.py aaaa::0212:7400:13b7:7£30

We made some experiments with AH, ESP, and AH+ESP. Data are composed by a succession of
32°’a’. The client application provides the following result:

./client.py aaaa::0212:7400:13b7:7£30
Duration: 165 ms

Request: aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
Response: bbbbbbbbbbbbbbbbbbbbbbbbbbbbbbbb

The compressed version of IPsec has been implemented for the Contiki OS. For the AH Authenti-
cation, the mode HMAC-SHA1-96 needs 24 Bytes (possibly reduced to 16 Bytes for compressed
IPsec). In comparison, 802.15.4 in AES-CBC-MAC-96 mode needs 12 Bytes. For the ESP En-
cryption, AES-CBC needs 18 Bytes (possibly reduced to 12 Bytes for compressed IPsec). In
comparison, 802.15.4 in AES-CTR mode needs 5 Bytes. For the ESP Encryption and Authenti-
cation, the mode AES-CBC and HMAC-SHA1-96 needs 30 Bytes (possibly reduced to 24 Bytes).
In comparison, 802.15.4 in AES-CCM-128 needs 21 Bytes.

TinyDTLS in Contiki

O. Bergmann designed a specific library enabling a datagram server with DTLS support [9]. The
current release is tinydtls-0.4.0 (July 2013). It also provides an application example. The source
files are available here: (http://sourceforge.net/projects/tinydtls/files/). We installed tinydtls on the
Instant Contiki 2.6 virtual machine. The set-up is done as what follows. The source file should be
uncompressed in a defined location. The configuration is done with the command:
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./configure
Thereafter we perform the installation.

make
sudo make install

User just needs to add tinydtls to the variable APPS in the Makefile.

3.1.2.1.3 Internet Key Exchange Mechanism for IPSec in 6LoWPAN

This subsection describes about an experimental prototype implementation of Internet Key Ex-
change (IKEv2) mechanism for IPSec in 6LoWPAN. Previously, IPSec (Internet Protocol Security)
as the security option for 6LOWPAN based smart objects was described in [10], it includes a brief
description of IPSec and the IKEv2 (Internet Key Exchange version 2) protocol’s key exchange
procedure. This following describes a brief description and requirements of the performed experi-
ments.

IKEv2 implementation:

A partial implementation of IKEv2 protocol [11] was developed under the EU FP7 funded project
‘CALIPSO’ [12] is available open source. Some important software and hardware requirements are
the following,

¢ A test platform with ample resources such as the RAM, Flash memory, etc. One of them is the
WISMOTE platform and it's shown in Figure 6.

— This IPsec patch must be compiled using the MSP430X instruction set (20-bit memory
instructions) as the memory space provided by the 16-bit MSP430 is not enough, therefore
it is recommended to build using IAR compiler or MSP430-GCC compiler of version 4.7.2
or greater (earlier versions have memory leaks).

e The Linux system should support IPSec implementation within its kernel. Strongswan [13],
one of the most popular IPSec implementation for Ubuntu based linux system is preferred.
Strongswan has IKEv2 keying daemon named Charon, a keying daemon was built from scratch
to implement the IKEv2 protocol for Strongswan. The BR node acts as a middle man to
exchange messages from node to the Internet through the Linux system.

More information about the features that has not been implemented in this IPSec patch for Contiki
can be found in README.md [11]. The author has implemented only the ESP encryption mode of
IPSec.

Figure 6: WISMOTE platform

Contiki, the open source operating system for 6LoWPAN based devices provide a simulation tool
named Cooja. Also, it provides a native platform to test applications with Cooja. This IPSec imple-
mentation [11] has been tested with Cooja. The test set-up is shown with a screen shot from cooja
simulator in Figure 7 which consists of two nodes,
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e Node 1: a border router application with IPv6 address aaaa::1
e Node 2: an IPSec enabled simple application node with IPv6 address aaaa::2

Before starting the simulation in cooja, the following command has to be executed in the linux
terminal:

make TARGET=cooja connect-router-cooja

The above contiki command creates a virtual TUN interface with the BR, thus provides message
exchange between the linux machine and the cooja simulated environment, therefore enabling the
secure IPSec end-to-end connection between the two nodes.

ample - Cooja: The Contiki Network Simulator
Eile Simulation Motes Tools Settings Help

] Network

WView Zoom

aaaan 200l

Figure 7: cooja simulator

The security parameters between two nodes are exchanged when one of the node initiates com-
munication with another node. For example, a ping request from BR node1 (aaaa::1) to IPSec
application node2 (aaaa::2) can be initiated by using the ping6 linux command or by enabling au-
tomated request from the sensor node. Following the request, an IKEv2 key exchange mechanism
is initiated, Figure 8 represents the wireshark capture on the virtual TUN interface created by BR
application with a successful IKEv2 key exchange with 4 messages being exchanged in an appro-
priate order was shown in Figure 8. Later, the application specific data are exchanged as encrypted
security payload (ESP) packets.

3.1.2.2 SmartObject Security based on ZigBee
3.1.2.2.1 Security in the ZigBee stack protocol

The ZigBee stack is built upon the PHY / MAC layer of the IEEE 802.15.4 standard. It uses the IEEE
802.15.4 model where the Network Layer has direct access to the MAC. The ZigBee Network (NWK)
layer provides network topology management, MAC management, routing and discovery protocol.
Security management tools are provided both by the ZigBee Network layer and the Application
sub-layer. The ZigBee network can overlay its security service to the additional security service
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Figure 8: Successful IKEv2 parameters exchange with cooja
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Figure 9: No name one
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available in the MAC layer. The user application builds on the ZigBee stack through its Application
Interface (API).

ZigBee uses three keys at different level to manage the security:
e The master key is the deep secret key of the nodes. It can be used as an initial secret key
shared between two peers and pre-deployed via an out-of-band channel,

e The network key ensures the security at the network level and is shared by all the nodes of
the network,

e The link key is optional. This key can be deduced from the master key and ensures the
security of the link between two peers at the application level.
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Figure 10: No name two

The security protection of the different layers can be combined.
ZigBee security provides support for key management, key transport, frame protection and key
establishment. It holds a Trust Center that is usually the network coordinator. Its role is to ensure:
e The security management, to authenticate the nodes that request to join the network
e The network management to maintain and distribute network keys
e The configuration management to enable the security between several devices
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3.1.2.2.2 Security framework based on ZigBee standard for Butler platform

For the Butler project, we used the ZigBee standard with the motes Waspmote from Libelium tech-
nology. We considered sensor network architecture organized in a “mesh” topology with three types
of elements:

e The coordinator which is at the gateway interface between the LAN (local area network) and
WAN (wide area network). This element must be “trust” because it provides key management
in sensor network and stores cryptographic keys, information or resources. He plays the role
of “Trust Center” for the sensor network Waspmote.

e Nodes routers only provide the routing function.

e Nodes sensors or actuators that are leaves of the network or “end-devices” and generate the
resources to protect.

We have designed a homogeneous secure framework that can support the co-existence of several
technologies based on IEEE 802.15.4 wireless standard. It handles motes of different capabilities
and resources. A homogeneous policy and the associated protocols have been set to enable the
coordinator to manage the security for three kinds of sensor network capabilities:

1. Symmetric key pre distribution via an “out-of-band” channel (for very constrained nodes)
2. Use of Raw Public Key thanks to a Lightweight DTLS handshake without certificate (for con-
strained nodes)

3. PKI scheme with certificate managed by the coordinator (for others nodes)

In the following, we address the two first techniques as the last one (PKI scheme) is reserved for
the biggest motes with wide resources and can be achieved with open source library found in the
literature. We focus on the deployment and the establishment of the “master” key of each node.
This is the crucial phase of the security bootstrapping in the LAN. The others keys, at network or at
application levels are derived from this key.

The ZigBee Cluster Library (ZCL) is organized into seven functional domains (in black in Table 1)
specified in [14]

Table 4: Functional Domain for ZigBee Clusters

Functional domain Cluster ID range
General 0x0000 to 0x00FF
Closures 0x0100 to Ox01FF

HVAC 0x0200 to 0x02FF
Lighting 0x0300 to 0x03FF

Measurement and Sensing | 0x0400 to Ox04FF
Security and Safety 0x0500 to 0x05FF
Protocol interfaces 0x0600 to Ox06FF

SDM 0x0700 to 0x07FF

The “Security and Safety” domain is dedicated to a wireless Intruder Alarm System. Additional
functions designed in this domain should be integrated into the IAS. ZigBee provides also Security
Services for Key establishment but only for the Link key located at the Application layer and derived
from the Master key. The master key is supposed to be secretly deployed and stored in the device.
The question of the master key deployment is not tackled by the ZigBee standard. So, we will focus
on this question and add features to bring solutions.

Into the ZCL, we define a new functional domain called “Security Deployment and Maintenance”
(SDP) (in green in Table 4) to handle the secure bootstrapping operation. The associated Cluster
ID range can be 0x0700 to Ox07FF.
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For each security management scheme, we define the required cluster to achieve the master key
deployment, the master key update, the certificate update (for the third scheme), the certificate (or
public key) revocation.

ZigBee Cluster Library Very Constrained Node
Profile for very constrained node
_SDM technology ZigBee
Functional Get Nonce
Domain
0701 | Get Key — Cluster List for Profile
@ 0702 | Ack Key
: 0700 | Get Nonce
0750 | ClientHello 0701 | Get Key
® -07_51 HelloVerify -0702 Ack Key
Get Cetificat —. Other cluster
@ Check Cetificat
§ Other cluster
Other cluster
General
Functional Other cluster
Domain
Security & Safety

Functional Other cluster f

Domain

@ Symmetric key pre-deployement
® Raw Public Key without certificate
® PKI scheme

Figure 11: New Functional domain and Cluster ID for ZigBee

According to its capabilities, a node gets a Profile and is provided by the corresponding clusters of
the SDP functional domain. This enables the binding between the node and the gateway/coordina-
tor that manages the security and holds the master key features.

Holds the cluster ID
according to
its profile

Holds the whole
cluster List Gateway binding very

Coordinator ~— " T T Emm—— Constrained
Node

Figure 12: Binding between the coordinator and the node

3.1.2.2.3 Symmetric key distribution

We propose a security scheme based on the use of symmetric keys. It completes the security
features provided by the ZigBee standard in order to reinforce the security of the master key that is
the deep secret of the system, and to provide more scalability when several technologies co-exist.

ZigBee standard provides:

e A master key as the seed of the security
¢ A network key shared by the nodes at the network layer
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e Alink key between two peers at the application level.

We have added a functional domain to manage the deployment, the maintenance and the revoca-
tion of the master key that is the deep security feature of the node.

In our scheme, an initial master key is pre-deployed inside the node at manufacture via an out-
of-band channel. This enables to get a pre-secured channel at start. When the node bootstraps
to the network for the first time, this initial key is updated by the “first” operational master key.
During the lifespan of the network, the master key will be periodically updated at the initiative of the
administrator. An additional symmetric key is provided into the node at manufacture: the “global”
key. This key is used at the MAC layer, is shared by all the nodes of the wireless sensor network
and provides a security “at low layer” for the whole network.

So, the network key provided by the ZigBee standard can be a “Group Key” derived from the current
master key and managed by the “Group Cluster”. This enables to address securely a group of nodes
that share a common feature. The Link Key at application layer is also derived from the master key
and enables the security management by application.

Master Key Group Key
peer-to-peer link between the coordinator and a node shared between several nodes
deep secret of the node never used to communicate managed by ZigBee at the network layer

Network Key

A A ¢ "’k-“—“"&ﬁé

i::r::"z.m - <
V4T U

\

“Global” Key Link Key
shared by al the nodes of the network peer-to-peer link to transport an application resource
managed at the IEEE 802.15.4 MAC layer managed by ZigBee at the application layer

Rl s o
« A A ﬁm Kcvu Re \E 'A-\ - A // A oy
.L ) i *

Figure 13: Four security keys for the security framework

3.1.2.2.4 The use of Raw Public Keys

In the following, we propose a lightweight handshake mechanism in the LAN to address the se-
curity deployment using Raw Public Keys of constrained data sources connected to the Internet
via a trusted gateway and communicating in the LAN wirelessly with a low-power communication
standard such as IEEE 802.15.4. This scheme can be used to deploy and to maintain the master
key for constrained nodes.

This new lightweight authentication protocol is designed to ensure:
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e The security of the wireless communication channel for low power communication standard in
order to secure the communication between the constrained data sources and the gateway -
i.e. the resource provider - that exposes the data over traditional Internet. The security scheme
should protect against eavesdropping, replay attacks, attacks by packet injection, man-in-the-
middle attacks, some deny-of-service attacks, spoofing of device identity.

e An easy deployment of the security mechanism at large scale in the LAN.
e The continuity of the security on the main trust boundary located at the gateway at the interface
between the LAN and the WAN worlds.

This lightweight handshake crosses the layers of the OSI| model, as it exploits some capabilities of
the Physical layer able to sense the node environment thanks to the radio link, the physical sensors
or internal characteristics such as internal clock jitter.

CoAP
DTLS New lightweight handshake protocol on
Datagram Transport Layer

ubpP A

IPv6

6LowPAN
802.15.4 MAC
<— radio statistics

<— sensor noise
<— internal clock shift

802.15.4 PHY Context-Aware TRNG

Figure 14: Cross-Layer security scheme

entropy
collection

At the PHY layer:

The studies realized in [15], [16], [17] and [18] aim to harvest entropy form the physical environment
of the node to enable constrained headless devices to generate “true” random numbers. This
offers to the nodes new capabilities as generating their own cryptographic features, especially their
asymmetric secret key that is never disclosed, nor stored in a remote “master” device.

Security on UDP (transport) layer:

DTLS proposes three modes for authentication and/or session key negotiation between a con-
strained data source - i.e. the node - and a gateway:

1. Pre shared key: This mode only uses symmetric cryptography. A shared key is stored inside
the nodes before the deployment. Generally, the same key is shared between several nodes
that form a group or a sub-network.

2. Raw Public key: This mode is based on an asymmetric cryptosystem and the pre-deployment
of a couple of secret key/public key (SK/PK) into each node.

3. Handshake protocol: The complete DTLS handshake protocol using X.509 certificate stan-
dard.

The handshake protocol is the most complete mode enabling both authentication and session key
negotiation based on an asymmetric cryptosystem and the use of certificates following the standard
X.509. This protocol is quite big in terms of number of messages exchanged, overhead, memory
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space and power consumption. It cannot be integrated in constrained devices. The raw public key
protocol needs a pre-deployment of an asymmetric couple of keys into each node which is tedious
at large scale.

In contrast, the Pre Shared Key protocol does not handle any authentication mechanism except the
owning of the initial symmetric key shared by several entities.

It is not conceivable to embed into constrained devices complete handshake protocol. DTLS has
been designed with the focus to ensure the interoperability with TLS for communication over UDP
and not with the focus to be embedded into constrained devices. Yet, the use of asymmetric cryp-
tography is seen as a benefit as it facilitates the deployment of the nodes and provides a higher
security level and security scalability.

A new lightweight handshake protocol for secure bootstrapping

Based on the assumption that the nodes are provided with a new capability that enables the gener-
ation of their own secret key and public key with good entropy characteristics, we have designed a
new lightweight handshake protocol that can fit into constrained devices.

Each node embeds a “true” random bit generator and an elliptic curve cryptosystem (e.g. secg-
256r1) enabling its secret key generation. The gateway embeds an initial couple of asymmetric
keys, the initial secret key, the public key and the lightweight associated ECC-based certificate
signed by the authorization server master key (SKinitial/PKinitias @nd Certinitial). We suppose that each
legitimate node knows the public material PKinitias and Certinitia) before deployment. The knowledge
of the public cryptographic materials makes the node legitimate in the LAN as this public material
is not really “public”, but is restricted and only disclosed to the legitimate nodes before deployment.
This enables to initiate the security authentication protocol and session key agreement detailed in

Figure 15.
Kyt Kyt £=(p.a b Glxy),nh)
PKinit PKinit PKGnit
Certiny=Sign(ID;n1,PKint, Tstart, Tena) MasterKey Certine Certyye
Server Gateway Device
« | POST /.well-known/
oid E!’ GatewayHello e
DoS attack = 1.xx Verify Coaliz
HelloVerify o
. o~ (=]
Encrypt(Ceokit, IDsouce, Certiu) PKin: | g
Decryption =) =
enabled only POST / well-known/ = g
EhoWESKex G;tewa.“l-ivello o I-I;
- Y Catch message D
Save in DataBa'se = Coolie thanks to Caslie E
Dyource | Cookic c
= 2.01 Created/session/8db1e964 g
i i DeviceHello « Generate TRUE %
RequestCertificate Generate TRUE DevicePublicKeyExchange PK;=[a].G & IDgpyrce £ random number I
random number 2 a=8K 2
Compute b=$K, s a E
. Cert,= PUT /session/8db1e964 o =
Sign(IDsource,PKa, Tstart, Teng) MasterKey Save in DataBase 2 GatewayPublicKeyExchange Sign(PK,= [b].G, Cert,)SKin; OET;:iI‘;‘Z:‘” g
SendCertificate Cert, 1Dsource | PKa 2 session key E
2.04 Changed | [al.[bl.G = [al.PK, &
Compute & Verify . FinishedAck f Save in Memory “
[al.[bl.G = [b].PK, Sign([al.[b].G )SKa |5 [a].[b].G | Cent,
=
Save in DataBase
IDource | [al.[b].G | Cert, | Cqrtinie | PAGE 6

Figure 15: Overview of the lightweight handshake

The first challenge/response between the gateway and the data source is a ClientHello message
following by a HelloVerify message containing a cookie. To avoid eavesdropping following by packet
injection attack, the cookie, the data source identity (IDpata_source) @and Certinitia Should be encrypted
with the initial gateway public key (PKinitial) Stored by the data source before deployment. The role
of the ciphered content is as follow:

e The cookie is a random number generated by the data source in order to avoid some deny-
of-service attacks (attack by amplification and flooding the node by successive ClientHello
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messages). In our scheme, the cookie plays a second role consisting in pseudo-naming the
node during the handshake protocol.

e The data source identity is linked to the cookie and encrypted to preserve its confidentiality
until the session key negotiation.

e The Certjyitias €ncapsulated into the ciphered data content is an initial secret shared between
the data source and the gateway used to prove the node legitimacy. It could be verified by the
authorization server. In fact, the HelloVerify message cannot be signed as the node has not
yet published its own public key.

The gateway is the unique device able to decrypt the HelloVerify response with the initial secret key
SKinitiai- It stores the data source ID and uses the cookie in another ClientHello challenge. Only
the data source at the origin of this cookie will take the challenge in consideration. It replies with
a ServerHelloAck message in two parts sent in clear text: its public key PK, and its data source
identity IDpata_source; Where a = SKj is the secret key of the node generated by the embedded
“true” random number generator.

Optionally, to improve the security in the case where the messages are lost by the legitimate receiver
and simultaneously eavesdropped by a malicious entity, the second ClientHello including the cookie
may be signed with SKj,itia1 and the ServerHelloAck content may be encrypted with PKi,itia- In fact,
even if the gateway is the unique entity to know the cookie after the flight 2, an attacker that has
intercepted the cookie in clear text in the flight 3, possibly missed by the legitimate data source is
able to flood the node by sending repeated messages including this cookie. For the ServerHelloAck
message, the encryption of the content - i.e. Certa & IDpata source - @voids that an attacker injects
fake public key associated with the correct data source identity if the legitimate ServerHelloAck
message (flight 4) has been missed by the gateway.

When the gateway has sent the second ClientHello challenge, it starts a timer, waiting for the
ServerHelloAck response including the data source identity associated with the cookie. When it
receives the ServerHelloAck response in the given time interval, it checks that the IDpata_source iS
the correct one. Then, it transferes the data source public key and identity to the authorization
server via a secure SSL/TLS ethernet link to request for a certificate. The authorization server
creates the data source certificate signed with its master key and responds to the gateway. The
gateway uses the associated public key PK; to compute the session key by SKj,-PK; where SK, = b
is the gateway current secret key.

Thanks to the flight 5, the Diffie-Hellman mechanism enables to share a session key and to send
to the data source its certicate signed by the server. The gateway sends a Finished message
with its current public key and the certificate PKy, and Cert, in clear text. Upon reception, the data
source stores its certificate and computes the session key by SKj - PKy. As SKj, - PKy = SKj - PKy,
the gateway and the data source share a “local” session key. The data source acknowledges the
Finished challenge by a Finished response handling the digital signature of the session key. During
this last message exchange, the data source and the gateway could also agree on a symmetric
cipher suite.

Once the handshake achieved, the data source may erase the initial public key and certificate
(PKinitiat and Certinitial) stored before deployment and remove the cookie.

This security scheme facilitates large scale deployment of additional data source over the LAN as
all the nodes are provided by the same software and the same initial public key (PKinitial) at start.
Thanks to the use of certificate, the cryptographic materials can be managed and maintained. If a
node is considered as malicious, the authorization server can revoke it.

Nevertheless, lightweight and dedicated certificates based on ECC cryptosystem should be de-
signed to enable exchanges of short messages on the throughput.

The session key renewal
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The symmetric session key may be used for a given time to secure the communication between
a node and an identified gateway. lts renewal is initiated by the authorization server when the
associated certificate expires or when all the initialization vector values have been used for this
session key. The authorization server will send to the gateway a request to launch a new handshake
mechanism with the node. At the issue of the handshake, a new session key with a new certificate
associated is established (see Figure 16).
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Figure 16: Session key renewal between a node and a gateway

The initial key renewal

The initial key and the initial certificate are a secret disclosed only to the legitimate nodes be-
fore deployment. It must frequently change to avoid its capture by an attacker. Their renewal
is decided by the authorization server when Certi,itia €xpires. The authorization server gener-
ates a new couple of asymmtric public and secret key and the associated new certificate noted
SKinitnvew /PKinitnew @nd Certininew- Then, the server sends these new security credentials to the
gateways for update via a secure SSL/TLS link. All the future nodes to deploy will embed the public
material PKinitnew and Certinitnew-

All the nodes that are already deployed will receive a request from a gatway in their area to show
the initial certificate they embed. This protocol is launched thanks to the channel secured with the
current session key. If the initial certificate of the node is the old one, it is updated. This enables the
node to move, to change of area and to establish a new handshake with another gateway belonging
to the same infrastructure and knowing the new initial credential. If a node is not reachable during
the time of the renewal of the intial material, it will not be able to establish a new handshake in the
future (see Figure 17).

This scheme enables also to revoke nodes or cryptographic element that has been compromise.
The revocation process is managed by the authorization server. Certificates are used to manage the
cryptographic keys along time, in a future work, lighweight certificates based on ECC cryptography
should be designed to enable an efficient management of the security of the constrained devices.

3.1.2.3 Theoretical Security under Fading Channels

A continuing trend of miniaturisation and a growing demand for information are two powerful drivers
of new communication systems, which therefore increasingly rely on embedded technology, as
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Figure 17: Initial key renewal

illustrated by loT. The embedded nature of future wireless networks implies not only power-limitation
of devices, but also a likelihood that a greater share of traffic will be of highly sensitive and personal
information, which together pressure for new wireless security mechanisms that do not rely on
the overhead-heavy and coordination-intense protocols of today.

One approach to meet such requirements is physical-layer information-theoretical security [19],
which aims at eliminating the need of cryptography altogether. These seminal works on secrecy
[20—22] established the notion that any wireless channel has an intrinsic secrecy capacity, which
is fundamentally determined by how the power of the signal at a legitimate destination compares
against that at an eavesdropper. After a break of three decades, these ideas have recently re-
emerged and shown to apply also to wireless fading channels [23, 24]. In this context, a number
of previously ignored factors gain significance, including the facts that: a) wireless devices form
networks of unknown topology; and b) devices in wireless networks interfer with each other.

It is therefore fundamental to better understand the inherent secrecy of wireless systems under
more realistic conditions. To this end, Stochastic Geometry [25] and the notion of secrecy graphs
have emerged [26,27], such that the study of achievable secrecy rates of random networks have
initially followed steps similar to those taken to characterise the communication rates of random
networks [28,29]. Examples of such an approach are the secrecy rate scaling laws derived in
[30] and [31], the secrecy transmission capacity of homogeneous networks studied in [32, 33].
The same approach has been adopted also when considering the effect of interference onto the
achievable secrecy rates in wireless networks [24, 26, 33, 34]. It has been shown that the Poisson
Point Processes (PPPs) can accurately model the majority of wireless systems of interest. Our
works are formulated on the latter premises. Specifically, we will study the inherent secrecy in
random networks, with the particular aim of modelling topological models and considering the
effect/role of interference, as detailed below.

3.1.2.3.1 Results Related to the Networks of Unknown Topology

Order Statistics and Network Topology

First, consider a random network in an unbound Euclidean space of dimension d, modeled by a
stationary Poisson point processes (PPP) [35] of intensity A in RY, and select an arbitrary refer-
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ence point defining the origin of the space, ordering the remaining points £ € N according to their
Euclidean distances r;, to such a reference.

It is well-known that the ordered distances r; are such that r;, # r; for k& # j, almost surely [25].
This property is implicitly used henceforth to support the assumption that each node in the network
can be unequivocally identified by its distance to the origin (source).

Let the aforementioned model be applied to two overlaid networks of legitimate nodes and eaves-
droppers, respectively, with corresponding densities A\, and Ag. Consider that a source located at
the origin (without lack of generality) wishes to unicast to the legitimate node £ in the presence of an
eavesdropper located at the unknown distance rg, subjected to nakagami-m fading and path loss
governed by the exponent «. Then, the secrecy capacity of the unicast channel can be re-written

as [21,24]
B h PP 2P
Cs;k—log2<1+ "Ny logy| 1+ N b/s/Hz, (1)

where we have implicitly defined the quantities ¢, 2 "2* and ¢ 2 "2 which denote the channel

« (e
"L "B

gains of the legitimate node and the eavesdroppers, respectively.

In order to obtain an expression for the secrecy outage probability — or equivalently, for the secrecy
non-outage probability defined equation (1), — the distributions of the path gains (1, and (g need to
be derived.

To this end, we derived the distribution of the path gain to the k-th closest legitimate node in [36],
obtaining

xm—l
pe, (@3 k,m, ) = A(k;m,ny) - (L + 1)tk (2)
where the auxiliary function A(k; m,n) is defined as
. » Dm+En™ 4

In the secrecy capacity analysis, we now notice that for a given legitimate path gain (1., what
determines the secrecy capacity of a channel subjected to fading is not any specific eavesdropper,
but rather the eavesdropper with the maximum (instantaneous) path gain amongst those present.
Consequently, concerning the eavesdropping network and assuming that the communicating pair
is exposed to an unknown number K of eavesdroppers, the distribution of interest is an extreme
value distribution, namely, the statistics of the quantity

(e = max{Cp:1, -, Cpi}- (4)

We have shown in [36] that EE_is accurately modelled by a two-parameter Generalized Extreme
value (GEV) approximation for (g, then

1

z—v4+0\ !
pr(x;V’ 0) ~ 5 (3“7"“9)72 e_( 0 ) (5)

0 b

where the parameters v and 6 are the location and scale parameters, respectively.

Here, yet another comment is relevant, namely, that the approach leading to the result described
by equation (5) is even more flexible to generalisation then that of equation (2). Indeed, it is
well known [37] that order statistics distributions are robust to variations of the shapes of distribu-
tions, depending mostly on the tail’s decay rate.

Back to our discussion, using the path gain distributions of legitimate and eavesdropper nodes, one
can compute the secrecy non-outage probability between the source and k-th node (in the presence
of a randomly located multiple eavesdroppers) as
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m— kg )

- A(k;m,nr, 2fteg M1 m—1 ~ Ly k+7

Pout (Rs; m, L, v, 0) I(Tj%)e DY B e . (6)
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where § = (2f:(v — 0 4 p~') — p~' + =) and E is an exponential integral.

Secrecy Outage as a Function of Node Index
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Figure 18: Secrecy outage as a function of node index in the case of Rayleigh fading (m = 1) and for various
rates, with unitary reference SNR (p = 1).
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Figure 19: Secrecy outage as a function of node index in the case of Rayleigh fading (m = 1) and for various
reference SNR’s (p = {0.5,1, 5,25}), with unitary rate (R = 1).

Plots of the secrecy outage obtained with equation (6) are shown in Figures 18 and 19. The results
in Figure 18 are intuitive, namely they indicate that it is hard to ensure a low secrecy outage for
nodes further from the source and for high rates. The results in Figure 19, however, are less
intuitive, as they shown that the achievable secrecy non-outage is largely independent on the
reference SNR p, even for a fixed rate!

At a glance, equation (6) looks somewhat cumbersome, but its significance can be captured as
follows. Let us consider the case where the source is able to identify which of its neighbors has
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the best path loss, subsequently unicasting to that node. This case relates to the scenario studied
in [23,24], in the sense that the selection of the device with the “best channel” can either occur in
terms of the “best node” at a given time thanks the quasi-stationarity of the channel — as assumed
in [24] — or in terms of the “best time” — as assumed in [23]. Simplifying equation (6) accordingly,
we have shown [38] that in this case the probability that a non-zero secrecy capacity between the
source and the best node exists (in the presence of a randomly located multiple eavesdroppers) is
given by

. A\E
Pou(0) = PV

(7)

Again, equation (7) is highly motivating in the context of our works, as it indicates that the existence
of a secrecy capacity between a pair of devices immersed in a random network, is a function of the
density ratio where A,/ \g between legitimate and eavesdropping nodes! This specific result holds
only for homogeneous PPP networks, but there is clear hope to obtained generalised versions for
other point processes. For instance, it is evident that in the case of a non-homogeneous PPP the
result would also hold, only with A1, and g replaced by local densities. For more general cases,
other concise measures of statistical proportionality between eavesdroppers and legitimate nodes
may turn out.

Correlation and Network Topology

An indirect way to generalise the assumption of uniformity that is implied by a PPP is to incorporate
spatial correlation into the model. Indeed, clusterization [39] — a mechanism that is often used to
approximate other point processes via PPPs [40] — can be seen a particular case of correlation,
since it ultimately consists of correlation of the random distances from a source to group of clus-
terized nodes, which in turn as per equation (1) affect the legitimate and eavesdropping SNRs and
thus the secrecy capacity.

Secrecy Outage as a Function of Node Index
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Figure 20: Secrecy outage probability P,,; as a function of node index under Nakagami-m fading for various

secrecy rates, with A\, = A\g =1 and m = 1.
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Secrecy Rate as function of Eavesdropper’s Density
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Figure 21: Secrecy transmission capacity as a function of eavesdroppers’ intensity, with A\, =2, a =2, m = 1,
k=1.
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The body of work where the impact of correlation in the secrecy of random networks is compara-
tively small, but the issue has not entirely escaped the attention of the community. For instance,
the secrecy capacity and secrecy outage capacity of point-to-point system subjected to correlated
fading channels were studied in [41] and [42], respectively.

To the best of our knowledge, no previous work exists on the secrecy capacity and outage
capacity of random wireless networks with channel correlation. Specifically, we have shown
[43] that an asymptotic expression for the secrecy outage probability under correlated fading
channels in the high SNR regime is

- 22m—1r(m+§)(1p)m7° hrm=1(; 41
[(
0

1 1
Pout<R37m757 )\L7)\Eap) - ﬁl’(m) Z+1)2—4p2]m+%

—— dz.
20k (20 4 :\\—f x 2Rs)k

(8)

where ¢ = 2/a.

The impact of correlation on the secrecy outage of different nodes under Nakagami-m fading can
be observed in Figure 20, where we show plots of P,,; as a function of node index for a constant
channel correlation coefficient p = 0.9. The figure displays various curves for various secrecy rates,
with A\, = A\g = 1, « = 2 and m = 1. Compared to Figure 18, no particular new insight is gained,
as it is found that for any given secrecy rate R, nodes further away have higher outage than nodes
closer to the source, as expected.

Consider however the minimum secrecy rate R achieved under a certain outage ¢, as a function
of the density of eavesdroppers A\g, which can be obtained by numerically inverting equation (8).
The results are shown above Figures. This time it can be seen that, surprisingly, the secrecy
rate increases with the correlation if the secrecy outage is higher then 50%, but decreases
otherwise. Since, as shown in Figure 20, farther nodes have higher outage, we conclude from both
figures together that correlation helps farther nodes and harms nearer ones.

3.1.2.3.2 Results Related to Interference Aggregation with Secrecy
Interference Aggregation in Fading Channels

Interference is another key parameter in characterizing the network-wide secrecy throughput of
large scale networks. If undesigned, interference is an aggregated sum of undesired signals due
to concurrent transmissions, that may cause severe throughput degradation. Such an interference
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can be modelled as a stochastic process, with the random location of interferers described by point
process Z. Then a generalized model of aggregate interference can be defined as

T=> X1 (9)
i€
where r; is the distance between the receiver and the i-th interferer, « is a propagation loss coeffi-
cient and X; £ |h;|?> models the channel power.

Stochastic geometry is one of the tools that can be used to characterize the statistical behaviour
of aggregate interference. A convenient way to do so is via the Laplace Transform (LT) of Z, or its
characteristic function (CF), namely

Lz(w;a) = Ele™7], (10)

where the expectation is take over the distributions of X; and r;, and the parameters of those
distributions are omitted from the notation for the sake of simplicity and generality.

In the case of the PPP model, £z(w;«) can then be relatively easily evaluated via Campbell’s
theorem, which relying on the uniformity of the PPP yields

Lrz(w; ) = exp (277)\/ /[1—exp(wxro‘)]fx(a:)fR(T)r dT‘dl‘) . (11)
X 0

Specifically, we have recently performed an analysis of the the secrecy outage in PPP networks sub-
jected both to arbitrary Nakagami fading and Log-Normal shadowing [44]. Indeed, neither equation
(11) nor its inverse Laplace transform admit closed forms except for the specific case of Rayleigh
fading [33].

In order to characterize the aggregate interference under generalised fading conditions, however,
we employed equation (11) to obtain closed forms of the corresponding cumulants. With the exact
cumulant expression, an Edgeworth series can in principle be built, yielding an asymptotically opti-
mum expansion that approximates the desired probability distribution in terms of its cumulants [45].

Due to the analytical intractability of Edgeworth model, however, it proves more convenient to work
with other models based on the Gamma and Log-Normal distributions. With the Gamma model, for
instance, we obtained the following result [44]

eF % e v e v iy Vi —
Pout(ﬁeQTaVEaanViaei):Tr)\ (Z/E+1/)<9 > {<0 ) F<1+VZ7VZ 1,1,1/E+1> (12)

I'(vg) Beb; B.0; vi,VvE + k41,2
Al a 76,
<l (1’ ARG 67T0> +H(TA)" I (1 = )2 F (”zy Vg + Vi, 1 + vi, v Aﬁ?) } '

Furthermore, we have shown that the secrecy outage probability under a combination of Nakagami-
m fading and Log-Normal shadowing is well approximated by

me
Y (e - ) (1rer(£)) 2 09

Pout(BE; r, L, U) i —
where erf(z) and erfc(z) are the Gaussian error functions.

Cooperation and Aggregation

As discussed earlier, one of the ways interference can affect the secrecy of a random network is
by aggregating so as to reduce the SINR at legitimate nodes. But as argued earlier, it is somewhat
naive to assume that interference aggregates randomly.

Instead, a more modern approach is to formulate optimisation problems around the aggregation of
interference [46,47], which can be in turn seen as a form of cooperation. But since cooperation is
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certain to play a role, one of our recent works on the role of cooperation in network secrecy is worth
of mention [32,48].

Optimal cooperation amongst eavesdroppers is referred to as collusion, since that in light of the
secrecy capacity expression given by equation (1), the optimum outcome of eavesdropping coop-
eration is to aggregate the power of all eavesdropping signals. The number of articles considering
the impact of eavesdroppers’ collusion in random networks is again comparatively small, but the
issue has been occasionally considered. For instance, the secrecy capacity of a single legitimate
link with length 71, in the presence of colluding eavesdroppers under an AWGN channel model was
studied in [49], and the probability of non-zero secrecy capacity with multiple antenna transmission
schemes in Rayleigh fading channels was analyzed in [50].

We contributed to this discussion by deriving in [32]. Closed-form asymptotic expressions for the
secrecy rate distribution, average secrecy rate, secrecy outage probability and secrecy transmission
capacity of random networks with Nakagami-m fading channel and colluding eavesdroppers.

The secrecy capacity of a unicast link in the presence of colluding eavesdroppers can be written

as [49]
hi|? -
Csr = max{log2<1+g| TI;J )— log2<1+gz lh,%’f) ,0} 5 (14)
L k=1

where hg.; and rg.; are the fading envelope and the distance associated with the channel between
the source and the k-th eavesdropper.

In turn, the connection outage probability, defined as the probability that the capacity of the legiti-
mate channel is less than the transmission rate is given by

h 2
PCO:Pr{10g2<1+ Q| L ) SRt}7 (15)

(e}
L

For the PPP case, using also equation (2) we have shown that the secrecy outage probability for
the case of colluding eavesdroppers is given by [32]

1
F(V+m)2F1 <V,V +m,1 + v —Tnarli%>

(m@rg 28 )YT'(m)I (v)v

Pout(Rs;TLamao)\E)zl_ (16)

Using these results we have then shown that in the case of colluding eavesdroppers, the secrecy
transmission capacity of uniformly random networks under Nakagami-m fading is [32]

(mr®)~"T'(v + m)

7= (0= P e T T )

1
3F2<1/,1/,1/—|—m,1+1/,1—|—u;— > (17)
mory

Setting aside the impact of fading, all the results combined also indicate that information theoretical
secrecy (in the Wyner sense) is only significant in random networks with colluding eavesdroppers,
if a guard zone of reasonable size exists, and if the legitimate pair is within it.

3.1.2.3.3 Issues

On the Network Topology
In order to illustrate the importance of network topology on the conditions determining the secrecy

capacity of corresponding network, consider the example of typical residential WiFi networks. From
a security standpoint, these networks are characterised by the clusterization on a home-by-home
basis, i.e., devices within the house are typically considered legitimate users, while devices outside
premises play the role of possible eavesdroppers. Likewise, in cellular networks, the distribution of
base stations (and consequently of users) plays follow terrain, regulatory (city-plan), demand and

©BUTLER — Page 46/198



287901 BUTLER Project deliverable

space availability conditions, and therefore are far from uniform. Devices in urban areas served by
pico and femto cells may be clustered together, for instance, while devices in less populated areas
served by macro cells are more sparsely located.

Such conditions are clearly distinct form the random and uniformly distributed network assumptions
— i.e., Poisson Point Process (PPP) model — commonly adopted in current literature [24, 26, 33,
34,51]. In response to the limitations of the usual PPP model, recent work has appeared which
focuses on the impact of topological models onto the accuracy of analytical results obtained for
random networks [52].

In future works, we will investigate various parameters of interest such as the node degree of
secrecy graphs, the secrecy outage probability, the unicast secrecy capacity and the secrecy
transmission capacity of random networks of various topological characteristics, employing
emerging stochastic geometric models beyond the PPP model, as well as alternative techniques
beyond stochastic geometry itself.

On Interference and Secrecy

Besides topology, interference is another key parameter in characterising the performance of ran-
dom network. To some extent interference is related to the network topology [53], in the sense that
modifications of the latter lead to variations in the former.

But interference is far from being determined solely by topological features. Due both to its relation-
ship with topological models, and the various methods to “design” interference in wireless systems,
it is clear that studying the impact of interference in the wireless secrecy is of the highest impor-
tance. In future works we will analyse both the impact of the more accurate topological models
described above onto the interference of random networks in its relation with secrecy, as well
as develop new interference design techniques to improve secrecy in random networks beyond
the PPP model.

3.1.2.4 A Secret Key Exchange Scheme for Short Range Communication

Short-Range Communication (SRC) is a growing field in wireless communications [54], as these
technologies allow devices in close proximity to establish high-speed communication without phys-
ical contact. Typical examples of SRC systems are the Near Field Communication (NFC) [55],

Dedicated Short-Range Communication (DSRC) [56] and ZigBee [57] standards, which are in great
demand as underlying technologies to enable the deployment of the Internet of Things (IoT) in the
near future.

Various techniques have been introduced in the existing standards of SRC systems. This ap-
proaches are, however, computationally demanding and power hungry, which goes against the
desirable features of SRC devices. In recent years, on the other hand, significant advances have
been made on physical layer security alternatives [58], which have the advantages of being more
autonomous and consequently more scalable then traditional methods. Amongst these novel alter-
natives is the notion of dynamic secret key generation (SKG) schemes, designed to enable com-
municating pairs to locally produce secret keys which can then be used to seed their embedded
cryptography systems [59].

However, the vast majority of SKG schemes proposed thus far relies on the assumption that a
reciprocal source of entropy can be found in the channel between the communicating pair [59-67],
which is an assumption clearly incompatible with SRC conditions. Specifically, SRC applications
typically involve brief message exchanges between devices in close proximity — thus benefiting from
high Signal-to-Noise Ratios (SNRs) — and in absence of mobility — thus not subjected no fading.

Motivated by the limitation of existing methods [59-67], and inspired by the classic information-
theorerical results on secrecy capacity, we propose a new phase-based, dynamic SKG mechanism
suitable to SRC systems. The key idea is to exploit the Additive White Gaussian Noise (AWGN)
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conditions faced by SRC systems to build geometric secrecy regions within which eavesdroppers
cannot acquire phases exchanged between the legitimate pair.

3.1.2.4.1 Secret Key Construction

System Model

Consider the setting depicted in Figure 22 in which a pair of devices, hereafter referred to as Alice
and Bob, exchange phase signals chosen at random with uniform distribution, in the presence of
an eavesdropper, hereafter Eve. Assume that the channel between Alice and Bob is reciprocal and
constant during the exchange, such that the phases ¢4 (transmitted from Alice to Bob) and ¢p
(transmitted from Bob to Alice), are respectively received at their corresponding peers as ¢ A\ B =

A+ ¢c +ep and @B\A £ v+ ¢c + €4, Where ¢¢ is an unknown phase rotation introduced by
the channel, while €4 and e are estimation errors due to thermal noise.
In presence of such exchange, Eve can obtain the estimates ¢4 Eé YA+ ©c,; +eaE and ¢B|Eé

vB+Ycy; +€BE, Where oc, . and ¢c,,,, are phase rotations introduced by channels between Alice
or Bob and Eve, respective, while e 4 and g are errors due to noise.

Next, consider that Alice and Bob combine their corresponding receive and transmit signals so as
to collaboratively construct the uniformly distributed random number 6 = ¢4 + ¢ + pc. Then,
Alice and Bob would respectively obtain the estimates H\A = ¢B|A +pa=pa+eB+ec+eaand

é‘B = ¢A}B+¢B = pa+pp+ec+ep, which differ from one another only by the noise disturbances
€4 and ep.

Alice and Bob can then extract a binary codeword corresponding to 8 by separating the signal space
into a predetermined number of quantization levels, which in order to account for the presence
of thermal noise disturbances may also make use of rejection zones, as illustrated in Figure 23.
Mathematically, let L denote the number of quantization levels and ) denote the width of angular
guard zones at the edges of each quantization slot. Then, Alice and Bob calculate the quantities

s = VLJ, st & VQW)'LJ and s~ £ {(H—w)-LJ : (18)
2 2 2
where | z] denotes the largest integer not exceeding z.
ALICE BOB
YA YA+ pctEB
~PBTYCtEA B -
o ‘.A‘".@Q’@
VXQ;’“- B
o B
7, . ><&

ey
@

Figure 22: lllustration of the phase-based SKG scheme between Alice and Bob, in the presence of Eve.
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Figure 23: Signal space quantization with L = 4 levels and rejection zones of width ¢ = 7/32.

In possession of these quantities, Alice and Bob decide on a binary sequence (symbol) correspond-

ing to 6 via
. B(s) If,s:s.:s (19)
0 otherwise,

where B(s) yields the binary representation of s and ¢ = () indicates that the sample has been
rejected.

For reasons that will be soon clarified, the scheme outlined above is implemented over a set of
carefully selected frequencies F = {fi, f2,--- , fur}, such that for each channel use not one but a
set of symbols C £ {ci,ca,- -, cas} are simultaneously obtained, which in turn are combined into a
single component of the secret key (codeword)

k=c1®ca® - Rcpy. (20)

Assuming that Eve has full knowledge of the SKG scheme described in the previous subsection, she
can attempt to build its own copy of the secret key. To this end Eve can construct her own estimate of
6 by combining her observations, namely é}E = @A\EJrgbB}E = PA+OB+YC s T OCE TEAETERE,
which not only is subject to two noise terms, but also a different contribution due to phase rotations,
namely ¢, + Ycpp-

In order to analyze the eavesdropping threat from Eve’s best-possible conditions let us temporarily
ignore the effect of noise, which benefits Eve in so far as the quality of her estimate of § becomes
then dependent only on the quantity Ay = |¢oc — (pc, s + Pcpp)| mod 2w, hereafter referred to as
the phase coherence of the channels amongst Alice, Bob and Eve.

The conditions under which such criterion can be optimized by Eve lead to the notion of geometric
secrecy and are discussed in the sequel.

Geometric Secrecy

Given the system model described above, it is clear that in rich multipath environments [62], the
phase contributions ¢¢, ¢c,, and ¢c,, are all uncorrelated, leaving Eve without any strategy to
minimize the phase coherence Ap. Even in the absence of multipath, under free-space propagation
conditions and with all channels in Line of Sight (LoS), Alice and Bob could still make use of multiple
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antennas to perform random TX/RX beamforming during their exchange [68], again leaving Eve
without any viable strategy to decrease Ay.

The best case for Eve is, therefore, when Alice and Bob utilize single antennas and attempt the ran-
dom phase exchange in free-space over LoS channels. In this case, the phase rotation introduced
by the channel at a given frequency f is deterministic and given by

e[| 2]

where d 4 is the distance between Alice and Bob and )\ is the wavelength corresponding to f.

It is assumed that Eve cannot know exactly the distance d4p, but could use a large number of
receivers distributed around Alice and Bob so as to attempt to find a location such that

2

|()OC - (QOCAE + QOCBEN mod 27 < fa (22)

where, in favor of Eve, we ignore the fact that the introduction of guard zones?.

Given the above, and denoting the distances from Eve to Alice and Bob respectively by d4r and
dpg, the secrecy of the system employing a single frequency is vulnerable to eavesdropping if Eve
places herself at a location that satisfies the following inequality

dap+In—NL<dp<dap+In+\/L, (23)

where dp = dap +dpg and n € N.

Notice that inequality (23) defines, for each integer n and each wavelength A, an elliptical ring
around Alice and Bob with internal and external traverse diameters respectively given by t;, =
dap+An—)\/Landt = dag+ I+ \/L, as depicted in Figure 24. The areas within each of such
rings — marked in grey in Figure 24 — define regions of the space where Eve may be able to obtain
a copy of 4, while the areas in between the rings are regions where Eve is unable to do so. These

two distinct regions will be referred to as vulnerability and secrecy regions, respectively.
Inspecting inequality (23), it can be learned that:
e For any A\, with n = 0, the ring degenerates to a full ellipse encircling Alice and Bob, which will
be hereafter referred to as the primary ellipse;

e The thickness of the vulnerability regions is given by 2)\/L, and therefore increases with lower
frequencies, but decreases with more quantization levels;

e If A — oo (very low frequencies) there is no secrecy region, since the first ring has a negative
inner diameter and a large outer diameter;

e If A — 0 (very high frequencies) the secrecy region are sparse, there is, composed by a large
number of thin elliptical rings.

These characteristics imply that the geometry of the vulnerability/secrecy regions can be manip-
ulated by the selection of an appropriate set of frequencies. This principle is what we refer to as
geometric secrecy, and its optimization is the subject of the next subsection.

Optimization of Geometric Secrecy

In order to optimize the geometric secrecy that results from the utilization of multiple frequencies in
the phase-based SKG scheme, one must seek the best set of M frequencies F = {f1, fo, -+, far}
that enlarges the first secrecy region to the maximum.

2The use of guard zones further enhance security as it requires Eve not only obtain the same quantized estimates of 6 but also to
know which were rejected by Alice and Bob
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Figure 24: Example of vulnerability and secrecy regions corresponding to a phase-based SKG scheme with
L = 8 quantization levels and a single frequency f = 40Mz.

Referring to Figure 24, start by noticing that in the immediate vicinity of Alice and Bob there is
an unavoidable vulnerability region defined by the area common to all the primary ellipses. This
implies that the set of optimal frequencies must contain a sufficiently high frequency, whose effect
is to degenerate the first vulnerability region to the line® between Alice and Bob.

Secondly, recognize that since the SNR experienced by Eve decreases with her distance to Alice
and Bob, it is sufficient for optimization purposes to consider only the first elliptical ring besides the
primary ellipse.

Therefore, for a given set F = {f1, fo,- - , fur }, the optimization of geometric secrecy requires the
knowledge of the inner boundary of the first elliptical ring, which is fully determined by the smallest
value of dg associated with a location of Eve, and equivalently defines the first secrecy region. To
this end, let V' = {ny,--- ,nar} be a set of non-negative integers and, without loss of generality,
order the set F in ascending order. Then the first secrecy region is determined by the dg that
results from the solution of the following optimization problem

|dap + Ain1 —dg| < \i/L
minimize dg subject to : , na > 0. (24)
Nen\‘]\/f
|dag + Avny — de| < Ay/L

Due to the fact that the space of solutions is the M-dimensional integer set N* | this problem does
not admit a closed form nor can it be convexized. The problem can, however, be solved using mixed
integer optimization tools.

Notice also that the purpose of the constrain n;; > 0, which could equivalently be written as dg >
dap + A\y/L, is incorporated in order to exclude the trivial solution associated with the primary
ellipse.

With the ability to find the minimum dg for a given set of frequencies, the optimization of geometric
secrecy finally amounts to finding the set F that maximizes the latter, i.e.,

|dap + Ainy —dg| <\ /L

maximize  minimize dr subject to : , ny > 0. (25)
FE{f1, far} NeNM
fminzfmzfmax |dAB+>\Mn]v[_dE’ é )\M/L

3For obvious practical reasons, it is assumed that Eve cannot place itself anywhere in between Alice and Bob.
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Numerical Example

In this subsection we provide numerical examples that illustrate the efficacy of the optimized geo-
metric secrecy resulting from the phase-based SKG method described above. First, however, let us
remark that the relative bandwidth of the system has great impact on the optimization of geometric
secrecy, as can be inferred from the discussions in subsections 3.1.2.4.1 and 3.1.2.4.1. Specifically,
it is desirable that the optimum set F contains both low and high frequencies simultaneously.

This requirement could be inconvenient if the system is implemented directly. Fortunately how-
ever, the linearity of the formulation ensures that, instead, the scheme can be implemented in a
differential form, emulating base-band frequencies while operating in usual frequency bands.

To this end, given a set F = {fo, f1,---, fur}, consider its baseband equivalent 7 £ {f; —
fo,-+ oy fa — foy ={f1,--+, fi;} and let the phases © = {6,061, - , 0, } measured at the frequen-
cies in F be correspondingly translated to ©' = {6; — g, - -+ ,0p — 0o} = {01, --- ,0,,}. Then, all the
above holds by simply replacing \;'s with the corresponding equivalent wavelengths X, = v

Proceeding this way, and performing the optimization described in equation (25) over the most
common the Industrial, Scientific and Medical (ISM) bands, and for d4z = 1m, the results shown
in Table 5 were obtained. In these examples, the different M optimum frequencies are taken from
sets of equi-spaced frequencies with separation Af.

The results show that as the number and the granularity of the frequencies employed in the system
increases, the farther away Eve is pushed. In fact, in the case of differentially implemented systems,
it can easily be shown that the optimum d7, can be upper-bounded by dap + A, Which for the
examples considered is given by dj, < 151 for Af = 2, d}, < 301 for Af = 1, and d}, < 601 for
Af = 0.5. These bounds are indeed very close to those obtained and shown in Table 5.

Table 5: Optimized Geometric Secrecy in ISM Bands

ISMBand (GHz) | Af MHz) | L | M | dp (m)
0.9020-0.9280 2 16 | 2 | 150.2789
0.9020-0.9280 1 8 | 3 | 299.5577
0.9020-0.9280 0.5 4 | 6 | 598.1154
2.4000-2.4835 2 16 | 3 | 150.7713
2.4000-2.4835 1 8 | 4 | 300.5482
2.4000-2.4835 05 4 | 7 | 600.1018
5.7200-5.8750 2 16 | 3 | 150.8750
5.7200-5.8750 1 8 | 4 | 300.7500
5.7200-5.8750 05 4 | 7 | 600.5000

3.1.2.4.2 Performance Analysis

In this section we derive analytically the performance of the proposed system: having previously
focused on the techniques to make Eve unable to correctly decode the secret key, now we are
interested in estimating the theoretical secrecy achievable between Alice and Bob.

Codeword Error Probability

Recalling the basic mechanism depicted in eq. (19), any transmission has three possible outcomes:
i) agreement between Alice and Bob over the binary symbols, ii) disagreement and iii) rejection of
the symbol. Any of these possible outcomes, for a generic symbol, is characterized by a probability,
namely primary probability of agreement P.,, primary probability of disagreement P;l and proba-
bility of rejection P, with P, + P/, + P, = 1. Consequently the symbol agreement probability P,,

©BUTLER — Page 52/198



287901 BUTLER Project deliverable

(the agreement likelihood for a single symbol, computed only over the valid transmissions) can be
computed as follows:

/

P
P, == (26)
P, + P

The same equation, with P; in place of P, at the numerator, can be used to derive the symbol error
probability P ;. Alice and Bob in order to reach an agreement on the codeword %, must agree on all
the M symbols. The codeword agreement probability is consequently determined by

Pp = (P,)". (27)

and the codeword error probability is obviously its complementary Pg = 1 — Pa.
Primary Probabilities for Medium and Low SNR
For medium and low SNR we model the estimated phase 6 as follows:

6=0+e, (28)

where the estimation error ¢ and consequently the s are Tikhonov-distributed [69] random vari-
ables with mean 6 and their Probability Distribution Function (PDF) is given by:

exp(7y cos(f — 0))
2mlo(7) . (29)

where v expresses the SNR of the system and ;(-) is the j-th order Bessel function of the first kind.

£:(0;0,~) =

It is now important to determine the probability D.(0, ¢1, ¢2,~) that, given the transmission of ¢ at
the SNR of ~, its estimate @ falls within the interval [¢1, ¢2]. Unfortunately the Cumulative Density
Function (CDF) associated to the Tikhonov distribution is not analytic, but it can be expressed
starting from the following indefinite integral of its PDF:

_ 1 2 — .\ sinfj(t — 0)]
[ toyae =5 (t+ e ZIM‘) , (30

J=1 J

We can now obtain:
Dt(97¢17¢277) = ft(t797’7)dt—/ ft(t797’7)dt
1 2

_ 2= 4 1
= T e i)

j=1

© COS (é(¢1 + @2 — 29)) sin (é(¢2 - ¢1)> : (31)
Symbol agreement happens when the quantization levels selected by Alice and Bob coincide, i.e.
when Q(0|A):Q(6‘B). This probability, for a given pair (6,7), is:

L
> Pr{Q(d),) =i|6}-Pr{Q(d],) =i|6}. (32)
=1

It is possible to insert eq. (31) into the previous expression and average over 6, assumed uniformly
distributed in the signal space, to get the primary probability of agreement:

L 2m
1 201 12T 4 2
Pu= g2 [ DHOG-DT e v (39
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Similarly, the primary symbol disagreement probability P'd, i.e. the probability that Q(é}A) =+ Q(é\B),
is

P, = %ZZ/ (0, = )2 44,120 4,

=1 j=1
J#
2w

- Dy(0, (j — 1)* + 1/1, —1p,y)db (34)

Closed-form solution of eq. (33) and eq. (34) are available but not presented here for sake of
brevity.

High SNR Derivation

For high values of SNR the Tikhonov distribution can be accurately approximated by a Normal
distribution [70,71]:

00
- 1 T 952
0:0,7) ~ ————¢ 20°(7), 35
ft( ’Y) U(’y)\/ﬂe ( )
where the variance () is function of the SNR:
= V2(1=1L(0)/H()). (36)

Given the following generic tight bounds on the ratio of Bessel functions [72],

i+ 34+ + (i +3)2 i) Tisly ety

for high SNR (v > 1) it is possible to obtain for eq. (36) a very accurate closed-form approximation.

[\)

o(y) = 11 (38)
Eq. (31) now is:
-0
Di0,61,62,7) =3 erfc( ) - gerfe iiw)
1797 U
+5 erfc( 5070 )) %erfc <¢ 2025)) )
(39)

with erfc(-) denoting the complementary error function, while the expressions for P, and P;l can be
still obtained using eq. (33) and eq. (34) respectively.

Performance

In this section we validate with simulations the system performance, in term of symbol error proba-
bility P4 and codeword error probability Pg, of the secret key generation between Alice and Bob.

In Figures 25(a), 25(b) and 25(c), we analyzed P, for different widths of the guard zone and for dif-
ferent quantization levels (L = {4, 8,16}). The simulation curves have been plotted for 1000 errors
(i.e. disagreement between Alice and Bob) over the k-th symbol construction, always assuming a
Tikhonov phase estimation error on both sides. The theoretical curves have been computed using
the Tikhonov error distribution, as in eq. (31), for SNR< 20 dB, while for higher values its Gaussian
approximation, as in eq. (39), has been employed.
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It can be observed how the choice of both L and ¢ is conditioned by the SNR. For low high values
of SNR the width of guard zones is not enough to prevent symbol disagreement, so their role is
negligible. On the contrary, under such circumstances, it is important to use low L to minimise P,.
Furthermore, using many levels for high values of SNR can be helpful, but as a consequence the
number of transmission due to rejection can dramatically increase.

If we consider, as example, the case of transmission at 24 dB, it is possible to note that the com-
bination L = 8 and ¢y = /128 has almost the same performance than for L = 16 and ¢ = 7/64,
with P4 ~ 0.05, but the scenario with only 8 levels has a rejection probability P,. of 4 time less (0.1
versus 0.4) than the case with I = 16.

The results illustrated in Figure 25 can finally be combined with the examples depicted in table 5,

to evaluate the impact of each parameter (SNR, frequency spacing and number of levels) both on
the size of the geometric secrecy and on the codeword error probability Pg.

6 8 10 1‘2 1‘4 1‘6 1‘8 2‘0 2‘2 24
SNR SNR

(a) Theorerical and simulated P, for L = 4 as a function of the (b) Theorerical and simulated P, for L = 8 as a function of the

SNR. SNR.

(c) Theorerical and simulated P, for L. = 16 as a function of
the SNR.

Figure 25: System performance compared to theoretical model in terms of symbol error probability for different
number of quantization levels L.
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In summary, we have addressed the issue of creating dynamically a secret key to encrypt data
transmission for NFC and SRC devices. Since the current key exchange schemes, to the best of
our knowledge, exploit all the entropy of the communication channel to extract the secret bits, this
approach is not anymore suitable for the scenario under consideration, characterized by very short
and LoS links between devices.

We therefore have proposed a new, alternative scheme, based on symbol phase exchange, that
geometrically determine the region where fully secrecy is assured, irrespective of the number of
bits exchanged. Consequently we have extended and validated this model for both low and high
SNRs.

3.1.2.5 Secret Key Generation from Sampled IR-UWB Channels

The transmission of sensitive information between Smart Objects requires a secure infrastructure
that provides confidentiality, authentication and data integrity. Cryptographic materials such as sym-
metric secret keys are necessary in order to solve some of these challenges. Classical symmetric
key distribution schemes can require specific infrastructure (e.g. certification entities, online servers
for key generation and initial secret keys etc.). Decentralized symmetric key generation algorithms
using physical layer metrics as a source of common information can be an alternative to such
methods [73], [74]. In this section, we present an analysis of the random aspect [75] and secrecy
properties [76] of keys generated from sampled IR-UWB signals. The IR-UWB technology, one of
the candidates for WSN physical layer, is particularly suitable for physical layer key generation due
to its high multipath resolution capabilities, which give access to entropy-rich signals or to precise
estimations of the Time of Flight between two nodes.

3.1.2.5.1 Signal model

The IR-UWB received signal at a node can be modeled as: y(t) = (h * z)(t) + w(t) where h(t)
is the reciprocal channel impulse response, x(t) is the transmitted pulse and w(t) is the additive
white Gaussian noise. The received signals are uniformly sampled at sampling frequency F; and
N samples are collected in an observation window whose overall time duration is W = (N — 1)/ F.

3.1.2.,5.2 State of the art: single-link key extraction algorithm (POS)

The key generation method proposed in [73] uses adaptive threshold quantization for bit extraction.
The phases of the algorithm are the following:

e estimation of the noise level (IV;.,,) used as a stopping rule for the extraction;
e channel probing, filtering and sampling;
e iterative bit extraction from the sampled signal y[n] at each participating node (A or B):
— compute the first thresholds (i = 0) for quantization: L = max(y[n]) > 0 and L, =
min(y[n]) < 0;
1 ify[n] > L
0 ifyln] <L
the thresholds, memorize the extracted time indexes n (i.e. temporal positions) in a table
P and the corresponding iteration step i in a table I;
— update thresholds L}, | = L} —L{/§and L, , = L; — Ly /& , with § a protocol parameter;
— repeat the last two steps until the noise level is approached within a guard interval de-
pending on §;
e public discussion involving the exchange of the index tables P4, Pp followed by the selection
of the common indexes and their corresponding bits;

— at iteration 4, apply the operator pos;(y[n]) = { to the samples that cross
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e key correction using a Reed-Solomon code to fix mismatching bits;
¢ verification of the final keys using a method similar to challenge-response protocols;

e key renewal, which can be done if the key establishment fails, when the key is too short, or
periodically for security;

The described bit extraction method has the main advantage of being adaptive with respect to the
SNR. If the SNR is relatively high, a larger 6 can be used. Nonetheless, the quantization is based
only on the polarity of the input signal with respect to the last threshold, independently for each
sample/position. This simple polarity-based encoding applied to a deterministic waveform could
possibly lead to regular patterns in the extracted bits. An extension of this bit extraction method,
which takes into consideration the relationship between the amplitudes of different samples in order
to break the pattern regularities, is presented in the next subsection (HIST extension). Separately,
we have investigated if it is possible to limit or encode the public information in order to guarantee
better secrecy properties with respect to a nearby eavesdropper (BIN and POS;,r extensions).
This second study highlights the benefit that can be drawn from location-dependent information,
such as the Time of Flight, between the two legitimate peers.

3.1.2.5.3 Proposed improvements of the single-link key extraction algorithm

First, the HIST extension of the POS algorithm [73] concerns the bit extraction phase. The rest of
the key generation protocol remains the same. The observation window is split into NV, bins of a
given sample lengthAy;,,. These two parameters are considered as public information. The auxiliary
bit operations of HIST are defined by hist;(pos;, (y[n])) = { ﬁgzz:: :; : _ Zijn i € I, where
- is the negation operator and I, = {i1, s, ...} is the set of ordered iteration steps (indexed by k)
that correspond to the extracted bits in bin b. The result of applying this kind of post-processing
is equivalent to a dynamic encoding of the negative and positive amplitudes as a function of the
absolute value and of the sample time index or bin. With POS, the negative amplitudes are always
encoded as “0” and the positive amplitudes as “1”, but with HIST the encoding convention varies

across the observation window.

Secondly, for the public discussion phase, we propose two alternatives: one based on the limitation
of the public information (BIN extension) and another based on the masking of the public information
using another reciprocal physical-layer metric, i.e., the Time of Flight (ToF), which can be measured
in the context of ranging protocols (POSt,r extension). The bit extraction algorithm is the same as
in POS.

A bin is an interval of several samples which is defined beforehand for both sides of the legitimate
link (i.e. N, bins of length A;,,). Instead of exchanging tables containing the indexes of the ex-
tracted samples, A and B exchange tables containing the occupancy of each bin (i.e. the number
of samples above the final detection threshold in each bin).

As the previous solution is expected to work in rather high SNR conditions, we suggest another ap-
proach for sending information over the public channel by encoding it with the equivalent ToF values
(expressed in samples as Np,r). These values are measured independently by each node. Dur-
ing the public discussion phase, the exchanged encoded tables are: EP, = (P, + N& ) mod W,
with i representing A or B. In order to recover the original index table of the other user, A and B
try to decode EP using their own position table and Np,r. We consider two decoding strategies:
symmetric (POS3, ) when A and B assume that N7, . = NE . and asymmetric (POS%, ) when A

o

tries to infer N5 .. based on maximizing the number of common temporal positions.
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3.1.2.5.4 Simulation context

The advantages in terms of key length and randomness properties of POS have been highlighted
in [73] where the authors used experimental traces from an indoor UWB measurement campaign.
In order to extend these results to a typical indoor channel and analyze the random aspect of
generated keys, we consider additional signals generated from statistical channel models (CM1
and CM2 according to the IEEE802.15.4a standard [77]). The public discussion strategies are
tested on ray tracing signals [78] that account for the spatial correlation that could potentially harm
the secrecy of the key generation scheme: an attacker C in the vicinity of B measures the channel
between A and himself (yo(t)) and the ToF on the same link. C then obtains a bit sequence from
the quantization of y-[n] that he uses along with the public information to guess the key generated
between A and B. In case of a missing position in his table generated from y¢[n], C will randomly
guess the corresponding bit.

Also, in these studies, a more realistic synchronization method for the signal acquisition step is
considered. Instead of using a trigger signal as in [73], the observation window starts when the
received signal crosses a certain fixed threshold. The measured key agreement and bit agreement
rates will take into account the resulting synchronization errors accordingly. Finally, the simulated
sampling frequency is of the same order as that of the experimental tests in [73] (i.e. 20 GHz) and
the observation window is fixed at 100 ns.

3.1.2.5.5 Simulation results (HIST)

For reference purposes, the algorithms POS and HIST have been tested firstly in a noiseless sce-
nario, in which generated bits at A and B are always identical (i.e. with a key agreement rate of 1).
The goal is to evaluate their intrinsic randomness properties, which depend mostly on the trans-
mitted waveform and on the multipath channel. Next, the performances in terms of reciprocity are
discussed for various SNR values.

The NIST statistical suite citeNIST allowed the investigation of various key characteristics. It is
important to keep in mind that such tests cannot say whether a sequence is random in the absolute.
They can only show defects in the random nature by pointing out when certain keys are prone
to a deterministic behavior. A key is said to pass the test when its computed p-value (a value
between 0 and 1) is higher than 0.01. Nonetheless, a given set of keys pass a certain test if a very
large proportion of the keys pass the test (pass rate) and if the p-values of the keys are uniformly
distributed in the (0,1) interval. From Table 6, we can observe that POS passes the frequency and
random walk tests, but fails the oscillations and pattern tests for almost all the keys. It also performs
badly from the point of view of the p-value uniformity in all the tests. On the contrary, HIST shows
an improvement in the uniformity of p-value over all the tests and manages to pass them with a high

ratio.
Table 6: NIST results on POS and HIST algorithms
Test POS HIST
Pass ratio | p-value variance | Pass ratio | p-value variance
Block frequency 100% 3 98% 80
Random walks (cum. sums) 100% 10 97% 89
Oscillations (runs test) 1% NA 90% 90
Patterns (serial test) 0% NA 92% 79

In the case of noisy signals, the level of reciprocity measured by the key agreement rate (i.e. the
proportion of identical keys after reconciliation) and by the mean bit agreement rate (i.e. the ratio
of common bits between the two parties before reconciliation) is expected to be degraded for HIST
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because of a more complex bit encoding technique. Figure 26 shows the limitations of HIST in
terms of generating successful minimum 64-bit keys especially for high § and A,;, values. POS
does not experience the same phenomenon because it only encodes the polarity of the waveform,
making it more robust to noise. A possible direct solution for HIST would be to increase the correc-
tion capacities of the Reed-Solomon code with the trade-off of secrecy with respect to a potential
attacker. However, it can be observed that HIST maintains a reasonably high bit agreement ratio
(Figure 27) while providing a dynamic amplitude encoding. The number of differently encoded bits
between POS and HIST, employed to measure the diversity offered by HIST, remains relatively high

even for small Ay;,, values (e.g. between 20 and 85 for A;;,, = 4 samples).
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Figure 26: Key agreement for POS and HIST
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Figure 27: Mean bit agreement for POS and HIST

3.1.2.5.6 Simulation results (BIN and POS,r)

Preliminary tests on the mean bit agreement between legitimate users indicate that the POS7%,
strategy is not a reliable key generation procedure: maximizing the number of common temporal
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positions is not a good criterion to estimate the exact ToF of the other legitimate user because it

leads to different key lengths.

Additionally, in order to investigate the secrecy of the key generation algorithms, we compute the
mean illegal bit agreement ratio between the bit sequences generated at B and C. The ideal value
would be 0.5 which corresponds to a random guess of the attacker. As shown in Figure 28, both
BIN and POS7,  improve the mean illegal bit agreement with respect to the conventional POS
method. Moreover, POS7._ - achieves a mean illegal bit agreement of 0.5 over all parameter values
and at different SNR [76]. However, Figure 29 shows that the key agreement rate is degraded for
our proposals (though not significantly for POS7., ). This phenomenon can be seen as the trade-off

to be paid in return for better secrecy properties.
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Figure 28: Mean illegal bit agreement for POS, BIN and POSt,r
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Figure 29: Key agreement for POS, BIN and POSy,r

3.1.2.5.7 Conclusion

In the previous sub-sections, we have presented several extensions and improvements of an ex-
isting key generation scheme. Among the proposed reconciliation methods, BIN can be easily
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adapted to the SNR conditions by varying the bin size but it is less efficient at large bin sizes be-
cause it implies dropping bits by large groups. POS7., » proves to be efficient since it only hides the
publicly exchanged information by using the side ToF information as a mask.

The main advantage of HIST is to improve the random patterns of the keys suffering from determin-
istic characteristics of the input signal, such as the pulse waveform that contributes to the correlation
between adjacent samples and therefore between bits of the key. The drawback is that it can be
effectively used in rather high SNR regimes.

3.1.2.6 Testing end-to-end Security at Application Level

This section describes some test instantiations of the Security Framework. Each subsection de-
scribes in detail the use cases and gives issues/problems that have been highlighted during the
experimentation.

3.1.2.6.1 Gemalto Resource Consumer Test Application

A part of the BUTLER Security Framework, Gemalto has developped a Generic Resource Con-
sumer application for testing any resource provider that are reachable on the INTERNET. The ap-
plication is implemented as a web server using a web browser (user agent). The application web
server accesses directly the resource provider. The access to the resource is performed by the web
server which is a client of the Resource Provider. In this application, the session keys are never
sent to the user agent (the web browser) but kept at the web server. The application web server
is registered at the Trust Manager. Thanks to the Trust Manager administrator for providing the
application authentication credentials. The application displays a (decrypted) resource result and
assumes the result is a ASCII string - possibly a JSON string. The application does not assume
any data semantic.

Resource Consumer
(application)

g8 encrypted data
g with session key

Manager

Resource Provider
Palicy Enforcer

Legend: ‘ J end point

D Application & Services Smart Server

. Trust Manager

——> Authentication and security credentials providing

—3 Data flow

Figure 30: Generic Application and its Environment.

The Figure 30 presents the application in its environment and the exchanged messages. The
Generic Application highlights the main features of the Trust Manager according the application
point of view.

1. Federation of identities. The Trust Manager (TM) supports user authentication. On return, the
TM generates an opaque handle for the application. The application can use such handle to
identify the TM authenticated user in the application environment. The opaque handle does not
include any user attributes. The Trust Manager needs user consent for providing the opaque
handle to the application.
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2. Authorization. The Trust Manager supports generation of access token and security material
for the application. The Trust Manager exposes two APIs. The first one needs user consent
for providing the access token to the application. The second one uses the user authentication
credentials. This test application presents the user consent feature.

3. Security. The access token is associated to security material. The security material is used by
the application for accessing the resource. The application uses the security material:

(a) to authenticate to the resource. Using this feature, the resource can check that the calling
application is the one which received the access token.

(b) to encrypt and sign command data. The command data shall be signed and encrypted
using the related keys of the security material.

(c) to check signature and decrypt resource result. The result shall be signed and decrypted
using the related keys of the security material.

Application User Interface

roieas | Welcome to energy server ‘
Grant To get your resource data,

You shall authenticate to the Authorization Server

Figure 31: User Interface.

The Figure 31 presents the user interface of the application. The user interface consists on a menu
frame including Authentication, Grant, Access and Remove Token buttons.

1. Authentication. The user shall authenticate to the application. This application does not
implement any user authentication, but relies on the Trust Manager. Once the user is au-
thenticated, the Trust Manager return on opaque handle. This opaque handle does not give
any information on the user but uniquely identifies the user in the application domain (thanks
to the Trust Manager / Authentication end point). Using the opaque handle, the application
implements a user profile that encompasses only the last used resources and the related ac-
cess token. As presented in Figure 32 and in Figure 33 the Trust Manager authenticates
the user and requests user consent to return the opaque handle (Authentication Token) to the
application.

2. Grant. In Figure 34, the user enters the required resource url and the actions he wants to
perform. If the user previously entered a resource url, the application proposes the last used
resource url of authenticated user. On Grant, the application authenticates to the Trust Man-
ager (thanks to the application credentials), the Trust Manager checks that the user is allowed
to retrieve an access token. If not allowed, the Trust Manager returns an error. If allowed
the Trust Manager requires user consent for returning an access token to the application; the
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Figure 32: Trust Manager Login Required.
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Figure 33: Trust Manager User Consent for Authentication Token/ Opaque Handle.

corresponding user interface is presented in Figure 35. The user authorizes the generation
of the access token, the application retreives the Access Token (and security material). The
Security materials are kept at the application web server.

in : I'état o - RESOURCE CONSUMER x U+
4 | @ tools02.rd.gemalto.com/ resourceconsumer-sql/start2.html | a |B - Google Pl A WwB e =
[B) Les plus visités @ Getting Started [l Suggested Sites [} Web Slice Gallery

SMARTLIFE

To access to your data

Successful authentication Il

Grant this application - RESOURCECONSUMER_SQL - accessing the resource =

Remove Token
Select the Resource and the Actions

http//philippechalet gemalo. iotbutler. su/ResourceProvider/lemperature GET [l SET [ ACT

Status:

- M

Figure 34: Resource Selection.

3. Access. The access button is validated. The user interface displays:
(a) The first part of the Access Token (for information).
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M2M Auth Server ‘
-

Hello philippe
RESOURCECONSUMER_SQL would like to get permission for performing the following action(s):

- Action GET on perature (http://philipps _gemalto.iot butler.eu/ResourceProvider/temperature)

Figure 35: Trust Manager User Consent for Access Token.

(b) The HTTP method to be used to access the resource. The allowed methods depend on
the resource API.

(c) the content type. The allowed content types depend on the resource API.

(d) parameters. It is a string compliant with the content type. The application does not check
the input syntax (the checking shall be performed by the resource. The parameter can be
empty. If not empty, the parameter will be encrypted by the application web server.

(e) Result. Upon access, the application displays the decrypted response. In Figure 36, the
resource “http://philippechalet.gemalto.iot-butler.eu/ResourceProvider/temperature” returns
the value of the parameter “p1” , for information the value of the “application-private-
identifier” (it is Security Protocol related data that can be retrieved by resource), the “body”
of the content received by the resource (after decryption). It has to be noted that, in this
example, the resource can be accessed using HTTP. The security of the access is im-
plemented by the Security Protocol - this feature allows security without relying on server
certificate which can be difficult (or too costly) to deploy in the resource software.

Issues hightligthed by this demonstration

A potential issue concerns the architecture of the demonstration: the application is implemented as
a web server, it means that the user implicitly trusts the application for running on its behalf. The
demonstration application (web server) does not exploit any user or resource data but only displays
the results. The access tokens and associated security material are registered in application web
server database, and therefore the application may act as a fraudulent application, for instance
selling clear data to another server which is not under control of the user. Nevertheless, it has to
be noted that the application does not have the user credentials (in this case, the user credentials
are user name and password). At application level, the user is identified with its opaque handle; in
consequence, the application cannot send/sell clear data as user data and the privacy requirement
is respected.

The application uses the main feature of the Security Framework. The main issues are related to
the user interface (also the look & Feel but it is out of scope this study) which is complex. It is due
to the implementation of the user consent.
1. User consent for providing the user authentication opaque handle. see example in Figure 33
2. User consent for providing the access token and security material. see example in Figure 35
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Figure 36: Accessing Resource.

For privacy reasons, these user consents are useful to perform user control. In case the user fully
trusts the application web server, the user can provide the user credentials to the application web
server. The user consents are not implemented at the user interface, the user trusts the applica-
tion web server which, in consequence, has ability to retrieve access token for any user’s owned
resources (or resources on which the user has the required permissions). Nevertheless, at appli-
cation level, the user is identified with his/her user credentials; in consequence, the application may
act as a fraudulent application by sending/selling clear user data as user data and, in consequence,
the privacy requirement is not respected.

3.1.2.6.2 Using Gemalto Communication Module Device

For the BUTLER project, Gemalto has developed a BUTLER device software running in Gemalto
communication module. Gemalto M2M modules cover a spectrum of wireless technology standards
including CDMA, GSM and UMTS with LTE forthcoming. A wide range of features, capabilities and
innovative technologies such as Java, GPS and SIM Access Profile are available to meet specific
needs and provide greater integration flexibility.

The modules are designed to be embedded in customer terminal/gateway fulfilling customer re-
quirements. Currently, Gemalto offer includes some generic simple terminals that can fulfill large
customer requirements but does not address specific customer requirements for instance none of
Gemalto M2M Terminals support Personal Area Wireless Network.

For the project, we used a Terminal (see Figure 37) embedding a SIM card. The Terminal device
embeds a temperature sensor and a light (on/off) sensor. The device can initiate data communica-
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Figure 37: Gemalto Communication Device

tion on the Internet and receives SMS. With our Mobile Network Operator, as usual, the terminal
does not have public IP address and therefore is not directly accessible from the Internet.

For the purpose of the demonstration, the terminal is configured as a Resource Provider. It exposes
the following resources:

1. Get-Temperature. on request the terminal functionally shall check the received token and
return the temperature of the room in JSON format; {“degree”:"value” }.

2. Configure as Resource Consumer. The device can play the role of application to give the
temperature of the room to an entity that will use the information. For this purpose, it needs
to be dynamically configured. On secure request, the terminal securely retrieve the Resource
Consumer configuration data and the Service Platform URL to be used for sending data.

{
{“serviceplatform”: { “url”: “url of the service platform”, “security-type”: “type”},

{“resourceconsumer”: { “client-id”: “xxxxx”, “client-password”: “yyyy”, “user-id”: “uuuuu”, “user-

password”: “ppppp”, “application-private-identifier”: “.....” },

LT M

{ “resourceprovider”: { “url of the resource provider”: “....”, “period-in-seconds”: “....nseconds” }

1

(a) Service Platform. The configuration data consists of the “url of the plafform” and the
security type.

i. Security user/password. The device shall authenticate to the plaform by sending its
user-id and user-password (see below).

i. BUTLER Authorization. The device shall consider the plaform as a Resource Provider
and retrieve a token to send data to the service platform - thanks to the Resource
Consumer configuration.

(b) Resource Consumer configuration.

i. client-id. the identifier of the application registered in the Trust Manager.

ii. client-password. the password of the application registered in the Trust Manager.

iii. user-id. the identifier of the user - the device will act on behalf of the user identified by
user-id.

iv. user-password. The user credential.

v. application-private-identifier. The private identifier to be used for retrieving an access
token. This value can be used to identify the device for all resource provider using the
device data. The application-private-identifer can be user when the device (resource
consumer) and the resource provider runs in the same eco-system.

vi. Use this Resource Provider. The device shall push every n-seconds the temperature
for this specified resource provider.
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3. Remove this Resource Provider. The device at the Trust Manager provides an APl to remove
the sending of data to the resource provider. The RP is specified in JSON: { “resourceprovider”:
“the url of the resource provider” }

4. Add/Update this Resource Provider. The device provides an API to update (or add) a des-

tination resource provider. The device shall push every n seconds the temperature for this
specified resource provider. The resource provider is specified as follow.

{ “resourceprovider”: { “url of the resource provider”: “...”, “period-in-seconds”: “....nseconds” }
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Figure 38: Gemalto Communication Device Demonstration Flow

Accessing the Device as Resource Provider.

The Figure 38 presents the message flow for accessing the device as Resource Provider.

1. Building the request. The application previously got an access token to be used to access the
resource. It builds the request following the security protocol requirements.

2. Sending the request. The device is not accessible directly on the Internet. The application
connects to the “Gemalto Device Access Gateway” with the following parameter:

(a) Phone Number of the device.
(b) Access token and encrypted data.

The Gateway could be protected as a Resource Provider providing the Gateway API. For
simplicity purpose, the use case is usual and does need to be presented here. On reception,
the Gemalto Device Access gateway generates a random session number and sends a SMS
to the device. The SMS includes the URL to be used by the device to retrieve the access token
and encrypted data.

3. Receiving SMS. The device receives the SMS and connects to the url of the gateway. The
gateway returns the access token and the encrypted data.

4. Checking access token and retrieving security material. On reception of the access token and
the encrypted data, the device checks the access token (using access token credential), on
success, it authenticates to the Trust Manager to retrieve the security material associated to
the token. It decrypts the request, encrypts the response and returns the response to the
gateway.
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5. Finally. The gateway returns the response to the application.

Issue - Accessing the Device as Resource Provider.

The message flow works properly but is not very efficient. The gateway uses SMS to reach the
device which could be costly and may spend too much time. We may rely on “push” mechanism but
the “push” mechanism is also costly in term of data connection. “Accessing the device as Resource
Provider” is useful for performing secure actuation of the device.

Device running as Resource Consumer

The device can run as resource consumer. In the Security Framework parlance, the device runs an
application which can use some resources. In many case, the device sends resource data to entity
which used it. For instance, the position of the device can be used to localize the device. In this
sense the resource that uses the device data is an actuactor - it acts on device data.

The Figure 4, summarizes the architecture. For providing end-to-end security, Daisy exposes a
resource at the Trust Manager.

Donald’s application authenticates to the Trust Manager to retrieve a token for accessing the Daisy’s
exposed resource. Donald’s device sends secure device data to the Service Platform - for instance
the User Profile Smart Server or the Context Manager Smart Server. As usual, the secure data
consists of the access token, the application authentication data and the business encrypted data.
Daisy mobile connects to Service Platform for reading the secure data. On completion, the mobile
checks the access tokien (thanks to the access token and the authentication data), connects to the
Trust Manager for retreiving the security material and decrypts the device data.
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Figure 39: End To End security with Device As Resource Consumer

When the device runs as Resource Consumer, it shall obtain a token to access the specified (des-
tination) Resource Provider. For this purpose the device uses the password schema for retrieving
the token. See “Deliverable 5.1 Security Framework API - 2.10.4.5. Password Grant”. The device
uses the “SET” scope for obtaining the access token.
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The Figure 39 shows the message flow. The schema assumes that the device is already connected
to the Trust Manager to obtain the access token and related security material. It has to be noted
that the flow is asynchronuous, the device (resource consumer) pushes secure data to the Service
Platform and does not receive return value but only a status information; the resource provider (the
actuator) asynchronuously uses the data. The point-to-point security between the device and the
service platform and the point-to-point security between the resource provider are out-of-scope this
description and can rely on BUTLER security framework or other point-to-point security solution as
CoAP/DTLS or HTTPS.

Issue - Device running as Resource Consumer

Running as Resource Consumer is usefull for monitoring solution. The device regularly sends
data for further application (implementing the role of Resource Provider). This way, the end-to-end
security is implemented from the device to the resource. In consequence, the Service Platform has
no way to get clear data and therefore cannot market the data but only the data access service and
possibly other services related to device management.

3.1.3 lIssues Highlighted in the Experimentations

o

The section summarizes the issues that have been found during the implementation of the proto-
types and experimentations related to security.

3.1.3.1 Summary of Low-Level security issues

Several security schemes have been tested for IoT devices running on TinyOS (e.g. TinySec, AES
Encryption of CC2420, MiniSec, Relic and TinyECC) or Contiki (e.g. ContikiSec, Contiki-TLS-DTLS,
Contiki IPsec, CoAPs: COAP over DTLS/TLS). In order to flash sensors with correct applications,
a development environment (computer) should be configured in order to support the data transfer
towards all motes of the wireless sensor network. A Linux environment has been selected because
few communication issues raised during the experimentations, due to missing drivers (for TinyOS).
We also used as Instant Contiki that is a virtual machine containing the complete environment to
set up the Contiki operating system an a sensor. The main issue met during the experimentation
is the limited space of the sensor's ROM. The operating systems such as Contiki and TinyOS
can quickly consume the complete ROM/RAM of each mote. We used TelosB platforms that have
48kb of programmable flash and 10kb of data RAM. OS, application(temperature sensing) and
communication schemes consumed the large part of the memory. As a consequence, the addition
of a lightweight cryptography often became impossible due to the lack of space. The solution is to
use other motes with larger memory. Interoperability was also another issue. For instance, the same
application has been set up on different sensors (TelosB and Zolertia Z1) but the communication
between theses motes was impossible.

The following issues were found in the IKEv2 implementation [11] as described in 3.1.2.1.3. To en-
able IKEv2 in low-power platforms, programmable flash memory of more than 157 KB is required.
Since, only Arago’s WISMOTE and ST microelectronics’ STM32W108CC platform currently pro-
vide enough flash memory (256 KB), this implementation was developed for WISMOTE platform
and it needs to be ported to the latter. Therefore, this directly restricts platform interoperability.
This implementation was developed and tested with the Cooja simulator provided by Contiki-OS.
In addition, software encryption modules were used for performing cryptographic functions which
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increase packet processing time, thus limiting the node’s ability to process many packets simulta-
neously. Sometimes, the node crashes when it receives too many packets to be processed at the
same time. Therefore, this solution is not stable for production environment. Few lines of the code
had to be modified to run IKEv2 application on real WISMOTE platform nodes and as a result, key-
exchange was successful, but problems with communications arouse. IPSEC’s IKEv2 has Security
Policy Database (SPD) and Security Association Database (SAD) which check all inbound and out-
bound traffic with rules specified within SAD and SPD. We noticed that even after successful IKEv2
negotiation between a computer host (Border Router) and a IPSEC node, the IPSEC node had cor-
rupted its SAD and dropped all outbound packet to the computer host. Therefore, communication
cannot occur and to fix this problem, core IPSEC and IKEv2 modules have to be debugged.

CEA has provided a key management scheme compliant with the ZigBee protocol for Wireless
Sensor Network (WSN). However, the keys are managed at high level from a secure server and
security credentials are stored into a secure database. Each node of the WSN is provided with
its dedicated keys and seeds before deployment. This manipulation is tedious when the nodes
are numerous and should be performed by an administrator owning the highest access right in the
network. The future work will focus on bootstrapping techniques and protocols enabling an easy
and cheap deployment of the constrained nodes and that can be performed by anyone.

Implementation of theoretical secrecy framework is not attempted yet. Although we have found
some issues when we consider the practical systems like WiFi and cellular networks. First con-
sider the example of typical residential WiFi networks. From a security standpoint, these networks
are characterized by the clusterization on a home-by-home basis, i.e, devices within the house
are typically considered legitimate users, while devices outside premises play the role of possible
eavesdroppers. As a result, the assumption of a random but statistically uniform spatial distribution
of base stations and users (as implied by a PPP model) is unrealistic, motivating studies conducted
under a more general model . Likewise, in cellular networks, the distribution of base stations follow
terrain, as well as regulatory (city-plan), demand and space availability conditions, and therefore
are far from (statistically) uniform. Furthermore, devices in urban areas served by pico and femto
cells may be clustered together, for instance in and around shopping malls and train-stations), while
devices in less populated areas served by macro cells are more sparsely located. Such conditions
are clearly distinct from the random and uniformly distributed network assumptions that lead to a
Poison number of nodes per unit area — i.e., the PPP model. In response to the limitations, we will
consider more generalized models in future works.

1. Implementation of the algorithm on real hardware - it requires hardware capable of quite accu-
rate phase estimation.

2. Performance evaluation after key reconciliation procedures is another issue.
3. Performance evaluation of the system described at point 2 within a real encryption system.

In the general context of IoT and Smart environments, emerging device-centric wireless networks
are expected to be truly pervasive. Accordingly they tend to favor peer-to-peer transactions under
opportunistic connectivity conditions. They also afford very low embedded computational com-
plexity. Decentralized symmetric secret keys generation and sharing at the physical layer level
thus represent appealing alternatives to more conventional key (pre-)distribution and centralized
key management strategies. Among the possible radio technologies and standards supporting
these novel physical-layer functionalities, the Impulse Radio Ultra Wide-Band (IR-UWB) technology,
which is already considered in several low data rate standards (e.g., IEEE 802.15.4a for ranging-
enabled Wireless Sensor Networks (WSN), IEEE 802.15.4f for Real Time Location Systems or
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IEEE 802.15.6 for Wireless Body Area Networks (WBAN)), enjoys beneficial resolution capabili-
ties for direct bit extraction out of received multipath channels. However the theoretical single-link
IR-UWB key generation approaches investigated so far (and recently improved in terms of key ran-
domness, key diversity, legitimate reciprocity, and synchronization/quantization feasibility...) must
still be evaluated using real integrated radio devices in time-varying environments, such as that
commercialized by BeSpoon http://spoonphone.com/en/. They must also be scaled further to as-
sess practical cooperative scenarios within small (ad hoc) groups of devices/users, which clearly
represent the next frontier to enable local “bubbles of trust” in future loT applications.

3.1.3.2 Summary of Application-Level security issues

At the application level, the main problems concern the bootstrapping of the security and the pri-
vacy and the usability of the applications. The next subsection discusses the issues about the
Bootstrapping of the security.

About the privacy, the current IoT solutions are vertical solutions where the data are stored in
clear at Service Plaform and can be retrieved later by applications. There is a security link from
resource to Service Platform and another security link between application and Service Platform, in
consequence there is no end-to-end security between the application and the resource, the Service
Plaform may perform data analysis but without user consent and therefore this poses a problem of
privacy.

Integrating the concept of authorization allows the user to grant access permission to applications.
Anyway, for non expert or user who are not concerned by privacy aspects, the required process can
be difficult to understand. The user must understand what is a resource, must declare a resource
at the Trust Manager, configure such resource, optionally grant permission to another user. For
applications, the user shall dynamically allow application to obtain an access token. For that, it
must authenticate to the Trust Manager and add its user consent. In consequence, for all users the
usability of the Authorization model can be seen as difficult. This usability problem is very important
to tackle properly for final user acceptance.

3.1.3.3 Bootstrapping of Security

“loT is a network of networks consisting of static or mobile devices owning an identity, digital entities
and physical objects able to interact and retrieve, store, transfer and process data exchanged via
the Internet Protocol (IP)”. “Things” are often located in a Local Area Network (LAN) connected
to the global internet via a “gateway” device connected to both the Local Area and the Wide Area
Networks (WAN). IP communication protocols are indeed being used after the gateway device, but
their adoption on the LAN part, composed of low-power and constrained devices is not always
possible. Fortunately, the emergence of solutions and protocols designed for low profile devices
such as 6LoWPAN adaptation layer, COAP and DTLS facilitates the adoption of IP communication
protocols up the leaf devices.

Sensing platforms are often used to help “things” communicate with remote applications. These
sensing platforms must provide security services properly integrated into the system architecture to
secure end-to-end communications between heterogeneous elements.

To achieve such a challenging issue, IP-based communications offer many benefits to develop a
secure framework supporting the whole network from the data sources to the final user [73].Internet
security protocols provide solutions to secure data transport transparently for the applications [74].

The security solutions used for loT are usually designed for dedicated scenario requirements with-
out considering generic interoperability with the Internet Security Protocols (ISP) stack. Protocol
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translation is done by the gateway device at the boundary between the LAN and the WAN do-
mains. However such translation is the main obstacle to achieve end-to-end security between loT
constrained devices and remote applications [16], [17], [18].

A typical way to proceed in this case is to implement “hop-by-hop” security, involving independently
securing with different credentials the WAN and the LAN parts of the communication. This type
of solution requires a rekeying operation at the level of the gateway and means that data is always
available in clear in this device. Furthermore it leads to a concentration of credentials in the gateway
increasing significantly the risk associated to a compromised gateway device.

A classification of the security aspects to consider in the 10T is provided in [79]: The security
architecture refers to the system, the interactions between the elements that belong to the system
and the security management involving the “things”. A security scheme at the node level enables
the node to retrieve its security materials and to process security operations and storage. The
bootstrapping phase addresses the secure addition of a new object to the 0T network thanks to
trust operations including authorization and authentication. The bootstrapping is not specific to
any MAC or PHY layers. It concerns each component that would like to communicate with other
components without any previous knowledge of the one with the others. Attacks must be prevented
thanks to the threat analysis of the whole network. The resulting system should guarantee that only
trusted instances of applications can run over the loT network and the infrastructure. Moreover,
the life of a thing begins at manufacture. The device identity and the secret keys used during the
running cycle are provided during the bootstrapping phase. Once deployed, the device is under the
control of its owner.

An architecture built around a security management platform is commonly adopted. The proposed
security framework handles all the security aspects detailed in [79]. It could be implemented in
three steps:

e The Bootstrapping at low-level (LAN): consists in securing the “small” data between the object
and the gateway / proxy / modem linked to the WAN. It may consist in crediting the components
of the LAN with a shared session key that we can call “local” session key.

e The Bootstrapping at “high-level” (WAN): consists in distributing the access rights under the
form of access-token and cryptographic keys to the components of the WAN - connected to
internet - authorized to exchange information or to access to resources.

e The Session establishment: addresses the problem of distribution ephemeral session creden-
tials from the object to the user in order to implement “hop-by-hop” or “end-to-end” security.

Bootstrapping
at “high-level” User dewce

» Resource Consumer
« Session

establishment

Security

manager

Bootstrapping
at “low-level”

data
source source

Figure 40: The three phases of security deployment.

The bootstrapping at “high level” in the WAN can be performed thanks to protocol as OAuth2.0.
OAuth 2.0 [80] was recently introduced by Google to provide third-party applications access to re-
sources via an application. It introduces an authorization server distinct from the data application
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path. The authorization server provides an access-token to the application to access to the remote
resources whatever the credentials of the end-user. However, this scheme runs on the WAN do-
main. The remaining challenge is to authorize the access to a resource located on a constrained
device communicating wirelessly with a low-power standard in the LAN domain.

Nowadays, there is no standard to perform the bootstrapping of the objects located in the LAN to
the network. A variety of techniques co-exist. The bootstrapping technique most familiar to the
general public is to connect via WiFi a computer, tablet or smartphone to the modem / box at home.
To bootstrap, simply note the key value that can be read on the modem and enter this value using
the keyboard when the device tries to connect to private and secure WiFi network. In this case, all
devices connected to the same modem share the same key.

The problem is more complex with the connected objects:

e The objects are headless and/or physically difficult to access,

e The confidentiality should be ensured between different nodes which involve managing the
group concept,

e The objects are inexpensive, purchased bare, resource constrained and communicate via a
low-power radio standard as IEEE 802.15.4.

Several techniques have been envisaged to secure a pair of nodes, starting from nothing - an
insecure channel - and leading to a secure channel:

1. Channel estimation based: Based on the assumption of the channel reciprocity, the channel
estimation by both devices of a peer-to-peer communication gives temporal signals that are
“mirrors” the one of the other. These two signals could be considered as two correlated random
sources and a common secret can be forged secretly between the two devices.

This technique implies that the two devices are close enough (i.e. within the communication
range), that the communication channel is stationary during the time of one symbol and that
little interference perturbs the channel meanwhile. For instance, relying advantageously on
impulse radio - ultra wideband signals over a given communication link, each peer should
be able to send sequences of impulse waveforms (on the transmitter side) and to perform
channel estimation (on the receiver side), so as to compute the channel impulse response and
benefit from multipath components accordingly. As such capabilities are still challenging to
embed in low power integrated devices, this technology and the related standards, e.g. IEEE
802.15.4a/4r have been emerging for the last past years and the transfer to industry has just
started, mostly for localization applications [81] [82].

2. In-band pairing: No additional interface or hardware is needed, but the applicability with IEEE
802.15.4 standard is questioned. As the devices communicating with low-power IEEE 802.15.4
on UDP are usually resource constrained, the management of certificates and the implemen-
tation of a PKl is too costly. Lightweight handshake could be envisaged at the application layer
thanks to DTLS but the session key establishment remains an issue. At the network layer,
compression schemes for IPsec have been proposed in order to fit into 127-bits length frames.
IPsec AH or IPsec ESP may be available in transport mode only for low-power communica-
tions. No security association is proposed leaving aside the issue of bootstrapping.

3. Secure storage for private key needed: PUF, TPM-like. To physically secure secret credentials
as cryptographic private key, a secure element - TPM-like - could be used. This hardware is
now provided inside numerous devices as computer or tablet, but remains costly for resource
constrained devices.

The PUF - as Physical Unclonable Function - enables to forge a singular secret inside a device
based on its singular characteristics provided at manufacture. From this secret, cryptographic
keys or identity can be derived before initiating a handshake with another device.
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4. Based on the assumption that the public key or the certificate of the service provider is al-
ready deployed inside the node memory, and that the node is able to generate its own cryp-
tographic features - thanks to an embedded “true” random number or a PUF for example -
lightweight handshake protocols can be launched to establish a secure channel. This implies
that lightweight asymmetric cryptography technique is embedded into the node. This solu-
tion is a compromise that allows the node mobility and needs an appropriate management of
lightweight certificates. The actual standards - as X.509 - leads to certificates too big to be
embedded into resource constrained nodes.

5. Out-of-band: A different channel could be used to share a secret key between two devices
while ensuring that the information is broadcast on the air without confidentiality. Carelessly,
everybody located in the coverage area of the transmission is able to eavesdrop the secret.
An USB link, a button-to-button or a LED transmission can be used to share the secret and/or
the cryptographic material before the deployment of the node. This technique could require an
additional PHY/MAC layer embedded into the node only used for the bootstrapping operation.
The maintenance of the keys may be delicate if the secret is lost and this situation must be
avoided. This solution may be easy to use and “plug and play”.

The choice of a bootstrapping technique must involve the architecture of the network, the technology
of the nodes, the supported uses cases or applications running over the network, the criticality of
the data exchanged. A threat analysis should be launched that considers the vulnerabilities of the
system and to determine the risks that we want to cover.

All of these techniques aim to secure a connection between two components. In the Internet of
Things, the ultimate goal is to protect the resource emitted by the object and hide the identity
of its owner. This requires rethinking these techniques by introducing the concept of groups and
managing cryptographic features with flexibility for groups of individuals and / or objects. A thorough
analysis of the different security protocols currently existing for IEEE 802.15.4 frames is detailed
in [83]. This analysis provides a valuable point of departure in order to consider the security at low
level with the goal to provide secure bootstrapping from link to application layer thanks to Plug &
Play techniques.

3.2 Localization

Wireless localization is a fairly mature area of research, with a vast literature [84] and various contri-
butions in Deliverable 2.2 [85]. It is somehow paradoxical that despite the formidable effort put into
the problem, wireless positioning is still shy of its potential as a truly ubiquitous and real-time locat-
ing technology [86—88]. Ubiquity requires the technology to be available in every environment, while
real-time location implies automatic identification and tracking of location within an environment.

It is well-known that wireless localization systems are still inaccurate and unreliable in places such
as urban cities and indoors, which are characterized by high multipath propagation and scarcity of
Line of Sight (LoS) conditions. Therefore we seek to present algorithms to mitiage against mulitpath
and Non Line of Sight (NLoS) conditions for accurate indoor wireless localization.

In this section, we provide an accurate ranging algorithm using superresolution techniques over
phase measurements for distance estimation between devices. This algorithm has already been
implemented in ZIGPOS Localization Architecture. We also presented the possiblity of perform-
ing multipoint ranging via these algorithm using orthogonal set of Golomb rulers. With distance
estimation discussed, we provided accurate, robust and efficient positioning algorithms for target
localization using algebraic confidence via circular interval scaling and an hybrid cooperative al-
gorithm. To improve the performance of the positioning algorithms, therein target coordinates, a
cooperative technique for detecting NLoS measurements was also presented.
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3.2.1 Ranging Algorithms

To qualify the above statements, consider the case of Angle of Arrival (AoA) positioning were a
good number of AoA localization, and estimation algorithms [89, 90] exists. Of particular relevance
is the fact that simultaneous estimation of the AoA of multiple signals/sources is relatively easy to
perform, which is of fundamental importance to reduce latency in indoor applications where the
concentration of users is typically large.

Yet, AoA-based indoor positioning is not common today because: a) AoA-based localization al-
gorithms are highly susceptible to NLoS conditions, such that accurate and robust AoA input is
needed; and b) accurate and robust AoA estimation requires expensive multi-antenna systems and
high computational capabilities, which are incompatible with typical indoor requirements of small,
low-cost, low-power devices.

The limitations of the AoA-based approaches partially explain the predominance of range-based in-
door localization systems proposed by academia. Indeed, various accurate robust distance-based
localization algorithms exist, and distance estimates are relatively inexpensive to obtain from radio
signals without requiring multiple antennas or significant additional RF circuitry. But again the de-
ployment of this technology is short of its potential, which arguably is a result of the fact that since
ranging quality is severely degraded by interference, positioning systems are required to carefully
schedule the collection of ranging information, leading to low refreshing ratios and communication
costs.

On one hand, many excellent AoA estimation algorithms exist, which however are not typically
utilised for indoor positioning as multi-antenna systems are too expensive. On the other, many
excellent distance-based localization algorithms exist [84], which however can only be effectively
employed for indoor positioning, if ranging information can be collected efficiently from multiple
sources so as to reduce latency.

The work is as follows, in Paragraphs 3.2.1.1 and 3.2.1.2, we briefly revise the Phase-Difference
of Arrival (PDoA)-based ranging techniques and their integration with superresolution algorithms
for multipoint ranging. In Paragraph 3.2.1.3, the Golomb-optimized scheme which yields the pos-
sibility of extending the technique to perform simultaneous multipoint ranging to reduce latency is
discussed. The performance of the algorithm is also discussed in Paragraph 3.2.2, which include
comparisons against the corresponding Cramér-Rao lower bounds (CRLBs) for ranging and Local-
ization. Afterwards, conclusions are drawn.

3.2.1.1 PDoA Continuous Wave Radar Ranging

We shall focus on PDoA to estimate the distance between a pair of wireless devices using their
signals. Consider the problem of estimating the distance d between an anchor A and a target T
based on the phases of the signals exchanged between the devices. As illustrated in Figure 41, an
anchor A emits a continuous sinusoidal wave of frequency f with a known phase ¢,, and the target
T acts as an active reflector, such that A can measure the phase ¢,, of the returned signal [91]. In
this case, the roundtrip distance 2d and the phases ¢,, and ¢, are related by

drd
©=Prx — Prx = ?f - 27TN7 (40)

where N is the integer number of complete cycles of the sinusoidal over the distance 2d.
Obviously the distance d cannot be estimated directly based on equation (40) since the quantity vV

is unknown. However, taking the derivative of (40) with respect to f one obtains

de 4nd
— = —. 41
if e (41)
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Let there be a set of equi-spaced frequencies F = {fy,--- , fx} such that Af = fr.1 — fi for all
0 < k < K, and assume the roundtrip phases ;. for all f, are measured.

From the linear relationship between f and d in (41), we have

App = T2 ok, (42)
where Ay, = ¢, — o forall1 <k < K.
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Figure 41: lllustration of PDoA ranging mechanism, Multipoint-point ranging can be performed by allocating different sources to different
orthogonal carriers.

Notice that due to the linearity of this relationship, we have, for any pair of integers (k, ¢), with k& > ¢,

Ay — Apg =wg - (k—q) = Apg—g. (43)
This simple property has a remarkable consequence. Indeed, consider an ascending sequence of
non-negative integers N' = {n1,--- ,nx} and the associated set of input measurements Ap, =

{Apn,, -, Apn, }- By virtue of (43), the set Apy can be expanded into Apy = {Ag,,, -, Apy,, },
where the cardinality M of Ay is upper bounded by M < K£-L.

Other than the much larger cardinality, the sequences Ay, and Ay, have, as far as the purpose of
distance estimation is concerned, fundamentally the same nature since both carry samples of the
quantities Ayy. In other words, the model described above allows for large input sets of cardinality
M to be obtained from a significantly smaller number K of actual measurements, by carefully
designing the carrier frequencies required to perform ranging estimates. Furthermore, the linearity
between the measured quantities Ay, and the corresponding indexes & is so that such design can
be considered directly in terms of the relationship between the integer sequences ' — V. Sparse
sequences N that generate optimally expanded V are known as Golomb rulers.

3.2.1.2 Multipoint Ranging via Superresolution Algorithms

Straightforwardly, assume that a set of input measurements Ay, is collected, from which the as-
sociated expanded set Ayy is constructed and consider the corresponding complex vector
X = [ejAwul s 76jA(pVM]T = [edea e 7ejl/de]T7 (44)

where T denotes transposition and v, is normalised to be 1.

One can immediately recognize from (44) the similarity between the vector x and the steering
vector of a linear antenna array [90]. An estimate of the parameter of interest w, can therefore be
recovered from the covariance matrix R, = E[x - x"]. Specifically, under the assumption that each
measurement Ayp,, . is subject to independent and identically distributed white noise with variance
o2, the covariance matrix R, can be eigen-decomposed to

Ry =U-A-U", (45)
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with

U= [uUs] and A=[+ fffffff | (46)

where Uy is the K-by-(K —1) null-space of Rx.

From the above properties, many superresolution algorithms such as Music, Root-Music, etc.
[90,92], can be employed to obtain ranging estimates as in [93]. Our focus mainly is to discuss
the resulting opportunities to optimize resources, and analyze the corresponding implications on
the achievable ranging accuracies. Whatever the specific method used to extract the distance d
(embedded in w,) from the vectors constructed in (44), the following properties apply to superreso-
lution algorithms.

e Superposibility: Thanks to the expansions N/ — V, measurement frequencies corresponding
to multiple sources can be superposed without harm. To exemplify, consider the case of two
sources A and B and the measurements from both sources be collected continuously accord-
ing to the sequence N' = {1,3,4,5,6,7,8,10}, but such that the sources A and B are only
active according to the orthogonal sequences N4 = {1,3,6,7} and N = {4,5,8,10}. The
samples in A4 can, however, be transformed into the sequence V4 = {1,2,3,4,5,6}, which
contains 6 samples. Furthermore and likewise, Nz — Vi = {1,2,3,4,5,6}. In other words, out
of only 8 jointly collected samples, 6 equivalent measurements from each source are obtained
without interference.

e Unambiguity: In AoA estimation using antenna arrays, the elements of the steering vectors are
complex numbers whose arguments are periodic functions of the desired parameter, which in
turn gives rise to aliasing of multiple parameter values that lead to the same set of measure-
ments [94]. In contrast, in the context hereby the quantities Ay, are linear functions of the
desired parameter d, such that no such ambiguity occurs.

e Separability: Thanks to both properties above, superresolution ranging can be carried without
interference using orthogonal non-uniform sample vectors, each processed by a separate es-
timator. Consequently, issues such as correlation amongst multiple signals in superresolution
algorithms [90], do not exist in the context hereby.

3.2.1.3 Optimization of PDoA Range Sampling via Golomb Rulers

Under the model described in Section 3.2.1.1, the optimization of resources amounts to allocating
ranging frequencies to multiple sources, directly related to that of Golomb rulers [95].

Golomb rulers are sets of integer numbers that generate, by means of the difference amongst
their elements, larger sets of integers, without repetition. Briefly, we will review some of the basic
characteristics and features of Golomb rulers.

Basic Features of Golomb Rulers

Consider a set of ordered, non-negative integer numbers N’ = {ny,ns,--- ,nx}, with n; = 0 and
nx = N. This set has order K, and length — its largest element N. The corresponding set V of all
possible pairwise differences

Ve = N — Ny (1§€<k§K> (47)

If the differences vy, are such that v, = v, if and only if k = p and ¢ = ¢, then the set \V is known
as a Golomb ruler and their elements are understood as the marks of a ruler, which can measure
only the lengths indicated by any pair of marks. We henceforth refer to the set V as the measures
set. It follows from the definition that the number of distinct lengths that can be measured by a
Golomb ruler — the order of V —is M= K XL, The first key feature of a Golomb ruler is that if /
has order K, then V has order M.

An example of a Golomb ruleris N' = {0, 1,4, 6}, which generates the Measures V = {1,2,3,4,5,6}.
In this particular example, V is complete, as it contains all integers up to its length, so that the
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Golomb of order 4 is said to be a perfect ruler as it allows for all distances to its length to be
measured.

Unfortunately, no perfect Golomb ruler exists [96] for K > 4. It is therefore typical to focus on
designing rulers that retain another feature of the order-4 Golomb ruler, namely, its compactness
or optimality in the following senses: a) no ruler shorter then N = 6 can exist that yields M =6
distinct measures; and b) no further marks can be added to the ruler, without adding redundancy.
In general, these two distinct optimality criteria are defined as

a) Length optimality: Given a certain order K, the ruler’s length N is minimal,
b) Density optimality: Given a certain length N, the ruler’s order K is maximal.

The new genetic algorithm we presented in [97] is used to generate orthogonal Golomb rulers (so
as to enable multipoint ranging), that also come as close as possible to satisfying the length and
density of the optimality criteria described above (so as to optimise resources).

Furthermore, there are two distinguished ways the resulting Golomb rulers can be grouped together.
One possibility is to group the rulers such that all have the same length N, even if with different
different number of marks. This approach is motivated by the fact that the corresponding array-like
vectors (see (44)) will have the same aperture, which in turn is directly related to the accuracy of
the corresponding distance estimation via superresolution algorithms. This choice is referred to as
Equivalent Ranging Quality (ERQ). Another possibility, however, is to group the Golomb rulers with
the same cardinality K. This grouping approach is motivated by the fact that, in the context hereby,
each marker in the ruler corresponds to a measurement that is taken, and therefore is referred to
as Fair Resource Allocation (FRA).

Examples of Golomb rulers obtained with the algorithm described in [97] and grouped according to
the ERQ and FRA criteria are listed in Table 7. It can be observed that, as desired, no two identical
numbers (markers) can be found in two different rulers within the same group. It follows that all
the rulers of each group can be superimposed without interference and within a maximally compact
span (conventional design would be to shift each ruler by length of the later).

To clarify, thanks to the rulers displayed in Table 7, within a block of no more than 100 frequencies,
multipoint ranging between a target and 5 different anchors can be carried out by taking only 50
PDoA measurements. This can be achieved either by using the ERQ or FRA group of rulers,

respectively.
Table 7: Examples of Golomb Rulers with ERQ and FRA Designs.
| K | Equal Ranging Quality | N M| K| FairResource Allocation | N ' M |
9 | 0,1,7,10,30,41,45,63,87 87 36 || 10 [ 0,1,16,21,24,49,63,75,81,85 85 | 45
9 | 2,3,6,32,37,49,56,76,89 87 136 || 10 | 2,3,11,32,45,56,60,72,78,92 90 1 45
10 | 4,5,16,20,33,42,52,66,73,91 87 I 45 || 10 | 5,9,15,29,42,51,68,80,91,96 91 I 45

11 | 8,9,18,21,38,46,53,72,77,93,95 87 55 || 10 | 6,13,17,19,33,43,61,62,84,93 | 87 | 45
11 | 12,13,17,25,31,47,68,70,79,96,99 | 87 ' 55 || 10 | 12,14,22,27,28,46,66,73,77,94 | 82 ' 45

Conclusion

We offered an efficient and accurate solution to the multipoint ranging problem, by adapting su-
perresolution techniques with optimized sampling. Specifically, using Phase-Difference of Arrival
(PDoA), we constructed a variation applicable with superresolution algorithms to perform distance
estimation over sparse sample sets determined by Golomb rulers. The design of the mutually or-
thogonal sets of Golomb rulers required by the proposed method was shown to be achievable via
the algorithm in [97].

©BUTLER — Page 78/198



287901 BUTLER Project deliverable

3.2.2 Error Analysis and Comparisons in Wireless Localization

In this paragraph, we analyse the performance of the multipoint ranging described above for target
localization. To this end, we first derive the Fisher Information Matrices and associated CRLBs
corresponding to ranging and target localization and later offer comparisons with simulated results.

Start by recognising that phase difference measurements subject to errors are circular random
variables. The Central Limit Theorem (CLT) over circular domains establishes that the most entropic
model for circular variables with known mean and variance is the von Mises or Tikhonov distribution
[98]. We therefore model the phase measurements as

~

Ap ~ Pr(0; Ap, k) (48)
with
A exp(kcos(fd — Ay))
: = —mr < f<
Pr(0; Ay, k) 2T () , —m<0<m, (49)

where I,,(k) is the n-th order modified Bessel function of the first kind and « is the shape parameter
given by the signal-to-noise-ratio (SNR) of input signals, and relates to the error variance by

Li(k) 2 2
s _ . I L2
Ap=1 In(k) w>>1 2k+1 K (50)

Consider then that a set of K independent measurements { Ay }rens is collected according to a
Golomb ruler N, such that the samples can be expanded into and augmented set of M samples
{Agom}mEVs with

Aoy = Ay, — App = wy(k — £) = wavm, (51)
where each index m corresponds to a pair (k,¢) with & > ¢ with ascending differences, and note
that v,,, # m.

Although the expanded samples Ay, are differences of phase differences, these quantities not
only preserve the linear relationship with the parameter of interest but also their independence. As
a result of the double-differences, however, the SNR of Ayp,,, from equation (51) is twice that of Apy,
from equation (42). In light of the asymptotic relationship being twice as large, it follows that the
shape parameter  associated with Ay,,,’s are twice as small.

3.2.2.1 Ranging

Using the model above, and incorporating the optimized sampling via Golomb ruler, the likelihood
function associated with M independent measurements as per (42) is,

Ly(d; Af, k) = [] Pr(6; Agm, k) (52)

exp [g cos (a U (d — d))]
21l (K/2)) ’

AT A f

where « is defined as
parameter of interest in d.

, ym € YV and have modified the notation above to emphasise the

The Fisher Information as the negated expectation of the Hessian is

9%In Ly (d; Af, k)
d?

Ca?k(K)2) &,

= — vV,
2 To(x/2) 2=

JV;Af, k) = —E [ (53)
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where the notation alludes to the fact that the key input determining the Fisher Information is the
set of measures V = {vy,--- ,vp}.

The CRLB is obtained directly by taking its inverse, i.e.,

CRLB(V: Af, k) = ——

JV;Af k)

CRLB Ratio of Expanded/Unexpanded Optimal Golomb Rulers
T T T T T T T

(54)

3.5

25F

JNGAF R)T(V; Af, k)

0.5

0 I I I I I I I I I
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Standard Deviation oa,
Figure 42: Evolution of CRLB ratio J(N; Af, x)/J(V; Af, k) as a function of the phase error standard deviation oa.,, associated with
different rulers A/. A value of sigma above 0.5 signifies highly noisy phase measuremens which are already outside the region of interest.

Before proceeding, discussions on the analytical results off-ered above are in order. First, let us
emphasise that given a set of phase difference measurements {Ap,, }X |, with n, € N, one al-
ways has the option of either exploit the properties of the Golomb ruler N' and expand to a set
of measurements {Ag,, }M_,, or not. In case such option is not adopted, the associated Fisher
Information and CRLB are obtained as done above, but with  replacing /2 and N replacing V.
That is,

K
JN;ASf k) —0425[1 Zn (55)
) it

1

CRLB(WN;Af, k) = N}
Comparing these expressions, it can be readily seen that the choice of adopting the Golomb ap-
proach on the one hand subjects the resulting double-phase-differences to twice the noise, but on
the other hand expands the number terms in the summation. In principle, the optimum choice be-
tween these options depends on the ruler N/ and its order K, and the associated V and M, as well
as . As shown in Figure 42, for instance, the ruler N’ = {0, 1,4, 6} yields superior results compared
to its associated measure set V = {1,2,3,4,5,6}, because the loss of 3dB (implied by x — k/2)
incurred by the latter is not compensated by the gain in the sum of squares achieved by using V
instead of V.

For larger rulers, however, the advantage of expanding the rulers quickly becomes significant,
thanks to the geometric increase of M with respect to K. A ruler of order-6, e.g., N' = {0, 1, 4, 10,
12,17}, already achieves better performance expanded into V = {1,---,17} then otherwise, for
oa, < 0.22. Likewise, the expanded version of the order-10 ruler N = {0, 1, 16, 21, 24,49, 63, 75, 81,
85} is superior up to oa, < 0.67 — which defines essentially the entire range of interest — and finally
the expanded ruler of order-20 is always superior, for any o . In summary, it can be said that
applying the Golomb expansion leads to superior results, as long as the ruler is large enough and
oAy I8 in the region of interest.
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3.2.2.2 Localization

Assume a network of N ={1,---, N,+1} devices in an 2-dimensional Euclidean Space, of which
there are N, anchors (x;,y;) and a target (x, y). Incorporating the multipoint ranging via orthogonal
Golomb rulers for target location, the likelihood function associated with IV, anchors M independent
measurements as per (42) becomes,

R Nog M
LT(d; Af, "Q) = H H P’T(e; Apmi, ’i) (56)

i=1 m=1

No M exp [% cos <a . Vm;i(di - dz))}

=1111 21y (r/2)) ’

i=1m=1

where v,,,.; € V; and i in the above equation used to denote each target-to-anchor link.
The Fisher Information Matrix in 2-dimensions is

R [Jm ny]
JV;Af, k) = ;

zy Jyy
where

9?In Ly (d; Af, k)
0z

_ o?kli(K/2) e (x — ;)2 M
9 1(1)(,@/2) Z( £ 2”3%9’

=1

Jm:r(v7Af> K) =-L [

2 An
Jyy(V; Af, k) = —E [8 InLy(d;Af, k)

Oy?

 a?kh(k/2) 5[y — yi)*
=5 h(o2) Z( 0 ngm)

=1

Jay(ViAf k) = —E [

B a?kI1(k/2) N (x —2:)(y — vi) -

=1 ? m=1

?In Ly (d; Af, k)
0xdy

where the key input determining the Fisher Information are the N, set of measures V = {Vi}fjl.
The CRLB is obtained directly by taking the trace of its inverse, i.e.,

S 61)

CRLB(V:Af k) =T33 X7

3.2.2.3 Simulations and Comparison Results

Let us finally study the performance of the proposed multipoint ranging technique by means of
simulations and comparisons with the corresponding CRLBs derived above.
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Performance of Superresolution Ranging with/without Golomb Sampling
T T T T T T T T T T

—@— Uniform - Music
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N ; — A A
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Number of Samples K

Figure 43: Performance of superresolution ranging algorithms as a function of the sample set sizes K for different oa.

Performance of Multipoint Ranging/Localization with Golomb Sampling
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T
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Figure 44: Performance of wireless localization with Golomb-optimized multipoint ranging with ERQ and FRA ruler allocation ap-
proaches.

One fact learned from the plots in [93], where no Golomb ruler is used and rather a sequence of K
consecutive samples are collected for each range estimate, as in existing work [99] is that without
the efficient use of samples made possible by the Golomb ruler, superresolution algorithms require
a large number of samples in order to reach the CRLB, which is a problem in energy consumption
and latency related directly to the number of samples collected. Although supperresolution methods
do improve on a “naive” average-based estimator, that gain in itself is not that significant unless the
sample size K is rather large.

The results above emphasize the significance of our contribution, by demonstrating that the efficient
utilisation of samples is fundamental to reap from superresolution algorithms their true potential
performance. This is further illustrated in Figure 43, where it can be seen that thanks to the Golomb
sampling, superresolution algorithms with a relatively small number of samples are much closer to
the CRLB.

Considered in coordination with the results of Figure 42, it can be generally said that a Golomb-
optimized scheme with a total of 10 samples, taken at frequencies corresponding to a Golomb
ruler A/ expanded into the associated measure set V, followed by MUSIC estimation is an excellent
choice for PDoA ranging.
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In fact, as illustrated by Table 7, such a choice also allows for an easy design of various orthogo-
nal Golomb rulers, such that multipoint ranging can be efficiently performed for target localization.
But since in this case a choice needs to be made between the ERQ and FRA ruler allocation
approaches, a fair question to ask in this context is what are the performances of corresponding
choices in target localization.

This is addressed in Figure 44, in which we considered a network with anchors located at coordi-
nates [z;,v;] = [1,4],[4,8],[7,5],[2,2] and [6, 2], respectively, and a target at position [z,y] = [3, 5]
in which the distances for each target-to-anchor link (d;:i =1,--- ,5) are converted to phase mea-
surements and Tikhononv random variables are added as phase errors. The estimated distances d;
are obtained using 5 orthogonal Golomb rulers which are rotated amongst the anchors. Thereafter,
the target’s location is determined by applying the Super MultiDimensional Scaling (SMDS) algo-
rithm [100] on the estimated distances and the root mean square error (RMSE) on the estimated
target’s location is obtained.

The average performances of the ERQ and FRA multipoint ranging schemes employing the rulers
shown in Table 7 while using the SMDS algorithm for target localization are compared against
corresponding CRLBs. Figure 44 shows that in fact both approaches have similar performances
relative to one another and are close to the CRLBs.

Conclusion

A Cramér-Rao lower bound (CRLB) and an error analysis of the overall optimized multipoint ranging
solution for wireless localization was performed, which was compared to simulated results quanti-
fied the substantial gains achieved by this technique.

3.2.3 Positioning Algorithms

Cooperative localization can significantly improve positioning performance in terms of accuracy and
availability [101], when there are not adequate measurements from anchors whose positions are
known. Cooperative positioning algorithms take into account range measurements not only from
anchors but also from the unknown neighbors, and exchange positional information among coop-
erating users. This section presents some novel cooperative positioning algorithms, which propose
efficient schemes to exchange positional information and model the uncertainties of neighbors’ po-
sitions.

3.2.3.1 Target Localization with Algebraic Confidence via Circular Interval Scaling (CIS)

Introduction

In many localization applications it is desired that, together with the targets’ position estimates, the
algorithm return a measure of the confidence of such estimate. This feature is already intrinsic in
Bayesian-based solutions [101] in which the entries of the state covariance matrix associated to
the target’s coordinate can be used to assess the confidence on the estimate. However, Bayesian
approaches can be computationally costly and they rely on a priori information on the statistic of
the observations.

This can be a limit, at least in some localization scenarios in which complexity must be kept as low
as possible, e.g. to prevent battery depletion, and especially in cases where no a priori information
is made available.

In this section we propose a novel algorithm that jointly estimates and utilize the confidence region
associated to each estimated position.

To achieve this we define algebraic confidence as the measure of belief that is provided by the al-
gebraic algorithm without any a priori information. We further demonstrate via illustration whereby
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areas of the objects, i.e. circles as outputs through Circular Interval Scaling (CIS) algorithm pro-
posed in [102] are related to the Fisher uncertainty ellipses.

After having combined Fisher Ellipses and CIS together, in Section 3.2.3.1 is shown how the new
measure of uncertainty is utilized to design the improved cost function (CIS+). It is shown how
the new algorithm, using the cost function develop here, outperforms the CIS algorithm in both,
computational complexity and accuracy of the position estimate. Furthermore, in Section 3.2.3.2.
the CIS+ cost function is extended to work in more realistic scenarios, namely to account scenario
where some of the links are subject to NLoS conditions.

Preliminaries

Throughout the article a network is understood as a set of N nodes whose n-dimensional coordi-
nates are presented in matrix form as P = [py, ..., px]| Where p; € R'*" is the vector containing the
coordinates for the i-th node. Without loss of generality we restrict ourselves to the case of n = 2
from which it follows that p; = [2;, y:].4

It is assumed that na > n out the N nodes in the scenario have location known a priori. These will
be referred from now on as the set of anchor nodes and without loss of generality it is assumed that
their coordinates will occupy the first n 4 entries in P. Correspondingly the indexes for the remaining
nodes, namely the target nodes, are labeled as [na + 1,..., N].

Assuming that a measure of mutual dissimilarity between all nodes in the network is known in the
form of a dissimilarity matrix, then this information suffices to recover the targets’ locations by solv-
ing the resulting scaling problem [103]. This can be solved either relying on algebraic procedures,
e.g. using the Classical-Multidimensional Scaling (C-MDS) method [104], or by optimization of a
specific cost function [105]. With reference to the latter, a popular choice is the so called STRESS
cost function given by®

N
C(P) = wij [0 — dij(P))?, (62)
i<j
where §;; is the dissimilarity measure between objects ¢ and j, w;; is the corresponding non-

negative coefficient weighting the confidence on the measure and d;;(-) is the function describing
the dissimilarity measure between the i-th and j-th rows of P.

Circular Interval-Based SMACOF algorithm

Amongst the algorithm that can be used to solve STRESS, a popular choice goes under the name
of Scaling by Majorizing a Complicated Function (SMACOF) [107,108].

The Circular-based Interval SMACOF (CIS) [102] provides an extension to the STRESS cost func-
tion used in SMACOF. Specifically in the CIS framework, rather than considering a set of dissimi-
larities between agents in the network, i.e. range measurements between points, CIS extends the
definition of object by describing those, rather than points, circles in the Euclidean space.

This is accomplished by modifying the cost function defined in equation (62) into
- L _ L) 2 & () _ () 2
CP.R) = wy [% —d (P,R)] +3 wy [% ~dV@.R)|, (63)
1<j 1<j

where the matrix R € RY*™ describes the size of the N objects parameterized by variable 7y,
5§']T) and 61(.;’) are lower and upper bounds of an specific interval®, corresponding respectively to

“The generalization to higher dimensions is straightforward.

SNotice that in presence of white Gaussian noise ~ AN(0,5?), the solution of STRESS is equivalent to the maximum likelihood
solution [106].

6The case of the single measurement can be seen as the extreme case, in which the 67 = 5.
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the minimum and maximum dissimilarity measured between the objects, and dﬁ';)() and dﬁ?)(-) are
functions returning the estimated lower (minimum) and upper (maximum) distance between the
objects.

In [102] it was shown that by considering the objects as circles, the matrix R € RV*! reduces to a

vector r = [rq,...,ry] containing the radius of the circles associated to the node  in our network.

Additionally lower and upper distances, d%) and dgj) respectively, are defined as

dl(.jL)(P, r) =max{0,|p; —pjllF— (ri +75)}, (64)
dS”(P,r) = |lpi — pjllF + (ri +15), (65)
where p; is i-th row of the coordinate matrix P and r; is i-th element of the radius vector r.

The complete derivation of a majorization-based [109, 110] algorithm to solve equation (63) was
offered in [102] with defining minimum and maximum distances as given in equations (64) and
(65). This solution was proved to be efficient and advantageous in our localization scenario when
compared to different choices of objects’ shapes [111].

Confidence Region: Fisher Uncertainty Ellipses

From estimation theory it is known that, for a given confidence P., the Fisher uncertainty ellipses
yields the area within which the maximum likelihood (ML) estimate of p; is ensured to be [112].

Let p; be the estimated location for the i-th target, then let the associated covariance matrix be
Qp, £ E [(ﬁi —pi) (i —pi)T| - (66)
It follows that the lower bound on the estimator is represented by the CRLB which is given by
Qp, = F (67)

The matrix Fyp, is the Fisher Information Matrix (FIM) [113,114] and which (k,[)-th element is de-
fined as [115]

[Fpi]kl =E (68)

)

dlog f(A[P) dlog f(A|P)
[ Opi i Opi,1 ] ’
where matrix A stores dissimilarity measurements ¢6;; and f(:|-) is the joint conditional probability
density function.

Under the assumption that the ranging error has zero mean with spatial components in the “x” and
“y” dimensions, namely aﬁx, azy, as well as their cross-term o; vy known, then equation (66) can be
rewritten as
Ui2 o;
Qp, = [ T (69)

. 2
Uz,xy Jl,y

It is known that the directions of maximum dispersion in the space for the random vector p; are
proportional, up to a factor x;, to the eigenvalues associated to €2, [112]. In particular, the axis
of the ellipse that better describes such dispersion in the space are given by 2/k;\i.1, 2 VKi\i:2,

where
1
N1 2 3 {ng + agy + \/(sz — Uz‘z,y)Q + 40?,Xy} ) (70)
1
Mo 2 [ggx + 02, — \/(sz — o2+ 4agxy} . (71)

In presence of Gaussian random vectors, the proportionality factor x; is related to probability P,
through
ki = —2In(1 — P,). (72)
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It follows that the Fisher Ellipse for the i-th target is given by [112]

I I

[(z — pix) cosvi + (y — piy) siny; N [(z — pix)siny; — (y — piy) cosv;

=1 73
Ki * Ni:1 Ki = N2 ' (73)

where the rotation angle ~; describes the offset between the principal axis for the ellipse and refer-

ence axis and it is defined as’
1 20;
T 3 arctan (201)(312) . (74)

Oix — iy

Confidence Region: Circular Interval Scaling

As discussed in previous section, p; is influenced by both the error on the measurements as well
as the geometrical configuration which is captured by the derivatives with respect to the coordinate
components of p; in equation (68).

To uncover the dependences of the bound from the noise and geometry characterising the scenario,
similarly to [116] we rewrite the CRLB explicitly in terms of these two components. For the sake of
simplicity however, in the following a source localization scenario is considered. Let Na denote the
number of anchors and @; = uz@x + u§y>y the unit vector® originating from the target's location and
lined up towards the i-th anchor. Then Mg, can be written as [117]

[ A
ani = Wa (75)

where A ="M <0;2(u§z))2 + 0;2(u(y))2) and M~! =Q,,.

(2

Also equation (75) can be rewritten as [116]

NA -2
2 PRy
=l 76
Mﬂpl det{M} Y ( )
where
Na Na
det{M} =) "> "0; %0 %[t x >, (77)
i=1 j=1
G>i

By the definition of cross product and considering a polar coordinate system then the term |G; x G
can be rewritten as |G; x G| = |&]|d;]|sin(6;5)|, where 6;; is the angle between the i-th and j-th
anchor as seen from the target.

Now, let denote

Aij = [G[0y][sin 055, (78)
and Equation (76) can be rewritten
NA -2
o = Sl (79)
>t j=1% 9 ‘Aij
7>

Under the assumption that o; = ¢(® Vi € {1,..., Na}, the CRLB can be written as [116]

N,
MF;z‘l = U(d) . WAAZ]’ (80)
>0

"For o7, = o7, then v; = 0.
8% and ¥ are unit vectors along the z- and y axis, respectively, and uf” and u§y> denotes the x and y component of the vector u,.
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Na

j=1"
7<i

where Y-, is used to indicate Y"1

Furthermore, noticing that by the definition of the unit vector, i.e. |u| = 1, then equation (78)
simplifies to A;; = |sin(6;;)].
It follows that MF 1 can be expressed as the product of two components, namely the error de-

pending on the measurements noise and a geometric term depending on the angular distribution
of nodes in the scenario under investigation, i.e. {;;} which is also known in the literature as the
geometric dilution of precision (GDOP), namely

M1 = o@D . GDOP;, (81)

with
Na

D252, Isin(03)|

It follows that an ideal measure of confidence for the position estimate is given by Ppsl = 1 /MF;;.

GDOP ;) = (82)

Improved Circular-Confidence -Based Scaling (CIS+)

The idea of the CIS+ framework is to develop an algorithm that, similarly to the error ellipses as-
sociated to the CRLB [112], quantifies the confidence region associated to each location estimate
as one of the output of localization process and uses it as a priori information in subsequent com-
putations. To achieve this, we use the CIS algorithm previously introduced in [102] to exploit the
uncertainty measure provided by the r parameter in the computation of the targets’ locations. Fur-
thermore it was shown in [102] that the CIS implementation is convenient due to its low complexity
and its sure convergence to local minima.

The core of the CIS algorithm is the extension to the standard STRESS cost function commonly
utilized in localization problems to allow targets to be described by, rather than points, areas in the
space [111]. To do so, in [102] it was proposed to generalize the STRESS cost function to include
a matrix R € RV*" accounting for the uncertainty of the N objects. In particular, following the
arguments in [118], the CIS cost function® can be modified to account the uncertainty information
resulted from the algorithm, yielding to the CIS+ cost function. This is done by adding a term that
exploits eventual a priori information on the targets estimates, namely

Z“’U[z’ r] +wa{w - Pr} +Zm\|pz pil#  (83)

1<J 1<j

where p; represent a confidence measure over an initial target estimate p;, a (-) and d ( ) are

1]

functions returning the estimated minimum and maximum distance between the objects and JEJL.)
and Jﬁ;” the corresponding variables used in the optimization.

Complexity

The advantage of the CIS+ algorithm is that, it reduces drastically the total computational complex-
ity. Although, the CIS+ solution has an additional sum component with the matrix multiplication, it
should be noted that the concerning matrix has only non-zero elements on its diagonal and thus
the number of multiplications added top of CIS algorithm is very small.

The comparison of complexity costs is presented in Table 9. From the table it can be read that,
depending on the scenario in the question, the number of iteration CIS+ requires to reach the same
level of convergence is from 4 to 8 times less.

®In CIS algorithm objects are defined as circles, thus R is suppressed to the vector r € RV 1,
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Table 9

Number of iterations?
CIs CIS+
o=101 102 | 04 | 01 | 02 | 04
Single® | 754 | 52.2 | 423 | 9.3 | 9.8 | 105
Multi® | 179 | 161 | 145 | 20.7 | 20.7 | 20.4
Single® | 70.0 | 56.5 | 414 | 94 | 104 | 11.2
Multi®| 133 | 119 | 112 | 225 | 22.8 | 24.9

a8 Number of iterations required from the both algo-
rithms to reach same level of convergence.

b For the Scenarios where ¢ is constant.

¢ For the Scenarios where ¢ is varying from link to link.

Position Confidence with the CIS Algorithm

From the previous subsection we saw how the confidence depends on an error term and a geo-
metric term. Following we first uncover the relationship between the sets of range measurements
{dg'j‘.), dg.”} and r, showing how the latter is related to the uncertainty associated to the relative target
estimates P. This is then used together with the notion of GDOP defined in equation (82) inside the
proposed geometric confidence.

Statistical Analysis of r
Let the ij-th range measurements be Jij = d;j + nij, where n;; ~ N (0, 03) is the random variable
modeling the noise process for the i;j-th link with the such that all n;; in the network are independent
and identically distributed (i.i.d.). Also let assume two observations are available for each one of
the measured links, such that

65 = min {J(l) ci(Q)}7

i i 0 g

(U) _ 51 5(2)
6ij = max{dij , dij }

(84)

Let r; be the i-th entry of r, namely the radius referred to the set of measured ranges between the
i-th target and the j-th sensors connected to it. To retrieve the distribution of r;, the first problem
is to characterize the distributions of Sgy and SZ(;’) defined in equation (84). Due to the equivalence
of analysis of these two cases, we restrict ourselves to the study SEJL.J), keeping in mind that similar
steps can be done for 5.

To begin with, consider the anchor-to-target measurements case, i.e. the source localization prob-
lems in which ¢; refers to the i-th anchor from which the observation is generated.'®

Let X, X, denote two Gaussian random variables with means u1, uo, standard deviations o, o9
and correlation coefficient p. Using order statistics notation [119] let »(2) define the random variable
resulting from max(X;, X,).""!

®Namely there is no uncertainty associated with the anchors’ locations.
"Similarly ~(*) will be used to denote the random variable corresponding to min(X1, X>).
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Then the distribution of rl@) for to the i-th link is [120]

Do (@ 11, i, 01, 09, p) = 1¢<M1—$)¢<P(Ml—x) -
Ti Y ) bl b bl 0_1 0_1 Ulﬂ 02\/@

+1¢<M2—%’>¢ plpa —x)  m—=
02 02 oo/1—p2 o1\ /1—=p2 )

where ¢(-) and ®(-) are respectively the PDF and the CDF of the standard Gaussian distribution.'?

(85)

While equation (85) provides the distribution of the single SS.J), from the equation (83) it is evident

that r corresponds to the linear combination of the two independent random variables (1) and ()
thus from equation (83) it follows that the distribution of r is given by

Pr(T;) = Py (w5 +) * Py (3 ), (86)

where x denotes the convolution operator.

Also notice that, as indicated in equation (83), the random variable »(?) is also obtained averaging
over all the anchor-to-target links, i.e. {SZ(U)} Vi € {1,...,Na}, which yields

P (@;s) = p () x...xp (@) (87)

1 "Na

Let the scaled and shifted skew-normal distribution [121] be
> < <x >> ’ (88)
o

2/m)

(1—2¢%/m)*

p(xs p, 0, 0) = %(ﬁ (m

and its excess kurtosis v be
v =2(r—3)

where ¢ = a/V/1 + o2 with shape parameter «.

Since the noise process n over all links is independent and identically distributed (i.i.d.), then
D, (2)( -) defined in equation (85) is exactly a skew normal distribution with shape parameter o = 1,

location parameter p = d;; and scale parameter o = o4. Moreover, being v = 0.0617, then p () (z; )
can be well approximated by a Gaussian distribution which first two moments are '

2
w? = EpP=p+ oe\/; (90)

o = E? —EpP) = o <1 - 29) | (91)

™

As consequence of this approximation, both expressions in equations (86) and (87) reduces to the
sum of Gaussian random variables, namely the PDF of r defined in equation (86) is approximately

~ N, oy where

1
(r) _ (2 (1)
/’Ln 2NA Z:1 (Hz Mz )’ (92)
Na
1 1/2
(r _ (1) (2)
W= (2 (@ @) (93)
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On the distribution of r
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Figure 45: Distribution of r parameter derived from algorithm in single target scenario.

The distribution of  using the approximation above is compared versus the proposed approximation
and data generated by the CIS algorithm in the first two subplots in Figure 45.

The simulations were carried out in the scenario, where 4 anchor nodes are located at corners of
the 5 x 5 square and the target nodes are located in the fixed positions, as is illustrated in Figure
46. In the first subplot, the distribution of r is derived in the source location scenario with Gaussian
noise affecting to the range measurement characterized by o, = .5. The second subplot shows
the results from a multi target scenario with 4 targets in fixed positions with all like perturbed by
Gaussian noise with o4 = .5.'3 From these subplots it can be appreciated that the distribution of r
in both scenarios is well approximated by the derived estimates, which supports the validity of the
analysis. The third subplot of Figure 45 shows, as a function of number of measurements per link,
the consistency of » to match the confidence P. = 95%, where P, represents the certainty that an
estimate is enclosed within an error ellipse [112]. In particular it can be appreciated how, even for
a single pair of measurements per link, the confidence levels are high, suggesting that a lot of the
uncertainty over the P is captured by r.

Algebraic Confidence from CIS algorithm
Given a set of range measurements S = {{dl(f)}, {dg.])}}, from previous subsection showed that

the distribution of r§k> is well approximated by Gaussian distribution whose moments are given in
equation (92). Therefore a measure of confidence p; for the i-th target estimate p; be expressed as
the inverse of M, p) where

M. pi-ny = niy) - GDOP;, (94)

1
2The PDF and the CDF for the standard Gaussian are defined as ¢(z) = \/%e‘iﬁ and ®(z) = 3 [1 + erf (%)] respectively.

3In presence of the i-th link as a target-to-target measurement the statistic of  is modified to account for the noise term o; as equally
shared amongst the two targets’ radiuses.
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Figure 46: lllustration of simulation scenario having 4 targets with position estimate results from CIS+ algorithm
as well as Fisher error ellipses and error ellipses derived from CIS+ algorithm.

where u,(f) refers to the equation (92) for i-th target, and GDOP; is the approximation of equation
(82) computed on the basis of P using the estimated coordinates for the nodes connected to it, to
compute the geometric factor.

In order to evaluate the performance of the proposed algorithms, we compare those against SMA-
COF algorithm [107] in the scenario depicted in Figure 46. More specifically, two different versions
of SMACOF algorithm are considered, namely Smacof-2 and Smacof-4, which differs in such a way
that the first and the latter are averaging over set of 2 and 4 measurements per link, respectively.
The CIS algorithm uses set of 2 measurements as shown in equation (84), while CIS+ algorithm
uses in addition 2 measurements per link to gain a priori knowledge of P.

The limited connectivity of targets is illustrated in Figure 46, while anchors are assumed to have
full connectivity amongst each others. All algorithms are fed with the same initial starting point.
Furthermore, CIS+* uses the perfect confidence measure in a sense that it is derived via CRLB
analysis using estimated points, thus providing a lower bound for that information.

Figure 47 presents results from the multi target localization problem, in which CIS+ as well as CIS
algorithms outperforms both SMACOF solutions. In addition, CIS+ solution is shown to be close to
the ideal solution.

Conclusion

It was shown that using the Circular Interval-Scaling (CIS) framework it is possible to quantify the
confidence of each location estimate in a way consistent with the error ellipses associated to the
Cramér-Rao Lower Bound (CRLB). This information can then be included in the optimization by
extending the cost function resulting in the Improved Circular-Confidence -based Scaling (CIS+)
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Figure 47: Comparison of CIS and extended CIS algorithms in scenario with 4 Anchors nodes and 4 Target
nodes, where 1 selected target is affected by higher noise.

algorithm which still benefits of the low computational complexity and the convergence properties
of the CIS solution.

3.2.3.2 Robust Positioning with CIS+

In realistic scenario the possibility that some of the links are subject to NLoS conditions must be
accounted for [101]. To address this problem, in the following the least-square terms in the CIS+
cost function defined in equation (83) are replaced with terms favoring sparsity. In particular the
Huber function [122] was chosen due to its well known properties to reject outliers.

The Huber function, which can be seen as an interpolation between ¢; -norm and ¢, -norm mini-
mizations, is defined as [123]

3 x2 , <€
Hele) = {E 2] -3 . Jal>¢€ (99)
where ¢ is given Huber threshold.'
Replacing (95) into equation (83) yields to
N
waﬂ (]o% — D e,r)]) +Zw”7-[ ([0 = df ®.0)]) + 3 pillps - Pill2
1<J 1<J =1

(96)

The cost function above is referred to as the Robust-CIS+ (R-CIS+) due to its intrinsic ability to
reject biased range measurements.

To compare the performance of R-CIS+ versus CIS+ we considered scenarios in which some of the
range measurements are modeled as d; = d; + n; + b;, where b; ~ U(0, by).

“Within simulation result presented here, ¢ = 0.01 was used.
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Figure 48: Comparison of CIS+ and R-CIS+ algorithms in a source scenario with 1 link affected by biased range
observations and the multi target scenario depicted in Figure 46 with 3 randomly selected links as biased.

Figure 48 offers an insight of the performance of the R-CIS+ algorithm against CIS+ algorithm as
function of b,4. In the first subplot refers to a source localization problem with 4 anchors placed at
the corner of a square and in which all 4 observed measurements are perturbed by Gaussian noise
with o4 = .5 and one distance is affected by an additive bias.

In the second subplot the scenario shown in Figure 46 was considered. In particular all the links
were perturbed with Gaussian noise (o, = .25) amongst them, to 3 randomly selected links were
added a bias term.

Results in both scenarios show that the R-CIS+ always outperforms the CIS+ solution, especially
in presence of more complex topologies.

Conclusion

By changing the least-square terms in the Circular Interval-Scaling (CIS) cost function proposed in
3.2.3.1 with norm favoring sparsity implemented using the Huber function, we extended the frame-
work to handle range-based positioning problems in mesh networks affected by biased measure-
ments, i.e. Non-Line-of-Sight (NLoS) conditions.

3.2.3.3 Cooperative NLoS Detection for Positioning Improvement

NLoS propagation of Radio Frequency (RF) signal has proven to be challenging for the localization
of unknown nodes in wireless networks. In particular, the blockage of RF signal can heavily affect
the accuracy of range measurements performed between nodes and in turn may cause the position
estimation diverging. Based on contextual geo-localization principle defined in [124], this subsection
proposes a cooperative NLoS identification scheme as well as a cooperative positioning algorithm
based on belief propagation. The proposed algorithm is fully distributed and does not need to know
the state of NLoS range measurements [125].
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3.2.3.3.1 Measurement Modeling

Concerning range measurement models, this work adopted models presented in [126] as they have
been extracted from experimental measurements by using UWB modules [127].

Range measurements in LoS condition are assumed as Gaussian distributed:

T =d + Nyos, (97)

where d is the exact distance between the two nodes involved in the measurement, and ns is a
Gaussian distributed noise, n,s ~ N(0,0?), with zero mean and standard deviation o = 0.25 m.

Range measurements in NLoS condition are modeled as:

7;: - d + nmos. (98)

where ns is the measurement noise supposed to be exponentially distributed, p,,,,..(z) = Aexp(—Az)
when z > 0, with rate parameter A = 0.38 m—!.

A generic range measurement can be performed either in LoS condition with probability P or in
NLoS condition with probability 1 — P. ' Let s,_,,, be the state associated to the range mea-
surement 7,_,,,, from neighbor »n to mobile m. The state s,,_,,, is defined as 0 if the corresponding
range measurement is performed in LoS condition or as 1 in NLoS condition. As a consequence,
P (Sposm =0)+ P (spom =1) = 1.

Based on the above definitions, the likelihood function of the range measurement could be simply
expressed as the weighted sum on the state:

1
p(fnﬁm|xma Xn) = Z P (Sn%m = Z) p(fn%m|xm7 Xn, Snﬁm% (99)
=0

where x,, = [z, ym] iS the position of the mobile m and x,, = [z,,y,] the position of the neighbor
n. '® Note that the likelihood function could be either a normal distribution or an exponential one
depending on the link condition:

~ _ _ 2 .
1/2;0.2 exp (_ o e g;(; Xm) ) , it spm =0

P(Fr—sm|Xm; Xn, Snsm) = (100)
Aexp (= (Fnom — [|%n — X)) . if Spom =1

where ||-|| denotes the Euclidean distance.

Some NLoS identification techniques presented in literature are based on the processing of the
received signal [127,128], but they are so complex and that it may be infeasible to be implemented
on cheap devices. Since range measurements are correlated with the position of the mobile, it
would be an efficient way to proceed in parallel both the localization and NLoS estimation for all the
involved range measurements.

3.2.3.3.2 Message Passing Algorithm

Since there is no prior information about the state of each range measurement, the basic idea
would be to use range measurements to infer first the mobile’s position, then the state of range
measurements. Alternatively, in order to improve positioning accuracy, both mobiles’ positions and
links’ states can be estimated in parallel through some iterations of the Belief Propagation (BP)

>Only two states of measurements are considered here and it is straightforward for the extension to more states.
®Here only 2D localization is considered and the extension to 3D case is clear.
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algorithm. However, this approach has some drawbacks. One is the network traffic generated by
the cooperation packets (note that the size of communication messages depends on the number
of particles used to approximate the distribution of mobile’s position). Another drawback is the
computational effort required to calculate the integral of neighbor’s belief. The proposed algorithm
assumes that the belief of mobile’s position is Gaussian distributed, thus the mobile just needs
to send to its neighbors the estimated position and the corresponding uncertainty. This approach
known as Expectation Propagation (EP) [129] is an approximation of the BP algorithm. Based on
this assumption, we propose a cooperative NLoS identification and positioning algorithm, namely
cooperative NLoS identification and positioning algorithm. In the following sections, the message
passing for a generic mobile m is introduced.

Incoming Messages

The localization approach is based on the factor graph depicted in Fig. 49. In particular, the joint
posterior distribution can be factorized by messages from anchor nodes and mobile neighbors as

Anchor Nodes Mobile Neighbors
p(’i’t—)m‘xm’xn) \
(D= )
p(;m—m Xn’xm)

Figure 49: Factor graph for cooperative positioning.

XaXm )

o

Message from Anchor: The incoming message from an anchor a € A,, is proportional to the integral
of the multiplication between the likelihood function and the belief of the anchor that is a Dirac delta
function centered on x,, i.e., b(x,) = §(x — x,):

lasm X / D(FasmlXoms Xa)b(xa)dXa

= p(":a—>m|xm7xa)a (101)

When referring to more than one state, the likelihood function can be calculated by using (99), thus
P(FalXm, X,) DECOMES

1

p(Fa—Wn’va Xa) = Z P (sa—>m = Z) p(fa—wn‘xmy Xa, Sa—>m)7 (1 02)
=0

Message from Mobile Neighbor: Similarly, the incoming message from a mobile neighbor can be
expressed as:

Hn—sm X /p(fnﬁmxma Xn)b(xn)dxm (1 03)

Since the mobile neighbor’s position z,, has some uncertainties, the belief b(x,,) is not a Dirac delta
function. In principle, the belief can be approximated by the samples (e.g., particle filter [130]). If so,
the calculation of (103) may be too complex to be performed in a mobile node. In order to simplify
that calculation, some approaches, presented in [126], assume that »(x,,) is Gaussian distributed.
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In order to further reduce the complexity, the belief of the mobile neighbor r is approximated as a
Dirac delta function (i.e., the mobile neighbor is considered as an anchor), b(x,) ~ §(x — %,). To
compensate this approximation, the position uncertainty associated to neighbor » is considered as
an additional noise to be evaluated on the range measurement 7, _.,,. More specifically, the vari-
ance associated to a range (given by o2 for LoS measurements or 1/)\? for NLoS measurements)
is increased by the uncertainty of the mobile’s neighbor. For simplicity, this uncertainty is calcu-
lated as the trace of the estimated covariance matrix [130], i.e., trace(P,). As a consequence, the
new parameters o,,, and \,,, to be used in the likelihood function are given by (104) and (105),
respectively.

Onm = Vo2 +trace(P,,), (104)
[ A (105)
V14 Ntrace(P,,)’

To sum up, by using the above approximation, the incoming message from mobile neighbor is

Hn—sm X p(fn%m‘xmy in) (1 06)
where p(7,,.m|xm, X,) is the likelihood function evaluated by using the new modified parameters o,,,,
and )\, that take into account the uncertainty of mobile neighbor n.
Position Estimate

The mobile node can calculate its belief v(x,,) as the factorization all the incoming messages and
the a priori PDF p (x,,):

b(xm) 0.8 p Xm H /ﬁa%m Xm H ,Unam Xm (107)
ae.Am neMm

where ji4_m (%) and u, m(x,,) are calculated by using (101) and (103), respectively. After that, the
estimated position is calculated as the average value of the belief distribution while the estimated
covariance matrix P,, calculated by using the set of particles as reported in [130]. Therefore, the
belief is approximated with a Gaussian distribution and the related parameters, i.e., the mean and
the trace of P,,, are broadcast to neighbors.

Outgoing Messages
The outgoing message is simply proportional to the belief dividing the incoming message from a
specific factor node.

Messages to Anchor: The message from mobile to anchor node is
b(xXm)

Ha—sm (Xm) ’

Pm—sa (Xm) (108)

The state probability is defined as the integration of multiplication of likelihood and message from

the mobile:
P (samsm) = [ 9T X ) s () (109)
By applying the approximation that v(x,,) is a delta function, the previous equation can be simplified
as:
P (Sa—>m> ~ p (Ta—>myxm7 }faa Sa—>m) : (1 1 0)
Ha—m (Xm)

Since the probability of one range measurement should be normalized, the link state probability can
be furthermore simplified as

Z%:O P (8a—m = 1)
_ p(fa%m‘imvxthsaﬁm) . (111)

27,1:0 b (faﬁmb\(ma Xas Sa—m = ’L)
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Note that the incoming message . (X,,) is eliminated in the above normalization. Hence, the
calculation of outgoing messages to anchors can be avoided, that is, it is not necessary to compute
equation (108).

Messages to Mobile: The outgoing message to mobile ., is the similar to the one to anchor, but
it can be canceled out when calculating the state probability. Therefore, it is not calculated in the
implementation of the algorithm. Similarly, the link state probability is given by

P (Sn—wn) _ b (rnﬁmyxma Xn, Snﬁm) ' (1 1 2)

23:0 p ('Fnﬁmb’\(ma )A(nv Sn—sm = Z)

Finally, hard decision is made when the algorithm converges. For a given range measurement, if
P (sn—m = 1) is larger than 0.5, the link is assumed in NLoS state, otherwise in LoS state.

Given the mobile belief approximation, the computational complexity and network traffic can be
greatly reduced, making the proposed algorithm suitable to be implemented in mobile devices with
low computational capability.

Conclusion

This paragraph proposed a cooperative NLoS identification and positioning algorithm. The pro-
posed algorithm is fully distributed with low complexity and low network traffic and does not require
prior information of NLoS state. The proposed algorithm was able to detect NLoS range measure-
ments and improved positioning accuracy in NLoS conditions.

3.2.3.4 Hybrid Cooperative Localization Algorithms

Nowadays, Global Navigation Satellite Systems (GNSS) are widely employed in navigation, map-
ping, environment protection, etc. However, there are still some limitations of GNSS-only local-
ization systems. In some scenarios, for example, urban canyons, dense foliage and indoors, the
GNSS receiver usually fail to see enough satellites, due to the blockage of the GNSS signals.

Based on the contextual fusion and acquisition defined in [85], hybrid cooperative positioning ap-
proaches are proposed in order to cope with these limitations. The focus of this subsection is
to enhance the concept of hybrid cooperative positioning [131], where a set of nodes in a mesh
network adopt cooperative Peer-to-Peer (P2P) aiding approach between receivers, with the aim to
increase positioning accuracy and availability. The paradigm of this P2P cooperative localization re-
lies on the existence of direct communication links among the nodes (GNSS receivers) in the P2P
network, where each node voluntarily shares its positioning information to enhance the positioning
performance of the network. Consider the simple example scenario depicted in Fig. 50, neither of
the two unknown devices can see four satellites to estimate their positions, however, by performing
ranging between them and exchanging their positioning information, an unambiguous position fix
could be obtained.

From a probabilistic graphical model point of view, the hybrid and cooperative approach can be
viewed as a mapping of the factorization onto a Bayesian network [132], like the one depicted in
Fig. 51 whose topology matches the wireless connectivity in the network of receivers. Nodes in the
graph represent the state vectors of each receiver and edges link their conditional dependencies
due to the ranging between neighbor nodes or the information known at previous timestep and
propagated to the current one. In particular,

o fu(z® 2F ) = p(eW |28 represents mobility.

° gsvm(a:gi)) = p(dgﬂmywﬁ,’f)) represents the likelihood of pseudorange difference s € S,(f)\Sm,
given the state of node m.

. emm(acgi)) = p(ré’im|m§f)) represents the likelihood of range measurements from anchor a €
Aﬂf), given the state of node m.
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Figure 50: Hybrid-cooperative paradigm: scarce GNSS availability (red arrows) could be coped with P2P ter-
restrial ranging (green arrows) and information exchange (blue arrows). This rectangular shows a typical office
environment: the dark lines represent walls that block GNSS signals, and the dash lines represent the windows
that allows GNSS signals to pass through.

. hnym(mfﬁ), x%k)) = p(rn *) m\xm , a:,(f)) represents the likelihood of range measurement from
mobile neighbor n € MP), given the positions of nodes m and n.

The marginals are computed by each node taking into account all the incoming messages and cur-
rent measurements. State distribution estimation (belief update) and exchange (message passing)
can be performed by applying loopy BP on the graph.

Numerically, these operations can be performed by particle filtering. Particle Filters (PFs) are a
category of Monte Carlo (MC) methods [133] that approximate the probability density function of a
generic state vector x by an empirical distribution given a set of N particles and normalized weights
{x:,w;}, such that >~ w; = 1 and

sz Xi) s (113)

where §(-) the a Dirac-delta function (5(0) = +oo zero elsewhere).

Major details on PF fundamentals and some of its several variants, as well as a discussion on
theoretical and practical issues can be found on [134] and [135]. The following subsections will
describe the three main operations (prediction, update and cooperation) performed by each node
in order to run the PF-based Sum-Product Algorithm (SPA) in a distributed fashion. The proposed
PFs fuse different types of range measurements while enables cooperation among peers, and are
extensions of Hybrid-Cooperative Particle Filter (HC-PF) presented in [130].

Prediction

Given the outcome of the previous time step inference process p(z'x~ 1)|z (k=13 (or the initial distri-
bution p(z')) if it is the first step), prediction (downward message from previous to current time step
nodes in the graph) is given by

p () = [ o (2l [ls ) - (ol D]l dalt D, (114)

©BUTLER — Page 98/198



287901 BUTLER Project deliverable
(-1 @) @) &)
(k)
111,2 h2,M :
Figure 51: Bayesian network graph for the hybrid-cooperative positioning. Upper variable nodes contain the

state vector estimates (beliefs) at previous time step k& — 1, while central variable nodes contain the state vectors
at current time step k. Downward edges carries temporal messages or predictions, while internode edges exist
when receivers perform ranging and exchange their position estimates (message passing).

and approximated with importance sampling, by drawing N state samples xﬁnl)

Xl ~p (20|, (115)

which will be propagated with a state transition function f(-) (either a Position-Time (PT), Position-

Velocity-Time (PVT) or any suitable mobility model)

X =1 (x5 W) (116)

where w ~N (0 Q(“) is the process noise vector, which takes into account non-linearities and

perturbatlons on the system between time steps k£ —1 and k. It is chosen according to the dynamics
of the system, typically modeled by a vector of random noise (not necessarily stationary) normally
distributed with zero mean and covariance matrix Q'*). In the prediction, all particles have the same

weight, that is, w;

(k\k n_ 1
= +-

Update

Having computed the prediction p(z )\z(l £=1)y updated beliefs are proportional to the product of
the likelihood of local measurements z,(lf) and the predicted state

D ( ) ‘25\4 )) x P (zﬁf)’wgf)) P <w£,’f)‘zg\1,{kfl)> , (117)

which is again approximated with importance sampling, by updating the weights of the propagated

particles xl('jzl with

w®) o kE=D (z(k ‘le) . (118)

i,m 7,m

Since measurements are independent, the likelihood can be expressed as the product of PDF
associated to each single measurement
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where =*) is the position component of particle x\"), in this case ={") = x\*) . p,_. is the PDF of
the terrestrial range error v,_,,, while p,_., is the PDF of the error Unom- Ps—m 1S the PDF of the
pseudorange difference error v,_.,,. Since all the errors are assumed to be Gaussian distributed

N (1, 0?), these contributions are calculated using the well known normal PDF:

I (z; ,Uva'Q) = \/2;76_ 20% . (120)

Cooperation

Given the prediction (time message), pseudorange and range measurements (assuming to have
received the cooperation messages from neighbor nodes), the goal now is to compute the cooper-
ation messages to be passed to neighbors.

In order to properly use range measurements (coming from mobile neighbors) in the update phase,
the algorithm should take into account not only the uncertainties related to the range measurements
but also the ones corresponding to the estimated positions. Denoting by p(pn ) the PDF of the
position of peer n (n € M,,), the likelihood expression (119) should be calculated as follows:

( (k) ng%) / ( (k)

where ny,...,n; € M,, are all mobile neighbors of the node m. In principle, this likelihood can be
calculated by approximation of particle filters.

k
X oM ,p%’?)) p (p%’?, .. ,pﬁff)) dpt) ... dp{), (121)

Conclusion

This paragraph presented a novel hybrid and cooperative positioning paradigm, distributed particle
filtering. Based on Bayesian inference theory and probabilistic graphical models, we proposed
a novel hybrid cooperative particle filters, fusing information from satellites (pseudoranges) and
terrestrial wireless systems.

3.2.4 Semantic Localization

Location information is one of the key drivers for many BUTLER use cases. The objective was to
to enrich the geo-localization (x,y co-ordinates) contextual information generated by other partners
with semantic annotations and enable rich spatial reasoning. The key features of the semantic
reasoner are,

¢ Ability to describe the spatial characteristics of different locations in BUTLER environment, and
represent sensors and their locations using W3C SSN ontology.

e Translate location information represented in coordinates into semantic locations (e.g. Home,
Living_Room, etc.) and semantically link locations with activities (e.g., Watching_TV with Liv-
ing_Room).
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curl -X POST -H ’'Content-type: application/json’
2 --data ’{ "rule": "select x,y,location(x,y) from LocationEvent.win:time (30 sec)" }’
3 https://butler.cs.kuleuven.be:8443/samurai/rest/esper/statements/semlocation

Figure 52: ESPER operator that accepts geo-location and returns semantic location

e Provision for modelling the Quality-of-Context (QoC) parameters for location information and
considering it for semantic reasoning.

Semantic enrichment of events is supported through custom operators in Esper that leverage back-
ground knowledge stored in a semantic database. For semantic and spatio-temporal reasoning,
the system uses a GeoSPARQL enabled storage backend (such as Parliament or Strabon). The
benefits of such a building block are manifold:

e Describe the spatial characteristics of different locations in your environment

Use the W3C SSN ontology to describe the sensors and their position

Translate positions in coordinates into semantic locations (e.g. Bedroom)

Semantically link locations with activities (e.g. Sleeping in a Bedroom)

The following example illustrated in Figure 52 shows how to add a new operator called location(x,y)
that accepts to coordinates, and returns the symbolic name of that location:

The command shown in Figure 52 would not only match the x and y coordinates, but also its cor-
responding symbolic or semantic name (e.g. kitchen). The mapping of coordinates to symbolic
names (i.e. rooms) is stored in a semantic database and the location(x,y) operator calls this se-
mantic database to infer and retrieve the corresponding name. The semantic database holds a
catalogue of rooms, where each room is represented as a polygon. For each room, we also include
a classification of relevant activities. This can then later be used to detect activities of interest or
rule out the occurrence of other ones. The integration is done under the hood. Every custom Esper
operator has to be translated into the corresponding SPARQL query, i.e. the language commonly
understood by most semantic reasoning engines and databases. For spatio-temporal reasoning,
we make use of the GeoSPARQL standard. Here is a small example of how this is achieved shown
in Figure 53:

In summary, the mapping of coordinates to symbolic names (i.e. rooms) is stored in a seman-
tic database (where each room is represented as a polygon) and an ESPER operator calls this
semantic database to infer and retrieve the corresponding name. Every custom Esper operator
is translated into the corresponding SPARQL query, the language commonly used by most se-
mantic reasoning engines. Moreover, the semantic reasoner goes beyond the existing systems
in modelling the uncertainties of the geo-location estimators. The traditional point representation
(x,y co-ordinates) is replaced by (x + error, y + error) to represent the position of a user. In order to
model and reason about semantic locations of realistic environments such as home, office, we have
modelled the walls thicker (say 0.2 m) and replaced the scheme that tests for a point (individual)
within a polygon (room) to one that tests for a polygon (individual with inaccuracies) within a poly-
gon (room), rather than changing the polygons for all the rooms. The location of the individual is not
represented as a point with x,y coordinates, but as a square or rectangle box with side lengths of 0.4
m, with the x,y coordinates as the centre. Rather than hard-coding the "inaccuracy" to pre-defined
values such as 0.2m, we let the localization system to specify the maximum error along different
axes to dynamically define the box of the individual (say a value of 0.2 would mean a square box
of 40 cm by 40 cm). Thus, the reasoner provides options to return all possible rooms where the
user can be present when the resulting polygon covers more than 1 room. The developed system
(semantic enrichment block) is part of the BUTLER user behaviour engine described in Section
3.3.2.1 and is intended to be used in the some of the upcoming BUTLER field trials. For example,
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1 PREFIX afn: <http://jena.hpl.hp.com/ARQ/function#>

2 PREFIX fn: <http://www.w3.0rg/2005/xpath-functions#>

3 PREFIX geo: <http://www.opengis.net/ont/geospargl#>

4 PREFIX geof: <http://www.opengis.net/def/function/geosparqgl/>
5 PREFIX gml: <http://www.opengis.net/ont/gml#>

6 PREFIX owl: <http://www.w3.0rg/2002/07/owl#>

7 PREFIX par: <http://parliament.semwebcentral.org/parliament#>
8 PREFIX rdf: <http://www.w3.0rg/1999/02/22-rdf-syntax-ns#>

9 PREFIX rdfs: <http://www.w3.0rg/2000/01/rdf-schema#>

10 PREFIX sf: <http://www.opengis.net/ont/sf#>

11 PREFIX time: <http://www.w3.0rg/2006/time#>

12 PREFIX units: <http://www.opengis.net/def/uom/0GC/1.0/>

13 PREFIX xsd: <http://www.w3.0rg/2001/XMLSchema#>

14 PREFIX ex: <http://localhost/samurai/>

15

16 INSERT DATA INTO <http://localhost/samurai#Location>

17 {ex:Room a owl:Class;

18 rdfs:subClassOf geo:Feature.

19

20 ex:LivingRoom a ex:Room;

21 rdfs:label "Living Room";

22 geo:hasGeometry ex:GeoLivingRoom.

23

24 ex:GeoLivingRoom a sf:Polygon;

25 geo:asWKT "POLYGON ( (290 600, 580 600, 580 700, 900 700
26 900 260, 290 260, 290 600))"""sf:wktLiteral
27

28 ex:MasterBedroom a ex:Room;

29 rdfs:label "Master Bedroom";

30 geo:hasGeometry ex:GeoMasterBedroom .

3

32 ex:GeoMasterBedroom a sf:Polygon ;

33 geo:asWKT "POLYGON ((290 880, 580 880, 580 600, 290 600, 290 880))"~"sf:wktLiteral .
34

35 ex:activity a owl:DatatypeProperty;
36 rdfs:domain ex:Room;

37 rdfs:range xsd:string

38

39 ex:LivingRoom ex:activity "Watch TV"
40 ex:LivingRoom ex:activity "Play Game"
41 ex:MasterBedroom ex:activity "Sleep"
42 }

Figure 53: Spatio-temporal reasoning with GeoSPARQL standards

in the SmartHealth use case the semantic reasoner will be leveraged to reduce the number of false
positives in estimating the user fall detection.

3.3 Behavior Modelling and Synthesis

As detailed in the deliverable D2.3 [136], the goal of this task is to recognize the user contexts
both effectively and efficiently without depending extensively on input from the users. In accor-
dance with the road map envisioned in the deliverable D2.3 [136], we have developed/enhanced
algorithms and tools in the scope of the horizontal architecture of BUTLER. One of the primary
contributions is in advancing the integration between deterministic and probabilistic modelling of
human behaviours. On the one hand, the behavioural SmartServer (SAMURAI) seamlessly inte-
grates various technologies such as semantic reasoning, Complex Event Processing (CEP), stream
mining, etc., as building blocks in a scalable way. On the other hand, various algorithms that cap-
italize on correlations between user contexts and causal information enable versatile and robust
recognition of user contexts. Multi-modal user behaviour modelling and recognition is enhanced by
indirect inference from semantic locations and improved electrical appliance usage algorithms. As
behaviour recognition systems are complex with lot of parameters, our methodology to learn de-
ployment trade-offs facilitate the efficient deployment of software components in different BUTLER
platforms. Other works in the domain of transfer learning aims at reducing user efforts in training
as well as aids demographic analysis of user behaviours. Also, the work on contextual networking
pays more attention to mobility support for masses by providing context-aware adaptation of various
networking mechanisms. Moreover, from the user perspective context synthesis and management
approach proposed on the basis of CEP would enable them to define their own contexts of their
interest even without much technical skills. The sections below give a detailed overview of the tech-
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nical achievements with extensive citations to relevant scientific publications and level of integration
of those scientific contributions in BUTLER platform.

3.3.1 Algorithms and Techniques for Advanced User Context Recognition

3.3.1.1 Direct and Indirect Context Recognition Using HARD-BN

The modern ubiquitous computing environments is characterized by the requirement to sense, in-
terpret and anticipate multiple user contexts (both simple and complex contexts) simultaneously
often with the help of resource constrained devices. Moreover, given the mobile capabilities of
the user and their devices, the operating conditions are continuously changing for the ubiquitous
applications giving rise to other non-trivial challenges such as sensor ambiguities (e.g., sensor
failures/availability and missing data).

Traditionally, context-aware applications have modelled user contexts such as activities as high-
level contexts which are either inferred directly from low-level sensors or indirectly through other
context informations such as location [136]. A major drawback of these systems is that they either
support direct or indirect sensing of human activities (or other high-level contexts) but not both. This
would severely limit the ability of a robust context-aware system to gather information from as many
sources as possible. Another major drawback of the above mentioned works is their inability to
explicitly handle missing data.

Hence, we propose a graphical Bayesian framework [137] which would help in the horizontaliza-
tion of smart applications from multiple vertical domains the following four key features: ability to
combine both simple and high-level contexts (with a heterarchical structure), robustness against
partial observability and missing data during inference (using recursive inference algorithms), flexi-
bility to add new contexts and discover its relationship with existing contexts (support for distributed
topology), and reduction in training period by supporting autonomic and incremental learning.

The guiding principle behind the framework is generating informative priors based on the correla-
tions between high-level contexts (e.g., user locations and user activities) which enable selective
contextual fusion of auxiliary information as and when required. We loosely define the informa-
tive priors as the priors for user contexts which are estimated from the posteriors of other context
nodes i.e., replacing uniform discrete distribution by a beta distribution with parameters estimated
from other correlated contexts. For instance, physical activities of a user (a high-level user context)
inferred from accelerometer data (low-level context) are modelled as a Bayesian network whose
priors are generated from the user location (a correlated high-level context), i.e., when the user is
indoors, the probability of running is close to zero. The correlated contexts used for prior generation
are specified either manually or discovered automatically with correlation mining algorithms based
on Kullback-Leibler (KL) divergence [138].

3.3.1.1.1 Incremental learning and Self-adaptation

Learning or training is an important step in any supervised machine learning algorithms and most
classical algorithms assume that sufficient training data are available prior to classification. The
characteristics of the modern environments does not guarantee this assumption for the context-
aware applications. Owing to this, there is a need to design machine learning algorithms to learn
from new training examples even after deployment of the models and to add/remove a new context
or sensors at run-time. For instance, in HARD-BN the likelihood values (measurement model) of
the context souces are incremented with each new instance and the updated values are used to
predict the class value probabilistically for the new instance, i.e.:

P(Zj|Xi), Vi=1,...,n; k=1,...,mand j=1,.....p
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Figure 54: A conceptual overview of HARD-BN [137]

where Z; is the observation of the ;" sensor source information conditioned on the " context
value in k" Bayesian network as shown in Figure. 54. In our running example, the likelihood values
of energy in the accelerometer readings (Fast Fourier Transform - fft values) corresponding to each
class value of the User’s Physical Activity context node will be incremented according to the new
example. Similarly the measurement model of the individual Bayesian networks that is incremented
when observing the other high-level context nodes i.e.,

P(Xik|Xap), Vi,a=1,....n; k,b=1,......,m and ik # ab

where Z;;, is the observation of the i** context value in k* Bayesian network conditioned on the a'*
context value in b*" Bayesian network with a constrain that k' Bayesian network and b** Bayesian
network are not the same network. In our running example, a distribution over semantic locations
corresponding to each context value of the User’s Physical Activity node is learnt incrementally at
this step. As the learning in HARD-BN involves estimating the likelihoods described above in the
individual BNs, they can be easily parallelized as concurrent tasks to reduce the overall training
time. As a result, HARD-BN can accommodate the context drifts in long-term such as learning new
Device types for User Location2 context node and new WiFi ssid for the User Location1 node in
Figure. 55.

In addition to incremental parameter learning, HARD-BN also supports self-adaptation of the net-
work structure in response to addition or deletion of context sources by modifying the inference
algorithm at run-time. If any particular context value is not available, then its likelihood value is
omitted while calculating the posterior. For instance, while calculating the posterior of User’s phys-
ical activity based on other high-level contexts in Figure. 55, if the User Location3 context node
(localisation based on ambient sensors) is not available any more because user switched to an-
other smart phone which does not support those sensors, then the likelihood of that node will be
omitted while calculating the posterior. For addition of new context nodes, the corresponding likeli-
hood value is included after evaluating the stability of the node’s prediction on the last n data.
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Figure 55: HARD-BN framework modelling the contexts for Personal Assistant use case [137]

HARD-BN leverage multi-view learning not only to improve the prediction performance but also
to introduce robustness in ubiquitous application by creating redundant views of different context
information without compensating much on performance.

Inference in HARD-BN is done in bootstrap mode by recursively executing two steps to combine
the global and local views of the individual Bayesian networks. First, a global view on the estimate
of each high-level context nodes is generated by combining objective prior probabilities (uniform
distribution) and evidences from other high-level contexts. Later, in order to generate a local view
from dedicated sensors, the posterior estimated from the global view is used as an informed prior
to determine the most probable value for each of the high-level contexts.

3.3.1.1.2 Generating a global view on context nodes

The advantages of the informed prior is well known in the literature, but often paid less attention
to because of the practical difficulties in acquiring them for highly dynamic systems. The objec-
tive of this inference step is to utilize the global influence of a context on other co-related context
information to update the uniform prior distribution for improved prediction.

P'(Xg) = P"(Xir) [ [ P(Xabl Xi),
Vi,a=1,....n; k,b=1,......,m and ik # ab

In our running example, an estimate of the current physical activities of the user is inferred from
the location information. For example, if the location of the user is outdoors, then the probability of
him/her being active is higher.

3.3.1.1.3 Generating a local view in individual Bayesian networks

This step acts as a correction step where the estimated context values from the previous step are
adjusted according to the evidence from the local observations.

©BUTLER — Page 105/198



287901

BUTLER

Project deliverable

o 5l
m Walking

Running

Initial beliefs

Global view of the
context node

Combining local view
of the individual BM
with the global view

Figure 56: Inference in HARD-BN for User’s Physical Activity node in the running example

P(Xy) = argmax P'(Xu) [ [ P(Z;|Xa),

7
Vi=1,..,n; k=1,...mj=1,..,pandik # ab
In this final step of inference, the informed prior is combined with the local evidence from dedicated

sensors (i.e, features from the accelerometer) to mitigate the influence of errors from the other
high-level contexts (i.e., location node).

Figure. 56 illustrates the influence of different inference steps on the probability distribution of User’s
Physical Activity node of the running example. Initially, all the class values staying still, walking,
running had same probabilities. At the end of the first step, contextual information from other high-
level context nodes (i.e., semantic location of the user is office) is used by the framework to modify
the distribution favouring staying still and walking over running. In the next step, the accelerometer

readings are combined with the informative priors to arrive at the final estimate of the probability
distribution for the User’s Physical Activity node.

To summarize, the term P”(X;;) is the objective prior for the context variables with equal probability
distribution for the possible values of a context node and P’'(X;;) is the informed prior obtained
from the global view of the framework. Note that the likelihood estimates used while generating
the global view is the latest likelihood estimates of the other high-level context nodes available from
previous iteration or time step. This is understood to provide a good approximation of temporal
dependencies of the context nodes on its own value in the previous time step. Furthermore, in
general, the local view can be related to causality whereas global view estimates the co-relations
among various loosely coupled high-level contexts.

Another major objective of combining multiple views of context in HARD-BN is to create robustness
for contexts to missing values. Most of the existing works handle the missing data issue at prediction
by imputation of raw data through various statistical methods, imputation decision trees, k-means
methods, etc. In this section, HARD-BN imputes the data at the classifier level where the global view
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Figure 57: Robustness HARD-BN for missing values

generates an estimate of the possible context values of the BN (based on the other co-Bayesian
networks) for which the low-level sensor data are missing. Figure. 57 illustrates the robustness
resulting from multi-view learning in HARD-BN in the presence of 30% missing data.

Also note that under the minimal performance requirement criteria in HARD-BN, combining global
and local views show improvement in realizing non-functional requirements such as response time
and network traffic. Figure. 58 shows the reduction in time for context sensing due to reduction in
window size of accelerometer data for predicting user physical activity and amount of data required
for predicting with the required minimum confidence compared to a typical hierarchical Bayesian
network.

The proposed algorithms are integrated in SAMURAI - Behavior SmartServer.

3.3.1.2 Learning Deployment and Re-configuration Tradeoff for Context-aware Applications

Smart homes and offices, smart health, assisted living, smart cities and transportation are only a
few examples of possible application scenarios where IoT is playing a vital role where achieving
self-* properties is one of the foremost challenges. For example, one challenge on self-optimization
is how to change the behavior of a system to achieve a desired functionality, while maintaining
a balance with Quality of Service (QoS) and resource usage. Self-optimization in the Internet of
Things (compared to traditional software systems) shifts the focus from design and deployment of
a single or a few elements operating autonomously to a large complex ecosystem of a network of
autonomous elements.

The main objective of our work is to find optimal distributed deployments and configurations of
application components. We use annotated component graphs to model application compositions
and Pareto-curves to represent the optimization options for each (type of) platform, i.e. the Smart
Object, Smart Mobile and Smart Server. The resource optimization objectives are chosen with
respect to the QoS requirements and the tradeoffs on the computation vs. communication cost-
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Figure 58: Reduction in data required for prediction due to multi-view learning

benefits. For the runtime (re)configuration and (re)deployment, we use Markov Decision Processes
and dynamic decision process to achieve the self-optimization objectives of the system.

In this work, we challenge the hypothesis that using the cloud (i.e, SmartServer) for all data stor-
age and processing will always provide resource and performance benefits. We explore examples
where the decision of deploying an application (or some of its subcomponents) on either the sensor
(i.e., SmartObject), the mobile (i.e., SmartMobile) or in the cloud (i.e, SmartServer) is not clear-cut.
In our previous work [139, 140] we identified that many resource and performance trade-offs exist,
and we demonstrate that a modular application design philosophy helps to support optimal mobile
cloud application deployments. As shown in Fig. 59, the overall aim is to achieve a distributed intel-
ligence by finding optimal distributed deployments and configurations of application components in
the following way:

1. We use annotated component graphs to model application compositions at design time.

2. Pareto-curves are used to represent the optimization options for each (type of) platform. The
resource optimization objectives are chosen w.r.t. to the QoS requirements and trade-offs be-
tween computation and communication.

3. We use Dynamic Decision Networks for the runtime configuration and deployment to achieve
the self-optimization capabilities of the system.

Our experiments show that with this combined approach, our framework is able to learn deployment
trade-offs of smart applications for Intelligent Environments and capable of learning from earlier
deployment or configuration mistakes to better adapt to the setting at hand.

As the primary objective of the proposed methodology is to assist the developers to better un-
derstand the deployment and re-configuration trade-offs, it is not integrated into SAMURAI Smart-
Server which exposes semantic reasoning and stream mining technologies to the end user appli-
cations.
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Figure 59: An overview of the approach illustrating the offline and runtime phases

3.3.1.3 Enabling Life-long Learning in Context-aware Applications

With mobile applications tapping into their environments, their operating conditions are continuously
changing, giving rise to non-trivial challenges such as sensor ambiguities (e.g., sensor failures and
missing data). Therefore, the loT applications have to cope with heterogeneity, context drifts and
continuous changes in operating conditions with minimal input from the end-users necessitating the
need for life-long learning principles. We analyse the applicability of highly relevant yet understudied
machine learning principles such as multi-view learning, incremental learning and meta-learning
that enable life-long learning in context-aware mobile applications [141].

¢ Incremental learning to realize adaptable and flexible context models to tackle dynamic envi-
ronments
e Multi-view learning to leverage the inherent heterogeneity of ubiquitous environments

e Meta-learning techniques to capitalize domain/application/user specific knowledge for optimiz-
ing the resource consumption of context inference tasks and to detect view disagreements
between distributed context models.

The incremental learning enables continuous learning and adaptability in the HARD-BN to cope up
with any continuous drifts in the user contexts, provided the newly seen data are annotated. More
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advanced tasks such as identifying replacements for a temporarily unavailable primary contexts
are still at large as they requires automatic correlation mining between user contexts. Owing to
the heterogeneity and complexity in user contexts, we divide the task of correlation mining into
two sub-tasks: First, the coarse grained correlations including any many-to-many, many-to-one
and one-to-many mappings (i.e., hierarchies) between user contexts is discovered with an adapted
apriori frequent set mining algorithm [142]. Later, the degree of similarity between the contexts that
exhibit many-to-many relation is measured using a mutual information metric, KL divergence [143].

3.3.1.3.1 Frequent set mining for hierarchy discovery

The choice of using an adapted frequent set mining algorithm is motivated by the fact that these
fast algorithms were designed to handle very large databases making them suitable for the modern
loT environments generating large amount of continuous data. In the scope of this work, a frequent
item set is a set of context values that occur together between the user context nodes modeled by
the HARD-BN framework.

Algorithm 1 explains the proposed apriori algorithm where the join and prune steps are modified
(from the original algorithm [142]) to discover the frequent sets containing context values of the
context node of interest with any other context node. This will make sure that the obtained frequent
sets contain values from two context nodes only. Then, the ratio of the number of context values
occurred in the frequent sets for a context node to the total number of values possible for that context
node is calculated. Depending on the ratio, the relationship between contexts are categorized
into either many-to-many, many-to-one or one-to-many mappings. Note that the high-level context
values modeled in HARD-BN are multi-nominal.

Algorithm 1: Adapted apriori frequent set mining algorithm to discover context
correlations
Join Step: Cy, is generated by joining Lj_; with itself under the condition that Cy, contains
values from only two different context nodes
Prune Step: Any (k-1) item set that is NOT frequent cannot be a subset of a frequent
k-item set
and at least one of the items in the set belongs to the new context node that is of interest
C: Candidate item set of size k;
Ly: frequent item set of size k;
L, = frequent items;
for(k =1; L; = 0 ; k++)
Ck11 = candidates generated from Ly;
foreach (transaction t in database)
increment the count of all candidates in C; that are contained in t;
Lj+1 = candidates in Cj; with minimum support;
return Union over index k Lg;

Fig. 60 illustrates the applicability of the proposed algorithm for the use case described in Section
3 with three user contexts - location1, location3 and physical activities. Let location3 be the context
node of interest which is newly introduced in the HARD-BN framework. Now, in iteration 1, frequent
sets with only one item are generated from each context node. In iteration 2, the candidate sets
are generated by combining frequent sets from two context nodes as described in the Algorithm 1.
Then, as home is the only context available in the frequent sets out of four possible context values
for the context node location1 and all the context values of the context node location3 occurs in the
frequent sets, we conclude that a one-to-many relation exist between location1 and location3. Sim-
ilarly, we can conclude that a many-to-many relation exist between location3 and physical activities.
Such information about hierarchical relations are used by the HARD-BN framework to intelligently
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Figure 60: An example of hierarchical clustering of contextual nodes using Algorithm 1

switch-on/off high cost (or) resource consuming sensors. For instance, the above discovered hi-
erarchical relation between location1 and location3 is utilized to intelligently switch-off the primary
context network for locationt (i.e., GPS as shown in Fig. 54) when the location3 is active (i.e., the
user is at home).

3.3.1.3.2 KL divergence based correlation mining

In the previous subsection, we demonstrated how to discover the possible hierarchical relations
between the existing contexts and a newly introduced context. Out of the three types of relations
considered, the one-to-many and many-to-one relations can be utilized directly by the smart ap-
plications as the correlations are explicit. Whereas many-to-many relations can be utilized only
if we know the degree of correlation between those contexts. Consider the case when a new
context source is introduced for a user context. Now, the HARD-BN framework can use it as a
replacement for the primary context network (or source) for the user context provided its relative
goodness is known with respect to the primary context network. For instance, consider that a new
context network is available for location1 where the context values home/office/shopping/outdoors
are modeled from various ambient sensors such as light sensor, humidity sensor, etc. In this case,
one will expect that the newly introduced context source will be less informative compared to high-
resource consuming yet information rich sensors such as GPS. Accordingly, HARD-BN needs to
know how informative the new source can be especially with respect to the primary context network
(or source).

Hence, we propose the KL-divergence based algorithm which can measure the correlations be-
tween any two probability densities [143] in order to identify the strengths of these many-to-many
mappings. In other words, such an algorithm can measure the quality of a new context source
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compared to an existing one. Our preference to use the whole probability distribution of the context
nodes and not just the maximum a posteriori estimations (which can be easily obtained from the
support thresholds calculated in Algorithm 1) is justified by the fact that former can be helpful to
achieve optimal Bayesian decisions. Also, KL-divergence is the asymptotic limit of the Maximum
Likelihood (ML) criteria which is noted as the most appropriate similarity function for context nodes
with equal priors for its values [143]. Here, we aim to deduce the difference between the probability
distribution of an context predicted by its primary contextual network (i.e., P(y = i|x)) from that of
the distribution predicted by the new context node (i.e, Q(y = i|z)). Assuming the probability of any
of the values of context of Y is equal,

d(z) = /P(y]m)logggz:i;dy (122)
d(z) = KL(P||Q) (123)

where P is the probability distribution predicted by its primary contextual network and Q is that of
the distribution predicted by the new context node. Then the primary contextual network-P can be
said to be highly correlated with a secondary context network-@Q;, when the KL divergence between
their probability density functions is minimal, i.e.,

d(z) = argmiin KL(P||Q;) (124)

Fig. 61 illustrates the probability distribution of the context location1 under three conditions: (1)
estimated from its primary context network modeled by HARD-BN (P), (2) estimated by the physical
activities which has many-to-many relation according to Algorithm 1 (Q1) and (3) estimated by a
secondary network (modeled from ambient sensors) (Q2). Now, the degree of similarity between
them is given by their respective KL divergence:

KL(P||Q1) = 0.6215; K L(P||Q2) = 0.0745; K L(P||Q3) = 0.8082 (125)

where (3 is the uniform distribution for the context location1. Hence, we can conclude that de-
spite their many-to-many relations the contexts physical activities and location1 are not correlated
enough, instead the distribution estimated from the secondary network (Q-) is better correlated
with respect to (P). Also, note that K L(P||Q1) ~ KL(P||Qs), i.e., the distribution estimated by the
physical activities is only as good as the uniform distribution (or uninformative distribution) for the
context location1.

Probability distribution for the context node 'location1’
T

-=-estimated distribution from the primary source

= estimated distribution from physical activities
08— -=-estimated distribution from the secondary source
-=-uniform distribution
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Figure 61: Estimated probability distribution for the context values of /ocation1 from different sources

Our experiments on the Personal Assistant application scenarios demonstrate the advantages of
these techniques confirming their applicability for dynamic modern ubiquitous environments.
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As these algorithms were developed in the final year of the project, the integration work is still
ongoing and will be available in the future versions of SAMURAI SmartServer.

3.3.1.4 Assuring End-to-end QoC Support

Automating decision making in a continuously evolving dynamic context can be challenging. First of
all, the right thing to do usually depends on the circumstances and context at hand. What might be
a good decision today, could be a bad one tomorrow. Secondly, the system should be made aware
of the impact of its decisions over time so that it can learn from its mistakes as humans do. In this
study [144], we formulate a technique for decision support systems to mitigate runtime uncertainty
in the observed context, and demonstrate our context-driven probabilistic framework for ubiquitous
systems that addresses the above mentioned challenges. Our framework incorporates end-to-end
Quality of Context (QoC) as a key ingredient to make well-informed decisions. It leveraged Dynamic
Decision Networks (DDN) to deal with the presence of uncertainty and the partial observability of
context information, as well as the temporal effects of the decisions. We have extended existing
QoC frameworks and modeling paradigms by processing the quality attributes in an end-to-end
fashion(as shown in Fig. 62), rather than considering QoC only at the source of the information
(e.g. the sensors).

As it is in the early stage of research, integration is on-going. As a first step, DDNs will be integrated
and exposed as APIs from SAMURAI SmartServer.

3.3.1.5 Causality Graphs

We will clarify how the probabilistic dependence is distinct from the causal dependence and moti-
vate the use of this novel aspect of directivity into learning and prediction models.

Causality is the relation between an event or a set of events, i.e. the cause and another event or set
of events, called effect. Granger [145] gave the following definition of causality in a bivariate time
series context, which was later on used for testing the causation.

Given two time series, X = X;,i > land Y =Y,7 > 1, the goal is to determine whether X causally
influences Y.

Let ©; be the information which is available at time ¢. At time ¢, R; is the optimal forecasts of Y;,1
using Q; and Rs is the optimal forecast of Y;;1 using all the information in €; apart from the past
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and present values of series of X, i.e., X;_;. If Ry is superior to R, then the series X; contains
information about Y; not available elsewhere, and X, is said to cause Y.

The motivation of using causal quantities instead of simply correlation coefficients comes from
the fact that correlation cannot simply infer the causal relationship between variables [146—148].
Empirical correlation is proved to be inconsistent estimate of a causal relation.

If two events X and Y are correlated does not necessary implies that X causes Y or vice-versa.
Their correlation gives certainly a hint of causation, yet one cannot simply infer also the direct causal
relation. Such a reasoning is a fallacy.

The following cases of misuse of correlation to infer causation:

Reverse causation One case in which the causality is misinterpreted is the reverse causation
case. The correlation between two variables can be actually reversed, when additional factors
are considered. This case is illustrated in Figure 63. So, for example, the fact that it is rainy

Figure 63: Reverse Causation Diagram

outside is highly correlated with the fact that people are having umbrellas on. Therefore,
carrying an umbrella would increase the probability to rain. Here the correlation between the
two events does not imply that wearing an umbrella would cause the rainy weather, but rather
the other way round: it is more likely for people to carry umbrellas when it is rainy outside.
Therefore the conclusion is again misleading.

String of causation In this case the correlation between two variables can be caused by a tran-
sitory factor. The string of causation structure is illustrated in Figure 64. For example, the

Figure 64: String of Causation Diagram

lack of religion can be correlated with high rates of depression, concluding that lack of religion
leads to depression. While these two events are correlated the lack of religion is perceived
differently and, in some cultures, may lead to discrimination, which can be the actual factor of
depression. Therefore inferring that depression is caused directly by the lack of religion is yet
another example of similar logical fallacy.

Common causal factor It can be the case that both X and Y have a common cause which makes
the change observed in X to be reflect in Y in a linear manner. Figure 65 depicts the case.

Figure 65: Common Cause Diagram

For instance, take X to be the event of sleeping in one’s shoes and Y the fact of walking up
with headache. While the two events are strongly related, it does not imply that walking up
with headache is caused by sleeping with one’s shoes. They are rather both caused by a third
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factor, Z, that is going to bed drunk. Therefore this reasoning would be misleading in this
situation.

The misinterpretation of such associations as if they were necessary is called by Yule a fallacy
[149, 150]. His discussion indicates the same fallacious reasoning is reflected in the case of time
series data as well.

For instance, he considers the decomposition of two events, such as the female cancer death rate
and the quantity of imported apples consumed per head, into linear series, whose components are
independent of time. Hence the two series, X and Y have the following expressions:

Xy =ait+...+ apt" + 24,
Y =01t + ...+ But”™ +

where x; and y; are independent and identically distributed random variables but correlated with
contemporaneous correlation r,,. Since x and y have the same correlation, each time step, also
the way X and Y progress induces a correlation which can give a false impression that there is
also a relation between X and Y. Instead, the rxy is the correlation which denotes if there is really
a dependency between the two series. However, rxy is still insufficient to infer if there is actually
also a relation between them.

The causality of a system plays an important role and is yet difficult to handle. The lesson to
be learned is that causal dependence is different from correlation and cannot be inferred easily.
Essentially, the covariance can be misleading in several situations such as the ones described in this
section. Hence it is clear that the use of causally relevant metrics, such as Directed Information (Dl),
has a better potential exploiting prediction problems.

We will give an example mentioned in [151] in which directed information is capable to detect also
the information flow, while the mutual information fails to do so.

Consider two processes X and YV denoting each a T-tuple [X1, Xo,...Xx] and [Y7,Ys,...Yy]
respectively, whose components are discrete Bernoulli i.i.d. and equiprobable random variables.
To infer a causal relationship between X and Y we define the Y series based on the X process
delayed with one:

Yi=X; 1,121 (126)

It can be seen that process X causally influences the process Y, while there is no causal influence
the other way round.

We will compute the Mutual Information (MI) between X and Y and the DI in both directions.

The Ml between XV and YV is:

N
I(XNy ™) =3 (XY viy'™)
i=1
N

=I(XNv) + ) I(XN; vy (127)
1=2
By replacing Y; with X;_; we get:
N .
(XN YY) = 1(xN; Xo) + > I(XN; X5 4| X7?) (128)
=2

Since (X;);>1 are i.i.d. then their mutual information is zero. Therefore,

©BUTLER — Page 115/198



287901 BUTLER Project deliverable

N
IXN YY)y =) T 1(XN XX (129)
=2
From the definition of conditional mutual information we know that:

I(X;Y|Z) = H(Y|Z) - H(Y|X, Z) (130)

So, by using (130) into (129) we get:

[H (X1 X'7%) = H(X; | XY, X772))

I
.MZ

T
[N}

I(xXN.vyM

[H (X1 X"7%) = H(Xi| X)) (131)

I
.MZ

@
[|
I\

And since (X;);>1 are i.i.d. and they are Bernoulli distributed then:

N
(XM yN)y =Y [H(X;1) -0 =n—1 (132)
=2

We will compute now the DI in both directions, following the same rules applied in the Ml case.

N
I(XN YN =3 1(X5 vy
=1
N
= [(Xu¥a) + ) I(X5Y ')
1=2

= I(X1; Xo) + > I(X%5 X, 4| X7?)
=2

[H(Xi-1] X77%) = H(Xi| X', X772))]

I
.MZ

@
I
I\

[H(X;1) — H(X;1|X")]

Il
AMZ

N
[|
N

|
&MZ

@
||
I\

1-0=n—1 (133)
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And the DI from Y& to XV is:

N
YN — xM) =" 1(vh X X'
=1
N
=I(Yy; X1) + ) _T(Y% XX
=2

=I(Xo; X1) + > I(X7H XX
Y HXXT = HXG|X))
=2

.

(134)

As it can be seen from (133) and (134) DI has different value in the reverse direction, which provides
us with the correct result, namely that X causes Y and not the other way round. This example
shows clearly the advantage of the DI over the MI.

Various information-theoretical metrics that can adequately capture the directivity of information flow
between variables has been proposed, including directed coherence [152,153], directed information
[154—-156], predictive information [157, 158] and directed coherence [153].

Let us examine now the current modeling frameworks dealing with the problem of prediction by
means of causation on one hand, while on the other hand we motivate our attempt to fill the current
gaps based on an improved information-based solution. We will introduce a conventional way
to represent the causal relationship, i.e. trough directed graphs. Consider that this section will
not contain details regarding the current causal models and structural learning but rather a short
analysis of their gaps and the ways that can be improved. For a detailed overview refer to [147]
and [159].

A directed acyclic graph G =< V, E > represents a causally sufficient causal structure C for a
population of units where the vertices of G denote the variables in C, and there is a direct edge
from X to Y in G if and only if X is a direct cause of Y relative to V.

An example of such graph is shown in Figure 66.

Given such a causal structure, the aim is to infer the direct interactions between nodes, i.e. deter-
mine for each pair of nodes (X,Y’) whether X is the direct cause of Y or Y is the cause of X in the
sense defined by Granger [145].

Consider the following example that illustrates a case of study. We are interested to examine
the relationships between shopping habits and factors such as discount prices, brand, etc and
determine its direct and indirect causes. The variables and their values are shown in Table 10.
Figure 66 depicts one causal model for our example.

The causal modeling task is to identify the deterministic functional relationships between the vari-
ables, that nature imposes, some of which are not observable. Unlike the classical statistical anal-
ysis driven by covariation and not causation, causal inference methods in machine learning are de-
signed to identify the causal directions based on the available structures and build causal graphs.
Our aim is therefore to identify the causal interactions by studying the information flow between
variables of such dynamic processes. Our causal modeling framework can be summarized into the
following points:

e Estimation of the causality between each two time series X and Y based on a finite number
of samples of both processes, i.e. XV and YV.

e Causal Graph Inference based on the information flow estimation in the previous point.
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| Acronym | Variable | States
AvgP Average prices | [cheap, average, luxury]
DiscP Discount prices | [yes, no]
StC Store category | [clothes, drugs, food, super-market, jewelery]
Br Brand [non-famous, regular, famous]
Inc Income [poor, average, rich]
PerY Period of year [beginning-spring, end-summer, beginning-autumn, end-winter]
Shopping | Shopping [at all, little, much]
Gender Gender [female, male]
Age Age [young, adult, old]

Table 10: The variables and their possible states in the shopping example

m
\
A

Shopping

Figure 66: Example of Causal Relationships resented as a Causal Graph

¢ Improvement of the structure inferred in the previous point.
e Estimation of the root and child processes.
e Reproduction and evaluation of the data.

A detailed description of the causal modeling framework is given in Subsection 3.3.1.6.

3.3.1.6 Prediction of Multi-variate Stochastic Processes

Let us first clarify the class of processes we address. A stochastic process is a random variable
X, distinguished by its index ¢, which often represents time, but also distance. [160] A set of such
indexed processes form a network of multi-variate stochastic processes. Our task is to infer the
dependence relationships amongst the system’s variables in general, and the causal relationships
in particular, reproduce and predict the system evolution over time, based on snapshots of empirical
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data. In order to identify the driving processes that dictate the evolution in one direction or another,
we need to estimate the informational causality.

Estimating Information Causality

Information theoretic measures have a high potential in a variety of fields including neuroscience,
telecommunications, mechanics and machine learning. We focus on exploiting such metrics in
machine learning applications. In particular we want to examine and improve the potential of infor-
mation theoretic techniques in order to solve prediction problems.

In the past researchers have used correlative measures in order to capture the interactions between
elements of a system.

Both MI and Directed Information DI are two measures with a canonical role in a variety of statistic,
signal processing and data analysis problems.

However, DI was more recently introduced and has been used to define the statistical causality
between processes in such a matter that MI cannot. In his paper [151], Quinn summarizes the
two quantities in short, the mutual information as being the degree of correlation (statistical inter-
dependence) and directed information as being the degree of causation. The usability of directed
information was outlined by Massey [155] based on Marko’s definition for free information. Unlike
the previous statistical studies dealing with prediction of random variables, we base our study on
the information dynamics.

Consider m correlated processes: X, Xo, - -- X,,,. Each X, represents a stochastic process. The
aim is to identify the information flow between each two time series XV and Y*, based on finite
number of samples.

Various information-theoretical metrics that can adequately capture the directivity of information
flow between variables has been proposed. One such metric is DI.

In order to estimate DI out of samples, we apply a recursive partitioning scheme, by generalizing the
algorithm proposed by Darbellay et. all in [161] to estimate multi-information in higher-dimension.

In his paper, he proposes a way to estimate the mutual information of 2 data vectors, X and Y
using the equiquantization principle: the probability distributions are equalized so that at the end
of the partitioning procedure the histogram of each vector is individually reshaped by using bins
of variable widths but containing similar number of samples. The algorithm applies a recursive

partition of the space R into rectangles of type C = A x B until the rate % is the same in
the next sub-cells, i.e. when the partition cells are conditionally independent. Once this condition is

reached, it holds that:

PX’y(A X B)

I(X;y)= > PX,Y(AxB)zog(m)

AXBER

(135)

Specifically he defines restricted divergence D(X;Y') and residual divergence D®(X;Y) of two

random vectors, and proves that D*(X;Y) converges to the true value of the Ml I(X;Y).
DR(X;Y) = D(PEyll(Px x Py)")

= Z nyy(AXB)lOg
AxBER

PX,Y (A X B)
Px(A)Fy (B) (136)

where P_QY and (Px x Py)* are the restrictions of the corresponding distributions on the o-algebra
generated by R, X.
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Dr(X;Y)= ) Pxy(AxB)
AxBER

-D(Pxy|axsll(Px x Py)jaxB)

= Y Pxy(Ax B)/fX,Y|AxBlog

AR fxiafyis

Ix,y|AxB

where (Px x Py ) axp denotes the conditional Px x Py distribution on X' x ) with density fx |4 fy|s-

Darbellay develops his algorithm based on the following two propositions, whose proofs can be
found in [161].

Proposition 3.1 For every partition R

I(X;Y)=DR(X;Y) + Dr(X;Y)
Proposition 3.2 If a nested sequence of partitions R\*) is asymptotically sufficient for X, Y, then

lim DRV (X;Y) = 1(X;Y)
and
klggo Dy (X;Y)=0

The main advantage of the improved procedure proposed by Darbellay is that, unlike the ordinal
equiquantization, the space is divided into non-uniform cells which depends and adapts on the data
distribution. In order to test if the cells are statistically similar, the chi-square goodness of fit test
was used.

Estimation of the root and children processes

Once we know the information flow between each two processes we can build the tree structure
of the causal relationships we estimate the root processes - using a non-linear estimator for ARX
processes, and the child processes in relationship with the parents - using estimated linear coeffi-
cients.

The root processes are estimated using a non-linear estimator for Autoregressive Exogenous Model
(ARX) processes, using the observed data.

Xi = f(Xeo1, X2, up,up1,- ) (137)
where f is a non linear function and X and u are the model regressors. The function f can include

both linear and non-linear functions.

To estimate f we have used a wavelet estimator of the form [162]:
F(x)=L"(z —r)+d+g(Qx —r)) (138)

where z is a vector of the regressors, L’ (z) +d is the output of the linear function block and is affine
when d # 0, d is a scalar offset, r is the mean of the regressors, g(Q(z—r)) is the nonlinear function
in the shape of wavenet function [163] and @ is a projection matrix that makes the calculations well
conditioned.

In order to estimate the children processes we assume they are linear AR and use a Least Squares
Estimate for linear AR Process [164].

Consider we want to estimate the child node X, having the parents {X,, X;,,--- X, }.
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Then the process will be modeled by the following system of time series:

Xn(t) = w+ Alan(t — 1) + A12XT1 (t — 1) + ...
+ A1p1 Xy, (t—1) +noise(o) (139)

We can write (139) in compact form:
Xi=B-Zi_1+e¢e, €=noise(o) (140)

where, T is the sample size and

B:=(w A)
-
Xt

Zy=|Xri |y Z=(Zo,...21_1)
_er_

By A’ we denote the transpose of matrix A.
By multiplying (140) with Z;_;:

Xy =B-Zy1+e-Zi4
X - Z \=B-Zy_1-Z) | +e- 7, (141)

We obtain then an estimate for B [165]:
B=Xx.2'-(z-2)"! (142)

We can write B in terms of moment matrices [164]:

B=w.U"! (143)
where,
T
W=> X Z
t=1

T
U=> 77
t=1

and the residual covariance matrix:

T
1 . R
5= § =X, —B-Z
o T_npt_lEt &y &t t t
1
= V-w.-ut-w 144
T_np( ) (144)

where n, = p + 1 is the dimension of Z and

T
V=> X X] (145)
t=1
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The least squares estimates can be computed from a QR factorization of the data matrix K [164]:

Z X
K=|: (146)
Zr Xr
with the upper triangular matrix:
_ |R1u1 Rao
R= [ 0 RQJ (147)

According to [164], the QR factorization of K leads to a Cholesky factorization of the moment matrix:

T
U w 7
F:{W V}ZZ[XJ‘[Zé Xl
t=1
~K'-K=R-R (148)

from which we can derive the estimates for the parameter matrix B and noise covariance o'

1

B = (R Ri) and 6 =Ry Ry (149)

3.3.1.7 Semantic Positioning via Structured Sparsity Models

Introduction

Semantic positioning is a new paradigm emerging with the loT technology and its application to
context-aware services in smart-spaces. Specifically, it refers to the problem of detecting user
actions and locations based on prior characterization of the space and sensed data. Differently from
classic positioning, input data are measurements of the interaction between human and sensors
and location information is not a vector of coordinates but a a point in a topological map.

In this work, we tackle this challenge with a mere passive monitoring system in order to preserve
user privacy, handle device heterogeneity, energy efficiency and utilizing low-complexity sensors
that are able to capture events generated by human actions. We develop a structured sparsity
model based on the notion of discrete Radon transforms on homogeneous space in order to con-
struct mappings from events to actions and from actions to semantic locations. We propose al-
gorithms for human activity detection and semantic positioning. Specifically, the Least Absolute
Residual and Shrinkage Operator (LARSO) for human action detection, and a mixed-norm opti-
mization to perform semantic positioning. Simulation results are shown to validate the proposed
model and compare different algorithms.

The development of smart environments and loT opened up an opportunity to reach the paradigm
of an integrated context-aware technology [166]. While this pervasiveness of information offers the
possibility to personalize context-aware services to user needs, if mishandled, it can represent a
dangerous breach into the users’ privacy. In this regard, a considerable effort has been invested
into the development of novel security protocols for the 10T [167].

Differently, in this work we consider a mere passive monitoring problem of smart buildings, e.g.
smart offices, in which a centralized system detects the actions occurring during a surveillance
time [168] while preserving user privacy, i.e., without user identification and communication between
users and sensors. Generally, a sensor can register a type or multiple types of events generated by
an object, e.g. state-on or state-off. Moreover, based a given ontology, an action can be described
by a set of events and different actions can share a sub-set of events. Thus, if we assume that
sensors can transmit only the number and types of detected events, an action detection problem
arises when multiple actions occur within the same monitoring time-interval (see Section 3.3.1.7.3
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for more details). Furthermore, under the realistic assumption that sensors can be moved and
participate to different actions in different locations, spatial-ambiguity is also introduced. Therefore,
if we assume that a location ontology of the space is given, i.e. a semantic characterization of
the space depending on the actions that can take place, we consider the additional challenge of
detecting the locations on a topological map of the environment sensed data only, i.e., semantic
positioning.

In light of the all the above, and with the additional needs of simple sensors and energy efficiency,
we tackle the problems of action detection and semantic positioning under the assumptions of: un-
known sensor location, un-identifiable users (passive monitoring), unknown number of users, no
time-synchronization amongst sensors, unknown human behaviour patterns, simple state-based
sensor output, known sensor-to-action mapping (action ontology) and known action-to-location
mapping (location ontology). We utilize the notion of discrete Radon transforms on homogeneous
space to construct a graph-based structured model, which yields sparse representations of events
in the action space and of actions in the semantic location space. We propose a novel sparsity-
inducing algorithm, referred to as Least Absolute Residual and Selection Operator (LARSO), to
estimate human actions and a mixed-norm optimization to perform semantic positioning. Simula-
tion results are shown to validate the model and compare different algorithms.

3.3.1.7.1 Problem Statements

Consider a smart-space consisting of a network of Ng sensors deployed to monitor human actions
by means of simple measurements. Namely, assume that sensors are low-complexity devices
capable to passively detect events, e.g. presence, or interaction between human and objects, e.g.
touch. An event, for instance, can be the change in the state of an object (e.g., firing, touching, etc.)
or the movement of an object/person in the visibility field of a proximity sensor. Within a time-interval
Ay, sensors can transmit to a central unit timestamped messages whenever an event is detected,
e.g., 1 when a sensor has detected an event, and 0 otherwise.

Let a; denote a human action and A £ {ay, ... ,aNA} be the set of actions of interest, where N4
is the total number of known actions. Although, actions can be modelled as a temporal sequence
of events [168], in many application scenarios, such as those contemplated for the 10T [166], this
model can be disrupted by practical problems such as the synchronization errors amongst sensors
clocks, or unknown behaviour patterns. To circumvent these issues, we consider an action ontology
where each action a; is defined as a set of events, :.e.,

aié{ela"' 7emi}7 (150)

where e; is the event captured by the j-th sensor, m; is the number of events forming a; and events
can not be repeated within the same action.

Based on this model we construct an hypergraph H, = (£,.A), where the action a; corresponds
to the i-th hyperedge (clique) of H, [169]. Then, using the notion of discrete Radon transforms on
homogeneous space [170], we derive a transformation matrix A € RVs*N4 from events (sensors)

to actions f
a1, ife €a;
Aig = { 0, otherwise ’ (151)

where A;; is the ij-th element of A.

The matrix A can be considered a discrete representation of the action ontology, in which each
column describes an action by the forming events. Notice, however, that this choice of transforma-
tion is motivated by the considered scenario in which nodes can only detect events in a completely
independent manner and without any association to the users. Under less stringent conditions, e.g.
knowledge of the active user’s ID, other choices of mappings can be considered in order to describe
an action as a function of user-to-objects and objects-to-objects relationships.
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Next, let A; C A be the set of actions executed during a time-interval A; and let y € RVs be the
observation vector whose i-th component is a signal feature extracted from the i-th sensor output'”,
e.g. state transitions [168]. By applying the Radon transform A, the vector y can be written as

y = Ax, (152)

where x € RM4 is referred to as the action-spectrum of y and its i-th component relates to the
frequency of occurrence of the action a; occurring in A,.

Unknown or incomplete actions that occur during the interval A, are modelled by a noise vector
n € RV4 | which is linearly combined with y yielding the noisy observation vector

y=y+n (153)

Following, we categorize actions into semantic classes, where each class ¢; contains actions shar-
ing a certain semantic property, e.g. “actions can occur in the same place”. Thus, we define the
class ¢; as

ci ={ay, - ,an}, (154)
andC = {cy,..., ¢y} as the set of semantic classes.
In so doing, we construct a location ontology describing the space by classes. Thus, for each class
c; we associate a location s; and, define the pair (c;, s;) as semantic location ¢;, i.c. £; £ (c;, s;).
Finally, we consider the semantic positioning problem as the computational problem of detecting
the subset of semantic locations ¢;’s that best matches the observation y.

Proximity . : @ Semantic
sensor Action Ci | Class (Ci, Si) location

Figure 67: lllustration of a semantic map in which 4 semantic locations are used to identify 4 four significant
spaces in two rooms.

In Figure 67 a small scenario for semantic positioning is illustrated. For the sake of clarity, sensors
nodes are not drawn. In this scenario, there are 6 actions, 2 proximity sensors, 4 classes and,
consequently, 4 semantic locations. Proximity sensors are active when any of the actions in their
radio range are executed. For instance, if ag is computed, then p, is active.

Different classes can have common actions, e.g. ¢; and ¢4. Thus, ambiguous action classification
can exist. However, to resolve this problem proximity sensors can be utilized. For instance, if p; is
active and p, is not, then p; can resolve the ambiguity between the class ¢; and ¢4. Hence, if p; and
a; are active, then the semantic localization algorithm will return the semantic location ¢; = (cy, s1).
In a more general setting, this association is not trivial, and therefore, action and locations must be
jointly estimated, i.e. semantic positioning.

7 An example is described in the simulation scenario in Section 3.3.1.7.3
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3.3.1.7.2 Semantic Positioning Algorithm

In this section, we provide a two-step algorithm as a solution to the aforementioned semantic posi-
tioning problem. Specifically, we first perform action detection by estimating the action-spectrum x
and, following, infer the semantic locations based on the estimated actions and semantic classes.

Action Detection

The action detection problem consists of estimating the set .A; from the noisy observation vector
y. This problem can be solved, for instance, by searching for an estimate of the action-spectrum
x, denoted by %, such that contains a minimum number of non-zero components '® and Ax best
matches y.

Therefore, for the the noiseless case, the action detection problem can be formulated with the
sparse-recovery problem

min lIxllo, (155)

xERN
subjectto Ax=y

where || - ||o is the 0-norm.

The above minimization is a well-known non-convex optimization problem and, in [171], it is shown
that the tightest convex approximation can be obtained by replacing the 0-norm with the 1-norm.
When observations are affected by errors and statistical information on the noise is available, the
Dantzig-Selector (DzS) and the Least Absolute Shrinkage and Selection Operator (LASSO) can be
considered [172]. For the specific problem at hand, however, the noise is a vector representing
unexpected or incomplete actions. Therefore, the vector n is generally sparse too. In order to
induce sparsity also in the noise term, a novel sparse-recovery method, hereafter referred to as
LARSO, is proposed

) . 1 -
x =arg min |x||; + z||Ax =y, (156)
xE[RNA 2

where the first and second terms of the objective function account for the sparsity in x and in n,
respectively.

The estimate of the action set A; is then obtained by taking the action corresponding to the most
significant values of |x|, for instance, by applying the “L-method” used in clustering [173]. Finally,
note that the non-zero components of x indicate how often the corresponding action is repeated.

3.3.1.7.3 Semantic Positioning from Actions

In this subsection we focus on the semantic positioning problem defined in Section 3.3.1.7.1. To
this end, we derive a new Radon transform to construct a transformation matrix C € RN¥4*Nc that
maps actions into classes. Specifically, the ij-th element of C, denoted by C;;, is given by

a1, ifa;Eq
Ciy _{ 0, otherwise ° (157)

Next, we assume that Np proximity sensors are deployed in the monitored area and, for each class
¢i, we consider ¢; < Np simultaneous active sensors. Based on this assumption, we construct a
matrix P € RV#*Ne given by

(158)

p. & 1, if the sensor p; can be active in s;
1 0, otherwise

8The minimum number of non-zero elements is implied by A; C A.
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We define the observation vector z £ [x;y,| € RV4+Vr where y, € RV? contains proximity sensor
outputs and [a; b] is the column-wise concatenation of two vectors a and b. Based on equations
(157) and (158), z can be written as

C ON,xNe
= 159
z ONPXNC P M ( )

&

where ® € RIVa+NP)x2Nc g the “double” Radon transform of z and the vector v € R2Nc contains in
the first N elements the spectrum of actions into classes, and in the remaining ones the spectrum
of proximity sensors into location s;’s.

Noticing that the semantic location ¢; is defined by the pair (¢;, s;), the components of v are tied by
a block-structure explicated by pairing the v;-th with the v;; n elements with 1 <17 < Ne.

In practice, this structure can be induced by reshaping v into a N¢ x 2 matrix V, and considering
each i-th row-vector of V, denoted by v; € R?, as a variable [174]. Thus, the semantic positioning
problem reduces to the estimation of the matrix V with a row-structure sparsity'®, i.e. estimating V
with the least number of non-zero row-vectors.

Based on this model, we propose a mixed-norm optimization problem inducing row-structure spar-
sity that is given by

V=arg min |V, + 3| ®vec(V) — 2|, (160)
VE[RNCX2

where vec(-) is the vectorizing function of a matrix, A is a scalar controlling the structure regulariza-
tion? and || - ||1,, is the (1, p)-mixed-norm defined as

Na
Vily 2D 19illy, (161)
=1

and || - ||, is the p-norm.

Notice that while the second term of the objective function in equation (160) is the residual error,
the first one accounts for the aforementioned row-structure of V. Moreover, based on the choice of
p, different criteria and results can be achieved. For instance, utilizing the (1,2) mixed-norm, i.e. the
group LASSO technique [176], the solution favourites row-vectors with the minimum squared-sum
values. In contrast, the (1, c0) mixed-norm yields a solution with many components of equal mag-
nitude [174]. As shown in the results, the latter provides the best trade-off between the probability
of correctly detecting the number and the index of the unknown semantic locations.

Simulation Results

Before validating the framework proposed in Section 3.3.1.7.2, some considerations about the type
of system and sensing mechanisms are necessary.

Firstly, we consider the sensor model. Sensors can simply react upon an event by emitting a binary
signal, e.g. (0,1) [168]. Rather than counting the time-duration for each state change, a sensor
processes only state-transitions by simple logics as those illustrated in Table 11. This eases the
requirements on internal clock precision and global network synchronization. Additionally, sensors
are only required to send the mere counts of events (feature) that they experience during the frame
duration A;, namely,

yi= fum (162)
m=1

The sparsity structure rises from the assumption that not A, C A, and consequently, not all semantic locations are “active”.
2n this framework, X is computed as function of the maximum value of the projection V'z [175], where T is the matrix transpose
operator.
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where f;,, is the value of feature measured by the i-th sensor at the sampling time ¢,,,. In so doing,
the communication cost measured as energy-per-bit between the sensor and the central system
is minimal since the transmitted data is a finite and small number. Finally, the lack of communi-
cation amongst sensors and between sensors and users allows privacy issues and low-complexity
network management. Following, we define two performance metrics, namely, the probability of set-
detection and the set-cardinality ratio, which are used to validate both action detection and semantic
positioning algorithms. Specifically, the probability of set-detection Pp and the set-cardinality ratio
T are given by

Pp 21— (BN (163)

T2E{}, (164)

where B is the estimate of the set B, E{-} is the expected value, | - | is the cardinality of the set
A, G\ B and G N B are the set-difference and the set-intersection between two sets G and B,

respectively.

Hereafter, when referring to the performance achieved in the action detection, the probability Pp
and the ratio T are renamed with Pp, and Y,, respectively. Whereas for the performance obtained
with the semantic positioning algorithms, they are indicated with Pp, and Y.

For the validation of the action detection algorithms, we consider a scenario with Ng = 20 sensors
and N4 = 30 actions. If not specifically indicated, the sensor processing is based on Logic-1. We
construct the set of actions .4 such that each action is formed by 4 events selected randomly and
one event is uniquely associated to a sensor. The events of an action are randomly selected with
uniform distribution such that two events can not be repeated within an action. Notice, that the
events forming action can also be selected based on a given ontology, thus reflecting more realistic
situations.

From the set A we build the sub-set A; by selecting actions with uniform distribution. We assume
that the cardinality of A; is unknown. Using equation (152), we compute the vector y and simulate
the observation y by adding a noise term n. The non-zero elements of n are selected with uniform
distribution and, with probability 1/3 and 2/3, they can assume values 2 and —1, respectively. We
repeat this experiment 1000 times in order to compute the evaluate the performance of the proposed
action detection algorithm.

The two subplots in Figure 68 show the probability of set-detection and the set-cardinality ratio as
a function of the error density and action density given by p. 2 ||n|lo/Ns and |.A;|/|.A|, respectively.
The proposed LARSO technique is compared with two alternative optimization methods, namely,
the Least Square (LS) and the LASSO. Moreover, the performance of the LARSO algorithm are
evaluated with Logic-1 and Logic-2. It is shown that the proposed LARSO algorithm with Logic-1
is able to detect the unknown set of actions with higher probability than the alternative techniques
while maintaining the set-cardinality ratio as close as possible to one.

Table 11: Sensor’s Logic

Signal | Logic-1? Logic-2

8 L 2 1

5 T —1 0

® | T -1 0

Lo 0 0

a8 Considered in the simula-
tions.
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Figure 68: Comparison of action detection algorithms. Solid and dashed lines refer to the results obtained with
Logic-1 and Logic-2, respectively.

Additionally, Logic-1 provides better performance than Logic-2 since it enhances the difference
between complete event and noise. In other words, Logic-1 yields higher SNR.

For the validation of the semantic positioning algorithm, we consider a scenario with Ng = 20
sensors, N4 = 30 actions, Np = 9 proximity sensors and N¢ = 30 semantic locations. Proximity
sensors are equispaced in a 2-dimensional space covering a square of unitary edge-length and
forming a grid of 9 points. Each proximity sensor has a detection range with R = 0.35. Each class
¢; is formed with 4 actions randomly selected from .4 and, within the same class, actions can not be
repeated.
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Comparison of Semantic Positioning Algorithms
(20 sensors, 30 total actions, 30 total semantic locations, 3 active actions per location)
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Figure 69: Comparison of semantic positioning algorithm performance as a function of the number of active
semantic locations. Solid and dashed lines refer to the results achieved with estimate and exact information on
the executed actions. The results are obtained with \ = 0.6 max(V'z).

The locations s; are uniformly distributed within the union of the proximity sensor coverage areas.

We construct the location ontology — relationship between classes and locations — by randomly
assigning to each class a set of neighbouring proximity sensors. In so doing, we can correlate the
execution of an action with the activation of the set of proximity sensors. In other words, we create a
methodology to select a semantic location ¢; and, consequently, generate those events associated
to actions and proximity sensors related to ¢;. As before, this synthetic data and ontology can be
replaced by a more realistic logic based on the application scenarios.

The results obtained with this simulation scenario are shown in Figures 69 and they illustrate the
probability Pp, and the ratio T, as a function of the number of active semantic locations, denoted
by S. In this simulation we assume that for each active ¢; there are 3 active actions and, actions
can repeat in multiple locations s;’s.

Three algorithms are compared, named, the proposed group LS with (1, co)-mixed-norm regulariza-
tion, the group LASSO and the LASSO. Furthermore, we consider that actions and their frequency
are either estimated with the LARSO method or that are known a priori. The performance related
to the latter are shown with the dashed-line.

As a general assessment of the results, the proposed (1, co)-mixed-norm regularization provides
higher probability of detection than all the other alternatives. However, this comes with a slight
increase of the cardinality ratio metric with respect to the LASSO method. The impact of the action
estimation for each algorithm can be noticed by the gap between dashed and the corresponding
solid lines. It is interesting, however, to remark that for few active semantic locations this gap is
negligible. The reason is that action detection algorithm is estimating a moderate size of action set.

Conclusions

We addressed the problem of semantic positioning with basis on loT technologies. Namely, we tack-
led the problem of detecting the users’ locations on a topological map of the environment based on
prior characterization of the space and sensed data. To this end, we considered a mere passive
monitoring approach posing stringent assumptions such as low-complexity sensors, simple mea-
surements, unknown number of users, unknown sensor locations and unknown user identification
in order to preserve user privacy, minimize the system requirements and energy consumption.
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The main contribution of this framework is the original formulation of the problem via structured
sparsity models. Specifically, we utilized the notion of discrete Radon transform to create mapping
from events to actions and from actions to classes and, used proximity sensor information to enable
semantic positioning. The LARSO algorithm was proposed to efficiently perform action detection
from a noisy vector observation comprising the data transmitted by sensors. Finally, we proposed
a block sparsity method based on mixed-norm objective function to perform semantic positioning.

Sufficient probability of action and semantic location detection were achieved, however, further
investigation is necessary to quantify the theoretical bounds, improve the performance and, ideally,
develop a single-step method. These are the research objectives for the future work.

3.3.1.8 Techniques to Improve Robustness of Context-aware Applications for Unexpected
Events

In this work [177], we aim for a first step towards a more systematic method to analyse inconsisten-
cies in context-aware rule-based behaviour at runtime to be more robust against unforeseen human
interventions, exceptional circumstances and unexpected events. Faced with these observations,
we try to provide an answer to the following questions:

1. How can we detect inconsistencies in context-aware decisions and actions that drive the dy-
namic behaviour of smart systems?

2. How can learning of patterns in event streams be used to anticipate and prevent failures?

3. How can context-aware event-based interaction patterns be used to identify significant devia-
tions from common or expected human interactions?

4. How can we embed a software safeguard in the design of the application to reduce the risk of
failures during unexpected contextual circumstances?

The objective is to decide which action to take given a contextual state of the environment, and to
ensure safe or avoid unwanted behaviour. The software-based safeguard that we propose is based
on the fact that we can translate rule-based adaptation into a classification problem. As input we use
the contextual state information about the 1oT environments and the actions taken by the actuators,
and where the classifier learns whether the reached outcome of rule reached its objectives (i.e.
matching with the desired effects). A key concern is that commands executed by different actuators
(or humans for that matter) might not be independent. We therefore need a conflict resolution
strategy that can identity hidden dependencies for conflicting actions. Our approach consolidates
the different Event-Condition-Action (ECA) rules for each actuator into a separate decision tree,
where each of the nodes in the tree can be annotated with an action and corresponding effect.

Due to its restriction to one sub-set of context modeling techniques, i.e., ECA rules, it is not fully
integrated with SAMURAI SmartServer.

3.3.1.9 Mining Behavioral Patterns with CEP

As described in section 2.5 in deliverable D2.4 [124], one of the experimentation lines of BUTLER
has been the possibility of enabling end-users to define virtual entities and, associated to said
entities, a specific context. The BUTLER platform would then provide automatic synthesis of said
context contents. The context abstraction has been defined within the BUTLER Information Model
in section 4.3.3 in deliverable D3.2 [1]. An excerpt of the BUTLER Information Model section related
to the context can be seen in the Figure 70:

The approach was novel not from the technological point but mainly by enabling end-users to define
what context actually meant for them without tying them to a predefined (and limited) set of entities
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Figure 70: Context abstraction in the BUTLER Information Model.

and associated contexts. Another key point of the proposal is the automatic synthesis of the context
contents by means of CEP technologies.

Our CEP-based approach for the management and automatic synthesis of context contents has
not been devised to cope with behavior modelling although it could be considered in some specific
(when the entity being defined by end-users can be mapped to a physical entity that shows a
“behavior” and when the behavior can be defined in terms of simple mathematical and statistical
operations applied over data streams).

The initial election for the CEP) infrastructure was Apache S4, “a general-purpose, distributed, scal-
able, partially fault-tolerant, pluggable platform that allows programmers to easily develop applica-
tions for processing continuous unbounded streams of data” [178] originally developed by Yahoo
Labs and later transferred to the Apache Foundation for its incubation. There were several reasons
for this election:

e S4 is an open-source framework (with an Apache license), which enables its use in research
and experimentation projects.

e S4 is pure Java-based. It eases its integration with other Java-based frameworks especially
those for creating web front-ends and associated business logic.

e S4 can be used with jBoss Drools [179], a rule engine, to define in real-time the rules that an
S4-based infrastructure executes. It is possible to deploy new rules in real-time and therefore,
accept new incoming data streams or generate new outbound data streams from the same set
of incoming data streams.

e Although being in an alpha stage, when compared with other similar frameworks, such as
Twitter’s Storm [180], it seemed to be the most “mature” at the moment of the framework
election.

¢ It was created by Yahoo Labs! and had been adopted afterwards by the Apache Foundation
for its incubation (a priori it meant that a wide community of developers would take care of the
project).

e There are open-source efforts to extend its scope by enabling its integration with SAMOA [181]
and therefore adding online analytics features to the automatic synthesis of context contents.

We have verified that it is possible for end-users with a minimum set of computer skills to manage
the user interface and create context contents from the combination of data streams and/or by
applying simple mathematical and statistical operations). See the Figure 71 that shows the context
definition interface:

However, some limitations have been found in the aforementioned approach:
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Figure 71: Context definition interface.

e Lack of a true web-based interface that eases the use of a rule engine. Here we face the
usual trade-off between the power of the rule engine and the fact that only a small set of the
end-users is really able to use a full-fledged rule engine language. However, we acknowledge
that simplicity of use have to be prioritized if mass adoption is wished.

e Almost free definition of entities and associated context contents by end-users, which could
lead to inconsistent definitions or resource-consuming computations.

e Lack of maturity of the CEP tools used in the BUTLER experimentation line. The initial election
was Apache S4, based on the criteria described above. However, some of them became not as
decisive as time passed by. The main issue with Apache S4 was the fact that the last release
was June 2013 [182], and a general lack of progress in the next months. In the meantime,
Storm was also transferred by Twitter to the Apache Foundation for its incubation [183] and
could show some of the positive criteria already described with regard to Apache S4 (Apache
license, wider community support, integration with SAMOA...).

3.3.1.10 Improving Performance of NIALM Algorithms for Usage Recognition of Home Elec-
tric Devices

The demand for electrical energy is constantly growing although the devices coming onto the market
are getting more and more energy efficient. One of the main reasons for this effect is the overall
number of devices which is increasing constantly outweighing the newly gained efficiency. Another
influence comes from the rising human population. With different strategies and regulations the
governments try to cut down the total energy consumption. To name a few of them [184]:

1. Device replacement by more efficient ones

2. Automatically switch off unused devices

3. Visualize energy consumption to give the users a better understanding of their energy con-
sumption

But, on what grounds can a user decide which device is worth to be replaced? Or how does a
system know which devices really are used at this moment and which can be switched off without
harm or cut downs in user comfort? Electrical devices simply need to be monitored. Plug level
energy monitoring solutions are commercially available, but they get very cost intensive if they are

©BUTLER — Page 132/198



287901 BUTLER Project deliverable

managed and visualized from a central station. So, each monitored device requires additional
hardware for the measurement process and additional installation effort for the communication to
the central station [185].

Nonintrusive Appliance Load Monitoring (NIALM) algorithms represent a good way to monitor de-
vices from a central location (e.g. the metering point). They even can be implemented on an
available Smart Meter. This minimizes the hardware and installation costs. Hart [186] was the first
person proposed a NIALM system. His method examined the steady-state behavior of loads.

A NIALM system is capable of reducing energy in all of the 3 previously named energy cut down
strategies. If it recognizes an inefficient light bulb it may give the user a hint to replace it. On user
absence it even can switch it off on its own.

Although NIALM research is going on for more than 20 years now and there are several existing
products on the market, we have seen no major breakthrough in this field. Most existing algorithms
are still too imprecise to come up with a constant acceptable device recognition rate. According to
Zeifman [187] a minimal overall recogntion performance of 80 to 90% has to be reached in order
for a NIALM system to be accepted by its users.

One of the aims of NIALM is to persuade the user to reduce the energy consumption of electrical
devices by showing him his personal energy usage profile and provide him specific saving hints.
There is a tradeoff between identifying a high amount of different devices with low accuracy but lots
of visualization options and recognizing just a few device categories with a high accuracy but fewer
user hint possibilities instead. Armel [185] shows that a simple improvement of the monthly energy
bill can result in 3.8% energy savings. Real-time energy visualization without any disaggregation
of the devices from the total load saves 9.2% whereas real-time consumption with disaggregation
saves up to 12%. Even more energy can be saved with systems automatically controlling device
states.

3.3.1.10.1 Related work and NIALM overview

An often studied topic in NIALM is the sampling rate applied in gathering the raw data. Basically,
it is divided into macro and micro level measurements. For macro level measurements one is
able to take use of a Smart Meter whereas micro level requires an external sub meter. In both
research directions, many authors describe how to split up the devices according to their device
states. Usually, the electrical loads are split up into rough groups of device types such as simple
on/off devices, multi state devices, variable state devices and permanent on devices. Liang ( [188],
[189]) gives an overview over the whole subject of NIALM and the challenges in disaggregating the
devices. A more recent publication that compares other works and their results was published by
Zoha [190] and Reinhard [191]. Zoha also includes some products with state of the art technology
and looks forward to possible new ways on how to tread the disaggregation problem.

Most existing products work in the macro level field. PlotWatt [192] and Bidgely [193] are two
samples of companies providing such NIALM services. These companies don’t publish how they
disaggregate the device categories before they visualize the results for the user. Berges shows
in [194] a prototype taking into account all aspects from the measurement system to the very end
of device recognition.

Many NIALM researchers work with machine learning (ML) algorithms for the process of recognizing
the devices. Figure 72 shows our proposed NIALM framework including the different processing
activities needed in order to identify devices through general machine learning algorithms. In the
following paragraphs a closer look into the different processing activities is provided.

A. Data acquisition

In the process of data acquisition input signals are measured by different sensors. In our application
we used sensors for the voltage and the current but it is also possible to extend this set of sensors
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Figure 72: NIALM Framework of the accuracy comparison

e.g. by environmental sensors. With these 2 sensors measuring over a fix time duration we stay in
the 3 dimensional space, that means we have a function with 3 unknown variables.

In our work we decided us for a sampling rate of the raw date of 5 kHz. On one hand a standardized
low power microcontroller is capable of sampling at this frequency and on the other hand 5 kHz
provides enough recognition information for the further processes. According to Armel [185] a
recognition performance of 16 to 32 devices or device categories can be achieved with 5 kHz.

B. Feature extraction

A transformation of the raw data into a couple of parameters is called feature extraction. On the
one hand features are used to get a robust transformation of the signal. Noise should be ignored
as much as possible. On the other hand feature extraction tries to reduce the data amount of the
measured raw data. The smaller the amount of data, the easier it is to send, store and also to
handle it with machine learning algorithms.

We did several tests with different features. In the context of this work we only look to our most
promising features regarding our task of recognizing devices. One is the Fourier Transformation
of the waveform representing the electrical current flowing through the device. We only respect
the low order odd harmonics 1, 3, 5, 7 and 9. Those are the harmonics that are produced by DC
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converters. High harmonics are not considered in the calculation as they reduce their amplitude by
the factor of 1/k. Formula (165) shows the AC current of an ideal DC converter.

(165)

4.7 > sin ((2k — 1) wt
Lic = DC'Z (( ) wt)

s 2k —1
=1
Further we only looked at the absolute values in the Fourier Transformation because their informa-
tion content is much higher than that of angle values. To still satisfy equation (165) the absolute
values cannot be separated from the angle value before the data preparation process.

The second feature we utilized is the Wavelet Transformation of the current. We looked for an
orthogonal and symmetric mother function that is often used in machine learning tasks. We found
out that Wavelets of higher orders don’t produce better results, even though they are more resource
demanding. A Wavelet called Symlet fits best our demands. For a stronger parameter compression
we followed a different strategy. We used the fact that Wavelet Transformation preserves the time
localization information. Each transformation reduces data amount because of data redundancy.
This is a similar effect as it can be observed with Fourier Transformation, where higher frequencies
are mirrored. So we transformed the input signal in multiple iterations until it reaches the maximal
parameter length. In our application we reduced the data amount to 4 parameters in 6 iterations.
A disadvantage of wavelets is the more complex and resource demanding algorithm. Even the
calculation time of a wavelet transformation with just one iteration depth is longer than a complete
Fourier Transformation of the same signal.

The total number of parameters of a feature must be kept small because we are moving in the three
dimensional space. The more parameter we have the higher gets the risk of finally over fitting a
system.

C. Data preparation

The most efficient way to train machine learning algorithms is to provide a set of features repre-
senting just the interested device isolated from all others. This device fingerprint needs to be robust
against noise and unique for each individual device. The same characteristics apply to the recogni-
tion process itself. That is the reason way almost all recent researches use the delta curve to isolate
each device state change. We didn’t work with delta curves until now. Instead we are directly using
isolated measurements of single devices in a lab environment.

The feature extraction is calculated from the raw data, whereas a fingerprint represents the feature
extraction of a single device or device state change or in other word the output of the delta curve
calculation.

The fingerprint of a device can change if it is combined with other devices working simultaneously
and if the used feature vector is not satisfying formula (166). In formula (166) §} is the feature
vector of the cumulative curve and g the feature vector of the device k of a total of K devices. ga;
represents the device state change during the time period At.

—

K
Qt+A) =0 () +Gac =D Gk (166)
k=1

D. Device identification

Device identification is the process where machine learning algorithms are used with their artificial
intelligence. That means this learning algorithms learn their behavior from experience. We have
looked at five different types of learning algorithms, all with promising capabilities. For this we used
the implementations out of the tool Weka [195].

Bayes Net (BN) algorithms take a provided training set as input and produce a probability density
function usually in form of a normal distribution. So the devices will be assigned to the category
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with the highest probability. Full BN algorithms assign a conditional probability to each parameter
whereas simpler forms of BN algorithms assume that all parameter are completely independent of
each other. An example of such an algorithm is the Naive Bayes (NB) algorithm.

The Sequential Minimal Optimization (SMO) algorithm was taken as a representation of the cate-
gory of support vector machines. This binary classification algorithm works with the one versus one
method. BrTree (BT) has been chosen from the category of decision trees. Like SMO it is also a
binary classificator and works with the Best-first method.

Another category of machine learning algorithms that have been looked at is Multilayer Perceptron
(MP) of the category of feed forward artificial neural networks. This algorithm has a very resource
intensive training method, so it was limited to a maximum of 500 training iterations.

The last device identification algorithm can barely be treated as such and was taken in comparison
to the other algorithms stated above. It simply classifies all devices to the category with the highest
probability. Because our measurements are unbalanced, the accuracy of ZeroR (ZR) is always
equal or above the inverse multiplication of the number of categories. ZR is independent of the
input features and its kappa statistic is always equal to 0. See formula (3) for the definition of the
kappa statistic.

3.3.1.10.2 Labeling and evaluation methods

A. Labeling

As already stated, the minimal recognition performance of a NIALM system must be between 80 to
90% in order to achieve the intended user acceptance [187]. This means that the performance of the
device identification process must be significantly higher because the preceding data preparation
process is already error-prone by itself. We assume that a minimal performance of 95% is needed
to finally bring NIALM technology into applications with mass appeal. Most researches try to identify
all devices in a household, but the rising number of devices in a household makes it more and more
difficult to recognize all of them. Assigning the devices to categories results a constant number
of recognition classes, even with a variable number of devices. So the recognition performance is
independent of the device number. Statistically the performance can also be improved in lowering
the amount of recognition classes. So there is a tradeoff between the amount of classes and the
information that can be gained from each class. The more classes exist, the more specific tips can
be visualized for the user.

A few existing NIALM products follow this trend. Most of them disaggregate the load in just a
few classes [196]. One such a product is PlotWatt [192]. It collects the information from a Smart
Meter and splits the devices into the categories Heating & AC, water and septic, dryer, always on,
refrigeration and others. So it is capable of recognizing 4 categories (always on and others don’t
need to be recognized). In spite of that, it still is able to provide useful tips about how to minimize
the energy consumption.

In our work, four different ways of labeling the data with different category sizes have been analyzed
and compared with each other. TABLE 12 shows the used labeling list.

Table 12: List of recognition categories

Label Label Name Nr. of categories
DL Device Labeling 31
TL Technology Labeling 13
NL | Normed current curve Labeling 9
UL User Labeling 6
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1. Device Labeling

The most used categorization in ongoing research and recent publications separates each de-
vice into an individual category or even to its device states. In most households the amount of
devices is bigger than the 16 to 32 devices that can be recognized with 5 kHz. Another draw-
back is that some algorithms like support vector machines increase their complexity potentially
with a raising number of categories. We labeled each device with a unique label that needs to
be recognized.

2. Technology Labeling

In order to decrease the number of categories a grouping of devices using the same technology
looks most promising. So lighting devices are split up into light bulbs, fluorescent and LED
lights, electronic devices to desktop computers, printers, notebooks and mobile phones and
screens are split into ones running on LCD- and LED-technology. We assume that each device
technology has its own power consumption pattern that can be discovered by machine learning
algorithms.

3. Normed current curve Labeling
A more intuitive labeling method is grouping the devices with similar normed current curves.
The norming condition was defined as the mean current over the measurement time interval
equals one. The curves have been normalized to look to the wave form and not to the power.
The aim is to get an error rate in misclassification as small as possible with the highest amount
of categories. We split the devices into the following categories:
Ohmic devices have no harmonics in their power waveform and their current zero-crossing is
at the same time as the one of the voltage. Typically they occur in devices producing light
or warmth. Lighting devices usually require less than 100 W whereas warmth devices like a
convenient hotplate have more than 500 W. So, ohmic devices can be split into 2 categories
according to their power consumption. Miss recognition can be caused by dimmed lights,
because they also have harmonics.
If the zero-crossing of voltage and current are not at the same time, the load is inductive or
capacitive. In our set of devices, there are only inductive loads. Typical inductive devices are
motors or inductive hotplates.
A more efficient way to produce light is using fluorescent or LED lamps. Both technologies
produce sharp peaks in their current wave form. A dimmer moves this peaks along the time
axis. Cooling devices have been recognized by their very unique wave form. The same was
true for coffee machines.
The DC voltage of all electronic devices is stabilized with a smoothing capacitor. Character-
istically it is charged in a pulsed way which results in high amplitudes and lots of harmonics.
Since 2001 Europe laws claim for certain devices to correct their power factor to reduce phys-
ical load in the grid. This correction can be measured in their current curve. So, electronic
devices can be grouped into devices with and without corrected power factors.
Another technical category that was identified is the stand-by consumption of electronic de-
vices. Low power with high reactive part and lots of noise are the recognition features.

4. User Labeling
The user category groups devices according to the interests of the users. It's reasonable to
recognize devices from each category with high accuracy instead of each single device with
a high error rate. The user categories are constructed to give the user as much information
as possible to identify his personal energy saving possibilities. The categories are lighting,
screens, computers, kitchen devices, coffee machines and cooling devices.

B. Performance evaluation

A number of publications evaluate a performance value in respect to the work done. The way they
calculate this value differs for each appliance. How to rate a NIALM performance is discussed
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in [197]. On one hand systems are using different input values for their validation. On the other
hand different statistic methods are used in the calculation of their results. This makes it hard to
objectively compare the different studies.

1. Data - Set

The performance evaluation is made with a total number of 3104 measurements and 31 dif-
ferent devices. The scope of these measurements was to capture all possible device states
in which devices remain for a longer time period, let's say 10 seconds. Very small energy
consumption like standby states has been measured as well as running computer with highly
variable power consumption. Special focus has been put on variable loads. For those means,
different current curves of dimmed lamps and charging computers have been captured. Com-
pared to simple static loads, variable loads demand on a much higher amount of measure-
ments to capture most states. This resulted in a highly unbalanced dataset in which each
device has a different amount of measurements. The calculation of the performance of an
algorithm with unbalanced data can be misleading because there is no correlation between
the number of real device events that must be recognized and the amount of different states
that have been measured. Statistically it's easier to categorize unbalanced data as shown
in TABLE 4. In statistics different ways are used to correct the unintended side effects cre-
ated by unbalanced data sets. One way is in making all categories equal sized by randomly
deleting data. Another way is in using a cost-matrix. A cost-matrix weights each category in-
dependently so they can be equally weighted. In our approach we take use of the cost-matrix
because it still allows using all measurements available.

2. Validation

To measure the performance of a machine learning algorithm usually the labeled input data
is split into training data and validation data. The amount of data is mostly limited, but usu-
ally, the more training data the algorithm is fed the better it gets. More data also lowers the
possibility of over fitting the algorithm. In our application we used a 10 fold cross-validation
method. So, each measurement belongs during 10 validation processes exactly one time to
the group of independent validation data. The results get more precise with a significant higher
amount of validation data. The cross validation method guarantees that the test data is always
independent from the training data. This is important to detect over fitted systems.

3. Number of categories

The more categories the labeled data has, the more difficult it gets to choose the right answer
in a random fashion.

The kappa statistic measures the agreement of prediction with the true class, so the probability
of choosing the right answer by chance is subtracted. In (167) P(A) is the proportion of times
the k raters agree, and P(FE) is the proportion of times the k raters are expected to agree by
chance alone. P(FE) is represented by the ZR algorithm.

P(A) - P(E)

K= 1— P(E)

(167)
We used the kappa statistic in our application to allow a more meaningful comparison when
categorizing with a different number of categories while the absolute performance value de-
creases. However it still doesn’t weight the categories equally.

3.3.1.10.3 NIALM algorithm performances and interpretations

We looked at the behavior of NIALM algorithms when labeling the measurement data differently.
Not all NIALM algorithms behave the same on differently labeled data and also an influence of
the different features selected is expected. In our comparison we tried to identify such a behavior.
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TABLE 13 shows the results of unbalanced data whereas in TABLE 14 the results of balanced data
are shown. Both tables show performances over 95% in bold.

Table 13: Cross-validation results with kappa statistics

Cat Features BN NB SMO BT MP
Wlet 87.1% 74.2% 9.9% 90.0% 36.3%
ot FFT 84.8% 52.5% 30.4% 93.8% 74.7%
1 Wlet 82.3% 56.9% 12.4% 91.9% 43.9%
FFT 83.2% 38.2% 25.6% 96.1% 71.0%
NL Wlet 89.0% 40.9% 16.6% 97.2% 67.5%
FFT 76.4% 29.9% 14.2% 96.6% 79.2%
Wlet 87.4% 27.9% 16.9% 96.3% 56.0%
ot FFT 78.5% 15.5% 15.3% 96.7% 70.5%

Table 14: Cross-validation results with equally weighted category cost-matrix and kappa statistics

Cat Features BN NB SMO BT MP
DL Wlet 87.7% 77.5% 9.7% 88.4% 30.6%
FFT 89.7% 64.5% 21.8% 95.1% 68.0%
- Wlet 90.6% 76.9% 15.9% 93.4% 48.8%
FFT 92.3% 60.4% 21.8% 97.3% 72.2%
NL Wlet 97.1% 83.1% 25.0% 98.9% 78.7%
FFT 92.9% 77.1% 21.9% 98.5% 88.8%
UL Wlet 95.9% 76.3% 18.6% 98.6% 47.1%
FFT 93.4% 69.1% 15.0% 98.1% 62.1%

As expected the mean performance over all algorithms turned out better with unbalanced data but
surprisingly the highest performance could be reached with balanced data. In all comparisons the
rather simple algorithm BT performed the best and in the most label comparisons, the label NL
reached the best results.

A. Feature

The difference between the compared features is minimal. The mean performance of the Fourier
Transformation is slightly better although the highest performance is reached by a Wavelet Transfor-
mation. However, one has to take into account that the calculation time of a Fourier Transformation
is by factors shorter. For our data, in which the Wavelet Transformation was calculated in 6 itera-
tions, the result of the Fourier Transformation could be displayed 18.2 times earlier. Even a single
iteration of the Wavelet Transformation takes about 3 times longer in the simulation environment
Matlab [198].

B. Algorithm

Bayes algorithms clearly perform better with balanced data because they are based on a balanced
model. A higher amount of training data samples improves only the precision of the model. A model
for unbalanced data can be found in neural networks. Each training sample increases the possibility
of the sample category and its precision.
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A different behavior can be found in support vector machines. Their performance depends on the
number of categories. Small numbers of categories perform much better than large ones. The
used algorithm implements a one versus one method. That means with a total of 6 categories 15
comparisons have to be done whereas 31 categories require 465 comparisons.

The decision tree performed well on balanced as well as unbalanced data although its model is
based on balanced data. It also performed great on a small and big number of categories. Surpris-
ingly, it shows the best performance for each comparison done in the context of our work. Further,
it belongs to the fastest classification algorithms as it builds a simple binary decision tree in its train-
ing phase with a logarithmic effort. This makes the algorithm applicable on most low power micro
controllers.

C. Balanced / Unbalanced data

The significant influence of unbalanced data can be seen in TABLE 15. It shows the performance
of the algorithms ZeroR on our data set. The category with the most devices with variable device
states has the most measurements data. For example a category of NL labeling includes more than
50% of all data. A small correction is Kappa Statistics as it is already used in our results. Whether

the data is balanced or unbalanced the performance of ZeroR with corrected Kappa Statistics is
always zero.

Table 15: Classification performance of the ZeroR algorithm

ZeroR DL TL NL UL
Unbalanced 16.2% | 33.2% | 50.1% | 51.6%
Balanced 32% | 7.6% | 11.1% | 16.6%

Kappa statistics 0% 0% 0% 0%

D. Labeling

In most label comparisons the label NL reached the best results. No surprise was that device label-
ing has the worst performance. With a rising number of devices an even decreasing performance
is expected. The performance of other categories will remain about the same as new devices are
categorized to an existing category.
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Figure 73: Misclassification of the algorithm BT on balanced data
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The performance of the algorithm BT on balanced data is shown in Figure 73. Labeling with normed
current curve (NL) has about 7 times less misclassification samples compared to device labeling
(DL). For the calculation the mean performance of the FFT and Wavelet was taken.

As it is hard to compare different classifications with different amount of categories TABLE 5 pro-
vides a normalized misclassification rate divided by the number of categories. Cat Nr. of categories
Unbalanced BT Balanced BT

Table 16: Misclafication per category of the BT algorithm

Cat | Nr. of categories | Unbalanced BT | Balanced BT
DL 31 0.22% 0.26%
TL 13 0.31% 0.33%
NL 9 0.17% 0.13%
UL 6 0.28% 0.23%

A significant performance improvement step in using NL can be identified on balanced and unbal-
anced data. As the results of balanced data are more of interest, a closer look to these results was
taken. As shown in TABLE 16, a normalized error of about 0.13% per category could be achieved
with NL. Compared to the other categories, with an average error rate of about 0.27%, the observed
performance of NL was about double.

None of the investigated algorithms was able to find the expected individual pattern in labeling the
devices according to their technology (TL).

In numerous NIALM approaches, the researchers try to identify even more categories (e.g. [194])
as most devices have multiple states. So each state change is a category by itself. An identification
of device states even increases the number of categories beyond the number of different physical
devices. One challenge resulting from this approach is how to identify variable state changes.
Another problem is that a rising number of categories usually results with a significant increase of
misclassification which also could be shown in this work. In our opinion it is clearly more valuable
to use fewer categories with a higher accuracy.

3.3.1.10.4 Achieved improvements of NIALM and future activities

In the context of ongoing NIALM research, an evaluation of different recognition approaches was
done. As one of the main barriers, preventing NIALM technology from being widely adopted, the
dissatisfactory recognition performance of existing solutions has been identified. Different algo-
rithms for device identification where examined with the prerequisite that a minimal performance
of 95% must be reached in order for them to be acceptable for real users. A rising number of de-
vices in a household results in a rising number of devices and device states to be recognized. As
it is extremely difficult to identify each single device in a household with a high accuracy, grouping
devices together limits the number of categories to be recognized and enables a high recognition
performance. Statistically, as the number of categories decreases, the accuracy of recognizing
them increases. This could be shown with a classification of 4 different labeled data sets, repre-
senting a total of 31 loads including several variable state loads. The comparison was done with the
Fourier and Wavelet Transformation in the process feature extraction and different kinds of machine
learning algorithms in the process device identification were compared. Statistical tools have been
included to enable a better comparison of the results. The best recognition performance of 98.9%
was reached by the BrTree algorithm of the family of decision trees with the Wavelet method. For
this performance all measurement data has been split into 9 categories according to their normed
current curve. Whereas the other three device labeling categories achieve an averaged misclassifi-
cation of about 0.27% per category, we could reach a misclassification of 0.13%. The performance
of our categorization remains constant with a rising number of devices. Although Wavelet performed
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slightly with the best results, the mean performance of Fourier Transformation was better and its
calculation time is much faster.

We are aware that recognizing less categories results in less possibilities of displaying information
to the user. However, in our view the additional value of reliable real time information - clearly
distinguishing between several device groups - is still a considerable additional benefit for the user
compared to the energy bill he gets today.

Future improvements:

The normed current curve labeling (NL) was defined based on human experience and performed
better than other categories with an even lower amount of categories. We expect a significant
improvement of this approach in using cluster algorithms to split the devices or device states into
NL categories. Unsupervised algorithms as used in cluster algorithms search for similarities in the
features and not in the current curve. If supervised algorithms, as used so far in our work, are
trained with labeled data coming from cluster algorithms, a significant improvement of our labeling
is expected even with a higher amount of categories. Another try is by using a public data set like it
was announced in [199]. This would allow comparing these algorithms directly with other works.

3.3.2 Frameworks and Tools to Support Behavioral and Situational Awareness

3.3.2.1 SAMURAI: Enhanced Stream Mining with Support for Data Persistency and Multi-
tenancy

In the Internet of Things, heterogeneous and distributed streams of sensor events is a driver for
contextaware behavior in intelligent environments. However, processing the event data usually
cross-cuts the business logic of 10T applications and offering such reusable functionality as a ser-
vice towards a variety of customers with different needs is often faced with scalability concerns. We
developed SAMURAI, a multi-tenant streaming context architecture that integrates and exposes
well-known components for CEP, machine learning, knowledge representation, NoSQL persistence
and in-memory data grids. SAMURAI pursues a twofold approach to achieve scalability: (1) dis-
tributed deployment with horizontal scalability, (2) shared resources through multitenancy. For the
scenario used in the experimental evaluation of our architecture, the results show little overhead
to support multi-tenancy, with near-linear scalability and flexible elasticity for deployment schemes
with data partitioning per tenant [200].

Our event-based streaming architecture uses the Spring Framework?' and Jersey?? to expose well-
known software libraries for CEP, machine learning and knowledge representation as RESTful ser-
vices. These are illustrated in Figure 74.

Events can be simple events that carry slivers of meaning in themselves, and complex events
which summarize, represent, or denote a set of single events which combined denotes a ’pattern
of events’. An event is represented as a set of typed key-value pairs that can be easily serialized
into the JSON format. The example below illustrates the type and an instance of an accelerometer
event that we use for activity recognition. In this example, the x, y and z values hold the acceleration
values along these axes. The timestamp field represents the number of milliseconds passed since
January 1, 1970 UTC:

The architecture offers publish/subscribe capabilities to have clients (applications or subsystems)
notified when particular (patterns of) events occur with push notifications implemented as REST
callbacks (see following section). The architecture has three basic components to hold events:

¢ In-memory Data Grid: This is a distributed in-memory container for events based on Hazel-
cast?s.

2 hitp://projects.spring.io/spring-framework/
2https://jersey.java.net/
ZBhttp://www.hazelcast.com/
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Figure 74: Conceptual overview of streaming architecture
1 { {
2 "timestamp": "long", "timestamp":1340099550210,
3 "x":"double", "x":-8.308,
4 "yvivdouble™, "y":-1.9477,
5 "z":"double" "z":4.099
6 } }

Figure 75: Example of an event type and an event instance

e Event Queue: Clients that do not support push notifications through REST callbacks can

register a queue to hold events and poll that instead.

e NoSQL Store: The events can be optionally stored in a persistent way using CouchDB?* as a

RESTful database.

Their RESTful APls follow the CRUD mapping on HTTP methods to create (POST), read (GET),

update (PUT) or delete (DELETE) events.

3.3.2.1.1 Complex Event Processing (CEP)

For step counting and fall detection, we process events from the tri-axial accelerometer found in
most smartphones. Below is a short overview of the domain specific event stream processing

algorithms used in our use case:

e Accelerometer: It produces a continuous stream of X,Y,Z acceleration data at a certain rate

(e.g. 100Hz).

e Low-pass filter: We use the ‘'moving average’ to remove high-frequency noise to track steps

as acceleration peaks at a frequency of max 5 steps per second.

¢ Magnitude filter: We carry out the signal analysis on the magnitude of the acceleration signal
as the sensor orientation may change while moving around.

o Peak filter: This component extracts maxima and minima in the time domain. A single step is

characterized by a particular pattern of these features.

o Step detector: It identifies the correct maxima/minima to correctly count the number of steps
and to differentiate between standing still, walking and running.

2http://couchdb.apache.org/
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1 curl -X POST --data ’{ "timestamp": "long", "x": "double", "y": "double", "z": "double" }’
2 http://localhost/samurai/rest/esper/eventtypes/AccelerometerEvent
3
4 curl -X POST --data ’{ "type": "AccelerometerEvent", "timestamp": 1234, "x": 5.0, "y": 1.3, "z": 2.1 }’
5 http://localhost/samurai/rest/esper/event
6
7 curl -X POST --data ’{ "rule":"insert into MagnitudeEvent (timestamp, magnitude) select timestamp, Math.sqgrt (x*x + yxy + z*z) as
8 magnitude from AccelerometerEvent" }’ http://localhost/samurai/rest/esper/statements/magnitude
9
10 curl -X POST --data ’{ "rule":"insert into MovingAverageEvent (timestamp, movingaverage) select timestamp, avg(magnitude) as
11 movingaverage from MagnitudeEvent.win:length(10)" }’ http://localhost/samurai/rest/esper/statements/movingaverage
12
13 curl -X POST --data ’{"url":"http://otherhost/myapp/steps/offer"}’ http://localhost/samurai/rest/esper/statements/steps/listener
Figure 76: Examples for registering or sending event types and listeners
1 ex:Room a owl:Class;
2 rdfs:subClassOf geo:Feature .
3
4 ex:LivingRoom a ex:Room;
5 rdfs:label "Living Room";
6 geo:hasGeometry ex:GeoLivingRoom .
7
8 ex:GeoLivingRoom a sf:Polygon;
9 geo:asWKT "POLYGON ((0.00 9.44,3.80 9.44,
10 3.80 8.13,8.00 8.13,8.00 13.90,0.00 13.90,0.00 9.44))"""sf:wktLiteral .
11
12 ex:activity a owl:DatatypeProperty;
13 rdfs:domain ex:Room;
14 rdfs:range xsd:string .
15
16 ex:LivingRoom ex:activity "Watch TV"
17 ex:LivingRoom ex:activity "Listen to music"
18 ex:LivingRoom ex:activity "Play game"
19 ex:LivingRoom ex:activity "Read newspaper"

Figure 77: Semantic representation of rooms and activities in an apartment

e High-pass filter: This component implements a FIR filter to detect sudden and high-frequency
changes of the acceleration signal for fall detection.

¢ Fall detector: This component analyzes the signal magnitude area (SMA) of the high-frequency
part of the acceleration signal, and identifies a fall if this feature passes a certain threshold.

A more detailed discussion of the algorithms can be found in our Intelligent Environments 2013
award winning work [139]. SAMURAI uses Esper?® for on-the-fly processing of complex event
streams. Esper enables:

e Feature extraction from low-level events (e.g. from accelerometer to steps)
e Publish/subscribe interaction with applications or SAMURAI subsystems.

Esper usually relies on Java POJOs to represent events at compile time. However, in our loT
ecosystem new event types can be created anytime. We therefore expose a RESTful API to dy-
namically register new event types at runtime. Figure 76 illustrates how to do this with curl, a
command-line utility commonly found on Linux systems to transfer data from or to a server. Reg-
istering the other event types and sending events is done in a similar way as shown in the same
figure.

Our architecture offers RESTful APls to register statements and listeners. A statement is a con-
tinuous query registered with an Esper engine instance that provides results to listeners as new
events arrive. In order for applications or subsystems to be notified about the step events, we
add a listener to this statement as shown in line 13. The example adds a REST callback to
http.//otherhost/myapp/steps/offer, which gets called upon using a HTTP GET request for every
step event. The event attributes are appended to the REST callback as url parameters. This way,
the myapp subscriber is notified about all the event details.

Zhttp://esper.codehaus.org
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Figure 78: Visualization of the apartment
1 curl -X POST --data ’{ "classifier": "weka.classifiers.bayes.NaiveBayesUpdateable" }’ http://localhost/samurai/rest/weka/models/m01l
2
3 curl -X POST --data-binary @mOl.arff http://localhost/samurai/rest/weka/models/m0l/arff
4
5 { "rule" : "select time, x, y, classify('m0l1’, hour(time), location(x,y), ’'?’) from ..." }

Figure 79: Examples for registering, training and defining a custome Esper operator for a classifier

3.3.2.1.2 Semantic database with spatio-temporal reasoning

Beyond matching patterns of events and feature extraction, SAMURAI can also leverage back-
ground knowledge stored in a semantic database to increase the meaningfulness of an event. For
semantic and spatio-temporal reasoning, SAMURAI uses a GeoSPARQL enabled storage backend
(e.g. Parliament?®). The benefits are manifold:

e Describe the spatial characteristics of different locations in your environment (see Figures 77

and 78).

e Use the W3C SSN ontology to describe the sensors and their position
¢ Translate positions in coordinates into semantic locations (e.g. [6.0, 10.0] being in the Living

Room)

e Semantically link locations with activities (e.g. Watch TV in a Living Room)

The following (simplified) statement demonstrates the integration with Esper (see Figure 80):

This statement translates the x and y coordinates (e.g. obtained after signal strength triangula-
tion) of incoming events of type LocationEvent with the custom location() Esper operator offered
by SAMURAI. The operator is mapped onto a GeoSPARQL query which retrieves the semantic

Zhttp://parliament.semwebcentral.org/
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1 { "rule" : "select x,y,location(x,y) from LocationEvent" }

Figure 80: Custom geo-semantically enhanced event operator location()
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Figure 81: The multi-tenant data architecture of SAMURAI

location (e.g. location(6,10) — °Living Room’). Such higher level concepts are more suitable for
classification.

3.3.2.1.3 Learning and mining with classification and clustering

When the relationship between co-occurrent events cannot be established in advance, we need
classification and clustering mechanisms to probabilistically infer these dependencies. SAMURAI
embeds the Weka machine learning library for this purpose and exposes its key features through
RESTful APls. SAMURAI allows every application to register one or more models, with each model
having a particular attribute set and classifier. See line 1 in Figure 79. This example registers a
model called m071 using Naive Bayes as an incremental classifier. The attributes used for classifi-
cation are described in the Attribute-Relation File Format (ARFF) and registered with the following
REST API (see line 3). By specifying an appropriate statement and corresponding listener, Esper
feeds events as training or test instances into the Weka model. The example in line 5 illustrates how
to probabilistically classify activities from the current time (in hours) and location (e.g. 8,Kitchen’ —
‘HavingBreakfast’). This example demonstrates the use of Weka to learn spatio-temporal correla-
tions. The integration with Esper is again with custom Esper operations mapping the core classifi-
cation and clustering features of Weka. Many technical details of the RESTful APIs and examples
could not be elaborated upon in depth in the previous sections due to lack of space. These will
be offered on the website htips./butler.cs.kuleuven.be/samurai/ that hosts a running instance of
SAMURAL.

3.3.2.1.4 Multi-tenancy and data isolation per tenant

The Software as a Service (SaaS) / Platform as a Service (PaaS) and multi-tenancy paradigms
of cloud computing are often positioned as practical approaches to offer the above functionality
to a variety of customers with different needs. However, there are several concerns from a data
management standpoint that make this endeavour not straightforward for context management.

o Data isolation: Separate each customer’s data and context to reduce the risk of exposing the
wrong data

e Performance: Manage the customer’s data that allows for collocation or isolation based on
service level agreements or performance
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Figure 82: Monitoring dashboard

e Management: Add new customers in a flexible way and allow for cross-customer context
support

In the SAMURAI architecture, data is provisioned in the In-memory Data Grid, the Semantic Data-
base, the NoSQL Store and the Event Queues hosted on top of the in-memory data grid. Us-
ing dedicated servers per tenant offers good isolation from a security perspective, but wastes re-
sources when the context management services are not used. Enabling multiple tenants to share
a database and isolating tenant data by using separate tables for each tenant helps to reduce per
tenant costs.

SAMURAI achieves multi-tenancy by first having each customer authenticate. Access based on
their identity to the persistent and in-memory data is then achieved for the 3 aforementioned data
subsystems as illustrated in Figure 81. To simplify isolation per tenant in the semantic database,
we instrument SPARQL queries so that the tenant only accesses its own SPARQL graph. The
NoSQL store is set up in replication mode to ensure high availability. The in-memory data grid acts
as a distributed hash map and is the most frequently used and highest performant data access
component.

We have evaluated several architectural tactics to ensure the scalability of the SAMURAI framework
in a distributed multi-tenant deployment. We carried out experiments to analyze the performance
impact of pure REST request handling and the impact of multi-tenancy for data isolation.

For the scenario used in the experimental evaluation of our architecture, the results show little
overhead to support multi-tenancy, with near-linear scalability and flexible elasticity for deployment
schemes with in-memory data partitioning per tenant. A limitation of our current experiments was
that the load generation for simulation (external) and the multi-tenant distributed deployment of
SAMURAI (internal) were all linked to the same local network. As our data tier consists of multiple
components (e.g. a semantic database, an in-memory data grid and a NoSQL store) each with their
own replication and partitioning techniques, we believe better results can be achieved to isolate
further the internal and external parts of our setup, not only for the computational part but also for
the network part.

SAMURAL is fully integrated with BUTLER platform through other SmartServers such as Localisa-
tion SmartServer, Context Manager and Trust Manager.

3.3.2.2 Situational Studio Tool for Design Time Modeling
As noted in [136], most existing works focus on a limited set of user context recognition and validate
the accuracy of their approach with the implicit assumption that the activity of interest is taking place.

We explicitly model all possible user activities and consider situations where context models could
lead to false positives. For example, the fall detection with the barometric pressure might detect a
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Figure 83: Situation Studio - a tool to model the activity transitions at design time [202]

false positive when going down the stairs, because with each step the accelerometer triggers the
pressure sensor and the latter detects a lower altitude. However, one can also fall down the stairs.
All of these interrelationships between different kinds of contexts and activities and corresponding
recognition techniques are modelled with our Situation Studio [201]. This tool (see Fig. 83) borrows
concepts from work on modelling languages, and represents situations that evolve from one to
the next through constrained sequential and parallel transitions. For each of them, we identity the
contextual boundaries, the likelihood of activities of interest, the relevant contextual events, and the
recognition schemes available.

3.3.3 Contextual Networking

3.3.3.1 Transfer Learning Techniques as a Key Enabler for Contextual Networking of Macro-
scale Behavior Recognition

With the availability of a wide variety of embedded sensors and powerful processors, physical ac-
tivity recognition with off-the-shelf smart phones has become main stream. Most popular activity
recognition applications are in the health-care domain where the tri-axial accelerometer embedded
in a mobile phone is used to recognize the activities of a user (such as standing, walking) and mon-
itor their physical activity levels and calorie expenditures. Although recent works in learning and
classification have considerably improved the recognition accuracy for activities of daily living, most
applications heavily rely on user or device specific inputs.

In our work [203], we studied the influence of various device specific parameters (e.g., sensitivity
and sampling rate of the accelerometer) and the user specific variabilities in human activities (and
behavior), on the performance of activity recognition algorithms. Also, investigated the transfer
learning techniques as a key enabler for contextual networking of macro-scale behaviour recogni-
tion with entities linked in a contextual network characterized by similar features.
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Figure 84: Recognition rate for physical activities with and without transfer learning techniques when the context
models are trained and tested under different sampling rates

A middleware abstraction to handle the discrepancies in the varying characteristics of the devices,
parameters of feature extraction algorithms and users is implemented using Weka library for An-
droid in order to mitigate the influence of device specific parameter variations on the accuracy of
user activities which has resulted in reduced training periods. Fig. 84 show how the recognition rate
can be adversely affected when the sampling rates are different at inference compared to training
period. Also, it showcase how the transfer learning techniques for FFT-adaptation can significantly
improve the performance.

In the near future, we will investigate how a trained model for one individual can be applied for
another individual, to reduce the overall training effort. For clusters of similar models, we will develop
techniques to elicit the corresponding similarities in the user details and associated context. These
similarity requirements will be used to ensure that transfer learning can be applied without adversely
affecting the activity classification accuracy for any individual user within the cluster.

It is integrated at the client application for monitoring physical activities of the user.

3.3.3.2 Context-based Optimized Communications to Gateways in Wireless Networks of
Smart Objects

3.3.3.2.1 CLUBCROM Architecture

In the specific context of Smart Cities, preliminary studies have been carried out regarding the
definition of a new architecture suitable to a context-aware adaptation of MAC/networking mecha-
nisms in order to establish adaptive and optimized wireless communications between mobile sens-
ing nodes or end-devices (i.e. Smart Objects) and Gateways or WSN sinks over large distances.
Existing networks have too many devices spread over a huge geographical area and use one single
coordinator or a mesh topology. The use of only one coordinator could lead into a single point of
failure as well as traffic congestion or bottleneck effect on the vicinity of the coordinator. In order
to allocate communication resources to all the devices the coordinator must increase the size of
the superframe, leading to increased delays for new nodes while joining the network and also in-
creased end-to-end delays to transmit data packets. A more distributed approach with more than
one coordinator and further clustering could provide improvements specifically into smart cities
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scenarios. The IEEE 802.15.4 standard allows the interoperation of different Personal Area Net-
works (PANs) but under the supervision of a primary coordinator, which was covered by Zigbee.
An extension to Zigbee is proposed in [204] with a multi-channel scheme and bridge functionalities
for devices interconnecting surrounding coordinators to the primary coordinator. Alternatively, our
solution will follow a locally centralized and globally distributed approach. In other words, inside
each cluster the communication is centralized on the coordinator, reducing the number of collisions
and easing reconfigurability, while between clusters the communication is distributed, allowing a
more natural spatial reuse of the temporal resources. In other words our approach chooses to
locally centralize the communications with the establishment and the management of clusters and
to globally distribute the management of the large scale network with an optimized data routing
to Gateways through dynamic bridges. Accordingly, a new protocol called CLUBCROM (CLUster-
Based CROss-layer Multi-channel protocol) has been designed. CLUBCROM is suitable for large,
dense and heterogeneous networks. The protocol is based on the IEEE 802.15.4 standard with
some extensions to diminish its limitations in the context of Smart Cities: Cluster-based since it
organizes itself under a cluster tree scheme, Cross-layer due to the fact it merges both MAC and
routing layers to enhance its capabilities and Multi-channel in a sense it uses different channels to
enable communications in or between two or even more numerous distinct clusters. Figure 85 illus-
trates different clusters using distinct channels with the bold lines representing the communication
bridges between clusters.

Figure 85: CLUBCROM Network Topology.

In the proposed architecture, the presence of different clusters under different coordinators is pos-
sible. It provides the interoperation and coexistence of several clusters thanks to the use of the
different IEEE 802.15.4 channels. Hence interferences among clusters do not significantly increase
while the protocol remains scalable. Each cluster could choose its protocols depending on its ap-
plication requirements in order to provide an energy efficient solution. Our proposed CLUBCROM
architecture provides interoperability among several clusters, regardless of their MAC and Routing
schemes. This architecture is also compatible with inter-gateway connections through LTE. An ex-
tension to this study could be to compare the efficiency of horizontal (i.e. multi-hop schemes) and
vertical (i.e. using LTE) communications between clusters. The architecture specifies three different
device types, and four different possible roles. The devices can be either Coordinator-Function De-
vice (CFD), Full-Function Device (FFD) or Reduced-Function Device (RFD) according to its power,
computational and transmission capabilities. The roles they can play are as follows:

e Coordinator: Only one device (i.e. CFD) can fulfill this role per cluster. It has a similar role
as that of a IEEE 802.15.4 coordinator. It is responsible for association management, beacon
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scheduling and periods scheduling.

e Router: Nodes with this role have the ability to relay beacons and association messages to
the CFD. During the beaconing period, it can relay messages in order to increase the clus-
ter coverage. Normal devices join this node in a similar manner as when associating to the
coordinator.

e Normal: The node with this role saves its energy and is responsible only for sending and
receiving its data according to the selected MAC protocol.

e Bridge: Bridges enable the clusters interoperation and can communicate with other clusters
through dedicated channels. FFDs can request bridge role after receiving an advertisement
(ADV) from a device located in another cluster during the optimized scan procedure of the
advertisement channel.

Different devices can have distinct roles in the protocol. For instance, FFDs can act as a router,
a bridge or a normal sensor. CFDs can be coordinator and also act as a bridge. RFDs can only
have one role, normal sensor. Moreover, CLUBCROM exploits the different channels available
on the IEEE 802.15.4 standard, to increase coverage and to decrease interference and power-
consumption while remaining scalable. This cross-layer MAC and routing protocol is characterized
by a divide and conquer approach and uses a cluster-tree topology and 3 types of communications:

e Advertisement channel (ADVCH): Similarly to Bluetooth [205] and [206], the Advertisement
channel is used to detect the presence of different clusters around the device. Only devices
with higher energy capabilities (CFDs and FFDs) are allowed to communicate on this channel.

e Inter-cluster channel (INTERCH): The inter-cluster channel is used by bridges to transmit data
from one cluster to another. Only nodes assigned with bridge role can use this channel. These
devices must previously detect, through the Advertisement channel, other clusters’ bridges in
range. The bold line on Figure 2 illustrates the communication link on the Inter-cluster channel.

e Intra-cluster channel: All the remaining channels can be used for intra-cluster communications.
In the Intra-cluster channel, only nodes belonging to the cluster can exchange messages and
they shall not interfere with neighboring clusters communications.

Three different MAC approaches have been defined respectively for the Intra-cluster, Advertisement
and Inter-cluster communication schemes. As CLUBCROM uses a cross-layer approach, the rout-
ing scheme must be specially designed according to the proposed MAC layer. The network layer
acts differently depending on the destination and the channel it will route information. A centralized
intra-cluster routing managing local changes and a distributed high level inter-cluster routing can be
defined respectively on the device addresses and the cluster addresses. The intra-cluster routing is
based on on-demand and scheduling tree schemes. The inter-cluster routing is defined to deliver a
packet when the final destination is in another cluster. The network layer can be seen as a combi-
nation of two protocols: a local and a global one. The previous intra-cluster routing protocol defines
the network layer in a local basis. This routing is used to link a coordinator to its bridge or to link
two bridges inside the same cluster. On top of each local protocol, a high level inter-cluster routing
protocol, based on AODV [207], is used to perform the routing between clusters. This protocol does
not use the node address but the cluster address of the destination. Thus, each cluster can be
considered as an entity in a higher level network and the routing extends multi-hop communications
to multi-cluster communications.

3.3.3.2.2 Mobility Management

A particular attention has been paid more recently to mobility, which traditionally leads to a deteri-
oration of the link quality, to frequent route changes and to increased delays for establishing a new
route. Therefore, the support of mobility gains considerable importance while trying to extend the
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protocol functionalities designed for smart objects into non-static scenarios. In this context, the pre-
viously defined cluster based architecture eases the management of the mobility by design. In fact,
CLUBCROM (CLUster-Based CROss-layer Multi-channel protocol) can manage mobility at two dis-
tinct levels: locally by the coordinator inside the cluster without diffusing any information outside
and globally between clusters through handover mechanisms.

Proposed scheme

The simplified scheme proposed for mobility management is depicted on Figure 4. After acquiring
measurements for each input parameter, the mobility module initiates a filtering and prediction
procedure. This procedure can rely on e.g., a Kalman Filter [208] for smoothing the input and
eliminating possible variations on the input measurements caused by fast fading or shadowing.
Within such filtering procedures, one can exploit the prediction step to determine future parameter
values in the reasonably short term. The filtered or predicted value is subsequently fed into the
Decision block of the proposed scheme. In this part, each node decides whether it stays connected
with the same router, or if it performs a handover to some different cluster and/or router. The last
part, after the decision is taken, corresponds to the execution it-self (i.e. the execution of what have
been previously decided). The Cross-Layer Module is responsible for this Action part.
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Figure 86: Proposed Mobility Management Scheme

Filtering and Prediction

The use of Kalman Filters for the filtering and prediction of radio-based metrics is a well-known
area [209]. We are more particularly interested here in mitigating RSSI abrupt fluctuations and in
predicting its future average values. RSSI fluctuations due to signal noise significantly affect both
stability and efficiency [210]. Indeed RSSI over/under-estimation may trigger unnecessary predic-
tions and RSSI-based handovers, thus lowering efficiency. Similarly to [210], our filter works by
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minimizing process noise through a two phase algorithm: first, a predictor performs next RSSI esti-
mation and then, a corrector improves RSSI estimation by exploiting current RSSI measurements.
In practice, the process noise covariance and measurement noise covariance matrices might adap-
tively change at each time step or measurement. However here we assume they are constant as a
first step of investigation for simplification.

Handover decision

In order to avoid overhead in data exchanges, the handover mechanism is implemented in each
sensor node, i.e., each node detects locally the necessity of performing or not a handover to either
a router inside the same cluster or to some other cluster. Four different algorithms for handover
decision have been implemented. The different approaches to the mobility management have been
created. The first, a classical one, is better known as hysteresis curve. It uses the RSSI value and
tries to fit it under a hysteresis curve for each base station or access point (AP). It is an elementary
approach, used for benchmark. The others use fuzzy logic for assessing the operating conditions
and environment and then, from the measurements acquired and calculated, infer their handover
decision based on a fuzzy logic system. All implemented solutions are briefly explained hereafter.

Hysteresis

For the classical solution explained on [210], the authors propose two variants of the Proactive
handover policy, namely, Hard Proactive (HP) and Soft Proactive (SP). On the one hand, HP strate-
gies trigger a handover any time the RSSI of a visible AP is larger than the RSSI of the currently
associated AP plus a Hysteresis Handover Threshold (HHT). HHT is introduced mainly to prevent
heavy bouncing effects. On the other hand, SP strategies are "less proactive" in the sense that they
trigger handover only if i) the HP condition applies (there is an AP with RSSI greater than current
AP RSSI plus HHT), and ii) the current AP RSSI is lower than a Fixed Handover Threshold (FHT).

current next RSSI

RSS!
FPT

FHT

\_Y_LY_/\ tim:é

LowProb HighProb HO LowProb HighProb HO

Figure 87: The different RSSI-based hysteresis handover variants considered for benchmark: HP (left) and SP
(right). [210]

The HP-variant is in the state LowProb if the filtered value for the current AP RSSI is larger than the
filtered RSSI values for any visible AP plus a Hysteresis Prediction Threshold (HPT) and in the state
HighProb, otherwise. The SP-variant of the Prob module can occupy the following states: LowProb,
if the filtered RSSI value for the current AP is larger than either a Fixed Prediction Threshold (FPT) or
the filtered RSSI value for any visible AP plus HPT and HighProb, otherwise. Figure 87 represents
the filtered RSSI values for current and next APs, in proximity of a HP (left) and SP (right) handover.
A wireless client, moving from the origin AP locality to the destination AP one, is first associated
with the origin AP (white background), then with the destination AP (grey background). In our
simulations, the SP handover procedure described above, has been used for comparison purpose
only.

Fuzzy Quantitative Decision Algorithm (FQDA)
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In [211], the Fuzzy Quantitative Decision Algorithm (FQDA) is implemented to quantitatively eval-
uate the input parameters of candidate networks. The FQDA approach as well as its advantages
(i.e. in comparison with a traditional fuzzy handoff algorithm) are summarized as follows:

e FQDA is able to get the QDV of a certain candidate network. QDV tells the probability that the
certain network becomes the target one to handoff. There is no need to establish a database
to store the enumerative handoff rule bases, which may occupy a large memory. For example,
if 5 fuzzy sets are established for each of the 3 input parameters, the number of cases in rule
bases will be 53 = 125.

e The final handoff decision is solely based on the comparison of QDVs of the candidate net-
works. There is no need to search within the rule bases, which may take significantly longer
time.

Moreover, FQDA can also provide more scalability in the case of increasing/decreasing the number
of metrics to be taken into account. It can easily integrate new parameters without the need of
rebuilding a big portion of the algorithm, which does not occur with traditional fuzzy-rules.

The membership function of each parameter is defined a priori. After this definition, the real time
measurement of the metric in a candidate network is fed into these membership functions and then
they are classified into one (RSS=Q in Figure 88) or two (RSS=P in Figure 88) of the fuzzy sets
resulting in corresponding membership degrees. For example, when the input value is RSS=P, the
membership degree of P is [0, 0, 0, 0.8, 0.3].

S
-]

Very Low Low Medium High Very High

{)B S, P T T

*= RSS

0 RSS-TH, MI M2 M3 P M4 Q RSS-AMAY,
Figure 88: Membership function of RSS [211]

Moreover, in order to quantitatively evaluate the input factors, specific quantitative evaluation values
have to be assigned to each fuzzy set [211]. These values can be seen as the desirability of each
fuzzy set. In the case of RSS for instance, the higher the value, the more desirable it is for the node.
Therefore, we can assign [Qvr,Qr, Qun, Qu, Qvr] = [0,0.25,0.5,0.75, 1].

Based on the membership degrees and quantitative evaluation of each fuzzy set, the quantitative
evaluation (QEV) of each input parameters k for a network i is defined as:

QEVF = [Qvr, QL Qhp Qirs QUi L, g s 1]

The final QDV; of each network is obtained by integrating all the QEVs. In order to optimize the
handoff decision, each metric weight for a candidate network should be adjusted to reflect this met-
ric priority relatively to the other attributes in different candidate networks. Thus, weights should
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dynamically reflect the importance and relationships of the continuously changing QEV under un-
predictable wireless environments, and should magnify the dominant-difference among candidate
networks. The modification of the weight of each parameter k, as proposed in [211], is defined as:

¢k _ efQEV’UrU’“

k_ _oF

Finally, the QDV of each candidate i is calculated as:

QDV; =Y w*QEVk
k

The candidate network with the largest QDV can be selected and will be the final target network to
handoff [211]. The main drawback of such an approach is the equal comparison of different aspects
and features of the network, giving the same importance to heterogeneous parameters of different
nature, e.g., RSSI and bandwidth.

Weighted FQDA

In order to circumvent the main drawback of FQDA, a different approach is presented, introduc-
ing the use of a weighted system to differentiate the relevance of considered parameters. This
weighting system can be defined a priori and once for all (e.g. according to the application needs,
if relatively time-invariant) or automatically/dynamically.

Then, each parameter would be weighted according to the preference and/or importance given by
the application. In this sense, the FQDA remains the same up to the point where QDV is calculated.
In the Weighted FQDA, the QDV of each candidate ¢ can be obtained as:

QDV; =" o*uw*QEVF
k

where o represents the weight assigned to the parameter k.
Group-Weighted FQDA

Another proposal briefly detailed hereafter is to cluster the parameters in homogeneous groups so
that they could be comparable. After, we apply FQDA in these groups and, using weight for each
of the different groups, the system generates a QDV for each AP. Finally, the one with the highest
QDV is selected. As an example, we can select 4 different groups:

e Group Link Quality - Related to the RSSI value and to the gradient of the RSSI (i.e. RSSI
dynamics/trends over time), thus reflecting somehow the link quality;

e Group Position - Related to the relative distance and also the relative speed (gradient of
distance) of the mobile node in relation to the AP, thus reflecting explicit mobility aspects;

e Group Energy - Related to the energy that would be spent to remain connected or, eventually
disconnect from actual AP and connect with other, thus anticipating on the impact/cost of
handover in terms of system autonomy.

e Group Network Distribution - Related to the distribution of the network among different AP, a
more distribute network requires nodes to be connected not with only one AP but with several
ones.
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Inside each group, the importance (or weight) of each paramenter can be defined in comparison
to other metric members of the group and then, each group would be weighted according to the
preference and/or importance given by the application. This approach, allows the creation of profiles
(i.e. set of group weights) specificly attributited according to the application needs. The QDV of each
candidate AP 4, group of metrics g and metric k, belonging to group g is then defined as follows:

QDV; = ¥ 8% akswks QEV}
g kg

where o*s represents the weight assigned to the metric k& of group ¢ and 39 represents the weight
assigned to the group g. The AP with the highest QDV is then selected.

Simulation

Initially, we simulated in Matlab the mobility of a node under three different activity patterns. The
first is a simple walk from one AP to the other. The second is represented by a circle around one
AP or even in the middle area between different APs. The last is the well-known Random Waypoint
mobility pattern [212].
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Figure 89: Mobility Patterns considered for the performance assessment of handover decision rules

In this first scenario, in order to assess the performance uniquely of the decision stage, regardless
of the quality of input values, we used only real instantaneous measurements to feed the deci-
sion module. Thus, the RSSI values obtained are subject to large fluctuations due to fading and
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shadowing. Simulations were carried out for the four decision modules under the distinct mobil-
ity scenarios introduced above. As already described, the first classical scheme, better known as
hysteresis curve, uses the RSSI value and tries to fit it under a hysteresis curve for each AP and,
after selecting the best candidate, it performs (or not) the handover. The others use fuzzy logic to
better capture the contextual operating conditions and, thus, based on the measurements acquired
and calculated, infer handover decisions based on a fuzzy logic system. The Fuzzy Quantitative
Decision Algorithm (FQDA) is implemented to quantitatively evaluate the input parameters of can-
didate networks. As said before, each candidate network is endowed with a QDV value, which tells
the probability that the certain network becomes the target one to handoff, and the AP with highest
QDV is the selected one. Finally, we consider using a weighted system to differentiate the relevance
between input parameters. Thus, each parameter is weighted while calculating the QDV, according
to the preference and/or importance given by the application. The obtained preliminary results are
depicted on Figures 90, 91 and 92..
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Figure 90: Simulation handover results with walk between AP1 and AP2

These preliminary results tend to show that the new proposed fuzzy systems are globally able
to reduce the number of handovers performed in several mobility situations in comparison with
the other conventional techniques. However, It can still happen that the node remains more time
connected to an AP when he should proactively and faster change to the other one to improve
its QoS. Accordingly, we have implemented in an event-driven and packet-oriented simulation tool,
named WSNet, this mobility management module, allowing to adapt in real-time the intra-cluster
communications depending on the detected local and temporal context patterns (i.e. in terms of
nodes activity, mobility, energy autonomy, etc.) and to design handover mechanism ensuring the
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Figure 91: Simulation results with Random Waypoint mobility

stability of the whole network.

The scenario for this simulation, as depicted on Figure 93, is an area of 120x100m, divided in rooms
of 20x20m. The propagation model inside the same room follow a LoS and NLoS for adjacent
rooms, with all remaining rooms following a more degrading propagation model of Non Line of
Sight Square (NLoS2). Each of these propagation models are breifly explained hereafter.

e LoS - Path loss exponent equal to 2, shadowing standard deviation equals to 0.5dB and Rician
k factor equal to 9;

e NLoS - Path loss exponent equal to 3, shadowing standard deviation equals to 3dB and Rician
k factor equal to 5;

e NL0S2 - Path loss exponent equal to 3.3, shadowing standard deviation equals to 6dB and
Rician k factor equal to 1;

Simulations were carried out for three different configurations: one with no decision module and
two with decision modules implementing both hysteresis and group-weighted FQDA. Regarding the
later, it is valid to stress that, during this simulation, only groups of metrics regarding link quality and
network distribution have been used with weights of 0.8 and 0.2 respectively. The mobility profile
used by mobile nodes is the random waypoint mobility pattern [212]. CFDs and FFDs acts as fixed
AP and are depicted in Figure 93 as circles. Differently than previously, we used a sliding-window
to smooth input RSSI values and prevent large fluctuations due to fading and shadowing. Results
of simulations are presented on Figure 94.

©BUTLER — Page 158/198



287901 BUTLER Project deliverable

Mede Pasitian Meaguremenis of RESI(HBm)
T T T T T

- il 1l -- - |
‘ jm. | ) - i‘.||l'l,llll ||":|_I|| .,I'H”liil.:l-,y III|T:|I1 |‘

£
£m ) Z = |. | I
2 | iRl |
[i] i \\L' {00 b 1 |
& |
ok % ,_r' 110
IL.'%I'I'I 1] - 106 i ) 400 I:’lJI' 200 Al ) =00
¥ {m} Tiree (&}
(a) Node positions (b) RSSI values

AF choloes ~ Mumier of HO per technlowe
T 5

i

moom

Chaice (AF)
Hutriar of HO

=

=]

. i I
' n o 21 A0 RLEE) K dEh) [y ] Hislzresis FHEC FRIGD [w]
Time {gh Tachnigue

(c) AP choices (d) Number of HO per technique
Figure 92: Simulation results with circular mobility between APs

Figure 94 shows that the mobility management decision provides a significant improvement on the
packet delivery ratio while maintaining the average end-to-end delay relatively low in comparison
with the standard (no decision module). Theses results occur once nodes remain connected to the
network for longer periods. It is also valid to observe the relatively proximity between results of both
hysteresis and group-weighted FQDA. These results are mainly linked to two main reasons: the
simulation scenario and the weight selection. The simulation scenario includes only one cluster,
therefore, inter-cluster handover is not present. This leads hysteresis performance close to the
group-weighted FQDA as the RSSI metric can sufficiently provide a capable handover decision
and the others metric does not significantly improve performance. Results on scenarios with inter-
cluster are expected to present an inferior performance in comparison with group-weighted FQDA.
The second reason is due to the fact that weights on each of the metrics of the group-weighted
FQDA have been choosen manually and are probably not the optimal one.

In conclusion, we have defined a context-aware protocol adapting automatically and dynamically to
its environment thanks to the combination of a multitude of metrics. A mobility and multi-context
management module has been implemented in an event-driven and packet-oriented simulation tool
named WSNet. This module adapts in real-time the intra-cluster communications depending on
the detected local and temporal context patterns (i.e. in terms of nodes activity, mobility, energy
autonomy, traffic, etc.) and provides a handover mechanism ensuring the stability of the whole
network. Results provided by the present work show the importance of managing mobility on WSN.
It can reduce the number of disconnections and thus improve the performance of the network. More
research regarding the inter-cluster handover and the optimal selection of weights are expected in
future works.

©BUTLER — Page 159/198



Project deliverable

BUTLER

287901

Ao L..n-.:::::

%

Figure 93: Simulation scenario

Performance with ratio of mobile nodes =100%
T T T T T T T T

Performance with ratio of mobile nodes =100%

50

15000

Aejag puz-oypu3 aleseny

g
g

10000

100

70 80

60

40

0

~—— standard

]

i
=]

o
=1

= e w
= = (=1
opey Alealed 19%oed

=
(=1

Nodes

Nodes

Figure 94: Simulation scenario

©BUTLER — Page 160/198



287901 BUTLER Project deliverable

4 Challenges and Future Developments

4.1 Privacy and Security

This section discusses the security and privacy challenges and future possible developments. Start-
ing with a summary of the challenges and issues, we deeply discuss business and marketing issues,
the problem of the deployment of the security, the security issues related to 6LoWPAN technolo-
gies, the security of the devices, the security of the Physical Layer and some technologies related to
the secure generation of credentials. For each involved topic, the section gives the challenges and
gives some recommendations and future aspects that can be developed and/or studied in future
IoT projects and/or solutions.

4.1.1 Challenges

According the overall security and privacy, the main challenges concern the compatibility of the
requirements of the 10T stakeholders. Final users requires low cost solutions and user friendly so-
lutions that automatically support security and privacy and add benefit. Solution providers need also
low cost implementation but the privacy requirements is not the most important requirement - and
sometimes privacy is not a requirement - they want to use data, perform data analytic to enhance
the value of the data. These two stakeholders can have common interests but the requirements can
be imcompatible. The current market is moving fast and the solutions will be very heterogenuous.
With the hope that the regulation will provide framework and procedures to balance incompatible
requirements.

Technically, the challenges concern the security of the Local Area Network (LAN) which can be
deployed everywhere, the security of the devices which are the data provider (and/or actuator), the
security of the Wide Area Network(WAN) which transports data between peers and the security of
the applications. Applications may use intermediate technical entities (server , gateways etc...) to
communicate with devices. Such intermediate entities could be a wake point where data can be
retrieved and used without user consent. BUTLER addressed the security and privacy at design
level and focused on architecture and communication; BUTLER marginaly addressed the security
of the server and device implementations.

At application level the challenges concern the initialization of the security credentials allowing se-
curity bootstrapping in heterogenuous horizontal environment. At LAN level, challenges concern the
concrete applicability of the security technics according to the device capabilities and the network
environment.

4.1.2 Business and Market Issues

4.1.2.1 Challenge

The security and privacy of digital solution - in particular for the Internet of Things - is a great chal-
lenge according to the requirements of the Stakeholders. There are many roles in loT ecosystem
and loT components and solutions may mix some roles according to business requirements.

loT Application Provider (AP)

This entity provides application to end user. As example, it can be the monitoring of the location
of trucks, the monitoring of goods to ensure the cold chain is not broken. For that purpose, the
application uses some generic loT services. These services are provided by Service Providers.
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According Security and Privacy, the application shall be trusted and is the main recipient of clear
business data. The business data shall be available in clear at this level. Application Provider
may have to follow Personal Data related regulations such the European Data Protection Directive
95/46/EC EU Directive 2/. Even the most effective technology supporting Security and Privacy By
Design cannot avoid fraudulent and/or usage of user data without user consent. When managing
Personal Data 28 , the Application Provider shall follow privacy regulations and ethics.

From the Application Provider point of view, the challenge concerns the standardization of the API
to access the Service provider (see below) and the format of the data either about the security and
the clear data specifications.

loT Service Provider (SP)

A service provider exposes some generic services for Applications. For instance, the Service
Provider can support notification of events to application, local storage of data and other services
like device management. loT device must register to one or more Service Providers for provid-
ing data and Application must register to Service Providers for interacting with devices either for
consuming device data or for actuating device state.

In current deployments, the Service Provider is often a technical entity where the data is available
in clear. There are a secure links between the device and the Service Provider and another secure
link between the Application and the Service provider. This poses a problem of Privacy because
the Service Provider has knowledge of business data and such business data could be used in
a fraudulent way and/or without user control or consent - for instance such data can be input of
big-data behavioural engine.

The IoT Service Provider role enables device connectivity to applications. In case the loT Service
Provider plays only the SP role and if the applications and devices utilize a Security and Privacy
Enabler framework - such as the BUTLER platform, they cannot make money on business data.
Anyway, they can make money on data access and related services such as secure data temporary
storage, device management, notifications of events etc. If the entities play only the “connectivity”
and “management” roles, they do not have to follow personal data privacy related regulations such
as European one. In consequence, it is important from the business perspective to provide secure
data to many applications as possible. The IoT Service Provider can also be paid by providing
device “management” feature to many applications.

Network Subscriber (NS)

The NS entity has a contract with the loT Network Provider (see below) enabling WAN access of
the IoT devices. This could be a consumer or an loT Service Provider. It has to be noted that -
in general for loT solutions - the Network Subscriber is not the final consumer of data which/who
consumes data through application.

Network Provider (NP)

This entity provides the Wide Area Network (WAN) access of the 10T devices. For instance, it can
be a Mobile Network Operator (MNO) or an Internet Service Provider (ISP). According Security

27 Data Protection Directive - http:/ec.europa.eu/justice/policies/privacy/docs/95-46-ce/dir1995-46_part1_en.pdf

2 Any information relating to an identified or identifiable natural person (‘data subject); an identifiable person is one who can be
identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical,
physiological, mental, economic, cultural or social identity - EU Data Protection Directive 95/46/EC [art. 2(a)]
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and Privacy, the NP needs to bootstrap the network and the associated security using Network
Subscriber Identity - for instance the International Mobile Subscriber Identity (IMSI). In terms of
Security and Privacy, it is up to the Network Provider for performing network security relying on lower
level communication stack. Protecting the ldentity is important for privacy perspective because this
data can be used to track the subscriber. The data are sent over secure link from device to NP.

Device Manufacturer (DM)

The Device Manufacturer is responsible for building device interacting with the physical world. The
device must support connectivity to/from one or more Service Providers - possibly using intermedi-
ate specific device like a gateway. The characteristic of the 10T devices can summarized as follow:

1. Lifespan of the deployed devices can be very long up to 10 or 20 years.

2. Generally, the devices do not propose any user interface and the user (human) involvement at
installation and configuration phase must be as transparent as possible.

3. Computing resource such as CPU and memory is constrained.
4. Communication between device and application must be transparent to the user.
5. Devices can be deployed over unsecure physical environments.

The Device Manufacturer has a strong responsibility in terms of Security and Privacy. The main
aspect is about the reliability of the generated data. This concerns the following aspects:

1. Quality of the sensing device. In some domains like the health care, it is important to be sure
that the measured values are correct and (for actuator) that the related actuation is performed
properly.

2. Resistance to hardware attacks. This aspect has not been specifically addressed in the BUT-
LER project. BUTLER Security Framework uses some credentials that need to be protected
for instance using Secure Element.

3. Resistance to software attacks. This aspect has not been specifically addressed in the BUT-
LER project. The application running in unsecure device may be attacked and therefore the
data can be corrupted.

Trust Enabler (TE)

This new emerging role refers to one or more entities enabling the trust and the security of the so-
lution including the Devices, Service Providers and Applications and Network Provider. Previously
supporting only one Device to Service Provider security schema, the Trust Enabler may support the
following features:

1. Support of multi-actor device environment that allows different security and access settings for
each actor.

2. Enable remote management of security parameters.

3. Post Issuance of service providers or end user specific services to a device after it has been
deployed on the field.

4. Appoint an authorized party (Service Provider or Application) to act on the device.

Network Subscription Manager (NSM)
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This new role is appearing in the loT domain. The lifespan of the Device can be 10 years or
more. Service Providers may need to be able to challenge the MNO(s) in term of price and/or
quality of services. Therefore Service Provider may want to be able to dynamically and remotely
update the Network Subscription on the devices. The Network Subscription Manager has contracts
with Service Providers and MNO(s) for the management of the network subscriptions. In terms of
Security and Privacy, The NSM shall respond to the same issues as the Network Providers.

4.1.2.2 Future

The Internet of Thing market is one of the most promising markets in Information Technology mar-
ket. Many actors forecast that the market will grow rapidly. Different institute’s estimations differ
considerably- this highlights the difficulties on the definition of the 10T itself and the market evolu-
tion. The McKinsey Global Institute (2013) 29 estimates that the loT can have economic impact
of EUR 2.0 trillion to EUR 4.7 trillion by 2025 while Cisco (2013), referring to the analysis of 21
industry-specific and cross-industry use cases, forecasts that EUR 10.8 trillion will be at stake over
the next 10 years (2013-2022).

The market is very promising. Anyway, as many other fast growing market, it grows without effective
standardization. Most of loT solutions are vertical solutions where the interoperability is not really
yet considered as a problem for the actors. In consequence, this lake of interoperability implies that
it is difficult - even impossible - to share assets between solutions and even to share software and
hardware components among solutions.

One of the main issue is the secure management of the loT assets and the security of the IoT
applications at runtime. The IoT assets may have a long lifespan. In consequence, the Remote
Management of the assets applications and security credentials will be a key factor of success of
loT based solutions. While the interoperability of the solutions is crucial, the number of expected
devices over the world may have huge impact on energy consumption of loT based solutions. Re-
ducing the device required resources in term of storage and CPU power is an emerging requirement
for the development of the I0T based solutions. Despite the cost of the energy, the green aspects
of the loT based solutions will be a major differentiator for user’s acceptance.

From Static Vertical solution to Dynamic Horizontal loT architecture

Currently the 10T solutions propose vertical solutions supporting security. The solutions use static
security credentials allowing security between devices and specific applications. The schema does
not support further usage of device data for new applications. For supporting sharing of device for
new consuming applications, the future 1oT Projects shall rely on horizontal architecture enabling
the following mechanisms:

1. Remote Application Management. The architecture shall support management of device ap-
plication including post issuance of device application and services in a secure way. For the
market perspective, Device Manufacturers have to balance cost of the device with security (or
low security) and the cost of the device supporting high level security. Support high level se-
curity in 10T horizontal solution may permit significant Return-On-Investment when the device
can be used by many applications.

2. Relying on standards. Moving from Vertical market to Horizontal market requires high level
of standardization. These standardization process shall include specification of interfaces be-
tween Service Provider / Application Provider and Application and Devices.

2 http://www.mckinsey.com/insights/business_technology/disruptive_technologies
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(a) Service Provider/Application Provider API. Application Provider shall be able to use an-
other Service Provider without updating the format of the access request and/or the API of
the notification callbacks. In the same way, supporting standardization at this level allows
Service Provider to be interoperable with more applications.

(b) Application/Devices protocol. The device data (command and response) shall be specified
to be understandable by each peers. End-to-end security communication protocol shall be
standardized supporting peer authentication, data integrity and confidentiality and clear
data format for each business data such as - energy, health, transport etc.

3. Secure initialization and bootstrapping of the security credentials allowing end-to-end security.
This aspects is crucial for the deployment of horizontal loT architecture in particular for con-
strained devices that can be used by different unrelated applications (assets sharing). Tech-
nologies such as Physically Unclonable Functions (PUF) can be investigated to support such
secure initialization and bootstrapping.

4. Already deployed applications shall support secure access from potentially unknown but au-
thorized (new) actors that may appear after deployment of the applications. Thanks to the
Trust Enabler authorization mechanism and the related security protocol at application level.

4.1.3 Deployment of the Security

In section 3 - “Bootstrapping of Security” - we discussed the issues related to the initial deployment
of security credentials in devices. Many techniques have been studied such as “Channel estimation”
which requires that communication devices are closed enough, “Secure storage of device private
key or shared symmetric key” or “Out-of band pairing” requiring another communication channel
than the network one. All these techniques have drawbacks and cannot be used in all use cases.

4.1.3.1 Challenge

As described in Chapter 3, the commonly deployed security architectures are deployed according
to 3 phases.

1. The Bootstrapping at low-level (LAN). It consists of securing the “small” data between the
object and the gateway / proxy / modem linked to the WAN. It may consist in crediting the
components of the LAN with a shared session key that we can call “local” session key.

2. The Bootstrapping at “high-level” (WAN). It consists in distributing and using the access rights
which can take the form of security credentials such as login/password or the form of more
sophisticated access-token.

3. The Session establishment. It addresses the problem of distribution ephemeral session cre-
dentials from the device to the application in order to implement “end-to-end” security.

UL used a pre-shared key mechanism to provide security in their 6loWPAN network composed by
TelosB platforms. The size of RAM/ROM memories of these sensors is limited and does not permit
to implement more complicated and secured schemes. The future deployment of the security will
rely on new cryptography schemes based on ECC (Elliptic Curve Cryptography). Alternative motes
will also enter into consideration with additional memory space.

The bootstrapping of security at “high level” in the WAN is provided by the BUTLER security frame-
work which is an access token based security framework using and enhancing OAUTH 2.0 protocol.
The BUTLER security framework also supports distribution of session key for providing end-to-end
security between peers.
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In an access token security concept, the resource (destination entity) shall verify the access token
presented by the calling application. In case on loT, the resource generally cannot securely reach
the Authorization Server for checking the access token and allow the access. In these situations,
the resource shall check itself the access token. Many techniques can be deployed such as pre-
sharing of symmetric keys used to sign and encrypt the access token - the current implementation
of the BUTLER security framework relies on symmetric cryptography - and/or signature and encryp-
tion performed using Public Key Infrastructure (PKl)model. Using the PKI model, the device can
check the signature of the token using the serveur public key and decrypt the token using the device
private key. All these techniques require pre-deployment of initial security credentials - pre-shared
keys in case of symmetric cryptography or for PKI model the certificate of the certificate authority
used to sign the certificate of the server public key and the device certificate related to the device
encryption private key. Using symmetric cryptography, the commonly used technique is to person-
alize the device with a key derived from a Master key and a device identifier. The personalization
process must be performed in a secure way - for instance at secure device factory. Using the device
identifier, the serveur can retrieve the key either running the same algorithm or by retreiving it from
a secure database. In the last case, the device factory must securely provide the server with the
device identifier and the associated derived key.

When the security is deployed using access token paradigm provided by external Authorization
Server like the BUTLER one, the relationship between device and Authorization Server can be
considered as a vertical relationship where the Authorization Server and devices can be in a same
ecosystem. If they are in a same ecosystem, they can share the keys using the symmetric technique
described above. If they are not in the same ecosystem, they can use PKI model but it is costly
and complex to deploy properly. In case the two solutions are not possible for any reasons (device
constrains and/or business requirements - for instance for blank/unpersonalized device) a solution
may consist of Out-of-band Pairing involving the user for setting/getting the keys both at the device
side and server side. The out-of-band pairing is the current BUTLER solution for setting initial
security credentials in the peers software.

Trusted Execution Environment or Secure Element do not fix the deployment issue of unper-
sonalized devices

Using Trust Execution Environment (TEE) or Secure Element (SE) on the device does not fix the
problems of the deployment of the initial security credentials. TEE and SE insure protection and
security of deployed credentials but the deployment system still requires initial security credentials.
Both TEE and SE need external system in relation with device manufacturer for setting security
credentials.

In case of the TEE, the device manufacturer generates unique key using the derivation mechanism
decribed above and provides the information to the TEE provider for bootstrapping the security
credentials. In case of SE, the silicon manufacturer provides the key (called factory key) to SE
provider for bootstrapping the security credentials.

For Secure Element (smart card, embedded SE) and NFC related use cases (payment, transport,
access control, etc), this technical relationship is provided by a Trusted Service Manager (TSM)
role. Global Platform (GP) has defined the GP messaging allowing service management between
the Service Provider and the TSM and specifying the interface between the SP and the Mobile
Network Operator (MNO) and the Secure Element.

Currently, the main current disadvantages of the TEE related technologies concern is availability
of integrated deployment architecture supporting secure deployment and personalization of Trusted
Applications (TA) running in the TEE. Trusted Applications in the TEE environment must be securely
loaded over the air and personalized according - for instance using the unique device identity. TEE
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providers have contractual relationship with device manufacturer for defining the initial security cre-
dentials required to setup the security for a Service Provider (SP) related TEE Trusted Application.
For this purpose, SP should have technical and commercial relationship with the TEE providers
which can be complex and depends on the TEE providers. For now, The GP specification is not
well adapted for the TEE based infrastructure which is user centric and where the MNO role is not
always relevant.

4.1.3.2 Future developments

For enabling horizontal integration and sharing of device data for different applications, future initia-
tives should focus on secure deployment of initial security credentials. Due to the difficulties related
to the deployment issue, the 10T solutions often do not support security or support low level security
such as data integrity - thanks to hash algorithm. For enabling the security, user may interact with
the device for setting/getting the security credentials and make the link with the server, but for now
the processes are generally not very convenient and/or not very secure.

The main challenge is to provide a key management scheme that works in constrained environ-
ment. We proposed to design and simulate new key management protocols that are critical in an
loT deployment. The current security in a wireless sensor network is often based on pre-shared
secret keys that should be efficiently managed over the time, with specific storage and distribution
schemes. Simulation will enable the performance analysis of new schemes on different network
topologies.

For future IoT projects using blank/unpersonalized devices, the projects should work on convenient
and secure mechanims to setup initial security credentials. As these devices do not embedd any
secure information allowing secure remote personalization, the initialisation mechanisms may in-
volve the user in a convenient manner and/or may use context information for defining and securely
publishing persistant credentials for the lifetime of the context.

For future 10T projects using TEE enabling devices, the projects should work in collaboration with
Global Platform members for updating the Global Platform Messaging to be compatible with TEE
model to deploy and personalize the Trusted Application(s) required for the secure execution of the
Service related applications.

For all future loT projects, a major focus must be on the usuability of the security bootstrapping
process.

4.1.3.3 Deployment of the Security

A major challenge in 6LoOWPAN wireless sensor networks is to secure single-hop but also multi-hop
communications. The goal of key management is to establish secret keys between sensor nodes
that need to communicate securely. One important characteristic of key management protocols
is that they must be scalable, CPU and energy efficient. New nodes are periodically deployed
in order to assure network connectivity. These new nodes must be able to establish secret keys
with previously deployed nodes. Protocols that provide this property are known as Multi-Phase
deployment protocols. The two presented algorithms, RPL and ARC (see 3.1.2.1.1) will be used
to design and simulate new key management protocols that are critical in an IoT deployment. The
security of a cryptography system is based on secret keys that should be efficiently managed over
the time, with specific storage and distribution schemes. In fact efficient authentication mecha-
nisms are required to ensure secure communications between loT devices. Implanting, initializa-
tion, link establishment and operational phases will be added into the NARVAL module in order to
support confidentiality and integrity protection, mote bootstrap, key negotiation and maintenance
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(http://tools.ietf.org/html/draft-ohba-6tisch-security-01 and http://tools.ietf.org/html/draft-piro-6tisch-
security-issues-01). The implementing phase consists of the installation of security credentials in
each loT node before its deployment. During the initialization phase (Phase-1), an authentication
and key establishment protocol is performed between nodes or between each node and an authen-
tication server (generally the border router of the 6loWPAN network). For authentication of nodes
that need a multi-hop communication to reach the authentication server, intermediate nodes can
play the role of the authentication server, acting as an authentication relay. During the link estab-
lishment phase (Phase-2), the Security Association (SA) of a link between two nodes is enabled
according to 128-bit keys used in AES-CCM (IEEE 802.15.4) mode. AES/CCM is a quite efficient
and very secure algorithm as long as the same nonce never occurs twice with the same key. Many
applications will require re-keying within the lifetime of the 6LoWPAN network. The network key can
be shared by all network nodes and used to encrypt and decrypt messages. There exist alternative
models, where for instance each node uses a unique key, or where each pair of nodes has a unique
key. Finally the nodes are assumed to be secured in the operational phase (Phase-3).
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Figure 95: Security deployment in a small network topology

*

Figure 95 provides a simple example of the security deployment on a small network topology com-
posed by 5 nodes. At the beginning of the experiment, all nodes start in Phase-1 (1). Thus the
nodes 2 and 3 begin Phase-1 Key Management Protocol (KMP) with node 1 which is acting as
the authentication server. They retrieve Phase-2 and Phase-3 credentials (2). Thereafter nodes
2 and 3 run Phase-2 KMP with node 1 (3). Nodes 4 and 5 perform Phase-1 KMP using node 2
as authentication relay (4). Alternatively node 5 may use node 3 as an authentication relay. Thus
nodes 4 and 5 runs Phase-2 KMP with node 2 (5). Finally all nodes are operational (6). Simulations
will permit to analyze the efficiency of new KMPs on different network topologies.

4.1.4 Security in 6LoOWPAN-based loT

4.1.41 Challenges

This section describes generic challenges that exist in providing security in 6LOWPAN. Also, it em-
phasizes specific challenges existed during some tests. The most important security challenges in
any constrained environment were well described in security analysis and consideration for 6LoW-
PAN protocol in IETF [213,214]. Also, few design considerations for security protocols in con-
strained environments was outlined in [215]. Wireless sensor networks based on IEEE 802.15.4
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and 6LoWPAN share the frequency spectrum with Bluetooth and WiFi, therefore it suffers from their
interference which directly influence reliability and connectivity in delay tolerant networks. 1PSec
and DTLS for CoAP are the existing state-of-art security solutions in any 6LoWPAN network, but
this solution is not scalable as both needs more memory. Also, it has specific hardware require-
ments and don't fit into the nodes with small ROM. Keys management and exchange is considered
to be an important issue in deploying large scale networks as described in the previous section
4.1.3 and it currently faces vulnerabilities such as passive eavesdropping and extraction of secret
parameters by node capture,etc.

Further, Denial-of-Service (DoS) attacks on 6LOWPAN’s is one of the most imminent threat to the
networks’ function, as an example: jamming; the routing protocol 'RPL itself is vulnerable to attacks
such as RPL-Rank attack, selective forwarding and common routing attacks.

4.1.4.2 Future Developments

To overcome the issues described above, light-weight scalable security solutions for key-exchange
and encryption mechanisms should be developed while keeping in mind the design considerations
for constrained environment. IPSec and DTLS should be tested for stable communication and
energy efficiency within nodes. Already existing solutions such as tiny-DTLS, Lithe-Light weight
IKev2 solution for IPSEC should be optimized. To defend and protect against interference and
other DoS attacks, Intrusion Detection Systems for 6LoWPAN could be considered as an effective
solution. [216,217].

4.1.5 Security of Devices

4.1.5.1 Challenge

As already stated in section “Business and Market issues” the Device Manufacturer has a strong
responsibility in terms of Security and Privacy. The main aspect is about the reliability of the gener-
ated data. This concerns the following aspects:

1. Quality of the sensing device. In some domains like the health care, it is important to be sure
that the measured value are correct and (for actuator) that the related actuation is performed

properly.
2. Resistance to hardware attacks.
3. Resistance to software attacks.

4.1.5.2 Future developments

Device Quality and Certification

In some use cases - for instance health or energy related use cases - it is important for the appli-
cation to rely on device data. For this purpose, it could be important to refer to some certification
process(es) giving accuracy of generated data according the physical world. In this sense, it could
be useful for application to obtain ranges and reliability information on the values.

Another problem is the responsibility of the device manufacturer in case device provides wrong
values which may be have non expected (and potentially) important impact at application level such
as wrong alarm, unexpected notification, financial impact etc.

Future projects could focus on:
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1. software security technology supporting protection of the device software against malwares.

2. device evaluation tool providing some evaluations according to the resistance to software and
hardware attacks.

3. tools performing verification of the accuracy of the delivered data could also be useful for the
applications point of view.

Secure Element

For now, the IoT devices do not embed secure element for performing security features. Some
devices support cellular GPRS connectivity using SIM card for WAN connectivity. Even if the SIM
card can run applications on behalf of services providers, most often, for business model reason;
the IoT service providers do not accept having specific contract with Network Operator which could
be dynamically updated during the lifespan of the devices. In consequence, the Service Providers
may need Secure Element based security for implementing high secure services. Long lifespan
of the devices and the exposure of the device in heterogeneous unsecure environments leave the
devices vulnerable to physical and logical attacks. The reliability of the security implementation can
be enhanced by using Secure Element for storing security credentials and for running cryptography
algorithms. While the Secure Element can carry the network subscription and related security
credential, it can also store and run specific secure applications for service providers.

The deployment of the security credentials on Secure Element is already available using Over The
Air protocol specified by Global Platform organisation.

Future works could focus on:

1. updating security deployment protocols that can be supported by constrained devices either
concerning the required network bandwidth, and the required CPU power and memory sizes.

2. providing Secure Element with extremely low energy requirements

Trusted Execution Environment

The Trusted Execution Environment (TEE) is an operating system which provides a way to execute
some parts of an application in a secure way. TEE uses application processor architecture sup-
porting secure mode execution such as ARM - TrustZone. TEE runs the application processor in
a secure mode with a dedicated Virtual Memory that is not accessible when the processor is not
running in secure mode. TEE provides security features such as secure storage of the sensitive
information and secure execution of code like cryptography code. TEE offers more security than
the rich OS, but is considered as less secure than a secure element.

For now, the loT devices do not support Trusted Execution Environment. It is probably because
the cost of the security deployment over a TEE is equivalent to the cost of the security deployment
using Secure Element for a solution that is vulnerable to physical attacks on unsecure environment.
The cost of the device is important and the TEE technology can provide a good balance between
security and security related cost. It is expected that future device hardware will integrate TEE
technologies.
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4.1.6 Physical Layer Frameworks

4.1.6.1 Challenges

Embedded in all the aforementioned expressions in the Section 3.1.2.3 is the distance between le-
gitimate nodes, and between those and eavesdroppers. The key role played by the relative location
of devices, together with the lack of exact knowledge on the latter, lead to the widespread utilisa-
tion of stochastic-geometric approaches when analysing secrecy in random networks. In most of
the works Probability Generating Functional (PGFL) of PPPs is utilised to obtain simple and closed-
form for the secrecy outage probability in random networks with uniform random topologies. Clearly
such results do not generalise to networks where a minimum distance between any pair of nodes
must be maintained - as is the case of WiFi and Cellular Networks - which are known to require
Hard-core Point Process (HCPPs) models instead. The fact that PPPs are not sufficiently accurate
to capture the structure of various random networks of interest is a modern topic in wireless com-
munications both within and without the particular question of secrecy. Literature on the impact of
new Point process models in random networks is not vast, but the issue has not entirely escaped
the attention of the community. Recently, focus has started to shift so as to address the somewhat
naive assumption of uniformity, found in all aforementioned works in the Section 3.1.2.3. To clar-
ify, it has been shown that the PPPs cannot accurately model the majority of wireless systems of
interest, including cellular and WiFi networks.

4.1.6.2 Future Developments

We will study the inherent secrecy in random networks, with the particular aim of generalizing topo-
logical models. We will investigate the secrecy outage probability of cellular networks, employing
emerging stochastic geometric model HCPP. Following this trend, we will look beyond the PPP
model and study the secrecy of random networks under various spatial distributions. We should
also point out that to the best of our knowledge, the analysis of secrecy of random networks outside
the PPP model have not yet been attempted in currently literature. In that regard, therefore, we will
bridge a gap between the progress made on the study of random networks outside and inside the
secrecy question. Further study would be carried out to analyse more complicated scenarios such
as fading, eavesdropper colluding while considering interference from other distributed nodes.

4.1.7 Challenges and Further Improvements of Secret Key Generation from IR-UWB Chan-
nels

4.1.7.1 Challenges

First of all, the high sampling frequencies needed to generate sufficiently long keys for crypto-
graphic applications might be a limitation for implementing the proposed solutions in today’s wire-
less devices. In order to address this issue, we could consider channel estimation algorithms
that give access directly to infinite-bandwidth channel representations under lower sampling con-
straints [218], [219]. These estimations can then be convoluted with x(¢) or any other relevant
waveform in order to produce a high-resolution convolved signal y(t) that could serve for extracting
a relatively large number of bits. This leads us back to the quantization of a signal with deterministic
characteristics for which we can apply the HIST algorithm.

Secondly, an alternative to single-bit quantization of sampled signals can be the multi-bit quantiza-
tion of an estimated UWB channel response h[n]. In order to find a trade-off between reciprocity (an
indicator of robustness) and codeword diversity (an indicator of randomness) under a fixed-length
constraint, new investigations have been performed regarding non-uniform quantization. The re-
sults show the interest of optimizing the quantization thresholds as a function of the signal-to-noise
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ratio in the specific IR-UWB context [220], thus suggesting the adoption of adaptive thresholds as
a function of the received channel excess delay.

4.1.7.2 Future Developments

Further investigations could be performed regarding the security of the scheme with respect to a
passive eavesdropper that can observe the side channels between him and any of the legitimate
users. The secrecy of the key generation protocol using a source model (i.e. the wireless channel)
is based on the assumption of spatial decorrelation of radio signals, which does not hold in some
scenarios (e.g. small distances, room symmetries etc.). This particular cases should be studied in
order to understand how an attacker could exploit these advantages and his side observations in
order to get an estimation of the legitimate channel. Furthermore, this could lead to improvements
of the secret key generation scheme by avoiding the use of information that can be easily inferred
by a potential attacker.

4.1.8 Challenges of Security at Low Level

4.1.8.1 Challenges
CEA has provided :

e A Threat Analysis Model that should be processed before the design of each application over
a dedicated network architecture.

o A key management scheme deployed for a ZigBee components,

¢ A lightweight handshake enabling an easy and large scale deployment of heterogeneous de-
vices.

The threat analysis is a powerful tool that enables to identify the vulnerabilities of a whole system
handling various components. With this tool, the security can be envisaged without compromise
for the values to protect and its cost is known at the beginning of the project. This tool should be
systematically used for each new application to deploy over an loT network and improved notably for
quoting the impact of the threat. CEA has proposed a quotation based on qualitative considerations.
Others quotations based on quantitative estimation exists in the litterature. We see by the use that
the quotation of the impact of a threat in a given situation can vary significantly depending on the
subject that performs the threat analysis. New quotation systems could be introduced in the future.

The key management scheme deployed for ZigBee components runs well. However, it is based on
pre-shared symmetric keys. This kind of deployment may be very tedious at large scale. Moreover,
this scheme is "‘stand-alone™ and is not compliant with the trust server transactions designed at
high level.

"

Keeping the goal to enable an easy deployment at large scale of the IEEE 802.15.4 constrained
devices, a new lightweight handshake has been introduced. It enables the deployment of numerous
nodes with the assumption that each node embeds a "True™ random number generator. Such this
API has been designed and realized for Butler project. The remaining challenge is to connect this
security protocol involving the most constrained nodes of the LAN with the trust srver scheme at
high level in the WAN.

4.1.8.2 Future Developments

In the future, CEA will pursue this work keeping the goal to provide Plug & Play secure bootstrapping
techniques:
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1) CEA will design short certificates for resource constrained devices to enable their security man-
agement from a trust server along time. The ideal will be that the certificate length does not exceed
the length of the data payload of an IEEE 802.15.4 frame.

2) CEA plans to provide a semantic for Plug & Play secure bootstrapping techniques.

3) CEA will specify how the security at low level deployed over the LAN interacts with the security at
high level based on the trust server. In particular, several techniques should be envisaged to push
securely the token from the trust server to the leaf (resource constrained node) enabling both end-
to-end security, dynamic security management and respecting the security by design principles.

4.2 Localization
4.2.1 Challenges

In comparison to the quality and omnipresence of satellite- and cellular-based systems (GPS and
Mobile networks) in open outdoor spaces, wireless localization systems in indoor and urban sce-
narios [221,222] are still quite fragile and under-deployed.

For currently deployed localization systems, the performance of the systems are evaluated in terms
of their accuracy in target location and tracking, which is not sufficient as metric for positioning
systems. An indoor positioning system which meets localization requirements and solves open
challenges in wireless localization such as accuracy, precision, scalability, complexity, robustness,
cost and power is necessary. Therefore, ranging and positioning techniques/algorithms that meets
all the necessary performance metrics required for wireless localization.

For improvement in the performance and stability of ranging and positioning algorithms for target
localization, having a priori the knowledge of the ranging statistics is necessary. Therefore, esti-
mating the limit of localization error associated with each node is a fundamental problem within
Wireless Sensor Network (WSN) context. In literature to this regards, the most widely used tools
are the CRLB [223-225], describing the average estimation error (i.e. the distance between the
estimated and actual node location) and the Position Error Bound (PEB) [226], depicting the region
where the node should be estimated within a certain confidence.

However, CRLB and PEB both rely on the knowledge of the true target location and the distribution
of the ranging errors; which depends on various environmental factors such that obtaining their
formulation a priori is almost impossible.

The only practical solution is therefore to estimate this statistic directly on-site during the network
deployment, collecting samples from each link and then obtaining the limit on localization error even
before obtaining the location estimates.

To this end, the well known maximum likelihood parametric approach is going to fail, given the
lack of a priori knowledge on the error distribution. A truly non-parametric approach is therefore
required; in particular the kernel method is very appreciated for its capability to reconstruct empirical
distributions from samples.

Also, as it is well known, localization systems could fail when there are not enough position-related
measurements. Cooperative localization and integration of low-cost inertial sensors (INS) could
be good aid solutions for the current RF-based localization systems, but there are still some open
challenges, such as efficient localization algorithms and practical implementations.

From a practical point of view one challenge is to design non-parametric distributed algorithms that,
at a low computational complexity, can recover the targets’ locations as well as their confidence.
One step towards such a result was accomplished though the CIS algorithm that in the future will
be implemented in a distributed fashion.
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4.2.2 Novel Cooperative Localization Algorithms

Currently, research activities focused on cooperative positioning approaches are still on the theo-
retical phase. They are usually high in complexity, lack of real implementation and testing. The
cooperative localization approaches could be adopted to enable various applications in the field of
the 10T, which often require high position accuracy and low energy consumption. Therefore, the
future research topics should include the adoption of more terrestrial communication technologies,
the study of less complex positioning algorithms and the realizations of cooperative P2P networks.

At present, cellular communication, UWB devices, inertial sensors are adopted separately to aug-
ment the GNSS-based positioning system, but they can be combined together to further improve
the localization performance. Furthermore, other future positioning techniques might be considered
to support Intelligent Transportation Systems (ITS) applications, in combination with the adoption of
the IEEE 802.11p protocol, which is an approved amendment to the IEEE 802.11 standard to add
wireless access in vehicular environments (WAVE). The hybrid and cooperative positioning algo-
rithms, like HC-PF and H-SPAWN, which show large computation complexity, may not be suitable
to be implemented in cheap devices. Therefore, simpler algorithms, such as improved least square
and belief propagation based on Kalman filter, should be studied to reduce the complexity while
keeping the same accuracy.

4.2.3 Indoor Localization with Low Cost Inertial Sensors

Indoor environment is complex from localization point of view. In fact, it is full of obstacles, furni-
ture, walls, people, which may cause the interruption of range measurements for a period of time,
making the localization process fail and location-based service become unavailable. In order to
overcome this challenge, two typical approaches can be adopted. The first one is the deployment
of redundant devices to provide additional range measurements. This solution has increased hard-
ware and maintaining cost. Another positioning solution is the adoption of low-cost hybrid solution
that combines radio frequency localization with intertiao sensors (INS).

INS includes motion sensors (accelerometers) and rotation sensors (gyroscopes) and via dead
reckoning they can continuously help calculate the position, orientation, and velocity of a mobile ob-
ject without the external references. Traditional INS are expensive and large in size, and are usually
used on vehicles such as ships, aircraft, submarines. Recently, small Micro-Mlectro-Mechanical
Sensors (MEMS) have become affordable and available, enabling low-cost positioning solutions for
indoors.

INS can help indoor localization as follows: on one hand, they can work together with measure-
ments from other technologies (i.e., UWB, ZigBee, WiFi) to improve the position estimate; on the
other hand, they can be used in dead reckoning to localize the mobile objects when other system
fails.

Future research activities should be focused on the integration of low-cost ins with the current UWB
indoor localization system. There would be three main steps to follow: first, design hybrid UWB/INS
localization architecture and positioning algorithm and perform computer simulation to get some
basic knowledge of the achievable performance; then, perform real experiments and refine the
designed architecture and algorithm; finally, apply the design hybrid UWB/INS approach to provide
LBS for real loT applications.

4.2.4 Heterogeneous and Distributed Positioning Algorithms

As wireless networks evolves, multimode operation of networks are more and more common. That
is networks will be supporting and running simultaneously several radio technologies. Heteroge-
neous and ubiquitous localization service in a modern loT environment requires to solve a question
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how to select and handle a different type of information (e.g. possessing same spatial correlation
properties) in a unified manner. Furthermore, handling different measurement latencies and to pre-
serve the quality of the location estimates is a great challenge. Thus designing a solution that is
capable to combine and handle data of different nature is asked. In addition, a solution needs to be
optimized regarding the requirement of positioning accuracy for specific user case versus energy
consumption in data collection, computation and transmitting information amongst users parallel
with other user applications.

Future studies will focus on extending a set of types of information used in a positioning application.
A traditional positioning system relies on information such as range and range difference measure-
ments or angle information between agents in a network and lately hybrid solutions combining these
informations (although still under research).

More recent updates for positioning systems are taking into account semantic information (i.e. se-
mantic similarity of an user surroundings compared against a priori recorded database of an envi-
ronment or real time against other users). Taking into account other users and especially, regarding
and sensing other users as a crowd is a rising research topic in various fields in information tech-
nologies [227,228]. Mobile Crowd Sensing (MCS) is a new paradigm to provide information from
the set of various mobile devices (e.g. smartphones, wearable sensors, etc.) [227] opposite to
measurements recorded by single user per single device.

Furthermore, as capabilities of personal devices are coming greater, a methods of Multicriteria
Optimization and Decision Analysis (MODA) should be exploited in future developments. MODA
deals with the various aspects of finding optimal decision or decisions with multiple alternatives and
conflicting objectives.

Compared to single-objective optimization, in MODA there exist no single optimum solution but sev-
eral isolated solutions, and it requires a search over the set of valid solutions. Thus additional level
of optimization is required to have efficient algorithms. The research would aim at the investigation
for multicriteria optimization strategies to handle heterogeneous information.

4.2.5 Non-parametric Estimation of Error Bounds in LoS and NLoS Environments

We seek to propose an efficient and accurate method to evaluate on-site the fundamental error
bounds for WSN localization. While there exist efficient tools like CRLB and PEB to estimate error
limits, in their standard formulation they all need an accurate knowledge of the statistic of the ranging
error. This requirement, especially under NLoS environments, is impossible to be met a-priori. We
will show therefore that collecting a number of samples from each link and applying them to a non-
parametric estimator, like the Gaussian Kernel (GK) and Edgeworth Expansion (EE), could lead to
a quite accurate reconstruction of the error distribution and then, in turn, of the error bounds. The
EE method will then be employed to reconstruct the error statistic in a much more efficient way —
less number of samples required — with respect to the GK. We would finally show that with the
proposed EE method, it will be possible to get fundamental error bounds almost as accurate as the
theoretical case, i.e. when perfect a priori knowledge of the error distribution is available.

4.3 Behavior Modelling and Synthesis
4.3.1 Challenges

Although behavior modeling and synthesis had progressed significantly in the scope of the horizon-
tal architecture of BUTLER, there are still many open challenges as listed in this section. In line with
Section 3.3, we have broadly divided the challenges into two categories - i.e. enhanced algorithms
and distributed systems realizing these algorithms.
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In general, loT will further challenge the big data paradigm, as the interconnected devices become
smaller while grow in numbers. This will further complicate efficient handling of relevant data both
from an algorithmic and distributed computing perspective, especially in the areas of collecting,
aggregating, enriching, mining, storing and sharing data in IoT applications effectively while con-
sidering security and privacy constraints. The next research focus should be on practical, scalable
and distributed streaming-oriented software solutions to better understand the value and veracity
of data, as well as with the ability to deal with the growing velocity, volume and variety of stream-
ing data. This will require new and horizontally scalable approaches towards stream mining and
learning, and contemporary approaches on ontologies and semantic interoperability will have to be
revisited as well.

From the algorithmic perspective, we foresee a need for ’soft’ user identification techniques that
would inherently identify the users without requiring explicit user inputs, in order to make loT appli-
cations truly ubiquitous and personalized without having the user overwhelmed with large amounts
of data and violating his privacy. Of particular interest are techniques to identify changes with re-
spect to established patterns in common behavior. We foresee new research initiatives to tackle
the challenge of differentiating concept drifts from noise, detect and learn such evolutionary con-
cept drifts in order to improve adaptive learning with temporal windows. Another way to maximize
the benefits of learned knowledge and experience is to transfer knowledge learned from one task
to the other. In the future, we will aim for improved algorithms, modeling, verification and validation
methods that would enable effective knowledge transfers across smart domains and users.

Similar to concept drifts, in real-world applications the causal dependencies of context-aware be-
havior will have to be dynamic and evolve over time. Hence, in addition to improving the accuracy
of directed information techniques, we should support dynamic adaptation of the structure of the
causal networks. As resource provisioning is still a major problem in loT devices, we foresee algo-
rithmic improvements for efficient cryptographic applications that supports better bandwidth utiliza-
tion and support adaptive thresholds. Also, as in the IoT everything will be connected on a more
dense scale, the attack service of 10T applications will grow. Therefore, security mechanisms and
assessments of new proposed schemes and protocols remains a continuous and growing cross-
cutting concern.

4.3.2 Software Engineering Perspective

4.3.2.1 Evaluating and improving the scalability of the framework

In our current preliminary evaluation of SAMURAI, we have benchmarked the performance of the
behavioral smart server

1. under centralized and distributed deployment settings
2. for processing time as a function of number of REST requests
3. for horizontal scalability as a function of number of nodes

In the future, we would like to extend the evaluation for both vertical and horizontal scalability es-
pecially with respect to the number of users under the multi-tenant settings. Improving upon our
current context models, we would like to evaluate on more complex scenarios with larger user
base. We will explore large scale data processing frameworks such as Spark, in order to improve
the throughput of the behavioral smart server. Also, we will compare the domain-knowledge driven
aggregation and data driven distribution by state-of-the-art data processing engines.
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4.3.3 Algorithmic Aspects of User Context Recognition

4.3.3.1 Continuous User identification

Modern intelligent environments thrive to provide personalized and real-time user centric services
both cheaply and non-intrusively. Continuous user identification is indispensable for context-aware
applications embedded in such an intelligent environment. Although the user identification tech-
niques in most systems such as identification using a RFID tag or his/her mobile device provide
reliable identification, it is both cumbersome for the user to carry some physical device always and
in case the user has misplaced them then the system will end-up erroneously tracking the tag/device
instead of the user. For example, in BUTLER we assume inputs from a set of devices correspond
to a particular user.

We propose an implicit user identification system with contextual information inferred from sensors
available in a smart phone along with other context sources, to improve the overall user experi-
ence. Such a user identification system can enable intuitive and seamless information (or) service
access mechanisms without requiring explicit user attention. The proposed user identification sys-
tem will be built on top of HARD-BN framework which can model, infer and keep track of multiple
user-contexts and correlations between them. The consistencies between the user contexts in the
underlying Bayesian framework will be capitalized for implicit user identification. In case of incon-
sistencies, it will prompt the users to identify themselves manually with their credentials. Some of
the typical scenarios where manual identification would be requested include,

1. Deviations from the expected default user context which is already learnt by the framework.
For instance, an estimate of the current location of the mobile device (e.g., in the train or city)
is different from the expected default location of the user (e.g. at work). The challenge is to
differentiate the noises from the actual deviations in the ground truth.

2. Any inconsistencies between different localization modules available in the framework. E.g.,
work computer usage estimates user presence at work, whereas the WiFi based localization
estimate the location as home. The challenge is to replace the deterministic classical iden-
tification systems with probabilistic identification systems which can reliably combine multiple
sources of information along with their uncertainties.

4.3.3.2 Advanced context-model adaptation to handle concept drifts

Incremental learning or online learning, is an important enabler for stream mining and classification
where the classifiers can learn with experience. Currently, HARD-BN framework supports three
types of incremental learning -

1. updating context models on new data

2. adding new class values (i.e., re-structuring the output parameter space) which were not avail-
able at design time

3. incorporating new contextual sources or sensors

A major open challenge yet to be addressed is to incrementally learn any changes in the output
distribution and conditional distribution between the input feature and output, which is popularly
addressed in the machine learning community as concept drifts. The challenges are manifold
- to detect any changes in the distribution, learn new distribution on top of the current models,
determining which part of the previous model (knowledge) is relevant and preserve it while learning
the new knowledge. We plan to support the detection and learning of the following types of concept
drifts,

e a sudden or abrupt drifts such as change in 'work’ location
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e gradual drifts such as increased daily physical activity levels of the user
e recurring concept drifts such as week day/week end specific difference in user behaviors

4.3.3.3 Enhanced support for transfer learning

Although the recent works in sensor technologies and machine learning have considerably im-
proved the recognition accuracy for activities of daily living, their robustness is highly limited even
in such simple use cases and requires complete re-learning of the models. We categorized the
transfer learning problem in to multiple smaller problems:

e Finding suitable abstractions and specifications to model the objective and subjective parts of
contextual information in order to facilitate a partial transfer of models for the new tasks/users.

e Analyzing the various sources for subjective parts of the model and how to address them.
Some typical sources are devices, pre-processing algorithms for feature extraction and the
user itself. In the previous section on contextual networking, we addressed the differences in
the models arising from the difference in the devices and input features.

In the future, we would like to investigate how a trained model for one individual can be applied for
another individual - (transfer learning) - to reduce the overall training effort. First, we will analyze
user details, associated contexts and learned models of different individuals (collecting data using
a crowd sourcing-like approach). For clusters of similar models, techniques will be developed to
elicit the corresponding similarities in the user details and context. These similarity requirements
will be used to adapt the model parameters to ensure that transfer learning can be applied without
adversely affecting the activity classification accuracy for any individual user within the cluster.

4.3.4 Contextual Networking

A context-aware protocol needs to adapt automatically and dynamically to its environment requiring
the difficult task of combining a multitude of metrics. Thus, a mobility and multi-context management
module has been implemented in an event-driven and packet-oriented simulation tool named WS-
Net. This module adapts in real-time the intra-cluster communications depending on the detected
local and temporal context patterns (i.e. in terms of nodes activity, mobility, energy autonomy, traffic,
etc.) and provides a handover mechanism ensuring the stability of the whole network. During this
work on BUTLER, several challenges were observed and are described hereafter.

Firstly, inside the proposed module, the weight values for each metric inside a group and for each
group were defined manually, which can be non-optimal. Therefore, further investigation on both
the optimization of the weight value of each metric inside their groups and the definition of profiles
(i.e. specific sets of group weights) according to the specificity of the application are required.

Secondly, another open issue is the definition of a mechanism for inter-cluster handover. The
inter-cluster handover is complex once it requires informations being exchanged between different
clusters, operating on different communication channels.

Finally, future research must focus on the integration of both intra and inter-cluster handover inside
the CLUBCROM protocol along side with the optimized weight values for metrics and profiles.

4.3.5 Contextual Management

The definition of entities and their associated contexts by the end-users have proven to be a valuable
feature provided by BUTLER. The automatic synthesis of the context contents by means of Com-
plex Event Processing technologies eases the way end-users can take advantage of systems that
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mediate loT data streams such as those provided by BUTLER. It also can complement the “classi-
cal” context management architectures very much modelled from the Open Mobile Alliance (OMA)
Next Generation Service Interfaces (NGSI) proposals, as those are much more focused on provid-
ing context contents to consumers than in the creation and synthesis of the actual contents of a
given context. However, some limitations and drawbacks have been already described in section
3.3.1.9.

On the other hand, the unbounded possibility of creating virtual entities and associated context
contents (even with appropriate tagging for subsequent discovery) from the resources exposed by
said virtual entities is not enough when it comes to the modelling of the behavior. CEP is quite
powerful when it comes to creating new data streams from existing ones (even considering different
time windows in order to compute averages, maximums and minimums over a period of time, or
comparisons with data stored in a static database). Although the theoretical expressivity of what
could be obtained in terms of context contents from a full-fledged use of a business rule language
such as Drools Rule Language (DRL) could be enough to infer behavior associated to an entity,
the limiting factor is not the rule engine, but the lack of an inference engine, as the DRL rules are
applied not to one of said engines but to a CEP infrastructure. Moreover, ad hoc creation of virtual
entities and associated context makes it difficult to map them to existing ontologies and therefore to
benefit from the inference mechanisms the semantic technologies provide.

In that sense, future research and experimentation activities should focus on the following chal-
lenges:

e From a purely implementation point of view, we propose to migrate the CEP core from Apache
S4 to Apache Storm. The latter is gaining momentum and will be possibly the “winner” among
the open source data streaming frameworks.

e We propose to add stream analytics tools such as SAMOA to the CEP core in order to enlarge
the possibilities for automatic synthesis of context contents provided to end-users.

e We propose to provide a basis set of built-in virtual entities and associated contexts to end-
users, re-using established ontologies when available, in order to ease the entity and context
definition process for end-users.

e We propose to provide basic inference tools that can work with predefined entities in order to
offer inferred knowledge as part of the context associated to any type of virtual entities.

We propose to provide an enhanced web-based user interfaces that allow end-users a simple ac-
cess to the functionality.

4.3.6 Non Linear and Time Varying Dependent Processes

In sections 3.3.1.5 and 3.3.1.6 we have described an convenient framework to estimate multi-variate
stochastic processes. However, in order to estimate the processes, after inferring their causal
structure, we assume their dependency remains constant over time. Many real-world systems,
instead, consist of processes interacting in a way that may change every time step. Therefore one
challenge is addressing such processes and finding an appropriate metric to infer local causality.
Although Dl is proven to infer the causal structure between N-length processes, this structure may
change dynamically over the time.

Another direction the research in is to improve the causal structure, on one hand, by increasing
the estimation of DI accuracy in larger spaces, and the linear parameters of the ARX on the other
hand.
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4.4 loT Architectures

The main challenges to the BUTLER architecture have been already identified and briefly outlined
in section 6 in deliverable D3.2 [1]. However, it is obvious that a 3-year long project does not work in
a closed environment, but must be opened to the inputs of the market, the industry and the society.
It means that as the project evolves, the environment does it so and therefore, the partners have
to be able to scout it in order to align their own developments with the evolution of the technology
outlook.

As the result of the work done in the development and integration of the BUTLER during the third
year of the project, we have come out with some conclusions related to the BUTLER architecture:

e The scenarios that BUTLER addresses (as any other in the real life) cannot deal exclusively
with loT, even if they are enabled by devices. Any loT architecture applied to real scenarios has
to deal not only with 10T architectures and standards but also consider functional components
supporting functionalities that not even related to loT. Architecture design must take a best-of-
breed approach that considers not only loT inputs.

e 10T-A%0 has created an Architectural Reference Model (ARM) [229]. Although loT-A ARM
blueprints, guidelines and design choices provide a superb input to any loT-related project
(in fact the ARM has been the main input to the BUTLER architectural work, especially with
regard to BUTLER Information Model, see section 4.3 in deliverable D3.2 [1]), the fact that it
does not provide an applied architecture makes it difficult to take an off-the-shelf architecture
and use it as the basis of BUTLER’s own architecture

e l0T is driven by the emergence of devices. However, the power of 10T lies on the ubiquity of
devices and on the information they sense. Therefore, the emphasis put on the connectivity
of devices cannot hide that IoT means also Data Management and that any loT architecture
must include a wide set of functional components dealing with data/context management.

e The large amount of SmartObjects that can be connected to any loT environment, and the
heterogeneity of the data the sense and generate, joined with the fact that many of the features
exposed by any loT environment rely on almost real-time reaction to events bring the need to
process data streams as they are generated to the table. That is the reason to introduce a
Complex Event Processing Functional Component (CEPFC) (which has been anticipated by
FI-WARE [230]) within the Data/Context Management layer, as it supports the functionality of
several functional components.

e Although it cannot be considered a finding or conclusion, as it was one of the main require-
ments and cornerstone of the project, security management must be handled across all the
BUTLER architectural layers and not in silos.

As mentioned before, a number of challenges were listed and briefly described in deliverable D3.2
[1]. Although IoT (as any other area related to the Internet) is quickly evolving and approaching very
fast to the inflection point of massive acceptance and deployment, and therefore it can involve the
emergence of new architectural challenges, we think that the three relevant challenges we identified
remain: semantic support, big data and analytics support and fragmentation of standards
and industry efforts.

Semantics define a globally interpretable significance to data. Although not specifically tied to the
loT, adding semantics to it would allow data originated from different SmartObjects to be unambigu-
ously accessible and processable across different domains. Semantic descriptions are particularly
useful in M2M environments where a high level of autonomy is desired [231]. The industry and the
standardization bodies are actively working in providing semantic support to lIoT, however in vertical
areas. For instance, the EC has sponsored, under the oneM2M umbrella, a study on “Available

%nternet of Things - Architecture. Web site at http://www.iot-a.eu/public.
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Figure 96: Analytics Architectural Overview [232].

semantics assets for the interoperability of Smart Appliances. Mapping into a common ontology as
a M2M application layer semantics”. It aims to propose a common ontology for smart appliances
and will be due for February 2015.

Semantics has not been explicitly supported in BUTLER but it would provide straightforward ad-
vantages. For instance, exposition of SmartObject data would ease discovery and subsequent use
of said data. The use of semantic technologies would also help to aggregate information from di-
verse sources and to extract knowledge from them. Thus, the introduction of semantic support in
BUTLER would impact on the Data / Context Management and Services Layer.

Another obvious challenge would come from the big data and analytics support that could be
added to BUTLER, especially considering mediated SmartObject data. As Holler et al. [232] high-
light, some of the key characteristics of M2M data include, among several ones: Big Data (“huge
amounts of data are generated, capturing detailed aspects of the processes where devices are
involved”), Heterogeneous Data (“The data is produced by a huge variety of devices and is itself
highly heterogeneous, differing on sampling rate, quality of captured data...”), Real-World Data
(“The overwhelming majority of the M2M data relates to real-world processes and is dependent
on the environment they interact with”), and Real-Time Data (“M2M data is generated in real-time
and overwhelmingly can be communicated also in a very timely manner. The latter is of pivotal
importance since many times their business value depends on the real-time processing of the in-
formation they convey”). Moreover, they highlight the importance of data analysis within the loT
technologies [232]. A proposal of an loT analytics architecture can be seen in the Figure 96.

Although not explicitly focused on IoT, FI-WARE provides enablers for offline analytics (using the
now commonplace Hadoop paradigm) [233] and complex event processing [230].

In the same line, the market is sending clear messages on the relevance of big data analytics,
as applied to loT. In September 2014, Goldman Sachs stated that “As the loT will by definition
generate voluminous amounts of unstructured data, the availability of big data analytics is a key
enabler” [234]. Although BUTLER already provides some basic support in the form of the CEPFC,
additional components should be added in order to provide both online and offline analytics. Thus,
the challenge would be how to integrate big data analytics enablers into the BUTLER architec-
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Figure 97: Open challenges in the BUTLER loT architecture.

ture and also how to add online analytics support to massive SmartObject data mediated through
BUTLER SmartServers.

Finally, another relevant challenge that the BUTLER Architecture would have to face is the increas-
ing fragmentation of standards, industry efforts and EU projects related to loT. As mentioned
below, I0T-A has come out with an Architectural Reference Model (ARM) [229] that have been fol-
lowed by BUTLER in order to device its own architecture. However, said ARM actually plays more
the role of a meta-architecture than an actual applied architecture and therefore interoperability is
far from being obtained. Compliancy between the BUTLER Architecture and other loT-A-based ar-
chitectures would have an obvious impact on the BUTLER architecture. Besides, there are already
other additional activities in the loT area in standards bodies (ETSI SmartM2M3', oneM2M32, TM
Forum33...) and very recently IEEE has created the P2413 Work Group, Standard for an Archi-
tectural Framework for the 10T34. It is unclear what aspects P2413 intends to cover and if IEEE
actually has the right (technical) competence profile to tackle an entire architecture, or if they intend
to stay on the lower layers of the stack. Anyway, it means another player proposing its own archi-
tecture (members of the BUTLER consortium are currently negotiating to join the IEEE WG, so that
the BUTLER Architecture will be provided to them as a valid input for architectural discussions).
Anyway, BUTLER challenge is to keep on providing its requirements and architectural solutions to
the aforementioned standardization bodies and, on the other hand, adapt its architecture to the
solutions already being proposed by them. It is necessary to also acknowledge that each of said
standardization bodies is stronger in a different area of the 10T field. For instance, oneM2M is more
involved in the Network M2M APIs to the Gateways, while the IEEE P2413 WG is expected to have
a stronger role in the device & capillary network side (thus, compliancy within each of the BUTLER
Architectural Layers would have a different focus).

STETSI SmartM2: http://portal.etsi.org/tb.aspx?tbid=726&SubTb=726

320neM2M: http://www.onem2m.org/

33TM Forum loT Hub: http://www.tmforum.org/loT/16362/home.html

34Standard for an Architectural Framework for the Internet of Things (loT): http://grouper.ieee.org/groups/2413/
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As Figure 97 summarizes, the areas for growth and further development of the BUTLER architecture
are clearly identified and fully aligned with both the loT industry developments and the research and
standardization efforts: semantics support, big data analytics and standard alignment.
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5 Conclusions

This deliverable presented an overview of the advances achieved, within the BUTLER project, in the
development of the integrated IoT enabling technologies. In addition, the discussion was extended
to an outlook of the challenges opened by the current research trends and, consequently, to the
future work expected for the next years.

Three main IoT enabling technologies, namely privacy and security, localization, and behavior mod-
eling, were identified and the technical achievements associated with their development in the con-
text of loT were summarized. Such achievements were detailed by making use of extensive citation
to both relevant scientific publications and their integrations in the BUTLER platform.

BUTLER has designed a Security Framework which is able to deal with the majority of loT solutions,
supporting an authorization paradigm and end-to-end security procedures between devices and
applications. This report presented the results and issues of the different security technologies,
prototypes and experimentation within this BUTLER Security Framework and introduced the main
questions related to the implementation of the low level security and the application level security,
as well as the problems of the security bootstrapping.

Wireless localization has suffered from multipath and NLoS propagation which negatively affect the
reliability of data and measurements collected on the basis of wireless propagation. This docu-
ment reported the description of some advanced algorithms able to mitigate the effects of multipath
and NLoS conditions. Concretely, an accurate ranging algorithm using super-resolution techniques
over phase measurements for distance estimation among devices was described along with a like-
wise accurate, robust and efficient positioning algorithm for target localization using algebraic confi-
dence via circular interval scaling. Moreover, this report also analyzed the possibility of performing
multipoint ranging using orthogonal set of Golomb rulers and presented novel hybrid cooperative
positioning algorithms and cooperative NLoS detection techniques for challenging environments.

Behavior modeling and synthesis has brought out a wide variety of novel applications in IoT context-
aware networks with a potential for exhibiting the progress of sophisticated intelligent behaviors.
This document found space for the description of the algorithms and tools originally develope-
d/enhanced in the scope of the horizontal BUTLER architecture and aimed at behavior model-
ing. Similarly, the advanced integration between deterministic and probabilistic modelling of human
behaviors was presented too. In this research field the attention is also focused on some work
on contextual networking, which pays more attention to mobility support for masses by providing
context-aware adaptation of various networking mechanisms, and the user perspective context syn-
thesis and management, which is on the basis of CEP to define user contexts of user’s interest even
without much technical skills.

After over-viewing the work actually done, the report concentrated on the challenges posed by in-
tegration of the mentioned enabling technologies in the 10T and possible future developments were
discussed and envisioned. For what concerns privacy and security, aspects related to business and
marketing were primarily considered, starting from several problems like the security deployment,
the security open issues related to 6LoOWPAN, the devices security, the security of the physical layer
and, finally, some technologies related to the secure generation of credentials. Moving the focus
on localization, the open challenges behind such types of systems such as accuracy, precision,
scalability, complexity, robustness, cost and required power, were faced and the fundamental limit
of localization error associated with each node within WSN context was analyzed. Finally, in the
field of behavior modelling and synthesis, potential interest was foreseen for the enhancement of
current algorithms and the distributed systems realizing these algorithms under the challenges of
big data and 'soft’ user identification, with the aim to enable effective knowledge transfers across
smart domains and users based on the improved algorithms, modeling, verification and validation
methods.
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Basically, the floating result of the investigation analysis carried out in this report is that the BUTLER
project demonstrated the strategic importance and centrality of the identified enabling technologies
in the context of IoT field. More than a mere list of achievements around the presented issues,
the main contribution of this document consists of providing new hints and opening new ground
for future developments that it will be possible to address in next, original and ambitious, research

projects.
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