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Abstract : 
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deliverable D5.1 “BUTLER Platforms and Pervasive Functionalities”. 

In this report the project documents the ongoing integration work from the third year activity and as a final 
result the successful execution of the BUTLER trials with a performance evaluation. Technical updates and 
guidance to developers about the APIs and features of the three main components from the BUTLER platform 
are documented in sections 4 to 6. One section is finally dedicated to provide final architecture, components, 
deployment aspects and quality assessment of the BUTLER trials.  
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1. Executive Summary  

Within the integration progress during the third year of activity of the project there was achieved the usage 
of the BUTLER platform inside the field trials. In this D5.2 deliverable the project documents the results of 
the final integration activities of the third year, the deployment and successful running of the field trials, 
the BUTLER platform as a whole and the final implementation of the three BUTLER platform components: 
SmartServer, SmartMobile and SmartObject / Gateway. 

Chapter 3 gives an overview about the BUTLER platform as a whole. Requirements and the architecture are 
described in addition to the final integration of all features and involved components. It provides a short 
introduction, summarizing the vision of the BUTLER project and past activities of context analysis, 
requirement collection, specification of the use cases and architecture, definition of the platform and the 
challenges of the integration work. 

Chapter 4-6 are dedicated to the BUTLER platform components: Smart Servers (each described 
individually), Smart Mobile and Smart Object. For each platform and its components the evolution of 
functionalities and APIs from the previous documentation (deliverable 5.1) and a performance evaluation 
are documented. This work is the result of the final integration activities of the third year and can be 
considered as an update of what has been documented in deliverable D5.1 at Month 30. This 
documentation is complemented for each component by a description on the Open Platforms portal: 
http://open-platforms.eu/ which serves as main reference for the technical documentation of the 
components. The use of the portal enables further evolution of the components and their documentation 
and provides larger visibility of the components and is aligned with the exploitation strategy presented in 
Deliverable 6.3.  

In chapter 7 the platform quality assessment through the field trials of SmartOffice, SmartShopping, 
SmartParking, SmartHealth and SmartTransport is documented. Section 7.1 reminds the framework in 
which the field trials are taking place and the overall process and metrics set up. Each field trial then 
provides a scenario overview and description. The description of focus on providing elements for 
evaluation of the trial result and of the BUTLER platform components used: the architecture and 
components used are described, with a mapping on BUTLER reference architecture, a security assessment 
and feedback is provided and metrics for the platform assessment through the trials and for the trial in 
itself are evaluated. The field trials are also documented in details on the Open Platforms portal: 
http://open-platforms.eu/ providing additional context information, details on the scenario and user 
involvement and links to the main components used.  

Finally, chapter 8 provides an overall vision of the BUTLER platform qualities from the point of view of the 
main technical activities of the project: Enabling Technologies (Work Package 2), Architecture (Work 
Package 3), Implementation (Work Package 4) and Integration (Work Package 5). It also provides conclusion 
and vision on possible future developments.  

This deliverable is of foremost importance for the BUTLER project, as a final deliverable on the main 
project production: the BUTLER platforms. In conjunction with the Open Platforms portal, it 
documents the final state of the project technical components and technology deployments 
outcomes. It also provides a vision and first assessment of the component performance and 
qualities. This evaluation is reinforced by the actual deployments of the project component in live  
field trial covering many application domains and involving end users and important external 
stakeholders. In this aspect, this deliverable is not just a documentation of the project outcomes but 
a proof that the approach promoted in the BUTLER project is  sound and directly applicable in real 
life deployments.  

The enabling technologies developed in Work Package 2 (see D2.5) have been well integrated in the 
platform and therefore demonstrate the viability of the BUTLER approach and the importance of 
these advanced technologies to create value added IoT applications.  

http://open-platforms.eu/
http://open-platforms.eu/
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The BUTLER Architecture has been demonstrated to be able to provide a set of principles and guidelines 
that can be used to build any kind of IoT systems. The actual realization of each functional component has 
been shown to be not predefined and to depend on the actual requirements of the given scenario. In 
general, functional components realizations are not provided as isolated software modules but usually as 
part of a BUTLER entity instance. The BUTLER Architecture is extensible, so that new functional components 
can be defined and added to the architecture. 

BUTLER modular approach of platform generated numerous reusable components over 3 well defined sub 
platforms:  

 The Smart Object/Gateway Platform provides the interface between the physical and cyber world. 

 The Smart Server Platform decomposes the server functionalities in terms of several technical 
services such as localization, behavior prediction, security, context capturing and user profile 
management. 

 The Smart Mobile Platform has provided a common framework and already implemented functions 
(security, connection to gateway, connection to smart servers, etc.). 

BUTLER paid a particular attention to effectively perform the integration of those platforms and provide 
tangible application results running in real-world conditions. It organized many demonstrations to prove 
the concepts of the project, as well as running trials in the project’s target domains such as smart city, 
smart healthcare, smart shopping and smart transport. Successful integration examples have been 
presented in this document, showing the efficiency of the BUTLER’s platform modular approach, in 
particular in terms of effort of development. 

Overall, the approach adopted in BUTLER has proved to be effective to be able to release the three 
platforms according to the defined architecture and to ensure their use in the demonstrators and 
trials, creating for developers a common horizontal environment offering several heterogeneous 
components contributed by the project partners. 

Many of the developed services will live beyond the project as explained in the final exploitation 
plan deliverable of the project (D6.3). In particular, the smart gateway platform will be maintained 
beyond the project and will continue incorporating additional support for legacy and emerging IoT 
technologies. The platform is being used in other European projects and being leveraged with 
additional tools such as IoT application development and processing and storage of IoT data in the 
cloud. 

Larger scale deployment and adoption of the BUTLER platform components (through the Open Platform 
initiative, see D6.3) now seems at hand, it should however be accompanied by further research to augment 
interoperability, but also robustness and to push further the context awareness enabling technologies (and 
their integration), as this will be needed to provide impacting IoT applications. 
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2. Introduction and Objectives  

2.1.  Purpose of the document 
The purpose of this document is to present final integration steps of the BUTLER platform as the result of 
the project work. It also provides a final description of the BUTLER field trials. This deliverable extends and 
updates the information provided in Deliverable D5.1 – BUTLER Platforms and Pervasive Functionalities, 
providing a final view about the platform components. 

2.2.  Intended Audience 
The report is a documentation of the activities from the working partners as it reflects the expertise of the 
project members, their assets and their wills and defines the final integration effort within the project time. 
The document also targets members of other IoT related projects. The purpose is to inform interested 
readers about BUTLER final integration and to encourage other projects to use the developed knowledge or 
to identify possible synergies. 

Finally, the report and more especially its comprehensive “Platform Quality Assessment through field trials” 
section should provide a complete overview about the final BUTLER platforms and its executed field trials. 

2.3.  Document Structure 
According to its title and purpose, this report provides information about the BUTLER platform and its 
quality in 4 main sections: 

 Section 4 refreshes and updates the technical description and guidance to developers about 
the APIs and features of the integrated SmartServer platform; 

 In section 5 the integrated SmartMobile platform is documented and evaluated; 

 Section 6 describes the SmartObject platform; 

 Section 0 is dedicated to the final architecture, components, deployment aspects and quality 
assessment of the BUTLER trials. 

Additionally, it should be noted that this document is complemented by the documentation of the BUTLER 
components (Smart Servers, Smart Mobile and Smart Object) and field trials in the Open Platforms portal. 
The Open Platforms portal was selected for technical documentation in order to increase visibility, 
reusability and adaptability of the BUTLER components beyond the project. The BUTLER Platform as a 
whole can be identified on the portal by the “butler” tag: http://open-platforms.eu/?s=butler 

2.4.  Suggested Previous Readings 
This document can be read without any prior knowledge of BUTLER. However, to make the user get the 
most of it, the following BUTLER deliverables should be read first:  

 Deliverable D1.1 – Requirements and Exploitation Strategy [1]. It provides the information about 
the BUTLER use cases, applicability domains and requirements.  

 Deliverable D1.2 – Refined Proof of Concept and Field Trial Specification [2]. It will provide a better 
understanding of BUTLER planned field trials and proofs of concept.  

 Deliverable D3.1 – Architectures of BUTLER Platforms and Initial Proofs of Concept [4]. It provides 
an overview of the initial proposals for the architecture of BUTLER.  

 Deliverable D2.4 – Selected technologies for BUTLER Platform [5]. It provides information about the 
technological choices BUTLER has made in order to meet its requirements. 

 Deliverable D5.1 – BUTLER Platforms and Pervasive Functionalities [9]. This is an overview about 
the progress on the platform components in year two. 

http://open-platforms.eu/?s=butler
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3. BUTLER Platform as a whole  

This section provide a short introduction, summarizing the vision of the BUTLER project and past activities of 
context analysis, requirement collection, specification of the use cases and architecture, definition of the 
platform and the challenges of the integration work.  

Acknowledging the transforming potential of IoT on many aspects of our societies, the BUTLER project 
aimed to develop a natively secure, pervasive, energy-efficient and optimized context-aware opened 
architecture, by bundling and integrating IoT technologies and services to transparently learn and infer the 
behaviours and needs of users, acting on their behalf, and protecting them, so as to improve their quality of 
lives. Existing research and development work deals with IoT from a given vertical application domain. 
There exists smart solutions within domains such as smart home, smart health, smart transport, etc. (see 
Figure 1). However, hardware and software components created for a given application domain is isolated 
and limited in reusability, thus not efficient from both developers and users point of view. Besides the 
technical drawbacks, this monolithic approach results in a rigid value chain in the IoT market, instead of 
having a flexible one allowing various actors (from large groups to SMEs, startups and web entrepreneurs) 
developing those HW/SW components being equally part of the value chain in a market which is estimated 
to have a $1.9 trillion value add in 2020, according to Gartner. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: IoT Today: domain-centric, vertical solutions  

BUTLER’s main goal was, in contrast to the existing solutions, to provide a horizontal platform where IoT 
devices can be reused by various applications from different domains via intermediate value added services 
such as localisation, context capturing, behaviour capturing, security management, etc. BUTLER, beyond 
the state of the art, thus designed and demonstrated the first prototype of a comprehensive, pervasive and 
effective context-aware information system, which operates transparently and seamlessly across various 
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scenarios towards a unified smart life environment. BUTLER provides APIs that allow using those devices 
and services in an easy and secure way, next figure illustrates the BUTLER vision. 

 

 

Figure 2: The BUTLER platform composed of reusable components across various smart life domains 

3.1.  Context and requirements 
The BUTLER project has initially identified a set of vertical user stories that could be implemented in order 
to show meaningful IoT applications in the SmartHome/SmartOffice, SmartCity/SmartParking, 
SmartTransport, SmartHealth and SmartShopping domains. The project had a 3 phase iterative approach. In 
the first phase, at its first year, the project showed initial demonstrators and vertical field trials based on 
heterogeneous IoT technologies, in the second phase we had a first integration among various project 
achievements and demonstrated it via horizontal demonstrators, and in the final phase at the 3rd year we 
have shown several demonstrators and field trials the complete horizontal integration of the BUTLER 
platform. 

The BUTLER Platform system requirements were extracted from the initial user stories analysis: 

 Functional requirements; 

 Non-functional requirements (quality attributes): Latency, availability, scalability, correctness, 
durability, fault tolerance, simplicity, mobility, ubiquity, portability, precision, security, privacy or 
other ethic issues, etc;  

 Constraints (on design and implementation): Required standards, technologies, languages, 
databases, operating systems, etc.  

More than 70 use cases were defined from which 500 requirements were deducted. Those results were 
impossible to analyze in a flat structure, imposing to adopt an agile method and recursive iterations on 
backlogs where user stories were prioritized. 
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Figure 3: User stories analysis methodology 

The main system requirements identified in this phase were related to near-real time data processing, 
context capturing and modelling, behaviour prediction, plug & play and self-adaptation, as well as 
security and privacy. Among those requirements, security and pervasiveness were the two key ones 
that mainly provided the guidelines while designing the architecture. The main requirements are listed 
in the Table 2. 

Description Rationale 

Users must be identified to use the system 

Different topics like 
- access control 
- rights management 
- privacy management 
require the users to be identified and 
authenticated 

The consumer's authentication must be 
quick and simple. 

Difficult authentication will not be suitable for 
usage for example in real shops or in any of the 
other situations / locations where a user must be 
authenticated. 

The system shall respect the privacy of users 
in all respects 

Privacy control is one of the most important 
acceptance criteria for BUTLER. 

The system shall take into account place & 
end-user privacy preferences 

Privacy control is one of the most important 
acceptance criteria for BUTLER. But in order for 
BUTLER to perform its "magic" a certain amount of 
data sharing between users is necessary and 
encouraged. So this data sharing must always be 
fully under the control of the user. 

The system contains a role management, 
where 
- different users can have different roles 
- roles can be shared by users or groups of 
users 

Some specific privileges should be granted for 
example to the owner of a place to define access 
control & privacy rules as well as to manage place 
embedded sensors. 
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Description Rationale 

- a user can have a different role with regard 
to different services within the system 
- access to certain services can be restricted 
according to the roles a user has 

the system shall be able to administrate 
different user levels 

the system should have different levels for 
different person for example a doctor is able to see 
everything, a friend only restricted view etc. 

The system shall allow the user to 
personalize his/her user profile 

The users will personalize their profile in order to 
specify their preferences. Based on the nature of 
the user, this personalization can be different for 
different users. 

The system shall enable the owner to 
set/create the applications proposed within 
his place.  

It's up to the owner to decide which applications 
are relevant for his place. Locally-wised 
applications chosen by the owner himself would 
improve the experience of the places 
Addressed ethical concerns: 
Free will of the user / self-determination of the 
individual is taken care of, by allowing the user to 
choose which services to use (or refuse) 

The system shall be able to deliver reports or 
notifications to users or groups of users 

On detecting problematic or illegal situations, the 
system will have to be able to notify the correct 
authorities 
Addressed ethical concerns: 
To a certain extent law enforcement abilities will be 
designed into the system from the beginning. 
Additional ethical concerns: 
Of course this in turn raises extra questions about 
privacy and self-determination that need to be 
considered carefully in this context. 

The system shall provide the means for the 
identification of the object associated with a 
user 

For example in the SmartTransport environment: 
Guaranteeing that a given car is the one being 
driven by the user is a key functionality. 
Additional privacy concerns: The identification of 
such relations between objects and individuals 
need to be controlled and protected same as any 
other personal data. 

The system shall identify and localize users / 
actors in a certain area 

outdoor as well as indoor localization system 
should be provided in order to detect the accurate 
location for example of the volunteers on request 
Additional privacy concerns: The localisation of 
individuals needs to be controlled and protected 
same as any other personal data and it must be 
possible for individuals to hide their current 
location if they so desire. 

The system must be able to monitor 
individual objects, such as e.g. 
- specific streetlamps  
- water valves and actuators  
- vehicles and their occupants 
 

In order to control objects, the system needs to be 
able to monitor them first. 
The system also needs to be able to monitor 
services being executed on or with an object, such 
as e.g. assistance given to a vehicle 
Additional privacy concerns: it is important to 
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Description Rationale 

In order to do this, certain information about 
the objects must be known to the system 
e.g. 
- physical location of an object 
- status of the object (like full/empty, on/off, 
open/closed) 
- relation of the object to other objects or 
users 

protect individual users’ data as soon as these 
users have a relationship to a specific object. 
 

The system shall provide the users with 
several user interfaces, according to the 
individual needs and preferences of a user or 
the situation the user is in. 

In order to allow all kinds of users to interact with 
the system and to ensure maximum usability, user 
interface design will be a crucial topic for BUTLER 
Additional privacy concerns: It is very important to 
BUTLER to design all interfaces and the 
communication between interfaces and the system 
in such a way, that data protection and privacy is 
always ensured. 
Other additional ethical concerns: In order to be 
usable by all members of the public the design of 
accessibly (barrier free) interfaces is of the utmost 
importance in BUTLER 
 
 

All communication shall be secured  

It must be possible for non-registered users 
to make use of selected resources that are 
managed by the system. 

Except under certain circumstances, non-registered 
users may use a parking space with the same rights 
than registered users. 
Addressed ethical concerns: There cannot be two 
classes of citizens, those with access to BUTLER and 
those without. Both user groups need to have the 
same basic rights to public offerings. 
 

The system needs to be implemented with 
usability always in mind. 
- The human computer interaction with the 
system must be user friendly and appealing. 
- Messages from the system need to be easy 
to understand and act upon. They should be 
motivating to the user. 
- maintaining / updating information needs 
to be fast and easy for the user 

The design of the user interface(s) is one of the key 
issues in BUTLER: Because users can have all levels 
of technical expertise and need to be able to 
interact with the system from remote, this is a 
critical issue 
Addressed concerns: In order to be usable by all 
members of the public the design of accessibly 
(barrier free) interfaces is of the utmost 
importance in BUTLER 
 

Data shall be secured at all times within the 
system, i.e. 
- when being stored in the system 
- during communication between parts of 
the system 
- while the systems communicates with other 
systems 
- when being accessed by a user 
- while being entered into the system 

Users must be sure that only accepted data are 
sent to the services and that such data are not 
corrupted or tampered with. 
The system also needs to make sure, that users do 
not cheat while entering data into the system. 
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Description Rationale 

Updating user devices with service specific 
application shall be secure 

The device shall not be updated with corrupted 
application. 

The system must use cheap RFID or wireless 
sensors to detect which items were 
forgotten  

The system should rely on non-invasive technology 
to increase comfort of use and reduce cost 

The system must be able to communicate 
with 
- remote parts of the system (like sensors, 
cameras, microphones, screens etc.) 
- Other systems for example to collect data, 
raise alarms etc. 
- human recipients (registered and not 
registered users, administrators, control 
personnel etc.) 

The system should be as flexible as possible with 
regard to communication, for example the user 
should not have to be physically connected to the 
system, and there must be means to access the 
system remotely. 
Additional privacy concerns: It is very important to 
BUTLER to design the communication between all 
parts of the system in such a way, that data 
protection and privacy is always ensured. 

The places should be equipped with network 
infrastructure elements that provide 
sufficient capabilities to allow for example 
real-time video streaming  

One camera should be deployed within the place 
(here the platform) to allow people to remotely 
check the situation. 
Additional privacy concerns: Access to any data 
collected by sensors, cameras or other machines 
that includes personal information will have to be 
protected by BUTLER at all times. 
 

The system needs to be able to aggregate 
and correlate data from different sources to 
gain the correct information. 

For example the detection of a crowd  is a difficult 
task that would benefit from the aggregation of 
several sources of information like usage of GSM 
antennas or streaming from the city cameras 
Additional privacy concerns: Access to aggregated 
and correlated data that might still allow finding 
out individual personal information will have to be 
protected by BUTLER at all times. 
Other additional ethical concerns: The system 
needs to make sure that information derived from 
aggregated or correlated data to predetermine 
user behaviour can be accessed and if necessary 
negated by the user. 
 

Table 2: BUTLER main requirements 

3.2.  Architecture 
Four main architectural layers have been defined to cover all the necessary functionalities to fulfill the 
requirements: Communication, data & context management, services, system & device management. 
At the same time, once the project identified required architectural components, an analysis of 
existing related work such as IoT-A and FI-WARE architectures has been taken as a basis for the 
definition of some BUTLER functional components. Other frameworks or standardization efforts have 
also been used whenever necessary. As previously presented, it is important to remember that 
BUTLER systems are deployed into three different entities: BUTLER SmartObject, BUTLER SmartServer 
and BUTLER SmartMobile. Details on the BUTLER architecture can be found in the Deliverable 3.2 of 
the project. The 4 layers of the architecture are illustrated in the Figure 4. In brief: 
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Communications Layer handles the end-to-end holistic communication infrastructure (based on 
standards as much as possible) that connects SmartObjects, SmartMobiles (client devices) and 
service execution platforms (SmartObject Gateways and SmartServers). 

Data/Context Management Layer specifies the data models, interfaces and procedures for data 
collection from context data sources and for processing that data in order to provide context 
information. It transforms raw data to high level rich information. 

System/Device Management Layer comprises the necessary components for management and 
maintenance of SmartObjects, Services and any other system-wide entity, such as configuration, 
software management, performance management, or diagnostics. 

Services Layer defines necessary components and interfaces for description, discovery, binding, 
deployment and provisioning of context-aware services. 

 

Figure 4: BUTLER Architectural Layering 

The Figure 5 gives a more detailed view of the architecture. The Communications Layer is responsible for 
enabling the secure connection and the interoperability of the Smart Object Gateway, Smart Servers and 
Smart Mobile (mainly based on IP connectivity). Physical objects use heterogeneous standards, protocols 
and. These objects communicate between each other and with other systems. To this purpose, an IoT 
Protocol Adapter functional group ensures the interoperability across different communication 
technologies, hiding the different protocols and standards used by individual objects. The Communications 
Layer also provides the capabilities for discovering BUTLER devices (aka SmartObjects). A Device Directory 
functional component is responsible for storing data and information about the SmartObjects. Since the 
communication of SmartObjects is usually not reliable, a Network Monitoring functional component is used 
to continuously check the current status of the network and evaluate the related performances. Moreover, 
the Communications Layer provides a functional component to manage the connectivity of users’ 
SmartObjects (which can use different technologies such as 3GPP, Wi-Fi, Ethernet) to the remote or local 
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BUTLER servers. Similar to BUTLER SmartObjects, some functionalities for the maintenance of directories of 
BUTLER user SmartObjects and BUTLER SmartServers are provided. Security services such as authentication 
and authorization are also provided. The authentication and authorization functionalities ensure that only 
identified and authorized SmartObjects (and SmartObjects) can join the BUTLER network in order to ensure 
a secure access control and that access to the resources provided by SmartObjects is secured as well. 

 

Figure 5: BUTLER detailed functional architecture 

The Data / Context Management Layer is responsible for all data- or context-related functionalities, 
including collection and capturing of different types of data, persistent storage, processing of data as 
events, either simple or complex, and the definition of context associated to entities. This layer 
specification includes several functional components and the required data models used by them: context, 
which represents highly dynamic data, or more static that can be profile/user or device related. A particular 
type of user data is about the behavior of the user that can be inferred by sensor and contextual 
information. Both Simple and Complex Event Processing functionalities are provided. Context aware 
information also results on the analysis of multi-sources data collecting. 

Location and User Profile data are also part of this layer and two specific functional components are 
defined here in order to manage these data. By considering the complexity of user events, context and 
profile data (like location and movements, preferences, actions, etc.) a specific functional model for 
Behavior Capturing can produce higher level behavior understanding of the user, in terms of current or 
expected activities and situations. A generic functionality is represented by Persistent Storage which gives 
the possibility to applications to store data. Contextual information related to entities is provided by a 
Context / Behavior Information Provider, which relies on Complex Event Processing to achieve its purposes. 
Specific functional entities are also modeled to enable the management and acquisition of data sources by 
users: Data Management and Marketplace Portal, which enables services to discover virtual entities, and 
Context Management Portal, to manage the context associated to each of said entities 

The Services Layer is responsible for the description, discovery, binding, deployment, and provisioning of 
BUTLER services. It is also responsible for making said services available to the applications created by 
service developers. The Services Layer provides also the generic enabler for Data Discovery, which supports 
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the functionalities associated to the discovery of data sources and to the discovery of entities representing 
physical entities and the association of context declarations to each of those entities. Finally, an Application 
Repository and a number of built-in services and applications are also provided as part of the Services 
Layer. A Service and Resource Model allows representing different devices in a homogeneous way, allowing 
accessing their provided data and functionalities and building then BUTLER Applications based on resources 
provided by various devices. A number of associated functional entities support this Service and Resource 
Model by enabling registration and discovery of SmartObjects and the services and resources they host.   

Finally, the System / Device Management Layer provides the means for the monitoring and management of 
SmartObjects, Services, Data Sources, Context definitions and Entities. The functional components it is 
made of play also a role in the rest of architectural layers. 

In all of this specified layers the components have been defined according to functional and non-functional 
requirements whose definition have resulted of the process described earlier in this document. It has not 
been intended to develop a totally new architecture, but to reuse as often as possible the resulting works 
of some close EU initiatives, such as IoT-A or FI-WARE. 

3.3.  Integration of the platforms 

BUTLER platform is composed of 3 main blocks:  

The BUTLER Smart Object gateway is the interface between the physical and the cyber world. The IoT 
devices such as sensors and actuators provide the information about the physical world and perform 
actions on it, while the gateway is being in charge of collecting, integrating and aggregating that data and 
actions to the service of applications and/or higher level services. The gateway allows interconnection of 
heterogeneous IoT devices by providing an abstraction layer based on a service oriented approach. The 
devices capabilities (eg, sensing and actuating) are provided in terms of “services” to the higher layers. 
While providing support for various southbound IoT protocols such as CoAP, Zigbee, enOcean, etc., it also 
provides support for various northbound access protocols such as HTTP REST, MQTT, JSON-RPC, etc. 

The BUTLER Smart Server is the interface to the world of digital information, processing and mediating 
information that is relevant to users and BUTLER applications. It consists of many components, each one 
providing a set of APIs to applications. BUTLER application developers can find in the BUTLER SmartServer 
platform common required functionalities that could be used by several applications: localization, security, 
user profile management, behavior prediction etc. By accessing the corresponding SmartServer, developers 
can integrate the functionality offered by a SmartServer into the application business logic, simplifying its 
complexity and reducing the time to build a smart application. 

The BUTLER Smart Mobile is the interface between the end-users and the BUTLER platform. It provides a 
client side of a BUTLER mobile application. However most importantly, it provides a framework to build 
and distribute BUTLER applications, including the SmartMobile client, a server-side architecture acting as an 
application store, and a set of tools that are used by developers to deploy their BUTLER applications.  

And finally, the Security and Trust Service ensures that only authorized entities can be integrated in 
the BUTLER Platform environment and that only authorized applications can access to provided 
services and resources.  For security perspective, the Trust Manager enables end-to-end security 
between a data/action provider and a data/action consumer. From the privacy perspective, the trust 
manager dissociates the security roles and ensures that data cannot be retrieved and used by 
entities without provider agreement. 

The development of the enabling technologies for each of these layers and their integration into a 
horizontal BUTLER platform thus provides a reusable and efficient technological platform for the creation 
and deployment of secure, context-aware IoT applications. Figure 6 illustrates BUTLER’s 3 main layers 
including the transversal security layer. 
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Figure 6: BUTLER Smart Platforms  

 BUTLER platforms have been built upon service oriented architecture (SOA) 1 In order to achieve this 
reusability and horizontal approach. The architecture has been designed within the project by taking into 
account the requirements identified at the beginning of the project. Those requirements and the 
architecture are presented in the next two subsections. 

 

                                                           
1
According to the OASIS (http://www.oasis-opencsa.org/), SOA is a paradigm for organizing and utilizing distributed 

capabilities that may be under the control of different ownership domains 

http://www.oasis-opencsa.org/
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4. Integrated SmartServer Platform  

This chapter provides performance evaluation of each SmartServer software component. An overview of 
each component is then given along with all the updates, since previous version (described in D5.1 [9]). For 
each component, a sub-section is dedicated to describe the metrics that have been used in evaluation phase 
and also a quality assessment is carried out. 

Each of the SmartServer component sections is thus organized in the following sub-sections: 

- Overview of the SmartServer software component; 

- Evolutions  from previous documentation with updates since D5.1 [9]; 

- Performance evaluation: description of chosen performance evaluation metrics and tests results. 

Aligned with the BUTLER architecture model, each Smart Server provide dedicated solutions to specific 
issues, and each server has thus been evaluated according to its own specific metrics (defined in Deliverable 
5.1 [9]). Some general common metrics are however shared by some servers, such as: 

- Throughput: number of requests processed per minute per SmartServer; 

- Maximum number of users: maximum number of users that can send requests at the same time; 

- Average Response Time: amount of time SmartServer takes to return the results of a user request; 

- Memory: amount of memory required to run a component with a growing number of users. 

The evaluation procedure took into account the realistic use of the components. 
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4.1.  DDX SmartServer  

4.1.1. Overview 

As described in deliverables D4.1 [7] and D5.1 [9], Device Data eXchange (DDX) is a BUTLER SmartServer 
instance implementing or using some of the functional components defined in the BUTLER Architecture, 
namely the Data Marketplace, the Resource and Context Exposition, the Complex Event Processing engine 
and the Permanent Storage. 

One of the functionalities provided by BUTLER is the possibility of accessing exposed data generated by 
BUTLER SmartObjects. This exposed data can be roughly described as a continuous flow of values of a given 
Resource. Such functionality enables third-party developers to create new applications on top of BUTLER. 
BUTLER addresses the exposition and purchase of BUTLER SmartObjects data by said third-parties through 
a horizontal BUTLER SmartServer, Device Data eXchange, which mediates between SmartObjects and 
applications. This functionality aims to enable Service Developers to discover and use data from 
SmartObjects through a single discovery point. It also addresses the management of simple events that 
Service Developers can define taking SmartObject data as input. That way, Service Developers can define a 
set of conditions that take SmartObject data as input and trigger actions whenever the conditions are met. 
Such simple events are named Business Events. Two main roles are thus defined: the aforementioned 
Service Developer and the so-called Device Owner: 

 Device Owners are the actual owners (or administrators) of SmartObjects. They are the ones that 
make a decision on sharing with third-parties the information coming from their SmartObjects. 

 Said third parties, Service Developers, are in turn those wishing to use data coming from 
SmartObjects to create new services and applications. 

DDX comprises two main functional modules: 

 The Real-Time Data Marketplace is the SmartServer front-end and supports two different types of 
users: the Data Owners, which interact the Data Owner Portal (DOP) to define the way the data 
streams from their sensors and devices are organized and shared; the App Developers, which 
interact the Dynamic Data Mall (DDM) to discover the data streams that matches their 
requirements; 

 The DDX Data Broker is the DDX SmartServer data communication and processing module. It 
accepts data streams from SmartObjects, organizes them according to the Data Owner rules and 
provides the new data streams to the domain-specific apps designed by Service Developers. 

DDX relies on the BUTLER Security Framework to provide secure transfer or data from SmartObjects to the 
DDX SmartServer. The interface between the DDX SmartServer and the applications created by Service 
Developers takes advantage of the Mosquitto broker security features. It is secured by means of TLS and 
authorization based on the credentials provided by the applications and distributed beforehand when the 
subscription was created. 

A full description of the DDX functionality can be found in the Open Platforms for the IoT web site 
(http://open-platforms.eu/library/device-data-exchange-ddx/). 

4.1.2. Evolutions from previous documentation 

Evolutions from previous documentation have not been significant. Most of the effort has been put in the 
stabilization of the DDX code, especially with regard to the Complex Event Processing-related code. 

The only significant enhancement has been the introduction of a recovery tool to enable the recovery of a 
given deployment after a fatal crash. The tool allows reloading both the data stored in the relational 
database (related to users, data sources, entities, context attributes, etc.) and the rules deployed in the 
Complex Event Processing engine. Such rules are created through the Real-Time Data Marketplace and 

http://open-platforms.eu/library/device-data-exchange-ddx/
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deployed to the Complex Event Processing engine within the DDX Data Broker. The evolution has included 
the procedures to store also the CEP rules in the relational database in plain text. A cron program backups 
the database contents periodically. If a fatal crash happens, once the DDX software has been installed 
again, a Java program is run to reload the database contents and to deploy again the CEP rules. That way, 
the DDX installation keeps the configuration and the dynamic features (data sources, entities, context 
attributes, business events…) that have been created by the DDX users. This procedure does not support 
the restoration of the device measures stored in the NoSQL database. 

4.1.3. Performance Evaluation 

4.1.3.1. Relevant Metrics 

The DDX SmartServer has passed all the functional tests that have been carried out. The main purpose has 
been to verify that a Complex Event Processing core is functionally able to support the data stream 
distribution, filtering and event creation and notification delivery. That is, the key functionalities that have 
been specified. 

Apache S42 v0.6 [10] performance has been tested and is able to process up to 200k messages per second 
and per stream. Measures of the latency introduced by the overall DDX were of two second for a given 
measure received in the system. It means that it takes two seconds for a measure, since its arrival to its 
delivery to the Service Provider application, through its process by the S4 core and its transfer to the 
Mosquitto broker. 

As stated in D5.1 [9], S4 Checkpointing and Recovery [11] have not been activated. The DDX recovery tool 
that has been described in the previous section does not intend to replace S4’s native procedures. Instead, 
it simply aims to provide a tool for enabling the migration of the data and configuration of a DDX in case of 
global failure. 

Finally, it is worthy to mention that Apache S4, which was the open source CEP engine chosen to 
implement the DDX Data Broker, has lost momentum in favour of Apache Storm3 (no new Apache S4 
distribution has been released since June 2013), and therefore new developments and capacity tests 
should be carried out once the DDX Data Broker is migrated to Apache Storm. 

4.1.3.2. Individual Component Quality Assessment 

All the functionalities provided by the DDX SmartServer have been extensively tested by using both data 
stream simulators and real integration with sensors from other partners’ components (such as those of 
Tecnalia). As a result, a number of change requests were issued and fixed.  

At the end, it has been concluded that DDX SmartServer reaches Technology Readiness Level 4 (technology 
validated in lab). Documentation about DDX SmartServer (installation, technical description and user guide) 
can be found in http://open-platforms.eu/library/device-data-exchange-ddx/. 

                                                           
2
 Apache S4 is an open-source, general-purpose, distributed, scalable and fault-tolerant, platform for processing 

continuous unbounded streams of data. S4 was initially released by Yahoo! Inc. in October 2010 and is an Apache 
Incubator project since September 2011. S4 provides state recovery and inter-app communication among other 
interesting features. S4 combined with jBoss Drools as Business Rule Engine have been used to implement the traffic 
plane in the BUTLER DDX concept and to allow the Service Developers to create new data streams and to define 
business events. 

3
 Apache Storm is an open-source, distributed, scalable platform for processing continuous unbounded streams of 

data. It was initially released at BackType in 2011 and become an Apache Incubator project after being acquired by 
Twitter in 2013. It provides guaranteed delivery of events, horizontal scalability, high message throughput rates and 
thread programming support. Additionally, Trident, a Storm extension, provides a high-level abstraction for doing 
joins, aggregations, grouping, functions and filters. 

http://open-platforms.eu/library/device-data-exchange-ddx/
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4.2.  Localization Manager SmartServer  

4.2.1. Overview 

The Localization Manager (LM) SmartServer estimates the positions of SmartObjects in real time and 
provides this piece of information to the other BUTLER components by using APIs based on RESTful HTTP. 
In fact, estimated positions are exploited by several  BUTLER  context-aware  applications  in  different  IoT  
domains,  such  us  Smart Health, Smart Parking and Smart Transport. In particular, the LM receives in input 
raw localization data (e.g., ranging measurements) from the SmartObject Gateway and provides as output 
refined localization data to the Context Manager. The LM is indeed able to process ranging measurements 
by means of the internal localization engine, which estimates the position of the SmartObjects. Moreover, 
the LM is even able to take as input localization data obtained through different technologies (e.g., ZigBee, 
UWB, GPS, etc.) that refer to the same physical object. As shown in the architecture depicted in Figure 7, in 
this specific case it is in the responsibility of the Localization Data Fusion (LDF) to combine multiple 
different input positions to achieve a more robust and reliable estimation. 

 

Figure 7: Localization Manager software architecture  

The LM SmartServer documentation is available on the Internet at the following URL: http://open-
platforms.eu/library/butler-localization-manager-smartserver/. 

4.2.2. Evolutions from previous documentation 

Compared to the API description reported in deliverable D5.1 [9], new APIs have been added that manage 
the SmartObject related information (e.g., different technology ID associated with the same user or get/set 
SmartObject information). This improvement has made more automated the process of the LM 
configuration in the reference scenario. In addition, all the external APIs exposed by the LM have been 
authenticated by using the Authorization SmartServer (TrustManager) presented in section 4.8.  

4.2.3. Performance Evaluation 

4.2.3.1. Relevant Metrics 

The metrics adopted to evaluate the LM performance have been defined in detail in D5.1 [9]. Here, we just 
briefly mention them.  

 Accuracy: is defined as the median of the positioning error, which is the distance between the 
estimated position and the exact position.  

 Precision: refers to the standard deviation of the positioning error.  

 Availability: represents the percentage of time the position estimation can be provided.  

 Latency: can be defined as the time interval between the time instant when the position estimation 
is requested and the time instant when such piece of information is indeed available.  

http://open-platforms.eu/library/butler-localization-manager-smartserver/
http://open-platforms.eu/library/butler-localization-manager-smartserver/
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 Scalability: is a feature proved when the potential of the system to work equally well in small and 
large setups hold. 

In addition to above metric, the following SmartServers common metrics have been taken into 
consideration: throughput and maximum number of users that the LM can manage. The software tool 
employed for carrying out the performance evaluation is Apache Jmeter [12]. 

4.2.3.2. Individual Component Quality Assessment 

To evaluate the performance of the LM, SmartHealth field trial data have been used, exploiting an 
experimental deployment at Tecnalia. During the measurements campaign, five pairs of ZIGPOS nodes and 
GPS devices were used: three of them were given a fixed position while the remaining two were made able 
to move. For this field trial, ZIGPOS localization engine (implemented in the SmartGW) has been used. The 
functioning is such that the LM receives the SmartObjects positions as well as GPS-based positions in 
conditions of satellite visibility. In some areas both estimations are available. In this particular case the LDF 
module properly combines the two measurements to obtain a final refined estimation. 

The measurement campaign lasted one day during which both ZIGPOS localization data and the combined 
locations were stored, the latter being taken after the LDF module. Since the exact trajectories of the 
mobile nodes were unknown, only static nodes were used to assess the LM performance. Figure 8 
graphically shows the estimations of the three static nodes deployed in the Tecnalia premises. 

 

Figure 8: Estimated positions in the SmartHealth field trial deployed in Tecnalia 

Numerical evidence of the observed performance is reported as follows. 

 Accuracy: the achieved position accuracy is 1.54 meters. Similar performance has been obtained 
considering the LDF module that combines both GPS and ZIGPOS positions. 

 Precision: the standard deviation of the localization error is 0.88 meters for both cases (ZIGPOS 
only and after the LDF).  



 

 BUTLER – Page 31/158 

287901 BUTLER Project deliverable 

 Availability: considering only ZIGPOS data, the position availability resulted equal to 96% while it 
increased up to 100% downline of the LDF, thanks to the GPS contribution. It is worth remarking 
that, when the ZIGPOS localization is unavailable the LM relies on the estimated position from GPS, 
which increases the system robustness of the system. 

 Latency: for the purpose of the SmartHealth field trial the ZIGPOS localization engine has been 
configured in such a way to estimate the positions every 40 seconds. As soon as a new position 
estimation is available, the GW sends the LM up-to-date information by resorting to a publish-
subscribe mechanism. Since the SmartGW and the localization engine run on a dedicated PC, the 
associated processing time is negligible and the overall latency experienced by the positioning 
before actually being available must be mainly ascribed to the network that connects the GW 
(physically deployed in Tecnalia) with the LM (physically deployed in ISMB). However this latency is 
smaller than 0.1 seconds, thus anyway negligible. 

 Scalability: so far, a total of 16 ZIGPOS mobile nodes including 10 fall detector devices have been 
deployed within the SmartHealth field trial. In this scenario, the LM has been proved to work 
properly without suffering of any scalability issues. 

Regarding the aforementioned network metrics, namely throughput and maximum number of users (i.e., 
devices) that the LM is able manage, results are shown in the figures below. It is worth mentioning that the 
LM SmartServer has been installed on a virtual machine characterized the following system resources: 4GB 
of RAM, 1CPU @3GHz. 

 

Figure 9: Localization Manager Throughput - 5 devices simultaneously 

 

Figure 10: Localization Manager Throughput - 100 devices simultaneously 
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Figure 11: Localization Manager Throughput - 800 devices simultaneously 

From the empirical tests performed on the LM server, it can be concluded that LM is able to smoothly 
operate from both the points of view of receiving data and storage in the database. In addition, the data 
processing implemented in the localization engine continued to work properly. Tests were carried out also 
extending the involvement to 1000 devices and it was verified that the throughput increased without 
interrupting the LM operations. 
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4.3.  Renewables Energies Forecasting SmartServer  

4.3.1. Overview 

The Renewable Energies Forecasting SmartServer provides predictions on power consumption and 
renewable power generation in SmartHome scenarios. It takes as inputs the current weather conditions, 
weather forecast, power consumption records, number of available wind mills and solar panel available 
surface. As described in deliverable D5.1 [9], the technologies involved are Complex Event Processing, a 
relational database storage and Java SE/EE. 

A full description of the Renewables Energies Forecasting SmartServer functionality can be found in the 
Open Platforms for the IoT web site (http://open-platforms.eu/library/renewables-energies-forecasting-
smartserver/). 

4.3.2. Evolutions from previous documentation 

The development and the documentation of this SmartServer were frozen after M24. 

4.3.3. Performance Evaluation 

4.3.3.1. Relevant Metrics 

As described in D5.1 [9], this component has been integrated into the Smart Energies PoC and the average 
use is extremely lower than the maximum the WS server can afford. 

4.3.3.2. Individual Component Quality Assessment 

Prediction accuracy relies on OpenForecast 0.5.0 using linear regression. At the end, it has been concluded 
that Energies Forecasting SmartServer reaches Technology Readiness Level 3 (experimental proof of 
concept). The main purpose of the forecasting component is to validate how forecasting can be feed from a 
Complex Event Processing engine. 

Documentation about the Renewables Energies Forecasting SmartServer can be found in http://open-
platforms.eu/library/renewables-energies-forecasting-smartserver/. 

 

  

http://open-platforms.eu/library/renewables-energies-forecasting-smartserver/
http://open-platforms.eu/library/renewables-energies-forecasting-smartserver/
http://open-platforms.eu/library/renewables-energies-forecasting-smartserver/
http://open-platforms.eu/library/renewables-energies-forecasting-smartserver/
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4.4.  User Profile SmartServer  

4.4.1. Overview 

User Profile SmartServer is a software module that, offering standard APIs as described in D5.1 [9], is in 
charge of the management of users’ profiles (together with Trust Manager). As described in Figure 12, the 
current version of this component is also connected to External Social Networks to enable the link between 
a user profile and his/her existing social accounts on external systems. This functionality enables the 
applications to perform actions on Social Networks on behalf of the user, making available for them the 
social access tokens obtained as result of the connection processes. 

 

Figure 12: User Profile SmartServer high level architecture 

All the APIs provided by User Profile SmartServer are protected according to BUTLER authentication 
framework. It is important to point out that the primary user identity is administrated by Trust Manager 
and User Profile SmartServer only manages a profile extension. Using properly authorized tokens (validated 
by Trust Manager), applications can create new connections between a user profile and his/her social 
accounts, retrieve information about existing connections and delete or update existing ones according to 
BUTLER applications needs.  

As additional feature, the User Profile SmartServer allows to create and to delete a relationship between 
two external social accounts (e.g. a “following” relation can be created between two twitter accounts 
related to two BUTLER user profiles.)  

The User Profile SmartServer documentation is available on the Internet at the following URL: http://open-
platforms.eu/library/butler-user-profile-smartserver/ . 

4.4.2. Evolutions from previous documentation 

Authentication and authorization process has been changed in comparison with deliverable D5.1 [9]. The 
old process was locally managed by User Profile SmartServer, using the OAuth2 paradigm. Now the process 
is in charge to the M2M Resource Provider component (as described in Figure 12), which forward all the 
requests to Trust Manager (the component in charge of managing users’ primary identity and theirs tokens 
for the whole Butler platform). 

All the contents exchanged are now protected through an encryption key, thanks to this new approach.  

 

http://open-platforms.eu/library/butler-user-profile-smartserver/
http://open-platforms.eu/library/butler-user-profile-smartserver/
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4.4.3. Performance Evaluation 

4.4.3.1. Relevant Metrics 

As previously described in D5.1 [9], the performance evaluation is considered in terms of scalability of User 
Profile SmartServer for a growing user base and application requesting profile data. Exploiting some 
dedicated tool (e.g. Jmeter [12]) it’s possible to setup a set of significant tests (i.e. a likely sequence of 
requests) to evaluate the component in different load conditions. The objective is to find the technical 
system configuration that better fits the field trials’ needs. 

Consistently to what mentioned in 4.1, following performance metrics have been identified to be used to 
evaluate performance of this component: 

 Availability: represents the percentage of time where profile data can be accessed;  

 Latency: latency can be defined as the time interval between the time of request and the time at 
which the profile data is returned; 

 Memory: the amount of memory required to run the component with a growing number of users; 

 Throughput: number of requests processed per minute per SmartServer; 

 Maximum number of users: maximum number of users that can send requests at the same time. 

4.4.3.2. Individual Component Quality Assessment 

Performance metrics have been addressed through stress tests (component testing in critical conditions).  

Software used to perform stress test is Apache Jmeter, customized with Jmeter Plugins [12] in order to 
improve the monitoring capability. Jmeter configuration is further refined to support non-interactive mode 
and to show progress during test execution. As a matter of facts, non-interactive mode is the best choice 
due to high machine load. This is the custom configuration: 

#--------------------------------------------------------------------------- 

# Summariser - Generate Summary Results - configuration (mainly applies to non-GUI mode) 

#--------------------------------------------------------------------------- 

# 

# Define the following property to automatically start a summariser with that name 

# (applies to non-GUI mode only) 

summariser.name=summary 

# 

# interval between summaries (in seconds) default 3 minutes 

summariser.interval=180 

# 

# Write messages to log file 

#summariser.log=true 

# 

# Write messages to System.out 

summariser.out=true 

Test-Plan is configured with a typical operation on User Profile SmartServer component i.e. a 
getConnection request followed by an updateConnection action.  

In Jmeter each user is a thread to be allocated; thread number and period are both defined as variable. Let 

u = user number and t = test period in seconds, Jmeter allocates u/t threads per second and the incoming 
system load is l = u/t. 
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Throughput is defined as the number of transaction performed by the system. Since each user performs 
two action (getConnection and updateConnection), Throughput is Tx = u/t * 2.  

Jmeter allows listener definition to store results. As listeners rise up test complexity (in terms of system 
load for test environment), a minimum set was selected: 

1. Aggregate Report: it’s a test resume table; 
2. Transactions Per seconds (plugin): Result graph for throughput; 
3. Performance Monitor metrics Collector (plugin): JBoss memory in MB (via JMX); 
4. Performance Monitor metrics Collector (plugin):% CPU percentage use; 
5. Performance Monitor metrics Collector (plugin): % System memory percentage use. 

Jboss memory monitoring is possible through a ServerAgent plugin. This plugin is executed on Jboss 
machine. In order to expose JMX interface, following Jboss configuration has been made: 

# JMX remote management 

JAVA_OPTS="$JAVA_OPTS -Dcom.sun.management.jmxremote.port=9999" 

JAVA_OPTS="$JAVA_OPTS -Dcom.sun.management.jmxremote.authenticate=false" 

JAVA_OPTS="$JAVA_OPTS -Dcom.sun.management.jmxremote.ssl=false" 

Results are in following figures. 

 

Figure 13: User Profile Aggregate report 

 

Figure 14: User Profile Transactions per second 

 

Figure 15: User Profile Jboss memory 
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Figure 16: User Profile CPU usage 

 

Figure 17: User Profile System memory 

 

Figure 18: User Profile Threads per second 

Average throughput is 33,6 Tx/sec (from aggregate report in Figure 13), with peaks of 60 Tx/sec (Figure 14). 
Memory required from application server is shown in Figure 15. From aggregate report we can also infer an 
availability of 100% (0,00% of errors, system processed all transaction). As mentioned before, threads 
represent the number of user (Figure 18). Latency is in Figure 19: the average time obtained is around 
26msec. 

Note that tests involved only a single node, so performance could be increased in clustering environment 
proportional to number of nodes. 
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Figure 19: User Profile JMeter latency report 
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4.5.  User Behavior SmartServer  

4.5.1. Overview 

SAMURAI is a scalable event-based stream mining architecture that integrates and exposes well-known 
software building blocks for event processing (Esper), machine learning (Weka) and knowledge 
representation (Parliament) as RESTful services. 

 

 

Figure 20: User Behaviour (SAMURAI) Architectural overview  

Key features of SAMURAI include 

 Feature extraction: Convert raw low-level data and events into features that are more meaningful 
for comparison 

 Information fusion: Aggregate data from different sources to increase the confidence in the quality 
of the inferred information 

 Domain knowledge: Leverage background information to narrow down likely activities 

 Probabilistic correlations: Identify frequent co-occurrences in event streams to derive event 
patterns of interest 

The overall flow would be to (1) define complex patterns of events with the Esper query language, (2) wrap 
semantic and machine learning classification as custom Esper operators, (3) use complex events for training 
and classification purposes and (4) add statements and listeners to subscribe to complex events of interest. 

For more details, please refer to: 

http://open-platforms.eu/tool/samurai-a-streaming-architecture-for-mobile-and-ubiquitous-restful-
analysis-and-intelligence/ . 

4.5.2. Evolutions from previous documentation 

KU Leuven further enhanced its SAMURAI framework for complex context types and behavioral awareness. 
The major updates to the SAMURAI smart server are addition of support for data stream mining, persistent 
storage for internal building blocks and multi-tenancy for the clients. In addition to support for complex 
event processing with ESPER which helps in feature extraction (pattern recognition) from data streams, 
data stream classification and other fast mining algorithms are supported by an implementation of 
Hoeffding adaptive trees and integration of the Massive Online Analysis (MOA) library in SAMURAI. This will 

http://open-platforms.eu/tool/samurai-a-streaming-architecture-for-mobile-and-ubiquitous-restful-analysis-and-intelligence/
http://open-platforms.eu/tool/samurai-a-streaming-architecture-for-mobile-and-ubiquitous-restful-analysis-and-intelligence/
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complement the machine learning algorithms based on batch-learning from Weka. As before, each of the 
functionalities is exposed through RESTful interfaces. The earlier version of the SAMURAI architecture had a 
cache to temporarily store the data produced/consumed by its internal components. Now, CouchDB is 
integrated in the architecture to provide much more persistent storage for the internal components. In 
addition, the CouchDB will be utilized to store and maintain user behavior specific data such as maps of the 
building used by the semantic reasoning building block. Note that SAMURAI still does not offer any generic 
persistence features for past events or activities (these will be stored in the context exposition 
SmartServer).  

The Software as a Service (SaaS) / Platform as a Service (PaaS) and multi-tenancy paradigms of cloud 
computing are often positioned as practical approaches to offer various functionalities to a variety of 
customers with different needs. The multi-tenancy paradigm separates each user’s data and context to 
reduce the risk of exposing or using the wrong data. This work complements the functionalities provided by 
the authorization server for resource/application authentication and access. 

However, there are several concerns from a data management standpoint that make this endeavor not 
straightforward for context management.  

 Data isolation: separate each customer’s data and context to reduce the risk of exposing the wrong 
data; 

 Performance: manage the customer’s data that allows for collocation or isolation based on service 
level agreements or performance; 

 Management: add new customers in a flexible way and allow for cross-customer context support. 

Using dedicated servers per tenant offers good isolation from a security perspective, but wastes resources 
when the context management services are not used. Enabling multiple tenants to share a database and 
isolating tenant data by using separate tables for each tenant helps to reduce per tenant costs. SAMURAI 
achieves multi-tenancy by first having each customer authenticate. Also, separate ESPER instances are run 
per client. To simplify isolation per tenant in the semantic database, we instrumented SPARQL queries so 
that the tenant only accesses its own SPARQL graph. The NoSQL store is set up in replication mode to 
ensure high availability. The In-memory data grid acts as a distributed hash map and is the most frequently 
used and highest performing data access component. 

4.5.3. Performance Evaluation 

4.5.3.1. Relevant Metrics 

The objective of the evaluation is not to evaluate the effectiveness of the recognition, but the scalability of 
SAMURAI for a large user base. We will therefore evaluate in this section several architectural tactics to 
ensure the scalability of the SAMURAI framework in a distributed deployment along certain with common 
metrics such as availability, latency, memory and throughput, which are used to evaluate every BUTLER 
SmartServer.  

We use an experimental setup of 10 machines, each equipped with an Intel Core 2 Duo 3.00 GHz CPU 
and4GB of memory. All machines are linked to a 1 Gigabit network. We use an additional 5 machines to 
simulate event streams of a large user base. We refer to the former 10machines as the internal side of the 
setup, whereas the 5machines acting as load generators being the external side of the setup. Each 
SAMURAI instance is deployed on an Apache Tomcat 7.0.41 application server on a 64-bit Ubuntu 
12.04system. Per user (or tenant), SAMURAI processes per second on average: 

 60 REST requests from event sources (accelerometer and location events) 

 200 events (accelerometer, location, steps and all intermediate events) 

 15 internal semantic localization and activity requests 

 15 internal probabilistic classification requests 
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To create a better understanding of the performance impact of the event processing itself, we measured 
the overhead of handling REST requests. We exposed an empty dummy method with a POST interface and 
simulated 100 users, each sending out REST requests to this interface. Table 3 shows the processing time 
for handling REST requests and the CPU load. For a delay of 20 ms between each REST request, the 
processing time is 1.22 ms. The server processes 100 x (1000 / (20 + 1.22)) or about 4713 REST requests per 
second for all 100 users together, causing a CPU load of 52% for a REST method that required no further 
internal processing. This means that for every 1000 requests/second, the CPU load for pure REST 
processing goes up with about 10%. The maximum capacity is reached with a CPU load at 100% when the 
sum of the delay and the processing time per user request is about 9ms. 

Evaluations on the common metrics are as follows: 

 Availability (percentage of time for which SAMURAI is accessible):  
Measured the up time using an internal monitoring application that verified the availabilities of the 
APIs and the correctness of the result returned. During a 1 week experiment, we received an 
uptime of 99%. 

 Latency (time difference between requesting and receiving information):  
The latency of the framework was benchmarked against various APIs of our framework and we 
identified that depending on the type of request (ranging from simple event updates towards 
complex semantic queries), the latency varies between ~10ms up to 500ms. Note that these 
experiments do not account for latency caused by intermediate networks. 

 Memory (memory required to handle a growing number of users): 
Our solution is streaming oriented, and depending on the number of applications services and 
users being active on our framework, we observed a minimal memory consumption of 1.2 GB. In 
practice our solution consumes more memory for caching purposes and to optimize performance.  

 Throughput (number of requests processed per minute per server): 
Due to the heterogeneity of the building blocks of SAMURAI, the throughput varies with respect to 
the type of requests.  As shown in Table 3, the number of requests reached a maximum of ~11000 
when the sum of processing and delay time reached ~9ms. 

 Maximum number of users (maximum number of users that can be effectively handled at the same 
time):  
Again due to the heterogeneity of the building blocks of SAMURAI, the effective number of users 
handled varied depending on the type of the requests. For example, Fig. 12 illustrates the behavior 
for authentication requests with respect to an ideal behavior of linear scaling. 

4.5.3.2. Individual Component Quality Assessment 

Delay/user 
request 

Time/user 
request 

Request/second 
CPU load 

50 ms 1.29 ms 1950 + 21% 

20 ms 1.22 ms 4713 + 52% 

14 ms 1.66 ms 6387 + 71% 

 10 ms 1.81 ms 8467 + 82% 

8 ms 1.95 ms 10050 + 92% 

5 ms 4.08 ms 11013 + 99% 

3 ms 6.09 ms 11001 + 99% 

Table 3: User Behaviour processing time for handling REST requests and the CPU load 
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4.5.3.2.1. Runtime overhead of a multi-tenant setup 

After tenants have authenticated, the user identity is used to instrument each SPARQL query and REST 
request so that the tenant accesses its own data. The actual complex event processing, machine learning, 
and semantic reasoning services are shared across all tenants. 

In a first experiment we measured the runtime overhead between two instances where each tenant has its 
own dedicated instance where this instrumentation is hence not needed and a setup where the resources 
are shared with customization per tenant. In the latter, the tenant has to authenticate with an identity 
management system for which we use OpenAM4. OpenAM has RESTful interfaces to login and to verify 
authentication tokens in subsequent requests. The biggest impact is during the first interaction of the 
tenant with SAMURAI during which the following additional steps are taking place: 

 The tenant authenticates and receives a bearer token 

 The tenant details are retrieved from the identify management system 

Under a reasonable load, these two steps cause a latency of less than 100ms during the first request. After 
that, the tenant details are cached, and each additional request only requires verification of the bearer 
token. This simple step can be carried out in less than 5ms. The results are shown in Figure 21. It compares 
1) the impact of the load generator throughput, 2) the effect of a simple HTTP HEAD request against the 
Tomcat application container (without processing), and 3) the performance impact for verifying 
authentication tokens against a single OpenAM deployment. 

 

Figure 21: User Behaviour measuring the overhead of Tomcat and OpenAM authentication token verification on a 
single server 

                                                           
4
 http://http://openam.forgerock.org/ 
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4.5.3.2.2. Centralized versus distributed deployment 

The subsystems in SAMURAI expose their functionality through RESTful APIs, which makes a distributed 
deployment of every subsystem on a different node straightforward. The first experiment compares a 
deployment of all subsystems on a single node with a distributed deployment having every subsystem 
(Esper, Parliament, Weka) on a dedicated node. Figure 22 shows the performance results for 10, 50 and 
100 users for probabilistically classify the activity of an individual from multiple event streams and explores 
spatiotemporal characteristics among co-occurrent events such as accelerometer events for motion activity 
recognition, SSID and RSSI events of an active WiFi connection, and GSM Cell ID and Location Area Code 
events. The Single node bar depicts the CPU load on the centralized deployment, whereas the Esper, 
Parliament and Weka bars depict the CPU load on each dedicated node in the distributed deployment. One 
notices that for this particular experiment, the biggest impact is caused by the Esper component due to the 
number of events it has to process per user. With 100 users, the computational overhead of the event 
processing is too high for the events to be processed in (near) realtime, even when Esper runs on a 
dedicated host. 

 

Figure 22: User Behaviour, centralized vs. distributed deployment of the SAMURAI subsystems 

4.5.3.2.3. Distributed deployment with load balancing 

In this experiment, we deployed multiple instances of a complete SAMURAI system onto different nodes, 
and used a simple load balancer with sticky sessions to always redirect consecutive calls of clients to the 
same SAMURAI instance. In the background, a replication process ensures eventual consistency of the data. 
The performance results are shown in Figure 23. The results show that the CPU load goes down more than 
linearly with the number of SAMURAI nodes, which can be explained by the fact that grouping of events per 
user over time takes less time with fewer users per node. 
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Figure 23: User Behaviour, horizontal scalability of the SAMURAI subsystems 
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4.6.  Context Manager SmartServer  

4.6.1. Overview 

The Context Manager SmartServer is the component in charge of the management of context information 
about users and objects. 

Figure 24 shows a high level architecture of the Context Manager SmartServer, where an exposure layer 
offers to Context Sources and to Context Consumers a set of RESTful APIs over HTTP protocol.  

 

 

Figure 24: Context Manager SmartServer high level architecture 

Context Update and Get Context functions are already described in D4.1 [7]; in this section is detailed the 
mechanism adopted to support Context Consumers subscriptions on context data and the related 
asynchronous notification process. 

The Context Manager SmartServer allows Context Consumers (i.e. context-based applications) to submit 
subscriptions on context data. A subscription (also indicated as Context Query) is represented in Context 
Query Language (ContextQL) [13], an XML-based language that allows to model complex queries with filters 
and constraints on context data. The subscription request must contain also a public callback endpoint 
where the subscriber waits for the notifications. Every time the subscription query is satisfied, the Context 
Manager SmartServer sends to the specified endpoint the requested context data. 

The User Profile SmartServer documentation is available on the Internet at the following URL: http://open-
platforms.eu/library/butler-context-manager-smartserver/ . 

4.6.2. Performance Evaluation 

4.6.2.1. Relevant Metrics 

Performance of this component, as described in D5.1 [9], will be evaluated according to metrics related to 
time to process a context data update or to retrieve requested context and time to process a context query 
and submit relevant notification to subscribed applications. 

The objective is to find the technical system configuration that better fits the field trials’ needs. 

In particular the following performance metrics have been identified to be used to evaluate performance of 
this component: 

 Availability: represents the percentage of time where context data can be accessed from the Smart 
Server 

http://open-platforms.eu/library/butler-context-manager-smartserver/
http://open-platforms.eu/library/butler-context-manager-smartserver/
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 Latency: latency can be defined as the time interval between the time of request and the time at 
which the context data is returned. This can be measured both for updating and accessing context 
information 

 Query processing time: the amount of time required process a query and store it in the query DB. 

 Notification processing time: time needed, upon reception of new context data, to send a context 
notification according to active context queries 

A set of simulations (context updates from several sources and accesses from applications to retrieve 
context data) has been set up to model the regular behavior of the Context Manager. Also a set of sample 
queries has been set-up to measure query processing mechanisms for this components upon different 
context updates loads and deployed query scenarios. 

4.6.2.2. Individual Component Quality Assessment 

To test the latency time, we considered for example the context update of a device position (in the 
following we refer to it as deviceX), performed every 1 second, and repeated for one day. Each request has 
been processed on average in 50ms. The request processing included the storage of context data, the 
evaluation of the currently active context subscriptions, the queuing of possible notifications and the final 
response creation.  

The second step of the simulation enabled the evaluation of the query processing time, i.e. the time to 
access context data stored on the Context Manger. The first request accessed the just updated data (i.e. get 
position of deviceX): this kind of requests has been served on average in 10ms. Then, two more complex 
data accesses has been tested; in the first case we requested context data for user Donald that is 
connected in the User Profile SmartServer to the deviceX that just performed the context update. In the 
second case the evaluation of some constraints on context data has been added (e.g. get position of user 
Donald only if his position.x > 0.1). In both cases the detected increase of the response time cannot be 
considered as significant.  

To test the notification processing time, the simulation performed before hand a subscription on changes of 
Donald position, continuously refreshing it to maintain it active; subscription and renew requests have 
been served on average in 10ms, including time to set up all the possible triggers on context data to be 
evaluated in the following. Each time a context update is received by the Context Manager, the active 
subscriptions are processed and the active triggers evaluated. If the constraints are satisfied a notification is 
queued and then sent to the subscribed application. This process takes on average 40ms. 
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4.7.  Multimedia SmartServer  

4.7.1. Overview 

The Multimedia SmartServer is in charge of managing multimedia (audio and video) content and making 
them available to playing devices. In addition, it provides metadata describing multimedia contents. 

The main evolution from previous work is the integration of transcoding and streaming components, as 
illustrated in Figure 25: 

 

Figure 25: Multimedia Streamer Control and Data Flow 

As a result, the Multimedia SmartServer APIs have been extended to provide access to streamed and 
transcoded content. 

4.7.2. Evolutions from previous documentation 

The latest version of Multimedia SmartServer implements the new services exposed in D5.1 [9] as they 
were specified. The behavior complies with the published APIs and data model: 

 Services: open(), close(), adjust() 

 Data models: StreamModel, StreamPreferences, PlayerCapabilities 

4.7.3. Performance Evaluation 

4.7.3.1. Relevant Metrics 

The performance of the streamer component is evaluated according to two factors: 

 the delay (speed of transcoding),  

 the picture quality rendered on the playing device. 

The delay should be kept acceptable for a live feed (TV or webcam), and adjustable on demand. 

The overall quality should be on par with best quality offered by the playing device. Of course, the quality 
may be compromised in case of insufficient bandwidth available from the wireless network.  



 

 BUTLER – Page 48/158 

287901 BUTLER Project deliverable 

4.7.3.2. Individual Component Quality Assessment 

4.7.3.2.1. Transcoding delay 

The transcoding delay is defined as the time elapsed between the start of the streaming service request 
and the time at which the first picture is seen on the display. 

The test is performed in ideal network conditions: the streaming is established between a local server and a 
single television set, connected through a dedicated wireless LAN (WiFi). No other device is consuming the 
radio bandwidth at the time of the test. 

The stream is composed of one audio track encoded in mp3 and one video track encoded in h264. The 
multimedia Smartserver used for the test is an embedded PC based on a dual 1.2 GHz Atom CPU with 
sufficient RAM and local disk. 

The average delay measured among 20 service requests in similar conditions fluctuates between 3 and 4 
seconds. While this delay is rather acceptable when playing a recorded movie or a live tv show, it can be 
too long while viewing a live webcam stream. Moreover, the delay is expected to be 2 or 4 times slower 
when playing a full high-definition stream (1920x1080 pixels). 

4.7.3.2.2. Picture quality 

We consider the picture quality as a second performance criteria because it is directly related to the 
transcoding delay described above. 

The definition (resolution) of the stream displayed obviously impacts both picture quality and delay. We 
consider the delay as more important than the definition, provided that the overall quality perceived 
remains acceptable. 

In order to achieve both acceptable quality and limited delay, the choice of video codec is of first 
importance. While mpeg2 provides good quality at any resolution (standard or high-definition), it requires a 
relatively large bandwidth and thus impacts negatively the delay (because of necessary caching before 
playing). On the contrary, mpeg1 or mpeg4 low-profile require less bandwidth but at the cost of noticeably 
lower picture quality (visible macroblock boundaries). The latest h264 (or mpeg4 avc) provides both high 
quality (comparable to mpeg2) and reduced bandwidth (close to mpeg1) at any resolution. Hence, all the 
streaming is performed in h264 codec format, at the resolution required by the playing device. 

As a result, the picture quality is not negatively impacted by the transcoding component as long as a 
transcoding delay around 4 seconds is acceptable. If better delay is required for a near real-time webcam 
stream, it can still be achieved, but at the cost of reduced picture quality. 
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4.8.  Authorization SmartServer (TrustManager)  

4.8.1. Overview 

The Authorization SmartServer (or TrustManager) insures that only authorized entities can be integrated in 
the managed M2M security environment. Only authorized applications can access a resource.  For security 
perspective, the TrustManager enables end-to-end security between a data provider and a data consumer. 
The security protocols insure confidentiality, integrity of the messages and authentication of the peers. For 
privacy perspective, it is important to dissociate the security roles. For instance, it is important that data 
can only be received by allowed entities. All technical network components (gateways, proxies ...) used to 
transport data shall not have access to the data. This principle insures that the data cannot be retrieved 
and used by entities without user controls.  The Authorization SmartServer implements resource access 
controls management in direct resource consumption scenarios. It authenticates users and authorizes 
Resource Consumers to get a resource by issuing a resource-related access-token. Optionally, it may 
delegate the user authentication to an external Authentication Server (RFU) 

The figure below presents the high level server architecture. There is no change versus the description of 
the Authorization SmartServer described in D4.1 [7]. 

Database

WEB portal

Authentication 
end point

Token
builder

Management
end-points

mysql

Django engine

Authorization
End point

users

resources

permissions

Client applications

Token
End point

Session 
keys
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Figure 26: Authorization Smart Server high-level architecture 

WEB Portal. This component is developed using Django [14] (Open source) python framework. It provides 
user interface for user authentication, authorization process and management user interface for 
administrator, and final users.  

 Authentication end-point. The default authentication protocol uses the login/password paradigm. If 
called via an application, the authentication end-point first performs the user authentication and 
redirects to the application with an opaque handle representing the authenticated user for such 
application.  

 Authorization end-point. Through this end-point the user is prompted to grant the calling 
application retrieving an access token to access a specific resource. On return, the application is 
provided with a grant-code to be used at token end-point. 

 Management end-points. This set of end-points implements the management of the server 
database. The Management end-points provide user interface for: 
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o Server administrator 
 User profile registration. The administrator can register new user. On completion, 

the administrator shall provide the user with user credentials. 
 Client application registration. Each application that needs to get token for 

accessing a resource shall be registered. The administrator creates application and 
provides the application developer with the application credentials. Application 
developer shall configure its application accordingly. Note that the application 
developer is not required to be a registered user. 

o Final user  
 User profile self-registration and update. The user can update its profile including 

list of acquaintances to manage access permissions. 
 Resource registration including setup of resource related security material.  
 Permission management. Thru this interface, the resource owner can add/remove 

permission to one of its acquaintance for receiving an access token.  
 Token management. Thru this interface, the user can invalidate an access token 

already provided to an application. 

WEB services.  This component does not perform user interface. It provides required data to the calling 
application or resource provider.  

 Token end-point. This end-point authenticates the calling application and returns the token (and 
security material) associated to the grant-code input parameter. Such grant-code is returned by the 
Authorization end-point to the Client redirection URL. 

 Session keys end-points. This end-point authenticates the calling resource provider and returns the 
session keys associated to the keys-identifier input parameter. Such key-identifier is retrieved by 
the resource provided form the encrypted access token. 

4.8.2. Evolution from previous documentation 

4.8.2.1. Update of the Security Protocol 

Since last delivery 1.2 described in D5.1 [9], The Gemalto security team has perform an analysis of the 
security protocol. The analysis highlighted a vulnerability of the security protocol.  The problem was due to 
the lake of signature of the server access token, the data used to authenticate the resource consumer 
(application) to the resource provider, and the request payload and response payload. 

The external APIs of the server did not change, only the internal implementation of the security library has 
been updated accordingly the updated security protocol. 

Syntax 

AS_     data generated by the Authorization Server 

RC_     data provided by the Application 

RP_     data defined by the owner of the Resource  

 

Access Token updated specification 

The access token is generated by the Authorization Server and checked by the Resource Provider 

Unchanged: 

token_data =  AS_request_authentication_key  |  

                          RC_resource_identifier |  

                          RC_scopes |  

                          AS_expiry_date | 

                          RC_hash_app_private_id  
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encryption_key = derived_key (RP_resource_key_material, “mySalt”)  

Added: 

signature_key =    derived_key (RP_resource_key_material, “mySignSalt”)   

Updated: 

token =  encrypt_and_sign (token_data,  encryption_key,  signature_key)  

 

Authentication Data - updated specification 

The Authentication Data is generated by the Resource Consumer and must be checked by the Resource 
Provider 

encryption_key = AS_request_authentication_key     

 

Unchanged:  

authentication_data =  

RC_request_identifier | AS_request_response_keys_identifier | RC_application_private_identifier 

Added: 

signature_key = AS_request_authentication_key 

Updated: 

Authentication = encrypt_and_sign (authentication_data, encryption_key, signature_key) 

 

Request  payload updated specification 

The request payload is generated by the Resource Consumer and shall be decrypted by the Resource 
Provider 

 

Added:  

signature_key =    8 first bytes of AS_request_encryption_key | 

                                 8 first bytes of AS_response_encryption_key  

Updated: 

 Request = encrypt_and_sign (RC_request_payload, AS_request_encryption_key, signature_key) 

 

Response  payload updated specification 

The response payload is generated by the Resource Provider and shall be decrypted by the Resource 
Consumer 

 

Added : 

signature_key =    8 first bytes of AS_request_encryption_key |  

                                8 first bytes of AS_response_encryption_key  

Updated: 

 Response = encrypt_and_sign (RP_response_payload, AS_response_encryption_key, 
signature_key) 

 

Cryptography 

 

Unchanged - Hashing data 

Hash(data)  :=  HexaEncode (SHA256(data)); 
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Unchanged - Key Derivation 

The derivation function  derived_key(key_material, salt) 

 result = PBKDF2WithHmacSHA1 (key_material,   salt, 

                                                                         /* iteration count */ 
1024,   

                                                                        /* key length  in bits */ 
128) 

 

Updated  - Encrypting and Sign data. 

The encryption function encrypt_and_sign (data,encryption_key, signature_key)  

Initial vector IV :=   random(128 bits).  

encrypted_data := IV | AES128_CBC_PKCS5Padding(iv, data, encryption_key) 

signature = HMAC_MD5(encrypted_data, signature_key) 

result := Base64encode( signature | encrypted_data)  

4.8.2.2. Update of the External API – web portal. 

Update for User Registration 

On partners request and after Gemalto approval, we now allow new user registration. Previously only the 
administrator was allowed to register new user. The User Interface is protected via Captcha mechanism. 

 

Figure 27: Authorization Server - Updated User Registration 
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Integration with User-Profile Smart Server. 

At registration, if the user selected the group “UP-synchronized”, the Authorization Server uses the User-
Profile Smart Server API to automatically create the related user profile. After creation the corresponding 
secure resource is available in the Authorization Server and application can retrieve token to securely 
access the user profile.  

 

Figure 28: Authorization Server - integration with User-Profile Smart Server 

4.8.3. Performance Evaluation 

4.8.3.1. Relevant Metrics 

The Authorization Server and associated libraries have been evaluated against the following criteria: 

 Scalability: The server PoC should be able to handle a growing amount of work in a capable manner 
and its ability to be enlarged to accommodate that growth. The server must continue to function 
well when its context is changed in size or volume in order to meet the need of developers and end 
users. Typically, the rescaling is to a larger size or volume or in the scalable technologies’ 
movement to a new context. 

 Technical performance: The innovated and proposed enabling technologies should perform better 
and be more efficient and effective that the current state of the art enabling technologies available 
in the market. They also should have lower latency, higher throughout and performance that the 
currently available technologies. 

 Impact: The developed scientific innovations for the horizontal platform of the enabling 
technologies should influence and impact the current and future internet of things which would be 
continually developed in the long-term. 

 Security: The server and security protocol should be able to defend its information and 
technologies from unauthorized access, use, disclosure, disruption, modification, perusal, 
inspection, recording or destruction. The solution should ensure that information is not lost when 
critical issues arise. These issues include are not limited to; computer/server malfunction, physical 
theft, or any other instance where information has the potential of being lost. One of the most 
common methods of providing information assurance is to have an off-site backup of the data in 
case one of the mentioned issues arises. 
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 Interoperability: The system must be diverse and have the ability to interoperate with other 
diverse systems seamlessly. The term is often used in a technical systems engineering sense, or 
alternatively in a broad sense, taking into account social, political, and organizational factors that 
impact system to system performance. 

4.8.3.2. Individual Component Quality Assessment 

Scalability The Authorization Server uses state-of-the-art 3 tiers scalable architecture 
allowing future deployment supporting volume data.  In the BUTLER project, we 
did not perform any evaluation.    

Technical 
Performance 

The Technical Performance refers to the performance of generating token for 
resource consumer and performance for retrieving keys for resource provider. No 
measurement has been performed. The internal tests and trials have not 
highlighted any performance issues. 

Impacts The Authorization Server enables authorized end-to-end security between 
resource-consumer and resource-provider and is not involved in business data.  
Application can delegate most of the security implementation to AS and the 
related security protocol and shall focus on business perspective. This simplifies 
the deployment of the security of applications that can simple support the 
reliability and the overall security of the deployed IoT solutions. 

Security For security perspective of the server, the external APIs of the server require 
usage of server certificate protected TLS protocol and each client (application, 
resource, and user) shall authenticate to the server using client credentials.  

The initial registration of the user is protected via 
Captcha mechanism for protecting the server against 
robots and Denial Of Service attacks.  

 
 

The Server manages application credentials, resource credentials and user 
credentials using SQL database. For now, data are not encrypted in the database 
but the database is located in secure area protected by firewall. 

 

Interoperability The external APIs fully implements OAUTH 2.0 protocol. Anyway, OAUTH 2.0 does 
not specify any access token format and semantic.  

The BUTLER Security Framework specified the format and the semantic of the 
BUTLER token and how such token shall be used by resource consumer and 
resource provider for performing end-to-end security.  

Table 4: Authorization Server Quality Assessment 
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Scalability N/A    

Technical 
Performance 

The performance of the Java library is good enough for node supporting Java 
virtual machine.  

Impacts Boost deployment of the security at Resource Provider. The Java source code is 
provided and can be used as reference implementation for other languages. The 
implementation of the resource provider library is also available in JavaScript. 

Security The reference implementation of the library assumes that the required resource 
provider credentials are integrated in persistent area of the software and does 
not use any Secure Element (SE) and Trusted Execution Environment (TEE) of the 
device.  Relying an SE and/or TEE could be supported in future releases. 

Interoperability For Resource Provider implemented over J2E framework, the resource provider 
can use the Resource Provider Security API implementing the standard 
javax.servlet.SecurityFilter interface.  The purpose of a security filter interface is 
to enforce authorization policies for the web application. In other words, the 
security filter makes sure that users only access the resources for which they are 
authorized.  By placing security code in a servlet filter, resource provider 
developer shall focus on its application and does not need to deal with security 
purpose. This separates security-related code from code that implements 
application functionality, which adheres to the separation of concerns principle.  

The Resource Provider Security Filter is implemented such as it checks the 
authorization, check the signature and decrypt the payload of the request and 
automatically encrypt and sign the payload of the response. 

For Resource Provider that does not rely on J2E framework, it can use the low 
level interface of the Java or JavaScript Resource Provider Security APIs which do 
not follow any standard. 

Table 5: Resource Provider Java and JavaScript library Quality Assessment 

Scalability N/A    

Technical 
Performance 

The performance of the Java library is good enough for nodes supporting Java 
virtual machine. For consumer role, such node can be a Java standalone 
application or a Java server side application using a web browser for display 
purpose.  

Impacts Boost the deployment of the security at the application (Resource Consumer). 

Security The reference implementation of the library assumes that the required resource 
consumer credentials are integrated in persistent area of the software and does 
not use any Secure Element (SE) and Trusted Execution Environment (TEE) of the 
device.  Relying an SE and/or TEE could be supported in future releases. 

Interoperability The Java and JavaScript Resource Consumer Java APIs simplify the application 
work and is dedicated to BUTLER security framework; they do not implement any 
standard interface. 

Table 6: Resource Consumer Java and JavaScript libraries Quality Assessment 
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4.9.  SmartHealth-care Server Components  

4.9.1. Overview 

The SmartHealth services provided by Tecnalia for BUTLER field trials are the following: 

 Item 1: GPS-enabled Fall Detector 

 Item 2: Emotion Detector 

 Item 3: Medication Assistant 

 Item 4: TV-based telecare service 

 Item 5: User-adapted Videoconference for Psychotherapy 

These are Tecnalia’s services integrated into Butler platform, provided for field trials in the market and 
application domains of Smart-Health and Smart-Homes. 

There is a 6th item where the previous five services have been integrated. This item is Tecnalia’s OSGi 
framework for human behavior monitoring that can be considered a middleware for AAL technology-based 
applications. 

Data obtained from devices 

 Item 1: GPS-enabled Fall Detector 
o Fall event, with outdoor latitude and longitude location (indoor location through ZIGPOS 

gateway) 
o SOS / Panic button event 
o Outdoor GPS latitude and longitude location every 5 minutes (when indoor, location 

obtained from ZIGPOS gateway) 

 Item 2: Emotion Detector 
o Heart rate 
o Emotional valence (stress level measurement) 

 Item 3: Medication Assistant 
o Medication “name” 
o Medication dose 
o Time of the intake and its confirmation 

 Item 4: TV-based telecare service, basically medical measurements 
o Weight measurement 
o Heart rate measurement 
o SpO2 measurement (oxygen saturation percentage) 
o Pressure gauge 
o Messages (customized information and reminders from telecare remote centre) 

 Item 5: User-adapted Videoconference for Psychotherapy 
o Psycho session start 
o Psycho session end 
o Psycho session duration 

As already described in the deliverable D5.1 [9], section “2.11.2. Tecnalia Gateway connected to Smart 
Server Platform Components”, there is an interaction among Tecnalia’s devices and some components of 
the BUTLER’s Smart Server Platform. In short, three components are involved: 

 Location Manager: the fall detection device, through Tecnalia’s OSGI framework, sends the latitude 
and longitude coordinates to the location manager when the user is outdoor (just for positioning, 
and also in a panic or fall event). When indoor, the device relies on the ZIGPOS gateway to retrieve 
the corresponding indoor coordinates and to send them to the Location Manager. 

 Context manager and Behavior manager: the interaction between Tecnalia gateway and 
Context Manager SmartServer starts at ZIGPOS gateway, which connects to the Location 
Manager and provides indoor location (spatial coordinates: x, y, z). Then the Location 
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Manager sends that indoor information to the Context Manager which forward it to the User 
Behavior Smart Server. Finally, Context Manager SmartServer gets back from User behavior 
information semantically enriched with the real position description.  

 DDX server: the entire information provided by Smart-Health services from Tecnalia is uploaded to 
the DDX server, except the information related to messaging, as string characters are not 
supported by the DDX. All this information is available through a Smart Mobile platform-based user 
application, which implements the DDX Interface API, and can access the DDX Smart server to 
retrieve the data sent by Tecnalia’s devices. 

Additional documentation can be found at http://open-platforms.eu/app_deployment/butler-smart-
health-trial/. 

4.9.2. Evolutions from previous documentation 

The Smart Mobile application was initially intended for the Android operative system. It was decided finally 
to build a pervasive application using the BUTLER library for responsive mobile application, with HTML5, 
Javascript and CSS. The Bootstrap framework has been used, and the only requirement for the final user is 
an Internet connection as the data is obtained in real time through the DDX Smart Server API. 

The Psychotherapy videoconference was deployed for the trials, but only “test sessions” had place, as the 
participants were reluctant to contact the medical service or the risk prevention service, the two available 
options to make queries. The questionnaires for the participants may provide some information about this 
behavior. 

There are no more comments on this topic, as the trials took place as planned with the expected results 
and involved participants. 

4.9.3. Performance Evaluation 

4.9.3.1. Relevant Metrics 

In order to monitor the field trial process, several metrics have been defined, as it can be seen next for 
every involved device. All data are stored in Tecnalia’s OSGI framework database for any further processing. 

Fall detection device 

 Outdoor fall events detection: the fall event is spotted with latitude and longitude coordinates, and 
the corresponding timestamp. 

 Indoor fall events detection: the fall event with the timestamp is registered without GPS 
coordinates (the ZIGPOS gateway provides the indoor coordinates). 

 GPS position sending: every five minutes the location is sent (GPS coordinates if the user is 
outdoor, or indoor coordinates through the ZIGPOS gateway). 

 Device ON/OFF: the devices is attached to (on) or detached from the user’s belt. 

 Panic monitoring: the panic event is spotted when the panic button is pressed. Alongside this 
event, the outdoor coordinates are sent (or indoor coordinates through ZIGPOS gateway). 

For all these metrics, the device ID is known.  

Emotion detector 

 Emotion detection: it is an emotional valence measuring a “mood state” from “-1” to “1”. This 
valence includes also the heart rate, in beats per minute. The timestamp of the measurement, as 
well as the device id are sent.  

Medication intake assistant 

 Medicament detection: the name of the medicament is sent when the NFC reading is done. The 
dose and the current time are sent also. 

http://open-platforms.eu/app_deployment/butler-smart-health-trial/
http://open-platforms.eu/app_deployment/butler-smart-health-trial/
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 Number of pills: pills corresponding to the dose, when available. 

 Intake detection: the intake confirmation. With this purpose, if the medicament name is read, a 
positive intake is considered. 

For all these metrics, the device ID is known. 

Telecare service 

 Pulse-oximeter reading: the heart rate and the oxygen saturation are obtained in the measurement. 
The current time is also registered, and the device id is identified. 

 Tensiometer reading: the heart systolic and diastolic pressure is obtained, with the timestamp of the 
measurement and the device identifier. 

 Scale reading: the weight is measured together with the timestamp and the device id. 

Psychotherapy videoconference 

 Videoconference control: the participant presence in front of the screen is obtained from the 
videoconference start and end time. From here, the duration is obtained. The device id is also known. 

4.9.3.2. Individual Component Quality Assessment 

Fall detection device 

The cold start of the GPS component ranges between thirty and sixty seconds. The warm start doesn’t go 
beyond three seconds. The delay between the generation of the GPS coordinates and its reception in 
Tecnalia’s OSGI framework can vary between twenty and thirty seconds, as the GPRS technology has been 
used, and an appreciable delay is introduced here. 

Emotion detector 

The heart rate is measured from a commercial wearable device communicating with the mobile phone via 
Bluetooth. This information exchange is immediate. The “valence” value is calculated in the phone 
according to certain algorithms. This calculation doesn’t exceed 400 milliseconds. Afterwards, the 
information is sent to the OSGI framework with the underlying mobile technology. Any further delay could 
be introduced here. 

Medication intake assistant 

The medication assistant was implemented in an ARCHOS 9 pctablet running the medication manager 
software on a Windows XP operative system. The overall performance of this tablet was acceptable, but 
some problems arose with the resistive touchscreen, because the touch events were not recognized at the 
first time. All participants recognized that fact as an annoyance. It has been considered to change the tablet 
in future developments. 

Telecar service 

All devices involved in this trial were commercial, and worked according to their specifications.  The data 
transmission via Bluetooth was always faultless, and the information was perfectly registered in the OSGI 
framework for the posterior transmission to the DDX server.  

Psychotherapy videoconference  

The psychotherapy videoconference server was running in the same network as the Tecnalia’s OSGI 
framework. Nevertheless, there was a big delay (around 10 seconds) every time the video server was 
sending information to the OSGI platform about the start and end of a videoconference. This was due to 
the security infrastructure in Tecnalia company, as both servers were located in the demilitarized zone, and 
there were security restrictions slowing down the traffic inside that zone. 
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5. Integrated SmartMobile Platform  

This chapter provides performance evaluation of the SmartMobile software component. An overview of the 
components is given along with all the updates, since previous version (described in D5.1 [9]). We then 
describe the metrics that have been used in evaluation phase and provide the result of the quality 
assessments carried out. 

5.1.  Overview 
The SmartMobile platform is a set of tools that aim at facilitating the development of mobile applications 
and services for the BUTLER platform. Basically, it provides both user interface elements and API to interact 
with BUTLER servers and gateways. For instance, by using the SmartMobile platform, a developer can build 
a BUTLER app without having to have a strong knowledge of the server ecosystem as the client-side API will 
provide access to servers-side features. A good example is the implementation of the end-to-end BUTLER 
security. This would consume a lot of time to a developer willing to build a service as he would have to 
request a token, encrypt data, decrypt data…, and finally he would spend more time on security integration 
rather than on implementing his own service. Using the SmartMobile platform, and in this case the 
BUTLER.js library, he could request data securely from a data source with a few lines of code. 

The SmartMobile platform is composed by: 

 BUTLERjs and SmartMobile UI, a set of Javascript libraries and user interface elements to 
develop BUTLER web applications; 

 SmartMobile for Android which is a Java library that can be integrated in Android application 
to take advantages of BUTLER services. 

On the Open Platforms website, those components can be found at the following URLs: 

 BUTLER.js: http://open-platforms.eu/library/butler-js/ 

 SmarMobile for Android: http://open-platforms.eu/library/smartmobile-for-native-android-
apps/ 

 SmartMobile UI: http://open-platforms.eu/library/smartmobile-ui/ 

5.2.  Evolutions from previous documentation 
As an introduction, it is worth noting that the last major evolution was done prior publishing D5.1, when 
the full SmartMobile framework architecture was updated to drop the PhoneGap solution. 

A new component has been added to the SmartMobile framework and further evolutions can be noted and 
will be described in this section.  

The new component is a notification solution that aims at notifying both web and native BUTLER 
applications. The notification framework relies on a server-server component that is basically a BUTLER 
Gateway SmartService, which can be used by developers to notify end-users. This SmartService uses then 
either the Google notification engine or the BUTLERjs one to respectively notify native and mobile web 
applications. This component is documented on the Open Platforms at the following URL: http://open-
platforms.eu/library/smartmobile-notifications. 

Moreover, the latest update related to signatures management done on the Trust Manager has also been 
ported to the SmartMobile components (e.g. Android version and BUTLERjs): now those libraries support 
signatures required by the TrustManager when requesting tokens and accessing remote data sources (from 
secured gateways as example).  

Still concerning security, a server-side component has been developed to use the BUTLER OAuth2 protocol 
from regular web applications. Until this release, in the context of webapps, BUTLERjs and the 
TrustManager were useful when access to secured gateways (e.g. secured resources) was required, but it 

http://open-platforms.eu/library/butler-js/
http://open-platforms.eu/library/smartmobile-for-native-android-apps/
http://open-platforms.eu/library/smartmobile-for-native-android-apps/
http://open-platforms.eu/library/smartmobile-ui/
http://open-platforms.eu/library/smartmobile-notifications
http://open-platforms.eu/library/smartmobile-notifications
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was not providing authentication mechanism, as it can be done in regular web applications. Now, thanks to 
this new component, webapps can rely on it to provide end-users authentication. This new component is 
documented on the Open Platforms at the following URL: http://open-platforms.eu/library/smartmobile-
oauth2. 

Besides that, access to localization servers has been added to SmartMobile. This allows developers to 
retrieve localization information for specific devices. This feature relies on the API made available on the 
LocalizationServer and it is documented on the Open Platforms: http://open-platforms.eu/library/butler-
js/#Localization. Basically, it gives access to a list of connected devices (e.g. devices connected to the 
localization server) and allows developers to retrieve coordinates for each of the connected devices.  

Finally, new gateway wrappers have been added to SmartMobile. They are useful when developers need to 
access data on specific gateways, such as for example the list of devices connected to a gateway, the list of 
resources, the access to specific values… The full list of methods is available on the Open Platforms at the 
following URL: http://open-platforms.eu/library/butler-js/#Gateway-2. 

5.3.  Performance Evaluation 

5.3.1. Relevant Metrics 

The SmartMobile framework has been evaluated against the following criteria: 

 Scalability: standard web development tools makes it possible to use smart mobile on any number 
of users, the limiting factor being the webserver on which the backend code is running. 

 Technical performance: using SmartMobile gives access to all available smart services in a very 
efficient manner, thus allowing interactive exchanges between users however distant they may be. 
For instance all calculations are done under 1ms and requested results are available usually after 
1s, depending on network performance. 

 Impact: End users are indirectly impacted as they are presented with smart applications relying on 
the SmartMobile framework to function. 

 Security: is directly implemented within the SmartMobile framework, integrating signed token 
verification from the Trust Manager. Unauthorized access, use, disclosure, disruption, modification, 
perusal, inspection, recording or destruction are therefore prohibited. No information is lost or 
forged in case of computer/server malfunction, physical theft as the information is securely stored 
on the server at a different location from SmartMobile. 

 Interoperability: SmartMobile is compatible with any IT system through the use of API and can be 
used in webpages or Android applications seamlessly by simply including the butler library. 

5.3.2. Individual Component Quality Assessment 

The SmartMobile framework can easily be assessed based on the different criteria mentioned above. 

Regarding scalability, monitoring tools such as RPM from NewRelic5 can provide very good insight as they 
can be used to monitor and analyze every layer of the application, from the backend side to front-end 
components (which are discussed here).  

The following picture shows how a SmartMobile app (the endpoints app, available at 
http://endpoints.open-platforms.eu) behaves when used. 

                                                           
5
 https://rpm.newrelic.com 

http://open-platforms.eu/library/smartmobile-oauth2
http://open-platforms.eu/library/smartmobile-oauth2
http://open-platforms.eu/library/butler-js/#Localization
http://open-platforms.eu/library/butler-js/#Localization
http://open-platforms.eu/library/butler-js/#Gateway-2
http://endpoints.open-platforms.eu/
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Figure 29 - Brower page load time (endpoints app) 

The tool collects and presents various data. Those shown above are the most interested in the case of 
BUTLERjs as they are related to the browser. The figure on the left-side shows time spent on the browser 
side: network, DOM processing and page rendering.  

For the technical performances, the following measures have been performed on the system. 

 

Figure 30: System availability 

The measures are provided by an online tool called Uptime Robot6. That tool checks at regular interval 
status code sent by servers. If a server replies with a 200 code, then it is considered as up and running.  

The next figure shows the latency or the response time interval between the time of request and the time 
at which the data is returned. 

 

Figure 31: System latency 

These measures are provided by the same tool mentioned above (Uptime Robot). 

                                                           

6 https://uptimerobot.com/ 
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6. Integrated SmartObject Platform  

This chapter provides performance evaluation of the SmartObject platform. An overview of the platform is 
given along with all the updates, since previous version (described in D5.1 [9]). We then describe the metrics 
that have been used in evaluation phase and provide the result of the quality assessments carried out. 

6.1.  Overview 

 

Figure 32: Interactions among BUTLER Platforms 

The BUTLER Smart Object Gateway allows interconnection of different networks to achieve access and 
communication among embedded devices, servers (the Smart Server Platform in the BUTLER case) and 
mobile terminals (the Smart Mobile Platform in the BUTLER case).The Smart Object Gateway is composed 
of five functional groups and their relative interfaces: 

 The Device Protocol Adapter allows abstracting the specific connectivity technology of different 
wireless sensor networks. It is made of several bridges associated to each protocol stack. All the 
bridges comply with a generic Device Access API used to interact with northbound services of the 
SmartObject Gateway. 

 The Smart Object Access and Control implements the core functionalities of the SmartObject 
Gateway like discovering devices and resources and securing communication among devices and 
consumers of their services. It also performs caching of data for battery operated sensors and 
actuators to save power. 

 The protocol agnostic Consumer API exposes services of the Smart Object Access and Control 
functional to Consumers. 

 The Consumer Protocol Adapter functional group consists of a set of protocol bridges. Each of 
them translates the protocol agnostic Consumer API interface into specific application protocols. 

 The Gateway Management functional group includes all the components needed to ease 
management of devices connected to the SmartObject Gateway, regardless of their underlying 
technologies. A Device Management API is used for this purpose. This functional group also 
contains the components managing cache, resource directory and security services. These 
management features are exposed by means of the Gateway Management API. 

 The Manager Protocol Adapter functional group allows adapting the Gateway Management API to 
the specific protocols used by different external management entities. 

6.2.  Evolutions from previous documentation 

The global architecture of the BUTLER SmartObject Gateway has not known wide changes since its previous 
version. The documentation of the gateway can be found at the http://open-platforms.eu/library/butler-
smart-gateway/#description. 

Nevertheless new southbound bridges have been implemented to allow, on one hand the reification of 
virtual devices synchronized on remote services reachable by the way of: 

http://open-platforms.eu/library/butler-smart-gateway/#description
http://open-platforms.eu/library/butler-smart-gateway/#description
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 MQTT, which is a machine-to-machine protocol, designed as an extremely lightweight 
publish/subscribe messaging transport, useful for connections with remote locations where a small 
code footprint is required and/or network bandwidth is at a premium; 

 RESTful HTTP; 

and on the other hand new physical devices using:  

 EnOcean, relatives to the energy harvesting wireless sensor technology (ultra-low-power radio 
technology for free wireless sensors), and the protocol in use to interact with those sensors; 

 Bluetooth Low Energy, which is intended to provide considerably reduced power consumption and 
cost while maintaining a similar communication range 

 KNX, which is a protocol dedicated to intelligent buildings, successor to three previous standards: 
the European Home Systems Protocol, BatiBUS, and the European Installation Bus. 

Concerning northbound bridges updates, a work has been initiated to comply with the ETSI M2M standard, 
and so to be able to integrate the SmartObject gateway in an ETSI M2M compliant architecture. This 
standard aims to propose business agnostic (horizontal) architecture and communications for machine to 
machine applications 

 

 

Figure 33: SmartGateway's northbound & southbound bridges 

The most important changes that have been made in the SmartObject Gateway are about the provided tool 
used to automatize/facilitate new protocol bridges implementation by handling the resource model 
reification using an xml configuration file.    

A more detailed description of the SmartObject Gateway can be found on the Open Platforms 
website at: http://open-platforms.eu/library/butler-smart-gateway/#description 
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6.3.  Performance Evaluation 
The system under test is a dual ARM Cortex A9 (running at 500MHz) platform with operative system 
STLinux LSP 3.2.3 (kernel 2.6.37), the Java Virtual Machine is OpenJDK Zero VM, a portable version of the 
JVM that does not make us of any native assembly code. 

6.3.1. Relevant Metrics 

 JVM performance – measure of the speed of the Java Virtual Machine (JVM) running on the Smart 
Gateway hardware platform using different benchmark suites: Caffeine and SciMark. These 
benchmark suites are intended as tools for Java benchmarking to measure memory management 
and CPU performances 

 Cryptographic performance – measure of the cryptographic performances for the most popular 
algorithms: AES for encryption/decryption (AES256/AES128) and SHA for signing (SHA256/SHA1) to 
define how much data can be encrypted or decrypted per second 

 Networking performance – measure of the performance related to the Networking interfaces 
provided by hardware platform (e.g., Wi-Fi, Bluetooth, 802.15.4). 

6.3.2. JVM Performance 

6.3.2.1. Caffeine 3.0 suite [21] 

This suite is developed by Pendragon Software, we used Pendragon Software's CaffeineMark(tm) ver. 3.0. 
The test was performed without independent verification by Pendragon Software and that Pendragon 
Software makes no representations or warranties as to the result of the test. 

Caffeine 3.0 benchmarking suite is a popular collection of different kind of tests. It can be executed online 
or, like in our case, in offline mode. It provides a synthetic overall value, too. 

The output of these tests is a numeric score, so the higher, the better. Note the logarithmic scale. 

 Sieve test: the classic sieve of Eratosthenes finds prime numbers. 

 Loop test: uses sorting and sequence generation as to measure compiler optimization of loops. 

 Logic test: tests the speed with which the virtual machine executes decision-making instructions. 

 String test: info N/A 

 Float: simulates a 3D rotation of objects around a point. 

 Method test: executes recursive function calls to see how well the VM handles method calls. 

 The overall CaffeineMark score is the geometric mean of the individual scores, i.e., it is the 6th root 
of the product of all the scores 
 

Sieve 5000 

Loop 5975 

Logic 5150 

String 2740 

Float 1119 

Method 816 

CaffeineMark 2697 

Table 7: CaffeineMark results, Gateway JVM evaluation 

The system under test achieved a CaffeineMark(tm) 3.0 score of 2697. CaffeineMark is a trademark of 
Pendragon Software. The results achieved by different systems can be checked on the website of the test 
suite. 
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6.3.2.2. SciMark 2.0 suite [22] 

SciMark 2.0 suite is a composite Java benchmark measuring the performance of numerical codes occurring 
in scientific and engineering applications. It provides an indication of how well the underlying JVM/JITs 
perform on applications utilizing these types of algorithms. The output is a numeric score, so the higher, 
the better. 

 Composite: synthetic overall result. 

 Fast Fourier Transform (FFT): performs a one-dimensional forward transform of 4K complex 
numbers. 

 Jacobi Successive Over-relaxation (SOR) on a 100x100 grid exercises typical access patterns in 
finite difference applications, for example, solving Laplace's equation in 2D with Drichlet boundary 
conditions. 

 Monte Carlo integration approximates the value of Pi by computing the integral of the quarter 
circle y = sqrt(1 - x^2) on [0,1]. It chooses random points with the unit square and computes the 
ratio of those within the circle. The algorithm exercises random-number generators, synchronized 
function calls, and function inlining.  

 Sparse matrix multiply: uses an unstructured sparse matrix stored in compressed-row format with 
a prescribed sparsity structure. This test exercises indirection addressing and non-regular memory 
references. 

 Dense LU matrix factorization: computes the LU factorization of a dense 100x100 matrix using 
partial pivoting. Exercises linear algebra kernels (BLAS) and dense matrix operations. The algorithm 
is the right-looking version of LU with rank-1 updates. 

FFT 9.95 

SOR 27.25 

MonteCarlo 3.79 

Sparse Matrix 14.00 

LU 16.01 

Composite 14.20 

Table 8: SciMark 2.0 results, Gateway JVM evaluation 

Also in this case, a repository with results gained by different systems is available on the website. 

The overall results gained by the system under test are in line with expectations; the use of an optimized 
JVM is advisable for a product. 

6.3.3. Cryptographic Performance 

The system under test is equipped with a hardware cryptographic coprocessor. In the following table the 
achieved throughput (in Kbytes/s) for a chosen set of operations and for different sizes of the input buffer, 
is reported. The tests have been carried out at kernel level (Linux CryptoAPI), so a penalty have to be 
foreseen for a user space access. 

Input 
size 

 (bytes) 
SHA1 
 (SW) 

SHA1 
 (HW) 

HMAC-
SHA1 
 (SW) 

HMAC-
SHA1 
 (HW) 

AES-
128 
CBC 
 ENC 
(SW) 

AES-
128 
CBC 
 ENC 
(HW) 

AES-
128 
CBC 
 DEC 
(SW) 

AES-
128 
CBC 
 DEC 
(HW) 

16 3706 822 1935 767 1750 734 1704 735 

32 7364 1648 3883 1520 2844 1478 2758 1468 

64 9369 3253 5927 3041 4113 2928 4018 2922 
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128 13849 6431 9684 5741 5302 5806 5227 5805 

256 18209 12555 14224 10403 6197 11324 6148 11313 

512 21698 19939 18606 16215 6768 20160 6742 21359 

1024 23972 29298 21970 24964 7096 32411 7084 33271 

2048 25312 37770 24182 35769 7272 45476 7267 46879 

4096 26034 44987 25455 44255 7363 57040 7361 58957 

Table 9: Gateway Cryptographic Performance 

It must be noted how the use of the hardware coprocessor is particularly useful for more complex 
algorithms and for larger buffer sizes (bold results highlight better throughputs). 

A test using IPSec (with two different cipher suites) and the user space iperf Linux tool has been performed, 
achieving the results (in Kbytes/s) reported in the following table. Buffer length and TCP windows size have 
been set both to 64KB. 

Algorithm 
Send 
(SW) 

Send 
(HW) 

Receive 
(SW) 

Receive 
(HW) 

AES - CBC,HMAC 
SHA1 30 86 34 87 

AES - RFC3686 
CTR,HMAC SHA1 30 78 34 87 

Table 10: IPSec results, Gateway Cryptographic tests 

6.3.4. Networking Performance 

Using the iperf benchmarking tool (running as a client or as a server), a maximum throughput test has been 
carried on for both the embedded Ethernet interface and the WiFi 802.11b/g/n wireless interface (provided 
by means of a mini PCIe card, Biontech DPE809-AA). 

The results are reported in the following table, in Mbit/s. 

 

  Ethernet WiFi 

client 95 32 

server 95 61 

Table 11: Gateway Networking performance 
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7. Platform Quality Assessment through Field Trials 

The following section presents the quality assessment of the BUTLER platform through field trial 
deployments. After an overview of the trial overall quality assessment objectives and methodology, this 
section presents for each trial a clear overview of the trial and implemented scenarios, the deployed 
architecture and use of the BUTLER components, and the technical feedbacks that were gathered from each 
trial. Note that this section is based on the plans and methodologies for horizontal proof of concepts and 
field trials presented in deliverables D1.2 [2] and D5.1 [9]. 

7.1.  Objective and Methodology of Quality Assessment in Trials  
Considering real deployments resulting in user- and business relevant applications of IoT technologies, the 
BUTLER project understands the need of setting added-value-driven and solution-oriented objectives as 
well as adequate metrics for progress monitoring and success measurement within PoCs and field trials. In 
this regard a very promising approach for modelling the adoption process of consumer wireless initiatives 
has been recently presented by S. Roebuck and S. A. Snyder in [15]. According to this approach the IoT 
application adoptions are often less a challenge of technical implementation and are more a question of 
identifying / validating use cases (SmartScenarios) that drive real business benefits. Having this in mind, the 
proposed score framework recognizes four key driving factors for the adoption of IoT solutions: 

1. Strategic purpose: the offered solution has to be a part of the general strategy followed by 
the company implementing it. 

2. Solution integration: the entire value chain of interconnected solutions has to be able to 
benefit from the existing frameworks, technologies and services.  

3. Consumer value proposition: only appropriate quantitative and / or qualitative rewards 
motivate the end-users to be a part of a solution ecosystem in a long-term.  

4. User experience: minimal intrusion and seamless integration into existing processes of end-
users are success factors for adoption. 

We would like to briefly list all the parts of the driving factors here. Strategic purpose factors include 
customer retention, revenue generating, new channels and brand enhancement. Solution integration 
factors include ease of integration, internal device capabilities, connectivity standards (wired/wireless) and 
data analytics. Consumer value proposition factors include convenience, fiscal incentive, personalization 
and effective results. Finally, user experience factors include engagement, simplicity, security/privacy and 
reliability. 

Inspired by this approach but realizing the differences between business product adoption and 
experimental field trial execution in a research project, the BUTLER consortium has extended the above list. 
A list of possible validation targets has been defined in regard to the BUTLER specific objectives. 

Trial objectives or validation targets: 

The metric of success are the developed means to track and measure the accomplishment of the objectives 
stated above for the field trials. The key is to ensure that the work package goals are met. It involves a 
composite of measures that yield systematic insight into the state of field trials and enable appropriate 
action to be taken. Metrics would be composed of both objective data such as data stored in the database 
and subjective data such as expert opinions by experts or EU officials. 

 Scalability: Enabling technologies in the horizontal platform of the PoC should be able to handle a 
growing amount of work in a capable manner and its ability to be enlarged to accommodate that 
growth. The horizontal PoC must continue to function well when its context is changed in size or 
volume in order to meet the need of developers and end users. Typically, the rescaling is to a larger 
size or volume or in the scalable technologies’ movement to a new context. 
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 Technical performance: The innovated and proposed enabling technologies should perform better 
and be more efficient and effective that the current state of the art enabling technologies available 
in the market. They also should have lower latency, higher throughout and performance that the 
currently available technologies. 

 Impact: The developed scientific innovations for the horizontal platform of the enabling 
technologies should influence and impact the current and future internet of things which would be 
continually developed in the long-term. 

 Security: In BUTLER, the horizontal PoC should be able to defend its information and 
technologies from unauthorized access, use, disclosure, disruption, modification, perusal, 
inspection, recording or destruction. The horizontal PoC should ensure that information is not lost 
when critical issues arise. These issues include are not limited to; computer/server malfunction, 
physical theft, or any other instance where information has the potential of being lost. One of the 
most common methods of providing information assurance is to have an off-site backup of the data 
in case one of the mentioned issues arises. 

 Safety: The horizontal BUTLER PoC dedicates a special attention to prevent incidents while 
installing, commissioning, testing and running the BUTLER platform itself as well as taking 
appropriate measures, superseding other ongoing tasks. This objective has the highest priority so it 
can quickly take measures in unforeseen emergency situations. 

 Interoperability: The system must be diverse and have the ability to interoperate with other 
diverse systems seamlessly. The term is often used in a technical systems engineering sense, or 
alternatively in a broad sense, taking into account social, political, and organizational factors that 
impact system to system performance. 

 Feasibility: This involves the analysis and evaluation of the selected enabling technologies 
proposed in the work package. This aims to objectively and rationally uncover the strengths and 
weaknesses of the enabling technologies, opportunities and threats as presented by 
the environment, the resources required to carry through, and ultimately the prospects for success 
of the horizontal PoC. In all, the cost required to undergo the enabling technologies of the work 
package is evaluated and the value to be added would be attained and its potential for success. 

These objectives, validation targets and metrics have formed the base for BUTLER field trial templates used 
to describe all the projects’ field trials. A final list of validation targets has been defined in regard to the 
BUTLER objectives of context-awareness and horizontal BUTLER platform technical validation across 
different applications (Table 12). 

Validation target Values Description 

Technical 
feasibility 

Feasible now 

Feasible in less than 3 years 

Feasible in more than 3 years 

Not feasible until 2020 

Field Trial aims to validate if the proposed 
IoT solution, service or application can be 
technically implemented using a state-of-
the-art technology set today or within the 
next years to come 

Horizontal 
technology 
integration 

Open for integration 

Open data formats only 

Standard communication protocols only 

Integration hardly possible 

Field Trial aims to validate if the proposed 
IoT solution, service or application is ready 
for integration into the BUTLER IoT 
platform including data formats and 
communication protocols 

Reusability 
evaluation of the 
BUTLER platform 
components used  

RRL 1 – Limited reusability; the software 
is not recommended for reuse. 

RRL 2 – Initial reusability; software 
reuse is not practical. 

Several components will be reused in the 
trial, some by partners that have not 
participated in the development of the 
technologies (none of the component 
reused has been developed entirely 
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RRL 3 – Basic reusability; the software 
might be reusable by skilled users at 
substantial effort, cost, and risk. 

RRL 4 – Reuse is possible; the software 
might be reused by most users with 
some effort, cost, and risk. 

RRL 5 – Reuse is practical; the software 
could be reused by most users with 
reasonable cost and risk. 

RRL 6 – Software is reusable; the 
software can be reused by most users 
although there may be some cost and 
risk. 

RRL 7 – Software is highly reusable; the 
software can be reused by most users 
with minimum cost and risk. 

RRL 8 – Demonstrated local reusability; 
the software has been reused by 
multiple users. 

RRL 9 – Demonstrated extensive 
reusability; the software is being reused 
by many classes of users over a wide 
range of systems. 

collaboratively by the three partners, so 
each of them will be reused at least once by 
a novice user).  This will enable to assess 
and increase the reusability of the 
components.  

Context-
awareness 

Highly aware – Current not yet saved in 
profile information and information 
from dynamic (updated by user and 
system) user profiles is used  

Aware - Information from dynamic 
(updated by user and system) user 
profiles is used  

Limited aware - Information from static 
(updated by user only) user profiles is 
used  

Not aware – No additional information 
used  

Field Trial aims to validate if and how the 
proposed IoT solution, service or 
application leverages geo-temporal and 
other information about user and its 
environment (health, behavioural, physical, 
virtual, etc.) 

Deployment 
efforts  

Low – Remote automatic 

Feasible – Remote semiautomatic 

Considerable – Onsite semiautomatic 

High – Onsite manual 

Field Trial aims to validate if the proposed 
IoT solution, service or application can be 
easily deployed 

Maintenance 
efforts 

Low – Remote automatic 

Feasible – Remote semiautomatic 

Considerable – Onsite semiautomatic 

High – Onsite manual 

Field Trial aims to validate if the proposed 
IoT solution, service or application can be 
easily maintained 
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Scalability > 1’000’000 connected nodes 

100’000 – 1’000’000 connected nodes 

10’000 – 100’000 connected nodes 

1’000 – 10’000 connected nodes  

< 1’000 connected nodes 

Field Trial aims to validate if the proposed 
IoT solution, service or application can be 
scaled to a large amount of nodes 

User experience / 
comfort / 
perception 

User-friendly,  simple, secure, reliable, 
privacy-driven 

User-affine - Any three properties 

Limited - Any two properties 

Very limited - Any property 

Field Trial aims to validate if the proposed 
IoT solution, service or application attracts 
with a well-designed user experience  

User acceptance High – Daily usage 

Considerable – Weekly usage 

Borderline – Monthly usage 

Low – Less than monthly usage 

Field Trial aims to validate if the proposed 
IoT solution, service or application is widely 
accepted 

Table 12: Trial objectives or validation targets 

Moreover, the BUTLER consortium recognizes the need to synchronize the final trials with the common 
project objectives. For this reason the following aspects receive particular attention during the final trial 
definition, development, setup, execution and evaluation. 
 

Final field trial has enabled the final evaluation of the platform through the monitoring of defined above 
metrics. The following parallel deliverables have used the parts of the defined and observed metrics:  

 D1.3 Final input on socio economic impact 

 D6.3 Final exploitation plan 

 D2.5 Future scientific challenges 
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7.2.  SmartOffice Trial  

7.2.1. Trial Overview 

The starting point and idea of this trial is a direct and nearly naive application of the project principles and 
results: what if it’s already 2020 and we try to deploy BUTLER in our own lives? This has led to a 
SmartOffice scenario, to analyse in parallel: 

 A deployment of IoT technologies based on the BUTLER platform in the offices of some of the 
project partners. 

 A requirement gathering process with our co-workers to see what solution can IoT provide in a 
bottom-up innovation process. 

Three of the project partners have been providing experimentation sites for the project: inno TSD (France), 
Telecom Italia (Italia) and the iHomeLab of the Lucerne University of Applied Sciences (HSLU) (Switzerland). 
One of these deployments was built on existing “smart office” experimentations (iHomeLab), on built in 
parallel to new, but already scheduled, deployment (Telecom Italia) and one built from scratch and 
originating mainly from the project. These differences in basis and origins have had impacts on the 
technology used and deployment process and provide some meaningful impacts for the BUTLER platform. 
One other major difference between the trials was the difference in kind of organization involved: SME, 
Research Centre or Telecom Industrial, this also clearly impacted the set up and activity of the field trials, 
and provides comparative feedbacks. Others than that the trial shared some key common characteristics:  

 The three trials started from an in depth requirement collection process, involving strongly the end-
users in a methodology of “co-creation”. The objective of this phase was to gather real needs of the 
office workers, not limited by a technology vision. Interviews and brainstorming sessions were 
conducted with our co-workers (most of which have no ICT background) as well as with the site 
management to a build a vision of a Smart Office that is broader than IoT. The analysis of this 
requirement gathering process has provided feedbacks on the perception of IoT technology, on the 
real world use case they can answer, and on their limitations. 

 Based on these specific requirements the three trials shared common functional requirements 
(information sharing, office well beings...). This translated into similar deployments that consisted 
of a social network like application gathering information flux from direct human sources (co-
worker posting directly), from indirect human sources (access to calendar, reuse of data), and from 
sensors deployed in the office (Temperature, Light, Presence, Power Consumption…).  

 The three trial sites participated in a common proof of concept of IoT information sharing beyond 
the scope of their own companies. A simple common denominator: coffee consumption was shared 
between the three offices. 

The different deployments of the three sites, scenario involved, and co-creation process are presented in 
details on the IoT Open Platform: http://open-platforms.eu/app_deployment/butler-smart-office-trial/   

  

http://open-platforms.eu/app_deployment/butler-smart-office-trial/
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7.2.2. Components used and architecture 

Due to local constraints of pre-existing deployments and technology choices, and to the different needs 
and priorities expressed by the end users the three different instances of the field trial have been built as 
three separate instances that share some common characteristics, and technical components but not all.  

7.2.2.1. Architecture Mapping 

The following present a mapping of the trial to the BUTLER integrated system architecture, presented in 
Deliverable 3.2 

7.2.2.1.1. SmartOffice inno 

The smart office trial at inno takes place in two locations, the kitchen and the meeting room, that are 
shared spaces where most interactions take place outside of the people desks. The Smart Office Server, a 
central piece of the trial, communicates with the BUTLER Smart Servers and gathers data from the 
SmartGateway. The picture below provides an overview of the high level architecture: 

 

 

Figure 34: SmartOffice high level architecture at inno 

Requirements for the use case Butler Architecture - Functional component 

Communication between IoT objects, gateway, 
smartphone, Internet 

IoT Protocol Adapters - Communications Layer 

Manages connectivity of user smartphones and 
computers 

User Connectivity Manager - Communications 
Layer 
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Manages connectivity between User Profile and 
external server (SmartOffice inno) 

Server Connectivity Manager - Communications 
Layer 

Discover and authenticate IoT objects in the 
Office 

Device Discovery and Authentication - 
Communications Layer 

Discover and authenticate users in the Office User Discovery and Authentication - 
Communications Layer 

Discover and authenticate external servers used 
in the trial 

Server Discovery and Authentication - 
Communications Layer 

Room occupancy detection User Behavior Capture - 

Data / Context Management Layer 

User profile management User Profile Manager - Data / Context 
Management Layer 

Collect events from environment s Event Processing - 

Data / Context Management Layer 

Deliver notifications to smartphones and 
computers 

Generic Notification / Actuation - 

Data / Context Management Layer 

User Profile and Context information Data Exposition Services - Services Layer 

Smart Objects configuration and management System Management - Services Layer 

Monitoring of temperature, luminosity, 
humidity, coffee consumption, presence, door 
aperture, 

Built-in Context-Aware Services and 
Applications - Services Layer 

Table 13: Smart Office inno architecture mapping 

It is important to highlight that the core system of SmartOffice field trial at inno has been built from scratch 
on top of the BUTLER architecture. Indeed, the field trial design has been guided by brainstorming sessions 
with co-workers and as a conclusion, it appeared that various kinds of sensors were required and it was 
decided to use sensors from SmartThings. SmartThings is a commercial company selling a gateway and 
various sensors. Obviously, the core of the SmartOffice trial is the BUTLER gateway and thanks to its 
opened architecture, the BUTLER gateway acts as a meta-gateway, integrating data coming either from 
sensors, or from other gateways. Technically speaking, this has been made possible by using both regular 
endpoints on the BUTLER gateway (those giving access to SmartObject) and the SmartService API, which is 
BUTLER specific and used, in that context, to integrate the SmartThings gateway. Another solution could 
have been to integrate directly SmartThings sensors on the BUTLER gateway but those devices can’t be 
plugged directly on a custom gateway. 

As an example, the open/close door use case can be given. When a door, which is monitored by a 
SmartThings sensor is opened or closed, the SmartThings (which is physically located at inno) gateway 
sends a notification to the SmartThings cloud (somewhere in the Internet), which in turns, perform an 
action that has been indicated by the person willing to develop a service. In our case, the action was a 
callback to the BUTLER gateway, and specifically on the BUTLER SmartService. Then, it is up to the 
SmartService to decide what to do. In that case, a notification is sent back to end-users, through a 
notification channel (that is also powered by a SmartService). 

While this raises an obvious privacy issue, since the status of the meeting door is stored “in the cloud”, e.g. 
in a datacentre of a third-party (and we don’t know if the data is stored in clear text or encrypted), this use 
case demonstrated an operational integration of a third-party IoT architecture. 
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As a conclusion to this section, it is worth noting that the BUTLER gateway works well with other 
architecture, and more importantly can be the core of the platform thanks to its opened architecture. 

7.2.2.1.2. SmartOffice TIL 

The following describe a mapping of the SmartOffice trial experimented at the Telecom Italia laboratory. 
Figure 35 shows the architecture of the trial, with the component involved.  It’s important to point out that 
the main goal of the TIL trial has been the integration of the largest number of smart objects and gateway 
in order to provide a wide variety of services available to the Butler end users. Also the development and 
optimization of the Teamlife application server has been an important target to achieve so as to provide a 
robust and reliable platform for the Butler Smart Office common trial. 

 

Figure 35: SmartOffice architecture in Telecom Italia lab 

Requirements for the use case Butler Architecture - Functional component 

Communication between IoT objects, gateway, 
smartphone, internet 

IoT Protocol Adapters - Communications Layer 

Manages connectivity of user’s smartphone User Connectivity Manager - Communications 
Layer 

Manages connectivity between UserProfile and 
external server (Teamlife) 

Server Connectivity Manager - Communications 
Layer 

 Network Monitoring / Device Monitoring - 
Communications Layer 

Discover and authenticate IoT objects in the 
Office 

Device Discovery and Authentication - 
Communications Layer 
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Discover and authenticate users in the Office User Discovery and Authentication - 
Communications Layer 

Discover and authenticate external server used 
in the trial 

Server Discovery and Authentication - 
Communications Layer 

 IoT Protocol Adapters - Communications Layer 

Gather data from various sensor in the Office Device Data Collector - 

Data / Context Management Layer 

Room occupancy detection for energy saving 
and personalized automation 

Localization Manager - 

Data / Context Management Layer 

 User Behavior Capture - 

Data / Context Management Layer 

 Context / Behavior Information Provider - Data 
/ Context Management Layer 

Manages user’s profile  User Profile Manager - Data / Context 
Management Layer 

Collect events from the environment  Event Processing - 

Data / Context Management Layer 

Deliver notifications to smartphone/screens Generic Notification / Actuation - 

Data / Context Management Layer 

User Profile and Context information Data Exposition Services - Services Layer 

Smart Objects configuration and management System Management - Services Layer 

 Data and Service Directory - Services Layer 

Temperature and brightness monitoring, power 
consumption monitoring 

Built-in Context-Aware Services and 
Applications - Services Layer 

Table 14: Smart Office TIL architecture mapping 

7.2.2.1.3. SmartOffice iHL 

The iHomeLab SmartOffice trial, deployed in the open space office with 28 working places, requires several 
technical infrastructure solutions. Here we describe a mapping of used IoT infrastructure with developed 
BUTLER components. The figure below provides an overview of the iHomeLab SmartOffice architecture: 
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Figure 36: iHomeLab SmartOffice trial architecture 

Requirements for the use case Butler Architecture - Functional component 

Communication between IoT objects, gateway, 
smartphone, internet 

IoT Protocol Adapters - Communications Layer 

Manages connectivity of user smartphones and 
computers 

User Connectivity Manager - Communications 
Layer 

Manages connectivity between User Profile and 
external server (SmartOffice iHomeLab Server) 

Server Connectivity Manager - Communications 
Layer 

Monitor network components and parameters  Network Monitoring / Device Monitoring - 
Communications Layer 

Discover and authenticate IoT objects in the 
Office 

Device Discovery and Authentication - 
Communications Layer 

Discover and authenticate users in the Office User Discovery and Authentication - 
Communications Layer 

Discover and authenticate external servers 
used in the trial 

Server Discovery and Authentication - 
Communications Layer 

Gather data from various sensor in the Office Device Data Collector - 

Data / Context Management Layer 

Room occupancy detection for energy saving 
and personalized automation 

Localization Manager - 

Data / Context Management Layer 
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Gathers behavior modeled data of users 

(presence, occupancy frequency, etc.)  
User Behavior Capture - 

Data / Context Management Layer 

Contextual information from user’s activities, 
the used devices and applications  

Context / Behavior Information Provider - Data 
/ Context Management Layer 

Manages users’ profiles User Profile Manager - Data / Context 
Management Layer 

Collect and identify events from the 
environmental data 

Event Processing - 

Data / Context Management Layer 

Deliver notifications to smartphones and 
computers 

Generic Notification / Actuation - 

Data / Context Management Layer 

User Profile and Context information Data Exposition Services - Services Layer 

Configuration of SmartObjects, updates  System Management - Services Layer 

Registration, creation,  discovery of services Data and Service Directory - Services Layer 

Temperature, air quality, luminosity, energy 
monitoring services 

Built-in Context-Aware Services and 
Applications - Services Layer 

Table 15: Smart Office IHL architecture mapping 

7.2.2.1.4. SmartOffice common trial 

The common part of the Smart Office field trial consists in an exchange of information (coffee 
consumption) between the three offices. The Team Life server (hosted by Telecom Italia) was used as a 
central point of connection between the trials. Each local deployment publishes its information through a 
secured connection on the Team Life server and is able to access the server to request data. The TeamLife 
server is described below in section 7.2.3.2.2. 

7.2.2.2. SmartServers 

7.2.2.2.1. SmartOffice inno 

The Smart Server components used in the Smart Office trial at inno are shown below: 

 

Figure 37: SmartOffice SmartServer at inno 
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User profile:  

The User Profile Smart Server is used to manage all user identities: for the employees, the office (inno 
account), the kitchen and the meeting room. This profile allows secured access to the resources inside the 
office and is used in the internal social network (inno Smart Office website). 

The User Profile is transparent for end users who use it seamlessly to access the Smart Office components. 
It was easily integrated in the trial thanks to a fully documented API. It provides a single user profile 
secured by the tokens delivered by the Authorization server. 

Authorization:  

The Authorization Smart Server is used to authenticate transactions and grant access to secured resources, 
e.g. the sensors deployed across the office.  

The Authorization server is transparent for end users who use it seamlessly to secure the access to the 
Smart Office components. Integration was facilitated by Gemalto who provided documentation, code and 
personal support. Its role is central for the security in this trial. 

Context Manager:  

The Context Manager Smart Server is used to gather data from the sensors deployed across the office and 
allows the use of behavior models to determine whether the meeting room is available or not. 

The Context Manager runs in the background and allows sharing state information coming from a subset of 
sensors. Integration was made easy thanks to a fully documented API and support from Telecom Italia. 

Notification Server:  

The Notification Smart Server is used to send notifications to smartphone and computer users about the 
sensor values they subscribed to. 

The Notification Server brings value to end users as it turns the Smart Office applications into interactive 
companions to the Internet of Things. Integration is easy performed through a simple API call. 

User Behavior:  

The User Behavior Smart Server is used to analyze the data it receives in order to determine the meeting 
room availability based on multiple factors. Only the remote Smart Service is used in the Smart Office trial 
at inno. 

The User Behavior Server is an essential part of the Smart Office scenario as it creates a richer experience 
to all end users. Integration was facilitated by KULeuven and made possible the computation of the 
meeting room availability. 

Other smart servers: 

A Smart Office server was created at inno in order to build a social network for all employees. As such it 
allows sharing of user posts, calendar activities, RSS news feeds. It also provides an IoT dashboard that 
gathers all data returned by the deployed sensors and shows it to users through graphs and interactive 
notifications. 

The Smart Office server is one of the most visible parts of the Smart Office trial and as such has allowed 
gathering essential user feedback and ideas for future improvement. Integration with other smart servers 
was facilitated by the BUTLER modular architecture approach.   

The Teamlife server is used for the common trial and in particular the shared wall that collects data coming 
from the three offices taking part in it through a RESTful API. The shared data is also made available in the 
Smart Office inno server. Integration with Teamlife was led and facilitated by the Telecom Italia team 
through a well-documented API. 
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7.2.2.2.2. SmartOffice TIL 

 

 

Figure 38: SmartOffice SmartServer at TIL 

User profile:  

User Profile SmartServer has been used to manage user identity and to manage the office’s identity (named 
SmartOfficeTI). Through User Profile, some user involved in the trial has linked their profile to their social 
network. Thanks to this architecture, an early stage version of the Social Web Of Things [16] has been 
implemented across the trial scenario. In this first version, objects are all represented in the Social Network 
through a unique account (SmartOffice TI).  

Feedbacks from users have been positive. 

Authorization: 

Authorization SmartServer (Trust Manager) has been used to create the aforementioned accounts, 
according to Butler authorization procedure. 

Other smart servers: 

An application server named Teamlife has been used in the trial, in order to implement the “Social” side of 
the architecture. Teamlife is an internal social platform for sharing content, based on the core of the 
Coppermine Photo Gallery.  Content can be posted on and retrieved from Teamlife through a set of RESTful 
API; content can also be cross-posted to different popular sites and social network (like Facebook, Flickr 
and Twitter) and tagged with keywords.  Teamlife relies on Shindig7, an open source project implementing 
the OpenSocial8 API specifications to publish/retrieve social activities and media, and on an internal 
implementation of the OStatus9 specification suite to achieve federation with other “Smart Social Spaces” 
and social network. 

                                                           
7
 http://shindig.apache.org 

8
 http://www.opensocial.org 

9
 http://www.w3.org/community/ostatus/ 
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7.2.2.2.3. SmartOffice iHL 

 

Figure 39: Used SmartServer components at IHL Smart Office 

User profile:  

User Profile SmartServer has been used to manage user accounts of the iHomeLab office workers. Through 
the User Profile, some users involved in the trial have linked their profile to their Microsoft Exchange user 
accounts in the iHomeLab network domain. Thanks to this architecture, it has been possible to implement 
user identification for the information exchange smart office scenario implemented through the email 
account associated with public screens distributed over the iHomeLab SmartOffice. Office users have 
positively evaluated the feature to see authors of messages on the public screens. 

Authorization: 

Authorization SmartServer (Trust Manager) has been used to create the aforementioned accounts, 
according to Butler authorization procedure. 

Energy Awareness Data:  

The Energy Awareness Data SmartServer is used by the iHL SmartOffice to get the details on device (office 
lighting and working places) consumption based on energy data. It also gives an opportunity to switch 
on/off and control the devices in the office facility.  

Other smart servers: 

The iHomeLab Info Server is used to provide the information messages for the office public screens. It 
stores and filters all the incoming messages. Every public screen has a client connecting to the iHomeLab 
Info Server for visualizing the information exchange messages in the office.   

The Teamlife server is used for the common trial and in particular the shared wall that collects data coming 
from the three offices taking part in it through a RESTful API. Integration with Teamlife was led and 
facilitated by the Telecom Italia team through a well-documented API. 

 



 

 BUTLER – Page 81/158 

287901 BUTLER Project deliverable 

7.2.2.3. SmartMobile 

7.2.2.3.1. SmartOffice inno 

The SmartMobile framework provides a multi-platform access to users, available on web browsers or using 
an Android application. The SmartOffice field trial has been developed on top of the web version of 
SmartMobile, since providing a native application was not providing any added-value to end-users. 

In that context, two main components of SmartMobile have been extensively used: 

 the ButlerJS component, to provide access to SmartServer (authentication, notification, …); 

 the SmartMobile UI, to develop a responsive user interface, available on regular and mobile web 
browsers. 

7.2.2.3.2. SmartOffice TIL 

Other user interfaces: 

A customized mobile application has been used as user interface. Communication between gateway and 
application is assured through a Stomp10 connection. Mobile interface allows user to log themselves in the 
environment and to know which smart objects are available in the surrounding.  Once a user is logged in, 
several ways of interaction are possible through the mobile interface. Starting from the list of the smart 
objects inside the environment, user can send command (e.g., “turn on/off coffee machine”) and retrieve 
information (e.g., room temperature or humidity) from sensors. The same functionality can be obtained 
also through vocal control: for example a user may ask environment temperature saying “What is 
SmartOffice temperature?”. At the end, also augmented reality interaction is allowed: user can turn on/off 
a light easily pointing it with smartphone camera.  

7.2.2.3.3. SmartOffice iHL 

The SmartMobile framework from BUTLER has been mainly used as a launcher for customized iHomeLab 
SmartOffice mobile applications. 

Other user interfaces: 

 The deployed information exchange scenario has been provided with iOS and Android native 
mobile applications allowing to easily posting images and short messages on the office public 
screens. 

 Energy awareness scenario allows seeing the energy consumption of the office on personal mobile 
devices. 

 Office lighting and jalousie automation service has a web interface optimized for mobile device 
browsers. 

7.2.2.4. SmartObjects / Gateway 

7.2.2.4.1. SmartOffice inno 

The SmartGateway was used to create a simple point of contact for the Smart Office server to access 
information coming from the full range of deployed sensors. It allows secured access to resources located 
at the inno office from anywhere on the Internet through the use of security tokens. In this case, security is 
done between client (e.g. applications in this case) and the BUTLER SmartGateway (and not the sensor 
itself). 

 

                                                           
10

 http://stomp.github.io/ 
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More precisely, the BUTLER gateway has been extensively used in the inno SmartOffice field trial as 
explained in section 7.2.2.1.1: 

 Another kind of IoT platform (SmartThings) has been integrated within the field trial and the 
gateway and been acting as a meta-gateway, acting upon data sent by other gateways and services; 

 The notification server is a SmartService, e.g. a custom service develop on the of the BUTLER 
gateway thanks to the SmartService API. 

 

The following sensors have been integrated and used during the SmartOffice field trial: 

 Zolertia accelerometer 

 Zolertia light sensor 

 SmartThings presence detector 

 SmartThings door opened/closed detector 

7.2.2.4.2. SmartOffice TIL 

Other Smart Objects and Gateway: 

A customized extension of the Butler Smart Gateway has been used, in order to support integration of 
several office automation devices/protocols. Through this gateway, a user can interact with the 
environment, receives information and sends command to objects.  

A set of objects and gateway has been used in the three trial scenarios, in order to test the platform and 
the Teamlife server (which has been used in the common trial scenario). Both “Do It Yourself” and “Off the 
Shelf” objects were tested so as to give the broadest interoperability to the system.  

The weather lamp scenario involved a Philips Hue light system11 with an ambient light and a private 
gateway. Communication between lamp and Philips gateway uses zigbee protocol while Philips gateway is 
connected to the main gateway via Wi-Fi.  

7.2.2.4.3. SmartOffice iHL 

The BUTLER Smart Object Gateway has been used to enable the transparent communication between the 
IPv6-based network and KNX-based Smart Office light and jalousie automation deployment in the 
iHomeLab office facility. The integration with BUTLER Smart Object Gateway (Felix OSGi as described in 
D4.3 [8]) has been done through the implementation of standardized BUTLER North Bound and South 
Bound interfaces on the KNX office automation gateway. 

 

Other Smart Objects and Gateway: 

Several custom gateways have been also used in the iHomeLab Smart Office trial: 

 KNX office automation gateway has been used to provide the conversion between KNX field 
automation bus and XML-style commands of LinKNX software library 

 Energy measurement plugs gateway have been used to gather the energy measurement data from 
SmartPlugs over IEEE802.15.4 interface as well as to be able to switch off the unused loads 
remotely 

 Bluetooth gateway has been used to convert the coffee-counting information from the iHomeLab 
Smart Office coffee machine and to transmit it to the Teamlife server of the common trial 

 

                                                           
11

 http://www2.meethue.com/en-US/ 
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7.2.3. Security Assessment 

The following framework has been used for evaluation in a scale from 1 (low impact) to 3 (high impact):  

 Damage potential: How great is the damage if the vulnerability is exploited?  

 Reproducibility: How easy is it to reproduce the attack?  

 Exploitability: How easy is it to launch an attack?  

 Affected users: As a rough percentage, how many users are affected?  

 Discoverability: How easy is it to find the vulnerability?  

Table 16 presents the overall threat analysis for this scenario: 
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Table 16: Smart Office overall threat analysis 

What can be observed is that the spoofing of identity is the biggest threat and that it involves the 
communication channel, the smart device, the backend services, the global system and the user privacy. 

Backend services are the most threat concerned area with spoofing of identity, tampering of data and 
elevation of privilege. 

Elevation of privilege is mainly a threat for the SmartObject gateway and the Backend services. 

Denial of service affects mostly the communication channel. 

Tampering of data is a threat for the infrastructure services. 

Therefore, here the SmartGateway is “critical” component as it might be used for various attacks such as 
spoofing of identity and elevation of privileges. 
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Based on this assessment, the following security mechanisms have been scheduled for this trial:  

Category Questions to tackle 

Input validation Could an attacker inject commands or malicious data into the network? 

Communications are secured with the TLS protocol, moreover the TLS 
payload is ciphered, hashed and signed - BUTLER security layer. In the WAN 
only. In a LAN (IEEEE 802.15.4), it should be a TLS datagram with a protocol 
translation achieved by the gateway. 

How to validate the input data? 

The encryption guarantees the confidentiality, the signature the 
authentication and the integrity. The authorization server manages 
the grant and the access rights. These elements can be a mean to 
validate the input data. 

Is data validated as it crosses a trust boundary? 

N/A 

Can data in the Smart Server database be trusted? 

N/A 

Authentication Where is authentication decided, where is it enforced? 

Authentication happens at the Trust Manager level and is enforced 
every time a resource is accessed. 

Are credentials secured as they are broadcasted over the network? 

Communications are secured with the TLS protocol (in the WAN 
only; same mechanism than for the input validation applies).  

Is it possible to replay a previous authentication to get access to the 
service? 

Tokens delivered by the Trust Manager have a validity period 
therefore old inactive tokens can’t be used later to access the 
service, Tokens are delivered to an identified Resource Consumer 
(with credentials) and for an identified Resource Provider (with 
credentials), the entity can decipher data if and only if it grants the 
correct credentials. Each token has a unique associated keys set. 

Is it possible to launch a Man-in-the-middle attack? 

No, thanks to the trust manager that achieves the security of 
specific resources. 

Are strong password enforced, resisting guessing and brute-force 
attacks? 

No strong password policy applied. 

Are secure protocols used? 

Communications are secured with the TLS protocol. Moreover the 
TLS payload is encrypted with AES 128. There are data integrity 
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check and data signature (HMAC) on the ciphered data. All involved 
keys are diversified for each token. 

Authorization How is authorization enforced for a given user? 

Username and password login. 

How is authorization enforced for a Smart Object? 

A token is requested from the Trust Manager for a specific resource. 
The Trust Manager and the specific resource share a secret (at least 
a 128 bits key). Only the specific resource is able to check the token 
and decipher the data. 

Is there a gatekeeper at the entry point of an application? 

Username and password login. 

Is the access allowed only after successful confirmation of the 
credentials? 

Yes 

Administration 
Management 

What administration interfaces are supported by a given application? 

N/A 

How secure are the administration interfaces? 

N/A 

Is remote administration available? 

N/A 

How secured are the credentials of the administrator? 

N/A 

Data Sensitivity What are the sensitive data handled by a given application? 

User profile, sensor data and security tokens. 

How are they secured over the network? 

Communications are secured with the TLS protocol, moreover TLS 
payload is ciphered, hashed and signed by the BUTLER security 
layer. 

How are they secured in the database? 

N/A 

What kind of encryption is used and how the secret keys are managed? 

Communications will be secured with the TLS protocol, the TLS 
cipher suite depends on the browser (but null cipher suites are 
rejected by the Trust Manager server), the payload is ciphered with 
AES 128 with a HmacMD5 applied on ciphered data. Each layer has a 
diversified Key (at least 128bits), pre shared key derivation. TLS full 
handshake is used to establish the communication. It is based on the 
use of asymmetric cryptography. It enables the generation of a share 
symmetric key between two parties. Based on OAuth2.0, a token is 
derived from the keys for a given communication that enables the 
access of one user to dedicated resources at a precise time. The token 
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ensures also the freshness and the unicity of the communication. The 
keys are never disclosed in clear to the components of the system. They 
are used to generate the tokens. 

 

Static credentials at resource or application are part of the 
application and are not protected. 

Session Management How are session cookies generated? 

The server has a Secret key and generate cookies from this secret 
key derivation, a MAC (Message Authentication Code) is used to 
protect the data against changes by the client, so that the session data 
will be invalidated when being tampered with. The same invalidation 
happens if the client storing the cookie (e.g. your user’s browser) can’t 
store all of the session cookie and drops data. 

How are they secured to prevent session hijacking? 

TLS encryption prevents sniffing and therefore hijacking, and at BUTLER 
security layer, the ciphered exchanged data includes a request unique 
identifier 

How is persistent session state secured? 

N/A 

How are secured the session parameters while they cross the network? 

Communications are secured with the TLS protocol, TLS payload is 
ciphered, hashed and signed with the Butler security layer. 

How does an application authenticate with an established session? 

No persistent state. 

Cryptography What cryptography algorithms and protocols are used? 

TLS with non NULL cipher suites, AES128/CBC/PKCS5Padding for data 
ciphering, PBKDF2WithHmacSHA1 for key derivation , HmacMD5 (128 
bits key) for signature purpose 

Where are stored the encryption keys and how are they secured? 

Each resource is responsible of the storage of its keys, key length is at 
least 128 bits, keys are diversified and unique. 

How often are keys recycled? 

Each token has it’s dedicated keys set. The resource has no recycled 
key. 

How quickly can an access grant be repudiated? 

On request to the Trust Manager administrator. 

Parameter  
Manipulation 

Does the application detect tampered parameters? 

Yes, through keyed-hash message authentication code (HMAC) 

Does the application validate all parameters in form fields, view state, 
cookie data, and HTTP headers? 
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N/A 

Exception  
Management 

How does the application handle error conditions? 

N/A 

Are the errors notified to the clients? 

N/A 

Logging How are log files secured? 

N/A 

How is the integrity of the log files protected? 

N/A 

Trust Boundary Are the trust boundaries identified? 

Browser (clear data) and the SmartGateway for some applications. 

How does the security guarantee on these boundaries? 

It should be a trusted component.  

Table 17: Smart Office Security mechanisms 

7.2.4. Assessment of the platform through the trial  

7.2.4.1. Key Performance Indicators of the trial 

The following key performance indicators have been defined to serve as objectives for this trial and to 
monitor the trial progress: 

Challenges Objective Target Achievement 

A deployment 
of IoT 
technologies 
based on the 
BUTLER 
platform in the 
offices of some 
of the project 
partners. 

 

Complete integration 
of the BUTLER 
platforms 

Use of the three BUTLER 
integrated platforms: 
SmartServer, SmartMobile, 
SmartObject/Gateway 

The three platforms have been 
used, although in some cases the 
existing deployments limited the 
possibility to use parts of the 
platforms for legacy and local 
reasons (ex. No unified user 
interface based on Smart Mobile 
for the three trials, but specific 
instances).  

Reuse of BUTLER 
components 

Number of components 
reused (minimum 6) 

8 components used: User profile, 
Trust Manager, Context Manager, 
User Behaviour Smart Server, 
Notification Server, Energy 
Awareness Server, Smart Mobile, 
Smart Gateway.  

Security and Privacy 
enabling 
technologies 

Use of the TrustManager to 
authorize and protect 
connections.  

Yes  

Context awareness 
enabling 
technologies 

Use of the behaviour 
modelling server. 

Yes  
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Interconnections 
between the three 
sites deployments 

Number of 
interconnections 
(minimum 3) 

Demonstrated feasibility of 
interconnections between the 
three office, but scenario limited 
to a proof of concept.  

A requirement 
gathering 
process with 
our co-workers 
to see what 
solution can IoT 
provide in a 
bottom-up 
innovation 
process 

Number of co-
worker involved in 
the co-creation 
process 

20 (inno) 

25+ (iHL) 

15 (TIL) 

19 (inno)  

25 (iHL) 

15 (TIL)  

Number of site 
involved in the co-
creation process 

3 3 

Number of actual 
users of the field trial 
deployment 

25 (inno) 

25+ (iHL) 

15 (TIL) 

23 (inno) 

25 (iHL) 

15 (TIL)  

Number of feedback 
forms collected 

20 (inno) 

18 (iHL) 

10 (TIL) 

18 (inno) 

15 (iHL) 

15 (TIL)  

Number of end trial 
interviews with users 

5 (inno) 

6 (iHL) 

5 (TIL) 

7 (inno) 

6 (iHL) 

5 (TIL)  

Table 18: Smart Office Key performance indicators 

7.2.4.2. Overall Technical Feedbacks 

The following table presents an assessment of the field trial and of the BUTLER platform used.  

Validation target Values Description 

Technical 
feasibility 

Feasible now 

 

The Smart Office trial has been demonstrated to be 
feasible with the technology of the BUTLER project 
and directly usable. However some of the basic 
scenario deployed would benefit from continued 
integration of the context awareness technology 
developed in BUTLER to enhance the existing 
scenarios in more customized services.  

Horizontal 
technology 
integration 

Open for integration 

 

The trial demonstrated the ability of the BUTLER 
platform to interact with existing Smart Office 
deployment and to integrate home automation 
technology (KNX integrated in the Smart Gateway). 
The Trial also demonstrated the possible integration 
of the three heterogeneous trials in a single PoC.  
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Reusability 
evaluation of the 
BUTLER platform 
components 
used  

RRL 6 – Software is 
reusable; the software 
can be reused by most 
users although there may 
be some cost and risk. 

The trial demonstrated the practical reusability, and 
good integration of up to 8 BUTLER components in 
coherent deployments. However the integration 
effort and support needed was significant in the 
trial. Although the technologies are clearly reusable 
and proved to be stable, some efforts still remain to 
be made on documentation.  

Context-
awareness 

Aware - Information from 
dynamic (updated by user 
and system) user profiles 
is used  

  

Context awareness was demonstrated in some of 
the trial scenarios but could be further extended. 

Deployment 
efforts  

Considerable – Onsite 
semiautomatic 

 

The deployment efforts for the trial were significant 
for some components (especially Smart Objects 
deployment as the trial used devices from many 
manufacturers). However the As a Service approach 
offered by the Smart Server provided easy 
deployment and integration for the Smart Server 
used.  

Maintenance 
efforts 

Feasible – Remote 
semiautomatic 

 

Maintenance proved acceptable, some initial issues 
were diagnosed and corrected but over time the 
deployment proved quite stable.  

Scalability  < 1’000 connected nodes This field trial by its proposed setting was not able 
to demonstrate scalability.   

User experience 
/ comfort / 
perception 

User-friendly,  simple, 
secure, reliable, privacy-
driven 

 

This field trial worked specifically on user 
acceptance, and in fact user co-design of the 
scenarios and solutions. The resulting applications 
were well perceived.  

User acceptance Considerable – Weekly 
usage 

 

The user engagement methodology resulted in 
considerable user acceptance and frequent use of 
the trial although some difference can be observed 
by demographic and sub scenarios.  

Table 19: Smart Office Overall technical feedbacks 

7.2.4.3. Conclusions and open scientific questions 

As presented initially, this field trial originated from a double objective: a technology deployment of the 
BUTLER components on one side, and a user centric innovation process on the other side. This trial 
therefore provided fruitful feedbacks on several aspects:  

The Smart Office scenarios: The field trial demonstrated the viability of “Smart Office” scenario and a high 
level of user acceptance and demand for these scenarios when they are correctly integrated in the office 
life and work flow (in which the co-creation process was essential). The Smart Office deployment mainly 
addressed work condition, information exchange and comfort in the office scenarios and resulted from a 
direct decision of the office to improve quality of work life and communication. The viability of the Smart 
Office scenario as a market scenario has therefore not been evaluated in this trial as none of the three 
directly involved partners had direct commercial interest in pursuing this market.  

The use of the BUTLER Platform: This field trial demonstrated a very good usability of the BUTLER platform 
with up to 8 components reused and a direct mapping and reuse of the BUTLER integrated architecture. 
The integration of these components has seen mixed level of reusability due to the still ongoing 
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development of the component but stabilized greatly has the component gained maturity. Some legacy and 
local operational constraint also resulted in different level of use of the platform in the three different 
deployments. However, it can be assumed that future reusability of the BUTLER platforms component will 
continue to increase but this trial already demonstrated operational possibility of a complete use of the 
platform.  

The user centric, co-creation process: This field trial development can be considered to be “user centric” in 
several ways: it included bottom up scenario generation, answered to demand from workers on the 
working place and was open to evolution in an iterative, open innovation development process. This choice 
of a user centric co creation process originated from the strong ethics and privacy concerns identified 
earlier in the project (work package 1 activity and specifically Deliverable 1.4). It resulted in strong user 
interest for the trial deployment and high user acceptance as the scenario of the deployment originated 
from their interests. One case of privacy concerned was indentified on a specific scenario (office presence 
sharing in inno see: http://open-platforms.eu/app_deployment/butler-smart-office-
trial/#Office_presence_sharing_inno) but the regular interaction and feedback loop with the end user 
enabled to rapidly correct the issue and abandon the problematic feature while maintaining the scenario.  

This trial, despite its relatively small deployment size can be viewed as a strong asset of the BUTLER project 
for its important feedback on the platform usability and its use of a user centric innovation process.   

http://open-platforms.eu/app_deployment/butler-smart-office-trial/#Office_presence_sharing_inno
http://open-platforms.eu/app_deployment/butler-smart-office-trial/#Office_presence_sharing_inno
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7.3.  SmartShopping Trial  

7.3.1. Trial Overview 

The democratization of technology and the penetration of the Internet of Things in multiple scenarios are 
facilitating the rising of new models of traditional services. This situation is having a strong impact in cities 
since the economical savings that can be obtained represents an opportunity for modernizing old 
infrastructures and opens the door to the development of novel services. Based on this idea the Smart City 
paradigm has been already introduced in our daily live and it is becoming more and more effective with the 
growth in the developments. 

This new concept implies also the possibility of opening part of the information collected by the city to third 
parties interested in expanding the available services thus increasing the plethora of applications that cities 
can offered to their citizens. The idea of a Smart city as developed urban area that creates sustainable 
economic development and high quality of life by excelling in multiple key areas; economy, mobility, 
environment, people, living and government becomes real by the adoption of these actuations.  

Santander city already has a large deployment of IoT devices (about 12000) sensing multiple parameters 
making reality the concept of Smart City. Moreover, the city also provides the technological tools that are 
required for exploiting the information in real time. Santander offers an open data platform and different 
smartphone applications for accessing and interacting with the city. This environment facilitates the 
development of new applications that combine specific services with the exploitation of city data in real 
time, but also considering the knowledge derived from the analysis of historical data and information 
provided by external stakeholders. These pieces compose the context information which can be processed 
for extracting the maximum benefit for each service or use case running in a smart city environment. 

In BUTLER project the Smart Shopping field trial service able to process in real time city status for creating 
alerts for the merchants. These alerts inform about potential presence of customers that fit with business 
profile so as to allow merchants to get the maximum benefit from those situations. The combination of the 
three key partners in the development of this field trial foster the provision of a realistic view of the 
business opportunities in real time. 

This idea requires from the utilization of existing tools, as aforementioned, but also requires the 
development of novel systems and additional services that will be open to the exploitation of third parties 
creating new business opportunities. In summary the development of this field trial follows this agenda: 

 Interview with selected city merchants – this phase helps for clarifying the scope of the application 
and defining the best approach for the user interface. 

 Development of a first dummy application based on the merchant comments. 

 Obtain a second round of feedback. 

 Create general tools that will be exploited by everyone interested. 

 Include feedback for generating v1.0 

 Final tuning of the application and integration with SmartSantanderRA application in collaboration 
with FP7 Radica project. 

 Release it to the market 

This field trial is also described on the Open Platforms Portal: http://open-
platforms.eu/app_deployment/butler-smart-shopping-trial/    

  

http://open-platforms.eu/app_deployment/butler-smart-shopping-trial/
http://open-platforms.eu/app_deployment/butler-smart-shopping-trial/
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7.3.2. Trial Description  

7.3.2.1. Trial Framework 

Santander city has decided to promote a new city mode based on innovation and development of novel 
technologies focused on Future Internet [18]. In this context the city has participated in several initiatives 
for populating the city with multiple IoT devices providing information in real-time about different 
parameters and transforming the city into a Living Lab for testing novel applications. 

 

Figure 40: Santander IoT Deployment 

There are several applications already running in the city, however they are focused on monitoring or 
efficient management of resources. Nevertheless, the possibilities these data offered are huge and the 
available open data platform enables the rise of new services exploiting the knowledge about the city and 
its citizens’ behaviour. In addition, the city application provides a direct communication channel between 
the city and its citizens creating a stronger engagement situation between them and fulfilling one of the key 
requirements for the success of Smart Cities. 

Santander Open-Data Platform 

As it was aforementioned, one of the key enablers for the development of the smart city concept in the city 
is the Santander Open Data Platform. This platform offers a catalogue of data covering different aspects 
and activities of the city and the required technical mechanisms to automate their collection. The use of the 
information produces added value services on top of the sensing infrastructure already deployed in the 
city. 
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Figure 41: Santander open data categories 

The catalogue has the data organized in several areas related with the different activities, the following 
lines will explain these areas and the data stored in each of them: 

 Transport. This category includes geolocated information about the bus and taxi stops, the location 
of parking spaces for disabled people, motorbike parking, tracking of public transport and status of 
traffic in the city. 

 Urban planning and infrastructure group contains data related to maps, assignment of zip codes 
based on location, park areas, identification of districts, construction licenses and information 
about city districts. 

 Merchants information related with business location and data, pop-up stores and special events 
and news involving merchants. 

 Demography which refers to current population and its evolution, and also historical evolution of 
demographic information in the city. 

 Society and Wellbeing covers digitalize version of notification and news of social care services of 
the city. 

 Culture section includes the agenda of events in the city, the working days and the news related 
with events that will be perform in the city. 

Santander city digital tools 

In the previous section it has been introduced the open data platform as a key element in the context of 
this work. But the city also provides other digital tools that enable a direct interaction among the city and 
the citizens. 
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Figure 42: Santander City apps 

The first tool is the Pace of the city application [19], it creates a direct link between citizens and the city 
allowing people to report problems in the city directly to the municipality and thus minimizing the time 
between a problem is identified and its solution. Furthermore the application is not only a reporting 
mechanism, citizens can also check in real time and useful information about city status. 

The second application is SmartSantanderRA [20]. This has been created as a simple and visual access to 
city information. SmartSantanderRA is of special interest for this work due to the Smart Shopping service 
will be included in it. The integration of the service will be deeply explained in the definition of system 
architecture. 

7.3.2.2. Field trial high level requirements 

The Smartshopping field trial involves real users and for them the technology is not the core of their life. 
For this reason we defined a high level group of requirements that mainly concern users based on the 
surveys done at the beginning of the process. 

 Security  the merchants need to feel security when dealing with the platform. They own the 
information published and they are responsible of what is published, so a secure access to the 
system is a must. 

 Simple use  they are not technology experts, and in many cases they even do not like technology 
so simple and clear HMI is key for the success of the trial. 

 Universal access  smartphone apps is under control for some of them, however a large group of 
merchants requires typical web access from their laptops. 

 Integration with existing city tools  the city is already providing smartphone apps to citizens and 
visitors and they do not want a new app they want to be integrated in the existing ones so as to 
take advantage of the already registered users. 
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7.3.2.3. Role of the actors involved in the trial  

The Smartshopping trial involves several actors collaborating so as to exploit the benefits of the new 
environment generated by BUTLER. The key actors considered are: 

 Merchants  These are the final beneficiaries of the context management done by the project. 
They will enjoy the bene+fits of the smartphone app for the interaction with the citizens and for 
receiving real time update. Moreover the information generated by them will be partly received by 
Bank of Santander thus closing the loop of the city-citizen-merchant wheel. 

 Santander IoT infrastructure  The city is monitoring a lot of parameters that are extremely useful 
for inferring the status of the city. Additionally, the open data platform also enables the 
identification of events in the city so as to grow in useful data that enable a better understanding of 
citizens’ habits. 

 Bank of Santander  Bank of Santander is providing anonymous data from the consumption habits 
in the city per sector, per day and per hour. It has been identified a secure interface for the 
exchange of information between the bank and the BUTLER system. 

 BUTLER Solution  The Smartshopping trial has been designed considering BUTLER system 
architecture, however the needs and requirements of large scale system demand the use of some 
parts not fully integrated in BUTLER. In any case, the combination of both approach give a full view 
of how the trial is implemented with state of the art systems and how it should be in future 
optimized deployments. 

 Santander citizens  The citizens will be the ones that are going to enjoy the list of offers and deals 
provided by merchants. The interaction with BUTLER field trial rise from the collaboration among 
two European FP7 project Radical (http://www.radical-project.eu/) 

Figure 43 summarizes the previous bullet points. 

 

Figure 43: Smart Shopping Trial relationship among actors 

Santander IoT Deployment

Merchants SmartShopping 

Field Trial

Bank of Santander

BUTLER 

Servers
User

http://www.radical-project.eu/
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7.3.2.4. Field trial impact 

The development of field trial with the involvement of real users generates a huge impact in the 
deployment location. Moreover, the Smartshopping field trial result is a pilot experience of an innovative 
way of interconnecting merchants and citizens. 

Santander already deployed a large number of NFC tags which links directly the business information and 
the citizens. Taking advantage of this first experience that breaks the technological gap, the new service 
introduced by BUTLER will be easier to run in the city. Some figures that reflects the impact of the FieldTrial 
is that currently Santander has over 100 restaurants, bars and hotels registered in the BUTLER 
SmartShopping platform and there is over 150 shops registered in Municipality database interacting with 
the new service. 

But merchants are only 50% of the final system, it is required to deliver all the information that they 
generate to the final user, the citizens and visitors of the city. Initially was considered to develop a new 
application, but considering the penetration of SmartSantander RA App, official city application among 
citizens and visitors, the field trial moved to the delivery of open API for accessing the information 
generated, focusing on this App. The current figures show that over 25,000 downloads of the app have 
been done, and it is integrated in daily life of citizens for checking aspects like public transportation and city 
events. 

The app is continuously growing in functionalities and improving its interface, nowadays FP7 Radical project 
is dealing with this, and from the collaboration between BUTLER and Radical it has been defined a clear 
strategy for integrating the information from SmartShopping into different parts of the application so as to 
maximize the visibility of the deals. 

Regarding the impact in terms of new technological components, SmartShopping field trial has followed a 
twofold approach. On the one hand, the field trial requires the utilization of State of the Art solutions 
already available and this limits the cooperation with some BUTLER components. On the other hand, 
SmartShopping and SmartParking integration foster the collaboration among results of SmartShopping field 
trial and most of the elements from BUTLER architecture. This way, the project is not only providing a real 
large scale tool useful for the merchants and citizens of Santander. it is also a way to early detect and 
promote the needs that rise from future IoT platforms 

7.3.2.5. Architecture Mapping 

The PoC integrates context information and user parameters so as to create a very precise advertisement 
tool. The main idea is to analyze the different possibilities to distribute selectively the content generated by 
commerce. Along with the understanding of existing data sources the architecture of the field trial has 
evolved and clarified the interfaces among all the components. 
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Figure 44: Smart Shopping Field Trial Architecture 

The following table presents a mapping of the use case requirements on the BUTLER architecture defined in 
D3.2.   

Requirements for the use case Butler Architecture - Functional component 

Between smartphone, GPS, internet IoT Protocol Adapters - Communications Layer 

Manages connectivity of smartphone and other 
devices 

User Connectivity Manager - Communications 
Layer 

Monitor network parameters  Server Connectivity Manager - Communications 
Layer 

Discovers and authenticates the user smart 
phone 

Network Monitoring / Device Monitoring - 
Communications Layer 

Authenticates user Device Discovery and authentication - 
Communications Layer 

Discover and authenticate servers  User Discovery and Authentication - 
Communications Layer 

Collects GPS data, navigation information 
related ads, city schedule 

Device Data Collector - 

Data / Context Management Layer 

Location system used on demand, user can 
disable it 

Localization Manager - 

Data / Context Management Layer 

Gathers the users’ activities, interests, history 
of used products. 

User Behavior Capture - 

Data / Context Management Layer 

Provide contextual information from user Context / Behavior Information Provider - Data 
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activities, the used devices and applications  / Context Management Layer 

Manage and update user profiles User Profile Manager - Data / Context 
Management Layer 

Identify conclusive events out of collected data 
– decide related ads and inform commerce 
about events that can increase visitors.  

Event Processing - 

Data / Context Management Layer 

Push notifications / On demand access to 
information 

Generic Notification / Actuation - 

Data / Context Management Layer 

Location service of BUTLER can be exploited 
here 

Data Exposition Services - Services Layer 

Configuration of devices, monitoring, software 
updates 

System Management - Services Layer 

Registration of services in the BUTLER network, 
creation of services, dynamic management of 
the services, discovery of services  

Data and Service Directory - Services Layer 

Context based ads Built-in Context-Aware Services and 
Applications - Services Layer 

Table 20: Smart Shopping Architecture mapping 

7.3.2.6. Smart Servers 

Context information is managed by the smartshopping trial. The following figure displays the nature of the 
information that is being process and the actions that allows considering the behaviour of the whole 
system. 

 

Figure 45: Smart Shopping Context information manage by the server 

In the Smart Parking section it is described the different servers and how they are integrated in the full 
BUTLER compatible demonstration. 
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7.3.2.7. Smart Mobile 

The Smart mobile framework cannot be applied as it has been created for the SmartShopping trial. The 
scalability issue, the current methodology for creating users and the requirements derived from ICT 
knowledge of city merchants. And there were also functionalities that were not provided by BUTLER Smart 
Mobile Framework that were mandatory for the trial. 

For the previous reasons, the mobile application that has been designed for the trial follows the 
implementation guidelines provided by the project, but its development has been done as native Android 
and iOS applications so as to assure the good behaviour of the system, and reduce as much as possible 
complexity to the final users. 

Additionally, the field trial provides a web tool for doing the same activities that the ones that can be done 
using the Smartphone application. This was created based on final user experience and knowledge.  

7.3.2.8. Smart Objects / Gateway 

This field trial has no direct relationship with gateways and objects. The core of it is the access to the 
information they are exposing. The access to information is done exploiting open data platform and secure 
interfaces. The core of the trial is in the processing of context information for generating new alerts, but it 
deals with abstraction of the information. 

7.3.3. Security Assessment  

The following table presents the overall threat analysis for this scenario: 

 Spoofing 
Identity 

Tampering of 
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NA NA NA NA NA NA 
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Low Open data 
platforms + 
secure 
interface 

NA Availability of 
public data 

Low 
replication of 
machine 

Low 

U
se

r 
P
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cy
 

Credential 
distribution 
disable 
identity 
spoofing 

NA NA NA NA NA 

Table 21: Smart Shopping overall threat analysis 

Based on this assessment, the following security mechanisms have been scheduled for this trial: 

Category Questions to tackle 

Input validation The input of information can be done using only merchant credentials. 
In case these are stolen they can claim to remove all information about 
new offeres, and return its profile to a golden status of certified info. 

Regarding the content must be confirmed twice by merchants so they 
are responsible of all news relate with their businesses 

Authentication Login is based on user name + password 

Are credentials secured as they are broadcasted over the network? 
Credentials are stored encrypted in a data base 

Is it possible to replay a previous authentication to get access to the 
service? No, the authentication server handles session cookies 

Is it possible to launch a Man-in-the-middle attack? No – It is a server 
authenticated https communication and the server  certificate is 
checked properly. 

Are strong password enforced, resisting guessing and brute-force 
attacks? Not yet, but could be considered 

Are certificates used? Yes on the TLS protocol server part, no mutual 
authentication. 

Are secure protocols used?  YES https, TLS 

Authorization How is authorization enforced for a given user? Via https + login 

How is authorization enforced for a Smart Object? N/A 

Is there a gatekeeper at the entry point of an application? Yes a login 
page. 

Is the access allowed only after successful confirmation of the 
credentials? Yes 
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Administration 
Management 

What administration interfaces are supported by a given application? 
There is only one superuser that can only access to the system on-site 
so as to check info. 

How secure are the administration interfaces? TLS + firewalling  

Is remote administration available? No 

How secured are the credentials of the administrator? Strong password 

Data Sensitivity What are the sensitive data handled by a given application? 

Personal data of merchants 

How are they secured over the network? 

Using encrypted communications by means of HTTPS protocol 

How are they secured in the database? 

The security credentials are stored hashed using SHA 

What kind of encryption is used and how the secret keys are managed? 

The HTTPS connection between clients and server is encrypted using TLS 
(Its protected against POODLE vulnerability) 

Session Management How are session cookies generated? – N/A 

How are they secured to prevent session hijacking? – N/A 

How is persistent session state secured? 

When closing session, user authentication is required again. 

How are secured the session parameters while they cross the network? 

Encrypted using TLS by means of HTTPS 

How does an application authenticate with an established session? – 
N/A 

Cryptography What cryptography algorithms and protocols are used? 

Using HTTPS (TLS1.2) 

Where are stored the encryption keys and how are they secured? – N/A 

How often are keys recycled? – N/A 

How quickly can an access grant be repudiated? – N/A 

Parameter  
Manipulation 

Does the application detect tampered parameters? – N/A 

Does the application validate all parameters in form fields, view state, 
cookie data, and HTTP headers? – N/A 

Exception  
Management 

How does the application handle error conditions? – N/A 

Are the errors notified to the clients? – N/A 

Logging How are log files secured? Log files cannot be access remotely 

How is the integrity of the log files protected? – N/A 

Trust Boundary Are the trust boundaries identified? – N/A 

How does the security guarantee on these boundaries? – N/A 
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Table 22: Smart Shopping security mechanisms 

7.3.4. Assessment of the platform through the trial  

7.3.4.1. Key Performance Indicators of the trial 

The following key performance indicators have been defined to serve as objectives for this trial and to 
monitor the trial progress: 

Objective Activity Target Achievement 

Active Merchants 
involved in the initiative 
during first two months 

Create Promos 

Process alerts 

 

100  Yes 

Involvement of end users 
actively searching 
information  in the tool 

Promoting the use of the 
application 

4000 Yes 

Evaluation of different 
sources of information in 
the context management 
engine 

Develop a dynamic real 
time context information 
engine 

5 sources of information 
analyzed in RT 

Yes 

Attend several 
simultaneous queries of 
information 

Be able to handle a large 
amount o queries  

100 simultaneously with a 
response time < 3 sec 

Not verify yet 

Table 23: Smart Shopping key performance indicators 

7.3.4.2. Overall Technical Feedbacks 

The following table presents an assessment of the field trial and of the BUTLER platform used.  

Validation target Values Description 

Technical 
feasibility 

Feasible now 

 

This field trial is running in Santander City, 
the population of city merchants have 
already introduce the tool created by 
BUTLER among their IT resources so they 
can directly access to citizens. Moreover, 
the update of city application provided by 
the collaboration with FP7 RADICAL project. 

Horizontal 
technology 
integration 

Open data formats only 

 

The key tool created for the trial has been 
locally integrated in a smaller scenario with 
most of BUTLER components, through 
SmartParking trial. However the needs of 
reliability and full functionality of trial have 
led us to create full functional modules not 
fully aligned with BUTLER description but 
tfully compliant with BUTLER IoT 
architecture. 

Reusability 
evaluation of the 
BUTLER platform 

RRL 3 – Basic reusability; the software 
might be reusable by skilled users at 
substantial effort, cost, and risk. 

As presented in the previous point, this 
field trial aims at creating a tool exploiting 
context information provided by the city. 
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components used  The relationship with other BUTLER 
components is produced at high level, so 
there is no a huge reusability of them. 
Anyway the integration of a lower scale 
SmartCity demonstration addresses this 
point. 

Context-
awareness 

Highly aware – Current not yet saved in 
profile information and information 
from dynamic (updated by user and 
system) user profiles is used  

  

This is the most important part of the field 
trial, being able of detecting important and 
relevant event happening in the city so as 
to increase merchant ‘s interaction with 
citizens and also to wider citizens 
opportunities to access to useful 
campaigns. 

Deployment 
efforts  

Feasible – Remote semiautomatic 

 

The field trial has been deployed at city 
level, involving more than 250 active 
merchants and addressing 25,000 final 
citizens. 

Maintenance 
efforts 

Feasible – Remote semiautomatic 

 

The Field trial engine has been fully tested 
and benchmarked, the maintenance is low 
and most of the actions are derived to the 
need of help rather than technical 
problems. 

Scalability 1’000 – 10’000 connected nodes  

 

The tool created is targeting about 3,000 
users, half of them already in the platform 
but some with very limited activity. The 
group of early adopters is about 10% and 
user that never will participate is estimated 
in 10% as well. 

User experience / 
comfort / 
perception 

User-friendly,  simple, secure, reliable, 
privacy-driven 

 

The involvement of merchants in the 
definition of all the components and 
functionalities that they will receive is a key 
for creating a simple, safe and friendly tool. 

User acceptance High – Daily usage 

 

The participation of merchants in the whole 
process of creation enables us to provide 
the tool they have created. This idea 
facilitates the adoption of the solution by 
most of them in good predisposition. 

Table 24: Smart Shopping overall technical feedbacks 

7.3.4.3. Conclusions and open scientific questions 

The Smart Shopping trial acts as bridge between state of the art solutions and future IoT platforms. The 
requirements derived from involving real users in a large scale helps to identify missing parts and weak 
points that can be addressed by using BUTLER architecture proposal. 

The different servers and data brokers will simplify the implementation of services similar to the smart 
shopping sharing the computational and processing cost between BUTLER components and final 
application. The result will be an efficient and robust service architecture enabling new business models. 
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7.4.  SmartParking Trial  

7.4.1. Trial Overview 

The work done at the beginning of the project’s life concluded that parking problems influences in a great 
amount of city inhabitants. With this in mind, a first version of the SmartParking solution was released in 
the first project review. Despite the fact that the functionalities included in that novel solution were quite 
limited, TST was able not only to make a first contact with the technological aspects of the solution, but 
also to have a physical Proof of Concept (PoC) to showcase the SmartParking Management System in 
different congresses, meetings, parties, etc. Thanks to that, the solution collected a great amount of 
feedback from a variety of people: stakeholders interested in the solution, potential users of the platform, 
industrial engineers involved in the development process, local authorities with rights to decide the 
implantation of a solution like this one in their cities, non-technical people, social interactions, and so on. In 
this sense, numerous improvements were integrated during the second year of the project, with 
continuous redesigns of both hardware and software platforms, until the SmartParking device prototype 
turn into a pre-commercial product. After that, some trials were conducted in a private parking lot close to 
TST’s premises, in which a group of users tested during various days the SmartParking devices, the 
reservation system and the mobile app. This final trial highlights that the IoT deployment used in the trial is 
robust enough to be implanted in a real environment, and a prove of that was done by installing the 
SmartParking solution in the parking lot of the Royal Palace of La Magdalena, during the last Plenary 
Meeting of the BUTLER project in Santander. 

The following pictures represent the evolution of the trial perceived from the device’s point of view. At the 
beginning, the so called “smart lights” consisted in various self-made post lamps, wired one to the other 
(Figure 46). When it comes to the detection of vehicles, our first device embedded a ferromagnetic sensor 
(Figure 47). Several tested were conducted to stress this technology, what resulted in being not as reliable 
as expected due to the need of continuous re-calibrations, in addition to the fact that motorcycles were not 
always detected. 

 

Figure 46: Smart Parking First version of lighting system 

 

Figure 47: Smart Parking Vehicle detection sensor 

After some research, TST decided to use ultrasonic technology for the detection of devices, while also the 
lightning system was redesigned. With those major improvements, a new boxcase was developed, which 
also includes a buzzer to alert during certain situations, a LDR for detecting the amount of luminosity, a 
temperature and a humidity sensor. 

Many resources were put in the design process of the SmartParking device. It was a challenging opportunity 
for TST to enlarge its product family with a brand new SmartObject capable of sensing and actuating 
accurately, but also with the ability to be deployed in street pavements while being battery powered. 
Figure 48 and Figure 49 show an on-site installation in some parking spaces lend by the Real Palacio de la 
Magdalena in Santander during the celebration of the last Plenary Meeting of the BUTLER Project. 
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Figure 48: SmartParking deployment 1 

 

Figure 49: SmartParking deployment 2 

In the same line, the SmartParking ManagementServer, MobileApp and WebPanel have suffered a strong 
transformation from the first releases to now. Principally, the most notable improvement consists in the 
adoption of the MQTT Protocol for communications between the different actors of the system. With this 
promising technology we are now able to keep growing the service in a scalable and more secure manner. 

This field trial is also described on the Open Platforms Portal: http://open-
platforms.eu/app_deployment/butler-smart-parking-trial/  

7.4.2. Trial Description  

The next chapters would deep into the definition of the different actors involved in the trial. Nevertheless, 
we can highlight now that by combining said features the system provides a way to empower how a static 
parking lot behaves. In this sense, by installing a SmartParking device in a parking space, it begins showing 
its state of availability using different colors. The states chosen for the tests conducted during the BUTLER 
project are: 

 Green means the spot is free of usage by everybody 

 Blue means the spot is reserved, only those with authorization would be able to park 

 Red means the spot is forbidden to park in 

However, the system is prepared for more than that. Right now the SmartParking devices can use up to 8 
colors, and many more would follow. In addition, the meaning of the colors, the blinking period, or even 
the frequency of the LED is able to be tweaked externally on demand. This means that the system can 
behave in a different manner for other use cases or circumstances. For instance, in case of being used in a 
harbor for “parking” boats and large ships, the chosen colors may differ slightly. The same applies for the 
usage of the buzzer. In the SmartParking field trial, when a parking space is unavailable (red light) and a car 
is detected, the buzzer starts bipping continuously making a strong noise. When the parking is reserved and 
a car is detected the buzzer bips melodically so to warn the user to finalize the reservations proceeding 
with the Check-in step, either by means of the MobileApp or passing a valid NFC card in front of the NFC 
reader. As explained before, this behavior is susceptible to be changed externally for certain situations. 

Coming back to the trial description, when a car is detected the SmartParking device sends a message to 
the SmartGateway, which retransmits it to the SmartParking Management Service. In fact, it is not here 
where the intelligence of the application resides because the idea is to have a service that exposes the 
resources and the service itself to a third-party. It will be this third-party the one who would program the 
rules and the behavior to act and infer when an event is detected. For example, the Sensinact platform 
developed by CEA represents this figure: this platform connects to the SmartParking Management Service 
thanks to the usage of MQTT, which implements a plugin that adds Oauth 2.0 authentication. Now, the 
Sensinact platform is able to publish topics and subscribe to topics which will ultimately define how the 
addressed parking lot would behave. Following the same explanation, the MobileApp intercommunications 
with the SmartParking ManagementServer are quite similar: first, the connection to the broker is done 

http://open-platforms.eu/app_deployment/butler-smart-parking-trial/
http://open-platforms.eu/app_deployment/butler-smart-parking-trial/
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using the OAuth 2.0 protocol; then, the MobileApp is able to publish and subscribe; finally, the way the 
MobileApp is programmed defines the behavior of the parking lot. 

7.4.3. Components used and architecture 

7.4.3.1. Architecture Mapping 

The system architecture is presented in the following Figure 50, representing a real street deployment of 
various devices controlled by a more intelligent one that brings the opportunity to receive interactions 
from users and be managed by external services. The actors that compose the SmartParking Management 
System are: 

 A WSN formed by IoT objects, the already mention SmartParking devices 

 A SmartGateway as the interface between the IoT objects and the rest of the system 

 The mobile apps installed in user’s smartphones 

 The services running in cloud servers 

 

 

Figure 50: Smart Parking System Architecture 

The following table presents a mapping of the use case requirements on the BUTLER architecture defined in 
D3.2.   

Requirements for the use case Butler Architecture - Functional component 

Common bridge between NFC module, GPRS 
module 

IoT Protocol Adapters - Communications Layer 

Manages connectivity of SmartObjects User Connectivity Manager - Communications 
Layer 

Manages connectivity to the BUTLER 
SmartServer 

Server Connectivity Manager - Communications 
Layer 

Monitor network parameters of NFC module, 
GPRS module 

Network Monitoring / Device Monitoring - 
Communications Layer 

Lighting 

System

Detection 

Sensor

BUTLER

SmartMobile

NFC 3G / WiFi

BUTLER

SmartServer

SmartGateway 

Lightweight

GPRS (MQTT)

ZigBee

ZIGBEE NFCGPRS
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Discover and authenticates the user smart 
phone / NFC module 

Device Discovery and Authentication - 
Communications Layer 

Authenticate user User Discovery and Authentication - 
Communications Layer 

Discover and authenticate servers  Server Discovery and Authentication - 
Communications Layer 

Collect parking space data Device Data Collector - Data / Context 
Management Layer 

Keep track of user location  Localization Manager - Data / Context 
Management Layer 

Gather the users activities User Behavior Capture - Data / Context 
Management Layer 

Provide contextual information from user 
activities, the used devices and applications  

Context / Behavior Information Provider - Data 
/ Context Management Layer 

Manage user profiles User Profile Manager - Data / Context 
Management Layer 

Identify conclusive events out of collected data 
to decide if user is close to available parking 
space  

Event Processing - Data / Context Management 
Layer 

Notify user if parking is available Generic Notification / Actuation - Data / 
Context Management Layer 

Location service of BUTLER can be exploited 
here 

Data Exposition Services - Services Layer 

Configuration of SmartObjects, monitoring, 
software updates 

System Management - Services Layer 

Registration of services in the BUTLER network, 
creation of services, dynamic management of 
the services, discovery of services  

Data and Service Directory - Services Layer 

Dynamic Parking availability service Built-in Context-Aware Services and 
Applications - Services Layer 

Table 25: Smart Parking architecture mapping 

7.4.3.2. Smart Servers 

Supported by the previous architecture, different BUTLER components have been integrated in order to 
provide an enhanced way to manage a parking lot facility. From an architectural point of view, the following 
four BUTLER SmartServers are being used: 

 Authorization SmartServer 

 User Profile SmartServer 

 Location Manager SmartServer 

 Context Manager SmartServer 

Authorization SmartServer and User Profile SmartServer: 

There are two User Interface (UI) applications allowing the users to interact with the system: the 
MobileApp and the WebPanel. The former is intended to be used by regular citizens, while the later is 
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thought to be used by local authorities and parking administrators. This manner, we need a way to differ 
between different user profiles, which may be assigned roles to grant certain access privileges. This is done 
thanks to integration of the Authorization SmartServer in combination to the User Profile SmartServer. 
While the MobileApp implements a pure Android library, the WebPanel integrates the butler.js library, but 
in essence both of them behave the same way. 

Location Manager SmartServer: 

The process of reserving a parking space and using it traverses a step that we call the Check-in, what 
happens when a user validates the usage of a parking space. In order to demonstrate the integration point 
of the SmartShopping Field Trial into the SmartParking one, we have included a new functionality after the 
Check-in step. The new feature consists in sending the spark deals of the shops surrounding the parking lot 
to the users that have done a valid Check-in. In this manner, we have integrated the Location Manager 
SmartServer since it allows us to send the GPS coordinates of the parking spaces and the mobile apps so to 
be lately consumed by the Context Manager SmartServer. 

Context Manager SmartServer: 

The usage of context information on this trial can be seen as a two-way process: on one side, the system 
provides data to the context manager in order to be processed or consumed by other services; on another 
side, the trial consumes data from the manager, for instance to display the spark-deals to the users, as 
explained in the Location Manager section. 

SmartParking Management Service: 

Even though this service is not part of the BUTLER SmartServer standard functionalities, it is important to 
highlight that it represents the core of the field trial. The implemented resident application runs 
continuously connected to the MQTT Broker in order to watch all the messages that traverse the broker, 
filter them and re-transmit only the required ones to specific clients, applications or services. In essence, 
this “middleware” allow us to abstract the underlying technology so to expose the features of the parking 
system to third-parties in a seamless and standard way.  This server has been built specifically for the 
SmartParking Field Trial, so it can understood as a private client solution whose functionalities have been 
improved by adding new features coming from the BUTLER services. 

7.4.3.3. Smart Mobile 

The mobile application represents the principal user interface to interact with the SmartParking trial. The 
app has been developed for Android based-smartphones reusing the framework developed by INNO. With 
this application several actions can be done such as searching for a parking lot, displaying the state of 
parking spaces in a map, placing reservations, doing check-ins, receiving SmartShopping deals, and 
receiving notifications. In order to use this MobileApp, users first need to login, a process which involves 
the interaction with Gemalto’s Authorization SmartServer. If the process succeeds, then the user will have 
the right to make reservations for certain parking spaces. 

Other user interfaces: 

The SmartParking WebPanel is a web application that can be access from any modern browser. Its main 
purpose consists in providing system administrators, local authorities or policemen with a comfortable and 
clean interface to interact with the SmartParking system, being it composed by 4 devices or by a much 
greater number of devices. The WebPanel can be accessed from https://smartparking.tst-sistemas.es. A 
screenshot of the main screen is presented in Figure 51. 

 

https://smartparking.tst-sistemas.es/
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Figure 51: Smart Parking WebPanel 

7.4.3.4. Smart Objects / Gateway 

The SmartParking device is one of the main achievements of this trial. The box case (or shell) has been built 
up using a very robust polymer, which in combination with its particular shape provides the device with the 
required consistency to resist against bumps, shocks, and crushes from vehicle’s wheels. 

In addition, it has been designed to be hermetic and waterproof, but taking into account that it must be 
able to be recharged periodically. In this sense, the lifecycle of a fully charged battery longs at least one 
month operating in normal mode, which represents enough time for conducting a field trial. Nevertheless, 
it is prepared to be connected to dedicated power supply lines in case of willing to be deployed in a fixed 
placed as long-term solution. Moreover, the appearance of the object allows it to blend with the 
environment as it looks like any regular public street furniture. 

Concerning its connectivity, the usage of a Zigbee low-power RF module combines perfectly with the nature 
of these devices: the flexibility of this network protocol allows adding new nodes to the WSN with 
minimum reliability impact; the security mechanisms allow encrypting not only the content of the message 
but also the route of the packets [17]; the sleeping cycles permit saving up battery not lowering the 
performance of the communication channel; as a common adopted standard permits heterogeneous nodes 
to join the same Personal Area Network in order to enlarge the range of the WSN thanks to its multi-
hopping capability. This is how this pre-commercial product looks like (Figure 52). 

 

Figure 52: The SmartParking device 
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Apart from that, there has been done extra specific effort in order to integrate the BUTLER SmartGateway 
into the trial. Let’s distinct between the SmartGateway (Lightweight) implemented by TST and the BUTLER 
SmartGateway implemented in the project. While the former is focused in this specific trial, the later has 
been developed as a more opened basis. However, both of them are perfectly capable of running 
transparently with the underlying parking technology and, in fact, they can work together, both of them at 
the same time. So, in this particular field trial, the reason for TST to develop an additional gateway relies in 
the requirement of having a portable trial, which also offers the ability to integrate an NFC module to 
showcase the suitability of this technology in this kind of trial. Figure 53 shows the device box case and 
Figure 54 the technology inside it. 

 

 

Figure 53: TST Smart Gateway box case 

 

Figure 54: TST Smart Gateway interior 

7.4.4. Security Assessment  

The present section makes use of the DREAD approach and the STRIDE classification, which defines the 
following items in a scale from 1 (low impact) to 3 (high impact): 

 Damage potential: How great is the damage if the vulnerability is exploited? 

 Reproducibility: How easy is it to reproduce the attack? 

 Exploitability: How easy is it to launch an attack? 

 Affected users: As a rough percentage, how many users are affected? 

 Discoverability: How easy is it to find the vulnerability? 

To classify the following threats of an information system: 

 Spoofing Identity: One peer usurps the identity of another peer. 

 Tampering of data: An attacker is able to alter the content of the data exchanged in the 
communication channel between two or more peers. 

 Repudiation: A peer denies to have realized an action that it has effectively performed. 

 Information disclosure: The information is disclosed to an unauthorized peer. 

 Denial of service: This attack is lead to disable a service offered to a legitimate peer. 

 Elevation of Privilege: A user could allocate himself more elevated access rights than he is 
authorized. 
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Table 26: Smart Parking DREAD approach 

Based on this assessment, the following security mechanisms have been scheduled for this trial:  

Category Questions to tackle 

Input validation Could an attacker inject commands or malicious data into the network?  

As all the messages traverses the MQTT Broker (which uses Oauth 
2.0 for the authentication) it’s highly difficult to insert faulty data 
into the system, but even so, that data would be discarded behind 
the MQTT Broker by the SmartParking service. In an effort to 
prevent a service interruption at WSN level, an autonomous working 
mode has been implemented which allows the devices to keep 
working even if the Zigbee link is saturated. 

Authentication Where is authentication decided, where is it enforced? 

The system communicates the different actors of the field trial by 
means of an MQTT broker using secure TLS connections. 

Authorization How is authorization enforced for a given user? 

The end users interact with the SmartParking Management Service 
through the MobileApp, which in turn authorizes the user against 
the BUTLER Authorization SmartServer. 

Data Sensitivity What are the sensitive data handled by a given application? 

Coming from the SmartParking Devices: vehicle detection data, 
temperature, humidity, luminosity, battery. 

Coming from the MobileApp: reservations and check-in process. 

Cryptography What cryptography algorithms and protocols are used? 

MQTT provides TLS, Zigbee features AES128 and MIC, OAuth 2.0 is 
based on asymmetric cryptography. 
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Exception  
Management 

How does the application handle error conditions? 

Faulty devices are isolated from the system 

Are the errors notified to the clients? 

Not to the clients, but to the system administrators. 

Table 27: Smart Parking security mechanisms 

7.4.5. Assessment of the platform through the trial  

7.4.5.1. Key Performance Indicators of the trial 

The following key performance indicators have been defined to serve as objectives for this trial and to 
monitor the trial progress: 

Objective Activity Target Achievement 

Detection of vehicles in 
a parking space 

Measurement rate Periodically each 5 seconds Yes, configurable 
parameter 

Durability Car wheel resistant, weather-
proof 

Test passed (see 
Figure 55) 

Battery lifespan  More than 3 years As extracted from 
datasheet 

Displaying status of a 
parking space 

Visibility At least from 10 meters Tested with real 
users 

Battery lifespan  Several weeks Fulfilled 

Portability Easy to install and remove Yes, with the correct 
tools / machines  

TSmoTe as a 
SmartObject 

Interfaces NFC, RF, ZigBee, GPRS Yes 

Communication 
protocol 

MQTT Yes, protocol 
version 3.1.1 

Security TLS, AES  Yes, plus OAuth 2.0 

IoT Deployment Parking lots At least 3 Four SmartParking 
devices 

Users Around 100 3 trials of 20 people 

Parking spaces under 
control 

10 per parking lot 
4 per parking lot 

Table 28: Smart Parking key performance indicators 
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Figure 55: Smart Parking device resistance test 

7.4.5.2. Overall Technical Feedbacks 

The following table presents an assessment of the field trial and of the BUTLER platform used.  

Validation target Values Description 

Technical 
feasibility 

Feasible now 

 

The trial has been demonstrated to be 
feasible with the technology of the BUTLER 
project and directly usable. Actually, it is 
completely configurable from the outside 
so to adapt to varying scenarios, providing 
more customized services. 

Horizontal 
technology 
integration 

Open for integration 

 

The solution has been proven to be easy 
integrated in other platforms or 
middlewares, for instance the BUTLER 
SmartGateway and lately the Evrythng 
platform (dev.evrythng.com). The MQTT 
broker is the key piece facilitating the 
integration with other services. 

Reusability 
evaluation of the 
BUTLER platform 
components used  

RRL 7 – Software is highly reusable; the 
software can be reused by most users 
with minimum cost and risk. 

 

The SmartParking trial demonstrate the 
ability of the developed tool to provide all 
the logics and components to build a 
dedicated  parking service over it, or even a 
service not necessarily to be used as a 
parking solution but that reuses the 
available components, which are quite 
standard ones. 

Context-
awareness 

Limited aware - Information from static 
(updated by user only) user profiles is 
used  

 

In order to preserve anonymity, the only 
data which is used from users is their GPS 
location. However, this info cannot be 
correlated to a specific User Profile but to a 
mobile device id. 
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Deployment 
efforts  

High – Onsite manual The field trial implements many technical 
improvements to facilitate the deployment 
phase (battery powered devices, GPRS 
modules, robust devices, waterproof, etc.). 
However, this field trial keeps having a very 
complex deployment step in the form of 
bureaucracy. 

Maintenance 
efforts 

Feasible – Remote semiautomatic 

Considerable – Onsite semiautomatic 

 

The SmartParking devices have been 
designed with a powerful boxcase to resist 
harsh environmental conditions. The 
sensors included provide accurate 
information of the environment. The 
integration of an Over-the-air-Programming 
mechanism allows remotely upgrading their 
firmware remotely with minimum effort. 

Scalability 1’000 – 10’000 connected nodes  

 

The usage of ZigBee modules as part of the 
WSN deployment, and MQTT as the 
message broker, theoretically ensures to 
achieve those numbers. 

User experience / 
comfort / 
perception 

User-affine - Any three properties 

 

Thanks to its disruptive boxcase, the 
SmartParking device received good critics 
from the great majority of stakeholders, 
interested parties and final users. 

User acceptance Considerable – Weekly usage 

Borderline – Monthly usage 

 

A final, real, commercial solution deployed 
in a parking street might be used the same 
amount of times as nowadays limited-
parking space solutions are. 

Table 29: Smart Parking overall technical feedbacks 

7.4.5.3. Conclusions and open scientific questions 

The technical outcomes of the SmartParking Field Trial suppose a chance to tackle new business 
opportunities in a market where these enhancements suppose a clear advantage against competitors. The 
different sensors, protocols and services that have been integrated into the trial allow TST to be at the 
forefront in IoT trends. It is worthy to mention that during the project lifetime it has been observed a 
noticeable evolution in the technologies surrounding the IoT. Two of these emerging technologies to keep 
in track are the MQTT protocol and the Sigfox network, raising a strong impact in the IoT community. The 
SmartParking use case gave TST the opportunity to complete the integration of these technologies into the 
TSmoTe board. 

From another point of view, the feedback collected from the users involved in the trial lifecycle varies quite 
a bit. There are some stakeholders who see the field trial good enough to be used in real scenarios, but 
some improvements would have to be made in other to fully address a specific business case.  In addition, 
some discussions have been held with public authorities so to obtain a better view of the troubles that may 
arise when dealing with an eventual usage of public parking spaces. Apart from that, citizens’ involvement 
into the field trial highlighted the fact that the SmartParking solution is not given as a final, commercial 
solution, but is likely a big test, a demo area, in which these users tended to discuss about the solution, 
propose ideas, provide enhancements, and even try to hijack the deployment, with good intentions. 

Finally, the integration of the SmartParking field trial into the BUTLER infrastructure has been really 
smooth. Thanks to the Smart Services provided by different consortium’s partners we have been able to 
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adopt a robust security scheme in a very short period of time, what even brought forth the adoption of 
mechanisms to deal with geopositions in a more secure and efficient manner. At the same time, the usage 
of context information, represented by the reception of SmartShopping deals, has been done not needing 
to modify any aspect of the architecture of the trial. 
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7.5.  SmartHealth Trial  

7.5.1. Trial Overview 

The aim of this trial was to test health care services developed by Tecnalia and included in Butler 
platform. Then a description of each service has been included.  

GPS-enabled Fall Detector is a portable device, hanging from the waist, which can detect a fall and then 
establish a hands-free phone call or send a SMS providing GPS location to a pre-configured phone number. 
It can also register and send to the cloud periodically GPS position independently of a fall detection. It can 
also inform periodically about outdoor positioning to track walks. Thanks to BUTLER integration, it can now 
provide indoor location as well, when a fall event is detected at a certain space enhanced with ZIGPOS 
infrastructure. 

Emotion Detector is a service which continuously communicates via Bluetooth measurements from a 
wearable heart-rate monitor to a smartphone. Wearable heart-rate monitor could be on chest or on wrist. 
This latter one processes the information received and outputs the emotional valence (positive or negative 
–i.e., stressed) of the wearer and give some messages to the user in the smartphone screen to help him/her 
controlling negative emotions. 

Medication Intake Assistant is a netbook remembering the user with the intake of the prescribed 
medication. The netbook can alert about the correct dose and the right moment for the intake, according 
to a plan for medications predefined. 

TV based Telecare Reporting Service is basically a vital signs tele-reporting and messaging service. It has 
been developed over a set-top-box (STB). Programming on that STB, we could show reminders and telecare 
information on the TV set, overlapping on a corner of the channel program. In the same way, the users at 
home can send vital sign information obtained through Bluetooth medical devices: digital scale, pulse-
oximeter and tensiometer. In the case of these trials we adapted this service to test it in a homelab. 

User adapted videoconference for medical and risk prevention service connects remotely a doctor or risk 
prevention responsible with a user. It employs desktop computers on the services side, and touch screen 
computers on the ”patients” side to simplify the interaction for users without ICT experience . It consists of 
a simplified teleconference service. 

OSGI framework acting as a gateway receives information from those aforementioned services when they 
are used or triggered and sends all this data to BUTLER DDX Smart Server as a data provider. This 
middleware is transparent for the user and acts as a gateway for the previous five services to the BUTLER 
Smart Servers platform. This way, it also provides the possibility to share information of many other 
Tecnalia’s services integrated or connected to it, services like daily activity monitoring, aggressiveness 
detector, physical activity monitor, etc. This gateway connects directly with a number BUTLER Smart 
Servers, this is, with DDX server and Location Manager and a connection with Multimedia server is being 
developed, not for the field trials but for a final demonstration. Indirectly and through Location Manager, 
this gateway is also connected to Context Broker and Behaviour Manager. 

Finally, to be fully BUTLER compliant, a new mobile app based on SmartMobile guidelines has been 
developed. This Mobile App acts as a data consumer when connected to DDX server. This way, any relative 
or close friend of a service user providing service information to DDX can get alerts automatically about 
these events. 

The participants, after using the aforementioned services during some time, should evaluate them from 
different points of view using a web-based evaluation tool, with the aim of collecting information about 
bugs, design, functionality, usability, usefulness, ergonomics, security, privacy and efficiency. 

7.5.2. Trial Description  

The objective of this trial is to involve IoT technologies at home for health monitoring with the aim of 
helping people to control certain diseases. For that, TECNALIA has developed different devices and has 
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integrated them in the BUTLER platform. All the integrated services are somehow related to health 
monitoring or health control. 

This field trial is described on the Open Platforms Portal: http://open-
platforms.eu/app_deployment/butler-smart-health-trial/  

7.5.2.1. Trial Sample Scenario 

Jon lives in the center of Bilbao with his wife and two daughters, aged 12 and 17. He is 55 years old and 
works for a technology-based company oriented to the health market. The company is located in a village 
15 km away and he usually drives there every day in his own car. His job at the company has increased in 
competences and responsibilities during the past two years and he has to spend more hours than ever 
before in front of a desktop computer. This situation is producing some top back pain episodes and at the 
same time becoming quite stressing for him. As a consequence of it he feels emotionally altered even when 
being at home with his family.  

His wife is worried about Jon and suggested him to pay a visit to the doctor. After a clinical review and due 
to his back pain he presents some symptoms of osteopenia (early stage of osteoporosis) and the doctor 
suspects Jon is at risk of suffering falls. During that clinical review and at several moments, Jon presented 
anomalous high measures for blood pressure. He tells Jon that the reported stressing situation at job is 
probably producing that eventual point of hypertension. However, Jon reports that but there is some 
background of that pathology at his family of this pathology. The doctor gives some advices to follow when 
feeling stress situations and recommends taking blood pressure measures periodically to follow up the 
evolution of such hypertension episodes. He even suggests Jon to take some medications like Lisinopril to 
help controlling that evolution. 

Next day, having lunch with his boss at work, Jon comments to him main aspects of that clinical review. 
Then the boss suggests him to use in his real environment some recent smart e-Health services developed 
within the company that may help him with so many health concerns.  

Concretely, for hypertension management he suggests to take home both a Telecare Reporting Assistant 
system using his TV set to control blood pressure and a Medication Intake Assistant system which would 
help him to remember the intake Lisinopril medication.  

To control stress episodes, he suggests using a recently developed Emotional Detector based on a 
wearable heart rate monitor connected to Jon’s smartphone where an app evaluates the level of stress. Jon 
can use it at potentially risk situations like driving but his boss recommends him to use it continuously while 
working. At work, they also have a doctor and they installed a Videoconference Service to contact him and 
to make some questions. This could be very useful for Jon to make a periodically health control and this is 
also good for his boss because Jon does not need to move from the office for it. 

Due to Jon’s risk of falls, the boss recommends him to use a wearable Fall Detector device that can warn 
the person he decides sending immediate information about the exact outdoor location he is if he suffers a 
fall. They also install an indoor locator in the office in case that Jon suffers a fall in the office and he get 
unconsciousness.  

Besides the help this devices and services, individually, can provide him, the boss tells Jon that there is an 
added value service: his laptop for tele-working will include a tool for collecting information from all the 
services. A recent agreement between the company and BUTLER consortium permits now a seamless 
connection between their information collecting tool and BUTLER IoT platform. That agreement includes a 
set of BUTLER-enabled indoor locators for any person at the company agreeing to take profit from BUTLER-
enabled services. This brings more benefits for Jon’s sake: more people than those enabled (but limited) by 
company’s tools can subscribe to the information he generates, for example, his family doctor who is doing 
the follow-up, the doctor of the company and relatives. Furthermore, a new internal tool at BUTLER 
platform could also in the future correlate emotionally unbalance episodes with falls, and then be informed 
for prevention. The Telecare Reporting Assistant tool is prepared for his old TV set with cathode ray tubes, 

http://open-platforms.eu/app_deployment/butler-smart-health-trial/
http://open-platforms.eu/app_deployment/butler-smart-health-trial/
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just changing his external Set-top-box with a programmable one the company used to develop that service. 
But Jon notices his boss that his daughters are pressing to substitute that obsolete TV set with a modern 
smartTV, and he and his wife are seriously considering that option. He is afraid that such telecare will not 
be useful in they make a decision of changing TV. The boss calms him down: the collecting tool at his laptop 
is already prepared to receive reminders and send the medical devices measurements without the usage of 
that programmable set-of-box and ready to be shown on his new smartTV thanks to BUTLER platform 
functionalities. Jon is delighted with his boss’ proposal and accepts to give it a try, installing all the 
company’s stuff at his home cloud-connected to BUTLER platform services, basically indoor locators and 
collecting tool. He also agreed to wear permanently a fall detector device and a heart rate monitor watch 
for stress follow-up, BT-connected to his smartphone. His family doctor also accepted to subscribe to all the 
information Jon provides to BUTLER platform through its DDX SmartServer, and he installed in his 
smartphone and notebook a BUTLER SmartMobile-enabled set of services to check blood pressure 
evolution, medication intake, falls and stress episodes. So they did Jon’s wife and oldest daughter, who also 
installed that BUTLER’s SmartMobile-enabled service in their smartphones to be aware of any fall. Finally, 
Jon’s company doctor subscribed too.  

Jon, his wife, oldest daughter, family doctor and company’s doctor are using the health services, which are 
BUTLER-enabled, since two months ago. All the information related to his potential hypertension 
(adherence to Lisinopril treatment –through Medication Intake Assistant- and blood pressure evolution –
through Telecare Reporting Assistant- is followed up periodically by his family doctor without asking him to 
pay any visit. The doctor, besides, has a chance to remind Jon remotely that he has to take some health 
measures to be later reported to him –through Telecare Reporting Assistant-. Jon takes it medicine daily as 
prescribed and family doctor can know it through Medication Intake Assistant. Now, Jon needs to go to the 
doctor only for new prescriptions of Lisinopril since the doctor checks once a week that blood pressure 
evolution is stable at its normal values. Except for last week, when the family doctor detected slightly high 
values for blood pressure and sent a reminder to Jon’s TV set to go to clinic for a quick check and adjust 
Lisinopril medication dose –everything through Telecare Reporting Assistant-. A fall event –through Fall 
Detector- was detected a week ago when going to take a coffee downstairs at company’s premises. His 
daughter was immediately warned by BUTLER fall subscription service at her mobile so she could phone 
him at once in order to know that no hazard occurred. Jon’s stress peaks are slowly disappearing since he is 
aware of it and took some recommendations from the doctor. He also is periodically supervised by the 
company’s doctor by the videoconference service installed at the office and feels more comfortable and 
empowered with this disease. Since Jon is making use of all aforementioned smart IoT services, he feels 
better because he knows he is continuously monitored and followed-up by experts. It also provides peace 
of mind to his wife. 

7.5.2.2. Use case 

In this section a UML diagram for each service tested in this trial has been presented. Each UML diagram 
represents the basic functionality of each service with the aim of explain visually how they work and 
interact with the stakeholders. 
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Figure 56: Smart Health, UML diagram for Fall Detector service. 

 

 

Figure 57: Smart Health, UML diagram for Emotion Detector service. 

 

 

Figure 58: Smart Health, UML diagram for Medication Intake Assistant service. 
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Figure 59: Smart Health, UML diagram for Telecare Reporting Service 

 

 

Figure 60: Smart Health, UML diagram for Videoconference for mdical service. 

7.5.2.3.  Schedule and end users engagement 

 

Trials were delayed until middle of July because technical issues and services were tested until middle of 
September to have time to process all the collected data. The different services by different users and also 
with different duration because some of them needed to check patient adherence or empowerment. So 
schedule will be analysed service by service. 

Fall Detector: This device was tested by more users than other services. We had 10 devices of this service 
and we asked to users for using it only for one week. This gave us the opportunity to access to more testers 
who evaluate the functionality, usability and design of the final product. Because trials happened during 
summer we had some problems to recruit people (some people was in holidays). In total about 40 
participated in this trial. 

Emotion Detector: We had 5 devices, three of them could be used with a wrist heart-rate device and two 
of them with a chest belt device. In the case of chest device it was not well accepted by the participants, 
they felt it very intrusive and uncomfortable. Unfortunately finally only the other three were used in the 
trials. Also an emotion detector was not very well accepted and few participants wanted to test it. We 
asked them to try it for two weeks. Because this we made few trials with this device. 3 people participated 
in this trial. 

Medication Intake Assistant: In the case of this service, it was very important to evaluate the adherence of 
the patients to the medication, if it was possible. Because this, we asked to participants to evaluate the 
service for two months (from the beginning of the trial to the end). Also, we have to take into account that 
recruiting participants with a prescribed medication is not so easy. For this service TECNALIA have four 
devices, so we recruited four participants. In the middle of the trial one of the participants had some 
technical problems: the device should be connected to the Internet connection of his home and the 
participant moved his home and could not connect it again. So we recruited a new participant. In total 5 
people participated in this trial. 
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Telecare Reporting Service: This service was installed in the homelab at TECNALIA’s facilities and a 
co-worker was asked to measure his vital signs every day and to make use of the scale as well. He 
made this every day during the two months of the trials to check the possible empowerment of this 
kind of service. 

Videoconference for medical and risk prevention service: This service was implemented at TECNALIA’s 
facilities for two months. Anyone from the company could use this service to contact the company’s doctor 
to make her any question related to his or her family’s health, but during this time only one person made 
use of it. Participants could also connect with the risk prevention service in the company, but they were 
reluctant to do it and only communications for test purposes were established. 

In these trials the following stakeholders participated: 

 Developers: people responsible of technology. They adapted the devices to the project needs, 
install the devices and give support to the users during the trials if it was needed. They also were in 
charge of explaining to the users how the devices and services should be used and generated 
handbooks. 

 Testing responsible: people in charge of recruiting testers and explaining them the trials 
characteristics. They are also responsible of the informed consent: explain to users the project and 
trials, get the acceptance of participants, and collect the signatures. Then save the consents 
according to the law. Testing responsible also collected the opinion and complaints of the 
participants and processed the data from the questionnaires. 

 Final users: about 50 final users participated in these field trials. People from different age range 
took part in the trials. All of them were TECNALIA’s employees and they tested different services. 

 One doctor employee from TECNALIA for videoconference service. 

 One employee in charge of the risk prevention service. 

 

7.5.3. Components used and architecture 

 

Figure 61: Smart Health field trials architecture 
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Tecnalia, as a third-party service in the market, has decided to make the integration with BUTLER for the 
field trials using some of the Smart Servers available, i.e., the DDX, the Localization Manager, the Context 
Broker and Multimedia Servers (but this latter at lab demonstrator, not for real field trials), and not through 
the Smart Gateway. Though this is an alignment with Tecnalia’s global strategy, it’s mostly devoted to the 
vision of a third party company with already released products and services wanting to take profit of the 
integration of their assets into the BUTLER platform. 

Next, a summary of the tasks during the trials can be found. The task is mentioned, as well as the partner 
involved during the trial (when required). 

Activity Collaborators Task during trials 

Integrating Tecnalia’s 
Smart-Health Services into 
Tecnalia’s OSGi Framework 

TECNALIA Integrate all the relevant information coming from devices and 
services (sensor data and applications information) into 
Tecnalia’s own OSGi framework 

Integrating Tecnalia’s OSGi 
framework into DDX 
platform server 

TECNALIA + 
ERICSSON 

During the trials, all the information coming from Tecnalia’s 
devices were sent to the Ericsson’s DDX, passing first through 
Tecnalia’s OSGI framework. 

Integrating Tecnalia’s OSGi 
framework into 
Localization Manager 
server 

TECNALIA + 
ISMB, ZIGPOS 

The OSGI framework receives the GPS coordinates from the fall 
detection device and sends them to the LM. When indoor, the 
OSGI framework requests ZIGPOS’ devices position and sends it 
to the LM. 

Integrating Tecnalia’s OSGi 
framework into User 
Behaviour Manager 

TECNALIA + 
KUL 

Only for indoor position: the OSGI framework sends the position 
to the UB and receives a semantic location of the position. 

Table 30: Smart Health trial tasks 

7.5.3.1. Architecture Mapping 

The following presents a mapping of the trial to the BUTLER integrated system architecture, presented in 
Deliverable 3.2 

Requirements for the use case Butler Architecture - Functional component 

REST for all services. Bluetooth in Telecare 
reporting service and Emotion detector. 

IoT Protocol Adapters - Communications Layer 

Manage connectivity of the used smart objects. User Connectivity Manager - Communications 
Layer 

Manages connectivity to the BUTLER 
SmartServer. 

Server Connectivity Manager - Communications 
Layer 

Monitor network parameters of all services. Network Monitoring / Device Monitoring - 
Communications Layer 

Authenticates the user devices for trials Device Discovery and Authentication - 
Communications Layer 

 User Discovery and Authentication - 
Communications Layer 

Discover and authenticate servers Server Discovery and Authentication - 
Communications Layer 

 IoT Protocol Adapters - Communications Layer 
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Gathers data from all trial devices  Device Data Collector - 

Data / Context Management Layer 

Tracks user location outdoor and indoor Localization Manager - 

Data / Context Management Layer 

Provides positional information of the user User Behavior Capture - 

Data / Context Management Layer 

 Context / Behavior Information Provider - Data 
/ Context Management Layer 

 User Profile Manager - Data / Context 
Management Layer 

Identify critical events: take action in case of 
fall detection or panic situacion or medicine 
intake not done 

Event Processing - 

Data / Context Management Layer 

Send notification if fall event occurs or panic 
button is pressed 

Generic Notification / Actuation - 

Data / Context Management Layer 

All collected data can be exposed for reuse Data Exposition Services - Services Layer 

Configuration of SmartObjects, monitoring, 
software updates 

System Management - Services Layer 

Registration of services in the BUTLER network, 
creation of services, dynamic management of 
the services, discovery of services 

Data and Service Directory - Services Layer 

 Built-in Context-Aware Services and 
Applications - Services Layer 

Table 31: Smart Health architecture mapping 
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7.5.3.2. Smart Servers 

 

Figure 62: Smart Health SmartServers 

Location Manager: 

Tecnalia’s OSGI framework sends the position of the participants to the Location Manager. When they are 
outdoor, the coordinates come from the fall detection device (latitude, longitude). When participants are 
indoor, the coordinates come as “x, y, z” values, and are provided through ZIGPOS Gateway. All these 
values are provided using the Location Manager RESTful API. 

During the trials, the simplicity of the RESTful API made easy the Location Manager integration. Besides, 
data was sent only in one direction, from Tecnalia’s OSGI framework to the Location Manager, so that there 
was no delay in the rest of processes that Tecnalia’s framework had to perform, especially the subsequent 
connection with the DDX server to re-send the obtained location data. 

Authorization server: 

The Authorization Smart Server is used to authenticate transactions in a transparent way for the end user 
in order to interact securely with the system and the devices. Gemalto provided the necessary help and 
support for the deployment and the integration with Tecnalia’s framework. 

User Behavior manager: 

When participants are indoor, the coordinates are also sent to the User Behavior manager. As an answer, 
Tecnalia’s OSGI framework receives a semantic location of the position, i.e., the name of the room where 
the participant is currently standing. This semantic location is shown on the smart mobile application, and it 
is more comprehensible than the raw position coordinates. 

The reliability of the Behavior Manager was very high during the trials, considering that the semantic 
location had to be obtained immediately in order to be handled by the Smart Mobile application, so that 
intelligible information about the participant location could be read on the screen. 

Multimedia server: 

Tecnalia had developed a system to display messages on the TV, but this system was using an obsolete DVB 
set-top-box, before smart TV’s were available in the market. That’s why the Multimedia server has been 
utilized. This server is used to show information related to participants’ medication: the intake action, the 
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name of the medication, the dose and the timestamp are shown on the screen. Tecnalia’s OSGI framework 
receives all this information from the medication devices used by participants. This information is 
registered and redirected to the Multimedia server, indicating the TV device where it has to be shown. 

DDX: 

The DDX receives all data from Tecnalia’s OSGI framework and provides the underlying API that has been 
used to build the smart mobile application. All queries done in this application are directed through this API 
so that the DDX server can be reached and the data can be obtained and shown to the final user. 

It is remarkable the flexibility of the DDX API to handle its stored data that has been previously sent. The 
available filters to handle the information are highly configurable and very useful to limit the range of data 
that is shown on the Smart Mobile application. On the other hand, the filters act quickly and there is no 
noticeable delay for the final user. 

7.5.3.3. Smart Mobile 

A Smart Mobile application was built on top of all services offered by Tecnalia, so that data captured by the 
different health devices and finally sent to the DDX server could be seen in real time. The intended future 
users of this application are health professionals (doctors, caregivers, etc.) or relatives following the 
evolution of patients who are being monitored, so they can react immediately when something abnormal 
occurs. 

7.5.3.4. Smart Objects / Gateway 

The BUTLER Gateway was used in conjunction with the fall detection device, in order to identify the real 
position of two particular events when they occured indoor: fall events and “panic button” events (when 
the participant wearing the fall detection device pressed the panic button). As the fall device only detected 
GPS coordinates (i.e., outdoor positions), ZIGPOS devices worn by participants indicated the indoor position 
(x, y and z coordinates), so that they could be detected in case of fall or panic situation. With the help of the 
Behaviour User Manager, the position was semantically translated to make it legible on the Smart Mobile 
Application. 

The ZIGPOS SmartObject Service of the BUTLER Gateway offered good precision, with real time updates of 
participants’ position, which only had to wear very small indoor location devices. The deployment of the 
beacons was very fast, in unobtrusive locations, and covering an appreciable area with a small number of 
them. 

7.5.4. Security Assessment 

The present section makes use of the DREAD approach and the STRIDE classification, which defines the 
following items in a scale from 1 (low impact) to 3 (high impact): 

 Damage potential: How great is the damage if the vulnerability is exploited?  

 Reproducibility: How easy is it to reproduce the attack? 

 Exploitability: How easy is it to launch an attack? 

 Affected users: As a rough percentage, how many users are affected? 

 Discoverability: How easy is it to find the vulnerability? 

To classify the following threats of an information system: 

 Spoofing Identity: One peer usurps the identity of another peer. 

 Tampering of data: An attacker is able to alter the content of the data exchanged in the 
communication channel between two or more peers. 

 Repudiation: A peer denies to have realized an action that it has effectively performed. 

 Information disclosure: The information is disclosed to an unauthorized peer. 
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 Denial of service: This attack is lead to disable a service offered to a legitimate peer.  

 Elevation of Privilege: A user could allocate himself more elevated access rights than he is 
authorized. 

Table 32 presents the overall threat analysis for this scenario: 
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Af: 1 
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Da: 1 

Re: 1 
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Di: 1 

Average: 1 

Da: 3 

Re: 1 

Ex: 1 
Af: 1 
Di: 1 

Average: 1.4 

Da: 3 
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Ex: 2 
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N/A N/A N/A N/A N/A N/A 
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N/A N/A N/A N/A N/A N/A 
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N/A N/A N/A N/A N/A N/A 
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P
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 Da: 3 

Re: 1 

Ex: 1 
Af: 3 

Da: 3 

Re: 1 

Ex: 1 
Af: 1 

Da: 3 

Re: 1 

Ex: 1 
Af: 1 

Da: 3 

Re: 1 

Ex: 1 
Af: 3 

N/A N/A 
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Di: 1 

Average: 1.8 

Di: 1 

Average: 1.4 

Di: 1 

Average: 1.4 

Di: 1 

Average: 1.8 

Table 32: Smart Health DREAD approach 

Based on this assessment, the following security mechanisms have been scheduled for this trial: 

Category Questions to tackle 

Input validation Could an attacker inject commands or malicious data into the network? 

No. Data coming from non-registered devices in Tecnalia’s OSGI 
platform is rejected. Additionally, the protocol for data exchange is not 
public. On the other hand, the content of each message is checked 
before adding it to the database. As the message includes a 
“timestamp” parameter that it’s always unique, it can be seen if the 
same content (with the same timestamp) already existed in the DB. 

How to validate the input data? 

Some commercial devices provide an integrity mechanism based on 
the checksum of the data they are sending. Other Tecnalia devices 
were built upon customers’ requirements, and they don’t include 
that checksum mechanism. In these cases, only the data structure is 
checked and validated. 

Is data validated as it crosses a trust boundary? 

N/A 

Can data in the Smart Server database be trusted? 

N/A 

Authentication Where is authentication decided, where is it enforced? 

The hardware devices own a unique ID which is checked for every 
command sent. To avoid problems with devices where their 
hardware ID could be obvious, they are assigned an additional token 
which is exchange in every transaction. 

Commercial devices used in the trials had to be paired manually as 
they were using Bluetooth Secure. 

Are credentials secured as they are broadcasted over the network? 

Yes, as TLS protocol is used. The DDX authenticates the Tecnalia 
Framework using login/password paradigm and the Localization 
Manager authenticates the Tecnalia Framework through the BUTLER 
authorization and security mechanism.  

Is it possible to replay a previous authentication to get access to the 
service? 

Tokens are coded in the devices. If the security would be 
compromised, the tokens should be recoded again in the firmware.  

Is it possible to launch a Man-in-the-middle attack? 

No. The traffic is encrypted using TLS with a server certificate which 
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is checked properly at the client side  

Are strong password enforced, resisting guessing and brute-force 
attacks? 

N/A 

Are secure protocols used? 

Yes, TLS with non null cipher suites. 

Authorization How is authorization enforced for a given user? 

Each user has a role assigned according to the trial where he/she 
participates (trial device user/trial data supervisor), limiting this way 
the access to the information they can handle. 

How is authorization enforced for a Smart Object? 

For each device, Tecnalia’s OSGI framework checks the vendor 
name, the type of device and the action it can perform. All this 
information has to be in accordance with the data that is being sent. 
BUTLER authorization mechanism is used to access the Localization 
Manager. 

Is there a gatekeeper at the entry point of an application? 

Username and password login. 

Is the access allowed only after successful confirmation of the 
credentials? 

Yes 

Administration 
Management 

What administration interfaces are supported by a given application? 

N/A 

How secure are the administration interfaces? 

N/A 

Is remote administration available? 

No. 

How secured are the credentials of the administrator? 

N/A 

Data Sensitivity What are the sensitive data handled by a given application? 

User profile and sensor data. 

How are they secured over the network? 

Communications is secured with the TLS protocol and with 
Bluetooth secured when devices communicate this way. 

How are they secured in the database? 

No sensitive data is stored in the database. 

What kind of encryption is used and how the secret keys are managed? 
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The database doesn’t include any personal data related to the 

information obtained from the devices. This personal data is not 

stored electronically, but in writing, in a safety box, according to the 

Spanish Data Protection Law and the European Directive 95/46/CE 

Personal Data Protection. The database contains only raw numeric 

information which is impossible to correlate with device users.  

Session Management How are session cookies generated? 

By the server. 

How are they secured to prevent session hijacking? 

TLS encryption and certificate checking prevents hijacking. 

How is persistent session state secured? 

N/A 

How are secured the session parameters while they cross the network? 

Using POST requests with TLS protocol. 

How does an application authenticate with an established session? 

N/A. 

Cryptography What cryptography algorithms and protocols are used? 

SHA 256,  AES 128,  RSA  for TLS server authentication and OAuth2.0 

Where are stored the encryption keys and how are they secured? 

In the browser of the user. For the fall detection device, an embedded 
HTTPS client manages the encryption keys. 

How often are keys recycled? 

N/A 

How quickly can an access grant be repudiated? 

N/A 

Parameter  
Manipulation 

Does the application detect tampered parameters? 

If the device identifier is missing, parameters are tampered with. 

Does the application validate all parameters in form fields, view state, 
cookie data, and HTTP headers? 

No. 

Exception  
Management 

How does the application handle error conditions? 

According to the severity. 

Are the errors notified to the clients? 

Gracefully. 

Logging How are log files secured? 

Log files are also covered by the Spanish Protection Data Law. 
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How is the integrity of the log files protected? 

The machine is in a locked room and can only be accessed by authorized 

personnel only. The machine is protected by Tecnalia’s firewall, as it is 

located in the DMZ. 

Trust Boundary Are the trust boundaries identified? 

At browser level and at devices as end points. 

How does the security guarantee on these boundaries? 

Personal terminals and devices. 

Table 33: Smart Health security mechanisms 

7.5.5. Assessment of the platform through the trial  

7.5.5.1. Key Performance Indicators of the trial 

The following key performance indicators have been defined to serve as objectives for this trial and to 
monitor the trial progress: 

Objective Activity Target Achievement 

Outdoor fall events 
detection 

 

Latitude coordinate  

Fall event spoted 
(lat/long). Device ID. 
Timestamp. 

 

All fall events were 
registered. Events 
themselves and 
coordinates were 
sent to the LM and 
DDX, and 
subsequently, could 
be shown in the 
Smart Mobile 
application. 

Longitude coordinate 

Fall event state (“true”) 

Indoor fall events 
detection 

Fall event state ( “true”). The fall event registered 
(external coordinates not 
valid). Device ID. 
Timestamp. 

The same as before, 
but getting the 
indoor coordinates 
from the ZIGPOS 
gateway. The 
semantic location 
was only obtained 
when the indoor 
position was within 
limits. 

GPS position sending Latitude coordinate Position tracking. Device 
ID. Timestamp. 

Coordinates were 
sent to the LM and 
DDX. Location shown 
in the Smart Mobile 
application. The 
tracking is done every 
five minutes. It works 
continuously, as long 
as the device is 

Longitude coordinate 
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charged. 

Device ON/OFF Device attached to the 
belt. 

Device connected. Device 
ID. Timestamp. 

“Transparent” events 
for participants were 
obtained only in 
Tecnalia’s OSGI 
framework. Valuable 
to analyse when a 
device is being 
“worn”. 

Device detached from 
the belt. 

Device disconnected. 
Device ID. Timestamp. 

Panic monitoring Panic button pressed. Panic event with location 
coordinates when outdoor 
and indoor. Device ID. 
Timestamp. 

All “panic” events 
were registered. 
These events and 
their corresponding 
coordinates were 
sent to the LM and 
DDX, and shown in 
the Smart Mobile 
application. 

Table 34: Smart Health KPI, Fall detection device 

 

Objective Activity Target Achievement 

Emotion detection Mood state Mood state valence. 
Device ID. Timestamp. 

Every five seconds, 
the available emotion 
detection devices 
were sending the 
“valence” (stress 
value). This data was 
received afterwards 
by the DDX server and 
shown in the Smart 
Mobile application. 

Table 35: Smart Health KPI, Emotion detector 

 

Objective Activity Target Achievement 

Medicament detection Medicament box NFC 
reading 

Medicament name. 
Doses. Device ID. 
Timestamp. 

The information was 
registered from four 
devices twice a day, 
in the morning and at 
night (so was 
participants’ 
prescription), and 
sent to the DDX 
server, so it was 
afterwards available 
in the Smart Mobile 
application. 

Number of pills Medicament box NFC 
reading 

Pills to ingest. Device ID. 
Timestamp. 

Intake detection Intake confirmation via 
netbook 

Intake confirmation 
(yes/no) 
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Table 36: Smart Health KPI, Medication intake assistant 

 

Objective Activity Target Achievement 

Pulse-oximeter reading Pulse Pulse measurement. 
Device ID. Timestamp. 

This information was 
registered at least 
once a day, though 
participants could 
take a measurement 
at any time in the 
day. The registered 
information was sent 
to the DDX server 
and was immediately 
available in the Smart 
Mobile application. 

Saturation Oxigen saturation 
measurement. Device ID. 
Timestamp. 

Tensiometer reading Systolic Hear systolic pressure. 
Device ID. Timestamp. 

Participants could 
take a measurement 
at any time in the 
day, and it was 
registered and sent 
to the DDX server, 
and available 
afterwards in the 
Smart Mobile 
application. 

Diastolic Hear diastolic pressure. 
Device ID. Timestamp. 

Hear rate Heart rate measurement. 
Device ID. Timestamp. 

Scale reading Weigh Weight measurement. 
Device ID. Timestamp. 

This information was 
registered at least 
once a day, though 
participants could 
use the scale anytime 
in the day. The 
registered 
information was sent 
to the DDX server 
and was immediately 
available in the Smart 
Mobile application. 

Table 37: Smart Health KPI, Telecare service 

 

Objective Activity Target Achievement 

Videoconference control Videoconference start and 
stop 

On-screen user 
presence. Session 
duration. 

Participants were 
unwilling to use this 
tool to connect with 
the medical service 
or the risk 
prevention service. 
Tests made during 
trials period 
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demonstrated the 
correct registration 
of videoconference 
events, as well as 
the correct data 
transmission to the 
DDX server, and the 
availability of the 
registered 
information in the 
Smart Mobile 
application. 

Table 38: Smart Health KPI, Psychotherapy videoconference 

7.5.5.1.  Overall Technical Feedbacks 

The following table presents an assessment of the field trial and of the BUTLER platform used.  

Validation target Values Description 

Technical 
feasibility 

Feasible now 

 

The implementation of the SmartHealth 
trial is direct. It should be improved in the 
future with more added value services 
coming from the data exploitation provided 
by the Context manager. 

Horizontal 
technology 
integration 

Standard communication protocols only 

 

The fall detection device has been 
integrated seamlessly with the Localization 
Manager, and it has been enhanced with 
the indoor location feature. And for all 
devices, the communication protocol to 
feed the DDX Server and the data sent were 
always standard formats. 

Reusability 
evaluation of the 
BUTLER platform 
components used  

RRL 5 – Reuse is practical; the software 
could be reused by most users with 
reasonable cost and risk. 

 

Four BUTLER components were used in the 
trials and another one is intended to be 
used in the future. Nevertheless, there was 
a necessary time and effort investment that 
should be minimized In future 
deployments. 

Context-
awareness 

Aware - Information from dynamic 
(updated by user and system) user 
profiles is used  

  

This was only demonstrated for the indoor 
location scenario, with positive results for 
this use case. In the future, it should be 
applied in other possible scenarios. 

Deployment 
efforts  

Considerable – Onsite semiautomatic 

 

The deployment of the devices for the trials 
was easy, as those were already integrated 
in Tecnalia’s framework, but the effort with 
some BUTLER components was big, 
especially the data mapping inside the DDX 
server to channel devices’ data through it. 
But those channels only had to be built 
once, so any future modification could be 
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done faster. 

Maintenance 
efforts 

 

Feasible – Remote semiautomatic 

 

The maintenance was minimal during the 
trials. All links among devices and 
components were working fine, and didn’t 
need a systematic supervision, but a light 
revision once in a while. 

Scalability   

< 1’000 connected nodes 

The scalability was tested at a small scale, 
because the initial amount of devices to be 
deployed during the trials was not 
established, as it would depend on the 
number of participants. Tecnalia’s trial 
framework was ready to support a 
reasonable amount of devices, because it 
has been designed with scalability in mind. 

User experience / 
comfort / 
perception 

User-friendly, simple, secure, reliable, 
privacy-driven 

User-affine - Any three properties 

 

Devices used in the trials were already 
commercial, or, if developed by Tecnalia, 
were already in a final state ready to be 
commercialised. This means that all these 
items related to the user experience, 
comfort and perception had been 
considered and validated prior to the trials. 

User acceptance High – Daily usage 

 

According to the surveys after the end of 
the trial period, the user acceptance was 
high. The stability of the system was 
considered good, though some minor bugs 
were found during the trial period. The 
users recommended some slight design 
modifications so the acceptance could even 
be increased. The devices were considered 
really useful, hence the high acceptance 
obtained. Finally, they were easy to use and 
easy to learn. 

Table 39: Smart Health overall technical feedbacks 

7.5.5.2. Conclusions and open scientific questions 

In this section we analyzed the information we collected through the questionnaire. This information was 
gathered from the participants. All the questionnaires were anonymous and some participants did not fill in 
the questionnaire. 

Information regarding fall detector 

Participants comments we can extract that in general they consider that the device is a too big, but one of 
the participants, commented that in case of elderly this size could be fine for them taken into account the 
dexterity of this population.  

About the usefulness of the service, all the participants that filled the survey agreed that it is very useful 
and it would be more useful in case of elderly who lives alone, or workers who perform work that involve 
risk of falls, for example. Participants also agreed that the device more or less made what they expected 
except that sometimes it detected falls that did not occur (false positives). 
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Related to the interface we can find different opinions. Some participants think that the interface is really 
easy to use because it has only one button and some lights, so they could manage very fast (easy-to-learn), 
but other things that the code of lights (LEDs) is difficult to understand and learn. Some participants also 
commented that the flap is difficult to be open. 

We got few values about how easy-to-use and easy-to-learn was the device: 

 easy-to-use (0-10) 

 8 

 6 

 3 

 9 

 8 

 10 

Mean 7.33 

Table 40: Smart Health, Values collected about how easy-to-use is the fall detector 

 

 easy-to-learn (0-10) 

 8 

 6 

 9 

Mean 7.67 

Table 41: Smart Health, Values collected about how easy-to-learn is the fall detector 

In general, the participants also rated his satisfaction with the service. Satisfaction was divided into eight 
categories: functionalities, utility/usefulness, usability, ergonomy, performance, design, privacy and 
security. We asked to users to rate each category into four levels: fully satisfied (4), partially satisfied (3), 
partially unsatisfied (2), fully unsatisfied (1), no opinion (0). 
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Satisfaction  

  
Function-
alities 

Utility / 
usefulness 

Usability Ergonomy 
Perfor-
mance 

Design Privacy Security Mean 

  2 3 4 4 3 3 3 4 3.25 

  4 4 3 3 3 3 3 3 3.25 

  2 0 1 2 0 2 0 0 1.75 

  4 4 3 3 4 3 4 4 3.63 

  4 4 0 0 0 0 0 0 4.00 

  4 4 4 3 3 4 4 4 3.75 

Mean 3.33 3.80 3.00 3.00 3.25 3.00 3.50 3.75 3.33 

Table 42: Smart Health, Satisfaction values about fall detection 

During trials participants also had the possibility of reporting bugs, constraints and barriers that happened. 
In this case, only three participants reported this kind of information.  The bugs, constraints and barriers 
happened had been classified by participants: 

 Bugs Constraints  

& barriers 

Functionalities 2 2 

Utility/usefulness 1 1 

Usability 1 1 

Ergonomy 0 0 

Performance 0 0 

Design 0 1 

Privacy 0 0 

Security 0 0 

Table 43: Smart Health, Bugs, constraints and barriers reported by participants happened in fall detector service 
trials 

Finally, users suggested some improvements for this service: 

 About the design, some participants suggested to make it smaller. 

 Other participants proposed to add audible alert, for example, a beep, when it has low battery.  

 For fall detector we included ZIGPOS technology for indoor location. Participants valued it very 
positive, but they commented that it would be very better if it could be implemented in the same 
device (now they are in two different devices). 

 About the interface, some participants also commented to add some indicators (light indicators, for 
example) for battery: low battery, battery charged … 

 Other participant proposed to make it water resistant to detect falls in shower or to have the 
possibility of using it in swimming-pools or beach environments. 
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Information regarding medication intake assistant 

Participants in general felt very satisfied with the service. All of them commented that the service is useful 
and made what they expected. About the interface, they said that the design is very simple, easy-to-learn 
and easy-to-use. The only negative comment we got was about the device, which it was a tablet with a 
resistive screen and participants sometimes had problems to accept the alert (press button). About the 
quality and interoperability of the application the participant thought that it was enough. 

One user also reported one bug in the system, which was identified and will be corrected in the future. This 
bug was solved during trial, and testing could continue. 

Some participants complained about the flexibility of the application, because nowadays it cannot be 
customizable. This application is for prescribed medication and it cannot be customizable by patients, only 
by doctors or physicians. When we explain that to participants they understood, but anyway they thought 
that some parts of the application could be open to patients to be customized. 

Only one participant filled in the table about satisfaction. Those are the values he gave (fully satisfied = 4; 
partially satisfied = 3; partially unsatisfied =2; fully unsatisfied = 1; no opinion = 0): 

Satisfaction  

Functionalities 
Utility / 
usefulness 

Usability Ergonomy Performance Design Privacy Security 

3 4 4 3 4 4 4 4 

Table 44: Smart Health, Satisfaction values about medication intake assistant 

Participants also suggested some improvements for this service: 

 Because some drugs should be taken after meals (breakfast, lunch or dinner), but I don’t have my 
meals at the same time, participants would like to have the opportunity of changing the timetable. 
Nowadays the doctor should input the timetable of the prescribed medication and doctor should 
indicate the timeslot of medication intake. If patient takes the drug later on, could not inform 
(clicking in “I do” button) about it and the service register that the patient does not take the pill. 

 Give the option to user to change the prescribed drugs. Now doctor or technician can do only, but 
sometimes maybe patient should have the option. Here in Spain the doctor usually does not do 
these tasks. 

Information regarding emotion detector 

As it was before mentioned, this service was tested only by three users, so we collected few data about it. 
Participants had some problems establishing connection between the Smartphone and the bracelet (heart 
rate monitor). 

They also proposed some improvements for the interface and the application: 

 The hearth rate is shown in the interface with numbers. One participant proposed to use colored 
graph with last values to show the values instead using numbers.  

 Other participant commented that the “valence” data is not well understood by the user and the 
impact of it should be somehow explained. “A broader explanation of this value would be 
appreciated”, he said. Also, how health could be improved when this value changed could be 
interesting.  

Information regarding videoconference for doctors’ service 

In the case of this service we only got information regarding the doctor of the company who told us that “it 
has been very grateful to have virtually access to all Tecnalia employees who are in different places from 
my location in San Sebastian”. She also said that “health-related service has been very useful”. About the 
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satisfaction with this service she rated it like this (fully satisfied = 4; partially satisfied = 3; partially 
unsatisfied =2; fully unsatisfied = 1; no opinion = 0): 

Satisfaction  

Functionalities 
Utility / 
usefulness 

Usability Ergonomy Performance Design Privacy Security 

4 4 4 4 4 4 0 0 

Table 45: Smart Health, Satisfaction values about videoconference for doctors’ service 

Overall conclusions 

About used evaluation tools, surveys were not a good idea. Few participants filled them, and we got few 
data. For future trials, we strong recommend short face-to-face interviews in the moment of collecting 
devices. This way the participants will not forget fill in the questionnaires, and is more feasible and easy to 
fill in the questions. We also got some complaints about fill in the questionnaires (difficult to understand, 
too long, do not have time, forgotten …), which could be solved with a face-to-face interview. 

About the collected data, in general, we can say that the usefulness of the services is quite well rated, but 
some changes could and should be done, specially related to the design. Anyway, collected data is not too 
much. We also saw that technically speaking the services work quite well (few bugs). Most of the 
technology is very stable, but more trials should be done to confirm that.  
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7.6.  SmartTransport Trial 

7.6.1. Trial Overview 

Imagine that IoT solutions affect our lives in a way that everyone is able to use public transportation 
systems without take care about pricing or ticketing. Also travelling with a child group will be much easier 
for the childcare person. 

7.6.1.1. Sample Scenario 1 – e-ticketing 

Donald is going to work with public transportation. He is young and sporty and will use public 
transportation only if he feels ill or the weather is bad. For this reason he did not make a subscription for 
public transportation. Instead he uses a smart tag which will inform the public transportation company 
every time he uses public transportation. On Monday it rains all the day. Donald use public transportation 
in the morning to reach his work place. This is noticed by the smart tag and the information of his journey is 
transmitted to the public transportation company. In the afternoon his girlfriend is calling him because she 
wants to meet him at their favorite restaurant. It is still raining and Donald uses public transportation again. 
Unfortunately the lovely small restaurant is closed and Donald and his girlfriend changed their plans and 
travel together at home. Every journey was noticed by the smart tag and within the BUTLER platform this 
data was transformed into context based impersonalized data and sent to the public transportation 
company. The company collects all journeys within a given period to issue an invoice. When Donald 
receives the invoice he will see the number of journeys and the best chosen price for this according to the 
restrictions of the public transportation company. Nevertheless it is much cheaper and easier for Donald 
instead paying directly for every single journey. For example all travels on the rainy Monday where 
combined to a cheaper ticket which covers all travels on one day. 

7.6.1.1. Sample Scenario 2 – Save Child Group 

Daisy is travelling with her small children group to a museum. She arrives at an overcrowded bus station 
where it is very difficult to see all children all the time. The bus arrives at the station and there are many 
people which hop on and hop off. Daisy also hops on with her small children group. The bus is also 
overcrowded and she cannot see all children directly but on her smart mobile it is shown that Timmy is 
missing. At the same time the smart mobile from the bus driver announces him that there is a small 
children group entering the bus. The bus driver will only see contextual data which shows him a big red 
button because Timmy is missing. After Timmy get into the bus Daisy is happy and the bus driver see a 
green button as signal that he can close the doors. With the help of the BUTLER platform Daisy managed to 
reach the museum with all children. 

7.6.2. Trial Description  

The purpose of this field trial is to execute the previous given stories in a real environment with future 
technologies. Due to the restrictions of public transport companies the field trial could not take place in 
day-to-day business. 

This trial is described on the open platforms portal : http://open-platforms.eu/app_deployment/butler-
smart-transport-trial/  

7.6.2.1. Deployment 

Real field trial takes place in collaboration with TU Dresden ITVS (Transport Systems Information 
Technology) and Fraunhover IVI at AutoTRAM Extra Grand in June to October 2014. The use of the 
AutoTRAM instead of a real world public transportation vehicle is because of the opportunity to have as 
much time as we need for simulating and testing special cases as often as possible. Due to the fact that the 
AutoTRAM is a complete working public transportation vehicle for the future we can test future 
technologies in future environments. 

http://open-platforms.eu/app_deployment/butler-smart-transport-trial/
http://open-platforms.eu/app_deployment/butler-smart-transport-trial/
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Figure 63: AutoTram Extra Grand at testing area Dresden 

For the two field trial scenarios there are different iterations of examples to get as much valid data as 
possible. There are use cases outside on different weather conditions but also laboratory based indoor 
measurements. 

At least 50 users are targeted in trial. 

7.6.2.2. e-Ticketing 

In order to ease the payment process for public travel it is planned to use wireless technology to inform 
public transport companies about the used attendance of customers. Therefore, it will be possible for 
customers to pay for real used ways instead of overall or flat costs. The registration of a way cannot be 
forgotten by a customer as the ticket will recognize seamless the entrance of a public transport vehicle. For 
demonstrating the possibilities the same smart tags will be used to check, whether a customer is travelling 
with the transport company or not. 

To enable this trial there was already a basis analysis performed wherein the technological system has been 
tested. 

7.6.2.3. Save Child Group 

A teacher or childcare person would like to make sure the bus/train/tram is not leaving a station before all 
members of her children group are on/off board the vehicle. The childcare person will carrying a smart 
mobile to monitor the children group without the need to count or see each member of the group. Each 
child is equipped with a smart tag. The bus driver will also have a smart mobile where the contextual 
information is shown. The trial would demonstrate that the door of a public transportation vehicle is only 
closed if all the members of a group are inside or outside it. 

7.6.3. Components used and architecture 

The aim of the last year definition and implementation of the Smart Transport trial was to provide 
enhanced functionality to the end users by making use of BUTLER integrated functionalities such as: 
intelligent management of the resources and services, secure communication between the different layers, 
transparent access to the physical devices. For this reason, in the first phase, the ZIGPOS physical devices 
were fully integrated into the BUTLER platform. By using the BUTLER Smart Gateway ZIGPOS has provided 
positioning services to the other field trials as well. 

In addition to that, in order to provide secure access to the available resources (in BUTLER) within the bus 
driver and e-Ticketing applications, Smart Transport field trial uses the  BUTLER Smart Mobile API 
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integrated with the security framework which provides authorization, authentication, integrity and 
confidentiality of the data. 

The overall Smart Transport architecture can be seen in the Figure 64. The details of each block are 
depicted in Figure 65. 

 

 

Figure 64: Smart Transport Field Trial Overall architecture 
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Figure 65: Detailed Smart Transport Field Trial Architecture 

7.6.3.1. Architecture Mapping 

The selected SmartTransport service is planned to offer aid to school-buses and transportation of kids with 
public transportation. A tag with identification number, as form of key-chain necklace, is provided to all the 
kids that are allowed to get on/off the bus/other public transportation. The accompanying person (e.g. 
teacher) knows how many children are supposed to be in/out when the bus/tram/train is ready to close the 
doors and intends to leave. A very accurate indoor localization system is therefore able to localize exactly 
all the tags inside/outside the bus (all members of the group need to be in or out respectively) and it allows 
for the doors to be closed only when all the kids are safety in or out with some minimum distance from the 
doors. It is clear as such system must be very accurate: it is compulsory to avoid that a kid approaching the 
bus, or even worse, stepping on the entrance stairs, would be closed off by the doors as result of a few cm. 
localization errors.  

The following table presents a mapping of the use case requirements on the BUTLER architecture defined in 
D3.2.   

Requirements for the use case Butler Architecture - Functional component 

Link between ZIGPOS modules, tags, gateway / 
server  

IoT Protocol Adapters - Communications Layer 

Manage connectivity of the module, tags and User Connectivity Manager - Communications 
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gateway Layer 

Manage connectivity to the BUTLER 
SmartServer 

Server Connectivity Manager - Communications 
Layer 

Monitor network parameters Network Monitoring / Device Monitoring - 
Communications Layer 

Discover and authenticate the tags Device Discovery and Authentication - 
Communications Layer 

Authenticate children, teacher User Discovery and Authentication - 
Communications Layer 

Discover and authenticate servers  Server Discovery and Authentication - 
Communications Layer 

Location service provided can be exploited by 
other applications 

Data Exposition Services - Data / Context 
Management Layer 

Configuration of SmartObjects, monitoring, 
software updates 

System Management - Services Layer 

Registration of services in the BUTLER network, 
creation of services, dynamic management of 
the services, discovery of services  

Data and Service Directory - Services Layer 

Context based notifications Built-in Context-Aware Services and 
Applications - Services Layer 

Table 46: Smart Transport architecture mapping 

The integrated BUTLER components used for this field trial were the mobile and anchor tags, denoting the 
SmartDevices, the SmartGateway, the TrustManager SmartServer and the SmartMobile. Details on the 
integration and interaction between the components can be found in the next sections.  
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7.6.3.2. Smart Servers 

 

Figure 66: Smart Transport SmartServers 

Nonetheless, the access to the positioning resources is given through the TrustManager SmartServer. 
Namely, before being used, each SmartMobile application needs to be authorized first by the TrustManager 
component. As depicted in Figure 65, The SmartMobile application retrieves a token together with 
authentication data from the TrustManager. Using this token, the SmartMobile can then request access to 
the SmartGateway exposed resources. The SmartGateway certifies the authorized access with the 
TrustManager, upon which it responds with the requested positions. After the authorization, the messages 
between the SmartGateway and SmartMobile are encrypted using the token and security material provided 
by the TrustManager. 

7.6.3.3. Smart Mobile 

Finally, at the end user we deliver the mobile application that implements the SmartMobile API. 

The SmartMobile applications can be accessed through any browser, using a smart phone, tablet or laptop. 
However, access to its functionality is given upon login, through a token retrieved from the Trust Manager. 

 

 

Figure 67: Smart Mobile Application Login Form 
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Figure 68: Smart Mobile Application Authentication Token 

Apart from the SmartDevices, the physical location of the components does not matter, as a result of 
BUTLER segregated components and yet unified architecture. Thus, the BUTLER SmartGateway, which 
communicates with the SmartDevices responsible for retrieving the current positions, is installed on the 
bus. The SmartGateway communicates with the SmartMobile applications through a secured link. 
Implementation using SSL was not enough as it does not provide authorization mechanism and requires 
user management at BUS SmartGateway. Instead, the BUTLER enhanced security framework was used, as it 
provides authorization, authentication, integrity and confidentiality of data. Once logged in the application, 
in the eTicketing use case, the user is shown with the current station-id and the status. The status reflects 
whether the user is hopping on the bus or off the bus which is determined using the user relative position. 

 

Figure 69: eTicketing Smart Mobile Application 

Likewise, in the saveChild case, after obtaining the token and security material, the application can access 
the current children positions. Based on the relative positions and the bus boundaries, the application 
informs the user about the state of each child, i.e. inside or outside the bus. 



 

 BUTLER – Page 147/158 

287901 BUTLER Project deliverable 

 

Figure 70: Save Child Group Smart Mobile Application 

7.6.3.4. Smart Objects / Gateway 

On the lower layer, the SmartGateway incorporates the ZIGPOS coordinator which is responsible with the 
coordination of the mobile and anchor devices performing positioning. Consequently, at an upper layer, it 
provides real-time positioning services and exposes relative-coordinate resources associated with each 
SmartDevice. For this reason, any other BUTLER compliant component such as SmartServer or SmartMobile 
can GET, SET or SUBSCRIBE to the positioning services. The SET function, in particular, is allowed only for 
the anchor devices and serves usually to mark the fixed positions when the kit is deployed into a different 
space. 

The ZIGPOS coordinator integration in the gateway was implemented by extending the platform api, 
device-api and device-impl respectively as shown in Figure 65. 

7.6.4. Security Assessment  

Table 47 presents the overall threat analysis for this scenario: 

 Spoofing 
Identity 

Tampering of 
Data 
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Disclosure 
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known or 
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in case of 
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Table 47: SmartTransport overall thread analysis 

Based on this assessment, the following security mechanisms have been scheduled for this trial:  

Category Questions to tackle 

Input validation  Could an attacker inject commands or malicious data into the 

network? 

Injected data without the correct security key is declined 

 How to validate the input data? 

proprietary integrity mechanism 

 Is data validated as it crosses a trust boundary? - N/A 

 Can data in the Smart Server database be trusted? 

Yes 

Authentication  Where is authentication decided, where is it enforced? - N/A 

 Are credentials secured as they are broadcasted over the network? 

N/A 

 Is it possible to replay a previous authentication to get access to the 

service? - N/A 

 Is it possible to launch a Man-in-the-middle attack? 

No, due to TLS 
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 Are strong password enforced, resisting guessing and brute-force 

attacks? - N/A 

 Are certificates used? 

Yes, via TLS 

 Are secure protocols used? 

Yes, TLS with non null cipher suites. 

Authorization  How is authorization enforced for a given user? 

with TLS 

 How is authorization enforced for a Smart Object? - N/A 

 Is there a gatekeeper at the entry point of an application? - N/A 

 Is the access allowed only after successful confirmation of the 

credentials? - N/A 

Administration 
Management 

 What administration interfaces are supported by a given 

application? - N/A 

 How secure are the administration interfaces? - N/A 

 Is remote administration available? 

Yes, with firewalled VPN connection 

 How secured are the credentials of the administrator? - N/A 

Data Sensitivity  What are the sensitive data handled by a given application? - N/A 

 How are they secured over the network? 

AES128 or TLS with non-NULL cipher suites 

 How are they secured in the database? 

With security mechanism from the database (MySQL access 

privilege system and user account management) 

 What kind of encryption is used and how the secret keys are 

managed? - N/A 

Session Management  How are session cookies generated? 

TLS handshake 

 How are they secured to prevent session hijacking? - N/A 

 How is persistent session state secured? - N/A 

 How are secured the session parameters while they cross the 

network? - N/A 

 How does an application authenticate with an established session? 

N/A 

Cryptography  What cryptography algorithms and protocols are used? 

AES128/CBC/PKCS5Padding on communication channel 

 Where are stored the encryption keys and how are they secured? 

Stored on device in SRAM, will be lost on reset. Hash of initial key 

could be read out via debug interface in case of physically access 

 How often are keys recycled? - N/A 

 How quickly can an access grant be repudiated? - N/A 
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Parameter  
Manipulation 

 Does the application detect tampered parameters? 

With proprietary integrity mechanism 

 Does the application validate all parameters in form fields, view 

state, cookie data, and HTTP headers? - N/A 

Exception  
Management 

 How does the application handle error conditions? 

Request new data 

 Are the errors notified to the clients? 

Yes 

Logging  How are log files secured? - N/A 

 How is the integrity of the log files protected? - N/A 

Trust Boundary  Are the trust boundaries identified? - N/A 

 How does the security guarantee on these boundaries? - N/A 

Table 48: SmartTransport security mechanisms 

7.6.5. Assessment of the platform through the trial  

7.6.5.1. Key Performance Indicators of the trial 

The following key performance indicators have been defined to serve as objectives for this trial and to 
monitor the trial progress: 

Objective Activity Target Achievement 

e-ticketing objective 1. hop on Correctly indicated Yes 

hop off Correctly indicated Yes 

stay inside Correctly indicated Yes 

save child group objective 
1. 

all inside Correctly indicated Yes 

all outside Correctly indicated Yes 

several outside Correctly indicated Yes 

Table 49: SmartTransport key performance indicators 

7.6.5.2. Overall Technical Feedbacks 

The following table presents an assessment of the field trial and of the BUTLER platform used.  

Validation target Values Description 

Technical 
feasibility 

Feasible now 

 

All technical requirements are available 
and feasible to start immediately. The 
trial shows that the BUTLER platform can 
handle specific tasks. 

Horizontal 
technology 
integration 

Open for integration 

 

With the BUTLER platform used in the 
trial it is very easy to integrate additional 
functionalities. The trial was 
demonstrating the easy integration of 
the ZIGPOS system into the BUTLER 
platform. 
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Reusability 
evaluation of the 
BUTLER platform 
components 
used  

RRL 8 – Demonstrated local 
reusability; the software has been 
reused by multiple users. 

 

Some parts of this trial were reused at 
the BUTLER SmartHealth trial without 
any special adaptions. This demonstrates 
that the used BUTLER components can 
be easily reused for different scenarios. 

Context-
awareness 

Aware - Information from dynamic 
(updated by user and system) user 
profiles is used  

  

Due to the anonymity of the stored data 
there is no direct access to all 
information. The system generated data 
and the user provided data is stored at 
different locations. 

Deployment 
efforts  

Considerable – Onsite semiautomatic 

 

The hardware installation effort for the 
needed infrastructure within the trial is 
huge. Once this is done the configuration 
and running is automatically done. 

Maintenance 
efforts 

Feasible – Remote semiautomatic 

 

There is remote access to the used 
components except some security 
relevant parts. BUTLER platform 
components and all other used 
components can be easily updated over 
the air. 

Scalability 1’000 – 10’000 connected nodes  

 

The trial shows that it can handle a big 
number of users. Due to limitations of 
the used IEEE802.15.4 network within 
the trial there is a maximum amount of 
users in a specific area. 

User experience 
/ comfort / 
perception 

User-friendly,  simple, secure, 
reliable, privacy-driven 

 

The users reported a good reputation 
about the easy to use point of view.  

User acceptance High – Daily usage 

 

The trial scenario itself provides the 
ability to have a daily usage. 

Table 50: SmartTransport overall technical feedbacks 

7.6.5.3. Conclusions and open scientific questions 

This section provides a short overview about the gathered information from the involved participants. 
There was a small questionnaire which triggered overall functionalities and personal impressions. Most 
users get a good experience about the functionality and there was a good reputation from the childcare 
taker. Personal impression was quite different due to the new technology and concerns about security. The 
biggest challenges are to lower the price to break this market barrier and of course to reduce the worries 
about the security issue. 
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8. Overall Assessment and Conclusions 

This section provides an overall vision of the BUTLER platform qualities from the point of view of t he 
main technical activities of the project: Enabling Technologies (Work Package 2), Architecture (Work 
Package 3), Implementation (Work Package 4) and Integration (Work Package 5). It also provides 
conclusion and vision on possible future developments. 

 

Figure 71: BUTLER work packages overview 

8.1.  Enabling Technologies  
Apart from the architectural challenges met during the integration of several IoT components, the 
main outcome from which the field trials could benefit raises from using the newest enabling 
technologies. These technologies were particularly designed to serve the IoT challenges on one hand 
and constantly improved based on the feedback of real world deployment. For this reason BUTLER 
achieved one of its major goals, i.e. bringing industry and research closer together.  

In particular, BUTLER addressed security at lower and upper layers for the IoT interconnected 
devices, semantic localization, dynamic context-tracking and capture and prediction of individual and 
group-based human behaviour. 

Regarding the security, a new lightweight handshake mechanism has been designed and 
implemented at application layer for constrained nodes, using the API of embedded TRNG and API of 
ECC secp256r1 cryptosystem. The framework contains a management tool to handle the lightweight 
ECC certificates. Together with the design of such a mechanism, a whole framework and a security 
policy to secure the link layer IEEE 802.15.4 with symmetric cryptography, APIs of embedded TRNG 
for Contiki and embedded secp256r1 cryptosystem for Contiki were provided and integrated within 
the BUTLER components. The application layer security has been completed by using authorization 
paradigm provided by the BUTLER Authorization server. The application layer security supports 
authorization, authentication, confidentiality and integrity using symmetric cryp tography and can be 
used for application requiring multi-networks end-to-end security. The Authorization Server running 
on the Internet and enabling security and privacy by design was used in all the field trials (thanks to 
Java and JavaScript Reference implementation of the BUTLER Security API). 
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In order to enhance the functionality of the field trials and provide accurate and complex localization 
solutions, several schemes for ranging and positioning were designed: a non-parametric estimation 
scheme of error bounds in LOS and NLOS environments, an optimized Super-Resolution ranging over 
ToA measurements and design of orthogonal Golomb rulers with applications in wireless localization. 
Various designed localization algorithms were implemented on the smart devices or on the 
LocalizationManager SmartServer. The LocalizationManager SmartServer implements a hybrid 
algorithm that combines different position data to obtain a more robust and reliable final 
estimation, supports several context-aware applications in different IoT domains (Smart Health, 
Smart Home, Smart City, etc.), provides positions history and makes it available for BUTLER 
applications. Both, smart localization devices and LocalizationManager were used in several field 
trials. 

Behaviour synthesis and prediction solutions were provided as well. For this, SAMURAI, a Streaming 
Architecture for Mobile and Ubiquitous RESTful Analysis and Intelligence was designed and well 
integrated with other BUTLER components such as Smart Localization Server and Conte xt Manager 
Smart Server. SAMURAI comprehends solutions for the feature extraction in event streams for 
activity recognition with enhanced complex event processing, enhanced layered Bayesian framework 
that unifies direct sensor- or event-based activity recognition and indirect activity recognition with 
correlated concepts and temporal dependencies and enabling self-learning. 

The enabling technologies developed in Work Package 2 (see D2.5) have been well integrated in the 
platform and therefore demonstrate the viability of the BUTLER approach and the importance of 
these advanced technologies to create value added IoT applications.  

8.2.  Architecture  
BUTLER Architecture has been presented in detail in deliverable 3.2 and summarized in this document in 
section 3.2. It must be reassured that its main purpose is to provide a set of guidelines and functional 
modelling tools to the BUTLER Implementation tasks carried out in the WP4. The BUTLER Architecture and 
associated concepts, such as the BUTLER Information Model, have been conceived in a similar way to the 
IoT-A Architecture Reference Model. That is, it aims to propose a framework to implement a BUTLER 
system and to share BUTLER principles with other IoT projects and practices. 

As described in section 3.2. one of the distinct features of the BUTLER architecture is its layering. The other 
one is the classification of BUTLER-compliant systems as one of the following entities: SmartMobiles, 
SmartServers or SmartObjects. Therefore, each BUTLER entity implemented in WP4 and tested in WP5 has 
realized some of the functional components defined in the WP3 in order to fulfil the trial requirements. 
Although the BUTLER architecture does not rule which functional components must be realized in every 
type of entity, it is clear than the more complex or resource-consuming functional components (usually 
those tied to Data/Context Management and Services layers) will be implemented in SmartServers and not 
in SmartObjects (the only exception is the SmartObject Gateway) or SmartMobiles. Besides, all the 
implemented instances of BUTLER entities will realize functional components that belong to the 
Communications Layer as any of said instances need to send and receive information from the other 
BUTLER entities in a given deployment.  
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Figure 72: BUTLER Architectural layering 

There is no predefined complexity about the implementation of a BUTLER entity. As the result of the work 
in WP4 and WP5, a number of entities have been implemented. Depending on the functionality they 
provide to the system, they may realize as many functional components as needed. For instance, while DDX 
SmartServer realizes (or use) many functional components (to name a few, Complex and Simple Event 
Processing Engine, Data Discovery, Permanent Storage, Device Data Collector/Actuator, Resource 
Exposition, Data Management & Marketplace Portal…); the same happens with the SmartObject Gateway  
(which realizes IoT Protocol Adapters, Device Discovery and Directory, and the service-related functional 
components in Service Directory functional group within the Services layer), while others, such as the 
Authorization or User Profile SmartServers as tied to specific functionalities and realize a simple set of 
functional components (User Profile Manager and User Profile Exposition, and Authorization Server, 
respectively). 

BUTLER Architecture provides a set of principles and guidelines that can be used to build any kind of IoT 
systems. The actual realization of each functional component is not predefined and depends on the actual 
requirements of the given scenario. In general, functional components realizations are not provided as 
isolated software modules but usually as part of a BUTLER entity instance. The BUTLER Architecture is 
extensible, so that new functional components can be defined and added to the architecture. For instance, 
functional components belonging to the Built-in Context-Aware Services and Applications functional group 
within the Services Layer can be defined, mainly to support new use cases and scenarios. Other new 
functional components could be added to the architecture in order to address some of the open issues and 
future developments suggested in section 4.4 in deliverable D2.5 [6] (for instance, functional components 
dealing with data analytics or semantic technologies).  

8.3.  Platform implementation  
Development of the three BUTLER Platforms has started at the end of Year 1 based on requirements 
collected from the user scenarios defined in WP1. Since different technologies  were being used by 
different partners, at first attention was put by the consortium to uniform as much as possible things 
like development environments, programming languages, database systems, etc. It came soon clear 
that each single platform or component would have its own peculiarities and stream of 
development, and that the strong contribution from the project was aimed to:  

 develop a reference implementation in Java of the SmartObject Gateway, according to WP3 
architecture and offering clear northbound and southbound APIs 

 develop a set of Java/Javascript libraries to simplify SmartMobile development and provide a 
reference implementation of common operations like profile management and 
authentication 

 create a common service-oriented approach for the integration of the three platforms, re-
using several well established web technologies like HTTP/S protocol, REST APIs, key -value 
pair data modeling and JSON data serialization 
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The overall development approach was thus to provide developers a set of IoT, Security and Context-
aware building blocks and APIs that they could select and re-mix during the implementation of their 
applications’ business logics. In this way applications and trial developers have found a simple way 
to integrate in their applications common horizontal features offered by the BUTLER platforms 
components, without worrying about the details of the implementation of each SmartGateway or 
SmartServer component they selected to use. 

Year 2 has been spent to release a first version (BUTLER Smart Horizontal Platform R1.0, described 
in deliverables D4.1-3 [7][8]) at M24, that was used to run the demonstrators at the second project 
review.  

Following common practices in the world of web APIs and component -based development, much 
attention has been put to provide for all the three platforms a common way to document  available 
functionalities and APIs, both via deliverable documents and online thanks to the first version of the 
BUTLER API Catalogue where all developers have found always updated API details and a quick 
testing environment for most of the offered SmartServer APIs. 

This approach consisting of simple, re-usable components, uniform online API documentation and 
web-based integration interfaces (REST APIs) has proven to be successful not only by the feedback 
received by demo & trial application developers within the consortium but also during events 
external to the consortium such as hackathons. 

With the first platform release and its application in the demos, it was also possible to receive 
feedbacks from developers, thus leading to Year 3 platforms improvements on offered APIs, missing 
functionalities and, of course, documentation.  

Two new releases where then delivered during Year 3: BUTLER Smart Horizontal Platform R2.0 at 
M30 (described in deliverable D5.1 [9]) and Smart Horizontal Platform R3.0 at M36, described in this 
deliverable. A good part of the work has been done towards the support of authentication according 
to the BUTLER Security & Privacy Framework. 

Online documentation has been moved from the initial API Catalogue to the more comprehensive 
Open Platforms portal. 

In addition to fine-tuning APIs and functionalities and adding new required ones, Year 3 has been 
used to complete performance evaluation on each component. This performance assessment has 
followed classical web-server like evaluations for SmartServer components (measuring metrics like: 
availability, latency, memory per user, request throughput, etc.), and more specific JVM, 
cryptographic and networking evaluations for the Smart Object Gateway components. 

Performance evaluation, finalization of the software components documentation and providing 
(bug/help) support to final trial and demos developers have been the final Year 3 activities for 
Workpackage 4. 

Overall, the approach adopted in Work package 4 in BUTLER has proved to be effective to be able to 
release the three platforms according to the defined WP3 architecture and to ensure their use in the 
demonstrators and trials, creating for developers a common horizontal environment offering several 
heterogeneous components contributed by the project partners.  

8.4.  Integration and platform approach  
BUTLER platform’s objective was to create a horizontal platform where, on one hand, technological 
enablers can be dynamically plugged into and, on the other hand, applications from various domains 
can use those enablers in an easy-to-use manner. The approach adopted by BUTLER is a service-
oriented one, where BUTLER functions are built by using existing standards and technologies, yet 
exported in terms of BUTLER services which abstract those functions behind generic interfaces.  

BUTLER has a modular approach where the platform is grouped into 3 sub-platforms.  

1. Smart Object/Gateway Platform provides the interface between the physical and cyber 
world. Many technologies exist to capture the physical world information by using sensor 
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devices communicating with various communication protocols and APIs with different data 
models. Integration of these devices into a common platform is very important in order to 
make benefit of the richness of this heterogeneity. BUTLER smart gateway platform provided 
generic APIs that allow accessing data provided by the devices as well as the actions provide. 
In other words, it is a hub where it can connect any device via the southbound interface with 
any application via its northbound interface. 

2. Smart Server Platform decomposes the server functionalities in terms of several technical 
services such as localization, behavior prediction, security, context capturing and user profile 
management. These services provide RESTful APis to ease their integration with the 
applications and other technical services. Simlilarly some common data representation 
technologies such as JSON and data models (eg., based on attribute value pairs) have been 
adopted which has contributed to the easiness level of integration we have targeted.  

3. Smart Mobile Platform has provided a common framework and already implemented 
functions (security, connection to gateway, connection to smart servers, etc.). By using the 
Smart Mobile platform, a developer can build a BUTLER app without need of a strong 
knowledge of the server ecosystem as the client-side API will provide access to servers-side 
features. It also provides a set of Javascript libraries and user interface elements to develop 
BUTLER web applications. 

BUTLER paid a particular attention to effectively perform the integration of those platforms  and 
provide tangible application results running in real-world conditions. It organized many 
demonstrations to prove the concepts of the project, as well as running trials in the project’s target 
domains such as smart city, smart healthcare, smart shopping and smart transport. Successful 
integration examples have been presented in this document, showing the efficiency of the BUTLER’s 
platform modular approach, in particular in terms of effort of development.  

8.5.  Conclusion and Future Challenges 
This deliverable is of foremost importance for the BUTLER project, as a final deliverable on the main 
project production: the BUTLER platforms. In conjunction with the Open Platforms portal, it 
documents the final state of the project technical components and technology  deployments 
outcomes. It also provides a vision and first assessment of the component performance and 
qualities. This evaluation is reinforced by the actual deployments of the project component in live 
field trial covering many application domains and involving end users and important external 
stakeholders. In this aspect, this deliverable is not just a documentation of the project outcomes but 
a proof that the approach promoted in the BUTLER project is sound and directly applicable in real 
life deployments.  

The Horizontality of the BUTLER approach, starting from scenario definition in WP1 lead to the 
development of interoperability enabling component such as the BUTLER Smart Gateway and the 
DDX Smart Server. These components can be seen as key enabler of a horizontal IoT by their ability 
to enable device interoperability and data reusability. Challenge remained to be addressed to push 
further interoperability (including semantic interoperability) and operational constraint of large 
scale deployment have to be taken into account, but a proof has been made by the BUTLER project 
that such horizontal scenario can be technically feasible. 

The important progress of the BUTLER project on context awareness enabling technologies such as 
localization and behavior modeling (documented in D2.5 [6]) and their integration in the platform 
through the Smart Server platform is also a key outcome of the BUTLER platform. These technolo gies 
are enabling rich scenarios that can provide actual value beyond the mere collection of data often 
common in IoT use cases and deployments. The end to end integration of security in the platform, 
and its demonstration through the field trials is also important to move beyond experimental 
deployment and produce safe and value added IoT applications.  
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The modular, and service oriented approach used by the BUTLER platforms has also been 
demonstrated to be key enabler of IoT deployment and adoption. It enables rapid developments of 
applications by composing an IoT platform that fit the need of the use case and specificities of the 
deployment. This has been strongly demonstrated in the field trials were constraints of time and 
existing deployment environment have been taken into account while taking strong benefits from 
the BUTLER platform. The role of the Smart Mobile as a common facilitator to ease integration for 
the application developer has also shown its importance.  

Many of the developed services will live beyond the project as explained in the final exploitation 
plan deliverable of the project (D6.3). In particular, the smart gateway platform will be maintained 
beyond the project and will continue incorporating additional support for legacy and emergin g IoT 
technologies. The platform is being used in other European projects and being leveraged with 
additional tools such as IoT application development and processing and storage of IoT data in the 
cloud. 

Larger scale deployment and adoption of the BUTLER platform components (through the Open 
Platform initiative, see D6.3) now seems at hand, it should however be accompanied by further 
research to augment interoperability, but also robustness and to push further the context awareness 
enabling technologies (and their integration), as this will be needed to provide impacting IoT 
applications.  
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