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Executive Summary 

This deliverable covers the design of networking/communication protocols and data 
aggregation techniques with the aim to provide an energy-efficient traffic aggregation 
architecture and reduce traffic congestion in the M2M capillary network and in the LTE-M 
network.  

This deliverable is organized as follows: 

Section 1 introduces general aspects and considerations regarding “Traffic Aggregation”. 
Namely, the main objectives and issues addressed in this deliverable are presented.  

Section 2 provides a detailed review of the architecture and discusses the security aspects 
related to traffic aggregation. Bearing all this in mind, the role of  traffic aggregation in the 
EXALTED architecture is then presented.  

Section 3 addresses the design of clustering protocols for traffic aggregation within the M2M 
Capillary network. In this context, two Clustering protocols are proposed. These clustering 
protocols are designed according to different sizes of the capillary network. In both designs, 
network topology changes opportunistically according to the nodes conditions (e.g. residual 
energy). In doing so, the time for which the network is considered to be operative (i.e. 
network lifetime) increases significantly. 

Section 4 describes in detail the proposed data aggregation techniques. First, Section 4.3 
carries out an in-depth analysis of two decentralized source coding techniques proposed to 
reduce traffic congestion at the capillary network: the Quantize-and-Estimate encoding and 
the Compress-and-Estimate encoding. The former is a particularization of Wyner-Ziv’s 
problem to the case where no side information is available at the decoder; whereas the latter 
is a successive Wyner-Ziv-based coding strategy capable of exploiting the correlation among 
sensor observations. Next, a data compression strategy at the M2M Gateway (GW) is 
proposed which aims to reduce traffic congestion at the LTE-M. Numerical results reveal that 
the proposed data compression strategy reduces traffic load at the LTE-M without 
jeopardizing the application performance. Finally, for those situations where the M2M server 
does not need access to the “raw” data, a novel method is proposed. This method is based 
on an information processing algorithm where gateways analyses the data collected from the 
sensors and create higher level abstractions. This approach is shown to reduce the traffic 
load imposed on the communication networks.  

In Section 5, new energy efficient cluster-based communication algorithms that enhance the 
connectivity reliability and resources allocation at CH-based networks are described. Firstly, 
in the scenario where the M2M GW communicates with non-LTE-M CHs, an algorithm to 
reduce the feedback overhead and maximize throughput is proposed. Subsequently, 
considering that the M2M GW is aided by 2 CHs for communicating with the M2M devices, a 
technique for opportunistically selecting the CHs according to predefined quality of service 
criteria is proposed. 
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Finally, Section 6 concludes the solutions identified in this document, followed by an ANNEX 
which includes additional information, the complete list of Key Performance Indicators (KPIs) 
and EXALTED objectives referenced across the document. 
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1. Introduction 

 
This deliverable is focused on the design of novel schemes and communication protocols 
aimed at improving energy efficiency aggregation mechanisms to reduce network congestion 
in the M2M capillary network and in the LTE-M network. Besides this, the important role of 
traffic aggregation role in the EXALTED architecture is also discussed.  
 
As it is shown latter in this deliverable, the proposed solutions have been designed to 
address a number of EXALTED objectives (see Annex A for the complete list), among these 
objectives, the most relevant ones for traffic aggregation are the following: 
 

o O2.4 Traffic aggregation point architectures to support reduced traffic load 
o O1.5 Energy efficiency 

 
Achieving these objectives turns out to be challenging task since it entails the design of 
several components in the system such as energy-efficient networking protocols, 
communication schemes with reduced signalling,  and data processing techniques capable 
of dealing with correlated data. Bearing all the above in mind, the following topics have been 
addressed in this deliverable: 

 
o Traffic aggregation architecture 
o Clustering protocols  
o Data Aggregation Techniques 
o User and CH  selection algorithms 

 
In the first topic, based on the proposed EXALTED architecture (see [1]), it is provided a 
clear description of the interfaces,  types of communications, security aspects and technical 
requirements that are needed for  traffic aggregation.  
 
The second topic presents the design of energy efficient clustering protocols for traffic 
aggregation. Clustering protocols are of paramount importance in traffic aggregation. The 
rationale behind this is that clustered topologies avoid long-range communications and, 
hence, provide means to collect data in an energy-efficient fashion. However, the design of 
clustering protocol is in general a challenging task since its performance depends on the size 
of the M2M capillary network. Bearing this in mind, Section 3 proposes two different 
clustering protocols for small and large capillary networks respectively. In these protocols, 
the main idea consists in changing the network topology dynamically according to the current 
status of the nodes.  
 
The third topic involves the design of data aggregation strategies for the monitoring scenario 
proposed in EXALTED. In these scenarios, data collected at different sensors exhibit similar 
properties that can be exploited either locally (i.e. at the sensor nodes) or centrally (i.e. at the 
M2M GW). For the former case, where the goal is to reduce traffic load in the capillary 
network, Section 4.3 provides an in-depth analysis of two decentralized source coding 
techniques: the Quantize-and-Estimate encoding strategy and the Compress-and-Estimate 
encoding strategy. As for the latter, where the M2M GW must reduce the volume of data to 
be sent to the LTE-M network, Section 4.4 proposes a data compression strategy which is 
transparent to the communication protocol adopted in the capillary network. Finally, for those 
situations where it is not necessary to reconstruct the entire set of data at the M2M server, 
Section 4.5 presents a new approach which creates and communicates abstractions that 
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represent patterns, events and occurrences or other machine interpretable concepts. By 
doing so, the size of the data that needs to be communicated can be reduced significantly. 
 
Finally, energy efficient cluster-based communication strategies appropriate for enhancing 
the reliability of CH-based capillary networks are proposed in Section 5. First, we consider a 
scenario where the M2M GW (with multiple antennas) is communicating with LTE-M CHs via 
links that are subject to severe fading. In this context, Section 5.3 proposes an algorithm to 
reduce the feedback overhead and maximize the performance in terms of throughput, by 
exploiting the highly time and space correlation that is expected to be originated in static 
communication scenarios. Next, in an scenario where the M2M GW communicates with a set 
of devices with the help of 2 CHs, Section 5.4 proposes a novel CH-selection algorithm 
where the nodes select the CH that provides the best signal strength, resulting to reduced 
energy consumption.  

2. General Considerations 

 
First, this section provides a detailed review of the EXALTED scenarios and architecture [1]. 
Subsequently, security aspects that are crucial for traffic aggregation are discussed. Bearing 
all this in mind, the proposed solutions are mapped in the EXALTED architecture by 
discussing the types of communications and interfaces for traffic aggregation as well as the 
associated technical requirements. Finally, this section concludes with the definition of the 
general key performance indicators (KPI) that have been selected to evaluate the solutions 
related to this work package. 
 
2.1 The EXALTED Scenarios 

 
In recent years, we have witnessed the emergence of the paradigm of M2M communications 
which has entailed an increase in the number of applications and scenarios of interest. The 
EXALTED scenarios are described in [2]  and can be grouped as follows 

 

- Intelligent Transport Systems (ITS) are based, among other things, on 
communication methods and technologies that enable exchange of information 
between vehicles and transport infrastructure on one side and ITS applications on the 
other. ITS applications manage various parameters related to automotive industry, 
such as transportation time, traffic collision avoidance, on-board safety, fuel 
consumption, and many others.  

- Smart Metering and Monitoring (SMM). It includes several scenarios, mainly 
differentiated by the application scale (e.g. home, industry or environmental), which 
also determines each corresponding set of requirements. 

- E-Health is defined as “the application of Internet and other related technologies in the 
healthcare industry to improve the access, efficiency, effectiveness, and quality of 
clinical and business processes utilized by healthcare organizations, practitioners, 
patients, and consumers to improve the health status of patients.” 

 
In such scenarios, a large number of non-LTE-M devices transmit data periodically to the 
M2M GW. It is here where traffic aggregation plays an important role. First, in those 
situations where non-LTE-M devices that belong to the same capillary are deployed over 
large geographical areas, clustered topologies and multihop protocols are a must to avoid 
long range transmissions and aggregate the data in an energy efficient fashion. Besides this, 
in the SMN use case, data collected at the non-LTE-M devices may exhibit spatial and 
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temporal correlation and, hence, the use of source coding techniques and data compression 
strategies can significantly reduce traffic congestion in the capillary network and in the LTE-
M core network .  

 

2.2 Technical requirements 

 
The solutions proposed in this deliverable have been designed by taking into account the 
aforementioned uses cases. As a result, the technical requirements associated to each 
solution have been identified and are reported in the following Table 2.1 (for a detailed 
description of the EXALTED technical requirements the reader is referred to [2])  

Table 2.1 Technical requirements for the traffic aggregation solutions 
ID Title Priority Algorithm 

FU.1 Support of large number of 
devices 

Mandatory Decentralized Source 
Coding techniques, Data 
Compression Strategy, 
Mediated Gossiping 
Algorithm, Dynamic CH 
selection in capillary 
networks., Multipoint 
communications 

FU.3 Support for diverse M2M 
services 

Mandatory Dynamic CH selection in 
capillary networks. 

FU.4 Network initiated packet-
data communication 

Mandatory Dynamic CH selection in 
capillary networks. 

FU.5 Local and remote device 
management 

High Mediated Gossiping 
Algorithm, Dynamic CH 
selection in capillary 
networks. 

FU.6 Unique identity for devices Mandatory Dynamic CH selection in 
capillary networks. 

SV.1 Overall QoS Mandatory Distributed cluster-based 
communications 

SV.3 Efficient provisioning of a 
set of M2M equipments 

Mandatory Dynamic CH selection in 
capillary networks. 

SV.4 Change of subscription Mandatory Dynamic CH selection in 
capillary networks. 

NT.1 Heterogeneous  networks Mandatory Dynamic CH selection in 
capillary networks. 

NT.4 Support of multi-hop 
communication 

Medium Dynamic CH selection in 
capillary networks. 

NT.7 Flexible addressing 
scheme 

Mandatory Dynamic CH selection in 
capillary networks. 

NT.9 Reliable delivery of a 
message 

High Decentralized Source 
Coding techniques 

NT.10 High node density Medium Decentralized Source 
Coding techniques, 
Dynamic CH selection in 
capillary networks. 

NT.11 Traffic aggregation Medium Mediated Gossiping 
Algorithm,Semantic 
Abstraction creation, 
Dynamic CH selection, 
Dynamic CH selection in 
capillary networks., 
Multipoint communications 
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NT.12 Self-diagnostic and self-
healing operation 

Medium Dynamic CH selection in 
capillary networks. 

NT.13 Multicast and broadcast 
communication 

Mandatory Mediated Gossiping 
Algorithm 

NT.14 End-to-end QoS system Mandatory Data Compression 
Strategy, Distributed 
cluster-based 
communications 

NT.15 End-to-end session 
continuity 

Mandatory Data Compression Strategy 

NT.17 Reduced signaling Mandatory Dynamic CH selection in 
capillary networks., 
Multipoint communications 

NF.1 Scalability Mandatory Dynamic CH selection in 
capillary networks. 

NF.2 Energy efficiency Mandatory Dynamic CH selection, 
Dynamic CH selection in 
capillary networks., 
Distributed cluster-based 
communications 

NF.3 Extensibility and 
adaptability 

Medium Mediated Gossiping 
Algorithm 

DV.4 Location information High Decentralized Source 
Coding techniques, Data 
Compression Strategy 

DV.7 Protocol translation at the 
Gateway 

Mandatory Decentralized Source 
Coding techniques, Data 
Compression Strategy 

 

 

2.3 The EXALTED architecture  

 

This section provides a general overview of the EXALTED architecture which will serve as 
the basis for the algorithms designed in this document (a detailed description of the general 
EXALTED architecture is out of the scope of this deliverable, for further information the 
interested reader is referred to [1]). Subsequently, the security aspects related to traffic 
aggregation are discussed. Finally, based on these revisited concepts, Section 2.4 shows the 
role of traffic aggregation in the EXALTED architecture. 

 
In Figure 2-1, the EXALTED architecture is depicted, along with the major innovations 
compared to the ETSI and 3GPP proposals (green colour), which will be detailed in the 
following sections. A component is either a physical entity, e.g. an LTE-M device, or a logical 
element summarizing certain functions that are in reality distributed at different locations, e.g. 
the Evolved Packet Core (EPC). The Core Network is depicted in more details in Figure 2-1, 
illustrating the relation with the 3GPP MTC approach and the backward compatibility with 
LTE. EXALTED has adopted the indirect 3GPP model, which assumes that the MTC 
Application does not connect directly to the operator network without the use of any MTC 
Server. 
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Figure 2-1 Components of the EXALTED architecture 

 
In [1], the EXALTED architecture is classified in two domains, namely, the Network Domain, 
and the M2M Device and Gateway Domain.  
 
2.3.1 Network Domain (ND) 
 
Network Domain comprises all components whose functionality is related with the control of 
applications, security and the management of devices belong to the ND. In EXALTED the 
wide area Access Network is restricted to the LTE-M/LTE system. Moreover, the EPC 
responsible for the management of cellular radio network and the eNB in the Evolved 
Universal Terrestrial Radio Access Network (E-UTRAN) are part of the ND.   It is assumed 
that the application may run on a M2M server accessible from the Internet using the EPC. In 
the ND reside also the logical components, which are responsible for specific functions, such 
as the authorization and management of devices and network components. As shown in 
Figure 2-1, the components of the ND are the following: 
 

-  M2M Server is a logical component, i.e. it has not been necessarily implemented on a 
single equipment. On top of the underlying protocols and technologies, particular 
M2M Servers communicate with M2M Devices and Gateways that are involved in the 
same application. Apart from the application itself, management and control 
functionality is part of the M2M server, such as Device Management, which uses 
specifically designed protocol over the same network for communication with Devices 
and gateways, and servers needed to fulfill the security requirements. 
 

- Evolved Packet Core (EPC) consists of Packet Data Network Gateway (PDN-GW), 
Serving Gateway (SGW), Mobility Management Entity (MME), Home Subscriber 
Server (HSS), and Policy Control and Charging Rules Functions (PCRF).  
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- LTE-M eNB LTE-M PHY, MAC and RRC Uplink (UL) and Downlink (DL) algorithms 

must be implemented at the eNB in order to support respective protocols of the LTE-
M Uu interface. The most important functions are: error protection and correction, 
provision of random access and scheduled access to radio resources in time and/or 
frequency utilized for the payload and control signalling, transmission of pilot signals 
for channel estimation, initialization and control of re-transmission processes, 
connection set-up and finalisation, synchronisation between transmitter and receiver, 
adaptation of the radio link parameters to the propagation conditions, and support of 
broadcast und multicast services. 

 
-  LTE-M relay These elements are similar to 3GPP rel.10 LTE-A Relays. They are used 

in LTE-M environment for coverage extension and communication with the rest of the 
network. 
 

2.3.2 M2M Device Domain (DD) 
 

 
The DD includes all kind of devices that support one or more applications. The link between 
DD and ND is the Uu interface defined in 3GPP. However, the used air interface is not LTE, 
but LTE-M, an autonomous radio access network coexisting with LTE in the same spectrum 
and specified in [3].  The components included at the DD are listed below: 
 

- LTE-M device (LTE-M enabled device) They have LTE-M interface and can access 
the Network domain, either by directly accessing the LTE-M network, or through an 
LTE-M Relay. 

- M2M Gateway (LTE-M enabled device) It provides the interconnection between the 
LTE-X (i.e. LTE/LTE-A/LTE-M) network and the capillary networks (consisting of one 
or more M2M devices). It can provide various functionalities, such as protocol 
translation, routing, resource management, device management, data aggregation, 
etc. 

- Non-LTE-M device These devices do not have an LTE-M interface, but form capillary 
network(s) using other network access technologies, such as Zigbee, and IEEE 
802.11x. They can access the Network domain through a M2M Gateway, and run 
M2M applications locally 

- Non-LTE-M Cluster Heads (CHs) They can be considered as M2M devices with some 
additional capabilities. Like regular M2M Devices, they are also part of capillary 
networks and the communication from a regular M2M Device may be directed 
through and managed by a CH. The functionalities of a CH may include data 
aggregation, device management, routing, etc. Unlike an M2M Gateway, a CH will 
not perform protocol translation. Most of the functionalities of CHs are protocol 
specific, and depend on the particular protocol running in the capillary network. 
 

 
2.3.3 Supported communications 
 
The communication between the elements can be one of the following two general types, 
with their corresponding communication modes: 
 

 Communication of Devices with Application Servers in the IP network (Type 1) 
o LTE -M Device ↔ Application Server 
o LTE-M Device ↔ LTE-M Relay ↔ Application Server 
o M2M Gateway ↔ Application Server 
o Non-LTE-M Device ↔ M2M Gateway ↔ Application Server 
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o Non-LTE-M Device Group ↔ Application Server 

 Communication between Devices (Type 2) 
o LTE-M Device ↔ LTE-M Device over LTE-M network 
o LTE-M Device (standalone) ↔ LTE-M Device in a capillary network: 
o LTE-M Device ↔ LTE-M Device in the same capillary network: 
o Non-LTE-M Device ↔ Non-LTE-M Device in the same capillary network 
o Non-LTE-M Device ↔ Non-LTE-M Device in different capillary networks: 
o Non-LTE-M Device Group 
o M2M Gateway ↔ Non-LTE-M CH 
o M2M Gateway ↔ Non-LTE-M CH↔ Non-LTE-M devices 

 
Communication between Devices and Application Servers embedded within Devices are 
covered by Type 2 communications and the term Device refers to any of the entities in the 
Device Domain (M2M Devices, M2M Gateways, Relays, Cluster Heads). The term 
Application Server refers to any type of servers used in the system (M2M applications, 
Device Management, Security…). 
 

In order to support the aforementioned communication types the logical relationship between 
the components (i.e. interfaces) must be identified. In this context, Figure 2-2 shows the 
horizontal view of the interfaces, i.e. the logical relationship between the components. The 
interfaces relevant for the work in EXALTED are labeled with I-1 to I-8. Some interfaces are 
out of the EXALTED scope, i.e. the API interface, I-1, and the interface between the M2M 
Server and the Core Network, I2. In other words, it is assumed that the access to the end 
Application is possible as long as the access to the Core Network is available through the 
LTE-M Access Network. 
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Figure 2-2 Logical relationship between the architecture components 
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2.3.4 Security Aspects for Traffic Aggregation 
 
Most prominent feature of the security in EXALTED is that it is End-to-End security is 
handled at application level. Sending payloads encrypted or signed supposes that any 
updates whether intentional from the system or malicious from an attacker cannot be done 
because tampered data will be discarded during the security checking by the receptor of the 
payload. 
 
The raw data modification strategies proposed (see Section 4) in this document prevent the 
application to protects its data between the two ends. There are classical trade-offs to 
arbitrate between speed and optimization in a system but in this case raw data manipulation 
on the M2M GW and End-to-End security are exclusive. 
 
A first remark is that not all applications need security and for these applications 
optimizations might be used to reduce the traffic load but this is a weak point. An alternative 
design should consider data compression or aggregation at gateway as required and 
reduced the scope of the security. This leads to various possibilities according to the security 
analysis of the application: 
 

o End-to-End security imposes no device data processing at the gateway. Raw data 
are protected and transmitted as-is 
 

o Security credentials could also be shared by the gateway that could in this case have 
access to the raw data after having deciphered and/or checked the signature then 
data aggregation and compression algorithms could be applied and according to the 
strategy protected again before being sent to the other end. This is an alternative 
design but it supposes that the same Secure Element is hosted by both end devices 
and gateways that is a strong constraint. If data have to be protected within the 
capillary network then a low cost solution is to use the security available within the 
capillary network protocol and protect data with a Secure Element only between the 
gateway and the server. 
 

o Still, according to the business case, it is possible to exchange the raw data in clear 
within the capillary network and then as described above provide the EXALTED 
security only in the core network and Access network. 

 
 
Security comes at a price and it was expected that some advanced algorithms proposed in 
EXALTED would cause application designers to face a dilemma to either reduce traffic 
congestion in the system or to propose a maximum security. 
 
2.4 Traffic Aggregation in the EXALTED architecture 

 
After a description of the exalted scenarios, architecture and security aspects related to 
traffic aggregation, the aim of this section is to provide a clear picture of the role of traffic 
aggregation in the EXALTED architecture. Towards this objective, Figure 2-3 provides a 
graphical representation of the network elements and the proposed protocols/algorithms in 
this deliverable.  
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As it is shown in Figure 2-3, the traffic aggregation solutions can be decomposed in two main 
groups: 
 
- Solutions at the M2M GW: These solutions provide means to reduce traffic congestion at 
the LTE-M network (interface I5 in Figure 2-2) and reliable connectivity and feedback load 
reduction in the capillary network (interface I7 in Figure 2-2).  
 
- Solutions at the non LTE-M devices: In this group, these solutions provide dynamic 
clustered topologies for enhancing network lifetime (i.e. interfaces I7 and I8 in Figure 2-2) 
and source coding strategies in order to reduce traffic congestion at the capillary network (i.e. 
interface I7  in Figure 2-2). 
 
Regarding the communication types, Table 2.1 shows the mapping of the supported 
communication types described in Section 2.3.3 and the proposed solutions. In order to 
realize these communication types and achieve the exalted objectives (see Annex A for the 
list of objectives)  Table 2.3 relates each communication type with their corresponding 
interfaces, solutions and  objectives achieved. 
 
 
 

Applications
M2M Server

Service CapabilitiesCore Network (EPC)Access Network LTE-M/LTE

Network Domain

Device Domain

(C) (D)

(D1)

(D3)

(D2)

(D1)

(D2)

(D3)

(D)

(C)M2M Gateway

Non-LTE-M Cluster Head

Non-LTE-M Device

Non-LTE-M Interface

LTE/LTE-M Interface

Element of EXALTED 

architecture affected by 

Traffic Aggregation

M2M Gateway ↔ Application Server

Non-LTE-M Device ↔ M2M Gateway   

↔ Application Server

Non-LTE-M Device ↔ Non-LTE-M 

Device in the same capillary network

Non-LTE-M Device ↔ Non-LTE-M CH 

in the same capillary network

Non-LTE-M CH ↔ Non-LTE-M CH in 

the same capillary network

Elements and Communication types included in Traffic Aggregation Architecture

SOLUTIONS AT THE M2M GW

 Semantic Abstraction Creation and Mediated Gossiping

 Data Compression Strategy

 Multipoint Communications

 Distributed Clustered-based Communications

SOLUTIONS AT THE NON-LTE-M DEVICES

 Decentralized Source Coding

 Dynamic CH Selection

 

Figure 2-3 Traffic aggregation in EXALTED architecture 
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Table 2.2 Mapping of the supported communications types and algorithms proposed 
 
 

 Algorithms 

Type 1 
Communication of 

Devices with 
Application Servers 

in the IP network 

LTE -M Device ↔ Application 
Server 

 

LTE-M Device ↔ LTE-M Relay 
↔ Application Server 

 

M2M Gateway ↔ Application 
Server 

Semantic Abstraction Creation 

Non-LTE-M Device ↔ M2M 
Gateway ↔ Application Server 

Data Compression Strategy, 
Decentralized source coding 
techniques. Dynamic CH 
selection in capillary networks. 

Non-LTE-M Device Group ↔ 
Application Server 

 

Type 2 
Communication 
between devices 

LTE-M Device ↔ LTE-M Device 
over LTE-M network 

 

LTE-M Device (standalone) ↔ 
LTE-M Device in a capillary 
network: 

 

LTE-M Device ↔ LTE-M Device 
in the same capillary network: 

 

Non-LTE-M Device ↔ Non-LTE-
M Device in the same capillary 
network 

Dynamic CH selection in 
capillary networks. 

Non-LTE-M Device ↔ Non-LTE-
M Device in different capillary 
networks: 

 

Non-LTE-M Device Group  

M2M Gateway ↔ Non-LTE-M CH Multipoint communications. 
Mediated Gossiping 

M2M Gateway ↔ Non-LTE-M 
CH↔ Non-LTE-M devices 

Distributed cluster-based 
communications  
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Table 2.3  Relationship between EXALTED architecture, solutions and objectives 
 

 
 
 
2.5  Key Performance Indicators 

 
For a proper evaluation of the solutions proposed in this deliverable, the EXALTED 
consortium has proposed a preliminary list of critical KPI for this work package that is 
summarized in Table 2.4. This table shows how the critical KPIs are related to the general list 
of KPIs which are defined in Annex B.  
 
 
 
 
 
 
 
 
 

Communication type Interface
s 

involved 

Algorithms/Protocol
s 

Objectives 

M2M Gateway ↔ Application 
Server 

 

   

Non-LTE-M Device ↔ M2M 
Gateway   ↔ Application 

Server 
 

I7, I5 Decentralized source 
coding  techniques, 
Data compression 
Strategy, Dynamic CH 
selection in capillary 
networks. 

O2.4. Traffic 
aggregation point 
architectures to support 
reduced traffic load 

I7 Multipoint 
beamforming 

O3.3. Signalling 
overhead reduction 
O1.5. Energy efficiency 
O1.3. Resource 
management in 
EXALTED 

I7, I8 Distributed Cluster-
based 
communications  

O1.5. Energy efficiency 

Non-LTE-M Device ↔ Non-
LTE-M Device in the same 

capillary network 
 

   

Non-LTE-M Device ↔ Non-
LTE-M CH in the same 

capillary network 
 

I8, I7 Dynamic CH selection 
in capillary networks. 

 

Non-LTE-M CH ↔ Non-LTE-
M CH in the same capillary 

network 
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Table 2.4 List critical of Key Performance Indicators 

Critical KPI Related KPIs 

K12 Throughput K2, K8, K9, K10, 
K14, K15, K16, 
K18, K17 

K35 Consumed energy per message K33, K34, K36, 
K37, K38, K39 

K30 Transmission Payload size K31, K32 

K20 Number of addresses mapped K19, K21, K25, 
K26, K29 

K32 Actual Payload size K12, K30 

K41 Distortion K41 

 
 

3. Clustering Strategies 

 

3.1 Existing Solutions 

 
 
Node clustering has recently been proposed as a solution to equalization of energy 
resources in a large-area network so as to avoid emergence of network hotspots [4][5]. 
Basically, cluster sizes are adjusted to meet the traffic load requirements of different network 
locations. 
 
Prior works mostly consider devices of similar properties, e.g. homogeneous wireless sensor 
networks [4][6][10][11]. Some works take into account device heterogeneity, yet consider 
only a few devices types (2 or 3) [7][11][12][13], which are already a part of the network’s 
hierarchy. In such works, CH role is not rotated since devices of higher capabilities are 
chosen as CHs.  
 
Most existing clustering protocols make central decisions, which is not suitable for a large 
scale multihop network [7][8][12][14]. Central controller is only an effective solution when the 
CHs have direct links to the controller [6][10]. When applied to a large-scale multihop 
network, such protocols cannot update their knowledge of the latest network conditions 
frequently, hence only use static data, which is the initial node energy level of each node 
rather than the residual level [10][11]. For accurate estimation, global information of node 
energy levels is assumed to be available at decision points at some works [4][5][6]. Although 
some recent works consider residual node energy levels, these levels are only estimated, 
instead of being measured, which makes them dependent on the used models. The 
estimation models use a rectangular network topology in which the gateway is placed at the 
far end of the topology and the network is divided into well-defined rectangular regions, 
which limits the applicability of these protocols to a specific type of network topology. 
 
Protocols often estimate data communication energy consumption values using 
communication energy models that are based on the exact distance between two transmitter-
receiver pairs [4][5][7][9], and inter-node distances or node locations are assumed to be 
globally known. 
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The common property of all node clustering solutions is that the network operation time is 
divided into two parts: a re-clustering stage during which the network hierarchy is reformed, 
and a later larger data collection stage. Since all nodes are assumed to be involved in the 
short-span re-clustering stage simultaneously, an almost perfect time synchronisation is 
implicitly assumed [4][5][7][9][10][11].  
 
3.2 Proposed solutions 

 
In this section, EXALTED’s solutions to divide the capillary network into clusters of devices 
are presented. Two different approaches are required according to the network size that is 
dealt with. This is due to the fact that, for multi hop and large-scale networks, additional 
measures are required to consider the aggregation of data towards the gateway node and 
the eventually increasing load in its vicinity. Message exchanges require additional 
information on data load. However, for smaller capillary networks in which single hop 
transmissions are performed to the gateway, data loads do not accumulate, hence 
exchanging updates on latest data loads would be overhead on the system, which calls for a 
separate perspective. In short, in Sections 3.3  and 3.4, these two approaches and the 
associated algorithms are outlined. Table 3.1 below shows a technical summary of the 
algorithms proposed in this section in relation to Exalted requirements, objectives, and KPIs. 
 
 

Table 3.1 Algorithms description 

Algorithm/Technique 

Dynamic Aggregator selection KPI K9, K17, K33, 
K36, K37, K38, 
K39 

Use cases Smart Metering 
as main use 
case (but as well 
ITS and e-Health 
possible) 

Objectives O2.1, O2.3, 
O2.4, O3.1, 
O3.2, O3.3. 

ND/DD components involved M2M Gateways, 
Non-LTE-M CH 
and Non-LTE-M 
devices 

Supported communication 
types 

Non-LTE-M 
Device ↔ Non-
LTE-M Device in 
the same 
capillary network 

Technical requirements  
FU.1, NT.4, 
NT.5, NT.10, 
NT.11, NF.1, 
NF.2, NF.3, DV.1 

Dynamic Cluster-Head 
selection (DISC) 

KPI K36, K37, K38, 
K39 

Use cases Smart Metering 
and Monitoring 
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Objectives O4.1, O4.3, O4.4 

ND/DD components involved Non-LTE-M CH, 
M2M gateway, 
and non-LTE-M 
devices 

Supported communication 
types 

Non-LTE-M 
Device ↔ Non-
LTE-M Device, 
Non-LTE-M Non-
LTE-M Non-LTE-
M CH ↔ CH, 
Non-LTE-M CH 
↔ non-LTE-M 
Device, Gateway 
↔ non-LTE-M 
device, and Non-
LTE-M CH ↔ 
Gateway in the 
same capillary 
network 

Technical requirements  
NT.1, NT.4, 
NT.7, NT.10, 
NT.11, NT.12, 
NT.17, NF.1, 
NF.2, FU.1, 
FU.3, FU.4, 
FU.5, FU.6, 
SV.3, SV.5  
 

 
 
3.3 Dynamic Aggregator selection in capillary networks 

One of the main EXALTED objectives is the reduction of the overall energy consumption. In 
this sense, capillary networks allow multiple strategies for limiting the needs of each 
individual element of the network. 
 
The protocol presented here describes an approach based on dynamically changing the 
topology of sections of the network (or even the whole one, in case it is small enough). The 
basis of the system relies on the distribution of the aggregation task among all nodes able to 
play that role. This way, the cost of resetting the network for the aim of modifying the network 
structure is compensated. 
 
EXALTED has analysed several policies for triggering this change of roles in a capillary 
network, trying to identify the optimal set of CHs. The following subsections describe all the 
processes and policies as well as the evaluation methodology used in the protocol. 
 
3.3.1 Objectives 
The main goal of this study is the evaluation of energy-saving policies that are able to extend 
capillary network’s lifetime. These policies are intended to be applied at the Network level, 
establishing optimum routing strategies and selecting key aggregation points. For lower 
layers, standard low power protocols are assumed (for instance 802.15.4 at MAC level), and 
typical application protocols (depending on the use case) can be placed on top of the 
proposed solution. 
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The typical scenario addressed in this study corresponds to small to medium capillary 
network deployments. The protocol can be used on larger networks, but it would require a 
previous task of establishing a big hierarchy and isolating groups of nodes. Over these 
groups, the protocol would be applied.  In addition, these nodes are considered narrowband, 
targeting at transmission of low volumes of data at certain time slots during the day. 
 
Exploiting these inherent characteristics of M2M scenarios, huge improvements can be 
implemented at software level on nodes so as to enable energy-saving strategies. This study 
aims to tackle this key issue and proposes a context-aware routing solution for low power 
M2M devices. 
 
3.3.2 CHANGE Protocol (Cluster Head Assignment in Networks controlled by Gateway 
Entities) 
The defined protocol relies on the assumption that the topology of the network is known a 
priori. It is assumed that a central entity (Non-LTE-M CH) is aware of all the information 
regarding each member of the capillary network, including: 
 

 Node roles: the central entity knows which nodes could act as CHs and which ones are 
kept as ordinary sensors/actuators.  

 Energy status of each node: the protocol focuses on optimizing the battery life of all 
nodes in the network, so this is a critical parameter to be taken into consideration. 

 Number of neighbours of each node: it is very important to know the previous topology 
in order to identify critical nodes in terms of coverage, bottlenecks, bridge sensors, 
etc. 

 
The first two parameters are directly obtained by the central entity due to its awareness of all 
these aspects. However, the third one could be known by the central entity, but the 
calculation of its value has an impact on the nodes, as this requires additional resources 
(which is simply more battery usage). 
 
3.3.2.1 Neighbour discovery 
This process is performed individually by each node belonging to the network. In order to 
discover how many nodes are there in their coverage area, they send a broadcast a  HELLO 
message and all their neighbours (nodes within the coverage area, as shown in Figure 3-1) 
response to this message. The message exchange is done assuming AODV (Ad-hoc On-
demand Distance Vector routing) as the baseline protocol. 
 

Coverage

Node searching neighbours

Neighbours 

Out of range nodes

  

Figure 3-1 Neighbour discovery 

Figure 3-1 presents the process. Figure 3-2 demonstrates this packet exchange sequence 
with respect to time in a neighbourhood. 



  

 
FP7 Contract Number: 258512 
Deliverable ID: WP4/D4.4 

 

Security: Public Page 22 
 

 

Bcast HELLO message

ACK
ACK

ACK

ACK

 

Figure 3-2 Neighbour discovery process 

 
Once all responses from other nodes and HELLO messages are received, each node is then 
aware of the whole group of nodes reachable in a single hop. 
 
3.3.2.2 CHselection 
The second step is to select the optimum set of CHs in the network. The protocol is able to 
implement different policies and, here we present three different policies to evaluate the 
performance of the protocol. 
 
Random selection. In this first policy, there is no evaluation of node status before selecting 
a CH. One is randomly chosen among all possible options. 
 
Linear approach. In this second policy, a direct product of the remaining battery energy 
level and the number of neighbours of each potential candidate CH is taken as a means to 
compare node status. The weight of each node is calculated as follows: 
 

iii neighsbattW 
                                                     

(3.1) 

Where i is each of the possible aggregators in the capillary network, ibatt  is the percentage 

of residual battery energy available at that moment at node i and ineighs  is the number of 

neighbours that node i has. The optimum CH is the one that maximizes Wi: 
 

 iWMaxaggregator 
                                                  

(3.2) 

 
Weighted selection. The result of using this policy is expected to provide the best selection 
among those provided by the three studied policies. This policy evaluates the impact on the 
network of selecting each of the possible CHs.  

 
The weight function is calculated following this formula: 

𝑊𝑗 =  𝛼𝑎𝑗 +
1

𝑁
 𝛽𝑏𝑖𝑗

𝑁

𝑖=1

+
1

𝑁
 𝛾𝑐𝑖𝑗

𝑁

𝑖=1

 

                                 (3.3) 
In order to simplify and delimit the values of the weight function, each of the factors of the 
equation is normalized. The first term is related to the residual battery energy level of the 
evaluated CH (ej). 
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                                                             (3.4) 

 
The second term is calculated based on the information collected from the discovery 

process, through the exchange of HELLO messages among the nodes in the network.  

is the number of neighbours node i has the node j is acting as CH. 
 

𝑏𝑖𝑗 =
𝑁𝑖→𝑗

#𝑁𝑜𝑑𝑒𝑠
 

                    (3.5) 
 

The third term is related to the distance of nodes to the potential CH. The larger the distance 
is, the lower the performance obtained. For doing this operation as fast as possible, Dijkstra 
[35] algorithm is applied. H(i,j) denotes the number of hops from node i to j when j is 
aggregator 
 

𝑐𝑖𝑗 = 1−
𝐻(𝑖, 𝑗)

𝑀𝐴𝑋 ℎ𝑜𝑝𝑠 + 1
 

                  (3.6) 
 

Finally, each of the terms presented maximizes different aspects of the network (by its own), 

namely coverage and energy consumption. 1   and depending on their values, the 

resulting topology is influenced by one of these aspects.  
 

3.3.2.3 Topology creation 
Once the CH is defined, the network has to create routes from each node to it. All nodes 
distribute RouteRequest (Route REQ) packets that are broadcast by every node till one of 
the packets reaches the CH. This process is depicted in Figure 3-3. 
 

Agg

Src

1st Route REQ

2nd Route REQ

2nd Route REQ
x

Drop

3rd Route REQ

4th Route REQ

4th Route REQ
x

5th Route REQ

x

x

x

 

Figure 3-3 Route Request distribution 

 
Those Route REQ packets received on nodes that have already sent a Route REQ message 
are dropped, as presented in the figure. This helps avoid flooding effects on the network and 
assures the delivery of the Route REQ to the destination. 
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Once the CH receives the request packet, it creates a unicast response which is delivered to 
the source node. This packet includes the optimum path that the node has to follow to reach 
the CH, as presented in Figure 3-4. 
 

Agg

Src

Route RESP

Route RESP

 

Figure 3-4 Route Response distribution 

 
The previous procedure is performed by all nodes in the network in order to establish routes 
to the exit point, thus creating the whole topology enabling connectivity for all nodes. 
 
3.3.3 Simulator  
The benefits of this protocol have been analyzed by simulating the kind of networks where 
the protocol could be used. The scope of the simulator is not to get exact figures about life 
extension or saved energy (as it is assuming many simplifications), but to analyze the 
tendencies derived from the use of the three policies in the proposed networks. The following 
subsections provide further details about the behaviour of this tool. 
 
3.3.3.1 Software architecture 
The simulator is developed with C++. There are several classes that have been developed in 
order to perform its tasks. The main five classes are: 
 

 Configuration  This class includes the configuration parameters of the scenario 
that is simulated. 

 Scenario  The main class of the system which performs the evaluation of the 
different algorithms and policies implemented. 

 End Device, Gateway and Node  These are the three classes that the devices in 
the simulation scenario are based on. All elements in the network are defined by the 
Node class, and depending on the role have, their abilities are modelled either by the 
End device class or the Gateway class.  

 
The relationship among them is presented in Figure 3-5. 
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Figure 3-5 Relationship among classes 

 
3.3.3.2 Simulation work flow 
The simulator is created in a modular way, so as to allow further enhancements and 
modifications without restructuring the whole tool. In the current version, there are three main 
steps of execution: 
 

 Set the scenario, by reading the data stored in the correspondent class. The way the 
scenario is defined can be fixed for all iterations or some modifications can be 
introduced each time the process is launched, simulating mobility or external layout 
changes. 

 Run the test using the created scenario, by selecting the optimum CH, configuring the 
network topology, and monitoring the status of nodes while they are sending their 
periodical samples. 

 Get results, once the network has reached its lifetime. Figures can be printed 
selecting the interest areas (battery levels, outage nodes, coverage area, network 
lifetime, etc.). 

 
3.3.3.2.1 Setting the simulation scenario 
The simulator has, as input, a configuration file where the global parameters of the simulation 
are established. This phase is for setting the scenario size, node placement, and also the 
initial roles in the network. 
 

# X length 
X_LENGTH=300 
# Y length 
Y_LENGTH=300 
# Number of Nodes 
N_NODES=225 
#CH Probability 
CH_P=0.6 
#Radio coverage 
RADIO=25 
#AGG selection 
CH_SELECTION=RANDOM_DEPL 
#Deployment 
DEPLOY=RANDOM_DEPL 
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X length identifies the horizontal number of units the scenario has. 
Y length identifies the vertical number of units the scenario has. 
Number of Nodes is the amount of devices placed inside the scenario delimited by X 
length and Y length. 
CH Probability is the probability that a node becomes a CH at a certain time. For 
instance, 0.5 means that only around 50% of the nodes in the scenario are able to act 
as CHs. 
Radio coverage is the number of units of the coverage radius for each node.  
CH_SELECTION identifies the policy used. 
DEPLOY models the way that the nodes are placed in the scenario. They can be placed 
randomly or following a certain pattern to model real life environments. 

 
Based on the number of nodes, the CH probability and the number of nodes in the scenario, 
the total number of needed CHs is calculated. For assigning the role and the position of the 
nodes in the scenario, two main strategies are possible, the characteristic of each of them 
are summarized in Table 3.2. 
 

Table 3.2 Random vs Uniform deployment 

 Random Deployment Uniform Deployment 

CH Selection 

Based on the total amount of 
potential CHs, the role of 
each device is based on 
probability, no other 
consideration is made. 

The chosen CHs are those with the 
highest number of neighbours 
accessible in a single hop. 

Node Deployment 

The position of each node is 
randomly assigned 
regardless of the final 
composition of the scenario 
(uniformly distributed 
locations using a random 
position generator) 

The nodes are distributed among 
the whole scenario so as to cover 
as much area as possible. 

 
3.3.3.2.2 Running the simulations 
As it has been presented in Section 3.3.3.2.1, after setting up the environment, the first CH of 
the network is selected, the topology is created, and various variables are analyzed in order 
to dynamically configure and set up the network. The whole procedure is presented in Figure 
3-6. 
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Figure 3-6 Simulation flow 

 
CH Selection 
In the description of the protocol (Section 3.3.2.2), three different policies are presented. In 
this phase, the simulation runs one of them, previously chosen by the user so as to select a 
CH of the network. This policy is maintained during the whole simulation. 
 
Topology Creation 
Once a CH is selected, the processes for neighbour discovery and route creation are 
launched. Each packet that is sent or received by a node has an impact on their batteries (a 
certain amount of battery consumption is associated to each type of message transmitted, 
depending on its length and transmission mode), being reflected in the node status. After 
completing this phase, the application data can be exchanged. 
 
Message Transfer 
Data messages are exchanged between nodes while the thresholds for re-selecting CHs are 
not trespassed. The simulator the following triggers that start re-selection of the CHs: 
 

 Battery drain – decrease x% under the initial level. This level establishes the 
minimum battery level allowed for a node to act as aggregator. 

 Node death – one node in the topology runs out of battery, the current topology must 
be recalculated, as the dead node can be a critical one bridging different parts of the 
network. 

 
CH re-selection 
The re-calculation is launched when the previous conditions appear and, at least one 
potential CH with neighbours is alive (has residual battery). Otherwise, the simulation is 
considered to be over and proceeds to the final phase of presenting the obtained results. 
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Presentation of results  This final phase is focused on providing the user with the most 
significant values obtained from the execution for some key parameters. These are: 
 

 Number of recalculations 

 Nodes alive per time unit 

 Outage probability 

 Total number of messages sent 
 
Through multiple executions of these scenarios, and by varying the parameters that have 
been defined in the simulator, several results and conclusions are derived. The next section  
presents not only the results obtained, but also the procedure followed to get them. 
 
Results 
The procedure employed for getting results is different depending on the envisaged scenario. 
For those results that are based on random deployment or role assignment, the steps are 
presented in the Figure 3-7. 
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Figure 3-7 Simulation Flow 

 
On the other hand, in those scenarios where nodes are uniformly deployed and roles are 
optimized, a single simulation is sufficient. This can be done by fixing the variables that 
define the behaviour of the whole network (avoiding variations along multiple simulations). 
 
As it has been aforementioned, the scope of this work is to demonstrate that these kinds of 
strategies improve the overall network performance, reducing energy consumption by 
reducing the mean distance to the CH. This concept is presented in Figure 3-8. 

The first study is based on the selection of the optimal threshold for recalculating the 
topology of the network by changing the CH. 
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Figure 3-8 Cumulative died population for optimal CH selection 

 
This figure presents how nodes die during the lifetime of the network. There is a trade-off 
between the threshold (% of battery below which a node cannot be a CH) and the availability 
of the whole network (number of dead nodes). The smaller the threshold, the more the 
reconfigurations needed to be performed. However, the effort spent in adapting the topology 
dynamically produces a reduction in the total number of messages sent. Depending on the 
specific scenario, the value of the threshold would be fixed, based on the imposed 
requirements. 
 
The cost of devices depends highly on the potential applications and functionalities they can 
perform. In order to keep the cost of the whole network as low as possible, it is necessary to 
optimize the number of elements that can perform the CH role. Figure 3-9 shows the impact 
in terms of messages sent depending on the population of potential CHs in the network. 
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Figure 3-9 Impact of CH population on network life 

 
As it is shown in Figure 3-9, the amount of messages depends highly on the population of 
potential CHs. Nevertheless, the application or the deployment selected will be determined 
by the economic constraints. The best case is always the one in which all nodes can perform 
aggregation task, thus the effort of redistributing data along the system will be shared by all 
the elements of the network. 
 
The final study that has been done using the tool created, is about the evaluation of the three 
policies. Each of them has a different cost in terms of complexity and computational cost. 
The scope of this study is evaluating whether it is worth to implement complex algorithms in 
simple devices. The following figures present how the energy consumption is distributed 
along the whole area where the nodes are deployed. 
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(a) Random CH Selection 

Lineal aggregator selection
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(b) Linear CH Selection 

Optimal Aggregator Selection
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(c) Optimal CH Selection 

Figure 3-10 Energy consumption distribution 

 
As presented in the figure, despite the fact that the first two cases are able to send a higher 
number of messages, these are not optimally distributed across the network, outage 
probabilities are higher and thus the information about the whole area is less significant, 
although the information is received during longer periods. 
 
Finally, the last parameter that is evaluated is the outage probability, or the number or alive 
nodes that are not part of the network at a certain time as a result of the layout (they are 
isolated and cannot reach the CH. 
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Figure 3-11. Outage probability for random layouts with initial optimum (left) and random 
(right) CH selection. 

 
Figure 3-11 shows the comparison of this outage probability taking into account all three 
policies and initial optimum or random CH selection. 
 
The trend that can be seen is that the weighted policy is always the best in terms of 
connected nodes, and that selecting the optimum CHs initially has a significant impact on the 
final results (the outage probability in the optimum case is around half of the one obtained 
with random selection).  
3.3.3.2.3 Conclusions 
Once all results provided by the simulator are described, studied, and reasoned, several 
conclusions can be drawn: 

 Strategies:  
o The weighted function is the one providing best results, in terms of the 

number of messages sent, the number of dead and network lifetime. The 
trade-off is that it requires more computational resources at the device level. 

o The linear weight function policy is worse than the weighted one, but better 
than selecting random CHs, so can be seen as the middle point between the 
best performance and the less resource demanding options. 

o Finally, random CH selection is studied so as to have a baseline model to 
compare the other policies, as this one is equivalent to applying no strategy 
at all. 

 Battery thresholds: Changing the percentage threshold on the level of residual 
battery below which a node cannot behave as a CH, has a great impact on the 
results. The higher the threshold is, the higher the number of messages sent, but, at 
the same time, the higher the number of dead nodes and the outage probability are. 
This way, a trade-off must be made in order to achieve reasonable levels in both 
parameters. The observation is that, if no major constraints are introduced in terms 
of having minimal number of messages or keeping as many nodes alive as possible, 
then middle range thresholds (40-60%) are the most suitable ones. 

 CH probability: The best scenario possible for better balancing the network load is 
the one on which all nodes can act as CHs (100% CH probability). With this 
assumption, the number of messages sent can be maximized, but it implies having 
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to deploy a large number of nodes with the necessary resources that enable them to 
act as CHs, which has a diverse impact on the total deployment cost. 

 Initial conditions: Depending on the initial layout (random or uniform) and the first 
CH selection (random or optimal), the results vary significantly. The second 
parameter is especially significant regarding outage probability. Given the results, 
the best strategy is always to select the optimum CH even in the first iteration and 
use random or uniform layouts depending on the use case addressed. 

 
3.4 Distributed Clustering Protocol - DisC 

 
In this section, EXALTED’s solution for hierarchical structuring of a wide-area multi-hop 
capillary M2M network is presented in detail. The distributed clustering protocol called DisC 
achieves formation of clusters of non-LTE-M devices dynamically via continuously adapting 
its operational parameters to latest network conditions, i.e. node energy levels and data 
traffic load.  
 
As opposed to existing work in node clustering, DisC does not rely on network-wide time 
synchronisation. Current protocols depend on this assumption since they perform a network-
wide re-clustering that involves all nodes periodically. By dividing the network time into a 
short re-clustering phase followed by a significantly longer data transmission phase, 
protocols regularly refresh the network’s structure. However, all nodes must start this short 
re-clustering phase simultaneously, which is practically too difficult to achieve for multi-hop 
networks, especially when the number of nodes and the network topology size are large. 
This is because any synchronisation beacons have to traverse multiple hops, introducing 
packet delays. Furthermore, clock shifts naturally occur in device hardware, easily leading to 
differences among a large number of devices. Observing this fact, DisC performs node-
initiated clustering operations that are performed locally or over a limited neighbourhood of 
multiple clusters. 
 
 
3.4.1 Node states 
 
In DisC, nodes are found in one of the following four states: 
 

1. CH: The node is a cluster head and is responsible for the local management of the 
devices within its cluster. According to the EXALTED architecture, a CH in the 
capillary network is a non-LTE-m component. A CH also collects data packets from 
devices, detects correlations between them and summarises the collected information 
in order to make fewer packet transmissions to the next hop CH (or to the gateway, if 
in range). Hence, a node in the CH state is a data aggregator in the capillary network. 

2. Member: Each node in member state collects and delivers data to the CHnode.  
3. Reclustering: A node in this state refines it local probability to become a CH node and 

runs a reclustering timer whose expiry is set based on this probability value. Nodes in 
reclustering state content to gain the CH node, as those nodes whose timer expire 
the first claim the role. The probability value is based on the node’s energy statistics 
and traffic load. 

4. Lonely: A node may fail to become a CH and may not be within the range of any CHs. 
In this case, the node is in Lonely state, and attempts to discover CH nodes in its 
neighbourhood. 

 
Figure 3-12 below shows these states and the related state transitions. These transitions are 
marked by letters that show the corresponding lines in DisC algorithms provided in Section 
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Figure 3-12: Node states in DisC 

 
Figure 3-13 below shows a small-scale sample capillary network where blue dots represent 
cluster member M2M devices and red dots represent the CHs. CH has a cluster radial range 
ri that conceptually defines its cluster boundaries. The red lines demonstrate the connections 
between CHs, which form a CH backbone. Member devices are attached to a single CH 
node. 
 
 
 

 

Figure 3-13: Hierarchical network structure. 

 
3.4.2 DisC variables 
 
The commonly used variables in DisC are summarised in Table 3.3 
. 
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Table 3.3: DisC variables. 

Term Definition 

R CH-CH transmission range 

r(i) i’s transmission range as a CH or prospective CH 
H(x) Set of nodes that are x hops from the gateway 
h(i) i’s hop distance to the gateway 
ph(i) The baseline probability of becoming a CH in h(i) 
P(i) i’s probability to become a CH 
E(i) Residual energy of i 

Ecost(i) Energy cost, as a CH, of i 
S(i) The set of all nodes in r(i) range of i 

SCH(i) The set of all CHs in R range of i 
Sprev(i) The CHs that have selected i as their next hop 

CHlist(i) The list of CH neighbours of i 
bmn(i) The best member node in i’s cluster with the highest 

residual energy/remaining lifetime. 
qn(i) The node that has sent a BEACONQ to i 

CHdef (i) The CH neighbour with the best SNR among all CH 
neighbours that have less hop distance to the gateway. 

myCH(i) CH of i 
isCH(i) Boolean indicating whether node i is a CH 

nexthop(i) Next hop CH of a CH node i 
M(i) Set of members of CH i’s cluster 

rate(i) Generated data rate at node i 
rateout(i) Outgoing data rate from CH i 
ratein(i) Incoming data rate from CH i’s members 
rateave(i) Average incoming data rate from CH i’s members 
rateCH(i) Incoming data rate from CH i’s previous hop CHs 

 
3.4.3 Neighbourhood message exchanges 
 
HELLO packets: All nodes periodically transmit a HELLO message to notify their 

neighbours of its residual node energy. Each node then updates the following: 

  Local energy average: , 

  Standard deviation of local energy levels:  

  Maximum local node energy level:  

 
CHHELLO packets: CH nodes periodically transmit a neighbourhood message, CHHELLO. 

With this message, a CH notifies its CH neighbours about its residual energy and most 
recent outgoing data rate. Upon collection of CHHELLOs from neighbours, each CH updates 
its local statistics: 

 Maximum residual CH energy among all neighbour CHs: , 

 Average of the standard deviation values computed in each neighbour CH: 

  

 Average of the mean energy values computed in each neighbour CH: 

. 

 
3.4.4 Packet types in DisC 
 
Various control packets are defined in DisC, each with minimal information so as to limit 
packet overhead. The packet types are illustrated in Figure 3-14. 
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Figure 3-14: Control packet types in DisC. 

 
3.4.5 In-cluster Cluster head role Rotation (ICR) 
 
DisC uses the ICR mechanism to rotate the CH role within a single cluster. This is basically 
performed in order to prevent the CH from depleting its energy quickly, as the CH role is 
energy demanding. Essentially, every CH monitors the energy levels of the devices in its 
cluster using the received HELLO messages and any notifications they may receive during 

data receptions. The CHs then compare their own energy level with the energy levels of their 
cluster members periodically. Then, a better node is selected as a candidate to be the 
cluster’s next CH, if possible. This is shown in Figure 3-15. (See Figure 3-14 for packets.) 

 

Figure 3-15: Selection of a CH candidate in ICR 

 
When a candidate is found, the current CH transfers its role as shown in Figure 3-16. (See 
Figure 3-14 for packets.) 
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Figure 3-16: Transfer of CH role in ICR. 

 
3.4.6 Multi-Cluster Re-clustering (MCR) 
 
ICR is a mechanism that balances energy levels within a cluster. However, energy levels 
also differ over the network and an additional mechanism is required to reselect CH nodes 
over a larger area. A network-wide refresh of the clusters is however not preferred due to the 
need for a network-wide time synchronisation. Therefore, individual CHs independently 
decide whether CH re-selection is required and initiate the process in a limited part of the 
network located in their neighbourhood. This mechanism is called MCR. 
 
In MCR, each CH monitors the standard deviation of the energy levels of its member 
devices. This is achieved by the received HELLO packets. The corresponding values 
computed by neighbour CHs are also collected by CHHELLO packets. Then, the CH 

calculates the average of these standard deviation values. If the average is higher than the 
initial setting at the network deployment time, then the CH initiates an MCR by triggering its 
neighbour CHs so that they go to RECLUSTERING state. Then, the CH and the neighbour 
CHs trigger their member devices to go to RECLUSTERING state. In this state, every node 
first calculates a probability value that determines whether they should claim a CH role. This 
value depends on the hop distance to the gateway and the local energy statistics as follows: 

     
(2.1) 

 

P(i) depends on a baseline probability value ph(i), which reflects the difference in selection 
probability with respect to the node’s hop distance to the gateway. Due to multi-hop 
distances of backbone paths of individual CHs to the gateway, CH nodes have increasing 
load as their locations get closer to the gateway. This causes major imbalance of processing 
and communication load among CHs. To counteract this effect, DisC assigns the baseline 
probability according to traffic loads, using the following expression: 
   

   
(2.2)

 

where Ni is the number of neighbour nodes at hop i and Li is the most recent traffic load at 
hop i recorded by the CH. Furthermore,  is the average probability value over all neighbour 

nodes of a node that are located at hop distance i to the gateway. Similarly,  is the average 

load of all neighbours of a node that are located at hop distance j to the gateway. The CH 
takes local averages of loads and also the local averages of calculated values of the baseline 
probability to calculate a new value. 
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The probability value P(i) also defines the probability to find a CH node in a group of devices 
in the locality, and hence determines the radius of a CH announcement transmission, should 
the node decide to claim the CH role. The relation between the two values stems from the 
fact that there can be only 1 CH, which is the node itself, within a circular range around the 
node. The radius is given by:  

         (2.3) 
(2.3) 

According to its probability, each node runs a timer. Those nodes whose timers expire earlier 
claim the CH role. Hence, MCR is a collective election of CHs among a group of devices. 
When a CH transmits a CH announcement packet, ANNOUNCE, all nodes receiving the 

packet cancel their timers and go to MEMBER state after joining the transmitter’s new 
cluster. The MCR mechanism is presented in Figure 3-17. 
 
 

 

Figure 3-17: Re-clustering with MCR. 
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3.4.7 DisC algorithms 
 
Nodes in DisC operate according to which state they are, as shown in Figure 3-12. Individual 
state transitions are marked at the algorithms that are provided in this section. The definition 
of packet types that appear in the algorithms can be found in Figure 3-14. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Algorithm 1 CH state 
1: if MCR criterion is met 

2:   send RECLUSTERCH 

3:   send RECLUSTER 

4:   Update p, P, tR, and r 

5:   Start tR 

6:   Go to RECLUSTERING state C 

7: end if 

8: if Packet P received  

9:   if P is RECLUSTERCH  

10:   send RECLUSTER 

11:   Update p, P, tR, and r 

12:   Start tR 

13:   Go to RECLUSTERING state C 

14:  else if P is CHCANCEL  

15:   if sender(P) is not nexthop  

16:    Ignore P 

17:   else 

18:    nexthop = 0 
19:    Select default neighbour CH CHdef in CHlist 

20:    if default neighbour CH has been set  

21:     send BEACONQ to CHdef 

22:    end if 

23:   end if 

24:  else if P is JOIN  

25:   send ACCEPT to sender(P) 

26:   set sender(P) as member 

27:  else if P is BEACONQ  

28:   send BEACON+R to sender(P) 

29:  else if P is BEACON−R or P is BEACON+R 

30:   if No BEACONQ was sent to sender(P)  

31:    Ignore P 

32:   else 

33:    if sender(P) is CHdef and P is BEACON+R  

34:     nexthop = sender(P) 

35:    else if sender(P) is CHdef and P is BEACON−R  

36:     remove sender(P) from CHlist 

37:     CHdef = best CH in CHlist 

38:    else if sender(P) is not a CH and is bmn  

39:     if P is BEACON+R  

40:      Send CHCHANGE 

41:      Send CHCANCEL 

42:      isCH = 0 
43:      myCH = 0 
44:      Go to LONELY state A 

45:     else if P is BEACON−R  

46:      tIN = tIN + TIN 

47:     end if 

48:    else 

49:     Ignore P 

50:    end if 

51:   end if 

52:  else 

53:   Ignore P 

54:  end if 

55: end if 
 

Algorithm 2 MEMBER state 
1: if Packet P received  

2:   if P is RECLUSTER  

3:    Set p, P, r, and tR 

4:    Go to RECLUSTERING state E 

5:    Start tR 

6:   else if P is CHCHANGE  

7:    if I am not bestnode bmn in CHCHANGE  

8:     myCH = 0 
9:     Go to LONELY state F 

10:   else 

11:    Update P and r 

12:    Send CHNOTIFY 

13:    isCH = 1 
14:    myCH = 0 
15:    Go to CH state D 

16:   end if 

17:  else if P is BEACONQ  

18:   if CHdef == 0 and CHlist == Ø;  

19:    send BEACON−R to sender(P) 

20:   else if CHdef ≠ 0  

21:    send BEACONQ to CHdef 

22:    qn = sender(P) 

23:   end if 

24:  else if P is BEACON+R  

25:   send BEACON+R to qn 

26:  else if P is BEACON−R  

27:   send BEACON−R to qn 

28:  else 

29:   Ignore P 

30:  end if 

31: end if 
 

Algorithm 3 RECLUSTERING state 
1: if Packet P received  

2:   if P is ANNOUNCE or P is CHNOTIFY  

3:    Cancel tR 

4:    Send JOIN to sender(P) 

5:    Start tJ 

6:   else if P is ACCEPT  

7:    Cancel tJ 

8:    myCH = i 
9:   isCH = 0 
10:   Go to MEMBER state H 

11:  else 

12:   Ignore P 

13:  end if 

14: end if 
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3.4.8 DisC performance results 
 
In this section, the DisC protocol is compared with the following settings: 
 

1. No Clusters (No-Cl): No clusters are formed in the network. All devices deliver their 
data to a next hop device towards the gateway. This setting represents the case in 
which the data aggregation capacity of the network without forming any clusters is 
observed.  

2. Fixed-size clusters (Fixed): In this setting, clusters are static, which means that their 
size or location (hence the CHs) are not changed over time, and the cluster size is 
uniform in the network.  

3. Initial cluster structure of DisC (Variable): In this setting, an initial assignment of the 
CH role is made based on the initial energy levels of the nodes and their local 
neighbourhood. However, these clusters are held constant throughout the 
simulations, so that nodes do not exchange messages and do not update their 
statistics. Therefore, clusters cannot be modified. 

 
3.4.8.1 Average energy levels 
 
The average energy levels over time as shown in Figure 3-18 demonstrate that node 
clustering is beneficial for extension of network lifetime, as a setting with no clusters provide 
the shortest lifetime (No-Cl). The initial network structure of DisC (Variable) has longer 
lifetime than a setting with fixed-size clusters (Fixed). Furthermore, individual mechanisms 
(ICR and MCR) of DisC cannot provide the same performance as DisC. 

Algorithm 4 LONELY state 
1: if Packet P received 

2:   if P is RECLUSTER or P is RECLUSTERCH  

3:    Set p, P, r, and tR 

4:    Go to RECLUSTERING state I 

5:    Cancel tJ 

6:    Start tR 

7:   else if P is CHHELLO from a CH i  

8:    Insert i in CHlist (ID, SNR, h(i)) 

9:   else if P is ACCEPT 

10:   Cancel tJ 

11:   myCH = i 
12:   isCH = 0 
13:   Go to MEMBER state G 

14:  else if P is CHNOTIFY or P is ANNOUNCE  

15:   if Has not sent a ACCEPT to another CH  

16:    Send JOIN to i 

17:    Start tJ 

18:   else 

19:    Record sender(P) as CHdef and the SNR of P 

20:   end if 

21:  end if 

22: end if 
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Figure 3-18: Average device energy level over time. 

 
3.4.8.2 Standard deviation of energy levels  
 
Figure 3-19 shows how the standard deviation of energy levels obtained by each scheme. 
Although ICR provides the lowest values for a while, its curve quickly rises as ICR alone 
cannot maintain energy equalisation over multiple clusters. MCR is beneficial for obtaining 
lifetime extension, yet it cannot capture micro effects within individual clusters and shows 
poor energy equalization performance. DisC, on the other hand, find a balance between the 
two and shows the best performance. Settings with no clusters, fixed-size clusters, and initial 
cluster structure all have poorer equalisation performance. 

 

Figure 3-19: Standard deviation of device energy level over time. 
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4. Data Aggregation Strategies 

Previously, clustering protocols have been proposed to facilitate the data aggregation and 
enhance the network lifetime. In this section, we are more focused on the design of data 
aggregation strategies that exploit the data characteristics in order to reduce traffic 
congestion in the system.  One of the most exciting applications of M2M systems is the 
monitoring of some phenomena of interest. Typically, monitoring applications are closely 
related to control, in which control actions depend on the monitoring of physical phenomena. 
These phenomena can be measured by the same device and/or measured by other M2M 
devices that might not belong to the same capillary network. In such scenario, the monitoring 
information must be sent to the application server which will process this information and 
send the appropriate control actions to the end devices. Note that this situation arises in 
many potential M2M applications such as smart grids, environmental monitoring, military 
surveillance etc. 
 
In the monitoring scenario, the gathered data at the sensor nodes (non-LTE-M devices) is 
usually spatially correlated. For instance, if we think in two sensors sensing the concentration 
of pollutants in two different spatial points in a road, the observed values will be likely similar. 
There are several correlation models suitable for spatial field modeling. For instance, the 
work of [15] presents a good guide for spatial correlation models for Gaussian fields. In 
particular, the authors consider the following five spatial correlation models: i) Spherical, ii) 
Power Exponential, iv) Rational Quadratic and v) Matérn.  In Figure 4-1, we observe the 
different behavior of the correlation function depending on the model. 
 

 

Figure 4-1: Comparison between different spatial correlation models (correlation vs 
distance). 

 
 
Therefore, if data needs to be transmitted to a CH or GW for further processing,  it is clear 
that sensors might exploit this spatial correlation and adopt smart coding techniques in order 
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to avoid the sending of redundant data to the destination and, in doing so, reduce traffic 
congestion at the capillary network. Besides the benefits in terms of traffic reduction, it is 
worth noting that sensors will also save energy since no redundant information will be 
transmitted to the destination. With these aims in mind, in Section 4.3  we provide and in-
depth analysis of two decentralized source coding techniques: the Quantize-and-Estimate 
encoding strategy and the Compress-and-Estimate encoding strategy. 
 
Whilst previous strategies are aimed at reducing traffic congestion at the capillary network 
level and prolong network lifetime, another issue is to reduce the traffic load in the LTE-M 
core network.  For example, let us focus on the example depicted in Figure 4-2. Here, two 
sensors are observing two different (but likely correlated) phenomena. This information is 
requested by the application server, which is in charge of processing it and sending the 
proper control actions to other M2M devices. Besides, assume that the sensor nodes are 
very simple (e.g. they cannot perform complex encoding strategies and signal processing 
tasks), and its task is only to sample the phenomenon of interest and send their samples to 
the M2M GW. According to the EXALTED system concept, the end-to-end communication 
will be as follows: The M2M monitoring devices will periodically send their samples to the 
M2M GW, which will be in charge of processing the gathered data and send it to the 
application server via the LTE-M core network. Since LTE-M must support a large number of 
M2M communications, it is very unlikely that this is possible if the collected information is 
sent in a “raw” manner to the M2M server. Alternatively, it seems to be more convenient to 
compress the data at the LTE-M GW and, thus, reduce traffic at the LTE-M network. 
However, the price to be paid for such benefit is that the original signal will not be longer 
available at the application server but only a reconstructed (noisy) version. Consequently, 
this might result in wrong decisions if the reconstructed version is of poor quality. The quality 
of the reconstruction is measured in terms of distortion which, depending on its particular 
definition, measures how different the reconstructed version is to the original one. In 
conclusion, compression at the M2M GW is necessary but without jeopardizing the 
application performance. In this context, in Section 4.4 we propose a data compression 
strategy (to be adopted at the M2M GW) which exploits spatial and temporal correlation of 
the sensor observations and reduces the traffic load at the LTE-M with minimum distortion. 
 

Non-LTE-M device

M2M GW

LTE-M

1X

2X

time

time

time

M2M Capillary Network

Application Server

Non-LTE-M device

 

Figure 4-2: Toy example where the application server reconstructs the observed data by two 
non-LTE-M devices (sensors)  

A new way to reduce the data communication in the real world data networks is to extract the 
information which is relevant or important for the user before transmitting it. However, 
determining what is required or what is important from heterogeneous data sources and in 
variety of applications M2M systems can be used is not a trivial task. So it is important to 
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define methods that can create higher-level abstractions that can be general purpose and 
then to use abstract reasoning models that can transform these abstractions to machine 
interpretable or human-understandable knowledge. 

 

Figure 4-3: Abstraction Process at the M2M Gateway from Raw Sensor Data to 
Machine/Human understandable Concepts  

 
 In particular a method to construct higher-level abstractions of data broadcasting at M2M 
gateways and data dissemination through a mediated gossiping algorithm is proposed.  
 
4.1 Existing Solutions 

 
As far as source coding is concerned, the work in [16] constitutes a generalization to sensor 
trees of Wyner-Ziv’s pioneering studies [17]. More precisely, the authors compare two 
different coding schemes, namely Quantize-and-Estimate (Q&E) and Compress-and-
Estimate (C&E). The former is a particularization of Wyner-Ziv’s problem to the case where 
no side information is available at the decoder; whereas the latter is a successive Wyner-Ziv-
based coding strategy capable of exploiting the correlation among sensor observations. Yet 
suboptimal, the performance of this successive encoding scheme is not far from that of other 
more complex joint (over sensors) coding strategies.  
In scenarios with non-reciprocal (e.g. FDD) fading channels, it is often assumed that only 
statistical CSI is available at the transmitter. Consequently, the encoding rate at the sensor 
nodes cannot be dynamically adjusted to match instantaneous channel conditions. The point-
to-point communication of Gaussian sources over fading channels has been recently 
investigated in [18] and [19]  in a context of parameter estimation. Instead of adjusting the 
encoding rate, the source is encoded in multiple layers by exploiting the so-called successive 
refinement property [20]. The receiver then adaptively decides how many layers to decode 
according to the realization (quality) of the channel state. 
 
Data aggregation or data fusion for information abstraction can help remove redundant data 
from the gathered sensor streams. Chen et al. [20] create a summarized data stream of a set 
of sensory data streams and use the aggregated data for transmission. The summarization 
of the data relies on the mathematical sum, max, min, average and count aggregate 
functions [20]. Wang et al. [20] use compression techniques with adaptive sensing for WSN. 
This can be exploited to transmit only very dense (and therefore small in size) data and then 
reconstruct the overall ”data” by applying a reverse function. However, the constructed data 
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relies on several incomplete data-streams and therefore this can lead to a huge loss in the 
quality of the reconstructed information.  
 
 
 Yun et al. [20] introduce an approach that exchanges information using ”signatures” instead 
of the raw data. The signatures are combinations of properties measured during an event 
such as bright light and loud sound during an explosion of a bomb. The signatures consist of 
a string representation indicating that something is present or absent at a particular sensor.  
 
4.2 Proposed solutions 

 
In Section 4.3,  we will focus on a star topology where the non-LTE-M devices (sensors) 
communicate via a single hop to the CH or M2M GW. In this EXALTED scenario, we extend 
and carry out an in-depth analysis of the Q&E and C&E encoding strategies proposed in [16]. 
Besides, we focus on the case of orthogonal transmissions with a total energy constraint. 
With these assumptions, we ask ourselves whether increasing the population of sensors is 
worth doing or not in terms of estimation accuracy for the case of Gaussian channels. Next, 
we move on the case of orthogonal Rayleigh-fading channels. For benchmarking purposes, 
we initially assume that sensors are capable of acquiring instantaneous transmit CSI (CSIT). 
Being C&E a successive encoding/decoding scheme, we analytically determine the optimal 
and worst-case encoding order over sensors in terms of resulting distortion in the estimates. 
We complement this analysis by deriving the asymptotic distortion attainable by the Q&E and 
C&E strategies for both Gaussian and Rayleigh-fading channels. Next, we realistically 
constrain the sensor nodes in the network (and, by doing so, we go beyond the point-to-point 
analysis of [18] and [19]) to operate without instantaneous transmit CSI. Accordingly, the 
observations must be encoded at a constant and common (i.e. identical for all sensors) rate 
that we determine on the basis of statistical CSI only. Interestingly, the encoding rate has an 
impact on (i) the number of quantization bits allocated to the encoders; and (ii) the actual 
number of observations reliably received at the M2M GW due to the outage probability 
experienced in the sensor-to- M2M GW fading channels. In other words, we analytically find 
the optimal trade-off in terms of quantization bits (more finely quantized observations are 
beneficial in terms of the overall distortion) vs. the number of observations actually received 
at the M2M GW (the higher the number observations, the better the smoothing of the 
observation noise). We solve the problem for the Q&E encoding scheme and two cases of 
interest, namely, sensors with high and low observation noise. Interestingly, we find that the 
lack of transmit CSI translates into a very moderate increase of distortion. 
 
In Section 4.3, based on fundamental studies (see e.g. [21]), we propose a practical data 
aggregation strategy aimed at reducing traffic congestion LTE-M core network. The proposed 
data compression strategy is composed of two blocks: i) the estimation block and ii) the 
compression block. The estimation block is aimed at exploiting temporal and spatial 
correlation of the data in order to reduce the impact of the noise introduced by the sampling 
process. The output of this block results in a number of data streams, which are then 
compressed in the compression block and transmitted to the LTE-M network.  
 
In Section 4.5.1, a method to construct higher-level abstractions of data at M2M gateways is 
proposed. This will reduce the traffic load imposed on the communication networks. The 
proposed method is based on an information processing algorithm where gateways analyse 
the data collected from the sensors and create higher level abstractions. 
 
In Section 4.5.2, a mediated gossiping mechanism is introduced to reduce the number of 
communicated messages in the network while retaining the fast dissemination we propose a 
deterministic node selection 
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Table 4.1 shows a technical description of the algorithms proposed in this section. 

 

 

Table 4.1 Algorithms description 
 

Algorithm/Technique 

Decentralized Source Coding 
techniques 

KPI K41 

Use cases SMM: 
Environmental 
monitoring 

Objectives O2.4 

ND/DD components involved Non-LTE-M 
devices, M2M 
GW 

Supported communication types Non-LTE-M 
Device ↔ M2M 
Gateway ↔ 
Application 
Server 

Technical Requirements FU.1, DV.4, 
DV.7, NT.9, 
NT.10 

Data Compression Strategy KPI K41 

Use cases SMM: 
Environmental 
monitoring 

Objectives O2.4 

ND/DD components involved Non-LTE-M 
devices, M2M 
GW, M2M Server 

Supported communication types Non-LTE-M 
Device ↔ M2M 
Gateway ↔ 
Application 
Server 

Technical Requirements FU.1, DV.4, 
DV.7, NT.14, 
NT.15 

Symbolic Aggregation 
Approximation 

KPI K12 

Use cases SMM: 
Environmental 
monitoring 

Objectives O2.4 

ND/DD components involved Non-LTE-M 
devices, M2M 
GW, Application 
Server 

Supported communication types Non-LTE-M 
Device ↔ M2M 
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Gateway ↔ 
Application 
Server 

Technical Requirements FU.1, FU.5, 
NT.11, NT.13, 
NF.3, DV.8 

Mediated Gossiping 
Algorithm 

KPI K11 

Use cases SMM: 
Environmental 
monitoring 

Objectives O3.3 

ND/DD components involved Non-LTE-M 
devices, M2M 
GW, Application 
Server 

Supported communication types Non-LTE-M 
Device ↔ M2M 
Gateway ↔ 
Application 
Server 

Technical Requirements FU.1, FU.5, 
NT.11, NT.13, 
NF.3, DV.8 

 
 
4.3 Decentralized Source Coding Strategies 

 
Capillary networks are composed of a potentially high number of devices (sensors and 
actuators) equipped with short-range radio interfaces. In the monitoring scenario, sensors 
observations are quantized and transmitted to the sink. Clearly, the aforementioned 
communication system generates a high volume of traffic within the capillary network which 
can entail network congestion.  To cope with that, this task is focused on the design of novel 
coding schemes and communication protocols aimed to improve energy efficiency and 
reduce network congestion in (large) M2M capillary networks.  
 
In this section, we consider the monitoring scenario, where a set of sensors observe a 
phenomenon of interest (e.g. temperature, concentration of pollutants, etc.) and their noisy 
observations are conveyed to a M2M Gateway. The GW is in charge of forwarding this data 
to the LTE-M network for further actions. However, it is worth noting that forwarding of all 
sensor packets by the GW to the LTE-M network can result in traffic congestion.  Instead, we 
propose to locally process the data at the GW before being forwarded and produce a single 
message (i.e. estimate) to describe the phenomenon with the maximum accuracy. 
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Figure 4-4: System Model 

 

Consider a capillary sensor network composed of one M2M GW and N  energy-constrained 

sensor nodes. The sensors observe a common source of interest which can be modeled as a 

length- n  (with n  sufficiently large) vector    ( ) (1) ( )
1

, ,
n

i n
i

x x x


 of independent and identically-

distributed (i.i.d) complex circular Gaussian random samples
2

x . Our goal is to estimate x 

from the sensor observations with the highest possible accuracy (see Figure 4-4). According 
to Fig. 1, the observation at sensor k can be expressed as 
 

( ) ( ) ( )  for 1, ,  and 1, ,i i i

k ky x v k N i n     (4.1) 

Where  ( )
1

v

n
i

i
denotes memoryless Additive White Gaussian Noise (AWGN) noise 

(measurement noise) of variance 
2

v  and i.i.d over the sensors. From this model, it follows 

that the observation are correlated with correlation coefficient given by   2 2 2/x x v     .   

 
In order to convey the measurements to the GW, each sensor encodes a block of n  

consecutive observations with rate kR  ; 1,...,k N  to be sent to the GW over the set of N  

orthogonal channels. At this point, we introduce sW  as temporal sampling rate of the source 

and, hence, for a reliable transmission to occur, the encoding rate kR  must satisfy: 

 

0

log 1    [b/s]
N

k k
s k k

k

p
W R w

w

 
  

 
 (4.2) 

where kw  and kp  stand for the bandwidth and transmit power allocated to the k -th 

sensor/channel with (squared) channel gain given by k , and 0N  denotes the noise spectral 

density. For the ease of notation and without loss of generality, in the sequel we consider 

1sW  . Besides, we further impose a total bandwidth constraint, W , and a sum-power 

constraint, P . For simplicity, we evenly allocate power and bandwidth to the set of N  
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sensors, this yielding /kp P N  and /kw W N . Hence, the transmission rate at the output 

of the k-th encoder reads 
 

 log 1 SNR    [b/s]k k

W
R

N
   (4.3) 

with 
0SNR / NP W . Finally, the GW decodes the received signals and produces an 

estimate  ( )
1

ˆ
n

i
i

x


 of the source. Due to the measurement noise and the resource constraints, 

some distortion results which, in the sequel, will be characterized by the mean square error: 
 

2
( ) ( )

1

1
ˆE

n
i i

i

D x x
n 

  
    (4.4) 

 
4.3.1 Quantize-and-Estimate (Q&E) Encoding  
 
In the Q&E scheme, each observation is encoded regardless of any side information that 
could be made available by the M2M GW. From [16], the following inequality holds for the 

rate at the output of the k -th encoder (quantizer): 

 

 I ;    [b/sample]k k kR y u  (4.5) 

 

with  I ;k ky u standing for the mutual information. The encoding process is modeled through 

the auxiliary variable k k ku y z  , with  2N 0,
kk zz   and statistically independent of x and 

ky  for k = 1, . . . ,N. By matching the source coding rate of (4.5)  to the transmission rate of  

(4.3) and after some algebra manipulations the distortion is given by: 
 

 

 

1

2
2 21

1 SNR 11

1 SNR

W

N N
k

W
kx N

v k x

D



  





 
   

    

  (4.6) 

In Gaussian channels, all sensors experiences identical channel conditions ( 1k  k  in the 

above expressions). Bearing this in mind, the distortion is a quasiconvex function in N  and, 

therefore, there exists a single optimal operating point 
*N where the distortion is minimized. 

The intuition behind this fact is the following: for an increasing number of sensors, the GW is 
capable of better smoothing the observation noise and, thus, the distortion decreases (i.e. a 
more accurate estimation results are obtained). However, the available bandwidth has to be 
shared among a higher number of sensors and, hence, the measurements undergo a 
rougher quantization before transmission. As soon as this second effect dominates, the 
distortion increases again.  
 
In Figure 4-5, we depict the distortion associated with the Q&E scheme as a function of the 

network size (Gaussian channels). When the observation noise is low (
2 0.001v  ), the 

distortion function is sharp and, hence, optimizing the number of sensors pays off. 

Conversely, by increasing 
2

v  the curves become flatter and, consequently, there exists 

some flexibility in the number of sensors (performance degrades gracefully in the vicinity of 
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*N ). For scenarios with very noisy observations (
2 0.5v  ), distortion turns out to be a 

monotonically decreasing convex function in N : increasing the number of sensors is worth 

doing since it allows for a better smoothing of the observation noise. Besides, the larger the 
overall SNR the higher the optimal number of sensors since, a higher number of sensor 
observations can be accommodated. 
 

 

Figure 4-5: Distortion vs network size parameterized by the variance of the observation 

noise and SNR ( 100W  , 
2 1x  ). 

 
4.3.2 Compress-and-Estimate (Q&E) Encoding  
 
Here, the encoders do exploit the statistical knowledge of the decoder’s data as side 
information. More precisely, we adopt the successive encoding scheme of [16] by which, in 

encoding data, the k -th sensor is aware of the distortion level attained with the 1k   

previous transmissions. By doing so, the encoding process can be adjusted in such a way 
that most of the redundant information is removed before transmission. In this sense, we 
refer to this second approach as Compress-and-Estimate (C&E) coding.  
 

Let   be a given ordering of the N  sensors in the network. For an arbitrary sensor k , its 

encoding rate kR  in the presence of side information (resulting from the 

(1) ( 1), , ku u   codewords transmitted by the  previous first 1k   sensors with 

( ) ( ) ( )k k ku x v z      and  
( )

2

( ) N 0,
kk zz

  )) verifies: 

 
 

 ( ) ( ) (1) ( 1)I ; , ,    [b/sample]k k kR y u u      (4.7) 

  

After some manipulations, the distortion at each step of the decoding structure can be 
computed in the following recursive form 
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  (4.8) 

  

For 1, ,k N . It is worth noting that the additional computational complexity associated to 

the C&E scheme is restricted to the successive decoder needed at the M2M GW.  Besides, 
being C&E a successive encoding strategy and due to the fact that sensors experience 
different sensor-to- M2M GW channel gains, one easily concludes that the ordering has an 
impact on the attainable distortion.  
 
 
4.3.3 Rayleigh-Fading Channels with Transmit CSI  
 
In those situations where either the M2M GW is moving or the environment is changing (e.g. 
urban areas), the wireless channel between the sensors and the M2M GW can be modeled 
as independent Rayleigh-fading channels. As a result, the distortion in the estimates at the 
M2M GW depends on the specific set of channel gains experienced by the the sensor nodes. 
This has diverse implications for the two strategies considered here. In Q&E encoding, on 
the one hand, local channel state information is needed at the sensor nodes in order to 
locally adjust the encoding rate. On the other hand, global CSI is needed by the C&E 
strategy since the encoding rate at the sensor nodes depends not only on their current local 
channel gains but also on other sensor-to- M2M GW channel gains. This will be further 
elaborated in the next subsections. 
 
4.3.3.1 Q&E: Asymptotic Distortion 
 
In this section, we provide some asymptotic results on the attainable distortion when the 
number of sensor nodes grows without bound. After some computations, the asymptotic 
distortion converges to the following expression: 
 
 

1
1

SNR

,Q&E 2 2 2

1
0,

1 SNRP

x v x

We

D
  





  
  

   
  
 
 

 (4.9) 

 

Where  P  denotes convergence in probability and   1, t a

x
a x e t dt


     

 
4.3.3.2 C&E: Optimal Sensor Ordering and Asymptotic Distortion 
 
 
Being C&E a successive encoding strategy (as it follows from (13)) and due to the fact that 
sensors experience different sensor-to- M2M GW channel gains, one easily concludes that 
the ordering has an impact on the attainable distortion. For that reason, we are interested in 
determining the optimal and worst-case ordering of sensors and, on that basis, analyze the 
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corresponding performance gap.  In [26] we prove that the optimal ordering *  yields when 

sensors are sorted in a decreasing order of channel gains. Complementarily, we also prove 
that the highest distortion is attained when sensors are sorted in an increasing order of 

channels gains (worst-case ordering, w  ). Consequently, the performance of an arbitrary 

ordering   can be upper and lower-bounded by those of the optimal and worst-case 

orderings, respectively.  
 
By plotting the ratio between the optimal and worst-case distortion, we evaluate the impact of 
the encoding order on the C&E scheme (Figure 4-6). For a low correlation coefficient (i.e. 
noisy observations), the impact of the ordering vanishes: the quality of the observations is 
very poor and the impact of sorting the observations differently is marginal. For  1  , the 

observations are identical and, likewise, it does not really matter in which order they are 
encoded. For intermediate values of  , the ordering does have a role to play although the 

higher the SNR (i.e. the available transmit power), the lesser the impact of the ordering. Still, 
for very low transmit power (SNR = −10 dB) the achievable rates over the sensor-to- M2M 
GW channels are small, the (roughly encoded) observations do not provide significant gains 
when used as side information at the M2M GW and, again, all orderings attain similar 
distortion levels. 
 

 

Figure 4-6. Ratio of distortions associated to the optimal and worst-case orderings 

( 25N  sensors, and 1
W

N
 ). 

 
 
 
 
Regarding the asymptotic distortion (i.e. for N   ) for the C&E we derive the following 

lower bound: 
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 (4.10) 

 
 

 

Figure 4-7: Comparison between Q&E and C&E strategies. Distortion vs. network size 

(
2 1x  , 200W  , SNR 20 dB , 

2 0.05v  ) 

 
In Figure 4-7, we illustrate the behaviour of the Q&E and C&E encoding schemes for a 
varying number of sensors for Rayleigh-fading channels. For a small number of sensors 

( 40N  ), the performance of both encoding schemes is virtually identical. Although Q&E 

cannot avoid sending redundant information, the bandwidth per sensor in this region is still 
high, the observations can be accurately encoded and the noise-averaging effect (which is 

identical for both strategies) dominates. As 𝑁 grows, the messages undergo a rougher 
encoding (quantization) process. This can be partly compensated by the C&E scheme which, 
by successively encoding data, is able to remove the correlation in the observations. 
Consequently, and unlike in Q&E encoding, distortion continues to decrease. Besides, one 
also observes that the distortion attained by the Q&E and C&E schemes converge to the 
asymptotic limits of (4.9) and (4.10) respectively. 
 
4.3.4 Rayleigh-Fading Channels without Transmit CSI  
 
In the absence of instantaneous CSIT, neither can the encoding rate be dynamically adjusted 
to channel conditions, nor it is suitable for the C&E scheme. Hence, we focus on the Q&E 
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scheme and propose a modification by which the each sensor observation is encoded at a 
common and constant rate given by 
 

2 2

2 2
log 1  ;  x v

k

z

R R k
 



 
    

 
 (4.11) 

Clearly, the goal now is to find the optimal value of R  and N , as a function of statistical CSI 

only, which minimizes the distortion attained at the M2M GW. In general, this problem is 
difficult to solve. However, it can be efficiently solved for low observations noises. In this 
case, after some approximations, the optimal network size and encoding can be accurately 
computed as follows: 
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(4.13) 

 

Where  0W ·  and  1W ·   stand for the  positive and negative real branches of the Lambert 

function [27]. 
 
Figure 4-8 illustrates the impact of CSIT on the behavior of the Q&E scheme (Rayleigh-
fading channels). As expected, the lack of CSIT translates into an increased distortion 
(Figure 4-8a). Notwithstanding, the gap between both strategies is relatively small and 
constant for the whole range of (sensor-to- M2M GW) SNR values. Complementarily, Figure 
4-8b depicts the optimal number of sensor nodes with and without CSIT. First, we observe 
that the approximations for low observation noise of (4.12) and (4.13)  are very accurate for 
the whole range of SNRs. Second, the optimal number of sensor nodes without CSIT is 
smaller than with CSIT (constant and variable encoding rates, respectively). The intuition 
behind this is the following: for a constant encoding rate, some outage probability will 
unavoidably occur and, in order to partly compensate for that, one should increase the 
transmit power per sensor by allocating the available transmit power to a reduced number of 
sensor nodes. 
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Figure 4-8: a) Minimum distortion for Rayleigh-fading channels vs. SNR; and b) Optimal 

network size vs. SNR  2 2100, 0.01, 0.01v xW      

 
 
 
4.4 Data Compression at the GW 

 
 
Whilst previous strategies are aimed at reducing traffic congestion at the capillary network 
level, another issue is to reduce the traffic load in the LTE-M core network.  In this context, 
we propose a data compression strategy (to be adopted at the M2M GW) which exploits 
spatial and temporal correlation of the sensor observations and provides significantly 
reduction of the traffic load at the LTE-M with minimum distortion levels. 
 
 
Consider a M2M Capillary network composed of N  sensor nodes, each sampling a temporal 

random field  iX t  with 1, ,i N . The temporal processes   
1

N

i i
X t


 are modelled as jointly 

WSS zero-mean random processes with individual correlation functions   
1i

N

X
i

R 


. The 

received sampled signal from the i -th sensor node at the M2M Gateway reads 

 

     

    

is i i
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i k
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X t X t P t
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 (4.14) 

with   
k

i

k
t




 standing for the sampling times at the i -th node and   

1i

N

i
P t


 for its sampling 

process. In the particular case of uniform sampling,  

k i

i

st kT  where 
is

T denotes the sampling 

period for the i -th sensor. In this work, we consider a general framework, where   
k

i

k
t




are 
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random time instants and therefore   
i

P t  is a random sampling process with average 

sampling rate 
i

  and known correlation function  
iPR   for 1, ,i N . In particular, we 

consider that sensors sample their respective fields by means of independent Poisson 
Sampling Processes where the correlation functions are given by [28][29]: 
 

   2

iP i iR        (4.15) 

 

with     standing for the Dirac function. In doing so, we do not impose any type of 

synchronization (e.g. non-enable mode in Zigbee) and generalize the analysis to 
heterogeneous networks, in which sensors can have different average sampling rates and 
sense different (but correlated) phenomena (see Figure 4-9). From this, the power spectral 
density of the sampled signal is given by: 
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 (4.16) 

Where ·F stands for the Fourier transform, symbol   denotes convolution, and  
iXS f  

and  
iPS f  stand for the power spectral densities of  iX t  and  iP t  respectively. The 

power spectral density of the sampled signal, i.e.  
si

XS  ,  is depicted in Figure 4-10, as we 

can observe, the Poisson sampling process is alias-free but introduces a white noise 
component. 
 
 

 

Figure 4-9. Two sensors sampling two different temporal fields with independent sampling 
processes. 
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Figure 4-10. Spectral density of the sampled signal 

 
Finally, in vector notation, the received signal at the LTE-M Gateway reads 
 

     s t t t x x p  (4.17) 

 

where   stands for the component-wise product,        1 2, , ,
T

Nt P t P t P t   p  stands for the 

vector of sampling processes,        1 2, , ,
T

Nt X t X t X t   x  and 

       
1 2

, , ,
N

T

s s s st X t X t X t   x  denote the original and sampling signals with known 

covariance matrices      TE t t    xxR x x  and      
s s

T

s sE t t    x xR x x , 

respectively. 
 
4.4.1 Data compression Strategy 
 
The proposed data compression technique can be decomposed in two building blocks: i) the 
estimation block and ii) the compression block. The estimation block is aimed at exploiting 
temporal and spatial correlation of the data in order to reduce the impact of the noise 
introduced by the random sampling process. The output of this block is depicted in Figure 

4-11 and results into N  reconstructed streams, i.e.      1 2
ˆ ˆ ˆ, , , NX t X t X t , which are then 

compressed in the compression block. Although, we make no claim of optimality for the 
proposed technique, similar approaches, in which correlation is somehow exploited before 
compression, are known to be optimal for some fundamental problems [21]. As far as 
compression is concerned, we compress each stream separately rather than jointly in order 
to provide different reconstruction accuracies per stream. Finally, based on the compressed 
information, the application server reconstructs the N  streams and obtains 

     1 2, , , NX t X t X t .  In the sequel, the performance of the system will be measured by the 

attained distortion (KPI 41) per stream at the application server, which is defined as the 
average MSE between the original signal and its reconstructed version, namely 
 

      
2i

i iD E X t X t  
  

 (4.18) 
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4.4.1.1 Estimation Block 

In order to produce an estimate of  tx , we adopt a multidimensional linear filter defined by 

the N N  matrix  tH , whose entries are defined as linear time invariant filters (see Figure 

4-11) , namely 
 

 

   

 

   

11 1

22

1

.

N

N NN

h t h t

h t
t

h t h t

 
 
 
 
 
  

H  (4.19) 

Accordingly, the 1N   output of this multidimensional filter reads 

 

     ˆ
st t u u du x H x  (4.20) 

 
where integral operator is component-wise. This section is aimed at finding the best linear 

multidimensional filter  tH  such that the average distortion at the output of the estimation 

block is minimized. To that end,  tH  is designed according to the orthogonality principle 

[29], namely 
 

      ˆ T

sE t t v   x x x 0  (4.21) 

where 0  stands for a N N  matrix whose entries are zero. From (4.21), we have to satisfy 

the following identity  
 

       ˆT T

s sE t v E t v       x x x x 0  (4.22) 

 
Note that the first term can be expressed as follows 
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 (4.23) 

where we have introduced  t v   , whereas the second term is given by 
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 (4.24) 

 
By applying the change of variables w t u   and again t v    we have 

 

     
s s s

u v w w dw  xx x xR H R  (4.25) 

 
with matrix entries given by 
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 (4.26) 

 
 
Hence, according to (4.21) we have that 
  

     
s s s

w w dw  xx x xR H R  (4.27) 

 

By defining     
s s

f F xx xxS R ,     f F HS H  and      
s s s s

f F x x x xS R  with 

·F standing for the component-wise Fourier transform, the identity of (4.27) is equivalent to 

 

     
s s s

f f fxx H x xS S S  (4.28) 

Therefore, the spectral matrix of the best linear multidimensional filter can be computed as 
follows: 
 

     1

s s s
f f fH xx x xS S S  (4.29) 

 
and, then, 

    1t F f HH S  (4.30) 

with 1 ·F   standing for the component-wise inverse Fourier transform. 
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Figure 4-11. Estimation block for the 2D case 
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4.4.1.2 Compression via Karhunen-Loève Expansion 
 
At the compression block, the goal is to compress signal blocks of duration T  with a low 
number of coefficients. To that end, we will adopt a truncated version of the Karhunen-Lòeve 
(KL) expansion of each output of the estimation block. 
 
The KL expansion of the i -th output stream reads 

 
 

         
1

ˆ    ;    0,
i i

i k k

k

X t z e t t T




   (4.31) 

where     
1

i

k
k

e t



stand for the known eigenfunctions (computed as shown in  Annex B)  

where  

       '
0

0 '

1 otherwise

T i i

k k

k k
e t e t dt


 


  (4.32) 

and   
1

i

k
k

z



for the independent KL coefficients. Therefore, the compressed version of  ˆ

iX t  

is built by taking the first (i.e. largest) 
iK  coefficients of (4.31), where each KL coefficient is 

computed as follows: 
 

       
0

ˆ     ;    1, ,
Ti i

k i k iz X t e t dt k K   (4.33) 

Being 
iK  a tunable paremeter. Besides, eigenfunctions satisfy the following identity 

 
 

           ˆ
0 i

T i î i

k k kX
R t u e u du e t   (4.34) 

with  i
k  standing for the known variance of  i

kz , namely     
2

i i

k kE z   
  

 for 1, ,k   , and 

   ˆ ˆ ˆ
iX ii

R     xxR  which, after some algebra manipulations, reads 
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 (4.35) 

Finally, the KL coefficients    
1 , ,

i

i i

Kz z  are encoded and transmitted to the application server. 

By assuming a reliable LTE-M network, the application server receives    
1 , ,

i

i i

Kz z  and builds 

the reconstruction of  iX t , namely 

 

         
1

    ;    0,
iK

i i

i k k

k

X t z e t t T


   (4.36) 

 
The E2E system is depicted in Figure 4-12. 
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Figure 4-12. E2E System for the 2D case 

 
 
4.4.2 E2E Distortion Analysis 
 
The aim of this section is to compute the average E2E distortion attained in the system 
model of Figure 4-12  for a block of T time units. First, note that distortion can be 
decomposed in the following terms: 
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 (4.37) 

Term I can be easily computed as follows: 
 

   2

0
1

1 iK
T i
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  (4.38) 

 
Now, term II is simply the energy of the desired signal 
 
 

   2

0

1
0

i

T

i XE X t dt R
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  (4.39) 

 
In order to compute term III, first note that from the orthogonality principle we have that 
 
 

     ˆ
i i iX t X t W t   (4.40) 
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where  iW t  stands for the error estimate which has been designed to be orthogonal to 

 ˆ
iX t . By plugging this into term III we have 
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 (4.41) 

On the one hand 
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On the other 
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 (4.43) 

where the last step follows from the orthogonality principle. Rearranging terms I, II and III, the 
distortion at the application server reads 
 

     

1

0
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K
i i

X k

k
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    (4.44) 

 
4.4.2.1 Lower Bound 
 
In this section, we will derive a lower bound on the attainable distortion at the application 
server aimed at assessing the performance of the compression strategy. Since the 
compression strategy is lossy, a trivial lower bound is given by the distortion attained for 
each stream just after the estimation block, namely 
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 (4.45) 

4.4.3 Numerical Results and Discussion 
 
In this section, we show some numerical results for a particular example. Consider a capillary 
sensor network composed of 2 sensor nodes which are observing two jointly WSS random 
processes given by 
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X t Y t
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 (4.46) 

where  1Y t  and  2Y t  are zero-mean Gaussian Markov Ornstein Uhlenbeck processes [30] 

with individual autocorrelations  
1YR e

 



  and  

2YR e
 




  respectively. Then, the jointly 

autocorrelation function writes 
 

 
 1

e e

e e e

   

     




  

 

  

 
  

   
xxR  (4.47) 

 
In Figure 4-13, we plot the distortion at the output of the estimation block for the temporal 
process observed at sensor 1 as a function of the sampling rates at both sensors. Since, in 
this particular example, the two temporal fields are strongly correlated ( 0.9  ), the sampling 

rate at sensor 2, i.e. 
2 , has a strong impact when 

1  is small. This is of particular interest in 

heterogeneous capillary networks, where sensors might have different sampling rates 
depending on its capabilities and the characteristics of the field that are sensing. The optimal 
multidimensional filter response for this particular case is depicted in Figure 4-14 
 
In Figure 4-15, we show the E2E distortion (i.e. distortion at the application server) for the 
temporal field observed at the sensor 1 as a function of the number of transmitted KL 
coefficients. As a benchmark, we plot the lower bound on distortion attained at the output of 
the estimation block. Clearly, if temporal correlation is high ( 0.01   ), the temporal field 

can be compressed with a lower number of coefficients (around 100) and still attain a 
distortion close to the lower bound. Note that the average number of samples used at the 

estimation block were 2000 (  1 2 2000T    ) and the number of KL coefficients 100 

which results into an average compression ratio of approximately 
 

#KL coefficients 1

#Average Samples 20
r    (4.48) 

 
 
 
It is worth noting that in the proposed approach, the destination merely requires the 
knowledge of the eigenfunctions of the estimate process to compute (4.36).  
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Figure 4-13.  Distortion at the output of the estimation block as a function of the sampling 

rates 1   and 2  ( 0.01, 0.9     )  
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Figure 4-14. Temporal response of filter outputs ( 1 20.01, 1, 0.9         )  

 
 

 
 
 

Figure 4-15.  E2E Distortion as a function of the number of transmitted KL coefficients. 
( 1000, 0.01, 0.9T       )  
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4.5 Semantic abstraction creation and mediated gossiping 

Despite the traditional approaches of data aggregation that utilize the mathematical 
aggregation functions such as min, max and avg, we introduce a new approach to create and 
communicate abstractions that represent patterns, events and occurrences or other machine 
interpretable concepts instead of communicating the raw sensory data. In this work, we focus 
on local data processing and creating higher-level data abstractions that can be 
communicated globally. We store and process the raw sensory data in the M2M gateways 
and make it available via service interfaces. The raw data can be accessed and 
communicated by accessing the gateway service interfaces. However, our main focus is on 

processing the data locally at the M2M gateway and representing it as abstractions that are 
smaller in size. This reduces the size of the data that needs to be communicated instead of 
offering the raw data (unless it is directly requested). Abstract representations refer to an 
occurrence or a pattern in data, and they are also used to provide a multi-granular access to 
the data while users can receive the abstractions and then, if they were interested in the raw 
data, then it can be communicated to them (the records or intervals that are required). This 
reduces the size of data emerging through the deluge of connected devices and allows the 
gateways to manage the flow of data and send higher-level information or extracted 
knowledge from data that is processed locally instead of flooding global networks with raw 
data from the real world. We propose two new approaches; first we create human 
understandable abstractions and second, propose a mediated gossiping approach that 
exploits the semantics to disseminate the abstractions through the network.  
 
4.5.1 Semantic abstraction creation 
The aim of abstraction creation in this work is to generate higher-level abstractions from raw 
sensor data and transform the raw data to smaller size machine interpretable or human 
understandable concepts. The abstraction creation process consists of three main 
components: Pattern Creation, Abductive Reasoning and Temporal Reasoning as shown in 
Figure 4-15.  

 

Figure 4-16 Abstraction Generation 

 
The data discretizing transforms the raw continuous sensor data into a dimensionality 
reduced “pattern” representations. This allows finding a possible abstraction based on the 
observations. To abstract an event or phenomena, its current state and also the past states 
are taken into account. To include the temporal domain we propose a temporal reasoning 
model based on the abductive component. 
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4.5.1.1 Pattern Creation 
We utilize the SAX [31] algorithm to create normalized pattern representations of the raw 
sensor data.  
The described algorithm here transforms a Time-series  with a length n to a discrete 
alphabetic based representation with an output length of w and a fixed alphabet size a > 2. 

First the time-series is normalised to zero mean and unit standard deviation. 

 
(4.49) 

 

 

Figure 4-17 blue: original time series, green: normalised time series, n = 100 

The normalised time-series  is converted to an aggregated series with the length of w by 

taking the mean of every  data points from the series. This already leads to a reduction of 

the raw signal to w/n. The normalised time-series is then: 

 

(4.50) 

 

Figure 4-18 PAA Transformed time-series with the length of w = 10 

 
To transform the numerical values in more comparable discrete values, breakpoints are 
introduced that are used to link regions of the data to discrete values. Breakpoints are a 
sorted list of numbers B =   such that the area under a N(0; 1) Gaussian curve from  

to = 1/a, where  and  are -∞,∞ respectively. 
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Figure 4-19 PAA Transformed time-series with Breakpoints a = 4 

Each aggregated data point from the PAA-transformed time-series is now converted into a 
discrete representation by choosing each character ci from the alphabet so that: 

 
 

 (4.51) 

 
 

In this case the algorithm transforms the original signal consisting of 100 numerical values 
into the string representation with a size of 10 and an alphabet size of 4: ccddcbbac 
 
4.5.1.2 Abductive Reasoning 
We use the Parsimonious Covering Theory (PCT) [32], an abductive logic framework to 
transform the sensor data to abstractions. The parsimonious covering theory is 
predominantly used in the medical domain to model and infer the disorder of a patient based 
on observations made by a doctor. It uses an abductive approach which is based on partial 
observations. Abductive reasoning infers the most likely explanation given a set of 
incomplete or partial observations. In contrary to deductive reasoning where a conclusion 
always can be inferred, abductive reasoning gives only an educated guess about the most 
likely explanation. The advantage of abductive reasoning is that for partial-observable 
concepts and incomplete observations a conclusion can be given, where deduction would 
need the complete observations to draw conclusions. 
 
We define our extended PCT model as follows: The abductive model uses two finite sets to 
define the scope of an abstraction. They are set A, representing all possible abstractions and 
set O, representing all observations that may occur when one abstraction is present. To find 
the causations between abstractions and observations, we define a relation C, from A to O. 
The relationship <ai; oj> indicates that ai is one of possible several abstractions of an 
observation oj . The sets A and O and the relationships C create the knowledge-base of the 

model. The knowledge-base is a simple (because of a maximum depth of 1) Bayesian 
network. To find a possible abstraction based on the observations a 4-Tuple is defined which 
is shown as P = <KB,O+> = <A,O,C;O+> where O+  is the set of current observations. We find 
two functions in the PCT, namely causes(oj) representing all possible abstractions of a given 
observation and effects(aj) representing all possible observations of a given abstraction. A set 
of abstractions AI  is called a cover of a set of observations Oj  if Oj  is output of effects(AI ) This 

definition makes it likely that there could be different abstractions for a set of observations. 
To find out the plausible abstractions, PCT follows the concept of ”Occams’ Razor” that refers 
to select among explanations and chooses that one that makes the fewest assumptions. A 
cover is called a parsimonious cover when its abstraction covers O+, but also satisfies being 
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parsimonious. This means that only the simplest explanations are chosen. This leads to 
defining simplicity in the context of choosing the explanations.  
 
To define the simple explanations we use a likelihood weighting that is used to determine the 
plausibility of a hypothesis by calculating its probability and comparing with the probabilities 
of the other hypothetical abstractions which cover the current observations. We use the utility 
functions introduced by Peng and Reggia [33]and extended them for discretized data.  
 

 

Figure 4-20 Extended PCT with probabilities 

 
To define the weights and calculate the likelihood several probability factors are introduced 
as shown in Figure 4-19. A probability pi  defines the likelihood of the different abstractions for 
each ai.. A causal strength 0 < cij < 1 defines how frequently ai causes oj . This allows to derive 

a formula to calculate the possibilities for certain abstractions under the current observations:  

 (4.52) 

 
The first product represents the likelihood to cause the presence of observations in the given 
O+. 

 
(4.53) 

 
The second product defines the weights based on observations in the knowledge base 
expected with ai that are not observed. 

 
(4.54) 

 
The third product represents probabilities related to pi. 

 
(4.55) 

 

And the fourth product takes the distance of the discretized pattern representation into 
account. The distance between the observed discretized values defines the likelihood of 
relevancy between a pattern and an abstraction. (e.g. ”abbba” and “abbbb” are closer than 
”abbaa”). The distance function is defined in the original SAX algorithm [31], as follows: 

 

 (4.56) 

 
 
To find the most relevant explanations of a set of observations, the abstraction with the highest probability is 

chosen. 
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 (4.57) 

 

However, PCT was never designed to model temporal observations as they occur in WSN. 
Sensors are making observations over time and therefore can change the inferred 
explanation each time a new observation is made. PCT however is only a static model and 
represents the variables only during a time slice. Therefore a time-depended model is 
needed to also infer explanations from observations during a period of time. In the next 
section, we describe extension of the parsimonious covering theory with a temporal 
component. 
 
4.5.1.3 Temporal Reasoning 
The output of the previous introduced abductive model can vary over time. Especially in 
sensor networks the state of an observation is constantly changing and most likely following 
some pattern. To perceive an object or a phenomena not only its current state has to be 
observed but also its states in the past and the future. To model and cover this time-
dependent aspect of perception we combine the previous static model with a dynamic 
Bayesian network. 
 

 

Figure 4-21 Complete Reasoning Model 

 
The output Y (A, O+), the inferred abstraction, under a given set of possible abstractions and 
current observations serves as the input for the dynamic model as seen in Fig. 4-20. The 
overall observation process is divided into time windows. The window size enfolds a fixed 
amount of observations made by a sensor and can vary depending on the sample rate of 
different sensors. 
 
4.5.1.4 Evaluation 
To prove the feasibility of the proposed approach, we measure accuracy, data size reduction 
and latency of the process to create the abstractions. We use the British coastal observation 
data provided by the Strategic Regional Coastal Monitoring Program [34] for the evaluation. 
A plug-in is implemented that uses the Channel Coastal Observatory API and reads the data-
streams into our M2M gateway. The gateway collects the data from several stations and 
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provides the abstracted information. We evaluate the accuracy of the method by comparing 
the constructed abstractions with a tidal time table calculated with the help of a tide and 
current prediction program. We use tidal time table data to show that the model is able to 
transform sensor readings to abstractions which occur in the real world.  
 
First, we evaluate the correlation and covariance of the discretized and reconstructed data 
using the SAX algorithm. Figure 4-21 shows the correlation of sample data collected over 40 
days. As it can be seen in Figure 4-21, the reconstructed data shows high correlation with 
the original data.  

 

Figure 4-22 Correlation and Covariance 

 
We use precision and recall metrics to evaluate the accuracy. Precision and recall are 
predominantly used in information retrieval to evaluate search algorithms. 
Figure 4-22 demonstrates the precision and recall of the three different probabilities.  

 

Figure 4-23 Precision vs Recall 

 
The highest results are achieved by using a set that includes more defined relationships and 
probabilities which leads to a higher accuracy. With the parameters in this set, a recall result 
of 0.73 (0.48 and 0.44 for the other probability sets) is obtained. In other words, 73% of the 
real occurring ”‘high tide”’ events could be found by our model. The precision result is 0.55 
for the third set, and it is also 0.35 for both the first and the second probability sets. In other 
words, 45% of the abstractions where not related to the”‘high tide”’ event.  
 
To reduce the communication traffic, M2M gateways can process the data and send the 
abstractions instead of the raw data. The ”‘size reduction”’ of the abstraction mechanism 
relies on the dimensionality reduction of the underlying discretization algorithm. As 
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described, we use the SAX algorithm which transforms continuous sensor readings into 
string representations. The sample data includes measurements over 48 days with a total of 
2317 data points. 

 

Figure 4-24 Data Reduction 

 
In Figure 4-23 the size of the data that needs to be communicated using different methods is 
depicted. The raw data consists of around 246 Kbytes and is unchanged for different word 
lengths (i.e. size of the constructed patterns) used to discretize the data using the SAX 
algorithm. The size of the discretized data for the same data rises with an average of around 
100 Kbytes, if a longer word length is chosen. The size of the abstracted data stays steady 
with an average of around 49 Kbytes that needs to be communicated from the gateway to 
other destinations. This leads to a reduction of data by nearly 80% compared with the raw 
data.  

 
To evaluate the latency of creating the abstractions, the execution time for different solutions 
is measured. The execution time is determined by the length of the pattern representation 
defined in the SAX algorithm. The longer pattern representation creates more precise 
abstractions results; however the long patterns in SAX also implies more data that needs to 
be processed by the abductive reasoner.  

 

Figure 4-25 Excecution Time 

 
For smaller pattern representations (i.e. < 12) the abstraction creation process takes under 5 

seconds (we used a Pentium Quad Core i5 with 2 GHz and 4Gbyte RAM memory). For 
longer pattern representations, the execution time raises linearly up to 22 seconds for the 
pattern representation with a length of 23 as shown in Figure 4-24. In a scenario according to 
latency and accuracy requirement a trade-off needs to be made between the size of patterns 
and the latency.  
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4.5.2 Mediated Gossiping 
To reduce the number of communicated messages in the network while retaining the fast 
dissemination we propose a deterministic node selection. A network with N nodes is virtually 
split into semantically similar groups based on the context information of the network. This 
leads to a new N* which is defined as N/C where C is the amount of the introduced groups. 

This limits the messaging only to a certain group. The groups are defined by generating sub 
graphs also called overlay networks. The overlay networks are created according to the 
structure of high-level concepts or abstractions (i.e context definitions) in a model and form a 
logical network. The context information is stored in a semantic model based on the W3C 
Semantic Sensor Network Ontology where concepts are linked in a hierarchical structure. 
Virtual groups are formed based on their subClass relationship in the context model.  
 

 

Figure 4-26 Context based grouping 

 
As shown in Figure 4-25, groups are created based on some relationships defined in the 
context model. This leads to two different types of connections, intra-group connections 
where nodes of one group communicate with each other and intergroup connections where 
nodes of different groups communicate. The degree of linking and therefore the reliability of 
the overlay network and the gossip algorithm depends on the fan-out (e.g. the amount of 
connections to other nodes) of the inter and intra connected nodes. The fan-out in turn 
depends on the underlying topology. This is further discussed in the Evaluation section. The 
following describes the grouping and context publishing processes.  
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Table 4.2 Grouping and context publishing 
 

Phase: Description: 

Contact New sensor nodes join a gateway node and 
submit their capabilities. 

Annotation The M2M gateway annotate the capabilities 
with the available context information such as 
location and/or observed object and links 
them to a concept c.  

Topic Publication The Gateway gossips the new topics in a 
semantic distance d to its close neighbours. 
To keep a connection between the different 
groups the high-level concept of the group is 
gossiped to the remaining network within a 
semantic distance of d + 1.  
 

Topic Location Topics can be found and subscribed to by 
reason over the context model to find 
gateway nodes responsible for a certain 
concept.  
 

Event Publication In case of a new event the responsible 
gateway gossips the information to the nodes 
in the same group and to the a node in the 
semantic distance d+1 The main advantage 
of using a publish/subscribe pattern in this 
scenario is that messages from a certain 
event are only published in one group which 
limits the overall traffic of the network. The 
semantic distance d describes the number of 
sub concepts in one group. In a semantic 
distance of 1, all nodes are split into one 
group which can be inferred through one 
step in the context model. The next group is 
formed by clustering all nodes which are one 
step further (one class level above) away 
from the initial concept c. The communication 
is therefore divided into two steps, the intra-
communication between nodes in one group 
and the inter-communication between the 
groups.  This method is useful for G2G 
communication and when the M2M gateways 
hold different data that can be related to a 
requested query according to different 
attributes. The same groups in capillary 
networks can be used to mediate the 
gossiping mechanism.  

 
Different clustering methods can be used in the capillary network to form the logical networks 
within a capillary network. We assume that the nodes are formed in the logical groups within 
the capillary network and then we introduce the mentioned gossiping mechanism. For G2G 
communication however the relations between topics and the structure of the context is used 
to form the logical groups. For example, gateways that provide environmental monitoring 
data can be assigned to a group. The environmental monitoring data can then be divided into 
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different sub-categories such as surface monitoring, water control and underwater sensors. 
To evaluate the current approach we annotate a set of assumed concepts. However in a real 
world scenario a topic-context model for this purpose is also required. 
 
 
4.5.2.1 Evaluation 
We compare our deterministic approach with the random based gossip mechanism and a 
simple flooding mechanism in terms of sent messages and dissemination rate. We assume 
that the group count is given by C = log(N). To compare the rate of dissemination we have to 
consider that in the deterministic approach we first have the intra group communication and 
the communication between different groups. This requires one more round to inform the 
network; however it decreases the overall number of messages. 

 

Figure 4-27 Dissemination Speed 

 

 

Figure 4-28 Messages Sent 

 
The dissemination rate is based on how many rounds are needed to inform each node in the 
network of a given change triggered by a certain event. The flooding scales well in small 
networks as each node propagates the information to the neighbour node and the amount of 
neighbour nodes compared to the overall network size is high. Variable node density in the 
network can lead to a smaller fan-out e.g. nodes have less neighbours and therefore the 
message dissemination rate is reduced. The worst case of rounds needed to reach the whole 
network can be expressed in terms of complexity as  O(log(N)) with a message number of a 
complexity of O(N) This could be utilized to spread information to the nearest neighbours first 
but this is not covered by this benchmark. The probabilistic approach is compared to the 
flooding mechanism faster as in each round a node starts gossiping. This leads to an 
exponential growth in the number of transferred  messages, which on one hand accelerates 
dissemination but on the other hand increases the message amount. In our deterministic 
approach of context-based grouping gossiping is only done inside the groups and then 
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relayed to the next group. This needs one more round to complete the dissemination but 
decreases the message count and therefore reduces the energy consumption. Assuming for 
each message transfer that the nodes use radio communication and subsequently use 
restricted power sources, reducing the number of messages communicated in the proposed 
solution reduces power consumption.  
 
 

5. Energy Efficient Cluster-based Communications 

M2M communications are based on devices that are usually equipped with sensors, which 
enable them to sense their environment and interact with each other or human users. The 
realization of this meticulous and demanding vision is related with some critical features and 
requirements, such as the need for ubiquitous reliable connectivity in ad-hoc and energy 
limited scenarios. In recent years, several research activities have been dealing with these 
important issues, proposing novel architectures and technologies towards a dynamic global 
platform of seamless networks and networked objects [36]. While a new architecture is 
required to satisfy the demands of these future systems, it is also essential that their 
development goes through the enhancement of today's communications networks and 
standards. However, most of the connected devices are subject to physical limitations, 
including power consumption or hardware complexity, hindering the direct links to the cellular 
infrastructure. Towards this problem, CH-based architecture will provide coverage extension, 
and thus facilitating the connectivity of those objects [37][38][39]. 
 
5.1 Existing Solutions 

 
The energy efficiency, the reliability and the performance of cluster-based capillary networks 
can be further enhanced if the cluster devices are able to switch between different CH 
[40][41]. In [41], the authors proposed a protocol to build multiple independent CHs overlays 
on top of the physical network, which allows the devices to switch to another CH in case of a 
CH failure. The CH switch is based on the device residual energy and a cost parameter 
related with the device degree of connectivity. 
Capitalizing on these observations and by extending the research framework of cooperative 
communications, we consider Non-LTE-M CH devices that can be placed in a network 
topology to serve as relays. In this sense, the network reliability significantly increases, 
especially for these mobile scenarios, where the connection to a CH may be not possible, 
due to shadowing effects. This could be the case of a ITS (see Section 2.1) where some 
mobile Non-LTE-M devices are trying to communicate to the CH that satisfies a certain QoS 
level.  In particular, we consider the case where a message is communicated to the Non-
LTE-M devices with the assistance of a number of CHs. In contrast to previous works, we 
relate the CH failure with the wireless channel between the infrastructures (e.g., Gateway), 
the CH and the device, which is subject to multipath random fading and shadowing. Both 
these link quality impairments may cause a severe degradation to the system performance, 
while the former is also responsible for irreducible bit error rate. Moreover, we assume that 
the CHs are equipped with multiple antennas, further enhancing the performance and the 
reliability of the network. 
 
In another cluster-based communication scenario, the distributed energy-limited Non LTE-M 
CHs try to communicate simultaneously to the M2M GW, multiuser diversity can be 
employed in order to increase the system throughput [42]. Following such an approach, the 
GW is able to select a group of CHs that experience favorable channel conditions and/or 
exhibit little influence to the network's interference. This could be the case of an 
environmental monitoring application, where a large amount of devices have been deployed 
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in order to cover huge geographical areas. In this scenario the reliability and energy 
efficiency of the two way communications (between the devices and the GW) should be 
always supported. In case where full channel state information (CSI) is available at the GW, 
a near optimal strategy that may serve multiple CHs simultaneously is the beamforming, 
where each user stream is coded independently and multiplied by a beamforming weight 
vector [43]. In the context of MU-MIMO beamforming schemes operating over wireless local 
area network several contributions can be found, dealing with various topics including packet 
aggregation [44], cross layer studies [45] and experimental performance evaluation [46]. A 
widely adopted approach is the zero-forcing beamforming (ZFBF) technique, where the 
weight vectors have been appropriately selected in order to avoid interference among users. 
However, the ZFBF assumes that perfect CSI is available at the GW, and hence the 
feedback load may become prohibitive as the number of sensor devices increases. In 
practical situations, due to the limitation of the feedback channel and/or high mobility of 
devices, full CSI is hardly available at the transmitter side. There have been many research 
efforts on the limited channel feedback for both cellular, e.g., [47][48][49] as well as WSN, 
e.g., [50]. A common observation in all these works is that the correlated nature of a time and 
space varying fading channel has not been taken into consideration, which in our work has 
been taken into consideration.  
 
5.2 Proposed solutions 

 
In this section two distinct solutions towards energy efficient cluster-based networks are 
presented. Firstly, considering Non-LTE-M devices that may switch between different CHs, 
according to the corresponding signal strength, a new communication mechanism that 
guarantees a predefined Quality of Service (QoS) performance is investigated. More 
specifically, a device is connected to a CH as long as the corresponding signal-to-noise ratio 
(SNR) is above a predefined threshold; otherwise, this device connects to another CH within 
the same CH overlay. 
In the second case, considering a large number of Non-LTE-M CHs that try to simultaneously 
connect to the GW, we propose an algorithm for reducing the CSI that is fed back to the GW 
without considerably affecting the overall system performance. Our proposed algorithm is 
based on ZFBF, which is combined with a reduced complexity greedy selection algorithm. 
Moreover, by taking into account the time-varying nature of each GW-CH communication 
link, a decision is made on whether the specific CH should feed its CSI back to the GW or 
not, reducing thus feedback attempts.  Table 5.1 shows a technical description of the 
algorithms proposed in this section. 
 

Table 5.1 Algorithms description 

Algorithm/Technique 

Distributed Cluster-based 
Communications 
 

KPI K1, K5 

Use cases SMM: Environmental 
Monitoring, industrial 
Monitoring. 
ITS: Vehicle collision 
management  

Objectives O1.5 

ND/DD components 
involved 

Non-LTE-M devices, 
Non-LTE-M CH, LTE-M 
Gateway 

Supported 
communication types 

M2M Gateway ↔ Non-
LTE-M CH↔ Non-LTE-
M devices 

Technical SV.1, NT.14, NF. 2 
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Requirements 

Multipoint Communications KPI K10, K14 

Use cases SMM: Environmental 
Monitoring 

Objectives O1.1, O1.5, O3.3 

ND/DD components 
involved 

Non-LTE-M devices, 
Non-LTE-M CH, LTE-M 
Gateway 

Supported 
communication types 

M2M Gateway ↔ Non-
LTE-M CH 

Technical 
Requirements 

FU.1, NT11, NT17 

 
 
5.3 Distributed Cluster-based Communications 

 
We consider a communication network, where a message is communicated between the 
M2M GW and the Non-LTE-M device, with the assistance of a number of Non-LTE-M CHs. 
The CHs are equipped with a single antenna for the link to the GW and Ln antennas for the 
link to the devices, see Figure 5.1. The CHs receive the message, via an error free channel, 
and then retransmit it to the mobile devices (downlink) or the GW (uplink), using the maximal 
ratio transmission (MRT) technique (downlink) or maximal ratio combining (MRC) technique 
(uplink), assuming that perfect channel state information is available at the CHs. The Non-
LTE-M devices are monitoring the SNR of each CH and are able to switch between different 
CHs, according to the corresponding signal strength, in order to maintain a predefined QoS 
constraint. More specifically, a device is connected to a CH as long as the SNR is above a 
predefined threshold; otherwise, this device connects to another CH within the same CH 
overlay. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure  
 
Let X𝓁,n, with 1 ≤ 𝓁 ≤  Ln and 1 ≤  n ≤  N denote the instantaneous SNR per symbol at the link 

between the 𝓁th antenna of the nth CH and the device. Assuming Nakagami-m fading 
channels, the probability density function (PDF) of X 𝓁,ns is given by 
 

                            (5.1) 

M2M GW  
 

Non-LTE-M device  Non-LTE-M CH 

 

… 

 

… 

 

 

  

 

 

 

 

 

Figure 5.1:System model. 
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where 0.5 ≤ m𝓁,n< ∞ is distribution's shaping parameter related to fading severity, 

, with E(∙) denoting expectation, and Γ(∙) is the Gamma function {eq. 

(8.310/1)}[51]. 

Let γn representing the sum of X ,i.e.,  and ρi,j denoting the exponential 

correlation among the fading signals of the each CH antenna, given as , 0<ρn<1, 

with [(i,j)  (1,…, Ln)]. Considering also identical distributed parameters for each CH, i.e., 

and the PDF of γn can be closely approximated by [52] 

 

                                            (5.2) 

where 

 
 

Using {eq. (3.351/1)}[51] the corresponding CDF can be obtained as 
 

                                                   (5.3)                                       

 
where γ(∙,∙) is the lower incomplete gamma function  {eq. (8.350/1)}[51]. Furthermore, the 
radio communication links, at each CH, are considered to be affected by fully correlated 
shadowing. This is the case where the different paths exhibit identical shadowing affects 
simultaneously. When the multipath components are also subject to shadowing, randomly 

varies and the PDF of γn is conditioned on as . In most cases, the slow 

variations in are modelled with the lognormal distribution, resulting to mathematical 

inconvenient expressions, ie expressions that do not lead to close-form results. A 
mathematically more tractable approach is to employ the Gamma distribution, which has 
been found to be appropriate for modelling shadowing effects [53], and its PDF is given by 

                                        (5.4)                                  

where αn > 0 is the shaping parameter of gamma distribution, which is related to the 
severeness of shadowing (i.e., smaller values of αn corresponds to stronger shadowing), 
while is the average power of . Hence, in order to remove the conditioning in 

the total probability theorem, {eq. (7.44)}[54], can be applied as follows 

 

                                   (5.5) 

Substituting (5.2) and (5.4) in (5.5) and using {eq.(3.471/9)}[51] the combined PDF can be 
mathematically expressed as 

                        (5.6) 
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where Κv(∙) is the modified Bessel function of the second kind and order v {eq. (8.407/1)}[51] 

and . Furthermore, starting from the definition of the CDF {eq. 

(4.17)}[54], expressing Kv(∙) in terms of the Meijer-G function [55] and using [51] a generic 
closed-form expression for the CDF of γn can be obtained as follows 
 

                     (5.7) 

where  is the Meijer's G-function {eq.(9.301)}[51]. Furthermore, using [55], (5.7) can 

be expressed in terms of the regularized generalized hypergeometric function pFq(∙,∙;∙;∙). 
The results presented in this section will be used to study the statistics of the proposed 
communication protocol. 
 
5.3.1 Statistics of the Received Signal at the Mobile Nodes 
 
Assuming a two CH overlay, the SNR of the received signal at the Non-LTE-M device 
employing ith CH at the downlink (or the combined signal at the ith CH at the uplink), with i 

(1,2), is . According to the protocol's mode of operation, the final 

instantaneous SNR, γout, at the device will have the following CDF {eq.(62)}[56] 
 

                        (5.8) 
where 

 

 
 

and γτ is the predefined QoS threshold. Furthermore, in (5.8)  is given for the 

shadowing case by (5.7), while for the non-shadowing case by (5.3).The corresponding PDF 
of γout can be easily obtained as 

                             (5.9)        

where 

 
 

Similar to the CDFs,  is given for the shadowing case by (5.6), while for the non-

shadowing case by (5.2). 
 
5.3.1.1 Moments Generating Function 
 
Substituting (5.9) in the definition of the MGF {eq. (5.62)}[54] and using (5.6) and {eq. 
(6.643/3)}[51] the MGF of γout, for the shadowing case, can be obtained as 
 

                 (5.10) 
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where 

                  (5.11) 

 

with W𝓁,μ(∙) denotes the Whittaker function  {eq. (9.220)}[51] and αi, ,  refer to the 

corresponding values of the parameters . In (5.10), the definite integral cannot be 

obtained in closed form and hence numerical evaluation will be employed, by using any of 
the well-known mathematical software packages. 
For the non-shadowing case, substituting (5.9) in the definition of the MGF and using (5.2) as 
well as {eq. (3.351/3)} [51] and {eq. (3.351/2)}[51], (5.10) simplifies to the following closed-
form expression 
 

             (5.12) 

 
where Γ(∙,∙) is the upper incomplete Gamma function {eq. (8.350/2)}[51]. 
 
5.3.1.2 Moments 
 
Substituting (5.9) in the definition of the moments {eq. (5.38)}[54], using (5.6), {eq. 
(6.561/16)}[51] and following a similar procedure as for deriving (5.7), the nth order moment 
of γout for the shadowing case can be obtained in closed form as 
 

     (5.13) 

  

For the non-shadowing case, substituting (5.9) in the definition of the moments, using (5.2) 
as well as {eq.(3.351/3)}[51] and {eq. (3.351/2)}[51], (5.13) simplifies to 
 

                    (5.14)          

 
5.3.2 Performance Analysis 
 
In this section, using the previously derived expressions for the statistical metrics of the final 
SNR at the Non-LTE-M device, important performance quality indicators are studied. More 
specifically, the performance is studied using the bit error probability (BEP) and the Pout. A 
basic assumption for deriving those results is that the communication link between the GW 
and the CHs is considered to be error-free. 
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5.3.2.1 Outage Probability 
 
The Pout is defined as the probability that the final device SNR falls below a predetermined 
outage threshold γth. By employing (5.8), (5.7) for the shadowing case and (5.3) for the non-
shadowing case, the Pout can be obtained by replacing γ with γth in these equations as 

. 

  
5.3.2.2 Bit Error Probability 
 
Using (5.10) or (5.12) and following the MGF-based approach, the BEP of the proposed 
scheme can be readily evaluated for a variety of modulation schemes, e.g., phase shift 
keying (PSK) and quadrature amplitude modulation (QAM), [57]. More specifically, the BEP 
can be calculated: i) directly for non-coherent differential binary PSK (DBPSK), i.e., 

; and ii) via numerical integration for Gray encoded M-ary PSK, i.e., 

. 

 
5.3.3 Numerical Results and Discussion 
 
In this section, selected numerical performance evaluation results are presented and 
discussed. These results include performance comparisons of several communication 
scenarios, employing various performance criteria and different fading and shadowing 
channel conditions. It is noted that in all cases we have considered identical fading 
parameter, m=2, and when MRT is employed L=2. 

 

Figure 5.2 The Pout versus the normalized outage threshold,  for several values of α. 

 
In Figure 5.2, we consider a communication scenario where a device is connected to a CH 
as long as its SNR is above γth otherwise it switches to another CH within the same CH 
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overlay. The performance criterion employed is Pout, while for comparison purposes the 
corresponding performances of a) a single CH connection supporting MRT and b) a single 
CH without MRT are also depicted. For the wireless communication link, we have assumed 
ρ=0.2 (weak correlation) and equal values for the shadowing parameter α. In this figure, it is 
depicted that Pout considerable improves when CH switching algorithm is employed, for both 
weak and strong shadowing conditions, meaning that the reliability of a CH-based network 
significantly increases if the devices are able to choose between two CHs to connect to. We 
also observe that a non-negligible Pout improvement is achieved even for the single (MRT 
supporting) CH case, as compared to CH without MRT. Finally, for the same Pout the 
proposed scheme requires up to 9dB less power, compared to the single CH scheme. 
 

 

Figure 5.3 The device normalized power consumption as a function of the ABEP, for several 
values of the correlation coefficient. 

 
In Figure 5.3, considering the same communication scenario as previously, and in order to 
investigate the energy efficiency that this CH switching algorithm induces to the devices the 
normalized power consumption (NPC) is plotted as a function to a QoS target criterion, which 
is the BEP of DBPSK. Furthermore, we have assumed α=2 for both CH communication link 
and several values of the correlation coefficient ρ. In this figure it is shown that for identical 
QoS target, the device NPC clearly decreases when CH switching is used, as compared with 
the single CH case. Another interesting observation in this figure is that the NPC also 
increases when the correlation coefficient of the multipath channel increases. For 
comparison purposes, computer simulation performance results are also included in both 
figures, verifying in all cases the validity of the proposed theoretical approach. 
Concluding, we proposed a novel CH selection algorithm, where the device can switch 
between different CHs, according to the corresponding signal strength, in order to maintain a 
predefined QoS constraint. Employing the proposed scheme, we showed that the reliability of 
CH-based networks significantly increases, while the power consumption decreases, 
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especially when considering mobile scenarios, where the connection to a CH may be not 
possible, due to shadowing effects.  
 
 
5.4 Multipoint Communications 

 
We consider a communication scenario where K spatially distributed single-antenna Non-
LTE-M devices communicate with the GW employing M transmit antennas (with K >> M). We 
assume a time-varying fading channel, with the fading amplitudes, h, at each path being 
Rayleigh distributed, i.e., the PDF is given by 

                                  (5.15) 

where Ω = E The received signal at the kth device can be expressed as 

 

                                    (5.16) 

where x  CM×1
 is the transmitted symbol, hk  C1×M

  is the channel gain vector to the kth 

device, zk is the additive white Gaussian noise (AWGN) experienced by the kth device, while 
yk is the received signal by the kth device. With respect to the downlink, as it is illustrated in 
Figure 5.4, we assume an error-free, zero delay feedback link from each device to the 

Gateway and that the transmitter has an average power constraint E . We note that 

uppercase boldface letters are used for matrices and lowercase boldface for vectors, while X* 
(x*) represents the conjugate transpose of a matrix X (vector x), and |A| denotes the size of 
A. 
 

 

Figure 5.4 System model and the mode of operation. 

 
5.4.1 User Selection, CSI Feedback Algorithm and Beamforming 
 
In this section, the proposed reduced feedback mechanism is presented, which comprises of 
three steps; first, according to four specific criteria each CH makes a decision, whether to 
feedback its CSI to the GW or not. Then the GW exploits the CSI in order to select the device 
to be connected to and finally, in order to decrease the network interference the ZFBF 
strategy is employed. 
 
5.4.1.1 Feedback Reduction Techniques 
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We assume that each device can perfectly estimate the corresponding channel gain from 
each diversity path, hk, which is quantized according to the minimum distance criterion, i.e. 
 

                                          (5.17) 

In (5.17), ck,j are obtained using the codebook Ck, where Ck = ,  that 

is designed off-line and is considered to be known at both communication sides a priori. 
Hence, each device that satisfies certain criteria feeds back to the transmitter only the index 
n, and thus only B bits per device are required for obtaining the corresponding codeword. 
Furthermore, the device sends feedback only if , where β determines the 

feedback rate. As β increases the feedback rate decreases, however if β is too large the 
feedback rate is very limited and the number of users to be selected is quite small, resulting 
a reduced diversity gain. 
The second criterion employed that determines whether feedback data will be sent, suggests 
that a device sends feedback only if the quantization error θk is below a predefined threshold 
qeq, i.e., 

                                            (5.18) 

 
Using such a threshold not only the feedback rate is reduced, but also a considerable 
reduction in the error rates can be achieved. 
Furthermore, each device will employ differential quantization mechanisms by examining the 
time domain correlation between the currently quantized channel gain and the corresponding 
one that was fed back in the previous feedback transmission [58]. Hence, in case of highly 
time correlated channels the devices will expend only Bd bits on the differential quantization 
of the real and imaginary part. Additionally, by exploiting the spatial correlation of the 
wireless channels between the devices and the diversity antennas of the GW, feedback is 
sent only if the variations among the wireless links are highly correlated (in space domain). It 
should be noted that when the number of users that send feedback is very low and hence the 
diversity gain is reduced, the differential feedback previously discussed is reset. Hence, 
periodically, when the amount of users that send feedback is lower than a certain threshold, 
non-differential CSI is requested to feed back. In general, following such an approach an 
important reduction at the feedback rates can be obtained, especially in slow fading 
channels, as it will be presented next. Figure 5.5 summarizes the four previous feedback-
reduction criteria. 
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Figure 5.5 CSI feedback algorithm. 

5.4.1.2 User selection 
 
After each device has decided whether feedback data will be sent to the GW, or not, the GW 
selects those devices to be connected to (from the ones that have sent feedback, i.e., S2) 
according to a reduced complexity algorithm initially proposed in [59]. This user selection 
scheme provides suboptimal performance with, however, a considerable reduced complexity, 
in terms of implementation. In Figure 5.6 the mode of operation is depicted 
 

 

Figure 5.6: M2M device selection algorithm. 

 
5.4.1.3 Zero Forcing Beamforming 
 
In what follows a brief description of the ZFBF technique will be presented. In ZFBF, the 
beamforming weights are appropriately selected in order to satisfy the zero-interference 
condition, that is hkwj=0 for k ≠ j. The zero-interference can be obtained using the 
pseudoinverse of the channel gain matrix as weights, so that the received signal can be 
written as 
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       (5.19) 

where Pk is the transmit power allocated to user k. In (5.19) and using ZFBF, the sum term is 
considered to be zero. Furthermore, the sum rate of the ZFBF can be expressed as 

                      (5.20) 

where 

                                                       (5.21) 

is the effective channel gain to the ith user [60]. The optimal Pi can be obtained as 

, with x+ denoting max(x,0), and μ satisfying 

                                         (5.22) 

It can be proved that for large number of users, i.e., K >> M, the ZFBF transmit strategy may 
achieve a near optimal sum rate [60]. 
 
5.4.2 Numerical Results and Discussion 
 
In this section, numerical performance evaluation results are presented and discussed. The 
fading channel was simulated according to the auto-regressive model for simulating time-
varying channels [61]. 
In Figure 5.7, the normalized feedback rate is plotted as a function of β, considering the 
proposed feedback reduction scheme. Furthermore, in this figure it is assumed 100 single 
antenna CHs, 2 transmit antennas at the GW, SNR=10 dB, Β=4, Bd=2 and qeq=0.2. It is 
depicted that by quantizing the CSI a considerable reduced feedback rate can be obtained. 
Moreover, we can see that as β increases (from 0 to 1), the normalized feedback rate is not 
significantly modified, whereas β takes values more than 1 the normalized feedback 
increases considerable. This increase is mainly due to the fact that as β increases, the 
possibility that  lessens. Hence, as result the number of devices that send 

feedback rapidly decreases, and thus the differential feedback reset mechanism is activated 
more often. In the same figure, for comparison purposes, the corresponding values of the 
sum rates are also depicted. 
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Figure 5.7 Normalized feedback rate as a function of threshold 

 
In Figure 5.8, considering the previous communication scenario and quantized CSI, the 
normalized feedback rate is plotted as a function of the number of users, for several time 
correlation scenarios. More specifically, we have considered three cases:  

  slow fading channel (the symbol period is much less than the coherence time of the 
channel),  

  fast fading channel (the symbol period is much bigger than the coherence time),  

  intermediate fading channel. 
Furthermore, in the same figure it is assumed 2 transmit antennas, SNR=10 dB, β=1 and 
qeq=0.2. This figure shows that increasing the number of users does not have a significant 
impact on the feedback rate, in line with the results of [62]. Furthermore, in case of slow 
fading channels, it can be easily verified that there is an important reduction on the feedback 
rate that is achieved with the proposed algorithm. 
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Figure 5.8 Normalized feedback rate as a function of the number of users K, for various 
correlation scenarios. 

 
Concluding, we proposed an algorithm that reduces the CSI that is fed back to the GW 
without considerable affecting the overall system performance. The ZFBF technique was 
combined with a reduced-complexity suboptimal mechanism for user selection. The 
performance of the algorithm was investigated via simulations, demonstrating the significant 
reduction of the required feedback, while maintaining the network sum-rate. An interest topic 
that requires further investigation is the one related to fairness. Specifically, in cases where a 
device continuously suffers from non-favorable conditions, it is likely not to send CSI to the 
GW and hence never to be selected for transmission. Hence, in such situations an adaptive 
relaxation to the predefined criteria for the feedback algorithm, which takes into also 
consideration the priority of a message, could be a promising solution. 
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6. Conclusion 

First, this deliverable has provided a detailed summary of the EXALTED use cases and 
architecture. Based on this review, security issues related to traffic aggregation have been 
discussed along with the role of traffic aggregation in the EXALTED architecture and the 
technical requirements associated to the proposed solutions. 
 
Next, the focus has been on the design of clustering strategies for traffic aggregation within 
the M2M Capillary network. In this context, two protocols to form a hierarchical structure in 
the capillary M2M networks have been proposed.  Clustering of nodes is required so that 
local control devices can manage the network more efficiently, relieving the gateway of large 
management load. Furthermore, CH nodes summaries the collected data from cluster 
devices so as to reduce the volume of data forwarded to the gateway, which is beneficial in 
terms of minimizing the number of data transmission events. The first protocol, CHANGE, is 
needed for small-to-medium scale networks, which avoids control packet communication 
overhead as much as possible. By proposing three policies, the study demonstrates that a 
weighted function is the best fit for efficiently selecting a CH node. The second protocol, 
DisC, on the other hand targets at large-scale networks. DisC introduces different control 
packets in order to be able address the complexity caused by having increasing traffic load 
towards the gateway node due to multi-hop character of data transmissions. Results 
demonstrate that the protocols are well-suited for the networks they are proposed for, in 
terms of network lifetime extension and energy-saving performance. 
 
Subsequently, the design of data aggregation techniques to reduce traffic congestion has 
been addressed.  This study is motivated by the SMM scenario, where data collected at 
different sensors exhibit similar properties (i.e. correlation). This correlation between the 
sensor observations can be exploited either locally (i.e. at the sensor nodes) or centrally (i.e. 
at the M2M GW).  In the former case, two decentralized source coding techniques to reduce 
traffic congestion at the capillary network have been proposed and analyzed.  The study has 
revealed a number of interesting results: optimal number of nodes for the Q&E strategy, 
optimal scheduling for the C&E strategy, optimal encoding rates in the absence of CSI at the 
sensor nodes and, asymptotic performances.  In the latter case, a data compression strategy 
at the M2M Gateway (GW) has been proposed.  Here, the goal has been to reduce traffic 
congestion at the LTE-M. Numerical results have revealed that the proposed data 
compression strategy can significantly reduce traffic load at the LTE-M without jeopardizing 
the application performance. Finally, for those situations where the application M2M server 
does not need access to the “raw” data, a novel method has been proposed. This method, 
based on an information processing algorithm where gateways analyses the data collected 
and create higher level abstractions, has been shown to reduce the traffic load imposed on 
the communication networks. 
 
Finally, this deliverable has focused on design of user and CH selection algorithms suitable 
for CH-based capillary networks. For the CH-selection algorithm, the devices could switch 
between different CHs, according to the corresponding signal strength, in order to maintain a 
predefined QoS constraint. Employing the proposed scheme, it has been shown that the 
reliability of CH-based networks significantly increases, while the power consumption 
decreases, especially when considering mobile scenarios, where the connection to a CH 
may be not possible, due to shadowing effects. In the latter case, it has been proposed an 
algorithm that reduces the CSI that is fed back to the GW without considerable affecting the 
overall system performance. The ZFBF technique was combined with a reduced-complexity 
suboptimal mechanism for user selection. The performance of the algorithm has been 
investigated via simulations, demonstrating the significant reduction of the required feedback, 
while maintaining the network sum-rate. 
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Annexes  

A. Exalted Objectives 

 
Table 1.1 shows the EXALTED objectives. 
 

Table A.1 EXALTED Objectives 
 

Category  Objective 

O1. PHY and MAC 
Layer Solutions for 
M2M Communications 

O1.1. Complexity reduction in EXALTED 

O1.2. Low-rate high availability communications 

O1.3. Resource management in EXALTED 

O1.4. Distributed traffic aggregation and adaptive 
MAC scheduling 

O1.5. Energy efficiency 

O2. Interworking 
Mechanisms and 
Protocols 

O2.1. Heterogeneous network access management 

O2.2. Mobility management 

O2.3. IP networking (interconnection of  unattended 
devices with short-range, medium-range and long-
range communication systems (LTE) and to the global 
Internet) 

O2.4. Traffic aggregation point architectures to support 
reduced traffic load 

O3. Device 
Management and 
Optimization 

O3.1. Heterogeneous traffic support 

O3.2. Self organising and healing operations 

O3.3. Signalling overhead reduction 

O4. Security & 
Provisioning 

O4.1. Identify very low cost authentication and 
provisioning solutions adapted to low revenue devices 

O4.2. Secure provisioning of devices when using data 
aggregation gateways 

O4.3. Define Secure elements form factors adapted to 
the devices form factors 

O4.4. Define security mechanisms to perform device 
provisioning via broadcast 

O4.5. Define security mechanisms  for device 
communication via P2P relaying 

O4.6. Networked use of secure elements to secure 
provisioning operations 

 

B. List of Key Performance Indicators (KPI) 

 

This Annex introduces a preliminary list of performance indicators used for the evaluation of 
the different EXALTED solutions.  

 
Table B.1 Complete List of KPIs 
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KPIs 

Generally 
valid 

(K1) BER: Bit error rate at the output of the decoder.  
(K2) Packet Error Rate (PER): A packet represents the information 

block protected by CRC at the MAC layer.  
(K3) Packet Loss Rate (PLR): As PER, but it only counts erroneous 

packets due to excessive latency.  
(K4) Frame Error Rate (FER): A frame represents the information 

block protected by CRC at the RLC layer.  
(K5) Outage probability: probability of being excluded from the 

network either for battery or route reconfiguration.  

Evaluation of 
TX signal 
processing 

(K6) Peak-to-Average Power Ratio (PAPR): Ratio of peak power 
and average power of the transmitted signal in the time domain.  

(K7) Out-of-band radiation (OOB):  ratio of power within given 
spectral mask to power out of spectral mask 

Evaluation of 
retransmissio
ns schemes 
(ARQ, HARQ) 

(K8) Average number of retransmissions: In case of erroneous 
transmissions, ARQ and HARQ mechanisms are used to 
retransmit packets until they are successfully received.  

(K9) Reliability: Average Number of Retransmissions.  

Evaluation of 
transmission 
schemes with 
feedback 

(K10) Feedback bandwidth: Required feedback data rate in bit/s.  

Evaluation of 
broadcast/mul
ticast 
services 

(K11) Redundancy overhead spent per user for reliable multicast 
message reception.  

Evaluation of 
achievable 
data rates and 
spectral 
efficiency 

(K12) Throughput: number of successfully received bits or 
messages per time unit in bit/s or messages/s.  

(K13) Average packet call throughput defined as 

 







k

karrivalkend

k
pktcall

tt

iuserofkcallpacketinbitsgood

iR
__

where k  
denotes the kth packet call from a group of K packet calls where 
the K packet calls can be for a given user i , tarrival_k is the first 
packet of packet call k arrives in queue, and tend_k is the last 
packet of packet call k is received by the UE.  

(K14) Spectral efficiency (sum-rate): Number of successfully 
transmitted bits per time unit per frequency unit per cell in 
bit/s/Hz/cell.  

Evaluation of 
achievable 
delays 

(K15) Average packet delay per sector: The averaged packet delay 
per sector is defined as the ratio of the accumulated delay for all 
packets for all devices received by the sector and the total 
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number of packets. The delay for an individual packet is defined 
as the time between when the packet enters the queue at 
transmitter and the time when the packet is received successively 
by the device.  

(K16) E2E Delay/jitter: Round trip time.  
(K17) Access delay: Needed time in order to join the network.  
(K18) Bandwidth delay product: Total available bandwidth * round 

trip time. Used for estimating the minimum buffer length needed 
in order to assure non-lossy transmission (it defines the maximum 
amount of data to be transmitted before receiving ACK or NACK 
confirmations).  

(K19) Addressing translation delay: Delay introduced by the 
needed processing time in order to map from IP to IEEE 
addresses.  

(K20) Number of addresses mapped: Maximum number of 
addresses supported when mapping IP addresses to non-IP ones 
on the M2M Gateway.  

(K21) Handover delay: Amount of time needed to leave a network 
and join another one.  

(K22) Percentage of satisfied users: The percentage of users 
whose packets arrive at the destination within their maximum 
delay tolerance time interval 

Evaluation of 
number of 
supported 
users 

(K23) User per cell capacity: Maximal number of simultaneously 
active users per cell.  

(K24) CDF of number of served multicast users.  

Evaluation of 
coverage and 
range 

(K25) Range: Maximal possible distance between a M2M device and 
base station to enable communication with a given QoS, either 
directly or via a gateway or relay.  

(K26) Coverage: Percentage of area, where M2M devices can 
connect to a base station, either directly or via a gateway or relay.  

Particular 
evaluation of 
signalling 
overhead 

(K27) PHY Control channel and pilot overhead: Percentage of 
radio resources utilized for signalling, control channels and pilots 
on PHY layer.  

(K28) Paging efficiency: Percentage of specific control channel 
information for paging procedures in bit/user.  

(K29) Mobility management efficiency: Percentage of specific 
control channel information for mobility procedures in bit/user.  

(K30) Transmission Payload Size: Size of the message exchange 
between 2 peers (e.g. device, cluster head, gateway, device 
management server). The size depends on the data encoding 
scheme, compression.   

(K31) Payload Encoding: Specify how device attributes, data are 
encoded and presented in the payload.  

(K32) Actual Payload Size: Size of the received message after 
decoding or decompression.  

Particular 
evaluation of 
energy 
efficiency 

(K33) Mean power per signalling bit per user: watt/bit. Specifies 
how many power (energy) is saved with signaling reduction 
procedures per signaling bit per user. 

(K34) Ratio between transmitted power and achieved throughput 
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(energy efficiency): watt/(bit/s)=joules/bit 
(K35) Consumed energy per message: Sum of energy spent for 

signal processing and transmitted energy required for one 
message.  

(K36) Standard Deviation of node energy levels: This is an 
indicator of the variety of residual energy levels of nodes. We 
monitor this indicator to see how much energy equalization is 
achieved over time.  

(K37) Average node energy levels: This is an indicator that is used 
to monitor the network's overall energy consumption over time.  

(K38) Coefficient of variation: the ratio of (Standard Deviation of 
node energy levels/ Average node energy levels).  

(K39) Network lifetime: The time period until the first node depletes 
its battery energy.  

Particular 
evaluation of 
complexity 

(K40) Complexity of encoding and decoding, i.e. number of 
required multiplications.  

(K41) Distortion: Distortion is the performance metric used to 
measure how close an estimate is to its actual value. Typically, 
the distortion is measured by the Mean Squared Error (MSE).  

(K42) Number of CSI estimation: the number of channel state 
information (CSI) estimation per decoded data bit. 

(K43) Number of active antennas: number of activated antennas 
compared to the available ones 

Evaluation of 
Radio 
resource 
management 

(K44) Radio resource consumption: autodiagnostic aims at 
reducing the amount of data exchanged between the remote 
device management server and the device moving one source of 
data transaction from the server side to the device side.  

(K45) System resource consumption: moving diagnostic to the 
device side introduces a new set of work in the device which 
means the system will run longer in order to perform the 
autodiagnostic task. Energy wise, this is a cost and it should be 
minimized.  

Evaluation of 
Security 

(K46) Computational energy consumption: This is the 
computational energy required to insure privacy,  confidentiality 
and integrity of the data transmitted. It is related to the 
computational complexity of the algorithms involved 

(K47) Radio energy consumption: the radio energy required to 
insure privacy, confidentiality and integrity of the data transmitted. 
It is related to the data overhead required by the security process. 

(K48) Infrastructure energy consumption: This is the energy 
consumption required by the overall security layers adding up. It 
can be reduced by collapsing when possible different security 
layers into one. 

(K49) Flexibility of the  security enrolment process for capillary 
devices: this indicator takes several parameters into account to 
reflect the overall flexibility of the security enrolment process for 
capillary devices 

(K50) Total cost per user of the security solution: This indicator(s) 
take(s) in to account the overall cost of the deployment of a 
security solution and (per client+infrastructure costs) and reflects 
it per user. 
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Network 
Monitoring 

(K51) Query size: Size of a query message exchange between two 
M2M elements (e.g. M2M device, cluster head, gateway, 
eNodeB, and network monitoring server). Objective: Shall be as 
small as possible. Benefits: Requires minimal memory, 
processing time and reduce transmission time (impacts: lower 
device cost, less energy consumption). 

(K52) Passive monitoring: Human manager submit the queries and 
perform analysis and management tasks). Objective: Monitoring 
should not be limited to passive monitoring and not depends on 
human intervention. Benefits: Passive monitoring introduces less 
overhead, minimal impact of memory and network traffic. 

(K53) Centralized / hierarchical monitoring: Centralized-
processing approach requires continues polling of network health 
data from managed each sensor node in the network to the sink. 
Objective: Hierarchical monitoring (tasks are distributed among 
network managers, each manager reports to a higher level 
manager). Benefits: Centralized monitoring increases high data 
overhead, and this limits its scalability. Since individual node 
information is important, aggregation solutions may not be 
applicable. In addition, in case of network partitioning, the nodes 
that are unable to reach the central sink are left without any 
management functionality. 
Local management tasks can be done at a lower level that 
reduces communication costs. Meanwhile global view of the 
network can still be available by reporting lower-level managers 
to higher level sink which can enable sink to make network-wide 
management control decisions. 

(K54) Frequency of queries: How often the queries need to be 
disseminated. Objective: For better energy-efficiency should be 
less frequent as possible. For more accuracy should be more 
frequent. 
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C. Computation of Eigenfunctions 

It is worth noting that computing the eigenfunctions is not an easy task. Alternatively, one can 
resort to the Nyström method [63] which is known to give an accurate approximation of the 
actual eigenfunctions from a discretization of the correlation function. To do so, define the 

sampled version of  ˆ
iX

R   with the following q q matrix 
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where q  is the total number of samples. The eigenvalue decomposition of ˆ
iX

R  is  
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where the columns of  iU  are the eigenvectors of ˆ
iX

R  and     1diag , ,
i i

i q Λ  where 

     
1 2

i i i

q    . By applying the Nyström method we have the following continuous 

approximation  
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r  and  iu  stands for the i -th column of iU .
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List of Acronyms 

Acronym Meaning  

3GPP The 3rd Generation Partnership Project 
AODV Ad-hoc On-demand Distance Vector Routing 
BER Bit Error Rate 
C&E Compress-and-Estimate 
CH Cluster Head 
CDF Cumulative Distribution Function 
CSI Channel State Information 
CSIT Transmit Channel State Information 
DisC Distributed Clustering 
DD Device Domain 
DL Downlink 
E2E End-to-end  
eNB Evolved Node B 
EPC Evolved Packet Core 
E-UTRAN Universal Terrestrial Radio Access Network 
FDD Frequency Division Duplex 
GW Gateway 
HHS Home Subscriber Server 
ICR In-cluster Cluster head role Rotation 
IP Internet Protocol 
IEEE Institute of Electrical and Electronics Engineers 
ITS Intelligent Transportation System 
KL Karhunen Loève 
KPI Key Performance Indicator 
LTE Long Term Evolution 
M2M Machine-to-Machine 

MAC Medium Access Control 

MCR Multi Cluster Re-clustering 

MGF Moments Generating Function 

MIMO Multiple Input Multiple Output 

MME Mobility Management Entity 

MRT Maximal Ratio Transmission 

MTC Machine Type Communication 

MU Multi User 

ND Network Domain 

NPC Normalized Power Consumption 

PCRF Policy Control and Charging Rules Functions 

PCT Parsimonious Covering Theory 

PDF Probability Density Function 

PDN-GW Packet Data Network Gateway 

PSK Phase Shift Keying 

Q&E Quantize-and-Estimate 

QAM Quadrature Amplitude Modulation 

QoS Quality of Service 

RESP Route Response 
RRC Radio Resource  Control 

RREQ Route Request 

SAX Symbolic Aggregate Approximation 
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SGW Serving Gateway 

SMM Smart Metering and Monitoring 

SNR Signal-to-Noise Ratio 

UL Uplink 

ZFBF Zero-Forcing Beamforming 
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