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Abstract 

This document describes the final components for the secure information gathering and storage parts of the 

IoT system that were developed and/or adapted in T3.1 and T3.2 of the SMARTIE project. The description 

includes components for the physical and cyber node security, node access policies, and automatic 

configuration, i.e. variable selection of security parameters. Furthermore, the deliverable provides details on 

secure attestation between mobile sensors and the infrastructure to establish trust. It describes a policy 

framework and a solution to create and evaluate credentials. An intrusion detection system is introduced that 

monitors the network traffic for occurring security issues and alarms the network operator. Last, the 

deliverable provides details on variable security parameters that are used to adapt the developed security 

components to different conditions. 
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Disclaimer 

This document contains material, which is the copyright of certain SMARTIE consortium parties, and may 

not be reproduced or copied without permission.  

All SMARTIE consortium parties have agreed to full publication of this document. 

The commercial use of any information contained in this document may require a license from the proprietor 

of that information. 

Neither the SMARTIE consortium as a whole, nor a certain party of the SMARTIE consortium warrant that 

the information contained in this document is capable of use, or that use of the information is free from risk, 

and accept no liability for loss or damage suffered by any person using this information. 

The information, documentation and figures available in this deliverable are written by the SMARTIE 

partners under EC co-financing (project number: 609062) and does not necessarily reflect the view of the 
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Executive Summary 

The vision of the SMARTIE project is to create a platform addressing a number of security, privacy, and 

trust aspects within the IoT platform in smart city application domains such as smart transport and smart 

campus. The focus will be across all layers within the architectural stack of the IoT system namely 

perception layer, network layer, information service layer and the application layer. SMARTIE will focus on 

key innovations that strengthen security, privacy, and trust at these IoT Layers. WP3 especially focusses on 

the perception and the network layer. 

This document describes the final components for the secure information gathering and storage parts of the 

IoT system that were developed and/or adapted in T3.1 and T3.2 of the SMARTIE project. The description 

includes components for the physical and cyber node security, node access policies, and automatic 

configuration, i.e. variable selection of security parameters. The deliverable provides the details of the secure 

attestation between mobile sensors and the infrastructure to establish trust. Furthermore, it describes a policy 

framework and a solution to create and evaluate credentials. An intrusion detection system is introduced that 

monitors the network traffic for occurring security issues and alarms the network operator. Last, the 

deliverable provides details on variable security parameters that are used to adapt the developed security 

components to different conditions. 
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1 Introduction 

Upcoming smart services and associated applications within smart city, smart building, and smart transport 

domains are exposed to many threats. These applications need proper security methods to establish a trustful 

environment between customers and smart service providers. Most of these applications are heavily 

distributed and use resource constrained devices. Therefore, very lightweight security methods are needed 

that support a high level of distribution to achieve an acceptable level of security and trustworthiness in these 

applications.  

In general, passive security methods involve, for example, the implementation of protocol encryption, device 

authentication, access control, and secure encryption key exchange methods to protect smart application 

from attacks. Active methods use firewalls to filter unwanted traffic or automatically scan for intrusions 

using tampering detection and intrusion detection systems to prevent attacks or to be noticed when attacks 

occur. Actually applied security methods always depend on the intended hardware, the used protocol, and the 

implemented application. This deliverable summarizes the works that have been done so far in the 

SMARTIE project to examine security methods that can be applied to especially ensure the SMARTIE 

nodes’ security.  Therefore, the research team investigated node access control policies and node attestation, 

i.e. node tampering and intrusion detection methods, as well as automatic configuration possibilities for these 

methods. Node security means are, in particular, dependent on the energy level available on the nodes 

(especially important if battery-powered), if the nodes use a wireless radio or not, on the computational 

capabilities and hardware class of the nodes, and on economic factors as well. 

During the activities within the SMARTIE project, the research team developed ways for mutual remote 

attestation of smart objects and cloud-based entities. The team developed protocols to protect and attest data 

gathered on a smartphone, partly based on a secure hardware module. A company or user willing to share or 

use this data should do it according to a privacy policy in order to protect the confidentiality of the data. 

Thus, the company or user should know that the cloud data storage processing the data is also capable of 

protecting the data, for instance by the presence of a trusted data storage. The team developed protocols to 

attest and monitor the infrastructure and for correct handling of data according to the given policy. Different 

methods have been investigated and evaluated in order to devise efficient and effective platform-wide 

mechanisms for data privacy. First, this includes effort to devise a policy language to define what attributes 

(roles, identity, etc.) and credentials are requested to grant access to the resources. Second, this includes a 

(data handling) policy language that defines how the requested data (attributes and credentials) is handled 

and to whom it is passed. Finally, it includes means to release and verify such attributes and credentials. 

Furthermore, data privacy is supported by a secure storage component as well as mechanisms for data 

anonymization. 

Further, the research team investigated what security aspects, i.e. secrecy, data integrity, authentication or 

authorization are really needed in the proposed application fields. It was expected that different levels of 

security are needed for different data sets, even at the same point in time. In addition, the available energy 

and bandwidth as well as expected fault models influence the security means. As a result of this activity the 

team aimed to identify a set of rules that considers all requirements and enables the individual systems to 

select the correct security means autonomously at runtime. This rule set was defined as a policy framework 

using a policy language. The policy framework includes means to define the privacy requirements and 

enforcement techniques. 

An intrusion detection system is an additional security mechanism that addresses a number of open security 

issues in IoT applications. Such systems act as a second layer of defence in parallel to other security 

mechanisms providing confidentiality, integrity, and availability of the data generated in IoT applications. 

An intrusion detection system monitors network traffic for any occurring security issues and, in such case, 

alarms the network operator. Therefore, intrusion detection systems help the network operator to ensure the 

confidentiality, integrity, and availability of data used and generated in the network. 

The results of the work are presented in the following sections of this deliverable. Firstly, an overview on the 

research literature, security related dependencies, and state-of-the-art security approaches are presented in 

Section 2. Section 3 discusses examined and implemented parts of the introduced security measures focusing 

especially on physical node security, node attestation, access policies, and intrusion detection. Variable 

security parameters are presented and discussed in Section 4. The deliverable closes with the conclusion in 

Section 5. 
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1.1 Relation to S&T Objectives 

This deliverable addresses the objectives of understanding requirements for data and application security 

(O1) and mainly of developing new technologies that establish trust and security in the perception layer and 

network layer (O2). This is accomplished by introducing the relevant state-of-the-art with shortcomings and 

the detailed presentation of the newly developed components that were developed in WP3. This output is a 

prerequisite for the demonstration of the project results in real use cases (O5). 

 

1.2 Beyond State-of-the-Art Contributions 

The components presented in this deliverable have been developed in WP3 and go beyond the state-of-the-

art concepts and approaches in the relevant domains. Section 2 presents further details related to the state-of-

the-art. 
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2 State-of-the-art and contributions 

There is a considerable amount of literature available on information security methods for cyber-physical 

systems and related approaches since security is an important factor to provide data protection, customer 

satisfaction, and long-term economic benefit for all kinds of applications and systems. This section first gives 

a short introduction to information security and then reviews the available literature and state of the art in 

information security regarding the SMARTIE relevant topics discussed in this deliverable. The reviewed 

state of the art includes common security dependencies, discussed in the following subsection, physical node 

security, presented in Subsection 2.2 and also published in [26], node attestation methods, covered in 

Subsection 2.3, access policies, reviewed in Subsection 2.4, and intrusion detection methods, assessed in 

Subsection 2.5. Project specific contributions of the discussed SMARTIE components are highlighted in the 

according subsections. 

IoT applications are targeted by attacks from the Internet due to their heavy use of web services, cloud 

functions, and interaction with users through the Internet. Possible dangers include attacks that primarily 

target the availability of services - such as Denial-of-Service (DoS) attacks or jamming attacks – or routing 

and other specialized attacks that are targeted to stealthily eavesdrop, disturb systems, or steal data. Table 1 

shows, for example, a number of typical security threats. Furthermore, IoT applications are challenged by 

errors and packet losses that cannot always clearly be differentiated from attacks.  

 

security threads preferred countermeasures 

black-hole statistical measure 

malicious node statistical distribution, data mining 

sinkhole graph, rule 

selective forwarding statistical measure, data mining 

wormhole statistical measure, rule 

replica node rule 

random failure statistical distribution, data mining 

Table 1: typical security threats and counter-measures summarised by Xie [61] 

 

The following paragraphs give an overview on common information security models that are used to 

describe information security and on available information security standards for the secure implementation 

of cyber-physical systems. Common information security models such as the Security Triad, Figure 1(a), the 

Parkerian Hexad Figure 1(b), and other models [1] [2] [3] aim for a number of specific security goals. The 

most important security goals are listed below. 

Confidentiality: Any transmitted or stored data is not or cannot be read or modified by unauthorized people 

or devices. This is ensured by using data encryption, authentication, access control, and rights management 

but also physical security. 

Integrity: There are no unnoticed changes to transmitted or stored data. This is ensured by building check 

sums or message authentication codes (MAC) that show any unnoticed changes. 

Availability: All authorized people or devices can access needed data within a specified amount of time. 

This can be ensured by different measures such as redundancy, real-time capability, or increased throughput.  

Possession: It is impossible for unauthorized people or devices to breach confidentiality even if they get in 

possession of any (encrypted) data (no control over data). 

Authenticity (Non-repudiation): The origin of any data from people or devices can be verified. People or 

devices cannot deny having sent or received any data. This is ensured by using digital signatures and hash or 

message authentication codes (MAC) that verify the origin of the data along with public key encryption.  

Utility: Any data has a usable form and format for the person or device that uses the data. This is ensured by 

the availability of encryption keys and a format that is processable for the target person or device. 
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(a) Security Triad 

 

(b) Parkerian Hexad 

Figure 1: information security models 

 

The Security Triad in Figure 1(a) is formed of the three basic security attributes confidentiality, integrity, and 

availability. The model asks for three layers that implement the security attributes - a physical, personal, and 

organizational layer - and three sections to apply the attributes - hardware, software, and communications. 

The Parkerian Hexad shown in Figure 1(b) involves three more attributes compared to the Security Triad. It 

was proposed by Donn B. Parker and consists of the attributes confidentiality, possession or control, 

integrity, authenticity, availability, and utility. 

Important information security standards are ISA/IEC 62443, ISO/IEC 27000, ISA 99 [4], VDI 2182, that 

help achieving the above mentioned security goals. These standards are targeted to the implementation of 

security methods only, not for information security management, safety, or any other area close to 

information security. Despite from the mentioned security standards, plenty of other recommendations have 

been published on information security that go partly beyond the security standards or are particularly useful 

for certain specific network structures. Selected sources for security recommendations include SoGP [5],  

ISO 15408 Common Criteria, COBIT [6], RFC 2196 [7], BSI IT Baseline Protection Catalogues and 

standards [8] [9], FIPS Publication 199, NIST SP 800-53/-37/-53A/-60/-18/-30/-94 [10] [11], NERC CIP 

(NERC 1300) [12], CSC [13], Framework for Improving CI Cybersecurity [14], ICS-CERT Standards [15], 

ENISA [16], SCADA library [17], CERT-EU Guidelines [18], and ISO/IEC 27039. 

For the implementation of security standards, in the European Union, cybersecurity regulation is under 

negotiation since 2013 [19] and Germany passed an own cybersecurity law in June 2015 to protect Critical 

Infrastructures [20]. The United States already passed a number of federal [21] [22] [23] and state [24] [25] 

cybersecurity regulations to implement better security and more, in particular targeted to Critical 

Infrastructures, are under discussion. A closer look to the above mentioned standards reveals the following 

issues. The standard ISO/IEC 27000 covers network security in general without any special focus for 

particular network structures such as cyber-physical systems. The other three standards (VDI 2182, ISA 99, 

and IEC 62443) are focused on industrial security but are outdated. There are no security strategies included 

that are in particular focused on securing cyber-physical systems such as wireless sensor networks or 

Internet-of-Things applications. In this regard, the work done in the SMARTIE project is leading the field of 

information security for the Internet-of-Things. 

 

2.1 Security dependencies 

This subsection gives a short overview on general security dependencies that have to be considered when 

designing or using information security methods such as encryption, authentication, signatures, access 

control, intrusion detection and more. Any additional security dependencies for the SMARTIE components 

discussed in this deliverable are addressed in the respective section for that component. For example, 

security dependencies that are, in particular, related to the resource consumption of intrusion detection 

methods and the chosen hardware to perform intrusion detection on are discussed in Subsection 2.5.3 since 

intrusion detection is a relatively resource consuming security measure compared to the other methods 

mentioned above. 



SMARTIE Deliverable D3.2 

Page 14 of (66)  © SMARTIE consortium 2015 

 

Network and system security generally depends on economic factors. Mostly, increased security also means 

to increase the costs and the time spent for planning, design, implementation, test, and optimisation of 

security methods. The probability of being attacked also depends on the hacking ability of the attacker, i.e. 

his knowledge and available budget [27] [28]. Figure 2(a) and (b) visualize these security dependencies.  

 

 

(a) protection effort (time, tools, and budget) 

spent to reach a certain security level 

 

(b) hacking ability that is needed to increase 

hacking success probability 

Figure 2: general network and system security dependencies 

 

 

 

(a) longer encryption keys increase needed 

computing power 

 

(b) energy used to process 1 byte on a Mica2dot 

sensor platform (data from [30], page 7) 

Figure 3: hardware level system security dependencies 

 

At the hardware level, security depends, in particular, on the amount of energy available to a device and on 

the available computing power. Battery friendly applications are especially important on battery powered 

devices such as sensor nodes. On such devices, a lot of energy is usually used by a wireless radio, also see 

Figure 3(b). Smart applications using wireless devices are optimized to reduce the usage of the radio. 

Computing also drains a lot of power. That is why smart devices are tuned to sleep as often and long as 

possible. Unfortunately, better security mechanisms will also waste more computing power, for example, by 

calculating with longer encryption key length [29], see Figure 3(a). Further, most security mechanisms, such 

as an encryption key exchange, require additional usage of the radio in regard to the main application. For 

the intrusion detection system, the additional amount of produced traffic depends on the distribution grade of 

the IDS and its functionality and configuration. 

 

2.2 Physical node security 

The concept of the IoT is there for about 20 years starting with the idea of ubiquitous computing by Mark 

Weiser. Meanwhile a lot of different subsystems and essential solutions have become a reality e.g. 

interconnecting automations systems, home networks etc. Whether or not these concepts and solutions will 

be widely accepted depends strongly on their dependability and security. Another very important aspect is 

the privacy of the potential users. Designing such complex systems whilst guaranteeing that a certain level of 

security is achieved is an extremely complex and tedious task that cannot be properly solved today. But, for 

each and every system its level of security is as good/high as the one of its weakest part. For the IoT this 

means its security level is defined by the security of the low power, physically accessible components i.e. 

embedded devices and sensor nodes etc. So, our end point of the “Ariadne thread” to get to a secure IoT is 

focusing on resource constraint wireless devices. 

0%

50%

100%

se
cu

ri
ty

 l
ev

el
 

effort spent on protection 
0%

50%

100%

p
ro

b
ab

il
it

y
 t

o
 

su
cc

ee
d

 a
tt

ac
k
 

attacker ability 

co
m

p
u
ti

n
g
 

p
o

w
er

 

key length 
0

50

100
en

er
g
y
 [

m
J]

 

en-/decryption 

brute-force 

attack 
transmit 

receive 
active 

sleep 



Deliverable D3.2 SMARTIE 

© SMARTIE consortium 2015 Page 15 of (66)  

 

In the last years a lot of research has been done trying to enable resource constraint devices to run 

cryptographic functions in order to provide the basic security means. The major concern when implementing 

these crypto functions was efficiency due to the fact that the devices are battery driven and shall be working 

for years. Unfortunately this focus may lead to a vulnerable network even though crypto-functions are 

supported. The issue here is that implementations of cryptographic algorithms may be insecure even if the 

algorithm is considered to be secure. In more clear words an implementation may indirectly e.g. by its timing 

or energy consumption provide information on the keys used. This is especially dangerous in the IoT context 

since here at least for some applications we need to consider that devices can be stolen, analyzed in a well-

equipped lab and brought back. Due to the wireless communication and the fact that the devices can be 

unreachable for some time such attacks might go fully undetected.  

In the following subsection we will sketch selected successful attacks against crypto implementations to 

providing vivid examples on how implementations attacks work as well as how the wrong optimization 

parameters may make crypto-implementations vulnerable. After that subsection we will present a diagram 

that comprises the current state of the art of physical attacks and countermeasures at a single glance. 

 

 Selected low-cost attacks 2.2.1

The strength of cryptographic algorithms according to the definition of Kerckhoff [31] is based only on the 

used key that is kept secret. This means a potential attacker may know the algorithm itself, plain text, 

encrypted text and even the length of the key. In such a situation the attacker can test different numbers in 

order to reveal the key via brute force. From this point of view cryptographic approaches are secure if the 

time for brute forcing is long, i.e. if length of the key is sufficient. The main assumption here is that the 

cryptographic device is a black box for an attacker i.e. he knows the cryptographic function calculated but 

cannot get any details about how this function is calculated. But in IoT environment this assumption does no 

longer hold true due to the fact that devices may be stolen. Even simple measurements e.g. ones of the 

current flowing through the chip or its electromagnetic radiation while cryptographic function is calculated 

provide sufficient details to extract the key successfully. Such attacks – denoted as side channel analysis 

(SCA) attacks – are often low-cost, easy and powerful. Even a single measurement can be sufficient to 

extract the cryptographic key in few minutes even for algorithms that are considered to be mathematically 

secure. Figure 4 demonstrates this.  

Figure 4(a) and (b) show the same part of a power trace (PT) of the elliptic curve (EC) point multiplication 

denoted as kP. The calculations are executed by two different IHP hardware accelerators of the kP operation 

of the standardized B-233 curve [32]. In the kP operation P is a point of the EC with coordinates x and y: 

P=(x,y) and k is the private key of the owner of the chip if the private key operation – for example the 

decryption – is performed. In Figure 4(a) and (b) the first 15 bits of the same 232 bit long cryptographic key 

are processed using the same input. The shape of the measured traces is influenced by the private key, i.e. the 

shape of PTs while processing a ‘1’ key bit differs from the shape of a ‘0’. If the cryptographic function is 

implemented without obeying SCA this influence can be strong and the attacker can directly extract the key 

from a measured PT. For example in Figure 4(a) two different kinds of the shapes are observable: time slots 

that have a “big white tooth” at its end and those without it. Using the assumption that the big white tooth at 

the end of the timeslots correspond to the processing of a ‘1’ key bit and other kind of slots corresponds to 

‘0’ key bit the 14 bits of the used key – the bits from the k229 until the k216 – can be correctly extracted as 

01001110010001. 

Cryptographic algorithms implemented without considering SCA attacks can be called “weak” 

implementations. Figure 4(a) depicts a typical example of a PT of such an implementation. Knowledge about 

the details of such attacks – their main assumptions and the exploited characteristics – can help to implement 

the cryptographic algorithms that are resistant to some kind of attacks. Figure 4(b) shows the same part of the 

power trace of the same kP operation but executed on an improved version of our hardware accelerator, now 

all key bits are processed in the same way, i.e. simple power analysis attacks can be avoided.  
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(a) cryptographic function without paying attention to the SCA 

 

(b) cryptographic function taking SCA into account 

Figure 4: first 15 bits of a cryptographic key elliptic curve point multiplication  

 

Differential power analysis attacks are more powerful using statistical methods for analysis of measured 

traces. A very efficient, low-cost, fast and relative easy attack on an ECC implementation is the horizontal 

power analysis using a difference of means test. Each time slot can be observed as an independent curve. The 

mean curve of all slots can be calculated. After this the mean curve can be compared pointwise with each 

slot, beginning from the 1
st
 power value: the power value of the 1

st
 point of the means curve was compared 

with the power value of the 1
st
 point of each slot. If the power value of the mean curve is higher than the 

value of the current slot, it was assumed, this slot corresponds to the key bit value ‘1’, otherwise to ‘0’. Thus, 

the first key candidate was obtained. This comparison should be repeated for all other points of the mean 

curve to obtain the remaining key candidates. 

We performed a horizontal power analysis attack using the difference of means test as described above for 

two simulated power traces. The power consumption of the IHP ECC design while processing the given EC 

point P using two different 232 bit long keys – k1 and k2 – was simulated using Synopsis Tools PrimeTime 

[33]. We obtained 57 key candidates for each of the investigated keys and we calculated the correctness of 

the extraction for each key candidate as number_of_correct_extracted_bits/232*100% with the goal to 

evaluate the efficiency of the performed attack. The relative correctness of the extraction of the keys for each 

of the 57 key candidates as a curve is represented in Figure 5. From a security point of view the ideal case is 

if the correctness of the key extraction is 50% for all key candidates. The green curve in Figure 5 

corresponds to this case. 

Figure 5 demonstrates how powerful a difference of means based attack can be. In the case investigated here 

225 bits of the 232 bit long 1
st
 key candidate were extracted correctly, i.e. the correctness is about 97% in 

both keys. The correctness of the next probable 4 key candidates is also high from 70% up to 90%. 
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Figure 5: relative correctness of the key extraction for each key candidate as a curve 

 

The next power analysis attack that we performed based on direct comparison of two traces is similar to the 

one first introduced in [34]. The main assumption here is that an attacker can run the device with a key 

candidate, i.e. with a scalar key_candidate that is processed in the same manner as the private key k. The idea 

is that the difference of two power traces is close to zero, i.e. is comparable to the noise, if the kP operation 

with the same EC point and with the same scalar k is performed. This means the key can be extracted 

serially, bit by bit. Figure 6 shows the difference curve of two traces, after the most significant quarter of the 

key_candidate is equal to the most significant quarter of the key k. 

 

 

Figure 6: traces of a key kP with the first quarter equivalent to a key candidate 

 

Using the attack sketched above only about 100 measurements without any statistical processing of the 

measured data are necessary to extract a 232 bit long key k correctly. So the mathematically strong secure 

232 bits long cryptographic key can be extracted correctly in few hours only. 

 

 Implementation attacks and countermeasures State of the art  2.2.2

Due to the limited space we cannot provide a detailed explanation of individual attacks and countermeasures 

respectively. In order to give a comprehensive picture of attacks and countermeasures we compiled  

Diagram 1 that represents all types of attacks and countermeasures, especially for public key cryptography. 

The diagram reflects that most of the attacks and countermeasures are based on a never expressed 

assumption i.e. the fact that the implementation of the cryptographic function is constant i.e. it cannot change 

during the attacks. This assumption is displayed as a rectangle connecting the attack and the countermeasure 

part. The part of our diagram representing the attacks is structured as follows:   

 The columns in our diagram display: 

o attacks in which the attacker can directly read out the key directly (left most column) 

o changes in the output data (middle column) 

o changes in the measured traces (right most column) 

 The rows represent all parameters that can be manipulated by the attacker i.e. the key candidate, 

other input data as well as the environmental parameter are given as rows  
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The part of the diagram representing the countermeasures is similarly structures as the attack part, in detail it 

looks as follows: 

 In order to allow correct assignment of countermeasures to potential attacks, the columns represent 

the same type of attacks as in the upper part of the diagram 

 The rows show countermeasures that 

o Reduce the information that is contained in measurement results or that avoid access to 

faulty intermediate results. 

o Avoid attacks by detecting the attack before it has any effect on the crypto implementation 

 

All countermeasures displayed in Diagram 1 can help to avoid attacks or at least hamper the potential 

success. Thus, they provide reasonable means to increase the security of the IoT. They come with some cost 

with respect to area and/or energy. Since cost of the devices and/or energy efficiency are paramount in IoT 

applications the use of countermeasures needs to be considered carefully. But in case physical access to IoT 

devices is feasible and security is essential countermeasures need to be included in the implementations in 

order to ensure security. 
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2.3 Node Attestation 

As explained above, nodes are often deployed in untrusted environments and can be physically attacked in 

order to modify the code running on the node. Remote attestation is a suite of protocols that enable a remote 

party to inspect the status of a device at any time. For this reason, the device keeps a list of software and files 

that have been executed. The device measures the code, i.e. computes a hash, and keeps the measurement list 

of all the software or files that has been executed or accessed. Meanwhile, the remote party is able to request 

this list and should also be able to verify if the records provided by the device have been tampered or not.  

Previous work exists for remote detection of compromised nodes can be categorized in hardware-based 

attestation, and software-based attestation. Hardware-based attestation is based on secure hardware 

functions, such as TPMs [78] or ARM Trustzone [81] in order to securely bootstrap a trusted measurement 

environment. Hardware-based attestation offers strong security guarantees but is so far not supported on low-

cost embedded devices [82]. In contrast, software-based attestation, e.g. [83], verifies the correctness of 

software executing on a device without additional secure hardware support. Existing software-based 

attestation schemes were however recently targeted by several attacks [84] [85]. Furthermore, while these 

protocols do not require tamper-resistant hardware, generally they assume instead a resource-limited device 

that would need to exceed its capabilities in order to cheat in the protocols. Thus, this approach reaches its 

limits when it comes to attestation of smartphones or devices that have access to cloud computing. 

The node attestation component developed in SMARTIE aims at a practical solution that is a compromise 

between the hardware-based solution with special-purpose functionality and the software-based approaches. 

Our approach uses the integrity measurement architecture present in the Linux kernel, but in addition relies 

on the smartcard as a widely available secure hardware module that can be attached easily to a wide range of 

devices. 

 

2.4 Access Policies  

Nowadays, the traditional solutions for fields of Identity, Authentication and Authorization (IA & A) have 

evolved with the times, new scenarios and challenges due to new complex scenarios such as IoT ecosystems. 

These new challenges are increasing due to the huge number of heterogeneous IoT sensors, gateways and 

platforms. Traditional solutions (i.e. Distributed Access Control, Mandatory Access Control, or Role Based 

Access Control) only define one attribute to describe or identify a user. In Role Based Access Control, a user 

could have several roles, but this does not cover all access control requirements for IoT scenarios. For 

instance, Role Based Access Control does not support environmental information used by IoT devices. 

Therefore, these solutions are not sufficient to elaborate the characteristics of IoT entities such as physical 

users, software acting on behalf of a user, or a non-person entity (NPE). 

For heterogeneous IoT ecosystems, Attribute Based Access Control [54] (ABAC) is considered a powerful 

solution to enable a fine-grained policy specification. In ABAC, the identity of the users is no longer a single 

attribute: user-id, role, etc. ABAC relies on several attributes that compose the identity of a user. ABAC 

allows designing much more complex access control policies. Furthermore, the support of environment 

information (i.e. time of the day) enriches the access policies. For these reasons, ABAC enables substantial 

improvements for the landscape of Authorization and Access Control.  

As discussed in [50], recent access models based on ABAC provide authorization and access control 

decisions to each user for every individual query. In these solutions, each user query requires two steps: an 

authorization checking and later an access control decision. For huge IoT scenarios, policies solutions must 

be adapted to distribute system. However, distributed access control has important problems such as single 

signing for each query and federated identity for users. 

 

 Access Control Model for IoT: A Distributed Approach 2.4.1

Current access control models must be adapted to fit the distributed nature IoT networks. To solve this, a 

distributed approach is proposed as Authorization Based Access Control. The combination of Authorization 

Based Access Control and ABAC makes possible overcoming the drawbacks of centralized solutions [50]. 
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For each access request, Authorization Based Access Control performs an authentication with the user’s 

domain and obtains the request authorization for the specified user. The request authorization is signed by a 

trusted authority of the user’s domain. So, the user is able to send a signed query to the IoT devices that 

verify the sign. If the signing verification is positive, the requested information is sent to the user.  

 

2.5 Intrusion detection 

Intrusion detection systems (IDS) are mainly intended to monitor the activity in a network to detect attacks. 

An intrusion detection system is a security component that offers additional and protection from attacks on 

devices or system using monitoring and prediction mechanisms. IoT devices will likely be exposed to attacks 

from the Internet. Encryption and authentication mechanisms may not be sufficient to protect those kinds of 

distributed low power devices. IDSs may detect ongoing attacks on IoT devices and provide self-protection 

to the IoT nodes, see Figure 7. Distributed intrusion detection systems are a method to increase security for 

upcoming smart scenarios like Internet-of-Things applications due to their distributed nature. A distributed 

IDS fulfils two purposes, first, it is a second line of defence, in case other security measures (firewall, 

encryption) have been broken and second, it is an additional line of defence, that detects unknown behaviour 

in the network (instead of avoiding or blocking), what can indicate an attack or error. 

 

 

Figure 7: IDS in comparison to other security measures 

 

Intrusion detection systems compare the network traffic to internal models to detect attacks, see also  

Figure 8. The network traffic is divided into wanted and unwanted traffic (attacks, errors). Any deviation 

from the internal models can indicate an attack. Such models may be, for example, a set of rules or statistical 

distributions. These models may be either pre-set or learned during an initial training phase before the actual 

IDS operation. IDSs create an alarm whenever it detects an attack or error to enable further investigation or 

preventive measures. 

 

Figure 8: IDS operation flow 

 

IDSs offer additional security functions and provide self-protection for IoT nodes. Intrusion detection 

systems scan the network traffic for anomalous or unwanted behaviour and inform the network operator 

about suspicious traffic. For that, additional IDS components are placed in the system to monitor its 

behaviour. Though IDS and firewalls share similarities, an IDS is not a firewall since most firewalls are not 

able to learn and have another focus during configuration and work flow, i.e. avoidance or blocking of 

certain specified traffic while IDSs are used to detect or prevent unknown traffic or attacks. If a network has 

no security features at all, IDSs may be helpful. The same applies when there are weak encryption and 

authentication, the network to protect uses security measures that are SPOFs – single points of failure – as 

centralized firewalls, nodes are exposed to third parties permanently, or the network is part of a critical 

infrastructure. In this case a self-protection for the nodes is highly demanded. IDSs are able to detect zero 

day attacks. A distributed IDS provides protection against SPOFs (central security like firewalls). Further, it 

can be an addition to (weak) encryption and authentication. 
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However, a real-world distributed intrusion detection system combines detection, voting, and distribution in 

one design and even adds further methods for storing temporary data, logging information, and knowledge 

bases. Producing a combined distributed IDS design is difficult since system engineers are confronted with 

many possible design choices but often have little knowledge about security and probably less knowledge 

about intrusion detection. However, the IDS efficiency heavily depends on its architectural design and 

complexity as well as the architecture and design of the underlying hardware, in other words, the application 

or network to protect, the purpose of this network, and the traffic produced within this network. 

A huge variety of detection, voting, and distribution algorithms has been proposed for distributed intrusion 

detection systems during many years of research. However, choosing a proper detection, voting, and 

distribution algorithm involves many design choices to consider when implementing an IDS. These design 

choices depend, for example, on the application or purpose of the network to protect and the used hardware 

and architecture for the network itself and for the IDS. 

Intrusion detection systems (IDS) are mainly intended to detect attacks such as Denial-of-Service (DoS) and 

jamming attacks as well as routing related attacks listed in Table 1. However, depending on the used 

detection method, IDSs may hardly be able to differentiate attacks from random network errors such as 

anomalies, outliers, or even noise [35]. The sole functionality of an IDS is therefore reduced to decide most 

efficiently between wanted (known) network behaviour and unwanted network behaviour (mostly attacks), 

what can include unintentional or intentional detection of heavy noise, outliers, novelties, or anomalies as 

well – depending on the IDS configuration and tuning. 

 

 Architectures and Distribution 2.5.1

The traditional architecture for IDSs is the host based intrusion detection system (HIDS) that is located on a 

single device to protect it from attacks. In contrary, a network intrusion detection system (NIDS) is placed on 

a single device and operates at the entry of the network to protect all devices in the network from attacks. 

Unfortunately, that way the IDS constitutes a SPOF, a single point of failure, that, once bypassed, leaves the 

whole network unprotected due to its centralized nature. 

 

 

(a) traditional centralize firewall / IDS (red) 

protects a network segment; grey nodes 

protected; black nodes unprotected 

 

(b) complete network is unprotected once 

firewall is hacked; black nodes unprotected 

from attack 

Figure 9: traditional centralize network security means 

 

In contrary to traditional state-of-the-art firewalls, see Figure 9(a), modern intrusion detection systems (IDS) 

offer a lot of more useful functionality. An intrusion detection system can increase a system’s robustness, 

help detecting outliers or anomalies and even unknown attacks - so called Zero-Day attacks - and can operate 

in a decentralized manner. Such distributed approaches also avoid potential single points of failure (SPOF) in 

the security concept, as shown in Figure 9(b), and provide new security architectures for modern network 

structures.  
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Figure 10: example network architecture for a distributed IDS 

 

A distributed intrusion detection system is shown in Figure 10. The figure shows a network structure 

consisting of several IDS nodes. The circles symbolize the nodes and the lines active network connections 

between the nodes. The grey nodes act as voters for security related events; the black nodes accumulate 

events for logging and visual feedback. The voting function is explained later in Section 2.5.2. A distributed 

intrusion detection systems can combine both, NIDS and HIDS approaches, in a hybrid IDS model, see 

Figure 11. Each node in a network has an own IDS component installed but those components work together 

to form a larger IDS. The components may share information on detected events or contribute to common 

security goals.  

 

 

(c) distributed IDS modules (bold black 

circles) protect devices in a network segment; 

black node without IDS module 

 

(d) other network parts are still protected, even 

if one device is attacked; black nodes 

unprotected or attacked 

Figure 11: distributed Intrusion Detection System (IDS) 

 

An IDS is used to scan the network traffic for intrusions to the network and to report unknown or unwanted 

traffic to the network operator. Therefore the IDS gathers data from the network interfaces or even other 

applications, processes it using certain detection method to find errors, outliers, anomalies, or attacks, and 

stores some processed data in a knowledge base for detection purposes, see also Figure 12. Some parts of the 

knowledge base will be short term values stored in volatile memory; some will be long term values stored on 

non-volatile storage mediums. 

 

 

Figure 12: IDS operation flow; a knowledge base is used for the detection 
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Table 2 shows selected works on different IDS designs. There are three main detection approaches, rule 

based, anomaly based, and machine learning approaches. Rule based approaches use predefined rules or 

signatures just like a firewall. The network traffic is scanned and compared to the rules or signatures. An 

alarm is produced if at least one of the rules applies or a signature matched parts of the traffic. The difference 

to a firewall is that IDSs do not block traffic but detect and report unknown traffic. Rule based IDS are very 

reliable to detect known attacks but they cannot detect Zero-Day attacks, i.e. attacks that are yet unknown 

and therefore cannot be described by rules. Further complex rules are hard to define. A famous example for a 

rule based IDS is SNORT but the signatures are way too big for small nodes.  

 

IDS name technique / description literature 

Distributed Snort (2013) rule based, uses Apache Hadoop (Java) Cheon [72] (IJET) 

SVELTE IDS for IoT (2013) hybrid IDS, for Contiki, 6LoWPAN, WSN Raza [73] 

DEMO IDS for IoT (2013) rule base, uses Suricata, for 6LoWPAN, WSN Kasinathan [74] 

ML based IDS for WSN (2008) anomaly based, machine learning Yu [75] 

ML for anomaly detection (2005) anomaly based, machine learning using SVM / GA Shon [76] 

Table 2: selected works that proposed distributed IDS designs 

 

Anomaly based approaches use statistical or other methods or models that describe the traffic history to 

detect outliers and anomalies in the network traffic. Anomaly IDS may need more computing power to check 

against traffic but can adapt to traffic changes depending on the configuration of the IDS. Machine learning 

approaches such as Neural Networks first learn wanted network behaviour to build a knowledge base and to 

detect deviations. Therefore they need an initial training period. There is no ultimately applicable detection 

method available. All detection methods have their advantages and disadvantages for a particular application 

or purpose as well as different limitations and requirements. Different detection methods can also be mixed 

to work as a hybrid IDS model.  

 

 Detection, Correlation, and Alarm Distribution Methods 2.5.2

A huge variety of IDS detection, voting, and distribution methods have been proposed for cyber-physical 

systems (CPS). Detection methods are used to separate known or wanted device and network behaviour from 

unknown or unwanted behaviour. Therefore, the IDS needs an internal model of wanted or unwanted 

behaviour (mostly network traffic) to compare the monitored behaviour with. If the monitored device or 

network behaviour does not match the modelled wanted behaviour this is handled as an intrusion and can 

either lead to the creation of a security related event or a negative rating. Mostly, IDS need either a training 

phase in order to create a mathematical model for the detection on the fly or a pre-set configuration. Each 

detection method needs specific inputs for its operation – IDS features or metrics –, works in a different way, 

and produces another kind of output data. 

There are many different detection algorithms such as classification based and nearest neighbour based 

detection techniques, clustering techniques, plenty of statistical anomaly detection techniques, information 

theoretic techniques, spectral anomaly detection techniques, and more. Each IDS detection method needs 

specific inputs for its operation – IDS features or metrics –, works in a different way, and produces another 

kind of output data. There is no unique way to work with different IDS detection methods by providing the 

same input data to get similar detection results. This does not, in general, apply for the voting and 

distribution methods.  

The intrusion detection system (IDS) uses detection algorithms to decide if network traffic is wanted or 

unwanted. Intrusion detection algorithms can be classified in three main categories, rule or signature based 

algorithms, anomaly based detection methods, and machine learning approaches. Unfortunately, there is no 

ultimately applicable detection method available since every detection category has its advantages and 

disadvantages for a particular application or purpose and even the algorithms within the detection categories 

have different limitations and requirements. 
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Chandola [1] created a very comprehensive survey on IDS application fields as well as IDS detection 

methods. There is a huge number of classification based approaches, nearest neighbour based approaches 

and different clustering techniques, statistical anomaly detection techniques, information theoretic 

techniques, spectral anomaly techniques, and more, please also see Table 3. Chandola [1] has already partly 

compared advantages, disadvantages, and complexity of different IDS detection algorithms, as well as 

relative strengths and weaknesses of these IDS detection algorithms. Mitchell [52] focused a survey on IDS 

detection techniques especially targeted to cyber-physical systems. Bhuyan [60] also gave a detailed 

overview on network intrusion detection methods, systems and tools as well as mathematical IDS modelling 

and relations. Xie [61] gave a comprehensive overview on anomaly detection techniques and design 

principles for wireless sensor networks. 

 

detection techniques selected detection methods example literature 

classification rule based approaches, Neural Networks, Bayesian Networks, 

Support Vector Machines 

[36] [37] 

nearest neighbour k-th nearest neighbour distance, relative density [38] [39] [40] 

statistical modelling Maximum Likelihood Estimates (MLE), 3σ distance, box plots, 

regression models, histogram based approaches, kernel functions 

[41] [42] 

spectral analysis Principal Component Analysis (PCA), Compact Matrix 

Decomposition (CMD) 

[43] 

Table 3: intrusion detection techniques for sensor networks as classified by Chandola [1] 

 

Voting is an approach to reduce the detection error rate in distributed IDS. The approach has been originally 

invented to reduce module errors in critical systems such as aircraft or spacecraft control systems, i.e. by 

using triple modular redundancy (TMR) or N modular redundancy (NMR). One or more redundant modules 

perform the same decision. The results are put into a voter that checks for the plausibility of the decisions 

made by the modules. The voter outputs a final decision based on the most probable condition suggested by 

the underlying voting mechanism.  

 

voting techniques selected voting methods example literature 

amalgamation voting unanimity, majority, plurality, 2 out of n, median, predictor, 

smoothing, vector voters … 

[44] [45] [46] [47] [48] 

hybrid voting optimal, MLE, integrated, weighted, extra probabilistic … [49] [50] 

purpose-built voting n-way, stepwise negotiation, expedient, 2:3 way [51] 

Table 4: overview of voting methods by Latif-Shabgahi [68] 

 

Voting schemes have been comprehensively reviewed, for example, by Parhami [67] and, in particular 

directed to cyber-physical systems, by Latif-Shabgahi [68]. Parhami [67] introduced the binary 4-cube 

classification scheme for voting algorithms depending on the input data, output data, input votes, and output 

votes. This scheme contains the following voting classes: exact or inexact voting, consensus or compromise 

voting, preset or adaptive voting, and threshold or plurality voting. Voters targeted toward distributed 

intrusion detection can be usually assumed to be software based and to work asynchronously but are, in 

general, open to the underlying functionality of the used voting mechanism. Table 4 summarises a number of 

voting mechanisms classified by Latif-Shabgahi [68]. The methods are classified depending on their 

functionality - general (amalgamation or selection) voting, hybrid voting with extra information, and 

application-specific purpose-built voting. Since single voters form a potential single point of failure (SPOF) 

for distributed intrusion detection systems we want to have multiple or redundant voters that provide a fair 

voting as well. On the other hand, multiple distributed voters in a network increase the communication 

overhead for the IDS. 
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Event distribution helps notifying other devices in the network of any occurred security related events, for 

example, by using the Intrusion Detection Message Exchange Format (IDMEF) [70]. Most probably, another 

device wants to be informed at least of the kind of attack, the attack target(s), the time the event occurred, 

and which device detected it. 

There are different strategies for distributing any security related events across a network. First, each 

detected event may be either distributed separately, which means mostly immediately, or more events may 

be aggregated before distribution as well – depending on the actual threat level – to decrease the traffic load 

in the network produced by the IDS. Second, the notification may be intended for all other devices in a 

network, a closed group of devices, a number of selected devices, or even a random number and group of 

devices. A smart way to decrease the traffic load by simultaneously notifying the next network neighbours is 

the usage of shared memory approaches such as the distributed data storage tinyDSM developed by 

Piotrowski [69]. 

The event distribution method also depends on the routing protocol used in the network. Akkaya [71] has 

surveyed, for example, a huge number of routing protocols applicable for distributed IDS. Among them are 

data-centric routing approaches, hierarchical routing protocols, location based routing protocols, and other 

routing approaches based on either network flow or QoS models. Further, other factors have to be involved 

such as the scalability of the distribution method, the resource usage it produces on the devices, or the 

security level that is needed to protect the IDS communication. 

 

 Dependencies and Requirements 2.5.3

There are some general requirements on an IDS application. IDSs should not influence or disturb the main 

application in its operation in any way. To achieve that, it should be energy efficient in comparison to the 

main application, i.e. only use a spare part of the energy consumed by the main application. That means it 

should also run smoothly, i.e. provide real time capability. For that, the reaction time of the IDS should be 

preferably less than the response time of the application. Last, IDSs should have a low false positive rate and 

a low false negative rate. Also see Section 2.5.4 for an overview on the metrics and key performance 

indicators used to measure the IDS performance and effectivity. 

IDS may draw significant computing power depending on its design, the expected functionality and the 

wanted accuracy of the IDS. Higher detection accuracy needs in general more computing power and 

memory. Depending on how many network protocols, traffic exceptions and special cases have to be 

supported, the IDS may need a significant amount of memory to store rules, analysis results, message 

histories and other knowledge bases. The IDS preferably needs access to a non-volatile storage to protect 

from a complete loss of all knowledge bases in case of a disturbance, system restart, or power loss and to 

save logs for later investigation on intrusions or security issues.  

The need for resources also depends on the used detection algorithm. In most cases it is desired to run a 

combination of two or more different detection algorithms. Network layer detection (mostly rule based) can 

be fast if few protocol and behaviour checks are involved. The computing effort and memory consumption 

increase with the definition of more rules (i.e. the addition of more services that involve other kind of 

network traffic), the real time capability drops. Link layer detection (or anomaly / outlier detection) is mostly 

based on statistical calculations or machine learning methods and can draw more computing power. The 

computing effort, memory consumption, and real time capability will not change significantly if new 

services are added.  

Therefore, an IDS design is highly dependent on hardware prerequisites and available resources since it 

needs a lot of computing power due to its real time monitoring task. It may run on much more resource 

constraint devices as well but this depends on the IDS configuration, the amount of network traffic, the 

amount of available energy, exceptions and support of special cases regarding network traffic and the 

amount of available resources for the IDS in parallel of the main application. Mostly, this will lower the IDS 

detection accuracy. 

For the detection, IDSs need access to raw IP packets on a communication interface to apply packet checks. 

Therefore, it needs to run with root rights and possibly needs promiscuous mode access. The IDS can operate 

below any firewall and the main application or in parallel to the main application. This depends on the 

purpose of the main application, the available resources, the purpose of the IDS and its configuration. 
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The detection accuracy is dependent on the detection algorithm so that it is in most cases desired to run a 

combination of two or more different detection algorithms. Network layer (rule based) detection accuracy is 

in general very high but the knowledge base is very little, which means that only known attacks can be 

detected. The detection accuracy of link layer (anomaly / outlier) detection may drop if more services are 

added to the application. This can be solved up to a point by adapting the detection algorithm. In contrast, 

unknown attacks may be detected as well. 

The runtime performance as well as the detection rate of intrusion detection systems depends on the data rate 

of the network being monitored, the hardware it runs on, and the computational complexity of the selected 

IDS algorithms, what is discussed below. 

The higher the data rate, the faster an IDS needs to run to capture the network traffic and to compare it to its 

internal models. The processing speed of an IDS needs to fulfil the timing requirements 𝑡𝐼𝐷𝑆 < ∆𝑡𝑝𝑎𝑐𝑘𝑒𝑡, as 

well as ∆𝑡𝑝𝑎𝑐𝑘𝑒𝑡 = 𝑡𝑝𝑎𝑐𝑘𝑒𝑡 + 𝑡𝑗𝑖𝑡𝑡𝑒𝑟, where ∆t𝑝𝑎𝑐𝑘𝑒𝑡 is the time between the arrival of a network packet and 

the arrival of the next network packet, t𝑝𝑎𝑐𝑘𝑒𝑡 is the time needed for the transmission of one packet, t𝑗𝑖𝑡𝑡𝑒𝑟 is 

the deviation of the mean transmission time, and 𝑡𝐼𝐷𝑆 is the time the IDS needs to capture the packet, to 

compare it to internal models, and to create an alarm, if needed, such that 𝑡𝐼𝐷𝑆 = 𝑡𝑐𝑎𝑝𝑡𝑢𝑟𝑒 + 𝑡𝑐𝑜𝑚𝑝𝑎𝑟𝑒 +

𝑡𝑎𝑙𝑎𝑟𝑚. If the timing requirements are not fulfilled, the IDS cannot process every network packet what 

decreases the security level by possibly missing attacks or errors on the network. 

Intrusion detection systems are limited by the hardware they run on in terms of CPU power, available 

memory, and possibly a limited energy level, for example, on a battery driven device. The CPU power 

limitation influences the computational complexity, computation speed (real-time capability), and overall 

energy consumption of the IDS. The memory limits its maximum code size, feature size, and the size of its 

history or knowledge base. The available energy level possibly limits its communication – i.e. usage of the 

radio in wireless devices –, computational complexity, and memory consumption. All those limitations in 

turn affect the achievable security level since less available resources also restrict the possibilities to perform 

advanced security computations. 

The computational complexity of an IDS depends on the design choices [61] for its architecture, training or 

learning method, and detection algorithms [1]. The architecture design of an IDS depends on the actual 

application to protect. If the protected application is heavily distributed, for example, the distribution grade 

of the IDS will be probably high with lots of communication between the IDS parts in the network. The 

detection and training algorithms heavily influence the needed CPU power depending on the performed 

computations and memory usage for feature extraction and history.  

 

limitations use case 1 use case 2 

complexity high low 

computation speed moderate low 

energy consumption no matter low 

communication more less 

memory consumption moderate low 

code size big** small* 

feature size big** small* 

history size big** small* 

application fair small 

distribution grade high fair 

comp. complexity moderate low 

[*  ] few byte up to some kB, [**] plenty of MB up to few GB 

Table 5: IDS limitations for two different use cases, depending on the hardware resources 
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Nevertheless, the influence of each, detection and training algorithms, on the overall complexity of the IDS 

may be very different; also see Chandola [1] for a comprehensive comparison of already proposed detection 

algorithms. Table 5 compares two different use cases and their influence on the according IDS designs. Use 

case 1 assumes an Internet-of-Things (IoT) application with devices that have unlimited energy access and 

moderate resources that talk to a central station to send sensor data and gather commands and answers and to 

other devices for collective IDS decisions. Use case 2 assumes devices with limited energy and resources 

that only talk to a central station to send sensor data and gather commands without talking to other devices 

for collective IDS decisions.  

 

 Implementation, Validation, and Evaluation 2.5.4

IDS and main application may need to share network traffic data and access to the communication interface 

in some way. There are three possibilities, see Figure 13, to solve this situation depending on the hardware 

platform, operating system, and main application design. Red arrows indicate access to communication data, 

green arrows symbolize main application data, and blue arrows show IDS data such as security events. 

(a) the IDS gets the messages from the operating system and hands them over to the main application 

after the message has been checked, see Figure 13(a), 

(b) the main application calls the IDS running in a parallel task or as a service module on demand to 

check messages, also see Figure 13(b), 

(c) main application and IDS run in parallel without exchanging messages, see Figure 13(c). 

 

 

(a) IDS is underlying layer of 

application and passes checked 

data to application 

 

(b) application uses IDS 

running in connected task to 

check data 

 

 

(c) IDS runs completely 

independent from 

application 

 

Figure 13: IDS shared access on communication interfaces 

 

There are no special preconditions in case (a) despite of the fact that the IDS needs to run with root rights to 

access the communication interfaces to get the raw data from them. In case (b) we need to define proper 

access interfaces to the main application so that the IDS can hand over messages to the main application and 

the other way around. Case (c) may draw more resources and computing power since both, IDS and main 

application, access the communication interfaces in parallel. Table 6 also shows these dependencies. 

 

Dependency (a) IDS in series  

to main app 

(b) IDS on demand (c) IDS in parallel  

to main app 

Time delay ++ + 0 

Computing power 0 + ++ 

Table 6: IDS dependencies for sharing access on communication interfaces 
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Case (a) is the most time critical to the main application since it has to be ensured that the messages are 

handed over to the main application even if the IDS is not able to check the messages for some reason (few 

memory, CPU busy). The main application also has to implement some treatment algorithms for the alarms 

created and handed over by the IDS. Case (c) may draw the most computing power but seems to be most 

resilient, since both applications do not interfere in some way.  

 

 

Figure 14: IDS architecture split up into functional modules 

 

Figure 14 shows an IDS architecture split up in several functional modules. Network traffic is monitored by 

a detection module to gather security related events. An event correlation is performed in the correlation 

module. This can also include events generated by other devices in the network. The distribution module 

coordinates the event transmission to other devices. Both, detection and correlation use a knowledge base to 

decide about wanted and unwanted traffic and to correlate events. The knowledge base is distributed to 

locations in the device’s memory and storage. 

 

 

Figure 15: IDS test and evaluation flow 

 

Intrusion detection systems can be tested using benchmark streams that contain marked or unmarked attacks, 

anomalies, outliers, and errors. Unfortunately, there are yet no IDS benchmark streams for CoAP available 

since the protocol is rather new and still under development. Another way is to apply detection obstacles to 

IDS within a simulation environment such as OMNeT++ [62] - a specialized network simulation 

environment. Figure 15 shows a basic test and evaluation flow for IDS. Frist, a combination of different 

detection methods or configurations is selected from a pool of detection methods. These methods are mapped 

on a use case implementing several IDS modules on simulated hardware nodes inside a simulation 

environment. Different detection obstacles are drawn from a pool of test data and applied to the simulation. 

The results of the detection can be evaluated using certain criteria - the metrics and key performance 

indicators explained below. 
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Metrics 

General code quality and runtime metrics apply to intrusion detection systems as well and make them 

comparable in numbers to other IDS implementations. Such metrics are, for example: 

 code size in bytes, 

 memory usage in bytes or percentage, 

 CPU usage in percentage, 

 and energy usage in Watts or Joule. 

 

Further, common validation metrics targeted to application functionality, are: 

 performance,  

 scalability, 

 and information security. 

 

Performance metrics are usually measured using the size of implementations, produced overhead, real time 

capability and latency, or availability and reliability. Scalability metrics often include the number of devices 

supported, the distribution grade of resources and services, and the availability of resources and services. 

Information security metrics are mostly confidentiality, integrity, and authentication, but also privacy and 

freshness of data. 

 

Key performance indicators 

Since the main task of IDS is the detection of attacks, there are four key performance indicators (KPIs) for 

IDS regarding its detection ability. During a certain time period the IDS will scan numerous data packets and 

divide them into wanted (ok, no attacks or anomalies) and unwanted traffic (not ok, attack or anomaly). The 

decision process is not 100% accurate so that the IDS will produce false decisions. Those false decisions are 

characterized by the number of true positives, false positives, false negatives, and true negatives, where each 

decision can only fall into one of the mentioned categories at a time. The true and false positives and 

negatives are defined as follows, see also Fawcett [63], p. 862, fig. 1: 

 true positives (TP): attacks that have been detected by the IDS 

 true negatives (TN): no attacks and nothing detected by IDS 

 false positives (FP): no attacks, but falsely detected as such by IDS 

 false negatives (FN): attacks that have been missed by the IDS 

 

To calculate the mentioned KPIs, we have to determine the exact number of true positives, false positives, 

false negatives, and true negatives within a time period. True positives represent the unwanted traffic 

(attacks) and true negatives the wanted traffic (no attacks). False positives and false negatives represent 

actual false decisions made by the IDS, also see Table 7. 

 

 Detected Not detected 

Attack True positive False negative 

No attack False positive True negative 

Table 7: IDS true (white) and false (grey) decisions 
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With the number of true and false positives and negatives we can calculate the KPIs used for IDS evaluation 

summarised in Table 8 based upon the work done by Fawcett and Powers [63] [64]. 

 

KPI Abbr. Formula  

True positive rate 

(sensitivity, recall, 

or detection rate) 

TPR = 
Number of true positives

Number of (true positives + false negatives)
= 

Number of correctly detected anomalies

Number of anomalies in the test set
 

True negative rate 

(specificity) 
TNR = 

Number of true negatives

Number of (false positives + true negatives)
= 

Number of correctly not detected anomalies

Number of non − anomal data in the test set
 

False positive rate 

(fall-out rate or 

false-alarm rate) 

FPR = 
Number of false positives

Number of (false positives + true negatives)
= 

Number of falsely detected anomalies

Number of non − anomal data in the test set
 

False negative rate 

(miss rate) 
FNR = 

Number of false negatives

Number of (false negatives + true positives)
= 

Number of falsely not detected anomalies

Number of anomalies in the test set
 

Positive predictive 

value (precision or 

confidence) 

PPV = 
Number of true positives

Number of (true positives + false positives)
= 

Number of correctly detected anomalies

Number of detected anomalies
 

Negative predictive 

value (neg. prec.) 
NPV = 

Number of true negatives

Number of (true negatives + false negatives)
= 

Number of correctly not detected anomalies

Number of not detected anomalies
 

False discovery rate FDR = 
Number of false positives

Number of (false positives + true positives)
= 

Number of falsely detected anomalies

Number of detected anomalies
 

Accuracy ACC = 
Number of (true positives + true negatives)

Total number of test data in test set
= 

Number of detected anomalies

Total number of test data in test set
 

Table 8: key performance indicators for IDS evaluation by Fawcett and Powers [63] [64] 

 

Table 9 shows the expected performance of the metrics explained above. The detection of true positives and 

negatives - the sensitivity and specificity - as well as the precision and accuracy should be as high as 

possible; that means theoretically 100%. The false decisions, expressed by the fall-out rate, miss rate, and 

false discovery rate should be as low as possible; that means theoretically 0%. 

 

KPI TPR TNR FPR FNR PPV NPV FDR ACC 

expected  

performance 
1 1 0 0 1 1 0 1 

Table 9: expected performance of key performance indicators for IDS evaluation 

 

Further indicators are summarised in Fawcett and Powers [63] [64] such as the F1 score and the Matthew 

correlation coefficient, both calculated from the true and false positives and negatives directly. The F1 score 

expresses the harmonic mean of the precision and the sensitivity to form another measure for the IDS’s 

accuracy: 𝐹1 = 2TP/ (2𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁). The Matthew correlation coefficient MCC indicates the quality of 

the IDS’s decisions, i.e. whether the gathered information has been used correctly. The MCC can be 

calculated as: 𝑀𝐶𝐶 = (TP ∗ TN − FP ∗ FN)/√((𝑇𝑃 + 𝐹𝑃) ∗ (𝑇𝑃 + 𝐹𝑁) ∗ (𝑇𝑁 + 𝐹𝑃) ∗ (𝑇𝑁 + 𝐹𝑁) ). 

All KPIs are, however, as their name indicates, just indicators for a certain property or performance because 

they have been generated and evaluated using known input, i.e. benchmark streams or attack simulations. 

Evaluated IDS may behave different or even worse than the performance indicated by the KPIs with 

unknown input from the network traffic. Further, the performance indicated by the KPIs also depends on 

how the KPIs are applied - message wise or attack wise, which can include multiple messages per attack. 
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3 Node security 

This section discusses the SMARTIE components relevant to this deliverable regarding their architecture, 

implementation, and work flow. Subsection 3.1 specifically covers node attestation to check the state of 

software for potentially untrusted remote devices. The solution uses the Integrity Measurement Architecture 

(IMA) with a smartcard to check a device’s software. The subsection covers the integrity measurement of the 

software, the remote attestation protocol, policy options as well as implementation details. Subsection 3.2 

covers access policies that have been combined of Policies Decision Point (PDP) based on XACML and 

Distributed Capabilities. The subsection summarises advantages of XACML and lightweight PDP as well as 

Distributed Capability Based Access Control. The implementation of the access policies has already been 

reported in Deliverable 4.2. In Subsection 3.3 an intrusion detection system (IDS) is introduced that is 

intended to detect attacks in the IoT network to further protect SMARTIE devices. The IDS uses a two stage 

detection and correlation mechanism. The subsection specifically covers the IDS architecture design, the 

underlying detection and correlation mechanisms, implementation details and test possibilities. 

 

3.1 Attestation 

Securing the node’s hardware is only the first step in protecting the node. Still, in order to verify that the 

node is working properly, the state of the software also needs to be checked. A primitive for this purpose is 

remote attestation [77]. Remote Attestation is a security service that allows a verifier to check the internal 

state of a remote potentially untrusted device. Typically in PC architectures, remote attestation is linked to a 

secure hardware available in the PC, the TPM (Trusted Platform Module) [78] specified by the TCG [79]. 

On embedded devices, such a TPM is typically not available. We have therefore based our solution to an 

alternative widely available secure hardware module, the smartcard. The solution builds on top of the 

Integrity Measurement Architecture (IMA), which is an architecture to intercept and measure the executables 

and libraries before they are loaded into the memory. IMA is available in Linux kernels since version 2.6.30. 

We therefore use a Linux capable class of devices for our prototype and specifically implemented the 

solution using a Raspberry Pi. A smartcard can be attached to the Raspberry Pi through a USB card reader. 

However, smartcard also exist in the form of an SD card, so that a wide range of embedded devices having 

an SD card slot can be equipped with this technology. 

 

 

Figure 16: node attestation architecture for general Linux-based device 

 

IoT Device 

Kernel Module 
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The IMASC component (Integrity Measurement Architecture using a smartcard) requires software for two 

different hardware platforms: the embedded device and the smartcard. On the embedded device, the IMASC 

component the IMA service provided by the operation system and on the smartcard, the IMASC component 

is a protected java card applet to secure a secret signature key and to collect and store measurement results 

provided by the system. The architecture is depicted as in Figure 16. 

The IMASC design is in particular designed for IoT devices. The process of measuring and comparing all 

applications and libraries as well as the order in which they are loaded is hardly feasible on a standard PC, 

where hundreds of processes are typically executed concurrently. Our assumption for a small IoT device is 

that only a very limited number of processes is needed. This is generally the case, as IoT devices have a 

particular purpose they fulfil, such as collecting sensor measurement, controlling an actuation device, or 

processing data streams, e.g. from cameras. 

The IMASC solution consists of two steps, the internal integrity measurement and the remote attestation. 

Those functions are described in the following. 

 

 Integrity Measurement Protocol 3.1.1

We assume that the IMA kernel module places a hook to intercept all application or library calls. The module 

then measures the binary code before the kernel proceeds and loads the code into memory for execution. The 

measurement result is logged in the and also sent to the IMASC service. The IMASC system service 

transmits the result to the smartcard where it is timestamped and signed, so that no tampering with the entry 

is possible afterwards. Additionally, the smartcard keeps a register with a hash value hashing all 

measurements. This register is extended to contain a hash that also includes the current measurement. The 

register is called summary in the following protocol description. The register is initialized to 0 when the 

smartcard is initialized. 

1. After the IMA module sends new measurement (𝑀𝑖, 𝑯(𝑚𝑖)) to the IMASC. Here, 𝑀𝑖 denotes the 

file descriptor and 𝑯(𝑚𝑖) is the hash of the file’s content. 

2. Upon the reception of each measurement entry (𝑀, 𝑯(𝑚)), the  IMASC service sends it  to the 

smartcard. 

3. Upon reception of a signing request, the applet on the smartcard increases its global counter  𝑇 of 

received measurements and signs value 𝑋𝑇 = (𝑇,𝑀,𝑯(𝑚)). The counter is used because current 

smartcards are not offering a clock for a timestamp. The resulting signature 𝑌𝑇 = (𝑋𝑇 , 𝒔𝒊𝒈(𝑋𝑇)) is 

sent back to the IMASC service as response. The smartcard internal register summary, currently in 

state 𝑆𝑇−1, is extended by the operation  𝑆𝑇 = 𝑯(𝑆𝑇−1, 𝒔𝒊𝒈(𝑋𝑇)). 

4. The IMASC service is responsible to keep a measurement list of �⃑⃑�  on the device that is protected by 

the privileged user account. 

The global counter ensures the execution sequence of the applications in the record, so that once a deviation 

happened, all following measurements added to the register will also be recognized as a compromised state. 

It also prevents an attacker from deleting entries from the measurement list, as the signature verification with 

the counter will only work when the length of the list matches.  

 

 Remote Attestation Protocol 3.1.2

With remote attestation, a party (verifier) is able to inspect the status of a remote device at any time by 

requesting the measurement list of all files executed and verifying the signatures. Upon a remote attestation 

request, the IMASC service will interact with the smartcard and the remote party, to provide the attestation 

proof. The protocol steps are as follows.  
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1. The verifier sends a random nonce 𝑅 to the remote device, where the IMASC service receives it and 

forwards it to the smartcard. 

2. The smartcard applet signs the request together with summary register state S. The response message 

is 𝑨 = (𝑆, 𝒔𝒊𝒈(𝑅, 𝑆)) which is given to the IMASC service on the device. The service adds the list 

�⃑⃑�   of all executed files and sends (�⃑⃑� , 𝑨) back to the verifier. 

3. The verifier is able to verify the list of files executed and also the summary and signature provided 

by the smartcard. 

The summary provided by the smartcard ensures the completeness of the measurement list. Its binding with 

the challenge nonce in the signature prevents replay attacks that may reuse a legitimate attestation result 

from the history. 

 

 Policy Options 3.1.3

The solution can be configured for different behaviours, authenticated boot and secure boot. The difference 

lies in the way, the IMASC service intervenes the loading process to prevent applications or libraries from 

being executed. For this purpose, the device is given a whitelist of applications that are allowed. The 

whitelist consists of the measurement values of the whitelisted applications.  

In authenticated boot, IMASC always replies positive to the IMA module. In that case, the kernel will 

continue to the load the application. In contrast, in secure boot, IMASC will compare the measured hash 

value against the local and instruct the IMA module to stop loading the application. In addition an alarm can 

be raised in this case. 

 

 Implementation Overview 3.1.4

The Raspberry Pi is running the official installed Raspbian (Debian Wheezy) with kernel version 3.6.11. In 

order to attach the smartcard reader via USB to the Raspberry Pi, the packages libpcsclite, libpcsclite-dev, 

and libccid are installed. 

The IMASC service is then installed on Raspberry Pi, and a startup script /etc/init.d/imasc is created to 

start the service. Once started, the service listens to IMA kernel module for the new measurement result from 

an intercepted application call. Upon such event it will dispatch the background thread to communicate with 

the smartcard to sign on the measurement result according to the protocoled specified before. Similarly it 

will trigger the smartcard interaction following the attestation protocol once a request is received. 

Since Linux kernel 2.6.30, IMA is included in the release as a LSM (Linux Security Module) but is not 

enabled by default in the built. Therefore the module must be included and configured so that the IMASC 

service is called whenever IMA has measured a binary.  

The smartcard is a JavaCard and IMASC is running as an applet. The smartcard ID is set once and for all 

during the installation stage. Its public key pair is using RSA_CRT mode with 1024 bit length. The key pair 

is also generated once during the installation stage by the smartcard internally. While the secret key is not 

allowed to leave the smartcard, the public key can always be retrieved by the API. 
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3.2 Access Policies 

In Smart Cities, Internet of Things (IoT) deployments require fine-grained distributed solutions for access 

policies that are able to manage the increasing number of information sources. To address this issue, the 

SMARTIE project provides a combined solution consisting of Policies Decision Point (PDP) and Distributed 

Capabilities. 

 

 XACML and Lightweight PDP 3.2.1

The eXtensible Access Control Markup Language XACML by OASIS [59] is an access control framework 

consistent with Attribute Based Access Control (ABAC) [58]. XACML provides the necessary tools to 

define fine-grained policies described in Extensible Markup Language (XML). Moreover, the access control 

requests are described in XML. 

For IoT applications, a recent implementation of XACML [56] enables the request representation in 

JavaScript Object Notation (JSON). JSON makes the parsing of the queries much more efficient for 

constrained IoT devices. Moreover, the JSON notation is easier to recognize by the users because JSON is 

less verbose than the XML counterpart [53].  

NodeJS is a run time environment for server-side and networking applications to parse JSON messages. It 

offers several characteristics that make it a very relevant and viable solution in networking implementations 

[55]. NodeJS is a lightweight alternative to current XACML implementations. This lightweight solution 

allows checking access control of a wide number of sensors and gateways in IoT environments. For this 

reason, the SMARTIE project proposes a novel solution of Policy Decision Point based on XACML 

implemented by NodeJS.  

 

 Distributed Capability Based Access Control 3.2.2

The SMARTIE project proposes Distributed Capability Based Access Control (DCapBAC) [57] to support 

the heterogeneous nature of IoT ecosystems and to improve the Access Control performance in distributed 

environments such as Smart Cities.  

DCapBAC performs an authentication of user credentials to control the access of requested resource in an 

IoT network. In DCapBAC, this authentication process generates a capability token by the trusted authority 

of the user’s domain. This capability token is signed to avoid security breaches. That way, the user can send 

the query including the capability token to an IoT device. 

To implement that, the user sends a CoAP message that contains the requested resource and the capability 

token. The requested resource is expressed in the Request-URI of the CoAP Request. The capability token is 

included in the payload of the CoAP Request. The IoT device receives the CoAP Request and checks the 

validity of the capability token and the signature. If the capability token is validated and the requested 

resource is available, the device returns the requested information. In case the validation is not successful, 

the device returns an Unauthorized 4.01 response to the user. Nowadays, the current implementation of 

DCapBAC is done in C language to be used by constrained IoT devices. Moreover, a Java implementation is 

provided for the trusted authority that generates the capability tokens. 

One important feature of DCapBAC is that each capability token is tamper-proof and identified 

unequivocally. Furthermore, DCapBAC supports the principle of least privilege, offers a higher degree of 

usability as well as flexibility [57] that makes it a suitable choice for IoT scenarios such as Smart Cities. For 

these reasons, DCapBAC - in conjunction with XACML - provides a fine-grained distributed solution 

covering all requirements of authorization and access control of any IoT application. For more details, the 

implementation of DCapBAC and XACML is described in Deliverable D4.2. 
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3.3 Intrusion detection 

Smart city applications are challenged by a range of security related issues that can arise either from 

anomalies or from attacks. To protect a smart city application from the variety of attacks, security measures 

such as encryption, authentication, and authorization can be applied. Physical node protection, proper node 

operation, and access control are further security mechanism are preconditions for a secure operation. 

However, these measures typically do not consider the threat of compromised devices or sensors. 

Lightweight intrusion detection systems (IDS) are needed to complement available security measures. 

Intrusion detection systems help to monitor and detect security related issues. They will also be the only 

security measure left if other security measures are bypassed, broken, or not available at all. While an IDS 

intrinsically does not actively protect the system, it helps to detect attacks that otherwise may be 

undiscovered for a longer period of time and can be, depending on the configuration of the system, an 

underlying system for filtering and service protection.  

Intrusion detection design is dependent on hardware prerequisites and available resources as described 

below. The IDS may run on resource constraint devices depending on the IDS configuration, the amount of 

network traffic, the amount of available energy, exceptions and support of special cases regarding network 

traffic and the amount of available resources for the IDS in parallel of the main application. Along with the 

resource restriction come special requirements on SMARTIE components that partly apply for the IDS as 

well. These special requirements include the support of sleeping devices, scalability of the architectures, 

availability and discovery of services and physical entities, trust and security between devices, privacy and 

access control, logging and confirmation. Table 10 summarises applying IDS requirements. 

 

ReqID Requirement How addressed 

REQ14/ 

REQ59-63 

Trust + security IDS provides interfaces to external 

security library 

REQ15 Continuous connectivity Intelligent event history in IDS will 

reduce effects of connection losses 

REQ16 Confirm messages Supported by CoAP and usable by IDS 

REQ19 Privacy IDS provides interfaces to external 

security library 

REQ35 Access control rights not public IDS is controlled by IoT application for 

access control implementation 

Table 10: requirements addressed by the IDS 

 

We propose a lightweight intrusion detection system (IDS) for protecting IoT devices and monitoring the IoT 

network. The IDS is implemented as a lightweight C software library that supports multiple, also resource 

constraint devices. Modules that are created using the library can be distributed on devices across the IoT 

network. 

 Architecture 3.3.1

The proposed IDS architecture is explained in relation to Figure 14 in Section 2.5.4. Figure 14 shows a 

general IDS architecture split up in the modules detection, correlation, distribution, knowledge base, 

memory, and storage. A similar architecture has been implemented in embedded C that contains, in addition, 

a service module and voting mechanisms split up among the modules correlation and distribution; also see 

Table 11 for an overview on the IDS implemented modules. The architecture is also shown in Figure 17 and 

explained below. The IDS offers several interfaces to work according to Figure 13 in Section 2.5.4 either in 

series with the main application, see Figure 13(a) or as a parallel task, see Figure 13(b). Since the IDS is 

intended to run on resource constraint devices, the parallel mode has been omitted for the implementation in 

SMARTIE, also see the drawbacks and benefits for the shared access on the communication interfaces in 

Table 6.  
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Module Abbr. Description 

Detection D Performs the detection of security related events 

Correlation C Correlates security related events between devices 

(Event) Distribution ED Distributes security related events to other devices 

Knowledge base KB Contains knowledge to separate wanted and unwanted traffic 

Memory M Contains short-term knowledge base values 

Storage (Device) SD Contains long-term knowledge base values 

Services S Provides IDS services to other devices 

Table 11: modules of the implemented IDS architecture 

 

IDSs are used to scan the network traffic for intrusions to the network and to report unknown or unwanted 

traffic to the network operator. In order to perform the detection, also see the blue parts in Figure 17 (a), 

IDSs need to gather data from the network devices. Therefore, the detection module offers an interface to 

gather raw message data, also see the API description in Section 3.3.4. The IDS requires access to raw 

messages for detection purposes. This may include executing IDS modules with the root rights and / or in 

promiscuous mode depending on the target platform and application. The gathered raw data is passed to the 

detection core, explained in Section 3.3.2. There, the data is checked against the knowledge base, which 

contains mathematical models of valid traffic data.  

 

 

(a) confidentiality provided by the IDS 

 

(b) service flow provided by the IDS 

 

Figure 17: work flow of the implemented IDS architecture 

 

Depending on the kind of data in the knowledge base, it uses volatile or non-volatile memory or storage 

media to store and adjust short-term or long-term parameters and models for detection purposes.  The IDS 

needs access to the device storage for its long-term alarm log creation. The models and knowledge base 

parameters are explained in Section 3.3.2.  If the data checked by the detection module is not valid - which 

means it does not fit to the models in the knowledge base - an alarm (or security event) is raised by the IDS 

correlation module of the IDS and distributed using the distribution module. Therefore, the IDS needs access 

to a communication channel and port in the network to distribute its alarms and a connection to a central 

station or another device if the thrown alarms shall be visualised. 
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Data gathering and storage 

The IDS combines a rule based and an anomaly based approach for the detection and the correlation, also see 

Section 2.5.1 for a short explanation of both. Further, the IDS operation is split into a training mode and a 

detection mode, also see Figure 18(a). First, the anomaly based detection approach builds the IDS knowledge 

base from the network traffic during an initial training phase. During the training phase the mathematical 

models in the knowledge base are trained from the network traffic and some parts of the created models are 

exported for the detection mode to memory or storage locations, also see Section 3.3.2. The IDS needs 

access to the device storage for long-term knowledge base values and log creation. The detection uses the 

knowledge base created by the anomaly approach for the actual detection and stores a history of detected 

events for correlations purposes. The correlation uses predefined rules for combining the created events to 

events that will be distributed, also see Figure 18(b).  

 

 

(a) training and detection 

 

(b) detection modes 

 

Figure 18: IDS data gathering and storage 

 

Therefore, it imports the knowledge base from locations in the memory or from the device’s storage. That 

means the training and detection mode are independent of each other and do not run in parallel. This allows 

trained knowledge bases to be exported to other devices as well. This hybrid IDS detection approach 

combines the advantages of both, rule based and anomaly based intrusion detection, while using the 

lightweight parts of each approach to adapt to resource-constraint devices, also see Table 12. In the table, a 

plus indicates a strong advantage, a minus a strong drawback, however, the mentioned IDS features also 

depend on the implementation and configuration of the IDS. 

 

feature rule based anomaly based 

detection accuracy high (+) moderate 

computational complexity low (+) high (-) 

Zero-Day detection no (-) yes (+) 

needs training no (+) yes (-) 

on-the-fly adjustment no (-) yes (+) 

knowledge base size small (+) small - big 

Table 12: comparison of rule based and anomaly based detection 

 

During the training phase, the mathematical models are only partly exported since not all parts of the models 

are usable for the rule based detection approach. However, the rule based approach is way faster than the 

anomaly detection approach. This also reduces the knowledge base size. As a drawback, the IDS loses its on-

the-fly adjustment functionality in exchange for saving a huge amount of resources on the devices. The 

knowledge base can still be adjusted by stopping the detection and running another training phase.  
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Data distribution and services 

IDS alarms are created according to security related data gathered in the IoT network and distributed to the 

other devices in the network, for example, using tinyDSM [86] interfaces for simplified alarm and parameter 

distribution, please see the API description in Section 3.3.4 as well. That means, events already detected by 

IDS modules on other devices have to be correlated as well in the IDS’s correlation module with own alarms 

created in the detection module, also see Figure 19. The correlation is done in two ways. First, there is a local 

correlation to match own alarms with events created by other devices, also see Figure 19(a). Second, there is 

a correlation among neighbour devices using voting, also see Figure 19(b). The mechanism is further 

explained in the next section. 

 

(a) local correlation 

 

(b) distribution among devices 

 

Figure 19: IDS correlation mechanisms 

 

Services are announced in the IoT network using discovery services as needed. The IDS offers service 

announcement, request, and request answer functionalities via its service module interfaces, please also see 

the green parts in Figure 17(b) and the API description in Section 3.3.4. 

 

Confidentiality  

IDS data may also be encrypted by calling external crypto libraries such as shortECC [87] to provide 

confidentiality. There are two different ways how the external crypto library is used by the IDS. First, the 

IDS can access it via the knowledge base to encrypt or decrypt IDS data in the memory or storage. Second, 

the service module can access it to encrypt or decrypt data that needs to read from the knowledge base and is 

transmitted to other devices while performing service requests or transmitting IDS data, also see the red parts 

in Figure 17(a). In the figure, the external shortECC module supports the IDS’s storage data system as well 

as its service structures. Also see the API description in Section 3.3.4 for details on the crypto interfaces. 

 

 Detection and Correlation 3.3.2

This section covers the detection and correlation mechanisms of the IDS. First, the detection is explained in 

detail with examples. Afterwards, the correlation methods are explained. From the many investigated 

algorithms in Section 2.5.2 a Boxplot detection approach was chosen as the main detection method for the 

IDS. The Boxplot method is a well-known as a statistical method to investigate measurement data and can be 

used for anomaly detection in intrusion detection systems to find outliers in data. We use the Boxplot 

algorithm to form the knowledge base for the IDS since it offers some advantages compared to other 

anomaly based detection methods. First, the Boxplot methods does not need a lot of computing power since 

it models kind of a parameter-less mathematical distribution. Second, the output of the algorithm can be 

easily used to match to a rule based approach, which we use for the local correlation explained at the end of 

this subsection. This is due to the fact that the Boxplot mathematical model is quite small and can be even 

used with fewer parameters for detection purposes using Horn-Formulas. The rule based local correlation 

uses these few parameters for the detection as described later in this section. The Horn-Formulas can be 

applied as simple threshold checks that draw less computing power but are very accurate. The distributed 

correlation is performed by a simple majority voting functionality that is intended to increase the detection 

accuracy by sorting out detected errors, noise, and anomalies that are not attacks but may be falsely reported 

by the IDS. 
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Anomaly based detection 

Originally, a Boxplot is a non-parametric graphical representation for numerical data to easily check the 

spread (dispersion), skewness, and outliers of the data set without assuming a certain statistical distribution 

and performing intense statistical calculations. Since it looks like a box it has been given the name Boxplot. 

A numerical data set 𝐷 =  [𝑑1, 𝑑2, 𝑑3, … , 𝑑𝑖, … , 𝑑𝑛] shown in Figure 20(a) is transformed into a Boxplot 

representation shown in Figure 20(b) using the mathematical descriptions in Table 13. In Figure 20(b), the 

square inside the Boxplot marks the average of the data set D and the line inside the Boxplot marks the 

median. 

 

 

(a) scatter plot of a numerical data set  

 

(b) Boxplot of data set D 

 

Figure 20: Boxplot representation 

 

A Boxplot is described mainly by the first and third quartile of the sorted numerical data as well as the 

median of the sorted data (second quartile). Thereby, the first quartile represents the data value at 25% of the 

sorted data, the median (second quartile) the data value at 50% of the sorted data, and the third quartile the 

data value at 75% of the sorted data. Depending on the number of data points in the data set (an even or odd 

number), the estimation of the quartiles is slightly different and may incorporate rounding or arbitrary 

choosing between two values. The interquartile range, as well as the upper and lower outlier limits can be 

calculated from the first and third quartile. 

 

Parameter Value in data set D Index of data set D 

1
st
 quartile 𝑞

1
= 𝐷(𝐼𝑞1) 

𝐼𝑞1 = 𝑛 ∗
1

4
 

2
nd

 quartile (median) 𝑞
2
= 𝐷(𝐼𝑞2) = �̃� 

𝐼𝑞2 = 𝑛 ∗
2

4
 

3
rd

 quartile 𝑞
3

= 𝐷(𝐼𝑞3) 
𝐼𝑞3 = 𝑛 ∗

3

4
 

Interquartile range 𝐼𝑄𝑅 = 𝑞3 − 𝑞1  

Outlier limits 

(Tukey Boxplot) 
𝐿𝑙𝑜𝑤 = 𝑞

1
− 1.5 ∗ 𝐼𝑄𝑅 

𝐿𝑢𝑝 = 𝑞
3
+ 1.5 ∗ 𝐼𝑄𝑅 

 

Table 13: minimal Boxplot parameter set for anomaly based detection 

 

Further Boxplot parameters are the minimum and maximum values (also called 0th and 4th quartile), the 

mean (average), the upper and lower 1σ standard deviation limit from the mean, the 9
th
 and 91

st
 percent 

limits (percentiles), the 2
nd

 and 98
th
 percent limits (percentiles), and other L-estimators that have not been 

implemented in the IDS due to the increased computational complexity and further needed correlation 

functions. 
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Once the parameters of a data set are calculated, the outlier limits serve as thresholds for the valid data in the 

data set. Any values that live beyond the outlier limit can be regarded as outliers. That means as well, that we 

can compare other values to the data set by checking the values against the data set’s outlier limits. A 

checked value does not exceed the outlier limits of the data set if it fulfils the condition 𝐿𝑙𝑜𝑤 <  𝑑 <  𝐿𝑢𝑝. In 

other words, the lower outlier limit is smaller than the checked value and the checked value is smaller than 

the upper outlier limit. Otherwise the checked value can be considered as a value that does not match the 

Boxplot, or as an outlier. This condition allows us to use the Boxplot algorithm to create outlier limits from 

certain data sets that can then be used as threshold in other detection algorithm such as the rule based 

approach we use for our local correlation. Therefore, the parameters created by the Boxplot algorithm are 

stored in the IDS knowledge base. The detection can then be performed by a simple if-then test, to check if a 

value exceeds the outlier limits. In this case, the value is regarded as an outlier and counted to the unwanted 

traffic that raises an alarm. 

 

Application Example 

In a message there are different fields of values concatenated that represent, for example, sensor values, 

commands, states, requests, service responses, and header information such as device addresses, routing 

information, message types, flags, and more, see Table 14. These fields have different data types and varying 

length. Flag information, for example, often just need a single bit to indicate a condition. Sensor values are 

represented as integer or floating point types, commands by integer numbers or as strings. Some of the fields 

may have fixed-length data types such as device addresses, some may vary heavily in length and content 

such as strings or structures in commands, requests, or service responses. 

 

Protocol info Src Dest Message type Token Payload string 

1 byte 6 byte 6 byte 1 byte 8 byte x byte 

Table 14: simple example message 

 

 

Pinfo Src1 Src2 Src3 Src4 Src5 Src6 Dest1 Dest2 Dest3  

1 byte 1 byte 1 byte 1 byte 1 byte 1 byte 1 byte 1 byte 1 byte 1 byte … 

 

Pinfo/Src1 Src2-3 Src4-5 Src6/Dest1 Dest2-3 Dest4-5 Dest6/MsgT Token1-2  

2 byte 2 byte 2 byte 2 byte 2 byte 2 byte 2 byte 2 byte … 

 

Pinfo/Src1-3 Src4-6/Dest1 Dest2-5 Dest6/Token1-3 Token4-7 Token8/PayL1-3  

4 byte 4 byte 4 byte 4 byte 4 byte 4 byte … 

Table 15: portioning of the example message in blocks of different length 

 

The example message shown in Table 14 can be divided into parts of equal length, for example, in 1, 2, or 4 

byte blocks as shown in Table 15. Then we can calculate a set of Boxplots for each of those blocks as 

described below. This training method is based on the method used by Rajasegarar [65]. Every message M is 

mathematically described by N concatenated equal-length blocks bi so that 𝑀 = 𝑏1 |𝑏2 |𝑏3 |… | 𝑏𝑖  |… | 𝑏𝑁 with 

possibly N varying from message to message transmitted in the network. If we accumulate the data values of a 

certain block bi of a number n of transmitted messages M over a time window ∆t, we can describe the data 

contained in the obtained data set Di as 𝐷𝑖 = 𝑑1 |𝑑2 | 𝑑3 |… | 𝑑𝑘 |… | 𝑑𝑛, or as Di is the data set accumulated in 

block bi of all messages M during the time window ∆t, where 𝑖 = [ 1…  𝑁 ] describes the i-th block of the 

message and dk the collected data points. Now, we can create a Boxplot or even a set of Boxplots B for each 

data block bi with data Di so that 𝐵𝐷𝑖
= 𝐵1 |𝐵2 | 𝐵3 |… | 𝐵𝑧 |… | 𝐵𝐿, where each Boxplot’s parameters represent 

another subset of data points from the data field Di such that 𝐵𝑧 = 𝑓(𝑑𝑘, 𝑑𝑘+1, 𝑑𝑘+2, … , 𝑑𝑘+𝑥) with x the length 

of the subset.  
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Hence, the matrix of Boxplots needed for the IDS operation can be described as 

 

𝐵 =

(

 
 
 

𝐵11(𝐷1) 𝐵12(𝐷2) … 𝐵1𝑖(𝐷𝑖) … 𝐵1𝑁(𝐷𝑁)

𝐵21(𝐷1) 𝐵22(𝐷2) … 𝐵2𝑖(𝐷𝑖) … 𝐵2𝑁(𝐷𝑁)
… … … … … …

𝐵𝑧1(𝐷1) 𝐵𝑧2(𝐷2) … 𝐵𝑧𝑖(𝐷𝑖) … 𝐵𝑧𝑁(𝐷𝑁)
… … … … … …

𝐵𝐿1(𝐷1) 𝐵𝐿2(𝐷2) … 𝐵𝐿𝑖(𝐷𝑖) … 𝐵𝐿𝑁(𝐷𝑁))

 
 
 

. 

 

Each set of Boxplots is intended to describe the data that was made available during the time window ∆t. 

That way, patterns, repetitions, or accumulations of data points will be represented by Boxplots. Figure 4 

illustrates the idea. During the training period of the IDS, it is feed with network data that is treated as 

explained above, i.e. divided in blocks to perform the Boxplot creation afterwards. During the training, the 

network data is saved with the Boxplots to keep the model adjustable. There will be as much Boxplots 

created for each data block as is needed to describe the data in the block. The resulting parameters of the 

boxplots in the created Boxplot matrix are then saved as the knowledge base. Figure 21 illustrates the idea. 

The figure shows the example message divided in blocks and below it, a number of Boxplots that have been 

created for each block. For the third data block, a set of two Boxplots has been created. This happens, for 

example, when two different destination address ranges are used. 

 

 

Figure 21: Boxplot matrix applied to the example message 

 

Rule based detection and local correlation 

Simple rule based detection approaches use a number of simple if-then clauses for the message checks. They 

draw less computing power and are very accurate. Such clauses are expressed in the following way: 

 
if (<check value> <compare operator> <threshold value>) then  

action(). 

 

For each tested message, the same rule checks are applied. The IDS will alarm the operator whenever a 

condition matches, i.e. one of the rules applies. However, the rules have to be described manually by 

investigating the network traffic. Rule based detection has a low false positive rate for all known predefined 

cases. Unfortunately, this approach is limited by two factors. First, the possibility to express complex 

behaviour in rules is limited. Second, the possibility to detect unknown attacks / anomalies is nearly zero, 

also compare the summary in Section 2.5. 

For the IDS we combined the rule based approach with an anomaly based approach. First, the threshold 

values are directly created from the network traffic by the anomaly detection part of the IDS so that they are 

not created manually. Second, a number of hard-coded event correlations are applied. Therefore, this 

detection mechanism is applicable to known as well as unknown network traffic but will probably produce a 

higher false positive rate than a rule based IDS only. 
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The IDS regards alarms as security related events. Therefore, it provides an event IO interface for the 

distribution and accumulation of security related events. An event is handled internally by the IDS as a 

structure containing an alert level, an attack level, and an event identifier, and a timestamp. The timestamp is 

set when the event was created. The event identifier indicates one of the events in Table 16. The alert level 

increases with number of detected suspicious values, messages, or attacks. The attack level increases with 

number of simultaneous attacks. The attack level mechanism allows other security related tasks on a device 

to increase the awareness of the IDS for attacks, i.e. the IDS provides a mechanism to distribute other tasks 

security related events together with own IDS events. 

 

Identifier Event label Event description 

0 NULL No attack 

1 OUTLIER Abnormal value in message 

2 ANOMALY Abnormal message or timing 

4 ATTACK Abnormal message flow 

8 TASK1 Event from other task 

16 TASK2 Event from other task 

32 GROUP Event from a group member 

64 VOTE Voting event 

 …   

Table 16: selected IDS events and correlation values 

 

If more than one event occurs at the same time they will be first held internally in an event set, i.e. a list of 

different events occurred within the same time window. The detection module could, for example, create an 

abnormal message flow event while the IDS also gets another event from a connected TASK1 using the 

IDS’s event IO interface. Whenever more than one event occurs in the same time window the correlation 

module will create a complex event out of this set of basic events. That means a new event will be created 

with the current timestamp and an event identifier combined out of all basic events identifiers using 

concatenation. Since the event identifiers follow a 2
n
 numbering scheme they can easily decomposed again 

for the correlation of recent event. Therefore, all events are also stored in an event history to support the 

correlation of recent event. Depending on the basic events occurred and the last events in the event history, 

the attack and alert level for the local device will be increased or decreased. The alert level indicates the 

awareness of the device against attacks. The attack level indicates the awareness against multiple different 

attacks. The local correlation uses rules like shown in Table 17 with threshold values X and Y (local 

parameters). 

 

Occurrence Rule 

Event created Add to event history 

More than 1 event created at a time Create complex event 

More than X events of type 1 at a time Create type 2 event 

More than X event of type 2 in last Y of history Create type 4 event 

More than X events of type 2 in last Y of history Create type 4 event 

Event type 4 created Distribute event, increase alert level 

Less than X events of type 4 in last Y in history Distribute event, decrease alert level 

32 < event type < 64 created Distribute event, increase attack level 

Less than X events of 32 < type < 64 in last Y in history Distribute event, decrease attack level 

…  

Table 17: selected local correlation rules 
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Distributed correlation and alarm distribution 

For the purpose of alarm distribution and distributed correlation the IDS can use tinyDSM features. Please 

refer to the IDS’s tinyDSM interfaces in Section 3.3.4. The tinyDSM approach is a platform independent 

shared memory framework implemented in C that shares variables among a trusted group of network devices 

and keeps them valid by performing an automatic replication of the variables. The approach can also be 

secured by using an external crypto library such as shortECC [88]. There are global and array variables that 

can be shared using tinyDSM. They differ in their specification according to Table 18. 

 

Variable type Entries Owner Changes Replication 

Global variable 1 Creating node Owner only Whole variable 

Array variable N Entry owner Entry owner only Entries independent of each other 

Table 18: shared variables provided by tinyDSM 

 

The IDS local events are mapped to distributed tinyDSM variables by the distribution module in order to use 

the tinyDSM shared variable features. A tinyDSM variable holds the fields VariableID, NodeID, Timestamp, 

and Value, whereas IDS events contain the fields alert level, attack level, event identifier, and timestamp. 

The IDS events are mapped to the tinyDSM variables using the tinyDSM variable set interface as in  

Table 19. Therefore, the IDS interfaces act as wrappers to the tinyDSM application interfaces, also see page 

109 in Piotrowski’s work [89]. The timestamp of the IDS event will be omitted when mapping the event to 

tinyDSM variables since every tinyDSM variable already has an own timestamp field that is immediately set 

after the creation or change of the variable. Therefore, the timestamps of an IDS event and a tinyDSM event 

will slightly differ due to the processing needed until the mapping is finished. 

 

IDS event variable mapping to tinyDSM variable meaning tinyDSM variable contains 

alert level array variable alert level array var_id = <alert level id> 

node_addr = <owner node addr> 

value = <owner node’s alert level> 

timestamp = <set by tinyDSM> 

attack level array variable attack level array var_id = <attack level id> 

node_addr = <owner node addr> 

value = <owner node’s attack level> 

timestamp = <set by tinyDSM> 

event identifier  global variable shared event var_id = <shared event id> 

node_addr = <owner node addr> 

value = <owner node’s event id> 

timestamp = <set by tinyDSM> 

timestamp as part of tinyDSM variable mapped indirectly (re)set after creation / change of 

tinyDSM variable 

Table 19: mapping IDS local events to tinyDSM shared variables 

 

The distributed tinyDSM variables are mapped back to IDS local events using the tinyDSM variable get 

interface as in Table 20. Events will be mapped according to Table 16. The mapping from tinyDSM 

variables back to IDS events is supported by the distributed event correlation of the IDS that combines basic 

events into complex events. That way, a complex event is generated no matter how many tinyDSM variables 

change at a time. 
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occurrence tinyDSM variable mapping to IDS event 

other node’s entry changed 

in alert level array 

var_id = <alert level id> 

node_addr = <other node’s addr> 

value = <other node’s alert level> 

timestamp = <set by tinyDSM> 

alert level = <tinyDSM value> 

attack level = <no change> 

event identifier = <GROUP> 

timestamp = <tinyDSM timestamp> 

other node’s entry changed 

in attack level array 

var_id = <attack level id> 

node_addr = <other node’s addr> 

value = <other node’s attack level> 

timestamp = <set by tinyDSM> 

alert level = <no change> 

attack level = <tinyDSM value> 

event identifier = <GROUP> 

timestamp = <tinyDSM timestamp> 

shared event variable 

changed by other node 

var_id = <shared event id> 

node_addr = <owner node addr> 

value = <owner node’s event id> 

timestamp = <set by tinyDSM> 

alert level = <no change> 

attack level = <no change> 

event identifier = <tinyDSM value> 

timestamp = <tinyDSM timestamp> 

Table 20: mapping tinyDSM shared variables to IDS local events 

 

If the tinyDSM event handler interface is configured accordingly, IDS events may also trigger tinyDSM 

events. This event handler interface can register a callback function to notify an application, i.e the IDS, in 

case tinyDSM events were produced. Also see page 109 and following of Piotrowski’s work [89] for further 

details on how to use the full functionality of the tinyDSM application interface by advanced event 

configuration. This process is triggered if certain thresholds that have been set for the tinyDSM variables are 

exceeded. A tinyDSM event can, for example, be produced if a certain threshold for the alert level has been 

reached. Only one device is needed to create that event, i.e. if the alert level was exceeded on one device in 

the trusted devices group, all devices in that group receive this event. For the alert level that means, for 

example, an event is created that sets all devices into alarm mode when one device is continuously attacked. 

Expresses as a rule model that means 

 

if (<tinyDSM value> <compare operator> <tinyDSM threshold>) then  

callback_notify(). 

 

Before the distributed event takes place, a distributed decision should be performed to minimize false 

decisions. This can be performed by a simple and commonly used majority voting functionality supported by 

IDS distribution module that is intended to increase the detection accuracy by sorting out falsely detected 

errors, noise, and anomalies. During majority voting a number of devices decides between n possible results. 

The actual result of the voting is the result that was chosen by the majority of devices during the voting 

process. That means, for a number of n devices voting a decision for the IDS, the decision of the majority of 

at least (n + 1) / 2 devices is taken as the result since the IDS only supports acceptance or refusal of events. 

The distributed correlation uses rules like shown in Table 21 with threshold values X and Y (parameters). 

 

Occurrence Rule 

Event distributed Check against own history 

Alert level + external alert levels > X Suggest alarm 

Alert level + external alert levels < X Suggest alarm reset 

Attack level + external attack levels > X Suggest alarm 

Attack level + external attack levels < X Suggest alarm reset 

Majority suggests alarm Create tinyDSM alarm, set alert level to max 

Majority suggests alarm reset Reset tinyDSM alarm, decrease alert level 

…   

Table 21: selected distributed correlation rules 
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 Implementation and Test 3.3.3

This section contains descriptions regarding the implementation of the training period, knowledge base, as 

well and test environments. First, the operating flow of the training algorithm is explained in detail. The 

contents of the knowledge base, i.e. mathematical models and their parameters needed for the detection, are 

discussed afterwards. The end of this section covers a short summary of test and evaluation environments. 

 

Training flow 

For the training algorithm, the first element d1 of each data set is used as a starting point and is set as the only 

element of a new Boxplot in a Boxplot set. The next element d2 of the data set is checked to fit into the 

existing Boxplot. If the data point fits to the Boxplot the point is added to the Boxplot and the Boxplot’s 

parameters are adjusted as explained below. If the data point does not fit to the Boxplot, a new Boxplot is 

created with the data point as the only element. The next element d3 of the data set is now checked against 

both Boxplots, i.e. against the whole Boxplot set, and added to the very first Boxplot it matches. The same 

procedure goes on with all elements left in the data set until the Boxplot set is built up. 

To match a Boxplot, one of the following conditions must be fulfilled. Either, the checked data point is 

greater than the lower outlier limit and smaller than the upper outlier limit so that 𝐿𝑙𝑜𝑤 <  𝑑2 <  𝐿𝑢𝑝, or, the 

data point matches the second quartile by a certain matching factor g so that 𝑞
2
− 𝑔 <  𝑑2 <  𝑞

2
+ 𝑔. The 

matching factor has been introduced to the model since otherwise the model will not be built up correctly 

when the Boxplot is not filled with enough data points yet to calculate the parameters. 

The adjustment of the Boxplot parameters goes as follows. The first entry leads to these calculations in the 

Boxplot model: D = [d1], n = 1, Iq1 = 1, q1 = d1, Iq2 = 1, q2 = d1, Iq3 = 1, q3 = d1, IQR = 0, Llow = d1, and Lup = 

d1, please also compare Table 13. All quartiles and the outlier limits have the same value. It is obvious that 

there cannot be performed any outlier detection or matching yet. There are too few data points available to 

create a useful Boxplot representation. A matching of data would include a single data point only. All other 

values in the whole value range would be treated as outliers. If the model contains three data points, the 

calculations will be as follows: D = [d1, d2, d3], n = 3, Iq1 = 1, q1 = d1, Iq2 = 2, q2 = d2, Iq3 = 2, q3 = d2, IQR = d2 

– d1, Llow = d1 – 1.5*(d2 – d1) and Lup = d3 + 1.5*(d2 – d1). Depending on the data in D, a Boxplot 

representation may be already useable for detection with few data points but matching of data can only be 

done if the Boxplot model contains more data points. Therefore, a matching factor (kind of a gravity 

function) has been introduced to help the algorithm building up the Boxplot model. That way, the first data 

points will be matched according to their proximity to a Boxplot’s median value instead of the exceedance of 

a Boxplot’s outlier limits. For the first few elements, the range of the matching factor around the Boxplot 

median will be greater than the inter-quartile range spanned by the first and third quartile. This is particularly 

useful if the Boxplot contains only few values or a number of equal values. 

 

 

Figure 22: gravity function used to catch data in empty Boxplots 

 

If desired, Boxplot models can be easily tuned to more accuracy using diverse estimators mentioned above as 

well in exchange for increased computing power. As a drawback, a sorting algorithm is needed to calculate 

the Boxplot parameters during the training period of the IDS. 

Unfortunately, Boxplots are not usefully applicable to small fields such as fields with just a few bits length, 

fields that usually only contain a few different values even if the value range of the field is large, or fields 

where the values are almost equally distributed over the whole value range since the calculated Boxplot 

parameters are less useful to detect outliers in this case. Most probably, this method will need a longer 

training phase since there will be an increased probability to produce blocks that need to be mapped to a 

larger number of Boxplots. 
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The splitting of data fields over more than one block may lead to detecting issues. The influence of the 

splitting method has to be investigated further. Different splits may also be also combined to achieve better 

detection results. The influence of this approach on the detection quality and also combination possibilities 

have to be investigated further as well. 

As a benefit, there is no need to intense statistical calculations during the detection phase for IDS using 

Boxplots as a statistical model. The detection phase works with simple comparisons of values to Boxplot 

parameters following the condition.  

 

Knowledge base 

For the export of the knowledge base each Boxplot representation in the created Boxplot matrix is saved in 

the following way, please also refer to Table 13 for a summary of parameters used to describe the Boxplot 

model. Since only the Boxplot parameters are needed for the detection, the training data is omitted from the 

model after finishing the training and the knowledge base entry for a Boxplot representation is reduced to its 

parameters and the additional matching factor: 

 

entry[i][z] { 

<first quartile> 

<second quartile> 

<third quartile> 

<inter-quartile range> 

<upper outlier limit> 

<lower outlier limit> 

<outlier limit factor> 

<matching factor> 

} 

 

Both, outlier limit factor and matching factor can be adjusted as well to tune the detection capability further 

after the training period. Theoretically, only the outlier limits are needed for the detection but the availability 

of the whole model allows easier adjustment of the models without losing all the knowledge gained from 

former training periods. Otherwise, the training needs to be performed again. 

 

 

Figure 23: OMNET++ simulation used to perform IDS evaluations [62] 
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Test 

Assumption for real-world tests is a development hardware platform such as RaspberryPi (700MHz ARM 

CPU, 512 MB RAM, SD storage, Ethernet interface, easy USB connection possibilities for radio modules  - 

BT or WLAN, Linux OS for easy development) or similar. Runtime tests have been performed on the 

developing PC first, a PC with Linux OS using Eclipse and GCC to compile, and on Raspberry Pi running 

Raspbian, compiled using GCC on the RaspberryPi. A test simulation [66] has been created using the 

OMNeT++ network simulation environment [62] to perform different benchmarks on the IDS, also see 

Figure 23. As mentioned in 2.5.4, there are yet no IDS benchmarks for the CoAP protocol available. An 

evaluation framework is needed since this CoAP is the underlying protocol used in SMARTIE. Figure 23 

shows the simulation framework design flow. The C/C++ code for the intrusion detection system is 

generated from the application code, a CoAP library, and the IDS code library. This code can be executed as 

part of the OMNeT++ simulation or be compiled for the target hardware platform. Application-specific 

scenarios and attacks may be applied to the generated IDS. That way, it is possible to test a variety of virtual 

applications or use cases, attack scenarios, network and IDS configurations. 

 

 Advanced Programming Interface 3.3.4

This section contains descriptions for the C programming interface of the IDS library and its interfaces. First, 

the input and output interfaces of the IDS are described. The following paragraphs cover the IDS’s 

configuration possibilities, the training and detection interfaces for the IDS in detail, as well as input and 

output parameters and files of the IDS. The code documentation found in this section has been made using 

the doxygen code documentation framework [80] and is copied directly from the source code of the IDS. 

Figure 24 shows the input and output interfaces of the IDS. There are two ways to configure the IDS and to 

perform data input and output with the IDS. For devices supporting files, the configuration and data handling 

can be performed using input and output files. For small devices that do not support files, extra input, output, 

and configuration interfaces have been created. 

 

 

Figure 24: interfaces for IDS configuration, training, and detection 

 

In order to perform the training of the knowledge base, the IDS needs input data in form of network traffic 

and training parameters. The network traffic can be put into the IDS using either the training data input file 

train.dat or the IDS interfaces for training data, both explained below. The training parameters are given 

either in the input file train.cfg or via the IDS interfaces for setting the training parameters, please see below 

as well. The output of the training period will be a file class.def containing the knowledge base and a file 

run.cfg that contains the configuration for the detection mode of the IDS. Alternatively, the created 

knowledge base is held in the device memory to work on small nodes that do not provide file in and output. 

The IDS creates a log file log.txt that contains operating flow messages. For an example of log file contents 

also have a look at the end of this section. 
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For the detection mode, the IDS needs input data in form of network traffic and runtime parameters. The 

network traffic can be put into the IDS using the IDS runtime interfaces explained below. The runtime 

parameters can be provided either using the IDS input file run.cfg or may be handed over via the IDS 

interfaces for setting the runtime parameters, please see below as well. In addition, the detection mode needs 

the knowledge base for its operation. The knowledge base can be put in using the file class.def produced 

during the training period. Alternatively, the knowledge base held in the device’s memory is used to perform 

the detection on small nodes that do not provide file in and output. The detection mode also uses the log file 

log.txt to post operating flow messages as well as detected issues. 

 

Training mode parameter file 

The IDS can be configured before the training period using a file train.cfg. The file contains basic 

information such as the training method to use, the data block size for this algorithm, and other needed 

learning parameters, please see below. The classifier tag indicates the algorithm used for the training. 

[ train ]    indicates a training parameter file  

classifier = <boxplot>  sets IDS algorithm, influences parameters below 

data type = <1/2/4>  data width used for classification algorithm 

sticky parameters = <0/1> 0: default; 1: override with values below 

learn positive = <0/1>  0: learning on; 1: learning off 

learn negative = <0/1>  0: no aggressive learning; 1: aggressive learning 

boxplot gravity = <integer> initial boxplot width 

limit factor = <float>  boxplot outlier limit factor 

... 

 

Training mode parameter interface 

The IDS can be configured before the training period using the training mode parameter interfaces. Selected 

interfaces are listed in Appendix A.1.1. The interfaces are located in the source files src/file.c and src/file.h. 

The set and get interfaces allow the input and retrieval of basic information such as the training method to 

use, the data block size for this algorithm, and other needed learning parameters, please see below. The 

pCfgTrain_t type is used to save the given data and to hand it over to the IDS core for the training period. 

 

Training mode input data file 

In order to perform the Figure 24training of the knowledge base, the IDS needs input data in form of network 

traffic. The traffic can be also put in using the file train.dat. The file should contain data sets representing 

actual raw network traffic. Each message transmitted on the network is handled as another line in this file. 

Lines are separated by returns. The data needs to be formatted to contain the raw data bytes separated by 

simple white spaces. An example excerpt is shown below. 

 

... 

... 67 38 23 87 45 52 50 56 153 78 42 39 ... 

... 53 45 123 45 3 32 20 63 

... 67 38 23 87 45 52 50 45 21 78 42 39 ... 

... 67 38 23 87 45 52 50 45 32 78 42 39 ... 

... 53 45 123 45 3 32 20 63 

... 67 38 23 87 45 52 50 45 32 78 42 39 ... 

... 

 

Training mode output parameter file 

The output of the training period will create a file run.cfg that contains the configuration for the detection 

mode of the IDS. Please also see the paragraph Detection mode parameter file below for details on the 

contents of this file. Mostly, it will contain some of the parameters, but not all, needed for the training since 

they are used for the detection as well.  

 



SMARTIE Deliverable D3.2 

Page 50 of (66)  © SMARTIE consortium 2015 

 

Training mode output knowledge base file 

The output of the training period will be a file class.def containing the knowledge base that contains the 

parameters for the mathematical models used for the detection mode of the IDS. Alternatively, the created 

knowledge base is held in the device memory to work on small nodes that do not provide file in and output. 

In the file, class descriptions and according class attributes are used to describe certain mathematical models 

and their parameters. That means, each class in the file describes a mathematical model. Each class attribute 

is related to a parameter of a mathematical model. The file contains a number of i classes or classifications 

made by the algorithm that is held by the classifier tag. For each class, a number of k class attributes is 

saved. Below file shows the model parameters created by the Boxplot algorithm mapped to classes and class 

attributes, where i denotes the i-th model (or class) and k the k-th parameter (or class attribute). Other 

algorithms produce similar output but the parameters will serve another purpose specifically intended for the 

regarded algorithm. 

 

[ classdef ]    indicates a knowledge base file 

classifier = <boxplot>   IDS algorithm, influences parameters below 

[<i+0>,<k+0>] q1 = <float>  first quartile 

[<i+0>,<k+1>] q2 = <float>  median 

[<i+0>,<k+2>] q3 = <float>  third quartile 

[<i+0>,<k+3>] iqr = <float>  interquartile range 

[<i+0>,<k+4>] llo = <float>  upper outlier limit 

[<i+0>,<k+5>] lup = <float>  lower outlier limit 

[<i+0>,<k+6>] factor = <float> outlier limit factor 

[<i+0>,<k+7>] gravity = <float> initial boxplot width 

... 

 

Training mode API 

The training mode is controlled via certain programming interfaces. The interfaces are located in the source 

files src/train.c and src/train.h. A selection of available interfaces is given in Appendix A.1.2. The 

pCfgTrain_t type is used to save the given data and to hand it over to the IDS core for the training period. 

The pClassSet_t contains the knowledge base that is created during the training period and used for the 

detection. The functions will behave differently depending on the configuration set via the training 

parameters. 

 

IDS output log file 

The IDS creates a log file log.txt that contains operating flow messages. Both, training and detection mode 

use the log file log.txt to post operating flow messages as well as detected issues. This file logs errors, access 

to interfaces and files, and module entry points as well. An example log file excerpt is shown below.  

 

... 

Opened file: train.cfg! 

Reading training parameters ...  

Boxplot ...  

data type: 1 

data size: 20 

sticky: 1 

learn pos: 1 

learn neg: 0 

gravity: 10 

factor: 1.500000 

Opened file: train.dat! 

... 

Outlier: <timestamp> <outlier info> 

Outlier: <timestamp> <outlier info> 

... 
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Detection mode parameter file 

The IDS can be configured before the detection mode using a file run.cfg. The file contains basic information 

created during the training period such as the detection algorithm and the data block size for the detection 

algorithm, please see below. Mostly, this file contains some of the parameters, but not all, needed for the 

training period since they are also used for the detection. The classifier tag indicates the algorithm used for 

the training. 

 

[ run ]    indicates a training parameter file  

classifier = <boxplot>  sets IDS algorithm, influences parameters below 

data type = <1/2/4>  data width used for classification algorithm 

 

Detection mode parameter interface 

The IDS can be configured before the detection mode using the runtime parameter interface. Selected 

interfaces are listed in Appendix A.1.3. The interface is located in the source files src/file.c and src/file.h. 

The interface allows the input of basic information such as the detection algorithm and the data block size for 

the detection algorithm, please see below. The pCfgRun_t type is used to hand the runtime configuration 

over to the IDS core for the detection. 

 

Detection mode API 

The detection mode is controlled via certain programming interfaces. The interfaces are located in the source 

files src/main.c and src/main.h. A selection of available interfaces is given in Appendix A.1.4. The pCfg_t 

type is used to save the given data and to hand it over to the IDS core for the training period. The pClassSet_t 

contains the knowledge base that is created during the training period and used for the detection. The 

functions will behave differently depending on the configuration set via the runtime parameters. An example 

how to use the API is given in the functions trainExample() and runExample(). 

The result of the detection can be checked calling the getResult() function. Otherwise, any detected issues are 

saved to the log file or to the history of detected events in the device’s memory. The function returns the 

result of the last message check as an event number, also refer to Table 16 for a list of IDS events or the files 

src/event.c and src/event.h. 

 

Crypto API 

The external crypto library can be used for encrypting or decrypting confidential data. IDS interfaces are 

located in the source files src/conf.c and src/conf.h, where the header file contains the crypto parameters and 

detailed explanations for using the wrapper. A selection of available interfaces is given in Appendix A.1.5. 

 

Distribution API 

The tinyDSM shared variables framework can be used for distributing IDS data among devices. The 

interfaces to tinyDSM are located in the source files src/dist.c and src/dist.h, where the header file contains 

the tinyDSM parameters for the wrapper and detailed explanations for using the wrapper and how to 

configure tinyDSM variables. The wrapper maps IDS events to tinyDSM shared variables as described in 

Section 3.3.2. A selection of available interfaces is given in Appendix A.1.6.  

 

Service API 

The IDS services are controlled via certain programming interfaces. The interfaces are located in the source 

files src/service.c and src/service.h. A selection of available interfaces is given in Appendix A.1.7. Services 

may include alert and action level get requests, parameter get/set requests and more. 
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4 Variable security parameters 

This section discusses variable parameters of the security dependencies introduced in Section 2.1. As a 

general finding from Section 2, protection is a trade-off between security and the worth of the asset to 

protect. If the protection goal is, for example, a certain piece of hardware only that is intended to be cheap 

for mass market usage, the implementation of security measures may be even unnecessary. In contrary, if a 

control process needs to be protected, the economic losses in case of security issues can be very high what 

makes it worth to protect it as good as economically reasonable. Table 22 gives a short overview on the 

trade-off between security and economic considerations. 

 

protection goal economic view / costs security recommendation / goal 

IoT device device cheap / cents physical security, if at all 

customer data reputation / may be costly confidentiality, privacy 

control process whole IoT app / very expansive integrity, availability 

Table 22: trade-off between security and economic consideration 

 

To achieve a certain level of security for an application there are different security goals known to focus on 

such as confidentiality, privacy, integrity, availability, non-repudiation and authenticity, depending on the 

regarded security model. For resource restricted devices the question is how to distribute the available 

resources to different security goals. Since the available resources for security measures are restricted and 

probably much less than the resources spent on the main application, focusing on one security goal too much 

heavily influences other security goals. Figure 25 visualizes this challenge for the Security Triad security 

model. In the Security Triad model the main security goals are confidentiality, integrity, and availability. The 

marked point, for example, indicates a distribution of the limited available resources to 40% for availability, 

30% for integrity, and 30% for confidentiality what depends on the requirements of the protected application. 

 

 

Figure 25: distribution of restricted resources to achieve certain security goals;  

in this case, confidentiality, integrity, and availability from the Security Triad model 

 

As depicted in Figure 3(a) in Section 2, better security mechanisms, such as  longer encryption keys, in 

general, draw more computing power and waste more resources. The next two sections focus on the most 

consuming security features, namely encryption and intrusion detection and the parameters that can be 

adjusted to match these to SMARTIE requirements. 
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4.1 Security Parameters 

Encryption and digital signature draw varying computing power and contribute differently to the achievable 

security level. The algorithms producing the cryptographic keys often use different rounds of computing the 

same procedures with the output data of the last run as the input data of the next run to obfuscate the original 

data as good as possible. Mostly, the cryptographic key length is therefore a big player in increasing the 

needed computing power but also the achieved security level. To ensure a good level of security, the random 

number generator used to generate the cryptographic keys has a huge influence as well. If the keys that are 

produced by the random (or pseudo-random) number generator are somehow predictable, i.e. do not fulfil 

cryptographic security requirements for (pseudo-) random number generators, the security level decreases 

even if the key length matches current security recommendations [29]. In addition, the encryption (or 

signing) process may take more or less time than the opposite procedure, the decryption (signature 

verification) process, what has a small impact on the security considerations as well. That means that the 

encryption operation in the elliptic curve ElGamal encryption scheme is more time consuming (two times 

slower) than the decryption. A similar situation can be observed in case of elliptic curve digital signature 

algorithm. Table 23 summarises the mentioned facts. 

 

description influence on security influence on resource consumption 

algorithm moderate high 

key length high high 

rounds moderate high 

RNG very high low 

de-/encryption low low 

Table 23: security parameters and their influence on the security level and resource consumption 

 

4.2 Intrusion Detection Parameters 

As summarised in Section 2.5.2, there are numerous IDS detection, voting, and distribution methods that 

have been proposed. Each of them requires an additional amount of resources, though, in general, the 

resource requirements for intrusion detection are high compared to other security measures and the detection 

accuracy highly depends on the actual IDS design and implementation. In addition to the vast amount of 

possible IDS designs, there are multiple parameters that can be adjusted depending on the IDS 

implementation, see Table 24. In contrast, increased detection accuracy does not automatically imply an 

increased security level as well but it is a good indicator that fewer attacks are missed during detection and 

that fewer false alarms are generated. 

 

criterion description influence on accuracy influence on resource consumption 

IDS design implementation-dependent high 

comp. complexity different high 

knowledge base size implementation-dependent high 

history size moderate high 

distribution grade implementation-dependent implementation-dependent 

Table 24: IDS parameters and their influence on the detection accuracy and resource consumption 
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5 Conclusions 

This deliverable describes the set of available components that are provided by Tasks T3.1 and T3.2. The 

selected components will be further refined and implemented in the context of WP5. The development of the 

components in T3.3 and T3.4 of the work package will further continue.  

The deliverable describes physical node security, the IMASC protocol for node attestation, access policies 

and the intrusion detection system. The relevant state-of-the-art was presented and a detailed description of 

the components with their prerequisites was given. Most of the components have been implemented and can 

be selected by WP5 and WP6 for further evaluation.  

The IMASC component specifically covers node attestation to check the state of software for potentially 

untrusted remote devices. The sections describing IMASC cover the integrity measurement of the software, 

the remote attestation protocol, policy options as well as implementation details.  

For the access policies, Policies Decision Point (PDP) based on XACML and Distributed Capabilities have 

been combined. The sections describing the access policies summarise the advantages of XACML and 

lightweight PDP as well as Distributed Capability Based Access Control. The implementation of the access 

policies has already been reported in Deliverable 4.2. 

For the intrusion detection system, the state of the art literature on IDS design has been summarised 

discussing IDS architectures and distribution methods, detection and correlation schemes, dependencies and 

requirements, and implementation and evaluation possibilities in detail. A modular IDS architecture has been 

proposed and discussed. The deliverable gives an overview of the IDS modules together with a description of 

their functionalities. Several IDS modules have been already implemented and a simulation was created 

using the OMNeT++ simulation environment to perform IDS evaluations. 

The components presented in this deliverable go beyond the state-of-the-art concepts and approaches in the 

relevant domains. 
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A. Appendix 

A.1. IDS Advanced Programming Interface 

A.1.1. Training mode parameter interface 

The IDS can be configured before the training period using the training mode parameter interfaces. Selected 

interfaces are listed below. The interfaces are located in the source files src/file.c and src/file.h. The set and 

get interfaces allow the input and retrieval of basic information such as the training method to use, the data 

block size for this algorithm, and other needed learning parameters, please see below. The pCfgTrain_t type 

is used to save the given data and to hand it over to the IDS core for the training period. 

 

/** 

 * Sets training parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the training values. 

 * @param type The data width [byte] used for classification: 1, 2, or 4. 

 * @param sticky 0: default setting; 1: training with values below. 

 * @param lpos 0: switches learning on; 1: switches learning off. 

 * @param lneg 0: no aggressive learning; 1:allows more aggressive learning. 

 * @param gravity Initial boxplot width. 

 * @param factor Boxplot outlier limit factor. 

 * @param pLog Log file pointer. 

 * @return 1 if ok, 0 if error occured. 

 */ 

int setCfgBoxplot(pCfgTrain_t* pCfg, int type, int sticky, int lpos, int lneg, 

int gravity, double factor, FILE* pLog); 

 

/** 

 * Sets training parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the training values. 

 * @param type The data width [byte] used for classification: 1, 2, or 4. 

 * @param pLog Log file pointer. 

 * @return 1 if ok, 0 if error occured. 

 */ 

int setCfgBoxplotType(pCfgTrain_t* pCfg, int type, FILE* pLog); 

 

/** 

 * Gets training parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the training values. 

 * @param pLog Log file pointer. 

 * @return The data width [byte] used for classification: 1, 2, or 4. 

 */ 

int getCfgBoxplotType(pCfgTrain_t* pCfg, FILE* pLog); 

 

/** 

 * Sets training parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the training values. 

 * @param sticky 0: default setting; 1: training with values below. 

 * @param pLog Log file pointer. 

 * @return 1 if ok, 0 if error occured. 

 */ 

int setCfgBoxplotSticky(pCfgTrain_t* pCfg, int sticky, FILE* pLog); 
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/** 

 * Gets training parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the training values. 

 * @param pLog Log file pointer. 

 * @return 0: do not use sticky info; 1: use sticky info. 

 */ 

int getCfgBoxplotSticky(pCfgTrain_t* pCfg, FILE* pLog); 

 

/** 

 * Sets training parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the training values. 

 * @param lpos 0: switches learning on; 1: switches learning off. 

 * @param pLog Log file pointer. 

 * @return 1 if ok, 0 if error occured. 

 */ 

int setCfgBoxplotLpos(pCfgTrain_t* pCfg, int lpos, FILE* pLog); 

 

/** 

 * Gets training parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the training values. 

 * @param pLog Log file pointer. 

 * @return 0: learning on; 1: learning off. 

 */ 

int getCfgBoxplotLpos(pCfgTrain_t* pCfg, FILE* pLog); 

 

/** 

 * Sets training parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the training values. 

 * @param lneg 0: no aggressive learning; 1:allows more aggressive learning. 

 * @param pLog Log file pointer. 

 * @return 1 if ok, 0 if error occured. 

 */ 

int setCfgBoxplotLneg(pCfgTrain_t* pCfg, int lneg, FILE* pLog); 

 

/** 

 * Gets training parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the training values. 

 * @param pLog Log file pointer. 

 * @return 0: no aggressive learning; 1: aggressive learning on.  

 */ 

int getCfgBoxplotLneg(pCfgTrain_t* pCfg, FILE* pLog); 

 

/** 

 * Sets training parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the training values. 

 * @param gravity Initial boxplot width. 

 * @param pLog Log file pointer. 

 * @return 1 if ok, 0 if error occured. 

 */ 

int setCfgBoxplotGravity(pCfgTrain_t* pCfg, int gravity, FILE* pLog); 

 

/** 

 * Gets training parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the training values. 

 * @param pLog Log file pointer. 

 * @return Initial boxplot width.  

 */ 

int getCfgBoxplotGravity(pCfgTrain_t* pCfg, FILE* pLog); 
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/** 

 * Sets training parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the training values. 

 * @param factor Boxplot outlier limit factor. 

 * @param pLog Log file pointer. 

 * @return 1 if ok, 0 if error occured. 

 */ 

int setCfgBoxplotFactor(pCfgTrain_t* pCfg, double factor, FILE* pLog); 

 

/** 

 * Gets training parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the training values. 

 * @param pLog Log file pointer. 

 * @return Boxplot outlier limit factor.  

 */ 

double getCfgBoxplotFactor(pCfgTrain_t* pCfg, FILE* pLog); 

 

A.1.2. Training mode API 

The training mode is controlled via certain programming interfaces. The interfaces are located in the source 

files src/train.c and src/train.h. A selection of available interfaces is given below. The pCfgTrain_t type is 

used to save the given data and to hand it over to the IDS core for the training period. The pClassSet_t 

contains the knowledge base that is created during the training period and used for the detection. The 

functions will behave differently depending on the configuration set via the training parameters. 

 

/** 

 * Creates knowledge from training data. 

 * @param pCfg Training parameters. 

 * @param pData Data set to train. 

 * @param pDef Created class definition. 

 * @param pFileLog Log file. 

 */ 

void train(pCfgTrain_t* pCfg, void* pData, pClassSet_t* pDef, FILE* pFileLog); 

 

/** 

 * Creates knowledge from training data using boxplots and first match strategy. 

 * @param pCfg Training parameters. 

 * @param pData Data set to train. 

 * @param pDef Created class definition. 

 * @param pFileLog Log file. 

 */ 

void trainBoxplotsFirstMatch(pCfgTrain_t* pCfg, void* pData, pClassSet_t* pDef, 

FILE* pFileLog); 

 

/** 

 * Creates knowledge from training data using boxplots and best match strategy. 

 * @param pCfg Training parameters. 

 * @param pData Data set to train. 

 * @param pDef Created class definition. 

 * @param pFileLog Log file. 

 */ 

void trainBoxplotsBestMatch(pCfgTrain_t* pCfg, void* pData, pClassSet_t* pDef, 

FILE* pFileLog); 
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A.1.3. Detection mode parameter interface 

The IDS can be configured before the detection mode using the runtime parameter interface. Selected 

interfaces are listed below. The interface is located in the source files src/file.c and src/file.h. The interface 

allows the input of basic information such as the detection algorithm and the data block size for the detection 

algorithm, please see below. The pCfgRun_t type is used to hand the runtime configuration over to the IDS 

core for the detection. 

 

/** 

 * Sets runtime parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the runtime values. 

 * @param type The data width [byte] used for classification: 1, 2, or 4. 

 * @param sticky 0: do not override sticky info; 1: use sticky info. 

 * @param factor Boxplot outlier limit factor. 

 * @param pLog Log file pointer. 

 * @return 1 if ok, 0 if error occured. 

 */ 

int setCfgRunBoxplot(pCfgRun_t* pCfg, int type, int sticky, double factor, FILE* 

pLog); 

 

/** 

 * Sets runtime parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the runtime values. 

 * @param type The data width [byte] used for classification: 1, 2, or 4. 

 * @param pLog Log file pointer. 

 * @return 1 if ok, 0 if error occured. 

 */ 

int setCfgRunBoxplotType(pCfgRun_t* pCfg, int type, FILE* pLog); 

 

/** 

 * Gets runtime parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the runtime values. 

 * @param pLog Log file pointer. 

 * @return The data width [byte] used for classification: 1, 2, or 4. 

 */ 

int getCfgRunBoxplotType(pCfgRun_t* pCfg, FILE* pLog); 

 

/** 

 * Sets runtime parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the runtime values. 

 * @param sticky 0: do not override sticky info; 1: use sticky info. 

 * @param pLog Log file pointer. 

 * @return 1 if ok, 0 if error occured. 

 */ 

int setCfgRunBoxplotSticky(pCfgRun_t* pCfg, int sticky, FILE* pLog); 

 

/** 

 * Gets runtime parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the runtime values. 

 * @param pLog Log file pointer. 

 * @return 0: do not override sticky info; 1: use sticky info. 

 */ 

int getCfgRunBoxplotSticky(pCfgRun_t* pCfg, FILE* pLog); 
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/** 

 * Sets runtime parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the runtime values. 

 * @param factor Boxplot outlier limit factor. 

 * @param pLog Log file pointer. 

 * @return 1 if ok, 0 if error occured. 

 */ 

int setCfgRunBoxplotFactor(pCfgRun_t* pCfg, double factor, FILE* pLog); 

 

/** 

 * Gets runtime parameters for boxplot algorithm. 

 * @param pCfg Structure that stores the runtime values. 

 * @param pLog Log file pointer. 

 * @return Boxplot outlier limit factor. 

 */ 

double getCfgRunBoxplotFactor(pCfgRun_t* pCfg, FILE* pLog); 

 

A.1.4. Detection mode API 

The detection mode is controlled via certain programming interfaces. The interfaces are located in the source 

files src/main.c and src/main.h. A selection of available interfaces is given below. The pCfg_t type is used to 

save the given data and to hand it over to the IDS core for the training period. The pClassSet_t contains the 

knowledge base that is created during the training period and used for the detection. The functions will 

behave differently depending on the configuration set via the runtime parameters. An example how to use the 

API is given in the functions trainExample() and runExample(). 

The result of the detection can be checked calling the getResult() function. Otherwise, any detected issues are 

saved to the log file or to the history of detected events in the device’s memory. The function returns the 

result of the last message check as an event number, also refer to Table 16 for a list of IDS events or the files 

src/event.c and src/event.h. 

 

/** 

 * Checks a message against the knowledge base. 

 * @param pCfgRun Runtime parameters. 

 * @param pData Data to check against the knowledge base. 

 * @param pLog Log file pointer. 

 */ 

void checkMsg(pCfg_t* pCfgRun, uint8_t* pData, FILE* pLog); 

 

/** 

 * Returns the result of the last message check against the knowledge base. 

 * @param pLog Log file pointer. 

 * @return Result of the last message check as event number. 

 */ 

int getResult(FILE* pLog); 
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A.1.5. Crypto API 

The external crypto library can be used for encrypting or decrypting confidential data. IDS interfaces are 

located in the source files src/conf.c and src/conf.h, where the header file contains the crypto parameters and 

detailed explanations for using the wrapper. A selection of available interfaces is given below. 

 

/** 

 * Encrypts a message with the parameters given in conf.h. 

 * @param pData Data to encrypt. 

 * @param datLen Length of the data in bytes. 

 * @param pOut Encrypted data. 

 * @param outLen Length of the encrypted data in bytes. 

 * @param pLog Log file pointer. 

 */ 

void encData(uint8_t* pData, int datLen, uint8_t* pOut, uint8_t* outLen, FILE* 

pLog); 

 

/** 

 * Decrypts a message with the parameters given in conf.h. 

 * @param pData Data to decrypt. 

 * @param datLen Length of the data in bytes. 

 * @param pOut Decrypted data. 

 * @param outLen Length of the decrypted data in bytes. 

 * @param pLog Log file pointer. 

 */ 

void decData(uint8_t* pData, int datLen, uint8_t* pOut, uint8_t* outLen, FILE* 

pLog); 

 

A.1.6. Distribution API 

The tinyDSM shared variables framework can be used for distributing IDS data among devices. The 

interfaces to tinyDSM are located in the source files src/dist.c and src/dist.h, where the header file contains 

the tinyDSM parameters for the wrapper and detailed explanations for using the wrapper and how to 

configure tinyDSM variables. The wrapper maps IDS events to tinyDSM shared variables as described in 

Section 3.3.2. A selection of available interfaces is given below.  

 

/** 

 * Sets the callback function for tinyDSM event notification on alarm. 

 * @param pTDSMpar TinyDSM parameters. 

 * @param pLog Log file pointer. 

 */ 

void setEventHandler(pTDSMpar_t* pTDSMpar, FILE* pLog); 

 

/** 

 * Distributes an IDS event. 

 * @param pEvent The IDS event to distribute. 

 * @param pLog Log file pointer. 

 */ 

void setEvent(event_t* pEvent, FILE* pLog); 
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A.1.7. Service API 

The IDS services are controlled via certain programming interfaces. The interfaces are located in the source 

files src/service.c and src/service.h. A selection of available interfaces is given below. Services may include 

alert and action level get requests, parameter get/set requests and more. 

 

/** 

 * Gets a service announcement / alive / byebye info for multicast channel. 

 * Can be added to unique service description scheme / USN. 

 * Will look like: ‘IDS-<service>-<version>’ 

 * @param pStr The service info string. 

 * @param len The length of the service info string. 

 * @param serviceID The ID of the service as defined in service.h. 

 * @param pLog Log file pointer. 

 */ 

void getServiceInfo(string* pStr, int* len, int serviceID, FILE* pLog); 

 

/** 

 * Gets a service response. 

 * @param pStr The service response string. 

 * @param len The length of the service response. 

 * @param serviceID The ID of the service as defined in service.h. 

 * @param pLog Log file pointer. 

 */ 

void getServiceResponse(string* pStr, int* len, int serviceID, int actionID, 

FILE* pLog); 

 


