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4.1 Final publishable summary report

Executive Summary

The vision of the PrimeLife project is to enabldiuiduals in the information society to protectithgrivacy and
retain control over their personal informationggpective of the activities they are performingleled, individuals
and businesses are increasingly using social nkimgyronline collaboration applications, mesh-upgifferent
services, and the Internet in general, for bothigtei and business purposes. Unfortunately, the infasmation
technologies hardly consider the privacy requireienthe individuals.

PrimeLife’'s Approach

PrimeLife’s approach was threefold. First, PrimeLgicked up the results and technologies from tREVIE
project and helped with their adoption in the neatld by providing materials for standardizatiordagducation.
Second, PrimeLife eliminated many of the remairiingdles for large-scale adoption of these resyltaduressing
user interfaces, policy languages, and infrastrattomponents. Third, PrimeLife provides a numtfesolutions
for privacy, identity, and trust management in sashere protecting privacy by data minimizationsfai

Privacy for Life — Beyond Data Minimization

PrimeLife provides privacy-enhancing solutions Yéeb 2.0 applications such as wikis, blogs, andataciftware
that allow the users to assess the trustworthiardsprivacy setting of information provider andpitect their
own privacy when interacting with Internet sitectsias social networks or blogs. For instance, tiogept has
implemented and piloted its own social network thatports the user in defining who should and wiaukl not
have access to their data. Furthermore, Primelifigges a Privacy Dashboard as a browser extertkian
informs the user about the privacy settings of wiebghe users are interacting with.

PrimeLife has also investigated the long-term atspetprivacy and identity management and has ifiledhtlife-
time personal data management as a major issueprofext has made available a prototype of a teal &llows
users to do just this, i.e., to define which otparty should have the right to access that datamumdhich
conditions.

Enabling Privacy-Enhancing Privacy, Identity and Trust Management

PrimeLife has identified human-computer interactipalicy languages and access control technologwasnain
hurdles to overcome. To this end, the project lessgthed a policy language that fulfills requirensefiotr privacy-
enhancing access control and data management gretlerimto the widely used XML and XACML frameworks.
Also, the project's HCI experts have iterated drtte user-interfaces, improved them, and estaddisfuidelines
for the design of interfaces for privacy-enhancngchanisms. In addition to these two main hurdesneLife
has identified a large number of other issues aodigies solutions for many of them. These solutioictude new
mechanisms for privacy-enhancing access to datsapasputation management, the composition of sesyic
mobile infrastructures, and a methodology for tben@mic valuation of identity and privacy managetressets
and capabilities of organizations.

Making Privacy Live

We believe that PrimeLife has made substantialssteyards privacy protection in the digital worlkthe project
has published an enormous number of papers atnatienal conferences, workshops, and in journals to
disseminate its results to the scientific communitye project participants have given even moiestahd keynote
speeches to disseminate PrimeLife’s results tastientific community and, very successfully, tonstardization
bodies. Also, a book summarizing the results ha&n lpublished and almost all prototypes are avalalsl open
source components ensuring sustainability of tteult® In fact, we know already of a number of ectg
(including some EU-funded ones as well) that areibiibe using results of the project. A less meable, but very
substantial, impact of the project is created lgywlorkshops that the project has organized orgyaatied in and
which aimed at employing privacy-enhancing mechasisn the real world. These workshops include jgalit
ones proclaiming that “privacy-by-design” must bepéoyed in the future to concrete technical worlsho
discussing how to build privacy principles into Wwsers and social networks.

We are convinced and proud that PrimeLife helpejito come closer to offering citizens a protecof their
rights of privacy in electronic interactions. Thigkes Europe unique in the world, particularly witemparing
with the United States or Asia.



Project Context and Objectives

Individuals in today’s information society wantgafeguard their autonomy and retain control oveir thersonal
information for all on-line activities. Informatiaiechnology requires users to disclose personal idaglmost any
kind of interaction performed online. Those infotioa technologies do often not sufficiently considae
protection of users’ interests in their private exgh The web has been changing from a purely elienier-
oriented paradigm to a more collaborative one. Tukaborative character of the Internet makes pgheacy
situation more complex as multiple new kinds o&rattions have emerged, e.g., users creating acdinient and
sharing it with others or social interactions takplace online. In terms of the users’ servicevéeli endpoints, the
traditional web access device, the PC, is beinglually complemented or even replaced by mobile wset-
platforms—mainly smartphones—which needs to be rtalk¢o consideration for addressing the privacy and
identity management problems. With the increasisg af the Internet for business, government, arafer
purposes, personal data of users is released tbamtled by an increasing set of parties, withbheing clear to
the user which parties hold their data in the @witer transparency and data management for theausdo be
provided.

This situation raises substantial new technicalgmy challenges, namely protecting privacy in newerinet
application paradigms, how to maintain life-longvpcy, and how to provide secure access to onlargices.
PrimeLife’s goal is to provide solutions to thosellenges and thereby to continue the work thatieas started
already in the PRIME project of th& &ramework Programme.

The long-term nature of data storage on the Integsilts in the major challenge of life-long piiien of privacy
and management of identities. This is addressemh@snain goal of the project with impact to be eteé in the
mid term to long term.

PrimeLife’s objectives relate to the abovementiopetiasiveness of the Web and Internet leadingsituation of
those technologies and applications being relevmrdll parts of peoples’ lives. People use the weth an
increasing pace throughout their daily lives. Aflthis creates challenges related to identity mensmnt and
privacy, shaping one main objective of the PrimeLjfroject: enhancing privacy throughout lifetimed dior
complex situations. The work within the whole pmjes aligned around this. We tackle the associatedlenges
by different lines of work: Privacy in Life dealsittv privacy in complex and increasingly relevanalsife
scenarios and sustainability of privacy. Basic Rede builds a foundation of privacy-enhancing texdbgies
(PETS) to be applied for supporting our effortstio@ core challenges. Our Usability efforts makevidous user-
facing technologies usable, thus are a necessaditam for a successful agenda in the privacy aede space.
The work we do on Policies is required for formadlypressing every party’s (privacy) requirementd é&or
allowing automated processing and user supporfa Asssing link towards deployment, our Infrastruetafforts
are targeted at real-world deployment of privaght®logies which raises further challenges, ehg. analyses of
economic drivers, secure mobile devices, or compéexice compositions. The aspects of privacy opfes’ areas
of life and throughout their lives are addressedamby by a dedicated line of work tackling thobat particularly
also through the concerted approach of technoleggarch throughout the areas PrimeLife is doingares in.

Privacy in Life — Privacy in Complex Real-life Scearios and Sustainability of Privacy

The pervasive nature of the Web and resulting egitins clearly show some of the key issues Prifedhickles:
How can users inject trust into their or othergitemt? How can the trustworthiness of content Bessed by other
users? How can online collaborations be performed privacy-enhanced way? How can users be suppirte
their privacy management in social networking-laenarios and be made aware of the associatedypissues?
How can we give users better overall control oveirt personal data in prominent scenarios? Howpamcy
protection be made sustainable through peoplesS®vAll of those questions are closely relatedrivapy in the
life of the average citizen today.

The line of work denoted “Privacy in Life” exploresenarios of content creation by users as welbasl network
scenarios and collaborative workspace scenarids n@ipect to privacy protection. In the area ofrgsmerated
content, a specific issue is to ensure that usgrsomehow inject trust into the content, e.ggugh associating a
claim of authorship or reviewership with relevagertified) and typically non-identifying identityttebutes
attached. Such associated trust metadata can atloav users to make inferences on trust in theecwne.g., by
judging the associated attributes. The key challenfpr such a scenario are, on the one hand, ftiondh



challenges unrelated to privacy that need to becowee as well as specific privacy-related challengeg., to
allow for the described functionality without asging the authors’ or reviewers’ identities opetdythe content.
Usability and policy issues are crucial for sucamarios. Trust models of different strength caretwasioned for
this. The First Focal Prototype as well as the fiegsions on the non-focal demonstrators have sHmy facets of
trusted content scenarios.

For the area of social networks, better controlr dlie data users provide to the social network si¢éede put in
place. As well, users need to be made aware ofthteats to their privacy in social networks and ilsim
applications. A particular goal in the second pericas the Second Focal Demonstrator about sodiabnies and
collaborative workspaces. As an objective for REfaon this area, research as well as prototypiockwn this area
are further progressed in the areas with the higi@ential impact.

In the third period, the project was to elaboratesostainability aspects of privacy in identity ragement, that is,
theprivacy throughout lifaspect. The third reporting period was to comphgsemajor design and implementation
tasks related to the Third Focal Prototype.

The abstract objectives for the areas of work meeti above were to develop technology and appreafdne
helping individuals to be better protected wheingcin the mentioned scenarios.

Basic Research — Building the Foundation

The foundation for privacy protection in the envigd scenarios and beyond is built through ourch@siearch
work. This work is, on the one hand, aligned with thallenges identified in our “Privacy in Life’ork and other
areas of our work and goes, on the other hand,rgetfos and is intended to be generally applicable overall
objective of the basic research is to develop mashas for the enhancement of trust and privacyhia t
information society. Parts of the research havieamg relation to the trusted content work in tReivacy in Life”
Activity. Research is performed in four distincttmot independent, areas which are key areasgtyroelated to
the overall project goals: Cryptography, user sufipg tools, privacy of large data collections, awtess control.

Usability — Making PETs Usable

As the title of this line of work already suggedise objective of this Activity is to make privaeyphancing
technologies usable for the citizens. It is recegdithat, without usability, even the best PETsalodeliver their
features to the people. This activity is aimedakirtg technologies from PrimeLife and elaboratimgtie user-
facing aspects of those technologies. In particule activity is investigating mental models andtaphors for
anonymous credential selection, develops userfates for transparency-enhancing tools and privaahcy
management and display, including the developmeptigacy policy icons for more noticeably displagipolicy
components. Furthermore, the activity provides H@Gidance and implementation support for the Agctivit
prototype development as well as to other WPsdtetleveloping user interfaces.

Policies — The Art of Formal Privacy Languages

In order to make our daily interactions on the Wiadre transparent to us, and in order for busingsskes able to
better control the life cycle of data records tiheyd, PrimelLife created a system that allows thpression of
Policies, constraints and requirements by bothiggaend helps to keep the data handling accordirige initial
promises made.

Many interactions over the Web require that privand data handling requirements be expressedomeafized
language, a policy language. Examples of such reopgints extracted from our envisioned scenaridsdectrust
requirements on content authorship, credentiainame generally, attribute requirements on a pewmoa service
accessing another service, data handling requireniBnusers, and data handling offers of servelisofAthose
examples prominently appeared in the requireméuatls/shat we performed based on the scenariosrofRsivacy
in Life” work of Activity 1. The goals of the poljcefforts are a clean foundation of research resuit top of
which our policy model, architecture, language, palicy engine implementation is built.

Infrastructures — The Missing Link for Deployments



Today’s information systems are highly distribugedi interconnected. Thus, singular solutions foragy issues,
such as human-computer interaction or privacy-ecihgncrypto schemas, have to be paired with ancagmbr on
the level of infrastructures in order to be suctésBor real-world deployments, important aspestish as privacy-
aware service integration, economic viability, secend user devices etc. come into the play. Timesal to
deserve consideration when deploying privacy-enigrtechnologies on a large scale in practice. €ife’s line
of work in infrastructures is exactly looking ab#e aspects with a particular focus on the Prineetdenarios as
well as generic applicability of PETs in the reairid.

Privacy Live — Transferring Results into Practice

In addition to the technical activities, PrimeLHas a focus on transferring our results into pcactrhis is carried
out as a line of work that picks up results frofntethnical areas of the project for disseminatibime instruments
include the public Web site, workshops, summer slshoopen source contributions, and standardizatidh
instruments are presently being employed. Two RifeeSummer Schools and multiple standardization
workshops have been held to date with further @oesing up. Our interaction with standardisatiorthia relevant
international bodies continues.

PrimeLife has taken an overall approach of tacklimg challenges from a multidisciplinary perspestitaking
technology as well as legal, social, and econonersgectives into account because we think thathake
disciplines are required to succeed in the mar&eglvith practical solutions. The strength of Ptiifeeis to have
solid competences in all those areas and thushitieyd@o tackle problems from the envisioned imlisciplinary
point of view.

PrimeLife has in its work built on the momentum aadhnology created by the predecessor project ERid/
address emerging challenges in the area of priwaay identity management to bring privacy and idgnti
management to life. Bringing technology to lifeaaparticular goal of PrimeLife, particularly thrdudacilitating
the adoption of our privacy technologies and nodly awur research on those. This has been be achibyed
dissemination of our results to the key target gspwvith a particular focus on open source prodwetduild, and
work with standards bodies and policy makers.



Main S&T Results

In this section, we outline the main scientific aedhnology results of the project and show howy fiitein the
context outlined above and thereby meet our ga¥is structure the discussion along the followingaareSocial
and collaborative internet, life-long privacy, faational research, policies, infrastructure, arabilisy.

A main challenge of the diversity of today’s onliméeractions is that there is no single technologgystem that
is a solution to all privacy problems. In the preslesor project PRIME we have been looking mainlyhat
problem of data minimization and provided a solufior this. Though, emerging paradigms such asdicéal web
are not aligned with data minimization and therefate have addressed the problem space of privaseqping

identity management in a more comprehensive mamn&oking at different areas of web interactions &lasses
of scenarios and applications and addressing isatigbeir different levels of abstraction. Quiteffetient

technological approaches needed to be appliedhirdifferent areas of online user interactions tueheir

different nature. Our results complement the resathieved in the area of data minimization in PRN&ry well

and partially build on those.

PrimeLife’'s approach tackled the privacy and idgnthanagement problem from various different poiots
view—foundational research to build a solid teclogyl foundation, implementation of selected reseagshilts to
show their practical feasibility, and building mazemprehensive integrated prototypes to show ttexplay of
selected technologies. Certain aspects such asitysaid policies were cross cutting and prominientultiple of
the research areas. Our approach created a miguofi&tional research results, on the one hand peadtical
results as well as prototypes, on the other hahdreby we could address major open problem are&sdal’'s
electronic interactions from a theoretical and ficat approach and create considerable value ftegoat large.

We refer to the main freely available documents masing our results by their identifier, e.g., DB2AIl such
documents can easily be retrieved froitp:/www.primelife.eu/results/documents. For open source results we provide
direct web links. A summary of project is giventhg book that has been published about the praeatts’

The Social and User-driven Internet

The Internet has become a social medium withinrgleent years and PrimeLife had anticipated thisngtimove

already in its inception phase and allocated majunk efforts towards solving the privacy challengaserent to

such a social medium. What we denote as the simtéhet is the availability of a plethora of weased services
in which users make contributions of content onkinel provide personal data to services, where @atkent and
data become available to a (restricted) set ofsugesuch web-based services or even the publiamiples for
such services are social networks, wikis, or disicusfora. We next provide the reader with an oesvwof our

results in the field of the social Internet.

Trust in User-generated Content

One main problem related to user-created contertherinternet, such as community-created Wiki pagethe
problem of the assessment of trustworthiness of dbietent contained in those through users. As peopl
increasingly rely on such community-created infaiiora for both business and personal purposes, we ha
investigated this area. The problem is how to adlst to content such that it can be an indicatocémtent quality
perceived by content recipients. Such trust cangfample, be established by information aboutiltaor, ideally
without identifying information, or by ratings ohe content and knowledge about the rating parties.

We showed how one cdnject trustinto user-generated content using the example loibg by adding meta
information about the content creators (D1.1.2). fdend through user studies on the prototype tvatle we
have been able to define technical solutions te fhibblem, the key issue of having trust meta médron
contributed by users is to incentivize the usersawotribute such. Driven by this finding, we desigraprivacy-
preserving incentive schente resolve this issue. The scheme uses the Igeldiker anonymous credential
scheme to allow users to anonymously perform reviefvcontent created by other users while earnneglitc
points as incentives that are of some real-worlde/¢o them (D1.3.3).

We performed a user study on privacy implicatiohsiger reputation and found that stronger privampprties
can mitigate issues of non-participation of usarstich schemes. Motivated by this result, we desigirotocols

2 Jan Camenisch, Kai Rannenberg, Simone Fischer-ti(eds.): “Privacy and Identity Management forel'jfSpringer
Verlag, 2011.



and built a prototype for @rivacy-enhanced reputation scherog Wikis, again based on the Identity Mixer
anonymous credential system as a strong techrocadftion. The scheme allows for both author antec
reputation in Wikis where users can contribute t&fon ratings of wiki pages and other users withewealing
identifying information or their ratings being liakle. The prototype implementing this scheme has b@egrated
with the widely-deployed MediaWiki system by mearisan extension to it and made available as openceo
offering®. (D1.3.3)

The abovementioned solutions have been implemeatedrototypes to show their practical applicahility
particularly in widely-used products such as Medi@Wrechnology wise we have built our prototypesséd on
deployed web technologies on which we had perforamednalysis beforehand (D1.1.1). At multiple ppme had
to overcome the integration of new technologieshsas anonymous credential systems, with standatdvalely-
deployed web technologies and found such integratio be workable in practice. The schemes thatirequ
anonymous credentials are dependent on third-pestied credentials, which is a strong assumptionthen
environment. Thus, such schemes are dependentocearbe a driver for a deployment of credentiatesys such
as Identity Mixer or U-Prove once users see theevdfurther studies with the prototypes have gieimsight into
the need of the abovementioned incentive schemenéidivating users to contribute their ratings. Quoentive
scheme and reputation scheme can be combineddivedhis issue.

In addition to our theory and technology developtnem® have performed evaluations of our prototythes have
partially driven our ongoing work as well as funtheser studies. The studies investigate trust péare of users,
e.g., for displaying search engine results, priva@serving reputation, and users’ assessment afyamous
reputation to uncover how content recipients peedhe quality of content in the light of the regtidn of the
content creator. (D1.3.3)

Privacy for Social Software

Social networks have been gaining major tractioth@recent years and are major aggregation pofrgrsonal
data users release voluntarily to the system tefiiefrom the offered social functionality. A majoequirement for
user privacy is that users be able to control tissethination of their data to other social netwosers or the
public, that is, to have selective access contsolger profile data and other user-generated cbireplace.

Particularly, users are also able to segregattatiget audiences of content related to them. Tedsgytial network
platforms often do not allow users to make suckinggt or it is not easy enough to do so from apmestve of
usability or integration into the users’ workflown this line of work we have done a requirementlysis of

privacy-enhancing access control for social netwaakd collaborative workspaces which acted as & lias
further research and prototypes being developed.

As major result in the area pfivacy-enhanced social network®rimelLife has extended the premier open source
social network Elgg with multiple privacy-enhancifgatures. The concept of audience segregation,igh&o
differentiate between target audiences for persdiagh items, is implicitly realized by people ireithdaily
“offline” life. We have transferred this conceptdrthe electronic world and enhanced the Elgg $oeiavork with
an implementation of the audience segregation @in&:.2.1, D1.2.2, D1.3.3). Users can now act umnlféerent
“faces” and thereby differentiate between the ideghaudiences. Another facet of better accessaidntiprofile
data is the definition of access policies on a-firenular level, e.g., by assigning rights to indiiial users or
groups. The strength of our implementation is thégatures an easy-to-use user interface for seckess control
policy definition which is integrated in the standlavorkflows of the social network. We also invgated an
experimental feature for implementing user congentiploaded materials if a user's data is concerasdis
frequently the case with photographs containingnfis being shared in social networks. Another elarfqp a
user-supporting feature of the prototype is a fgdn relationships between users with no interactwer long
time. All mentioned features need to be implemebtgthe social network platform; thereby their sopmeeds to
be gained for ensuring a proliferation of such dead in practice. Our prototyping work was in lingh related
theory research on privacy in social networks. Gpecific result worth mentioning is a paper on bBacok’s
“Like”-button analyzing the tracking of users, b&acebook members or other users.

In addition to the provider-implemented access rabrior social networks as outlined above, we hgeadized an
idea requiring no support by the social networkvter for its realization: We leverage the avaiéatWeb of
Trust” through which many of today’s Internet usgusblic keys are certified by other users. Basedhis readily-
available community-driven and non-centralized pulkey infrastructure, we have built a browser-lbase

8 http://www.primelife.eu/results/opensource/57-meadli@reputation-extension




encryption tool that allows a user to encrypt téedds on web pages towards a selectable audfe(ipé.2.1,

D1.2.2, D1.3.3) This ensures that the server orchvtiie content of the text field is stored needb®trusted as
access control is realized through encryption whthuser-selected keys and trust in the Web oftTersification

of the keys. This is a much stronger trust modahtfor the above approach. The results are orttadgonthe

abovementioned aforementioned work on social nddsydout can be integrated in terms of deploymerst.aA
complementary result, we have elaborated how somdlhorks can be exploited to facilitate key cedifion

through the Web of Trust which may open up thidifieation infrastructure also to less technologieated

Internet users.

PrimeLife has also investigated—as another reptasea of social software—the area of privacy-erdeghaccess
control in collaborative workspaces, such as onfora. In this area, we have taken an approach witne
infrastructure requirements, namely the availgbitif anonymous credential systems. The prototymavsthow
users can define access control policies for floeim entries which interested readers can fulihg appropriate
Identity Mixer credentiald.(D1.2.1, D1.2.2, D1.3.3) This approach realizedience segregation for the to-be-
protected content based on the access controlypbking defined. We have shown that such an appréac
workable, though, deployment is harder to achieve  the requirements of a credential infrastmecheing in
place.

All three prototypes described above have been naa@dable as open source products under the lasks
indicated. Regarding deployment, the assumption®ligmce on external parties and required infuastire cover
a broad spectrum: Deployment through service pesyidse of Web of Trust certification, and avail@piof a
credential certification infrastructure. The apmioes with the least assumptions have the mossttieathance of
short-term and mid-term real-world deployment. Majon-technical issues that may influence deploytnaea
business models and legal aspects, e.g., the wsscofption in such services. The different appneacalso have
demonstrated the assumption of different trust nspdanging from a fully-trusted platform provide&r no trust
requirements in the platform provider.

Foundational Research

We next outline our foundational research restig provide the foundation of privacy throughouéngs lives.
Parts of the results have been implemented to giraatical applicability of them and much of the smucode
been used made available to the community as apeces An overview of the findings as well as peistto our
scientific papers are reported in our periodic aedereports D2.1.1, D2.3.1, and D2.4.1.

Cryptography for Privacy

A major basic research effort has been carriedirotite area of cryptographic protocols for privadjie main
advantage of cryptographic solutions are the réoluaif trust assumptions in other parties and thesibility of
reducing information disseminated to other parti@sipared to a setup without cryptography. We calenaltiple
areas of research where we could substantiallyrpssghe state of the art.

One main theme of theoretical cryptography reseamasanonymous credential systerSsich systems are the best
known means for authenticating users based orfiedréttributes or pseudonyms and allow for dataimization
by revealing exactly the information as needed traasaction. Particularly, transactions can bénkable from
each other if this is required. We have found prok®which allow for more efficient encoding of &n classes of
attributes which is important in the light of reebrld deployments and credentials with multipleiltites. As one
of the sub-aspects relevant for credentials, we lveloped more efficient revocation schemes wisichucial in
the light of large-scale deployments of crederntigiemes, e.g., in the context of elD schemes. Aerdsting
technical contribution was a new method of pastiedleasing data of a credential, namely an appréacefficient
set membership proofs, as a cryptographic buildhlegk for credential systems. As one breakthrowgh,have
shown how to obtain delegatable credential sysighile retaining the full privacy and security projes. By this,
we have solved a long-open problem in cryptography.

As a cryptographic application of credential systenve have developed a protocol that allows twdigsarto
establish a shared secret, e.g., a secret keydssage encryption, if and only if both parties holeldentials that

4 http://www.primelife.eu/results/opensource/65-sdom
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fulfill a given policy. The only thing learned blye parties about the other party is that it fudftthe policy. Nothing
is learnt in case the protocol does not succeech &wprotocol is interesting in the context of jpoegly-unknown
parties on the Internet engaging in a communicattation.

At a theoretical level, we could prove that thexisteefficiency limitations in the cryptographicgtocols, so called
zero-knowledge proofs, underlying our credentiabtesn and many other cryptographic primitives. As a
practically-exploitable result, we have come uphvét protocol composition framework which allows géomuch
simplified and modular composition of zero-knowledgroof protocols. This is particularly importamr fthe
Identity Mixer protocols.

As another key contribution we have realized amygton scheme which has security properties reguwhen
one wants to back up secret data through encryffiooh a scheme is a required building block fénastructure
for credential systems that would allow users tckh#p their secret key.

As a building block for protocols that involve aidted third party optimistically, that is, only éase a conflict
needs to be resolved, we have developed a protbablensures that the trusted third party canrsdrighinate
between parties for which it gets involved in. Sutlird parties are denotedblivious third parties This

strengthens the model in which cryptographic pro®can be executed by further reducing trust apions on
the third party.

We made major contributions in the areapaf/ate service acces3he setting here is that a user can access a
service in an unobservable manner, that is, theicgeemwill not know whether which part of the sewievas
accessed, e.g., which record of a DNA databaseatanp database or which user profile of a socialvork
provider has been accessed. A method for achiestioh private service access has been proposedthodnthat

can be seen as an extension to this basic setisigden found. It allows users to access content imobservable
manner while allowing only users who have the neagsaccess credentials to decrypt such recorda. fagher
natural extension of the model, we have a protatiolving to charge a price for a record accessea jmivate
manner as outlined before. This makes the apprapgficable to DNA or patent databases or otheraldéu
resources where it is important that the user doeslisclose information on the record being acegss

Fair exchange of digital content is an everydayplaim. Cryptographic fair exchange protocols enshaé there is
no trust required in the parties taking part irr@qcol for providing their input to the exchanget ensure that an
exchange of the digital goods takes place fairlyatrat all. Thus, no party can betray the otherdmgiving the
good of the other and not providing its own. Sucichanism is not important in the traditional settof e-
commerce, but rather when parties who do not kreeh @ther engage in exchange transactions ovdeetnazic
communication network. We have found a fair excleapgptocol for large files in a peer-to-peer settimhere
either two files are exchanged for each other fileagainst a payment. Another contribution isratgcol for fair
exchange of one of a list of electronic goods aganpayment without the seller of the goods learnvhich one
was accessed. This is in a similar setting as f@isarvice access.

In order to obtain security of services and fulkuaccountability, binding of users to a devicgoheksolve some
of the issues. Biometry is one way of achieving,timossibly as one of a set of authentication facte.g., in
addition to a user-known secret. We have obtaires an-card fingerprint matching algorithms and wafe
integration. Such technology is an enabler forisergecurity in future service infrastructures. &ibgr with our
developments on Trusted Execution Environments EJE& mobile phones, this is a basis for portatijgtal ids
with biometric access control.

Related to anonymous credential systems, we havelajed approaches for securing a user’s credential
realizing the concept dfusted walletsWe have looked at implementing credentials ondsied JavaCard smart
cards which can be considered a breakthrough resuhlie system area. It realizes for the first timeise of
credentials where the private key is secured frotengial attacks from the host such as attacksutiiranalware.
This is a particularly important result in the lighf employing credentials in the context of elDdsa Credentials
on smart cards have been employed in a scenaricevihe smart card is implemented as a secure niicoagd
running in an Android-based smartphone for an dipetscenario.

We have elaborated on a high-level architecturestrure wallets comprising different layers of potion:
operating system; wallet software, e.g., in viized compartment; hardware token. Based on thdtsesie have
focussed this line of work on the field of smantdsain different form factors as one key class aridiware tokens.
Virtualization is a commodity today and orthogotwlobtain secure input and output user interfa@ésnention
here is also our work on Trusted Execution Envirenta (TEES) for realizing secure compartments obil@o
phones.



Reputation

Reputation can be seen as one of the key factthugirting decisions of any kind, also on which jg&rto interact
with online. Areputation systenthat protects the privacy of its users has beaigded, which fulfills the new
protection goals of liveliness and fairness whisessing privacy based on information-theoreticsmes. Thus,
the system balances the security and privacy reau@nts of the users of the reputation system dwad,vtay, it

achieves multilateral security. Another reputatsystem was designed specifically to integrate with semantic
web, again offering multilateral security. Both ®ms have been implemented as prototypes. Onerokarg

research aspect in this area was the interopdyabilireputation systems with other systems, wiigcbrucial for

any real-world deployment.

Privacy Awareness

Based on studies we examined from the field ofreroerce, it became clear that a privacy paradoxstisat is, a
discrepancy between users’ stated attitudes amdattieal behavior with respect to personal datadhiag exists.
This paradox seems to be present equally in webrzomties and social networks, with a possible aolol# factor
being a gap between intended disclosure groupddta and the actual groups. The project suggepisosing

privacy awareness in such situations to remindsuabout their intentions and make those explicie Wave
performed online user studies on privacy awareakssers as well as the impact of privacy awaremgesmation

on user behaviour. We found that the perceptiorbeihg private decreases with the availability oivaecy

awareness information, e.g., by showing the audi@fito-be-released information in an explicit weye showed
how to use privacy awareness technology in pratijce privacy awareness extension to phpBB.

Transparency Tools

Transparency is one of the basic requirementstiigaEuropean Data Protection Directive imposesfectronic
transactions. Based on a classification of aspefctsansparency tools and an overview of such, €kife has
developed aecure loggingmethod that allows users to be able to reconsaucace of data disclosures across
multiple data controllers. Arbitrarily complex dosiream data release paths are planned to be sepgdortthe
approach in the future. The key novelty is thatlogrscheme is, unlike previous schemes in thisalonprivacy
preserving. The trust model is such that it assuthat data controllers apply the secure loggingritlygms as
specified. The core of the system has been impleadeand shown to be workable. This result can ebazed
with our prototype on data tracking to obtain astyer data tracking mechanism.

Privacy for Large Data Sets

Today’'s businesses and web site operators proeegs Hata sets of user data with an increasing pade
increasing sophistication. Such large data setoftea released to third parties for processingemondary use.
Due to the importance of this part of data manageémee have investigated the assessment of riskatd
exposure through metrics and new theory and mestmsnfor guaranteeing specified privacy propertiémw
releasing data to third parties.

Privacy metrics are a prime tool for assessingitfieof unintentional exposure of information wheandling large
data collections. We have elaborated on gurokacy metricsandtheory of privacyas the foundation for methods
for the protection of privacy in large data collens, based on quantitative assessment of privadyrisk. We
investigated the problem of user support for theragpriate choice of anonymization techniques taicedthe risk
of disclosure. We furthermore elaborated a unifyingmework for combining metrics lik&-anonymity, |-
diversity, ort-closeness. Although those metrics measure diffeaspects of privacy like identity disclosure risk
and different aspects of attribute disclosure rible, goal is to obtain a single metric that alldies taking an
integrated look at all those metrics in an optini@a problem. We take an information-theoretic agmh and
express the three metrics as contribution to in&ion.

® http://www.primelife.eu/results/opensource/59-pygam



In the area okenforcement of data privacyesults were obtain in representing privacy aairsts for relational
databases as access privileges to parts of abdistd relational schema. This helps protect priviacgcenarios
where different sources of personal data may begiated and thereby increase the risk of undesioegss.
Another contribution addresses the enforcementiggy constraints that express sets of attribtlias must not
be accessible together for relational data held byird-party server. The approach taken is a feagation of the
data schema such that each fragment stores orilyuéds compliant with the constraints. Efficierisyreached by
considering the query profile in the computationthaf fragmentation. A logical extension of this s a scenario
where users may hold confidential data on a ligightetrusted device locally which is involved in aqy

processing. For such a scenario the fragmentatgorithm can optimize for keeping local storagetbe device
minimal. Many use cases such as application testimysupport require real-world-like data setsdacafailable.
This is a classical and practically important caksecondary use of large sets of user data. Thalagh can often
not be used as is because this would violate thexqyr policy agreed with the users. We have lookéedhe

resulting dilemma between anonymity and utilitydata and investigated approaches for sanitizing tabbtain
data sets useful for secondary use while complyiitly the agreed data handling.

Further contributions to privacy-compliant data lmling have been made through balancing confidbtyti
constraints and visibility requirements of the ilwedl actors by data fragmentation, i.e., splittisgnsitive
associations while ensuring that visibility requilents are fulfilled. For scenarios where large sittaare released,
we provide an approach for estimating the infererisk from such data to avoid leakage of confidanti
information. A new metric, based on informationdhg to estimate such risk has been proposed.

One result that is specifically targeted at solvafficiency issues of privacy approaches in thesoutced data
scenario builds on a so-called shuffling operatiaren index structure over encrypted data by thegé provider
to avoid it learning the accesses to the datazezhlby the user in addition to mere data confidditti The
approach introduces little performance overheadtlamsl proves to be useful for practical application

Access Control

In today’s Internet, data of users are often dissatad by a first recipient party, such as a seryimovider, to
further parties, also for secondary use. Therefkeg,aspects of data managementdissemination controand
secondary usagef data of users, particularly also of contextletia such as location which is increasingly used fo
providing value added services.

The following results all improve on the dissemioatcontrol and secondary use of data of users siitbng
consideration of the widely-used XML framework faxpressing and processing data. We have firstesiuaow
secondary use restrictions are expressed withitdatd policy languages such as XACML and what issing,
e.g., for policy composition. We have proposed dhoe to allow users to precisely specify to whicrtgs
location data may be disclosed based on policissar orthogonal means of protection, due to lonatieing
highly-sensitive data and thus requiring advanaedeption, we have developed a mechanism that hpebserve
location privacy by perturbing location informatiam various ways, following the user’'s privacy mefnces
expressed in a simple way. For dissemination cbofroser data contained in XML documents, we hangposed
an approach for realizing selective disclosurenédrimation in XML documents by filtering out dataat is to be
kept confidential according to an XACML policy aad ontology. The ontology allows for regulatingofiisure
using semantics expressed in the ontology andmgdGvIL schema constraints.

A different setting we have considered for acces#trol to users’ data is what we call tbata outsourcing
scenariq that is, the scenario where personal data obusestored on external servers which are trustgebtform
operations on data as expected, but who are asstonkd honest-but-curious parties, that is, paities are
interested in learning the data. As the cloud g®maodel of cheap storage with few security guaemand weak
trust model becomes increasingly important, we hstglied the problem of maintaining proper access t
outsourced data by legitimate parties, but preagnie server from learning the data. Our solutemsbased on
cryptographic enforcement of the access controlcpolin contrast to the usual enforcement by thdicpo
enforcement component of the trusted data holdas. i§ a much stronger trust model than the stahaedel, by
making fewer assumptions on the storage providere Qolution realizes a cryptographic enforcement of
authorization policies through encryption and hien&cal key derivation. The problem with this apgeb is that
still the authorization policy gets exposed throdbl cryptographic key derivation. An extensionttie model
fixes this exposure of the authorization policydifferent approach to solve the same data outsogimioblem has
been proposed based on encrypting data with diftdeeys and communicating these to the users. Thkenge



here is that, because users have access righifet@ict data, many encryption keys may resultdach user. The
goal was to minimize the number of keys to be hdraig to users to make the approach scalable dicgkef. The

solution is based on linear programs and heurifticthe key minimization problem. An extensiontb@ method
addresses the problem of efficient key updatesdenarios where data changes dynamically. Anottygoach we
have investigated for data confidentiality in th@smurcing scenario allows a user to share a resawith other
peers in the network by means of external servéitevensuring confidentiality of the resource ahditt content
with respect to the servers themselves.

A special case of the data outsourcing scenamhen biometric data is stored on a server to bd irsbiometric
user authorization. Here, the storage providernigndormation infrastructure which we want to prevdérom
learning the biometric data in plain form. An apmb was proposed that achieves such protectionghra new
way of registering and verifying the biometric razay$. Another proposed method uses homomorphig/gtion to
hide the biometry from the server and the netwofiastructure.

In certain cases of access control, the informagibout a user's presence when an operation is lparfigrmed
could be exploited in the access control polici#s. have proposed approaches that allow detectipnestence of
users and to exploit such contextual informatianaftcess control. This is orthogonal to the abegelts in access
control and can increase the power of access dontro

Implementation of Data Minimizing Interactions

The Identity Mixerlibrary that has been created in PRIME has beehdu developed. New features have been
added, the code quality has been improved, andhstatial effort has been spent to create docurtiemtior the
API of the library. The library implements the watd most advanced anonymous credential systenatoats for
anonymous authentication using attributes certifiredredentials (privacy-friendly certificates). bua credential
library is a key building block for realizing datginimizing interactions. It allows for performingahsactions with
releasing exactly the amount of information reqiifand requested by) the interaction partner. Aspecific
feature, an anonymous credential system like ItdeMixer can allow for user accountability in suahonymous
interactions, that is, the user’s identity can éeowerable, e.g., in the case of a severe violati@aygreed terms of
service. The open source cbaé the Identity Mixer library will be maintainedtar the PrimeLife project and is
already being used in a number of other projedie. [@entity Mixer library has been used by multiptetotypes
within PrimeLife, such as in the implementationsoaf privacy-enhanced reputation and incentive melse See
D2.1.1, D2.3.1, and D2.4.1 for related scientiisegarch papers.

Policy Language and Engine

PrimeLife considers policies as being of premiepantance for the protection of data and the privaicysers in
today’s information systems. Particularly, prope&liqy-based data protection is one cornerstoneifefldng

privacy. Policies are used to govern access tairess while following the data minimizing principke agree on
data flows and data handling practices, and toreefthe latter. For this reason, we have been dextegnsive
theoretical and practical research in this areartisy from policy requirements, over research acodels and
languages, to an implementation of a powerful yaticgine for privacy-preserving identity management

As first result in our policy research area, weehavllected a comprehensive setefuirements for a future policy
systenbeing capable of expressing access control arsdhdatdling aspects. (D5.1.1) Based on those reqairts
we have designed a policy language combining elesrfeom both the access control and data handlorgadh,
denotedPrimeLife Policy Language (PPL{D5.3.4)

A particularaccess controfeature of PPL is that it is able to express #mmantics of anonymous credentials and
thereby a policy engine implementing it is a su@aiuilding block for systems featuring privacy-$eeving access
control through minimizing the amount of data reksd in each transaction being performed. The laggus
capable of expressing access control requiremeriteifull continuum from transactions with anonyrsaisers to
transactions with fully identified users. As a dpefeature, user accountability can be ensured @véransactions

" http://www.primelife.eu/results/opensource/55-idignmixer
http://prime.inf.tu-dresden.de/idemix/
http://idemix.wordpress.com/




where a user remains anonymous, such that a uderiifying attributes can be recovered with théphef a
trusted party under well-defined circumstances. abeess control part of the language is technobmgyyostic,
which makes the language applicable for a pluraditypossible authentication technologies, with amoous
credentials being the most complex and powerful @e have adopted the paradigm of a card as actioleof
(certified) attributes stated by an issuer andwallor multiple such cards being used by a usewffillfa single
policy request of a service it wants to accesss ghies the approach the expressive power thagisined in real-
world interactions where a request does not nedgssamprise only data from a single issuer.

Regardingdata handling the language allows users to express their datalimg preferences as well as data
controllers to express their data handling promi8sgh those can be matched before a data releasgattion
takes place and result in a concrete policy torifereed for the data to be released. The underlgolgy model
has been designed for supporting service compositid arbitrary depth and to have enforcement fdkee at
every party in such a service composition. A kegtdee for such compositions is the capability ofvdstream
usage control, this being the agreement on policieturther data recipients that match the uspréferences and
enforcing such constraints for all disclosures sdrudata along the services chain. The complegityirng in from
composed services is that the policy exposed seamay be a composed policy, composed of multipleies of
back-end data recipients. One important part ofdaia handling policies are obligations which sfyegperations
on data and how to trigger them, e.g., time-basgetidn or notification of users when data areHertreleased to
downstream parties in a services chain. We havigrikx$ a powerful language and a matching algoriisrpart of
our data handling policy language and engine.

Sharing of data by the first service provider arusteases data to is used virtually everywhermday’s web as
data sharing is the driver behind many businessemptut also for achieving cost reductions throagtsourcing.
PPL adds better control, automation, and privacsutth scenarios.

We have built an implementation of PPL, the Prinfeldolicy engine, and used it in our prototypinghaties to
show its practical applicability. As important stigpvards technology adoption, we have releasedeapart of our
policy engine that is related to privacy-enhanceckas control policy matching. Such a componeatrigcessary
building block when deploying an anonymous crea@rslystem in a practical environment. The full sfeation
of the PrimeLife Policy Language has been maddablaias an open specification to make our resutidable on
a broader basis. We have started to standardizeptieeparts of our language that are needed irr todeke a first
step in the deployment of practical privacy-presegudentity management systems. Concretely, thigerns the
data format for releasing data in a data-minimiziray.

Related to the definition and implementation of PRiundational research was conducted in the pdljyce,
amonyg it the following (D5.2.3):

As an extension of PPL, we have defined a moddlifmosure policieso regulate how access control policies for
a party’s services may be communicated to cligkgshe client-side counterpart, which is, due ghleir protection
requirements and human attendance, not a fully stnignsituation, we have found a solution fegulating
disclosure of credentialsf a user. It allows a user to specify the serisitiof credentials at a fine-granular level
and automated enforcement of this during an intenaevith a service provider.

Context-aware policieallow for an exploitation of context informationch as location to influence how and when
a policy should be enforced. This is importantresihcreasing availability of users’ context inf@ation makes it
possible to have context-sensitive services.

Using policy spacesve investigated how to regulate exceptions tocpesdi e.g., for emergency care in medical
settings. With this approach we strike a balande/dsen the rigorous operation of traditional acazs#rol on the
one hand and emergency care requirements on tee lzéind. The goal here is limiting break-the-glassesses,
that is, emergency accesses by normally unautlibpeesons, by classifying a subset of these aceesgsts as
abuses and defining policies for regulating those.

Further results have been obtained in the arepemfification and enforcement pfivacy constraints on distributed
data Often data are stored at multiple parties andi&ivering a service, different parts of the dagad to be seen
by different parties. This is a problem of distitid authorization for and we have provided a sofutor this.

As complement to our technical work we also inggged the policy area from a legal point of view elxtracting
requirements for and guiding our technical workhis area. We looked at legal aspects relatedetartinagement
of personal data with a focus on transparency hegtirpose binding which influenced our policy mated PPL
towards strong legal compliance with European gatéection legislation. Also in the legal domairg Weoked at
for which kinds of transactions personal data a&wessary, based on scenarios. This resulted ffeaeditiation for



transactions of web shops that may act as guideractitioners in implementing data minimizationrizal e-
commerce scenarios. We looked, from a legal petispeat multi-level privacy policies, that is, poés that allow
users to view different levels of abstraction gicdicy to ease its understanding.

As a simplified yet effective means for displayipglicies for email communication the project co-eleped,
jointly with Stanford University, thérivicons which are simple icons targeted at the end useéndizate data
handling requirements in email communication.

legal requirements for privacy policies; basis fechnology; technically-supported privacy polici@splement
legal requirements through sticky policies; authatibns, obligations; analyzed existing models landuages

In the legal area we defined a methodology for yaiayy existing provisions on data handling, e.giyacy
policies, regulations, and use cases and contdhotéhe policy language development efforts tauemsheir legal
compliance.

Identity, Trust, and Privacy Management on Mobile D  evices

Starting from the concept of security of servidgttis, a holistic, end-to-end, view of servicesusity, we have
looked at how infrastructure can contribute to i@l such end-to-end security requirements. Basedur

analysis of market trends, we have focused on tleen®us growth market of mobile devices and theg as
infrastructure elements for delivering secure s@wito the users. In order to obtain secure serwebile devices
offering substantially higher security than depkbyeday, are needed. Multiple technologies sucbnaert cards,
SIM cards, or secure microSD cards were assesskdoampared with each other in the context of thee within

mobile devices for obtaining a secure platformeys lbuilding block for secure services.

A focus was on using the concept of a Trusted Basdbtain better security of a platform by combgimardware
and software security. The Trusted Base acts astanchor on which further elements can be failbbtaining
a secure environment in which a user can safelyagmrher identities and interact with her identigyvice
provider. Particular aspects are security of peiveéys and secure input and output devices thatotale
compromised by malware. We analyzed available t&ogies for hardening mobile devices and at themtal
future development for the dynamic creation of nfebervices (D6.3.1). A prototype based on an Aiddmwbile
phone was built with a secure ,microSD card astéduBase (D6.2.2). The system is a first step tdsvabtaining
a Trusted Execution Environment (TEE) where a aaarperform identity management-related operasecsirely
and showcased how one can get around main se@sitgs coming from attacks on the computing platfand
operating system. The prototype was employed fer gpecific application case of acting as the usedat
management device for privacy-enhanced service ositiqgns as explained further below. Major stepsvéyd
were made in the standardization of such Trustest&ion Environments within the Global Platformiatice.

Enabling Privacy for Composed Services

PrimeLife has investigated service infrastructutes provide services to users while requiring peas data of
users to do so. Our goals were to achieve a secomngenient, and legally-compliant infrastructuoe handling
users’ data in complex, multi-layered service cosijans. In such service compositions (parts ofeavice are
provided by chains of service providers and usé¢a flaw along those chains as needed for the ssgvithe
dynamic binding of services may depend on the sgmivacy preferences as data may only be pasead dne
service provider to another one if it agrees todianhe data following the user's preferences. Thdicy

composition is a key enabler for such dynamic sergiompositions. Both those aspects have driverwouk in

this area.

Our research results focus on an understandinglafypdriven privacy and data management in cragsain
service compositions. A framework for privacy aifé tycle of personal data in service compositi@s lheen
proposed that describes how the privacy aspectsowiplex service compositions can be addressed théh
policies based on the PrimeLife Policy LanguagelLjRP6.3.2). The framework identifies patterns &arabling
the use of policies in SOAs and thus may be a difiee real-world adoption of our technologies. Aslipy
conflicts, that is, a composed policy for a serigaot matching a user’s preferences for her daitaa major issue
in complex service composition scenarios, we hawestigated conflict resolution in policy matchingith a
particular focus on finding the root causes forsoismatches and thereby assisting policy manageamghfuture



user interfaces related to matching of data hagdpwlicies. Overall, our technical results in thervice
composition area leverage and integrate with olicypéechnology described earlier as a part ofgbkition. On
the legal side we elaborated on legal aspects taf lanagement in service compositions and partiguimided
the development of our framework and prototype feolagal perspective.

A prototype for a concrete scenario of a servicemusition helped us validate our theoretical rasaftd shows
how user privacy can be retained in dynamic crasaain service compositions (H6.3.3). The prototyas partly
built based on the commercial Business Process ¢éamant (BPM) offerings BizTalk and NetWeaver aretehy

shows the practicability of our approach in reaHadidechnology settings. Another practically intgieg result is
the possible involvement of users through thested mobile device into service compositions tovalfor policy

adjustment in order to unblock a composition ofacked service (D6.2.2). This approach of securatfend to
back-end interaction shows a trade-off betweenapgivrequirements of users and feasibility of a cositpn

being possible from a policy perspective, given tlser consents to such adjustment of preferendas. i$
particularly interesting for services which comprisomplex compositions and substantial risk ofiggttiocked”

due to policy mismatches while having large potnialue to the user such that weakening the pdbcythis

service instance may be acceptable.

User Interfaces for Identity, Trust and Privacy

It is well known that usability is one of the ma&spects that may inhibit or drive the adoption etwsity
technologies. PrimeLife has addressed usabilityeissvith a strong focus on the user and user agrdstisdies we
have performed. Our usability work has providedpsup through user interface design, user evalnsfiand user
interface implementation for prototyping activitiégst have been performed throughout the projdet. goal of the
work was to find usable and understandable userfate paradigms for our identity management telcgies.

General research on user interfaces for privacwecihg identity management has been performed.liRdsave
been obtained in users’ comprehension and mentdehaf privacy-enhancing identity management thtoag
combination of literature studies and expert ew#mna of technologies. Through online studies weeha
investigated the conditions that influence techgplacceptance and are preconditions for adoptideatinologies.
New user interface paradigms and metaphors foapyrenhancing identity management have been igatet,
also for virtual community applications. A collemti of commonly-reappearing user interface pattéars been
proposed. (D4.1.1, D4.1.5)

Substantial progress was made in the ardausf and assuranceser interfaces with the goal of producing a tool
users for assessing the trustworthiness of seprmaders in terms of privacy protection and busseeliability in

a usable way, based on information from trustetiggaand dynamically-generated assurance clairtiseo$ervice
provider's data processing system. (D4.2.1) Fordbasign of the trust evaluation function, we haakeh the
social, technical, organizational, and user interfaspects of the problem space into considerafianlaboratory
evaluation has shown that users do appreciate mgerstand such functionality. A cultural comparisbady on

the trust evaluation function has been conductedhted light on different perception and acceptamicéust

assessment depending on differences in culture.

We performed research in the area of online funstio gives users the possibility of exercisingrthights given

to them by the European data protection legislagog., updating personal data, blocking the pringsof data, or
requesting deletion of data. The basic underlygaihical and user interface concepts have beepratad and a
tool has been implemented that allows a user to their complete data track and perform abovemarticaccess
to their data through a single tool. (D4.2.2) Than substantially enhance transparency and givess uke

possibility to actively perform desired actions their data. A fully-functional prototype of suchamisparency
functionality has been built based on iterativelglaated and improved mock-ups.

Another transparency-enhancing function, speclfidar virtual community users, was designed. lbak users of
such communities, e.g., social networks, to be ablgonsent to the publication of data by otheet #ifect such
user. This carries well-known provisions of Eurapekta protection legislation over also to be aupto users
who process personal data of other users. A legdysis has been performed on the transparencyidmsonhich
guided the technical work.

As a natural complement to our technical work olicpes, we have elaborated on user interface aspetdted to
the presentation and administration of policiesr B access control part of the policy language hage
elaborated concepts for a user-friendly selectibdata based on credentials to obtain a valid asségt for a



policy of a service provider. Different metaphoevé been looked at, particularly the card metaptée. have
further progressed it towards supporting the seleaf partial information from a card and combipimultiple

cards (and the underlying credentials) in a simgleraction. The work is well aligned with anonyrsatredential
technology for privacy-enhanced data release, dpeel in the PRIME and PrimeLife projects. The nmivblems
of cards as a user-facing concept were found awdl fin an iterative approach. Further concepts wested as
well. This work has lead to a major progress inkhewledge on identity selection (policy fulfillmgn(D4.3.1,

D4.3.2)

For complementing our data handling policy effortg, have worked on on-the-fly definition and chaofelata
handling preferences during the context of intéoastwith service providers. Mismatches of a uspreferences
with the service provider's policy are presentedimulti-level structure with increasing detail ahe option of
adapting the user preferences on the fly. As aitiaddl level of data handling policy representatia simple icon
representation of key aspects of data handlingigslihas been defined and tested in an interclitoraparison
study with participants from northern Europe andn@h

In the course of user interface work related to ghgect’'s technologies we have published a catecbf HCI
patterns for the PETs we use (D4.1.3). For evalnatiof usability of PETs, we have proposed PET-USES
(Privacy-Enhancing Technology Users’ Self-Estimati®cale), a questionnaire enabling users to ewlB&Ts
(D4.1.5).

The approach that has been employed in the userfdoé efforts was a combination of literature aesk,
laboratory user evaluations, expert evaluationd,anine user studies of mock-ups or systems. Berwithin the
project, the well-known tool of personas has besedufor capturing and communicating requirementstte
technology-building and evaluation process and familitating communication between technical andh-no
technical team members. European data protectigislddon was considered for our tools and intexador
supporting users in order to ensure their legalpt@mce.

We have summarized the lessons we have learntgdth@ project in the areas of PET user interfacggdeand
evaluation (D4.1.6) which is the project's maindey in the usability area that can be immediataket up by
project outsiders.

Web Tools

Privacy Dashboard

We developed the Privacy Dashboard, a Firefox eiten This tools combines several approaches twagyi
preservation in the Browser. The Dashboard knovautahll technologies that can be used and abusedsfer
monitoring and tracking and it can block such manitg. This includes Flash-cookies and client sii@M
storage and all the other new client side mechanistmoduced by the new HTML5 Specification anckatty in
use on the Web. Furthermore, the Dashboard implengedata track. This tool is inspired by the aufréhe “data
self-determination paradigm”. It records which imf@tion was given to which web site and storestd & client-
side SQL database. It tries to make such data sibtedo users by some predefined queries. Fustloek will
allow to a more efficient exploration of the datllected to track the trackers. The Dashboard edslically
changes the paradigm of user interaction on privaatyings. In the past, users were often inviteddb their
preferences up front. This was very complex and @46 of the users remained with the default sgttins
delivered with the Browser. The Dashboard makes#semption that Privacy is dependent on the coatakthat
knowing all contexts in advance is simply not pblesiSo the Dashboard doesn't set user preferemeglvance,
but learns them over time as the user browses tbb. W toolbar is asking about the user's preferemeehe
concrete context. Once a decision made, the Dasthibemembers that setting for future sessions. @wer, there
will be less and less new sites and the user iseletl less and less while still having prefererticasare as close
to his needs as it can get. As an opt-in featine eitension offers that data about tracking beianfi web sites
can be shared in anonymized form to build a maiheftracking parties on the Internet. For the fitsmccess of
the Privacy Dashboard, we have made it availablepas source hosted by W3Qhe extension is available on
the Mozilla web site for download.

8 http://code.w3.org/privacy-dashboahttp://www.w3.org/services/privacy-dashboard/
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Dudle — Collaborative Group Establishment

An often-used application, delivered through theudl model, is the one of collaborative group esghbient.
Based on an analysis of scenarios and the diffggrentp building stages, the project has developedry and a
tool for privacy-enhanced collaborative group elisament'® The tool can be used such that privacy can bedrad
off against decision supporting information beingaitable for group establishment, thereby coverihg
continuum from the one extreme of all input schednformation of participants being revealed to flaeticipants,
meeting organizer, and hosting platform, to theeptixtreme of almost no information being availatdethe
participants, organizer, and hosting platform, Hatisions being performed by a cryptographic migjovbte
protocol. The tool is web-based and has been maaiable as open source.

Life-long Privacy

A main goal of PrimeLife was to investigate privafy life, that is, life-long, sustainable privadgr users.

Basically, sustainability is a multi-dimensionabptem which requires a multi-faceted approach tadressed. A
main outcome of the project as a whole is that weehdiscovered mechanisms and built prototypegHer
protection of privacy throughout our lives. The Qo#life-long privacy is not achieved by a singéehnology or
system, but a set of technologies in different sremch protecting privacy for a specific part eéng’ online

interactions. The development and deployment oh sucet of technologies is one major step forwardttie

protection of user privacy in a sustainable manner.

Sustaining privacy requires a combination of daitsimmization and policy-driven enforcement of ddtattneeds to
be released, together with mechanisms that allowea to assess trustworthiness of service providass/-to-use
interfaces and icons, cryptographic protocols Elany of the individual aspects of sustainabilitypsivacy have
been investigated in the project, also with prgies/being built. Such a broad approach of tackdihghainstream
classes of use cases is a prerequisite for sustaipevacy.

We have specifically elaborated on life-long privdiom a legal perspective and put together requargs to act
as basis for our dedicated prototype in this areareby we found delegation to be a key featuressary for life-
long privacy and identity management.

As a specific applied part of the work on life-lopgvacy we investigated a scenario, namely lifeetipersonal
data management by the example of a backup pr@&ofyprototype was built showing the feasibilitycafr ideas
for this scenario. The prototype allows a usereftect their different areas of life, such as warld personal, by
tagging her locally-stored data. For data of am afdlife, a user can then specify policies on temd by whom a
backup of such data should be recoverable, withgdgion being a main concept. Access to data isteplaon a
policy basis, with data being securely held in digtorage services. This allows for giving the rigarsons access
to parts of the data on an as needed basis thratigfeuser’s life.

Economic Considerations

The main results in the economic area of our warkmrise a methodology for an economic valuatioridd
assets and capabilities of organizations and aesss®nt of the untapped potential in terms of itdent
management of those. It has been studied how ssehisaand capabilities can be leveraged to turortignization
into an identity service provider and thereby drgptadditional value from the exploitation of thosaused
resources. Furthermore, concrete such assets pabiltzes were identified and analyzed and scesaior value-
added identity management services were discu@36dL.2)

Our economic results on IdM enablers can help dzg#ions generate additional value by leveragingaaly-
available assets and capabilities for identity ng@ngent purposes. Such additional value generatam §o far
unused assets may be an important driver for bringiore advanced identity management protocolsgrdotice
and thus additional value not only to the orgamrgtbut also users and service providers that fiidfn@m such
new IdM offerings. Think of mobile operators or ethinstitutions with strong identity verificatiomgresses during
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customer registration that may be able to levethgie customer identities to offer their users sedand privacy-
preserving) identity management services.

Another result related to economic aspects conpiise understanding of adoption of identity manag@nin
different scenarios and for different identity mgement architectures. This includes results on tifyary

obstacles and opportunities for IdM infrastructaieployments as well as the technical part of thekwaf

integrating available web-based standard protdotdsan overarching IdM infrastructure to overcosoene of the
known obstacles.

Summary

As shown in this section, PrimeLife has substagtialvanced the space of foundational researchpaactical
applications of the results in multiple areas oivgey-preserving identity management. We have adde
problems and found solutions at various levelstiaafrom the infrastructure up to the applicaoA particular
strength of our research approach was its intdptfiisarity including technical, social, legal, aretonomic
considerations. The project has executed a comcegp@roach of creating theory results, turning ¢hogo
practical applications, open sourcing key protosypend bringing the technologies to standardizatmmirive
future adoption. We have produced technology tlepshusers sustain their privacy throughout theesl A
particular part of this is technology that allowes @iser-centric and dynamically-configurable coninger personal
data in interactions that involve personal datactWwhs one cornerstone of life-long privacy. Multdeal settings
such as complex service compositions or sociatantens are covered by our approach. Another cstore for
life-long privacy is to not release personal datallathat is, to employ technology for realizidgta minimization.



Potential Impact, Main Dissemination Activities and Exploitation

PrimeLife has created results during its 40 mowthgroject runtime that have already influenced téwhnology
landscape and have potential for further impa¢h@mid-term to long-term future. We next give amwiew of

where we expect potential impact in the technolsggjal, and economic areas and in which areasawe already
created traction during our project runtime.

Historically, PRIME, the predecessor project ofnfalife, has set a landmark in European privacyareseand
created traction in technology, policy making, asutiety at large and made privacy a more discussad of
interest. PrimeLife was targeted at continuing thiscessful venture of changing the European lapasdut with
a broader focus than data minimization which wa#MRs main focus. PrimeLife has, in addition to ¢ioming
PRIME's successful work, targeted classes of aafitins that, during the PrimeLife project, have egad to be
the true game changers in the Internet at largpoésntial candidates for enhancing their privacg do the
particular privacy threat they create. As anothe&jomgoal, PrimeLife has set out to investigateeatp of
sustainable, life-long privacy and thereby creatadtion in a so-far not well-addressed area. Iditamh to its
technical merits, our technologies and researafeireral will help create trust in the Europeanrimiation society
and allow breaking down the barrier of slow adaptd certain electronic interactions due to a latiust.

In this section we summarize the impact PrimeL#s had so far and we expect in the future in tbentslogical
and socioeconomic arena. This is put in contexth wiir main dissemination and exploitation actigitige have
performed. Thereby, we start at the concrete lef/gidividual technologies and results of Primelafed carry this
over to the larger impact the project will havehie European socioeconomic context in the mid ng kerm.

A Technology-based Perspective

We start with a discussion of impact in the techgglarea, thereby addressing the technologies amttiin the
preceding section on our main technical results.

The Social and User-driven Internet

Online Content Privacy

Our theoretical work, prototypes, and user stuniése area of privacy for user-generated onlingeat has added
privacy-enhanced functions to widely-deployed tpodsg., MediaWiki or phpBB. Ouprivacy-preserving
reputation and incentive schemfes Wikis as well as our privacy-preserving accesstrol scheme and awareness
extension for phpBB are built on the Identity Mixanonymous credential system, thereby relying as th
technology getting some deployment. Once this présée is fulfilled, those tools allow for majanprovements
of information quality and trust on the web, whileeserving privacy of users and giving them mone-fjranular
control over who can access certain content thegter Content quality today is a major issue anddrs the full
potential of user-generated content, which is dr@ key sources of knowledge in the informationisty, to be
unleashed.

Social Network Privacy

With our Clique prototype and the related theoretical research,, @n audience segregatiopnwe have
demonstrated that better control of personal datmcial networks than is offered by today’s systésrpractically
feasible. We gained substantial media attentiareinspapers and radio for our work and have thesydeployed
with multiple hundred of real users. We have shimw the functionality can, to a large extent, bétlmn top of
the premier open source social network Elgg. THestsuntial media coverage also led to discussionsoaial
network privacy with an important Internet staketeslin the Netherlands and an invitation to tallstihis topic
at a Dutch high school with multiple hundred pupilais creating potential multipliers for our idead creating
further discussions. Our results are availablepghsource and can be picked up by the maintagigCéique or
other social networks. The main impact of our redeand development work, though, is that we hdabogated
the concept of audience segregation and multighkergprivacy concepts and showed that their re#@izah a
practical system is feasible. The media attentieipéd convey the ideas to a large audience. Instefmfurther
take-up of the ideas, we rely on social networkviglers to get interested in or users demanding sudimilar
technology. Properly implemented audience segreg&tichnology will help users to easily define dluglience for



their data items and to become aware of who mayvbiézeh of their profile data which contributes stavdially to
proper life-long management of one’s identity anesprving privacy.

PrimeLife’s Scramble!technology provides a solution to the social nekwarivacy problem from a different,
orthogonal, angle: It allows users to define thdi@uce of profile data independent of the sociélvoek provider

and have the policy enforced through encryptionitA®es not require the social network providerplay along,

and only requires existing infrastructure, realddladeployments are to be seen soon. The tool has bede

available to the open source community and plaist éor its future maintenance. The tool has besmws at

conferences, including demos for further disserdnahmong the scientific audience. Scramble! offessers an
orthogonal data protection mechanism to Clique. fiigh potential of Scramble! is due to its indepamze of

service providers’ support or new infrastructudiuirements. This explains its substantial impadtéemtial and

probability of getting adopted by the community cbmjunction to Clique, our method for utilizingcsal networks

to simplify key management in the Web of Trust nzake the tool applicable to a wider audience.

PrimeLife’s research work on the Like!-button oftEaook and how both members and non-members gietta
across Web sites they visit has gained major n@wsrage and already has had impact in the fieldadt created
awareness in the public on such tracking going cdo@ierformed by this major social network platforAiso,
Facebook adapted its software and multiple invastgs by data protection authorities have beggéred. A
substantial long-term impact is expected that $ooi&twork providers like Facebook may make software
deployments with stronger consideration of privattheir offering.

Foundational Research

In addition to the results already mentioned abdwether results were obtained in different ardws aire crucial
for privacy in different areas of life of people a®ll as for sustainable privacy throughout peaplives.
Regarding basic research in the area of anonymadeitial systems, we have progressed the statteeodrt
substantially, particularly geared towards bringding system towards better deployment. Thus, we falowed a
closely-integrated strategy of theory developmerd s implementation in our open source librarfie Turther
cryptographic research has made major theoretimhlpaactical contributions with different horizooakimpacting
future systems and making new ways of (commereialjtronic interactions possible. Those basic reke@sults
will have a mid-term to long-term opportunity ofttyeg used in practice, but can then have majorichin terms
of new value-added services that are not possibl¢hat way today or for strong privacy properties, a
combination of both.

Data Minimizing Interactions

In this area, we have the main technical resudt sffable implementation tdentity Mixer The code is available as
open source and well maintained and already now bhigenultiple research organizations in Europe taedUSA,
which we are aware of and interact with. Thoseiuseainly for (applied) research projects; e.gnadional elD
card based on an anonymous credential system atitid®ixer on smartphones. The results of our aece
realize the concept of data minimization to theeektpossible through technology. The technology meiwng
freely available to the public in a stable implemation and with stable API and usable for commércia
applications, makes it an ideal candidate for hgiigh impact in the midterm. The open source fipia well
maintained which helps increase its adoption bgltharties.

The topic of data minimization and particularly tieehnology of anonymous credential systems has baming
traction substantially over the last few years &ad become an increasingly researched topic, algarding
infrastructures built around this base technol®g.expect that the use of Identity Mixer will seettier growth in
research projects which will pave the way for fetuwteployment of the technology due to increasing th
understanding of the technology on a broader b¥g¢eshave also shown the feasibility of executing littentity
Mixer protocols on standard smart cards which riqaarly important for high-assurance applicaipauch as e-
government. Related to anonymous credential systérasproject ABCATRUSY has been launched, in which
both the Identity Mixer and the related U-Provehtemlogies are being further progressed towardsgeady for
production deployments. One goal of this projec¢bisinify the technologies on the API level anddba common
infrastructure around them. Further projects bogdon it are di.m& and FI-War&’. Overall, we have grown the
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ecosystem around Identity Mixer substantially tlglowur efforts in the PrimeLife project and we bagh impact
for the technology in practice in the coming yedforts in PRIME and PrimeLife on anonymous credgn
systems theory, architecture, and implementatiore lsabstantially contributed to the fact that tieishnology is
being acknowledged broadly as being one importasiding block of future systems and that the reclear
community and industry there is substantial tractio the field of anonymous credentials today, ,eimgy.the
ABCATRUST project that aims, as one of its godls, anification of the technologies at the inteeféevel. Before
PRIME and PrimeLife’s efforts, the technology was widely known and considered impractical by manlyis
shows the success of our long-term strategy betlindtechnology and its development from theory tolwa
practical deployment.

The complement to Identity Mixer, the credentiabé@ access control part of our policy engine, istlzr
prerequisite for integrating Identity Mixer intogmtical deployments. We have meanwhile made theypehgine
for credential-based access control available as gpurce which gives us the second key componengdlizing
data minimizing transactions in practice. We expleat the component will be adopted by the reseascmunity
as another building block for data minimizing tracisons and that it will help us in getting closerreal world
deployments. The component will be used in the ABQ4t and Fl-ware projects.

Both the Identity Mixer library and the related ipglcomponent are being used as foundational tdogies in a
number of existing projects by project partnersoihireates immediate value for those projects wittioe need
for building such technologies on their own. ItIvédlso help to harden the implementation and dihe whole
Identity Mixer system towards practical deploymeme expect also that many future project will maise of
these components.

Once Identity Mixer or similar credential technojogill be deployed and credentials available omargé scale,
this will have a major impact on society by allolws substantially safer Internet through servicevaiers relying
on certified data instead of claims while incregdime privacy of users through data minimizatiod allowing for

anonymous yet accountable transactions. The sbbietefit will be new and safer applications througprified

data as well as new business opportunities for figao identity service providers. It will help inasing trust on
the Internet through technical means and therebtyce fraud and increase consumer confidence imnation

technology at large.

Data handling Policies and Service Compositions

Practically, data minimization is a solution to mamactical future scenarios, but by far not tocales. Therefore,
we have invested in generating technology thawallosers to agree with data recipients on the katealling

practices for their data and to enforce those et all data recipients in a service compasitidur approach is
through an advanced model of data handling politiasis also operable in the context of servicaaositions. It

represents the data handling part of the PrimeRdécy Language. This addresses a large part otléees of
interactions in which personal data needs to begased, which will also be of significance in th&ufe, besides
data minimizing interactions. Our policy system dalp ensure that data processing is happeningdingoto

policies, thereby addressing also the ever-inangagutsourcing of parts of service provisioning.r @amework

for bringing data handling policies into servicamgbsitions can help communicate the ideas to detisiakers.

We will make the policy language specification amgblementation architecture available in the forfnopen
specification to boost future adoption of the temlbgy. Aligned with this step, we have shared tbeddeas with
standardization bodies and liaised with the keyeis world-wide in this area to set the foundation future
standardization and widespread adoption of thentolyy. Project partners have plans to further bgvehe
policy language and implementation and use it iariiprojects to make it ready for production use.

Our data handling policy efforts help future seegiddecome more reliable and transparent in ternemfofrcing
agreed data handling constraints, even throughicgecompositions. This will help increase trusthiose service
providers and may act, in conjunction with othehteologies, as a driver for growth of the Europdaital single
market at large as one major inhibitor is a lackrast. We think that practical deployments of @eis of) the
technologies are expected in the midterm.
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Identity, Trust, and Privacy Management on Mobile Devices

Technology progress towards Trusted Execution Bnwirents for mobile phones and pushing this to adstal
were our key results in the area of trusted mateieices. Specific future exploitation of our resiudte expected to
happen in the SEPIA project and through the MoléCGmcure operating system for smartphones whidraliolv
users to run applications within strongly-separagedurity partitions, including secure input andpoti Such
future systems will act as major enablers for seaqupbile interactions at large. Particularly, ttéshnology
roadmap will enable mobile phones to act as sebotders of digital identities, such as elDs, whidn be
conveniently used from within the mobile deviceughthis technology will play an important roleeasbler for a
plurality of different future use cases.

Access control

The scenario of data outsourcing by users to eatesarvices, e.g,. Dropbox or Google Docs, is becgm
increasingly important for collaboratively usingtalaFor confidential material such outsourcing @@ @&an
acceptable solution without applying measures tie tthe information from the outsourcing server. Garcial
services offering encryption usually do not alloar fsharing of the content. Our solution overcomesse
shortcomings by employing a cryptographic enforaanoé the access control policy through encryptiombined
with according key management and key derivatigorithms. Our open source code can be integratéd avi
multitude of existing online storage systems bgriested developers and thus add the security tunadiily on top
of insecure (and cheap) storage solutions. We daample integrations into a web browser and anfdmagement
application on the client side and it can be edsilygrated with further tools due to our open eysarchitecture.
This access control technology for outsourced Hatathe potential to boost the adoption of cloodagfe systems
as one can combine the usually considerably lovest of the cloud storage model with the strong sgcu
provided by our cryptographic access control apgrpthereby benefitting both storage service prergchs well
as the European citizen. The complete transparehtlye approach to the storage provider, no reqergs on
additional infrastructure, and the freely-availabdeirce code ease the adoption and increase thetipbimpact of
the tool as a community-driven effort. Our appreacHor protecting biometric data in the data preces
infrastructures, again through cryptographic memnsgen as a prerequisite to deployments of biterststems as
it is inacceptable that service providers learrhsista on a large scale.

Web Tools

Privacy Dashboard

The Privacy Dashboard is an open source produtt matnew requirements on the available infrastnectwe
have had a number of downloads of the Dashboagah inarlier stage of its history and moved it to Mhezilla
addon download site recently. We expect furtheettment to take place on W3C's code hostingsieich as
new features, localizations, and community-drivescuinentation. Exactly the lack of requirements @twn
infrastructure or services makes the Dashboartbagtandidate for larger deployments within thersterm as it
provides immediate privacy benefit through bett@aieness and the possibility of making settings lalndking
tracking to its users. The high potential of thi®ltis due to a large extent to it not making anlgitonal
requirements to infrastructure than what is therehe web as well as the immediate privacy bengfitwe track
the tracking parties through a community efforts tinay lead to stronger insight into the structuogv users are
tracked and in the long term also to changes gking behavior if the tool, or similar tools, geidely adopted.

Privacy-preserving Polls

Our deployment of the Dudle tool is frequently usedpolls by external users. The tool allow usergperform
pools while giving out substantially less persodafa about one’s (non-)availabilities than withestfferings.
Exactly this makes the tool a specialized toolrfonimizing data release for one specific, but iasiegly-used,
purpose. It is therefore one piece of technologyafthieving a broad coverage of different aredgefvhile at the
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same time, due to data minimization, is importamtrealizing key concepts of life-long privacy inig specific
application area.

We are running our own server that is open to thgip. The software has also been made availabipes source
on freshmedt and alternative T8 under a generous open source license. As of tiragiting this report, we were
aware of 6 deployments of the server by the comipuvhich clearly shows the acceptance of this byothe open
source community. The open source code base forthverprovides a good basis for its future develogrbg the

community and thus an even broader impact in thesyt® come.

Identity Management Enablers

Our work on the enabler concept for identity mamagt can act as guidelines for organizations why have

identity management assets and capabilities tordgeethose by becoming an identity service providerch

exploitation of available resources of companigsskrondary use for identity management may bengortant
factor in bootstrapping the future identity manageminfrastructures as it reuses already-perforidedtity

verification and can be of lower cost than dedidatervice providers. Of particular importance far work in this
area is that it is based on economic considerationss helps the organizations create additional meeby
exploiting their available resources. This may bke &0 provide, at least a partial, answer to thestjon of how to
make advanced identity management economicallylezigks we provide a process model, this can bectiyre
applied by organizations.

Dissemination Results

We next outline our key dissemination results dafmeLife — dissemination played a key role in makpriyacy
live and has been executed in a concerted appmistcihe technology development.

Scientific Publications

As outlined previously, we have made major proginesesearch on PETs and disseminated many ofesults on
relevant, mainly international, conferences andksloops. This considerably contributed to pushirggtédthnical
knowledge generated in the project to the relecamymunity such that others can build upon our tesWe
thereby made major contributions to the tchnologyntlation of the future which the internationalessh
community is building upon.

Open Source

Generally, our open source strategy has had impattte field already within the project runtime laas been
discussed further above. Much of our source code been made open under licenses that also allow for
commercial use of our offerings. We have focuseddaulicated open source development resourceshandiul
of products to maximize their adoption and makeniseistain. The user-targeted offerings can crestee\directly
for end users. Our offerings allow other projeatboth academia and industry to leverage our tdopies free of
charge and thereby accelerate technology adogtrongh research and new offerings. A privacy-relai@ue add
can be achieved with little investment and in re&y short time such that adopting projects casuotheir efforts
on the main features of the product or servicedeieated. Thus, our open source strategy hasasiiadtpotential
for influencing the field from a technology perspree in the future. Open source has potential aftdbuting in
general to the creation of the European DigitalgigirMarket. Using our open source infrastructurengonents
means following the paradigm of privacy by designtlie product to be created. Privacy by design idely
acknowledged as one foundation for realizing privac future information systems. Links to our op&wurce
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results are given in this document, a summary ofopen source results and impact can also be foubd.3.2.
The open source section on our website hosts atgtm all our open source offerinys.

Standardization

PrimeLife’s strategy for standardization comprisefdcus on few areas and making major contributioriBose to
bring privacy further towards practice. We have hajor involvement in standardization activitiegy.eby being
(co-)editors of standards. Most of our standarthmaefforts were closely related to our technicalrky thereby
leveraging the experience gained in the (technipabject work for the standards in a very-well cemed
approach. The activities with standards bodiesterpevacy awareness with key people and can aet msjor
vehicle for adoption of our technologies in pragtic

With a series of Workshops organised in cooperatiith W3C, PrimeLife was able to have a major iafige on

the global agenda of Internet Privacy discussidie seven Workshops triggered further standardisati two
cases and brought all major stakeholders to thie iabluding high level involvement of the US Fealefrade
Commission, the US Department of Commerce and tirefean Commission. PrimeLife was recognized as a
game changing project that brought new technolqgioons to the global table as it was able to dermnatesthe
practical relevance of its contributions and alste@ as a convener for others to join in on theutision. (See the
separate Workshop reports for details.)

PrimeLife has been driving a standard regardingieagy and identity management framework in 1SO clhi
brings much of our experiences in the technicaharfom PRIME and PrimeLife towards an internationa
standard. This standard will create a common grdnderminology as well as provide guidelines fwming
privacy and identity management technologies aedetty will communicate main ideas of our projeciwdrds
practitioners. The standard on the privacy framévparticularly defines the new protection goaldrahsparency,
unlinkability, and intervenability with the goal$ covering privacy aspects. Our ISO results paeeway for an
international convergence of views and terminologihe area of privacy and identity management whith goal

of mid-term to long-term impact in practice, whishtypical for such international standards.

Standardization efforts in PrimeLife have wideneglit scope. At the beginning, we mainly targetltiternational
Standardization Organisation (ISO), the UN-Interi@bvernance Forum (IGF) and the World Wide Web
Consortium (W3C). During the project's lifetime weere participating and actively driving the PRIM&ter
group, a group of other EU IST FP7 projects withmiksir standardization targets. Furthermore, thasitat for
XACML as the main target language of the projedtaonew and strong focus on the cooperation witlf5(&Athat
was already successfully started.

In addition to the ISO efforts, we were particwaakttive in more short-term and industry-orientethdardization
activities. Of particular mention are multiple wehops we (co-)organized in the area of policy stestidation that
were targeted at bringing our technical resultghis area to a relevant international audiencenélife was
instrumental for the discussions in this area amdight together the major industry players in fieddfto lay out
the plans for the future of privacy policy language

Another major area of PrimeLife’s standardizatidforés is secure mobile platforms where we madeomaj
contributions to an API specification for TrustedeEution Environments (TEESs) at the Global Platfékhimnce
based on technical work done on our secure mohib&@ prototype. This work can lead to a fasterifgraition of
mobile devices with hardened security for certairtgpof their operation such that secure key sgregmputation,
and input and output can be provided to the usech @ standard is an important step in the roadioafarge-
scale deployments of secure mobile devices whigmsgthe mobile space for use cases that have eotguessible
before for reasons of missing security. As onehefriext steps, elD cards or other identities cogldembedded
into a TEE of a smartphone and thus make the pa@seure wallet for the user’s credentials. Ultaghatone may
see the combination of Identity Mixer as the ma$tgry-friendly electronic authentication schemedite and
such TEEs, thereby reaching one milestone of datamzing interactions. It is planned, that theltreology being
developed is further exploited in the SEPIA progetl in conjunction with the upcoming MobiCore teglogy of
secure operating systems.

A summary of key PrimeLife actions related to sadd as well as discussion about impact can bedfaun
D3.4.3, a survey on relevant standards for privatyidentity management in D3.4.2/H3.3.2.
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Workshops, Collaborations, Summer Schools, RefererdGroup, and the PrimeLife Book

PrimeLife has had substantial involvement and |lesdpe role in workshops world wide to reach oudtfferent
target audiences as a main part of our communitatiategy. In the standardization area, we westelimental in
bringing together and holding discussions withrifgn players in the policy area. The discussioasoagoing and
standards are about to be submitted related to This will help make future deployments of some ooir
technologies possible on a larger scale. The fafigwconsortia of projects have stated their intetiesa
cooperation or have subsequently participated imes&kind of joint activity with PrimeLife: ABCA4Trust
AVANTSAR, Daidalos, Daidalos Il, DESIRE, di.me, Eftsplus, EnCoRe, ENDORSE, ETICA, FIDIS,
GeoPKDD, Liberate, MOBIO, NESSOS, PEACE, PEGASO,TWwé&b, PETwebll, PICOS, PrivacyOS,
SEMIRAMIS, SEPIA, SeVeCom, SMILE; TURBINE and VESUV

We have also held two PrimeLife Summer Schools withaudience mix that was extremely interestingofar
dissemination strategy: research students, peefd¢ed to policy making, and industry staff. Maioats of the
summer schools were to disseminate key conceptsegbaradigm of privacy by design to audiences edmo act
as multipliers and carry the ideas further intodecaia, industry, and society at large.

Anotherset of our workshops was a series of tadggitssemination workshops focusing on specificdsgiach. An
example is the federated social network privacyksioop that has been held in Berlin that broughetiogr a large
community interested in progressing pricavy-enhdraxaial networks. Those events have the goalsioument
the discussions between relevant stakeholders bhsasveommunicating our privacy-protection techmyiés and
bringing them closer to people deciding on theteptial use in the future.

Another component of our interaction strategy Wit community was the execution of a series of imggtwith
the PrimeLife Reference Group comprising intermaloexperts. We solicited feedback from this grampour
activities to get an external and neutral assessiwieour work and do adaptations based on thislfaekl if
perceived necessary,

Finally, the project has published a book that sanies its research resutfsAnd of course, numerous research
papers were published in scientific journals andfe@nce proceedings and PrimeLife was advertisedl large
number of keynote speeches. A selected set ofrrseablications can be found on our project wetiSialong
with a selection of presentation materfils.

Sustaining PrimeLife’s results

PrimeLife had as one key goal to make its result$agnable in multiple ways to maximize the value lving to
the community and society. Our research resultsl lausolid foundation for future work of the comnityrat large
to build upon. We have solved major research proglesome of them theoretical, many of them with ediate
practical application. Through our prototypes welemented, we did not only show the practical feiési of our
results, but also gave many of the prototypes ¢opiople in the form of open source. As some ofppaducts
have already been adopted, we are confident thdtawe sustained impact in those areas and bringrhetvacy
to the people. Another key factor for sustainabitit results is their standardization with relevaatlies. Details of
the individual areas of where we have invested a@erour results sustainable are presented furbmreaWe are
sure that our approach of using a mix of diffeissemination channels as outlined has had mdjoeimce in the
field of privacy and identity management alreadg ®aiill have more impact in the future.

A Socio-economic View

We have so far discussed the impact of our workraadlts from a technology-driven view which we gdement
with a general view on the socioeconomic impaatwfwork in the future. We have executed a condesteategy

18 Jan Camenisch, Kai Rannenberg, Simone Fischer¢ti{eds.): “Privacy and Identity Management forel’ jf
Springer Verlag, 2011.

19 http://www.primelife.eu/results/articles

20 http://www.primelife.eu/results/talks



of technology development with an interdisciplinaeam, open source, standardization, and dissdonin&d
targeted audience groups. This approach has helpedreate strong traction and could reach out toyma
stakeholders in the fields of privacy and identitgnagement.

We have been able to solve the main goals setrd®rimeLife, namely creating solutions for the pdy issues
emerging from the new interaction paradigms onlitiernet, such as social networks, addressingitbdohg
privacy issue, and thereby building on PRIME tedbgy as one of our foundations. Related to newratti#on
paradigms, our results have resulted in a majorianieterest and coverage due to essentially evegriet user
being concerned those days. Our work on Facebaes tracking practices has shown already majaticees,
not only across Europe. The results have potesttiadajor future impact, particularly also througpe tconcepts we
have elaborated and the discussions we have tedger

In the field of life-long privacy, a field not welksearched so far, we have achieved conceptudtsebat may
trigger further work in the area and act as fouiodaftor future research. We have shown the featsibdf
implementing certain facets of life-long privacythvour related prototype, based on once concreteasiov. From
a technology standpoint, the overall project rascidintribute to a technical realization in two eliéint ways: First,
our results cover a broad area of interactions éetwusers in today’s Internet and thereby covetiphellareas of
life in terms of electronic interactions. Secondy onajor results in data minimizing technology pdas the
society with the technology foundation to realizkey aspect of life-time privacy: Data scarcend$ss means
releasing only data that are necessary for thacgete be provided, and nothing more, because dfessway of
ensuring privacy is by not releasing data at all.

Our technology is, considering its current adoptfocess and future adoption potential, capablenaking
information technology more trustworthy and ther@igreasing consumer confidence in ICT at largeaddition,
the trustworthiness of technology can be commuedtaly technical means to the users. This increasest may
directly lead to a more rapid adoption of inforroatiechnologies because a lack of trust has beemfihe main
barriers in IT adoption. Widespread adoption of mwhnology and related growth of the digital ecogawill, in
conjunction with interoperability measures, helpate the European Digital Single Market which issidered a
key driver for the Europe being able to sustaistésdard of living.

Some of our privacy technologies are enabling teldyies for ensuring freedom of speech online wiiah be
directly related to core European constitutiondlga we help preserve in an online world with eerédrend of
increasingly eroding privacy protection and sersitieat aggressively obtain and process personal idahon-
transparent ways.



A Guide to PrimeLife’s Legacy

The following text that is available also on thénfalife Web site provides a short summary of Priifek legacy
and links to the key project results.

http://www.primelife.eu/results

A Guide to PrimeLife's Legacy

PrimeLife produced a wide variety of results, ranging from basic research to educational materials to
demonstrators and product-level source code. All these results are available from PrimeLife's website. In an
attempt to make our results more accessible, we here summarize the main results, grouped by the different
PrimeLife Activities.

I. Privacy for Life — New Concepts for Privacy

The aim of Activity 1 was to understand the various facets of privacy and identity management for scenarios
and requirements that arise from Web 2.0 applications such as social networks, on the one hand, and the
management of personal data throughout one's life, on the other hand.

Web 2.0 Applications

PrimeLife has identified two main issues: The first one is how users can detect and determine who has access
to the data they make available, i.e., how they can segregate their audiences, and the second one is how
users can assess the trustworthiness of information provided by others.

PrimeLife has come up with a number of solutions that enable audience segregation (D1.2.7). First, we have
implemented our own social network platform Clique that enables users to easily set the audience of their
postings and profile attributes. For the cases where the platform operator is not trusted, PrimeLife has
developed a Firefox plug-in called Scramblelthat achieves audience segregation using encryption. Second, we
have integrated privacy-enhanced access control for collaborative workspaces based on Mediawiki and

phpBB.

Addressing the second issue, the focus has been on developing new and advancing existing mechanisms
such as user reputation and certification, trust-related metadata, privacy-friendly incentive system, and trust
policies. These mechanisms have undergone a conscientious validation process by employing them in
selected demonstrators, which are a trustworthy message boardnd the MediaWiki system that has been
enhanced with author reputations, and user experiments.

Sustainable privacy and identity management through out one's whole life

In the light of the world-wide unsolved challenges for privacy throughout life, PrimeLife has elaborated
requirements and methods to tackle this problem space. It has turned out, that one of the key problems here
is the management of one's personal data during the different areas and stages of life, delegation of rights
and duties, and the dynamics of all of these. This includes, for instance, allowing a delegatee to access one's
data in case one is in hospital and unable to act in such a way that access is denied to the delegatee if one is
not in hospital. A detailed report and prototype are available (D1.3.1 and D1.32

[l. Privacy-Enhancing Mechanisms

Activity 2 was concerned with the investigation of open privacy issues and researching novel solutions and
mechanisms that can be exploited as building blocks of future privacy-enabled technologies and applications.
Besides the description of our research results that appeared in top international journals and conferences,
PrimeLife's work also resulted in several prototype tools realizing the novel technologies developed by the
activity so to make them usable by other activities within PrimeLife and by external parties (via the open
source PrimeLife activities). We highlight the main results below and refer to the annual research reports for
all results and details and references to our scientific publications (D2.1.1, D2.3.1, D2.4.1).




Cryptographic mechanisms

PrimeLife has developed a number of novel cryptographic schemes, mechanisms, and protocols (e.g.,
anonymous credentials, delegation of such, searchable encryption, and oblivious service access) that support
users in protecting their personal privacy. Also, a Java-based implementation of the Identity Mixer (“idemix™)
anonymous credential system that allows users to authenticate anonymously has been maintained and
extended by the project.

Mechanisms supporting users' privacy and trust

The project has also developed novel mechanisms granting users the ability to control their privacy (e.g.,
transparency support tools) and, at the same time, to support interaction and collaboration of
group/community members (e.g., privacy-respecting establishment of collaborative groups, and trust
management via interoperable reputation systems). One tool that is available is Dudle, a privacy-enhanced
scheduling application.

Privacy of data

PrimeLife investigated novel metrics and techniques supporting the management of privacy requirements as
well as of efficient accesses to large data collections (e.g., shuffle index). One result of this is Pri-views a
Java-based tool that, given a collection of data, a set of sensitive associations, and a set of visibility
requirements, computes data views in a way that no confidential information is released and required visibility
over the data is satisfied.

Access control for the protection of user-generated data

A number of novel techniques for enabling the enforcement of access restrictions on user-generated data
disseminated by external servers were put forth by PrimelLife. These techniques resulted in the tool called
Over-encrypt a client-server web application for the dissemination of encrypted resources, and the
enforcement of an encryption policy efficiently implementing access authorizations on the encrypted
resources.

lll. Policy Languages, Authorization and Access Con  trol

Policy languages are a key ingredient for the deployment of data minimization technologies such as Identity
Mixer and the protection of personal data. PrimeLife spent a considerable effort and obtained strong results in
the space of policy languages. First, we collected an extensive list of requirements within and outside of our
project. We then performed scientific research to address the technical challenges posed by these
requirements. Our results have appeared in major conferences and journals in the field, and cover areas as
diverse as policy matching and composition, credential-based access control, sensitivity metrics, and the
relation between technical and legal policies. Finally, we carried a number of our research findings into the
design of the PrimeLife Policy Language (PPL), which offers a holistic approach to privacy-enhanced access
control and data handling. We demonstrated the viability of our approach in a prototype implementation of the
PPL engine. The credential-based access control component of PPL was released as open-source software,
acting as a policy front-end to a variety of technologies, in particular Identity Mixer credentials. The following
documents summarize this work:

* Extensive requirements document (D5.1.])
*  PrimeLife Policy Language (PPL) specification (D5.3.4)

Some of these concepts were input to standardization at OASIS in particular an attribute predicate profile for
SAML and XACML.

Finally, PrimeLife has made available an open-source credential-based autlaioticframeworkhat integrates with
Identity Mixer but also works with other credential systems such as X.509 attribute certificates.

IV. Human Computer Interactions

The protection of privacy and managing identity requires the involvement of users and it is indeed crucial that
they understand how their data is dealt with by whom in what way and that they can effectively manage their
data. To this end, Activity 4 has developed novel HCI evaluation methods and has conducted research on
mental models and metaphors for PETs. Besides, it has developed and tested user interfaces for credential



selection, policy authoring, a tool keeping track of the data users reveal, and all other open source products
and prototypes developed within PrimeLife.

In doing this, PrimeLife has developed new methods, patterns, and guidelines that might be of interest:

e PET USES (Privacy-Enhancing Technologies Users Self Estimation Scale), which has meanwhile
also been used by other projects

e HCI Patterns for PETS (D4.1.3
e Guidelines how to design and how to evaluate PETs (D4.1.6)

V. Infrastructures and Privacy

Infrastructure aspects have a significant impact on the adoption, security and privacy functionality of IdM
systems in general, and of privacy-enhancing IdM systems in particular. Nevertheless, they are often
overlooked. To fill this gap, Activity 6 researched service infrastructures capable of dealing with user-provided
personal data in a secure and legally compliant way. In particular, multi-layered, cross-domain service
composition scenarios (e.g., SOA) and the implications of down-stream data usage in larger systems were
investigated (D.6.3.1, D6.3.2 H6.3.3). Also, the advantages of secure mobile devices in such scenarios were
studied (D6.2.1 D6.3.2 D6.2.2). The key results were validated by the implemented complex test scenario
using the PPL engine and evaluated against technical and legal requirements (D6.3.2 D6.3.3). In patrticular,
the following documents are suited for use by other projects:

« A simple, structured, and transparent economic valuation method for privacy-enhancing identity
management services (D6.1.2)

e Standardized APIs for isolation and storage in Trusted Execution Environments (D6.3.2
e Technical and legal requirements for privacy in SOA (H6.3.J)

* An “Abstract Privacy Policy Framework” as blueprint for using privacy policies in service
infrastructures (D6.3.2

VI. Standardization, Education, and Open-Source

Raising awareness of the threats to privacy in a digital world and of the existence of mechanisms that allow for
the protection of privacy was a main goal of PrimeLife. In particular because many of these mechanisms are
counter intuitive and somewhat more difficult to use than the privacy-invasive alternatives.

Education

PrimeLife has organized a number of summer schoolsind tutorials and has published educational materials.
The latter are available from the PrimeLife website. Also, the summer schools were very successful and a
committee has been formed that will continue to organize these schools in the coming yearsA summary of
PrimeLife is published as a book by Springer. In particular, Chapter 26 of that book gives a list of
recommendations to industry and policy makers.

Open Source and Standardization

Most of the tools and demonstrators from PrimeLife are available for download and free use. Indeed, some of
these tools have been or currently are being picked up by other EU-funded projects, including ABC4Trust Fl-
WARE, SEPIA and di.me Those are just a few projects that employ results from the PrimeLife project

Also, participants from PrimeLife are involved in many standardization initiatives such as W3C, ISO, IETF, and
OASISand provide input from the project.
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4.2 Use and dissemination of foreground



Section A (public)



Introduction

Within the plan for using and disseminating foregrd, the partners reported on their activities lwirtresearch
findings and knowledge generated within the projgoteground). The partners further stated theanpl for
exploiting the generated knowledge and by whichmedhey might have taken up on the exploitatioiviiets.
This consolidated plan for using and disseminakingwledge V3 provides a picture of the activitieglertaken
during the whole project duration. It updates tRéah for using and disseminating knowledge V1" (O3. and
"Plan for using and disseminating knowledge V2" (DS). Public information on PrimeLife's ongoing
dissemination activities are provided with the esponding heartbeats H3.1.1 PrimeLife disseminatport V1
(month 12), H3.1.2 PrimeLife dissemination repo# ¥honth 24), and H3.1.3 PrimeLife disseminatiopore V3
(month 36) and will also be published as part &f final project report "D7.1.10 Final publishabéport”. This
chapter introduces PrimelLife's project objectiviesget audiences and the dissemination strateggdoh the
identified audiences. The project's website takesrdral role in the dissemination activities. Rslible results
are made available for download at http://www.ptifaesu/

PrimeLife project objectives

The overall objective of PrimeLife has been to helmable individuals to retain control over theirgomal
information. The PrimeLife predecessor project PRINRd already identified several emerging challsrigehe
field of identity management and had provided fistutions by means of user-centric identity manseye
systems. While these were sufficient in traditios@iver-client style transactions, PrimeLife adskeeschallenges
to privacy and identity management induced by tireddmental changes to the internet as they occuriesse
changes comprised inter alia the change to a momemunity-based focus with interactions between suser
happening through applications such as virtual camties and web 2.0 technologies. Individuals wantetain
and protect their privacy and control over persatah irrespective of their activities. Howevernidbuting to
these collaborative internet services may cauge-thg trail of personal data.

PrimeLife has tackled these challenges by havingkegbtowards the following goals:

» Providing and supporting privacy throughout oure$iy taking into account new ways of interacting an
emerging Internet application services;

* Advancing the state of the art in the area of meisinas supporting privacy and identity management;

* Making privacy real, largely disseminating its msuthrough collaborative and educational actigitie
standardisation and Open Source initiatives.

The PrimeLife consortium had set up an effective efficient management that drove the project tolwaneeting
these objectives. The partners formed six actavitiensisting of multi-disciplinary research teambich focussed
on the following specific objectives all aiming @miaking sustainable privacy, trust and identity nggmaent a
reality as shown in Figure 1 below:



Requirements, ACtIVltY 2;
Bransiios Evaluation Mechanisms
Evaluation] Activity 1: — ¥
\ > o i : 5
Privacy in Life TS ACtIYIty o:
Prototypes Policies
¢
Requirements, T ACtIVlt.y. 4
Open Source, Evaliation echnology Usability
Dissemination Requirements,
Evaluation
- —» Activity 6:
Activity 3: N el Infrastrugtures
Privacy Live eSS,
Prototypes
Activity 7:
Management

Figure 1: Interconnection of Activity 3 within Prethife

To reach the goal of providing and supportimgvacy throughout our lives PrimeLife performed research
addressing the following challenges:

» Sustaining privacy and identity management frorthldo death.

« Providing user-centric and dynamically-configurabbentrol over personal data in data-intensive
interactions that characterise many of the viraeehmunities and collaborative applications.

« Adapt the PRIME concepts developed for privacy-eehray identity management in bi- or trilateral
settings to new multilateral technological and bass settings.

Threats for the privacy of individuals could not &ddressed with the knowledge and technology dlaillbefore
the project started. PrimeLife therefore performedlious basic and applied technological researel wWas
necessary to make privacy throughout life a redlityortant technology that PrimeLife covered are:

* Tools: The emerging Internet needs to be built on séalaimd usable privacy technology components.
Examples include privacy-enhancing cryptographysttrestablishment mechanisms, as well as novel data
protection and access control mechanisms for npestpf user-contributed data.

« Human-Computer Interaction: Privacy will not be used unless it is usable. PLiifeedemonstrated how to
make privacy technologies understandable and thaisle by larger groups of citizens.

» Policies In order to provide configurable privacy spheiiess important to build privacy policy supporttin
the underlying mechanisms. These policies can beensed to configure technology to meet the regryat
cultural, and individual requirements.

» Infrastructure : Many building blocks need privacy-aware infrastue to function properly. We will show
how to provide scalability and privacy.

Finally, the project aimed at capitalising on Piiifie results and making them available on a larggdesto other
research projects as well as to the communityrgelaro this end, PrimeLife
« committed suitable results @pen Sourcenitiatives,

* engaged irstandardisation bodies and
» providededucational material and flyers



Reaching these objectives required extensive dissgion activities. PrimeLife pursued this goalfoftowing its
dissemination strategy as outline within the follogvsection.

PrimeLife use and dissemination strategy

In accordance with PrimeLife's long-term goal obtpcting privacy of individuals over their wholdekpan,
dissemination of the project's findings took a cantole. Reflecting its importance the consortigevoted
Activity 3 "Privacy Live — Transferring results mtpractice" to this goal. PrimeLife put strong effon
dissemination activities based on this PR stratelgytifying the target audiences. Activity 3 cooratied the
dissemination of results, set up the public webaitd organised central outreach activities (likesprreleases,
representation of PrimeLife at key events, orgditsadf public and closed workshops). In additiand as one of
the foundations of our outreach strategy, eacmpars responsible and encouraged to publish iddaliresults in-
line with the project's work plan.

Activity 3 "Privacy Live" had a central role in thoject dissemination activities and was well ipaated in the
network of other activities. Activity 1 aimed atlife-long protection of privacy in the emerging ledlorative
internet. The activity researched and defined doglirements as an input for the research activifiesvities 2, 4,
5 and 6 built the actual privacy technologies. TThidudes basic research as well as applied rdsearmstructing
privacy tools, privacy policies, and privacy-enabiefrastructures. Activity 3 aimed at the expltga of the
results. It provided the research findings for bal world. The activity transfers PrimeLife's rassh results into
open source, standards, and actual products tdegpibacy protection in upcoming product and sezwfferings.
An overview of the information flow and the incorption of the work packages on dissemination, ofctvh
Activity 3 consists, is given in Figure 2:

Activity 1:
Privacy for Life Aciivity 3
chivity 3:
Privacy Live
Activity 2:
Machanisms Research, -
Prototypes | X - - - P
Technology | WP3.1 Public Relations and Cooperation | DI;TI:::TE:W
Open Source
Activity 4: ization
Usabilty | WP3 2 Education | ———
Requirements
Evaluation
Activity 5: y
Policies | WP3.3 Open Source |
Activity 6: | WP3.4 Standardization |
Infrastructures

Figure 2: Activity 3 and dependencies

PrimeLife raises the privacy awareness of the gémmrblic and provides a platform for educationaamcrete
ideas on privacy protection by means of organisimgmer schools, workshops a book publication aculides.
The book on the PrimeLife research results (D3.8uthmarising the project's findings had consequédrgen
scheduled for the end of the project (month 40) Dok had been available for attendees of the eRifm
Summit event in Lucerne, June' 2011. PrimelLife partners also engaged activelgdacating students and the
general public (see also sectidbelow).

Exploitation directions

Research results have been and will be exploitberever possible, for creating value within alljpob partners'

organisations. The following exploitation activigiare pursued:

 Open Source Softwarelhe consortium encouraged the use of researailtsescluding the developed
prototypes as the basis for products, which areasgld via an Open Source licence. This aim had been
reflected in a separate Work Package (WP3.3). Etaild, see sectiahbelow.

» Commercialised products or servicdhe industries partners may pick up project tsstal build on top own
products or service offerings.

* Think tank The PrimeLife partners made use of the projeet @snk tank on privacy and privacy technologies
with a direct influence on their business (strategtonsensus building, standards, etc.).



» Scientific publicationsin particular, partners from research and acaalesrploited the project's results via
elaborating scientific publications.

* Educational materialPrimeLife supported the preparation of educatiomaterial and its use in teaching and
raising awareness. Several academic partners afduded PrimeLife foreground for lectures at uniiters
and schools.

* Projects PrimeLife is expected to give rise to new reskegsmjects, and running projects may profit from
PrimeLife's results in the area of privacy. Prinfelliept close contact with several EC-funded artibnal
projects. Research findings had been exchangeaierences workshops and by personal contact betwee
researchers.

» Standardisation The project influenced standardisation initiasivd o this end, it reaches out to relevant
communities as part of work package 3.4, and difexppropriate results for standardisation. (se¢icsec
Error! Reference source not found.below).

The following key results are object of further kxation. Please refer to sectiOrbelow for further detail on the
awaited results.

* Mechanisms

* Requirements

* Scenarios

* PrimeLife Demonstrators and Prototypes

* Assurance Methods

* Mock-Ups

* HCI Guidance

» Evaluation of PrimeLife Demonstrators and Protosype
* Policies

* Infrastructure

» Dissemination Materials

Due to the variety of different partners the aimest of PrimeLife's results varied, e.g. the inqugiartners
pursued other goals than the academic partners,aN@@rivacy protection authorities. A generalrmiew of the

exploitation plans is given by the table below. Rother details on the individual partner's exggoon plans see
section0 below.



PrimeLife Partners
Industry l;I(;;mC)rr’lissionersIonvacy
Exploitation plans
Q F | o
218 2% |3]|2/3
Mechanisms N N
Requirements N N N
Scenarios N
PrimeLife Demonstrators and N N
Prototypes
Assurance Methods N
Mock-Ups ~
HCI Guidance ~ ~ N
Evaluation of Demonstrators ~ N ~
@ | Policies N N N N
g Infrastructure N N
@ | Dissemination Materials ~ N
\ planned exploitation| o possible exploitation |/ Not applicable

Table 1: Exploitation by partners

Academic partners were intentionally omitted. Thademic partners were disseminating the projexsiglts to the
relevant research communities by presentationsoaterences and publications in relevant journaldaoks.
Where appropriate the partners included reseamlitsein university lectures disseminating the ifiigd to the
next generation researchers and decision makeraevw, PrimeLife partner TILT was also actively ngpi
interviews, mainly in Dutch radio or podcasts, geowerful technology for disseminating key restdishe young
target audience.

Motivations and goals

When the predecessor project PRIME started in M&@04, the PRIME partners’ motivation for extensive
dissemination activities had been that many pebpl not been aware that their privacy was at sitakaany
situations and even if they had been, they hadbeeh able to protect themselves. The lack of awseehas
gradually changed. Due to several scandals comgethie loss and fraudulent exploitation of persafath in
different European countries, the awareness forapyirelated issues was raised. Besides occurrancédse
private sector such as inappropriate collection @adsfer of data by employers or customer dathusmesses,
also incidents in the public sector and draft kellg. referring to data retention or the transfepassenger name
records in third states lead to extensive coverdgarivacy related topics in the general press. dfmpers also
reported about ways and possibilities to proteesgrrivacy and the need of identity management.

However, deeper knowledge as well as effectivasfrarent, and easy-to-use tools for identity mamagé was
missing and the perception of privacy issues varettveen member states and age groups.

Target audiences

The success of PrimeLife and beyond in the arepriwvhcy and identity management primarily relied te
capacity of its participating experts to estabtskdibility, to interact and exchange informatidroat the vision of
PrimeLife, its approach, progress and results.réfeoto support the project's objectives, the ifieation of the
key actors and the creation of a wider communitystakeholders were crucial. The following stakeboddhad
been identified and addressed while disseminatiatgnal:



Individuals,who are end users and/or data subjects (so-azdlegls, i.e. persons about whom personal data are
processed) of Information and Communication TeabgwlI(ICT) systems and applications. Users can for
instance perform the roles of community memberspleyees, service subscribers, citizens, authors,
customers, or clients within PrimeLife applicatiareas. PrimeLife produced several software progsyp be
deployed by users. Users have been educated dtwousé of personal data and the deployment of Rifene
applications. The usability of privacy tools isiamportant precondition for allowing users to ugligiem. This
issue had been addressed by Activity 4.

Media / Journalists especially those specialised in information andhmunication technology have been
invited to spread information about the PrimeLif@jpct and its results to the public and to speairest
groups (e.g., readers of technical papers or retes@entific journals). Contacts to journalistppaned via
interviews given by PrimeLife personnel and by fations to workshops.

User and consumer associatioas national and European level like the EuropeansGmer's Association
(BEUC). Consumer association had been helpful wedi$ing privacy seals and other methods of psivac
assurance, increasing both awareness and visibditgerning PETs in products. Contact had beemlediad
via the PrimeLife reference group and existing geas and institutional dissemination channels.

Education PrimeLife researchers disseminated results dufewjures held and provided slides and
informational material for specific topics to felldecturers.

Policy makers and parliamentariansationally and at European level. They are reprigives of the citizens
as potential users and data subjects PrimeLifeldhmotect their privacy interests and rights. Tla¢so have
the possibility to promote PrimeLife-based solusiduy for example creating legal rules for the addlgy
deployment of privacy threat analyses, privacy ®sudnd privacy-enhancing technologies and by fatitig
this by budgetary allocation realising inter alie tpublic authorities to first hand purchase prégiuehich
have been awarded a privacy seal.

Privacy commissioners and Data Protection Authesith the EU member states and subsequently the28rt.
Data Protection Working Party. They have been mé about PrimeLife could therefore promote thgdar
deployment of PrimeLife-based solutions in governtakand in commercial organisations.

IT security organisationsespecially the European Network and Informatiesusity Agency (ENISA), which
aims at ensuring a high and effective level of meknand information security within the Europeandm
Research communitiggovernmental and commercial) and other projextp, in FP7, dealing with privacy
issues and technology assessment organisatiorstiahal and European level have been stimulatecbto
operate with PrimeLife partners in a scientificadission and research on privacy-enhancing IdM.
Organisations that use information systems and gge@ersonal dafdike banks, insurance companies, credit
card companies, toll collection companies, netwoperators, service providers, providers of central
components for communities, advertisers, governahemtthorities and providers of infrastructureseyh
perform the role of the data controllers (i.e. &mtities that are responsible for the processingeo$onal data
of users and usees), and as such they have tiystoitow data protection legislation. Privacy-emiting IdM
can assist such organisations in guaranteeingdawplance.

Standardisation organisatioret national and international level, like Europ&ommittee for Standardisation
(CEN), World Wide Web Consortium (W3C), InternatbnOrganisation for Standardisation (ISO), the
Organisation for the Advancement of Structured nmiation Standards (OASIS) and the International
Telecommunication Union (ITU), all working on idégtmanagement. Their cooperation was important for
the transfer of PrimeLife results into standardigsatand ensured interoperability with existing sys¢ and
concepts.

System developers, system designers, supplie@Tgirbducts and servicesuld be motivated to see PETs as
a business enabler and therefore integrated Prfenebincepts and solutions into their systems aondymts.

As a result, they could help to trigger persuadi®ployment of privacy-enhancing IdM solutions.

Business and industry associations, employer aasons and trade unionsn a national and European level;
their support was also needed for a broad deployofdArimeLife-based solutions within organisatiombhey
have been broadly informed about the opportunitias PrimeLife can provide both from a business auger
perspective.

Law enforcement authoritieat national level and international bodies likerdfust, Europol and Interpol.
Their representatives should participate in didomss with PrimelLife Partners and advise them about



legitimate law enforcement interests that havedsigpported by PrimeLife-based solutions and ttetraan
appropriate balance with the privacy rights of asand usees. In particular, circumstances undechwhi
anonymity should be revoked in order to prosecititeicals have to be well defined and agreed upon.

A cross-section of these stakeholders were pahteoPrimeLife Reference Group.

An overview of the audiences addressed by Prim&Lifast dissemination activities is given in Figie
Throughout the project, the consortium partnerseitheir engagement for dissemination towarddaatjet
audiences. Being a research project a natural foaddeen set on disseminating knowledge towasdsdientific
community. Collaboration with other EC projects asahveying results towards industry and deploynvesite

focal points during the second and third period.

When viewing Figure 3 below indicating which audies have been addressed, please note that for each
dissemination event multiple choices were possddesome of the dissemination activities reacheckraév
audiences. For example, the PrimeLife summer schoolarily targets students, the academic commuiaibyl
research personnel. However, dissemination to @wliskion with other EC projects and stakeholdersn fthe
industry were essential part of the agenda as well.
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Figure 3: Types of audience addressed

Reaching the target audiences

During the project's lifetime, PrimeLife used stardidissemination channels for scientific resdtsh as articles
in journals, papers at conferences and demonstsatibfairs. We made use of further ways to dissatairesults,
e.g., directly to users in communities or by pravidOpen Source software (see sectipnin recognition of the
overall importance of the dissemination stratebg, ¢consortium chose the approach considered theefiestive

by combining multiple media pathways, each selefeds suitability to the needs and resourcethefparticular
target audiences concerned. Two major categoriesseémination channels were addressed: Permahanbels
and PrimeLife-specific channels.

Permanent channels exist independently from thiggrand comprise

* Media

» Public events

* Technical publications

» Partners own channels



PrimeLife specific channels consist of
» PrimeLife's website

* Networking activities

* Summer Schools

* PrimeLife workshop series

» PrimeLife's internal website

The PrimeLife workshop series enabled the partterdisseminate results to a well-defined targetugrof
interested experts in the specific section of Pliifieés research activity.

To disseminate their results most effectively thepers have chosen the dissemination channeléittbdtbest to
the target groups, which have been addressed Ipatireers in a long history of research networking.

Workshop series

Within the project’s lifetime, PrimeLife has orgsed several different kinds of workshops:

*  Workshops for the PrimeLife Reference Group thategieedback on results achieved by PrimeLife result
during the project's lifetime ("Reference Group hitegs");

* Summer Schools for researchers and students tghttabout state-of-the-art anéw results and trends on
privacy-enhancing identity management;

» Standardisation Workshops that addressed standaodisnitiatives;

» Workshops for journalists to explain PrimeLife'sukiss and position the project in the identity ngeraent
landscape;

» Cooperation Workshops for related projects, inteceslevelopers or other parties who discussed tveir
needs for PET modules and picked up PrimelLife'slt®do improve their own concepts and IT systems.
Similar other projects (in particular potentiall@@V-up projects) that could profit from the techadiexpertise
gained within PrimeLife have been addressed.



Results Disseminated

The Plan for the use and dissemination of foregidotontains two sections, hereafter called Part @wk Part
Two. While the Plan for using and disseminating knowledge V2" iygehble D3.1.6)is classified as an
internal document some parts will be published ablip heartbeat PrimeLife dissemination report V3"
(heartbeat H3.1.3). Part two will hold confidentj@rts of the dissemination report particularly soof the
partners' individual exploitation plans. Part o€ tmformation will also be made available in D7Q."Final
publishable report".

Dissemination of Foreground

A major goal and focus of PrimeLife work was to maikivacy "live". An entire activity (3) had beeedicated to
transferring the project results into practice bgking them widely available. In order to achieves thbjective,
PrimeLife presented solutions to protect and mairtae's private sphere and raised awareness comgerivacy
and identity management in Web 2.0 applicationd,teroughout an individual's whole life.

In this chapter an overview on PrimeLife dissemoragctivities is given, thus refining the projsalissemination
strategy it as has been introduced in sediiomhe following section describes disseminatiothi® public, while
the second section concentrates on the researcmwoity. The third section shows PrimeLife's outledo

standardisation bodies and initiatives and thetfosection deals with PrimeLife and open source flith section
gives an overview on different workshops that weskel within the project's lifetime.

Dissemination to the public

One of the project objectives was to raise awarel@s privacy and identity management issues arssipke
solutions. Therefore disseminating PrimeLife's Wssuo the public was considered very important iy
consortium members. The following table shows tbkeced dissemination efforts to the general puiviade
during the project's lifetime. For detailed infotina, please refer to the table in Annex A. An aspaf the
PrimeLife object to archive livelong privacy inckd the education and raising awareness for privaityyoung
persons. The second project year focussed on soefalorks and provided a good platform for addresshe
public with basic privacy understanding, recentnfeiiife research results, and prototypes such ague€,
"Scramble!" and "dudle". Several consortium memlergaged in this work inter alia by visiting schmajiving
interviews and taking up the topic in universitgtiges.

Table 2: Dissemination to the general public

Date Dissemination Activity Type of| Countries | Partner
audience addressed |involved
Website
Project start, Project website general public  All uLD |/
May 2008 w3Cc /
all

Press releases [/ Press coverage [/

Interviews
Project start,Press release "European Union launchesg&6eral public| All ULD
27 May 2008 | Million Euro R&D Project on Privacy and all
Identity Management"
March 2009 | Interview with Marit Hansen: "Informaten| general public| Germany ULD

bei Datenschutzvorfallen: Ja, bitte!", |n:
DANA 1/2009, Bonn, Germany

16 March| Interview with Marit Hansen, "Grol3e Mehrhggteneral public| Germany ULD

2009 sorgt sich um Privatsphare im Netz"; press

publication, Germany
25 March| Interview with Marit Hansen: "GroRbritanni¢general public| Germany ULD
2009 will soziale Netze Uberwachen”, press

publication




Date Dissemination Activity Type of| Countries | Partner
audience addressed |involved
8 April 2009 | Interview with Jan Schallabtck: "Demalie| general public| German ULD
und Datenschutz auf Facebook & Co", language
published at futurezone.orf.at area
8 May 2009 | Interview with Marit Hansen: "Twitterriate| general public| Germany ULD
Daten auf dem Prasentierteller”; press
publication
23 May 2009| Interview with Marit Hansen: "Sodigeneral public| Germany ULD
Networks speichern geloschte Fotos"; press
publication
25 May 2009 | Interview with Marit Hansen: "SocialtiWerk | general public| Germany ULD
Seiten — Hindernis beim Bewerbungsvor-
gang?"; press publication
6 June 2009 | Interview with Marit Hansen: "Britisel@com general public| Germany ULD
— Riickzug aus Spion-Werbesystem”; press
publication
14 July 2009 | Interview with Marit Hansen: "Datelmstz fir| general public| Germany ULD
Facebook-User unerwartet wichtig”; press
publication
16 July 2009 | Interview with Marit Hansen; "Socigkeneral public| Germany ULD
Network-Seiten sind wahre Fundgruben |fir
Phisher"; press publication
25 July 2009 | Interview with Marit Hansen: "Europmhis| general public| Germany ULD
Bankdaten bleiben im Visier der US-Fahnder";
press publication
14 August Interview with Marit Hansen; "Tatort Internegeneral public| Germany ULD
2009 Polizei will 2000 Cyber-Cops"; press
publication
October 2009 Interview  with  Marit Hansen: "Diegeneral public| Germany ULD
Kriminalpolizei rat 3&4, Leitartikel"; press
publication, pressto gmbh - agentur |flr
medienkommunikation
Published as "Anonymitat ist verflhrerisch"|in
"Die Kriminalpolizei réat ...", pp. 22-28
December |Press coverage: PrimeLife was elected "Projgeneral public| International 3rd par
2009 of the month" by the NGO website Gov2u.
http://www.gov2u.org/
20 JanuaryPress coverage on PrimelLife's Prototypeneral public| Netherlands TILT
2010 "Clique" in Nederlands Dagblad, two articles,
one on the front page
30 Januaryinterview with Bibi van den Berg on thgeneral public| Netherlands TILT
2010 release of PrimeLife's Social Network software
Clique; press publication by Ernst-Jan Hamel:
"Tilburg bouwt privacyvriendelijk sociaal
netwerk"
30 JanuaryPress coverage on PrimeLife Prototygeneral public| Netherlands TILT
2010 "Clique" at Nu.nl
1 FebruaryRadio coverage, Radio 1 interview [general public| Netherlands TILT
2010 "Lunch!" about PrimeLife's prototype "Clique
18 FebruaryInterview with Marit Hansen on the serviggeneral public| Germany ULD
2010 PleaseRobMe.com and general issues of online
security and web 2.0
26. FebruaryInterview with Marit Hansen on Sociaieneral public| Germany ULD
2010 Networks for the Bayerische Rundfunk
11 March| Simone Fischer-Hubner: Radio Interview | géneral public| Sweden KAU
2010 SR.se, "Politikers identitat karpat pa natet"




Date Dissemination Activity Type of| Countries | Partner
audience addressed |involved

10 June 2010 Simone Fischer-Hibner, Hans Hedpgemeral public| Sweden KAU

Interview in Forskning&Framsteg,

"Integritetskris pa natet", 1 June 2010
2 January Peter Wolkerstorfer: "Ein Kondom fiir degeneral public, Austria CURE
2011 Firefox", Interview published aradio coverageg

http://fm4.orf.at/stories/1674864/

Flyers / Leaflets / Posters / Presentation Slides

/ Exhibition / Consultation
March / April| Participating in exhibition at The Future |@feneral public, All IBM
2008 Internet Conference, Bled, Slovenia other projects
June 2008 PrimeLife Presentation general public  All ULD, all
February Project flyer general publig  All ULD, a
2009
28 JanuaryParticipating in symposium on Social Netw )hq'gh school | Germany ULD
2009 Services organised by DPA of Rhinelangtydents

Palatinate and Second channel of German

television broadcasting ) on the occasion off the

European Data Protection Day 2009
March 2009 | Talks on privacy related topics at teB | general Germany ULD

exhibition in Hanover, Germany public, IT

specialists

3 April 2009 | Jan Schallabock: "A Netiquette for &b:general Europe ULD

Networks”, Joint presentation at Re-Publiggyplic

2009 and 2nd European Privacy Open Space

(together with Ralf Bendrath, and Prpf.

Hendrik Speck) in Berlin
23 SeptembegrKai Rannenberg: "Privacy in a world q;ieneral Europe GUF
2009 ambient and personalized ICT Services", [dyblic

at "The Net will not forget”, European

conference on ICT and Privacy, Copenhagen,

Denmark
15 SeptembeMarit Hansen: "Der glaserne Burger", talk| general Germany ULD
2009 Soroptimist Kiel, Kiel, Germany public
3 October Benjamin Kellermann:general Germany TUD
2009 "Datenschutzfreundliche Terminplanungnyblic

presentation at the Datenspuren 2009, Dresden,

Germany
16 November Katalin Storf: "Datenschutz in Social Networlgeneral Germany ULD
2009 und Online Spielen”, Mediatage Nord, Kighyblic

Germany
20 NovemberIdentity Management; Kolloquium "15 Jaf@eneral Germany TUD
2009 kommerzielles Internet in Dresden”, IBH ITyyblic

Service GmbH, Dresden, Germany
30 DecemberBenjamin  Kellermann: “Privacy—Enhancngneral Europe TUD
2009 Event Scheduling”, presentation at the 26Ggplic

Berlin, Germany
9 February Marit Hansen, Holger Brocks: presentation sgeneral Germany ULD
2010 Safer Internet Day 2010, Ahrensburgyplic

Germany
9 February Holger Brocks: "Datenschutz im Interngitiigh school | Germany ULD
2010 Informationsabend” press coverage 8&flidents,

presentation on the occasion of the S rents

Internet Day 2010, Altenholz, Germany




Date

Dissemination Activity

Type of

audience

Countries
addressed

Partner
involved

3 March 2010

Harald Zwingelberg, Ulrich Konig
"Selbstbestimmter Datenschutz: Lésungen
mehr Transparenz in Webshops und E-M;
presentation at CeBIT, Heiseforum, Hano
Germany

‘R&D,
iHEustry,
Heneral
ublic

Europe

ULD

23
2010

March

Chapters "8.2 PrimeLife
Identitatsmanagement im Fokus" and "2
Internationale  Standardisierung”, in:
Tatigkeitsbericht des ULD (2010
Landtagsdrucksache 17/21
https://www.datenschutzzentrum.de/materia
/th32/.

foolicy
Ifakers,

3Ejeneral

hublic,

| authorities

\ggvernmentg

Germany

ULD

7 April 2010

Ronald Leenes: "Cligue in 15 minutes"

general public

europe

TILT

7 April 2010

Danah Boyd: "How Social Media
Reworking Privacy and Publicity"

general public

Europe

TILT

29 April 2010

Marit Hansen: participation
discussion "Web 2.0: Dein 6ffentlich

in the pangeneral public

SN

Privatleben"”, University of Applied Sciences,

Kiel, Germany

Germany

ULD

17 June 2010

Ronald Leenes: "Sociale netwerken

voldoen aan normen"

gdieeral
public

Netherlands

TILT

21 June 2010

Sandra Steinbrecher: "Online Privaog
Identity Management”, Salon im Kunsth
Dresden

@eneral
dhublic

Germany

TUD

30
2010

August

Marit Hansen: "Kontrollverluste  durg
Informationstechnik", presentation

Sommerakademie 2010
Optimierter Personlichkeitsschutz — digital U
vernetzt”, Kiel, Germany
https://www.datenschutzzentrum.de/somme

ademie/2010/

Ipolicy makers
ateneral public

"Codex digitaligurnalists

nd

rak

Germany

ULD

September
2010

Presentation of WP6.3 results at at EU
2010 Brussels, Belgium

QEneral
public

Europe

EMIC,
SAP,

16
2010

Octobe

Benjamin Kellermann: "End-to-end-verifiah
Voting am Beispiel von ThreeBallot ul
Scantegrity 11", presented at Datenspuren 2
invited talk

lgeneral public
nd
D10,

Germany

TUD

19 February
2011

Booth presenting data protection and priv,
for pupils at 1. Mini-Medien-Kompeter
Messe, February 19th, 2011, Kiel, audien
pupils, parents, teachers

aggneral public
z

ce:

Germany

ULD

4 March 2011

Bibi van den Berg, Ulrich Konig: "Image
everything: Audience segregation in so
network sites", presentation at the Heise bg
CeBIT 2011, Hanover, Germany

iR&D,
ciadustry,
atbneral public

Europe

TILT,
ULD

5 March 2011

Rigo Wenning, Ulrich Konig: "Tracking th
trackers: Primelife Dashboard and dashi
presentation at the Heise booth, CeBIT 2(
Hanover, Germany

daR&D,
otiglustry,
D@&neral public

Europe

W3C,
ULD

6 March 2011

Ulrich Konig: "Privacy Icons in E-Mails'
session slot on the privacy barcamp, Hang
Germany

,general public
ver,

Germany

ULD




Date Dissemination Activity Type of| Countries | Partner
audience addressed |involved
29 August ULD-Sommerakademie "Organisierteolicy makers| Germany ULD
2011 Verantwortung/slosigkeit”, Kiel, Germany | governmental
authorities,
general public
Lectures / Teaching
16 April 2009| Ronald Leenes: "Privacy & identity in sociaktudents, Netherlands| TILT
netwerken”, Introductiecollege UVT, talking|tgarents
students and parents
12 OctoberlIsabelle Oomen, Lecture about privacy agdiversity Netherlands| TILT
2009 social network sites at the University |@fydents
Amsterdam for master students Philosophy
November Slim  Trablesi: "Security and Privacyniversity Tunisia SAP
2009 Research”, lecture at Ecole Nationalgydents
d'Ingenieurs de Tunis (ENIT)
2 DecemberMaren Raguse: “ldentitattsmanagemamiversity Germany ULD
2009 Privacy4Life", lecture at University of Appliedtydents
Science Kiel
5 DecemberUlrich Konig, Harald Zwingelberg: Coachingigh school | Germany ULD
2009 for High School student's project on "Web Pf,dents
— social networks" at Berufliche Schule
Wirtschaft Kiel. The students produced a|80
min. presentation including a film, a thegtre
play and a talk on the topic
15 DecemberMagali Seguran: "Security and Privdayniversity France SAP
2009 Research”, lecture at Jean Moulin Universéyydents
Lyon
2009 Kai Rannenberg, Several Teaching Lessopgraversity Germany GUF
GUF on PrimeLife related topics students
14 JanuaryHarald Zwingelberg: "Identity Management| oniversity Germany ULD
2010 Social Networks", lecture attudents
Wirtschaftsakademie Schleswig-Holstein, Kjel,
Germany
4 February Harald Zwingelberg: "ldentity managemeumiversity Germany ULD
2010 and  lifelong  privacy”, lecture  aktydents
Wirtschaftsakademie Schleswig-Holstein, Kjel,
Germany
2010 Several Teaching Lessons at GUF university Germany GUF
students
12 May Marit Hansen: "Datenschutz und Technikiversity Germany | ULD
2010 lll — Datenschutzfordernde Technik”, |students
lecture at University of Kiel, Germany
2 June 2010Kai Rannenberg: "Privacy by Design — university |Germany | GUF
Auf dem Weg zu einem effizienteren |students
Datenschutz" Reimers-Kolleg, Bad
Homburg
21 DecemberHarald Zwingelberg: "Identitétsmanagememniversity Germany |ULD

2010

management and lifelong privacy, held at

lebenslanger Datenschutz”, lecture on identfy;dents

the

University of Applied Science Kiel, Germany




Date Dissemination Activity Type of| Countries | Partner

audience addressed |involved
17 February Harald Zwingelberg: "Schutzziele, university |Germany | ULD
2011 ldentitditsmanagement, lebenslanger |students

Datenschutz", lecture on Privacy
Protection Goals, IdM and lifelong
privacy, held at Wirtschaftsakademie
Kiel, Germany

11 May Marit Hansen: "Datenschutz und Techpikiversity |Germany | ULD
2011 lIl — Datenschutzfordernde Technik", |students
lecture at University of Kiel, Germany

Teenage pupils and social networks

A specific target group PrimelLife had identifiede gyupils and
students. Initially it had been intended to provaen teaching
material for teenage pupils at primary schools artipular
related to privacy issues related to social netaoBoon ULD
figured that the European Parliamentary Technolgsessment
(EPTA) has already launched a Norwegian based anodl ou
Decide — A privacy campaign for primary schools"vihg
produced a comprehensive brochure tailored to tee group.
ULD took over a partnership to provide a Germandiation for
this brochure with involvement of ULD's PrimeLifetat.
Subsequently ULD held lectures at several primahpsls in the
region about privacy implications of social netwoknd how to
act privacy aware protecting ones own and othévaer sphere.
Slide sets provided for these lectures are avail&iy download
at: https://www.datenschutzzentrum.de/schulvortragér more
details about the brochure “You deice” as well agliEh and
Norwegian download versions visilittp://dubestemmer.no/en/
the German version is available at :
https://www.datenschutzzentrum.de/download/entsiehdu.pdf Alongside the engagement with educating the
target group ULD staff Thilo Weichert, Marit Hansesd been jury members of contests for the schauilgp One
had been for school magazines covering issuesivaqyrin social networks. The other contest id eplen targets
issues of digital oblivion. While also targetingearchers and the internet community there is eiaperice for
the best submission by pupils.

In addition, PrimeLife consortium partner TILT tatgd the group of the teenage pupils. In particularing the
second project period TILT presented the Primebpifetotype "Clique" at several occasions in pressriiews,
and radio interviews. The live demo system avadlail https://clique.primelife.eu/ of Clique raideidh interest.
Over the past year and a half close to 2000 users subscribed to the system. At first, these weaimly Dutch
speaking users, yet over time Clique has managedaith a European audience, and now even has fusers
other parts of the globe as well. PrimeLife reskars from TILT also visited a high school to edecabout
privacy implications of social networks. Slide setshe presentation they gave are available frésted persons
and teachers.

Dissemination to research

PrimeLife, as a research project, addresses withyn@ its research work and deliverables the retear
community, also inviting readers to discussion. Timportance of PrimeLife research becomes eviddmenwy
studying the existing research report of Activity@erenced D2.2.1 (First report on mechanisrhg)fitst period's
research report of Activity 4, referenced D4.1.XC(HResearch Report — Version 1), and D5.2.1 (Fesearch
report on research on next generation policiess f@search was continued in Activity 2, D2.3.1q@&w report on
mechanisms), the second period's research repéuwtiviity 4, referred D4.1.3 (HCI Pattern Colleatie- Version
2) and within Activity 5 in D5.2.2 (Second repom ocesearch on next generation policies). The fieakarch
results had been available at the end of the gleribd as D2.4.1 (Final report on mechanisms), B4(Einal HCI
research report), and D5.2.3 (Final research reporesearch on next generation policies).

l facts about protecting your personal data




During the lifetime of PrimeLife, demonstrators gmdtotypes were designed and implemented, to statet and
address privacy users in emerging real life sceaddee also sectid)). Legal and technical requirements were
elaborated to facilitate privacy-enhancing identitghagement solutions.
This prototyping was supported by research Workk&ges that elaborate on mechanisms for the prastyp
general underlying research questions, and thastrtrcture perspective such that they meet theresgents from
a legal, social, economic, and application pointiefv.
PrimeLife had eight of these research Work Packages

* WP2.1 is concerned with cryptographic mechanisms,

WP2.2 works on mechanisms supporting privacy amst,tr

*  WP2.3 deals with privacy of data,

* WP2.4 researches access control for the protecfioser-generated content,

* WP4.1 is about Ul representation of privacy-enhagédM concepts,

« WP4.2 works on trust and assurance HCI,

» WP4.3 is concerned with user interfaces for pdiiisplay and administration,

 WP5.2 focuses on research on next generation eslici

Detailed reporting on the research topics and tesahy be found within the research reports al&reacing the
scientific publications produced. Activity 2 repaxit22 publications from the research Work Packafiéstivity 2
for the first period (see D2.1.1 First Report ondii@nisms), 32 papers for the second period (sed.D3econd
Report on Mechanisms) and 46 publications in teegdariod (see. D2.4.1 Final report on Mechanisms).

Standardisation

Standardisation efforts in PrimeLife have wideneeirtscope. At the beginning, we mainly targetltiternational
Standardisation Organisation (ISO), the UN-Inter@ivernance Forum (IGF) and the World Wide Web
Consortium (W3C). During the project's lifetime weere participating and actively driving the PRIM&ter
group, a group of other EU IST FP7 projects withiksir standardisation targets. Furthermore, thasa®t for
XACML as the main target language of the projedtgpnew and strong focus on the cooperation witts(®Xhat
was already successfully started.

ISO/IEC JTC 1/SC 27/WG 5 was working on a numbestahdards relating to PrimeLife activities. To tlay
2009 meeting of ISO/IEC JTC 1/SC 27 in Beijing Relrife prepared and presented comments on and toput
primarily the 6th WD of (24760) "A framework foradtity management". During the meeting, an emplafame
of the PrimeLife partners was appointed co-editdhis standard.

To the ISO/IEC JTC 1/SC 27 November 2009 meetingaattle further comments and input to the CD (RA7A
framework for identity management" was prepared @nedented. Besides the comments presented Prienalsib
took active part in the discussions, the adHoc ggand the other work carried out during the meetirimeLife
partners GUF, KAU, GD and ULD participated in ti8O/IEC JTC 1/SC 27/WG 5 meetings in Beijing May 200
and Seattle November 2009. The work then concedtran analysing and commenting standards for tOd EC
JTC 1/SC 27 meeting in April 2010. During the ISEZIJTC 1/SC 27/WG 5 meetings in Singapore (AprilD0
both the Privacy Framework (ISO 29100) and the Esmonk for Identity Management (ISO 24760-1) could
conclude their core work and move those projecthidostatus of Final Draft Internationals Standavdere they
are now being balloted. During this stage only @it changes will appear, thus two central prgjemiuld be
successfully be progressed during PrimeLife's iiafet However, much of the remaining ongoing worl e
taken up and continued by the ABC4Trust project.

WS3C continued the dialogue with relevant stakehwslde the area of policy language via the PLING Witoy
Group. PLING was mainly instrumental in organisitiie W3C Workshop on Access Control Application
Scenarios21. The Workshop was chaired by the oh&ASIS TC XACML, Hal Lockhart from Oracle in Bast.
The Workshop gathered people from research andindiogether to discuss new uses and potentiatcgimings

in access control. As XACML is a language widelgdismost papers and input to the workshop wasrirgeto it.
However, the discussion weren't strictly limited XACML. There was some focus on using XACML to
implement privacy friendly identities managementt the variety of use cases and papers submitted ke more
general discussion. As a result, the Workshop fifiedit extension points for XACML. Via PLING and
PRIMCluster feedback was provided into OASIS TC XACof works going on in PrimeLife, TAS3, SWIFT and
PICOS. It has to be noted that the cooperation WHSSI and the people around cloud computing, Soévand

2 http://www.w3.0rg/2009/policy-ws/



Services did not work. Despite promises, nobodynftbe SOA/Cloud/SAS community sent a position paper
attended the Workshop.

There were large discussions with the W3C Geolonatf/orking Group about privacy requirements fordale of
geodata on the web via the geolocation API. This kal to an improvement of the privacy and security
considerations in the W3C Working Draft, but it n®t satisfactory yet. Further work is expected be t
deliverables of the W3C Device APl Working Groupt the same time, PLING was used as a platform to
coordinate and give input to the Mozilla project mivacy interfaces and requirements. At meetinghatW3C
Technical Plenary in Santa Clara was used to reatto OpenID and the Social Networking Community.

PrimeLife and Open Source

The aim of PrimeLife was to make Privacy real, whiequired supporting and triggering a broad uptake
privacy-enhancing solutions for IdM developed bynfelife. To achieve broad acceptance and roll-out o
PrimeLife results, the project aimed at ensurirag the community at large adopts privacy techneegDne of the
means towards this goal was PrimeLife's contrilouod results to the community as open source. Riimdias
produced thirteen components that have been reldasthe public via www.primelife.eu and other agpiate
developer sites such as SourceForge.net, freshmaeatnd alternativeTo.net. Apart from that, PrinfieLalso
maintains and has extended the results from thtMERiroject. For a comprehensive overview includinbgrief
descriptions of the components and what they akagethe impact please refer to PrimeLife Delivézdin3.3.2
Open Source Impact”, available at http:/www.prirfeetiu/.

* Dudle
* Over-Encrypt
* Pri-views

» |dentity Mixer Crypto Library (idemix)

» Identity Mixer Policy Engine

» Scramble!

» Clique

» Privacy-Oriented Tagging for Clique

* Privacy Enhancing Browser Extensions (Privacy Daahih)
* PRIME Core

* MediaWiki/phpBB — Privacy Enhanced Access Control

* MediaWiki — Reputation Extension

* phpBB Privacy-Awareness Support: Personal Data MOD

As described in Deliverables D3.4.2, H3.3.2 and3[@3there are several Open Source projects to vitricheLife
was related. PrimeLife did not have the resourcemtegrate its results into specific projectsll.SRrimeLife
supported contacts with a number of these progudsPrimeLife presented them our results. In a rrrobcases
PrimeLife results are based on Open Source projeets we have extended these with privacy-entmanci
mechanisms (e.g., Elgg and phpBB). PrimeLife infeatsthe contact with these projects and offellegin these
extensions. Such collaboration with the open sooragtainers took place for "Clique" with regardBtgg, the
social networking platform on which Clique is bas€&tique provides users with a social network platf that
enables them to keep control over their privacyisTihcludes, for example fine grained access corgnul
configuration of multiple faces (e.g. family, pemsty professional) that can be used for interastiatith other
users. Furthermore, "Scramble!" resulted out of ¢b#aboration. Scramble! ("Scramble your sociatwoek
data"). With "Scramble!" the user can selectivatjoece his access control preferences for his obrde social
networks like Facebook or Twitter. The Privacy Bmting Browser Extensions, or "Privacy Dashboardshort,
are extensions for the widespread Firefox browhe extensions have been introduced at severakndes
targeting the web 2.0 community, particularly tossaidevelopers. As far as it can be assessed bydintiee
editorial deadline, there had been a great inteardt much is expected for the Federated Social Blehmit
Europe in June 2011.

The components with relation to anonymous credsntiemely Identity Mixer Crypto Library and IdemytiMixer
Policy Engine have been released und open soweresks as well. Identity mixer will be used in anber of new
research projects including the following EU fundmtks ABC4Trust (realising to pilots — abc4trust.eli.me



(identity management — dime-project.eu), and Fl-&Vawhich builds the future internet infrastructurefi-
ware.morfeo-project.org).

For more details and the other PrimeLife open souesults please refer to the dedicated Primeléfeverable
"D3.3.2 Open Source Impact".

PrimeLife Book

The PrimeLife book contains the main research tedtdm the PrimeLife Activities. It has been pshid with
Springer and was available at the PrimeLife Sumiavieént. It addresses primarily researchers. In mddito
fundamental research it contains descriptions sf peactice solutions.

The PrimeLife book had been edited with the helplbéctivity leaders, who have been responsibidilfong parts
dedicated to their activities with material pregagnthe main Activity research results.

The PrimeLife book is structured as follows:

Introduction (basic definitions, setting the scene)

Part 1: Privacy in Life (Activity 1)

Part 2: Mechanisms in Privacy (Activity 2)

Part 3: HCI (Activity 4)

Part 4: Policy Languages (Activity 5)

Part 5: Infrastructures for Privacy and Identityridgement (Activity 6)

Part 6: Privacy Live

Book chapters have been reviewed by a review boangisting of members of the PrimelLife project dhe
PrimeLife Reference Group.

PrimeLife Workshop Series

PrimeLife has promised and subsequently organiseeral different kinds of workshops to dissemirratilts and

to get feedback on ongoing research tasks:

*  Workshops for the PrimeLife Reference Group thategieedback on results achieved by PrimeLife result
during the project's lifetime ("Reference Group hitegs");

» Summer Schools for researchers and students tigtittabout state-of-the-art anéw results and trends on
privacy-enhancing identity management;

» Standardisation Workshops that addressed standtodisnitiatives;

* Workshops for journalists to explain PrimeLife'sukkss and position the project in the identity ngeraent
landscape;

» Cooperation Workshops for related projects, intedeslevelopers or other parties who discussed tveir
needs for PET modules and picked up PrimeLife'slt®$o improve their own concepts and IT systems.
Similar other projects and potential follow-up mcts that could profit from the technical expertigened
within PrimeLife have been addressed.

The workshops function as interaction means willevent stakeholders grouped by their main interBst.
workshop the appropriate PrimeLife partners weke@gto present recent project results and to dhetdesired
feedback on currently open research questions.
From the experience within PRIME the partners hiaagned that other EC-funded projects as well admel
projects have a great demand for knowledge andriexye on privacy legislation and privacy technglofo meet
these demands, PrimeLife has held and organisedpt&ation Workshops" where mainly specific questioh
interested projects or institutions were discus&sdthis means, PET ideas, technical solutionsegall concepts
developed within PrimeLife were tailored accorditogthe needs of the audience. The following coiesart
projects have stated their interest in such a aadpe or have subsequently participated in sonmel kif joint
activity with PrimeLife: ABC4Trust, AVANTSAR, Daidas, Daidalos Il, DESIRE, di.me, Effectsplus, En@oR
ENDORSE, ETICA, FIDIS, GeoPKDD, Liberate, MOBIO, SEOS, PEACE, PEGASO, PETweb, PETwebll,
PICOS, PrivacyOS, SEMIRAMIS, SEPIA, SeVeCom, SMIOEJRBINE and VESUV.
Besides other ICT or privacy related projects omgaan or national level some target audiences
have been identified that might particularly bengbm PrimeLife knowledge or are notably
disseminators. These include inter alia
« Journalists, especially those specialised in infdiom and communication technologies, could helppiead
information about the PrimeLife project and itsulés to the public and to special interested groups



particular, results that are also of interest fer general public are adequate including the reBaafated to
social networks or the publicly available extendionthe Firefox browser "PrimeLife Dashboard".

» Price comparison services might be convinced tdudtec information about the privacy policies of the
webshops into the comparison tables as it is ddtteimformation on payment options or costs for ke
already. Ideally, this could result in a compeétiadvantage for market participants deploying jsiva
enhancing technologies and solutions and subsdygueraty convince webshops to implement clear and
understandable, preferably even computer readpiiecy policies to allow comparison as well as BEThis
may directly lead to more privacy protection fobraad number of users. ULD therefore developednaejut
for micro workshops targeting price comparison &gefit the time of the editorial deadline of thiport ULD
was still in negotiation with several price compan agents

» Stakeholders and researchers in the area of eHeajmeral and personalised health monitoringairtigular
started to realise the privacy implications witthieir work. PrimeLife's specific results relatedéguirements
for lifelong privacy are highly relevant within tharea. Relevant PrimeLife content includes thécbashout
privacy throughout life and during periods of liféth reduced capabilities to take care of one’s qsimate
sphere, delegation of data subject’s rights astanial solution also the privacy protection goadsdescribed
in D6.3.1.

» Addressing developments in the web 2.0 environragather heterogeneous community of stakeholdexdsne
to be addressed consisting inter alia of develomenvice providers, privacy, and security expeathjocates
entrepreneurs in the space of social web and uSérse PrimeLife parther W3C was being involvedhwit
organising the Federated Social Web Summit helariland 2010 it seemed appropriate to addressaime
community now focussing more on privacy and segussues as have been focal point within PrimeLife
research. In consequence, PrimeLife the Federateid|SVeb Europe conference had been planned ddd he

The idea of promoting PrimeLife-based solutionsvarkshops is a specific approach in PrimeLife. Wuekshop
series aims at two possible benefits: direct feekilia the researchers and direct communicatiomfiarin and
convince target audiences. To successfully reagetaudiences within the workshop series, somesthaps
have been focused on the topics of special intéveshe targeted audience. We believe that sutdréd (micro-)
workshops may have a better impact as the addrgmsedns are given the opportunity to discuss técific
issues with the researchers. However, for largenesvsuch as the Summer Schools, the Reference Greetings
and the Summit Event the full spectrum of Primeltpics had been available addressing inter akavthole
privacy and security communities.

PrimeLife Reference Group Meetings

The PrimelLife project established an external expeanel, the Reference Group, which consisted of
representatives of relevant stakeholders: consumganisations, data protection authorities, ingusicademia,
NGOs, and EC authorities. The PrimeLife Referenoeu@® has been established to receive early revigwoject
results and collect feedback from experts beforwider audience was addressed. However, the godheof
workshops with the Reference Group was to recehiesr tcomments and advise on currently open research
guestions in the project. By means of this apprapgity assurance for past work, as well as guiddor future
steps was sought by the consortium. Two meetingh@fReference Group were planned within the ptsjec
lifetime. Finally, some experts also joined the $utrEvent also presenting PrimeLife from the viewp®f the
Reference Group. Besides the meetings, there whsa cooperation between the project's reseaettterelevant
experts. The Reference Group consisted of 26 membehe group was dynamic and some new members also
were invited throughout the project lifetime.

First Reference Group Meeting

The First Reference Group Meeting was held fromdWa23rd to 24th 2009 in Frankfurt, Germany with 14
members attending. The two day meeting has beamised in six sessions. These sessions were ofiignad
presentation held by the activity and work packiagelers giving the Reference Group a thorough deeref the
planned work, achieved results and open reseamstiqus. Following the presentations, open disounssallowed
collecting comments and advice from the externgleets. Each day has been concluded with a shoiq wpa
session.

From the project's side, all activities were représd by the activity leader or a proxy. Other ipgrants were
work package leaders within PrimeLife presentingtleir specific area of research or were respoadil the
logistical and financial organisation of the Refere Group meeting.



The venue at Frankfurt was kindly organised andigenl by the PrimeLife partner Goethe Universitarikfurt
(GUF) on the University's "Campus Westend" whichswiarmerly built as the representative seat and
administrative centre of the IG Farben. The meatirogn "Paris" is located in the newly build Hou$é-mance.
The agenda of this meeting is listed below.
Welcome introduction of PrimeLife
First session:HCI and Trust
¢ Policy management in HCI
e Trust evaluation
» Discussion

Second sessiorPolicies, Standards and Open Source
e Policy language
¢ Policy enforcement
« Policies and service composition
¢ Open Source approach
e Standardisation
¢ Outreach and networking
» Discussion

Third session: Trusted content and privacy for life
« Linkage and data aggregation over lifetime
* Revocation of identities
¢ Delegation
» Trust and nomadic devices
» Discussion

Fourth session: Social Network services
e Legal aspects
¢ Social aspects
« Discussion

Fifth session: Mechanisms
¢ Mechanisms supporting user's privacy and trust
» Access control for the protection of user-generalsd
e Privacy of data
» Discussion

Sixth session: Infrastructure
» Trusted infrastructure elements
¢ Service composition
* Discussion

The meeting was chaired by Marit Hansen (ULD) whadsponsible activity leader for the disseminatiark
package. The Feedback of the Reference Group wijhrd to the sessions is in detail presented irrepert
"D3.1.4 Summary of Reference Group Feedback".

Second Reference Group Meeting

The Second PrimeLife Reference Group Meeting wss lagld in Frankfurt, Mach 29th to 30th with 17 nhems
of the Reference Group attending. PrimeLife pagnesed this meeting to present current results@iget direct
feedback from the Reference Group Members. Workampe and activity leaders gave a detailed overdgewhe



ongoing work and results, so the Reference Groumbees got an impression about the current problenas
results of the project.
As the organisational feedback of the first Prinife Reference Group Meeting was very positive, #éfsosecond
PrimeLife Reference Group Meeting took place atRhime Life partner Goethe University Frankfurt (U
The meeting has been organised in seven sessiaoh. $£ssion had a responsible PrimeLife activityvork
package leader as a moderator who presented theethad results and guided the discussion. Eachwaday
concluded with a joint wrap up session with alltipggants.
The agenda of this meeting is listed below.
Welcome introduction of PrimeLife
Brief introduction of PrimeLife
First session:HCI and Trust
* HCI for Credential Selection
e HCI for Data Track

¢ HCI for Policy Display and Management (and Policgris)

Second sessiorPrimeLife Prototypes

¢ Cligue
e Scramble
< phpBB

Third session:PrimeLife Prototypes
¢ Data track/Transparency Tools
e MediaWiki

Fourth session: Privacy throughout life
« Report from the use case and requirement analysis
¢ Presenting the prototype mockups
« Report from the delegation aspects (legal)

Fifth session: Policies

¢ Policy research
» Credential-based access control
* Policy sanitization
» Downstream usage control
* Policy icons

« Policy implementation
* Language
» Engine

* Standardisation

Sixth session: Mechanisms
e Brief Crypto Notes: Oblivious Access Control
¢ Tools from WP 2.2

Fourth session: Infrastructures
« Presentation and Discussion of D6.1.1
« Demo of eCV Scenario
¢ Presentation and Discussion on WP 6.2 Demonstipproach, Storyboard, Technologies

Overall Summary of the Reference Group Meetings



PrimeLife Work Package and Activity Leaders usee ¢ipportunity on the Reference Group Meetings to ga
expert feedback on results and ongoing researéhiineLife. The Reference Group members on eachr&efe
Group Meeting got first of all a detailed impressioto work ongoing in PrimeLife. Activity and wonkackage
leaders gave the Reference Group a thorough ovewidhe planned work, achieved results, and ogsearch
guestions. Following the presentations, open dgouos allowed collecting comments and advice froenexternal
experts. Catering for breaks was available in aasgpd lobby of the meeting room allowing contirguiand
intensifying discussions.

The overall feedback of the Reference Group in teference Group Meetings was very positive towanes
existing results presented and the research directaken by the project. The Group pointed theanehers of the
project to open issues and proposed approachesofations yet to be verified. In addition, the imjamce of
further communication with specific interest groupisch as open source communities related to PrieisLi
development of prototypes was highlighted.

As a follow up, the Reference Group Members stagetlose contact to PrimeLife Work Package and VAliti
Leaders even after the end of the Meetings, théurbelp and guide them through the discusseduiithin the
Meeting. In conclusion, the Reference Group couldring the meetings and as required- contributieelgtin the
project's discussions and ongoing work. Membeth@®Reference Group themselves gave their spéejfit and
feedback on the results of PrimeLife and theref@elated requirements and supported project dissdion and
exploitation.

PrimeLife/IFIP Summer Schools

During the lifetime of the project PrimeLife orgaad two summer schools. Task 3.2.1 had been ldthbgtad
University who had comprehensive experience inmigjgag summer schools for PRIME and FIDIS jointlyttw
IFIP (International Federation for Information Peesing). IFIP is an ideal cooperation partnerjkasPrimeLife,

it also takes a holistic approach to technology aungports interdisciplinary exchange. Besides,ait as the
umbrella organisation of national computer socgetielp to address the broader international IFIéP rasearch
community.

The aim of the Summer Schools is to encourage yagagemic and industry entrants to the privacyidedtity
management world to share their own ideas anditd bp a collegial relationship with others, andpiarticularly
disseminate research results from PrimeLife aratedlprojects to young PhD students and industraets.

The school is interactive in character, and is cosegd of both, keynote lectures and seminars, &lsodnd
workshops with PhD student presentations. Keynogsgntations by senior PrimeLife researchers asghrehers
from related projects were invited and were givetthie morning sessions. The keynotes providedriaaellent
platform for disseminating PrimeLife thinking. Keyte speakers came inter alia from the industryosgtBM,
Microsoft, Intel, Google, GD, Symantec), resealdst{tute Eurecom, the Swedish Royal Institute e€finology),
universities (Dresden, Leuven, Tilburg, London) gwvernmental sector (The White House, German Minisf
Interior) and data protection authorities (CNIL)eddes students, the keynote speakers were rgoataof the
audience and many of them joined the whole weekp@maging deeper discussions with students andaruni
researches. Other EC-funded projects presentedtsremud discussed open research questions — botheof
PrimeLife and their own projects. The EC-fundedjgxts PICOS, Turbine, Safebook, TAS3 and ETICA,ever
represented as well as the British EnCore, the Mgian Petweb Il project and the international PeirSroject.

In respect to the geographic origin the participazame from 11 EC-countries including some of thanger
member states (Czech Republic, Slovakia, Slovasayell as six non-EC countries (Brazil, India, &de US,
Norway and Switzerland).

In the afternoons, there were parallel workshapsyhich PhD students can present their work ancudssit with
other PhD students and senior researchers. Alstiacivorkshop presentations by PhD students wareited by

a Call for Contributions that is circulated wellegd of the Summer Schools. Contributions were tegldzased on
an extended abstract review by a Summer Schoof&roge Committee.

Accepted short versions of papers were made alaitatall participants in the Summer Schools PrezBedings.
After the summer Schools, authors had the oppdytuni submit their final full papers (which addreasslude
guestions and aspects raised during the SummeroBcfon publication in the Summer School Proceeding
published by the official IFIP publisher Spring&he papers to be included in the Final Proceedmdpished by
Springer in spring/summer of the following year daagain be reviewed and selected by the Summerobcho
Programme Committee.

PrimeLife/IFIP Summer School 2009 in Nice, France



From 7th-11th September 2009, PrimeLife WP 3.2 lieddfirst PrimeLife Summer School in cooperatiomhw
IFIP working groups 9.2 (Computer and Social Acdabitity), 9.6/11.7 (IT Misuse and the Law), 11Mefwork
Security) and 11.6 (Identity Management) in Nicafiere with SAP Research as the local organiser.

The theme of the PrimeLife/IFIP Summer School 20@% on "Privacy and Identity Management for emeaygin
Internet Applications throughout a Person's Life".

The proceedings of the 2009 Summer School have fagdished by Springer in June 2010.

The following persons from PrimelLife and IFIP were/olved in the Summer School's organisational and
programme committee work:

General Chair:

Michele Bezzi (SAP Research/France)

Programme Committee Co-Chairs:

Penny Duquenoy (Middlesex University/ UK, IFIP WQ@ @hair)

Simone Fischer-Hibner (Karlstad University/ SwedER? WG11.6 vice chair)

Marit Hansen (Independent Centre for Privacy PtaircSchleswig-Holstein, Kiel/ Germany)

Organising Committee Chair:
Jean-Christophe Pazzaglia (SAP Research/ France)

PrimeLife/IFIP Summer School 2010

After the success of the 2009 PrimeLife/IFIP Sumi@ehool, PrimeLife and IFIP (International Fedematfor

Information Processing, Working Groups 9.2, 9.6/111.4, 11.6) continued their joint cooperatioheTSummer
School was held in Helsingborg in Southern Swe@eh August 2010. The topic had been "Privacy arehtitly

Management for Emerging Internet Applications tigtwaut a Person's Life".

A special one-day stream within the Summer Schimolyhich abstracts/papers could be submitted drelsad
been organised by the EU FP7 project ETICA on pgivand related ethical issues arising from emerging
information and communication technologies. Apaohf that, the established and successful struetndescope

of the 2009 Summer School had been kept. In pédaticthe school was again interactive in charaaad was
composed of both, keynote lectures and seminateridls and workshop with PhD student presentations
Contributions had been selected based on an extexim#ract review by the Programme Committee, stingiof
senior IFIP and PrimeLife project members.

Accepted short versions of papers have been pellishthe Summer School Pre-proceedings. AfteiStlmmer
School, participants and keynotes submitted theal fpapers for the Final Summer School Proceedingse
published by Springer in 2011. These papers hath ageiewed by the Programme Committee. The Pranged
of the Summer School 2010 have been published bydgay in May 2011.

The 2010 Summer School had been chaired by theafily persons from PrimeLife and IFIP:

General Chair:

Simone Fischer-Hibner (Karlstad University / Swegden

Programme Committee Co-Chairs:

Penny Duquenoy (Middlesex University / UK)
Marit Hansen (Unabhéngiges Landeszentrum fir Dakernz Schleswig-Holstein, Kiel / Germany)

Ronald Leenes (Tilburg University / Netherlands)

The call for papers has been published in Febr2@ity. The Summer School websites are available at:

http://www.it.kau.se/IFIP-summerschool/




Supporting the IFIP Summer School 2011

After the success of the privacy centred Summero@shPrimeLife has a major interest in ensuring the
sustainability of the Summer School series. Fa, ttie PrimeLife project supported planning andaniggation of
the IFIP Summer School 2011 which will be held ierito, Italy and address the topic of "Privacy #fehtity
Management for Emerging Internet Applications tlyloout a person's lifetime". As the actual event takte place
from September 5th to 9th and thus after the @ffiend of the project PrimelLife is not possiblestgpport the
event with funding. However, PrimeLife partners &éidween highly encouraged to submit contributiond t#n
perceive the Summer School as a possibility to camaoate project results towards the current andréuprivacy
projects. In particular, the European projects AB@4t, Endorse and NESSOS as well as the NorwegfiAarweb

I and Swedish U-Prim projects may be addressethes® are cooperating with the Summer School.

The 2010 Summer School will be chaired by the it persons from PrimeLife and IFIP:

General Summer School Chair:

Bruno Crispo (University of Trento, IT)
Marc van Lieshout (TNO, NL)

Programme Committee co-Chairs:
Jan Camenisch (IBM Research — Zurich, CH)

Simone Fischer-Hibner (Karlstad University, S)

Ronald Leenes (Tilburg University, NL)

Organising Committee Chair:

Giovanni Russello (Create-Net, IT)

The call for papers has been published in April 0The Summer School website is available at:
http://disi.unitn.it/security/ifip-summerschool20iridex.html

Standardisation Workshops

The PRIME project already influenced standardisatio W3C and ISO. Three successful standardisation
workshops had been held in 2006, 2007, and 200®ePRife benefits from the PRIME partner's experrmmd
will continue the efforts by organising workshopglaneetings on standardisation.

In January 2009 W3C organisedM8C Workshop on the Future of Social Networking? and Privacy was an
important aspect of the discussion. PrimeLife pagnlILT and W3C contributed Position papers: Riyvand
Social Network Sites: Follow the Monéy!from TILT and Semantic enhancements for socialvogts™ from
W3C. The Workshop Rep@ttcontains directions clearly influenced by the Riife project. As a result of the
W3C Workshop on the Future of Social Networkingréhis an initiative about creating a W3C Incubatwoup
for Social Networking. The ongoing effort for orggation can be followed on public-social-web-talk @wv&®.
PrimeLife will further contribute to this effort a®cial networks are one of the core use casesméPBife.

In 2009, W3C furthermore organised\8C Workshop on Access Control Application Scenarig see0 above.
People from research and industry discussed nesvargkpotential shortcomings in access controlXAEML is

a language widely used, most papers and inputetavidrkshop was referring to it. But the discussiomse not
strictly limited to XACML. There was some focus osing XACML to implement privacy friendly identise
management, but the variety of use cases and gapenitted let to a more general discussion. Assaltethe
workshop identified extension points for XACML thate further detailed in the Workshop Repothat also

22 http://www.w3.0rg/2008/09/msnws/

2 http://www.w3.0rg/2008/09/msnws/papersttilt. pdf

2 hitp://www.w3.0rg/2008/09/msnws/papers/policy-intml
% http://www.w3.0rg/2008/09/msnws/report

% http://lists.w3.org/Archives/Public/public-sociakeb-talk/
27 http://www.w3.0rg/2009/policy-ws/report.html



contains directions clearly influenced by the Piiifee project. This first workshop on standardisatissues
focused on the following core-activities:
» Thorough discussion on the status of policy langsdgrm different perspectives

» Several Examples for applications were elaborated
» Further research areas identified.

The results of the above-mentioned workshops esult theW3C Workshop on Privacy for Advanced Web
APIs in July 2010 in London to discuss the current wonkthe user facing side within a broader audiembés
Workshop served to review experiences from recesigth and deployment work on device APIs and testigate
novel strategies toward better privacy protectiarttee Web that are effective and lead to benefithé near term.
The results of the workshop can be found here:/Mtpw.w3.0rg/2010/api-privacy-ws/ .

Furthermore, W3C organised a follow-Mporkshop on Privacy and Data Usage Controin October 2010 in
Cambridge (MA) to encourage further discussionshenquestion of data usage once data has beewtedll@he
results of the workshop can be found here: httpmivwv3.0rg/2010/policy-ws/ .

In December 2010, a workshop was co-organised théhinternet Architecture Board (IAB), W3C, thedmiet
Society (ISOC), and Massachusetts Institute of meldgy (MIT): theW3C Workshop on Internet Privacy in
Boston. A broader scope was chosen intentionallgisouss upcoming issues in online privacy thadneebe
tackled on a global scale. The results of the wWwhks can be found here:
http://www.iab.org/about/workshops/privacy/ .

In April 2011, theW3C Workshop on Web Tracking and User Privacywas held in Prinecton. Position papers
and results of the workshop are available at: Mttpiw.w3.0rg/2011/track-privacy

In May 2011, the last of the workshops in Primelsfeeries dedicated to standardisation was helountain
View, USA. TheW3C Workshop on Identity in the Browser addressed issues of Identity in the Browser.
Position papers and results of the workshop aréada at:http://www.w3.0rg/2011/identity-ws/

Last, but not least, although using a mix of apphes, theSocial Web Conference Europe held in June 2011
also included elements of a W3C workshop and wateithto paper submissions as such, which sawrdfisgnt
number of contributions to establishing federatjmivacy and security between social networkingliapfions?

Workshops for journalists

On June 24th, 2011 PrimeLife held a workshop farnalists to explain the project's result and pasithe project

in the identity management landscape. As the coniteh can be presented is heavily depending ormptbject's
results this workshop is held at the end of thgeoto The workshops targeted journalists, juniamrmlists and
politicians. The workshop enabled the participdatevaluate whether websites collect informatioowlvisitors.
Rigo Wenning from W3C demonstrated with the PrinfreliPrivacy Dashboard" how to make user tracking
transparent. Subsequently Eva Schlehahn from UL® d¢alk about the legal implications. It had besplained
which rights tracking services violate and how sssn defend their rights from a legal perspectieally, Rigo
Wenning (W3C) and Ulrich Kénig (ULD) guided the feipants to use the "privacy dashboard" and gawees
assistance to use it.

About 30 participants attended.

Cooperation Workshops

PrimeLife has made extensive use of the poss#slitd network and disseminate results which arrexdf by the
European Commission, e.g., by regularly attendmgferences such as e-Challenges or the IST evRritseLife
has furthermore contributed to the ICT event intSeper 2010 with several participants disseminatimg
project's research findings at this large and Eelsomost visible forum for ICT research.

EC-funded projects approached PrimelLife to get gling on specific questions regarding privacy aahehtity
management. PrimeLife Partners have attended wapksbf SWIFT, Daidalos Il, TAS3, PrivacyOS, FIDIS,
PICOS, NESSI, Think-Trust and several other prgjéziexchange knowledge and offer differing perspes.

In addition various PrimeLife Partners have beetively taking part in workshops and working groupsm
ENISA, e.g., on reputation systems, social netwarks privacy issues in the Ad-hoc Working Grougviey and
Technology".

PrimeLife has been in contact with several Europeaearch projects, evaluating the possibility @fiimg joint
workshops and discussing overlapping researchgopicaddition, PrimeLife assisted other Europeanjegts in

2 http://d-cent.org/fsw2011/about/



assuring privacy-enhancing identity management atieér privacy enhancing techniques are consideret a
focused on. Projects and initiatives PrimeLifenidntact with include:
» ABCA4Trust (Attribute-based Credentials for Trugtphk://abc4trust.eu/ )
* AVANTSSAR (Automated VAlidatioN of Trust and Sedyri of Service-oriented ARchitectures;
http://www.avantssar.e)/
« CERP (Coordinating European Efforts for Promotitng tEuropean RFID Value Chain, RFID Cluster;
http://www.rfid-in-action.eu/cerp )
*» CONSEQUENCE (Context-aware data-centric informasibaringhttp://www.consequence-project.gu/
» Daidalos Il (Designing Advanced network Interfaces the Delivery and Administration of Location
Independent, optimised personal Services; httpWaanescporto.pt/utm-en/projects/projects/daidail@sy/ )
» di.me (Integrated digital.me Userware for the ligeht, Intuitive, and Trust-Enhancing Managemehthea
User's Personal Information Sphere in Digital andi@ Environmentshttp://dime-project.euy
» Effectsplus (European Framework for Future Inter@@mpliance, Trust, Security and Privacy through
effective clustering; http://www.effectsplus.eu/ )
* e-ME (Inclusive identity management in new socialdig;http://e-me.no)
* EnCoRe (Ensuring Consent and Revocatidtg://www.encore-project.e)/
« ENDORSE (Legal Technical Framework for Privacy Bresig Data Management; http://www.endorse-
fp7.eu/)
» ETICA (Ethical Issues of Emerging ICT Applicatiortp://moriarty.tech.dmu.ac.uk:8080/ )
* EuroPriSe (European Privacy Seal; https://www.eeaopprivacy-seal.eu/ )
* FIDIS (Future of Identity in the Information Sogiehttp://www.fidis.net/)
* MASTER (Managing Assurance, Security and TrussteRviceshttp://www.master-fp7.ew/
 MOBIO (Mobile Biometry;http://www.mobioproject.orgy
* NESSI (Networked European Software & Servicesdtiite; http://www.nessi-europe.con/
« NESSOS (Network of Excellence on Engineering Seduriire Internet Software Services and Systems;
http://www.nessos-project.el/
* PETWeb II (Privacy-respecting Identity Managememtd-Norgehttp://petweb2.projects.nislab.np/
» PICOS (Privacy and Identity Management for CommuS8grvices; http://www.picos-project.eu/ )
* PrivacyOS (Privacy Open Spacetps://www.privacyos.eu,
« RESERVOIR (Resources and Services Virtualizaticthevit Barriershttp://www.reservoir-fp7.euy
* SecureChangéftp://www.securechange.eu/
 SEMIRAMIS (Secure Management of Information acnosstiple Stakeholders)
» SEPIA (Secure Embedded Platform with advanced Bsocksolation and Anonymity capabilities;
http://www.sepia-project.ey/
* SSEDIC (Scoping the Single European Digital Idgr@iommunity;http://www.eid-ssedic.ey/
 STORK (Secure idenTity acrOss boRders linked; Hftpaw.eid-stork.eu/ )
*  SWIFT (Secure Widespread Identities for Federatdcdommunications; http://www.ist-swift.org/ ),
* TAS3 (Trusted Architecture for Securely Shared Bes;http://www.tas3.eu)
e Think-Trust fttp://www.think-trust.eu)
* TURBINE (TrUsted Revocable Biometric IdeNtitiEstgit/www.turbine-project.eu/ )

PrivacyOS Meetings

PrimeLife attended the first Open Space conferasfcthe EU funded project PrivacyOS in Strasbouigmfr
October13th to 15th 2008 and discussed with ppeidls about actual privacy issues. Within the tRirdacyOS
Conference on October 26tind 27th 2009 in Vienna, and the fourth Privacy@8ference in Oxford on April
12th and 13th in Oxford, PrimeLife was also repnésé and got feedback on current work on privadicigs,
usability, and the Privacy Dashboard. PrivacyO8& European project aimed at bringing together itmguSMEs,
government agencies, academia, and civil societioster development of privacy infrastructures Europe.
Within the Open Space approach, all participanésiavited to bring topics to the agenda. It leav@sm for
spontaneous creation of new workshops during thdecence, which reflects the dynamics of the disicus
among participants. The general objectives of Ry@E are to create a long-term collaboration inttiematic
network and establish collective interfaces witheotEC projects. Other projects present at theezente which



followed a workshop style were TAS3, SWIFT, Eur&esi and EnCoRe. PrimelLife partners IBM, ULD, GEIE
ERCIM, and GUF patrticipated in the conference. pbsitive experience led to also mix the Open Spg@peoach
into the mix of methods used for the Federatedebd¢eb Europe Conference.

Joint PrimeLife, Daidalos Il and SWIFT workshop

A joint workshop was carried out with the projebidalos Il and SWIFT on October 23rd 2008 at t#wlities of
IBM Research Labs in Zurich. The workshop aimedist¢ussing a concept developed by Daidalos Il ptieitly
managing privacy, the so-called Virtual Identityly concept. In addition, PrimeLife partners IBMdak/LD
made a high-level assessment based on an overfi®AIDALOS Il obtained in this workshop with respen
privacy.

First PRIMCluster meeting

PrimeLife organised a cluster event of FP7 proj¢BRIMCluster) together with the Commission as mtjo
workshop on February 25th 2009 in Brussels. Thekshawp comprised concrete technical discussionkerateas
of overlapping interests of the projects, spedifjcadentity management architecture, technologiesl trust
models, policies and Service Oriented Architectufd®jects joining this workshop were PICOS, TAS8&d

SWIFT. PrimeLife partners IBM, EMIC, ULD and GUFrgieipated in this workshop.

Session at the ICT event 2008 in Lyon

PrimeLife organised a session at the ICT event 2008/on on November 27th 2008 titled "Privacy Med¢CT
Practice". The session was headed by PrimeLifeeBr@oordinator Dieter Sommer from IBM Zurich Ladosd
aimed at bringing together research projects withapy challenges and other stakeholders. Presemsatvere
given by representatives from the projects SWIFAS3, CONSEQUENCE, and PrimeLife. PrimeLife partners
IBM, TILT, G&D, EMIC, CURE, ULD, GUF, KUL, SAP, an&EIE ERCIM patrticipated in the session, not all of
them taking an active role.

Second PRIMCluster workshop

PrimeLife and the EC have co-organised the sec&itMluster workshop to bring together the projeSWIFT,
PrimeLife, and TAS3 in October 2009. This time, tbeus of the discussions was the joint interespaticy
languages, also in the light of an upcoming statidation event on policies organised by PrimelLifiee meeting
has taken place in Brussels, hosted by the Euro@anmission. The third PRIMCluster workshop with
participation of PrimeLife is already in preparatifor May 6th, 2010 and will be held in Brusselapics will
include network-level and application-level ideptihanagement and their relation.

Session at Service Wave conference

PrimeLife has co-organised a session with prof®&STER and TAS3 on November 23rd 2009 in Stockham,
located with Service Wave conference of Novembed 28 27th. The session was open to the publictéled
"Identity Management in SOAs". PrimelLife partneMBhas been involved in the organisation of the isess
partner GUF has attended the session.

PrimeLife workshop with STORK

On December 10th and 11th 2009, a workshop with BR@nd PrimeLife has been held in Zurich, organisgd
PrimeLife partner IBM. The workshop has tackledvacy in STORK's elD interoperability framework. The
inventors of the two prominent anonymous credersyatems of today, Jan Camenisch and Stefan Braags,
attended the workshop. Concrete next steps fohdurtollaboration have been envisioned, includingppsals
from the side of PrimeLife on how to bring strongeiwacy to STORK.

Workshop on Policies for the Future Internet

Gregory Neven from IBM Research — Zurich represeiBmelLife at the "International Workshop on Pielécfor

the Future Internétthat was held in Pisa, Italy, on February 5th,®200he workshop was meant to bring together
a number of scientific presentations from vario ojects that have to deal with policy languagether EC
projects represented at the meeting were TAS3, BICConsequence, AVANTSSAR, Secure Change, and
MASTER. Gregory Neven presented recent PrimeLifekvam privacy extensions to XACML and SAML, which
caused interesting and lively discussions on thé-based access control. Other interesting presemsaincluded

a presentation on distributed policy enforcemenKA&ACML by David Chadwick from University of Kent dna
presentation on usage control policies by Alexamdetschner from Technical University Karlsruhe.



CERP - on the Internet of Things

PrimeLife was represented by the project partnéy.lkeuven in the Cluster of European Research Pmojec
CERP - on the Internet of Things. Within the scopthis involvement, K.U.Leuven participated in theetings
of the cluster. The Meeting in May 2009 resultethia plan to write a Strategic Research Agendernriternet of
things. A first version of the document, the CERF-Etrategic Research Agenda "Fall 2009" was preduic Q3
2009, with K.U.Leuven an active member of the Ceditor team."Internet of Things — Strategic Research
Roadmap”, 50p, IloT Cluster of European Research jef@lsp 15 September 2009,
http://ec.europa.eu/information_society/policy/flidcuments/in_cerp.pdf . This piece of work haeghlygresented
to a multitude of players, active in loT. In Q1 PO4& revised CERP-lIoT SRA position paper had besregted,
based on the comments on this work, in order tpgeethe Strategic Research Roadmap. Moreovecg|ulseer
published a Clusterbook, which includes the Stiat&psearch Roadmap and one-pagers on all thectzoje
involved in the Cluster and some related paperpdfversion is available online: http://www.intetrad-things-
research.eu/cluster_book.htm. New projects of FRIF =have joined the Cluster, and a new impulseeHzeen
given to it, focussing amongst others on sustadtiggemination and more international cooperation.

Third PRIMCluster Workshop

PrimeLife has organised the third PRIMCluster wodgs hosted at the EC premises of the Trust andrBetinit

in Brussels, Belgium, on May 6. The workshop hasrested the approaches of network-level vs. agitio-level
identity management — approaches pursued by diffemeember projects of PRIMCluster. Furthermore, we
discussed how the member projects could jointhceed with standardisation of their results in tbeeas control
domain within the XACML framework. Finally, we spelabout the workshops on privacy APIs to take piace
London in June 2010 and on data handling orgamigtbdthe MIT.

Fourth PRIMCluster Workshop

The fourth and final PRIMCluster Workshop was otigad by PrimeLife and held on September 10 in Végnn
Austria. The participants have discussed the CadSm the Cloud approach of TAS3 as well as hoegadion
can be incorporated. Further items being workedvere policy standardisation which was a theme Wesd of
interest throughout the series of PRIMCluster wos.

ISO workshop at IDMan 2010

As part of the IDMan 2010 which had been held ioQs November 2010, a small 3 hour workshop on ISO
standardisation within the Identity management avas held. One aim of the workshop was to give Eife’'s
view on the standard and to get feedback from titkeace regarding the current standard draft. Ther@aim was

to get feedback from the participants regardingr tview on the benefits of standardisation withie idM area as

a whole.

Because of the dual aim the workshop was dividéul tiwo parts. The first part was a presentatiothefcurrent
ISO standard draft on an identity management framnevand Primelife’'s view on that draft. During this
presentation, the audience was asked to commagiv@isuggestions of improvements when the diffepamts of
the draft were presented. In connection with thésentation also the SEMIRAMIS project presentedarview

of their work within the area.

The second part of the workshop was a panel digsussn the benefits of standards within the idgntit
management area. The panel consisted of three nzersih experiences from academia, industry and the
governmental sector. The discussion that took piacieg the panel gave a good insight into difféeréews on the
pros and cons of standardisation within IdM andnfem out things that should be standardised amghihat
should not be standardised.

CPDP 2011

An approach to reach policy makers was the CompuRrivacy & Data Protection Conference (CPDP)amuary
25th to 27th, 2011 in Brussels. PrimeLife acte¢padner and sponsor of the conference and disséadirmavn
material. Marit Hansen (ULD) and several other [tiife colleagues represented the PrimeLife propeud
contributed with talks, as session chairs and paweshbers.

Federated Social Web Summit Europe 2011

On June 3rd to 5th 2011, the Federated Social Webn®t Europe 2011 conference for presenting redalts
distributed social networks was held. The Feder&edial Web Summit Europe 2011 was supported ard co
organised by the World Wide Web Consortium (W3QJ by PrimeLife. Initiative and some local facilitat was



brought in by the independent institute PerGlowhich created and promoted the label “d-c&hd’s a coined term
for the conference. The three day open event onaS¥éeb interoperability, standares and privacy \eso
supported by and hosted by the Heinrich-Boll-Fotioda Berlin. In summer 2010, the first Federatedi&l Web
Summit had taken place in Portland (USA) to kickHsh test-case driven approach to getting therd¢eie social
web working. The Federated Social Web Summit Eureas the second summit in a loose series, andritad
have taken place in Europe. Over 150 internatiempkrts attended the three day event, which indlkegnote-
talks, paper submissions and an OpenSpace, spdnoingocietal requirements to work on specificagias well
as developing visions for the future of social mating infrastructures. The event was covered welGerman
media including television appearance (under pejuar at the time of writing this repor).

Joint workshop on attribute-based Credentials

In cooperation with the newly started EU-Projecttttidute-Based Credentials 4 Trust (ABC4Trust)" ainf
workshop with PrimeLife had been held on June 12@1,11BM Research Zirich. Content of the tutoriadl lheen
to explain the basics of the technology, its paétispheres of application for privacy-enhancinchtelogies and
selected building blocks of the underlying cryptggry. The tutorials had been given by expert rebeas from
Microsoft and IBM, presenting a common view on BRay-ABC technologies that encompasses both theovePr
and Identity Mixer technologies.

Workshop on eHealth and privacy

A key challenge is the protection of health dataudlghout a person's lifetime — whether those daggarsonal or
more generic. Indeed, it may be necessary to exteiedporotection beyond a lifetime, as disclosuféhe data
could adversely affect the individual's family mesrdy descendants, and social or racial groupingsieRife
therefore co-organised a workshop in eHealth rélesgues at Middlesex University on June 16-17,1201

Micro Workshops

As part of the PrimeLife workshop series ULD aldanped several micro workshops. The concept bethiese
events had been to plan and offer individual megstinith stakeholders to disseminate results treaspecifically
tailored for the respective group of stakeholddvicro workshops also contributed much to Primelsfe’
cooperation activities, as they are an ideal fapee discussions or knowledge transfer betweeterkfaojects.

An approach that seemed promising to us had beengmise avorkshop addressing services offering price
comparisons online Some of these services offer additional infororatibout the compared online shops such as
a rating calculated by votes of other users, infdiiom on available payment methods or availabditgoods. This
allows users to compare not only the price but atber factors of the online shops. This lead itiea that also
information on the privacy policy of the target wibs should be displayed allowing user to alsadgeon this
criterion. By the time of the editorial deadlinetbis report negotiations for a consultation witdime or July 2011
were pending.

PrimeLife partner ULD participated in tlael-hoc working group of the German data protectioragencieswvhich
developed privacy guidelines for the deploymenttltoed new German elD. These have been influenced by
PrimeLife's policy research done in work package. 3he contribution consisted of several ULD intdrn
workshops preparing position papers as well asinggetvith representatives the national data prateagencies
and of the Bundesverwaltungsamt, the authorityaesible for the transformation of the privacy relevaspects
of the new German elD.

ULD hosted and organisedveorkshop on Cyber-Physical-Systemgroviding research results from PrimelLife's
policy work package and privacy related input tadgathe participating project which is currently dieping a
research roadmap for Germany.

As part of the privacy for life activities ULD coemted with several initiatives in the areaebfealth. During
working meetings with projects related to eHealth ad personalised health monitoring.These meetings have
been organised and hosted by ULD. PrimeLife pravidensultations out of the legal PrimeLife workigigpup.
Working sessions had been held together with thegaan PHM-Ethics project, the German group prepaai
study on "Juristische Fragen im Bereich altersdeegcAssistenzsysteme" and the nationally fundesjept
SmartAssist. The projects had shown interest iRi@meLife's research on privacy protection goals delegation
in privacy matters.

Privicons Meeting

29

www.d-cent.org
30 http://chaosradio.ccc.de/cr168.html




On March 13th 2011 a workshop on privacy iconsvifons) was held in Berlin and was hosted by Priifiecht
the premises of the Landesvertretung SchleswigtkialsParticipants were PrimeLife partners andted/partners
from universities and research. The current stafuke development of the Privicons was discussetithe next
steps had been discussed, in particular the ptanxlude the privacy icons into the web applicasiof a large
player in the IT area.

With open government datagaining relevancy in the public debate PrimeLifaswinvited to cooperate in
addressing the privacy issues related to openingrgment data. It did so, by partnering with KU-kzen for a
workshop in Aprif* and with the organisers of the OKon-conferenc@®énlin for a follow-up in Jun&. Both
workshops aim at a specialized group of peopleaedgeared towards allowing a first exchange oetao/be
well researched topic.

31 http://www.lapsi-project.eu/ogdwshop
http://www.law.kuleuven.belicri/pages.php?pid=96
32 http://www.e-demokratie.org/veranstaltung/okon-P@ffenes-wissen-offene-daten/




Al, A2: Scientific publications & all disseminationevents

The below table contains all dissemination evehtBromeLife, including scientific publications. THatter are journal articles and articles in

proceedings. The table is replicated from Primetideuments D3.1.6 and H3.1.3.

Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
C. Ardagna, M. Cremonini, S. De Capitani di VimeicR. 2008 book print International| R&D UNIMI
Samarati: "Location privacy in pervasive computing" contribution
Security and Privacy in Mobile and Wireless Netwiogk(S.
Gritzalis, T. Karygiannis, and C. Skianis, edsrpubador
Publishing, 2008
C. Ardagna, M. Cremonini, S. De Capitani di VimeicB. 2008 book print International| R&D UNMI
Samarati: "Managing privacy in location-based as@emtrol contribution
systems", in Mobile Intelligence: Mobile Computiagd
Computational Intelligence (L. Yang, A. WaluyoMa, L.
Tan, and B. Srinivasan, eds.), John Wiley & Sons,,[2008
C. Ardagna, M. Cremonini, S. De Capitani di VimeicR. 2008 journal print International| R&D UNIMI
Samarati: "A privacy-aware access control systewotiynal of article
Computer Security (JCS), vol. 16, no. 4, pp. 362;2ZD08
Jan Camenisch, Thomas Gross, Thomas Heydt-Benjamin: | 2008 article in print International| R&D 26-50 IBM
"Rethinking accountable privacy supporting servicA<M proceedings
DIM 2008
Jan Camenisch, Thomas Gross: "Efficient attributsoding 2008 article in print International| R&D 101-300 IBM
for anonymous credentials", ACM CCS 2008 proceedings
Jan Camenisch, Rafik Chaabouni, Abhi Shelat: "iffit 2008 article in print International| R&D 101-300 IBM
Protocols for Set Membership and Range Proofs", in proceedings
Proceedings of Asiacrypt 2008, Springer Verlag,200
Jan Camenisch, Gregory Zaverucha: "Private Intdoseof 2008 article in print International| R&D 51-100 IBM
Certified Sets", to appear in Proceedings of Fii@nc proceedings
Cryptography and Data Security 2009
PrimeLife project presentation at the first Eurap®aivacy 2008 talk oral Europe R&D, mixed 26-50 IBM
Open Space in Strasbourg, 2008 audience
PLING wiki 2008, ongoing | online online International] R&D 51-100 W3C, ULD
work IBM, UMI,

UBG, GUF




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Marit Hansen: "Enhancing User-Centric Identity Mgement | 2008-03 article in print International| industry 101-300 ULD

Systems", in: Stefanie Geuhs (ed.): Net-ID 2008- proceedings

Konferenzband incl. CD

Marit Hansen, Alissa Cooper, Ari Schwartz: "Privand 2008-03 journal print International| R&D >1000 ULD

Identity Management", in: IEEE Security & Priva®gl. 6, article

No. 2, March/April 2008, pp. 38-45

Marit Hansen: "Enhancing User-Centric Identity Mgement | 2008-03-03 talk oral International industry 51-100 | ULD

Systems", Net-ID 2008, Basel, Switzerland

Marit Hansen: Participation in elD panel at CeB&ir f 2008-03-07 talk oral National industry 26-50 ULD

Hanover, Germany

Meike Kamp, Maren Raguse "Orientierung ja, Uberwmgh | 2008-03-08 talk oral National general 101-300 ULD

nein — Location Based Services auf dem Priifsta@eBIT public

fair, Hanover, Germany

Press release and launch of PrimeLife website mathis 2008-03-27 press release online Internatiomgneral >1000 w3cC

public

Press release: "ldentitdtsmanagement 2.0: Datetzcimzepte| 2008-03-27 press release online National general | >1000 ULD

fur soziale Netzwerke in Arbeit" public

Invited Lecture on Biometrics at PRISE Final Corfage, 2008-04 keynote oral Europe EC project 26-50 TUD

Austrian Academy of Sciences, Wien

Invited talk at the First Future Internet Assemiplgut of a 2008-04-01 talk oral Europe EU 101-300 IBM

panel discussion in the break out session on sgciiervices Commission

from a Privacy Perspective"

Invited talk at the First Future Internet Assemtitlsgak out 2008-04-01 talk oral Europe EU 101-300 IBM, TILT

session: "A Privacy Perspective on Content" Commission

Martin Meints: "Der ePass — eine Sicherheits- und 2008-04-02 talk oral National R&D 51-100 uLD

Datenschutzanalyse", at SICHERHEIT 2008, Saarbriijcke

Germany

Martin Meints, Marit Hansen: "Der ePass — eine &ibbits- 2008-04-02 article in print National R&D 500-1000| ULD

und Datenschutzanalyse", in: Ammar Alkassar, Jiegr8ann
(eds.): SICHERHEIT 2008 — Sicherheit, Schutz und
Zuverlassigkeit, Beitrage der 4. Jahrestagung debbereichs
Sicherheit der Gesellschaft fiir Informatik e.V. YQlecture
Notes in Informatics, Volume P-128, Kdllen Verl&pnn
2008, pp. 31-43

proceedings




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Kai Rannenberg: "Legal & Security Issues in ICT Thse of | 2008-04-10 keynote oral National R&D, 101-300 GUF
Multilateral Security in context-rich services",@nevi industry,
Slovenski Informatike (DSI 2008) (Annual Conferernde policy
Slovenian Informatics Society, PortoroZ (Slovenia) makers,
government
authorities
Karel Wouters: "The PrimeLife Project”, at NESSIO ®/G 2008-04-11 presentation  oral Europe EC project 81-2 | KUL, IBM
Workshop on Privacy
Marit Hansen: "User-Centric Identity Management'Gé 2008-04-11 talk oral National R&D 26-50 ULD
Fachtagung Verwaltungsinformatik 2008, Potsdam@ery
Kai Rannenberg: "Privacy and Security — Where heg t 2008-04-23 keynote oral International industry, | 26-50 GUF
heading? — Linkages between security and privacy", R&D, policy
presentation at JINSA (JNSA Japan Network Security makers,
Association) & IPA (Information-technology Promatio government
Agency), Kikai-shinko-kaikan, Tokyo, Japan authorities
Marit Hansen: "The Future of Web Identity — Privasgues”, | 2008-04-23 talk oral International industry 51-100 | ULD
at 2 European Identity Conference in Munich, Germany
Marit Hansen: "Concepts of Privacy-Enhancing Idgnti 2008-04-29 talk oral International R&D 26-50 ULD
Management for Privacy-Enhancing Security Techriekg at
PRISE Conference "Towards privacy enhancing sscurit
technologies — the next steps" in Vienna, Austria
Aleksandra Kuczerawy: "On Requirements for Privimey 2008-05-20 presentation  oral Europe R&D 11-25 KUL
Life", at AdapID Workshop
Maren Raguse "Datenschutz in Online Communitiegture | 2008-06-04 talk oral National general 26-50 ULD
at Christian-Albrechts Universitat Kiel, Germany public
S. De Capitani di Vimercati, S. Foresti, S. Jajo&ia 2008-06-17 article in print International| R&D UNIMI,
Paraboschi, P. Samarati: "Controlled informatioarsty in proceedings UNIBG
collaborative distributed query processing”, ind®rmaf the 28th
International Conference on Distributed Computipgt&ms
(ICDCS 2008), (Beijing, China), June 2008
Ulrich Pinsdorf: "Delegation of Access Rights in Kiu 2008-06-19 talk oral National R&D 51-100 EMIC
Domain Service Compositions", talk held at CAST kor
Workshop on SOA Security




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Presentation by Jan Camenisch on PrimeLife hetldeat 2008-06-21 presentation  oral International EC proje| 51-100 IBM

PRIME Closing Event, Leuven, Belgium

Privacy Aspects of Social Networks, discussiorthat 2008-07-12 talk oral National general 51-100 ULD

Schleswig-Holstein-Tag, Neumunster, Germany public

C. Ardagna, S. De Capitani di Vimercati, T. GraodisS. 2008-07-13 article in print International| R&D UNIMI

Jajodia, P. Samarati: "Regulating exceptions ifntheare proceedings

using policy spaces", in Proc. of the 22nd Ann&dPIWG

11.3 Working Conference on Data and Applicationsugigy,

(London, U.K.), July 2008

Marit Hansen: interview with newspaper Frankfuitieue 2008-07-18 interview online National general >1000 ULD

Presse on "Soziale Netzwerke sind Fundgruben fanmsger" public

Kai Rannenberg: "Privacy & Multilateral Securitylifobile 2008-08-25/26 | presentation  oral International R&D 1-190 GUF

Communications”, at International School on Fouiuahet of

Security Analysis and Design (FOSAD), Bertinorajyit

Three PhD talks (on awareness and privacy measutgate | 2008-09 talk oral Europe R&D 26-50 TUD

IFIP/FIDIS Internet Security and Privacy Summer @&ih

Masaryk University Brno, September 1-7, 2008

Keynote on reputation systems and multilateral scat 2008-09 keynote oral Europe R&D 26-50 TUD

IFIP/FIDIS Internet Security and Privacy Summer @&ih

Masaryk University Brno, September 1-7, 2008

Franziska Pingel, Sandra Steinbrecher: "Multildt&ecure 2008-09 talk oral International R&D 11-25 TUD

Cross-Community Reputation Systems for Internet

Communities”, talk held at conference DEXA TrustBusrin

Fanziska Pingel, Sandra Steinbrecher: "Multilateesiure 2008-09 article in print International| R&D 101-300 TUD

cross-community reputation systems", in Proceedifiggust proceedings

and Privacy in Digital Business, Fifth Internatib@@nference,

TrustBus (S. F. S. Katsikas and A. Lioy, eds.), %dl85 of

Lecture Notes in Computer Science, pp. 69-78, §prir2008

Invited Lecture on Biometrics at conference DEXAidtBus, | 2008-09 keynote oral International R&D 11-25 TUD

Turin




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Andreas Pfitzmann: "Biometrics — how to put to asd how | 2008-09 article in print Europe R&D 101-300 TUD

not at all? ", in Proceedings of Trust and Privaecigital proceedings

Business, Fifth International Conference, TrustBRisF. S.

Katsikas and A. Lioy, eds.), vol. 5185 of Lecturet®s in

Computer Science, pp. 1-7, Springer, 2008

Maren Raguse, Harald Zwingelberg: "Selbstschutz, 2008-09-01 talk oral National general 26-50 ULD

Identitatsmanagement im Netz", Sommerakademie @8, public

Germany

Hans Hedbom: "A Survey on Transparency Tools for 2008-09-01 talk oral International R&D 26-50 KAU

Enhancing Privacy", at the IFIP/FIDIS Summer school

Brno/Czech Republic

Kai Rannenberg: "Mobile Identity Management — Teadd | 2008-09-04 presentation  oral International R&D 801 GUF

Business Factors", at FIDIS/IFIP Internet Secugitiprivacy

Summer School , Brno, Czech Republic

Ronald Leenes: "Virtual communities, privacy angtt, 2008-09-05 keynote oral International R&D 60 TILT

keynote held at IFIP/FIDIS 2008 Summer School, B@mech

Republic

Invited talk of Pierangela Samarati on "Access @drRolicies | 2008-09-09 keynote oral International R&D UNIMI

and Data Protection: Some Results and Open Issnea3rd

International Information Security Conference (SEID8)

presentation of a position paper at ThinkTrust ingeParis 2008-09-09 talk oral Europe EU 11-25 IBM

Commission

Marit Hansen: "Neue Datenschutztechnik fir neue 2008-09-09 talk oral National general 51-100 ULD

Herausforderungen", at 13th Symposium on Privacly an public

Security "Informatik und Datenschutz im Widerstp&it

Zurich, Switzerland

Marit Hansen: Participation in Think-Trust Workshéaris, 2008-09-10 conference | oral International| policy 26-50 ULD, IBM

France session makers

Ronald Leenes: "Privacy & identiteit in socialewetken”, at | 2008-09-18 keynote oral National R&D 80 TILT

KNAW symposium 'ldentiteit in Virtuele Werelden',
Amsterdam




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Professor Installation Talk by John Séren Petter§sem tar | 2008-09-18 talk oral National R&D, 51-100 KAU

dina personuppgifter, och vad kan du gora at deb® talk general

referred heavily to PRIME and the on-going Primelpfoject. public

Karlstad University

Stephan Spitz: "PrimeLife — Privacy and Identityrddgement | 2008-09-19 presentation  oral International general | 51-100 GD

in Europe for Life", presentation held at the eSmavorldID public

Conference

Marit Hansen: "ldentitdtsmanagement — pro oderreont 2008-09-26 talk oral National general 26-50 ULD

Datenschutz", at conference "Vom Volkszahlungshrigin public

virtuellen Exhibitionismus — Wertewandel des Datdmgzes",

Tutzing, Germany

V. Piuri, F. Scotti: "Image processing for fingdmtrbiometrics | 2008-09-29 article in print International| R&D UNIMI

via low-cost cameras and webcams", in IEEE Intéonat proceedings

Conference on Biometrics: Theory, Applications &ydtems,

(Washington DC, USA), September 29 - October 18200

Marit Hansen, Andreas Pfitzmann, Sandra Steinbreche 2008-10-04 journal online International| R&D 101-300 TUD, ULD

"Identity Management throughout one's whole lifa", article

Information Security Technical Report (ISTR) Vo8, No. 2

(2008), Elsevier Ltd, Cambridge (UK), 83-94

Reports on PrimeLife Liason by Kai Rannenberg (GLEE) 2008-10-06 to | presentation| oral International standardisa&il1-100 GUF, ULD,

27 WG Meetings, Limassol, Cyprus, including meetiog 2008-10-10 on body KU

Working Group 5 on Identity Management and Privacy

Technologies

Pierangela Samarati: "Privacy in Data Disseminadind 2008-10-07 keynote oral International R&D UNIMI

Outsourcing”, at 13th European Symposium on Rekearc

Computer Security (ESORICS 2008)

C. Ardagna, A. Stavrou, S. Jajodia, P. SamaratM&tin: "A | 2008-10-09 article in print International| R&D UNIMI

multi-path approach for k-anonymity in mobile hybri proceedings

networks", in Proc. of the International WorkshapRrivacy

in Location-Based Applications (PILBA 2008), Malagpain,

October 2008

Marit Hansen: "Privacy and user control — coredntity 2008-10-21 talk oral International industry 101-300 ULD

management", at Catalyst Conference, Burton GrBtggue,

Czech Republic
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S. Cimato, M. Gamassi, V. Piuri, R. Sassi, F. $ctitmulti- | 2008-10-23 article in print International| R&D UNIMI

biometric verification system for the privacy praiden of iris proceedings

templates”, in Proc. of the International Worksloop

Computational Intelligence in Security for Inforreat Systems

(CISIS'08), (Genoa, Italy), October 2008

Participation in the W3C PLING Reference Group Ntegt 2008-10-23 conference | oral International| standardisati11-25 W3C, IBM,

session on body KU Leuven,

EMIC,
UNIMI,
UNIBG

Invited talk, Simone Fischer-Hubner: "Privacy addritity 2008-10-23 talk oral National R&D 51-100 KAU

Management for Life", at the "Technikdagen" of SEESensk

forening for informationsspecialister), Norrkdpiryeden

W3C Technical Plenary & PLING F2F Meeting with 2008-10-23 to | conference | oral International| standardisati26-50 W3C, ULD,

PrimeLife 2008-10-24 session on body IBM, UMI,
UBG, GUF,
EMIC, SAP

Ronald Leenes: "Understanding privacy & identitysotial 2008-10-24 keynote oral/online International R&D 40 TILT

networks", keynote at Privacy in Social NetworkeSit

conference, Delft, Netherlands

John Séren Pettersson: "When Little Brother is hiaig you it | 2008-10-24 talk oral International R&D 51-100 KAU

is time to ask: Who has the right to mediate peakdata?", at

eChallenges 2008, Stockholm, Sweden

Marit Hansen: "Linkage Control — Integrating thes&sce of | 2008-10-24 talk oral International R&D 26-50 ULD

Privacy Protection into Identity Management Systems

eChallenges 2008, Stockholm, Sweden

Marit Hansen: "Linkage Control — Integrating thes&sce of | 2008-10-24 article in print International| R&D >1000 ULD

Privacy Protection into Identity Management Systerims
Paul Cunningham, Miriam Cunningham (eds.): Collakion
and the Knowledge Economy: Issues, ApplicationseCa
Studies, Proceedings of eChallenges 2008, 10S Press

Amsterdam 2008, pp. 1585-1592

proceedings
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S. De Capitani di Vimercati, S. Foresti, S. Jajo&ia 2008-10-27 article in print International| R&D UNIMI,
Paraboschi, G. Pelosi, P. Samarati: "Preservin§jdmntiality proceedings UNIBG
of security policies in data outsourcing”, in Protthe
Workshop on Privacy in the Electronic Society (WRB@8),
(Alexandria, Virginia, USA), October 2008
Marit Hansen: "Meine Daten gehéren mir!", at Phaanta- 2008-10-28 talk oral National general 11-25 ULD
Mathewochen, Phanomenta, Flensburg, Germany public
Meike Kamp, MarenRaguse: "Kundendatenschutz, 2008-11-05 talk oral National general 26-50 ULD
Datenschutz in Online Communities”, lecture at @néity for public
Applied Sciences Flensburg, Germany
Marit Hansen: "Online Privacy", held at ESOMAR Wbrl 2008-11-12 talk oral National industry 26-50 ULBM
Research Roundtable, Munich, Germany
Marit Hansen: interview with Heise on the occasién 2008-11-12 interview online National general >1000 ULD
ESOMAR World Research Roundtable, Munich, Germany public
Marit Hansen: "Data Protection — Situation and (&magjes", 2008-11-14 talk oral International  policy 26-50 ULD
held at Privacy Workshop, JRC Ispra, Italy makers
Kai Rannenberg: "Trends in Mobile Business & Mairkgt- 2008-11-21 keynote oral National industry, | 51-100 GUF
Context is King, Privacy is Prince", at 2nd GernEalogue R&D
Marketing Congress, Kassel, Germany
Participation and contribution to several sesstd€C@ Lyon 2008-11-24 to | conference | oral Europe R&D 51-100 W3C, IBM,
by PrimeLife partners 2008-11-27 session GUF, GD,
SAP
Talk at the networking session on policy modellzmgl 2008-11-25 talk oral Europe R&D 26-50 IBM (ZRL
simulation at the ICT 2008 Event. "Public Servidesvacy, in
Trust, and Modeling Challenges” cooperation
with IBM
Germany)
Presentation on "A Trustworthy Information SociPtywacy 2008-11-26 presentation  oral International R&D, 101-300 GUF
Protection and Identity Management”, at Sessioton industry, EC
Trustworthy Information Society", at ICT Event 20Q§on, projects,
France policy
makers,

journalists




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Invited panel presentation by Simone Fischer-Hulanéhne 2008-11-26 talk oral International R&D 101-300 KAU
ICT 2008, Lyon, 26th November 2008. Title of thikta
"Technology and Tools for Trustworthy ICT".
Presentation on "Privacy meets (mobile) life", abieLife 2008-11-27 conference | oral International| R&D, 51-100 GUF, IBM
Networking Session 107 "Privacy meets ICT Practice" session industry, EC
Networking Session N. 107 at ICT Event 2008, Lyerance projects,
policy
makers,
journalists
S. De Capitani di Vimercati, S. Foresti, S. Jajp&ia 2008-11-27 article in print International| R&D UNIMI,
Paraboschi, P. Samarati: "Assessing query priviletdge safe proceedings UNIBG
and efficient permission composition”, in Proctloé 15th
ACM Conference on Computer and Communications $gcu
(CCS 2008), Alexandria, Virginia, USA, October 2008
PrimeLife organised a networking session at ICT&00 2008-11-27 conference | oral Europe R&D 51-100 IBM, ULD,
"Privacy meets ICT Practice". session EMIC
http://ec.europa.eu/information_society/eventséii-
display.cfm?id=653
Talks were on privacy-related projects, ongoingkyand
challenges. The panel comprised both PrimeLife |ecapd
people from other projects (TAS3, SWIFT, CONSEQUHE\C
PICOS).
Talk at the ThinkTrust Networking Session "The irtipaf 2008-11-27 talk oral Europe R&D 51-100 IBM
Trust, Security, Dependability, Privacy and IdgntitSocietal
and ICT perspectives”, at ICT 2008. Talk: "Privaryl
Security — The Link to User-centric IDM"
PrimeLife partners IBM, ULD, SAP, EMIC: participati at 2008-11-28 talk oral Europe EC projects26-50 IBM, ULD,
NESSI meeting, project presentation by D. Sommgonl. R&D, SAP, EMIC
France industry
Marit Hansen: "Concepts of Privacy-Enhancing Idgnti 2008-12 article in online International] R&D >1000 ULD
Management for Privacy-Enhancing Security Technekly proceedings
in: JohanrCas (ed.): D7.3 PRISE Conference Proceedings, pp.

91-103, 2008




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
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audience
Contribution to NESSI privacy whitepaper 2008-12 sifion online International EC projects, >1000 IBM
paper R&D,
industry
Marit Hansen: "User-controlled identity managemém: key | 2008-12 journal print International| R&D >1000 ULD
to the future of privacy?", in: International Joakof article
Intellectual Property Management (IJIPM) Vol. 2,.Mo
(2008), Special Issue on Identity, Privacy and New
Technologies, Part 2, pp. 325-344
S. Cimato, M. Gamassi, V. Piuri, R. Sassi, F. $SctRrivacy- | 2008-12-08 article in print International| R&D UNIMI
aware biometrics: Design and implementation of &imodal proceedings
verification system”, in Proceedings of the AnnGalmputer
Security Applications Conference (ACSAC24), Anaheim
California, USA, December 2008
Presentation of future research challenges in gyhemhancing| 2008-12-09 talk oral Europe EU 11-25 IBM
technology at ThinkTrust meeting, Madrid, Spain Commission
Claudia Diaz: "Security and Privacy Challengeshim Real 2008-12-09 presentation  oral Europe R&D 301-50 KUL
World Internet"”, at FIA — Future Internet Assemi¥adrid,
Spain
Marit Hansen: "Verkettung digitaler IdentitdtenwWirtschaft, | 2008-12-10 talk oral National general 51-100 ULD
Verwaltung und Online-Communities”, at Fachtagung public
Datenschutz der dbb Akademie, Cologne, Germany
Ronald Leenes: "Identity online, or how the matbatks on | 2008-12-11 talk oral International R&D 30 TILT
social capital”, lecture at the TILTing perspectivan
regulating technologies conference, Tilburg, théhiddands
Marit Hansen: "Anforderungen des Datenschutze®an | 2008-12-15 talk oral National R&D 26-50 ULD
Management in der medizinischen Forschung”, at TMF-
Workshop ID-Management, Berlin, Germany
Harald Zwingelberg: "ldentitdtsmanagement, 2008-12-17 talk oral National R&D 6-10 ULD
Anonymisierungsdienste", lecture on IdM at the énsity of
Applied Sciences Kiel, Germany
Several Teaching Lessons at GUF 2008-X all | presentation| oral International government GUF
over the year T authorities
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Ronald Leenes: "User-centric identity managememtnas 2009-01 journal paper international R&D, policy TILT
indispensable tool for privacy protection”, in:.1dt Intellectual article makers
Property Management, Vol. 2, No. 4, 2008, pp. 345-3
Marit Hansen: "Datenschutz im Berufsalltag", hal@BW 2009-01-06 talk oral National general 11-25 ULD
GERMANY Club Kiel e.V., Kiel, Germany public
Position Paper for the Social Networking Workshop 002-01-09 article in online International] R&D 301-500 wW3C

proceedings
Social Networking Workshop 2009-01-14 to conference | online International] R&D 301-500 W3C, TILT|

2009-01-15 session
Martin Pekéarek, Ronald Leenes: "Privacy and Sddativork | 2009-01-15 position online International] R&D TILT
Sites: Follow the Money", position paper for the @/3 paper
Workshop on the Future of Social Networking, Banoel
Ronald Leenes, SNS, about (re)discovering sociahaand 2009-01-17 keynote oral International R&D 80 TILT
public goods, lecture at the international confeesn
Computers, Privacy & Data Protection, 16-17 Jar9200
Brussels.
Arnold Roosendaal: talk at the Tilburg Law Facugltfesearch| 2009-01-21 talk oral National R&D, 51-100 TILT
Day general
public

"Identitatsmanagement — Notwendigkeiten und Grenzen 2009-01-28 talk oral National general 101-300 ULD
eigenverantwortlichen Datenumgangs von Kindern und public
Jugendlichen", Symposium zum Europdischen Date tztztn,
Mainz, Germany
Maren Raguse: Interview with Deutsche Presseagédbar) 2009-02-17 interview online National general >1000 ULD
on Facebook's new Terms of Service, cited by oOerrline public
news websites
C.A. Ardagna, J. Camenisch, M. Kohlweiss, R. Leefes 2009 journal print International| R&D 500-1000( IBM,
Neven, B. Priem, P. Samarati, D. Sommer, and Mdi¢ehio: article UNIMI,
"Exploiting cryptography for privacy-enhanced ascesntrol: TILT, KU,
A result of the PRIME project”. Journal of CompuBscurity UNIBG

(JCS), 2009.
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C.A. Ardagna, M. Cremonini, S. De Capitani di Viroati, P. | 2009 journal print International| R&D UNIMI

Samarati: "An obfuscation-based approach for ptivtgc article

location privacy", in IEEE Transaction on Dependadod

Secure Computing. pre-print.

V. Ciriani, S. De Capitani di Vimercati, S. Fore®i Samarati:; 2009 book print International| R&D UNIMI

"Theory of privacy and anonymity”, in M. Atallah éuM. contribution

Blanton, (eds.), Algorithms and Theory of Computati

Handbook (2nd edition). CRC Press, 2009.

C.A. Ardagna, M. Cremonini, S. De Capitani di Viroati, P. | 2009 book print International| R&D UNIMI

Samarati: "Access control in location-based ses/ica C. contribution

Bettini, S. Jajodia, P. Samarati, and S.Wang, JeBsvacy in

Location Based Applications, Springer, 2009.

C.A. Ardagna, S. Jajodia, P. Samarati, A. StavtBuvacy 2009 book print International| R&D UNIMI

preservation over untrusted mobile networks", ifB€ttini, S. contribution

Jajodia, P. Samarati, and S. Wang, (eds.), Priwatgcation

Based Applications. Springer, 2009.

B. Van Alsenoy, J. Ballet, A. Kuczerawy, J. Dumerti"Social | 2009 journal print International| R&D KU

networks and web 2.0: are users also bound bypdataction article

regulations?" in Identity in the Information Sogi€lDIS),

2009, special issue on Social Web and Identity

P. Guillemin, P. Friess, O. Vermesan, M. HarrigdnYogt, K. | 2009 brochure online International EU KU

Konstantinos, M. Tomasella, S. Gusmeroli, K. Wosit&. Commission

Haller: "Internet of Things — Strategic RoadmaBp4loT

Cluster of European Research Projects, 15 Septe2aioér.

J. Camenisch, M. Dubovitskaya and G. Neven: "Oblisi 2009 article in print International| R&D 101-300 IBM

transfer with access control”, in E. Al-Shaer, I&a,Jand A. proceedings

Keromytis, (eds.) Proceedings of the 2009 ACM Camfee on

Computer and Communications Security, pp. 131-AM

Press, 2009.

Jan Camenisch and Gregory M. Zaverucha: "Private 2009 article in print International| R&D IBM

Intersection of Certified Sets", in Proceeding$&imiancial
Cryptography, p. 108-127, Springer LNCS, 2009.

proceedings
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Jan Camenisch, Markulf Kohlweiss, Alfredo Rial, a&akoline | 2009 article in print International| R&D 51-100 IBM
Sheedy: "Blind and Anonymous Identity-Based Endoypand proceedings
Authorised Private Searches on Public Key Encryptatd”, in
Proceedings of Public Key Cryptography (PKC) 2009,96-
214, Springer LNCS, 2009.
Jan Camenisch, Markulf Kohlweiss, and Claudio Stee"An | 2009 article in print International| R&D 51-100 IBM
Accumulator Based on Bilinear Maps and Efficienv&sation proceedings
for Anonymous Credentials”, in Proceedings of Rukley
Cryptography (PKC) 2009, p. 481-500, Springer LN2&)9.
Giuseppe Ateniese, Jan Camenisch, Marc Joye, Geudiki | 2009 journal print International| R&D IBM
"Remarks on "Analysis of one popular group sigreatu article
scheme", in Asiacrypt 2006", in IJACT, Volume Jyriber 4,
p. 320-322, 2009.
Jan Camenisch, Sebastian Médersheim, Gregory N&vanz- | 2009 conference | oral International| R&D, 26-50 IBM
Stefan Preiss, Dieter Sommer: "Credential-basedssctontrol session government
extensions to XACML", presentation at PrimeLife &3@ authorities,
Workshop on Access Control Application Scenaridshadye industry, EC
de Neumunster, Luxembourg projects,
standardisati
on body
Stephan Spitz, "Privacy on Mobile Devices: Presawt Future| 2009-01 presentation oral International standatidis26-50 GD
Technologies”, at ETSI Security Workshop in Sophia- on body
Antipolis, France.
Ronald Leenes: "Social Network Sites — about (s€wmirering | 2009-01-16 talk oral international R&D, 200 TILT
social norms and public goods", at Computers, ByivaData industry,
Protection 2010, Brussels, Belgium. government
Stephan Spitz, Marc-Michael Bergfeld: "Creating fldence | 2009-02 press release online International industry | >1000 GD
in the innovation sphere of identity management @hcy
protection”, on Dissemination of news of the Pririfielproject
through its internal website
Stephan Spitz: "Privacy on Mobile Devices: Presamt Future| 2009-02 presentation oral International industry -5P6 GD
Technologies", Embedded World in Nurnberg, Germany.
ThinkTrust meeting: Participation in discussionshef 2nd 2009-02-24 to | talk oral Europe policy 26-50 IBM
workshop of the ThinkTrust working group. 2009-02-25 makers
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Claudia Diaz, Eleni Kosta, Hannelore Dekeyser, MHrk 2009-02-25 journal print International| R&D KU
Kohlweiss, Girma Nigusse: "Privacy preserving eteuic article
petitions"”, in Identity in the Information Societif1):14, 2009.
PRIMCluster meeting #1: Meeting between Primel¥&/IFT, | 2009-02-25 to | talk oral Europe EC project 11-25 IBM, ULD
TAS3, PICOS and the project officers thereof, explp 2009-02-26 KU,
collaboration potential and overlapping/orthoganggrests UNIBG,
and efforts, organised by EC and PrimeLife, muitiglks by EMIC, SAP
PrimeLife.
Marit Hansen: "Informationen bei Datenschutzvo#ilJa, 2009-03 journal print National general ULD
bitte!", in: DANA 1/2009, Bonn, pp. 12-13, article public
http://www.datenschutzverein.de/Themen/dana/Harsemule
r_DANA0109.pdf
Jan Schallabéck: "PRM + Open Source = Transpafi@ndein | 2009-03-05 presentation oral National general | 51-100 ULD
Datenschutz?" Presentation at Heise CeBIT Forumptrar, public
Germany
Interview with Marit Hansen, "Grol3e Mehrheit sosgth um 2009-03-16 interview print National general ULD
Privatsphare im Netz", press publication, Germany public
1st PrimeLife Reference Group Meeting 2009-03-23 to oral International| policy 11-25 IBM and
2009-03-24 makers most
partners
Marit Hansen: "GroRbritannien will soziale Netze 2009-03-25 interview print National general ULD
Uberwachen", Interview and press publication public
Sebastian Meissner: Introduction of PrimeLife ia th 2009-03-27 presentation  oral Europe general | 26-50 ULD
presentation "The European Privacy Seal (EuroPrigs)ls public
and operation" at 3rd annual conference on perstatal
protection and data security in Palma de Mallooczggniser:
Balearic Islands Bar Association)
Simone Fischer-Hlbner: "Presentation about Prinechif 2009-04-01 presentation oral National governmernt1-25 KAU
Datainspektionen”, Swedish Dataprotection Commigsio authorities
Stockholm
Filipe Beato: "Selective Access Control on Sociatwbrks", | 2009-04-01 to | talk oral Internationall R&D KU
2nd PrivacyOS Conference, Berlin, Germany 2009-04-03
Katalin Storf, Jan Schallabtck: PrivacyOS Confeeeincco- 2009-04-01 to | workshop oral Europe general 51-100 ULD
location with re:publica conference, Berlin, German 2009-04-03 public
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Rigo Wenning, Presentation of a privacy dash baard 2009-04-01 to | presentation| oral International R&D 26-50 Wa3C

PrivacyOS meeting in Berlin 2009-04-03

Jan Schallabéck: "A Netiquette for Social Networkkjint 2009-04-03 presentation  oral Europe general | 500-1000 | ULD

presentation at Re-Publica 2009 and 2nd Europd&aadyr public

Open Space (together with Ralf Bendrath, and Pendrik

Speck) in Berlin

Jan Schallabéck: "Demokratie und Datenschutz acélb@ok | 2009-04-08 interview online National general >1000 ULD

& Co", Interview published at futurezone.orf.at public

Ronald Leenes: "Privacy & identity in sociale netien"”, 2009-04-16 talk oral national general 200 TILT

Introductiecollege UVT, talking to students andepds public

Jan Schallabéck: "Datenschutzkontrolle durch Opar&", 2009-04-18 journal print National general 500-1000 | ULD

article published in: DuD 3/2009 article public

Jan Camenisch: "ldentity, Trust and Privacy Manag@m 2009-04-21 talk oral National R&D 11-25 IBM

State of the Art and Open Problems”, presented(€ Z

Information Security Colloquium, invited talk

Jan Camenisch, Nishanth Chandran, Victor ShouguBlic 2009-04-26 to | article in print International| R&D 301-500 IBM

Key Encryption Scheme Secure against Key Dependent 2009-04-30 proceedings

Chosen Plaintext and Adaptive Chosen Ciphertexdck", in

Proceedings of EUROCRYPT 2009, pp. 351-368, Springe

LNCS, 2009

Jan Camenisch, Aggelos Kiayias, Moti Yung: "On the 2009-04-26 to | article in print International| R&D 301-500 IBM

Portability of Generalized Schnorr Proofs", in: &edings of | 2009-04-30 proceedings

EUROCRYPT 2009, p. 425-442, Springer LNCS, 2009

Sebastian Claul3: "Datenschutzgerechtes 2009-05-05 talk oral National government26-50 TUD

Identitatsmanagement”, talk at "neue Verwaltun@-— 1 authorities

Kongress mit Fachmesse eGovernment", Forum H —

"Datenschutz und Datensicherheit"

Interview with Marit Hansen, press publication "Ter: 2009-05-08 interview print National general ULD

Private Daten auf dem Prasentierteller"” public
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Kai Rannenberg: "ldentity Management and Privacy 2009-05-08 talk oral International  Industry, | 101-300 GUF
Standardisation” at "2009 Information Security Semdization policy
International Forum" by TC-260 China Informationc8ety makers,
Standardization Technical Committee, Beijing, China Government
authorities,
and
Academics
V. Di Lecce, M. Calabrese, V. Piuri: "An ontologgded 2009-05-11 article in print International| R&D UNIMI
approach to human telepresence", in IEEE Internatio proceedings
Conference on Computational Intelligence for Meament
Systems and Applications (CIMSA 2009), Hong Konbira,
May 2009
V. Di Lecce, A. Amato, V. Piuri; "Data fusion foser 2009-05-11 article in print International| R&D UNIMI
presence identi cation”, in IEEE International Goahce on proceedings
Computational Intelligence for Measurement Systants
Applications (CIMSA 2009), Hong Kong, China, May(®0
Jan Camenisch: "Privacy Enhancing TechnologiesaPyiBy | 2009-05-15 talk oral National policy 26-50 IBM
Design", presented at Pyt med privatlivet — ellevaty by makers
Design, www.pytmedprivatlivet.dk, invited talk
C. Blundo, S. Cimato, S. De Capitani di VimercatiDe 2009-05-18 article in print International| R&D UNIMI,
Santis, S. Foresti, S. Paraboschi, and P. SamédEétcient proceedings UNIBG
Key Management for Enforcing Access Control in @utsed
Scenario”, in proceedings of the 24th IFIP TC-1tedmational
Information Security Conference (SEC 2009), Cypfhigece,
May 2009
Sandra Steinbrecher, Stephan Groy, and Markus Meich 2009-05-20 talk oral International R&D 26-50 TUD
"Jason: A scalable reputation system for the seimamb", in
Proceedings of IFIP Sec 2009, IFIP Internationfdrimation
Security Conference: Security and Privacy in Dyrami
Environments, May 2009
Interview, press publication "Social Networks sieic 2009-05-23 interview print National general ULD
geloéschte Fotos" public
Interview with Marit Hansen: press publication "&dbc 2009-05-25 interview print National general ULD
Network Seiten — Hindernis beim Bewerbungsvorgang?" public
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Rigo Wenning, Meeting with NEC to encourage further 2009-05-26 presentation  oral Europe EC project 1-5 W3C

development of standardisation initiatives in PRINKEer

Interview with Marit Hansen, press publication "t 2009-06-06 interview print National general ULD

Telecom — Riickzug aus Spion-Werbesystem" public

Simone Fischer-Hibner: "Presenting a PrimeLife @iesv", 2009-06-08 presentation  oral National R&D 26-50 KAU

at the SWITS (Swedish IT-Security network) seminar

Karlskrona, Sweden

Hans Hedbom: "Presenting work on Transparency in 2009-06-08 presentation  oral National R&D 26-50 KAU

PrimeLife", at the SWITS (Swedish IT security netigjo

seminar in Karlskrona, Sweden

Rigo Wenning, Meeting with Nexof-RA to discuss 2009-06-11 presentation  online Europe EC project -5@6 W3C

standardisation together with GRID and cloud conmgut

projects

V. Ciriani, S. De Capitani di Vimercati, S. ForeSi Jajodia, | 2009-06-22 article in print International| R&D UNIMI,

S. Paraboschi, and P. Samarati: "Fragmentatiogési e proceedings UNIBG

cient query execution over sensitive distributethdases"in

proceedings of the 29th International Conference on

Distributed Computing Systems (ICDCS 2009), Morlirea

Quebec, Canada, June 2009

Stefan Berthold, Rainer Béhme: "Valuating Privadthw 2009-06-25 article in online International| general TUD

Option Pricing Theory", Workshop on the Economits o proceedings public

Information Security (WEIS 2009)

Stefan Berthold, Rainer B6hme: "Valuating Privadshw 2009-06-25 talk oral International R&D 101-300 TUD

Option Pricing Theory", Workshop on the Economits o

Information Security (WEIS 2009)

Rainer Bohme: "Position Statement to EU Securityriigics | 2009-06-26 talk oral International governmentl1-25 TUD

Workshop", HP London authorities

Stefanie Potzsch, "Privacy Awareness: A Means teeShe 2009-07 article in print International| R&D TUD

Privacy Paradox?", volume 298 of IFIP Advances in proceedings

Information and Communication Technology, pp. 236.2

Springer, Boston, 2009
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Hans Hedbom: "A Survey on Tansparency Tools for 2009-07 article in print International| R&D 101-300 KAU

Enhancing Privacy", in: The Future of Identity het proceedings

Information Society, Proceedings of the 4th IFIEYS

Summer School, Brno, September 2008. publishedpbiynger

in July 2009

P. Samarati, "Protecting Information Privacy in Electronic | 2009-07-07 keynote oral International R&D UNIMI

Society", in International Conference on Securiig a

Cryptography (SECRYPT 2009), Milan, Italy, July @:2009

V. Ciriani, S. De Capitani di Vimercati, S. ForeSi Jajodia, | 2009-07-12 article in print International| R&D UNIMI,

S. Paraboschi, and P. Samarati: "Enforcing Confidky proceedings UNIBG

Constraints on Sensitive Databases with Lightweighsted

Clients", in Proc. of the 23rd Annual IFIP WG 11A&rking

Conference on Data and Applications Security (DBB#9),

Montreal, Quebec, Canada, July 2009

Interview with Marit Hansen, press publication "Braschutz | 2009-07-14 interview print National general ULD

fur Facebook-User unerwartet wichtig" public

Interview with Marit Hansen, press publication "&dbc 2009-07-16 interview print National general ULD

Network-Seiten sind wahre Fundgruben fur Phisher" public

Simone Fischer-Hubner: "Technology and Identity 2009-07-20 presentation oral International R&D 5-5 KAU

Management", at International Hanse Roundtableromaéy,

Delmenhorst, Germany

Interview with Marit Hansen, press publication "Bpéische | 2009-07-25 interview print National general ULD

Bankdaten bleiben im Visier der US-Fahnder" public

P. Samarati: "Privacy and Data Protection”, in Eaeopean | 2009-07-27 talk oral International R&D UNIMI

Intensive Programme on Information and Communicatio

Security (IPICS 2009), Vienna, Austria

Martin Pekarek, Stefanie P6tzsch: "A comparisoprofacy 2009-07-28 journal online International] R&D TUD, TILT

issues in collaborative workspaces and social néstpin article

Identity in the Information Society, 2009, Spedssue on

Social Web and Identity

Simone Fischer-Hlbner: "Presenting PrimeLife" atifRICS | 2009-07-29 presentation  oral International R&D 01 KAU

Summer School at TU Vienna, Austria

F. Beato, M. Kohlweiss, K. Wouters: "Enforcing asseontrol| 2009-08-05 to | conference | print International| R&D KU

in social networks", HotPETs 2009, Seattle, WA, U3809 2009-08-07 session




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Stefan Schiffner, Sebastian Clauf3: "Using Link&pili 2009-08-05 to | article in print International| R&D TUD, KU

Information to Attack Mix-based Anonymity Servicesi: 2009-08-07 proceedings

Proceedings of Privacy Enhancing Technologies 9th

International Symposium, PETS 2009, Seattle, WAAUS

August 5-7, 2009, LNCS 5672, Springer, Berlin/Héieeg,

2009, pp. 94-107

A. Rial, M. Kohlweiss, B. Preneel. "Universally cposable 2009-08-12 to | article in print International| R&D KU

adaptive priced oblivious transfer”, in Pairing-Bds 2009-08-14 proceedings

Cryptography — Pairing 2009, Lecture Notes in Cotapu

Science, p. 24, Palo Alto,CA,USA, Springer, 2009

Jan Camenisch: "Privacy Enhancing Cryptographyoimhand | 2009-08-13 talk oral International R&D 101-300 IBM

Practice", presented at Selected Areas of Crypptyra

Calgary, Canada, invited talk

Interview with Marit Hansen, press publication "Gt 2009-08-14 interview print National general ULD

Internet: Polizei will 2000 Cyber-Cops" public

M. Belenkiy, J. Camenisch, M. Chase, M. Kohlweks, 2009-08-16 to | talk print International| R&D 301-500 IBM, KU,

Lysyanskaya, H. Shacham: "Randomizable proofs and 2009-08-20 UBR

delegatable anonymous credentials”, talk held ataAdes in

Cryptology — CRYPTO 2009, Santa Barbara, CA, USA

Mira Belenkiy, Jan Camenisch, Melissa Chase, Mérkul 2009-08-16 to | article in print International| R&D 301-500 IBM

Kohlweiss, Anna Lysyanskaya, Hovav Shacham: "Praots | 2009-08-20 proceedings

Delegatable Anonymous Credentials", in Proceedafigs

CRYPTO 2009, pp. 108-125, Springer LNCS, 2009

Benjamin Kellermann: "Privacy-Enhanced Event Schiedly | 2009-08-29 talk print International R&D 11-25 TUD

presentationat the PASSAT 2009, Vancouver, Canada

Benjamin Kellermann, Rainer Bohme: "Privacy-enhance 2009-08-29 article in print International| R&D TUD

event scheduling”, at IEEE International Conferemice proceedings

Information Privacy, Security, Risk and Trust (PASS09),

3:52-59, 2009

P. Samarati, "Privacy-Aware Data Management and 2009-08-30 talk oral International R&D UNIMI

Information Security", in Extending Datatabase Texdbgy
school (EDBT school 2009), Presqu'ile de Giensaé¢ea
August 30-September 4, 2009




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Simone Fischer-Hubner, Steven Furnell, Costas 2009-09 journal print International| R&D 301-500 KAU
Lambrinoudakis: "Exploring Trust, Security and Ry in article
Digital Business", Inauguration edition of the Jualr
"Transactions on Large Scale Data and KnowledgeeCeth
Systems" , Vol.1, No.1, published by Springer Vignhathin
the LNCS journal subline 5729, September 2009
Stephan Spitz: "Privacy on Mobile Devices: Presamt Future| 2009-09 presentation oral International industry -5P6 GD
Technologies", at eSmart conference, Sophia-AriipBlance
Simone Fischer-Hubner, "Presenting PrimeLife aaee’ on | 2009-09-03 presentation  oral International R&D 5-5 KAU
"Is there a business case for privacy?" at thetBuss2009
conference in Linz, Austria
Fifth InternationalSummer Schoolorganised jointly by the 2009-09-07 to | workshop oral International R&D, 51-100 KAU, SAP,
PrimeLife EU project in cooperation with the IFIPGAD.2, 2009-09-11 government all partners
9.6/11.7 11.4, 11.6. Privacy and Identity Managenf@nLife: authorities,
"Privacy Tools" industry, EC
projects
Marc-Michael Bergfeld: "Privacy in Mobile DeviceBresent | 2009-09-07 to | keynote oral International R&D, 51-100 GD
and Future Technologies”, keynote at Fifth IFIRfidife 2009-09-11 government
Summer School, Nice, France, 2009 authorities,
industry, EC
projects
Ronald Leenes, Where the rubber meets the roachdyrand | 2009-09-07 to | keynote oral International R&D, 51-100 TILT
Sociability in Social Network Sites, Fifth Interf@tal Summer| 2009-09-11 government
School organised jointly by the PrimeLife EU prdjact authorities,
cooperation with the IFIP WG 9.2, 9.6/11.7 11.4611Privacy industry, EC
and Identity Management for Life, Nice, France projects
S. De Capitani di Vimercati, "Privacy of Data", keye at 2009-09-07 to | keynote oral International R&D, 51-100 UNIMI
Fifth IFIP/PrimeLife Summer School, Nice, Francé0g 2009-09-11 government
authorities,
industry, EC

projects




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Jan Camenisch: "Privacy Enhancing Cryptographyoimhand | 2009-09-07 to | keynote oral International R&D, 51-100 IBM
Practice", keynote at Fifth IFIP/PrimeLife Summeh8ol, 2009-09-11 government
Nice, France, 2009 authorities,
industry, EC
projects
Andreas Pfitzmann, "Lifelong Privacy", PrimeLifelFFWG 2009-09-07 to | keynote oral International R&D, 51-100 TUD
9.2,9.6/11.7, 11.4, 11.6 Summer School "Privacy laentity | 2009-09-11 government
Management for Life", Nizza, September 8, 2009 authorities,
industry, EC
projects
Simone Fischer-Hubner, "Presenting PrimeLife HCtkVat 2009-09-07 to | presentation| oral International R&D, 51-100 KAU
the PrimeLife / IFIP Summer School in Nice 2009-09-11 government
authorities,
industry, EC
projects
Hans Hedbom, "Presenting PrimeLife TransparecnkWatr | 2009-09-07 to | presentation| oral International R&D, 51-100 KAU
the PrimeLife / IFIP Summer School in Nice ("AddiSgcure | 2009-09-11 government
Transparency Logging to the PRIME Core") authorities,
industry, EC
projects
Stefanie P6tzsch and Katrin Borcea-Pfitzmann: "&yv 2009-09-07 to | presentation| oral International R&D, 51-100 TUD
Respecting Access Control in Collaborative Worksgac 2009-09-11 government
presentation at Fifth IFIP/PrimeLife Summer Schobte, authorities,
France, 2009 industry, EC
projects
Marit Hansen, Maren Raguse, Katalin Storf, Harald 2009-09-07 to | presentation| print International R&D, 51-100 ULD
Zwingelberg: "Privacy from Womb to Tomb — Delegativom | 2009-09-11 government
a European Perspective", presentation at Fifth/FrifeLife authorities,
Summer School, Nice, France, 2009 industry, EC
projects




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Isabelle Oomen: "Out of Sight, Out of Mind?", pnetsgion at | 2009-09-07 to | presentation| oral International R&D, 51-100 TILT
Fifth IFIP/PrimeLife Summer School, Nice, Francép9 2009-09-11 government
authorities,
industry, EC
projects
André Deuker: "Addressing the Privacy Paradox bydfxded | 2009-09-07 to | presentation| print International R&D, 51-100 GUF
Privacy Awareness — The Example of Context-Aware 2009-09-11 government
Services" presentation at Fifth IFIP/PrimeLife SuenrSchool, authorities,
Nice, France, 2009 industry, EC
projects
Hans Hedbom, Tobias Pulls, Peter Hjartquist andréasl 2009-09-07 to | presentation| online International R&D, 51-100 KAU
Lavén: "Adding Secure Transparency Logging to the@ 2009-09-11 government
Core", presentation at Fifth IFIP/PrimeLife SumrB8ehool, authorities,
Nice, France, 2009 industry, EC
projects
Aleksandra Kuczerawy: "Facebook and its EU Users — 2009-09-07 to | presentation| print International R&D, 51-100 KU
Applicability of the EU Data Protection Law to U%&ed 2009-09-11 government
SNS", presentation at Fifth IFIP/PrimeLife Summeh&ol, authorities,
Nice, France, 2009 industry, EC
projects
Erik Wastlund, Peter Wolkerstorfer: "PET-USES: Hrévacy | 2009-09-07 to | presentation| online International R&D, 51-100 KAU
Enhancing Technology Users' Self-Estimation Scale”, 2009-09-11 government
presentation at Fifth IFIP/PrimeLife Summer Schobte, authorities,
France, 2009 industry, EC
projects
Arnold Roosendaal: "Digital Personae and Profikes a 2009-09-07 to | presentation| print International R&D, 51-100 TILT
Representations of Individuals", presentation &hFi 2009-09-11 government
IFIP/PrimeLife Summer School, Nice, France, 2009 authorities,
industry, EC

projects




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Benjamin Kellermann and Immanuel Scholz: "Anonymous | 2009-09-07 to | presentation| oral International R&D, 51-100 TUD
Credentials in Web Applications — A Child's Playttwihe 2009-09-11 government
PRIME Core", presentation at Fifth IFIP/PrimeLifarBmer authorities,
School, Nice, France, 2009 industry, EC
projects
Stefan Képsell, Petr Svenda: "Secure logging @finetd data — 2009-09-07 to | presentation| print International R&D, 51-100 TUD
Combining smart cards, trusted timestamping serxeds 2009-09-11 government
distributed storage”, presentation at Fifth |FIifiLife authorities,
Summer School, Nice, France, 2009 industry, EC
projects
Jan Camenisch: "A Crypto Toolbox to Build Your Own 2009-09-09 talk oral International R&D 51-100 IBM
Protocols", at Information Security ConferenceaPltaly,
keynote talk
P. Samarati: "Protecting Data to Enable Privadhé 2009-09-10 keynote oral International R&D UNIMI
Electronic Society", in International Workshop adigr&l
Processing in the EncryptEd Domain (SPEED 2009s&aane,
Switzerland
Stefan Schiffner, Sebastian Clauf3, Sandra Steihbrec 2009-09-11 talk oral International R&D 26-50 TUDUK
"Privacy and Liveliness for Reputation Systems'020
European PKI Workshop (EuroPKI'09), Pisa, Italy
Simone Fischer-Hlbner: presenting PrimeLife corsapt 2009-09-14 conference | oral International| R&D 51-100 KAU
panel at the Nordic Security Day, Oslo, Norway session
Simone Fischer-Hibner: "presenting PrimeLife within 2009-09-16 keynote oral National R&D 51-100 KAU
presentation on 'Glaserner Mensch?" — DigitaleRsik:
Spannungsfeld zwischen Strafverfolgung und Priveisg’,
B9
V. Ciriani, S. De Capitani di Vimercati, S. ForeSi Jajodia, | 2009-09-21 article in print International| R&D UNIMI,
S. Paraboschi, and P. Samarati: "Keep a Few: Outisgu proceedings UNIBG
Data While Maintaining Confidentiality”, in procdeds of the
14th European Symposium On Research, in: Computer
Security (ESORICS 2009), Saint Malo, France




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Anssi Hoikkanen,Wainer Lusoli, loannis Maghiros i 2009-09-21 brochure print international R&D, ULD, TILT

Compafio, Margherita Bacigalupo, lan Brown, Jos Dt industry,

Gloria Gonzéalez Fuster, Marit Hansen, Ronald LegYiess government

Poullet, Giovanni Sartor, Thilo Weichert: "Whitefea on

Regulatory and Legal Aspects of eldentity”

Rigo Wenning, Open Digital Rights Workshop, Naresance | 2009-09-21 workshop online International R&D 11-25 wW3C

Simone Fischer-Hilbner: "Usabale Privacy & Secuyity" 2009-09-22 keynote oral International industry 25-5 KAU

seminar on Security & Usability, organised by tbenpany

Todos, Goéteborg, Sweden

Kai Rannenberg: "Privacy in a world of ambient and 2009-09-23 talk print International general 101-300 GUF

personalized ICT Services", at "The Net will notdet", public

European conference on ICT and Privacy, Copenhagen,

Denmark

Meeting of Sascha Koschinat, Christian Weber, Giksal 2009-09-24 talk oral Europe industry 1-5 GUF

with Michael Marhéfer from Nokia Siemens Networks o

PrimeLife's research directions and possible coaijmn with

a project about IdM & Privacy Enablers of Commutima

Service Providers

Simone Fischer-Hubner: "Usable Privacy and Identity 2009-09-25 keynote oral International R&D 51-100 KA

Management — Challenges for the Future”, at Nor@568,

Oslo, Norway

Marit Hansen: "Spuren im Netz — der Schutz derdsphare”,| 2009-09-26 presentation  oral National general | 26-50 ULD

Talk at the ISG Conference in Erfurt, Germany public

Marit Hansen: "Putting Privacy Pictograms into Ricac— A 2009-09-28 article in print National R&D ULD

European Perspective", in Stefan Fischer, Erik Nigeh proceedings

Rudiger Reischuk (eds.): "INFORMATIK 2009 — Im Fealas

Leben", LNI P-154, Gesellschaft fur Informatik, BobR009,

Workshop "Sicherer Umgang mit sensiblen Daten hrtische

Pravention und Reaktionen auf Datenschutzverlegnihg

Marit Hansen: "Putting Privacy Pictograms into Risc— A 2009-09-28 presentation  oral National R&D ULD

European Perspective", presentation at INFORMATIKRS,
Workshop "Sicherer Umgang mit sensiblen Daten hitische
Pravention und Reaktionen auf Datenschutzverlegmnihg
Libeck, Germany




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Interview with Marit Hansen, press publication "Die 2009-10 interview print National general ULD

Kriminalpolizei rat 3&4, Leitartikel", pressto gmishagentur public

fur medienkommunikation. Published as "Anonymisdt i

verfuhrerisch" in "Die Kriminalpolizei rat ..." 2@0 pp. 22-28

Stefanie Potzsch: "Untersuchung des Einfusses von 2009-10-02 article in print National R&D TUD

wahrgenommener Privatsphare und Anonymitat auf die proceedings

Kommunikation in einer Online-Community", in S. éter, E.

Maehle, and R. Reischuk (eds.): Informatik 2009 Fmkus das

Leben, 28 September-02 October 2009,Libeck, vollibAeof

Lecture Notes in Informatics, pp. 2152-2165, Ba0()9,

Gesellschaft fur Informatik

Benjamin Kellermann: "Datenschutzfreundliche 2009-10-03 presentation  online National general | 26-50 TUD

Terminplanung", presentation at the Datenspure®200 public

Dresden, Germany

Gregory Neven: "PrimeLife Policy Language: Privacy- 2009-10-06 presentation  oral International staridatd| 11-25 IBM

enhancing and credential-based extensions to XA@NtL on body

SAML", at 2nd PRIMCluster Workshop, Brussels, Belyi

2009

PRIMCluster meeting #2: PrimeLife, SWIFT, TAS3, 2009-10-06 talk oral Europe EC project 11-25 IBM,

Discussion on common interests in the areas ofigsli UNIMI,

preparation for the upcoming standardisation wooksih SAP

Luxembourg in November

FIA Preparation meeting: Contribution to the distass in the| 2009-10-07 talk oral Europe policy 26-50 IBM

direction of PrimeLife thinking for stronger priwaprotection makers

Simone Fischer-Hubner, "presenting PrimeLife" D 2009-10-12 presentation  oral National R&D 26-50 KAU

course at Karlstad University

Isabelle Oomen, Lecture about privacy and socitloek sites | 2009-10-12 talk oral National general 11-25 TILT

at the University of Amsterdam for master studéttdosophy public

Ronald Leenes: "ldentiteitsmanagement"”, juridistag 2009-10-13 talk oral national R&D 30 TILT

SURF-IBO, Utrecht

Erik Wastlund "User Innovation: Consumer Needs and 2009-10-13 presentation  oral International EC mtoje| 11-25 KAU

Wishes" at E-Clic Entrepreneurship Week at the Ersity of
Stavanger, Norway




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Sebastian Clau3, Marit Hansen, Andreas Pfitzmararehl 2009-10-22 talk oral International R&D 26-50 ULDUD

Raguse, Sandra Steinbrecher: "Tackling the Chadlerfig

Lifelong Privacy", eChallenges e-2009 Conference

Proceedings (Paul Cunningham, Miriam Cunninghars.jed

IIMC Intern. Information Management Corporation020

Marit Hansen: "How to prevent data breaches", EBREA | 2009-10-23 presentation oral Europe policy 51-100 ULD

Seminar "Responding to Data Breaches", Octobe?@39, makers

Brussels, Belgium

Katalin Storf, Jan Schallab&ck: Third PrivacyOS @oence in| 2009-10-26 to | conference | oral Europe EC project 26-50 ULD

co-location with the Austrian Big Brother Awards 2009-10-27 session

Simone Fischer-Hiubner, Hans Hedbom: "Interview for 2009-11 interview online National R&D KAU

Forskning & Framsteg", No. 7/2009, printed in detic

"ldentitetskris pa Natet"

Stephan Spitz, Marc-Michael Bergfeld: "Creating fidence | 2009-11 brochure print International industry >1000 | GD

in Mobile Services", article on privacy for mobdevices and

the PrimeLife project in G&D's corporate publicatitcmart"

which is distributed to clients, partners and staff

Rigo Wenning: "Privacy on the Web of Applications — 2009-11-02 to | talk oral Internationall standardisati101-300 w3cC

Challenges and Opportunities", talk held at TPAO2®anta | 2009-11-06 on body

Clara, California, USA

Ronald Leenes: "Where the rubber meets the roadadrand | 2009-11-05 talk oral Europe R&D 60 TILT

Sociability in Social Network Sites", workshop arnure

research challenges for privacy and security iinergocial

networks, Leuven, Belgium

Kai Rannenberg: "Privacy by Design — The role of 2009-11-06 talk oral International government301-500 GUF

Standardisation, Today is Tomorrow", Panel presemtaat authorities

31st International Conference of Data Protecticth Rrivacy

Commissioners, Madrid, Spain

P. Samarati: "Protecting Data Privacy in Outsouycin 2009-11-11 keynote oral International R&D UNIMI

Scenarios", at lllinois Institute of Technology,i€dgo, IL,
USA




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
C. A. Ardagna, S. De Capitani di Vimercati, S. Paschi, E. | 2009-11-13 article in print International| R&D UNIMI,
Pedrini, P. Samarati: "An XACML-based privacy-caate proceedings UNIBG
access control system", in proceedings of the TA
Workshop on Information Security Governance (WISIB9),
Chicago, IL, USA
Katalin Storf: "Datenschutz in Social Networks uddline 2009-11-16 conference | oral National general 26-50 ULD
Spielen", Mediatage Nord, Kiel, Germany session public
Marit Hansen: "Privacy-relevant features of curreii 2009-11-17 presentation  oral International R&D, 26-50 ULD
concepts in Germany", presentation at 4th adapl|Dkéfmp, government,
Leuven, Belgium industry, EC
projects,
standardisati
on
PrimeLife & W3C Workshop on Access Control Applicat 2009-11-17 to | workshop online International R&D, 11-25 IBM, ULD,
Scenarios, Abbaye de Neumdtinster, Luxembourg, nmsrautd | 2009-11-18 government, UNIMI,
slides are avialable online: http://www.w3.org/2(Q@gicy-ws/ industry, EC W3C,
projects, UNIBG,
standardisati EMIC, SAP
on
Laurent Bussard, Moritz Y. Becker: "Can Access @artie 2009-11-17 to | conference | oral International| R&D, 26-50 EMIC
Extended to Deal with Data Handling in Privacy Soés?", | 2009-11-18 session government,
presentation at PrimeLife & W3C Workshop on Access industry, EC
Control Application Scenarios, Abbaye de Neumunster projects,
Luxembourg standardisati
on
Ulrich Pinsdorf, Jan Schallaboeck, Stuart Shored@rements| 2009-11-17 to | conference | oral International| R&D, 26-50 ULD,
for Policies in Cross-Domain Services Composition", 2009-11-18 session government, EMIC, SAP
presentation at PrimeLife & W3C Workshop on Access industry, EC
Control Application Scenarios, Abbaye de Neumunster projects,
Luxembourg standardisati
on
Bibi van den Berg, M.E. Pekarek: "SpotAFriendNowcial 2009-11-18 journal print International| R&D >1000 TILT
interaction through location-based social networks" article

Information, Communication and Society




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Identity Management, Kolloquium "15 Jahre kommdlege 2009-11-20 talk oral National general 26-50 TUD
Internet in Dresden”, IBH IT-Service GmbH, Dresden, public
Germany
Benjamin Kellermann: "Privacy-Enhanced Event Schliadly | 2009-11-20 presentation  oral International general | 26-50 TUD
Lightening Talk at the Metalab deepsec afterpafignna, public
Austria
Kai Rannenberg: "Multilateral Security and Trughe 2009-11-20 talk oral Europe government101-300 GUF
foundation for building the eUnion", EU 5th Minisitd authorities
eGovernment Conference, Malmé, Sweden
Slim Trabelsi, Vincent Salzgeber, Michele Bezzill&3i 2009-11-22 conference | oral International| R&D 101-300 SAP
Montagnon: "Data Disclosure Risk Evaluation", aEEThe session
International Conference on Risks and Securityntdrhet and
Systems, CRISIS 2009
Simone Fischer-Hlbner presenting PrimeLife at &patnthe | 2009-11-23 presentation oral International EU 51-100 KAU
Future Internet Assembly (FIA) in Stockholm, Sweden Commission
Kai Rannenberg: Session elD management and praingjon | 2009-11-23 talk oral Europe R&D 51-100 GUF
the Future Internet infrastructures including rogtiservices,
and content, Stockholm, Sweden
Kai Rannenberg: PrimeLife presentation at Sessientity 2009-11-23 talk oral Europe R&D 11-25 GUF
management in Service Oriented Architrecures, Stolck,
Sweden
Slim Trablesi: "Security and Privacy Research'Eedle 2009-11-39 talk oral International general 51-100 SAP
Nationale d'Ingenieurs de Tunis (ENIT) public
Press coverage: PrimeLife was voted to be Projetbieomonth| 2009-12 press online International| general > 1000 3rd party
by the NGO website Gov2u, http://www.gov2u.org/ coverage public
Maren Raguse: "ldentititsmanagement Privacy4Lifetture | 2009-12-02 talk oral National general 11-25 ULD
at University of Applied Science Kiel public
Marc-Michael Bergfeld: "Privacy on Mobile Devicdtesent | 2009-12-10 to | presentation| oral International EC projec 11-25 GD
and Future Technologies”, at PrimeLife — STORK Vgbdp, | 2009-12-11
IBM in Zirich, Switzerland
STORK/PrimeLife Workshop in Zurich 2009-12-10 to workshop oral Europe R&D 11-25 IBM, TILT,
2009-12-11 W3C, KU,
GD, EMIC




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Simone Fischer-Hubner: "Usable Privacy and Identity 2009-12-11 presentation  oral National R&D 11-25 KAU

Management”, Colloquium, Universitat Mannheim, Ganm

Simone Fischer-Hlbner: "Usable Privacy and Identity 2009-12-14 presentation oral National R&D 11-25 KAU

Management", Colloquium, CASED/Frauenhofer & TU

Darmstadt, Germany

Magali Seguran: "Security and Privacy Researchlgan 2009-12-15 talk oral National general 51-100 SAP

Moulin University Lyon public

Benjamin Kellermann: "Privacy-Enhanced Event Scliadly | 2009-12-30 talk online International general 101-300 TUD

presentation at the 26C3, Berlin, Germany public

Benjamin Kellermann: "Datenschutzfreundliche 2009-12-30 article in print International| general TUD

terminplanung”, in: Matthias Mehldau, (ed.) prodagd of the proceedings public

26th Chaos Communication Congress

Kai Rannenberg, Several Teaching Lessons at GUF on 2009- all over | presentation| oral International general 101-300 GUF

PrimeLife related topics the year public

Sandra Steinbrecher, Andreas Pfitzmann, Sebastz3C 2010-01 article in print National general TUD

"ldentitatsmanagement in Netzwelten", in: Dieteatdpp, proceedings public

Herbert Kubicek, Alexander RoRRnagel, Wolfgang Szhul

(eds.): Netzwelt — Wege, Werte, Wandel, Springer]iB

Heidelberg 2010, pp. 245-263

Simone Fischer-Hibner: "The Conflict between Pryvacd 2010-01 article in print Europe policy 101-300 KAU

Digital Forensics", 4.Band des Wiener Symposiunma zu proceedings makers

Wirtschafts- und Finanzstrafrecht, Wien, Januari®0

Simone Fischer-Hubner, "Hon &r navet i svensk 2010-01-12 interview print National industry >1000 | KAU

integritetsforskning", at Interview for Computer &en/IDG

Marit Hansen, interview for the London Economicedyton 2010-01-12 interview oral Europe EU ULD

PETs Commission

Harald Zwingelberg: "ldentity Management in Social 2010-01-14 talk oral National general 26-50 ULD

Networks", lecture at Wirtschaftsakademie Schlesdadstein, public

Kiel, Germany

Press coverage on PrimeLife Prototype "Clique" @détlands | 2010-01-20 interview print National general >1000 TILT

Dagblad, two articles, one on the front page public

Kai Rannenberg: "Privacy by Design in Mobile Applions & | 2010-01-28 talk oral International industry 101-300 GUF

Location Based Services" at Privacy by Design: Gl

Standard, Toronto, Canada




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Kai Rannenberg: "On Privacy by Design" at MaRS $@ami 2010-01-29 talk oral International R&D 11-25 GUF
Toronto, Canada
Ernst-Jan Hamel : "Tilburg bouwt privacyvriendelj&ciaal 2010-01-30 interview online National general >1000 TILT
netwerk", Interview with Bibi van den Berg on thedaase of public
PrimeLife's Social Network software Clique
Press coverage on PrimeLife Prototype "Clique" @hnN 2010-01-30 interview online National general | >1000 TILT
public
Membership in the "elD Survey Advisory Board" oéth 2010-02 membership  oral National privacy | 11-25 ULD
Institute for Prospective Technological StudiesT@y, Seville, project
Spain
Radio coverage, Radio 1 interview on Lunch! abaunELife | 2010-02-01 radio online National general >1000 TILT
prototype "Clique" coverage public
Harald Zwingelberg: "Identity management and lifejo 2010-02-04 presentation oral National general | 26-50 ULD
privacy", lecture at Wirtschaftsakademie Schlestajstein, public
Kiel, Germany
Marit Hansen, Holger Brocks: presentations at Slafernet 2010-02-09 presentation  oral National general ULD
Day 2010, Ahrensburg, Germany public
Kai Rannenberg: session Intro and Chairing, Confegen 2010-02-10 to | conference | oral International| R&D 101-300 GUF
Trust in the Info Society, Leon, Spain 2010-02-11 session
Interview with Marit Hansen on the service Pleadaf®e.com | 2010-02-18 interview online National general >1000 ULD
and general issues of online security public
Kai Rannenberg: ISO TMB/Privacy Steering Committee, 2010-02-24 presentation  oral International govemme 26-50 GUF
Berlin, Germany authorities,
industry
Participation in the Advisory Board of the projé¢erbraucher| 2010-02-25 membership  online National general | >1000 ULD
sicher online" http://www.verbraucher-sicher-onloh/ public
Interview with Marit Hansen on Social Networks with 2010-02-26 interview online National general >1000 ULD
Bayerischer Rundfunk public
Stefanie P6tzsch, Katrin Borcea-Pfitzmann: "Privacy 2010 article in print International | R&D TUD

Respecting Access Control in Collaborative Worksgacin:
Michele Bezzi, Penny Duquenoy, Simone Fischer-Hiibne
Marit Hansen, Ge Zhang: Privacy and Identity Mamaget for
Life, IFIP Advances in Information and Communicatio
Technology, Vol. 320, Springer Boston, 2010

proceedings
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Andreas Pfitzmann, Katrin Borcea-Pfitzmann: "Lifedp 2010 article in print International| R&D TUD

Privacy: Privacy and Identity Management for Lifet; proceedings

Michele Bezzi, Penny Duquenoy, Simone Fischer-Hiibne

Marit Hansen, Ge Zhang: Privacy and ldentity Mamagpet for

Life, IFIP Advances in Information and Communicatio

Technology, Vol. 320, Springer Boston, 2010

Anja Lorenz, Katrin Borcea-Pfitzmann: "Role manageirin a| 2010 journal print International| R&D TUD

privacy-enhanced collaborative environment”, Intéve article

Technology and Smart Education, Vol. 7 Issue 21@p-112,

Emerald Group Publishing Limited, 2010

Ronald Leenes: "Context is everything: socialitg anivacy in | 2010 article in print International| general >1000 TILT

Online Social Network Sites", in: Michele Bezzi,nPg proceedings public

Duquenoy, Simone Fischer-Hubner, Marit Hansen, Gang:

Privacy and ldentity Management for Life, IFIP Adweas in

Information and Communication Technology, Vol. 320,

Springer, Boston 2010, pp. 48-65

Jan Camenisch, Gregory Neven: "Saving on-line pyiVan: 2010 article in print International| R&D IBM

Michele Bezzi, Penny Duquenoy, Simone Fischer-Hiijbne proceedings

Marit Hansen, Ge Zhang: Privacy and ldentity Mamagpet for

Life, IFIP Advances in Information and Communicatio

Technology, Vol. 320, Springer, Boston 2010, pp434

Hans Hedbom, Tobias Pulls, Peter Hjartquist, Ansltesvén: | 2010 article in print International| R&D, 301-500 KAU

"Adding Secure Transparency Logging to the PRIME proceedings government

Core.Privacy and Identity Management for Life", BthP WG authorities,

9.2,9.6/11.7,11.4,11.6 / PrimeLife Internationahfuoer EC project,

School, Nice, France, 2009, Revised Selected Papprsger policy

2010 makers

Erik Wastlund, Peter Wolkerstorfer, Christina K&fflPET- 2010 article in print International| R&D, 301-500 KAU

USES: Privacy-Enhancing Technology — Users' Self- proceedings government

Estimation Scale.Privacy and Identity Management.ie", authorities,

5th IFIP WG 9.2,9.6/11.7,11.4,11.6 / PrimeLife mitional EC project,

Summer School, Nice, France, 2009, Revised Sel&depdrs, policy

Springer 2010 makers
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Elisabeth de Leeuw, Simone Fischer-Hubner, Lothiasdh 2010 Proceedings  print International R&D 51-100 KAU

(eds.): "Policies and Research in Identity Managgte

Proceedings of the 2nd IFIP WG11.6 working confeeen

IDMAN 2010, Oslo, Norway, November 2010, Springer

Michele Bezzi, Penny Duquenoy, Simone Fischer-Hijbne | 2010 article in print International| R&D, 101-300 KAU

Marit Hansen, Ge Zhang (eds.): "Privacy and Idgntit proceedings government

Management for Life", Proceedings of the 5th IFtHrfeLife authorities,

International Summer School, Nice/France, Septerket, EC project,

20009, revised selected papers, published by Sprindg010 policy
makers

Several Teaching Lessons at GUF 2010 presentatioral o International| general 101-300 GUF
public

Bibi van den Berg, Ronald Leenes, "Audience sedi@g#n 2010 article in print International| R&D >1000 TILT

social network sites", in: Proceedings for proceedings

SocialCom2010/PASSAT2010 (Second IEEE International

Conference on Social Computing/Second IEEE Inteynat

Conference on Privacy, Security, Risk and Trust),

SocialCom2010/PASSAT2010 (Second IEEE International

Conference on Social Computing/Second IEEE Inteynat

Conference on Privacy, Security, Risk and Trusipridapolis

(Minnesota, USA), Washington: IEEE, pp. 1111-1117

Simone Fischer-Hubner, John Séren Pettersson: 1eJsab 2010 article in print International| R&D 51-100 KAU

Privacy-Enhancing Identity Management: Challengest a proceedings

Approaches", in: Information and Communication

Technologies, Society and Human Beings: Theory and

Framework. Honouring Professor Gunilla Bradley, &bbal,

2010

Simone Fischer-Hibner: "The Conflict between Pryvacnd 2010 article in print National R&D 301-500 KAU

Digital Forensics", in: Wirtschafts- und Finanz§teght in der
Praxis, Band 4, 2010, Linde Verlag

proceedings
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Claudio A. Ardagna, Sabrina De Capitani di Vimerc&ara
Foresti, Gregory Neven, Stefano Paraboschi, Fraefzas
Preiss, Pierangela Samarati, Mario Verdicchio: érgnained
disclosure of access policies”, in M. Soriano, 81gQJ. Lopez,
editors, 12th International Conference on Infororatnd
Communications Security — ICICS 2010, volume 646 o
Lecture Notes in Computer Science, pp. 16-30. §prin
Verlag, 2010

2010

article in
proceedings

print

International

R&D

IBM,
UNIBG,
UNIMI

Patrik Bichsel, Jan Camenisch, Gregory Neven, Nig&Smart,
Bogdan Warinschi: "Get Shorty via group signatwrélout
encryption”, In J. Garay and R. De Prisco, editéts,
International Conference on Security and Cryptolgydipr
Networks — SCN 2010, volume 6280 of Lecture Notes i
Computer Science, pp. 381-398. Springer-Verlagf201

2010

article in
proceedings

print

International

R&D

IBM

Laurent Bussard, Gregory Neven, Franz-Stefan Preiss
"Downstream usage control”, in IEEE International
Symposium on Policies for Distributed Systems aetitdrks
— POLICY 2010", pp. 22-29. IEEE Computer Sociey1@

2010

article in
proceedings

print

International

R&D

EMIC, IBM

Claudio A. Ardagna, Sabrina De Capitani di Vimekcat
Gregory Neven, Stefano Paraboschi, Franz-StefassPre
Pierangela Samarati, Mario Verdicchio: "Enabliniyacy-
preserving credential-based access control with MA@nd
SAML", in 10th IEEE International Conference on Guuter
and Information Technology — CIT 2010, pp. 10908.0€EE
Computer Society, 2010

2010

article in
proceedings

print

International

R&D

IBM,
UNIBG,
UNIMI

Jan Camenisch, Sebastian Médersheim, Gregory Névanz-
Stefan Preiss, Dieter Sommer: "A card requiremiamguage
enabling privacy-preserving access control”, idakhi and B.
Carminati (eds.): 15th ACM Symposium on Access @unt
Models and Technologies — SACMAT 2010, pp. 119-128.
ACM, 2010

2010

article in
proceedings

print

International

R&D

IBM
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Jan Camenisch, Maria Dubovitskaya, Gregory Neven: 2010 article in print International| R&D IBM

"Unlinkable priced oblivious transfer with rechaatpde proceedings

wallets”, in R. Sion, editor, 14th Internationalr@erence on

Financial Cryptography and Data Security — FC 2@blyme

6052 of Lecture Notes in Computer Science, pp. 56-8

Springer-Verlag, 2010

Michel Abdalla, Mihir Bellare, Gregory Neven: "Ratiu 2010 article in print International| R&D IBM

encryption", in D. Micciancio (ed.): 7th Theory of proceedings

Cryptography Conference — TCC 2010, volume 5978 of

Lecture Notes in Computer Science, pp. 480-497in§er-

Verlag, 2010

Claudio A. Ardagna, Jan Camenisch, Markulf Kohhsgis 2010 article in print International| R&D IBM

Ronald Leenes, Gregory Neven, Bart Priem, Pierangel proceedings

Samarati, Dieter Sommer, Mario Verdicchio: "Exgluit

cryptography for privacy-enhanced access contdaltiynal of

Computer Security 18(1), pp. 123-160, 2010

Jan Camenisch, Nathalie Casati, Thomas Grof3, V&foup: | 2010 article in print International| R&D 301-500 IBM

"Credential Authenticated Identification and KeycBange", proceedings

CRYPTO 2010, pp. 255-276

Jan Camenisch, Sebastian Médersheim, Dieter Soniter: | 2010 article in print International| R&D 51-100 IBM

Formal Model of Identity Mixer", FMICS 2010, pp. 8214 proceedings

Jan Camenisch, Maria Dubovitskaya, Gregory Neven: 2010 article in print International| R&D 51-100 IBM

"Unlinkable Priced Oblivious Transfer with Rechaapke proceedings

Wallets", Financial Cryptography 2010, pp. 66-81

Jan Camenisch, Markulf Kohlweiss, Claudio Soriente: 2010 article in print International| R&D 101-300 IBM

"Solving Revocation with Efficient Update of Anongums proceedings

Credentials", SCN 2010, pp. 454-471

Jan Camenisch: "Privacy-Enhancing Cryptographymrfro 2010 article in print International| R&D 301-500 IBM

Theory into Practice" proceedings

Endre Bangerter, Jan Camenisch, Stephan Krenricl&fty | 2010 article in print International| R&D 301-500 IBM

Limitations forZ-Protocols for Group Homomorphisms", TCC proceedings

2010, pp. 553-571

Christian Cachin, Jan Camenisch: "Encrypting Kegsugely", | 2010 article in print International| R&D 301-500 IBM

IEEE Security & Privacy 8(4): 66-69 (2010)

proceedings
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Michel Abdalla, Mihir Bellare, Gregory Neven, "Ratiu 2010 article in print International| R&D 101-300 IBM

Encryption”, to appear at TCC 2010 proceedings

Marit Hansen: "Privacy 2.0 — Ein Reality-Check//B@tchutz | 2010-XX to article in print National R&D ULD

im Web 2.0 — ein Auslaufmodell?”, to be published i appear proceedings

Proceedings of "IT-Sicherheit am Donaustrand 111",

Symposium zu "Sicherheitstechnische und sichereelsliche

Herausforderungen des Web 2.0" am Institut fir idh&rheit

und Sicherheitsrecht (ISL) der Universitat Passdiba

February, 2009

Jan Camenisch, Javier Lopez, Fabio Massacci, Massim 2010 journal print International| R&D 301-500 IBM

Ciscato, Thomas Skordas: "JCS special issue onuaded article

ICT research on Trust and Security"

J. Lapon, M. Kohlweiss, B. De Decker, V. Naessens: 2010 article in print International| R&D KU

"Performance Analysis of Accumulator-based Revocati proceedings

Mechanisms", in Proceedings of the 25th Internation

Conference on Information Security (SEC 2010), IFIP

Conference Proceedings, Kluwer, 12 pages, 2010

Cornelia Graf, Peter Wolkerstorfer, Katrin Kristgaottir, 2010 interview oral International general 11-25 CURE

Manfred Tscheligi: "What is your privacy prefereficén public

insight into Users understanding of Privacy Terms"

Cornelia Graf, Peter Wolkerstorfer, Arjan Geven,riffad 2010 article in online International| general >1000 CURE

Tscheligi: "A Pattern Collection for Privacy Enharg proceedings public

Technology"

Stefan Schiffner, Sebastian Clauf3, Sandra Steihbrec 2010 article in print International| R&D 101-300 TUD

"Privacy and Liveliness for Reputation Systems'ctlee proceedings

Notes in Computer Science, 2010, Volume 6391/2010,

Springer-Verlag, p. 209-224

Sabrina De Capitani di Vimercati, S. Foresti, Rigela 2010 print International R&D UNIMI

Samarati: "Protecting Information Privacy in the&lonic
Society", in e-Business and Telecommunicationghational
Conference (ICETE 2009), Revised Selected Papefdipk,
and M.S. Obaidat (eds.), Springer-Verlag, 2010
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Jan Camenisch, S. Moedersheim, Gregory Neven, Franz | 2010 article in print International| R&D 301-500 IBM

Stefan. Preiss, Dieter Sommer: "A Card Requirements proceedings

Language Enabling Privacy-Preserving Access Cdhtrabc.

Of 15th ACM Symposium on Access Control Models and

Technologies "SACMAT 2010", Pittsburg, PA (ACM New

York, June 2010), pp. 119-128

Claudio Agostino Ardagna, Sabrina De Capitani dn¥icati, | 2010 article in print International| R&D 301-500 IBM,

Gregory Neven, Stefano Paraboschi, Franz-Stefaa$Pre proceedings UNMI,

Pierangela Samarati, Mario Verdicchio: "Enablingy&cy- UNIBG

preserving Credential-based Access Control with XACGand

SAML", Proc. of IEEE International Symposium on $tu

Security and Privacy for Emerging Applications 2qT&P-

10), Bradford, UK

Laurent Bussard, Gregory Neven, Franz-Stefan Preiss 2010 article in print International| R&D 301-500 IBM

"Downstream Usage Control", in proceedings of |BEdicy proceedings

2010, July 2010

Simone Fischer-Hilbner: Invited talk at SIG Secufibynual 2010-01-27 keynote oral National R&D 26-50 KAU

meeting, 27. April, Stockholm

Jan Camenisch: "TCC 2010", Zurich, Privacy-Enhagcin 2010-02-10 talk oral International R&D 301-500 IBM

Cryptography: From Theory into Practice

Jan Camenisch: "Trust in the Information Sociebyon, 2010-02-11 talk Europe R&D IBM

Spain. elD needs Privacy On

Simone Fischer-Hibner: Invited lecture at ISSA web 2010-02-16 presentation  oral International R&D K5 ()102 KAU

conference, February 16, 2010

Anja Lorenz, Katrin Borcea-Pfitzmann: "Role manageirin a| 2010-03 article in print International| R&D TUD,

privacy-enhanced collaborative environment", iretPi proceedings

Kommers, Pedro Isaias: Proceedings of e-Sociefy|$A2010

Rainer Bohme, Stefanie Pétzsch: "Privacy in OnBoeial 2010-03 article in online International] R&D TUD,

Lending", in Proceedings of the AAAI 2010 Spring
Symposium on Intelligent Information Privacy Maneagmt,
Palo Alto, California, pp. 23-28

proceedings
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Simone Fischer-Hubner, Marit Hansen, Hans Hedbom: 2010-03 journal print National R&D, >1000 KAU, ULD
"Technik far mehr Transparenz”, in: digma — Zeit#tHir article industry,
Datenrecht und Informationssicherheit 1/2010, Stlesk general
Verlag, March 2010, pp. 34-37 public,
government
al
authorities,
policy
makers
Simone Fischer-Hlbner, Marit Hansen, Hans Hedbom: 2010-03 journal print National R&D, >1000 KAU, ULD
"Technik fir mehr Transparenz”, in: digma — Zeit#tHir article industry,
Datenrecht und Informationssicherheit 1/2010, Stlesk general
Verlag, March 2010, pp. 34-37 public,
government
al
authorities,
policy
makers
Harald Zwingelberg, Ulrich Kénig: "Selbstbestimmter 2010-03-03 presentation  oral Europe R&D, 26-50 ULD
Datenschutz: Lésungen fur mehr Transparenz in Wagdsshnd industry,
E-Mail", presentation at CeBIT, Heiseforum, Hanqver general
Germany public
Sandra Steinbrecher: "The need for Interoperabjfaéion 2010-03-05 to | talk oral International R&D 11-25 TUD
Systems", iNetSec 2010: Open Research Problemstind¥k | 2010-03-06
Security, Sofia, Bulgaria
Anja Lorenz, Katrin Borcea-Pfitzmann: "Role manageirin a| 2010-03-18 presentation oral International R&D 25-5 TUD,
privacy-enhanced collaborative environment"
ULD: Contributions to: "Konferenz der 2010-03-18 brochure print National policy >1000 ULD
Datenschutzbeauftragten des Bundes und der L&tgiar: makers,
modernes Datenschutzrecht fiir das 21. Jahrhundert — journalists

Eckpunkte", March 18, 2010, http://www.Ifd.m-
v.de/dschutz/beschlue/Eckpunkte.pdf.
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Pierangela Samarati: "Protecting Data Privacy its@urcing | 2010-03-22 keynote oral International R&D 26-50 ol
Scenarios," in 3rd International Workshop on Prvand
Anonymity in the Information Society (PAIS 2010jlsanne,
Switzerland, March 22, 2010
Rainer Bohme, Stefanie Potzsch: "Privacy in OnSoeial 2010-03-22 to | presentation| oral International R&D 101-300 TUD,
Lending", AAAI 2010 Spring Symposium on Intelligent 2010-03-24
Information Privacy Management, Stanford University
California
Chapters "8.2 PrimeLife — ldentititsmanagement akus" 2010-03-23 brochure print National policy >1000 ULD
and "2.3.2 Internationale Standardisierung”, in: 32 makers,
Tatigkeitsbericht des ULD (2010), Landtagsdrucksat210, general
https://lwww.datenschutzzentrum.de/material/tb/tb32/ public,
government
al
authorities,
industry,
journalists
Kai Rannenberg: "ldentity Assurance — Who gets the 2010-03-25 to | article in online International| R&D, policy >1000 GUF
assurance, who carries the risk?" Keynote at RISEKghop | 2010-03-26 proceedings makers,
"Ethical and Policy Implications of Global Mobilignd government
Security" authorities,
industry, EC
project
Sabrina De Capitani di Vimercati, S. Foresti, $odia, 2010-04 journal print International| R&D >1000 UNIMI,UNI
Stefano Paraboschi, Pierangela Samarati: "Encrygtaicies article BG
for Regulating Access to Outsourced Data", in ACM
Transactions on Database Systems (TODS), Aprilp201
Pierangela Samarati, Sabrina De Capitani di Vintertaata | 2010-04 article in print International| R&D 101-300 UNIMI
Protection in Outsourcing Scenarios: Issues anddons", in proceedings
Proc. of the 5th ACM Symposium on Information, Catgy
and Communications Security (ASIACCS 2010), Beijing
China, April, 2010
Simone Fischer-Hubner: Interview in: Aktuell SaketsiNo. 4, | 2010-04 interview print National R&D >1000 KAU
2010
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Marit Hansen: participation in the Dagstuhl Semib@i41 2010-04-06 to | conference | oral International| R&D 26-50 ULD

"Distributed Usage Control", Dagstuhl, Germany 2010-04-09 session

Ronald Leenes: "Clique in 15 minutes" 2010-04-07| Ik ta oral International| general 101-300 TILT
public

Danah Boyd: "How Social Media is Reworking Privanyd 2010-04-07 keynote oral International general | 101-300 TILT

Publicity" public

Andreas Pfitzmann, Marit Hansen: "A terminology falking | 2010-04-08 brochure online International R&D >1000 | TUD, ULD

about privacy by data minimization: Anonymity, Lhkability,

Undetectability, Unobservability, Pseudonymity, dddntity

Management", Working Paper v0.33, April 08, 2010,

http://dud.inf.tu-

dresden.de/literatur/Anon_Terminology v0.33.pdf.

Pierangela Samarati: "Data Protection in Qutsogrcin 2010-04-13 to | keynote oral International R&D 101-300 UNIMI

Scenarios: Issues and Directions," in 5th ACM Sysimpm on | 2010-04-16

Information, Computer and Communications Security

(ASIACCS 2010), Beijing, China, April 13-16, 2010

Simone Fischer-Hilbner: Invited talk at ISACA Scawadian 2010-04-20 keynote oral International R&D 101-300 AWK

Conference, April 20, Gothenburg

Pierangela Samarati: "Data Protection in Outsogrcin 2010-04-23 talk oral International R&D 26-50 UNIMI

Scenarios," in MSc programme on Technoeconomic

Management and Security of Digital Systems, Unitef

Piraeus, Greece, April 23, 2010

Katrin Borcea-Pfitzmann: "PrimeLife — Bringing saistable 2010-04-24 talk oral National general 26-50 TUD

privacy and identity management to future netweanhkg public

services", Gl-Jahrestagung, Frauen und InformBikfmund

Marit Hansen: participation in the panel discussidfeb 2.0: | 2010-04-29 conference | oral National general 101-300 ULD

Dein o6ffentliches Privatleben”, University of Apgdi Sciences session public

Kiel, Germany

C. Ardagna, Sabrina De Capitani di Vimercati, Stefa 2010-05 journal print International| R&D >1000 UNIMI,UNI

Paraboschi, E. Pedrini, P. Samarati, M. Verdicchio: article BG

"Expressive and Deployable Access Control in OpeasbW
Service Applications”, in IEEE Transactions on $mrv
Computing (TSC), May, 2010
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Marit Hansen, Sven Thomsen: "Lebenslanger Datetsehu | 2010-05 journal print National policy >1000 ULD
Anforderungen an vertrauenswurdige Infrastrukturém” article makers,
Datenschutz und Datensicherheit (DuD) 34 (201@p5.283- industry,
288 government
al
authorities,
general
public
Hans Hedbom, Tobias Pulls: "Unlinking Database iEstr 2010-05 article in print International| R&D >1000 KAU
Implementation Issues in Privacy Preserving Secagging”, proceedings
Proceedings of 2nd International Workshop on Secand
Communication Networks , 2010, IEEE Xplore
Marit Hansen: "Datenschutz und Technik Il — 2010-05-12 presentation  oral National general | 11-25 ULD
Datenschutzférdernde Technik", lecture at UnivgrsftKiel, public
Germany
Gregory Neven: "How to win back privacy", Invitealk at 2010-05-20 keynote oral National governmen26-50 IBM
Workshop on Digital Identity, Trust & ConfidenceyiSs authorities
Academy of Engineering Sciences, May 20/21, 20a@klotel
Schloss Minchenwiler, Switzerland
Simone Fischer-Hlbner: Invited talk at ceremonthef 2010-05-21 keynote oral National R&D 51-100 KAU
Swedish Armed Forces (FM) with Swedish Universjgiés
May, Enkdping
Gregory Neven: "The road to post-quantum privatyited 2010-05-25 keynote oral International R&D 51-100 MB
talk at Third International Workshop on Post-Quamtu
Cryptography, Darmstadt, Germany, May 25-28, 2010
Stefanie Potzsch. "Feeling anonymous today? — Apiréral 2010-05-26 to | presentation| oral International R&D 101-300 TUD
study of the effect of privacy-awareness informatm forum | 2010-05-28
users", Poster presentation at General Online Resé4,
Pforzheim
Sandra Steinbrecher: "Interoperable and SecuretBipu 2010-05-27 talk oral International industry 51-100 | TUD
Systems", Information Security Summit




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
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Marit Hansen, Maren Raguse, Katalin Storf, Harald 2010-06 article in print International| R&D, >1000 ULD

Zwingelberg: "Delegation for Privacy Managementiiro proceedings industry,

Womb to Tomb — A European Perspective", in: Mictigdzzi, policy

Penny Duquenoy, Simone Fischer-Hubner, Marit HanGen makers

Zhang (eds.): Privacy and Identity Management fée, 5th

IFIP WG 9.2, 9.6/11.4, 11.6, 11.7/PrimeLife Inteional

Summer School, Nice, France, September 7-11, R@%sed

Selected Papers, IFIP AICT 320, Springer, Berliaiddlberg,

New York 2010, pp. 18-33

Marit Hansen: Spuren im Netz — der Schutz der Bsplare, | 2010-06 article in print National policy 500-1000 | ULD

in: Dieter Korczak (ed.): Spurensuche — proceedings makers,

Kulturwissenschaftliche Interpretationen und gesélaftliche general

Rezeption, Tagungsband zur 66. Jahrestagung, Asange public

Verlag, Kréning 2010, pp. 105-128

Claudio A. Ardagna, Sabrina De Capitani di Vimekcat 2010-06 to article in print International| R&D 101-300 IBM,

Gregory Neven, Stefano Paraboschi, Franz-Stefaas$Pre 2010-07 proceedings UNIBG,

Pierangela Samarati, and Mario Verdicchio: "Enapkmivacy- UNIMI

Preserving Credential-Based Access Control with XACand

SAML", in Proc. of the 3rd IEEE International Syngiam on

Trust, Security and Privacy for Emerging Applicasd TSP

2010), Bradford, UK, June-July, 2010

Kai Rannenberg: "Privacy by Design — Auf dem Weginem | 2010-06-02 keynote oral National general | 51-100 GUF

effizienteren Datenschutz" Reimers-Kolleg, Bad Hangb public

Jan Camenisch: "First European Summit on the Future 2010-06-03 talk Europe EU IBM

Internet”, Luxembourg, Security and the Smarten&a Commission

Simone Fischer-Hiubner: Presentation at the SWITSit%e in | 2010-06-07 talk oral National R&D 51-100 KAU

Stockholm, June 7-8, 2010

Hans Hedbom: Presentation at the SWITS Seminar in 2010-06-07 talk oral National R&D 51-100 KAU

Stockholm, June 7-8, 2010

Slim Trabelsi, Eric Weil, Alessandro Sorniotti, StuShort and 2010-06-10 article in online International] R&D >1000 SAP

Michele Bezzi "Privacy-Aware Policy Matching”, IEEE
symposium on Computers and Communications 201@ Jun
2010

proceedings




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
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Slim Trabelsi, "Privacy-Aware Policy Matching", IEE 2010-06-10 talk oral International R&D, >1000 SAP

symposium on Computers and Communications 2010 industry

Simone Fischer-Hibner, Hans Hedbom: Interview in 2010-06-10 interview print National general >1000 KAU

Forskning&Framsteg, "Integritetskris pa natet",eldn 2010 public

Franz-Stefan Preiss: "Privacy-Preserving Accesdréband A | 2010-06-10 talk oral International R&D 51-100 IBM

Credential Requirements Language Enabling It", SAQM

2010", Pittsburgh, PA

Simone Fischer-Hubner: Teaching PET course at FH 2010-06-14 talk oral National R&D 11-25 KAU

Hagenberg, June 14-15, Hagenberg/Austria

Kai Rannenberg: "Privacy in mobile applications &egond”, | 2010-06-15 presentation oral International indystry | 101-300 GUF

Journée ADREAM, Architectures dynamiques reconfiples general

pour systemes embarqués autonomes mobiles, LAASSCNR public, R&D

Toulouse, France

Kai Rannenberg: "Privacy in mobile applications &egond”, | 2010-06-15 article in online International| industry, >1000 GUF

Journée ADREAM, Architectures dynamiques reconfidples proceedings general

pour systemes embarqués autonomes mobiles, LAASSCNR public, R&D

Toulouse, France

Marit Hansen, Harald Zwingelberg: Workshop on Annlbie 2010-06-16 conference | oral National EC project 6-10 ULD

Assisted Living, together with the SmartAssist patj Kiel, session

Germany

Ronald Leenes: "Sociale netwerken die voldoen aamen" 2010-06-17 keynote oral National general | 101-300 TILT

public

Sandra Steinbrecher: "Online Privacy and Identity 2010-06-21 talk oral National general 11-25 TUD

Management”, Salon im Kunsthof, Dresden public

Jan Camenisch: "Trust 2010", Berlin & Anonymousraigires| 2010-06-21 talk International R&D IBM

Stefanie Potzsch and Rainer Bohme: "The Role af Sof 2010-06-21 to | presentation| oral International R&D 301-500 TUD

Information in Trust Building: Evidence from Onlitgocial 2010-06-23

Lending", TRUST 2010, Berlin

Panel on "Assured Information Sharing: Techniques a 2010-06-22 talk oral International R&D 26-50 UNIBG

Challenges" at DBSec 2010 in Rome, Italy

Katrin Borcea-Pfitzmann: Presenting the researmd fi 2010-06-24 presentation oral National R&D, 101-300 TUD

"Privacy by design" of chair DuD of Technische Usmisitat industry

Dresden @ Info Event of National Contact Point Sigégu

Research, Bonn
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Stefan Kdpsell: Presenting the research fields tAmaous
Communication" and "Multimedia Forensics of chaurDof
Technische Universitat Dresden @ Info Event of dlal
Contact Point Security Research, Bonn

2010-06-24

presentation

oral

National

R&D,
industry

101-300

TUD

Sabrina De Capitani di Vimercati, S. Foresti, $odia,
Stefano Paraboschi, G. Pelosi, Pierangela Samarati:
"Encryption-based Policy Enforcement for Cloud &g@", in
Proc. of the 1st ICDCS Workshop on Security angdes in
Cloud Computing (SPCC 2010), Genova, Italy, June2R30

2010-06-25

article in
proceedings

print

International

R&D

26-50

UNIMI,UNI
BG

Pierangela Samarati: "Protecting Confidentialitfiternal
Data Storage," in 1st International Workshop onugigcand
Privacy in Cloud Computing (SPCC 2010), Genoay/téline
25, 2010

2010-06-25

keynote

oral

Internation

al R&D

26-50

Sabrina De Capitani di Vimercati: "New Researctebiions
of Security and Privacy in Cloud Computing", in 1st
International Workshop on Security and Privacy loud
Computing (SPCC 2010) Genoa, Italy June 25, 2010

2010-06-25

presentation

oral

Internation

al R&D

UNIMI

C. Blundo, S. Cimato, Sabrina De Capitani di VinagircA. De
Santis, S. Foresti, Stefano Paraboschi, Pierai@getearati:
"Managing Key Hierarchies for Access Control Enfarent:
Heuristic Approaches"”, in Computers & SecurityyJ@010

2010-07

journal
article

print

International

R&D

>1000

UNIMI,UNI
BG

V. Ciriani, Sabrina De Capitani di Vimercati, S.resti, S.
Jajodia, Stefano Paraboschi, Pierangela Samagatmbining
Fragmentation and Encryption to Protect PrivacRata
Storage”, in ACM Transactions on Information andt8gn
Security (TISSEC), July, 2010

2010-07

journal
article

print

International

R&D

>1000

UNIMI,UNI
BG

Pierangela Samarati: "The European Intensive Pnogi&on
Information and Comm. Security (IPICS 2010)", Gee2010

2010-07

presentation

oral

Europe

general
public

51-100

UNIMI

Laurent Bussard, Gregory Neven, Franz-Stefan Preiss
"Downstream Usage Control", in proceedings of |BEdicy
2010, July 2010

2010-07

article in
proceedings

print

International

R&D

26-50

EMIC /IBM




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Leif-Erik Holtz: "Datenschutzkonformes Social Netkimg: 2010-07 journal print National policy >1000 ULD
Clique und Scramble!”, in: Datenschutz und Datdresiceit 34 article makers,
(2010) 7, pp. 439-443 industry,
government
al
authorities,
general
public
Franz-Stefan Preiss: "Privacy-Preserving CredeBizesed 2010-07-01 talk oral International R&D IBM
Access Control and How to Enable It with XACML and
SAML", IEEE International Symposium on Trust, Setyuand
Privacy for Emerging Applications 2010 (TSP-10)aéjford,
UK
Thilo Weichert, Marit Hansen: "Schulerzeitungswettierb, 2010-07-08 conference | print+oral National journalists, | 51-100 ULD
Sonderpreis Datenschutz”, Jury participation, KB#rmany session pupils
loannis Krontiris: "W3C Geolocation API calls foeRer User | 2010-07-12 to | presentation| oral International standardisa&il-100 GUF
Privacy Protection" at W3C Workshop on Privacy for 2010-07-13 on body,
Advanced Web APIs, London, UK R&D,
industry
loannis Krontiris, Andreas Albers and Kai Rannegb8w3C | 2010-07-12 to | article in online International| standardisati>1000 GUF
Geolocation API calls for Better User Privacy Potittn" at 2010-07-13 proceedings on body,
W3C Workshop on Privacy for Advanced Web APIs, Land R&D,
UK industry
Hans Hedbom: Lectures at IPICS 2010 Summerschool in | 2010-07-19 talk oral International R&D 51-60 KAU
Samos
Gregory Neven: "The PrimeLife Policy Language", 2010-07-20 talk oral International R&D 26-50 IBM
Presentation at Workshop on Privatim in Intelligent
Transportation Systems, July 20, 2010, Berlin, Gamyn
Ulrich Kdnig: "Icons fur E-Mail-Privacy" 2010-07-26 | interview online National journalists >1000 ULD
Ulrich Kdnig: "Icons fur E-Mail-Privacy" in IETF 78 2010-07-26 presentation  oral International staridatid| 51-100 ULD
Applications Area Open Meeting on body
Franz-Stefan Preiss: "Downstream Usage Contr&dEH 2010-07-30 talk oral International R&D 51-100 IBM
Policy 2010




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Stefanie Potzsch, Rainer Bohme: "The Role of Soft 2010-08 article in print International| R&D TUD
Information in Trust Building: Evidence from Onlitgocial proceedings
Lending", in A. Acquisti, S.W. Smith, and A.-R. Saihi
(eds.): TRUST 2010, LNCS 6101, pp. 381-395, Springe
Heidelberg, 2010
Jan Camenisch: "Privacy and Identity Management — 2010-08-02 keynote oral International R&D, 51-100 IBM
Cryptographic Challenges", keynote held at 6th A8 9.2, government
9.6/11.7, 11.4, 11.6/PrimeLife International SumiSehool, authorities,
Helsingborg, Sweden EC project,
policy
makers
Andreas Pfitzmann: "Lifelong Privacy", keynote haldbth 2010-08-02 keynote oral International R&D, 51-100 TUD
IFIP WG 9.2, 9.6/11.7, 11.4, 11.6/PrimeLife Intafonal government
Summer School, Helsingborg, Sweden authorities,
EC project,
policy
makers
Manuela Berg, Katrin Borcea-Pfitzmann: "Implemeiitgbof | 2010-08-02 presentation oral International R&D, 26-50 TUD
the ldentity Management Part in Pfitzmann/Hansen's industry,
Terminology for a Complex Digital World", presentat held policy
at 6th IFIP WG 9.2, 9.6/11.7, 11.4, 11.6/PrimeLife makers
International Summer School, Helsingborg, Sweden
Manuela Berg, Katrin Borcea-Pfitzmann: "Implemeiitgbof | 2010-08-02 to | article in print International| R&D TUD

the Identity Management Part in Pfitzmann/Hansen's
Terminology for a Complex Digital World", in: Simen
Fischer-Hubner, Penny Duquenoy, Marit Hansen, Rbnal
Leenes and Ge Zhang (eds.): Privacy and Identitydgdament
for Life, Revised Selected Papers of 6th IFIP W& 9.6/11.7,
11.4, 11.6/PrimeLife International Summer School,
Helsingborg, Sweden, August 2-6, 2010

2010-08-06

proceedings




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved

audience

Harald Zwingelberg: "Necessary processing of peakdata — | 2010-08-02 to | presentation| oral International R&D, 51-100 ULD

The need-to-know principle and processing data fileemew | 2010-08-06 industry,

German identity card", presentation held at 6tfPIWG 9.2, policy

9.6/11.7, 11.4, 11.6/PrimeLife International SumiBehool, makers

Helsingborg, Sweden

Marit Hansen: Co-Chairing of the IFIP/PrimeLife Suer 2010-08-02 to | conference | oral International| R&D, 51-100 ULD

School and panel discussion "What's the meanitifetdng 2010-08-06 session industry,

privacy?", Helsingborg, Sweden policy
makers

Stefan Berthold: "Towards a Formal Language fovaty 2010-08-02 to | article in print International| R&D, 301-500 KAU

Options", in: Simone Fischer-Hibner, Penny Duqueisrit | 2010-08-06 proceedings government

Hansen, Ronald Leenes and Ge Zhang (eds.): Praraty authorities,

Identity Management for Life, Revised Selected Papé6th EC project,

IFIP WG 9.2, 9.6/11.7, 11.4, 11.6/PrimeLife Intdfonal policy

Summer School, Helsingborg, Sweden, August 2-60201 makers

Bibi van den Berg: "The Uncanny Valley Everywheta? 2010-08-02 to | article in print International| R&D, 301-500 TILT

Privacy Perception and Expectation Management'Simone | 2010-08-06 proceedings government

Fischer-Hubner, Penny Duquenoy, Marit Hansen, Rbnal authorities,

Leenes and Ge Zhang (eds.): Privacy and Identityddament EC project,

for Life, Revised Selected Papers of 6th IFIP W& 9.6/11.7, policy

11.4, 11.6/PrimeLife International Summer School, makers

Helsingborg, Sweden, August 2-6, 2010

Bibi van den Berg: "The Uncanny Valley Everywhetar? 2010-08-02 to | keynote oral International R&D, 51-100 TILT

Privacy Perception and Expectation Managementndiey 2010-08-06 industry,

held at 6th IFIP WG 9.2, 9.6/11.7, 11.4, 11.6/Ptiifee policy

International Summer School, Helsingborg, Sweden makers

Aleksandra Kuczerawy, Fanny Coudert: "Privacy 8g#iin 2010-08-02 to | article in print International| R&D, 301-500 KU

Social Networking Sites: Is It Fair?", in: Simonisdher- 2010-08-06 proceedings government

Hubner, Penny Dugquenoy, Marit Hansen, Ronald Leands authorities,

Ge Zhang (eds.): Privacy and Identity Management.ife, EC project,

Revised Selected Papers of 6th IFIP WG 9.2, 9.8/111L.4, policy

11.6/PrimeLife International Summer School, Helbiog, makers

Sweden, August 2-6, 2010




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Jaromir Dobias: "Privacy Effects of Web Bugs Amiglif by 2010-08-02 to | article in print International| R&D, 301-500 TUD

Web 2.0", in: Simone Fischer-Hiubner, Penny DuqueMszyrit | 2010-08-06 proceedings government

Hansen, Ronald Leenes and Ge Zhang (eds.): Praraty authorities,

Identity Management for Life, Revised Selected Papé6th EC project,

IFIP WG 9.2, 9.6/11.7, 11.4, 11.6/PrimeLife Intdfoaal policy

Summer School, Helsingborg, Sweden, August 2-60201 makers

Ulrich Kdnig: "PrimeLife Checkout — A Privacy-Enaty) e- 2010-08-02 to | article in print International| R&D, 301-500 ULD

Shopping User Interface”, in: Simone Fischer-HubRenny | 2010-08-06 proceedings government

Duquenoy, Marit Hansen, Ronald Leenes and Ge Z{ed®): authorities,

Privacy and ldentity Management for Life, RevisedeSted EC project,

Papers of 6th IFIP WG 9.2, 9.6/11.7, 11.4, 11.64Rtiife policy

International Summer School, Helsingborg, Swedamgust 2- makers

6, 2010

Hannes Federrath, Marit Hansen and Michael Waidner: 2010-08-02 to | article in print International| R&D, 301-500 uULD

"Andreas Pfitzmann 1958-2010: Pioneer of Techrittadlacy | 2010-08-06 proceedings government

Protection in the Information Society", in: Simdrischer- authorities,

Hubner, Penny Duquenoy, Marit Hansen, Ronald Leands EC project,

Ge Zhang (eds.): Privacy and ldentity Management ife, policy

Revised Selected Papers of 6th IFIP WG 9.2, 9.8/111..4, makers

11.6/PrimeLife International Summer School, Helbiogy,

Sweden, August 2-6, 2010

Leif-Erik Holtz, Katharina Nocun, Marit Hansen: "Wards 2010-08-02 to | article in print International| R&D, 301-500 TUD

Displaying Privacy Information with Icons", in: Same 2010-08-06 proceedings government

Fischer-Hubner, Penny Duquenoy, Marit Hansen, Rbnal authorities,

Leenes and Ge Zhang (eds.): Privacy and Identityddament EC project,

for Life, Revised Selected Papers of 6th IFIP W& 9.6/11.7, policy

11.4, 11.6/PrimeLife International Summer School, makers

Helsingborg, Sweden, August 2-6, 2010

Ulrich Kdnig: "PrimeLife Checkout — A Privacy-Enétd e- 2010-08-02 to | presentation| oral International R&D, 26-50 ULD

Shopping User Interface”, presentation held atfiih WG 2010-08-06 industry,

9.2,9.6/11.7, 11.4, 11.6/PrimeLife Internationah®ner policy

School, Helsingborg, Sweden makers




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Leif-Erik Holtz, Marit Hansen: "Towards DisplayiRyivacy 2010-08-02 to | presentation| oral International R&D, 26-50 ULD
Information with Icons", presentation held at &R WG 9.2, | 2010-08-06 industry,
9.6/11.7, 11.4, 11.6/PrimeLife International Sumi@ehool, policy
Helsingborg, Sweden makers
Kai Rannenberg: "Towards an Economic Valuation ef®- 2010-08-02 to | keynote oral International R&D,industr51-100 GUF
based Identity Management Enablers" keynote hefdhat-IP | 2010-08-06 y
WG 9.2, 9.6/11.7, 11.4, 11.6/PrimeLife InternaticBammer
School, Helsingborg, Sweden
Christian Weber: "eScience and Shared Workspacesbl&r | 2010-08-02 to | article in online International] R&D >1000 GUF
for next generation research environment" in: pvepedings | 2010-08-06 proceedings
of 6th IFIP WG 9.2, 9.6/11.7, 11.4, 11.6/PrimeLife
International Summer School, Helsingborg, Swedamgust 2-
6, 2010
Marit Hansen: Co-chairing of the IFIP/PrimeLife Suer 2010-08-02 to | conference | oral International| R&D, 51-100 ULD
School + panel discussion "What's the meaningfeiblng 2010-08-06 session industry,
privacy?", Helsingborg, Sweden policy
makers
Marit Hansen (chair), Bibi van den Berg, Sonja Bagydper, Jan 2010-08-03 conference | print International| R&D, 51-100 many
Camenisch, Timothy Edgar, Andreas Pfitzmann, Diane session government
Whitehouse (panelists): "Panel Discussion: Whétes authorities,
meaning of Lifelong Privacy", panel held at 6thRRNG 9.2, EC project,
9.6/11.7, 11.4, 11.6/PrimeLife International SumiBehool, policy
Helsingborg, Sweden makers
Simone Fischer-Hlbner (chair), Panelists: Anna hgkaya, | 2010-08-03 conference | print International| R&D, 51-100 many
Gregory Neven, Andreas Pfitzmann, Bernd Stahl, Alma session government
Whitten (panelists): "Panel discussion — Privacgdech authorities,
Trends ", panel held at 6th IFIP WG 9.2, 9.6/111.4, EC project,
11.6/PrimeLife International Summer School, Helbioigy, policy
Sweden makers
Harald Zwingelberg: "Necessary processing of peakdata — | 2010-08-03 presentation  oral International R&D, 51-100 ULD
The need-to-know principle and processing data fiteemew industry,
German identity card", presentation held at 6tf°IAIG 9.2, policy
9.6/11.7, 11.4, 11.6/PrimeLife International Sumi@ehool, makers
Helsingborg, Sweden




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved

audience

Aleksandra Kuczerawy: "Privacy Settings in Social 2010-08-04 presentation  oral International R&D, 51-100 KU

Networking Sites: Is It Fair?", presentation helét IFIP industry,

WG 9.2, 9.6/11.7, 11.4, 11.6/PrimeLife InternaticBammer policy

School, Helsingborg, Sweden makers

Jaromir Dobias: "Privacy Effects of Web Bugs Amiglif by 2010-08-04 presentation  oral International R&D, 26-50 TUD

Web 2.0", presentation held at 6th IFIP WG 9.2/M.67, 11.4, industry,

11.6/PrimeLife International Summer School, Helbioig, policy

Sweden makers

Christian Weber: "eScience and Shared Workspacebl&r | 2010-08-04 presentation  oral International R&D D1 GUF

for next generation research environment" presemntdield at

6th IFIP WG 9.2, 9.6/11.7, 11.4, 11.6/PrimeLifecimational

Summer School, Helsingborg, Sweden

Michael Marhoefer, Gékhan Bal: "Controlling the wlof PIl | 2010-08-04 presentation  oral International R&D L0 GUF

to Web 2.0 beyond current Identity Service Provisig",

presented by M. Marhoefer at 6th IFIP WG 9.2, 967111 .4,

11.6/PrimeLife International Summer School, Helbioigy,

Sweden

Gregory Neven: "Privacy Policies in PrimeLife", keye held | 2010-08-05 keynote oral International R&D 51-100 MB

at 6th IFIP WG 9.2, 9.6/11.7, 11.4, 11.6/PrimeLife

International Summer School, Helsingborg, Sweden

Anna Lysyanskaya: "Privacy by Crypto", keynote heldth 2010-08-05 keynote oral International R&D 51-100 RB

IFIP WG 9.2, 9.6/11.7, 11.4, 11.6/PrimeLife Interonal

Summer School, Helsingborg, Sweden

Ulrich Kdnig: "Primelife Checkout" — a Privacy erialg user | 2010-08-05 presentation oral International R&D, 51-100 ULD

interface, presentation held at 6th IFIP WG 9.8/19.7, 11.4, industry,

11.6/PrimeLife International Summer School, Helbiog, policy

Sweden makers

Leif-Erik Holtz, Marit Hansen: "Displaying privacy 2010-08-06 presentation  oral International R&D, 51-100 ULD

information with icons", presentation held at G#R WG 9.2, industry,

9.6/11.7, 11.4, 11.6/PrimeLife International Sumi&ehool, policy

Helsingborg, Sweden makers




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Andreas Pfitzmann, Marit Hansen: "A terminology falking | 2010-08-10 brochure online International R&D >1000 | TUD, ULD
about privacy by data minimization: Anonymity, Lhkability,
Undetectability, Unobservability, Pseudonymity, dddntity
Management", Working Paper v0.34, August 10, 2010,
http://dud.inf.tu-
dresden.de/literatur/Anon_Terminology v0.34.pdf.
C.A. Ardagna, Sabrina De Capitani di VimercatiF8resti, 2010-08-20 to | article in print International| R&D 101-300 UNIMI,UNI
Stefano Paraboschi, Pierangela Samarati: "Minirgizin 2010-08-21 proceedings BG
Disclosure of Private Information in Credential-Bds
Interactions: A Graph-Based Approach", in Prochef2nd
IEEE International Conference on Information Priyac
Security, Risk and Trust (PASSAT 2010), Minneapolis
Minnesota, USA, August 20-22, 2010
Bibi van den Berg: "Audience segregation in son&tork 2010-08-22 talk
sites”
Marit Hansen: "Kontrollverluste durch Informatioeshnik”, 2010-08-30 presentation oral National policy 301-500 ULD
presentation at Sommerakademie 2010 "Codex dgitali makers,
Optimierter Personlichkeitsschutz — digital undnegrt”, Kiel, government
Germany, al
https://lwww.datenschutzzentrum.de/sommerakadeniié/20 authorities,
industry,
general
public,
journalists
Stefanie Potzsch: "Einfluss wahrgenommener Privéispund | 2010-09 article in print National R&D TUD
Anonymitat auf Forennutzer”, in U. Schroeder Uliekl.): proceedings
Interaktive Kulturen, LogosVerlag, Berlin, 2010
Sabrina De Capitani di Vimercati, S. Foresti, $odia, 2010-09 journal print International| R&D >1000 UNIMI,UNI
Stefano Paraboschi, Pierangela Samarati: "Fragraendts article BG

Loose Associations: Respecting Privacy in Data iBhislg", in
Proc. of the VLDB Endowment, September, 2010
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Claudio A. Ardagna, S. Jajodia, Pierangela Samakati
Stavrou: "Providing mobile users' anonymity in Hglbr
networks:" in Proc. 15th European Symposium on &esein
Computer Security (ESORICS 2010), Athens, Greece,
September, 2010

2010-09

article in
proceedings

print

International

R&D

101-300

UNIMI

Sharif Tanvir Rahman: "Analyzing Causes of Privacy
Mismatches in Service Oriented Architecture”, Ma3teesis.
RWTH. September 2010

2010-09

thesis

online

National

R&D

6-10

EMIC

Yola Georgiadou, Simone Fischer-Hubner: "Surved&aand
Privacy", in. What Kind of Information Society? Gawance,
Virtuality, Surveillance, Substainability, Resilesn—
Proceedings of the IFIP TC9 International ConfeeeHEC9
2010, Brisbane/Australia, September 2010, publighed
Springer

2010-09

article in
proceedings

print

International

R&D

301-500

kAU

Simone Fischer-Hubner: introduction to the HCC¥@at on
"Surveillance and Privacy", IFIP World Computer Qogss,
September, 20-23, Brisbane/Australia

2010-09

talk

oral

Internationa

R&D

26-50

KAU

Benjamin Kellermann: "Privacy-Enhanced Single Event
Scheduling”, presented at SecVote 2010

2010-09-02

presentation

oral

Internation

al R&D

6-5

TUD

Pierangela Samarati: "Protecting Privacy in DathliBhing,"
in Institute for Infocomm Research, Singapore, Seliier 6,
2010

2010-09-06

talk

oral

Internationa

l

R&D

11-25

UNIMI

Pierangela Samarati: "Protecting Data Privacy itaDa
Outsourcing and Publication", in 6th Internatiof@8T
Conference on Security and Privacy in Communication
Networks (SecureComm 2010), Singapore, SeptemBer 7-
2010

2010-09-07 to
2010-09-09

keynote

oral

Internationa

R&D

101-300

UNIMI

Harald Zwingelberg, Sven Polenz, Martin Rost arfebr,
"Datenschutzrechtliche Leitlinien fur die Erteiluagn
Berechtigungen nach § 21 Abs. 2 PAuswG aus Siahhde
hoc-Arbeitsgruppen PA der Datenschutzbeauftragésn d
Bundes und der Lander" opinion of the ad-hoc waglkjroup
of the German data protection authorities, 2010

2010-09-10

online

National

governmer
authorities

t500-1000

ULD




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
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Stefanie Potzsch: "Einfluss wahrgenommener Privdiispund | 2010-09-12 to | presentation| oral National R&D 301-500 TUD

Anonymitat auf Forennutzer”, Mensch & Computer 2010 | 2010-09-15

Duisburg

Patrick Bichsel, Jan Camenisch, Gregory Neven, SrRart, 2010-09-13 to | article in print International| R&D 301-500 IBM

B. Warinschi: "Get Shorty via Group Signatures with 2010-09-15 proceedings

Encryption”, in Proceedings of Security and Crypagudny for

Networks, pp. 318-398, Springer LNCS, Vol. 62801@0

Sabrina De Capitani di Vimercati, Sara Forestih8ukajodia, | 2010-09-16 presentation  oral International R&D 5-5 UNIBG

Stefano Paraboschi, Pierangela Samarati: Fragraadtkoose

Associations: "Respecting Privacy in Data Publighin

PVLDB 3(1): pp. 1370-1381 (2010)

Kai Rannenberg: "Privacy ... Going, Going, Gone® &hction | 2010-09-21 presentation  oral International R&D 801 GUF

is in full swing" at 9th IFIP HUMAN CHOICE AND

COMPUTERS

Bibi van den Berg: "Clique, or making ambiguousiandes 2010-09-21 keynote oral Europe R&D TILT

transparent", invited talk held at CTIT WorkshopRrnivacy in

Online Social Networks, Twente, The Netherlands.

Ronald Leenes: "Clique in 10 minutes" 2010-09-22| espntation| oral International R&D 101-300 TILT

Ronald Leenes, panel member during opening ses$imart | 2010-09-22 panel

Event 2010, Sophia Antipolis discussion

Sabrina De Capitani di Vimercati: "Data Protection 2010-09-23 keynote oral International R&D 26-50 Nl

Outsourcing Scenarios”, in 3rd International Workslon

Autonomous and Spontaneous Security (SETOP 2010),

Athens, Greece, September 23, 2010

M. Bezzi, S. De Capitani di Vimercati, G. Livraggierangela | 2010-09-23 to | article in print International| R&D 51-100 SAP,UNIM

Samarati: "Protecting Privacy of Sensitive ValustBbutions | 2010-09-24 proceedings

in Data Release", in Proc. of the 6th Workshop ecusity and

Trust Management (STM 2010), Athens, Greece, Sdmem

23-24, 2010

Pierangela Samarati: "Data Privacy in Outsourciogn@rios,” | 2010-09-23 to | keynote oral International R&D 51-100 UNIMI

in 7th European Workshop on Public Key Services,
Applications, and Infrastructures (EUROPKI 2010)héns,
Greece, September 23-24, 2010

2010-09-24
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Benjamin Kellermann, Stefan Képsell: "PrimeLife @ICT

2010-09-27 to
2010-09-29

presentation

oral

International

many

M. Barni, T. Bianchi, D. Catalano, M. Di Raimond®,
Dionida Labati, P. Failla, D. Fiore, R. Lazzeretti,Piuri, F.
Scaotti: "A Privacy-Compliant Fingerprint Recogniti®ystem
Based on Homomorphic Encryption and Fingercode
Templates", in Proc. of the 4th IEEE InternatioBahference
on Biometrics: Theory, Applications and Systems AST
2010), Arlington, VA, USA, September 27-29, 2010.

2010-09-27 to
2010-09-29

article in
proceedings

print

International

R&D

101-300

UNIMI

Marit Hansen: chair of the networking session "litgn
management throughout life — solutions, trend% sitects”,
ICT 2010, Brussels, Belgium,
http://ec.europa.eu/information_society/eventstt2010/item-
display.cfm?id=3435.

2010-09-27 to
2010-09-29

conference
session

oral

Europe

industry,
R&D, policy
makers, EC
project

51-100

ULD

Rainer Bohme, Stefanie P6tzsch: "Social Lendingdsus
Perspektive des Datenschutzes", in F. Freiling)(Ed.
SICHERHEIT 2010 — Sicherheit, Schutz und Zuvertjssit,
LNI 170, pp. 317-328, Bonner Kdllen Verlag, 2010

2010-10

article in
proceedings

print

National

R&D

TUD

Stefanie Potzsch, Peter Wolkerstorfer, Cornelid:GRaivacy-
Awareness Information for Web Forums: Results feom
Empirical Study", in Proceedings of the 6th Nor@enference
on Human-Computer Interaction: Extending Boundaries
(NordiCHI '10), pp. 363-372, ACM, New York, 2010

2010-10

article in
proceedings

print

International

R&D

TUD,
CURE

Claudio A. Ardagna, Sabrina De Capitani di Vimercat
Foresti, Stefano Paraboschi, Pierangela Samagatpgorting
Privacy Preferences in Credential-Based Interastian Proc.
of the Workshop on Privacy in the Electronic SociWPES
2010), Chicago, lllinois, USA, October 4, 2010

2010-10

article in
proceedings

print

International

R&D

51-100

UNIMI,UNI
BG

Marit Hansen: "Towards future-proof privacy-resegt
identity management systems", in: Norbert Pohimatetmut
Reimer, Wolfgang Schneider (eds.): ISSE 2010 — S&gu
Electronic Business Processes, Highlights of tlieritnation
Security Solutions Europe 2010 Conference, Vieweg +
Teubner Verlag, Wiesbaden 2010, pp. 182-190

2010-10

article in
proceedings

print

Europe

industry,
R&D, policy
makers

>1000

ULD




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Marit Hansen: "Geolokalisierung und Geotracking — 2010-10 journal print National policy 500-1000 | ULD
Herausforderungen fur Location Privacy”, in: DANA article makers,
Datenschutz Nachrichten 3/2010, pp. 100-105 general
public
Simone Fischer-Hubner: The Social Computer Workgtmp | 2010-10-01 talk oral International R&D 26-50 KAU
prepare FET Flagship proposal) , October 1, Brassel
Marit Hansen: "Privacy and informational self-deteration — | 2010-10-04 presentation  oral International  policy 11-25 ULD
The perspective of a German Data Protection Autyiori makers,
presentation at WISSP10, Abu Dhabi, R&D
http://crissp.poly.edu/wissp10/
Claudio A. Ardagna, Sabrina De Capitani di Vimer,c&t 2010-10-04 to | article in print International| R&D 26-50 UNIMI,UNI
Foresti, Stefano Paraboschi, Pierangela Samagatpgorting | 2010-10-05 proceedings BG
User Privacy Preferences on Information Releag2pen
Scenarios", in Proc. of the W3C Workshop on Privaag
Data Usage Control, Cambridge, Massachusetts, @8fgber
4-5, 2010
Jan Camenisch: "University of Luxembourg, SnT 2010-10-05 talk National R&D IBM
Distinguished Lecture: Minimal Data Disclosure &fdity
Mixer", invited lecture
Marit Hansen: "Towards future-proof privacy-resegt 2010-10-05 presentation oral Europe industry, | 51-100 ULD
identity management systems", presentation at 8B, R&D, policy
Berlin, Germany makers
Rainer Bohme, Stefanie P6tzsch: "Social Lendingdsus 2010-10-05 to | presentation| oral National R&D 101-300 TUD
Perspektive des Datenschutzes", SICHERHEIT 2010 — 2010-10-07
Sicherheit, Schutz und Zuverlassigkeit, Berlin
Marit Hansen: chair of panel discussion "Privacpéas of 2010-10-06 conference | oral Europe industry, 101-300 ULD
Social Networks", ISSE 2010, Berlin, Germany session R&D, policy
makers
Slim Trabelsi, Akram Njeh, Laurent Bussard, Gregdgwen: | 2010-10-08 article in online International] R&D >1000 SAP. EMIC
"The PPL Engine: A Symmetric Architecture for Pdya proceedings IBM
Policy Handling", W3C Workshop on Privacy and dasage
control
Privacy-enhanced access control in PrimeLife. Riddentity | 2010-10-08 talk oral International R&D 26-50 IBM
Management Workshop, October 8, 2010, Chicago, USA.




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Pierangela Samarati: "Protecting Data Privacy ireEgimg 2010-10-11to | keynote oral International R&D 101-300 UNIMI

Scenarios," in SBSeg 2010, Fortaleza, Brasil, Gatdi-15, 2010-10-15

2010

Pierangela Samarati: "Privacy in Data PublicatioamSBSeg | 2010-10-11 to | talk oral Internationall R&D 101-300 UNIMI

2010, Fortaleza, Brasil, October 11-15, 2010 2010-10-15

Simone Fischer-Hlbner: Invited talk at Susec canfee, 2010-10-13 keynote oral National R&D 51-100 KAU

Karlstad University, October 13

Benjamin Kellermann: "End-to-end-verifiable Votiag 2010-10-16 talk National general 101-300 TUD

Beispiel von ThreeBallot und Scantegrity 11", pretssl at public

Datenspuren 2010, invited talk

Stefanie Potzsch, Peter Wolkerstorfer, Cornelid:GRxivacy- | 2010-10-16 to | presentation| oral International R&D 301-500 TUD,

Awareness Information for Web Forums: Results faom 2010-10-20 CURE

Empirical Study", 6th Nordic Conference on HumamQaiter

Interaction: Extending Boundaries (NordiCHI '10gyRjavik

Simone Fischer-Hubner: Invited talk at Sundsvall2P 2010-10-21 keynote oral National R&D 26-50 KAU

October, Sundsvall

Simone Fischer-Hlbner: Invited talk at Internetdaga26 2010-10-26 keynote oral National R&D 101-300 KAU

October, Stockholm

Hans Hedbom: Invited talk at Internetdagarna, 2&er, 2010-10-26 keynote oral National R&D, 101-300 KAU

Stockholm industry

Marit Hansen: Panel participation "Fostering Inrtavain 2010-10-26 conference | oral International| policy 301-500 ULD

Privacy Protection”, OECD Conference "The Evolvidgle of session makers

the Individual in Privacy Protection: 30 Years attee OECD

Privacy Guidelines", Jerusalem, Israel

Marit Hansen: Chair of the panel discussion "ldgrgystems: | 2010-10-27 conference | oral International| policy 101-300 ULD

Informational self determination”, 32nd Internatibn session makers

Conference of Data Protection and Privacy Commigs®

"Privacy: Generations", Jerusalem, Israel

Hans Hedbom: Interview in: Computer Sweden, "Lageisse | 2010-10-28 interview oral National R&D, >1000 KAU

for integritet” industry

Claudio A. Ardagna, Sabrina De Capitani di Vimercat 2010-11 journal print International| R&D >1000 UNIMI

Foresti, T. Grandison, S. Jajodia, Pierangela SatinaAccess article

Control for Smarter Healthcare Using Policy Spaces"

Computers & Security, November, 2010




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Simone Fischer-Hiubner,Luigi Lo lacano, Sebastiaflé6 2010-11 journal print National R&D 301-500 kAU

"Usable Security and Privacy", Datenschutz und article

Datensicherheit 11/2010

Hans Hedbom: Presentation at IDMan 2010 in Oslo 0z20n talk, panel | oral International| R&D 51-60 KAU
discussion

Simone Fischer-Hibner: Hans Hedbom, Tobias Pulsjigar | 2010-11-11 talk oral Europe R&D 1-5 KAU

at Google/Munich, 11 November 2010, Munich/Germany

Kai Rannenberg: "Privacy in personal applications", 2010-11-12 to | article in online Internationall R&D, 51-100 GUF

SENSYBLE/ITG/GI Workshop 2010 on Self-Integrating 2010-11-13 proceedings industry,

Systems for Better Living Environments", Wiesbaden, general

Germany public

Patrik Bichsel, Jan Camenisch: "Mixing IdentitieshwEase"”, | 2010-11-18 to | article in print International| R&D 101-300 IBM

in proceedings of Policies and Research in Identity 2010-11-19 proceedings

Management Policies and Resesarch in Identity Memagt,

p. 1-17, IFIP Advances in Information and Commutitora

Technoloty, Vol. 343, 2010

Patrick Bichsel: "Mixing Identities with Ease", pented at 2010-11-19 talk oral International R&D 26-50 IBM

IFIP IDMAN 2010

Patrick Bichsel, L. Fritsch, A. Jgsang, M. Volkani#&tanel 2010-11-19 conference | oral International| R&D 26-50 IBM

Discussion: Challenges in Identity Management TF&# session

IDMAN 2010

Stefan Kopsell, Petr Svenda: "Law Enforcement aathD 2010-11-26 to | talk oral International R&D 26-50 TUD

Retention in the light of an Anonymisation Serviges 2010-11-28

Cyberspace 2011, Brno

Harald Zwingelberg: "Assessment of Privacy Issues i 2010-11-30 talk oral Europe EC project 26-50 ULD

Monitoring Environments", talk held at meeting b&tPHM

Ethics project, Goéttingen, Germany, November 30,020

Slim Trabelsi, Akram Njeh, Laurent Bussard, Gregdgven: | 2010-12 talk online International R&D 11-25 SARBM,

"PPL Engine: A Symmetric Architecture for Privacgliey EMIC

Handling", Position paper at W3C Workshop on Pryand
data usage control, October 2010
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audience
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Laurent Bussard, Gregory Neven, Jan Schallab6catd'D
Handling: Dependencies between Authorizations and
Obligations", Position paper at W3C Workshop owvary and
data usage control, October 2010

2010-12

talk

online

Internationad

| R&D

11-25

EMIC/
IBM, ULD

Michele Bezzi: "An Information Theoretic Approaabr f
Privacy Metrics", Transactions on Data Privacy, 2310

2010-12

journal
article

print

International

R&D

>1000

SAP

Simone Fischer-Hubner, John Séren Pettersson: 1eJsab
privacy-enhancing ldentity Management", Informaténd
Communication Technologies, Society and Human Being
Theory and Framework (Festschrift in honor of Ganil
Bradley), Editors: Darek Haftor, Anita MirjamdotfeGI
GLobal, 2010

2010-12

book chapte

print

Internation

al R&D

30150

KAU

Claudio A. Ardagna, Sabrina. De Capitani di Vimei;ca.
Foresti, Gregory Neven, Stefano Paraboschi, Fraefz$
Preiss, Pierangela Samarati, Mario Verdicchio: éF@rained
Disclosure of Access Policies", in Proc. of thehl2t
International Conference on Information and Comroatidns
Security (ICICS 2010), Barcelona, Spain, Decemiget 7,
2010

2010-12-15to

2010-12-17

article in
proceedings

print

International

R&D

101-300

IBM,
UNIBG,
UNIMI

Harald Zwingelberg, representation of PrimeLifejpob and
ABC4Trust project at SSEDIC kick-off meeting, prépg
future dissemination on elD-related topics

2010-12-16

participation

oral

Europe

EC projec

ULD

Harald Zwingelberg: "ldentitdtsmanagement, lebenga
Datenschutz", lecture on identity management datbhig
privacy, held at the University of Applied Scier¢el,
Germany

2010-12-21

presentation

oral

National

students

ULD

Slim Trabelsi: "The PPL Engine", Talk at TAS3 Geler
Meeting

2010-15-10

talk

oral

Europe

R&D

26-50

SAP

Stuart Short, Ulrich Pinsdorf, Marc-Michael Bergfele-CV
demo"”, ICT Event 2010 in Brussels

2010-27-09

presentation

oral

Internation

al R&D

>100

SAP, EMIC,
G&D




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Press and Radio coverage triggered by the artfclermld 2011 interview, print International| Europe >1000 TILT

Roosendaal: "Facebook Tracks and Traces Everydke: L press- radia-

This!" The news had been taken up inter alia by: and TV

Nu.nl, Volkskrant, AD, BN/DeStem, Automatiseringdsj coverage

Spitsnieuws, De Pers, NuZakelijk (plus video ANDPg,

Telegraaf, AdManager, Trouw, Brabants Dagblad, De

Limburger, De Gelderlander, Het Parool, Holland Doc

Omroep Brabant, De Morgen (B), German Nu.nl, Asia,S

Rima news Indonesi, Zeit Online, Stuttgarter ZejtupA

Times, KRO Reporter (national television), Thom&wuters

Stefan Schiffner, Sebastian Claul3, Sandra Steihbrec 2011 article in print International| R&D TUD, KU

"Privacy, Liveliness and Fairness fir Reputatid®rna et al. proceedings

(eds.): SOFSEM 2011, LNCS 6543, Springer-VerladiBer

Heidelberg, pp. 506-519, 2011

Jaromir Dobias: "Privacy Effects of Web Bugs Amiglif by 2011 article in print International| R&D TUD

Web 2.0". In S. Fischer-Hiibner et al. (eds.): Riyvand proceedings

Identity 2010, IFIP AICT 352, pp. 244-257, Spring2011

Claudio A. Ardagna, Sabrina De Capitani di Vimer,c&t 2011 journal print International| R&D UNIMI

Foresti, S. Paraboschi, Pierangela Samarati: "Maiirg article

Disclosure of Client Information in Credential-Bdse

Interactions”, in International Journal of Inforricat Privacy,

Security and Integrity (IJIPSI), 2011

Sabrina De Capitani di Vimercati, S. Foresti, $odia, 2011 journal print International| R&D >1000 UNIMI,UNI

Stefano Paraboschi, Pierangela Samarati: "Authioiza article BG

Enforcement in Distributed Query Evaluation”, iruduwal of

Computer Security, 2011

V. Ciriani, Sabrina De Capitani di Vimercati, S.résti, S. 2011 journal print International| R&D >1000 UNIMI,UNI

Jajodia, Stefano Paraboschi, Pierangela Samasatiettive article BG

Data Outsourcing for Enforcing Privacy”, in Journél

Computer Security, 2011

Sabrina De Capitani di Vimercati, S. Foresti, Girapa, 2011 journal print International| R&D >1000 UNIMI

Pierangela Samarati: "Anonymization of Statistidata”, in IT article

— Information Technology, January, 2011
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Claudio A. Ardagna, Sabrina De Capitani di Vimekdat
Pedrini, Pierangela Samarati: "Privacy-Aware Acdesatrol
System: Evaluation and Decision", in Digital PriyaPRIME
— Privacy and Identity Management for Europe, Jan
Camenisch, Ronald Leenes, and Dieter Sommer (eds.),
Springer, 2011

2011

print

International

R&D

UNIMI

Claudio A. Ardagna, Sabrina De Capitani di Vimercat
Pierangela Samarati: "Privacy Models and Languaesess
Control and Data Handling Policies", in Digital Vacy:
PRIME — Privacy and Identity Management for Eura}a)
Camenisch, Ronald Leenes, and Dieter Sommer (eds.),
Springer, 2011

2011

print

Internationa

R&D

UNIMI

Sabrina De Capitani di Vimercati, S. Foresti, Stefa
Paraboschi, G. Pelosi, Pierangela Samarati: "Sedect
Exchange of Confidential Data in the Outsourcingrieio”, in
Privacy and ldentity Management for Life, Jan Caisen
Simone Fischer-Hlbner, Kai Rannenberg (eds.), §erjr2011

2011

print

Internationa

R&D

UNIMI,UNI
BG

Michele Bezzi, Sabrina De Capitani di VimercatiF8resti, G.
Livraga, Stefano Paraboschi, Pierangela Samafzaita’
Privacy", in Privacy and Identity Management fofel.iJan
Camenisch, Simone Fischer-Hibner, Kai Rannenbeigy)(e
Springer, 2011

2011

print

International

R&D

UNIMI,
SAP

Claudio A. Ardagna, Sabrina De Capitani Di Vimercat
Gregory Neven, Stefano Paraboschi, E. Pedrini,Z~8&tafan
Preiss, Pierangela Samarati, Mario Verdicchio: "#@ubes in
Access Control Policies”, in Privacy and Identitahhgement
for Life, Jan Camenisch, Simone Fischer-Hubner, Kai
Rannenberg (eds.), Springer, 2011

2011

print

Internationa

R&D

IBM,
UNIBG,
UNIMI

Claudio A. Ardagna, Sabrina De Capitani di Vimekcat
Pierangela Samarati: "Personal Privacy in Mobilédeks",
in Mobile Technologies for Conflict Management: ®@al
Dispute Resolution, Governance, Participation, bblBt (ed.),
Law, Governance and Technology Series 2, Springer
Science+Business Media B.V., 2011

2011

print

International

R&D

UNIMI
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Sabrina De Capitani di Vimercati, S. Foresti, Giraga:

"Privacy in Data Publishing", in Data Privacy Maeatent and

Autonomous Spontaneous Security, J. Garcia-Alfaro,
Navarro-Arribas, A. Cavalli, and J. Leneutre (edSpringer,
2011

2011

article in
proceedings

print

International

R&D

UNIMI

C. Bournez, C.A. Ardagna: "Policy Requirements State of
the Art", in Privacy and Identity Management fofd,iJan
Camenisch, Simone Fischer-Hubner, Kai Rannenbeigy)(e
Springer, 2011

2011

print

Internationa

R&D

UNIMI,
W3C

Sabrina De Capitani di Vimercati, S. Foresti, Rigela
Samarati: "Protecting Information Privacy in the&lonic
Society", in e-Business and Telecommunicationghational
Conference (ICETE 2009), Revised Selected Papefdipk,
and M.S. Obaidat (eds.), Springer-Verlag, 2010

2011

print

Internationa

R&D

UNIMI

Pierangela Samarati: "Privacy in Emerging Scenaridbe
Information Society," in MSc programme on Technaexuic
Management and Security of Digital Systems, Unitef
Piraeus, Greece, April 23, 2011

2011

talk

oral

Internationa

R&D

26-50

UNIMI

6th International Conference on Security and Cryrphy
(SECRYPT 2011), Seville, Spain, July 18-21, 2011

2011

oral

International

R&D

51-100

UNIMI

5th International Conference on Network and Sys&aturity
(NSS 2011), Milan, Italy, September 6-8, 2011

2011

oral

Internationa

R&D

51-100

UNIMI

Marc-Michael Bergfeld: Publication about "Privaay Blobile
Devices and in the Internet of the Future" on wwadgcom
(G&D’s corporate website) including references iioneLife

2011

journal
article

online

International

general
public

GD

Y. De Mulder, K. Wouters, B. Preneel: "A Privacyeperving
ID-based Group Key Agreement Scheme applied in VRAN
In SOFSEM 2011: 37th Conference on Current Trends i
Theory and Practice of Informatics,Lecture Note€amputer
Science 6543, J. Hromkayiand R. Kralow (eds.), Springer-
Verlag, pp. 214-222, 2011

2011

article in
proceedings

print

International

R&D

KU




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
F. Beato, M. Kohlweiss, K. Wouters: "Scramble! ysocial 2011 article in print International| R&D KU
network data", In Privacy Enhancing Technologies proceedings
International Symposium, PETS 2011, Lecture Nates i
Computer Science, Simone Fischer-Hubner, and Nogper
(eds.), Springer-Verlag, 15 pages, 2011
G. Danezis, M. Kohlweiss, A. Rial: "DifferentialBrivate 2011 article in print International| R&D KU
Billing with Rebates", In Information Hiding, Inteational proceedings
Workshop, IH 2011, Lecture Notes in Computer Saenc
Springer-Verlag, 21 pages, 2011
Peter Wolkerstorfer: "Privacy Dashboard — Gratibt$z vor | 2011 interview online National general >1000 CURE
versteckten Cookies" http://oel.orf.at/programmzsii public
Harald Zwingelberg: "Necessary processing of peakdata — | 2011 article in print International| R&D, >1000 ULD
The need-to-know principle and processing data fittemew proceedings industry,
German identity card", to appear in: Proc. of IPitheLife policy
SummerSchool 2010, Springer, 2011 makers, EC
project
Ulrich Kdnig: "Primelife Checkout" — a Privacy erialg user | 2011 article in print International| R&D, >1000 ULD
interface, to appear in: Proc. of IFIP/PrimeLifen8nerSchool proceedings industry,
2010, Springer, 2011 policy
makers, EC
project
Leif-Erik Holtz, Katharina Nocun, Marit Hansen: "Wards 2011 article in print International| R&D, >1000 ULD
displaying privacy information with icons", to aggyen: Proc. proceedings industry,
of IFIP/PrimeLife SummerSchool 2010, Springer, 2011 policy
makers, EC
project
Rainer Bohme, Stefanie Potzsch, "Collective ExpesBeer 2011 article in print International| R&D TUD, WWU
Effects in Voluntary Disclosure of Personal Daf@hancial proceedings Minster
Cryptography, St. Lucia, February 28 - March 4,201
Benjamin Kellermann, Stefanie P6tzsch, Sandra Bteamer: | 2011 article in print International| R&D TUD, SAP
"Privacy-respecting Reputation for Wiki Users", PFTrust proceedings Research
Management, Copenhagen, Denmark, June 29-Julyll, 20 Dresden




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Katrin Borcea-Pfitzmann, Andreas Pfitzmann, Manigsgag: | 2011-01 journal print International| R&D TUD
"Privacy 3.0 := Data Minimization + User Control + article
Contextual Integrity”, it — Information Technolo§®/1 (2011),
Oldenbourg Wissenschaftsverlag, pp. 34-40
Stefanie Potzsch, Katrin Borcea-Pfitzmann, Marihstn, 2011-01 journal print International| R&D, >1000 TUD, ULD
Katja Liesebach, Andreas Pfitzmann, Sandra Stethiere article industry,
"Requirements for Identity Management from the pective policy
of Multilateral Interactions", Chapter 22 in: Jaarfienisch, makers
Ronald Leenes, Dieter Sommer (eds.): Privacy aedtity
Management for Europe (PRIME), Lecture Notes in @oter
Science, Vol. 6545, Springer, Heidelberg, Berlii 20pp.
597-635
C.A. Ardagna, M. Cremonini, S. De Capitani di Viroati, and | 2011-01/02 journal print International| R&D >1000 UNIMI
P. Samarati, "An Obfuscation-based Approach fotdetong article
Location Privacy", in IEEE Transactions on Depenéeand
Secure Computing, January-February, 2011
Peter Wolkerstorfer: "Ein Kondom fiir den Firefokiterview | 2011-01-02 interview online National general >1000 CURE
published at http://fm4.orf.at/stories/1674864/ public, radio
coverage
Ulrich Kdnig, Jan Schallabdck: "Privacy PreferenfesE- 2011-01-05 online International standardisatt1000 ULD
Mail Messages" in IETF Internet-Draft draft-koermigvicons- on body
01
Simone Fischer-Hubner: "Transparency enhancingétCl | 2011-01-25 panel oral International| policy 51-60 KAU
for policy display & informed consent”, contributiat the discussion makers,
ENISA panel at CPDP 2011, Brussels industry,
government
al
authorities,
general
public, EC
project




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Peter Rothenpieler, Harald Zwingelberg, Darren car)| 2011-01-25 to | poster print National policy >1000 ULD
Andreas Schrader, Stefan Fischer: "Sicherheit um@mschutz| 2011-01-26 presentation makers,
im AAL Service System SmartAssist", poster presitaat 4. industry,
Deutscher AAL-Kongress 2011, Berlin, January 252081 government
al
authorities,
general
public
Marit Hansen: participation in the Conference Cotamj 2011-01-25to | conference | oral International| policy ULD
Privacy & Data Protection CPDP 2011 with chairidigh® 2011-01-27 session makers,
panel discussion "What is on the law firms agendBfissels, industry,
Belgium, http://www.cpdpconferences.org/ government
al
authorities,
general
public, EC
project
Marit Hansen: contributions to the Dagstuhl Martiée€®nline | 2011-02 to position print International| policy >1000 ULD
Privacy" of the Dagstuhl Perspectives Workshop 11D6 2011-05 paper makers,
Dagstuhl, Germany academia,
industry,
government
al authorities
Marit Hansen: participation in the Dagstuhl Perspes 2011-02-06 to | conference | oral International| R&D 26-50 ULD
Workshop 11061/1"Online Privacy", Dagstuhl, Germany 2011-02-11 session
Harald Zwingelberg: "Schutzziele, Identitatsmanagetn 2011-02-17 presentation oral National students ULD
lebenslanger Datenschutz", lecture on Privacy BiomeGoals,
IdM and lifelong privacy, held at Wirtschaftsakaderiel,
Germany
Booth presenting data protection and privacy fquilsiat 1. 2011-02-19 presentation oral National general | 301-500 ULD
Mini-Medien-Kompetenz Messe, February 19, 2011),Kie public

audience: pupils, parents, teachers




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Consultation of a Japanese project on behalf airdap 2011-02-21 e-mail print International| government unkown IBM, ULD
Government, (Ministry of Economy, Trade and Indy)stm communicat authorities,
questions related to the EC data protection directnd ion research
Privacy Enhancing Technologies such as Idemix project
Simone Fischer-Hubner, Lothar Fritsch, Erik Wasilusulio 2011-03 article in print International KAU
Angulo: "Use and Deployment of Privacy-enhancingniity proceedings
Management: Challenges to be met", under submission
Simone Fischer-Hubner: Radio Interview at SR.selitiRers | 2011-03-11 interview oral National general >1000 KAU
identitat karpat pa natet" public
Bibi van den Berg, Ulrich Kénig: "Image is everyibi 2011-03-04 talk oral International R&D, 51-100 TILT, ULD
Audience segregation in social network sites", gméstion at industry,
the Heise booth, CeBIT 2011, Hanover, Germany general
public
Rigo Wenning, Ulrich Kénig: "Tracking the trackeRximelife | 2011-03-05 conference | oral International| R&D, 51-100 W3C, ULD
Dashboard and dashbot", presentation at the Heisth b session industry,
CeBIT 2011, Hanover, Germany general
public
Ulrich Kdnig: "Privacy Icons in E-Mails", sessioloson the 2011-03-06 conference | oral National general 26-50 ULD
privacy barcamp, Hanover 06.March 2011 session public
Michele Bezzi: "PrimeLife Overview & Examples of Bable | 2011-03-29 talk oral International R&D, 51-100 SAP, IBM
Results", Effectsplus 1st Trust and Security Chis¢e industry
Meeting, Brussels, Belgium
Marit Hansen: Jury participation "ldeenwettbewerryessen | 2011-04 to jury print+oral National R&D, policy ULD, KAU
im Internet", organised by the German Federal Mipisf the | 2011-10 participation makers,
Interior and acatech — National Academy of Sciearud general
Engineering (Deutsche Akademie der Technikwisseafseth), public
Berlin, Germany
Stuart Short, Samuel Paul Kaluvuri: "A Data-Cenf&pproach | 2011-04-1 article in print International| R&D >1000 SAP
for Privacy-Aware Business Process Enablement'erfprise proceedings
Interoperability, Lecture Notes in Business Infotima
Processing, Volume 76, Part 2, Part 5, 2011, pp-238
Michele Bezzi, Slim Trabelsi: "Data Usage Controthie 2011-04-10 article in print International| R&D >1000 SAP
Future Internet Cloud", Lecture Notes in ComputeieBce, proceedings
Volume 6656, 2011, pp. 223-231




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Benjamin Kellermann: "Dudle: Mehrseitig sichere \\&20- 2011-04-14 talk oral National R&D 11-25 TUD
Terminabstimmung"
Marit Hansen: "Privacy and Data Protection in Webb2The | 2011-04-28 presentation  oral Europe students 26-50| ULD
Perspective of a Data Protection Authority", Daadst
Germany
Simone Fischer-Hlbner, Penny Duquenoy, Marit Hansen | 2011-05 Proceedings  print International R&D, 301-500 KAU
Ronald Leenes, Ge Zhang, "Privacy and Identity Manaent government
for Life", Proceedings of the 6th IFIP/PrimeLifeénnational authorities,
Summer School, Helsingborg, August 1-6, 2010, eslis EC project,
selected papers, published by Springer in May 2011 policy
makers
Tobias Pulls, Hans Hedbom, Karel Wouters: "Logging 2011-05 article in print International KAU
Privacy. It's complicated", submitted to HotPETs proceedings
Thomas Probst, Marit Hansen: "De-Mail und Datenschu 2011-05 article in print National government ULD
Gesetzliche Anforderungen, Zertifizierung und proceedings authorities,
Verbesserungspotential”, in: Sicher in die digitalelt von industry
morgen: Tagungsband zum 12. Deutschen IT-
Sicherheitskongress, SecuMedia, 2011
Marit Hansen: "Datenschutz und Technik Il — 2011-05-11 presentation oral National students @6-5 | ULD
Datenschutzférdernde Technik", lecture at UnivgrsftKiel,
Germany
Thomas Probst: "De-Mail und Datenschutz — Geséizlic 2011-05-12 presentation  oral National government ULD
Anforderungen, Zertifizierung und Verbesserungspiigé', authorities,
presentation at BSI-Kongress 2011 industry
Marit Hansen, Uli Kénig, Harald Zwingelberg, Kataltorf, 2011-05-18 presentation  oral National R&D 6-10 ULD
Martin Rost: Workshop on Cyber-Physical Systemg| Ki
Germany
Kai Rannenberg, panel expert on the FIA (Futurerhret 2011-05-18 to | panel oral International| R&D, SAP
Assembly), May 18-19, 2011 2011-05-19 discussion industry,
general
public
European Round Table, Brussels, Belgium 2011-05-25 presentation| oral Europe policy 51-100 ULD
makers




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Marit Hansen: panelist at roundtable discussiontdDa 2011-05-25 presentation  oral Europe policy 26-50 ULD
protection and security: How will new technologi#snge the makers,
policy debate?", Brussels, Belgium industry
Jan Schallabdck: “Dezentrale Soziale Netzwerke®&rinew 2011-05-27 interview oral International R&D, ULD
for chaos radio, http://chaosradio.ccc.de/cr168.htm industry,
general
public
Laurent Bussard, Ulrich Pinsdorf: "Abstract Privdglicy 2011-06 article in print International| R&D EMIC
Framework: Addressing Privacy Problems in SOA", in proceedings
proceedings of iNetSec 2011, June 2011
Harald Zwingelberg: "Necessary processing of peakdata — | 2011-06 article in print International| R&D, >1000 ULD
The need-to-know principle and processing data fiteemew proceedings government
German identity card”, in: Simone Fischer-Hibnemmy authorities,
Duquenoy, Marit Hansen, Ronald Leenes and Ge Z(ed®): EC project,
Privacy and Identity Management for Life, RevisedeSted policy
Papers of 6th IFIP WG 9.2, 9.6/11.7, 11.4, 11.64RtLiife makers
International Summer School, Helsingborg, Swedamgust 2-
6, 2010
Jan Camenisch, Simone Fischer-Hubner, Kai Ranngnber | 2011-06 chapter print International R&D 301-500 KAU
"Privacy and Identity Management for Life", Springéune
2011
Ronald Leenes: "Who needs Facebook anyway? — gri&ac | 2011-06-03 keynote print International R&D, 51-100 TILT
sociality in Social Network Sites", keynote at Feded Social industry,
Web Conference, to be held June 3-5, 2011 in BeBlermany government
authorities,
standardisati
on body
PrimeLife Project, W3C: "Federated Social Web Coariee”, | 2011-06-03 to | workshop workshop International R&D, 51-100 ULD, W3C
to be held June 3-5, 2011 in Berlin, Germany 2011-06-05 industry,
government
authorities,
standardisati
on body




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
P. Samarati, in IEEE International Symposium oridieg for | 2011-06-06 to | keynote oral International R&D 101-300 UNIMI
Distribuited Systems and Networks (POLICY 2011%eRi 2011-06-08
Italy, June 6-8, 2011
Slim Trablesi, Jakub Sendor, Stefanie Reinicke,:PPL 2011-06-07 article in online International] R&D >1000 SAP
"PrimeLife Privacy Policy Engine", Policy 2011 (e proceedings
published)
Slim Trablesi: "PrimeLife Privacy Policy Engine"plies for | 2011-06-07 talk oral International R&D 51-100 SAP
Future Internet Workshop, Pisa
Jan Camenisch, Dieter Sommer: "PrimeLife Summit — 2011-06-07 presentation International R&D, IBM
Opening", presentation at PrimeLife Summit Eveub-s industry,
conference of the IFIP SEC2011, Lucerne, Switzerlan government
authorities,
EU
commission
Jan Camenisch: "Cryptography for Privacy", predesmaat 2011-06-07 presentation International R&D, IBM
PrimeLife Summit Event, sub-conference of the IFIP industry,
SEC2011, Lucerne, Switzerland government
authorities,
EU
commission
Gregory Neven: "Privacy by Policies", presentatibn 2011-06-07 presentation International R&D, IBM
PrimeLife Summit Event, sub-conference of the IFIP industry,
SEC2011, Lucerne, Switzerland government
authorities,
EU
commission
Jan Camenisch, Kai Rannenberg, Rigo Wenning: "How 2011-06-07 presentation International R&D, IBM, GUF,
PrimeLife creates Real-world Impact through Opeore and industry, W3C
Standardization", presentation at PrimeLife Sunifnignt, government
sub-conference of the IFIP SEC2011, Lucerne, Sviitnd authorities,
EU
commission




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Simone Fischer-Hubner, Erik Wastlund, Peter Wolkefsar: 2011-06-07 presentation International R&D, KAU
"Usability Challenges of Privacy Technologies", g@etation industry,
at PrimeLife Summit Event, sub-conference of th&IF government
SEC2011, Lucerne, Switzerland authorities,
EU
commission
Ulrich Pinsdorf, Marc-Michael Bergfeld, Sascha Koisat: 2011-06-07 presentation International R&D, MS
"Mobile and Service Infrastructures for Privacy ddentity industry,
Management", presentation at PrimeLife Summit Eveunb- government
conference of the IFIP SEC2011, Lucerne, Switzerlan authorities,
EU
commission
Ronald Leenes: "The Social Web: Privacy and Infdiona 2011-06-07 presentation International R&D, TILT
Quality", presentation at PrimeLife Summit Evenths industry,
conference of the IFIP SEC2011, Lucerne, Switzerlan government
authorities,
EU
commission
Katrin Borcea-Pfitzmann, Stefan Képsell: "Explogithe 2011-06-07 presentation International R&D, TUD
Cloud: Lifelong Privacy-preserving Data Storage’egentation industry,
at PrimeLife Summit Event, sub-conference of th&IF government
SEC2011, Lucerne, Switzerland authorities,
EU
commission
Pierangela Samarati: "New PETS", presentationiatd®ife 2011-06-07 presentation oral International R&D, UNIMI
Summit Event, sub-conference of the IFIP SEC201itgkne, industry,
Switzerland government
authorities,
EU
commission
Benjamin Kellermann: "Privacy-Enhanced Web-BasedrEv | 2011-06-07 to | article in print International| R&D 301-500 TUD

Scheduling with Majority Agreement”, IFIP-SEC 20Future
Challenges in Security and Privacy for Academia laddistry

2011-06-09

proceedings




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners
activity publication type of audience | involved
audience
Erik Wastlund, Julio Angulo, Simone Fischer-Hubner: 2011-06-08 article in print International| R&D 301-500 KAU
"Evoking comprehensive Mental Models of Anonymous proceedings
Credentials", accepted for iNetSec 2011, June 8] 20uzern,
Switzerland
Slim Trablesi, PPL: "PrimeLife Privacy Policy Englh Policy | 2011-06-08 talk oral International R&D 51-100 SAP
2011, Pisa
PrimeLife Project, ABC4Trust Project: "Joint PrinieLand 2011-06-10 workshop oral InternationaR&D, 51-100 IBM, MS,
ABCA4Trust tutorial on Attribute-Based Credentials)' be held industry, ULD
June 10, 2011 in Zurich, Switzerland government
authorities,
standardisati
on body
Rigo Wenning: “La Commission européenne veut pratég | 2011-06-15 article online International R&D wW3C
notre vie privée”, http://www.indexel.net/actuaditia-
commission-europeenne-veut-proteger-notre-vie-prive
3383.html
Marit Hansen: Workshop "Current and emerging chakes of | 2011-06-16 to | presentation| oral Europe policy ULD
eHealth — privacy, law, ethics, governance and bdy,goint 2011-06-17 makers,
workshop of PrimeLife and Middlesex University, ldam, UK industry,
government
al authorities
Sabrina De Capitani di Vimercati, S. Foresti, Stefa 2011-06-20 to | article in print International| R&D 301-500 UNIMI,UNI
Paraboschi, G. Pelosi, and Pierangela Samaraficidft and | 2011-06-25 proceedings BG
Private Access to Outsourced Data", in Proc. oBttet
International Conference on Distributed Computipgt&ms
(ICDCS 2011), Minneapolis, Minnesota, USA, June?20-
2011
PrimeLife workshop series: Rigo Wenning, Ulrich K@n 2011-06-24 workshop oral Europe journalistg 11-25 LDU

"Tracking the trackers — How to see what practigebsites
use to collect information about us", workshop premg the
PrimeLife privacy dashboard held at Hanse-OfficeysBels,
Belgium




Description of the Dissemination Activity Date Kird of Type of Scope Primary Size of Partners

activity publication type of audience | involved
audience

Jan Schallabdck: co-organiser of a workshop orvéesi and | 2011-06-30 to | presentation| oral International Community  10-20 YLD

Open Government data” to be held at and in co-iocatith 2011-07-01 KULeuven

the OKon 2011 in Berlin

Benjamin Kellermann, Stefanie P6tzsch, Sandra Bteamer, | 2011-06-29 to | presentation| oral International R&D TUD, SAP

"Privacy-respecting Reputation for Wiki Users", PFTrust 2011-07-01 Research

Management, Copenhagen, Denmark, June 29 - Jay11, Dresden




Section B (Confidentiaf® or public: confidential information to be marked clearly)

Part B1 (PUBLIC)

Exploitable knowledge

This section lists global results from the PrimeLjfroject. Each result is briefly described in temwh its
main purpose, its content, its benefits, and itemttal use. The names of all deliverables contagirihe
described work are given.

Mechanisms

Purpose and contentThis result aims at a broad adoption of privachesting and trust-enabling
mechanisms and drives research in the field oftognaphy, trust management, privacy of data, acdss
control for the protection of user-generated canten

Benefits and userhis result is research findings advancing theestéithe art of current technologies and
solutions. Proof-of-concept prototypes implementimgvel techniques were also developed, therefore
producing tools that could be used by other a@iwit

Availability: After project year 1 this result is available Ire tform of one deliverable, referenced D2.1.1
(First report on mechanisms), and four heartbemferenced H2.1.1 (First Report on cryptographic
mechanisms), H2.2.1 (First report on user's suppnechanisms), H2.3.1 (First report on data ptae
mechanisms) and H2.4.1 (First report on accessralomtechanisms. Furthermore, numerous research
articles point to on the project website. One ma¢heartbeat was H6.1.1 (Report on identity mamesge
scenarios, mechanisms and protocols).

After project year 2 this result is available imrfoof D2.3.1 (Second report on mechanisms) as agethe
heartbeats H2.1.2 (Second report on cryptographéchamisms), H2.2.2 (Second report on user's
supporting mechanisms), H2.3.2 (Second report da geotection mechanisms), and H2.4.2 (Second
report on access control mechanisms). Internal tihesis were H2.1.4 (First version of tools on
cryptographic mechanisms), H2.2.4 (First versiortoafis on data protection mechanisms), H2.3.4 {(Firs
version of tools on data protection mechanisms),4H2 (First version of tools on data protection
mechanisms),and H5.2.2 (Report on research on pedjiay mechanisms).

After project period 3 this result is available form of one deliverable, D2.4.1 (Final report on
mechanisms) and four heartbeats: H2.1.3 (Finalrtepocryptographic mechanisms), H2.2.3 (Final Repo
on user’s supporting mechanisms), H2.3.3 (FinabRem data protection mechanisms) and H2.4.3 (Fina
Report on access control mechanisms). Internaltiests are H2.1.5 (Final report on cryptographic
mechanisms), H2.2.5 (Final version of tools on sseupporting mechanisms), H2.3.5 (Final version of
tools on data protection mechanisms) and H2.4/®a(Riersion of tools on access control mechanisms).
The details of the results can be found in scientésearch publications, most of which are avélain

our project website.

Requirements

Purpose and contenRequirements have been elaborated for differentkViPackages and tasks within
PrimeLife. Especially for two demonstrators in At 1 and the policy language in Activity 5, legal
technical and where suitable also social requirésnbave been worked out. These requirements were
refined by means of collaborative activities witlie Work Packages. They guided the project through
its lifetime and delivered valuable input at deyslent stage of the prototypes.

Benefits and useThe requirements are summarised in a final puision within project year 2. The
Activity 1 material is designed for project-intelrdiscussion and for driving the prototype develepin
and the tasks accompanying this development. Tag drquirements for next generation policies have
been published in order to fuel discussion at thiey Language Interest Group (PLING) which is hedd
by PrimeLife partner GEIE ERCIM.

The final requirement documents discusses Privabg4and Trusted Content, Social Network Services a
well as Policies and will be useful for everybodherested in privacy-enhancing IdM regarding these
topics.

Availability: After project year 1 this result is available ive ttorm of four heartbeats, referenced, H1.2.5
(Requirements and concepts for privacy-enhanciragsac control in social networks and collaborative
workspace) and H5.1.1 (Draft requirements for rgerieration policies) as well as the internal hesth

%3 Note to be confused with the "EU CONFIDENTIAL" cléistion for some security research projects.
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H1.1.1 (Scenario analysis, use case selection,irezgents) and H1.3.2 (Draft of: Requirements and
concepts for privacy-enhancing daily life). Thetdatis public and can be downloaded from the public
website.

After project year 2 this result is available inrrfoof H1.1.5 (Update on scenario analysis, use case
selection, requirements), H1.2.5 (Requirementscamgepts for privacy-enhancing access control @aaso
networks and collaborative workspaces) and H1Rgx(irements and concepts for identity management
throughout life). The latter heartbeat is publiddaan be downloaded from the public website. Furthe
results are available in the internal heartbeat3H6(Requirements for privacy-enhancing /compliant
SOAs) and the deliverable D5.1.1 (Final requiremamd state-of-the-art for next generation poljcies

After project year 3 this result is available inrfoof the heartbeats H1.3.6 (towards a Privacy-BEobd
Backup and Synchronisation Demonstrator RespediifegTime Aspects), H1.3.7 (Second thoughts on
the WP1.3 demonstrator), H1.3.8 (Report on evalnatsults of the prototype realised as D 1.3.%elb

as on the derivation of further requirements), EoL(Final report on evaluation results of the piyfes,
derivation of further requirements, and extensibrihe prototypes) and finally H1.3.9 (Final report
analysis, scenarios, requirements, concepts aridadican results in the areas of trusted content@nacy
throughout life). Deliverable D1.3.3 (Final reparh analysis, scenarios, requirements and concepts,
evaluation results of "Privacy in Life") reportsoaib the results.

Scenarios

Purpose and contenBcenarios were used in different Activities of BrémelLife project to exemplify the
problem space the project tackles in the respecth@k Package and task. From the scenarios
requirements were derived which in Activity 1 pregzhthe design of the prototype and demonstratmis a
in Activity 5 prepared the development of the Piiife policy language.

Benefits and useThe scenarios used our Activity 4 personas andpmrh in real-life situations, which
bridged the requirements and prototype developnidrgy contained a thorough, however not exhaustive
overview of problems in IdM that PrimeLife aimedsolve within the activities.

Availability: After project year 1 scenarios were availablehre¢ heartbeats, referenced H5.1.1 (Draft
requirements for next generation policies), H1(®faft of: Analysis of privacy and identity managem
throughout life), H6.1.2 (Report on identity managat scenarios, mechanisms and protocols) and the
internal heartbeats H1.1.1 (Scenario analysis, case selection, requirements) and H6.1.1 (Report on
identity management scenarios, mechanisms andgaiejo

After project year 2 scenarios were available mititernal heartbeats H1.1.5 (update on scenaslysis,

use case selection, requirements) and H1.3.4 (fefirof: Prototypes of a selected realised scensur a
meta-scenario to show the interplay between saesjadnd the heartbeat H1.3.6 (Towards a Privacy-
Enhanced backup and Synchronisation DemonstrapeRéng Life-Time Aspects).

After project year 3 scenarios are available in bartbeat H1.3.9 (Final report on analysis, séesar
requirements, concepts and evaluation resultsdrateas of trusted content and privacy throughia)t |
and the deliverables D1.3.1 (Scenario, Analysis Bedign of Privacy Throughout Life Demonstrator),
D1.3.2 (Prototype of a Selected Scenario on Prividlmpughout Life), D1.3.3 (Final report on analysis
scenarios, requirements and concepts, evaluatsuitseof "Privacy in Life"), and D6.3.3 (Scenariaded
evaluation).

PrimeLife Demonstrators and Prototypes

Purpose and contenDemonstrators and prototypes were developed iardaldrive the project (yearly
"Focal Prototypes") and to supply privacy-enabléentity management for the whole life of people. A
focus lied on trusted content, the Privacy4Life emspand selective access control in social network
services. Yearly demonstrators or prototypes iltetl privacy protection for selected scenarioffeBnt
versions were developed through the project'sidiietand as the technology is matured during several
cycles of formative evaluation. The solutions werbjected to small-scale, supervised trials witd en
users. The non-focal prototypes are internal restiie demonstrators and the prototypes are presidts.

As one specific example, the PrimeLife project partTILT has started a social network site "Cligas"
Focal Prototype for year 2 (for details on Cligee below).

Benefits and useThe prototypes show the functionality of IdM teology. They validate the project
results and provide evidence that these resultsatable for exploitation from a legal, usabilignd
technical point of view.

Availability: After project year 1 this result was availablelie form of one public deliverable, referenced
D1.1.2 (First trustworthy Wiki/blog prototype), aritie heartbeat, referenced H1.2.1 (Collaborative
Workspace prototype). Furthermore the internal theats H1.2.4 (Report on experiments with the
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Collaborative Workspace prototype) and H1.1.2 (Repo experiments and evaluation results of thet fir
Wiki/blog prototype), serve year one results.

After project year 2 this result was available annfi of the heartbeats H1.1.4 (Report on experimants
evaluation results of the non-focal prototype), 248.(Development of privacy-enhancing access-cbntro
web-based service and application of that servicBdcial Network prototype), H1.3.7 (Second thosght
on the WP1.3 demonstrator) and H1.3.6 (Towards isa®rEnhanced Backup and Synchronisation
Demonstrator Respecting Life-Time Aspects). Furttesults are available in D 1.2.2 (privacy-enabled
Communities Demonstrator) and the internal heatsbeH.3.4 (Definition of: Prototype of a selected
realised scenario’s or a meta-scenario to showirtteplay between scenarios), H1.1.3 (non-focal
prototypes), H1.2.6 (Development of privacy-enhag@ccess —control web-based service and applicatio
of that service in a social network prototype), H4.(Report on experiments and evaluation restiltee
non-focal prototype), H1.1.6 (Non-focal prototype$j1.2.7 (Report on evaluation results of the
Collaborative Workspace prototype) and H1.1.7 (Repm experiments and evaluation results of the
prototypes realised).

After project year 3 this result is available inrfoof deliverables D1.2.2 (privacy-enabled Comnianit
Demonstrator), D1.3.1 (Scenario, Analysis and DesifyPrivacy Throughout Life Demonstrator), D1.2.3
(prototype of a browser extension for a privacyhtasrd) and D6.2.2 (Demonstrator on identity andttr
with mobile devices) as well as heartbeats H1.R&pprt on evaluation results of the Collaborative
Workspace prototype), H1.2.8 (privacy-enhanced sszcentrol enabled Wiki/blog), H1.2.9 (Final Report
on evaluation results of the prototypes, derivatbfurther requirements and extension of the pypies),
H1.3.8 (Report on evaluation results of the prqgiegy realised as well as on the derivation of furthe
requirements) and H6.3.3 (Demonstrator of privatlyasmcing service composition solution). One interna
heartbeat is H1.2.9 (Final report on evaluatiomltsf the prototypes realised as well as on #révdtion

of further requirements).

HCI Research Reports

Purpose and contenfThe pattern collection summarises the HCI knowledg¢hered in PrimeLife.
Patterns describe context and usage of certairpbastice Ul design solutions.

Benefits and usePET developers & manufacturers can use them tayuaeasser-interfaces, which are
usable. They provide descriptive solutions for iempénters.

Availability: The HCI Pattern Collection is available online.gkfproject year 1 the results are available in
D4.1.1 (HCI Research Report V1) and the heartbdat.® (HCI Pattern Collection —Version 1).
Furthermore D4.1.3 (HCI Pattern Collection Vers®)mgives an update and overview after year 2.

After project year 3 this result is available imrfoof D4.1.5 (Final HCI Research Report

Mock-Ups and HCI Guidance

Purpose and contenfthe HCI Research Reports summarise the resuliseoHCI research conducted in
PrimeLife. It contains the results of usabilitytggsnock-up sessions, and assurance research.

Benefits and usefhe HCI research reports give insight into the mlemtodel of end-users when it comes
to PETSs.

Availability: The results after project year lare summarisedhénUser Evaluation Report D4.1.1 (HCI
Research Report V1) and in the internal heartbdat & (HCI Pattern Collection — Version 1).

D4.1.3 (HCI Pattern Collection Version 2) and D8.{Final HCI Research Report) give an update after
year 2.

After project year 3, this result is available iarrh of D4.1.6 (Towards usable privacy-enhancing
technologies: lessons learnt from the PrimeLifgqmt).

Evaluation of PrimeLife Demonstrators and Prototype S

Purpose and contenthe evaluation reports the assessment of Primelafeonstrators and prototypes at
different levels of prototype maturity. The evaloatis performed from the legal, social, and user
viewpoints. It is based on the requirements expedsr the development and provides input to the
elicitation of these requirements during the neition.

Benefits and useSteady evaluation is necessary in the iteratieegss of design and implementation to
improve the concepts and prototypes of Activity dd &o ensure the compliance with the elaborated
requirements.

Availability: After project year 1 this result is available Ire tform of two internal heartbeats, referenced
H1.1.2 (Report on experiments and evaluation regilthe first Wiki/blog prototype), and H1.2.4 (et

on experiments with the Collaborative Workspacedqiype).
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After project year 2 this result is available withhe internal heartbeat H1.1.4 (Report on experisnand
evaluation results of the non-focal prototype) dawgr on in the internal heartbeat H1.2.7 (Repart o
evaluation results of the Collaborative Worksparatgiype) and H1.3.7 (Second thoughts on the WP1.3
demonstrator).

After project year 3 this result is available inrfoof the heartbeats H4.1.3 (User Evaluation Réport
H1.3.8 (Report on evaluation results of the prqietyealised as D1.3.6 as well as on the derivaifon
further requirements) and H1.3.9 (Final report amalgsis, scenarios, requirements, concepts and
evaluation results in the area of trusted contadt@ivacy throughout life). The final deliverali¢eD1.3.1
(Scenario, Analysis and Design of Privacy ThroudgHafe Demonstrator). Internal heartbeats are H1.1.
(Final report on experiments and evaluation resoitthe prototypes realised), H1.2.9 (Final repamt
evaluation results of the prototypes, derivatiofuother requirements, and extension of the preiesy

Policies

Purpose and conteniThis result aimed at designing security and pgivpolicy systems for PrimeLife.
Legal and formalisation requirements have beernyaadland research into new policy mechanisms ts par
of this result.

Benefits and useThis PrimeLife researches the relationship betwdsta handling, access control, and
trust policies. The automated negotiation, reaghniomposition, and enforcement of these three lvaill
enabled by the PrimeLife policy language.

Availability: After project year 1 this result is available lie form of two public deliverables,D5.1.1 (Final
requirements and state-of-the-art for next germamagpiolicies) and D5.2.1 (First research report ertn
generation policies), and one public heartbeagresiced H5.1.1 (Draft requirements for next generat
policies).

After project year 2, the result is available i thublic deliverable D5.2.2 (Second research report
research on next generation policies) and heartb#aR.2 (Report on research on legal policy
mechanisms). Internal heartbeats were H5.3.1 (FKiestign for policies), H5.3.2 (Second design for
policies) and H5.2.1 (Report on research on pdifie web service composition).

After project year 3, the result is available in.23 (Final research report on research on nextrgéon
policies).

Infrastructure

Purpose and contenBrimeLife Infrastructure results investigate th&astructural layer without regard to
specific applications (these are examined by Aftidi) but with regard to cross-cutting requirements
applying to many identified scenarios. These reghiis aimed at establishing the basis for the spid=d
deployment of privacy-enhancing mechanisms and tilgermanagement. It will identify gaps in
infrastructure aspects of identity management astribe a solution that can be rolled out succtgsfu
Touching points with existing systems were alsamrad.

Benefits and usePrimeLife Infrastructure results are elaboratedomler to enhance the existing
infrastructure with privacy-enhancing features. Ididlutions and privacy concepts are being aligned.
Infrastructure results consider economic relevamzksuccess of the identified solution.

Availability: After project year 1 this result is available e tform of one public deliverable, referenced
D6.2.1 (Infrastructure for Trusted Content), ante¢hinternal heartbeats, referenced H6.2.1 (Report
card-based Web-services), H6.1.1 (Report on identdnagement scenarios, mechanisms and protocols),
and H6.3.1 (Requirements for privacy-enhancing/d@npSOAS).

After project year 2, this result is available i6.D.1 (Infrastructure for Privacy-enabled Commusi}i

After project year 3 this result are available i6.D2 (Infrastructure for Identity Management Sgste
Final Report) and D6.3.2 (Infrastructure for "Pdydor Life").

Dissemination Materials

Purpose and contenthis result aimed at raising the visibility of theject and at ensuring dissemination
and exploitation of project goals and results. Rittom material already available after project yéar
includes press releases, a flyer, a project prasent persona posters, articles, and news messagte
project website. In the second project year, a hetes for the Reference Group and a brochure was
created. PrimeLife dissemination material introdudke problem space addressed by the PrimeLife
project, and describes from various angles theeptojision, approach, expected results and benafid
status of the project consortium. Promotion matatiso includes mock-ups, and demonstrators.

Benefits and userhis material is designed for non-specialistsgible for broad distribution in the context
of dissemination of the project results, it prepaaad facilitates exploitation of results.
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Availability: This result is available in the form of one delalgle, referenced D3.1.2 (project
presentation). The parts of this result have béainoeated in the course of the project. Year 1n@ a
results are made available from the project pub&bsite, and at workshops, and conferences in whieh
project partners participated. Several press retehave been produced. In addition, a project ptasen
has been prepared and presented to interestechaeslisuch as during a NESSI meeting, thBrivacyOS
Conference or in a condensed version at the PrimddT Event 2008 session. Furthermore, D3.1.4
summarises the Reference Group and Peer feedb#th thie project.

After project year 3, further results are availahléi3.1.4 (Report on cooperation activities).

Website

Purpose and contenThe PrimeLife public website represents a majora® for raising broad and prompt
visibility of the project vision, activities, regs] and the membership of the PrimeLife consortilim.
provides a means to immediately inform interestediences on progress achieved as well as events and
links related to the project, to establish contadth interested parties, and to publish project tesults.
Benefits and useThe PrimelLife public website serves as a librafyPdmeLife public information —
including deliverables, public heartbeats, preksases, news concerning the project and relevéinttiss

of the partners. From the second year on also papemntures, and presentations will be accessiple b
interested parties.

Availability: This result is available in the form of the detafele D3.1.1 (Public Website). The public
website is located at http://www.primelife.eu/mias launched in May 2008 and will be maintainetbag

as deemed necessary for dissemination and expoitat results. The website was regularly updated
during and also after the project's lifetime.

Standardisation

Purpose and contenfo achieve interoperability to other systems anféed PrimeLife vision of privacy-
enhancing IdM into standardisation schemes inpuaipen standards are an important result of PrireeLif
Therefore, PrimeLife is monitoring relevant stamtisation activities, and the results elaborated in
PrimeLife are communicated to standardisation xdieere appropriate.

Benefits and usé?rimeLife partners who are members of standaidis&iodies (GUF, KUL, ULD, W3C)
can use the generated documents to put forwarstainelardisation supporting PrimeLife and its olijest
Availability: After project year 1, this result is available lire tform of the joint deliverable D3.3.1/D3.4.1
(First Report on Standardisation and InteropefigbHiOverview and Analysis of Open Source Initiasy.
After project year 2, this result is available orrh of the joint deliverable and heartbeat D3.4282
(Overview and Analysis of Open Sources Initiativé)r more information cf. sectidh The deliverable
D3.4.3 gives a final overview on Standardisatiod arieroperability. Furthermore, the First Workslwp
Standardisation and Interoperability H5.4.1 wasdhigl November 2010. A second Workshop on
Standardisation and Interoperability was also fadd3.4.2, see sectidh

Open Source

Purpose and contenffo ensure that the privacy community at large &lppivacy concepts and results
produced by PrimeLife the project monitors and wgoshth the relevant Open Source communities.
Benefits and useé?rimeLife considers putting project results pubinder a suitable open source licence to
ensure broad discussion and uptake of results ajg»elin PrimeLife.

Availability: After project year 1, this result is available lire tform of the joint deliverable D3.3.1/D3.4.1
(First Report on Standardisation and InteropefgbHiOverview and Analysis of Open Source Initiasy.
After project year 2 this result is available irrrfo of the merged deliverable/heartbeat D3.4.2/123.3.
(Second Report on Standardisation and Interopésd®iverview and Analysis of Open Source Initiaye
and the heartbeats H3.3.3 (Second ContributiongenCsource) and H3.3.1 (First Contribution to Open
Source). For more information, cf. sectidn

After project year 3, this result is available wrrfi of D3.3.2 (PrimeLife Final Report on Open Seurc
Impact) as well as heartbeat H3.3.4 (Third Contrdsuto Open Source).
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Exploitation plans

The PrimeLife consortium consisted of 15 partnessifseven member states of the European Unionz&téhd
and the USA. Among them were industrial partnere 8ME, research institutes, one standardisatialy bod
one governmental data protection authority. Basedhs well-balanced composition of the consortiand the
partners' excellent reputation and existing netwankide variety of dissemination activities haesb carried out.

IBM Zurich Research Laboratory
For this partner there is no public version of gestion available.
Unabhangiges Landeszentrum fur Datenschutz Schleswi g-Holstein

Together with the PrimeLife partners GUF and GERECHEM the ULD is participating in standardisatiortigities
of the project. ULD contributes to standardisaiiofSO/IEC JTC 1/SC 27.

In addition ULD has made use (and will continuedtoso) of PrimeLife results by communicating thero ithe
privacy community (other DPAs and researchers) iatal other national or international privacy pragcSome
legal research on policies that had been jointlyedas part of an ad-hoc working party of Germaa gabtection
authorities could be deployed as guideline papérchvis now directly influencing the daily practicéd the
German authority responsible for allowing accessldta stored on the newly introduced national editdcAll
results are frequently used for education purpaseparticular in university lectures but also tatks directed
towards high school students, parents and teacReirselLife's research results have repeatedly begic of
interviews given by ULD staff, especially by Makansen who is deputy director of ULD (cf. sectidn By
means of the subsequent media coverage the geublal is reached.

As a data protection authority one ULD's legallgigsed duties is to raise awareness for privaaessto educate
citizens and to provide consulting in privacy megtteo stakeholders in the German federal statecbfeSwig-
Holstein. ULD will continue to deploy PrimeLife ndts for these tasks, e.g. by using PrimeLife kremgle but
also existing dissemination material such as diets, flyers, PrimeLife Primers and the PrimeLiéok will be
used.

Technische Universitat Dresden

As university at TU Dresden the main focus withpesg to dissemination activities was on writingeiash papers,
implementing concepts from these papers and mdkmgoftware implemented open source for testingluation
and quality assurance.

The research work during the project's lifetimedgdi the development in the respective researchsfief
mechanisms supporting user’s privacy and trustalfdasks we were involved in, we contributed adij to the
scientific community by writing scientific papersrfconferences and workshops. The disseminatiomgikes an
overview on these papers.

We also provided practical tools and prototypep.reser tests demonstrating our research, espeoialevent
scheduling, reputation systems and on privacy aves® We make a constant effort to contribute gperise on
identity management and its application fieldsdiestific talks and papers as can be seen in geediination list.
Our current work as well as future plans focus ommarising new findings in the fields of lifelongiyacy,
privacy awareness, and privacy-preserving evenddiding by publishing them in form of scientifictiates. In
addition, particular, yet unsolved issues in thesmas are planned to become topics for researck @foPhD
students.

Karlstads Universitet

Karlstad University exploited results of the prajdor scientific publications and for education poses by
teaching about scientific project results withing#a and PhD courses at Karlstad University ancbwperation
with the Swedish IT Security Network for PhD stutefSWTS), which is coordinated by Simone Fischébier.

In particular project results were communicated (@il continue to do so) into the IFIP (Internatad Federation
for Information Processing) community by organisi@gmmer School in cooperation with the IFIP Tecahic
Committees 9 (Computer & Society) and 11 (Informatsecurity & Privacy).

Simone Fischer-Hubner (KAU), as a member of thasady bodies of the Swedish data protection comongs
(Datainspektionen) and the Swedish tax author{&atteverket, which is in charge of developing e&oment
services) and as a member of the MSB informatidesb@tsrad also used (and will continue to do sonhélife
project results to advice decision makers on pyivathancing technologies.
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Hans Hedbom (KAU) is even after the project runtmeting as the liaison between ISO/IEC JTC 1/SGVZZ 5
and thus monitoring and participating in the wordne in WG 5. In this function, he acted as the prim
information channel between PrimeLife and WG 5.

KAU has recently launched related research projgetasable identity management and transparendetuby a
Google Research Award and by the Swedish KK-Foumdatvhich are based on KAU's research results in
PrimeLife, and which will further elaborate thogssults for Cloud Computing and for Smart Applicatio

KAU also is the co-editor of the PrimeLife book, iath presents the main research results from PrifeeLi

Universita degli Studi di Milano

The dissemination activities by UNIMI focused orsearch developing novel solutions addressing then op
problems related to the work packages in which UNiIMinvolved. The resulting research results hbeen
described in scientific papers that have appearedternational conferences proceedings (e.g IEEBAS'09,
ESORICS'09, ACM ASTACCS 2010, ESORICS 2010, PVLDB1®@ ICDCS 2011), journals (Journal of
Computer Security, ACM Transactions on DatabasdeBys ACM Transactions on Information and System
Security, IEEE Transactions on Service Computing) as chapters in edited books. Several talks andnsirs
have been also delivered about the research woférped in PrimeLife. In addition, of reporting ofindings in
scientific publications, we have also been workimgdeveloping prototypes demonstrating the behawibéwur
techniques for the realisation of access contrbties with encryption.

Dissemination of project findings will continue eftthe end of the project through the publicatiérs@entific
papers in relevant international conferences andhas. In addition, we will continue disseminativia talks,
seminars, and tutorials addressed to the reseanmtimonity as well as to the community at large. Gtyqte
development has followed an open source approdaiviag exploitation within open-source and standzation
activities, without ruling out a possible exploitet within commercial tools possibly developed bg industrial
partners of the project.

Goethe Universitat Frankfurt

The first important channel was to produce reseantitles and present them to the scientific comitgun
Additionally, GUF was active in standardisatiorsstiminating knowledge from the project to decisi@kers and
pushing it into international standards even beytbiedoroject's lifetime.

The environment at Goethe University Frankfurt addlows for a direct feedback from and input toated
projects, including EU-funded (PICOS, ABCA4Trusthdanon-EU-funded projects (e.g. funded by German
Government).

Moreover, GUF plans to target students and guésigrauniversity with teaching materials and tagk®n beyond
the project runtime.

Tilburg University

TILT did most of its PrimeLife dissemination in jomal articles, book contributions, by giving presgions, and
providing posts on TILT's Law & Technology weblofhe audience will mostly consist of lawyers andialoc
scientists.

Apart from collaboration with PrimeLife partnersLT cooperates with renowned social networks schbkanah
Boyd, researchers from the TNO Research Institodevdth Prof. Tal Zarsky (Haifa University, Israel)

Ronald Leenes and Arnold Roosendal both publishedhpter in the proceedings of the PrimeLife Sum&udrool
2009 (published in 2010), while Bibi van der Beantibuted a book chapter to the PrimeLife Summerosl
book 2010 (in press, 2011).

Ronald Leenes wrote several book contributions janchal articles on privacy in social networks (WB1 In
addition, a contribution was regarding compound#sthadentities in the public sector (WP1.3) as waddl a
contribution (Journal article) on identification@&&overnment relations.

Bibi van der Berg contributed a book chapter toRneneLife Summer School book 2010. She and Robbadohes
won a Best Paper Award for one of the papers ptiegetheir work for PrimelLife at an IEEE conferericethe
USA in Summer 2010.

The work that was done for PrimeLife at Tilburg Usnisity also received considerable media attentonald
Leenes and Bibi van der Berg gave interviews wétiomal and regional newspapers and on (live) radio

W3C

W3C beneficiated from the PrimeLife project to Butvacy back on the agenda of the global techrdeaision
making process. This included policy languages rbgyieg the PrimeLife results but also expanded éw n
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developments like "do-not-track” and the Web Idgritlovement. PrimeLife results of all partners wesported
on the global Workshop organised by W3C and codedrwith PrimeLife:
»  Workshop on Privacy for Advanced Web APIs in Londattp://www.w3.0rg/2010/api-privacy-ws/

* Workshop on Privacy and data usage control, 04/08ol@r 2010, Cambridge (MA, USA),
http://www.w3.0rg/2010/policy-ws/

* Internet Privacy Workshop, together with the In&grnArchitecture Board (IETF) 8-9 December 2010
Cambridge (MA, USA), http://www.iab.org/about/wohaps/privacy/2010-privacy-workshop-press-
release.pdf

* Workshop on Web Tracking and User Privacy, 28/29rilA@011, Princeton, NJ, USA,
http://www.w3.0rg/2011/track-privacy/

Until the end of the PrimeLife project, there vidi:
* - Workshop on Identity in the Browser , 24/25th Ma3011l, Mountain View (USA),
http://www.w3.0rg/2011/identity-ws/

* Federated Social Web Summit (Identity & PrivacygyrliB 3-5 June 2011, http://www.d-cent.org/

During the last year of the PrimeLife project, W8&alised that the Web community wanted a much tmoad
discussion on Privacy than was possible with tireomacharter of PLING focused on the combinatioreristing
policy languages. W3C has closed down PLING andl egken a Privacy Interest Group with a more generic
profile. There is already an active publicly aradvmailing-list with support from key industry pkrg including
Apple, Microsoft and Opera. This new group will taém the starting efforts supported by PrimeLifel @ontribute

to the Privacy considerations needed for the mgldif the Web Platform.

Apart from those dissemination efforts, W3C relelatiee Dashboard and has now established an opeoesou
platform around it. http://code.w3.org/privacy-dashrd/

This allows the further evolution of the code afiee project. During the Princeton Workshop, weehalready
seen a great interest in continuing developmetitisfprivacy tool.

Katholieke Universiteit Leuven

K.U.Leuven/COSIC published and presented resubts fiWP1.2 (SNS demonstrator) and WP2.1 (trustedetvall
design, cryptographic research) in internationaifences, in cooperation with other PrimeLife pars. The
source code, generated in WP1.2 (SNS demonstrats)released as Open Source, after fulfilling theessary
administrative steps.
The main target of all these dissemination acésiis the international research community.
Both groups of K.U.Leuven (COSIC & ICRI) have bemmd are involved on several projects in which mya
plays an important role: EU/PICOS, EU/TAS3, EU/Tindh EU/PRIME. Links with several projects, and the
researchers involved in them, were maintained. barg K.U.Leuven has represented PrimeLife in thester of
European RFID Projects — CERP on the Internet aigsh
Finally, K.U.Leuven regularly hosted workshops andferences on security- and privacy-related mgtterch as:

* Workshop on Future Research Challenges for Priacy Security in Online Social Networks, Leuven,

November 5th 2009

» Interdisciplinary Privacy Course 2010, Leuven, JR&e4, 2010,
* PICOS Workshop on privacy in mobile and online aboetworking, Leuven, May 3rd, 201

The main objective of K.U.Leuven was to presentrgmults, achieved in PrimeLife to the internatiomsearch
community, to collect feedback and connect to othesearchers with similar interests. Presentations
international conferences and journal publicatiaresthe main dissemination channels to do so. Natiand EU-
level presentations were also considered, but eeerondary objective.

The SNS prototype source code, generated in W, being opened up other researchers to the maximu
possible extent. This code may be reused as afbasigther development in follow-up projects besis student's
work. K.U.Leuven plans to continue the line of @®é in the following projects: EU/SocloS, EU/+Sgscand
IWT/SPION. K.U.Leuven/COSIC collaborated with KAW ¢he topic of secure and privacy-friendly loggifige
results of this work are taken up for further impéntation by student teams in KAU, and in a coliabion of
K.U.Leuven with other Belgian research groups.
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Universita degli Studi di Bergamo

Dissemination activities by UNIBG within the projiclifetime focused on the writing of scientifi@ers for
international conferences and journals. Researeblaiged in PrimeLife on mechanisms and policiedJNIBG
has been the subject of papers accepted by impaxaferences, like VLDB 2010, CCS 2008, IEEE ICDZX®9
and 2011 and many others. Papers have been publistexientific journals like ACM TODS, ACM TISSEC,
IEEE TSC. Chapters in scientific books were edit¥drk has also been dedicated to the constructisgasearch
prototypes aiming to demonstrate the behaviounetéchniques developed within the research agctivit

UNIBG in the third year of the project continued dedicate resources to the work on research andtype
development. The production of scientific paperd esearch prototypes was the focus of our workingj at the
far reaching dissemination of the results of thejgmt, with expected significant benefits for resbkain
information and communication technologies. Theseefits should also have a positive impact on $paethe
large, thanks to the specific high-profile topikattthe project is investigating.

The entire foreground produced by these activitiesame the basis for a successful exploitationinvitie open-
source activities; the foreground produced under réssponsibility of UNIBG could as well contribute the
commercial tools developed by the industrial pagrd the project. UNIBG does not have at the mdrpéans for
a direct commercial exploitation of the results. IBS is involved in PoSecCo, an Integrated Projdcthe 5th
Call FP7; some of the work done by UNIBG withinrReLife can benefit the activities within PoSecCo.

Giesecke & Devrient

Giesecke & Devrient focused on contributing teethareas of dissemination:
* General representation of the project to industmtacts, including standardisation bodies suchlabab
Platform (main focus)ETSI and OMTP.

» Elaboration of PrimeLife specific publications aheir online publication.

» Giving industry- and university-related talks om tiopic in general, the project's progress angthsent
and future technologies in the field.

This happened in the understanding that G&D cartribate to PrimeLife's success most by leveraging t
company's industry contacts, technology base agiu lbriand awareness in the field of security teabgyfor the
sake of the project.

Focus dissemination material: Personal presenttiamicles in in-house and client / partner-relgteblications
(online and in print), PrimeLife publications vizetproject's website and via G&D’s global intermabsite.

Focus target groups: General public, standardisdtiodies (esp. Global Platform, ETSI, OMTP), then%
partners and clients, the firm's university corgdtdp business schools including Havard Busines®@&, Judge
Business School at Cambridge University, Floridarmational, Munich Business School and technioalarsities
such as TU Graz, TU Munich and others).

Cooperation or exchange with other projects oraeteers: Within the PrimeLife consortium. Seleatedceptual
findings on the PrimeLife project are to be extehde the EU-funded SEPIA project and in the future
engagements regarding amongst others, cloud comgputiachine to machine communication as well asileob
security payment and identity solutions..

Channels and activities for dissemination: Existmuginess and university contacts of the firm frbs6 years of
corporate history.

Firstly, G&D understands its contribution to Prinifelas a support to the European research envirohme

As a family-controlled firm, with a focus on longrtn sustainable growth and entrepreneurial drigeydver it is
focused on continuously identifying new markets aea technologies. The findings of the PrimeLifejEct will
be leveraged in the conceptualisation of sucheérfalture. For example, privacy and identity managamvill find
increasing recognition in the firm’s business dtifiiary as well as mobile technologies and serviths findings
of the PrimeLife project have now been incorporated the firms C-TO office activities, being respsd and
increasingly though about in the technology stratefighe G&D Group.

G&D stove to assure highly professional project aggament and fully leveraged all its contacts anowhkedge
base to drive the consortiums success.

Center for Usability Research & Engineering

CURE gaveHCl inputon various issues. By now HCI activities include:
» Usability laboratory evaluations with end-users

» Expert usability expert evaluation of prototypes
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* Mock-ups and User Interface design for other Priifieehctivities
» HCI support and feedback for other activities

Cure also provided input to the web-site team @mElife concerning the usability of the PrimeLifechsite.
CURE used the Personas-method in PrimeLife to ersdocus on end-users. CURE studied on the pévoepi
Personas in PrimeLife and the modification of teespnas based on the study.
Foruser interface artefactwe conducted online studies

» Short international online studies to efficienthsaer upcoming questions in a short time period

» Gather knowledge on mental models of users conugrtiieir understanding of data transfer and data

storage on Web
* Research of users understanding of privacy terms
» Final evaluation of the PrimeLife prototypes

CURE also created together with other partnersativity 4 a pattern collection, which holds sevaraér interface
design patterns for PETs. Besides the scientifiolipations, the HCI pattern collection for PETstlie main
dissemination result from CURE. This pattern cditecwas exploited by providing it to the industry.
Furthermore, CURE worked together with KAU on thevelopment of the PET-USES questionnaire. CURE
exploited the scientific knowledge for conferenessl journals and contributed to the PrimeLife sumsahool
and the PrimeLife book.

CURE's emphasis is on a user-centred approachgttgi deepen its knowledge in user requirementlysisaand
user evaluation, especially in the realm of privaag privacy enhancing technologies as well agléwelopment
of interaction techniques and user interface deBgrprivacy enhancing technologies. As a non-pndsearch
organisation, CURE aims to develop services aratgeltools and concepts for its commercial spind8ECON
that focuses on usability consulting. The resutamf PrimeLife with respect to knowledge about theeru
requirements analysis and evaluation methods fdisRiEe utilised in order to develop strategiestiersupport of
companies that are increasingly targeting this etark

European Microsoft Innovation Center

For this partner there is no public version of g@stion available.
SAP

For this partner there is no public version of gestion available.
Brown University

UBR contributed to the research on cryptographichmaisms in WP2.1. Brown University and IBM Resbarc
have a track record in cryptography for privacy aage together made substantial contributionsitofidld (also
as part of IBM Research's work in the PRIME prgjeBesearch progress will feed back into ongoirsgaech at
Brown University and is used for dissemination igatarly for education in university courses.
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Part B1 (CONFIDENTIAL)

Due to PrimeLife’s open strategy for disseminatinig results, we did not focus on creating patentsanlemarks, but rather on open

communication of our results to the community.

TEMPLATE B1: LIST OF APPLICATIONS FOR PATENTS , TRADEMARKS , REGISTERED DESIGNS, ETC.

Confidential Foreseen
Click on embargo date
YES/NO dd/mm/yyyy .
Application . .
TF){IIP ?]gslp reference(s) Subject or title of application Applicant (s) (as on the application)
gnis™ (e.g. EP123456)
none

A drop down list allows choosing the type of IPhtig; Patents, Trademarks, Registered designstytilbdels, Others.
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Part B2 (CONFIDENTIAL)

Description | Confidential | Foreseen . . Patents or
Type .Of of (YES/INO) embargo Exploitable Sector(s) of Tlmetable_, other IPR Owner & Other
Exploitable exploitable product(s) or o commercial or I Beneficiary(s)
Foreground 0 date measure(s) application any other use exploitation involved
g foreground dd/mmiyyyy y (licences)
General Encryption NO - Personal J63 - Information 2015-2020 - UNIBG, UNIMI
advancement of policies for computers, service activities
knowledge regulating servers, J63.9 - Other
access to outsourcing and information service
outsourced cloud computing activities
data scenarios J63.9.9 - Other
information service
activities n.e.c.
General Fragments NO - Personal J63 - Information 2015-2020 - UNIBG, UNIMI
advancement of and loose computers, service activities
knowledge associations servers, private J63.9 - Other
for supporting data publishing, information service
privacy in outsourcing, and activities
data cloud computing J63.9.9 - Other
publishing scenarios information service
activities n.e.c
General Expressive NO - Personal J63 - Information 2015-2020 - UNIBG, UNIMI
advancement of and computers, service activities
knowledge deployable servers, open J63.9 - Other
access Web-based information service
control in systems, cloud activities
open Web computing J63.9.9 - Other
service scenarios information service
applications activities n.e.c
General Fragemntatio | NO Data outsourcing, | J63 - Information 2015-2020 no UNIMI, UNIBG
advancement of n of relational cloud computing, service activities
knowledge schemas storage of J63.1.1 - Data
combined personal data processing,
with managed by hosting and related
encryption for service providers activities
the protection J63.9 — Other
of
confidentiality

143




Description i i . .
Type o 2 | ot | e Texotae [ gppg o | Tmetaie, [ ZHESA T owner s ome
Exploitable exploitable product(s) or o commercial or I Beneficiary(s)
Foreground 0 date measure(s) application any other use exploitation involved
g foreground dd/mmiyyyy y (licences)
constraints
General Shuffle index: | NO Data outsourcing, | J63 - Information 2015-2020 no UNIMI, UNIBG
advancement of private cloud computing, service activities
knowledge efficient storage of J63.1.1 - Data
access to personal data processing,
encrypted managed by hosting and related
outsourced service providers activities
data J63.9 — Other
General PET-Patterns | No - Patterns for M74.1 - - - CURE
advancement of designing Uls of Specialized design KAU
knowledge PETs activities ULD
General Heuristics for | No - Privacy heuristics | M74.1 - - - CURE
advancement of Privacy extending the 10 Specialized design KAU
knowledge usability heuristics | activities
of Nielsen
General Mental Model | No - Insight into users M74.1 - - - CURE
advancement of Research understanding of Specialized design
knowledge data transfer and activities
storage on Web
General Understandin | No - List of terms -> M74.1 - - - CURE
advancement of g of Privacy understanding Specialized design KAU
knowledge Terms rated on 5 item activities ULD
likert scale
General Personas for | No - Personas M74.1 - - - CURE
advancement of Privacy deliverable Specialized design KAU
knowledge activities
General PET-Uses No - Questionnaire M74.1 - - - CURE
advancement of Specialized design KAU
knowledge activities
General Mock-up No Mock-Ups M74.1 - - - CURE
advancement of development Specialized design
knowledge for different activities
types of pet
interfaces
General PET-Patterns | No - Patterns for M74.1 - - - CURE
advancement of designing Uls of Specialized design KAU
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Description i i . .
Type o 2 | ot | e Texotae [ gppg o | Tmetaie, [ ZHESA T owner s ome
Exploitable exploitable product(s) or o commercial or I Beneficiary(s)
Foreground 0 date measure(s) application any other use exploitation involved
g foreground dd/mmiyyyy y (licences)
knowledge PETs activities ULD
General Heuristics for | No - Privacy heuristics | M74.1 - - - CURE
advancement of Privacy extending the 10 Specialized design KAU
knowledge usability heuristics | activities
of Nielsen
General Mental Model | No - Insight into users M74.1 - - - KAU
advancement of Research understanding of Specialized design
knowledge anonymous activities
credentials
General Understandin | No - List of terms -> M74.1 - - - CURE
advancement of g of Privacy understanding Specialized design KAU
knowledge Terms rated on 5 item activities ULD
likert scale
General Personas for | No - Personas M74.1 - - - CURE
advancement of Privacy deliverable Specialized design KAU
knowledge activities
General PET-Uses No - Questionnaire M74.1 - - - CURE
advancement of Specialized design KAU
knowledge activities
General Implementatio | No Prototype M74.1 - - - KAU
advancement of n of Data Specialized design
knowledge Track activities
J6.2.0.1 -
Computer
Programming
Activities
General Implementatio | No Prototype M74.1 - - - KAU
advancement of n of “Send Specialized design
knowledge Data?” Dialog activities
for PPL J6.2.0.1 -
engine Computer
Programming
Activities
General Implementatio | No Prototype M74.1 - - - KAU
advancement of n of PPL Specialized design
knowledge policy editor activities
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Description Confidential | Foreseen . . Patents or
Type .Of of (YES/INO) embargo Exploitable Sector(s) of Tlmetable_, other IPR Owner & Other
Exploitable exploitable product(s) or o commercial or I Beneficiary(s)
Foreground 0 date measure(s) application any other use exploitation involved
g foreground dd/mmiyyyy y (licences)
J6.2.0.1 -
Computer
Programming
Activities
General Implementatio | No Prototype M74.1 - - - KAU
advancement of n privacy- Specialized design
knowledge enhanced activities
secure J6.2.0.1 -
logging tools Computer
for enhancing Programming
the user’s Activities
transparency
Prototype ofa | NO 2011 Tilburg University (owner),
exploitation of privacy Privacy preserving | J63.1.2 - Web software is based on GPL v2
results through preserving online social portals software
(social) innovation | social network network site
site
General Survey results | NO report/knowledge | J63.1.2 - Web 2011 Tilburg University, Tim
advancement of of the need portals Holweg (owners)
knowledge for and use of
audience
segregation in
online SNS
General Knowledge on | NO report/knowledge | J63.1.2 - Web 2011 Tilburg University (owner)
advancement of web-users' portals
knowledge behaviour
regarding
online ratings
exploitation of Method to NO Access control J63.1.2 - Web 2011 Tilburg University (owner)
results through manage mechanism portals
(social) innovation | access
control
policies based
on social
groups
(collections)
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Description Confidential | Foreseen . . Patents or
Type .Of of (YES/INO) embargo Exploitable Sector(s) of Tlmetable_, other IPR Owner & Other
Exploitable exploitable product(s) or o commercial or I Beneficiary(s)
Foreground 0 date measure(s) application any other use exploitation involved
g foreground dd/mmiyyyy y (licences)
Open Source Privacy- No Open source Social Software TUD
Software awareness extension (“Mod”)
support for for existing open
forum users source forum-
software phpBB
General Research No M72.2.0 - TUD
advancement of results about Research and
knowledge privacy experimental
awareness of development on
social social sciences
software end and humanities
users
Software Prototype | Use of Open Source Social Software TUD, IBM
credentials for prototype for
privacy- existing open
enhancing source forum-
access software phpBB
control for
forums
Commercial E-Voting with | no IWebsite, intranet | J63.1- Data TUD
exploitation of R&D | low solutions, processing,
results requirements hardware devices | hosting and related
activities; web
portals
Commercial Anonymous no Websites using J63.1 - Data TUD, IBM
exploitation of R&D | Credential + anonymous processing,
results Web library credentials hosting and related
activities; web
portals
General Demonstrator | no 01/07/2011 | Personal J63.1.1 - Data TUD
advancement of usable to computers, processing,
knowledge demonstrate smartphones, hosting and
various other related activities
aspects of computational
Privacy devices

throughout life
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Description | Confidential | Foreseen . . Patents or
Type .Of of (YES/INO) embargo Exploitable Sector(s) of Tlmetable_, other IPR Owner & Other
Exploitable exploitable product(s) or o commercial or I Beneficiary(s)
Foreground 0 date measure(s) application any other use exploitation involved
g foreground dd/mmiyyyy y (licences)
Exploitation of R&D | New Standard | NO Mobile Devices 1. Mobile Service First Potentially Beneficiary G&D (owner)
results via for External (mobile telephones | (esp. Loyalty, conceptualization | licensing to mobile | Possibility to build business
standards an Internal / smart phones, payment, banking, | of standards in phone vendors models around the
APIs for and also Tablet ticketing, medical) | 2011, full after further knowledge gained.
TEES on PCs, Cars, Smart | 2. Automotive specification proprietary R&D is
Mobile Meters efc). industry expected for added.
Devices 3. Machine-to- 2012+
machine
communication
4. Internet of the
Future (secure
end-to-end
services)
Commercial Technology NO See above See above As per 2012 Potentially Beneficiary G&D (owner)
exploitation of R&D | for secure, licensing to mobile | Possibility to build business
results trustworthy phone vendors models around the
and privacy- after further knowledge gained, once
of mobile proprietary R&D is | additional R&D is invested
devices added by G&D. by G&D.
General Conceptual NO See above See above, in 2011+ Copyrightsine.g. | Beneficiary G&D (owner)
advancement of understanding particular, these presentations held
knowledge of the industry learnings by G&D
dynamics and contribute to the
technology advancement of
environment G&D'’s MobiCore
in order to technology which
create highly enables secure,
modularized, trustworth
scalable application on
systems that Mobile Devices in
can spread, a “Private World".
once a
platform is
established
Exploitation of Input for NO See above See above 2011-2014 Copyrights in e.g. Beneficiary G&D (owner)
results in future SEPIA project presentations held | and partner in SEPIA
EU-funded which works by G&D consortium
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Description | Confidential | Foreseen . . Patents or
Type .Of of (YES/INO) embargo Exploitable Sector(s) of Tlmetable_, other IPR Owner & Other
Exploitable exploitable product(s) or o commercial or I Beneficiary(s)
Foreground 0 date measure(s) application any other use e?<pI0|tat|on involved
g foreground dd/mmiyyyy y (licences)
research on integrating
the
knowledge
into real
mobile device
platforms
Exploitation of Secure and NO See above See above 2011+ Copyrightsine.g. | Beneficiary G&D (owner)
results in prototype | dynamic presentations held
mobile by G&D
services
prototype in
order to show
solution and
raise
awarness
Commercial Privacy Policy | YES
exploitation of Engine (part Platform for J63.9.9 - Other | 2012 Owner Beneficiary SAP
R&D results of) Service information
Marketplace service activities
n.e.c.
General Anonymizatio | NO Testing Data, J62.0.1 - 2012 Owner Beneficiary SAP
advancement of n metrics Computer
knowledge programming
activities
General 1-Research | NO Computational J63 - Information 2020 - IBM Research, K.U.Leuven
Advancement of results for devices in general | service activities
knowledge anonymous (PC, mobile, J63.9 - Other
credentials dedicated HW) information service
activities
J63.9.9 - Other
information service
activities n.e.c.
General 2- Scramble! | NO PC, mobile, other | J63 - Information 2011 (open source) K.U.Leuven
Advancement of Firefox plugin user devices service activities
knowledge
General 3 - Secure NO Computational J63 - Information 2020 - K.U.Leuven, IBM Research
Advancement of wallet devices in general | service activities
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Description i i . .
Type o 2 | ot | e Texotae [ gppg o | Tmetaie, [ ZHESA T owner s ome
Exploitable exploitable product(s) or o commercial or I Beneficiary(s)
Foreground 0 date measure(s) application any other use exploitation involved
g foreground dd/mmiyyyy y (licences)
knowledge component: (PC, mobile, J63.9 - Other
I[demix in dedicated HW) information service
Higgins activities
J63.9.9 - Other
information service
activities n.e.c.
General 4 - Smartcard | NO Smart cards J63 - Information 2015 K.U.Leuven
Advancement of assisted service activities
knowledge anonymous
credentials
General 5 - Secure NO Computational J63 - Information 2020 KAU, K.U.Leuven
Advancement of and privacy- devices in general | service activities
knowledge friendly log (PC, mobile,
trails System dedicated HW)
Commercial Obligation YES Operating J63.1 - Data EMIC
exploitation of R&D | Matching systems, SOA processing,
results Engine services and tools, | hosting and related
development activities; web
frameworks, portals
workflow engines | J63.9 - Other
information service
activities
Commercial Obligation YES Operating J63.1 - Data EMIC
exploitation of R&D | Enforcement systems, SOA processing,
results Engine services and tools, | hosting and related
development kits, | activities; web
workflow engines portals
J63.9 - Other
information service
activities
Knowledge Privacy in YES Operating J63.1 - Data EMIC
BizTalk systems, SOA processing,

services and tools,
development
frameworks,
workflow engines

hosting and related
activities; web
portals

J63.9 - Other
information service
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Description i i . .
Type o 2 | ot | e Texotae [ gppg o | Tmetaie, [ ZHESA T owner s ome
Exploitable exploitable product(s) or o commercial or I Beneficiary(s)
Foreground 0 date measure(s) application any other use exploitation involved
g foreground dd/mmiyyyy y (licences)
activities
Knowledge Usage YES Policy languages, | J63.1- Data EMIC
Control development processing,
frameworks hosting and related
activities; web
portals
J63.9 - Other
information service
activities
Knowledge Comparing YES Policy languages, | J63.1- Data EMIC
policies development processing,
frameworks hosting and related
activities; web
portals
J63.9 - Other
information service
activities
Knowledge Compliance YES Policy languages, | J63.1- Data EMIC
verification SOA services and | processing,
tools, security hosting and related
software, workflow | activities; web
engines portals
J63.9 - Other
information service
activities
Knowledge Formal YES Policy languages, | J63.1 - Data EMIC
reasoning on SOA services and | processing,
policies tools, security hosting and related
software, workflow | activities; web
engines portals
J63.9 - Other
information service
activities
Knowledge Abstract NO Policy languages, | J63.1- Data EMIC
framework for SOA services and | processing,
privacy tools, security hosting and related
policies software, workflow | activities; web
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Description Confidential | Foreseen . . Patents or
Type .Of of (YES/INO) embargo Exploitable Sector(s) of Tlmetable_, other IPR Owner & Other
Exploitable exploitable product(s) or o commercial or I Beneficiary(s)
Foreground 0 date measure(s) application any other use exploitation involved
g foreground dd/mmiyyyy y (licences)
engines portals
J63.9 - Other
information service
activities
General Hierarchical NO Personal J63 - Information 2020 IBM Research, K.U.Leuven
advancement of credential computers, service activities
knowledge systems smartphones, J63.9 - Other
smartcards, other | information service
computational activities
devices J63.9.9 - Other
information service
activities
General Cryptographic Personal J63 - Information 2020 IBM Research, K.U.Leuven
advancement of protocols for computers, service activities
knowledge protection of smartphones, J63.9 - Other
privacy in smartcards, other | information service
electronic computational activities
interactions devices, services J63.9.9 - Other
information service
activities
General Cryptographic Personal J63 - Information 2020 IBM Research
advancement of protocols for computers, service activities
knowledge protection of smartphones, J63.9 - Other
privacy in smartcards, other | information service
electronic computational activities
interactions devices, services J63.9.9 - Other
information service
activities
General Access Personal J63 - Information 2014 IBM Research
advancement of control computers, service activities
knowledge method and smartphones, J63.9 - Other
language for smartcards, other | information service
privacy- computational activities
preserving devices, services J63.9.9 - Other
access information service
control activities
General Policy engine Personal J63 - Information 2014 IBM Research
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Description | Confidential | Foreseen . . Patents or
Type .Of of (YES/INO) embargo Exploitable Sector(s) of Tlmetable_, other IPR Owner & Other
Exploitable exploitable product(s) or o commercial or I Beneficiary(s)
p date application exploitation ;
Foreground foreground ddimmiyyyy measure(s) any other use (licences) involved
advancement of | for privacy- computers, service activities
knowledge preserving smartphones, J63.9 - Other
access smartcards, other | information service
control computational activities
devices, services J63.9.9 - Other
information service
activities

Further Details on TUD’s Foreground
phpBB Privacy-Awareness Support: Personal Data MOD

MOD is short for modification, a usual concept éatension of original phpBB forum software. Theeative of the Personal Data MOD is to
provide information about visibility of personaltddao phpBB forum users and thereby supportingsipeivacy awareness.

Research results about privacy awareness of sgoi@lvare end users

Based the cues-filtered-out-theory, which expl&insan behavior in computer-mediated communicati@gdeveloped the hypothesis that
additional privacy-related cues will support endrgsprivacy awareness and enable them to makefarnmed decision whether or not to
disclose personal data on the Internet. This wafirooed by several user studies.

phpBB Privacy enhanced access control

This phpBB extension provides the infrastructurertplement fine-grained user-defined access cos#ttings based on the credential system
of PRIME core for either the whole forum, topicssorgle postings.
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E-Voting with low requirements

This Web 2.0 application offers the functionalibyderform small web polls, which provide (1) comdfndiality (nobody may infer the results of
single votes) and (2) integrity (every voter mayevonly once).

Anonymous Credential + Web library

With this library, access control with anonymousdantials can be implemented in web applicatiosgyea
Demonstrator usable to demonstrate various aspeEdgivacy throughout life

The demonstrator deals with implications of lifedgorivacy and identity management within the soofpihe application area of protection
against unwanted data loss. The proposed privaogrered backup demonstrator focuses on the follopioglems closely linked together
under the light of lifelong privacy:

* Protection of the data subject against unwantea ldas during his lifetime by redundancy and phalsiiistribution of the data;

» Assurance of lifelong confidentiality of the datébgect's data stored in a distributed environment;

» Distribution of the backup data according to difierareas of life of the data subject and his diffepartial identities;

» Delegation of access rights to the data subjeatkup data allowing other parties to operate wighdiata if specific conditions are

fulfilled;

Further Details on K.U.Leuven'’s Foreground

1 - Research results for anonymous credentials

This entry refers to the research results (papen®) by K.U.Leuven/COSIC regarding anonymous cradisnand their use. No direct
exploitation by K.U.Leuven is foreseen; most of thsults are shared with IBM Research. This rebemaic is still evolving, and continued by
K.U.Leuven.

2 - Scramble! Firefox plugin

This piece of (open source) software was develdpeH.U.Leuven/COSIC. It allows to encrypt inforn@ti on — in theory — any html-based
social network site, for a specified set of reaipge using PGP as an encryption means. COSIC phadsvelop this demonstrator in follow-up
research. Exploitation is limited to providing exjse wrt the software, as it is open source. R@tkimpact: if a social network site decides to
embrace this or similar technology, it can impréwe privacy of all their customers.
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3 - Secure wallet component: Idemix in Higgins

In this demonstrator, K.U.Leuven/COSIC tries tailftate the use of Idemix anonymous credentialthm Higgins framework. Similarly to the
Scramble plugin, exploitation remains limited dwethe open source character. The impact will beslacated adoption of anonymous
credentials in the Higgins community.

4 - Smartcard assisted anonymous credentials

K.U.Leuven/COSIC developed a demonstrator in whicbhnymous credentials are backed up by a smart Thislknowledge and expertise will
be used and progressed in COSIC'’s further reseanrtcalD cards and hardware solutions. Impact rembmited, as it concerns bleeding-edge
technology.

5 - Secure and privacy-friendly log trails system

Together with KAU, K.U.Leuven/COSIC has been dep#lg a secure privacy-friendly logging system tg &xtions on PIl. The system allows
Data Subjects to build a log trail of actions oaithPll. This research topic is still evolving, acontinued by K.U.Leuven and KAU. Potential
impact is improved transparency for Data Subjeotseveral application domains, including healtecand egovernment.

Further Details on GD’s Foreground

The above shown overview is a summary of the leskmarned that G&D has derived from the PrimeLiggxt. The insights of the project and
the prototype development will empower the firntieate technology and embed this technology intbiddevice platforms that are widely
spread throughout the devices in the market. G&lubiCore technology will profit from the insightgedeloped in PrimeLife. The technology
will enable future Mobile Devices to offer applicats that are secure, trustworthy and can be emlganith privacy features. The results of
PrimeLife (including the demonstrator) will be ugedresent the concept of isolated “private wdrtdghe market players in order to raise
awareness and support the diffusion of the Mobi@ecbnology. If MobiCore succeeds, also by refgrtmthe PrimeLife research, then a
Europe will have created a new de facto standatidarMobile Device industry and how privacy andnitky is used in this context.

Further Details on EMIC’s Foreground

Obligation Matching Enginallows comparing the obligation parts in data-Hiagdpolicy. It could be used with or without PPh megotiate
obligations in privacy or broader usage controhsc®s. Exploitation would require additional R& Daet.

155



Obligation Enforcement Enginmould be extended in order to enforce obligatiategg retention, notifications, etc.) for differguarsonal data
storages (database, file system, cloud). Exploatrould require additional R&D effort.

Privacy in BizTalkwe’ve collected considerable experience how fttdlarivacy-aware privacy-enhancing, cross-domadASapplications with
Microsoft BizTalk Server 2009 and Windows Commutima Foundation. We have several example applinatand best practices. Some of the
findings have been distilled into the Privacy Lifele (cf. PrimeLife deliverable D6.3.2). Exploitati would require additional R&D effort.

Usage Contralthe concept of nested usage control could be mséidferent context (privacy, right managemert, e Exploitation would
require additional R&D effort.

Comparing PoliciesWe've worked on comparing individual pieces ofiges. The concept of similarity of polices couldd reused for other
policy languages. Exploitation would require aduhtl R&D effort.

Compliance verificationin WP5.2 we’ve worked on comparing executiondsate.g. log files) and policies. This could beseslin other
contexts as well, i.e. without PPL. Exploitationwarequire additional R&D effort.

Formal reasoning on policiedn WP5.2 we developed a prototype that alloweskoaing on policies. In order to do that we hadraoslate
multiple domain-specific languages into a unifieddal can. Some aspects of the translation can jbleedfo other policy languages and other
types of models. Exploitation would require addiabR&D effort.

Abstract framework for privacy policiesn WP6.3 we've distilled best practices for pgyecompliant cross-domain SOA into an abstract
framework. This framework will influence furthervddopment of privacy policies and their usage ilASO
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4.3 Report on societal implications

A  General Information (completed automatically whesrant Agreement number is

entered.

Grant Agreement Number: [216483

Title of Project: | Privacy and Identity Management in Europe for

Name and Title of Coordinator: [Dieter Somme

B Ethics

1. Did your project undergo an Ethics Review (and/oScreening)?

¢ If Yes: have you described the progress of compkarwith the relevant Ethicsy,

Review/Screening Requirements in the frame of téodic/final project reports?

Special Reminder: the progress of compliance with Ethics Review/Screening Requirements should be

described in the Period/Final Project Reports utigeiSection 3.2.2Vork Progress and Achievements'

2. Please indicate whether your project invokd any of the following issues (tick YES
box) :

RESEARCH ON HUMANS

« Did the project involve children? no
< Did the project involve patients? no
< Did the project involve persons not able to givasant? no
< Did the project involve adult healthy volunteers? yes
< Did the project involve Human genetic material? no
< Did the project involve Human biological samples? no
« Did the project involve Human data collection? yes
RESEARCH ON HUMAN EMBRYO /FOETUS

« Did the project involve Human Embryos? no
« Did the project involve Human Foetal Tissue / Cells no
« Did the project involve Human Embryonic Stem CEIESCs)? no
« Did the project on human Embryonic Stem Cells imeatells in culture? no
» Did the project on human Embryonic Stem Cells imedhe derivation of cells from Embryos? no

PrRIvACY

« Did the project involve processing of genetic imfiation or personal data (eg. health, sexuggs

lifestyle, ethnicity, political opinion, religiousr philosophical conviction)?

» Did the project involve tracking the location orselvation of people? no
RESEARCH ON ANIMALS
« Did the project involve research on animals? no
*  Were those animals transgenic small laboratory alsitn no
* Were those animals transgenic farm animals? no
*  Were those animals cloned farm animals? no
* Were those animals non-human primates? no
RESEARCH INVOLVING DEVELOPING COUNTRIES
« Did the project involve the use of local resour@@netic, animal, plant etc)? no
* Was the project of benefit to local community (cgpabuilding, access to healthcare, education no
etc)?
DuAL UsSE

» Research having direct military use

no

157




| « Research having the potential for terrorist abuse

| no

C Workforce Statistics

3. Workforce statistics for the project: Pleae indicate in the table below the number of
people who worked on the project (on a headcount Is&s).

Type of Position

Number of Women

Number of Men

Scientific Coordinator 0 1

Work package leaders 4 2
Experienced researchers (i.e. PhD holders) 17 28
PhD Students 13 17
Other 0 1

4.  How many additional researchers (in companies ahuniversities) were

recruited specifically for this project?

Of which, indicate the number of men: 10 totalwdiich 6 men
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D Gender Aspects

5. Did you carry out specific Gender Equality Actons under the projec® >(<) Yes
No

6.  Which of the following actions did you carry outand how effective were they?

Not at all Very
effective effective
@ Design and implement an equal opportunity policy OO0 00X
O Settargets to achieve a gender balance in thefarogk ONOROKOD'
@ Organise conferences and workshops on gender O0O0O00
O Actions to improve work-life balance OO0O0Ox O
QO  Other:

7. Was there a gender dimension associated with thhesearch content-i.e. wherever people were
the focus of the research as, for example, consunseusers, patients or in trials, was the issue oégder
considered and addressed?

O Yes- please specify |

O No

E  Synergies with Science Education

8. Did your project involve working with students and/or school pupils (e.g. open days,
participation in science festivals and events, pres/competitions or joint projects)?
X Yes- please specify summer schools, courses irotehad at university

O No

9. Did the project generate any science educationaterial (e.g. kits, websites, explanatory
booklets, DVDs)?

X Yes- please specify: Yes- please specify: a bodkiatorials

O No

F Interdisciplinarity

10.  Which disciplines (see list below) are inled in your project?
X Main discipliné® 1.1
x  Associated disciplir& 5.2

X ‘ Associated disciplifie 5.4

G Engaging with Civil society and policy makers

lla Did your project engage with societal actors y@nd the research X Yes
community? (if 'No', go to Question 14) O No

11b If yes, did you engage with citizens (citizenpanels / juries) or organised civil society
(NGOs, patients' groups etc.)?
X No
O  Yes-in determining what research should be perédrm
O Yes-inimplementing the research
O Yes, in communicating /disseminating / using theuhes of the project

35 |nsert number from list below (Frascati Manual).
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11c Indoing so, did your project involve actors whse role is mainly to
organise the dialogue with citizens and organisedwil society (e.g.
professional mediator; communication company, scieae museums)?

(OX©)

Yes
No

12. Did you engage with government / public bodies orglicy makers (including international

organisations)

O No

X Yes- in framing the research agenda

X Yes - in implementing the research agenda

X Yes, in communicating /disseminating / using theuhes of the project

13a Will the project generate outputs (expertise oscientific advice) which could be used by

policy makers?

X Yes — as @rimary objective (please indicate areas below- multiplswaers possible)
X Yes — as @&econdaryobjective (please indicate areas below - multgslswer possible)

O No
13b If Yes, in which fields?
Agriculture Energy Human rights
Audiovisual and Media Enlargement Information Society(x)
Budget Enterprise Institutional affairs
Competition Environment Internal Market
Consumergx) External Relations Justice, freedom and secur(f)
Culture External Trade Public Health
Customs Fisheries and Maritime Affairs Regional Policy
DevelopmenEconomic and Food Safety Research and Innovati¢r)
Monetary Affairs Foreign and Security Policy Space
Education, Training, Youth Fraud Taxation
Employment and Social Affairs Humanitarian aid Transport
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13c If Yes, at which level?
X Local / regional levels
X National level
X European level
X International level
H Use and dissemination
14. How many Articles were published/accepted f@ublication in 190 (peer-reviewed

peer-reviewed journals?

articles in
journals and
papers in
proceedings)

To how many of these is open accé&provided?

estimated > 85%

How many of these are published in open aa=journals?

How many of these are published in open repitories?

mostly open
repositories,
such as authors’
webpages

To how many of these is open access not provided?

Please check all applicable reasons for nptoviding open access:

O no suitable repository available

O no suitable open access journal available

O no funds available to publish in an open accessal
U lack of time and resources

O lack of information on open access

X publisher's licensing agreement wouldp®nit publishing in a repository

Qothef’: ...............

15. How many new patent applications (‘priority filings’) have been made? | 0
("Technologically unique": multiple applicationsrfthe same invention in different
jurisdictions should be counted as just one appigcaof grant).

16. Indicate how many of the following Intellectual Trademark 0
Property Rights were applied for (give number in _ _
each box). Registered design 0

Other 0

17. How many spin-off companies were created feaplanned as a direct 0
result of the project?

I ndicate the approximate number of additional jobsin these companies: 0

18. Please indicate whether your project has a fential impact on employment, in comparison

with the situation before your project:
d Increase in employment, or ‘ a

Q Safeguard employment, or u In large companies

36 Open Access is defined as free of charge accessijone via Internet.
37 For instance: classification for security project.
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O Decrease in employment, u None of the above / not relevant to the project

X Difficult to estimate / not possible to quantify

19. For your project partnership please estimatéhe employment effect Indicate figure:
resulting dlreptly frqm your part|IC|pa.t|on in Full Time Equivalent (FTE = 23 FTE in Primelite
one person working fulltime for a year) jobs: consortium

Difficult to estimate / not possible to quantify a

| Media and Communication to the general public

20. As part of the project, were any of the benefiaries professionals in communication or
media relations?
X Yes O No

21. As part of the project, have any beneficiarieseceived professional media / communication
training / advice to improve communication with thegeneral public?
X Yes O No

22 Which of the following have been used to commurate information about your project to
the general public, or have resulted from your progct?

X Press Release X Coverage in specialist press

X Media briefing X Coverage in general (non-spedipfisess

O TV coverage / report X Coverage in national press

X Radio coverage / report X Coverage in internatipness

X Brochures /posters / flyers X Website for the galngublic / internet

O DvVD /Film /Multimedia a Event targeting general public (festival, confenc
exhibition, science café)

23 In which languages are the information productsgor the general public produced?

X Language of the coordinator X English
X Other language(s)

Question F-10: Classification of Scientific Disciplines accorditaythe Frascati Manual 2002 (Proposed
Standard Practice for Surveys on Research and iExpetal Development, OECD 2002):

FIELDS OF SCIENCE AND TECHNOLOGY

1. NATURAL SCIENCES

1.1 Mathematics and computer sciences [mathematidother allied fields: computer sciences androth
allied subjects (software development only; haréwadevelopment should be classified in the
engineering fields)]

1.2 Physical sciences (astronomy and space sciguingsics and other allied subjects)
1.3 Chemical sciences (chemistry, other alliedestis)
1.4 Earth and related environmental sciences dggobeophysics, mineralogy, physical geography and

other geosciences, meteorology and other atmogpésiences including climatic research,
oceanography, vulcanology, palaeoecology, othegxdadiciences)

15 Biological sciences (biology, botany, bacterigl, microbiology, zoology, entomology, genetics,
biochemistry, biophysics, other allied sciences]uding clinical and veterinary sciences)
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ENGINEERING AND TECHNOLOGY

2.1 Civil engineering (architecture engineering)ding science and engineering, construction ergjing,
municipal and structural engineering and otheedlBubjects)

2.2 Electrical engineering, electronics [electrieagineering, electronics, communication enginggeaind
systems, computer engineering (hardware only) simer @llied subjects]

2.3. Other engineering sciences (such as chemaieanautical and space, mechanical, metallurgiwdl a
materials engineering, and their specialised suidivs; forest products; applied sciences such as
geodesy, industrial chemistry, etc.; the sciencktaohnology of food production; specialised
technologies of interdisciplinary fields, e.g. €t analysis, metallurgy, mining, textile technglog
and other applied subjects)

3. MEDICAL SCIENCES

3.1 Basic medicine (anatomy, cytology, physiolaggnetics, pharmacy, pharmacology, toxicology,
immunology and immunohaematology, clinical chengisttinical microbiology, pathology)

3.2 Clinical medicine (anaesthesiology, paediatiitsstetrics and gynaecology, internal medicinegesy,
dentistry, neurology, psychiatry, radiology, theratics, otorhinolaryngology, ophthalmology)

3.3 Health sciences (public health services, soos@licine, hygiene, nursing, epidemiology)

4. AGRICULTURAL SCIENCES

4.1 Agriculture, forestry, fisheries and alliedesgies (agronomy, animal husbandry, fisheries, figres
horticulture, other allied subjects)

4.2 Veterinary medicine

5. SOCIAL SCIENCES

5.1 Psychology

5.2 Economics

5.3 Educational sciences (education and trainimgcdner allied subjects)

5.4 Other social sciences [anthropology (social@nitural) and ethnology, demography, geography
(human, economic and social), town and countrymtag) management, law, linguistics, political
sciences, sociology, organisation and methods,alféseous social sciences and interdisciplinary ,
methodological and historical S1T activities raigtio subjects in this group. Physical anthropology
physical geography and psychophysiology should atiynbe classified with the natural sciences].

6. HUMANITIES

6.1 History (history, prehistory and history, tdggt with auxiliary historical disciplines such as
archaeology, numismatics, palaeography, geneaigy),

6.2 Languages and literature (ancient and modern)

6.3 Other humanities [philosophy (including thetdnig of science and technology) arts, history of ant

criticism, painting, sculpture, musicology, dramatit excluding artistic "research" of any kind,
religion, theology, other fields and subjects pertey to the humanities, methodological, historigat
other S1T activities relating to the subjects is tiroup]
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