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Abstract

This deliverable discusses the preliminary rule engine and execution environment implementation of the
ENDORSE project. It starts with the preliminary ENDORSE architecture and the architecture of the
prototype are discussed. Based on the requirements defined within the project the capabilities and
functionality of the prototype is elaborated. To illustrate the approach a use case definition is given and the
prototype functionality is shown. An installation guide of the required server and database environment to
run the prototype is given. As an outlook the future work on integrating the rule engine environment into the
final architecture is described.
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Executive summary

The deliverable at hand presents the first effort towards a rule creating and execution environment for the
ENDORSE project. Focusing on the stakeholders and the requirements described in D2.4 the privacy rule
definition language was created. To boost the development of the ENDORSE framework this deliverable
explains the initial prototypical implementation for an environment. This deliverable shows a very early state
of the rule engine development and there are many aspects which cannot be covered such as the resolving
strategies for rule conflicts, interlinks between rules and the corresponding law texts and direct conversion
from PRDL rules into the Drools rule language which is executable by the engine.

The prototype described in the deliverable can show that a privacy statement can be implemented within
rules and also executed within a rule engine to prevent data from being used not according to the privacy
statement. As the task is ongoing further work will be conducted towards an integrated framework which
handles rules and assures that the data are used fairly and lawfully.
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1. Introduction

This deliverable describes the Rule engine preliminary implementation in the context of the ENDORSE
project. The aim of the ENDORSE project is to provide interconnection between policy makers, the
organisations which handle the data and last but not least the data subjects via pioneered conceptions
regarding legally compliant data handling. In order to achieve this goal ENDORSE will introduce a PRDL
that provides solutions for organisations that want to migrate their existing privacy policies into
computationally executable rules enforced by the ENDORSE framework.

The Privacy Rule Definition Language (PRDL) is one of the main goals of the ENDORSE project. The
language should be sufficiently expressive to define privacy policies for SMEs, it should link the wording of
the data privacy laws of different European countries, it should be represented in natural language and
therefore should be easy to understand. After all, it should be automatically or semiautomatically executable
by a rule engine.

This deliverable deals with the first prototype of the rule engine and execution environment for the
ENDORSE project and introduces the basic components needed within this environment. It shows all the
components of the prototype and their basic functionality. In brief, these elements are an environment to
create, edit and delete rules within the rule repository. In addition the prototype offers an environment to edit
and save a request which can be executed within the rule engine. Consequently the application presents an
interface where the user can check what data the system has return on the executed request and consequently
whether the request was valid or not. The software prototype presented in the deliverable is available online
at http://tinyurl.com/5roe3th and the deployable file is available at http://tinyurl.com/67s91mg.

The remainder of this document is structured as follows. Chapter 2 gives an overall picture of the rules
engine prototype and explains the interrelations of the prototype within the project. Chapter 3 then
summarizes and discusses the preliminary architecture of the ENDORSE project and the architecture of the
prototype application. Chapter 4 is split in two parts. The first one contains the description of all the
prototype components while the second part is dedicated to the description of use case as well as future
developments. Chapter 5 gives an outlook and conclusions on the current development and on future plans
towards the final implementation of the rule engine within ENDORSE. Chapter 6 illustrates the installation
and setup of the server environment needed to deploy the prototype application.
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2. Overall Picture of the Rule Engine Prototype

The ENDORSE project aims on enforcing privacy protection law within companies by providing a language
PRDL for the generation of rules according to privacy law and a toolbox that can enforce this rules within a
company system. After the development of the preliminary PRDL specification this deliverable deals with
the first prototype of the rule enforcing environment. The prototype should serve as a first step towards the
complete ENDORSE architecture. From this starting point all the efforts concerning architectural
components should be aligned and bring together the PRDL rule editor, the rule enforcing environment and
the request editor and a consent component. The complete architecture is described in D3.1. This prototype
includes the rule enforcing environment represented by the Drools Rule Engine and the request editor
implemented with a small web based GUI.

The consortium decided the usage of Drools[7] during the general meeting in Zaragoza. Drools is an Object-
Oriented Rule Engine for Java developed by JBoss. In addition, the rule engine is an augmented
implementation of Forgy's Rete[8] algorithm tailored for the Java language. Adapting Rete to an object-
oriented interface introduces more natural expression of business rules with regards to business objects.
Furthermore it provides declarative logic programming and is flexible enough to match the semantics of
different problem domains such as data privacy in ENDORSE context.

The Drools rule engine should provide the needed functionality for the ENDORSE project to enforce privacy
rules within a company environment. The engine can be deployed as a standalone application or as a service
on a server within a company network. Rules that can be enforced within the engine have to be written in
Drools rule language but this language is not suitable for non technical personal which legitimates the
introduction and development of the PRDL language. To enforce PRDL rules within the rule engine, the
language has to be transformed. For the prototype implementation, the transformation has not been feasible
but for the demonstrator one rule will be transformed as a proof of concept.

To give an overview the prototype is designed as a web based standalone application. It is deployed on a
Glassfish open source application server and uses an Apache Derby DB for internal data persistence.
Developed in Java and using many Java Enterprise technologies such as Java Server pages, Java Beans and
Hibernate persistence the application can be seen as state of the art. It combines the rule engine, an editor for
writing Drools rules and a small application for writing a request and execute it with the system. The rule
engine is embedded into the application and is initialized once and every time the rule base changes, the rule
engine is reinitialized to assure that all the rules are deployed in the engine when a request is created. When a
user logs into the application, he can create rules in Drools language which are persistent within the system.
Furthermore, the user can specify a request for data from the application example data. In case of the
demonstrator this data repository consists of files on the deploying system. When browsing the files the rule
engine executes the request and shows the files which valid to show according to the rules within the engine.

A use case and the user interface is described in the following chapters as well as the installation guide for
the needed server environment. The demonstrator can be seen as a starting point for the further development
of the rule executing and enforcing environment. Efforts will be made in the integration of the rule engine
into the overall ENDORSE architecture.
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3. ENDORSE and Prototype Architecture

The application architecture of the ENDORSE framework and toolset has been defined to fit all the
requirements identified by the consortium, described in the deliverables 2.1 — 2.4. Figure 1 illustrates the
preliminary architecture and shows the relation of the rule or policy engine and the editor within the project.
As the architecture component defining process is still on-going and the interfaces to other components are
not entirely defined, the preliminary implementation of the rule engine has been conducted into a standalone
web application. Adapting the provided functionality into a fully fledged architecture will not impose critical
problems and the architecture will not be affected. A fully description of the ENDORSE architecture can be
found in deliverable D3.1 Functional Architecture.

Application Architecture
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Figure 1: ENDORSE Architecture [9]

As stated before, the prototype has its own internal architecture which is decoupled from the ENDORSE
architecture. The central component is the rule or policy engine Drools [7]. This rule engine is developed by
JBoss' and also provides a community developed open source variant. The rule engine component in the
prototype is embedded in the application and does not need a running JBoss instance. To persistent store
rules an Apache Derby database is used as repository. The prototype itself is an web application based on
Enterprise Java Beans[5] and Java Server Pages [6]. It can be deployed on any web server and the
installation and setup manual is given in Chapter 2. The following chapter will the describe the functionality
and components of the rule implementation prototype followed by usage scenarios.

'http://www.jboss.org/
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4. Rule Engine Prototype User Guide

This section illustrates the components of the rule engine preliminary implementation and shows the main
features of the prototype. The prototype was developed to show the capabilities of the Drools Rule Engine
and to start the development of the rule engine component within the ENDORSE architecture. Although the
prototype is currently developed as a standalone application the components should fit into the future
ENDORSE architecture. Additionally this section introduces a manual for the developed prototype and
explains the capabilities for the end user. The application should furthermore serve as a basis for tackling the
goals and requirements of the ENDORSE project elaborated in the deliverables 2.1 — 2.4. Besides the efforts
concerning the rule engine also the process of developing PRDL is ongoing. The meta access model (see
D.3.2) developed to represent the request a data controller wants to execute on a system has taken into
account and is implemented within the prototype application. The next section will visualize all the
components of the application and provide a user guide.

4.1. Prototype Components

The chapter shows the components and their specific contexts in relation to the project and the project
architecture. Also future developments will be announced and the importance of further developments is
stated. This prototype will lead to an integrated approach with all the other components developed within the
project and will end up in a toolset together with the PRDL editor and other components needed to integrate
the ENDORSE framework into existing company environments. The next chapter will focus on a use case
model that can be accomplished with the rule engine prototype.

Starting of with the different views of the application user interface this chapter will introduce all the features
that the rule engine prototype can offer the user. It will also give further information concerning future
development of the language and the meta-models. To start with, the first screen that is showed within the
browser when starting the web application is started, is given in Figure 2. The user has two choices to go
forward. On the one hand, if an account exists, to go directly to the login or on the other hand to register an
account within the system. Accounts are stored in the database and are available for later usage.

ENDORSE

DEMO

Review Rules Demonstrator by SUAS, 2011

You need a user profile to browse files. Please or

Figure 2: Prototype Initial Screen

4.1.1. Login Screen

When the user has chosen to log in because she has an account the system will lead to the login screen
depicted in Figure 3. The user has to state the email address used for the registration and the valid password
to the online form. When the credentials are valid the system will login the user and show the start screen of
the application. In case of wrong credentials the system will display an credential error and will ask for the
retyping of the credentials. In case the user has not created an account yet the application offers the
possibility to do so.

© ENDORSE Consortium 2011 Page 9 of (24)
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Log In

Email address

Password

Figure 3: Prototype Login
4.1.2. Create an account

To assure that only registered user can work with the example data in the prototype the login with credentials
is obligatory. In order to create a valid account the user has to specify an email address and a password.
Additionally the first and last name of the user is stored with the credentials to make the person identifiable.
For a signup the user hast to type all the parameters in the online form a click the Sign Up Button shown in
Figure 4. When the registration or the login is completed successfully the start screen of the application is
shown and described in the next section.

Sign up

Email address
Password

Retype password
First name

Last name

[T,
Sign up

Figure 4: Prototype Account Creation
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4.1.3. Start Screen

After a successful login the first screen appearing gives the user the possibility to change his first and last
name and the navigation within the application is shown as illustrated in Figure 5. The navigation section in
the top right corner informs the user of who is logged in and the three main functionalities of the prototype.
These are the Data Browser, the Rule Repository/Editor and the Request Configurator. Additionally the user
has the ability to log himself out and leave the application. In the following all the main features of the three
functionalities are explained in detail.

= At nrafi
Edit profile
First name
Last name
Update
Figure 5: Prototype Start Screen
4.1.4. Rule Browser

As a rule repository is one of the main goals of this prototype the Rule Browser shows all the rules that are
present in the system. The rules are written in Drools Rule Language at the moment and can directly be
transferred into the knowledge base of the rule engine. In Deliverable 3.2 there is a set of examples of Drools
rules given and explained. The basic syntax of a Drools rule will be described in the following. This rule is a
simple example for a rule controlling data access on telephone numbers within a system. A user which has
the registered position “admin” has access to all the telephone numbers within the system if requested.

rule "rule_name"
when
$r: Request()
$u : User(position == “Admin”)
$f : Data (name == “telephone numbers”)
then
$r.grantAccess();
end

All the rules in the rule repository are shown in the Figure 6. Every rule can be deleted and edited with the
rule editor, which is described in the next section. Additionally the rule browser does a code formatting and a
basic syntax highlighting. The next component described will the be rule editor and its capabilities.

© ENDORSE Consortium 2011 Page 11 of (24)
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View ru

™ ™
oo

rule “show name of all users”

when
%u : User(lastname == "Ruecker")
id : DataController(value == "marketing”)
%p : ProcessingGround{ value == “promotion®)
to: DataObject(value == "name")
4f : TestFile (name == ($o.getValue()))
%1 : LegalObligations(value == “dplaw")
then
&f.show();
end

rule "show medical data of jane doe”

when
%u : User(lastname == "Ruecker")
id : DataController(value == "marketing”)
%p : ProcessingGround()
to: DataObject(value == "medical data_jane_doe™)
if : TestFile (name == ($o.getValue()))
%1 : LegalObligations(value == “dplaw")
then
&f.show();
end
[
Figure 6: Prototype Rule Viewer
4.1.5. Rule Editor

The rule editor includes a small editing environment where all the supported objects are shown on the top of
the page. The editor has to be distinguished from the editing environment for PRDL described in D.4.1
which will be replacing editor for Drools syntax by offering a transformation from PRDL into Drools. As this
transformation is under active development this interim solution was implemented to show the rules which
are present in the rule engine. To describe the editor a little further, it consists of an editable field the user
can use to write valid Drools rules and use an automated syntax check with error messages returned before
saving. The supported objects for the Drools rules represent the access meta model described in D.2.3. This
model describes what objects the data controller has to specify for executing an request for data within the
system. Every object can be used within the rule to represent certain data protection regulations and is
shortly described in the following.

The User object represents the currently logged in person and allows to directly bind rules to the first and last
name of this person. Further development will introduce more properties for the user object for example
position within the company. Next, the DataController object enables the creation of rules that are linked to
the actual data controller who wants to process. These will not be a distinct person normally but for example
the member of a certain department in a company e.g. marketing. The ProcessingGround object was
requested by the legal partners of the consortium as for them apart from a purpose there has to be a ground
why processing happens. It can be used to define that ground and further enhance the rule. One of the core
objects is the DataObject. It represents the actual data that will be affected by the rule and is essential for
every rule. The LegalObligations object also enriches the rule by tagging it to certain policies derived from
Data Protection Law. Also essential is for every rule is the Purpose for what the rule has to grant access to
data to a data controller. The analysis of the consortium partners privacy statement showed that most of the
rules will contain one or even many Constraints. Therefore the Constraint object can also be seen as essential
for the rules. Finally the TestFile represents that instance of data that the rule engine handles within the
demonstrator. Within the final architecture the data will be provided by the system via appropriate connectors
to data repositories, e.g databases.
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Add rule B

Supported Objects:

User TestFile
+ String firstname » String name
» String lastname + String path
+ hoolean isDirectory
DataController « hoolean isFile
+ boolean isHidden
» String value « long size
L

i long lastModified
ProcessingGround

Constraint
» String value
. = String value
DataObject
) Purpose
» String value

) « String value
LegalObligations

» String value

Rule

Figure 7: Prototype Rule Editor
4.1.6. Request Editor

The request editor allows the user of the prototype to specify all the objects needed execute a proper request
for data within the system. It is depicted in Figure 8. For the demonstrator the specification of only single
value objects is possible but this will be changed in future development, allowing data controllers for
example to request a set of data for their processing purpose. Also included in future development will be the
persistent storage of requests facilitating the re-usage of requests and allowing the storage of complete
request sets. Currently the request editor only persists the one request that can be stored with the according
button and only for the current user session.
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Configur

request

[E=Sg

D

DataController
Processing Ground
Data Objects

Legal Obligations
Constraint

Purpose

Save Request

Figure 8: Prototype Request Configuration
4.1.7. Data Browser

The Data Browser is responsible for presenting the results of a request executed by the data controller and is
visualized in Figure 9. It shows all the data in file format where folder icons represent the complete set of a
data type e.g. all telephone numbers and the file icons illustrate a single data record. In the figure all the data
included within the test environment is shown. In future development this component will also be changed
towards a more convenient approach where the user can view the data the actual data. For the prototype the
goal was to show the howl process from the request over the rule engine towards granted access to data. The
final implementation due in October 2012 in D.4.9 will bring all the user interface features to grant a good
usability.
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ENDORSE Project
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Figure 9: Prototype Data Browser
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4.2. Prototype Use Case

The use case that is presented within this chapter covers normal usage scenario for the rule engine prototype.
Covered shortly a data controller from EurA logs into the ENDORSE system for retrieving data. She wants
to launch an online competition and needs specific data sets for that. These data sets could be name, email
address and telephone numbers for example. In addition, she works at the marketing department and is aware
of the fact that the customers of EurA have given consent that their data is used for marketing purposes. By
using the ENDORSE system she wants to check whether she can use all the desired data for her competition
and the usage is compliant on the one hand with the company policies of EurA and on the other hand with
the Data Protection law.

A second employee of EurA who works at the legal department agreed on writing all the rules for making the
system compliant into the rules editor so that the marketing department can execute requests for data. The
following chapters shortly describe the entering of a rule, the specification of a request and the interpretation
of the results after execution. They will give an overview on the capabilities of the prototype. To test the
preliminary implementation of the rule engine on a configured server (see Chapter 1) it is available online

under http://tinyurl.com/5roe3th.

4.2.1. User enters a rule

The first step for using the rule engine prototype is to specify the rules that should go into the system and
therefore handle the access to data in the system. In the use case example an employee of the legal
department of EurA wants to specify a rule that allows the marketing department to use the “name” data set
of all customers for the usage of promoting the company. The customers have agreed to the usage of their
data for marketing purposes via accepting the privacy statement of the company and additionally the data
protection law is satisfied because the data is collected for a distinct purpose and the users consent is given.

View rules

rule "grant access to name of all users”
when
2d : DataController(value == "marketing")
%p : ProcessingGround{ value == “promotion”)
%o0: DatalObject(value == "name"”)
%f : TestFile (name == ($o.getValue()))
then
. show();
end

rule "hide directories & all files"

when

4f : Testfile {isDirectory == true || size » @ && name != “.DS_Store")
then

&F.hide();
end

Figure 10: UseCase Rule Browser
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Figure 10 shows the two rules needed to fulfil the requirement of providing the names of all the customers in
the system to the requesting data controller. The first rule specifies that the data controller from marketing
has the right to access the names of all customers for the processing ground purpose. The test file represents
the data and is shown when the requests meets the described conditions. As in case of the prototype all the
access to all data sets is shown the second rule basically enforces the concealing of all data sets where access
is explicitly marked granted. Now that all the rules needed are in rule repository the next section illustrates
how the employee of the marketing department specifies the appropriate request.

4.2.2. User specifies a request

Figure 11 shows the request editor user interface with already filled form fields for the request describe in the
previous sections. The employee only had to edit the appropriate fields and save the request with the
underlying button. Currently the system only supports single request configurations but will be enhanced
with a request repository where all the request are stored for further usage during further development. Once
the user has finished the editing of the request she can execute it and look whether the system returns the
required data or the access is prohibited. The results that the prototype returns are shortly described in the

next section.

e

onfigure
recjueui

DataController
markaing

Processing Ground
promaotion

Data Objects
name

Legal Obligations

Constraint
Purpose
Figure 11: Use Case Configure Request
4.2.3. User executes a request

When the user hits the “Browse data” link within the application the Data Browser will appear automatically
as shown in Figure 12. What happens in background is the reload of the knowledge base and the resulting
check whether all rules are currently persistent in the rule engine or not. When this process has finished the
request is transferred into the rule engine as well and the reasoning checks whether the data sets have to be
shown or not. In this deliverable the request has been approved as valid and the rule engine grants access to
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all the names as shown in the Figure. Summing up, the capabilities of the application are limited at the
moment but the development process from rules over request leading to successful execution is shown and
will be further developed in the future of the project.

- \ O s
Browse data

name

Figure 12: UseCase Data Browser

4.3. Future Development

This deliverable elaborated the first steps towards an integrated, (as a component of the ENDORSE
component, or framework (as service used by the ENDORSE component) approach for the ENDORSE
toolset. It shows the capabilities of the prototyped and lists challenges that have to be taken into account for
the final implementation of the rule engine. The main aspects of the future development will be set on an
easy usability of the software and its components. Integrating the other ENDORSE components like the
editor and an external rule and probably request repository will be key. Also a lot of effort of the consortium
has to be invested on the PRDL rule language and its capability of being transformable into Drools rules.
Bringing together the legal people of the consortium as well as the social scientists to design a user-friendly
tool that can be used without an advanced knowledge of the field is the vision behind the development
started with this prototype.
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5. Conclusion and Outlook

The deliverable at hand presented the first efforts on creating the rule enforcing environment needed within
the ENDORSE framework. It presents the general architecture of the ENDORSE framework and explains
where the integration to the future planned architecture will take place. All the main components of the
application are shown and described. Features that are provided by the application are illustrated and a first
concept for handling the requests for personal data is given in form of a use case description.

This use case covers the scene of a data controller within EurA, a part of Generali Insurance Group, where an
employee within the marketing department wants to launch an online competition. For these competition a
certain data set is needed and the employee wants to use the ENDORSE system to check whether she can use
the data for the purpose of an online competition. Before this scene can happen an employee of the legal
department of EurA has to enter all the rule required within the prototype framework. Within the use case
description one rule is exemplified to show the process of creating a rule. Finally the marketing employee
can configure her request and execute it within the system.

Concluding this deliverable imposes a first step towards an integrated ENDORSE framework for ensuring
data privacy via rules derived from data protection law. The focus for the future work conducted on the rule
engine lies on an architecture integrated approach which offers a user-friendly rule deployment environment.
The other ENDORSE components such as the rules editor supporting PRDL and a rule repository, including
a set of rule sets, will also be integrated in this final architecture.
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6. Installation & Setup

This chapter is dedicated to the whole installation process regarding the needed server components as well as
their configuration. As server operating system CentOS 5.5 [1] was used. Regarding the Web-server
components, Glassfish 3.1.1[3] and Apache Derby 10.8.1.2.[2] were utilized. This description assumes that
the Linux operation system is already up and running as well as an up-to-date Java JDK Version 1.6x+. A
detailed description of the installation process of the OS can be found here [4].

6.1. Installation of the Components

First of all, the components have to be acquired. This is done by using the wget command as follows:
[user]# wget http://download.java.net/glassfish/3.1.1/release/glassfish-3.1.1-ml.zip
After the download has finished, move the zip File to the directory /usr/share for example:
[user]# mv glassfish-3.0.1.zip /usr/share/glassfish-3.0.1.zip
Next change the current working directory to /usr/share and unzip the file
[user]#cd /usr/share

[user[#unzip -q glassfish-3.1.1-ml.zip

The rules database is then copied into the Glashfish subdirectory /javadb/rules

Before starting the Glassfish Application Server, the Derby DB has to be started. NOTICE: Both commands
have to be executed inside the glassfish/bin directory:

./asadmin start-database —dbhost 0.0.0.0 —dbhome /ust/share/glassfish3/javadb/

The parameter dbhost with the value 0.0.0.0 stands for universal access from every client (possible
restrictions can be configured here). The parameter dbhome specifies the location of the rule database. After
the successful start of the database, the application server can be powered on:

./Jasadmin start-domain domainl
The Web-interface of the server is now available at:

http://[IP of Server]:4848

6.2. Application Server Setup

First of all, out of security reasons, the standard admin account should be modified. By standard, both the
fields for user and password are blank. This can be altered by visiting the admin registers in the server as
shown below:

GlassFish™ Server Open Source Edition

_ Domain Attributes Tab inistrator P P

Applications Configuration A Aliases
5l common Tasks

(= B New Administrator Password

senver (Admin Server) Changes the password for the current admin user
8 Clusters
Standalone Instances User ID: admin

> [ Nodes Group List: asadmin
* [] Applications
&% Lifecycle Modules

MNew Password:
Confirm New Password:

v [ JDBC
- JDBC Resources
[ Jdbc/__TimerPool
[ jdbo/__default
[ idbcfrules
v JDBC Connection Pools
[ DerbyPool
= _TimerPool
» 3 Connec tors
& Resource Adapter Configs
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Next, a JDBC Connection Pool has to be defined:

GlassFish™ Server Open Source Edition

&
LA

Tree
Edit JDBC Connection Pool

E . . .
& common Tasks JDBC connection pool. A JDOBC connection pool is a group of reusable connections for a particular database

Maodify an existin

& Domain | Load Defaults Ping |
[5] server (Admin Server)
Clusters General Settings
|§| Standalone Instances Pool Name: DerbyPool
* & Nodes
» [ Applications Resource Type: ‘javax.sql.DataSource |Z|
&% Lifecycle Modules Must be specified if the datasource class implements more than 1 of the interface.
v [ Resources Datasource Classname: |org.apache.derhy.jdbc.ChentDataSource |
v g JDBC Vendor-specific classname that implements the DataSource and/or XADataSource APls
> JOBC Resources Driver Classname: | |
[&) jdbe/_TimerPool Vendor-specific classname that implements the java.sgl.Driver interface.
[ Jdbe/_default Ping: || Enabled
| Jdbeitules ‘When enabled, the pool is pinged during creation or recanfiguration to identify and warn of any erraneous values for its attributes
JDBC Connection Pools Description: [ |
(& __TimerPool || Pool settings

* & Connectors
g Resource Adapter Configs

4 E JMS Resources

Maximum Pool Size: 32 Connections
[ JavaMail Sessions - i . .
Maximum number of connections that can be created to satisfy client requests
F [gJNDI

Configurations Pool Resize Quantity: 9 Connections

Mumber of connections to be removed when pool idle timeout expires

Initial and Minimum Pool Size: g Connections

Minimum and initial number of connections maintained in the pool

default-config
server-config Idle Timeout: 300 Seconds
(3 Update Tool Maximum time that connection can remain idle in the pool
WMax Wait Time: 50000 Milliseconds

Amaunt of time caller waits befare connection timeout is sent

Transaction

Non Transactional Connections: || Enabled
Returns non-transactional cannections

Transaction Isolation: I
If unspecified, use default level for JDBC Driver

Isolation Level: [7] Guaranteed
All connections use same isolation level; requires Transaction |solation

GlassFish™ Server Open Source Edition

‘ General ‘ Advanced ‘ Additional Properties

Common Tasks

Edit JDBC Connection Pool Advanced Attributes

Domain
g senver (Admin Server) Modify an existing JDBC pool. A JDBC pool is a group of reusable connections for a particular database
Clusters ]
[[] Standalone Instances
» @ Nodes Pool Name: DerbyPool
> [7] Applications Statement Timeout: (1 | Seconds
& Lifecycle Modules Timeout property of a ion 10 enable of ab Ily long running queries. -1 implies that it is not enabled

g Resources Statement Cache Size: g
¥ [@JosC Caching is enabled when set to a positive non-zero value (for example, 10)

> ;IDBC Resources Init SQL: ‘ |

) jdbel_TimerPool Specify a SL string to be executed whenever a connection is created fram the pool

] ’_dx: —‘“Fa““ SQL Trace Listeners:

5 idberrles Comma-separated list of classes that implement the org glassfish.api jdbc SQLTraceListener interface
JDBC Connection Pools .

Wrap JDBC Objects: | Enabled
When set to true, application will get wrapped jdbe objects for Statement, P ¢ ResultSet, DatabaseMetaData

& __TimerPool |
> & Connectors
& Resource Adapter Configs

Pooling: [7)Enabled
When set to false, disables connection pooling for the pucl

» g% JMS Resources Connection Settings
[ Javalail Sessians
R Validate At Most Once: o |Seconds
Specifies the time interval in seconds between successive requests to validate a connection at most once. Default value is 0, which means the attribute is not enabled
v g Configurations

default-config Leak Timeout: 0 Seconds
semer-config 0 implies no leak detection
(3 Update Tool Leak Reclaim: if enabled, leaked connection will be reclaimed by the pool after connection leak timeout eccurs

Creation Retry Attemps: 0
Number of attempts to create a new connection. 0 implies no retries.
Retry Interval: 10 Seconds
Time interval between retries while attempting to create a connection. Effective when Creation Retry Attempts is greater than 0
Lazy Association: ] Enabled
Connections are lazily associated when an operation is performed on them
Lazy Connection Enlistment: [| Enabled
Enlist a resource to the transaction only when it is actually used in a method
Associate with Thread: ] Enabled
When the same thread is in need of a connection, it can reuse the connection already associated with that thread

© ENDORSE Consortium 2011 Page 21 of (24)



ENDORSE-257063 Deliverable D4.3

Match Connections: || Enabled
Turns connection matching for the pool on or off

Max Connection Usage : 0
Connections will be reused by the pool for the specified number of times. after which they will be closed. 0 implies the feature is not enabled.

Connection Validation

Connection Validation: || Required
Validate connections, allow server to reconnect in case of failure

Validation Method: auto-commit i

Table Name:

If table validation is selected, select or enter the table name

Validation Classname:

If custom-validation is selected, specify validation classname.
On Any Failure: [7] Close All Connections

Close all connections and reconnect on failure, otherwise reconnect only when used
Allow Non Component Callers: ] Enabled

Enable the pool to be used by non-component callers such as SenvletFilters

GlassFish™ Server Open Source Edition

‘ General ‘ Advanced | Additional Properties

[ common Tasks
@ Domain Edit JDBC Connection Pool Properties [Sam]
[ senver (Admin Server) Modify properties of an existing JOBC cannection poal
Clusters

[] Standalone Instances
» g Nodes Pool Name: DerbyPool

> [ Applications

&a Lifecycle Modules Additional Properties (7)
v [ Resources EZNER Delete Properties
v B JoBC | | Name « | value " ipti "
N
5 JDBC Resources T [PortNumbsr 1527
=) jdbe/_TimerPool
g ﬁw—dem ) [Passwod w0p
3 Idbchiules 0 |[eer app
+ [ JDBC Connection Pools £ [serertiame localhost
[C] | DatabaseName rules
& _TimerPool |2 JuR Jdbe:derby:/ocalhost: 152T/rules
» & Connectors [ [driverClass org apache derby jdbc ClientDriver

& Resource Adapter Configs
> gt JMS Resaurces
[ Javaiail Sessions
» (3 JNDI
anfigurations
» (g default-config
» (g4 server-config
(3 Update Tool

After that, a new JDBC resource can be created, using the recently defined JDBC Connection Pool:

GlassFish™ Server Open Source Edition

Edit JDBC Resource

Common Tasks JDBC data source

Edit an existing
& Domain m
[ server (Admin Server)
Clusters
[ Standalone Instances

JNDI Name: jdbc/rules

> g Modes
* [] Applications Pool Name: | oy ool [+

s Lifecycle Modules Use the JDBC Connection Pools page to create new pools
v | Resources Description:

v §JDBC Status: Enabled

> JDBC Resources
= jdbc/__TimerPool Additional Properties (0)

Jjdbe/__default it Delete Properties

v JDBC Connection Pools No items found.
| DerbyFool
[=) _TimerPool [
* & Connectors
) Resource Adapter Configs
» gt JMS Resources
[ JavaMail Sessions
» [ JNDI
v Configurations
default-config

server-config

{32 Update Tool

Now the database source should be reachable. This can be tested by using the ping tool integrated into the
Web-interface:
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& Total # of available updates : 1

Tree

Comman Tasks

e Domain
E server (Admin Server)
Clusters
[ Standalone Instances

> [ Nodes

* [] Applications
% Lifecycle Modules

v | Resources
* [ JDBC

> JDBC Resources

[ Jdbe/__TimerPoul
2 dbe/_default
g Jjdbcirules

JDBC Connection Pools

l E __ TimerPool
* (5 Connectors

2 Resource Adapter Configs
» gF JMS Resources

== lavaMail Sascinne

GlassFish™ Server Open Source Edition

| =

| ne

& Ping Succeeded

Edit JDBC Connection Pool
Madify an existing JOBC connection pool. A JDOBC connection pool is a group of reusable connections for a particular database
Load Dafauls

General Settings

Pool Name: DerbyPool

Resource Type: |Javax.5q\.DataSourcE [=]

Must be specified if the datasource class implements more than 1 of the interface
Datasource Classname: |nrg,apache,dsrhy,jdhc,C\istataSourcs |
Vendor-specific classname that implements the DataSource and/or XADataSource APls

Driver Classname: | |

Vendor-specific classname that implements the java.sql.Driver interface.
Ping: [] Enabled

WWhen enabled, the pool is pinged during creation or reconfiguration to identify and warn of any erroneous values for its attributes
Description: | |

Pool Settings

Finally, the application is going to be deployed on the server. As Type “Web Application” is being selected:

GlassFish™ Server Open Source Edition

Common Tasks

& Domain

E server (Admin Server)

Clusters

[ Standalone Instances
> [ Modes

% Lifecycle Modules
¥ | Resources
v [ JoBC
4 JDBC Resources
g Jjdbe/__TimerPool
[ Jdbe/_default
g Jjdbc/rules
v JDBC Connection Pools
g DerbyPool
g __ TimerPool
» 3 Connectors
3 Resource Adapter Configs
» gF JMS Resources
=1 JavaMail Sessions
» (g JNDI
Configurations
default-config
server-config

(3 Update Tool

Deploy Applications or Modules
Specify the location of the application or module to deploy. An application can be in a packaged file or specified as a directory.

Location: Packaged File to Be Uploaded to the Server

Choose File | 1o file chosen

 Local Packaged File or Directory That Is Accessible from GlassFish Server

[ Browse Files...

Browse Folders..

The application is now available at the server at the following address:

http://[TIP of Server]:8080/[Name of Application]-war/
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