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Executive summary 
 
FLAVIA flexible architecture designed in WP2 opened the door for enhancing 
contention-based systems and applying them for new emerging scenarios. The 
main objective of WP6 was to enter this door by designing novel approaches 
and solutions to enhance contention-based systems by utilizing flexibility, 
scalability, and upgradability of the FLAVIA platform.  
 
The work towards this goal was started in the first year of the project when we 
developed and evaluated several approaches and solutions for the enhancing 
existing 802.11 technology, which were reported in our previous deliverable 
D6.2. After D6.2, we continued the work on improvement and further 
development of solutions proposed in the first year and also proposed and 
evaluated a number of new solutions. The result of this work is presented in 
this report. Specifically, in the report we present a number of innovative 
solutions that allow improve significantly the performance of IEEE 802.11 
technology in terms of throughput, energy consumption and reliability. Also, by 
exploiting the flexibility of FLAVIA we develop solutions which provide new 
functionalities (services) not included in the current standard.  In particular, 
we present new services for transmission of unicast and multicast multimedia 
traffic with QoS support in multihop networks, service for virtualization of 
WLAN cards, novel localization service and others. In addition, as a contention 
based system represents a set of independent self-configuring nodes without 
any centralized coordination, we address the problem of selfish node behaviour 
when some nodes for they own benefits attempt to violate standard operation 
rules, and we propose mechanisms for their detection and correction.  
 
For each solution proposed in the report we access the capability of FLAVIA to 
support this solution. We show that with FLAVIA architecture all proposed 
solutions can be easily implemented without need for lengthy standardization 
process and new WLAN cards, which in turn proves the efficiency of the 
proposed architecture. This fact makes us believe that the flexibility of FLAVIA 
will inspire the development of more new solutions in the near future and 
FLAVIA will provide their easier implementation.  
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Introduction 
 
During the scenarios and requirements analysis reported in deliverable D2.1.1 
and then revised in D2.1.2, we developed the functional architecture of 
contention-based systems which is shown in Figure 1. We identified ten types 
of services which collect a set of functions that should be easily amendable for 
improving the flexibility of the current standard. In the first year of the project, 
we started the development and performance evaluation of novel approaches 
and solutions which exploit the flexibility of FLAVIA architecture and implement 
some functions shown in Figure 1. The results of this work were reported in 
our previous deliverable D6.2. 
 
After D6.2, we continued the work on improvement and further analysis of the 
approaches proposed in the first year and also developed and evaluated a 
number of new solutions which is presented in this report. The aim of this work 
was twofold: (i) to develop new solutions that enhance contention based 
systems; (ii) to access the capability of FLAVIA to support these new solutions. 
We divided all proposed solutions into sections corresponding to particular 
services. 
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Figure 1: Serveries structure for contention-based systems 
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In particular, in Section 1, we exploit the SuPerSense service (innovative 
Monitoring service developed in D6.2 which combines both active and passive 
scanning) to support: (i) monitoring of correlation of wireless link quality, (ii) 
detection of interference caused by external devices, and (iii) new cross layer 
metrics for more reliable and efficient routing.  Also we extend passive 
monitoring to provide comprehensive statistics to FLAVIA Information Base 
which further can be used by all other services and present an algorithm for 
detecting stations which exceed the regulatory transmission power limit. 
Additionally, we introduce a localization system which is able to determine 
station’s position based on propagation delay measurements. 
 
In section 2, we present solutions for improving Data transport with 
differentiated QoS service. In IEEE 802.11 networks, it is based on Distributed 
Coordination Function (DCF) and Enhanced DCF Channel Access (EDCA). First, 
we introduce an original EDCA extension for the support of VoIP applications. 
The proposed extension is based on piggybacking of voice frames in MAC 
acknowledgments, which reduces both frame overheads and time spent in 
contention resolution. Second, we consider some extensions of the 802.11e/z 
Direct Link Mechanism (DLS), which is able to work simultaneously on two 
different channels with the possibility of changing access rules for the direct 
link. Third, we consider the problem of EDCA remapping attacks, when some 
station for their own benefit can assign low priority traffic to a high priority 
queues. We present a method for mitigating the impact of these attacks based 
on a gaming theoretical approach.  
 
In Section 3, continuing our work on Data Transport with Parameterized QoS 
service (the service was introduced in D6.2 and based on the usage of MCCA 
channel access method), we present a mathematical method of scheduling 
channel reservations along a multihop path. The method takes into account of 
QoS requirements of the flow and allows establishing MCCA reservations along 
the hops in path. It minimizes channel resource consumption while meeting 
QoS requirements. Also, we present an original enhancement of MCCA for 
increasing spatial reuse of wireless channel in case of using no-ACK policy for 
transmission of data frames in MCCA reservations. 
 
In Section 4, we present several extensions of Layer 2 routing protocol. 
Specifically, we propose a novel concept of QoS-oriented link management in 
multihop 802.11 networks which allow establishing such links only which meet 
given QoS constraints on reliability and stability. After that we present a 
multicast routing protocol, which can be used for transmission of multicast 
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multimedia traffic in multihop networks with QoS support. It should be noted 
that current standard does not include any multicast routing protocol. 
 
In Section 5, we propose and analyze several MAC and cross-layer MAC/PHY 
mechanisms which belong to the MAC/PHY resource management service. We 
present a power-hopping scheme for dense 802.11 environments which 
mitigate the impact of collisions and improve overall network throughput. After 
that, we introduce a novel rate control algorithm for multi-rate IEEE 802.11 
WLAN which outperforms popular existing ones and offers much higher data 
throughput. Additionally, we present an 802.11-based protocol which instead 
of control frames (e.g. Acknowledgments, RTS/CTS frames) employs 
correlatable symbol sequences (CSS) and thus provide significant reduction of 
time needed for transmission of control information and improve reliability of 
its delivery. 
 
In Section 6, we consider the possibility of using the opportunistic relaying 
technique to increase network throughput and decrease power consumption. 
As the proposed solution can be used to decrease power consumption, we refer 
it to the Power saving management service.  
 
In Section 7, we show how using FLAVIA Virtualization feature easily create 
and manage different MAC schemes and MAC parameters on different virtual 
interfaces running on a single WLAN card. Further, we present an algorithm 
which enable fair sharing of resources between virtual access points thus 
providing fairness guarantees to service providers, irrespective of their number 
of users.  
 
Finally, in Section 8, we present a node policing mechanism which belongs to 
the Flow and congestion control service. Running at the AP this mechanism by 
using ACK dropping technique is able to restore fairness in networks with 
misbehaving nodes cheating with contention parameters of DCF. 
 
For each solution presented further in the report, first, we give a motivation 
explaining why this solution is needed with respect to what exists today. Then 
we shortly describe the essence of the proposed solution and show how it can 
be implemented in the frame of FLAVIA architecture. After that, we provide 
numerical or experimental results which prove advantage and benefits of the 
solution. As many of WP6 results were already published in the frame of WP8, 
in some cases we give a reference to papers where interested readers can find 
more information for corresponded solutions. 
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1 SuperSense: an innovative monitoring service 

1.1 Correlation of Wireless Link Quality 

1.1.1 Problem statement and motivation 
The broadcast nature of the wireless channel has fostered the design of new 
data dissemination protocols based on opportunistic and network coding 
techniques. However, the packet loss correlation on different links can greatly 
impair their achievable performance, reducing their validity with respect to 
classical routing protocols based on the shortest path algorithm. Therefore, the 
knowledge of the inter-link reception correlation permits to select the best 
alternative between network coding mechanisms and classical approaches. 
Recently, the κ factor has been proposed in [48] to capture the correlation of 
packet losses affecting two unidirectional wireless links (t; x) and (t; y) that 
share a common transmitter t. Factor κ is modeled as a function of the 
correlation coefficient, ρt,x,y, of two random variables, x and y, that represent 
the reception of packets sent by a transmitter t (they are therefore Bernoulli 
distributions). Specifically, factor κt,x,y is defined according to equation (1.1). In 
this latter equation, Px and Py represent the packet reception ratios of links (t; 
x) and (t; y), respectively, while Px,y(1,1) is the probability that both the 
receivers of links x and y receive the same packet. 
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1.1.2 Proposed Solution 

The proposed distributed algorithm computes the correlation of packet losses 
affecting wireless links, and thus the κ factor, extending the probe mechanism 
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used by several routing protocols to estimate ETX (Expected Transmission 
Counter) [49]. More specifically, every node ni computes the delivery 
probability Pxi (known also as link quality) of the adjacent wireless link xi = (t, 
ni) as the ratio of the received probes RP(t) periodically transmitted by t and 
those expected over a sliding time window of w seconds, Pxi = RP(t)/w. The 
delivery probability on the reverse link −xi = (ni, t), P−xi , which is used by ni to 
compute the ETX of the link xi, is piggybacked by node t within probe 
messages. In order to inform neighbor nodes about the probe messages 
received from the same transmitter, their format is extended to accommodate 
the sequence number of the last received or expected probe and a bit-mask, 
whose kth bit represents the reception (bk = 1) or the loss (bk = 0) of the kth 
probe starting from that identified by the aforementioned sequence number. 
Thus, a probe message broadcasted by node t contains for each neighbor ni the 
following entry (ni, P−xi, s−xi, bm−xi, Pxi, sxi, bmxi), where ni represents the 
neighbor identifier (i.e., its address), P−xi and Pxi represent the delivery 
probabilities of links −xi = (ni, t) and xi = (t, ni), respectively. The values s−xi 
and bm−xi represent the sequence number of the last received or expected 
probe and the bit-mask of received or lost probes that are periodically 
transmitted by the neighbor node ni. Finally, sxi and bmxi are the sequence 
number and the bit-mask of probes received by ni on the unidirectional link xi 
= (t, ni). Note that these two latter values are obtained from a probe message 
previously transmitted by ni on the reverse link −xi = (ni, t). In the example 
network scenario illustrated in 
 
Figure 2, node t embeds in every probe message three tuples representing the 
wireless links established with its neighbor nodes {i, j, k}. 
 

 
 

Figure 2: Network topology advertised by node t.  Solid arrows represent the links 
that are used to compute  κt, xi, xj, κt, xi, xk and κt, xj, xk. 

Upon receiving a probe message from t, node ni computes the delivery 
probability Pxi and updates the local information representing the probes 
received from t, i.e., sxi and bmxi . Moreover, for all advertised neighbors such 
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that nj, node ni updates the local information representing the statistics of the 
unidirectional links xj = (t, nj) and –xj = (nj , t). At the end of each time 
window w, each node computes the joint reception probability Pt,xi,xj (1, 1) that 
the receiving nodes of links xi = (t, ni) and xj = (t, nj) received a packet from 
the same transmitting node t, according to equation (1.2). In such equation, 
the function I(bm) counts the number of ’1’ in the bit-mask bm, whereas pij

tx is 
the number of transmitted probes considered for the computation of Pt,xi,xj (1, 
1). The value of pij

tx is equal to w/ τ only if at the end of the time window w 
the relation si = sj holds. 
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Assuming that the last bit of the two bit-masks represents the reception or the 
loss of the same probe (i.e., when si = sj), the number of ’1’ resulting from the 
logical AND of the two bit-masks represents the probes that are received by 
both ni and nj. Therefore, the ratio of this latter value and the number of 
expected probes in a time window w is the joint reception probability of links xi 
and xj. 
 
When the last bit of the two bit-masks does not refer to the same probe (i.e., 
si ≠ sj), the bit-masks are realigned reducing the number of bits considered in 
the logical AND. Let us assume, without loss of generality, that si>sj. Then, the 
bit-mask used in the logical AND, bmi’, is obtained from the original bit-mask 
bmi, right-shifting its bits by the difference between the two sequence 
numbers, sj − si. Moreover, the total number of probes considered in the 
estimation has to be decreased of the same quantity, pij

tx = w/  [τ  − (sj − si)]. 
The previous algorithm used to estimate the joint reception probability Pt,xi,xj 
(1, 1) can be further refined to update iteratively the estimate of the packet 
reception correlation, considering all probes transmitted during an interval of 
duration higher than the time window w. The new mechanism used to estimate 
the joint reception probability of two unicast wireless links at the end of an 
estimation interval e is listed in Algorithm 1, where |bmh| is the size of the bit-
mask bmh (e.g., 32 if we use an unsigned integer to represent the received or 
lost probes). The result provided by the algorithm can be used along with Pxi 
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and Pxj to compute the cross-correlation index  ρt,xi,xj and the factor  κt,xi,xj 
according to equation (1.1). 
 

 

1.1.3 Testbed Implementation and Evaluation 

In order to evaluate the effectiveness of the proposed solution, we 
implemented the proposed estimation algorithm in as an additional 
functionality of the FLAVIA SuPerSense service, and evaluated its performance 
using the wireless mesh network testbed developed under the ORBIT project 
[50]. 
 
The wireless mesh network testbed was composed of 12 nodes grouped in 
three subsets configured to use orthogonal wireless channels. The maximum 
transmission rate at the data-link layer was fixed to 6 Mb/s. To evaluate the 
effect of the traffic load on the algorithm accuracy, we establish two CBR 
(Constant Bit Rate) connections between two pair of nodes, whose radio 
interfaces were set on two of the three channels used by network nodes. 
Figure 3 illustrates the mean values of the joint reception probability and the κ 
factor as a function of the network load caused by the two CBR connections. In 
addition to confirming the high accuracy of the proposed distributed algorithm, 
these results show that our solution is not affected by the network traffic 
imposed by data connections, thus representing a feasible and effective 
solution for estimating adaptively the κ factor in wireless multi-hop network 
scenarios. 
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Figure 3: Performance of the proposed algorithm on the ORBIT testbed. 

 

1.2 Interference Detection 

1.2.1 Problem statement and motivation 

Given the scarce availability of the radio frequency spectrum used by standard 
wireless technologies, many existing wireless networks are forced to use the 
same unlicensed ISM (Industrial, Research and Medical) frequency band. 
Hence, interference across different network deployments can lead to loss of 
reliability and an inefficient use of the radio spectrum. Indeed, the radio 
interference in wireless multi-hop networks can highly affect the stability of the 
routing algorithm, thus reducing the network performance of the entire system 
[51], [52]. 
 
In order to detect the interference caused by external devices operating on the 
same wireless channel in densely populated areas, and accurately assigning 
the available channels to the radio interfaces of the network nodes, which form 
a wireless mesh network, we design and developed an innovative active 
monitoring mechanism to coordinate the channel probing and the data 
transmission activities. 

1.2.2 Proposed Solution 

The virtualization and flexibility features of the FLAVIA architecture foster the 
development of a coordinated monitoring functionality that dynamically 
analyses the available wireless spectrum to evaluate the quality of the 
available channels in order to estimate the best network configuration. The 
monitoring activity is performed concurrently to the data transmission using 
two virtual interfaces operating over a single physical interface. The 
virtualization module is liable for scheduling the activities of the different 
virtual interfaces, representing the two operation modes, in order to fairly 
distribute the radio resources. In particular, the time spent for data 
transmission and active monitoring tasks is scheduled according to a time 
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division mechanism implemented using a preemptive weighted round robin 
policy. 
 
Figure 4 illustrates the super-frame defined by the SPS service. Every super-
frame always starts with an active monitoring period followed by a 
transmission period, in which all nodes that belong to the same BSS operate 
using the same medium access mechanisms (either CSMA/CA or TDMA) to 
transmit their data traffic. During an active monitoring frame, only one node is 
allowed to send probes on the wireless channel in order to estimate actively 
the quality of the wireless links established with nearby nodes and the 
interference that might be generated by external sources. The coordinated 
transmission of the probes during the active monitoring period prevent 
collisions caused by simultaneous transmissions performed by other nodes 
within the network that affect the accuracy of the link quality estimation 
mechanism. In fact, as illustrated in [52], the self-interference due to the 
traffic load can seriously impair the cost of best network paths selected by the 
routing protocol, causing route flapping (i.e., the instability of the routes 
selected to deliver the data traffic between two network devices), which in turn 
leads to detrimental effect on the network performance in terms of throughput, 
delay and packet loss. 
 
The proposed coordinated probing mechanism mitigates the effect caused by 
the self-interference, since during the monitoring period only one device can 
transmit its probes according to a TDMA-like approach, thus reducing the 
probability of collisions due to simultaneous transmissions of other network 
devices. This in turn improves the accuracy of estimation of the link quality as 
illustrated in Section 1.3.3. 
 

       
 

Figure 4: The SPS Super-frame structure is composed of an active monitoring period 
followed by a transmission period in which network nodes operate using standard 

medium access protocols. 
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1.3 Cross-Layer Metrics for Reliable Routing 

1.3.1 Problem statement and motivation 
Wireless Mesh Networks (WMNs) have emerged as a flexible and low-cost 
network infrastructure, where heterogeneous mesh routers managed by 
different users collaborate to extend network coverage. 
 
Since many applications envisioned to run on WMCNs have high-throughput 
requirements, recent research [53], [54] has introduced several link layer 
metrics that capture the quality of wireless links to select the network paths 
with the highest delivery rates. However, most of the proposed metrics have 
been designed assuming that each wireless mesh router participates honestly 
in the forwarding process. While this assumption may be valid in a network 
managed by a single network operator, it is not necessarily met in a network 
where the participants are managed by different entities that may benefit from 
not forwarding all the traffic. Specifically, in a WMCN, a selfish user that 
provides connectivity through his own mesh routers might try to greedily 
consume the available bandwidth in his favor to the detriment of others, by 
selectively dropping packets sent by other nodes. 

1.3.2 Proposed Solution 
Several routing metrics have been proposed in recent years to select the path 
with the highest delivery rate in wireless multi hop networks. The essence of 
all these metrics lies in the selection of reliable network paths, avoiding lossy 
wireless links prone to transmission errors. However, in the presence of selfish 
mesh routers that drop packets sent by other network nodes, these metrics fail 
to select the network path with the highest delivery rate, and thus with the 
highest end-to-end throughput. 
 
To address the problem caused by the dropping behavior of selfish 
participants, we combine the link quality measured at the data-link layer with 
the forwarding reliability of a relaying node. Let (i, j) be a wireless link 
established between nodes i and j; pij and pji denote the packet loss probability 
of the wireless link (i, j) in forward and reverse directions, respectively. The 
probability of a successful transmission on the wireless link (i, j) can therefore 
be computed as ps,ij = (1 − pij) · (1 − pji). Furthermore, let pd,ij be the dropping 
probability at the network layer of node j; then pf,ij = (1 − pd,ij) represents its 
forwarding probability. Since a network node can drop selectively the traffic 
sent by its neighbors, the dropping probability of any node j is identified both 
by the sending node i and the relaying node j. As a consequence, the 
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probability that a packet sent through a node j will be successfully forwarded 
can be computed as pfwd,ij = ps,ij · (1 − pd,ij). Then, the expected number of 
transmissions necessary to have the packet successfully forwarded, EFW, can 
be measured according to the following equation: 

( )( ) ( )ijdjiijijfwd
ij pppp

EFW
,, 1

1
11
11

−
⋅

−−
==                            

(1.3) 
 
 

The first part of equation (1.3), which coincides with the ETX metric, considers 
the quality of the physical and MAC layers, whereas our contribution takes into 
account the network layer reliability. Therefore, EFW represents a cross-layer 
metric that models both the physical conditions of the wireless medium and 
the selfishness of the node with which the link is established. 
 
The EFW metric requires the network topology to be represented with a 
directed graph, since the forwarding probabilities of two neighbor nodes i and j 
may differ. To address this limitation, we design two close approximations of 
the EFW metric, called Minimum Expected Forwarding Counter (MEFW) and 
Joint Expected Forwarding Counter (JEFW), that consider respectively the 
worst and the joint dropping behavior of the network nodes. Specifically, for 
each link (i, j) that a node i can establish with each neighbor j, we consider the 
maximum and the joint dropping probability of the two end nodes of the 
communication link, according to the following equations: 
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Within the FLAVIA framework we have designed and implemented a passive 
monitoring mechanism operating at the MAC layer that evaluates the 
forwarding behavior of the neighbor nodes using only the local observations 
gathered from the analysis of the transmissions over the wireless channel. 
Note that even though the proposed mechanism operates at the MAC layer, it 
captures the routing-layer forwarding behavior, thus representing a cross layer 
solution for the estimation of the network layer reliability of network nodes. 
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Our approach relies on the broadcast nature of the wireless channel, which 
enables a network node to overhear the transmissions of any device within its 
radio range, and on the ARQ (Automatic Repeat reQuest) mechanism defined 
by the IEEE 802.11 standard, which requires the transmission of an 
acknowledgment to notify the successful reception of each data frame. In 
order to overhear the packet transmissions of its neighbors, we assume that 
the wireless interface of each network node is in monitoring mode [55]. We 
underline hat this approach can be applied both with omni-directional land 
directional antennas as long as the radio interface of the overhearing node is 
able to decode the captured frames. 
 
Each node i maintains for each neighbor j the number of successfully received 
packets, that is, the number of frames for which it has received an 
acknowledgement from the neighbor j and the number of forwarded packets 
with the same source address of the acknowledged packets cij

fwd. The ratio 
between these two values represents the estimated forwarding probability of 
the neighbor node pf,ij = (1 − pd,ij) = cij

fwd / cij
ack . 

 

1.3.3 Testbed Implementation and Evaluation 

We performed our experiments on the ORBIT testbed aim to evaluate the 
effectiveness and the scalability of the proposed solution. The ORBIT testbed is 
an open access indoor radio grid testbed for controlled experimentation 
consisting of400 wireless nodes equipped with IEEE 802.11a/g wireless cards 
laid out in a 20 × 20 grid with 1 meter spacing between nodes. Each node is 
connected via multiple high speed Ethernet links that permit to remotely 
control the testbed and transfer applications or data. 
 
Due to wireless card requirements and the high interference generated by the 
proximity of the wireless nodes, the network scenario employed in our 
experiments was composed of 40nodes placed to form a grid topology 5 × 8, 
as illustrated in Figure 5. 
 
Since all nodes of the ORBIT testbed are in the same radio range, we forced 
the grid topology both by using orthogonal channels and filtering rules. 
Specifically, we split the group composed of 40 devices in 4 subsets, each 
composed of at most 15 nodes using orthogonal channels (i.e., we split the 
entire grid into smaller 5 × 3 grids). The second interface of the nodes that 
belong to the first and last column of each subset was configured to ensure the 
complete connectivity of the network. The 4 subgroups of nodes obtained using 
orthogonal channels are identified by the 4 dashed boxes. The overlapped 
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boxes identify the nodes that connect two adjacent groups using two radio 
interfaces, thus acting as bridges. We select as selfish nodes only the mesh 
routers with one active wireless interface in order to evaluate also the 
monitoring mechanism and thus have a complete picture of the effectiveness 
of the proposed solution. In Figure 5 the dotted circle represents the set of 
nodes whose routing messages are not filtered by a sample node (node 20) 
and that can establish a symmetric communication link with this node. 
 
In order to evaluate the effectiveness of our metrics to capture the network 
reliability, we measured the Packet Delivery Rate (PDR) achieved by 5 CBR 
connections established between the nodes on the two sides of the grid 
topology illustrated in Figure 5. The transmission rate and the packet size of 
each CBR connection were fixed to 50 kbit/s and 1470 bytes, respectively. The 
CBR traffic was generated using the traffic generator iperf. We evaluate the 
effectiveness of the proposed metrics against the data dropping attack varying 
both the number of selfish nodes and their drop rates. Specifically, we select 
randomly 4, 8, and 12 nodes (equivalent to 10%, 20% and 30% of the overall 
number of network nodes) placed in the central area of the grid to act selfishly 
(i.e., varying the drop rate of each selfish node in the range [0%, 80%]). 
 

  
Figure 5: ORBIT Topology. Network topology used for the experiments 
performed on the ORBIT testbed. The gray circles represent the nodes 
that can be selected to act selfishly. 

Figure 6 shows the average PDR measured as a function of the drop rate 
considering the attack and placement scenarios presented above. The results 
confirm the effectiveness of the proposed metrics to model the expected 
number of transmissions necessary to have the packet successfully forwarded. 
In a real scenario, the performance degradation caused by a selfish node is 
more severe than in the simulated scenario, due to the lower network 
congestion. It can be observed that even a small fraction of adversary nodes 
with a relatively low drop rate can drastically reduce the end-to-end 
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throughput. For example, when OLSR uses the ETX metric and 10% of nodes 
drop 20% of the traffic that they should forward, the PDR decreases by 24%. 
This performance is halved when the drop rate increases from 20% to 40%. 
Furthermore, as the number of adversary nodes increases, the impact on the 
PDR becomes even more evident. As Figure 6 illustrates, when 30% of network 
nodes are selfish, they can seriously affect the network performance and cause 
unfairness among data connections. In this case, the PDR quickly decreases to 
less than 10% of the performance obtained using our proposed metrics. On the 
contrary, the monitoring mechanism coupled with the proposed routing metrics 
select the most reliable network paths resulting in no evident performance 
degradation even considering severe attack scenarios. 
 
 

 
Figure 6: ORBIT Testbed. Average PDR measured in the grid scenario illustrated in 

Figure 5 as a function of the number of selfish nodes and the drop rate 

 

1.4 Extended Passive monitoring 

1.4.1 Problem statement and motivation 
The passive monitoring system is required to supply accurate and timely 
information regarding the status of the network. However, this aspect has not 
been seriously considered by standardization groups. Only the concept of radio 
resource measurements is introduced in a very limited scope in IEEE 802.11k. 
In the literature, several solutions have been proposed for 802.11 networks 
[23], [24], [25]. These solutions were used either to facilitate QoS support in 
WLANs or routing and self-configuration in mesh networks. The proposed 
solution utilizes network monitoring in a broader scope. Monitoring is used to 
ensure backward compatibility as well as capability and incorrect configuration 
detection. Because of its open design based on the FLAVIA concept it will also 
be able to facilitate the operation of future, additional enhancements. 
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1.4.2 Proposed solution 

The FLAVIA Extended Passive Monitoring EPM module, implemented as FLAVIA 
Framework service, provides a passive monitoring service able to measure 
several parameters related to radio channel conditions, capabilities of 
neighbouring nodes and IEEE 802.11 MAC parameters estimation. The EPM 
module performs PHY/MAC layer measurements within the time-scale of 
microseconds, based on all types of 802.11 frames (data, management, and 
control). The promiscuous mode of operation of wireless network cards is 
utilized to ensure a comprehensive view of the current wireless channel 
conditions. This means that all measurements are performed along with the 
normal activity of the wireless card and reported periodically to the 
Information Base. The EPM module supports multiple network interfaces per 
node. The results of EPM measurements are utilized mainly by the 
Misbehaviour Detection and the Consistency Manager services. The EPM 
module works on the frame level - this means that all frames sent and 
received by each network interface must be examined by the EPM module 
functions. This imposes high requirements on the EPM module on the 
effectiveness of the frame analysis (i.e., limited computational power available 
at the nodes should be taken into account).To integrate EPM module in the 
FLAVIA Framework the hooks in the mac80211 module have to be placed in 
the ieee80211_rx() function for the downlink frame path and in the 
ieee80211_tx() function for the uplink frame path. 
  
The measurement functions called by the hooks require access to each frame 
header and frame timing information to discover and calculate the following 
parameters per each neighbouring station interface: supported rates, preamble 
type, state of the power saving and WEP security modes, Signal to Noise Ratio 
(SNR), Frame/Bit Error Rate (F/BER), beacon interval, operation mode, 
number of retransmissions, channel occupancy. The measurements are also 
used to determine NAV, backoff, and IFS size independently for each received 
frame. This calculation is done separately for each station that is within the 
neighbourhood of the FLAVIA node. The following parameters are supported by 
the EPM module: preamble type, Service Set Identifier (SSID), channel, 
supported rates, frame type, sender/receiver MAC address, access class, frame 
length, timestamp of Rx/Tx frame, correctness of received frame, Signal to 
Noise Ratio (SNR) – tech independent or RSSI – tech dependent, operation 
mode, and duration. The EPM module is also used to measure and calculate 
different parameters: number of active nodes in the neighbourhood, number of 
received frames, number of transmitted frames, Frame Error Rate (FER), Bit 
Error Rate (BER), physical layer (L1) throughput, data link layer (L2) 
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throughput, network layer (L3) throughput, link occupancy defined in %, the 
remaining L1/L2/L3 link capacity, IFS, and beacon interval. 
  
As mentioned above most of supported parameters are readable directly from 
the driver based only on the analysis of received/transmitted frames however 
some of them should be calculated using additional formulas. We have derived 
a number of equations for calculation of different layers throughput, link 
occupancy and remaining link capacities. All these equations are shortly 
presented next. 
  
The “number of active nodes in the neighborhood” parameter determines the 
number of stations from which has been received any type of frame for a 
predefined period of time since the last measurement. 
 
The IFS is calculated only for QoS data frames as the difference between time 
of two consecutive frames reception from the same QoS class. This is the only 
parameter that is not average, and the table of IFS for each MAC is sent to the 
Information Base. 
 
The physical layer throughput CL1 can be calculated using the following 
formula: 
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where: m, n, o, p – the sum of received and transmitted frames of specified 
type; DFRAME, DRTS, DCTS, DACK – the number of received and transmitted bits in 
MAC frame including PLCP header and PHY preamble (all types of frames 
including control, management and data frames are considered); tMeasurements – 
the measured time interval. 
 
The MAC layer throughput CL2 can be calculated using the following formula: 
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where: m – the sum of received and transmitted data frames; DMAC_DATA – the 
number of received and transmitted bits in MAC frame without PLCP and MAC 
headers, PHY preamble, and FCS field; tMeasurements – the measured time 
interval. 
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The network layer throughput CL3 can be calculated using the following 
formula: 

tsMeasuremen
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where: m – the sum of received and transmitted data packets; DIP_DATA – the 
number of received and transmitted bits in network layer packet without PLCP, 
MAC, LLC and IP headers, PHY preamble, and FCS field; tMeasurements – the 
measured time interval. 
 
The link occupancy O defined in % can be calculated using the following 
formula: 
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where: m, n, o, p – the sum of received and transmitted frames of specified 
type; x, y, z – the number of xIFS and Backoff intervals; tFRAME, tRTS, tCTS, tACK – 
the frames transmission or reception time (all types of frames including 
control, management and data frames are considered); tSIFS, tAIFS,tBACKOFF – the 
xIFS and Backoff intervals, tMeasurements – the measured time interval. 
 
The remaining physical layer capacityRL1 can be calculated using the following 
formula: 
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The remaining MAC layer capacityRL2 can be calculated using the following 
formula: 
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The remaining network layer capacityRL3 can be calculated using the following 
formula: 
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For communication with user space the netlink mechanism is used. The 
application that requires monitoring data from the EPM module sends the 
command to the receiving function of the EPM module. This command defines 
the parameters the application requests and the time interval at which results 
are to be sent to the application. 

1.4.3 Testbed implementation and evaluation 

In order to verify the impact of the wireless (mac80211) driver modifications 
on an overall system performance, due to introduction of measurement 
mechanisms, a set of experiments were conducted within a dedicated test-bed. 
The most important features offered by the EPM module were verified in terms 
of measuring and results accuracy, as well as, additional CPU workload 
introduced. 
According to the scheme presented in Figure 7, the test-bed setup consists of 
three machines running and interconnected within a single IEEE 802.11 
infrastructure mode operating in the 2.4 GHz frequency band. The STA is 
generating traffic towards the AP of the following volumes: 1, 5, 10 and 20 
Mb/s (which is almost synonymous to IEEE 802.11g link saturation) using the 
iperf traffic generator, introducing UDP packets stream. Both: the AP and the 
MM Node have FLAVIA modules loaded and active. Due to the fact, that MM 
Node is also within the same infrastructure mode and placed between data 
traffic exchanging nodes, it is able to capture the same frames as each of 
them. 
 

 
Figure 7 Test-bed topology for measurement module evaluation 

Basically two types of experiments were performed: 
a) Traffic volume measurements accuracy; 
b) CPU load introduced due to the fact, that the EPM module is also busy on 

procedures allowing for parameters monitoring and statistics generation. 
 
The experiment related to the traffic volume measurements accuracy was 
focused on comparison of traffic volume value presented at the iperf  traffic 

	  

STA
Traffic	  generator
1,	  5,	  10,	  20	  Mb/s

AP
Traffic	  sink

MM
MM
NODE

Iperf	  traffic

IEEE	  802.11	  
Infrastructure	  Mode



 
 

FLAVIA  
FLexible Architecture  

for Virtualizable wireless future Internet Access 
 

Grant Agreement: FP7 - 257263 
	   	  

	  

Deliverable D6.3  Version: 1.2/Final Page 24 of 131 
 

 

sink with value estimated at the L3 of ISO/OSI model within the modified 
driver. Performed test takes into account the impact of reporting interval which 
is set in the measurement module. The following intervals were taken into 
account: 100, 200, 500, 1000 and 2000 msec. Such interval is responsible for 
frequency of reporting the measured data from kernel to user space in the 
operating system. Obtained results are presented in the Figure 8. Each value 
described with xMb_mm represents the appropriate estimated value reported 
by the measurement module, while xMb_iperf represents the value reported by 
the iperf traffic sink. Each depicted point represents a hundred of single 
estimation for pair of: generated traffic volume and reporting interval.  

 
Figure 8: EPM module traffic volume estimations accuracy 

The CPU load examination is the other important evaluation-factor giving the 
impression of how the operations performed by EPM module affect the overall 
system performance. The experiment results show that the most overloading 
factor of the EPM module is the process of communication via NETLINK 
interface between the kernel and user space during reporting measured 
parameters and statistics from the EPM module. The more frequent reporting 
the more load offered for the CPU. The Figure 9 presents the dependence 
between reporting interval and the CPU load with comparison to the scenario 
with lack of driver level reporting. Each depicted point represents the hundred 
cycles of measurement module per each reporting interval. 
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Figure 9: CPU load examination with and without EPM module running 

1.5 Detecting Stations Exceeding the Regulatory TX Power 
Limit 

1.5.1 Problem statement and motivation 
Openness and ease of 802.11 PHY/MAC programmability comes along with 
either involuntary misconfiguration issues as well as voluntary support of non-
standard behaviour of wireless network cards. Such actions can violate 
regulatory issues in European countries by, e.g. exceeding transmission power 
limits, and may bring about interoperability concerns and lack of coexistence 
with already deployed devices. The IEEE 802.11k standard introduces the 
concept of operation that allows for limiting co-channel interference and saving 
battery life in mobile stations by sending information that allows clients to 
reduce the TX power, however it cannot prevent transmission from stations 
exceeding the regulatory TX power limit. 

1.5.2 Proposed solution and evaluation 

Detecting stations exceeding the transmission (TX) power limit is a complex 
task. The process of detection can be divided into two stages. First, the 
received signal strength indicator (RSSI) value at the input of the detecting 
station is compared against a threshold value denoting the maximum RSSI 
value allowed by regulations. A value of RSSI exceeding a threshold value 
defines the obvious case of abnormal power detection. The next steps of the 
detection procedure are aimed at the less obvious situations when the RSSI 
value at the input of the detecting station remains within regulatory limits. 
Detection methods used in the second stage depend on the type of the 
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wireless network and differ for single and multi-rate networks. However, in 
both types of networks an active data exchange between the detecting and 
misbehaving stations is required. Additionally, for the next stages of the 
detection process, the TX power value of the detecting station is assumed to 
be set to the maximum power allowed by regulatory limits. 
 
Single rate networks 
For the case of single rate networks a station using abnormally increased 
power can be detected by examining the difference in the frame error rate 
(FER) measured during a data exchange between itself and the detecting 
station. Due to the high TX power a misbehaving station can achieve a higher 
signal to noise ratio (SNR) which, assuming a symmetric link budget of the 
radio communication channel and a similar noise level at the receiver input of 
both stations, results in a different FER. Additionally, thanks to the capture 
effect a misbehaving station experiences a lower collision probability resulting 
in a lower number of retransmissions and thus increased data throughput and 
a further decrease of the FER. 
 

              STAAP
NN

STAAPSTAAP PPSNRSNRFERFER STAAP ≠⎯⎯⎯ →⎯≠⇒≠ ≈

  
 
The FERSTA experienced by the misbehaving station can be directly estimated 
by a direct evaluation of the frame check sequence. The estimation of the 
FERSTA value is straightforward; however, the estimation of the FERAP 
experienced by the test station requires more effort. 
There can be three causes of a frame retransmission in the IEEE 802.11 
network. The frame can be retransmitted due to errors introduced by the 
communication channel, a frame collision or finally by errors in the 
transmission of ACK frames. Simulations conducted for various single rate IEEE 
802.11 networks shown that the probability of corruption of the ACK frame are 
negligible, which means that the FERAP experienced by the test station can be 
determined based on the reception of ACK frames. 
 
Consider the situation presented in Figure 10 with a network of two stations, a 
misbehaving station STA and the detecting station AP. Both stations work in a 
single rate mode with a nominal data rate of 54 Mbps and the misbehaving 
station exceeds the maximum allowed TX power limit by 10 dB. 
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Figure 10: Detection of abnormal TX Power value 

Figure 11 presents the results of the frame terror rate determined using the 
aforementioned method as a function of distance between stations. Analyzing 
the results presented in Figure 11 it can be concluded that the efficiency of the 
proposed method decrease for cases when both the detecting and the 
misbehaving station experience very low FERs. 
 

 
Figure 11: Influence of the distance between the detecting and misbehaving station 

on the efficiency of the detection process  

After detecting the misbehaving station and as a result of knowing the values 
of FERSTA and FERAP the TX power of the misbehaving station can be estimated. 
Assuming that the transmission channel exhibits Rayleigh fading, the FER for a 
particular data rate can be expressed as: 
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Where:𝐶 is the mean RSSI value at the receiver input, N is the noise at the 
receiver input and nbits represents the size of the transmitted frame. 
 
Inverting function (1.4), knowing the size of the transmitted frames and 
assuming a noise level of -130dBw, the transmission signal level 

	  

Access Point
Station

DATA
ACK

FER AP,STA

DATA

ACK



 
 

FLAVIA  
FLexible Architecture  

for Virtualizable wireless future Internet Access 
 

Grant Agreement: FP7 - 257263 
	   	  

	  

Deliverable D6.3  Version: 1.2/Final Page 28 of 131 
 

 

( )bitsnNCSTASTA FERC ,,
1

=
−  of the misbehaving station and ( )bitsnNCAPAP FERC ,,

1
=

−  of the 

detecting station can be calculated. Knowing the TX power of the detecting 
station 𝑃!",the TX power of the misbehaving station can be expressed as: 
 

Δ+=⇒−=Δ APSTAAPSTA PPCC  (1.5) 
 
The presented abnormal TX power estimation method requires significant 
computational resources  and its usage is limited to a certain range of the 
signal to noise ratio. Figure 12 presents values of the D parameter as a 
function of the distance between the detecting and misbehaving station. The 
simulated IEEE 802.11 network operated in single rate 54 Mbps mode with the 
misbehaving station exceeding the maximum allowed TX power by 10 dB. 
 

  
Figure 12: Determination of the TX power excess level 

 
Multi rate networks 
Detection of the abnormally raised TX power in multi rate IEEE 802.11 
networks where stations select the optimum data rate adaptively requires 
interaction between the detecting and misbehaving station. In multi rate 
networks this detection is based on the analysis of the differences between the 
probability density function of the usage of data rates in the communication 
between the misbehaving and the detecting station. Figure 13 presents results 
of the simulation of a IEEE 802.11 nomadic, multirate networks where all the 
stations select data rates using the ARF (Auto Rate Fallback) and 
RBAR(Receiver-Based AutoRate) algorithms. As in previous experiments, the 
misbehaving station exceeded the maximum allowable power by 10 dB. It can 
be observed that, similarly to the single rate case, the misbehaving station is 
able to achieve a higher signal to noise ratio than the detecting station. This 
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leads to a higher probability of selecting data rates offering higher data 
throughput at the expense of lower error resilience. 
 

  

Figure 13: Detection of TX power misbehavior in multi rate networks 

 
 
Table 1: Multi rate networks using ARF and RBAR. Frame error rates and difference in 

TX power estimated using (1.4) and (1.5). 

Data Rate 
[Mbps] 

ARF RBAR 

FERAP FERSTA D [dB] FERAP FERSTA D [dB] 

1 0,021 0,065 -5 0,01147 - - 
2 0,04 0,072 -3 0,00123 0 43 

5,5 0,142 0,093 2 0,00417 0,0034 1 
6 0,071 0,059 1 0 0 0 
9 0,212 0,115 3 - - - 
11 0,165 0,121 1 - - - 
12 0,053 0,056 0 0 0 0 
18 0,238 0,191 0 1,9E-05 0 61 
24 0,046 0,038 1 0 0 0 
36 0,269 0,146 3 5,3E-05 2,5E-05 3 
48 0,48 0,14 7 0,00139 0,00023 8 
54 0,555 0,036 14 - 0 - 

 
Unfortunately, the TX power level of the misbehaving station cannot be 
determined using equations (1.4) and (1.5) because the FER is controlled by 
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the data rate selection algorithm, which tries to minimize the FER by selecting 
the most appropriate data rate for the current propagation conditions. Table 1 
presents the result of application of the aforementioned equations to the 
simulated multi rate networks using either the ARF or RBAR algorithms for the 
selection of optimal data rate. In multi rate networks the data rate is selected 
according to the estimation of the propagation conditions. Analyzing results 
obtained for network using ARF one can observe that for data rates from 2 
Mbps to 48 Mbps which are properly selected by the data rate selection 
algorithm the frame error value remains unchanged in both directions. Since 
the ARF is a simple heuristic algorithm using a trial and error mechanism to 
select an optimal data rate it cannot properly control the 54 Mbps and 1Mbps 
mode where the higher values for D parameters are noticed. Different results 
were observed for the RBAR algorithm which selects data rate according to a 
fast and more precise estimation of channel parameters. The RBAR algorithm 
is able to maintain a FER for all the transmission modes at a very low level 
independent of the difference in the TX power. 
 

1.6 Localization system 

1.6.1 Problem statement and motivation 
The huge success of location-aware applications is pushing hand-set 
manufacturers and mobile operators into developing new mechanisms to 
extend or even outdo the Global Position System (GPS), especially for indoor 
environments where the legacy GPS signal is not available. Assisted-GPS, a 
technique for speeding up the detection of the satellite constellation by 
retrieving fresh information from 802.11 or 3G infrastructures [56][57], paved 
the way for new systems where terminals get so much information from the 
Network that they can determine their position without even using the GPS. In 
this context, big players like Google and Apple have recently started mapping 
Base Station ids and Wi-Fi network names (beacons) to their corresponding 
geographical position, allowing localization in urban canyons, airports, 
museums and, more generally, in all indoor environments. Although several 
commercial systems based on Wi-Fi have already been proposed [58][59], one 
of the most critical aspects affecting their accuracy stems from the lacking of 
interfaces for sharing with the user space some physical parameters such as 
the received signal strength or the propagation delay. Though the capability to 
measure these quantities was not included in the original 802.11 standard, 
modern cards could easily support it, thanks to their very powerful logics and 
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sensing mechanism. The possibility to refine the positioning using inexpensive 
and widespread 802.11 technology is hence undoubtedly very interesting. 
 
While the initial proposals have mainly considered the received power as the 
main ranging parameters [60], recent works proposed to use the propagation 
delays between one or more measurement points and the target to localize. 
Unfortunately current off-the-shelf 802.11 cards expose to the driver a 1us 
clock resolution for measuring propagation delays which corresponds to a 
distance quantization error of 300m, obviously not suitable for deploying 
indoor localization. Solutions like [61] and [62] improve the resolution and the 
accuracy with either customized hardware or software-defined-radio but are 
expensive as multiple customized measurement points are required to localize 
an indoor target. An alternative solution based on cheap Atheros cards is 
described in [63] where the host CPU opportunistically polls some card 
registers for counting the cumulative time intervals in which the medium has 
been sensed idle and busy with a resolution of 44 MHz. Apart from the 
measurement resolution, another critical aspect of delay-based ranging 
solutions is the need of estimating and compensating hardware-dependent 
measurement delays (which are added to the propagation ones), due to clock 
drifts [64], transreceiver latencies and jitters in the ACK frame scheduling (i.e. 
in the SIFS interval). 

1.6.2 Proposed solution 

The Wireless MAC Processor Positioning System (WMPPS) is a localization 
system built on top of the Wireless MAC Processor (WMP) architecture [65] 
that we developed for the FLAVIA project. Thanks to the flexibility of the WMP 
architecture, the implementation of the ranging subsystem is done inside 
commercial cards and it does not affect the basic DCF channel access 
algorithm so that both the target and the measurement points can keep 
working as usual: with respect to the standard DCF state machine run by the 
WMP, we only added a few measurement primitives triggered by specific 
events. For the same reason we also avoid the uncertain delays introduced by 
the host operating systems. The WMPPS correlates time-of-flight ranging 
measurements from several anchors to localize 802.11 targets: as the 
correlation is performed using a Bancroft localization scheme [66], the WMPPS 
does not need any preliminary calibration of both the anchor nodes and the 
target devices. 
 
Methodology: ranging 
Propagation delay measurements are carried out during the medium access 
operations and work on normal DATA/ACK frame handshakes between a target 
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station (i.e. the node to be localized) and an anchor station (i.e. the reference 
station whose location is known). 

 
Figure 14: Two-way delay measurements: triggering events and timing errors. 

Measurement Operations are very simple: a timer (with a resolution of 1/88 
MHz) is activated right after a DATA frame is transmitted by the anchor and 
stopped when the reception of the ACK reply frame is terminated. The WMP 
programming interface, in fact, makes available events signaling the start and 
the end of channel activity. As shown in Figure 14 the measured time is 
composed of 
 

€ 

tMEAS d( )=2⋅ tP d( )+TSIFS +TACK =q+m⋅ d 
 
This quantity increases linearly with the radio distance, being 

€ 

tP d( ) the 
propagation delay, 

€ 

m = 2 /c, and c the speed of the light. Timing errors due to 
the latency required for activating (

€ 

tSET ) and stopping the timer (

€ 

tSTOP) can be 
considered as additive noise components: for this reason they can be averaged 
out by oversampling each ranging measurement. Given the 88MHz clock, the 
resulting quantization error on 

€ 

tMEAS d( ) is 1000/88 ns, which corresponds to a 
distance of 3.4/2 = 1.7m at speed of light, good enough for indoor localization. 
 
Figure 15 shows the results of different measurement campaigns performed in 
the outdoor court of the University of Brescia with a single anchor point. The 
timing measurements are mapped into distance estimates by considering a 
reference distance of 5m (for evaluating the q coefficient).  
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Figure 15: Distance estimate in an outdoor scenario under different propagation 

conditions (omni-directional antenna (a), directional antenna matched (b)) 

 
Despite the fact that the experiment is outdoor, the expected linear 
relationship between delays and distance is affected by fluctuations of about 6 
clock cycles (i.e. 20m) even at short distances (Figure 15 left). We repeated 
the same experiment using a directional Yagi antenna with horizontal 
polarization for the anchor node and a matched dipole antenna for the target: 
the usage of a directional antenna on the anchor node helps improving the 
ranging performance (Figure 15 right). 
 
Methodology: localization 
Each anchor point ai, which is fixed and located in (xi, yi), performs a ranging 
measurement and converts the time measure into a pseudo-distance by 
considering the expected m slope (namely, 0.5871 clock cycle/m) of the time 
vs. distance relationship. We organize this known information in a vector 

€ 

ai = xi,yi,di[ ], where di is the pseudo-distance to the target (i.e. 

€ 

tMEAS /m), and 
the unknown information concerning the target in a vector 

€ 

u = x,y,b[ ], where b 
is the fictitious distance bias due to the measurement methodology (i.e. to the 
fact that even with 0 propagation delay, 

€ 

tMEAS  includes the SIFS time, the ACK 
duration and the latencies introduced by the receiver). With such a 
formalization, the positioning problem exactly correspond to the GPS case, 
provided that the bias b depends on the target only (and not on the anchors). 
By imposing that for each anchor node the sum of b and the distance between 
(x,y) and (xi, yi) is equal to di, it is possible to find u, without any preliminary 
evaluation of b. This implies that it is not required to measure the specific SIFS 
value of devices produced by different vendors. An efficient implementation for 
solving the previous system of equations is applying the Bancroft algorithm 
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that transforms the nonlinear problem into a linear algebra problem. For the 
sake of clarity we should note that anchor clocks are obviously non 
synchronized and generally of a bad quality (typically, with an error of 25ppm). 
However, the lack of synchronization is not a problem for two-way 
measurements that do not require timestamp comparisons, while the different 
speed of any two anchor clocks correspond to an error much lower than the 
quantization error for the typical indoor distances. 
 

 
Figure 16: Localization experiments: actual position (green points) and estimated 

ones (blue points) in an open court, errors in different positions for indoor and 
outdoor experiments (b). 

Figure 16 shows some results of our localization experiments. On the left we 
show the actual coordinates of the target (green points) and the estimated 
ones, with four anchor points located at the vertices of a square in an open 
court at the University of Brescia. The propagation environment has a few 
obstacles, while the directional antennas used on the four anchors are oriented 
towards the internal region. In these (almost ideal) conditions, we used 100 
different measurement samples for producing a single pseudo-distance and we 
run the basic localization schemes. The figure clearly shows that the 
positioning works very well in all the different locations. This is quite 
impressive, considering that no preliminary calibration has been performed for 
the anchors and for the target node. In fact, although the figure refers to a 
target adapter of a given brand (namely, a Broadcom card), a similar 
performance has been obtained with adaptors of different brands. 
 
Figure 16 right reports the errors (in terms of distance from the actual 
position) for each of the positions indicated in the map, as well as for other 
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indoor experiments. For the outdoor experiments, we can quantify an error 
lower than 1.5m in 9 positions over 10 (which increases to an error lower than 
3m by reducing the measuring window to only 20 samples rather than 100). 
Indoor experiments have been carried out by placing two anchor nodes in a 
corridor and two other anchor nodes in a perpendicular one, in order to create 
conditions for path reflections. The basic localization scheme still provides good 
results (with an error lower than 5m) in 8 positions over 10. However, there 
are also two cases in which the positioning is quite bad. This is likely due to the 
different bias experienced by each anchor that is not addressed by the 
Bancroft scheme. 
 
In conclusion, despite the different noise components that can affect the 
result, like latencies of the hardware transreceivers, multipath, ACK jitters and 
timer quantization, our results show absolute positioning errors lower than 
2.5m in outdoor (and lower than 5m in 80\% of the tested indoor positions). 
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2 Data transport with differentiated QoS 

2.1 VoIPiggy: Piggybacking of voice frames in MAC ACKs 

2.1.1 Problem statement and motivation 
IEEE 802.11 WLANs are inefficient for the voice transmission due to two main 
sources of inefficiency: (i) the large overhead introduced by the standard 
exchange and (ii) the time spent in contention. Possible solutions to this issue 
could be: (i) Guarantee QoS via overprovisioning, but this is inefficient; (ii) Use 
of higher modulation and coding schemes, but this might not be efficient either 
as we still have the same overhead; (iii) MAC tuning, e.g., EDCA, so the voice 
traffic is prioritized, but it still remains the problem with the overhead.  
 
We aim to improve the WLAN efficiency for voice traffic by piggybacking the 
voice frames onto the MAC acknowledgements. Thus, we reduce the frame 
overhead and the contending time. 

2.1.2 Proposed solution, performance analysis and implementation 

Within the FLAVIA framework we have proposed and designed a novel MAC 
mechanism, namely VoIPiggy, which basically consists in the following: The 
access point (AP) transmits the voice frame to the station (STA) in the 
downlink direction (DL). The station piggybacks onto the acknowledgement the 
voice frame in the uplink direction (UL), i.e., the transmission from the stations 
to the AP. The station holds their voice frames until a maximum delay or a 
voice frame incoming from the AP arrives. The station upon the reception of a 
voice frame from the AP, it transmits before a SIFS time the corresponding 
ACK together with its voice frame. Finally, upon the reception of this new 
frame from the STA, the AP processes the frame as if it were a standard ACK, 
i.e., it will not acknowledge it. Then, the AP sends to the upper layers the voice 
data carried within the frame. The VoIPiggy exchange is depicted in Figure 17 
and compared to the legacy standard, omitting the backoff stages. 
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Figure 17: Frame exchange for the standard case (top) and our VoIPiggy mechanism 

(bottom) 

From Figure 17 we can compute the efficiency of both mechanisms when 
transmitting voice frames as: 
 
 
being TVOICE the time devoted to transmit the voice frames payload, and TTOTAL 
the total amount time to account for the transmission of a complete voice 
exchange. For the legacy mechanism TTOTAL is given by: 
 
 
 
while for the VoIPiggy case is given by: 
 
 
 
where DIFS and SIFS are constant times defined by the standard, Tp 
represents the duration of the preamble (PLCP), lv is the length of the voice 
frame, including the IP and UDP headers, H is the layer-2 header, ACK is the 
length of the legacy acknowledgment, ACK’ is the length of the modified 
acknowledgment for piggybacked voice packets, and R and Rc are the 
transmission rates for data and control traffic, respectively. 
 
Figure 18 depicts the efficiency values for both mechanisms. We can confirm 
how our mechanism, VoIPiggy, outperforms the legacy one in terms of 
efficiency, even doubling it for the maximum modulation coding and scheme 
(MCS) of R=54Mbps. 
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Figure 18: Efficiency of both mechanisms for the voice transmission 

 
We have developed analytical models to study the performance of our 
mechanism in terms of throughput and delay of the voice traffic.  We present 
an overview of the proposed solutions, so please refer to [8],[9] to have a 
more detailed information. We have considered two possible scenarios: (i) 
when there are only voice stations, i.e., voice-only, and (ii) when voice 
stations coexist with data stations, i.e., data-and-voice. 
 
Voice-only 
 
The maximum number of conversations, n* and nDCF, for the VoIPiggy and 
legacy mechanisms, respectively, can be computed as follows: 
 
 
 
 
Where Tv and Ts have been previously defined and Tf corresponds to the 
interarrival time of the voice frames in a flow. 
 
The delay model considers the presence of n voice stations. We focus on the 
DL direction that is the most likely to become the bottleneck in QoS 
provisioning scenarios (as the UL traffic will not have to contend for channel 
access). For that reason, we propose a D/D/1 system, which is a single server 
queue with periodic arrival process and deterministic service times. The 
cumulative distribution of the delay is computed after the survivor function F-

1(t) as )(1)( 1 tFtF −−= . The survivor function is given by (see [9] for a complete 
definition of the model): 
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Finally, we shift the cumulative distribution function of the delay to account for 
the minimum transmission time of a voice frame from the AP to the STA: 

,),()( ''
vv TxTtFxF ≥−=  

 
with 
 
Data-and-voice 
 
The maximum number of voice conversations, nd

*, when a data flow is present 
is given by: 
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This inequality is obtained by considering that 

d
d W+≤ 1

2τ , which is the value 

achieved when no retransmission occurs. The transmission attempt probability 
of a fully backlogged station is given by: 
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Wd is the minimum contention window of the data station, m determines the 
maximum contention window, and pd is the collision probability of the data 
station, given that the data station attempts to transmit a frame. 
 
Using VoIPiggy, we assume that all uplink voice transmissions are 
piggybacked, so that the only contending nodes in the network are the AP and 
the data station. Therefore, the throughput of the data station can be 
expressed as follows: 

,
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where Ld is the size of a data packet; Pd and PAP represent the success 
probability of a transmission from the data and AP, respectively; the length of 
a data transmission is given by Td, including the MAC ACK, while the AP 
transmit frames of length Tv<Td ,including the MAC ACK; Pi is the probability of 
an empty slot, whose length is given by Ti ,e.g., 9 or 20 µs in 802.11g; Pc is 
the probability that a collision with a voice transmission occurs, lasting Tc=Td. 
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The delay model considers the presence of n voice stations and one data 
station. We again focus on the DL direction and propose a G/M/1 system, 
which is a single server queue with exponential service times and the arrivals 
may come from any general process, i.e., one where the inter-arrival times are 
generally distributed with a given distribution. The cumulative distribution 
function is given by (see [9] for a complete definition of the model): 
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Implementation with FLAVIA 
 
Thanks to the modularity and flexibility provided by the FLAVIA architecture, 
and specifically by the Wireless MAC Processor and the mac80211++ 
framework, this one is defined in D4.2 [6], we develop our MAC enhanced 
mechanism with simple modifications at the firmware and driver stages, 
keeping compatibility with legacy stations. For that purpose, we use the open 
source b43 driver and OpenFWWF firmware [7]. 
 
At the station, we extend the legacy ACK frame, upon the reception of a voice 
frame incoming from the AP, to account for the piggybacked voice frame. We 
also program a variable delta to hold the frames at the station and limit the 
maximum waiting time. At the access point, we handle the reception of the 
piggybacked frames, which involves informing the upper layers and avoiding 
triggering the ACK transmission. 

2.1.3 Testbed description and performance evaluation 

We implement the VoIPiggy mechanism in commercial off-the-shelf devices 
(COTS). We use the popular and low-cost PC Engine Alix 2d2 devices1, which 
are equipped with a Broadcom BCM94318MPG 802.11b/g MiniPCI wireless card 
and use the Ubuntu 9.10 Linux (kernel 2.6.29) software platform. We have 
deployed a testbed of 30 nodes as depicted in Figure 19. 
 
For traffic generation we use mgen, which allows computing delay and loss 
rate metrics. The nodes are synchronized over the wired interface by means of 
PTP daemon. Every experiment is run 5 times. 

                                                
1 PC Engines: http://www.pcengines.ch/ 
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Figure 19: Testbed of 1 AP and 30 stations 

We evaluate the performance of our mechanism under different scenarios in 
terms of stations, data traffic and MCS. First we evaluate the scenario in which 
only voice traffic is present. We have one access point and n voice stations. We 
run an instance of mgen per voice flow, emulating the behavior of G.726 
codec, i.e., transmitting 60-byte voice frames every Tf= 20 ms. 
 
Figure 20 shows the downlink throughput for the worst case as a function of 
the number of voice flows n in the WLAN and for R = 1 Mbps and R = 2 Mbps, 
thus we can analyze the maximum number of flows that can be admitted in the 
WLAN. The results show that the use of VoIPiggy is able to significantly 
increase the number of voice conversations supported in the WLAN. Indeed, 
while for the legacy case the maximum n values before losses become 
unacceptable are n = 5 for R = 1, and n = 8 for R = 2, for the case of VoIPiggy 
these values grow to n = 8 and n = 13, respectively. Results show that 
VoIPiggy almost doubles the capacity in a voice-only scenario. 

 
Figure 20: DL throughput for voice-only scenarios 

We next analyze the CDF of the DL delay using VoIPiggy to determine the 
provision QoS guarantees. Figure 21 plots the CDFs for the experimental 
results (dotted line) and the analytical model (n*-1) voice conversations. 
According to the figures, both with rate R = 1 Mbps and R = 2 Mbps, the 
results show a good match between analytical and experimental values, which 
confirms the accuracy of the model. Furthermore, the figures show that the 
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voice delay seldom exceeds 10 ms, and the delay dispersion is very limited. 
Therefore, we conclude that VoIPiggy suitably provides QoS guarantees to 
voice frames. 

 
Figure 21: CDF of the voice delay for voice-only scenarios 

Now we validate the scenario which accounts for the presence of data stations. 
The voice generation remains as in the previous case, and we add one data 
station that transmits UDP packets of 1453 bytes length every 23 ms, i.e., a 
throughput of 500 kbps. 
 
Figure 22 shows the data throughput achieved by the data flow as a function of 
the number of voice stations. The upper part refers to the legacy mechanism 
and, not shown in the figure, the bandwidth of voice flows degrades quite 
soon. The system cannot bear the presence of 2 voice flows with R = 1Mbps, 
and no more than 3 flows with R = 2Mbps. Therefore, legacy MAC turns out to 
be highly inefficient and unable to provide QoS to both voice and data. 
Considering the bottom part of Figure 22, which represents the VoIPiggy case, 
we can conclude that: (i) model can predict experimental results with high 
accuracy; (ii) the throughput of data decreases linearly with the number of 
voice flows; (iii) the maximum number of possible conversations with VoIPiggy 
is equal to 8 and 13, respectively with R = 1Mbps and R = 2 Mbps; (iv) the 
data throughput, for a given value of n, is higher when using VoIPiggy. 
Therefore, not only VoIPiggy increments the capacity of the WLAN, but it also 
reserves more bandwidth for data flows.  
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Figure 22: Data throughput for voice-and-data scenarios 

In Figure 23 we depict the delay performance of voice in this scenario. Figure 
23(a) sketches the behavior of the delay CDF for R = 1Mbps. Model and 
experiments have similar shapes, even though the experiments are slightly 
more pessimistic. With R = 2Mbps, shown in Figure 23(b), the model matches 
experiments much closer. In all cases, the delay experienced was lower than 
50 ms with high probability, which means that the voice quality was not 
affected by excessive delay. 

 

Figure 23: CDF of the voice delay for voice-and-data scenarios 
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2.2 DLS++: Multi-channel Direct Links 

2.2.1 Problem statement and motivation 
It is well known that in traditional 802.11 infrastructure networks critical 
inefficiencies arise whenever data are transmitted between two mobile stations 
associated to the same Access Point. An example of application involving two 
stations in the same network is a video downloading from a video server to a 
smart TV in a domestic scenario. The problem has been addressed by the 
802.11e task group with the introduction of the Direct Link Setup (DLS), 
further extended in the 802.11z-2010 amendment. However, a direct link 
setup is not automatic, since the applications or the users need to trigger the 
setup operations. Moreover, the direct link uses the same wireless channel of 
the other stations, thus, although to a lower extent, the stations connected to 
the Internet through the AP still suffer of the coexistence with the two stations 
involved in the direct link application.  
 
Using FLAVIA, the stations in the networks are not expected to implement any 
specific DLS amendment. By default, their Wireless MAC processor card runs a 
MAC program implementing just the legacy 802.11 DCF operation. As soon as 
the AP detects that two associated stations are involved in a greedy data 
session, it delivers a MAC program to just the two involved stations. Stations 
are configured to accept and install MAC programs coming from the AP. The AP 
further signals the (same) time instant at which the two stations will start the 
installed MAC programs. From that time on, the two stations will implement a 
custom MAC protocol. The custom MAC protocol may be designed to be strictly 
tailored to the considered context. For instance, if the owner of the network 
knows that at most one direct link connection will be deployed, the direct link 
can be set on a separate frequency channel, and with greedy access rules.  

2.2.2 Proposed solution and implementation 

 
We designed The Enhanced Direct Link (DLS++) protocol in the FLAVIA 
framework. The protocol is meant to be a simple variant of DLS able to 
simultaneously work on two different channels. The primary channel is that of 
the AP network; the station has to periodically access such channel for 
receiving beacons and retaining association. The secondary channel is ad-hoc 
set up and independently managed by the peer stations. Under DLS++, the 
channel selection and the associated channel access mode is performed frame 
by frame. If the head of line frame is directed to the peer station, the frame is 
sent on the secondary channel as it was sent by the AP (i.e. with the from DS 
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bit set to 1, and with the sender address of the AP). In absence of collisions, 
the random backoff on the secondary channel is suspended (by using a backoff 
counter permanently equal to 0) for optimizing the capacity of the streaming. 
If the head of line frame is a probe request frame or another frame directed to 
the AP, the station switches back to the primary channel and to the DCF 
protocol. It then returns to the secondary channel after a short TBSS time 
interval.  
 
The above scheme can be programmed by defining a DLS++ meta machine 
switching from DCF to DLS and vice versa. The DLS machine is derived from 
the DCF one by changing the addressing operations for both data frames and 
acknowledgments. Moreover, it can be configured with independent contention 
window values, thus allowing to support more aggressive access operations. 
The direct link operations are executed after the reception of an AP beacon.  
 
In order to minimize the frame losses due to the use of the two channels, the 
peer stations should activate the DLS++ protocol simultaneously. To this 
purpose, we used a synchronization mechanism based on the specification of 
an absolute time (after which, the switching are managed by the multi-thread 
meta-machine). The activation time is computed by adding the desired time o 
set to the current Access Point time-stamp, to which all the stations are 
continuously aligned. 

2.2.3 Performance evaluation 

We set-up a testbed in our laboratory with two client stations(the ones with 
the peer-to-peer traffic) and the AP equipped with our FLAVIA framework. A 
third client was statically set to the primary channel with a legacy DCF 
protocol. We repeated the MAClet loading and activation test periodically, by 
programming the AP to alternatively send(to the two programmable clients) 
the DLS++ MAC program and the legacy DCF program at regular intervals of 1 
minute. 
 
The DLS++ program is built by programming a meta machine switching 
between DCF and DLS, while the legacy DCF is activated by sending a run 
command for a pre-loaded bios program. We used three different 
configurations: both the primary channel and secondary channels set to 
channel 6; the primary channel set to channel 6 and the secondary channel set 
to channel 11; the primary channel set to channel6, the secondary channel set 
to channel 11, and the secondary channel contention window set to 0. 
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Figure 24 shows the throughput results of the client station sending saturated 
UDP traffic to the second client under the three settings (labeled, respectively, 
as DLS, DLS-CH,DLS-CH-NO-BK). The experiments were carried out during the 
hours of the day (i.e. in presence of background traffic 
due to students and researchers working in our department).Starting from 
legacy DCF, the clients switch to the different DLS++ configurations at 1, 3, 
and 5 minutes, and come back to standard DCF at 2, 4 and 6 minutes. From 
the figure it is evident that the customized direct-link access may bring 
dramatic improvements, especially when it is managed on a secondary channel 
without backoff (from about 12 Mbps of the normal DLS case to about 38 Mbps 
under the DLS++without backoff). 

 
Figure 24: Throughput comparison between standard DCF, DLS and two versions of 

DLS++. 

 

2.3 Mitigating the Impact of EDCA Remapping Attacks on 
QoS 

2.3.1 Problem statement and motivation 

IEEE 802.11 networks are known to be vulnerable to MAC-layer misbehaviour, 
which in turn can impact QoS provisioning. We consider EDCA remapping, an 
attack upon the Enhanced Distributed Channel Access (EDCA) medium access 
function. It consists in remapping frames to a higher-priority Access Category 
to achieve a better network service level (Figure 25). Therefore, an attacker 
station performing EDCA remapping deteriorates the QoS provided to honest 
stations which designate their traffic correctly.  
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Figure 25: The concept of EDCA remapping 

2.3.2 Proposed solution and performance analysis 
EDCA remapping is easy to perform yet hard to prevent. This attack can be 
executed by a local filtering mechanism (firewall or application-level software) 
and does not require access to the wireless card driver. This implies that 
superficial detection schemes comparing the MAC QoS fields with the higher-
layer traffic designation, such as DSCP, are helpless against EDCA Remapping. 
Unless the stations' individual traffic rates are closely monitored or costly 'deep 
frame inspection' is undertaken (analyzing the frames' data content vis á vis 
their AC designation), the attacker can feel safe. In view of these difficulties, 
many existing solutions to EDCA Remapping resort to game theory and 
attempt to design incentives to properly designate generated traffic. These 
involve detection and punishment/reward based on a trusted third party (TTP) 
such as an access point (AP), and/or awareness of the number and identities of 
the contending stations. 
 
We envisage a WLAN with anonymous stations, hence a punishment that 
follows 'deep frame inspection' must be on a per frame (and not per source 
station) basis, e.g., via selective jamming, and the detection scheme must not 
rely on station identities. Also, no TTP is to be called upon, so that ad hoc 
mode is possible. We take a game-theoretic approach, i.e., regard the 
attackers as (boundedly) rational entities that strive to maximize some payoff. 
We ask if the threat of 'deep frame inspection' can incentivize a selfish station 
to remain honest if EDCA remapping could harm service levels obtained by 
other honest stations. At the same time, since it can improve the attacker's 
service level, EDCA remapping ought to be allowed whenever it is harmless to 
other stations. 
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In defining the game-theoretic payoff (described in detail in [4]) we assume 
that even for throughput-oriented BE stations the perception of received 
network services is binary rather than fine-grained: similarly as for VO or VI 
stations, there is a demanded throughput level above which the station is 
satisfied, and below which it is dissatisfied. Such an approach allows for a 
uniform treatment of all the ACs within the EDCA philosophy of service level 
provision. Simulation results, published in [4], show that if the payoff function 
combines the binary satisfaction from received network services and the binary 
risk of (i.e., exposure to) detection and punishment, communicated through a 
simple broadcast scheme, then simple and intuitive play leads to an operating 
point where all the stations are satisfied, i.e., even if EDCA remapping is 
performed by some stations, it does not diminish the satisfaction of other 
stations. In particular, stations whose demanded service level is too high to be 
satisfied while remaining honest learn that EDCA remapping does not raise 
their payoffs in the long run.  
 
The flexibility of the FLAVIA framework allows straightforward implementation 
of the proposed solution. First, the abovementioned simple broadcast scheme 
can be easily added to existing IEEE 802.11 frame headers while maintaining 
backward compatibility. Second, the dynamic station behavior can also be 
implemented to allow the EDCA remapping attack in scenarios where a station 
is able to learn if such an attack is necessary to reach satisfaction and 
harmless enough for other stations to allow it. Finally, direct mitigation 
schemes, such as frame jamming, can likewise be effortlessly added. 
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3 Data transport with parameterized QoS 

3.1 Mesh deterministic channel access (MCCA) for 
parameterized QoS provisioning in mesh networks 

3.1.1 Problem statement and motivation 
Data Transport with parameterized QoS service allows traffic with strict 
transmission requirements (i.e. end-to-end delay, packet loss ratio (PLR) 
constrains) to be accommodated. This service is necessary for transmission of 
real time multimedia traffic (VoIP, Video streaming, online gaming, etc) which 
will occupy more than 60% of all Internet traffic by 2015, according to Cisco’s 
forecast [2]. 
 
Released in 2012, the current IEEE 802.11 standard only provides 
parameterized QoS service for infrastructure networks, by means of HCCA 
channel access method with a complementary traffic stream (TS) setup 
procedure. Recently adopted IEEE 802.11s amendment defining operation of 
wireless multihop networks (mesh networks) does not include mechanisms for 
parameterized QoS provisioning, and the lack of this functionality significantly 
limits the usage of mesh technology, e.g. for real time multimedia streaming. 

3.1.2 Proposed solution and performance analysis 
Our preliminary analysis presented in D6.2 has shown that in mesh networks 
Data Transport with parameterized QoS service can be designed on the basis 
of MCCA channel access method introduced in IEEE 802.11s standard. MCCA is 
an optimal channel access method that allows reserving channel resources in 
periodic manner for transmission of traffic between two neighbor stations in a 
mesh network. As the first step, in D6.2 we have shown that pure MCCA as 
defined in IEEE 802.11s standard cannot be used as a mechanism for 
parameterized QoS provisioning. Also we have shown how to enhance MCCA to 
achieve this goal. Also as MCCA only works on one hop we proposed a special 
signaling protocol which allows reserving channel resources along the multihop 
path using a modified frames defined in the 802.11 standard for QoS 
operation, namely, ADDTS Request/Response frames (see Figure 26 and 
detailed description in D6.2). However, the question which remained open in 
the first year of our research was how many resources should be reserved at 
each hop in the path to minimize the amount of consumed resources while 
meeting flow end-to-end QoS requirements. To answer the question, we shall 
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take into account that the channel is not ideal, packet transmission may fail 
because of random noise, and necessary retries shall be assumed when 
planning reservations. 
 
This issue can be tackled as follows. Consider a flow with given end-to-end 
QoS requirements which are expressed in maximum packet loss ratio (PLRmax) 
and maximum delay (Dmax). To provide the flow transmitted over a multihop 
path with parameterized QoS, first we propose to divide the delay requirement 
Dmax among the hops in the path, i.e. at each hop i to assign delay requirement 
Di so that maxi

i
D D≤∑ , assuming that at hop i a packet transmission may fail 

with probability pi because of noise. Second, we propose that a packet of the 
flow is retransmitted either until it is successfully transmitted or until the time 
it has spent in the queue of the transmitting station exceeds Di. If the time 
exceeds Di the packet is lost. 
 

 
 

Figure 26: Distribution of QoS requirements in mesh network 

So, we need to find the optimal set of reservation periods ti at every hop i of 
the path, such that QoS requirements are met and the consumed channel 
resource is minimal. To solve the task for a given delay requirement 
distribution, we developed a mathematical model of MCCA-based steaming 
process in mesh networks [3]. At each hop i, this model allows to determine 
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PLRi for a given incoming flow and reservation period ti. To analyze the 
multihop transmission and to find end-to-end PLR, we apply the model to each 
of the path hops sequentially. The flow generated by an application is the input 
flow of the first hop. The output flow of each hop serves as the input flow for 
the next hop. As the result, we obtain 1 (1 )i

i
PLR PLR= − −∏ for a given set { }it  of 

reservation periods. Varying { }it , we find the optimal set of reservation 
periods, which minimizes the channel resource consumption 1

i
i
tς −=∑  and meet 

the PLR requirement max1 (1 )i
i

PLR PLR− − ≤∏ . (For more details, please refer to 

[3]). 
 
Based on this model, we have investigated various distributions of delay 
requirement and found out that even distribution of delay requirement (i.e.  
Di=Dmax/N, where N is the number of hops in the path) is close to the optimal, 
while PLRi should be consequentially chosen at each hop to minimize consumed 
channel resources (for more details please refer to [3]). Figure 27 illustrates 
this fact. To obtain this figure, we consider a transmission of a multimedia flow 
with packet interarrival time 20tλ = ms, delay requirement Dmax=150 ms and 
the PLR requirement PLRmax=5% over a 3-hop route with failure probabilities 
p1=0.2, p2=0.5, p3=0.3. We find optimum reservation periods for every delay 
requirement distribution and choose the distribution leading to minimal 
channel resource consumed. As we consider the transmission over 3 hops, a 
delay requirement distribution 
can be characterized by delay requirements assigned to the first and the 
second hops. As one can see in Figure 27, the area of delay requirement 
distributions where the channel resource consumption is within 5% range from 
the minimal one is indeed wide, and the even distribution of the delay 
requirement falls into this area. 
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Figure 27: Distribution of QoS requirements in mesh network 

Actual assignment of QoS requirements and the choice of reservation period 
are performed hop by hop, using signaling protocol developed in the first year. 
To implement this protocol, we need to add new fields in ADDTS 
Request/Response frame. These fields describe parameters of the flow and 
QoS requirements, which shall be met on the path from the given mesh station 
to the destination. Also we should change the processing logic of ADDTS 
Request/Response frames to allow modifying and re-transmitting them along 
multihop paths. These modifications can be easily done with the help of FLAVIA 
flexible architecture thus allowing implementation of a novel service of Data 
Transport with parameterized QoS for mesh networks. 
 
 
 

3.2 MCCA enhancement for better spatial reuse 
In addition to mathematical model of MCCA-based streaming, we developed an 
enhancement for MCCA to increase the total amount of reservations which can 
be established in the network and, thus, to increase the network throughput. 
We noticed that in current standard, when MCCA is used for transmission of 
any traffic between two stations, both transmitter and receiver are protected 
from interference because the standard implicitly assumes that both stations 
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transmit during reserved time intervals. Specifically, the receiver transmits 
acknowledgments (ACKs) in the reverse direction. For example, if two stations 
TX and RX have established MCCA reservation (Figure 28) all neighbours of TX 
and RX are unable to transmit or receive during the reserved time intervals.  
However, there exist applications that can use no-ACK or unsolicited-retry 
policy when TX only transmits and RX only receives frames. 
 

                                    
Figure 28: Illustration of the proposed solution 

If we could distinguish transmitter and receiver, neighbors of the receiver 
which do not hear the transmitter can receive.  For example, if station A knows 
that station RX only receives (it use no-ACK policy during the reservation), it 
could establish another no-ACK reservation with station B and receive frames 
from B in parallel. Also, as station TX does not receive during the reservation, 
there is no need to protect it from interference. If we can switch off channel 
sensing, neighbors of TX could establish their own reservations and transmit in 
parallel. This example shows that in case of no-ACK reservations we could 
increase the number of established reservations if we distinguish the 
transmitter and the receiver of the reservation and switch off channel sensing.  
 
To evaluate the efficiency of the proposed enhancement, we use the simple 
Monte Carlo method. We considered 10Rx10R squared area (R is the 
transmission radius of each station) in which we randomly placed stations with 
density p. After that, we tried to establish as many as possible no-ACK 
reservations, using standard MCCA rules when both transmitter and receiver 
are protected (“standard” MCCA) and rules described above (“enhanced” 
MCCA). Figure 29 shows that the proposed enhancement allows increasing the 
total number of established reservations and, thus, the network throughput, by 
30 %.  
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Figure 29:  Number of established reservations in RxR area vs. stations density( p) 

Above, we have considered the case of unicast reservations when only one 
neighbor of the transmitter receives frames during reserved time intervals. For 
the case of broadcast reservations when all neighbors of transmitter receive 
frames, our results show that the effect is even greater. With the proposed 
enhancement, we can establish two times greater reservations than with the 
standard MCCA. 
 
To implement the proposed enhancement based on FLAVIA architecture, new 
subfields containing TX/RX and ACK-policy bits shall be added in MCCAOP 
Reservation field2 of standard MCCA IEs (Figure 30), including their proper 
processing logic. TX/RX bit indicates which station advertises this reservation: 
transmitter or receiver, while ACK-policy bit indicates the used ACK policy.  
 

 
Figure 30: MCCAOP Reservation filed and proposed modifications 

                                                
2 In current standard, MCCAOP Reservation field describes parameters of each established  reservation: Duration, Periodicity, Offset 

0 
0,1 
0,2 
0,3 
0,4 
0,5 
0,6 
0,7 

0 5 10 15 20 

N
um

be
r o

f 
re

se
rv

at
io

ns
 (1

/R
^2

) 

p 

10R х 10R 

standa
rd 



 
 

FLAVIA  
FLexible Architecture  

for Virtualizable wireless future Internet Access 
 

Grant Agreement: FP7 - 257263 
	   	  

	  

Deliverable D6.3  Version: 1.2/Final Page 55 of 131 
 

 

4 Layer-2 routing 

4.1 QoS-oriented link management 

4.1.1 Mesh Peering Management protocol: problem statement 
Self-organizing wireless networks (mesh networks or MANET: Mobile Ad-hoc 
NETworks) have attracted much interest of researchers and telecommunication 
companies. In such networks, neighbourhood discovery and link management 
are crucial issues. In both static and mobile scenarios, the quality of the 
wireless channel between neighbour stations (STAs) is changing continuously. 
To achieve high throughput and to meet QoS requirements, only stable and 
reliable links between STAs shall be opened. 
 
Various protocols have been developed for this purpose. IEEE 802.11s 
amendment [26] for mesh networking to IEEE 802.11 standard [27] describes 
the Mesh Peering Management protocol (MPMP). Although the main purpose of 
this protocol is establishing, maintaining and tearing down mesh peering, it is 
also used for link management. By special frame handshake, STAs may open 
or close links with neighbours and thereby change link states. STAs make 
decision of the handshake initiation by analyzing series of received and missed 
beacons, which are periodically broadcast by every STA. Link management 
strategy and possible methods for beacons series analysis are out of the scope 
of the amendment. 
 

          
 

Figure 31: MPM frames handshake 

 
MPMP defines the following procedure of opening/closing links. To open a new 
link, a STA sends Peering Open Frame (see Figure 31). After receiving this 
frame, another STA replies with both Peering Confirm Frame and its own 
Peering Open Frame. Then the first STA sends Peering Confirm Frame and the 
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link is considered as open by both STAs3. If a STA decides to close an existing 
link, it sends Peering Close Frame. Peering management frames are unicast 
and acknowledged. Due to 802.11 retry mechanism, these frames are 
delivered with high probability and, hence, the state of the link is synchronized 
on both STAs. 
IEEE 802.11s amendment does not define conditions when a STA decides to 
open new link or close the existing one. In the paper, we consider two 
strategies which we refer to as MPMP with unconditional confirmation (MPMP-
U) and MPMP with conditional confirmation (MPMP-C). 
 
MPMP-U is based on the following set of rules: 

1. STA A decides to open a new link with STA B after receiving r beacons in 
a row from B. 

2. STA A decides to close an existing link with STA B after missing s 
beacons in a row from B. 

3. After receiving Peering Open Frame (a) or Peering Close Frame (b) STA A 
always agrees with the decision made by B. 

Similar approach is used in the implementation of Linux Wireless driver [28], in 
the popular network simulator ns-3 [29], in OLSR [30] and TBRPF [31] routing 
protocols. 
 
MPMP-C strategy differs from MPMP-U in replacing rule 3 standardized in [26] 
with the following one. 

3a. When STA A receives Peering Open Frame from STA B, it opens a link 
with B only if A has received not less than l beacons from B in a row by this 
moment. Otherwise, A refuses to open the link. After receiving Peering 
Close Frame from STA B, STA A always closes the link. 

 
When l r≥ , the first attempt to open the link is always unsuccessful. Consider 
the situation when STA A receives r B's beacons in a row earlier than STA B 
does. When A sends Peering Open Frame, STA B has not received more than 
1r −  beacons and it refuses to open the link. Hereby, choosing l r≥  results in 

unnecessary overhead and should not be used. 
 
When 0l = , MPMP-C works in the same manner as MPMP-U. While l grows, the 
percentage of link opening rejects increases and the difference between two 
strategies of MPMP becomes more significant. To evaluate the difference 
between two strategies, we choose for each r the highest possible value of l 
which is 1l r= − . 

                                                
3MPM opens only bidirectional links. 
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4.1.2 MPMP efficiency criteria 
As mentioned in Section 4.1.1, an effective MPMP shall open and maintain only 
reliable stable links. Moreover, such links shall be opened as soon as possible. 
Further in this section, we define these requirements in the form of 
mathematical constraints. 
 
Let ( )openT p   and ( )closeT p  be the average durations of open and close states with 
given probability p of successful frame transmission. As open and close states 
alternate, probability ( )pπ  to find the link in the open state is calculated as 
follows: 

( )
( ) .

( ) ( )
open

open close

T p
p

T p T p
π =

+
 

 
An efficient MPMP shall meet the following requirements. Open links shall be 
reliable, i.e. provide probability p of successful frame transmission higher 
than pre-defined threshold p0. So the links with p>p0 shall be mainly open 
( )1( ) 2pπ >  while links with p<p0 shall be mainly close ( )1( ) 2pπ < , that is 

1( ) .2pπ =       (4.1) 

If p does not change, link states shall be stable, i.e. shall not fluctuate. Link 
fluctuation g can be defined as 

1( ) .
( ) ( )open close

g p
T p T p

=
+

     (4.2) 

The value 12 ( )g p  is the average time between two consecutive changes of the 

link state. For routing information to be correct and up-to-date, it is necessary 
that 
 

11 ,
2 ( ) updatep T
g p

∀ < ⇒ ?      (4.3) 

where Tupdate is the topology update interval. 
 
Finally, we use discovery delay as the third efficiency index. We slightly 
change the discovery delay definition given in [32] to make it useful in our 
case. Consider a mobile network. Discovery delay Tdelay is the delay from the 
point of time when p reaches threshold p0 to the time when the link is opened. 
Discovery delay is caused by the necessity of collecting beacons statistics. 
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Obviously, the link shall be opened much earlier than the link becomes 
unreliable again. In other words, the following requirement shall be met: 
 

,delay linkT T=       (4.4) 
where linkT  is the physical link duration that is the average interval while 0.p p≥  
In mobile networks with moderate mobility where p changes gradually with 
time,  ( ).delay closeT T p:  In mobile networks with high mobility where p changes 
dramatically with time,  .delayT r:  
 
In the next section we use these criteria to compare MPMP strategies and to 
configure MPM for any specific purpose. To estimate all indices introduced in 
this Section, it is sufficient to find ( )openT p   and ( )closeT p  which is done with the 
mathematical model published in [33] and [34]. 
 

4.1.3 MPMP adjusting 

 
Let us demonstrate how to configure MPMP-U for the mobile network loaded 
with voice traffic. G.729 [35] codec generates 50 packets per second. 
According to the ITU recommendation [36], the quality of the received voice 
signal depends on the average packet delivery time, the jitter, i.e. the 
variation of the delivery time, and the packet loss ratio (PLR). In IEEE 802.11s 
non-overloaded networks, the packets delivery time is much shorter than the 
required one, and PLR becomes the most important factor. According to [37], 
the quality of G.729 voice traffic is not fair if end-to-end PLR is higher than 
10...12%. As PLR changes with time we measure PLR every interval 1Δ =  sec 
and define the unavailability of voice service, NV, as the probability that during 
this interval end-to-end PLRΔ  is higher than 10%, i.e. more than 5 packets of a 

flow are lost. As k packets are lost with probability ( )5050! 1 ,
(50 )!

kkPLR PLR
k

−

Δ Δ−
−

 to 

obtain low NV, say NV=1%, one shall provide PLRΔ lower than 3%. 
 
End-to-end PLR is calculated as follows: ( )11 1 ,

D
PLR perρ+Δ = − −  where per is the 

link packet error rate, 7ρ =  is IEEE 802.11 retry threshold, and D  is the 
number of hops in the route. E.g. if 5D ≤  for any route in the network, to 
achieve PLRΔ  MPMP shall open links with 01 0.5per p− =â . 
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Let Lbe  such a distance between 2 STAs that the probability of successful 
packet transmission between them is ( ) 0.5p L = . We locate 50 mobile STAs in 
the area 2.3 2.3 .L L× With such high STA density, the network is almost always 
connected and almost all routes in this network are not longer than 5D =  hops. 
The STAs move according to 2D Random Direction Mobility Model [38] with 
moderate velocity {0.005,0.01,0.02,0.04}v L=  per beacon interval (though 0,04v L=  
may be hardly named as “moderate” velocity, we consider this value to show 
that the proposed method may be applied in a vast range of scenarios), so the 

time interval  when the distance between 2 STAs is less then L  is 
2

8link
LT
v

π
〈 〉 =

[32]. 
 
The network works under IEEE 802.11s protocol with default parameters, 
however, instead of default HWMP routing protocol, we use the proactive link 
state hop-by-hop Flexible Routing Protocol developed in the first year of 
FLAVIA project (see D6.2 [42]) and broadcasting topology information with 
update interval 4updateT =  beacon intervals. 
 
Thus, having determined 0p , updateT  and linkT〈 〉 , we can adjust MPMP-U. 
 
At the first step, using the developed mathematical model [33][34]we find the 
set of pairs ( , )r s  which satisfy (4.1). They are (1,1), (2,2), (3,3), (4,4), … At 
the second step, we find 0( )closeT p  and max ( )max p

g g p=  for each pair in the 

selected set. As final values of MPMP-U parameters we may choose any pair 
which satisfies (4.3) and (4.4). For example, we choose such a pair that 

0

1
( ) 2~ ,close max

link update

T p g
T T

      (4.5) 

 
that is, (5,5) for v=0.005, (4,4) or (5,5) for v=0.01, (4.4) for v=0.02, and 
(3,3) for v=0.04. 
 
We run simulation using ns-3 [29] environment and prove that chosen pairs 
( , )r s  provide better results than other values of MPMP parameters, see Figure 
32. Despite that we configured MPMP to achieve 1%NV ≈ , simulation results are 
worse because of drawbacks of other network protocols, e.g. routing errors. 
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Figure 32: NV for 3 voice flows and different protocol parameters (r-s) and network 

mobility 

 
The second result obtained with simulation is that several pairs provide almost 
the best network efficiency. E.g., when 0.01v = ,  using pairs (4,4), (5,5), (6,6) 
results in almost the same performance. It means that using equation (4.5) is 
not necessary. Any parameters values which meet both restrictions (4.3) and 
(4.4) provide good results. In particular, despite the optimal parameters values 
depend at least on the velocity, pair ( 4r = , 4s = ) gives good results in any 
considered scenarios. This fact, even leading to suboptimal results, is quite 
valuable for the real system design. 
 
We have used proposed model to adjust MPMP-C in the similar manner. With 
our model we have obtained the following triads ( , , )r s l  of values: { (3,5,2) , 
(3,4,2) , (3,4,2), (2,3,1)} respectively for velocities {0.005,0.01,0.02,0.04}v L=  per 
beacon interval. With simulation we have obtained that using MPMP-C provides 
the same NVas MPMP-U when 0.02v L≤ . When velocity is high, MPMP-C works 
much better than MPMP-U – see Figure 32 for 0.04v =  and Figure 33. 
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Figure 33: NV for MPMP-C (velocity v=0.04L) 

 

 
Figure 34: g(r) for MPMP-U and MPMP-C 

 
The cause of this fact is that ~delayT r〈 〉  with high mobility. Figure 34 shows the 
dependence of link fluctuation g  at 0p p=  on r  for both strategies. For any 
strategy, decreasing g  leads to increasing r  and thus increasing entry time. 
So, we cannot decrease both link fluctuation and entry time simultaneously. 
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But for any r  MPMP-C provides lower link fluctuation than MPMP-U with the 
same r . It means that proposed MPMP-C is a Pareto improvement of MPMP-U. 
 
So, we have proven that MPM with conditional confirmation, which can be 
easily implemented with the FLAVIA architecture, is more efficient that the 
standardized MPM with unconditional confirmation. 
 
We have shown that our approach to configure MPM allows to achieve the best 
network performance and have proven with simulation that this MPM 
configuration provides the best results. It has motivated us to expand this 
approach on other link management protocols, and specifically, on the 
Neighbourhood Discovery Protocol (NHDP) [39] which is a part of well-known 
routing protocol OLSR [30]. The related results have been published in [40] 
and [41]. 
 

4.2 Multicast routing in mesh networks with QoS support 

4.2.1 Multicast routing in 802.11 mesh: problem statement 

 
Multicast traffic provides data dissemination for many popular internet 
applications: audio/video conferencing, internet television, online video 
gaming, etc. According to the forecasts [2], volumes of such traffic will 
continue to grow in future. There is no general form of multicasting, because 
use-cases are diverse and numerous. In some cases, for example, with 
internet television, a single source station delivers traffic to a set of 
destinations. In other cases, such as video conferencing, all nodes actively 
exchange data between each other. Notably, the majority of these applications 
impose strict QoS constraints on delay, packet loss ratio, etc. Informational 
RFC 3170 [43] provides an overview of multicast problems and raises common 
challenges that researchers face developing a multicast routing protocol. 
Specifically, the core functionality that needs to be provided for many multicast 
applications is data transmission from a single source to a set of destinations, 
fulfilling given QoS constraints. 
 
In IEEE 802.11 mesh networks, multicast traffic is delivered with flooding, and 
every station receiving a group addressed packet broadcasts it to all neighbors 
with No-Ack policy. Naturally, it provides no QoS or reliability guarantees 
whatsoever, and in most cases is quite resource-consuming. As an option, the 
relay station can convert multicast packets to unicast ones and transmit them 
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reliably to each neighbor (in the standard, this solution is known as DMS – 
Directed Groupcast Service), but the approach is obviously not scalable, 
because airtime resource consumption increases proportionally to the number 
of neighbors.  
 
Recently approved802.11aa amendment [47] offers new opportunities for 
groupcasting4, introducing two new Groupcast with Retries transmission 
methods: GCR-Unsolicited-Retry (GCR-U) and GCR-Block-Ack (GCR-B) in 
addition to DMS. With GCR-U, the STA providing the service retransmits an 
MSDU one or more times (subject to applicable MSDU lifetime limits) to 
increase the probability of correct reception at STAs that are listening to this 
group address. The GCR-B method extends the block acknowledgement 
mechanism to group addressed frames. With GCR-B, the groupcast originator 
broadcasts a burst of groupcast data packets and then exchanges Block Ack 
Request and Block Ack frames with all groupcast recipients or with a subset of 
them to ascertain the reception status of MSDUs related to this group address. 
 
In early drafts of 802.11aa amendment, the GCR service was specified for 
infrastructure networks only. In the first year of the FLAVIA project, we 
adapted GCR methods to use in mesh networks (see D6.2 [42]). The concept 
of the GCR adapted for mesh was presented at IEEE 802.11 Working Group 
meetings, approved and included to the final version of the IEEE 802.11aa 
amendment.    
 
As shown in our research [42][44][45], GCR methods can be effectively used 
to deliver QoS-sensitive multicast traffic with low airtime resources 
consumption in infrastructure networks. However, while GCR service is 
adapted to use in mesh, these methods alone cannot provide groupcast QoS 
service in mesh networks, where destinations are usually located in several 
hops from the multicast source.  
 
To meet the challenge, we propose new concept of multicast routing in mesh 
networks with QoS support. The main idea is to develop a routing protocol 
which selects and sets up routes for groupcast packet forwarding, minimizing 
airtime resource consumption, meeting QoS requirements, and taking into 
account all the palette of groupcast transmission methods provided by 
802.11aa amendment. 

                                                
4 The amendment introduces term “groupcast” comprising broadcast and multicast. In context of this section, terms "groupcast" and "multicast" are 
equivalent. 
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4.2.2 Proposed multicast routing algorithm 

We propose a multicast QoS routing protocol, delivering data over tree-like 
routes. It can be split in two parts. The first is a route selection algorithm, 
which, with given network topology information, can find the optimal route 
over which the packets should be transmitted. The second is route 
maintenance, which provides signaling to create and maintain routes and to 
establish data forwarding agreements. 
 
The first part is a purely algorithmic problem. In our case, it is formally stated 
as follows. A network topology (which could be obtained from Flexible Routing 
Protocol [42] developed in the first year of the FLAVIA project or some other 
link state protocol) is represented by a weighted directed graph, where weights 
of edges represent Packet Error Rates (PERs) of the related links and a vertex 
weight represents a cost of a packet transmission by the related station. The 
goal is to find a tree that connects the source vertex to a set of destination 
vertices. Additionally, the traffic has several QoS constraints, such as end-to-
end PLR or delay, represented by vector of metrics M , and the route selection 
algorithm must satisfy QoS constraints to every destination, assuming that 
every relay in the route exploits the appropriate groupcast transmission 
method. Also, the cost of the tree, which is essentially airtime resources 
required to transmit a packet over the tree, should be as low as possible. An 
example of such protocol is given in the next subsection and published in [46].  
 
To emphasize that the protocol does not depend on the applied route selection 
algorithm, we will abstract away from it. Further on, we assume that any node 
can invoke a route selection algorithm to find the resulting tree as TREE(G, src, 
dst, m), where G is the network graph, src is the source vertex, dst is a set of 
destination vertices, and m is a vector of QoS metric constraints. It should be 
noted that it is not required for src to be the initial source of the traffic stream, 
and dst to be the set of all destinations of multicast stream. This feature is 
important in route setup and maintenance procedure. 
 
Let us consider the ways of addressing the second part of the protocol: the 
route maintenance problem. Several issues exist here. Firstly, setting up a 
multicast route may take considerable time. When delivering real-time traffic, 
such delay is not affordable. This motivates us to choose the proactive method 
of route setup, when routes are selected in advance, based on available 
network topology information. Secondly, the source of traffic may have 
outdated information about the network topology. The problem is solved by so-
called hop-by-hop routing, when the source node does not build the whole 
multicast tree. Instead, it estimates the tree and only appoints the set of first 



 
 

FLAVIA  
FLexible Architecture  

for Virtualizable wireless future Internet Access 
 

Grant Agreement: FP7 - 257263 
	   	  

	  

Deliverable D6.3  Version: 1.2/Final Page 65 of 131 
 

 

relay nodes (i.e. set of children in the multicast route it estimates) to forward 
the packets. For each relay node from this set, it assigns a subset of 
destinations which should be reached through this node and a vector m  of QoS 
constraints which should be met with a packet delivery from this node to each 
of the assigned destinations. In other words, the source node “delegates” the 
duty of reaching the destinations under indicated QoS constraints to its 
children. Each of the children repeats the procedure: builds the tree to the 
destinations it was ordered to reach, and delegates the duty of reaching the 
destinations to its children. If a node of the tree can relay traffic to a 
destination directly, it does not assign this destination to any of its children. 
 

S

D2
R2

D3

R3

R1

D1

 
Figure 35: Hop-by-hop multicast routing 

 
The process is illustrated in Figure 35. First, source S builds the multicast tree 
to destinations D1, D2 and D3. It has two children in this tree: R1 and R2 
which are appointed as relay nodes. S sends a special message to R1, 
informing that it must reach nodes D1 and D2, and another message to R2, 
informing that it must reach D3. R1 then builds a multicast route from itself to 
D1 and D2. It transmits packets to D2 directly and informs R3 that it must 
build a multicast tree to D1. Lastly, R3 and R2 transmit packets to D1 and D3, 
respectively. 
 
This approach does not depend on the network topology information as 
heavily, sharing the responsibility over the whole tree, which solves the 
problem considered above. On the other hand, since the children nodes build 
trees independently from parent nodes, it is not impossible that a children 
node decides to build a tree through one of its parents, thus forming a cycle. It 
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would lead to wasting of the network resources and failure to deliver packets 
to the destinations. The simplest way to avoid cycles is to prevent explicitly the 
children from building trees over their parents. Every child shall keep the 
record of all its parents and exclude them from the network graph with the 
route selection. 
 
In order to inform a node that it has been chosen as a relay node, to delegate 
it a specific subset of destinations to reach, and to inform it about the required 
QoS parameters, we propose to introduce a special action frame called RS 
(Route Setup). It contains: 

• TCLAS element identifying the traffic stream for which the route is set. 
• Number of destinations (N Dests) appointed to the receiver relay node 

and the list of their addresses {Dest i}. 
• Number of previous hops (N Prev Hops) of the relay node and the list of 

their addresses {Prev hop i}. 
• Number of QoS constraints (N Metrics) and the list of their values {Metric 

i}, which should be met when delivering the traffic stream from the relay 
node to each of the appointed destinations. 
 

Figure 36 illustrates the generic format of the RS frame. 
 

TCLAS

N Dests Dest 1 Dest 2 Dest 3

N Prev 
Hops Prev hop 1 Prev hop 2 Prev hop 3

N metrics Metric 1 Metric 2 Metric 3
 

 
Figure 36: RS frame format 

Also, each node must maintain an additional multicast routing table containing 
TCLAS element identifying a traffic stream and the transmission information 
required for forwarding purposes. 
 
Let us outline the route selection procedure once again, this time in detail. 
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The source node periodically, every ROUTE_SETUP_PERIOD, performs Route 
Maintenance Procedure. First, the source node obtains a vector M of traffic QoS 
requirements from a higher layer. Then the source selects the multicast tree 
TREE(G, src, dst, M). Then it chooses the transmission method (GCR-U, GCR-
B, or DMS) it wants to use, and tries to establish Transport Stream 
transmission agreements with its children in the TREE via ADDTS frames 
exchange. Then, for each of the children for which the Transport Stream has 
been established, additional agreements are made if necessary (for example, 
MCCA reservations must be established or block acknowledgement agreement 
has to be set up via ADDBA frame exchange). Then, the routing table is 
updated with the stream TCLAS element and all necessary data to forward the 
groupcast packets for this stream. 
 
After that, the source sends an RS frame to each its child participating in the 
forwarding process. The frame holds all destinations that are “delegated” to be 
reached through the receiver of the RS, i.e. all destinations being descendants 
of the child in the built tree. The metrics fields of the RS frame are filled with 
vector M m− , where m is a vector of metrics values “consumed” with 
transmitting a packet of the stream between the source and the considered 
child. (We consider additive metrics such as delay and logarithm of packet 
delivery ratio.) Source address is added to the list of previous hop nodes 
addresses. RS frame is not sent if the child is a leaf of the tree. 
 
Upon reception of RS frame, each relay node executes a procedure similar to 
the described above, but with several differences. First, the relay node gets the 
QoS requirements M' from the RS frame, along with the set dst' of destinations 
delegated to the relay node. It then builds route TREE(G / {PH}, this, dst', M'), 
where G is the network graph, PH is the set of vertices corresponding to the 
previous hops of the relay node, recorded in the RS frame, and this denotes 
the vertex, corresponding to the current node. Then the relay node establishes 
traffic transmission agreements in exactly the same way as the source node. 
 
RS frame is sent by relay nodes in exactly the same manner as it is done by 
the source node, with the following two differences. The previous hop address 
set is copied from the RS frame received by the relay node and then is 
modified by adding the relay node itself. The metric vector field is filled with 
'M m− , where M' is the metric vector received by the relay node, and m is a 

vector of metrics values “consumed” with transmitting a packet of the stream 
between the relay node and the child which the RS frame is destined for. 
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There is no explicit mechanism for multicast route deletion. Every relay node 
must keep the time of the last reception of RS frame for every multicast traffic 
stream. If the last update time exceeds ROUTE_UPDATE_TIMEOUT, all 
transmission agreements and all the records regarding to the stream must be 
cancelled. 
 
To implement the proposed multicast routing algorithm, we use FLAVIA flexible 
architecture in the following aspects. First, we introduce new RS action frame 
to set up and maintain a multicast tree and to distribute QoS requirements 
among relays of the tree. Second, instead of the standardized HWMP routing 
protocol dealing with the entire path information and allowing one metric only, 
we need a link state protocol disseminated network topology information 
proactively and allowing usage of multiple metrics. We have already developed 
such protocol in the first year of FLAVIA project (see D6.2 [42]). Finally, the 
routing protocol shall be added by a multicast component, which is responsible 
for multicast route selection accounting for QoS requirements and the palette 
of groupcast transmission methods and for the route set up using new RS 
frame.   

4.2.3 An example of multicast route selection algorithm and 
performance evaluation 

In [46], we consider a problem of reliable multicast tree selection. The key 
question we aim to answer in [46] is shall the multicast routing protocol 
account for the palette of groupcast transmission methods provided by 
802.11aa amendment, or how much the cost saving would be when it does 
account for the methods? 
 
We answer the question in the following way. First, we represent a mesh 
network by a directed graph which edges are weighted in well-known Air Time 
Link (ATL) metric standardized in [26]. On the graph, with a classical algorithm 
(we choose Takahashi and Matsuyama algorithm as probably the simplest one) 
we find a Steiner tree representing a multicast route for given source and 
destinations. The built tree cost in ATL metric is equal to airtime resources 
consumed with transmitting a packet over the tree, given that the source and 
all relays on the route use the DMS method with infinite retry limit.  Let us 
refer to this route as to reference route and its weight in ATL metric as to 
reference weight.  
 
To estimate the immediate benefit of using new groupcast transmission 
methods, we find and applied the most efficient method (GCR-U, GCR-B, or 
DMS) for each relay node on the reference route. For each of these methods, 
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we develop a mathematical model, which allows to calculate airtime resources 
required to transmit a packet on a single hop with a given packet loss ratio 
constraint q. By summing up the cost of transmitting a packet on every relay 
node, we obtain the total weight aW of the route and the cost saving aG defined 
as a ratio of the reference weight and aW . 
 
Finally, we explore boundaries of cost saving rG which can be obtained if the 
multicast routing protocol accounts for the palette of groupcast transmission 
methods with multicast tree selection. We optimize a multicast tree through a 
process called “reclusterization”: after the tree has been created and a 
transmission method has been chosen for each relay, small adjustments are 
made to the route (like reconnecting a destination through some other, 
cheaper path, together with a possible change of applied transmission 
methods). The complexity of the reclusterization algorithm is too high for 
practical implementation, but it allows to estimate the possible gain from 
improving the route selection algorithms by accounting for groupcast 
transmission methods. 
 
For numerical results, we consider a grid topology with N N× . The source is 
placed in one of the corners of the grid and the destinations are scattered 
randomly on the grid. We choose an RX radius and assign each link a random 
PER from a certain range P.  Figure 37 shows cost saving values in case of 
using GCR methods with the reference route ( aG ) and in case of using the 
reclusterization algorithm to build the multicast trees. The RX radius is chosen 
so that central nodes have m=24 neighbors. The obtained results show that an 
impressive cost reduction (in times) may be reached with a multicast tree 
selection algorithm which is aware of the palette of groupcast transmission 
methods and takes peculiarities of the methods into account when estimating 
the tree cost. 
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Figure 37:  Multicast tree cost saving vs. the number of destinations 

 

4.3 Improving performance through local user cooperation 
Opportunistic scheduling was proposed for multi-user wireless communication 
networks to exploit fluctuating channel conditions, aiming to improve 
performance. The performance of opportunistic scheduling algorithms has been 
commonly investigated under the assumption of a static user population with 
infinitely backlogged queues. However, a more realistic setting is one with a 
time-varying user population and stochastic traffic loads, where the 
performance can be very different. Since opportunistic gain scales as a 
concave function of the user population, presently used scheduling algorithms 
are prone to losing effectiveness with dynamic traffic load.  
 
We propose a user-initiated scheduler-transparent traffic spreading 
methodology, where users keep track of their backlogs at the base 
station/access point and balance traffic requests across users, aiming to 
maximize the scheduler's long-term scheduling options and hence increase 
opportunistic gains. The proposed methodology certainly incurs additional 
energy cost due to forwarding requests and files between users. Thus, the 
degree of spreading has to be carefully chosen, and the tradeoff between 
performance improvement and additional energy cost must be taken into 
account. 
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The traffic spreading we propose includes a dispatcher that resides on each 
user. Based on a traffic spreading policy, the dispatcher works as follows: 
1) If the dispatcher detects that traffic spreading is not beneficial, then the 

users just send their file request to the AP/BS directly, as illustrated in 
Figure 38 (a); 

2) Otherwise, if the dispatcher detects that traffic spreading can be beneficial 
(Figure 38 (b)), it uses the user-to-user link to forward the new request to 
a chosen user who then forwards it to the AP/BS. The chosen user, upon 
receiving the file from the AP (at some future time), forwards it to the user 
who originated the request through the user-user link. 
 

The estimates used by dispatchers are the channel statistics of all the users, 
and each user’s backlog at the AP. The collection of this information can be 
easily implemented in the flexible FLAVIA framework; also implicit signaling 
can be used to disseminate the estimates. The FLAVIA framework would also 
be required in order to implement the required traffic spreading and rerouting 
among users. 

 

Figure 38: Illustration of the traffic spreading: (a) No traffic spreading;(b) Traffic 
spreading from 2U to 1U . 

The metrics we use are average file transfer delay and the re-routing cost, i.e., 
additional energy cost induced by traffic spreading. Our aim is to determine 
the optimal traffic spreading policy that minimizes the sum of average file 
transfer delay and weighted re-routing cost. We model the problem of  
determining the optimal traffic spreading policy as a Markov decision problem, 
and use value iteration from the dynamic programming framework  to compute 
the optimal traffic spreading policy.However, in networks with many users, it 
becomes intractable through dynamic programming to compute the optimal 
spreading policy. Thus we also propose a heuristic algorithm for a multi-user 
system that uses the dynamic programming solution of two-user scenarios as a 
building block. The proposed heuristic considers two options for a new request, 
i.e., forwarding it directly to the AP or dispatching it to the user with the 
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estimated backlog. To this end, all users other than the one with the least 
workload are treated as a single combined user, and their queues are also 
treated as a single combined queue. A series of two-user dynamic 
programming formulations are solved to find the optimal spreading policy. 
Note that the worst-case time-complexity of the above heuristic to obtain the 
optimal decision for a new request is ( 1)O N − . 
 
To evaluate the proposed traffic spreading policy, we compare it with other two 
policies: i) no-rerouting (users send their requests to the AP directly) and ii) 
Join the Shortest Queue (JSQ, users always route requests to the user with the 
least backlog).We present simulation results for a scenario where users are 
randomly distributed in a cell of radius 100m and consider instances with four 
users, each of them distributed uniformly at distances ranging from 10 to 
100m. The rate at which users generate requests is heterogeneous and chosen 
uniformly in a range of0.2 10%±  arrivals/sec. We depict the average as well as 
the 95th  and5thpercentile of the file transfer delay in Figure 39. We observe that 
the average delay performance gain is up to 50%, which is nearly as good as 
JSQ. This delay performance can be achieved at a re-routing cost that is 
around half of that under JSQ. Depending on the user requirements, a different 
tradeoff between energy cost and delay performance can be chosen. When we 
focus on the 95th  percentile, the performance gain observed is up to 56%.This 
demonstrates that traffic spreading is very helpful in improving user 
performance in instances where overall system performance is poor, which is a 
very important practical consideration. 

 
Figure 39: Performance under four-user heterogeneous scenarios ( 0.2 10%iλ = ± ,

[10,100]id = , {1,2,3,4}i∈ ). 
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5 MAC/PHY resource management 

5.1 Power-hopping scheme for dense 802.11 environments 

5.1.1 Problem statement and motivation 
In practical IEEE 802.11 deployments, when two or more simultaneous 
transmissions occur on the channel, if frames arrive at the destination with 
different power levels, it is often the case that the one received with the 
strongest signal can be demodulated despite the interference caused by the 
others, provided the difference in their signal strength is sufficiently large. This 
phenomenon is referred to as the capture effect and has been widely neglected 
when modeling the IEEE 802.11 protocol behaviour, the common assumption 
being that simultaneous transmissions result in collisions [10][11]. Recent 
works show that the capture effect can potentially reduce the number of 
failures due to collisions and thus increase the throughput performance of the 
network (e.g. [12]), however, the interactions between the MAC and PHY 
layers in the presence of the capture effect have not been yet deeply 
understood, since existing studies neglect the impact of traffic load and 
postulate that only nodes that deliver frames at high signal levels benefit from 
capture.  
 
Based on previous studies and our own findings, within FLAVIA we design a 
power-hopping MAC/PHY scheme (PH-MAC) that exploits capture to boost the 
WLAN performance in dense deployments. Specifically, our proposal preserves 
the 802.11 MAC rules, but selects among different power levels with certain 
probabilities when transmitting a frames, deliberately causing capture to 
mitigate collisions. We show that, by choosing the power levels with equal 
probabilities, PH-MAC reduces the impact of collisions, providing significantly 
better throughput performance as compared to the standard 802.11 protocol.  
This proposal demonstrates the ability of FLAVIA supports novel schemes 
which provide non-standard enhancements that achieve cross-layer 
performance improvements of the emerging devices. 

5.1.2 Proposed solution and implementation 

Our designed is driven by an analytical and numerical study we conducted, 
which provides understanding of the interactions between the PHY and MAC 
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layer of the 802.11 protocol under different network loads.5  Consider a 
situation where a station has determined that a power level Pmin is sufficient to 
transmit reliably to the AP at the selected PHY rate and assume the maximum 
transmission power supported by the hardware is Pmax. Further, suppose that a 
station can select from L discrete levels within a [Pmin,Pmax] range and assume 
that the difference between any two distinct levels in the possible range is 
large enough to cause capture. Thus, when two stations transmit 
simultaneously using dissimilar power levels, the transmission at the higher 
level will capture with different probabilities over the lower power transmission, 
depending on their relative difference, and will be successfully decoded at the 
AP.  
 
Following this observation, the objective of PH-MAC is to choose transmission 
powers so that a significant number of collisions result in capture. To this end, 
for each transmission attempt, PH-MAC randomly chooses a power level within 
the possible range. Specifically, we select among L power levels with 
probabilities {p1,p2,...,pL}. 
 
To understand how to properly configure these probabilities, let us first model 
the expected behaviour of our proposal. Imagine a single cell 802.11 network 
with n stations following the basic DCF rules and employing one of L power 
levels at each transmission attempt, as explained above. Initially, consider a 
symmetric network, where all stations have the same transmission rate τ. 
Then, if all frames were transmitted with the same power level, the conditional 
collision probability pc could be written as 

𝑝! = 1− 1− 𝜏 !!! =   
𝑛 − 1
𝑖

!!!

!!!

𝜏! 1− 𝜏 !!!!! 

 
However, since we employ the power-hopping scheme, some of the 
simultaneous transmissions will be successfully decoded because of capture, 
while others will still fail. Thus, the failure probability p is given by 

𝑝 =
𝑛 − 1
𝑖

!!!

!!!

𝜏! 1− 𝜏 !!!!! 1− 𝑝!

!

!!!!!

!!

!!!

 

 
Given that in practice τ takes small values (i.e. τ≪1), the term corresponding 
to i = 1 dominates the expression of the conditional failure probability. Thus 
we can approximate p by 

                                                
5 We refer the reader to [13] for the complete analysis. 
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𝑝 ≈ 𝑝! 1− 𝑝! 𝑝!

!

!!!!!

!!!

!!!

 

 no_cap 
Examining the above, we reason that, in a case where failures are dominated 
by collisions of two stations, the failure probability will be scaled by the term in 
brackets denoted no_cap relative to the collision probability pc (of the capture-
free case). Thus, in order to optimize performance we need to find the set of 
{p1,...pL} probabilities that minimize the failure probability, which is equivalent 
to solving the following optimization problem: 
 

min
{!!,…,!!}

𝑛𝑜_𝑐𝑎𝑝 

𝑠. 𝑡. 𝑝! = 1,
!

!!!

 

0 ≤ 𝑝! ≥ 1, 𝑙 = 1, . . , 𝐿. 
 

The corresponding Lagrangian is given by𝐿(𝑝, 𝜆)   =   𝑛𝑜_𝑐𝑎𝑝    +     𝜆( 𝑝! − 1)!
!!! and 

the solution is obtained by setting the gradient of 𝐿(𝑝, 𝜆) to zero, which after 
solving yields 
 

𝑝! = 𝜆  − 1, ∀𝑗. 
This means that the failure probability is minimized when all power levels are 
randomly chosen with equal probability, i.e. 

𝑝! =   
1
𝐿 , 𝑗 = 1, . . . , 𝐿. 

 
We validate this result by solving numerically our model to predict the 
throughput performance of the protocol for different values of the pj, j=1,...,L 
probabilities. Through this method, we plot the throughput of a saturated and 
non-saturated network with different number of stations in Figure 40 and 
Figure 41,respectively, for the possible range of pj values, considering nodes 
choose from L= 2 power levels. Clearly, in both cases, choosing pj = ½ 
provides noticeable performance benefits as compared to the capture-free 
scenario (pj = 1 and pj = 0). 
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Figure 40: Throughput performance with power-hopping, under saturation 

conditions. 

 
Figure 41: Throughput performance with power-hopping using different values, 

under non-saturation conditions. 

 
To show that the proposed power-hopping scheme can be implemented only 
with existing hardware, we next present a prototype implementation we 
developed using the popular open-source MadWifi v0.9.4 driver. Note that, due 
to the inherent limitations of the driver, which we discuss next, our prototype 
is an approximation of the proposed PH-MAC scheme. However, as our 
experimental results will show, the implemented prototype can significantly 
outperform the standard DCF in real deployments. 
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To implement PH-MAC we modified the part of the driver's source code 
handling the transmission operations for the Atheros wireless LAN controller 
(if_ath).  Precisely, when a new packet arrives at the MAC queue, an 
ath_tx_start routine is invoked to handle the transmission.  After performing 
the encapsulation operations, computing the transmission duration and 
selecting the antenna to be used for transmission, the routine prepares a 
transmission descriptor that is used to pass the packet to the hardware, along 
with a set of PHY layer parameters, among which the transmission power.  To 
achieve the desired power-hopping functionality, before the transmission 
descriptor is provided to the hardware through the ath_hal_setuptxdesc call, 
we update the transmission power parameter retained in the node information 
structure (ni), that is passed at the call, and invoke the ath_update_txpow 
routine, that sets the TX power of the device to the desired level. 

5.1.3 Performance evaluation 

To evaluate the potential performance benefits of PH-MAC in a real 
environment we conducted experiments in a small testbed that we deployed in 
an office environment at the Hamilton Institute in Ireland. The testbed consists 
of 7 nodes: one PC acting as access point and 6 Soekris net4801 embedded 
PCs serving as clients. All nodes are equipped with Wistron CM9 Atheros 
miniPCI 802.11b/g cards and 5 dBi omnidirectional antennas. The WLAN is 
operating on channel 6 (2.437 GHz) where no other networks have been 
detected and thus we conclude it is an interference free environment. 
RTS/CTS, rate adaptation, turbo, fast frame, bursting and unscheduled 
automatic power save functionalities are disabled in all experiments, while the 
antenna diversity scheme is not employed for transmission/reception. All 
nodes are within LOS from the AP, thus we expect negligible multipath 
propagation effects. 
 
We first consider a homogeneous environment, whereby clients experience 
similar link qualities to the AP. Given the reduce size of our deployment we 
configure nodes with CWmin=7 and CWmax=15, to ensure an increased level of 
contention in the WLAN.  We set the data rate of each station at 11 Mb/s, as 
all nodes were able to individually send frames to the AP without losses when 
employing this rate, regardless of the transmission power level employed. We 
use the iperf tool to generate UDP packets with 500 byte payload, uniformly 
varying the offered load at each node and recording the total throughput at the 
AP, first when clients employ PH-MAC, alternating between the minimum and 
maximum power levels for transmissions, and then with the basic DCF 
mechanism in place. 
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The results are shown in Figure 42, where we plot average and 95% 
confidence intervals of the throughput obtained with the two approaches. As 
observed in the figure, PH-MAC significantly outperforms the basic DCF 
mechanism as stations generate more traffic, showing notable benefits as the 
network approaches saturation. In particular, by changing between low and 
high transmission power levels, PH-MAC achieves throughput gains of up to 
25% over the standard scheme. 
 

 
Figure 42: Experimental evaluation of PH-MAC under similar link conditions. 

Next, we study the impact of heterogeneous link qualities on the performance 
of PH-MAC, to understand whether performance gains are achieved also under 
such conditions. Besides potential throughput benefits, here we also seek to 
investigate whether our approach is able to improve fairness among stations in 
scenarios where nodes closer to the AP would have by default a higher 
likelihood of capture and potentially obtain more throughput than nodes far 
away.  Again, we generate UDP traffic from the clients to the AP, varying the 
offered load and we measure the individual throughput performance attained 
by each station. We compute the total throughput and the network utility as 
the sum of the logs of the individual throughputs. We plot those two metrics as 
a function of the offered load in Figure 43. As results show, PH-MAC not only 
provides higher throughput as compared to the basic DCF mechanism, but also 
helps restoring fairness in heterogeneous links environments, increasing 
network utility. 
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Figure 43: Experimental evaluation of PH-MAC under dissimilar link conditions. 

We conclude that, by alternating between a low and a high power level, our 
PH-MAC implementation is able to provide noteworthy throughput gains over 
the default DCF scheme, both in homogeneous and heterogeneous radio 
environments, while improving fairness in dense topologies, and constitutes a 
good example of the flexibility of creating new MAC/PHY enhancements using 
the FLAVIA architecture. 
 

5.2 Rate adaptation algorithm 

5.2.1 Problem statement and motivation 

At its origins the IEEE 802.11 standard was aimed at fixed and nomadic 
communication. Nowadays with the constant miniaturization of electronic 
devices the area of WLAN applications has been extended to mobile 
communication which was so far reserved for cellular telephony. With the 
introduction of the IEEE 802.11p standard a group of fast moving mobile users 
came into play. The increased mobility of users resulted in the need for new 
design, optimization, and testing methods for WLAN networks, transmission 
techniques, and data rate selection algorithms. The optimal data rate selection 
algorithm presented in this section was designed and tested for fixed and 
mobile communication scenarios for both indoor and open space environments. 
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5.2.2 Proposed solution 
In mobile communication systems the channel transfer function varies with 
time and the position of the terminal. Since the channel transfer function is 
strongly dependent on the relative position of mobile stations and the layout of 
reflecting surfaces the spatial and temporal characteristics of the channel 
multipath fading process can be treated equivalently [20]. 

In many radio communication systems a statistical description of channel 
parameters is insufficient. Problems such as time domain equalization of 
channel impulse response and especially the prediction of the channel transfer 
function, require knowledge of mechanisms to describe spatial and temporal 
channel characteristics. In the case of multirate WLAN networks,  the 
knowledge of temporal characteristics of the channel fast fading process 
become, a key factor for the proper selection of the optimal data rate. 

The nature of signal fading resulting from either station mobility or the 
movement of objects in the station’s vicinity and can be modeled using a 
Doppler frequency spread function [21], [22], the reverse Fourier transform of 
which defines an autocorrelation function of the channel envelope in response 
to a sinusoidal input. The shape of the Doppler frequency function influences 
temporal characteristics of the fast fading process.  

The proposed data rate selection algorithm was extensively tested for three 
main communication scenarios presented in Table 2. 
 
Table 2: Radio communications environments used in the evaluation of the data rate 

selection algorithm 

 Doppler frequency 
spread function Autocorrelation function 

Maximum 
velocity of 

mobile 
terminal  

Scenario 1 
Indoor nomadic 
communication 

IEEE TGn Model 

1,2 kph 2

91

1)(

⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
+

=

df
f

fS  
( ) ⎟⎟

⎠

⎞
⎜⎜
⎝

⎛
− τ

ππ
τ

3
2exp

3
dd ff=s  

Scenario 2 Model based on rectangular Doppler spread 9 kph 
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Indoor mobile 
communication 

⎪⎩

⎪
⎨

⎧

>

<
=

d

d
d

ff

ff
ffS

  dla      0

  dla  
2
1

)(  ( ) ( )τπτ dfs 2sinc=  

Scenario 3 
Outdoor mobile 
communication 

Jakes model  

50 kph 2

1

1)(

⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
−

=

d
d f

ff

fS

π

 
( ) ( )τπτ dfJs 20=  

 

The operation of the proposed data rate selection algorithm can be divided into 
two stages. In the first stage, based on the historical measurements of the 
RSSI values of the signal from the station the traffic will be directed to and 
assuming reciprocity of the radio channel transfer function the future condition 
of the channel is estimated. Then in the second stage, using the defined goal 
function of the RSSI, the frame size and traffic load served by the WLAN 
network, the optimum data rate for the next transmission is selected. 
 
The goal function for selecting optimal data rate in WLAN networks 
Knowing the size of the transmitted frame and the mean time passing from the 
moment when transmission is scheduled to the moment when the 
acknowledgment is received one can build a goal function to select an optimum 
data rate in the sense of minimization of frame delivery time Tmin. We assume 
WLANs with PHY based on IEEE 802.11abg standards. 

For the sake of simplicity an infinite number of frame retransmissions was 
assumed which simplified the derivation of the formula as a closed form 
solution. The optimal data rate or in other words the data rate guaranteeing 
the shortest frame delivery time can be selected among available data rates 
using the following goal function: 

{ }
( )[ ] ( )

⎭
⎬
⎫

⎩
⎨
⎧

−−∑
∞

−

1

1

Mbit/s 54  ...  Mbit/s 1
112min

=i

i
B

i
Succmin ppT+iT=T , (5.1) 

 
where: p – probability of error free frame delivery, TB(i) – average backoff 
time, i –  retransmission attempt number. 
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By simple mathematical transformation of the equation (5.1) the goal function 
can be expressed in a simplified form: 

{ } ⎭
⎬
⎫

⎩
⎨
⎧

−
+

12min
Mbit/s 54  ...  Mbit/s 1 p

T
p
T=T BSucc

min
, (5.2) 

 
assuming that p>0.5. For data rates which do not guarantee an errorless 
frame delivery in one attempt with probability greater than 0.5 an infinite 
value of the goal function (5.1) Tmin  is assumed. 
 
Practical application of (5.2) in a real WLAN network requires knowledge of 
times Tsucc, TB  and the probability p. The value of time Tsucc can be determined 
knowing the size of the transmitted frame, current data rate and times TPLCP, 
THDR, TACK, TSIFS as defined by the IEEE 802.11 standard. The remaining values 
of probability p and time TB can be determined using traffic measurements 
conveyed by the WLAN network and the strength of the radio signal received 
(RSSI) from the station the next frame will be sent to. 
 

      
Figure 44: Throughput achieved by subscriber station as a function of RSSI in a two 

station WLAN network transmitting 2114 byte long frames. 
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Figure 45: Throughput achieved by subscriber station as a function of RSSI in a two 

station WLAN network transmitting 114 byte long frames. 

 

 
Figure 46: Throughput achieved by subscriber station as a function of RSSI in a 20 

station WLAN network transmitting 2114 byte long frames. 

For the purpose of testing the goal function (5.1) a simulation campaign was 
conducted. An infrastructure WLAN network consisting of 2 and 20 identical 
stations was examined using variable traffic load and frame lengths. The 
network was using a radio channel resembling the indoor mobile environment 
(scenario 2 in Table 2). 
 
Figure 44 presents simulation results for a network of two stations one of 
which generated UDP traffic consisting of 2114 bytes frames. The figure 
presents the throughput achieved by a station as a function of the received 
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signal strength. The colorful lines denote the throughput achieved for a single 
rate case from 1 Mbps to 54 Mbps and the black line depicts the  throughput 
obtained using  goal function (5.2) for data rate selection. On the other hand, 
Figure 45 illustrates the throughput achieved by a station in the same 
networking scenario but with the frame length reduced to 114 bytes. Finally 
Figure 46 presents changes of the station throughput as a function of RSSI in 
case of using goal function (5.2) to select the optimal data rate in a WLAN 
network consisting of 20 stations transmitting frames with a length of 2114 
bytes 
 
Probability of successful frame transmission for Rayleigh channel 
It can be easily noticed that the practical application of the goal function (5.2) 
requires a knowledge of times Tsucc and TB  and probability p. As determination 
of times Tsucc and TB is a rather easy task in comparison to determining the 
value of probability p which is not as obvious and requires several additional 
assumptions. 
  
This paragraph presents a method for determining the probability p in WLAN 
networks in which each pair of station is connected with reciprocal radio 
channel with Rayleigh fading. If the FERRayleigh denotes frame error probability 
at the receiver output for a Rayleigh fading channel then the probability p can 
be expressed as: 

 
RayleighFERp −=1 ,  

where the FERRayleigh value can be calculated basing on the knowledge of the 
FER value as a function of the RSSI in the AWGN channel for a particular data 
rate and the performance of the error correction coding scheme used. 
 
If we denote a bit error probability in a Rayleigh channel as BERRayleigh and a bit 
error probability in AWGN channel as BERAWGN the relation between those two 
quantities can be expressed as: 

( ) ( )∫
∞

⋅=
0

duuBERv|ufBER AWGNRayleigh   

The function f(u|v) denotes conditional probability density of the power of the 
received signal strength u at time t0 under condition that at the time t0-t 
measured power value of the received signal was equal to v.  
In case of channels with Rayleigh fading f(u|v) can be expressed using the 
following formula: 
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where a mean power of the received signal s 2  equals: 
 

RSSI=
2
12σ ,  

which denotes half of the received signal strength measured at receiver input. 
Additionally ( )τmρ  is the correlation coefficient of received power values 

( )τ−= 0tRSSIv  and ( )0tRSSIu = and ( )xI0  is a modified Bessel function of the first 
kind and order zero. 
 
In practical applications of equation (5.3) the correlation coefficient rm(t) needs 
to be replaced with its estimator. In a realistic WLAN network interface, 
measurements of the received signal strength are made only at the moment of 
reception of the frame, which means that the measurements form an 
irregularly sampled stochastic process. In order to apply algorithms known 
from the literature for estimation of the correlation coefficient rm(t), a 
conversion from the irregularly sampled process to regularly sampled one is 
necessary. 
 
In the simulation campaign conducted to evaluate the performance of the 
designed algorithm for conversion from the irregular sampled process of power 
measurement to the regularly sampled one a simplified version of the iterative 
algorithm [16] was used. The original algorithm was reduced to the single 
iteration with a first order linear interpolation and a 4th order Butterworth 
filtering. 

5.2.3 Performance evaluation 

In order to compare the performance of the new data rate selection algorithm 
based on function (5.3) taking into account both the network traffic load and 
propagation conditions with popular algorithms known from both practice and 
literature  such as ARF [18], CARA [17] and RBAR [19] a series of simulation 
experiments was performed. 
In the first experiment a simple, working in an indoor nomadic environment, 
network consisting of  two stations STA1 and STA2 was analyzed. During 1200 
seconds of the simulation station STA1 transmitted UDP traffic using 2200 
bytes frames according to the full buffer model. 
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During subsequent experiments the distance between stations was increased 
and as a result the level of the signal strength at the input of STA2 was 
decreased. Detailed results of the experiment are presented in Figure 47. 
 

 
Figure 47: Maximum throughput achieved for UDP traffic in a nomadic scenario and a 

network of two stations as a function of RSSI value. 

Analyzing Figure 47 one can conclude that the application of the new algorithm 
to the WLAN network operating with zero collision probability enables a station 
to achieve significantly higher throughput comparing to that achieved using 
popular rate adaptation algorithms ARF, RBAR or CARA. 
 
In the second experiment the impact of the collision probability on the 
performance of the new algorithm was examined. For this purpose a series of 
experiments employing a hotspot DCF network with the number of stations 
increasing from 2 to 20 was performed. The DCF network used in each 
experiment consisted of an access point and a number of identical stations 
equidistant from the access point generating traffic according to the constantly 
full buffer model.  In the subsequent experiments the number of stations was 
increased thus increasing the collision probability. Figure 48 presents the mean 
throughput achieved by a selected station assuming that all the stations used 
the same rate adaptation algorithm and experienced identical propagation 
conditions. 

 



 
 

FLAVIA  
FLexible Architecture  

for Virtualizable wireless future Internet Access 
 

Grant Agreement: FP7 - 257263 
	   	  

	  

Deliverable D6.3  Version: 1.2/Final Page 87 of 131 
 

 

 
Figure 48: Throughput achieved by a station in a hotspot network 

Analyzing graphs presented in Figure 48 one can observe that contrary to the 
algorithms using, e.g. ARF, simple heuristic methods for the estimation of radio 
channel parameters, the proposed algorithm is insensitive to changes of the 
collision probability. In this particular network of identical stations the product 
of the number of stations and the mean station throughput remained constant 
for algorithms insensitive to variation of the collision probability and decreased 
rapidly for the sensitive algorithm like ARF. 
 
In the next series of experiments the performance of the proposed algorithm 
was evaluated for the remaining radio communication environments described 
in Table 2. Due to the  critical impact of the fast fading of the radio 
communication channel on the performance of the data rate selection process 
it was decided to eliminate slow changes of the mean value of the received 
signal caused by relative movements of mobile stations. The simulated 
scenario is thus equivalent to the pedestrian to pedestrian or car to car 
network where the whole network is moving with a maximum velocity allowed 
in a particular radio communication environment.    
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Figure 49: Maximum throughput achieved for UDP traffic in an indoor mobile 

scenario 

 
Figure 50: Maximum throughput achieved for UDP traffic in an outdoor mobile 

scenario 

Due to the fact that determining the autocorrelation function of RSSI 
measurements is a very time and resource consuming task, a simplified 
prediction methods should be considered. 
 
One of the cases when a station can fully benefit from a potential given by fast 
responsiveness of the data rate selection algorithm to the channel conditions is 
the case when a station transmits according to the constantly full buffer 
scenario.  
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For such a case, the probability density function of values of the 
autocorrelation function of RSSI measurements was calculated for networks 
with a variable number of stations. The results of the experiment are 
presented in Figure 51. 
 
After analyzing graphs presented in Figure 51 it can be observed that even for 
a network consisting of 20 stations the majority of the correlation coefficient of 
the RSSI measurements values stays between 0.98 and 1. It may lead to the 
conclusion that one of the worth consideration methods of the prediction of the 
signal value is a last-sample predictor where the predicted value of the signal 
is assumed to be equal to the previously measured one. In this case the value 
of p can be stated as: 

( )uFERp AWGN−=1 ,  
 

Assuming that the channel coherence time is longer than the duration of the 
longest frame and u is a predicted RSSI value. 
 
Figure 51 to Figure 53 present the results of application of the algorithm using 
the goal function (5.2) and a last-sample predictor in the network of two 
stations for three communication scenarios presented in Table 2. 

 
Figure 51: PDF of correlation between subsequent RSSI measurement values 
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Figure 52: Maximum throughput achieved for UDP traffic in an indoor nomadic 

scenario and a last-sample predictor 

 

 
Figure 53: Maximum throughput achieved for UDP traffic in an indoor mobile 

scenario and a last-sample predictor 
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Figure 54: Maximum throughput achieved for UDP traffic in an outdoor mobile 

scenario and a last-sample predictor 

In case of both indoor nomadic and mobile scenarios the maximum throughput 
achieved by station using the full and simplified versions of the proposed 
algorithm does not differ significantly. It is worth mentioning that the 
simplified version of the algorithm offers significantly reduced complexity and 
thus power consumption which is a key factor for battery powered devices. 
Performance of the data rate selection algorithm decreases significantly for the 
case of an open space mobile scenario. Graphs presented in Figure 54 show 
that the performance of the algorithm using last-sample predictor is 
comparable to those offered by simple heuristic algorithms. This makes the 
application of such an extremely simplified predictor questionable for scenarios 
employing highly mobile stations. 
 
The performance of the basic and simplified version of data rate selection 
algorithm was also compared in a DCF hotspot network consisted of 20 
identical stations generating UDP traffic according to the full buffer model. 
Simulations were conducted for all the communication environments described 
in Table 2. Each station taking part in the experiment experienced identical 
propagation conditions with an average RSSI of -85 dBm. For reference, 
simulations of networks using popular rate selection algorithms was also 
conducted. The results of the experiments are presented in Figure 55 to Figure 
57. 
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Figure 55: Maximum throughput achieved for UDP traffic in an indoor nomadic 

hotspot network and a simplified version of data rate selection algorithm using a 
last-sample predictor. 

  
Figure 56: Maximum throughput achieved for UDP traffic in an indoor mobile hotspot 
network and a simplified version of data rate selection algorithm using a last-sample 

predictor. 
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Figure 57: Maximum throughput achieved for UDP traffic in an outdoor mobile 

hotspot network and a simplified version of data rate selection algorithm using a 
last-sample predictor. 

Analyzing the results of the simulation experiments presented in Figure 55 to 
Figure 57, it can be observed, that with the increasing number of stations and 
thus a higher collision probability an increase in per station throughput 
achieved thanks to the more accurate prediction of channel RSSI diminishes. 
This phenomenon is connected with the operation of the goal function (5.2). 
With the increasing backoff time the goal function tends to select a data rate 
offering lower throughput in favor of higher reliability, which can compensate a 
higher RSSI prediction error generated by simplified prediction algorithm. 
Decrease of the station throughput in case of low collision probability is mostly 
noticeable for scenarios employing highly mobile stations. In order to build a 
versatile version of the simplified data rate selection algorithm the goal 
function (5.2) needs an additional assumption for a value of time TB not to be 
lower than a time TMIN measured for a network with at least two stations. 
 

5.3 802.11-based protocol without control messages6 

5.3.1 Problem statement and motivation 

MAC control messages are essential: for example, ACKs convey correctly 
received data and RTS/CTS exchange can significantly mitigate hidden terminal 
collisions. However, even though the information conveyed in MAC control 
messages is small, their duration can be quite long, as in addition to the 

                                                
6 While we employ the name 802.11ec, our work does not represent an IEEE standard. 
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control information, they also need to include source/destination address, 
message type, etc., all of which are transmitted at base rate to improve the 
likelihood that they can be successfully decoded. For example, an ACK 
message is 14 bytes plus physical layer encapsulation, but contains only one 
bit of relevant information (that DATA was successfully received). Likewise, 
RTS/CTS is rarely used in practice precisely due to excessive overhead despite 
its important role in mitigating collisions.  
 
In this study, we design, implement, and evaluate 802.11ec (Encoded Control) 
as a control message free MAC. Instead of control messages, 11ec employs 
correlatable symbol sequences (CSS's), i.e., predefined binary codewords that 
can be detected via correlation at the receiver instead of decoded. Together 
with their transmission timing, CSS’s convey all control information, and 
change the fundamental design properties of the MAC. For example, 11ec 
replaces an 802.11 ACK message with a predefined ACK CSS that can be 
correlated instead of decoded, thereby vastly reducing its duration and 
dramatically improving its robustness by enabling its reception at low SINR. 
 

5.3.2 Proposed solution 

Control information can be classified along two dimensions: first, as to whether 
or not the information in the message can be represented from a small 
dictionary or codebook. For example, a small dictionary can encode the three 
different control messages used in 802.11 for data exchange (RTS, CTS, and 
ACK). Likewise, while the space of all MAC addresses is large (seemingly 
precluding a small dictionary), each node communicates with only a limited 
number of addresses at a time. Thus, both MAC addresses and control 
message type can be encoded from a small dictionary. Second, control 
information can further be classified according to whether they are necessarily 
public or can be private. For example, for correctness of the protocol, all nodes 
must know that a CTS should cause them to defer, i.e., this message must be 
public; on the other hand, only a data sender need know that its data was 
correctly received, i.e., its ACK may be private. 
 
802.11ec's key techniques are twofold: first, we use a dictionary of 
correlatable symbol sequences to convey control information that can be 
represented by a limited dictionary. For example, instead of CTS that contains 
physical layer preamble, frame control sequence, type field, frame check-sum, 
destination address, duration field (as well as it incurs a TSIFS delay), we 
transmit a short (e.g., 127 symbols) CSS from a small dictionary to convey 
that it is a CTS. For an 802.11a physical layer, this reduces the time to convey 
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the control information by nearly an order of magnitude, from 60 µs to 6.35 
µs. Second, we show that the information that cannot be represented by a 
limited dictionary can be conveyed via CSS timing. For example, nodes 
overhearing the 802.11 CTS message need to defer for an amount of time as 
specified by the CTS duration field contained in the message. We show that 
11ec nodes can instead simply defer until a channel-clear CSS is transmitted 
by the receiver (or until a timeout). 802.11ec's second technique is to 
distinguish between public and private information. Namely, 11ec only uses 
public CSS's for information that is required to be public, such as conveying 
channel reservation and channel clear. On the other hand, address fields need 
not be public, as the identity of the sender and receiver need not be known by 
other nodes. 11ec ensures that private control information, including addresses 
and ACKs, is not correlated by other nodes. This has the potential to thwart 
eavesdroppers not only from decoding data (as data can be encrypted), but 
even from knowing which nodes are communicating with each other; we show 
how all private control information, including addresses can only be correlated 
by the intended receiver. 
 
802.11ec enhances robustness in two ways. First, control information is more 
likely to be received in 11ec because control information is conveyed in short 
CSS's that are correlatable even at low SINR. For example, because 802.11ec 
replaces an ACK message with a CSS, 11ec ACKs are more robust and can be 
received even in the presence of transmitting interferers. Second, 802.11 is 
“fragile” to topological factors in that while 802.11 DCF without RTS/CTS yields 
high performance in fully connected wireless LANs, hidden terminals, 
asymmetric topologies, and general multi-hop topologies can yield severe 
throughput degradation and unfairness. These latter topologies are becoming 
increasingly common because of device power asymmetries, e.g., between 
APs, laptops, and popular smart-phones, and of the wider coverage achievable 
with the adoption of sub-GHz frequencies, including TV white spaces. While use 
of RTS/CTS can significantly improve throughput in such challenged topologies, 
the additional overhead of RTS/CTS can sometimes overwhelm this 
improvement. Moreover, in fully connected topologies RTS/CTS degrades 
throughput due to its unnecessary overhead. In contrast, 11ec overcomes 
these limitations through robust and short-duration control signals, i.e., 11ec 
minimally penalizes station throughput thus allowing to enable channel 
reservation independently of the network topology. Consequently, 11ec 
stations have vastly increased opportunities to obtain channel access thereby 
dramatically improving the network's fairness in throughput distribution. 
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5.3.3 802.11ec Channel Reservation Primitives 

Wireless MAC protocols perform collision avoidance by silencing the medium in 
the vicinity of a transmitting link via channel reservation. Channel reservation 
fundamentally hinges on three key mechanisms: (i) initiation, performed by 
the node that initiates the exchange to request the cooperation of the other 
endpoint to reserve the channel; (ii) reservation, performed to inform nodes 
potentially hindering the exchange; and (iii) deferral, performed by the 
surrounding terminals in order to avoid disturbing ongoing transmissions. 
802.11 implements the three mechanisms via (i) RTS; (ii) CTS and data 
packet; and (iii) NAV and carrier sensing. When RTS/CTS is disabled, during 
the data transmission the medium is reserved exclusively in the vicinity of the 
sender. In the following, we show how 11ec implements these three 
mechanisms via CSS's and timing codes. A key concept of 11ec channel 
reservation is very short channel reservation negotiation for near immunity to 
interruptions, e.g., collisions and capturing by other nodes. Specifically, 11ec 
channel reservation is based on three basic primitives, which are illustrated in 
Figure 58 and described in detail in the following.   
 

 
Figure 58:  802.11ec Data Exchange Timeline 

Initiation: Ic(r). In 11ec, a sender wishing to start a data exchange performs 
virtual, and optionally physical, carrier sensing. If the medium is free, the 
sender waits for a backoff interval similar to 802.11 and then transmits a 
sender side channel request primitive, in short Ic(r), to request the receiver r 
to reserve the channel. Ic(r) need only be detected by r and not necessarily by 
the neighboring nodes; thus, we implement it as a private CSS. In order to 
convey the identity of the receiver r (as 11ec does not transmit the traditional 
MAC address), 11ec implements Ic(r) via several CSS's, and associates a 
distinct CSS with each receiver; i.e., when a sender needs to contact a 
receiver, it uses the receiver's Ic(r). Nodes in the vicinity of the sender do not 
detect the initiation Ic(r). 
 
Reservation: Rc. A node r receiving an Ic(r) checks if other nodes are 
communicating in its vicinity and may hinder its reception. If that is not the 
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case, r immediately transmits a channel reservation primitive Rc to notify 
potential interferers. In order to realize the reservation, Rc should be detected 
by all nodes in the vicinity of the receiver r and it is therefore transmitted via a 
public CSS. In addition to channel reservation that forces neighbors to defer, 
Rc implicitly communicates to the transmitter that the channel is available and 
that data can be transmitted. Instead of providing a distinct CSS to convey the 
sender address, as in the previous case of the Ic(r), we employ a simple 
temporal code: Since a receiver r transmits Rc immediately after Ic(r), the 
sender, in contrast to the other neighboring nodes, interprets the reception of 
a Rc as an authorization to begin a data transmission. 
 
Deferral: Rc → Fc 11ec implements the deferral and conveys its duration via a 
combination of CSS's and a simple time code. Specifically, after data reception 
and acknowledgement, the receiver explicitly releases the channel with a 
channel free primitive Fc. Thus, nodes receiving Rc need to wait to receive an 
Fc (or wait a predefined timeout) before accessing the channel; practically, this 
procedure represents a form of virtual carrier sensing. Because all neighboring 
nodes need to receive Fc, 11ec implements Fc as a public CSS.  
 
Finally, we define an acknowledgement primitive Ac(s), and we implement it as 
a private CSS associated to each sender s. The Ic(r) and Ac(s) primitives 
require assignment of unique CSS’s to specific nodes; this can be done by the 
AP leveraging the 802.11’s AID identifier field upon station association. 

5.3.4 FLAVIA support 

The enhancement to 802.11, suggested by 802.11ec (Encoded Control) is 
supported by the flexibility and programmability of the FLAVIA architecture. 
The proposed solution will mostly rely on the Wireless MAC Processor defined 
and developed in FLAVIA, and on the mac80211++ framework (see D4.2 [6] 
for details). In particular, as previously described, 802.11ec relies on 
correlatable symbol sequences (CSS), which together with the timing the 
codes are transmitted and encode all control information. In order to 
implement 802.11ec in FLAVIA, we will define NULL packets which contain only 
the preamble (which includes the CSS) and no DATA. Such enhancement is 
specifically supported by the FLAVIA Wireless MAC Processor.  Besides the 
transmission and reception of such NULL packets, each device needs to be able 
to send and receive multiple CSSs. Note that since 802.11 preamble utilizes 
the CSS used for packet detection, symbol synchronization, and radio 
parameter tuning, such modification only requires the extension of the list of 
preambles, i.e., CSSs supported by each device. The last building block is the 
timing mechanism which controls capture and release of  the channel, and is 
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also supported by the FLAVIA architecture. In fact, such timing mechanism is 
fully programmable thanks to the FLAVIA Wireless MAC Processor. 

5.3.5 Summary of the results  

We implement CSS’s in a software defined radio, perform a large set of 
experiments and study issues that have not been experimentally investigated 
previously. We find that a CSS length of 127 symbols simultaneously: 
 
(i) We explore the trade-off between length of the sequences, i.e., overhead, 
and processing gain, i.e., robustness. Our finding is that 127-symbol 
sequences provide a good trade-off between overhead (6.35 µs) and 
robustness (5% false negatives at -6 dB SINR), e.g., Figure 59. 
 
 

 
Figure 59: Robustness vs length tradeoff  for different CSS lengths. 

(ii) We contrast the performance of CSS detection with control message 
decoding. Our finding is that 127-symbol CSS’s can be reliably detected at 
about 10 dB lower SINR than 802.11 6 Mbps OFDM control packets (Figure 
60). 
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Figure 60: Probability of missing CSS detection vs missing message decoding. 

 
 
 
 
(iii) We determine the codebook size that 11ec can support, i.e., the number of 
distinct CSS’s that can be practically used, by studying the cross-correlation 
between different CSS’s and its effect on the probability of false positives. Our 
finding is that the design of 127-symbol CSS’s via Gold codes can support 
more than 50 co-located nodes (a total of 127 CSS’s), without any penalty on 
false positives (Figure 61). 
 

 
Figure 61: Low cross-correlation of CSS’s different from the one transmitted 

 
We implement 11ec in a measurement-driven emulator, whose inputs are 
channel measurements collected in a real deployment and real card 
performance parameters (e.g., BER and multiple modulations). We compare 
11ec's performance to 802.11 with and without RTS/CTS. We examine a wide 
set of basic topologies that are at the origin of throughput losses and/or 
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imbalances in 802.11-based networks in order to provide an insight in 
understanding the performance of larger networks. Our finding is that 11ec can 
dramatically reduce throughput imbalances by improving the Jain index by up 
to 88%. Moreover, while such a fairness improvement can often decrease total 
utilization, 11ec increases channel utilization by more than 10% via the use of 
short encoded control that simultaneously decreases vulnerability intervals and 
control overhead (Figure 62). We also study a larger topology and show that 
11ec can improve the throughput of an under-served flow by a factor of 
1255%. Over all flows, 11ec improve Jain index by up to 217% while also 
improving the channel utilization by up to 44% (e.g., Figure 63). 
 

       

 
Figure 62: Throughput of 11ec, 802.11 with/without RTS/CTS in basic topologies (a) 

Sym Hidden Terminals  
(b) Asym Hidden Terminals (c) Information Asymmetry 
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Figure 63: Throughput distribution for a 5-flow topology. 
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6 Power saving management 

6.1 Self-Optimizing WLANs based on the Opportunistic use of 
Wi-Fi Direct 

6.1.1 Problem statement and motivation 
Current IEEE 802.11 WLANs suffer from the well-known rate anomaly problem, 
which can drastically reduce network performance. Opportunistic relaying can 
address this problem, but three major considerations, typically considered 
separately by prior work, need to be taken into account for an efficient 
deployment in real-world systems: 
 

1. Relaying could imply increased power consumption, and nodes might be 
heterogeneous, both in power source (e.g., battery-powered vs. socket- 
powered) and power consumption profile; 

2. Similarly, nodes in the network are expected to have heterogeneous 
throughput needs and preferences in terms of the throughput vs. energy 
consumption trade-off; 

3. Any proposed solution should be backwards compatible, given the large 
number of legacy 802.11 devices already present in existing networks. 
 

Within FLAVIA we have designed a novel framework, which jointly takes into 
account the above considerations and greatly improves network performance 
even in systems comprised mostly of vanilla nodes and unmodified access 
points. It jointly optimizes the topology of the network, i.e., which are the 
nodes associated to each relay-capable node; and the relay schedules, i.e., 
how the relays split time between the downstream nodes they relay for and 
the upstream flow to an access point.  

6.1.2 Proposed solution and implementation7 

The proposed solution is based on two key concepts, namely topology and 
relay schedule, to perform a convex optimization of the later and search on the 
former. We assume that each node uses only one path, consisting of one or 
more wireless links, to reach the AP (i.e., no multi-path). We refer to the 
topology of the network as the set of paths that nodes use to reach the AP. 
More formally, the network topology is specified by defining for each node its 
parent, i.e., the first-hop relay capable node on the path to the Access Point. 

                                                
7 Here we present and overview of the proposed solution, we refer the interested reader to [5] where the complete formulation is detailed. 
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Correspondingly for each relay capable node we can specify its set of children, 
i.e., the nodes one hop away that reaches the AP through it.  
 
A relay-capable node can, in general, be in one of three different states, 
namely, (i) serving its children, (ii) communicating with its corresponding 
parent, or (iii) in the sleep state. Relay schedules refer to the timing of the 
state transitions for each relay in the network. Note that as there can be other 
relays among the children of a relay, the set of children contending for access 
to a relay can vary over time. 
 
We divide the problem of optimizing network configuration into two parts, i.e., 
optimizing the relay schedule and choosing the best network topology. The 
first part is done by means of a convex program that, given a network 
topology and a set of users’ preferences, computes the optimal relay schedule. 
The formulation optimizes the following performance figure: 

1 1
max ( ) ( )

N N

n n n nF n n
U X L Y

= =

−∑ ∑  

Where Un(·) denotes a concave function to map the throughput Xn perceived by 
a user to a utility, and Ln(·) is a convex function that maps the energy 
consumed Yn to an incurred cost (both the concave nature of the energy cost 
and the throughput utility functions derive from the common assumption of 
diminishing marginal returns). The optimization problem maximizes a concave 
objective function under a convex set of constraints and thus admits a unique 
optimum. The framework can be used to model a number of scenarios 
depending on the subset of constraints that are included and the choices of the 
utility functions and the energy cost function, as we will demonstrate in the 
sequel. For example, proportional fairness could be modeled by choosing log 
utility functions, and max-min fairness (when achievable) could be achieved by 
setting U(Xn) = Xn, and adding the constraints: Xn = X1. Another family of 
solutions is derived when utility functions are of the form: Un(Xn) = αnlog(Xn) 
and Ln(Yn) = (1 − αn)Yn, where αn models the per-node priorities of power 
consumption vs. performance (a high value of αn prioritizes performance over 
power consumption and vice-versa). 
 
The second part is solved using different approaches that leverage the above 
convex optimization to find the topology that aims at optimizing performance. 
More specifically, we compare the performance of three different approaches:  

• Brute Force: This algorithm simply tests all valid network topologies, 
solving the optimization problem 4 for each topology, and choosing the 
topology that maximizes the overall utility. 



 
 

FLAVIA  
FLexible Architecture  

for Virtualizable wireless future Internet Access 
 

Grant Agreement: FP7 - 257263 
	   	  

	  

Deliverable D6.3  Version: 1.2/Final Page 104 of 131 
 

 

• Closest-first: In this simple heuristic, each node associates to the relay 
to which it has the highest MCS, irrespective of the set of nodes that are 
connected to that relay, or the quality of the channel between the AP and 
the relay. 

• A greedy algorithm: The scheme starts with the default topology and 
runs in stages. At every stage, the new topologies to consider are only 
those in which one node changes its parent; the heuristic solves the 
optimization problem for each of these alternatives and picks the 
topology that maximizes the utility. Note that the utility is bounded, and 
since the overall utility increases monotonically as the heuristic 
progresses, it is guaranteed to converge. 

 
 
Implementation with FLAVIA 
In order to implement the designed solution, three main functionalities are 
required (in addition to the ability to compute the optimal configuration): 

a) Analyzing the WLAN deployment, i.e., obtaining an accurate vision of the 
network in terms of nodes and their transmission rates. We refer to this 
functionality as monitoring. 

b) Implementing the resulting relay schedules, by a proper schedule that 
alternates between reception and transmission. We refer to this 
functionality as scheduling.  

c) Forcing legacy nodes to connect to the proper relay and to sleep when 
needed. We refer to this functionality as legacy-support. 

 
The monitoring functionality is readily available with FLAVIA monitoring 
schemes, which range from the "standard" passive schemes but can be 
extended with the advanced features provided by SuperSense. The use of the 
FLAVIA framework greatly simplifies the developing of the proposed solution, 
as all required information about the WLAN performance is available on the 
Information Base. Furthermore, the solution is designed for medium-sized 
WLAN deployments, in which all nodes can at least listen to each other 
solution, but in case a wider scenario were considered this would require 
extending the monitoring framework with a distributed scheme, but the 
distributed optimization would remain intact --a key advantage of FLAVIA's 
modularity. 
 
In order to implement the scheduling we rely on the Service Scheduler 
designed and prototyped in FLAVIA. Again, instead of developing ad-hoc 
solutions tailored to the problem, the existing FLAVIA module already offers a 
convenient interface in which functions are orchestrated and can be timely 
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scheduled without the need to check for e.g. consistency problems. In this 
way, the prototyping is much faster and guaranteed to speak the "same 
language" as other solutions using the same framework: the scheduling is 
integrated into the service container, and then the results from the 
optimization are updated as parameters of the scheduler. Additionally, to 
announce the schedule we rely on the existing frame forging modules, which 
enable e.g. announcing the Notice of Absence parameters within the 
Information Elements.  
 
Finally, the framework is able to provide legacy-support by means of the 
same ability to forge frames. The scheme is based on the relay forging a 
disassociation message as if it were sent from the AP, thus forcing the legacy 
node to re-scan the entire network looking for the best AP to associate with for 
the pre-configured SSID. The relay will then announce itself as a better AP for 
that network (otherwise, the computed topology would worsen the overall 
performance), thus ensuring that the legacy node will associate with it. 
According to our measurements, this procedure takes between two and four 
seconds. Finally, we need to ensure that legacy nodes go to sleep or, at least, 
do not transmit while the relay is not available. In addition to the Notice of 
Absence, already present in many current devices (e.g. Android phones), we 
tested other feasible such as, e.g., sending null data frames with a setting of 
the Network Allocation Vector equal to the time the AP is not available, which 
enables the node to sleep for that period of time (very-old NICs overhearing all 
traffic in the network will not go to sleep, but at least they will not transmit). 

6.1.3 Performance evaluation 

In order to illustrate the benefits of the proposed framework, we first consider 
the scenario depicted in the figure below, in which arrows depict the maximum 
transmission rate between each pair of nodes, and bold arrows represent a 
given topology used to access the AP. In the represented topology, e.g., node 
3 acts as parent for node 2, and the children of node 0 (the AP) are nodes 1 
and 3. Based on this scenario, we consider two different cases: 

a) the scenario illustrated 
b) the same deployment, but with the link from node 3 to the AP degraded 

to 6 Mbps, in order to emulate, e.g., the presence of an obstacle 
 

 



 
 

FLAVIA  
FLexible Architecture  

for Virtualizable wireless future Internet Access 
 

Grant Agreement: FP7 - 257263 
	   	  

	  

Deliverable D6.3  Version: 1.2/Final Page 106 of 131 
 

 

 

Figure 64: Scenario considered for the performance evaluation 

We analyze the performance under the following optimization criteria: 
• The “energy-optimal” configuration, obtained by setting αi = 0   ∀  i and 

xmin = X(default). 
• The “max-min” optimal configuration, i.e., maximizing the lowest 

individual throughput. 
• The “proportional-fair” (PF) configuration, without energy considerations 

(αi = 1 ∀  i) and with energy considerations (αi = 0.25 ∀  i). 
 
We depict in Figure 65 the throughput and power consumption of each node in 
the different settings. The results demonstrate the gains that can be achieved 
along the two dimensions of interest, depending on the preferences of the 
nodes. For the case of the original scenario (with no wall), in the case of PF 
with no energy considerations, the overall throughput increases by 170%, with 
each node benefiting substantially (note that the share is almost purely fair). 
However, in this case, node 3 acting as the relay for node 2 does consume 
higher power than in the default scenario. When the nodes are highly energy 
constrained, the scheme enables power savings of 74% without any of the 
nodes sacrificing throughput.  
 
The results for the scenario with a wall between node 3 and the AP scenario 
are depicted the bottom subplot, and show the same qualitative behavior as in 
the earlier case. The raw throughput (and power savings) achieved, in this 
more hostile environment, is not as high as in the earlier scenario, however 
the gain over the default case is still significant (160% throughput increase 
under PF, and 60% energy savings in the energy-optimal case). 
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Figure 65: Performance evaluation with no wall 
(a) and with a wall between the AP and Node 3 
(b).  

Figure 66: Impact of the setting of 
the parameters on the 
performance. 

 
One of the key features of the framework is its ability to support individual 
node preferences. We explore the effect of the parameter α and the ability to 
adapt, focusing from this point forward on the PF criterion. We consider again 
the same scenario without the obstacle between node 3 and the AP, and 
assume that node 1 is not power constrained (e.g., connected to a wall socket) 
and thus has α1 = 1. We examine a range of scenarios where the sensitivity of 
nodes 2 and 3 to power consumption progressively increases as they become 
increasingly power constrained (mobile devices). Figure 66 depicts the gain 
achieved over the default scenario as the value of α2 = α3 increases. The 
results demonstrate how the scheme able to adapt to different per-node 
preferences on the trade-off between power and throughput. Indeed, when 
throughput performance is critical, and nodes 2 and 3 prioritize throughput 
over power savings, the topology chosen is the one illustrated before in the 
scenario description that favors higher throughput. However, as node 3 
becomes increasingly power constrained, the topology chosen switches to one 
in which node 2 reaches the AP through node 1, enabling node 3 to save 
power. Note that in the power hungry scenarios, the gain achieved explodes as 
nodes are able to obtain their desired throughput in a highly energy-efficient 
manner. 
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7 Virtualization 

7.1 MAC virtualization 

7.1.1 Problem statement and motivation 
Virtualization in wireless networks pose some unique challenges: first, it is 
usually complicated providing isolation between multiple virtual entities sharing 
the same resources due to the fact that over-provisioning is often not viable; 
second, the resource partitioning problem depends on many external factors, 
such as the time-varying propagation conditions, that differently affect the 
virtual entities and complicate the definition of the partitioning criteria.  
 
A common practice of access point vendors for supporting virtualization is 
creating multiple logical networks (called multi-SSID) over the same radio on a 
single radio channel. Logical layer virtualization is achieved thanks to the 
broadcast of multiple beacons, announcing each of them a logical network with 
particular security and characteristics. The traffic can be then associated in a 
corresponding VLAN logical plane. On the client side, multiple associations can 
be currently maintained by exploiting the power saving signaling when 
switching from a network to another. These solutions are often implemented at 
the driver level (in the middle between IP and MAC) and do not provide full 
virtualization, i.e. the possibility to employ different MAC schemes or 
parameters on different virtual interfaces. However, these limitations are not 
actually hardware constraints, but depend on the current card architecture 
which implement the so called low-level MAC operations (i.e. the time stringent 
medium access rules) inside the card.  
 
Suppose for example that the two operators want to implement a different 
service model: the first operator (operator A) offers access to the Internet with 
a fixed (guaranteed) bandwidth, while the second one (operator B) a 
traditional best effort access. Although the standard includes PCF and HCCA for 
managing the medium access by means of polling, the lack of support in 
commercial products prevents an easy solution. Conversely, with FLAVIA, it is 
possible to overcome these problems by exploiting the WMP for dynamically 
loading different MAC programs and freezing states, which dramatically 
simplify the management of programmable virtualization solutions. 
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7.1.2 Proposed solution 

In the FLAVIA vision, APs customize stations’ behaviors by sending 
configuration packets that embed MAC programs and specify which event 
should trigger the transition from one MAC program to another.  
 
When stations are powered up, they load the program that deploys the legacy 
DCF as default state machine: this allows stations to associate to an AP for 
receiving, when needed, the correct program for the BSS they belong. MAC 
program activation can be set synchronized to the reception of beacon frames 
and frozen at the expiration of a timer or vice versa. Specifically, for our 
reference scenario, we defined MAC programs with a waiting state to be 
entered at the expiration of the operator time share until anew activation event 
is revealed. In the waiting state, the stations continue to receive beacons from 
the AP for keeping the synchronization to the time interval of their operator. 
 
According to the SSID specified in the association request, each station 
receives a different program: a legacy DCF program for the stations associated 
to the best effort operator, and a TDMA 
program for the stations associated to the operator with guaranteed service 
rate. The DCF program is suspended at the reception of a new beacon. The 
reactivation is triggered at the expiration of a parametric timer set before the 
suspension. The opposite activation and deactivation actions are performed for 
the TDMA program. This mechanism guarantees a perfect coexistence and 
isolation between the two networks, since stations accessing the medium 
during the same time interval employ uniform channel rules, and no station 
associated to a given operator can interfere with the other operator network.  

7.1.3 Performance evaluation 

We set-up a testbed with a fixed number of stations associated to the operator 
with service guarantees (“FIXED" SSID) and a time-varying number of stations 
associated to the “BEST" SSID. Specifically, three stations access the channel 
by using TDMA, while five stations join sequentially the best-effort network at 
regular intervals of one minute. The TDMA frame is organized in nine allocated 
slots, uniformly assigned to all the stations (three slots each). The beacon 
interval is set to 50ms, while the slot size is set to 1.7ms (enough to 
accommodate the transmission of a payload equal to 1470 byte at 11 Mbps). 
All the stations transmit at 11 Mbps. 
 
We repeated two different virtualization tests: in the first one, each operator 
receives an equal share of the available bandwidth (i.e. the activation time is 
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one half of the beacon interval), while in the second one, the TDMA operator 
agrees to release the available bandwidth to the other operator. TDMA stations 
have a traffic rate of 630 kbps (smaller than the maximum guaranteed 
bandwidth, namely 3*1470*8/50ms = 705.6kbps), in order to have a non-null 
probability to have some slots empty. DCF stations work with a traffic rate of 1 
Mbps. 

 
Figure 67: Resource repartition between two different operators using different 

access rules: TDM and DCF. 

 
Figure 67 shows the per-operator throughput results obtained in both the 
experiments. In case of equal share of the bandwidth, after the third station 
joins the network the throughput of the best-effort operator (blue curve) 
saturates to about 3 Mbps (i.e. one half of the total network capacity at 11 
Mbps). TDMA network is obviously under-utilized because it consumes only 
1.89 Mbps (being 3 Mbps the available capacity). By adjusting the time 
allocated to the best-effort operator, the third station can join the network 
without causing any throughput degradation. The aggregated network 
throughput (green line) for the best-effort network is now about 4 Mbps, while 
TDMA stations performance are not affected by increased DCF traffic. 
 

7.2 Fair sharing of resources with virtual access points 

7.2.1 Problem statement and motivation 

As portable devices are becoming widespread and users increasingly prefer 
connecting to the Internet though wireless APs, Internet Service Providers 
(ISPs) are competing to provide wireless broadband services in popular 
locations such as airports, cafés, hotels, etc. As the infrastructure on such 
premises is usually managed by local businesses, network operators seeking to 
enable roaming services for their existing customers or to gain additional 
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revenue from temporary users are often required to share the resources of a 
single AP with other parties. The solutions range from setting up a unique 
client authentication mechanism on the AP [66], which enables virtual 
networking for each provider across the AP's gateway connection, to 
establishing virtual APs (VAP) on the same device, that will manage the 
operation of independent virtual WLANs, exposing a unique service set 
identifier (SSID) for the users of each operator. The latter is enabled by the 
recent hardware/software advances that allow the virtualization of a single 
physical interface and the creation of multiple logical AP entities [68]. 
 
Although the existing virtualization techniques solve the problem of sharing a 
single wireless resource, they do not provide fairness guarantees among VAPs 
that serve different number of clients. Specifically, as the IEEE 802.11 MAC 
protocol grants stations equal opportunities of accessing the channel, in such 
scenarios the throughput performance of the VAPs will be proportional to their 
number of users, and thus overloaded virtual WLANs will significantly affect the 
performance of the coexisting networks. Hence, the default configuration of the 
802.11 protocol yields significant inter-VAP unfairness. If operators decide to 
share a given Access Point using virtualization, and they evenly share the 
deployment and maintenance cost of the infrastructure, this default behavior is 
highly undesirable, as those VAPs with few stations will obtain a small share of 
the wireless resource for the same cost. To address this problem, we introduce 
a novel algorithm with control theoretic foundations (C-VAP) that monitors the 
channel activity and maximizes the total throughput shared by virtual APs 
while providing fairness guarantees. C-VAP is in line with FLAVIA’s vision of 
virtualization, adding fairness features that are essential for operators.  
 

7.2.2 Proposed solution 
Consider the case of N different virtual WLANs sharing the resources of a single 
AP and operating on the same carrier frequency and stations are using a single 
transmission queue. As we aim to achieve optimal operation, the exponential 
backoff scheme is not required, and therefore we set CWmin,i = CWmax,i = CWi, 
where CWi is the configuration of the contention window parameter that the 
virtual AP i (VAPi) announces to its ni associated stations. Assuming that all 
clients operate in saturation conditions, i.e., they always have a packet ready 
for transmission, we can derive the total throughput Ri obtained by clients 
associated with VAPi (see [69] for details). 
 
Based on this, we address the optimization of the CWi parameters in order to 
fulfill two key objectives:  
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1. All VAPs obtain the same performance when the network is fully loaded, 
regardless of their number of stations, i.e.,  

 
R! =   R!    ∀  i, j 

 
 

2. The overall network performance is maximized, i.e.,  
 

max   R! 
  
The above objectives are met at the optimal point of operation of the network, 
which is characterized by the following optimal value of the probability Pe on an 
empty slot [69]: 
 

𝑃!∗ = 𝑒
! !!!

!!  
 
where Te and To are the durations of an empty and respectively and occupied 
slot. The above shows that, under optimal operation with saturated stations, 
the probability of an empty slot is a constant independent of the number of 
VAPs and stations. This suggests that Pe

* can be used as a reference signal, to 
assess how far the network is operating from this optimal point and react 
accordingly.  
 
A key challenge, though, is to appropriately react when the system deviates 
from Pe

*: if the reaction is not quick enough, this will result in wastage of 
channel time; on the other hand if the reaction is too prompt, the system may 
turn unstable due to the inherent randomness of the EDCA mechanism.  
Control theory is a particularly suitable tool to address this challenge, since it 
provides the necessary apparatus to guarantee the convergence and stability 
of adaptive algorithms. Therefore, our C-VAP mechanism is based on the 
classic control system depicted in Figure 68, where each VAP runs an 
independent controller in order to compute the CW configuration of its clients. 
Specifically, we employ a proportional integral (PI) controller, that it is simple 
to design, configure and implement with existing hardware. 
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Figure 68: Use of a different PI controller per Virtual AP 

 
As shown in the figure, the PI controller of VAPi takes the error signal ei  as 
input and provides the control signal oi as output, which is then used to 
compute the CWi announced by VAPi, thereby controlling the aggressiveness of 
the ni stations. The error signal ei is designed to fulfill the two objectives 
identified previously, namely (i) VAPs fairly share the system resources, and 
(ii) the overall throughput is maximized.  
 
In order to satisfy the above requirements, we take the error signal as the sum 
of two terms. The first one is given by: 
 

e!"# =   P!∗ −   P!, 
 
This term ensures that if the network operation yields an empty slot probability 
higher than the desired value (corresponding to a suboptimal utilization of the 
channel), the error will be negative, thus triggering a decrease of the CWi and 
therefore an increase in the channel activity.  
 
The second term of the error signal is:  
 

e!"#$,! =    N− 1 S! −    S!
!!!

 

 
This term of the error ensures that if VAPi is obtaining a share of the total 
bandwidth larger than the average of the other (N-1) VAPs due to employing a 
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smaller CW configuration, the error will be positive, thus reducing the 
aggressiveness of the stations associated to VAPi. 
 
The combination leads to the following error signal: 
 

e! =   e!"# + e!"#$,! =   P!∗ −   P! +    N− 1 S! −    S!
!!!

 

  
To appropriately configure our PI controllers, we conduct a control-theoretic 
analysis of the closed-loop system and use the Zigler-Nichols rules to ensure a 
proper tradeoff between speed of reaction to changes and oscillation under 
stable conditions. We refer the reader to [69] for the complete analysis and 
proof of system stability with the derived settings. 

7.2.3 Performance evaluation 

To evaluate the performance of the proposed algorithm, we conducted an 
extensive set of simulation experiments. The simulations are performed with 
the system parameters of the IEEE 802.11a physical layer 802.11a and the 54 
Mbps PHY rate, assuming a channel in which frames are only lost due to 
collisions and considering stations transmit frames with a payload size of 1000 
bytes. We compared the performance of our proposal, C-VAP, against the 
following two alternatives: (i) the standard default configuration, denoted as 
`EDCA', and (ii) the static CW configuration that maximizes total throughput of 
the WLAN (regardless of VAPs associations) under saturation conditions [10], 
labeled `Bianchi' in the plots. 
 
First we validate that C-VAP is able to maximize the throughput performance in 
the WLAN while providing all VAPs with a fair share of the resources. To this 
end, we consider the case of three VAPs with ni = {2,4,6} saturated stations, 
respectively, and compute the throughput obtained by each station. The 
results, grouped by VAP, are presented in Figure 69. 
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Figure 69: Throughput distribution among VAPs 

The figure shows that C-VAP succeeds in providing all VAPs with the same 
throughput (8.9~Mbps approximately) regardless of their number of users (the 
stacked boxes show the throughput attained by each station). In contrast, the 
other two alternatives fail to provide fairness among VAPs, and instead favor 
the VAPs with higher number of associated stations. Precisely, the Jain 
Fairness Index (JFI) for the per-VAP throughput distribution yields values of 1, 
0.85 and 0.86 for C-VAP, Bianchi and EDCA, respectively. Note that C-VAP is 
able not only to enforce fairness among VAPs, but also to maximize the overall 
throughput in the system. 
 
We next analyze how the performance of the three approaches varies when 
the number of stations associated with the VAPs changes. Consider the case of 
two VAPs, with n1=5 stations and an increasing number of saturated stations 
associated with VAP2. For each case, we obtain the total throughput in the 
system and the Inter-VAP JFI. The results are depicted in Figure 70. 
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Figure 70: Throughput performance and inter-VAP fairness 

The figure confirms the results obtained in the previous scenario. First, it can 
be seen that as the total number of stations increases, the EDCA configuration 
results overly aggressive and therefore the overall throughput performance is 
degraded; in contrast, both C-VAP and Bianchi's approach are able to 
maximize the total throughput. On the other hand, only C-VAP is able to 
provide a fair resource distribution with JFI ≈ 1 in all cases, while the other 
two approaches excessively favour VAP2 as its number of users increases, 
which results in JFI values significantly smaller than one. 
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8 Flow and congestion control 

8.1 Node policing mechanism with ACK dropping 

8.1.1 Problem statement and motivation 
Channel access in current IEEE 802.11 wireless LANs (WLANs) is widely 
controlled by the Distributed Coordination Function (DCF). Specifically, stations 
run independent DCF instances, which assign transmission opportunities in a 
decentralized fashion. Thus, each node is responsible for its own behavior and 
there is little incentive to play by the standard rules if changes can be made to 
DCF. In fact the flexibility introduced by the FLAVIA architecture to access the 
MAC layer primitives, enables users with minimal programming skills to 
reconfigure their interfaces and boost their performance, while starving regular 
contenders.  
 
To address this problem, we implement a scheme to police an 802.11 WLAN, 
whereby the AP measures each station's performance and then controls a 
probability Pack that a node will not be sent an acknowledgement (ACK) after a 
successful transmission, thus forcing it to backoff and double its contention 
window, thereby reducing its transmission probability. Implementing ACK 
suppression with real devices is a challenging task, since automatic repeat-
request (ARQ) is a basic operation handled at a low level of the network stack. 
We tackled this challenge by exploiting the capabilities of FLAVIA to access 
firmware level code, including access to functionality such as ACK generation, 
and develop a practical policing implementation that we tested with commodity 
hardware. 
 

8.1.2 Proposed solution and implementation 

The operation of the policing algorithm relies on the fundamental nature of 
ACK reception at the client side. In our scheme, when the AP decides not to 
generate an ACK, it also drops the received frame, just as if it was corrupt. 
Consequently, even misbehaving stations must resend the packet to ensure 
successful delivery. Further, the subsequent retries occur less frequent, given 
the CW doubling. Otherwise, aggressive nodes employing fixed CW settings will 
be eventually disassociated. This technique only requires changes at the AP 
and does not change the 802.11 rules. Further, it adds no additional signaling 
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between AP and well-behaved nodes for detecting cheaters, which makes it 
easy to deploy. 
 
The algorithm is executed iteratively and involves controlling, at each step, the 
probability Pack,i, with which the frames of a station i will not be acknowledged 
during the next cycle [14]: 
 

𝑃!"#,!!!! = 𝑃!"#,!! + 𝛼
𝑆!!

𝑆!!
− 1− 𝛾𝑃!"#,!!

!,!

 

 
where [x]a,b = max(a, min(b, x)),Si

k is the throughput of client i, Sf
k is the 

maximum rate a well-behaved node can attain, α> 0 is a parameter controlling 
adaptation rate and γ> 0 introduces a penalty for misbehaviour. 
 
Unlike previous works that focus on identifying the mechanisms of cheating 
and counteract based on their inherent nature (e.g. [15]), the AP estimates 
the maximum throughput of a fair station Sf given the current conditions and 
remains agnostic to the form of misbehaviour. Specifically, we observe the 
channel states at the AP to estimate the collision probability seen by a 
“virtual”' fair MAC instance that follows the 802.11 protocol, which we then use 
to derive the expected performance using a model [10]. 
 
We implemented our policing mechanism on x86-based computers, equipped 
with Broadcom B4318 adapters, running Debian Linux and the mac80211 
framework with modified b43 driver and  the firmware used in FLAVIA. Figure 
71 depicts the key building blocks of the prototype. 
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Figure 71: Policing algorithm implementation. 

The ACK dropping resides in the firmware, as this is a time sensitive task. A 
table with Pack values corresponding to each associated station is stored in the 
shared memory. Upon a frame reception, a look-up routine fetches the 
appropriate Pack and then skips ACK generation with the appropriate 
probability.  The virtual MAC is also included in the firmware and runs 
whenever the adapter processing unit is in idle state. Note that this happens 
not only when the channel is idle, but also when transmissions/receptions are 
ongoing, thus we obtain estimates with good accuracy. ACK drop probabilities 
must be updated periodically, to account for the network dynamics. These 
updates are performed by the driver, which has access to the inputs required 
and typically runs on a higher performance CPU than the firmware. The Pack 
updates are performed by measuring per-station throughput and comparing 
with the estimated fair value. 

8.1.3 Performance evaluation 

To evaluate the performance of our scheme under attacks that involve using a 
more aggressive MAC configuration to achieve throughput gains, we 
considered a very simple case of a real network with a regular access point 
(AP) serving two clients, both sending backlogged UDP traffic with payload size 
of 1000 Bytes, at 11 Mb/s PHY rate. One of them employed compliant channel 
access, and the other competed with a Contention Window minimum half the 
size of the default value (CWmin = CWmin

default/2). Note that with the flexibility 
of FLAVIA such attacks could be implemented with minimal effort.  
 
As depicted in Figure 72 with light bars, in this scenario if no policing is 
applied, the cheating node attains a throughput more than twice that of the 
fair station, while the performance of the latter is clearly affected. We note 
that more sophisticated attacks that manipulate the interframe spacing or the 
transmission opportunity parameter would have even more significant impact 
on the compliant users. 
 
Next we examined the same example scenario, but now running our policing 
scheme at the AP. As shown in Figure 72 with dark bars our approach can 
successfully restore throughput fairness between compliant and misbehaving 
nodes. 
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Figure 72: Comparison of throughput performance with one attacker. 

Finally, we examined the speed of reaction of our mechanism in a similar 
scenario, to understand whether our implementation can adapt rapidly to 
changes in the network. In Figure 73 we plot the time evolution of the 
throughput achieved by a fair and cheating node when no penalty (γ=0), 
respectively a high penalty (γ=0.9) is applied. As shown in the figure, in both 
cases our algorithm rapidly detects the cheating station and is able to restore 
fairness or even penalize the attacker in only a few seconds. 

 

Figure 73: Evaluation of speed of reaction (left) without penalty and (right) with 
penalty for misbehaviour. 

We conclude that our solution is practical and can effectively police 802.11 
misbehaviour, without requiring any cooperation between AP and clients, 
therefore being fully standard compliant. 
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Conclusion 
 
In this report, we have presented research results for enhancing contention-
based systems achieved in WP6 in the second part of the project (since D6.2). 
Based on the flexibility provided by FLAVIA, we have developed and evaluated 
a number of innovative solutions that: (i) significantly improve the 
performance of IEEE 802.11 technology in terms of throughput, energy 
consumption and reliability; (ii) provide new functionalities (services) not 
included in the current IEEE 802.11 standard and its amendments and thus 
allowing application of IEEE 802.11 technology in a new emerging scenarios. In 
particular, we have developed new services for transmission of unicast and 
multicast multimedia traffic with parameterized QoS support in multi-hop 
networks, a novel monitoring service which combines both active and passive 
scanning techniques and thus allow choosing the best network configuration, 
localization service which is able to work even in indoor environments where 
the GPS signal is often unavailable, service for virtualization of WLAN cards 
with support of different channel access methods  and others. 
 
In addition, we have addressed an important and not yet considered issue by 
the standardization groups: the detection and correction of selfish node 
behaviour. We have developed a set of algorithms for tackling stations which 
for their own benefits attempt to (i) change contention parameters of 
Distributed Coordination Function (DCF), (ii) transmit exciding the maximum 
allowed transmission power or (iii) assign low priority traffic to a higher priority 
queues. 
 
Throughout the document we have assessed the capability of FLAVIA 
architecture to support each proposed solution.  Our analysis has shown that 
most of the proposed solutions cannot be implemented without FLAVIA as they 
require substantial modification of the current standard. Other solutions in 
principle can be implemented in the frame of the current standard, but it will 
require much more effort than with FLAVIA. In both cases we have shown that 
with FLAVIA architecture these solutions can be easily implemented without 
need for lengthy standardization process and new WLAN cards which in turn 
proves the efficiency of the proposed architecture. Moreover, some of the 
proposed solutions have been prototyped in the frame of WP4 where we have 
experimentally validated their efficiency.  In Table 3, we have summarized 
solutions presented in this report and indicated which support from FLAVIA 
architecture is required for their implementation. 
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We believe that the flexibility provided by FLAVIA will inspire research 
community to extend our work and propose more new solutions in the near 
future, and principles underlying FLAVIA architecture will provide the basis for 
future wireless standards.    
 
 
 

Table 3: Summary of solutions presented in D6.3 

Sec
tio
n 

Solution Benefit FLAVIA support 

1.1 Correlation of 
Wireless Link 
Quality 

Distributed and on-line 
algorithm to compute 
the reception 
correlation of wireless 
links. Necessary for 
Opportunistic routing. 

The algorithm is 
implemented as a 
function of the 
SuPerSense service 
exploiting the modularity 
provided by the FLAVIA 
architecture. 

1.2 Interference 
Detection 

Provide accurate 
estimation of the link 
quality affected by 
external interference. 

The solution is 
implemented as a 
function of the 
SuPerSense exploiting 
the flexibility provided 
by the FLAVIA 
architecture. 

1.3 Cross-Layer 
Metrics for 
Reliable 
Routing 

Enable selection of the 
network path with the 
highest end-to-end 
delivery rate in the 
presence of selfish 
mesh routers that drop 
packets sent by other 
network nodes. 

The FLAVIA monitoring 
service permit to collect 
the information required 
to estimate the 
forwarding probability 
(link quality at MAC 
layer and dropping 
probability at network 
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layer). 

1.4 Extended 
Passive 
monitoring 

Provide accurate and 
timely information 
regarding the status of 
the wireless network 
and neighbor nodes 
during regular 
operation of network 
interface.  

EPM is implemented as a 
part of monitoring 
service based on the 
FLAVIA concept. 

1.5 Detecting 
Stations 
Exceeding the 
Regulatory Tx 
Power Limit 

Enable detection of the 
abnormally raised Tx 
power in single rate 
and multi rate IEEE 
802.11 networks. 

The FLAVIA monitoring 
service provides the 
required information 
about Frame Error Rates 
(FERs) and different 
data rates usage. 

1.6 Localization 
system 

Enable indoor 
localization of legacy 
WiFi devices. 

The solution is 
composed by anchors 
provided with the 
FLAVIA Wireless MAC 
Processor (WMP). 

2.1
  

VoIPiggy: 
Piggybacking 
of voice 
frames in MAC 
ACKs 

Improve the IEEE 
802.11 WLAN efficiency 
when carrying VoIP 
traffic. 

Built within the WMP by 
extending the ACK 
control frames. 

2.2
  

DLS++: Multi-
channel Direct 

Improves transmission 
efficiency in 
communications 

The FLAVIA WMP is the 
key element that allows 
per-frame switching 
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Links between two mobile 
stations associated to 
the same Access Point. 

between different 
channels. A dedicated 
addressing operations 
for both data frames and 
acknowledgments is 
needed. 

2.3
  

Mitigating the 
Impact of 
EDCA 
Remapping 
Attacks on 
QoS 

Discourages EDCA 
remapping attacks 
without relying on 
station identities or a 
trusted third party 

Addition of a new field in 
frame headers to 
facilitate the required 
dissatisfaction broadcast 
scheme; implementation 
of cognitive behavior to 
aptly respond and/or 
leverage the EDCA 
remapping attack 

3.1 Mesh 
deterministic 
channel 
access 
(MCCA) for 
parameterized 
QoS 
provisioning in 
mesh 
networks 

Enable transmission of 
real time multimedia 
traffic (e.g. Voice, 
Video) in multihop 
networks with 
parameterized QoS 
support. 

Addition of new fields in 
standard action frames 
describing parameters of 
the transmitted flow and 
its QoS requirements 
(namely, ADDTS 
Request/Response 
frames); changing the 
processing logic of these 
frames in multihop 
networks. 

3.2 MCCA 
enhancement 
for better 
spatial reuse 

Increase network 
throughput by 30% by 
increasing the number 
of MCCA reservations 
which can be 
established in the 
network if no-ACK 

Addition of new subfields 
in standard MCCA IEs, 
including their proper 
processing logic.  
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policy is used. 

4.1 QoS-oriented 
link 
management 

Allows opening only 
reliable and stable 
links, which is 
necessary for routing 
and forwarding of QoS 
sensitive traffic. 

Changing the frame 
handshake rules used 
when opening a link. 

4.2 Multicast 
routing in 
mesh 
networks with 
QoS support 

Introduce a novel 
multicast routing 
protocol (not included 
in the current 
standard), which can 
be used for 
transmission of 
multicast multimedia 
traffic in multihop 
networks with QoS 
support. 

(a) Introduction of new 
action frame that is used 
to set up and maintain a 
multicast tree and to 
distribute QoS 
requirements; (b) usage 
of new link state routing 
protocol disseminating 
network topology 
information proactively 
and allowing usage of 
multiple metrics (i.e. 
Flexible Routing Protocol 
developed in D6.2); (c) 
addition of the 
developed multicast 
routing component. 

4.3 Improving 
performance 
through local 
user 
cooperation 

Increase user 
performance by means 
of a user-initiated 
scheduler-transparent 
traffic spreading 
methodology. 

The FLAVIA monitoring 
service through the 
Information base 
provides the information 
necessary for the user 
cooperation algorithm. 

5.1 Power-
hopping 
scheme for 

Mitigate collisions in 
crowded deployments 
by choosing different 

Exploits FLAVIA 
flexibility and PHY 
management 
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dense 802.11 
environments 

power levels upon 
transmission and 
deliberately causing 
capture. 

capabilities. 

5.2 Rate 
adaptation 
algorithm 

Improve the multi-rate 
IEEE 802.11 WLAN 
throughput for different 
mobility scenarios. 

The FLAVIA monitoring 
service provides all the 
information requested 
by the algorithm. Easy 
controlling of 
transmission rates due 
to the flexibility of the 
FLAVIA architecture. 

5.3 802.11-based 
protocol 
without 
control 
messages 

Provides two key 
advantages: (i) 
efficiency - near order 
of magnitude reduction 
of the control time; (ii) 
robustness – control 
information detectable 
even at low SINR and 
even while a neighbor 
is transmitting data. 

Supported by FLAVIA 
flexibility, in particular 
relies on the flexibility of 
FLAVIA control plane 
and capabilities of WMP. 

6.1 Self-
Optimizing 
WLANs based 
on the 
Opportunistic 
use of Wi-Fi 
Direct 

Provides ability to 
optimize the 
performance of WLAN 
though opportunistic 
relaying based on per-
station utility criteria 
(i.e. throughput and 
power consumption). 

The service scheduler 
supports the periodic 
execution of the MAC-
level functionality, while 
the FLAVIA monitoring 
service through the 
Information Base 
provides an accurate 
vision of the WLAN. 
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7.1 MAC 
virtualization 

Provides virtualization 
of wireless resources 
with high level of 
isolation and supports 
heterogeneous medium 
access policies. 

The switch between 
different virtual cards 
(different Virtual MACs) 
is performed on a per-
frame basis thanks to 
the FLAVIAWMP multi-
thread support. 

7.2 Fair sharing of 
resources with 
virtual access 
points 

Provides AP 
virtualization 
capabilities, providing 
fairness guarantees to 
service providers, 
irrespective of their 
number of users. 

Channel state 
information and per 
Virtual AP success rate 
acquired through the 
FLAVIA monitoring 
service. MAC parameter 
configuration realized 
through FLAVIA control 
primitives. 

8.1 Node policing 
mechanism 
with ACK 
dropping 

Ensures that the 
flexibility provided by 
FLAVIA is not used in a 
selfish manner and per-
user fairness is 
preserved 

Exploits capabilities of 
the WMP to run modified 
state machines, 
specifically, not 
acknowledging frames 
from misbehaving users. 
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