
  
 

 

 

 

D.2.4. Critical success factors to 
overcome technical challenges for 
cloud expansion (final version) 
 

Grant Agreement nr.                       612 053 

Project acronym CloudCatalyst 

Project title 
Reenergize productivity, efficiency and competitiveness of European economy 
through Cloud Computing 

Funding instrument Coordination and support actions (CSA) 

Main editor (s) Portugal Telecom 

Contributor (s) UCM, EuroCloud 

 

Project Co-funded by the European Commission within the 7th Framework Programme 

DISSEMINATION LEVEL 

PU Public x 

PP Restricted to other programme participants (including the Commission Services)  

RE Restricted to a group specified by the consortium (including the Commission Services)  

C Confidential, only for members of the consortium and the Commission Services  

 

 

  

Ref. Ares(2015)1525268 - 09/04/2015



D.2.4. Critical success factors to overcome technical challenges for cloud expansion (final version)               

2 

 

DOCUMENT CHANGE LOG 

Version Date Editor Summary of modifications 

0.1. 24/10/2014 Andreia Jesus Revision of technical challenges 

0.2 20/11/2014 Andreia Jesus 
Revision of the questionnaire and experts’ 
panel 

0.3 23/12/2014 
Ignacio Llorente, 
Paulo Calçada, 
Dalibor Baskovc 

Experts’ panel constitution 

0.4 15/01/2015 

Andreia Jesus, 
Ignacio Llorente, 
Paulo Calçada, 
Dalibor Baskovc 

Survey and analysis of experts’ 
contributions  

1.0 03/03/2015 Andreia Jesus Final version 

 

 

FINAL VERSION CIRCULATED TO 

Recipient Entity Date 

Coordinator PORTUGAL TELECOM 13/03/2015 

European Commission LARS PEDERSEN (PO) 13/03/2015 

 

 

 

 

 

 

 

Disclaimer 

This document contains materials which are copyrighted by the CloudCatalyst consortium partners and may not 
be reproduced or copied without written permission. The commercial use of any information contained in this 
document may require a license from the owner of that information. 

Neither the CloudCatalyst consortium as a whole nor any individual party of the CloudCatalyst consortium, provide 
any guarantee that the information contained in this document is ready to be used as it is, or that use of such 
information is free from risk, and will accept no liability for any loss or damage experienced by any person and/or 
entity using this information. 

 

Statement of Originality 

This deliverable contains original unpublished work except where clearly indicated otherwise. Acknowledgement of 
previously published material and of the work of others has been made through appropriate citation, quotation or 
both. 



D.2.4. Critical success factors to overcome technical challenges for cloud expansion (final version)               

3 

 

 

 

Table of contents 
 

1 PURPOSE AND SCOPE OF THE DELIVERABLE ................................................... 8 

2 WP DESCRIPTION AND INTERRELATION WITH OTHER WPS .......................... 9 

3 BACKGROUND ................................................................................................ 10 

3.1 International cloud cooperation ........................................................................ 10 

3.2 Technical challenges for cloud expansion .......................................................... 13 

4 THE INTERNATIONAL EXPERTS’ VIEW ........................................................... 16 

4.1 Survey methodology ....................................................................................... 16 

4.2 Challenges for cloud expansion: International experts ........................................ 18 

4.3 Challenges for cloud expansion – EU vs International experts ............................. 21 

5 OPPORTUNITIES FOR SMES AND STARTUPS ................................................. 23 

5.1 Focus areas .................................................................................................... 24 

5.1.1 Smart cities ................................................................................................. 24 

5.1.2 eHealth ....................................................................................................... 25 

5.1.3 Energy & Environment ................................................................................. 26 

5.1.4 Media & Content .......................................................................................... 27 

5.1.5 Agrifood ...................................................................................................... 28 

5.2 Examples of already funded startups and SMEs ................................................. 29 

6 CONCLUSIONS AND RECOMMENDATIONS ..................................................... 32 

7 REFERENCES .................................................................................................. 34 

 

 

  



D.2.4. Critical success factors to overcome technical challenges for cloud expansion (final version)               

4 

 

Acknowledgements 

 

The CloudCatalyst consortium thanks the following experts for their input during the course 
of this activity:  

 

 

José A.B. Fortes  

Director, Advanced 
Computing and 

Information Systems 
(ACIS) Laboratory 

AT&T Eminent Scholar 

and Professor of 
Electrical and Computer 

Engineering and 
Computer Science at the 

University of Florida 

José A.B. Fortes is the AT&T Eminent Scholar and Professor of Electrical 

and Computer Engineering and Computer Science at the University of 
Florida where he founded and is the Director of the Advanced Computing 

and Information Systems Laboratory. His research interests are in the 
areas of distributed computing, autonomic computing, computer 

architecture, parallel processing and fault-tolerant computing. He has 

authored or coauthored over 200 technical papers and has lead the 
development and deployment of Cloud and Grid-computing software 

used in several cyberinfrastructures for e-Science and digital 
government. His research has been funded by the Office of Naval 

Research, AT&T Foundation, IBM, General Electric, Intel, Northrop-
Grumman, Army Research Office, NASA, Semiconductor Research 

Corporation and the National Science Foundation. 

José Fortes is a Fellow of the Institute of Electrical and Electronics 
Engineers (IEEE) professional society and a Fellow of the American 

Association for the Advancement of Science (AAAS). He was a 
Distinguished Visitor of the IEEE Computer Society from 1991 till 1995. 

José Fortes is on the Editorial Boards of the IEEE Transactions on Cloud 

Computing, the IEEE Transactions on Services Computing, the 
International Journal on Parallel Programming and the Journal of VLSI 

Signal Processing. He is also a past member of the Editorial Boards of 
IEEE Transactions on Parallel and Distributed Systems, the ACM Journal 

on Emerging Technologies in Computing Systems, Cluster Computing: 

The Journal of Networks, Software Tools and Applications, and the 
Journal of Parallel and Distributed Computing. 

 

 

Cezar Taurion  

CEO at Litteris Consulting  

IBM Technical Evangelist 

Cezan Taurion is CEO at Litteris Consulting, IBM Technical Evangelist, 
working in this area since 1970 with a great knowledge about cloud 

technology.  

He has written several books in the field of Free Software, Grid 
Computing and Embedded Software, and is Linux Magazine columnist in 

Brazil. 



D.2.4. Critical success factors to overcome technical challenges for cloud expansion (final version)               

5 

 

 

Takeshi Motohashi  

Internet Multifeed Co 

Takeshi Motohashi has been a corporate serial entrepreneur in Nippon 

Telegraph and Telephone Corporation (NTT). As joining NTT 
laboratories, he had continued to develop, operate and commercialize 

several internet application services with entrepreneurship spirits. After 

finishing the MOT program at MIT Sloan School of Management, he was 
in charge of R&D management at NTT laboratories, and engaged in 

development of the mid-to long-term R&D strategy, evaluation of core 
technologies, evaluation experiments of the next-generation wireless 

technology, study of cloud computing, and other projects related to 
planning and promotion, new business development, and human 

resource development. He is currently engaged in development of 

engineering and business strategy at Internet Multifeed Co., which is one 
of major internet service providers in Asia. 

He has MS in Management of Technology from MIT Sloan School of 
Management in 2004 and MEng from University of Tokyo in 1994. 

He is a vice chair of MIT Venture Forum of Japan since 2010, which 

provides venture mentoring service to encourage entrepreneurship. 

 

Lisandro Granville  

Associate Professor of 

Computer Science at the 
Institute of Informatics 

of the Federal University 
of Rio Grande do Sul 

(UFRGS) 

Associate Professor of Computer Science at the Institute of Informatics 

of the Federal University of Rio Grande do Sul (UFRGS), Brazil. I hold 
Ph.D. (2001) and M.Sc. (1998) degrees in Computer Science, both 

received from UFRGS. From September 2007 to August 2008 I was a 

visiting researcher at the University of Twente, The Netherlands, with 
the Design and Analysis of Communication Systems group. I'm member 

of the Computer Networks Group, where I develop research projects on 
network and service management.  

As an Associate Professor I'm also involved with supervision and 

education activities on undergraduate and graduate courses on both 
Computer Science and Computer Engineering. In these pages you will 

find information about my current activities, the research projects I'm 
involved with, publications, information for students, and network 

management in general. 

 

Allan Sill  

Director, Cloud and 

Autonomic Computing 
Center Texas Tech 

University 

Dr. Alan Sill is Site Director for the US National Science Foundation Cloud 
and Autonomic Computing Industry/University Cooperative Research 

Center at Texas Tech University, where he also holds posts as Senior 
Scientist at the High Performance Computing Center and Adjunct 

Professor of Physics. He serves as Vice President of Standards for the 

Open Grid Forum and is a member of the editorial board for IEEE Cloud 
Computing Magazine. He co-chairs the US National Institute of Standards 

and Technology working group on "Standards Acceleration to Jumpstart 
Adoption of Cloud Computing" and contributes to several international 

advisory bodies and working groups on cloud and grid computing. He is 

a recognized expert on large-scale advanced scientific computing 
systems and software, and has played a strong role in design and 

creation of many distributed computing, cloud and grid development 
projects and associated standards efforts. 

 

  



D.2.4. Critical success factors to overcome technical challenges for cloud expansion (final version)               

6 

 

  

You are here 



D.2.4. Critical success factors to overcome technical challenges for cloud expansion (final version)               

7 

 

 

Executive Summary  
 

The purpose of this deliverable is to update the challenges identified in the interim version 
(D.2.3) based on the inputs received from international experts and to analyse new market 
opportunities for SMEs and startups. 

These activities include a review of the current landscape of cloud computing research to 
establish the extent to which existing European research meets encountered and envisioned 
technical challenges for using cloud technologies. The final objective is to create 
recommendations for cloud entrepreneurs developing cloud solutions. 

In doing so, CloudCatalyst has engaged a small number of experts from USA, Japan and Brazil 
to receive their insights about technical challenges, and propose a coherent set of critical 
success factors to overcome the main barriers identified. 

Following the methodological approach taken in the intermediate report, this document 
combines expert consultancy and desk research approaches. It started with stakeholder 
analysis, based on the expertise of UCM research group, paying particular attention to 
technical requirements and issues. In parallel, reference documents about cloud computing 
were taken into consideration, most importantly the reports of EC Cloud Computing Expert 
Group on Research and the NIST Cloud Computing Synopsis and Recommendations.  

The primary purpose of the report is to summarize the main differences about the technical 
challenges identified by the first experts’ panel (coordinators of European funded projects) 
and the second panel (experts involved in cloud research in USA, Japan and Brazil with 
previous collaboration experiences established with EU projects). In addition, a step-by-step 
guide with cloud opportunities for SMEs and startups developing cloud solutions will be 
created. Therefore, it is important to highlight that this report is primarily addressing the 
supply side perspective of the cloud market.  

The conclusions of the report are a reflection of an extensive literature research but, more 
importantly, of the challenges that key experts in the field are facing. The information 
gathered in this report was also discussed in conferences and project workshops to enrich our 
understanding of technical requirements, challenges, available solutions, and ongoing 
technical research activities.  

Where possible we have tried to show how to solve the challenges identified. There are still 
many questions unanswered, in part because cloud computing for research is in constant 
evolution and the impact of the cloud on business is still on progress. 
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1 Purpose and scope of the deliverable 

 

This report aims to be a useful guide for companies seeking advice about the implementation 
of a cloud computing strategy. It is the second part of D2.3, providing the reader key 
information about the main technical challenges and how to overcome these barriers:  

 Understanding the extent to which existing research meets envisioned technical 
challenges for using cloud technologies  

 Guidance on use, adoption, and migration to cloud computing by applying existing 
cloud research results and experts’ views 

These impact a number of stakeholders in the following way:  

 Startups and SMEs (vendor / cloud supply perspective): Guidance to help companies 
finding gaps that may be new business opportunities to effectively target the cloud 
market  

 Startups and SMEs (end user / cloud demand perspective): Guidance to help 
companies that will be “natural” adopters of cloud computing addressing technical 
challenges  

 Incubators and entities providing support to new market entrants: Guidance to help 
their companies to define their IT strategy  

 Project coordinators and cloud experts performing research activities: Recipient of 
recommendations for future research work  

The purpose of this report was to conduct a review of the main technical challenges in cloud 
computing research projects and identify critical success factors, to make recommendations 
on further development, and guidance. To achieve these aims, a sequence of actions was 
classified into four categories as detailed bellow:  

1.  Define the target scope 

 Identify the main target group of the deliverable (supply perspective) and their 
requirements in terms of cloud adoption and expansion 

2. Literature review  

 Identify and classify the most important technical challenges in the current cloud 
ecosystem  

 Identify the most relevant international research experts related to cloud computing 
and current collaboration with EU-funded projects 

 Follow the most relevant discussions related to cloud computing strategy  

3. Survey development and implementation  

 Define the questions based on literature review 
 Identify and interview primary stakeholders (international experts)   
 Collect and analyse the answers using the defined tools 
 Revise the technical challenges (EU vs International experts)  

4. Recommendations and guidance 

 Revise solutions proposed by the primary stakeholders and state-of-the-art cloud 
technologies to fulfil the technical challenges identified 

 Suggest key recommendations for cloud entrepreneurs and best practice for cloud 
adopters who use, or intend to use cloud solutions 
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2 WP description and interrelation with other WPs 

 

This deliverable is part of WP2 – Cloud business model innovation. The main aim of this work 
package is to define a strategic planning framework for cloud decision makers focused on the 
implementation of innovative cloud solutions. The present report will mainly contribute to the 
identification of research trends in the international landscape, taking current and future 
technical challenges for cloud expansion into account. 

In the first year of the project, the interim report “Critical success factors to overcome 
technical challenges for cloud expansion” (D2.3) revised EU funded cloud computing projects 
to establish the extent to which existing research meets encountered and envisioned technical 
challenges for using cloud technologies. CloudCatalyst has identified and described the 10 
most common challenges related to cloud expansion addressed by European research. This 
report has been created using the insights of coordinators of EU funded projects related to 
cloud computing (PROSE, ORBIT, STORM CLOUDS, CLOUDSCALE, COMPOSE, S-CASE, 
VENUS-C, CLOUDWATCH, CUMULONIMBO, ASCETiC, OPTIMIS, MO-BIZZ, U-QASAR, 
CLOUDSPACES, BROKER@CLOUD, HOST, SUCRE, ENVISAGE, CLOUD TM, CLOUDWAVE, 
BIGFOOT, ARTIST, BETAAS, PAASAGE, PANACEA, MODACLOUDS, I2WEB, CLOUDINGSMES, 
HTML5APPS). 

In the second year of the project, the consortium opened the spectrum of the analysis to 
international cloud research perspective. The activities related to the identification of critical 
success factors to overcome technical challenges for cloud expansion have been finalized in 
M17 of the project and completed with the current report (D2.4). The main improvements 
included in the current version are the following: 

 Inclusion of the views of international cloud researchers from USA, Brazil and Japan in 
the experts’ panel and comparison of the answers with the ones received from the EU 
representatives involved in the first stage; 

 Feedback received during the events and workshops organized by CloudCatalyst, 
allowing the consortium to enrich the report with more insights about technical 
challenges and success factors;   

 Additional analysis about new market opportunities for entrepreneurs developing cloud 
solutions. 

Interrelation with other WPs 

During WP2 a set of recommendations will be produced and shared with European/ national/ 
regional authorities and businesses (mainly startups and SMEs) during dissemination and 
exploitation activities in WP5. The results of this task will be fundamental for defining an 
outlook for entrepreneurs and business developers in T3.4. Cloud accelerator toolbox. This 
information will also be available in the Go-to-the-Cloud service that will be developed and 
implemented in WP4. Overall, the final purpose is to create a service that will contribute to 
stimulate the local stakeholders to adopt Cloud solutions, leading into future successful (e.g. 
value for money, in budget, on time, sustainable) deployments. 
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3 Background 

 

In September 2012, the European Commission adopted a strategy for ”Unleashing the 
Potential of Cloud Computing in Europe”. The strategy plans actions to bring a net gain of 2.5 
million new European jobs, and an annual boost of €160 billion to the European Union GDP 
(around 1%), by 2020. The strategy is designed to speed up and increase the use of cloud 
computing across all economic sectors. It also calls for a more robust international dialogue 
on safe and seamless cross-border use of cloud services in several countries. As stated in net-
cloud magazine (January 2014): “Through ongoing ICT international dialogues, the European 
Commission is currently discussing aspects of key cloud-based services with the USA, Japan 
and Brazil. This includes certification, model contract terms for cloud computing services and 
standards. All sides are looking into closer collaboration. For research and innovation, the plan 
is to progress towards joint technological approaches and reach consensus on future 
standards. This will guarantee a minimum level of interoperability and portability. The result 
will be more competition in the cloud services market. A number of joint research initiatives 
are already in place with Japan and Brazil; further work will begin under Horizon 2020 in 
2014/15. Joint projects will address topics such as cloud interoperability and data portability, 
which were identified as areas of common interest through consultations with industry in all 
relevant countries”. 

 

3.1 International cloud cooperation 

The challenge for Europe is to assure a leading role in research on cloud computing, software 
and services. Pioneering work in these areas can promote European industry’s competitiveness 
and promote growth and jobs throughout the European Union. 

From 2007, when the first FP7 call was launched, 97 projects under the areas of software 
engineering, Internet services and cloud computing were funded with a total of €356 million. 
The main goal has been and remains accelerating the development and deployment of cloud 
computing and increasing Europe’s ability to design and deliver innovative internet services. 

Research and innovation projects in these areas have led the development of novel cloud 
architectures and technologies introducing, among other innovations, intelligent resource 
management and agile elastic scalability. Furthermore, several research activities have 
focused on the implementation of advanced service platforms which exploit the capabilities of 
innovative software engineering tools and methods in order to deliver composite internet and 
cloud services. In addition, particular attention was given to the development of open source 
software solutions. 

Joint international collaboration projects have also been launched to address topics in areas 
of common interest. 
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EU-Japan cooperation in research 

A first EU-Japan coordinated call for proposals was published under FP7, resulting in a number 
of interesting joint projects. They got underway in June 2013 at the official launch event in 
Tokyo. A second EU-Japan coordinated call is due in 2014/2015 

CALLS FOSTERING EU-JAPAN COOPERATION 

ICT – EU Japan Coordinated Call (29/11/2012) 

Topics of ICT-2013.10.1 EU-Japan Research and Development cooperation 

a) Optical communications  

b) Wireless communications 

c) Cybersecurity for improved resilience against cyber threats 

d) Extending the cloud paradigm to the Internet of Things – Connected object and sensor 

clouds within the service perspective 

e) Federation of testbeds: Control, tools and experiments 

f) Green & content centric networks 

EU-Japan Research and Development Cooperation in Net Futures (10/04/2014) 

Topics of H2020-EUJ-2014 

a) Technologies combining big data, internet of things in the cloud 

b) Optical communications 

c) Access networks for densely located users 

d) Experimentation and development on federated Japan - EU testbeds 

ClouT project1, for example, is drawing on cloud computing and the Internet of Things to 
create smart cities (see below). ClouT is the first joint research project between the EU and 
Japan on cloud computing. The objective is to integrate cloud computing and Internet of 
Things approaches, providing an efficient communication and collaboration platform that 
exploits all possible information sources on smart cities. This will help stakeholders prepare 
urban areas to tackle emerging challenges such as efficient energy management, economic 
growth and development.  

The project will build a smart city infrastructure with a huge processing and storage capacity 
for data from trillions of sources that are integrated in the cloud via virtual services and are 
interoperable. It will also build a set of platform level tools and services to facilitate application 
development, deployment and supervision for the Internet of Things. ClouT services will be 
tested during field trials in four pilot cities: Santander and Genova in Europe, Mitaka and 
Fujisawa in Japan. 

                                                                 
1 http://clout-project.eu/  

http://clout-project.eu/
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EU-Brazil cooperation in research 

An EU-Brazil coordinated call on cloud computing, including security aspects, is foreseen for 
2014/2015. Ensuing projects will develop innovative technologies for cloud-based service 
provision that take security concerns into account. This is part of the third Coordinated Call 
jointly funded by the EU and Brazil, which focuses on Advanced Cyber Infrastructures. This 
collaboration is expected to advance cloud-centric applications for Big Data, and go some way 
towards facilitating policy coordination between the EU and Brazil. It will subsequently be 
expanded to other partners in Latin America. 

CALLS FOSTERING EU-BRAZIL COOPERATION 

ICT EU-Brazil Coordinated (07/02/2013) 

Topics of ICT-2013.10.2 EU-Brazil Research and Development cooperation 

a) Cloud computing for Science  

b) Sustainable technologies for a Smarter Society 

c) Smart Services and applications for a Smarter Society 

d) Hybrid broadcast-broadband TV applications and services 

EU-Brazil Research and Development Cooperation in Advanced Cyber Infrastructure (21/04/2015) 

Topics of H2020-EUB-2015 

a) Cloud Computing, including security aspects 

b) High Performance Computing (HPC) 

c) Experimental Platforms 

EUBrazil Cloud Connect2 is a project funded under the second EU-Brazil coordinated call under 
the topic a) Cloud computing for Science. Its aim is to create an intercontinental federated 
eInfrastructure for scientific usage. This e-Infrastructure will join resources from different 
frameworks, like private clouds, supercomputing and opportunistic desktop resources to offer 
the community high level scientific gateways and programming models. 

                                                                 
2 http://www.eubrazilcloudconnect.eu/  

http://www.eubrazilcloudconnect.eu/
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EU-US cooperation in research 

Cooperation is ongoing in the context of EU-US structured dialogues, which focus on areas 
where there is an opportunity for concrete outcomes, such as exchange of best practices, 
common contractual aspects, SMEs, cloud standards mapping and interoperability. 

Bilateral negotiations on a Trade and Investment Transatlantic Partnership (TTIP) also began 
in July 2013 and continued in November and December 2013. 

 

3.2 Technical challenges for cloud expansion 

In the first year of the project, the interim report “Critical success factors to overcome 
technical challenges for cloud expansion” (D2.3) revised EU funded cloud computing projects 
to establish the extent to which existing research meets encountered and envisioned technical 
challenges for using cloud technologies. In the second year of the project, the consortium 
included international cloud research perspective in the analysis. The activity related to the 
identification of technical challenges is described below. 

The Consortium has identified the main topics that need to be addressed in order to overcome 
the deficiencies and offer the capabilities needed to realise the full potential of cloud 
computing:  

1. Interoperability and portability across cloud providers  
2. Seamless migration of workloads across cloud providers  
3. Power-efficient applications  
4. Trusted computing  
5. Proactive autonomic computing  
6. Elastic management of complex multi-vm services  

7. Networking across cloud sites  
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8. Dynamic SLA negotiation  
9. Dynamic configuration and automated provisioning  
10. Data integrity, localisation and confidentiality  

  

 

These topics are aligned with the funding priorities for cloud research under the new EU 
research programme Horizon 2020 running from 2014 until 2020. For cloud and software 
related projects, the Commission will call for research proposals addressing specific themes 
identified by expert groups and a stakeholder consultation as the most pressing challenges, 
or providing the greatest opportunities. 

In 2014/2015, some €120 million will be available for research on advanced cloud computing 
infrastructure and services as well as on tools and methods for software development. 
Supplementary investment of €5 million during this period will help to intensify cooperation 
with Brazil and Japan on cloud computing topics. 

The Research Expert Group on Cloud Computing for Europe produced three reports between 
2010 and 2012 identifying the major gaps and challenges for future research and development 
in advanced cloud technologies. 

The outcome of the 2012 reports provided a foundation for the research topics for Horizon 
2020. Working on this basis, the unit “Software & Services, Cloud” within the Directorate Net 
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Futures of DG Communications Networks, Content and Technology launched a fully-fledged 
public consultation on the research and innovation challenges in the domain of cloud 
computing, software and services. There was a large response to this consultation which 
allowed the identification of the key research and innovation to be addressed within the 
Horizon 2020 work programme for 2014/2015: 

TOPIC ICT 7 – 2014: ADVANCED CLOUD INFRASTRUCTURES AND SERVICES 

 Research and innovation actions on high performance heterogeneous cloud 
infrastructures, federated cloud networking, dynamic configuration, automated 
provisioning and orchestration of cloud resources, automated discovery and 
composition of services, cloud security;  

 Innovation actions on platforms for trusted cloud systems. 

TOPIC ICT 9 -2014: TOOLS AND METHODS FOR SOFTWARE DEVELOPMENT 

 Covering software tools and methods for large, complex and data-intensive systems 
as well as software architectures and tools for highly distributed applications. 
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4 The International Experts’ View  

 

The CloudCatalyst consortium asked seven international experts about their views on technical 
challenges for cloud expansion and critical success factors to overcome these challenges.  

 

4.1 Survey methodology 

In January 2015, CloudCatalyst consortium conducted a survey about the challenges and 
critical success factors of cloud computing. The answers provide a comprehensive perspective 
on the position of the key experts developing research related to cloud computing in USA, 
Brazil and Japan. 

This stakeholder review was conducted through email, and online questionnaires. Feedback 
was received from 7 experts representing various stakeholder groups including academia and 
industries. The survey contained the following questions: 
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Survey responses were aggregated and analyzed wherever possible and insightful and the 
viewpoint from different market players have been contrasted. 
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4.2 Challenges for cloud expansion: International experts  

In a first stage, the respondents ranked a set of technical challenges for Cloud expansion. 
While the value 1 sets the challenge to be the least important, the value 10 sets it as being 
the most important for the respondent. 

The figure below illustrates the results obtained. The value associated to each challenge 
represents the weighted average of the answers. 
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One can determine from the figure that the top three challenges considered by experts as 
the most important are: 

 Interoperability and portability across cloud providers (7,6) 
 Data integrity, localization and confidentiality (7,3 
 Dynamic configuration and automated provisioning (7) 

On the other hand, the challenges considered by experts as the least important are:  

 Dynamic SLA configuration (2,9) 

 Proactive autonomic computing (3,7) 

 Power-efficient applications (4) 

In a second stage, experts were asked to describe other challenges according to the priorities 
addressed in their entities. The list below is a selection of the answers provided: 

 

Finally, experts were asked to describe critical success factors for cloud expansion. The list 
below is a selection of the answers provided by some of the experts. The list is by no means 
exhaustive and it is hoped it will be continually improved during the workshops and events 
planned for the second year of the project.  

USA We are beginning to see extremely complex issues with respect to 
software defined network interface management and control, given the 
increasing number and variety of cloud containers and VMs that are 
running at the same time in our data centers. Standardization of 
network service interfaces in these distributed, multi-level, complex 
environments would be desirable and is becoming a priority. 
Alan Sill, Texas Tech University

Brazil Sluggish communication networks (mainly in development countries); 
high cost of communication networks (Brazil is an example!); lack of 
expertise; academy not ready to teach cloud economics and 
technologies. 
Cezar Taurion, Litteris Consulting

Authentication models and Network Functions Virtualization in the 
cloud. 

Lisandro Zambenedetti Granville, UFRGS and CTIC

Japan Security, especially personal information storing and anonymity are 
one of most important issues for cloud expansion. How to manage 
such information without any security trouble? Local device and cloud 
service coodination would be necessary. 
Takeshi Motohashi, Internet Multifeed Co.
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USA Adoption of standards-based interfaces such as the Open Cloud 
Computing Interface for computational instance configuration and 
control or the Cloud Data Management Interface for storage metadata 
provisioning, management and control are key. Our scientific 
computational environment includes components and providers from 
multiple organizations that use many different cloud software stacks, 
so without standardized interfaces, we would not be able to function 
efficiently. It is crucial that the field continues to make progress in the 
development and adoption of such standards. 
Alan Sill, Texas Tech University

Must have auditable and verifiable security mechanisms and policies, 
effective mechanisms for adaptation to customer demands and 
environment changes, must be able to provision entire environments 
and infrastructure. 
José Fortes, Advanced Computing and Informatino Systems 
Lab, U. Florida

Brazil We need open standards for cloud access and inter-cloud 
communications. Cloud providers should be subject of inspection by 
the cloud customer to increase trust. Finally, Cloud interfaces (API and 
GUI) should be easier to use on multiple platforms.
Lisandro Zambenedetti Granville, UFRGS and CTIC

The most relevant critical success factors for cloud expansion include 
standardization of cloud providers audit methods and processes, 
standardization of the minimum cloud providers operating 
security/privacy processes,  and international compliance certifications. 

Open standards and open API are also relevant factors to consider. 
Cezar Taurion, CEO Litteris Consulting

Japan
Seamless migration of workloads across cloud providers able to 
automatically add new servers to cope with new workloads. Also to 
automatically configure new servers with the best available 
configuration. "Copy-Paste" servers between cloud providers with 
secure communications.
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4.3 Challenges for cloud expansion – EU vs International experts 
 

After comparing the results obtained in the first survey (EU experts) and the second survey 
with international experts from Brazil USA and Japan, the following results were obtained: 
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It is interesting to realize that there is an alignment in the top three priorities:  

International EU 

Interoperability and portability across cloud 
providers (7,6) 

Dynamic configuration and automated 
provisioning (7,8) 

Data integrity, localization and 
confidentiality (7,3) 

Data integrity, localization and 
confidentiality (7) 

Dynamic configuration and automated 
provisioning (7) 

Interoperability and portability across cloud 
providers (6,8) 

 

On the other hand, the challenges considered by experts as the least important are also 
similar in two categories Power-efficient applications and Dynamic SLA configuration: 

International EU 

Power-efficient applications (4) Dynamic SLA configuration (5,4) 

Proactive autonomic computing (3,7) Networking across cloud sites (5,4) 

Dynamic SLA configuration (2,9) Power-efficient applications (4,6) 
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5 Opportunities for SMEs and startups 

 

Cloud is a clear advantage for startups because their activities require much less 
infrastructure. Some startups are not just using the cloud, but providing cloud services 
themselves. These recommendations are for them. 

ICT and web entrepreneurs have an enormous potential of boosting the digital economy and 
transforming today’s society. From the first customer to IPO and beyond, the world’s most 
progressive startups build and grow their businesses on the cloud. Mainly because they are 
able to scale quickly, go to market faster, control costs and stay lean.  

The Commission allocated €100 million for small companies and web entrepreneurs to use 
innovative internet technologies for new services and applications. The funding was released 
with one of the final Seventh Framework Programme (FP7) calls for proposals, from the public-
private partnership on the “future internet”. This trend is also set to continue under the 
Horizon 2020. A €10 million call for proposals targeting web entrepreneurs was published in 
2014, falling under the ICT section of the “leadership in enabling and industrial technologies” 
pillar of Horizon 2020. 

Future Internet PPP support to web-entrepreneurs 

The European Commission has funded a number of accelerator programs to make money 
available to startups and established businesses that want to build products on the FIWARE 
platform3. Accelerators are focusing on specific domain areas, such as smart cities, transport, 
manufacturing and logistics, and e-health. Accelerator leaders in each domain area are then 
administering a series of open calls to invite businesses and startups to submit ideas for 
sustainable, innovative new products and services that make use of the FIWARE API platform. 

FIWARE is an open initiative aiming to create a sustainable ecosystem to grasp the 
opportunities that will emerge with the new wave of digitalization caused by the integration 
of recent Internet technologies. The initiative is based on the following pillars: 

 The FIWARE platform provides a rather simple yet powerful set of APIs (Application 
Programming Interfaces) that ease the development of Smart Applications in multiple 
vertical sectors.  The specifications of these APIs are public and royalty-free.  Besides, 
an open source reference implementation of each of the FIWARE components is 
publicly available so that multiple FIWARE providers can emerge faster in the market 
with a low-cost proposition. 

 FIWARE Lab is a non-commercial sandbox environment where innovation and 
experimentation based on FIWARE technologies take place. Entrepreneurs and 
individuals can test the technology as well as their applications on FIWARE Lab, 
exploiting Open Data published by cities and other organizations.  FIWARE Lab is 
deployed over a geographically distributed network of federated nodes leveraging on 
a wide range of experimental infrastructures.  

 FIWARE Ops is a collection of tools that eases the deployment, setup and operation of 
FIWARE instances by Platform Providers. It is designed to help expand the 
infrastructure associated to a given FIWARE instance by means of federating additional 
nodes (datacenters) over time and allowing cooperation of multiple Platform Providers. 
FIWARE Ops is the tool used to build, operate and expand FIWARE Lab. 

 The FIWARE Acceleration Programme aims at promoting the take up of FIWARE 
technologies among solution integrators and application developers, with special focus 

                                                                 
3 http://www.fiware.org/  

http://www.fiware.org/
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on SMEs and start-ups. Linked to this program, the EU launched an ambitious 
campaign in September 2014 mobilizing 80M€ to support SMEs and entrepreneurs who 
will develop innovative applications based on FIWARE. Similar programmes may be 
defined in other regions. 

 Although it was born in Europe, FIWARE has been designed with a global ambition, so 
that benefits can spread to other regions.  The FIWARE Mundus programme is 
designed to bring coverage to this effort engaging local ICT players and domain 
stakeholders, and eventually liaising with local governments in different parts of the 
world, including Latin American, Africa and Asia. 
 

5.1 Focus areas 

While private sector research tends to capitalise on immediate gains in terms of satisfying 
customer demand, EU funded projects focus more on the challenges of particular importance 
over the longer term. Therefore, it is quite complex to transform the technical challenges 
identified in Chapter 4 into concrete opportunities for SMEs and startups, mainly because most 
of them relate to medium-term and long-term innovations, being “paradigms shifters”.  

For that reason, the opportunities highlighted in this point are a result of the current funding 
opportunities for entrepreneurs supported by the European Commission and as presented as 
cloud-enabled vertical industry offerings. They highlight specific needs in the cloud that can 
be tackled by solutions created by cloud entrepreneurs.  

This work is based on the priority areas already identified in StartupEurope initiative, related 
to web entrepreneurs and FI-WARE accelerators. Thus, in the points below we identify the 
most promising areas to find interesting business opportunities for entrepreneurs to build new 
Internet services/products. 

 

5.1.1 Smart cities 

By consuming and supplying cloud services, cities can become smart digital spaces. A 
coordinated digital environment can spur innovation, improve public services and meet 
environmental challenges. The trick is to integrate cloud with elements like social media, 
mobile, machine-to-machine communications and remote sensors. Get the mix right and 
anything is possible, including everything from smoothing traffic to making electricity grids 
more efficient.  

Opportunities for cloud entrepreneurs: 

Development and deployment of smart solutions for cities and bring together the benefits of 
these applications to cities looking for solutions and to enhance mobility and quality of life to 
European cities. The products should take advantage of real time information, open and 
crowd-sourced data and technologies that make the best of what the Internet of Things has 
to offer.  
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5.1.2 eHealth 

The past year has seen a surge of interest among healthcare companies regarding the 
potential of cloud computing. This accelerating migration to cloud computing clearly 
represents a step-change for the way the healthcare industry sources its put information 
technology (IT). The sector’s technology infrastructure and systems have traditionally been 
highly fragmented across the industry. They have been managed in-house behind strong 
firewalls, reflecting a combination of piecemeal, bespoke development, and concerns over 
data security. The healthcare sector is now learning from other industries such as financial 
services, harnessing the cost and agility benefits of cloud without compromising data security. 

Opportunities for cloud entrepreneurs: 

Highly innovative applications for corporate and citizen’s learning/training, healthy behaviour 
shaping and social integration purposes. They will employ rich media, social networking, and 
mobile apps and gaming principles.  
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Five ways cloud computing —in combination with mobility and analytics—will change the game 
in the healthcare industry: 

1. Creating the agility for health providers and insurers to flex their business models, 
collaborate at low cost and high speed, meet changing regulations—and deliver better 
patient services 

2. Helping ensure seamless, personalized healthcare anywhere in the world, through 
ubiquitous and secure data sharing 

3. Shifting the locus of chronic healthcare from the hospital or clinic to the home—
delivering better patient care and comfort at a lower cost 

4. Harnessing and analyzing health and non-health "big data" in the cloud—including 
social media—to improve public health through preventative well-being monitoring and 
encouraging healthier lifestyles 

5. Transforming access to health services in emerging markets without heavy investment 
in physical hospitals and clinical centers 

 

5.1.3 Energy & Environment 

Cloud computing scalable power, pay-per-use models and ubiquitous connectivity helps 
companies on the adopting of their next generation energy mix including tracking and 
managing their environmental impact and monitoring complex equipment remotely in real 
time. 

Opportunities for cloud entrepreneurs: 

Develop innovative Internet-based technologies, contributing to sustainability, energy sector 
or new services to smart cities. 
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5.1.4 Media & Content  

Advances in technology and consumer behavior are driving a transformation in the way video 
content is delivered to consumers. The change involves a migration away from traditional 
broadcasting models and platforms towards digital distribution over the Internet to a widening 
array of connected devices. This fundamental shift is triggering three major disruptions for 
broadcasters, each calling for the scalability, cost flexibility and agility of cloud computing: 

 Consumers now demand more choice than ever in the way they view video content, 
including on-demand or interactive viewing  

 There are now more time pressures in bringing new offerings to market 
 Cost pressures on technology sourcing and operations 

To help navigate this shift in culture, some broadcasters are merging their broadcast 
engineering and IT functions. At the same time, broadcasters are responding to industry 
change by refocusing their technology spending on multi-platform delivery, together with 
other priorities such as file-based or tapeless workflows and IP networking and content 
delivery. 

Opportunities for cloud entrepreneurs: 

Media & content is a vast area that includes sub-sectors with high growth potential: 

 eLearning: New technologies and approaches to deliver innovative learning 
methodologies and platforms. New ways of presenting and consuming digital content 
to improve the quality of education through adaptive E-learning solutions (e.g. 
Adaptive Hypermedia), personalised and distance learning.  

 Gaming: Innovative applications providing rich experiences combining digital and 
physical players, places and objects, as well as ludological and narrative elements, 
entertainment and education – across computers, games consoles and mobile devices. 

 TV: Solutions providing additional information on second screen to let the viewer dive 
into content and stories much deeper than before and enjoy a deeper immersion in 
the respective movie, documentary or series. 
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5.1.5 Agrifood 

With the evolution of Cloud Computing and its subsequent popularity, the service providers 
are coming up with very easy and affordable solutions for the end users. Some examples of 
the application of cloud in agricultural sector include solutions for agricultural production 
management, designed to support management in both agriculture and food-related 
industries. These services allow farmers to visualize the entire production process, while 
enabling management leading to revenue growth through utilizing comprehensive data.  

Opportunities for cloud entrepreneurs: 

Provide farmers and agricultural producers throughout Europe with ICT products (services 
and applications) ready for immediate use through an open and easily accessible platforms 
and provide smart solutions for specific farm operations or farm management activities. Below 
are some examples of new solutions that will facilitate the collaboration in the agri-food chain: 

Multimedia 
augmented reality

Transmedia –cross all 
media devices

Location based 
gaming 

Serious & citywide 
games 

Gamification 
Blending real & virtual 

worlds 

Augmented & virtual 
reality 
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Multi-screen 
interaction 

Personalised TV 
User tracking and 

privacy
eLearning

On-line editing and 
postproduction

Web software needed 
to support/ publish/ 

produce media 
content



D.2.4. Critical success factors to overcome technical challenges for cloud expansion (final version)               

29 

 

 

 

5.2 Examples of already funded startups and SMEs 

Below we provide some examples of startups and SMEs already funded by FI-WARE 
accelerator programmes. Use this information to inspire yourself: 

 

 

Smartdrive built a service platform for the management of fleets 
of cars. The aim is to increase efficiency, reduce maintenance 
costs and to reward safe and efficient driving. 

 

SMARTSEA integrates smart technology into yachting using mobile 
devices. We work with sailors and with marinas. 

 

Open move (openmove.com), an app able to manage urban 
mobility and parking lots 

 

Ecogriddy (www.ecogriddy.com), a project aiming at cutting 
electrical bills to renewable energy producers by using an IoT 
(Internet of Things) architecture integrated by open data 

 

CONDUCTR is a music creation app specifically designed for iPad. 
It provides musicians with a new way to interact with their 
instruments. 

B2B collaboration and 
data exchange in 

combination with solutions 
that support agri-food 

companies in their daily 
business

Provide a better 
transparency regarding 
products and processes

Open new and informed 
ways of conducting 
business within food 

supply networks

Integrate networked 
devices (IoT) and make 
use of mobile concepts

http://smartport.es/
http://openmove.org/
http://www.ecogriddy.com/
http://www.conductr.net/
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Appscend provides a cloud-based mobile application platform that 
enables broadcasters and advertisers, to view additional 
information on the second screen of TV parallel to the program 
being broadcast. 

 

The company enables game developers to market games more 
effectively, win relevant players and to speed up their global 
growth and gives international publishers access to a first-rate 
game portfolio. 

 

Livecoding.tv is a peer-to-peer live streaming platform to watch 
people code products live. 
We connect people around programming languages they love. 

 

Zylia has developed an AudioImmersion cloud-based platform for 
3D sound recording and processing suitable for musicians, 
amateur bands and virtual reality applications. 

 

INTOINO kits allows you to learn and build electronic projects and 
Internet of Things in minutes without being a programmer or 
engineer. 

 

Diabetes Lab (diabeteslab.org), a tool that collects data 
concerning healthcare in order to support people affected by 
diabetes 

 

8FIT is a mobile fitness app which helps you reach your goals by 
providing you with a custom workout and meal plan. 

 

HEALTHIA will change the private health care to a more 
transparent, accessible and patient-centered one, aiming to put 
their patients directly in contact with the doctors. 

 

REVISE.LY is a mobile application that helps language teachers to 
correct texts: provide a better feedback to students and 
comparative studies for managers. 

http://www.intoino.com/
http://diabeteslab.org/
http://8fit.com/
http://www.healthia.es/
http://revise.ly/es/
http://www.europeanpioneers.eu/#Appscend
http://www.europeanpioneers.eu/#Zylia
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GOALSHOUTER helps football clubs of any size to better connect 
their passionate supporters with their sponsors at local and global 
level. 

 

Developed a GeoPopularity algorithm that computes in real time 
at the moment the most popular areas of the world and 
represents them visually. 

 

Glass technology software to enhance learning /innovation in 
dental schools and improve work flow optimization in dental 
clinics. 

 

Konnektid is a community, which helps you to learn anything you 
want from people nearby. Offers peer-to-peer learning 
experiences by enabling you to find skilled people nearby. 

  

http://www.goalshouter.com/
http://www.europeanpioneers.eu/#Avuxi
http://www.europeanpioneers.eu/#eloptico
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6 Conclusions and recommendations 

 

Companies are increasingly looking at cloud technology to increase productivity, enable mobile 
employees and better connect with customers, prospects and partners. The results of this 
study indicate that, though there are still many questions unanswered in cloud research, there 
is an alignment in the identification of technical challenges that are currently being 
investigated by cloud experts. The content is this report is intended to guide our readers on 
the cloud computing journey as they adopt these exciting capabilities and build end-to-end 
solutions that drive growth and opportunity in the business. 

While private sector research tends to capitalise on immediate gains in terms of satisfying 
customer demand, EU funded projects focus more on the challenges of particular importance 
over the longer term. Therefore, it is quite complex to transform these challenges into 
concrete opportunities for SMEs and startups, mainly because most of them relate to medium-
term and long-term innovations, being “paradigms shifters”. For that reason, the opportunities 
highlighted in this report are a result of the current funding opportunities for entrepreneurs 
supported by the European Commission and as presented as cloud-enabled vertical industry 
offerings. They highlight specific needs in the cloud that can be tackled by solutions created 
by cloud entrepreneurs.  

In order to learn from successful experiences and use them for research cloud service delivery, 
several examples of successful cloud research and innovation projects developed by SMEs and 
startups have also detailed in the report. Finally we also identify some opportunities for cloud-
based vertical markets/ applications for interworking between sector actors. Specific markets 
include: ehealth, media, smart cities and education. Our goal is to encourage a more vibrant 
European web innovation ecosystem by increasing the number of web startups and by 
stimulating their rapid scaling-up. 

Key topics for SMEs and startups: 

 

 

•Development and deployment of smart solutions for cities and bring 
together the benefits of these applications to cities looking for solutions 
and to enhance mobility and quality of life to European cities. The 
products should take advantage of real time information, open and 
crowd-sourced data and technologies that make the best of what the 
Internet of Things has to offer. 

Smart cities

•Highly innovative applications for corporate and citizen’s 
learning/training, healthy behaviour shaping and social integration 
purposes. They will employ rich media, social networking, and mobile 
apps and gaming principles. 

eHealth
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•Develop innovative Internet-based technologies, contributing to 
sustainability, energy sector or new services to smart cities.

Energy & Environment

•Media & content is a vast area that includes sub-sectors with high 
growth potential: eLearning, Gaming and TV with solutions providing 
additional information on second screen and transmedia.

Media & Content

•Provide farmers and agricultural producers throughout Europe with ICT 
products (services and applications) ready for immediate use through 
an open and easily accessible platforms and provide smart solutions for 
specific farm operations or farm management activities. 

Agrifood
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