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1 Executive Summary

WP3 deals with technologies related to spectrumsoremnent, modelling, sensing and interchange of
sensing information. Task 3.3 is focused on algorg for radio context acquisition. In this
deliverable, a complete set of algorithms to a@&j@ind process radio environment information is
provided. This ranges from classical radio conteequisition (i.e. local sensing) to disseminated
sensing with exchange of collaboratively or coopreedy collected context data.

A plethora of local sensing algorithms is proposethe literature. They are classically sortednree
main categories: energy detection, matched filieramd cyclostationary feature detection. New
approaches, based on these three categories astigated in this deliverable as well as their ernt
of usage:

« Statistical test theory. For energy detection, in order to improve noeses| estimation when
it follows some distribution properties, statistidast theory is useful. Several tests are
proposed including Anderson-Darling and Kolmogo&mirnov approaches. It has been
shown that the detection probability is almost Hane as for a perfect energy detection -
which is not affected by any noise uncertainty.

* Improved energy detection Based on speech characteristics, the energytibetedgorithm
for PMSE can be improved.

« Generalized higher-order cyclostationary feature deector: For PMSE, the ' order
cyclostationarity detector outperforms th& Brder cyclostationarity detector when using
shaping functions.

* Hybrid detection: It consists in mixing energy detection and cyttenary feature
detection. It has been developed for both PMSEQRDM. It will be proved to outperform
the performance of both techniques taken separately

« Parallel sensing based on antenna processinglassical cyclostationary feature detection is
extended to the multi-antenna case. It will be shdkat smart antenna techniques not only
improve the detection sensitivity but also allownfOFDM spatial rejection permitting an
opportunistic user to perform sensing on incuminetivork without managing quiet periods.

e Sensing on GFDM GFDM signals have been presented in WP4. Asrd @mintribution with
WP4, WP3 studied the cyclostationary propertiesGHDM signals. Improved detection
probability on peaks specific to cyclostationary BF characteristics has been shown. As
opposed to OFDM, GFDM also allows lowering the aygpirefix and thus increasing the total
amount of transmitted data, without affecting tieéedtion probability.

* Sensing in codeFor CDMA standards, the downlink bands are alwiallg used by common
channels even if no user is using them. This méaasthere might be a potential available
resource (unused orthogonal codes) that classoairsy algorithms cannot detect. In order to
use these codes, the opportunistic system mudilbaadetect them (that is to detect the used
spreading factors and spreading codes). Severatithligns for the detection of UMTS and
HSDPA downlink traffic channels are proposed arairtherformance evaluated.

* Opportunistic system detection by watermarking The detection of opportunistic users may
be considered by the joint approach of the desfghe physical layer of opportunistic users
and the design of their detection. The proposedtisol relies on the following proposal: the
detection can be considered by the explicit intobidn of specific signatures (or watermark)
in the transmitted signal.

» Blind frequency localisation The proposed method is the Localization Algorithased on
Double-thresholding (LAD) with Adjacent Cluster Cbiming (LAD ACC). The iteratively
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operated LAD method is able to operate in any faans domain, for example, in the
frequency domain. The only requirement is thatm ¢onsidered data there have to be some
noise samples. That is, the signal is not alloweecbier the whole studied band.

In the case of the TV white space reuse, class&aéing (meaning the detection of the presence of a
signal in a given frequency band) might not beisigfit. Indeed, to verify that the reuse of the TV
channel will not cause harmful interference toittmbent receiver, the opportunistic system has to
estimate the Carrier to Interference Ratio (CIR}h& incumbent receiver to determine the allowable
transmit power. In order to do so a reliable CIRneation technique is presented.

Distributed sensing is often presented as an altisn to improve local sensing performance in
presence, for example, of shadowing (presence dfbmtacle between the sensing device and the
emitter to be sensed). The issues addressed ler@mdonger the detection performance by itself but
how to transmit the sensing metrics to the fusiemtie and how to merge numerous / various sensing
metrics in an optimal way. In this deliverable, sl key aspects of distributed sensing are adelless

« The quantization of the metrics sent to the fusiomentre: What is the metrics resolution to
use in order not to degrade sensing performancenantb use too much resource for metrics
transmission.

« The impact of the time variance caused by the molity (key point of the QoSMOS project)
of cognitive radios on the sensitivity of spectraansing algorithms. It is a new approach as
most of the actual works suppose a stationary tiogniadio. Mobility driven collaborative
spectrum sensing mechanism using Neyman-Pearsaitsrian is considered and a
framework for local spectrum sensing is proposedrder to exploit spatio-temporal diversity
due to the user mobility.

< How can the fusion centre deal withalfunctioning or misbehaving sensing nodés A
solution based on heta reputation systemis proposed. The performance of the proposed
credibility based scheme is compared with the caggual weight combining.
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2 Sensing Generalities

2.1 State of the Art Review
2.1.1 Introduction

The fundamental task of a Cognitive Radio (CR) usera most primitive sense, is to detect
incumbent users if they are present, and identiéyavailable spectrum if they are absent. To aehiev
this, CRs should have abilities including specteensing and dynamic spectrum selection. One of the
most critical functionality of CR is spectrum seargsi because a CR should utilise a spectrum band
only when it can detect and monitor the activityirmfumbent users reliably and quickly [Arshad10].
However, detecting either an incumbent user orrabip@ortunistic users in a certain frequency band
using spectrum sensing is a challenging task fanymmaasons. For example, since Signal to Noise
Ratio (SNR) in the receiver may be very low, tintel drequency dispersion of the channel causes
fluctuations in the received signal power, thererisertainty about the noise power, to mentiorna fe

To address these challenges, numerous spectruingethgorithms have been proposed in literature.
Each algorithm has its own operational requiremeatdsantages and disadvantages. A comprehensive
survey has recently been published [Yucek09]. &ditronal systems, three main sensing techniques
are used, namely Energy Detection (ED), Matchedetiilg (MF), and Cyclostationary Feature
Detection (CFD) [Goh07], [Sutton08].

Energy detection is a common method to detect unkngignals in additive noise [Arshad10]. This
method is optimal if the exact noise power is kndwi is susceptible to errors otherwise [Tandra08].
In addition to narrow-band sensing, energy detackias been used for Multi-band Joint Detection
(MJD) in wide-band sensing by employing an arragmérgy detectors (sensing all bands in parallel),
each of which detects one frequency band [QuanUBg MJD method enables CR users to
simultaneously detect incumbent user signals acnosdtiple frequency bands for efficient
management of wide-band spectrum resource at gteotdetection hardware.

Matched filtering sensing corresponds to the seafch known pattern (reference signal, pilot bits,
pilot carrier, etc.) on the processed signal. Tioeee it requires a-priori knowledge of the incumbe
user signal and needs perfect frequency synchtimisdetween incumbent transmitter and the
opportunistic user [Cabric06].

In contrast to the noise process which is statignarclostationary features of communication signal
can be exploited to distinguish noise from signaisig cyclostationary feature detection. Contramdly
the MF method, CFD does not require perfect frequesynchronisation and sampling. But its major
drawback is that it demands long sensing duratamshigh signal processing capabilities [Sutton08].
Two possibilities can be envisaged. The first oseblind spectrum sensing, based on a source
separation algorithm, which does not need any it@mh information but suffers from high
computational complexity [Zheng09]. The other pbsity is oriented sensing which requires
knowledge of the waveform characteristics of trmimbent user, which is not always available.

Another approach is sensing based on the Likelif®atio Test (LRT). It is optimal but it needs the
distribution of both th source signal and thenaiggch is unobtainable in practice [Chair86]. Insthi
case, composite hypothesis testing can be usethamiost common approach is called Generalized
LRT (GLRT). In GLRT, the unknown parameters areineated by the Maximum Likelihood
Estimates (MLE). In [Zarrin09], the Rao test an@ fbcally most powerful test are proposed for
detecting weak incumbent signals. The Rao tessysnatotically equivalent to GLRT and does not
require the MLE of unknown parameters.

Classical sensing techniques are not valid for irchiinnel sensing due to hardware limitations (e.g.
sampling rate). Recent advances in compressedhggimnoho06], [Candes06], [Tian07] enables the
sampling of wide-band signals at sub-Nyquist rateeiax the Analog to Digital Converter (ADC)
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requirements. Similarly, an alternative approach dpectrum reconstruction based on fast Fourier
sampling has been proposed in [Gilbert02], [Tacii@| [Tropp07].

2.1.2 Waveform Recognition
2.1.2.1 Frequency Localization

The binary sensing methods simply decide if a dig;maresent or not. Frequency localization gives
much more detailed information about the signalitasstimates both the centre frequencies and
bandwidths. Frequency localization has many apica including military, surveillance and CR.
More generally, a waveform of a signal can be regméed by several parameters such as carrier
frequency, bandwidth, modulation, symbol rate, gte06]. Identification of the modulation, such as
Binary Phase-Shift Keying (BPSK), of the receivégnal also has many applications, such as in
military, surveillance, software defined radio aDR.

Frequency localization can be performed in severays. [Wiley93] described thresholding with
hysteresis. Therein, the main purpose is to avejhiation of the signal into two or more signals in
the presence of noisy data. The threshold for Umeent samples is reduced or increased if the
previous sample is above or below the thresholds Tinethod requires a noise level estimation
because reduction and accretion depend on the twisé In [Mustafa03], three methods were
presented for automatic detection of active rathitiens. The methods are based on frequency domain
information and detected radio station’s bandwidthsvell as centre frequencies are estimated.

One method for blind frequency localization is thecalization Algorithm based on Double-
thresholding (LAD) with Adjacent Cluster CombiniggAD ACC) [Vartiainen10_2]. The iteratively
operated LAD method is able to operate in any foans domain, for example, in the frequency
domain. The only requirement is that, in the com®d data, there have to be some noise samples.
That is, the signal is not allowed to cover the lgtstudied band.

2.1.2.2 Modulation Identification

The problem of recognizing the modulation has bealted Modulation Identification (MOD ID),
Automatic Modulation Classification (AMC), and mddtion recognition, among others. One of the
key approaches for the MOD ID problem is LikelihoBdsed (LB) MOD ID, based on Bayesian
decision theory. In [Wei00], Wei and Mendel presehta theoretical performance analysis of a
maximum likelihood based MOD ID. In general, altgbutheoretically optimal, the Maximum
Likelihood (ML) based approach may have problemdeirms of implementation complexity and
robustness. In [Huan95] and [Leinonen04], quasidigglihood ratio based classifiers have been
investigated for reducing the complexity. In preetiwhen applying the ML based MOD ID methods,
pre-processing, e.g., carrier frequency estimati@\R estimation, inter-symbol-interference
cancellation, and extracting the desired base-lsgidal, is necessary. When comparing different
methods, complete systems including the pre-protgshould be used depending on the application
and/or the objection of the MOD ID.

The second main approach for MOD ID is Feature-8468) MOD ID. For example, in [Swami0Q],
high order moment parameter cumulant is used tatiigethe modulation type. Results showed
robustness against carrier phase and frequencgt®ftnd also impulsive non-Gaussian noise. In
[Dobre05], Dobre has proposed a cyclic cumulaneBasassifier for digital linear modulation types.

In [Dobre05], several MOD ID methods from the abdwe® approaches have been reviewed and
guidelines for choosing an appropriate MOD ID meitlace presented. However, it is usually difficult
to conclusively say which MOD ID method is the msgitable for a given situation.

2.1.3 OFDM Detection

In OFDM systems, sensing may be performed in sévegs. For example, [Khambekar07] utilizes
the guard interval of OFDM symbols at the transenithus detecting incumbent Digital Terrestrial
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Television (DTT) signals. The drawback is thathe transmitter, no cyclic prefix is employed but a
different type of guard interval.

In [Chen08_2], they utilize the cyclic prefix natuof the OFDM modulated signals. Also, pilot tones
based on time-domain symbol cross-correlation af @DM symbols are employed. The proposed
scheme is accurate, easy to implement, has a lowplexity and is able to operate at low SNR values.
Comparisons with cyclic prefix correlation basedtmoel showed superior performance in various
channel models when unknown symbol timing was assurRFT based detection (i.e. considering
frequency domain samples) was used in [Demirdogedl® method outperforms the conventional
Power Spectral Density (PSD) system [Aldirmaz09} lsualso more complex. The PSD system
presented in [Aldirmaz09] performed better withdikdoased allocation than with scattered allocation.
In addition, the threshold setting is a criticalis in PSD system.

In [Koufos09], sensing is based on autocorrelatising the uniform approximation for the
distribution of the power of incumbent signal with@ny additional knowledge about the incumbent
signal. Cyclic Prefix Correlation Coefficient (CPE@hich is simple but ineffective in multi-path
scenarios was presented in [Bokharaieel0]. Indahgesreference, also a multi-path-based constrained
generalized likelihood radio test (MP-based GLRAgttoutperforms the CPCC in a rich multi-path
environment was proposed. According to simulationfBokharaieel0], both CPCC and MP-based
GLRT outperform energy detection in an environmeith noise uncertainty. In [Noh08], a cyclic
prefix and an idle period containing no informatigymbols are used. It was noted that the method
improved sensing accuracy when compared to thermsystat uses only an idle period. Receiver-aided
Spectrum Sensing scheme with Spatial Differentie{RaSSSD) was proposed in [Wang10]. Therein,
an opportunistic deployed area is divided into sut-areas based on opportunistic user SINR, and
after that, RaSSSD is described according to tleations of opportunistic user transmitters and
receivers. In [Zhoul0], the probabilistic infornwatiof channel availability obtained from sensing is
used to assist resource allocation. Embedded pilbtcarriers were used in [Zahedil0]. Therein,
cyclic prefix was not used. According to [Zahedilble presented method outperforms the methods
presented in references, [Sohn07], [Tu07], [One&did [Lunden08].

Different allocation methods could be studied totge Probability of Detection (PD) / Probability o
False Alarm (PFA) performance. Allocation methodslude, for example, block-like, scattered and
striping. Usually, more block-like allocations asweitable for cognitive radios because there are les
affected sub-carriers with non-idealistic assumpgisuch as time and frequency offsets, mainly those
adjacent to each block would be affected. In OFDMAtems, available periods in the time domain
can be detected with vertical striping, where tlhacation is first performed in the frequency domai
and afterward the last sub-channel is filled [Gromd09]. According to [GronsundQ9] vertical striping
is a more suitable scheduling technique for incumbgystems from the opportunistic user's
perspective than horizontal striping or rectangaléncation. That is, because in the vertical stggt

is possible to allocate the whole bandwidth forrapien over a dedicated time interval. Instead,
detection of available frequency is a more comjgsye because of the sub-carrier distribution. One
possible solution is to utilize the first symbolteaf the latest partially occupied symbol, so the
frequency is intensive until this symbol is detectnd close to zero for the rest of the sub-frame.
According to [Gronsund09] this method can be immatad with all sensing methods (matched filter,
energy or cyclostationary feature detection).

Building on the study in [Gronsund09], dynamic dp@&m access for opportunistic users coexisting
with incumbent OFDMA systems was considered in [PhaA dynamic spectrum access scheme
called DSA-alpha was proposed. DSA-alpha allowsogportunistic user to access the whole
bandwidth during the last consecutive symbols @ahégacumbent OFDMA sub-frame. It is assumed
that the opportunistic user is scheduled promptlperfect spectrum sensing is implemented in order
to access each sub-frame promptly. The proposednsehwas simulated in a modified WiMAX
simulator.
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The knowledge of resource blocks is also an importssue. The sensing performance will be
improved if blind block size estimation is known performed. In [Sahin10], resource elements
(resource blocks) have the same occupancy stattharsynchronization of the incumbent is known.
Actually, similar ideas are probably applicabletime slotted cognitive radios to resources blocks.
Therein, the beginning of each slot (here first Bgl{s) of a resource block) is first sensed. Tlifein,

is found that the channel is vacant, the remaind#ris slot (here the remainder of the resourcell

is guaranteed to be unoccupied (assuming perfastrap.

In [Lien10], a kind of "prediction” has been propdsor OFDMA small cellular base stations called
femto-cells. First, one frame (sensing frame) issed and that information is used for accessingesom
subsequent frames (data frames). As mentioned ienl0], the performance depends on the
correlation of resource block allocations of thecmnaBase Station (BS), here the incumbent user BS.
It seems that opportunistic use of this method @aoelquire high correlation (or constant resource
block allocation for some period of time) for saffint incumbent protection. Therein, perfect semsin
was assumed.

2.1.3.1 LTE Detection

In OFDM systems, it has just to be decided if thisr@a signal present or not. However, it is not
necessary that all the sub-carriers are occupibdrefore, sensing may be performed separately for
each sub-carrier to find out if the sub-carrieuioccupied. After that, the assumed unoccupied sub-
carriers may be utilized for transmission. The salriers are not independent since several sub-
carriers are allocated to each user so that janistbn may be performed for all sub-carriers usgd
the same user if these are known — or estimatdalobk based allocation several adjacent sub-carrie
are allocated to the same user whereas in sca@#loedtions the user’'s sub-carriers are spread ove
the whole set of sub-carriers. A question thatearis how rapidly and randomly the sub-carrier
allocations change. Also, even a tiny carrier feagry offset from the cognitive transmitter compared
to the potentially mobile (Doppler) incumbent reezimay destroy the orthogonality of sub-carriers,
so that guard bands around the occupied sub-camay be necessary.

LTE is a potential technique for future cognitivedio communications to mitigate the spectrum
scarcity issue. In LTE, OFDMA is used in downlinkdaDFT-spread OFDM, i.e., Single Carrier
Frequency Division Multiple Access (SC-FDMA) whidims better peak-to-average power ratio
properties is used in uplink. The main differenetieen OFDM and SC-FDMA is that as the first
one is a multi-carrier transmission scheme, therdane is a single-carrier transmission schemthdn
SC-FDMA, DFT-spreading of data symbols is perfornredhe frequency domain. The modulation
schemes include QPSK, 16QAM and 64QAM (downlinkjl ®PSK, QPSK, 8PSK and 16QAM
(uplink). Incumbent user sensing based on 3GPP Wif@less sensor networks has been considered in
[Li09]. Therein, cooperative sensing based on gnegtection was used. According to [Li09], an
energy detector in a single antenna cognitive réghds to poor detection performance when SNR is
low thus causing interference to the incumbent.ofding to simulation results, cooperative frequency
spectrum sensing in OFDM with multiple antennas asduare-law-combining energy detector offers
an improvement in detection performance.

In [Lotze09], spectrum sensing on LTE consumer-alggd home base stations (femto-cells) for GSM
spectrum re-farming using Xilinx Field-Programmal@ate Arrays (FPGA) was considered. LTE-
systems (femto-cells) with GSM as the incumbent amesidered. Also, sensing the LTE signal to
avoid using the same channels as other LTE fenits-oe the same GSM cell was considered.
Therein, robust sensing to achieve interference-fngeration of neighbouring LTE femto-cells was
considered. The proposed approach for LTE femtb-deployment included, for example, an
operation specific database using GSM macro-ceind a sensing method to identify unoccupied
channels. The proposed sensing algorithm is barsesigmal detection using a time-averaged PSD
estimate. It computes the square magnitudes ddritesteous FFT and averages over a time period,
then smooths the PSD and correlates the PSD wihexpected LTE footprint (i.e., moving the
average filter). Then, it finds the width of theearabove the threshold and makes the occupancy
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decision based on that. According to [Lotze09] ¢hizr no need to decode the control channels of
neighbouring femto-cells over the air.

Coarse spectrum sensing for LTE systems was camsida [Abdelmonem10]. Therein, the whole
LTE signal bandwidth sensing was proposed to béopeed using Fast Wavelet Transform (FWT)
and a multiple resource block sensing. An FFT-basethod was used as a point of comparison.
Simulations stated that FWT and FFT had almoss#ime performance. With realistic probabilities of
false alarms, FFT had a better performance. Itivatised in [Abdelmonem10] that the sensing can be
performed in two stages. The first stage perforoarse sensing, for example, energy detection or
wavelet-based sensing. The second stage performasséinsing using feature detection, pilot-based
sensing, or sensing based on known signal preamifes selecting the sensing method, a database
could be used for predicting the resource bloclgesa the future, e.g., the next frame, based on
historical and current sensing. Two-stage sensasgaiso been proposed in [Vartiainen10_1], where a
detection history database and a signal detectiith power level and full signal detection (for
example, using the LAD method for narrow-band anlastationary or maximum-minimum
eigenvalue detector for wide-band signals) are .used

Effects of imperfect sensing could also be stuthedtarting with exact (perfect) data from the BS (
the test network) and then studying the effectisnpferfect sensing on the accuracy of the predistion
For forming the predictions, some papers in therdilure try to find the pattern of the incumbent
access, such as fixed on and off periods. Thismesgpplicable to LTE.

For predicting, it may be suitable to think ways flee incumbent base stations to help CRs without
changes to the incumbent MSs.

2.2 Mathematical and Algorithmic Notations

The goal of this section is to describe common eratitical notations used in this deliverable for
algorithmic descriptions.

2.2.1 General Mathematical Notations

e Scalars and functions are in italic:

« Vectors are underlined:

» Matrices are in capital and bolM:

e M*is the conjugate of the matiM

» M7 is the transpose of the mativk

» M is the transpose-conjugate of the maMix

e @is an estimate af

e E[x(t)] is the mathematical expectationxgt)

e F, is the sampling frequency, the sampling period

¢ The continuous-time signalt) sampled at ratg is writtenx[n] = x(nT,)

2.2.2 Notations for OFDM Waveform
As illustrated in Figure 2-1, in an OFDM symbol:

* T, is the cyclic prefix duration in secondg,(in samples)

» Ty is the useful data duration in seconlg (n samples). One can underline that for a
non-over-sampled signayl, corresponds to the total number of sub-carriedstarthe
order of the FFT.

* Tsis the OFDM symbol duration in secondg {n samples)
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Let us call thes(t) the transmit continuous-time OFDM signal:
Np-1

(t (t—-Tg—kTs) kTs)
Z Z Ane ™o g(t—kTs) Eqg. 2-1

kznO

s(t) =

Whereay, ,, is the transmitted symbol on sub-carrier n and ®FEymbol k andg(t) the shaping
function equal to 1 i0 < t < T and O otherwise.

After D/A conversion and RF modulation, the sigisgbassed through the mobile radio channel which
can be modelled as a time-variant linear filtefwvithpulse response:

L
h(©) = ) O~ 1) Eq. 2-2
=1

where L is the number of channel paths anid the delay of each path.

At the receiver, the signal is received along wiitlise. It can be formulated as:
L

r(®) = 2N (= 7) ly(6) + n(©) Eq. 2-3

=1

Wheren(t) is the additive white Gaussian noise with zero mead variance o&? and Ar the

| /Copy\
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| |
I Tg seconds ! Tp seconds |
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| |
| |
| Ts seconds !
Ns samples

Figure 2-1: Illustration of cyclic prefix extensionin OFDM systems
2.2.3 Notations for PMSE Waveform

Programme Making and Special Events (PMSE), tylyicaireless microphones, can use digital
modulations such as Quadrature Phase Shift Key@pBSK) or analogue modulation such as
Frequency Modulation (FM) [ETSIO6].

In QPSK modulation, the information is encodedhia phase of the transmitted signal. The complex
constellation after sampling at the QPSK symboiqukeTs can be written as [Proakis95]

n-1 . n-1
al< Acos 2;T—— |+ JASIn 2iT——
{ { 4) ‘ r( 4} Ba. 2-4

wheren D{ 1,2,3,4} and A/2 is the symbol power.

For simulation purposes QPSK transmissions canidena rectangular shaping filter [Proakis95] but
a more realistic approach which allows decreasdajgcant spectral side lobes is to use Nyquistrilte
and more precisely Raised Cosine (RC) or Root Raixzsine (RRC) filters which are defined as in
[Proakis95] and represented in Figure 2-2 for défifet roll-off factorsg.
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Figure 2-2: RC (left hand side) and RRC (right handside) impulse response

Please note that the RC filtering can be distrithltetween the transmitter Tx and the receiver Rx. |
the transmitter, a RRC filter is used as a shafifieg and in the receiver another RRC filter i®dsas

a matched filter. At the receiver side, the sangplperiodT, might be chosen (but not compulsory)
equal to the symbol periot.

For exemplification purposes a digital transmissodescribed, using=0.1 (see Figure 2-3 left) and
£=0.9 (see Figure 2-3 right) with the same symbaigoeTs. A QPSK signal has been further
considered, witls=1/(200x10%)sec with rectangular shaping function (black),ssguoot (green) and

square root raised cosine (resthaping functions respectivelyhe bandwidth of the signal is given by
both symbols periods and roll-off factors.

Rectangular Shaping Filter
Raised Cosine Shaping Filter
Root Raised Cosine Shaping Filter

——Rectangular Shaping Filter
Raised Cosine Shapmg Filter
Root Raised Cosme Shaping Filter
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Figure 2-3: Normalized QPSK Signal Spectrum for a oll-off factor 0.1 (left) and 0.9 (right)

When designing a PMSE QPSK Tx using Nyquist fitigrithe choice of the frequency bandwidth is
given by the combination of the symbol perioglahd the roll-off factop. This aspect is represented
in Figure 2-4, for a constant bandwidth of 400 kHz.

-1 ) 1 2 3 -1 1] 1 2
Baseband Frequency [Hz] Baseband Frequency [Hz] x10°
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L

—
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4 Band>400KHz / - T

/
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0 0.1 02 03 0.4 0.5 0.6 0.7 08 0.9 1

Figure 2-4: Ts as a function of roll-off factor g, for a constant 400 kHz frequency bandwidth

Some other kind of wireless microphones use analégg¥ modulations [Chen08_1]. The FM PMSE
signal has a spectral bandwiddhof 200 kHz, contrary to digital transmissions whare allowed for
a higher spectral bandwidth (usually they have @z bandwidth but they can be up to 600 kHz).
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Most of the FM PMSE signal energy is concentrated bandwidth of 40 kHz. The transmit power is
a few tens of mW. Therefore, the coverage arealaively low, about 500 meters for the most
powerful microphones. Their detection is diffictdtachieve.

The signal from the microphorét) can be modelled as follows:

t
s(t) = Acos <27Tf0t + an—df x(r)dr) Eqg. 2-5
Xm Jo
where f,, is the carrier frequencyf, the frequency deviation of the FM modulation, ar@) the
modulating signal having an maximum amplitugle The signak(t) has a powes? equals to A/2.

Let r(t) be the microphone signal received by the oppostuiceiver andi(t) an Additive White
Gaussian Noise (AWGN) with a zero mean and a vegiap:

r(t) = s(t) + n(t) Eqg. 2-6
s(t) andn(t) being independent, the SNR received by the oppstia user is:
2 2
(o A
SNR =—==— Eq. 2-7
o2 202 q

2.2.4 Notations for Cyclostationarity Properties

A zero mean complex cyclostationary sign@) is characterized by a time varying autocorrelation
functionR,-(t,t) = E[r(t)r*(t + t)], which is periodic in timé¢ and can be represented as a Fourier
series :

Rer(t,7) = ) RE(D)el?met Eq. 2-8
a

where the sum is taken over integer multiples atihmental frequencies t corresponds to the lag
parameter (i.e. the time delay of the autocormtatfunction). R%.(t) is called the cyclic
autocorrelation function.

Characterizing the cyclostationarity of a signdiigling the right non-null couplér, @), (t,, ay) for
which

R (1) £ 0 Eq. 2-9

2.3 Simulation and Evaluation Metrics

In this document, numerous sensing algorithms @&seribed for various types of waveforms and
standards. Different detection techniques are ftpeted and simulated: energy detection,
cyclostationarity-based techniques, reference-basethniques, etc. Nevertheless, whatever the
algorithm is, the global approach is the same &rdatay results are presented can be homogenized.
Indeed all sensing methods consist in elaboratidgtection criterion and compare it to a thresliold
order to determine the presence or absence ofem gilgnal. The choice of the threshold is a tricky
problem. It is a trade-off between the ProbabitfyFalse Alarm (PFA, the probability to detect a
signal while it is not present) and the ProbabitifyDetection (PD, the probability to detect a sign
which is present). In this document, in order foe tlgorithms to be more easily comparable target
PFA, PD and performance representation curvestanelardized.

First of all, simulations can be run in presenceghafrmal noise and/or interference, for AWGN or
multi-path fading channels. In any case, for fi¥t€A representations, the thresholds are set tettarg
PFAs equal to 1% or 10% Likewise when reached noise levels or interfeedegels are given, they
are for a targel?D equal to 90% or 99%
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In presence of thermal noise, the noise levelvemiby the SNR which corresponds to the received
power of the signal of interest over the power @ita in the bandwidth of the signal of interest.

In presence of interference, the interference l&veiven by the Signal to Interference Ratio (SIR)
which corresponds to the received power of theaigh interest over the power of the interfering
signal in the bandwidth of the signal of interéstcontrast with the spectrum sensing for incumbent
signal detection, interference monitoring can use Root Mean Square Error (RMSE) of the
interference measurements as an evaluation matricthfe local sensing algorithms. Since the
interfering signal is subject to the measuremeihéninterference monitoring, the interference lése
given by the Interference to Signal Ratio (ISR)eTefinition of | and S is the same for both SIR an
ISR. In both cases, the interference term doesncbide thermal noise. Nevertheless, simulations in
presence of interference do include a certain lefeloise corresponding to an SNR of 30 dB. This
level is intentionally high so that only the intnihg signal impacts the algorithm performance.
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3 Local Sensing Algorithms

In this section, various local sensing algorithme studied and their performances are described.
Local sensing corresponds to the classical comtextisition where the sensing metrics are measured
in one single location. This will consider simpleeegy detection to more advanced algorithms that
explore the features of the radio signals expeicidek encountered in the environment.

This section is divided into four subsections cgpanding to:

» Signal detection with a focus on various methods for OFDM signatedtion, PMSE
detection and sensing based on statistical tests.

* Interference monitoring, checking the carrier to interference ratio of ithmumbent receiver.

» Identification of opportunistic systemsusing the watermarking method.

» Blind frequency localization, to detect where the signal is located in a fragudand

3.1 Signal Detection
3.1.1 OFDM Detection
3.1.1.1 Two-Stage Hybrid Detection for OFDM

This section first presents the Energy Detector)(&m the Cyclostationarity Detector (CD). For each
detector, the strong and the weak points are listhdwing the benefit of using a two-stage hybrid
detection. Finally, simulation results show that tiwvo-stage hybrid detection performs better than
both the ED and CD only in certain conditions.

3.1.1.1.1 Energy Detector

Instead of relying on the a priori knowledge of gignal, energy detectors are independent of the
nature of the signal. As presented in Figure 31&,dnergy detector performs an energy computation
or power computation, compares the energy valueg@wer value respectively) to a threshold and
decides whether the useful incumbent signal isgortesr not.

energy threshald

Received Signal  m— computation | cormparison  [r— Decison: Ho or H;

Threshold: y(Pg., 0%

Figure 3-1: Energy detector algorithm

Energy detection [Urkowitz67] is a well-known ddten method mainly used because of its
simplicity. The basic functional method involvesamergy computation block (i.e., a squaring device
and an integrator) and comparison block, as showigure 3-1.

The thresholdyis chosen according to a desired P&#d when performing power computation the
threshold is given by:

y= % on‘l(PFAarget) +0? Eq. 3-1

whereN is the number of samples of the digital signal adds the noise variance. We denote®y
the inverse of th® function defined by:

Q(t) E%Tex{—u—zjdu:%[l—erf(%n Eq. 3-2
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It can be shown that the performance of the enelgfector decreases when the noise variance

increases (for low SNRs). Subsequently, a precismvledge of the noise variance is necessary to
determine the threshold value.

Introducing a noise uncertaingyin the variance of the estimated noise has amdstiag effect. With

the noise uncertainty (here, linearly represented) can notice that the value of the threshold gbsin
according to the following equation:

V:%(Uf 2)Q (PFALe)* (02 &) Eq. 3-3

For the same value of the threshold, one can gets#ime performance by using another detector
which incorporates the uncertainty in the PFA value

=32 (0 PP A+ ()

Please note that Eq. 3-4 corresponds to an iddaktde where the noise uncertainty has been
perfectly estimated but the real PFA is no londper target PFA. Comparing Eg. 3-3 to Eq. 3-4 one
could see that increasing the noise uncertaintyll impact the real PFA by decreasing it:

PFAEC]uivalent = Q[‘E E(D_l (P FAarget) + % (5 - 1)} Eq- 3-5

Please also note that whetil, the real PFA becomes the desired (target) HRarefore, it has been
shown that a precise knowledge of the noise vagianmecessary in order to compute the threshold
valuey. Subsequently, a wrong computed threshold valwdfecting both the detection probability
PD and the real false alarm probability PFA, whddifers from the target PFA.

As one can see in Figure 3-2, increasing the numbsamples for an ED under noise uncertainty has
limited benefits:

« Many more samples are needed to get a 1 dB penfmgnaprovement.
« There is anyway an asymptotic bound that cannatrdssed.

Also, note that all curves from Figure 3-2 convetgd’D = 0 and cross at PD = PFA (while in the
case where the noise variance is perfectly knoWrcuaves would asymptotically converge to PFA).
From all these above remarks, the advantages aadidintages of using an energy detector as a
detection solution have been summarized in Taldle 3-

ED with 0.2 dB Noise Uncertamty ED with 1dB Noise Uncertainty
1 r T r T T

o
o

N=10000 Samples.

N=20000 Samples
N = 10000 Samiples

N = 20000 Samples

o
.3

o
N

N=320000 Samples

N = 320000 Samples N=5000 Samples

o
&

M = 5000 Samples

o o
S @

Detection Probability PD

Detection Probability PD

% KT ED 4 12 -10 E)
SNR [dB]

i L q L
pr} 2 0 s 16 BT a2 a0 K 6 ]
SNR [dB]

Figure 3-2: Energy detector under uncertainty, forPFAge=0.1
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Table 3-1: Advantages and drawbacks of an energy thetor

Advantages Drawbacks
* Very easy to implement « Inefficient in low SNR conditions
* Low complexity « Noise variance.2 needs to be
« No signal characteristics needed estimated accurately

3.1.1.1.2 Second Order Cyclostationary Feature Detector

The autocorrelation function can be representeBldayier series expansion, which is expressed as:

R.(t.7)=2,., Rilr)explj2mt) Eq. 3-6

where a is a cyclic frequency, andRs"s(r) is the Fourier coefficient, also called Cyclic

Autocorrelation Function (CAF). The CAF of the sedmrder autocorrelation function can be written
as:

q1)s’ (t - 1) exp— j2mt)dt = lim ?1 fs* (Os(t +7)exp- j2mt)dt  Eq. 3-7

2

R)=jms

N‘—|'—UN\—|

Similarly, one could define CAFs for every autoetation function previously described. The
expression described above could be time-discpgeoaimated by:

Re(d)= 3 s [dn+ dexp 2T, £q. 3

whered represents the delay time normalized by the sagplariodT..

Let us denoter(t) the received signal, where(t) = s(t) + n(t), with s(t) being the useful
transmitted signal anadh(t) being the noise. Then, the Generalized LikelihoadidRTest (GLRT)
algorithm for cyclostationarity detection [Dandae@4] can be re-written as:

« Compute the value of the CARY (Z’) for a given delayr and a cyclic frequencyr . The

delayst and cyclic frequenciesr could be used directly from a database (see tfigitin

of inputs) or they could be estimated if necesg®yuzegzi08]. Take the real and the
imaginary part of this CAF:

r2 @) = [ReR? (7)), im{R? (r)}] Eq. 3-9
«  ComputeQ?(r) and Q¢ (r) defined by:
NEN S I G
Q(r )-m :ZL:lW(l)F“’ (a NTJF” (a+ NTJ Eq. 3-10

2

and
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L1
Qé'(f):i 22: w()F, g+ F a+ Eq. 3-11
NL 4 NT, NT,

wherew is a Kaiser window antl its length.F_ (f) is defined by:

N-1
Frr(f):Zr*[n]r[n+d]exd— j2rnT,) Eq. 3-12
n=0

whereN is the number of samples amgis the sampling period. Please note thgt(f) has

the same meaning a@,ﬁ (d) for a fixedd (the delay time normalized by the sampling

period), and normalized witN. Higher order CAF (e.g., from autocorrelation fties with
four multiplications, with no conjugation or twormjagations) will have similar expressions.

« Compute the covariance matrE:r (a):

2 2

lm(MJ R {Mj Eq. 3-13

2

R{Qf(r)ws(r)j ,m(Qf(T)—Qé’(T)]

Compute the test statistic:
Towwr (@) = NS (@) Gv(Y, (@)3 5 (1) Eq. 3-14

where inv is the inversion operation of the covac@amatrix.

The test statistic is compared with a threshol@ihis threshold is computed according to the feihg
equation: PFA = 1 ¥(1,y/2) wherel is the incomplete gamma function.

For the simulations, a base-band OFDM signal has beed, with the following parameters:

Number of sub-carriers: 512

Useful symbol durationfp

Cyclic prefix lengthTg=%Tp

(Maximum) sensing timefsensing= 5MS

Number of OFDM symbolStsensing/ (To +Tc)

PFA: 0.1

Delays:t = +/-Tp

Cyclic positionso =k / (Tp + Tg), k= +/- 0,1,2,... ; the valuk = +/-1 is used here

Sampling periodTl, : with respect to the Nyquist theorem (and at l@asumber of samples
per symbol equal to the number of sub-carriers).

Number of sampleN: Tsensing/ Te
L=101

Tests were done under AWGN channels but multi-pathbe tested using the channel model
from standards (as LTE).
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For an OFDM signal, the peaks in the CAF are depenadnT and the total symbol duration which
Tp + Te. For a sum of multiple OFDM signals with ferent parameters (differeTp and differeniTp
+ Tg), multiple distinct peaks should appear on thdicyatocorrelation function (cFigure3-3).

The cyclostatinary feature based detection methods use peridditacteristics (e.g., symbol tirr
cyclic prefix) of the transmitted radio sign. Such processing can deal with low SNR signals al
less sensitive to background noise. Cyclostatiormtectors calalso provide signal classificatic
capabilities of the detected signal such as the bewnof detected signals, their symbol ri
modulation type, and so on. However, the disadggntaf such detectors is their computatic
complexity which is very higtTherefore, a quick detection is not achieve

Cyelic frequency o Ts

4 2

Figure 3-3: CAF of an OFDM signal

Preliminary results, presentedFigure 3-4 show that in the case with perfect noise estionafbr the
ED, CD has to acquire a larger number of samplesdar to outperform El

GLRT, PFA = 0.1, AWGN Channel, ED with knnown noise variance, 512 carriers in the OFDM signal
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Figure 3-4: Comparison between ED and CD for an OFDIvsignal
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3.1.1.1.3 On the Two-Stage Hybrid Detection

As shown in the previous sections, combining ED @Bdin a common architecture can be motivated
through the graph from Figure 3-5. It shows thas itvorthwhile to use ED when the uncertainty is

weak (when the noise variance is accurately kncamg) for a short sensing time to perform a quick
sensing. On the other hand, it is worthwhile to ieeCD when the noise uncertainty is considerable
and for a longer sensing time.

Noise Uncertainty

cD
ED

Sensing Time
(number of samples)

Figure 3-5: ED and CD feasibility area

The graph from Figure 3-5 shows that the ED is gagtically limited by the noise uncertainty wall,
while the CD is not. For this reason, the CD isduisethe second stage (see Figure 3-6) to compensat
the weakness of the ED under noise uncertaintyitond. Under this approach, the CD is used only
if the ED is not able to detect any incumbent user

Energy
Detection

DECISION

Occupied Band Free Band

Cyclostationary
Detection
DECISION

v

;[ Next sensing period ]

Figure 3-6: Two-stage hybrid detection concept

After some analysis and several simulations, it leesn proved that it makes sense to use the two-
stage detector in the following scenarios:

» Scenario 1: Theensing timefor ED isshorter than the sensing time used by CD.

e Scenario 2: Thaoise estimationis uncertain (the noise variance is not perfectly known
which is always in practice).

Scenarios 1 and 2 (see Figure 3-7) helped identjf{fhe most important parameters that might affect
the performance of the detector. In practice, adtege hybrid detector works on a combination of
scenarios 1 and 2. That is because not only EDGIhccould be used for coarse sensing (a faster
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process) and for fine sensing respectively (onlynétessary, and it is a longer process) which
corresponds to the™lscenario, but it can also be proved that noisgnatibn uncertainty is quite
common (and is higher than 1dB) which correspondké 2° scenario.

PDVS SNR, AWGN

0,5
;8

I 0,7
* 0,6

=t==ED, 2 symbols, 0 dB uncert

Different sensingtime o 0.5
2 ;

84

=== CD, 80 symbols

-l-u-—CD. 4 symbols
0;3

0,2

01 Noise uncertainty
0

-30 -25 -20 -15 -10 5 0 SNR

-;-o—ED, 4 symbols, 0.2 dB uncert

Figure 3-7: PD versus SNR, for ED and CD, for sevat sensing duration, with or without error
on noise estimation

When ED and CD are combined as a two-stage detdtt worthwhile to determine in which
conditions it makes sense to use this new hybridotier. The hybrid detector is expected to perform
better than ED and CD respectively, but this caadigeved only if we meet some requirements. The
overall PDand PFA of the two-stage detector can be expresséallows:

PD = PD,, +(1- PD,, )[PD,, Eq. 3-15
PFA= PFA,, +(1- PFA, ) [PFA, Eq. 3-16
where:

« PD., denotes the PD of the Energy Detector.

« PFApdenotes the PFA of the Energy Detector.

+ PD,, denotes the PD of the Cyclostationary Detector.

» PFAdenotes the PFA of the Cyclostationary Detector.
From Eq. 3-15 and Eq. 3-16 one can see that using-@tage hybrid detector will not only increase
the probability of detection but it also increasies probability of false alarm. Therefore, a twags

hybrid detector could be seen as a compromiserimstef complexity and performance between ED
and CD.
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Two-Stage, ED with uncertainty AWGN Channel 512 carriers in the OFDM signal
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Figure 3-8: Hybrid detection performance on OFDM sgnals with AWGN channel and 512
carriers compared to ED or CD detection

3.1.1.2 Parallel Sensing using Antenna Array Processing
3.1.1.2.1 Introduction

In a coexistence use case, where in the same freguieand the incumbent user and the opportunistic
user can coexist, the latter must ensure thatritembent system is protected and that it will et b
interfered in by the opportunistic user. To doismust first find an available frequency bandmiist
then periodically check that an incumbent systemoispresent in the band it is using by performing
in-band sensing.

In this section an approach to perform efficiernband parallel sensing (parallel sensing in thedban
currently in use) based on the use of an antermag and on the spatial rejection abilities of smart
antenna processing is proposed. The assumptionade nthat the incumbent system presents
cyclostationary features known by the opportunististem. First, a comparative presentation of the
advantages and drawbacks of parallel sensing veesis sensing is proposed. The use of antenna
processing techniques to perform parallel sensiragsio depicted and a practical use case is dedcrib
Then an extension to the classical cyclostatiofeajure detection algorithm to the multi-antennseca

is proposed and evaluated.

3.1.1.2.2 Parallel versus Serial Sensing

In classical CR systems, the cognitive waveformambpportunistic system is designed in a way such
that the opportunistic user is able to detect annmbent system using its frequency band. In oraler t

do so, periodic time slots are allocated in theoopmistic user's frame during which the cognitive

system is not communicating. These time period®rnexdd as quiet periods (QP), are used by the
opportunistic user to perform in-band sensing witheeing interfered by the signal it receives. This
way to proceed is called serial sensing. The mdiaiatage of serial sensing is that it is usually
performed at high Signal to Interference Ratio (SIRherefore basic sensing algorithms such as
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energy detection can be used and have a good igignsitlevertheless, the waveform needs to be
redesigned in order to insert and properly useQRs, thus increasing the system complexity and
reducing the payload rate of the system. Anothey i@ proceed is to directly sense the
communication signal by parallel sensing as desdrilm Figure 3-9 This way, there is no rate
reduction and sensing can be performed withoutaaljystment in the waveform. Of course, a more
robust sensing algorithm must be used as it haspkrate at low SIR since the opportunistic
communication signal always generates a high lef/glterference.

Serial sensing Parallel sensing
Frame n-1 Frame n Frame n+1 Frame n-1 Frame n Frame n+1
- T~a - S~
-7 S-a - -7 =< -
Communication Sensing Communication
Sensing

Figure 3-9: Serial sensing vs. parallel sensing

3.1.1.2.3 Interference Rejection

As stated previously, the main drawback of in-bpadallel sensing is that the opportunistic sensing
device has to be able to detect the incumbent rsysthile being highly jammed by the signal it
receives from its own system (a downlink signahfrits RATs base station). The concept developed
here is to use the interference rejection abilitéanulti-antenna processing to spatially rejea th
opportunistic signal and only keep the signal aéiiest (in this case, the signal to be detected,ith
the incumbent signal).

Antenna processing turns out to increase detepioformance by several means. Firstly, the detectio
is more robust to fast fading thanks to spatiakbity. Secondly, it can reduce the noise floothef
detection criterion by averaging it over the sessoir the array. But the most important aspect for
parallel sensing is that signal separation candy®pned thanks to the characteristics of the skense
signal. This allows detecting a given signal eveth wery low SIR. Indeed, when the antenna array
receives several sources emitted from differerdations of arrival, the multi-antenna processing ca
recombine the signals received on the differentramas in order to detect one given source — ther oth
ones are considered as interference that the wiogesan spatially reject. This process is oftdieda
interference rejection In this study, it is assumed that the incumbegna presents known
cyclostationarity properties that will be usefulitgplement reliable multi-antenna detection.

3.1.1.2.4 Use Case for Parallel Sensing

Figure 3-10 describes a cognitive radio use caspdmllel sensing. It can be decomposed into three
phases:

« Phase 1. A mobile opportunistic system is located white space. It identifies the spectrum band
By as free and decides to use it. In order to enthargprotection of an eventual incumbent user; it
has to periodically sense.B

« Phase 2: The mobile opportunistic system has maweds no longer in the white space. QniB
is now interfering with the incumbent system. Thapartunistic system is not aware of the
presence of the incumbent Tx yet and is still comitating. For the opportunistic Rx, the signal
coming from the incumbent Tx is seen as an interfee.

« Phase 3: The opportunistic Rx is performing sensimd®. The goal of this phase is to detect the
incumbent Tx. The signhal coming from the incumbgxis now the signal of interest (signal to be
detected) and the signal from the opportunistic ffig, interference (it is jamming the sensing
process). As the opportunistic Rx has interferergection capabilities, it can perform sensing
even if the opportunistic Tx is emitting and ski# able to detect the incumbent Tx. As proved in
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the following, this is true even if the receivedr&l level from the opportunistic Tx is more than
40 dB above the one from the incumbent Tx.
= = ) Signal of interest

) Interfering signal

Phase 1 : Research of a free band h N
White s;\aace limit |
g\ - \
& \. Vel \\
Opportunistic Tx ~ Opportunistic Rx Incumbent

Cyclostationary Tx

~

Opportunistic user is communtcating
N\

\

- \\ ]
— §\-} "H
| G Jaian

bpportunistic Incumbent
Rx Cyclostationary Tx

Opportunistic Tx

~

Phase 3 : Appearance of an incumbenfsystem
Opportunistic user is sensing \\

\ |
g i
'$\ | G A
Opportunistic Tx Opportunistic Incumbent
Rx Cyclostationary Tx

Figure 3-10: Scenario for sensing with interferenceejection in CR

3.1.1.2.5 Spatial Propagation Channel Model

In the context of mobile communications, it is wefitablished that the distortions induced by the
propagation channel between the transmitter andeiteiver deeply influence the performance of the
demodulation algorithms. Moreover as the algoriffmoposed in section 3.1.1.2.6 is using an antenna
arrays, it is thus crucial to be able to reliabiygate the propagation channels between the active
emitters and th receivers. The multi-channel propagation modetidse the algorithmic study is

an extension of the classical Clarke mono-chanmeleh[Clarke68].

The Clarke model allows taking into account thaatibn of a moving device at speedlhe antenna
array receives different plane waves due to meltiflections on various obstacles (near or far
obstacles):

* with random amplitudes,

* with random phases,

» with random directions of arrival.

At the propagation channel output, the receivechaign base-band is given by the following
expression:

L Ni
x(©) = ) @d(t=1)| ) cuelCrezesOunitonds, Eq. 3-17
=1 n=1

where:
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e d(t) is the useful modulated signal,

» x(t) is the received signal vector,

e L is the number of paths,

« g is the attenuation of tH& path (a path is due to a reflection on a far as}a

« 1is the delay of thé" path,

« N is the number of elementary sub-paths associatéldei™ path. The sub-paths are due to
the multiple reflections typically all around thewvice. All sub-paths associated to a path are
considered to have the same delay (the delay diftess are negligible compared to the
inverse of the signal bandwidth),

+ cy is the attenuation of th&" sub-path associated to #fepath,

* visthe device speed,

* yis the angle between the device speed and thén Nimdomly uniformly distributed [O,
2m),

« Ais the wavelength,

* B is the azimuth of the" sub-path associated to tie path, (see Figure 3-11 for the
orientation conventions),

«  On is the phase of the" sub-path associated to tHepath (randomly uniformly distributed
[0' 2T[])l

* s, Is the steering vector of the" sub-path associated to tH& path. The steering vector
depends on the array geometry and on the direofiarrival of the sub-path:

i . T
§n,l = [e]A¢n,l,1 e]A¢n,l,M] ,
where:

o M is the number of antennas

o Ag,,,is the geometric phase shift of thesub-path associated to tifepath between the
K" antenna and the array centre:

0] A¢n,l,k = 2n(R, /1) cos(Bn_l — ak),
where:

= (Ry, ay) are the polar co-ordinates of antekna
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p" sub-path associated t8 path
A y (North)

antenna k

X (East
>( )

Figure 3-11: Orientation convention for the measuref angles

In this model, all the parameters are stationahge @nly variations are due to the device speed;iwhi
generates a fading variation of the received sigmaéach antenna. When the device is not moving,
there is spatial diversity (each antenna has its fading level), but this spatial diversity is stagry.

In short, our propagation model can be used tolsi@warious scenarios, including:

e Stationary propagation conditiond, = 1. The user chooses all the parameters for the
simulation. This simple scenario is essentiallyduiseorder to validate the algorithms.

* Rayleigh fading: all the paths have the same nundfesub-paths N, = 10 for all the
simulations) with the same amplitudg; = 1/sqrt{;).

* Rice fading: the first sub-path has a higher amgét than the other pathsy(>c, =
1/sqrtfN). The relative amplitude of the different sub-Eathan input parameter.

Finally, the various angles of arriv&l, are chosen randomly and uniformly distributed iangular
reception cone.

3.1.1.2.6 Cyclostationary Feature Detection

Let us first start by describing the detectionesi@n in the mono-antenna case. lr¢t] be the
discrete time signal received at timé&, (T, being the sampling frequency). For eaghR%.(N, 1)
represents the empirical estimateRgf (t) (Cf. section 2.2.4 for notations) given by:

N
~ 1 .
RgT(NI T) = NZ T[n]r*[n + ‘[]e]znan Eq 3-18
n=1
whereN, is the integration duration in samples. A simgi&timate of the cyclostationarity properties

(10, @) is found by maximizingR%, (N, t) [Gardner88]. Therefore, one can deduce a monaiaate
detection criterion:

_ |ﬁg§(N, T0)|

C(N) == Eq. 3-19
W |R2,(N,0)] q

This criterion is normalized in order to be indegemnt of the received signal power and be easily
compared to a threshold, depending only on theyiaten durationV. This threshold is computed by
simulation, by calculating the criterion, on a krgumber of drawings, in presence of a non-
cyclostationary signal. The threshold is chosetatget a given PFA. It is important to highlighatta
frequency offset due to inaccurate frequency syoabhation with the received signal does not impact
the criterion. Moreover, this criterion does notjuige synchronization; contrarily to a classical
reference-based detection criterion, one singleeva computed.
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Let us now extend the criterion of Eq. 3-19 to thelti-antenna case. In order to simplify the
readability, let us use matrix notations.

Let us call

r(M[n]

pln, Ml =] Eq. 3-20
r[n]
the received snapshot vector on Eh@antennas of the array at time
The received snapshot matrix Bhantennas and on the time hori2éis then built:
P[N,M] = [p[1,M] - p[N,M]] Eq. 3-21

By introducing the sampled received signal on amaen, delayed by the lag parametgr= T, and
shifted in frequency by the cyclic frequeney = 1/Ts:

u(m) [n] = r(m) [n + ND]ejZT[n/NS Eq 3-22
The snapshot vector and the snapshot matrix camtroeluced the same way:

u®n]

v[n,M] = : Eq. 3-23
u®[n]
and

Y[N,M] = [v[1,M] - vu[N,M]] Eq. 3-24

Let us now introduce th x M estimated autocorrelation and cross-correlatiotrioes:
Rpp = P[N, M]P [N, M] Eq. 3-25
Ryy = Y[N, M]Y?[N, M] Eq. 3-26
Ryp = Y[N, M]P?[N, M] Eq. 3-27
Rpy = P[N, MY [N, M] Eq. 3-28

In [Gardner90], it is shown that the detection t&fsthe number of common sourdes r andu is
based on the following test statistic:

M
oW = -Nog | | (1- 1) Eq. 3-29

j=l+1

with u; is the I eigenvalue of the matrix

R = RypRpp RpyRYY Eqg. 3-30
The presence of one single common sourae amdu (meaning in our case thais cyclostationary)
can be tested by applyidg= 0 in equation Eq. 3-29.

As ]'[ﬁ‘/’zl(l - yj) = det (I, — R), we can deduce our multi-antenna cyclostationatétector as
being:
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C(N,M) = 1 — det(I,; — RypRppRpyRyY) Eq. 3-31

where det(.) is the determinant function dgdis theM x M identity matrix. As in the mono-antenna
case, this criterion does not require synchroropatind it is computed only once, not on a search
horizon.

For this criterion, a coherent integration is magler N samples. It is important to highlight that when
using this criterion, as autocorrelation is compute frequency offset due to the inaccurate frequen
synchronization with the received signal does ngddct the performance. Therefore, the length of the
coherent integration is not limiting as it is treese when using a reference-based criterion.

In [Oner04], it has been shown that an OFDM signdlibits non-conjugate cyclostationarity with
cycle frequenciest = k /T with peaks atr = +T, (Cf. section 2.2.2 for notations). Therefore, this
criterion can be applied to detect any OFDM wawuafor

Parallel with the reference-based algorithm

It is interesting to notice that this criterionaiggeneralization of the reference-based critergsnused
in [E3_D5.3]), in the case where no reference isvikm but only the cyclostationary properties.
Indeed, when a referencé[n] of the processed signal is known (pilot bits, pilchannel,
synchronization signal, etc.), instead of using\hetoru[n, M], one can simply use the scatn]
(the reference is the same on each antenna ofréng.a

Then, the correlation matriRyp is replaced by the correlation vectp = rh; and the correlation

matrix Ryy by the scalal{d||”.

TheRypRpp RpyRyy matrix becomes

I'paRppIpg
2
4]
This expression being a scalar, the detectionriritdoecomes:
H p-1
I'paRppI'pg

which is the optimal reference-based spatial detexg demonstrated in [E3_D5.3].
3.1.1.2.7 Knowledge of the Cyclostationarity Properties

As stated previously, it is assumed, in this sectibat the cyclostationary properties of the inbent
radio access system to be sensed are known. Itiggrathis knowledge can be acquired by two
means.

The first one consists in estimating these progertSeveral methods have been proposed in the
literature (for example, in the OFDM case, in [YK@@€]). Nevertheless, they always present two
drawbacks. They increase the computational complefithe algorithm and as they are not 100%
reliable, in the case of bad estimation, they digithe probability of detection.

The second one consists in finding this informatimra database. Indeed, in September 2010, FCC
published a report [FCC10] with the scope of fimalj rules to make the unused spectrum in the TV
bands available for unlicensed broadband wirelesgcds. This report is favourable to geo-location
with database approach, but leaves a backdoor fqpeany other contribution from the spectrum
sensing research field. It can be therefore enesdlgat the opportunistic system finds in the dadab

a list of the incumbent systems it might encoumtieits location, with their characteristics. It tu
then apply the proposed method using the cyclastaty properties of the listed systems.
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3.1.1.2.8 Simulation Performance
3.1.1.2.8.1 Determination of the Thresholds

A detection criterion needs a threshold to be coegdo in order to determine the presence or
absence of the searched signal. The threshold depenthe detector parameters, i.e. in our case the
number of sampleN and the number of antennds

The threshold choice is led by the PFA. 10,000 drare run in absence of the searched signal
(AWGN only). This allows having significant statist for PFA down to 18,

3.1.1.2.8.2 Detection Performance

Two phases of the scenario presented in sectiod.3.4 are simulated: Phase 1 during which the
opportunistic user is searching for an availablkeqfiency band and phase 3 during which the
opportunistic user is performing parallel sensimgerify the presence or not of an incumbent user o
the frequency band it is using. Phase 1 corresptindgnulations in presence of the cyclostationary
incumbent signal and AWGN. Phase 3 correspondgrialations in presence of the cyclostationary
incumbent signal, the non-cyclostationary oppodtinisignal and AWGN. It allows quantifying the
interference rejection capabilities of the multieama algorithm. The presented algorithm is also
working if the opportunistic system is cyclostadoyn but only if it does not present the same
cyclostationary properties as the incumbent system.

Simulations are run using an OFDM signal as theirmgent signal to be detected. As shown in
[Oner04], OFDM signals exhibit non-conjugate cytdti®narity due to the insertion of the cyclic
prefix. The FFT order is set to 1024 with a cygrefix of 1/8.

For phase 1 sensing simulations, AWGN is addedderoto target an SNR varying from -20 dB to
5 dB. For phase 3 sensing simulations, SIR var@s £70 dB to +20 dB. AWGN is also added to the
OFDM signal, to target an SNR equal to +30 dB.

Two propagation channel models are simulated, aoapaith stationary channel and one of the models
recommended by the LTE standard [3GPP 36.521] Etitended Pedestrian A (EPA) model. The
characteristics of the EPA model are describedhinld 3-2.

Table 3-2: Extended Pedestrian A propagation modedharacteristics

Number of Maximum Excess tap delay| Relative power
Delay spread Doppler
channel taps [ns] [dB]
Frequency
0 0.0
30 -1.0
70 -2.0
7 45 ns 5Hz 90 -3.0
110 -8.0
190 -17.2
410 -20.8

The detection criterion is integrated over 20 OFBnbols V = 20 x 1024(1 + 1/8) = 23040),
using from 1 to 5 antennas. The detection threshaild set in order to target a PFA equal to 1%.

Figure 3-12 presents the sensing performance dptiage 1, that is the PD versus SNR for the two
propagation channels. First of all, one can natiieg the detection performance improves while the
number of antennas increases. With a mono-patiorséay channel, the gain is equal to 4.3 dB, when
using five antennas instead of one, for a targepPB0%. It must be underlined that this case & th

less favourable for antenna processing as therm iantenna diversity (the propagation channel is
stationary) and no interference rejection (absefi@ay interference). For the EPA channel modd, th

gain is higher, 6.3 dB, due mainly to the spatigbdbsity gain. As the EPA channel model is tougher,
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the reachable SNR for a target PD of 90% is loviantwith the mono-path channel (-9 dB vs.
-11.1 dB when using five antennas).
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Figure 3-12: Probability of detection vs. SNR whemnising 1 to 5 antennas for a mono-path
stationary channel (left) and the EPA channel (righ) and for a PFA=1%, in presence of one
cyclostationary signal and AWGN

Figure 3-13 presents the sensing performance dytiage 3, that is the PD versus SIR for the two
propagation channels. With a mono-path propagati@mnel, the interference rejection ability of the
algorithm is clear. With only two antennas, thengar a target PD of 90% is equal to 54 dB (higher
than 65 dB with five antennas). The opportunisiimal can be rejected with a SIR down to -62 dB
(around -75 dB with five antennas). In this cases clear that parallel sensing is conceivable.
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Figure 3-13: Probability of detection vs. SIR wherusing 1 to 5 antennas for a mono-path
stationary channel (left) and the EPA channel (righ) and for a PFA=1%, in presence of one
cyclostationary signal and one non-cyclostationargignal

For the EPA channel model, the gain is lower (only dB with two antennas but 43 dB with five
antennas). It is due to the fact that the algorittem rejectM-1 sources withM antennas. It is
important to underline that two paths from the sasndtter are considered as two sources. This
explains the results obtained with the EPA chanmzdel. Indeed with two antennas, the algorithm is
only able to reject the most powerful path. Thea#img six paths are significant enough to disrupt
the detection performance. In the EPA model, it camsidered that the first four paths are the yeall
disrupting, that is why we observe a gain of nedBydB when using five antennas instead of fou (th
last significant path has been rejected thanks he fifth antenna). With five antennas, the
opportunistic user can be rejected down to a SiRietp -45 dB for a PD of 90%.
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3.1.1.2.9 Conclusion

An innovative approach for parallel sensing basedhe use of antenna array and antenna processing
was presented. It shows that thanks to the intanter rejection capabilities of a multi-antennaeayst
in-band sensing can be performed by an opportanistr without having to integrate quiet periods in
its waveform.

An extension of the cyclostationary feature detectlgorithm in the multi-antenna case is proposed.
With a realistic propagation channel model suchhasextended pedestrian A (recommended by the
LTE standard), the cyclostationary incumbent systambe detected with a SIR down to -45 dB with
five antennas (lower than -70 dB with a mono-pdtanmel). These values are promising for practical
application. The proposed method can be used on Eilems of TDD systems but only on the
reception time slots.

The limitation of the proposed method is that thgpartunistic signal must not have the same
cyclostationarity properties as the incumbent.

3.1.2 PMSE Detection
3.1.2.1 Wireless Microphone Detection

In this section, the wireless microphone sensiredidressed for incumbent detection in the TV white
space. The suggested approach is based on aremtff@emi-blind detection of narrow-band FM
modulation signals.

The base-band microphone signal is generated foipwhe model of section 2.2.3 in which the
parameters are set as follows:

« the frequency bandwidth aft) is set to 20 kHz
* the FM deviatiorfy is set to 3
« the carrier frequencly is equal to 100 kHz, in a 8 MHz band

+ the noise poweu? is set to 0 dBm

Under these conditions, the transmitted microphsigeal s(t) has a frequency bandwidth around
100 kHz.

Based on the European UHF band channelizationpliservation window is 8 MHz (narrow-band
conditions) and the proposed algorithms considérs 4096 samples (approximately 0.5 ms for
8 MHz). Moreover, it is considered there is at mast wireless microphone in the observation band.

In this study, two steps are evaluated to achievele@gss microphone sensing. The first step coneists
the validation of a new detector which takes intocant the FM modulation characteristics of the
signal and to use the appropriate Teager-Kaiserggneperator. This algorithm is tested over an
8 MHz channel. The second step consists of ang@ysaw detection can be improved by narrowing
down the considered bandwidth using a filter-bartks second step is applied to the new algorithm
as well as the classical approaches.

3.1.2.1.1 State of the Art

TV band incumbent detection has been an activerels¢opic over the past few years. Most of them
concentrate on DTT (Digital Terrestrial Televisiodgtection, which is the incumbent operating
system in these bands. DTT signal is well suitefe&dure detectors. For instance, [Bouzegzi08] has
proposed a cyclostationarity detector for OFDM aign which is the modulation used by the
European DTT system (DVB-T). Wireless microphones apportunistic users of the TV band.
However, they must be preserved interference fyeany opportunistic system that would operate in
this band. Microphone sensing raises new challedgesto its analog FM modulation and very low
power operation. In particular, the modulation haekposes any feature that could be exploited by
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enhanced feature detectors. For these reasons it literature references suggest blind detscto
for the specific case of the wireless microphor@sen08_1]. These studies are based on eigenvalue
decomposition [Xu08], spectral correlation [Han@6H energy detection [Ghosh08].

A selection of two classical blind detectors igdadiuced as the baseline for the sake of comparison
with the proposed algorithms. These methods lia stationary and deterministic model of the signal
mixed with a stationary noise.

* Energy detection: The energy detector computesiabla which is proportional to the energy
of the received signal [Urkowitz67]. The test sttti T of the energy detector is given by:

-1

T=

MZ

1
N | r[n] |2 Eq. 3-33

1l
o

whereN is the number of samples of the analysed sigriad. t€st statistic is then compared to
a threshold.

e Autocorrelation detection: This method tests thatiehary properties of the signal by
calculating the autocorrelation function. When ngnal is present and assuming AWGN
conditions, the second order moment of the sigeah iDirac distribution. The receiver
estimates the autocorrelation function y[Kk] of theeived signal:

y[K]=E[rf[n]r*[n-Kk], k=0,£1,+ 2,.£N, Eq. 3-34

In practice, the autocorrelation is an approximmatid the second order momentum with finite
integration time.

There are several test statistics that can be U$mdmost efficient one [Shellhammer08] uses time su
of the square of the amplitude of all componentthefautocorrelation function and the square of the
amplitude of the central sample (k=0). Thus, tH®¥gang decision variable is calculated:

_ vk
ly[0]’

When no signal is present, the two terms shouldbghly equal (assuming AWGN conditions), since
the non-central values #0) should be approximately zero. When the wirelaggophone signal is
present, the signal is no longer white and thessitzdl test should increase.

Eq. 3-35

One of the common properties of these algorithmthas they assume the detection of wide-band
signals. However, the European TV band is compo$d@& channels of 8 MHz bandwidth. Each band
has to be analysed for the detection of both thesighals and the microphones and a decision
variable will be provided to the CR system whicket the final decision of using one band or not.
The analysed TV channel is wide compared to thguigacy band occupied by the microphone signal.
Thus, an important assumption of our study is thatdetection of the wireless microphones deals
with narrow-band signals.

3.1.2.1.2 Teager-Kaiser Energy Detector

First, a new method for energy detection suitablddtect microphones is proposed . Instead of using
the conventional energy detector, we suggest ubi@d eager-Kaiser energy operator to measure the
energy activity over a certain time. This operdtetter captures the energy of FM signals.

Introduced in [Kaiser90], Kaiser uses the resuftsTe@ager [Teager89] which show the non-linear

model of the speech. These changes of the chasticeiof the speech signal can be modelled as a
linear combination of AM and FM signals. Based bis imodel, Kaiser has proposed a very simple
and fast algorithm [Kaiser90] to estimate ener@fled the Teager-Kaiser energy operator, since the
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restriction related to the bandwidth of the sigfmalrrow-band signal) is respected. The Teager-Kaise
energy operatok extracts directly the energy from the instantanesngisals, it is expressed by:

W{gkl} = §kI* - gk +1] gk -1] Eq. 3-36

Adding white Gaussian noisgt), the operator can be expressed as:

W{rk] = gk] + kl} = W{gkI} + W{n K]} + 2w{q k], M k]} Eq. 3-37

where y[s(k), n(k)] is the cross energy operator defined as:

W{{K], K]} = BK K] —% gk +1]nk —1] —% gk -1k +1] Eq. 3-38

W{s(k), n(k)} = 0 if s(t) andn(t) are uncorrelated.

Then, the average value of the operalkyis:

E[w{rk]}] = E[w{gk]}] + E[w{rik]}] = E[¥{dK]}]+ o2 Eq. 3-39

Eg. 2-5 shows that the wireless microphone signan FM modulation of a speech signal, so the
Teager-Kaiser energy detector should be adaptddsdind of signal. From Eq. 3-39, the semi-blind
detection could be performed by computing the Test E[w{r[k]}].

Figure 3-14 shows the performance of the Teagesdfanergy detector. The detection probability is
computed versus the SNR for two false alarm prdiiaisi (PFA= 1% and 10%).

The performance is compared with those of the idaks&nergy detector and the autocorrelation
detector. For PFA=10% and PD=90%, the simulatisulte show that the Teager-Kaiser energy
detector can detect SNR down to -12dB. This albgorits compared with the energy detection
algorithm in order to check if the energy modehan-linear and if this detector provides a better
estimate of an FM signal energy. Figure 3-14 shihas the energy detector can detect SNR down to
-9 dB for PFA=10% and PD=90%.

Then, the Teager-Kaiser energy detector allowslB 8etection gain. Note that this detector does not
induce an important increase of the computatiooaigexity compared to the energy detector.

Results also show that the autocorrelation detecizhieves the most interesting performance. It can
detect SNR down to -14 dB for PFA=10% and PD=90%uweler, this performance is achieved at an
important cost of the complexity compared to tHeeotwo detectors.
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Figure 3-14: Detection probability versus SNR for arious detectors and 2 PFAs (1% and 10%)
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3.1.2.1.3 Adapted Counterparts of the Wide-Band Algorithms

The first proposed solution improves the detechgrusing the Teag-Kaiser energy operator whi
takes into account the n-linear model of speech. The second approach dedistive narrov-band
characteristics of the wireless microphone ¢, afilter-bankbased technique splits the analysis
the wide-band signal into si-bands in order to increase the accuracy of theidhgos

The narrov-band detection is derived from w-band detections by filtering the signal into -bands.
Figure3-15 describes the structure of the adapted detectog w&filter-bankstructure. Once filterec
eachsul-band is processed by a detector and a test si¢T; is computed for each s-band. The
final decision is made on the maximum of thesegtststics

This structure depends on the filtebandwidtt B.

r(n] "B\ » Detector » T > Threfhold
. max(7;) »| Decision _..H%Hl
> 7B "\ » Detector > T >

Figure 3-15 Structure of the narrow-band filter- bank based detecto
As detectorsit is proposd to use the energy detector, the autocorrelatioactiat and the Teac-
Kaiser energy detect

In the specific case of the energy dete[Neihart07, the energy calculation could be performe:
the frequeny domain. Then, thdilter-bank is replaced by a Fast Fourier Transform (FFT) wl
analy®s the spectral content of the sigi

The FFT size is chosen to have sufficient frequarsglution in the signal ban

N — <<B Eq.3-40
FFT

where Neer is the size of the transform arBs the microphone signebandwidtt in the channe
bandwidtt B..

Once the FFT is performed, the energy detectiocomputed on each s-band. This algorithm i
called the "narro-band energy detectol

For the autocorrelation detector and the Te-Kaiser energy detector, the test statistic mus
computed in the time domain, so these detectors nsesefilter-bank as shown irFigure 345.

These new algorithms are called the "narband autocorrelation detector" and the "na-band
TeagerKaiser energy detecto

For the three structures, thptimum width B of the frequency window has to be set. Obtaine:
simulation, PCis plotted versus PFA for different frequerbandwidtts. Performance is compared
the one obtained with the algorithm without filtegi (curvesB= 8 MHz). The results arehown in
Figure3-16.

» For the narro-band energy detection using a FFT, the curves lat@ned for SNR-15 dB
and for B set from 20 kHz up to 160 kHz. First,dbesimulations show the improvement
the new algorithm. Indeed, when the frequency winde not used, detectiors clearly
impossible. Then, the results show that the sizbefrequency window gives the best res
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for 80 kHz. When the bandwidth is too small or targe compared to the signal bandwidth,
performance is degraded. In the following, a bawuitdwof 80 kHz will be used.

For the autocorrelation algorithm using a filternkathe curves are obtained for SNR=-16 dB
and for B=200 kHz, 400 kHz and 800 kHz. The besdmadth is obtained for 400 kHz.

For the narrow-band Teager-Kaiser energy detetfiercurves are obtained for SNR=-16 dB
and for B=50 kHz, 100 kHz and 200 kHz. These sitimta show that the detection is clearly
impossible when the filter-bank is not used. Thée, results show that a bandwidth of 100
kHz provides the best results, this value will sedithereafter.

The bandwidth obtained for each method is, in anaols way, in the same order as the bandwidth of
the wireless microphone signal. The difference afidwidth between each method results from the
filter-bank coefficients that have been recompudtecach method.

Narrowband energy detector (SNR=-15 dB Narrowband autocorrelation detector
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Figure 3-16: PD versus PFA for different window badwidths of the narrow band power
detection, the narrow-band autocorrelation detectia and the narrow-band Teager-Kaiser

detection

After setting the bandwidtB for each narrow-band detector, the performancthese detectors is

computed and introduced on Figure 3-17. This figglrews the detection probability PD versus the

SNR for two false alarm probabilities (PFA= 1% dids).
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Figure 3-17: Detection probability versus SNR for arious narrow-band detectors and 2 PFAs
(1% and 10%)

Compared to the simulation results of Figure 3thd,simulation results show that, for PFA=10% and
PD=90%:

* The narrow-band energy detector enables the detectisignals with SNR= -14 dB, leading to a
5 dB improvement of the energy detector.

e The narrow-band autocorrelation detector enablesd#tection of signals with SNR= -15.5 dB,
leading to a 2 dB improvement of the autocorretatietector.

« The narrow-band Teager-Kaiser energy detector emathle detection of signals with SNR=
-15 dB, leading to a 3 dB improvement of the Ted(miser energy detector.

Narrowing down the bandwidth under analysis allensignificant increase of the minimal SNR that
could be detected. The FFT based implementatidgheoharrow-band energy detector is a promising
solution. Indeed, in the case of the other narrawebdetectors, the implementation of the filteriban

structure will increase the complexity of the dedec

3.1.2.1.4 Experimental Validation

In order to test the proposed algorithms on realas, an experimental validation is presentedhis t
section. The experimental test bench is describdegure 3-18. It consists of a wireless microphone
(Sennheiser ew100) equipped with a UHF antenna amdicrophone, it can transmit on 1440
frequencies (with a step of 25 kHz) between 518&6®IMHz at a power of 15 dBm. The signal from
the microphone is received by the spectrum analysktronix RSA 3408B. This analyser can record
base-band signals on a 12.8 MHz band (in our case) line-of-sight channel is considered to be an
AWGN one. Using the MATLAB software, the recordeégmals are then processed by the algorithms
described previously.

Wireless microphone: Real-Time spectrum analyser: Simulation software:
Sennheiser ew100 Tektronix RSA3408B Matlab

Figure 3-18: Experimental test bench of wireless rafophone sensing
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Measurements are recorded for different microphsigaal powers. For each record, the detection

probability is computed (the threshold is set stleht PFA=1%) for various detectors. Results are

shown in Figure 3-19. The detection probability Bplotted versus the different received SNR. The

measurement results are consistent with thoseraatdrom simulation. The curves with squares show
that the narrow-band algorithms outperform thetiahcounterparts. The measurements also show the
improvement of the use of the Teager-Kaiser enenqggrator instead of the energy detector. The

autocorrelation detector is still the most effidcieolution; however, it considerably increases the

complexity of the detector.
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Figure 3-19: Measured detection probability versu$SNR for various detectors

3.1.2.2 White Band Frequency Domain Detection

The main purpose of this study is to analyse thelba the frequency domain by using a wide-band
FFT operator. First, the general architecture ef dietector is introduced. Its application to Teager
Kaiser detection is then detailed.

3.1.2.2.1 General Architecture

The proposed scheme follows the idea of spectruolinmp introduced in [Wei0O4]. Proposed as a
transmission technique used by an opportunist tkeridea is to match the bandwidth of one sub-
band with an integer multiple of the carrier spgciiwo key advantages can be identified for the
transceiver architecture [Noguetll]. First, theuinpf the IFFT can be fed with zeros at frequencies
where incumbent users are present, while vacantbaods are used for transmission by the
opportunistic radio. Second, the FFT operation ireguat the receiver to invert the modulation may
also be used to monitor spectral activity of theeotusers. The proposed architecture is basedi®n th
second idea.

Figure 3-20 shows the general architecture of thpgsed detector. It is composed of 3 main blocks:
an "FFT operation”, a "Frequency Bin Selectionckland several "Frequency Analysis blocks".

In order to compute a large FFT, the signal istspto N; slots of sizeNrrr which is the size of the
FFT. The outputs of the FFT operation are:

—jer Yk
Nggr -1 FFT

Rv)= ) tkle Eq. 3-41

k=0
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Figure 3-20. Architecture of the wide-band frequency domain detectiol

The "Frequency Bin Selection" manages the way ahsing the whole bal. Its parameters are tl
numberof subbandsM and the Overlapping atio (OF) between 2 adjacent bands. In that case
number of frequency bins per -bands (denoted tN) is:

S L Eq.3-42
M (@1-OR) q-<
Theses parameters are set according to the sigmaéxample, if a 40 MHz band is analysed an
8 MHz DVB-T signal is sensecM=5 subbands and no overlappirOR=0 are needed. If wirele:

microphone signals are sensedan 8 MHz band, overlapping iseeded because of the rand
frequency position of the signal and bandwidtt of each su-band must be set to 200 kt

The "Frequency Analysis blk" provides a test statistic from the frequency béetected by th
previous blok. One bloc useN samples to compute the meti

Several test statistics can be computed in theufnecy domain. Starting with the detectors introdt
as the state of the art for wireless microphonedl®in, two test statistics are firstly introdugadhe
frequencydomain.

The frequency domain energy detection could bectjreomputed from the frequency biR({). It is
defined by the following metri

T 1 a+N—lR )
= v
TN ;‘l W) Eq.3-43

Bi=N(1-OR] being the first sample of the ¢-bandi (i= 0,... M-1).

Contrary to energy detection, the autocorrelatietection must be computed in the time domait
using an IFFT of sizN. From the frequency birR(v), the autocorrelation function is computed

+N-1 jZITLT
B N

Cl= Y RVR©)e Eq.3-44
v=g

After the frequency analysis blk, the decision is made on the mean ofN; FFT frames
3.1.2.2.2 Application to Teagel-Kaiser detectior

In the particular case of detection of wirelessroptionesan architectur of the frequency nalysis
block based on the Tea(-Kaiser energy operalis propose.
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Using the autocorrelation function, the Teager-Kagetector could be written in the time domain by:

T = E(W{r{Kk]}) = E(1[K]*) - E(r[k +1]r"[k ~1]) = C, [0] - C, [2] Eq. 3-45

C,[0] is the energy of the signal af2] is the tap 2 of the autocorrelation function.

So to compute the Teager-Kaiser energy operatar fhe FFT of the signal, the two following terms
should be calculated:

N-1
C.[0]= Z R(V)R (v) Eq. 3-46
v=0
and
N j2ﬂ%2
C.[21=) RVR (v)e Eq. 3-47
v=0

Figure 3-21 describes the structure of the frequemalysis block in the case of the Teager-Kaiser
detection.

g
P
R T el
gt <—
RN |
_>E§ —>|o|2
<

LwN—l

Figure 3-21: Frequency analysis block for Teager-Kiager detection

3.1.2.2.3 Architecture settings

In the following, the wireless microphone study eas used to analyse the proposed architecture.
Based on the European UHF band specificationdydhewidth is 8 MHz. A large FFT of 4096 bins is
used as a fixed parameter of the system. The badehicrophone signal is generated following the
model introduced in section 3.1.2.1 with these petars: the frequency bandwidthxdf) is 20 kHz,

the FM deviatiorx; is 3, the carrier frequendyis equal to 100 kHz and the noise powgis set to O
dBm. Under these conditions, the transmitted micome signals(f) has a frequency bandwidth
around 100 kHz.

The first characteristic that must be specifiethiss number of input samples that can be analysed by
this architecture. Indeed, according to the testistic, a bias could appear between the time had t
frequency domain computations of the metric. Foaneple, a FFT size oNger can be used to
compute the frequency domain energyNefr input samples without any bias. However, for the
autocorrelation and Teager-Kaiser metrics, a biag appear according the size of the inputs samples.

Figure 3-22 gives the total bias for both metrissagunction of the ratio between the input and FFT
sizes. Results show that, for the autocorrelatiomction, a bias appears for a ratio over 0.5 and
increases with the input size while, for the Tedgaiser energy operator, only a ratio closed to 1
leads to a bias and this bias is lower than thecautelation's one at the same ratio.
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Figure 3-22: Bias versus ratio between Input sizera FFT size

This analysis outlines that the comparison of tifilergnt "Frequency Analysis block™ is not obvious.
Indeed, using a fixed FFT size, the same numbeapnfples could not be analysed without any bias.
Thus, in the following, only the energy detectiorddhe Teager-Kaiser detection will be computed in
the frequency domain. For the Teager-Kaiser detecf2 samples (insignificant compared to the FFT
size of 4096) will not be used in order to havebias.

In a second step, the number of sub-badfidsas to be set. Obtained by simulation, the seitgitf

the two frequency domain detectors is plotted vetbe number of sub-bands. The sensitivity is the
minimum SNR that the detector could sense with Fi%%nd PFA=1%. The results are shown in
Figure 3-23 for a©OR of 20% and\i=1.

Simulation results show that the sensitivity inee=a with the number of sub-channel. For large
number of sub-channel, the SNR decrease with arletep and seem to reach a SNR floor. This
appears when the sub-band bandwidth becomes sitfalkethe signal bandwidth. In the following,
M=16 will be used.

Pey=1% - P=95%
-6 T T T T T T

-8 o

—— Energy detection
—6— Teager-Kaiser detection

_18 I 1

1 I
16 32 64 128

1 2 4 8
Number of subchannel (M)

Figure 3-23: Sensitivity in SNR versus number of duchannel
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3.1.2.2.4 Performance analysis
Detection sensitivity

The main feature of a detector is its sensitivity SNR that it achieve. Figure 3-24 shows the
performance of the two frequency domain algorithRexformance is compared with the time domain
algorithms. The PD is computed versus the SNR efwireless microphone received signal. The
architecture settings aM=16, 0R=20%,N=1 andNgr=4096 and the PFA is 1%.

For a target PD of 95% the simulation results stiwat:

« the frequency domain energy detector enables tteetien of signals with SNR=-14 dB,
leading to a 6.5 dB improvement of the energy detec

« the frequency domain Teager-Kaiser detector enatflesdetection of signals with
SNR=-15.5 dB, leading to a 6 dB improvement of Teager-Kaiser detector,

« both frequency domain detectors outperform thecuitelation detector with a 4 dB gain
for Teager-Kaiser detector and a 2.5 dB gain ferghergy detector.

These algorithms allow an interesting increasénefrhinimal SNR that could be detected.

F‘FA= 1% — M=16 — NFFT=4DBB

T o
o

T
Energy detection
—o— Teager-Kaiser detection
—&— Autocorrelation detection Pe)
Frequency domain energy detection
osH O Frequency domain Teager—Kaiser detection|

08
|

o]

o
~
T

o
@
T

Probability of detection (FD)

! |
=30 25 20 -1 10 = 0
SNR

Figure 3-24: Detection probability versus SNR

Complexity evaluation

After the sensitivity evaluation, the complexity tife frequency domain algorithms needs to be
evaluated and compared to their time domain copaterA simple way to estimate complexity is to
determine the total number of real multiplicatiofsr each algorithm. Assuming split-radix
implementation of the FFT, the number of real npliltations to procesSrrr samples is:

« for the frequency domain energy detector:
Nppr X logy (Nepr) + Nppr Eq. 3-48

« for the frequency domain Teager-Kaiser detector:

The complexity is compared with the one of a filbank based architecture as introduced in
[Gautier10]. In order to split the frequency bantbisub-bands, an alternative to FFT is the use of
filter-bank in order to channelise the wide band.uhderstand the requirements on the filter used by
the filter-bank, a rejection requiremeft(in dB) on the filter is derived and then extragel the
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number of taps required for a finite impulse reggomplementation of the filter. The filter length
Liter is estimated using an equi-ripple low-pass impletaigon. Using a low complexity dyadic
implementation of the filter-bank [Akansu01], thenplexity of this structure is:

L iier XM Xl0g, (M) X N /M Eqg. 3-50

filter

to procesNerr samples. ThenNgrr and Neer real multiplications must be added to compute the
channelised energy detection and the channelisagefd<aiser detection respectively.

4
x 10
18 T T T T
.8l Energy detector
Teager-Kaiser detector
—— Channelized energy detector — 10 dB
@ 14|~ | —— Channelized Teager-Kaiser detector — 10dB 7
S ——— Channelized energy detector — 30 dB
_S 12 Channelized Teager-Kaiser detector - 30dB|  Fiierbank based algorithms
a Frequency domain energy detection
E 10+ Frequency domain Teager—Kaiser detector -
@
2 gl
B
8 6r
g FFT based algorithms
b= 4k i
2r Time domain algorithms B

1 256 512 1024 2048 4096
FFT size

Figure 3-25: Complexity in number of real multiplications versus FFT size

Figure 3-25 shows the complexity of each optioradanction of the FFT size. For the channelised
structure, two rejection requirements are useelt0 dB andA=30 dB. It is obvious that the time
domain algorithms have lower complexity when no rectedisation is done. However, the results
underline that the proposed FFT based detectoa haser complexity compared with the filter-bank
based architecture.

Furthermore, this study does not take into accthunfact that the FFT operation could be performed
with the same FFT operation as the demodulatioarseh In that case, the FFT comes for free and the
frequency domain detectors have nearly the sam@leaity as their time domain counterpart.

3.1.2.2.5 Conclusions

In this study, the detection of narrow-band wirglesicrophone signals has been addressed. The
motivation of this study is to identify a wirelesscrophone detector that could be implemented with
an acceptable complexity. This study focuses on dbmplexity-performance trade-off of the
algorithms.

Two main points are revealed. The first is the osa FFT operation to monitor wide-band signal.
Considering a mutualised FFT implementation forhbobmmunication and sensing schemes, this
leads to a low complexity detector. In the wirelesisrophone study case, the proposed architecture
leads to a 6 dB gain compared to time domain detect

The second point is the computation of the Teagasdt energy operator in the frequency domain.
The implementation of this operator in the frequedomain allows a further 1.5 dB gain compared to
frequency domain energy detection.
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3.1.2.3 Generalized Higher-Order Cyclostationary FeatureeEter

Several authors such as [Marchand98] have suggésaechigher order cyclostationarity detection
might be used to increase the detection performaBetow, the cyclic properties and cyclic
algorithms that could be used are described .

The second order autocorrelation function of aaigms described by:

Rooslt7)= Hs t-1)]= [0 (t-n)at £q. 3-51

The fourth order autocorrelation function with temnjugates is described by:

Ry, oo (t.70.75,7,) = BIOS(t - 1,)S (t - 7,)s (t - 7))

= IS(t)S(t—rl)s* (t-7,)s (t—r,)dt Eq. 3-52
The fourth order autocorrelation function with ramjugates is described by:
Rss,4,4 (t, 7y, TZ,TS) = E[S(I)S(t —-1,)s(t —7,)s(t - 73)]
= J gO)s(t —r,)s(t —r,)s(t —r;)dt Eq. 3-53

The input signal could be:

* Base-band: In this casd,?ss'z,l(t,r) and/or RssM(t,rl,rz,Q) should be considered for

testing
* RF (with the carrieff,): In this caseR,,, (t, rl,rz,r3) should be considered for testing

The fourth order CAF with no conjugations can bpregsed as:
. 1 N-1 .
Rolnddd)= 3 ddndldned nedeptizmnt)  eq o

whered,, d,, d, are representing the delay times normalized byé#nepling period-.

Higher order detectors can be implemented alsoria tomain. The detector proposed in [Renard10]
averages the lag-product of the received sequeraetime:

Rss,4,4(n7 d;.d,, d3) = %Zo irls[n + dl]s[n + dzH:n + ds] Eq. 3-55

This detector is simpler to implement than the fmnes one (no Fourier transform of the signal is
required since we work in the time domain), whiebults in a computational complexity evolving as
N, the total number of samples. In [Renard10] teted that it benefits from the same immunity to
noise uncertainty and is suited for operationgat$SNR.

The goal of this study is to see if higher ordeclagtationary properties could be used to incrélase
detection probability. It has been found that bstitond order CAF (CAF2) and fourth order CAF
(CAF4) properties are different for QPSK PMSE signasing Nyquist filtering and that these
properties can be used to improve detection préibabiHowever, this is not the case for OFDM
signals, as shown in Figure 3-26. It clearly shtved for OFDM signals the cyclostationarity detecto
of order 2 (CD2) outperforms the cyclostationadgtector of order 4 (CD4).
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Figure 3-26: OFDM cyclostationarity detection — corparison of CD2 and CD4
The next three sections provide CAF2 and CAF4 tedior QPSK PMSE along with 2 possible

applications: improved cyclostationarity detectfon QPSK PMSE with unknown shaping filter and
bandwidth estimation for QPSK PMSE.

3.1.2.3.1 CAF2 and CAF4 Properties for QPSK PMSE using NyquisFiltering

The same CAFs have been obtained f8ad 4" orders, with cyclic frequencies ak/Es, and delay
= #(1/2) T, for k=1. This representation also explains that CD4 do¢®utperform CD2.

However, the delays and the peaks are no longesaime for the other shaping functions. It is shown
that the cyclic peaks change with the shaping fanaised, as shown in Figure 3-27 and further in
Table 3-3 where complete results are provided.

Table 3-3: CAF2 and CAF4 peaks

CAF Delays for CAF with /] Delays for CAF with Delays for CAF with
Type Rectangular Shaping Raised Cosine Shaping Root Raised Cosine
Function Function Shaping Function
CAF2 * (1/2)sfor k=1 1 Orsfor k=1 Orsfor k=1
0.01 None (very small) None (very small)
0.22 Constant Constant
CAF4 * (1/2)sfor k=1 1 O0Tsfor k=1 OTsfor k=1
(k=2 is not optimal) (k=2 is not optimal)
0.01 | OTsfor k=1 OTsfor k=1
0.22 Hsfor k=1 +Tsfor k=1
(OTs not optimal) (OTs not optimal)
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CAF4 BestPeak Position = F(Beta)

Figure 3-27: CAF4 Best Peak Position is a functioaf p (RRC Implementation)

3.1.2.3.2 Improved Cyclostationary Detection for QPSK PMSE ugg Nyquist Filtering

When Nyquist filter is used by the PU, CD2 is noder reliable below a certain roll-off factgr In
this situation, CD4 is improving the detection fiedut the position of the highest peak is a fumrcti
of f. The most powerful peak of a CAF2/CAF4 when PWiyoaised cosine shaping function is used
is either for a delayT}; or £Ts (undetermined) depending grvalue.

In this situation, CD4 may improve detection reduit the position of the highest CAF peak is a
function of § (as seen in Figure 3-27). When PU (root) raisesineoshaping function is used, for a
non-zero cyclic frequency (which is used for the&titey purposes in a noisy environment), the highest
peak of a CAF2/CAF4 function is either for the ¢elds or the delays Es (undetermined) depending
onp value.

Therefore the detection algorithm represented gufe 3-28 is proposed. It is further described as
follows:

1. A g estimation block provides the roll-off factor eropéd by the transmission. This
block can be embedded on the device and can estiinatreal time. Another
alternative will be a knowledge base which provittesvalue off as output.

2. The proposal considers @ ‘equilibrium” for which a detector using CD4 ha® th
same performance as a detector using CD2.

3. Once the beta equilibrium is determined (from avkedge base for example), a
comparison block decides if the highest peak isHerdelays Ts or +Ts.

4. The last block decides which order and which Cided (CD can be performed on
multiple peaks, using different implementationstsas GLRT, etc).

Input , Beta . Comparison
Signal Est|mat|on Block
OT-

S

(Using GLRT on CAF 24, 1—>Detection
orother..) Result

CD2/CD4 Detectlon} Improved

Beta equnlbrlum
Ts Best{CAF4(0TS),CAF4(TS)}=Best{CAF2} Ts

Figure 3-28: Proposed Detection algorithm for QPSKPMSE with unknown roll-off factor

Figure 3-29 shows detection probability resultsdifferent CD implementations with different orders
and different delays, whef=0.1. The results have been obtained for a 400 ikiddulated QPSK
PMSE signal, for 18340 samples (which is almostakda 2.4 ms if the sampling frequency is
7.6 MHz or and to 4.8 ms if the sampling frequeiscy.84 MHz).
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Figure 3-29: Detection probability (PD) - CD4 vs. ©2 for p=0.1

3.1.2.3.3 Bandwidth Estimation for QPSK PMSE

In order to estimate the bandwidth of the receiwighal r(t), the following assumptions are
considered:

Ts is known from database or determined from anothecgss (e.g. differentials
recovery),

The method uses a knowledge base and compareshitawiestimated real-time value,
which might be:

1. the estimated cyclostationary autocorrelation fiamcof order 4(CAF4) in TUs and
a=1/Ts (for example):

jamlr
o (n ’O,O’OTS):%if*[n]r*[“]f[n]f[mOTs]e T OR(sT,) Eq. 3-56

n=1

However, as described by the above equation, CAFI's is a function of both$ and
sampling periodle and it might not be very convenient to use ituclsform. Therefore a
second method based on a ratio is proposed.

2. the estimated ratio R of 2 CAF4 functionsxml/Tg

N * -J'Zm%Te
_ RV (0,000T,) _ 2.0 [n]r* [l {rke )
o (n,004T5) & mi Eq. 3-57

; t[n]r*[n]r[n]r[n+T.Je

Herein we have used the ratio of CAF4 in deldy &nd CAF4 in delay s It can be
proved that this rati® is no longer dependent on the sampling pefigand it is only a
function depending ofi only. This has the advantage of simplifying thgoaithm and the
knowledge base used to estimate the bandwidth.
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Figure 3-30: Example of a knowledge base computedtivthe help of the ratio R, when RRC
filter (left) and RC filters (right) are used

3.1.2.4 Two-Stage Hybrid Detection for PMSE
3.1.2.4.1 PMSE Cyclostationarity

It is important to notice that both QPSK and FMnsilg exhibit cyclostationary properties. For QPSK
modulations the second order CAF is representédguare 3-31, and for FM modulations the second
order CAF is represented in Figure 3-32. From Fag8H31 one can easily notice that for QPSK, the
cyclic frequenciesa are multiples of s (where Ts is the symbol period as presented in the
introductory chapter). On the contrary, for FM thelic frequencies can be found for #2 (f, being

the carrier frequency) as it can be seen in Figt38.

Figure 3-31: CAF of a QPSK Signal
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Figure 3-32: CAF of a FM Signal

Since both QPSK and FM exhibit cyclostationary emties, we can use CD in order to detect them.
For this, we are using the GLRT algorithm presente&ection 3.1.1.1.2, for one cyclic frequency
(i.e. 1msfor QPSK and f for FM). It can be easily seen in Figure 3-33 thatdetection performance
in the case of FM is a bit higher, this result lpetimne effect of higher peaks in the CAF.

PMSE Cyclostationary Detection
(3000 samples)

Pd

s == QPsK
: # &2 == FM

-30 -25 -20 -15 -10 -5 0

SMR

Figure 3-33: PMSE cyclostationarity detection, PFAS.1

3.1.2.4.2 Hybrid Detector for PMSE Signals

The two-stage detector is now applied for PMSEagrA noise uncertainty of 0.1dB is introduced to
fit the conditions where the use of the two-stagées sense. The results are shown in Figure 3-34.

As presented previously with the OFDM signal, the-stage detector performs better than the energy
detector and the cyclostationarity detector respelgt
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Figure 3-34: Hybrid detector for PMSE
3.1.3 Spectrum Sensing Based on Statistical Tests
3.1.3.1 Fast and Reliable Signal Detection with BackgroBnacess for Noise Estimation

In September 2010 FCC published a report 10-17£[F] with the scope of finalizing rules to make
the unused spectrum in the TV bands available Micensed broadband wireless devices. The report
was favourable to geo-location with database amprobut leaves a backdoor open for any other
contribution from the spectrum sensing researdt.fie

If the geo-location database access method ismweiding sufficient adequate and reliable protettio
spectrum sensing should be used in order to helptifging the white spaces in the considered
frequency band.

In this context, a mobile radio system occupiegam@pportunistic user a given band of spectrum,
which is denoted bB,. This means that the opportunistic user is culyaiging B, to transmit and
receive data because the owner of the band, thaeniment user, was previously detected as absent
from its band.

The opportunistic user is allowed to occuyprovided that it is able to stop using it immedintif
the incumbent user decides to use it. This impleg the opportunistic system may have sensing
capabilities able to detect the incoming incumhesar very quickly and with a very high reliability.

As explained in section 2.1.1, the main drawbackhef energy detector is to reliably estimate the
noise variance. That is why the current state efatt consists in making a trade-off: either usasa
detector and accept that the ED performance isilppssffected by a bad noise variance estimate, or
choose a detector different from ED which in turill tae slower, to obtain very high performance. In
other words, having a very high probability of ddien and a fast algorithm altogether still remaans
challenge.

It can be shown that a precise knowledge of theengariance is necessary in order to compute the
threshold valuey. Subsequently, a wrong computed threshold valusffecting both the detection
probability PD and the real false alarm probabiftfyAca, which differs from the PFAge: In the next
subsections we are going to study reliable noisienaon methods which are using the statistical
properties of the received signal.

Hence, the solution will consist of two main compots, which do not operate in the same timescale,
and not in the same band:

(a) A long term component, in charge of monitorihg band®; in the neighbourhood d,,
in order to identify a band where there is onlysegiand estimate the noise variance in the
identified band. This component is triggered every

(b) A short term component, in charge of detectimgincumbent signal iB, as soon as it
appears. This detector is an ED detector whoset iispthhe noise variance estimated in the
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component (a). This component is triggered evgnAs represented in Figure 3-3gpically
T,<<T,: it is assumed that the noise variance is statjodaring T>.

The solution consists in using the ED becausefaidgs but the detection is reliable only whenash
very good noise variance estimates. In order téegehthis goal, two main aspects are implemented:

e The noise variance can be well estimated on partmhbands (different from the band of
interestBy) in which we have previously identified that ngrel was present.

« The noise variance is assumed to vary slower thampéeriodicityT; at which the ED must be
triggered.

Because of the second condition, one can addres&rshone by implementing algorithms which are
able to detect the presence of a signal very fgliatithout knowing the noise variance, and which
take possibly much more time thén

Fast Fast Fast

Detection Detection Detection Time axis
T T 1l T
p; A

| Y n
Noise Estimation

Figure 3-35: Trigger periods representation for sha and long term (background) components

In the component (a), two main modules are present:

(&) The module which performs the identification bktsuitable band for noise variance
estimation (se€&igure 3-36). This module may consist of any altyoni able to decide with a

good reliability about the presence of a signathwut any prior knowledge of the noise
variance.

(&) The module which performs the noise variancenesibn, once an empty bargi has
been identified by module {a This is performed through very classical avarggof the
observed noise spectral density over the wholdtiitkshbandB;.
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Figure 3-36: Fast energy detection scheme using adkground process for noise estimation
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Algorithms used by (@ can be statistical based (e.g. kurtosis computagxpectation maximization)
or could exploit for example cyclostationary prdps. All these methods use different input
parameters described in Table 3-4.

Table 3-4: Input parameters for identification of bands B

Method FFT needed? Input parameters
A Mixture of 2

Expectation

T Yes distributions
Maximization .
assumption
Kurtosis Yes Gaussian noise
assumption
Cyclic NoO Cyclic frequencies
Cyclostationary knowledge

The methods described in Table 3-4 are furtheragmedt in the next paragraphs:

1)

2)

Kurtosis computatiofiPanaitopol10_1], which exploits the fact that thetosis (well known
4™ order statistic) is null for a Gaussian signal.if3be kurtosis is different from 0, a priori it
means that there is a signal in addition to thea(see Figure 3-38).

It is known that the kurtosis of a random variablé with zero mean has the expression

Def EZ4
:EJ[ﬂL—B Eq. 3-58

The kurtosis computation is made on the sampleseoFFT of the incoming signal (the FFT
of a Gaussian signal is Gaussian), therefore thiabla  is related to the frequency samples
from the analysed band.

Expectation Maximization (EM) algorithm [Moon0O6R#gnaitopol10_2jvhich checks if the
incoming signal in band8&; # By is from a mixture composed of 2 Probability Deynsit
Functions (PDF) with 2 variances and 2 mixing pholitées. If so, it means that there is not
only noise in the considered band. The benefitanigithe EM algorithm for module j{ais
that it is very easy to implement in a completelipd context (no assumption about what to
look for), and it can also provide the band occuparTherefore, it can be performed for
narrow frequency bands identification. Note the sa®s in kurtosis implementation, EM
operates on the samples of the FFT of the incorsiggal. In [Panaitopol10_2] it is shown
that EM can be used for more complex mixtures aglgeneralized Gaussian Mixtures, but
herein we suppose a mixture of two Gaussians.

For a fixed number of available FFT sampiedf Z is a variable denoting which one of the 2
distributions the samplg (with j = 0...m — 1) belongs to, one can describe the estimation
steps such as:

Initialization: For [ i=1,2, at the incremental tinte0, set variance;°, mixing probabilities
p=® and meang;™ as in [Panaitopol10_2]et the 1,6 be the vector of the unknown

parameter®i.e = [(u1,42),(01,02),(P1.P2)]-
E-Step: The computation of the membership probabilities
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o =i, )= 0D
(ZJ ‘Zi = k,@‘)p,t( =6 359
k:l
forj=0..m—-1andi =1,2.
M-Step: The upgrades on the means
m-1
ZO p(zj :i‘(i ’OI)ZJ
M= Eqg. 3-60
p(zl - I‘ZJ '@t)
the upgrades on the variances
-1
Z p(zi =i‘Zj’etle _lEIi i
ol = —, Eq. 3-61
Z;, p(zj :i‘zi’@t)
=
and the upgrades on the mixing probabilities
m-1 . .
Z p(zi =I‘Zi’@ )
P = Eq. 3-62

3)

35, =k, @)

k:l j=0

fori=1,2.

Cyclostationarity detector [Dandawate94], [Birrul@hich checks if the incoming signals in
bandsB; # By exhibit some cyclic frequencies. Herein the gelimd likelihood ratio test is
used [Dandawate94] for one non null cyclic frequertom Table 3-5. If the signal exhibits
cyclic properties, this means that there is noy ardise in the considered band, because the
noise is stationary. The cyclic frequencies aremeined from signal parameters (see Table
3-5). For OFDM, [Bouzegzi08] is proposing sevelgbathms for parameter recognition.

Table 3-5 presents examples of the cyclic frequenatequate for the most common types of

radio signals:
Table 3-5: Cyclic frequencies for different signatypes
Type of Signal Cyclic frequencies
OFDM kITsk=%0,1,2,...
FM t 26
QPSK kITsk=+0,1,2,...
Noise 0

Please note that the kurtosis is computed frontéhkand the imaginary parts of FFT, separately. In
Figure 3-370ne can see that the kurtosis value is highly dépeinon the band occupancy. If the band
occupancy is low, kurtosis becomes high. For exanfpr 10% band occupancy, an interferer cannot
be detected (i.e., transmitter in the noise estonatandB;) with INR below -14dB. Therefore, this
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method should be preferred for detecting narrowdbsignals (FM by definition, or OFDM signals
only if the analysed band is wide enough).

Kurtosis value
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Figure 3-37: Adjacent sub-band Bdetection using kurtosis, as a function of INR an@f analysed
frequency band occupancy

In Figure 3-38the kurtosis detection method is presented, bymasing the kurtosis in a sliding
window 10 times larger than the interferer frequeband. Since the sliding window is smaller than
the total bandwidth, the captured noise is smalier the INR is decreased to about -8dB. This graph
clearly shows that kurtosis increases where theringerferers.
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Figure 3-38: Adjacent sub-band Bdetection using kurtosis. Use case involving 3 naw-band
interferers (FM) each with INR=-15dB

In Figure 3-39, OFDM symbols with 512 sub-carriarel Tc=Tp/4 are used. Moreover, the signal is
over-sampled with a factor of 2. The band occupasfahe interferer is only 10%, result also found
when representing the mixing probabilities convamgeas seen in Figure 3-4The simulations
showed that EM cannot provide a good identificatadnthe interferers in the adjacent bands for
INR<-10dB.
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Figure 3-39: Membership probabilities used for adjaent sub-band B detection, after 40
iterations of the EM algorithm; INR=0dB
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Figure 3-40: Mixing probabilities are indicating 10 of the analysed B band as occupied by
signal and 90% only by noise

In Figure 3-41 the proposed algorithms with therwbgiven by the ED are compared to perfect noise
estimation. For this simulation an interferer witkR=-10dB and a background process time15T;

is considered. Since the INR is high (about -10dB;) and theB; occupancy is small (about 10%),
the kurtosis method is the most reliable, but ome expect an improvement of the cyclostationary
method when we are dealing witk>>T; and higher band occupancy. In this scenario, fomalNR,

the kurtosis method will no longer be able to detiee interferers from opportunistic bar|s
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Figure 3-41: Kurtosis and cyclostationary methods @mpared to an ED computed with noise
uncertainty — PD in terms of SNR (in B), for INR=-10dB (in B;)

3.1.3.2 Robust Spectrum Sensing for Cognitive Radios BaseS8tatistical Tests

The work presented here is based on a novel lecalirsg algorithm using statistical test theory. The
proposed algorithm is treated for the case of knowise probability, unknown noise and non-
Gaussian noise with results outperforming bothethergy detector and Anderson detector especially
in low SNR regimes.

3.1.3.2.1 Introduction

A CR can utilise a spectrum band only when it catect and monitor the activity of incumbent users
reliably and quickly using spectrum sensing [Arst@dHowever, detecting either an incumbent user
or other opportunistic users in a certain frequebagd is a challenging task for many reasons. For
example, received SNR may be very low, time andjuemcy dispersion can cause channel
fluctuations in the received signal power, uncetiaabout the noise power, and so on.

To address these challenges a number of spectmsingealgorithms have been proposed in literature
and each algorithm has its own operational requergs) advantages and disadvantages; a
comprehensive survey has recently been publishgd iigek09]. For example, sensing based on the
likelihood ratio test is optimal but it needs thistdbution of source signal and noise which is
unobtainable in practice [Chair86]. Sensing basednmtched filtering not only requires a-priori
knowledge of the incumbent user signal but alsalsgeerfect synchronisation between incumbent
transmitter and the opportunistic user [Cabric@jergy detection is a common method to detect
unknown signals in additive noise [Arshadl10]. Thisthod is optimal if the exact noise power is
known but is susceptible to errors in noise poweandra08]. In contrast to the noise process wtsch i
wide-sense stationary, Cyclostationary featurescommunication signals can be exploited to
distinguish noise from the signals using Cyclostaiy Feature Detection (CFD).

The major drawback of CFD sensing is that knowleafgiae incumbent user signal is required, which
is not always available. Spectrum sensing for C&eld on the Anderson-Darling (AD) test has been
proposed in [Wang09 1]. The authors consider theetspm sensing problem as a goodness-of-fit
testing problem and use an AD test to check whdtteereceived samples are drawn from the known
noise distribution. From a mathematical point awij the AD test is asymptotically distribution-free
which means that for large sample sizes, the tbidsk independent of the distribution and can be
calculated in advance for any arbitrary noise itigtion [Wang09_1]. For AD-sensing, the noise
distribution does not necessarily have to be Gauassiut it should be known a priori. In practidgst
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is not a viable assumption, as the exact noiseildision is largely unknown and the presence ofeoi
uncertainty could significantly degrade the perfante of AD-sensing.

What is hitherto investigated is the spectrum sengroblem by exploiting the theory of statistical
testing. In particular, Two sensing algorithms dedi from the Kolmogorov-Smirnov test (KS-
sensing) and Studenttstest ¢-sensing) are proposed. The sensing performanteesé algorithms
are compared with the well-known ED-sensing andhwitD-sensing as recently proposed in
[Wang09 1]. For KS-sensing the assumption is mhde ricise probability distribution is known to
the CR, as assumed in AD-sensing [Wang09_1]. KSisgnhas been chosen for the following
reasons:

* KS test is a distribution-free test [Kolmogoroff33hat is, calculation of decision threshold
does not depend on the specific noise distribution.

¢ KS test is widely used if the sample sizes are IsfBalnover99] — this is interesting for CR
applications as spectrum sensing duration shoukhbsg.

» KS test is the only goodness-of-fit test with exdetivable confidence bounds [Quade65].
Our simulation results show that under similar ébods and assumptions, KS-sensing gives
better performance than AD-sensing.

In most practical scenarios, noise can be moddlied zero-mean Gaussian random process; hence
another spectrum sensing method based on Studerd&s is proposed. With exact analysis and
support from simulation results, it is shown thaensing is asymptotically robust and can be agplie
to an arbitrary noise distribution (including nom@sian noise). Far-sensing no information of
noise probability distribution and noise power Bquired. Hence it is unsusceptible of noise
uncertainty. Simulation results show thtasensing performs much better than AD and ED sgnsin
with low computational complexity, particularly Etw SNR in Gaussian noise. For the purpose of
clarity, F(x) and f(x) denote the distribution and density function xofrespectively andd(-)
represent the distribution function of standard €&&n random process. The notatifj represents
hypothesis: andx | H,, indicatex given,,.

3.1.3.2.2 System Model

Suppose that the bandwidth of interest for a CR, iwhich is scanned in observation tifheLet N be
an integer close td@ x B. The spectrum sensing problem can then be foredilais a binary
hypothesis testing problem as follows [Arshad10]:

n;, 7‘[0
z, = Eq. 3-63
hi X'S; +Tll', .7'[1

wherei € § = {1,2,...,N}, n; is the noise sample of zero mean and variatfcé; is the amplitude
gain of the channel, arng is the transmitted signal. The term transmittgphal is used for the signal
transmitted by the incumbent user or other competipportunistic users. Furthett, represents the
null hypothesis that only noise is present, a&fidrepresents the alternate hypothesis that a trétesimi
signal and noise is present. Assume= h; X s; and probability density of the amplitude ©fis
denoted byf (). Lety = [yy,¥,, - -,yn]T = sort(z) wheresort(+) represents sorting function such
thaty; <y, <--- < yy.

The assumption is made that noise sampleandn; for all ;,j € § are independent of each other
and cumulative distribution function of the noisecontinuous. The exact form of distribution yof
depends on the channel conditions as well on thsendistribution, for example, for the case of
additive white Gaussian noise and a Rayleigh fadivannel:
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N 2

f(ylHo) = (Znaﬁ)_%exp{— Z%} Eq. 3-64
k=1 "

fQyl#) = fF(r) = f(y|3o) Eq. 3-65

where x represents the convolution operation gi@) is the joint probability density function of
T Vi € S,

2
147 Ti
fr) = oz &P {— E} 120 Eq. 3-66
Whereg, is the expected value of.

Let f(y) andF (y) be the empirical density and distribution functafrthe received signat:

N
1
F(y) = Nz Ly,<y, Eq. 3-67
i=1
wherel,, ., is the indicator function and is defined as:

1, lfyl < y
Ly<y = { Eg. 3-68
0, otherwise

For any spectrum sensing algorithm, first a testisttc is calculated; that i§; (y). This test statistic
is then compared with a decision threshbltb decide if the transmitted signal is presé@hfy) > A
indicates that a signal is present and vice vénsthe framework of spectrum sensing, the probigbili
of false alarm,PFA, indicates the probability that an empty spectdoamd is falsely declared as
occupied; that isPFA denotes the percentage of spectrum bands thatvai@ble but cannot be used
by opportunistic users. A good sensing method milke PFA as small as possible. Similarly, the
probability of detectiorPD is the probability that a frequency band is dexlass occupied when it is
really occupied. Lower values dfD induce harmful interference to incumbent or corimget
opportunistic users. Thus, the probability of détec must be as high as possible. The Receiver
Operating Characteristics (ROC) curve is an impurtaetric to evaluate the performance of a
spectrum sensing algorithm. The ROC curves considplotsPD on the y-axis versuBFA on the x-
axis [Arshad10].

PFA = Prob{I > 1| H,}, Eqg. 3-69
PD = Prob{I > |%,} Eqg. 3-70

Energy detection is a common method to detect &nawn signal in additive noise. But energy itself
is a relative quantity and requires a referenceenenergy level for comparison to decide the extgte

of a transmitted signal embedded in noise. Hendeenwan exact noise estimate is available, the
detection performance can be significantly improvBdfortunately, an energy detector performs
poorly in the presence of noise uncertainty andnahe SNR of received samples is low, because at
low signal power it is difficult to distinguish ve¢en the energy of signal and noise [Tandra0O8].

Test statistics and decision rules in this casemen by [Arshad10]:

1% ™ Eq. 3-71
Tep éﬁ E ly(@DI1> Z Agp g
i=1 }[0
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Based on the decision rule defined in Eq. 3-FHA and PD for ED-sensing can be derived as
[Urkowitz67]:

F(N,A%
I'(N)
PD=0,, (\/ZN X SNR, ,/g-l(PFA))

whereTl'(a) is the gamma functiori;(a, x) is the incomplete gamma function a@g,(a, b) is the
generalised Marcur@- function (for definition, see [Gradshteyn80]).

PFA = = §(4ep) Eq. 3-72

3.1.3.2.3 Spectrum Sesing Based on Statistical Tests

In many practical situations, the knowledge of mbent and/or other opportunistic user signals is
limited, incomplete or imprecise. Hence, a senshickv is designed for a specific signal type may
suffer drastic degradation in performance wheniegnsher signals.

Proposed spectrum sensing methods using statistist are robust in a sense that they are totally
independent of the transmitted signal. When thereisignal transmission, the received samplae

a sequence of samples drawn independently fromntise f(y | H,). Similarly underH; the
received samples are drawn from the denfiy| H;), defined in Eq. 3-65, such thA{y | H,) #

f(y | H1). Hence, the spectrum sensing problem can be tianetl into a simple problem of testing
the null hypothesig{,; if we cannot rejecH, under the given constraints, then the null hypsithes
retained and the channel is available for oppostimuse.

In the sequel, spectrum sensing algorithms basestatistical tests are described. An introduction t
AD-sensing (as proposed in [Wang09_1]) is given.-¥hsing is then described, under the
assumption that noise probability density functisrknown, that isf (y | H,) is an arbitrarily (but
known) distribution. The assumption of known nodensity is later relaxed, antisensing is
proposed. It is also asymptotically robust for ayse distribution. It is further shown by simudati
results that-sensing gives similar performance in the presefc®mn-Gaussian noise.

3.1.3.2.3.1 AD Sensing

The AD test is used to check whether the receivsdptes at a CR come from a known noise
distributionF (y | Hy).

The AD test statistic is given by [Anderson52]:
+0o
Tap 2 N X f (FOF(y | Ho)?) Y(F(y | Ho)) dF (y | Ho) Eq. 3-73

wherey(x) = (x(1 —x))~! is a weight function defined ovér < x < 1. The integral in Eq. 3-73
can be performed and a simplified form3y{p is obtained as:

N
-1
Tap = W(NZ + )@= 1)z +In[1 - ZN_M])) Eq. 3-74
i=1

where Z; = F(y; | H,). The asymptotic distribution off,p under H, can be derived as
[Anderson52]:

oo +co
\2m _ _(4i+1)%n? X (4i + 1)?nm*w?
F{ SIAD |.7'[0; X} = TZO ai(4l + 1)6 8x J. <8(W2 n 1) - 8x )dW Eq 3-75
i=
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wherea; = (=1)'T (i + %)/ r G) i!. From Eq. 3-69 and Eq. 3-75, the threshold cacabeulated for
a givenPFA using Eq. 3-76:

PFA = 1— F{Xap |Ho; Aap} Eq. 3-76

Hence, for larg&v, Eq. 3-75 and Eq. 3-76 give the values of thestioils for different values of
probability of false alarm; a table is given indBhens74]. FinallyT,p is compared withi,p to
check if 7, can be rejected at givlFA and a decision is made as followsSify, > A,p the null
hypothesis is rejected and the channel is congidaseoccupied; alternatively the null hypothesis is
accepted and the channel is assumed to be unodcupie

3.1.3.2.3.2 KS Sensing

Like the AD test, the KS test also evaluates thpoliyesis that received signal samplgs,with
distribution functionF (y) is drawn from a given distribution function of mej that is,F(y | Hy).
Under the same assumption that noise distributiorcampletely known to the CR, estimated
cumulative distribution function of received signial compared with the given CDF of noise.
Graphically, the KS test statistic is the maximuentical distance between the two distributionst tha
is, F(y) andF (y | Hy).

Tks = Sup|F(y | Hy) — F(y)l Eq. 3-77
y

The distribution-free property of the KS test metrat Txs has a distribution function that is totally
independent of the distribution of noise un@gr. In Kolmogorov's paper [Kolmogoroff33], there are
formulas which show how to calculate statistics #mnall values ofN and also for asymptotic

distribution asV — oo under¥,,

+00
Prob(VN Tgs < Ags) = Z (—1)! exp(=2i242) Eq. 3-78
i=—o00

According to the Glivenko-Cantelli theorem, undee null hypothesigt,, the test statistic tends to
zero as follows [Durbin73]:

Prob ( lim s = 0)=1 Eq. 3-79

which proves that the test will reject a false Hjagsis with probability 1 as more and more samples
are included to calculate the test statistic.

From Eq. 3-69 and Eq. 3-78, the threshold for K&ss® for a giverPFA can be calculated as:

PFA = 1 — F{Iks |Hy; Aks} Eq. 3-80
Massey [Massey51] provides tables and recursiveessmpns to calculate the threshalgs for a
givenP; using Eq. 3-80.
3.1.3.2.3.3 t-Sensing

Thermal noise in communication channels is widetydelled as AWGN process with zero mean and
an unknown variance. Under the hypothésjs the probability density function of received sadjis
dependent on the channel conditions and the digiiv of noise, as defined in Eq. 3-65. It is well
known that absolute values of received signal tiana at a receiver, typically encountered in a
wireless environment can be accurately modelledguai Rayleigh distribution [BoccuzziO7]. Hence
the distribution ofr is considered as a multivariate Rayleigh distidoutvhere the density function of
eachr; is given by Eq. 3-65. Initially, it is also assuinimat the noise is AWGN, apply the central
limit theorem, and assume that distributionyofinder#; can also be approximated by a Gaussian
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distribution with unknown parameters (i.e. unknolcationp and scale parametej. Applying the
central limit theorem involves a limiting approxitiza, but the theorem itself gives no guide to the
accuracy of this approximation. Further work wile lneeded to determine this. Under these
assumptions, Eq. 3-65 becomes:

N
-N _ 2
fly | Hy) = (2mo?) 2 exp {— z %} Eq. 3-81
k=1

Since the values qf andc are unknown, these parameters need to be estirhgtethximising the
density functions with respect to the unknown patams. In order to derive an optimal detector i th
Neyman-Pearson sense, the likelihood ratio (orrltdga of likelihood ratio) needs to be calculated:

_ £y [3)
v 1 7o)

Substituting all unknown and estimated values in E@2, the test statistics farsensing can be
written as follows [Lehmann05]:

L(y) Eq.3-82

iN=1 Yi
VN (r =1 2 (- g2 w))

It is not difficult to verify that under the hypahisH,, the test statistic ofsensing has a limiting
Gaussian distribution with zero mean and unit veréa Hence the decision threshaldfor a given
probability of false alarmPFA, can be computed asymptotically as:

®(\) = 1 —PFA Eq. 3-84
For small values dlfl, the threshold; can be exactly calculated from Eq. 3-69:

= Eq. 3-83

A, = F~1(1 - PFA) Eq. 3-85

whereF is the distribution function of Studenttglistribution [Lehmann05]. Althougirsensing test
statistics as defined in Eqg. 3-83 derived from thleyman-Pearson lemma and use maximum
likelihood estimates of unknown parameters, it banshown that-sensing is the Uniformly Most
Powerful (UMP) unbiased test [Fraser57].

The test statistic of-sensing is derived under the assumption of Gaussigse, so the probability of
false alarm, in general, will not remain constamt mon-Gaussian noise. Howev&f shows some
interesting properties for larger valueshafThe bracketed term in the denominator of Eq. $&@3be
shown to converge in probability #? asymptotically. By applying central limit theorefh,can be
shown that undef{, the distribution ofY;cs(y;/VN) has a distribution of mean zero and variance
a2. Sincet-sensing statistic is asymptotically Gaussianhé threshold is chosen according to Eq.
3-84 the probability of false alarm will remain abant for an arbitrarily noise distribution. Henteg
proposedt-sensing is asymptotically non-parametric. It isteo here thatt —sensing is not as
vulnerable to noise uncertainty as AD, KS, or EDsseg. Accuracy of AD sensing and KS-sensing is
highly dependent on the given noise distributionction. If the noise power fluctuates and so also
does the noise distribution function, AD and KSsseg will produce inaccurate results. However, in
t-sensing parameters are estimated from the measotetata and heneesensing algorithm provides
resistance to noise uncertainty problem.

3.1.3.2.4 Simulation Results

Simulation results are presented to evaluate thionpeance of proposed sensing algorithms earlier
described. AD-sensing, KS-sensing andsensing are considered. ED-sensing is used agi@mee
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for comparison purposes. Monte-Carlo simulatiores @arformed and compared to the results using
ROC curves. It is assumed thgt = 1 in all simulation results. In [Wang09_1], it walsosvn by
simulations that AD-sensing performs much bettantED-sensing at low SNR. The signal model
used in [Wang09_1] is simple and under both hymitii&, andH; the received signal energy will
remain the same. Hence, it is not fair to compabes&nsing with ED-sensing under such conditions.
It is interesting to note that with the system modefined in [Wang09_1], the spectrum sensing
problem can be formulated as a location testingplpro and hence-sensing performs better than AD-
sensing with less complexity.

This is indeed confirmed by our simulations as shawFigure 3-42, where the same parameters and
model are used as used in [Wang09 _1]. The goodifdtisbased sensing methods are very difficult
to implement in real time even with a fast proced8acut84]; while on the other handsensing
statistic and threshold calculations are straightéod. Figure 3-43 depicts the complementary ROC
curves in the low SNR region (i.e. received SNR19dB and the number of received sample32%
Here, it is assumed that the channel is Rayleigingachannel and noise process is modelled as a
Gaussian process with zero mean and variagcét is clear that-sensing outperforms ED, AD and
KS based spectrum sensing at low SNR. For exarapRFA = 1071, the probability of detection for
t-sensing is82%, while for ED-sensing, the probability of detectics only 32%. The detection
probability of AD-sensing and KS-sensingP& = 10~ is aroundb9% and74% respectively.

Despite of the fact that AD-sensing and KS-sensiguire a-priori information about the noise
distribution, their performance is inferior compér® t-sensing in AWGN noise. Our simulation
results show that the proposedensing performs better than AD, KS and ED basesisg, even
though they are more complex to implement on a hmeatlware. Furthermore, our proposed sensing
scheme is also robust asymptotically and giveslainpierformance if the noise is non-Gaussian. To
show the robustness of our proposed method, weadmmsnother type of noise commonly present in
communication systems, it should be noted heredbactlusion remains valid for any other type of
noise as well. Recent studies have shown that raurs$san noise is present in indoor environments
and a Laplace distribution is widely used for méidgl such noise [Marks78]. In simulations, it is
considered a situation where the corrupting naseominally zero-mean Laplacian noise and defined
by:

£) = Zexp(=ylx]) Eq. 3-86

where y is a positive parameter. A detector is called sbhifi it shows the same performance
irrespective of noise distribution. To see howensing performs under Laplacian noise, ROC curves
are plotted with same parameters, for sample #ize 32, and SNR -10dB, in Figure 3-44.
Although, T, is derived for Gaussian noise, it gives similarff@@nance in non-Gaussian noise as seen
in Figure 3-44. An interesting observation that banderived from Figure 3-44 is that asymptomatic
behaviour is seen even fir= 32, our simulation study shows thasensing is robust fa¥ > 25.

For example, aPFA = 1071, the detection probability far-sensing is stilB2%; while in this case
AD-sensing and KS sensing perform better thagnsing. However, the exact noise distribution is
often unknown in real situations and AD and KS Hdasensing work only if the exact noise
distribution is known a-priori. Hence under suchdaitionst-sensing is the most suitable choice.

3.1.3.2.5 Remark

Spectrum sensing algorithms based on statististd e discussed in this sub-section and proposed
KS-sensing and-sensing. The efficacy of the proposed sensingrsebBenas been demonstrated by
simulations. Simulation result show that proposesensing outperforms energy-detection based
spectrum and AD sensing proposed in literatureh \wass complexity. It is shown that if the noise
distribution is known and Gaussian, thesensing is superior in terms of detection proligbivhile

with known non-Gaussian noise distribution KS-segss a better alternative. It is further emphasise
that proposed-sensing is robust asymptotically and gives sinplerformance for an unknown non-
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Gaussian noise distribution while AD and KS sengingpplicable only if the exact noise distribution
is known. As future work, it would be interesting quantify the complexity of all algorithms and
implement all sensing techniques on real hardware.
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3.1.4 GFDM Sensing

This section is a joint-WP work between WP3 and WPéase note that the Generalized Frequency
Division Multiplexing (GFDM) description can be fod in [QOSMOS _D4.3] As described in WP4,
GFDM is a recent multi-carrier modulation techniquigh extremely low out-of-band radiation that
makes it an attractive choice for the PHY layercognitive radio. It has a flexible pulse shaping
technique which reduces the out of band leakage.

GFDM also has an innovative tail biting Cyclic RxefCP) which shows unique circular detection
properties. Figure 3-45 shows the OFDM transmisstauincture and the GFDM transmission structure
for a load ofN, =3 OFDM symbols. The OFDM symbol is composed frame guard periods orpm
and one useful perioth orpm- However, a GFDM symbol is composed from one gpanbd T crom
andN_ useful periodgp orpm. Please note that in the example from Figure 3-#DKD presents three
CPs, one for each symbol, while GFDM presents onl.

T~_n”uv T OFDM T OFDM
lime
Toomy  Tporon Toomw  Toorow  Toomu Tp orou
‘,\ GFDM
awon [ ] { ] .
fime

/ (- 7

D.GFDM

Figure 3-45: OFDM and GFDM Structure for a load with N.=3 OFDM symbols

In [Panaitopol12], the CAF of GFDM signals is gragalily presented. It has been showed for the first
time the existence of side peaks in GFDM CAF.

The classic cyclostationarity detection approachilditvave been to use the cyclostationary properties
resulting from the presence of cyclic prefix and the symmetric side peaks obtained from using the
shaping filters. Figure 3-46 represents the GFDMFG#ér the roll-off factors$=0.1 andf=0.3. The
peaks resulted from the presence of CP are caltethal Peaks (NP), while the peaks resulted from
using the shaping filters are called Side Peak$. (S# simplicity, in the following paragraphs and
Tsrepresents the GFDM useful period and the GFDM®Jmeriod respectively.

fic to both OFDM and GFDM
m the Cyclic Prefix presence

Figure 3-46: GFDM cyclostationary properties forB=0.1 (left) and #=0.3 (right), Tc=Tp/4, N.=16

In this section the impact of RRC design on debectesults is analysed. It is also shown thatéf th
RRC coefficient is properly designed, this can éage the detection even when the CP is very small,
thus allowing to transmit more useful data withdetreasing system detection capabilities.

Figure 3-47 and Figure 3-48 show PD plots for ddfeé CD with different CP lengths and varying

roll-off factor B. The results therefore show the impact of the RR@se shaping design on
cyclostationarity detection of GFDM signal.
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In Figure 3-47 it is shown that when performing logtationarity detection on the side peaks, for a
fixed g, the performance is the same with respect toreiffteCP lengths. However, in Figure 3-48 it is
seen that CD on normal peaks T@r=Tp/4 is better than the one wh&g = Tp/16. If the length of the
cyclic prefix is small then obviously the CD perfance will be worse. Now, if CD performance
based on side peaks are compared, it can be saeth¢hperformance gets better as the roll-offoiact
increases. Moreover, compared to the performanceosmal peaks, the detection performance is
better if done on the side peaks evenTige Tp/16. For the case whéliy = Tp/4, the cyclostationarity
detection based on side peaks shows improvemette asll-off factor increases from 0.3 to 0.9. The
detection based on the side peakffer0.9 is better than the detection on normal p€akresponding

ED plots for a 10 ms signal are also included asference. It can be also seen that under uncertain
noise estimation even 0.1 dB of noise uncertaiaty affect the performance. Figure 3-48 also shows
that compared to this detector, CD on side peak®es better even for a very small CP (i&s,=
Tp/16). This result would not have been possiblehd same CP would have been used and the
detection would have been done on normal peaksadsif side peaks.
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Compared to OFDM, only the GFDM signal presentg gidaks characteristics in the cyclostationary
autocorrelation function (CAF). Following this obgation, the impact of the roll-off factor on the
detection result when the cyclostationarity deteates the CAF side peaks is studied as well as the
trade-off between the length of the CP and theafflifactor for the detection performance. The
results show that if the roll-off factor is propedesigned, it can increase the detection capaleiien
when the CP is very small, thus allowing transmftimore useful data in the same time without
decreasing the detection.

3.1.5 Sensing in Code
3.1.5.1 Concept

In most cases, performing sensing corresponds swening to the following question “In this
geographic area, at this moment, is this frequédrand used (and possibly by whom)?”. It means that
sensing is studied according to three dimensigpaces time and frequency. Nevertheless, there are
additional dimensions which can be explored.

One of these new dimensions is the code dimen¥dndk09]. Indeed for all CDMA standards, the
downlink bands are always fully used by common cdetseven if no user is using them. This means
that there might be a potential available resoftsaised orthogonal codes) that classical sensing
algorithms do not see. Simultaneous transmissidhowt interfering with the incumbent users could
be possible in the code domain with codes thabetregonal to the incumbent users’ codes. In order
to use these codes, the opportunistic system naustble to detect them (that is to detect the used
spreading factors and spreading codes). In theviollg, several algorithms for the detection of
UMTS and HSDPA downlink traffic channels are pragmbaind their performance evaluated.

3.1.5.2 UMTS/HSDPA Downlink Channels Structure
3.1.5.2.1 Structure of Logical Channels

UMTS and HSDPA are CDMA standards. For both of tharBpreading Factor (SF) and a spreading
sequence (which is-a1 sequence whose length is equal to the spreaditgy fare associated to each
logical channel. Each symbol to be transmitted igltiglied by the spreading sequence, thus
producing a chip rate sequence. The chip sequesssexciated to the various logical channels are
added. In order to get rid of the interference gateel by the other base stations, the elementsif t
sequence are multiplied by the scrambling sequemlaieh is a cell specific sequence of period 38400
chips (that is one frame of 10 ms). Then the setpiém pulse shaped and transmitted by the base
station. It is worth mentioning that the spreadssgjuences allocated to the logical channels of the
same cell are orthogonal in order to improve thdopmance of the symbol detection algorithm. In
UMTS and HSDPA, OVSF (Orthogonal Variable Spreadtagtor) spreading sequences are used.

3.1.5.2.2 Structure of a Frame

Some logical channels are dedicated to the trasgmi®f information to be broadcast to all the aser
of the cell. For the synchronization and the idergtion of a base station, four of them are mangat

It is the P-SCH (Primary Synchronization CHanndhe S-SCH (Secondary Synchronization
CHannel), the CPICH (Common Pllot CHannel) and BRECPCH (the Primary Common Control
CHannel). These channels are common to UMTS andR4SD

For UMTS, DPCHs (Dedicated Physical CHannels) dairtg data (DPDCH (Dedicated Physical
Data CHannel)) and control bits (DPCCH (Dedicatégdical Control CHannel)) are emitted. They
are described in more details in section 3.1.5.2.3.

For HSDPA, HS-SCCHs (High Speed Shared Control @dlrare signalling channels describing to
the UE where the data dedicated to it is. This dataent on HS-PDSCHs (High Speed Physical
Downlink Shared CHannel).
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3.1.5.2.3 UMTS Traffic Channels

In order to perform sensing in code on UMTS freaguyechannels, the DPCHs need to be detected and
identified. Within one downlink DPCH, dedicated alas transmitted in time-duplex with control
information (known pilot bits, TPC commands andiapal TFCI) as shown in Figure 3-49. The
number of bitgV,,;; in a slot depends on the spreading fa§foof the physical channel:

Npirs = 10 X 2% with SF = 512/2%
The spreading factor may range from 4 to 512.

It is important to mention that a DPCH can be delyonized in comparison with the other physical
channels. This offsetyp-y, may vary from one DPCH to another and is a migltif 256 chips.

Tppcy = @ X 256 chips with a € {0,1,--+,149}
Each traffic channel can have a different offset.

<——DPDCH > < DPCCH >« DPDCH——>»<«——DPCCH——»
Data 1 TPC TFCI Data 2 Pilot
Ndata1 bits N'rpc bits NTFCI bits NdataZ bits anm bits

1 slot = 2560 chips = 10x2" bits

A
\4

Figure 3-49: Structure of a DPCH

Moreover, for a given SF, the number of pilot lzitel pilot bit patterns can change depending on the
slot format as shown in Table 3-6.

Table 3-6: Number of different pilot patterns for a DPCH

SF 512 256 128 64 32 16 8 4

# of pilot patterns 1 3 2 1 1 1 1 1

3.1.5.2.4 HSDPA Traffic Channels

The traffic emission on HSDPA needs two types dratels: HS-SCCHs are signalling channels
describing to the UE where is the data dedicatédaiod the HS-PDSCH containing the data.

There are from 1 to 4 HS-SCCH. A constant SF of aB8vs 40 bits per slot to be carried (with
QPSK modulation). There are no pilot or power ocarits on the HS-SCCH. There is a time offset of
two slots between the information given by the H3Z8l and the corresponding data on the HS-
PDSCH. This enables the HS-SCCH to carry timeeaitsignalling information which allows the
terminal to demodulate and decode the correct cotes HS-PDSCH use three different type of
modulation, QPSK, 16QAM and 64 QAM, with a SF of 16

3.1.5.3 UMTS Traffic Channel Detection
3.1.5.3.1 Introduction

Two UMTS traffic channel detectors are proposect fitst one is only based on the knowledge of the
possible spreading sequences. The second oneeid baghe structure of a DPCH. For both methods,
the scrambling code of the processed BTS is supptmsbe known. It can be found from a classical
UMTS synchronisation procedure. Both methods aieguthe demodulation structure described in
Figure 3-50. The equalization part of the proceflsnat be detailed in this document.
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—r[n]— Equalization Descrambling Despreading —Zzgp » [n]a QPSK slicing *§SF,p [Tl]a
S bli I
crambling Corp

code

SF € {4,8,16,32,64,128,256,512}
p € [0,SF — 1]

Figure 3-50: UMTS demodulator structure
3.1.5.3.2 Detection Without Pilot Bits

The first method performs the correlation betwdendespread symbols before and after decision. It
computes the average distance between the demedwdstmbols and the perfect constellation, as
described in Eg3-87. All the possible spreading factors and the spngadodes must be tested in
order to find the ones that are used. In the UMTSsec it means that
4+8+16+32+64+128+256+512=1020 criterion points mhbst computed. This algorithm allows
detecting the traffic channels but also any othmead channel (broadcast channels, pilot channel,
etc.).

1 Nsymb Nsymb
2
GOFp) =——( Y R(zsrplnlsie,ln]) > Jzseplnl Eq. 3-87
Nsym n=1 \ n=1

Nsym is the number of symbols per sldf,,,, = 2560/SF. C;(SF,p) is computed once a slot and
averaged ovel,,.. The other notations are described in Figure 3-50.

3.1.5.3.3 Detection with Pilot Bits

The second method is based on the knowledge dhalpossible pilot bit patterns. It performs the
correlation between the despread symbols and tbekmpilot symbols as described in Eq. 3-88. All
the possible spreading factors, spreading code€Hime offsets and pilot patterns must be tested i
order to find the ones that are used. In the UM&Secit means that50 x (512 + 3 X 256 + 2 X
128 + 64 + 32 + 16 + 8 + 4) = 249.000 criterion points must be computed. This algorithliows
detecting only the DPCH but it gives more info tlila@ other one that is the offset and the slot &irm

C,(SF,p, Tppch)

Npilot / Npilot

1 } ‘ . z Eq. 3-88
= SR(ZSF,p [n + Tppculs [n]) k |ZSF,p [n + tppcul |2) d
n=1

vV Npilot n=1

Npiio: is the number of pilot symbols per slot. It depemuh the slot formatC,(SF, p, tppcn) iS
computed once a slot and averaged oigJ; .

3.1.5.3.4 Simulation Results

The simulations were run on a UMTS signal generdigdAgilent software. Its CDMA channels
configuration is summarized in Figure 3-51. The baminto brackets corresponds to the spreading
factor and to the scrambling code. As on real UMSighal the P-CPICH and the P-CCPCH are
always emitted by the BTS, these channels aregawtked by the detection algorithm.
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-5 dB -5dB
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P-CPICH P-SCH S-SCH PICH  DPCH
(256,0) (NANA) (NANA) (256,16) (128,127)

Figure 3-51: CDMA signal configuration for simulation

Figure 3-52 represents the detection criteria wiging the method without pilot bits (on left hand
side) and the method with pilot bits (on the rihnhd side). Each colour corresponds to a spreading
factor. For the method with pilot bits, the critefor each offset and pilot pattern are superposed.

When using the method without pilot bits, one cast hotice that both the PICH and the DPCH are
detected. Nevertheless, ambiguities are presemsy tbrrespond to spreading factors/spreading codes
that are on the same branches than the CDMA chabtmdde detected. This is due to the way OVSF
codes are generated. Indeed, the symbols on the ls@nch but with lower spreading factors are also
correlated. Moreover, depending on the emitted s¥slihe symbols of the same branch but with
higher spreading factors can also be correlategefdly, these ambiguities can be easily removed by
adequate processing.

When using the method with pilot bits, no ambigwhows up. Nevertheless, the number of point to
compute can be unacceptable for cognitive device.

The detection thresholds are fixed by simulatiéasa PFA equal to 18 It is important to underline
that the threshold is different for each spreadaugor and of course for both methods.

UMTS DPCH detection criterion using no pilot bits

1 '>Peald‘s to be ‘ ‘
| detected

1

UMTS DPCH detection criterion using pilot bits
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Figure 3-52: UMTS traffic detection criteria without pilot bits (left) and with pilot bits (right)
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Figure 3-53 represents the detection performancieDPCH present in the UMTS configuration
described in Figure 3-51 when the SNR varies fr@» dB up to -5 dB. The red and blue plots
correspond respectively to the method with and euthpilot bits. The plain and dotted plots
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correspond respectively to a stationary mono-patbhpggation channel and to a "vehicular A"
propagation channel (Cf. Table 3-7). In the SNR, $signal part corresponds to the whole UMTS
signal, not only the DPCH part.

Table 3-7: Vehicular A propagation channel charactastics

Delay [ns] 0 310 710 1090 1730 2510
Power [dB] 0 -1 -9 -10 -15 -20
Speed [km/h] 30

First on can see that the method with pilot bitgpetform the method without pilot bits from roughly
8 dB, whatever the propagation channel is. Moreotrer impact of the propagation channel on the
performance is quite low (less than 1 dB). Thieas due to the traffic detection algorithms buthe
equalizer at the beginning of the process and halwals with multi-path. A PD of 90% is reached for
a SNR of -20 dB for the method with pilot bits ad@ dB for the method without pilot bits.
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Figure 3-53: UMTS traffic detection performance whe using the method with and without
pilots bits, for a mono-path and a Vehicular A promgation channel

3.1.5.4 HSDPA Traffic Channel Detection
3.1.5.4.1 Proposed Method

In order to detect HSDPA used spreading codesH®SCCHs and HS-PDSCHs must be detected
and identified. The two methods presented for UM&8Bnot be used. Indeed as not pilot bits are sent
on the HS-SCCH and the HS-PDSCH, the method wiliit pit is useless. Moreover the method
without pilot bits is also inefficient for HS-PDSG#¢tection. There are two reasons:

e Three types of modulation (QPSK, 16QAM and 64QAM)sinbe tested in the slicing block.
If the wrong modulation is chosen ambiguities &plpear that are quite difficult to reject.

e Calculating the distance of the despread symbothdddeal constellation is inefficient with
64QAM and can only work at very high SNR.

Directly detecting the HS-PDSCH seems quite diffictn the following, a method based on the
detection and decoding of the HS-SCCH is propos&dperly decoding the HS-SCCH allows
knowing the spreading codes used for the HS-PDSGél $F is known as it is always 16). Figure
3-54 presents the channel coding chains of the 6GFS It is important to underline that the HS-
SCCH can be detected using the method without pitst
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Figure 3-54: HS-SCCH channel coding chain

The tricky to detect the HS-SCCH part is that theof the UE, coded on 16 bits, must be known in
order to perform the decoding. Obviously, it canbetassumed that an opportunistic system knows
this ID. Therefore the'2 possible IDs must be tested. In practice, thetrigitoding is insured by the
Cyclic Redundancy Check (CRC). Nevertheless, theittoCRC is masked by the 16 bits of the UE
ID. It means that if all UE IDs are tested, theii# always be one for which the CRC is correct. The
CRC is therefore not sufficient to validate the atting chain. Therefore, in addition to the CRC, the
Viterbi decoding weight is computed to verify thia¢ decoding performed correctly.

The complete chain of the HS-PDSCH detection ispnted in Figure 3-55. It can be seen that the
whole decoding of the HS-SCCH is not performeddach UE ID. Indeed, in order to speed up the
process, some tricks are used. As the Viterbi dagaof the convolutional code of th&®dranch does
not involve the UE ID, it is performed first. Thalue of the decoding weight allows to state if the
decoded channel is actually an HS-SCCH or not. TherViterbi decoding of the convolutional code
of the F' branch is performed while testing the different UE Once the decoding weight is low
enough, the value of the UE ID is known. At the ,eth@ CRC is checked to validate the correctness
of the decoded bits.
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Figure 3-55: HS-PDSCH identification chain
3.1.5.4.2 Simulation Results

The simulations were run on a HSDPA signal gendrate Agilent software. Its CDMA channels
configuration is summarized in Figure 3-56. AWGNatided to the HSDAP signal in order to target
an SNR from -20 dB to 0 dB. Two propagation chasvetre simulated; stationary mono-path and
vehicular A.

-6dB

-10dB -10dB

-12dB

-15dB -15dB

HS 'HS

P-CPICH P-CCPCH P-SCH S-SCH SCCH PDSCH

Figure 3-56: HSDPA signal configuration for simulaton
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First, the decoding weights for the two branchestnne determined. In Figure 3-57, one can see the
probability to have a correct or incorrect CRC depeg on the decoding weight for the first branch
(left figure) and the second branch (right figuréhe blue curve is the probability to have a cdrrec
CRC when the decoded signal is an HS-SCCH whilebthek curve is the probability to have an
incorrect CRC when the decoded signal is not arSiEEH. One can see that a good trade-off can be
easily found. Indeed, on the first branch a deaqpdiright threshold of 40 insures a probability of
right CRC of 97% for a probability of false CRC ©¥. For the second branch, a threshold of 76
insures a similar performance.
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Figure 3-57: Probability to have a correct or incorect CRC depending on the decoding weight

Figure 3-58 represents the percentage of corre€@ G€pending on the SNR for a stationary mono-
path propagation channel (blue plain line) andehfeular A" propagation channel (red dotted lirke).
90% rate of correct CRC is achieved for an SNR9afB for the mono-path channel. The reachable
SNR is degraded of 5 dB with the Vehicular A model.
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Figure 3-58: Percentage of correct CRC depending athe SNR
3.1.5.5 Conclusion

CDMA standards might have important unused resauitta classical sensing methods cannot detect.
In order to identify them, sensing in code mustpeeormed. Three algorithms were proposed (two
for UMTS and one for HSDPA) in order to detect #mount of traffic on CDMA frequency channels
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and be able to identify the CDMA spreading codest #ire unused and that could be a valuable
resource for an opportunistic system.

On UMTS, the method without pilot bits offered gopdrformance with limited complexity. The
method with pilot bits outperformed the first onri 8 dB but with an important increase of
complexity that may be unacceptable for a CR device

The method without pilot bits cannot be transpogeéth good performance, to HSDPA. This is due to

the multiple possible modulations on the traffiachels (QPSK, 16QAM, 64QAM). Therefore, a new

method was proposed based on the decoding of thieot@hannels in order to have access to the
traffic channels spreading codes. Due to the nmwledge of the ID of the UE whose traffic channel

is detected, the decoding of the control chanmeldg to be quite complicated even if the perforraanc

is good.

Sensing in code is a novel approach. Its possdslitan be very valuable as it deals with frequency
bands that cannot be sensed with classical semsg@tlyods and that are wide-band (as CDMA is a
spread-spectrum waveform). Nevertheless, its impigation is complicated and seems, for the
moment, unacceptable for a CR device. Additiongragches must be developed in order not to
reject CDMA bands from cognitive radio.

3.2 Interference Monitoring
3.2.1 Overview of Interference Monitoring

One of the key functions enabling Opportunistic 3pen Access (OSA) is spectrum management.
One spectrum management method is a geo-locati@ibake approach, which has been adopted in
the latest rules of Federal Communications Comais§FCC) in the US to allow OSA to use TV
white space [FCC10]. In the FCC scenarios, theadsvdf the opportunistic systems identify their
locations by using a geo-location capability andntlquery the database to determine which TV
channels they can use at their locations. Simifgr@aches are investigated by CEPT [CEPT10].
From [CEPT10], to verify that the reuse of the Thannel does not cause harmful interference to the
incumbent receiver, the database checks whetheiCdréer to Interference Ratio (CIR) of the
incumbent receiver can be kept at a required le&dransmit power which just satisfies the CIR
requirement corresponds to an allowable transmivgpoof the opportunistic system. Thus, the
opportunistic system (or the database) has to asgithe CIR of the incumbent receiver to determine
the allowable transmit power. Path-loss predictising propagation models is one CIR estimation
method. However, the propagation model inevitabhgludes prediction error in actual radio
environments, resulting in CIR estimation error. dlesorb this error, a margin of the allowable
transmit power has to be considered to keep theinem) CIR [OFCOM10]. Consequently, the
allowable transmit power has to be limited, andsthhite space utilization efficiency might be
reduced. Therefore, it is important to improve @I® estimation accuracy for expanding the white
space opportunities.

Interference monitoring techniques can improve @R estimation accuracy. The concept of the
interference monitoring is shown in Figure 3-59.the interference monitoring techniques, actual
measurements of both the interference signalstanthtumbent signals are carried out to estimate th
CIR of the incumbent receiver. This measuremenpeésformed at a monitoring node of the
opportunistic system located near the incumbergivec at the edge of the incumbent service area.
Using measurement results, the CIR of the incumtemgiver estimated by the path-loss prediction is
compensated. In this way, the actual measuremensffectively used to improve the CIR estimation
accuracy and thus to expand white space opporsniti

The interference monitoring can be considered as spectrum sensing technigque. However, its
purpose is different from that of general spectrsensing. General spectrum sensing performs the
detection of incumbent signals or signals of otbpportunistic systems to determine whether the
active systems are around the opportunistic systanother words, the opportunistic system is
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supposed not to know whether the other systemsegistund. On the other hand, the interference
monitoring determines how much interference is abtticaused to the active system. In this case, to
estimate the interference at the edge of the serriea of the active systems, the opportunistiesys
obtains the location information of the active sys¢ from the geo-location database and the
monitoring node near the edge performs the measimsm

| ey,
Py

<«
O]
Py
: oo : :
Incumbent Tx Incumbent Rx Monitoring Node Opportunistic Tx

Figure 3-59: Concept of interference monitoring

One challenge for interference monitoring is to suga interference with a considerable accuracy.
The accuracy of measurement needs to be at legwtrhthan the accuracy of the path-loss prediction,
because the measurement results of both the irdade signals and the incumbent signals are used to
compensate the path-loss prediction error. Howetlee, monitoring node has to measure the
interference signals under the condition that tlmiinbent signals with relatively high level exist i
the measured band. For example, the protection (it required CIR) of DTT is 21dB, which means
that the incumbent signal level at the incumbeaoeirer is at least 21dB higher than the interfegenc
level. The Interference to Signal Ratio (ISR) of thonitoring node depends on its location, recgivin
antenna gain, the antenna height, and the traqemier of the interference signal etc. Although that
condition is different from that of the incumbemteiver, ISR might be also low. Thus, the accurate
interference measurement is important for the fatence monitoring.

3.2.2 Interference Measurement Using Quiet Period-Basedd®ver Estimation

This section provides a simple interference measeng technique and its evaluation results. Since a
monitoring node receives incumbent signals and dppistic signals within a measured band, it
needs to separate the opportunistic signals franirttumbent signals to measure the received power
of the interference. For this purpose, Quiet Perf@QdP) are utilized. They are assumed to be
periodically allocated in the transmit signals fpgneral spectrum sensing. An allocation of QP is
shown in Figure 3-60. The opportunistic transmittees not transmit any signal in QP so that it can
perform general spectrum sensing. Since we assinaie the opportunistic system knows the
incumbent system in Figure 3-59 is active by the-lpeation database information, this QP is used to
detect the other incumbent systems or the othesrtyopistic systems.

IQuiet Period (QP) » Time

or | | or] |

Opportunistic signal I | I

Incumbent signal I

e
TP <

\ 4

NQP NON
Figure 3-60: Quiet period allocation

It is assumed that the monitoring node knows tha@nty of QP and its duration. By using this
information, the monitoring node separately meastine received power of signals in QP and that in
transmission period. The difference of these remkigowers corresponds to the interference power.
Thus, QP-based power estimation of the interfersigrgals is performed by

79/140



QoSMOS D3.5

Nop+Non—1 Nop-1
=1 QZ|r[k]|2—i ; | r[k] P Eq. 3-89
NON k:NQp NQP k=0

whereNgr andNoy are the number of samples in the QP and in tmsitnéssion period, respectively.
r[k] denotes the received signak&tsampling time and is expressed by

rlk] = i[k] + gk] + nk] Eq. 3-90

wherei[K], gk], and n[k] denote the interference signal, the incumbenaigand white Gaussian
noise, respectively. For simplification, it is asgd in Eq. 3-90 that the channels for the interfeee
and the incumbent signals are AWGN channels.

As explained in the previous subsection, the meakinterference power is used to compensate the
path-loss prediction error. Since the path-lossdipten error is usually expressed in dB, it is
convenient to also evaluate the measurement emrodB. Therefore, the measurement error
represented by

e = | 4o =l 4o =10l0g T —10l0g| Eq. 3-91

is used, wherg, lgsm, and [, denotes the actual interference power in the fideanain and the one
in dB, and the estimated interference power inrdBpectively.

To evaluate the QP-based power estimation, sinamgtivere conducted. The simulation conditions

are shown in Table 3-8. The interference signalsevget to be OFDM signals with 1024 FFT points

and 72 guard interval points. Its powér\as normalized to 1 in the simulation. For theidure of

the interference signals, we assumed that one ramtef was composed by 14 OFDM symbols. In

addition, the total signal length to be measured 8&t to be 10 and 200 sub-frames. For example, in
LTE systems, 10 and 200 sub-frames correspond tosl@nd 200 ms. The QP duration was chosen to
represent 10% of the total signal length, whichresponds to 14 OFDM symbols for 10 sub-frames

and 280 symbols for 200 sub-frames. On the othed hthe incumbent signals were assumed to be
white Gaussian noise for simplicity. As describe®ection 2.3, SNR was set to 30 dB.

Table 3-8: Simulation conditions for QP-based poweestimation

Interference signal OFDM (FFT points: 1024, Gl pgsirY2 )
QP duration 14 / 280 OFDM symbols
Transmission duration 126 / 2520 OFDM symbols
Incumbent signal Approximation by white Gaussiarseo
SNR 30dB

The Root Mean Square Error (RMSE) of the interfeeemeasurement (Eq. 3-89) is shown in Figure
3-61. The RMSE can be a basic metric for evaluatiegaccuracy of the measurement techniques.
From the figure, it can be seen that the RMSE dsa®as ISR increases. When the ISR is higher than
-10 dB, the RMSE of 10 sub-frames and 200 sub-feamets close to 0. In this region, the
measurement error does not impact the path-losspeosation accuracy in the interference
monitoring. Meanwhile, when the ISR is lower th&0 dB, impacts caused by measurement error in
the path-loss compensation needs to be considstmth. a measurement error has to be at least lower
than the path-loss prediction error in order toriowe the CIR estimation accuracy. For example, the
error of ITU-R P.1546 propagation model is 13.2idBtandard deviation [Grosskopf06]. In addition,
the measurement error values might become negainger lower ISR conditions due to the
estimation error which is caused by the inadequeteraging time. Since any power cannot be
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negative, such a situation has to be considerethénpath-loss compensation of the interference
monitoring.

14

12

A

[EnY
o

(0]

RMSE [dB]

10 sub-frames

4 i
200 sub-frames
2 ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 1
0
-40 -30 -20 -10 0

ISR [dB]
Figure 3-61: RMSE performance

3.2.3 Interference Measurement Using Cell-specific Referee Signals

Interference monitoring has been proposed aimirgnisad realisation of incumbent protection and
maximising capacity of opportunistic systems. Sgipg cases where multiple opportunistic
transmitters are operating in the same TV chanhelpower of each interference signal needs to be
known for the IM. Hence, the objective of the studyto develop algorithms which can accurately
measure the power of each interference signal fidE downlink signal. To achieve this objective,
cell-specific Reference Signal (RS) based methoduded. This method can distinguish each
interference signal.

Cell-specific reference signals material can bevered from [3GPP 36.211]. In [3GPP 36.211] it can
be found that there are 4 cell-specific RS per ResoBlock (RB), per antenna (when 1 antenna and 2
antennas are being used). Using the cell-specBidaRice described in [3GPP 36.211], the UE i®abl
to distinguish a cell from another neighbour cell.

The cell-specific RS sequences are QPSK modulatediefined by:
1 1
R m) =——(1-20@2m|)+ | = (1-2[@2m+ 1), m=01...2N3>P" -1 Eq. 3-92
S,ns( ) \/E( [ ]) J\/E( [ ]]) RB q

wherens is the slot number within a radio frame dnid the OFDM symbol number within the slot.
The pseudo-random sequencesre defined by a length-31 Gold sequence, angsleedo-random
sequence generator is initialised with

Cre = 2°0{7 T, +1)+1 +1) 2 INS" +1)+ 2INE" + N, Eq. 3-93
at the start of each OFDM symbol, whé&ig> = 1 for normal CP and 0 for extended CP. Please no
that the value;,; is unique per cell.
3.2.4 Comparison of the QP Method with Cell-Specific RS Mthods

Please note that for computing the RMSE of therfetence measurement from Figure 3-61, the
negative estimated values of Eq. 3-89 have beetecteg. However, this is no longer the case for
cell-specific RS-based methods. For this kind othmods, the estimated interference is computed in
terms of absolute value. In the further paragrapts,cell-specific RS methods have been considered:
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e Cell-specific RS method I. This method assumes egie synchronization and is being
employed after the FFT operation at the receivis, sifter the CP is being removed.

* Cell-specific RS method Il. This method is usingaarelation of the received opportunistic
signal in time-domain with a signal template knowradvance by the receiver. This template
is locally generated by the receiver and is hasugwal OFDM structure but it contains only
pilots without any useful data. This concept istar represented in Figure 3-62: the top
figure represents an OFDM signal composed fromulisidta (blue) and RS (red), and the
bottom figure represents the OFDM signal templat@posed from RS only (red).

OFDM symbal clic Prefix
Transmitted Y Cy

signal {_J\_l rl‘l R
) 1 T [1 _
FEe R O I = I = 1 == = 1

Signal used in the OFDM symbol Cydlic Prefix
Correlator as a
template ﬁl\—l rl >
1 I -
Sub
il S 1 = I N = I = O = I I

Figure 3-62: Description of cell-specific RS methodsing correlation in time-domain

Cell-specific RS method | used for estimating theiference can be described by

B St 111 S11] IRy yiiea N E R TR S

NRS NRS

2 2

Eq. 3-94

where Ngs is the total number of RS from the lattice struetdescribed in [3GPP 36.211]. As
previously mentioned, the lattice structure prosidee position of the RS after the FFT operation at
the receiver sider is the total received signal on the RS positiomsnf the lattice,RS[j] is the
(known) cell-specific reference signal on the reedisamplg, n[j] is the received noise sample on
RSj, ands[j] is the received DVB-T sample on RS

Cell-specific RS method Il used for estimating ithterference can be described by

2
~ 1 < . . . < r.1-P
| = OSTSQiﬁcp—A(‘WZFO(\/r Wj+7]+n[j+7]+s[j+ r])EﬂRs[j]‘ GR—'} Eq. 3-95
where N is the total time-domain number of samples usedeftimation,VI -i is the received
opportunistic signal of power, i is the received normalized opportunistic signad,is the known
signal template computed from the known cell-spe&tfS,n[j] is the received noise sampjendsj]
is the received DVB-T samplie P/Pgs is the known power ratio between the opportunisignal
containing both useful data and RS, and betweesigmal containing only RS.

Figure 3-63 presents a comparison of cell-sped#e method | with cell-specific RS method I
assuming perfect synchronizatiarxQ). The comparison has been performed for a 5 MHz signal,

for a 10 ms and 200 ms measurement period respsctiVhe figure presents the RMSE and the
standard deviation (STD) of the measurement evensus ISR in dB. The ISR has been varied from
-40 dB to 0 dB and it is the time-domain ISR, asséttion 3.2.2. It can be easily seen that the
performance of the two cell-specific RS methodsimilar when assuming perfect synchronization.
Since the cell-specific reference signals are igitiduted in the entire frequency band, metho@s h
the advantage of capturing less noise. Howeverpaped with method I, method Il beneficiates from
the use of CP and therefore the performance ibthlipetter as confirmed by Figure 3-63.
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Figure 3-63: Comparison between cell-specific RS rtied | and cell-specific RS method II,
assuming perfect synchronization%=0)

In Figure 3-64 it is represented the RMSE and th® &f the measurement error [dB] versus ISR
[dB], for all the IM studied methods. The resultsr this figure have been obtained for one 5 MHz
LTE transmitter. The measurement used 1 antenmd,0fand 200 ms measurement durations, 10%
quiet period (for QP-based method), SN&R= 30dB, 1000 realizations, without fading. The kssu
for cell-specific RS method | have been obtainedsbpposing a perfect synchronization of the
receiver used for measurement. However, cell-siped¥S method Il is not assuming perfect
synchronization and the interference estimatiors pifie synchronization is performed by employing a
correlation in time-domain. By comparison with Higu3-63, one can easily see that the wrong
synchronization modifies the RMSE, especially forrhs measurement duration when the receiver
cannot synchronize perfectly for all realizatiohthe ISR is below -25 dB.
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Figure 3-64: Comparison between cell-specific RS rtieods and QP methods

It has been found that for cell-specific RS methdds 200 ms measurement duration, the RMSE is
less than 3 dB. However, at low ISR, 10 ms seeni®tan insufficient measurement duration since
the RMSE is above 4 dB. It can be also seen teaQtR-based method is better than cell-specific RS-
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based method only for high values of ISR (above dB). A similar result can be found when
analyzing the PDF of the measurement error in EiQ465. The PDF peak of QP method is centered
on 0 dB measurement error and is higher than teodrcell-specific RS method, indicating better
performance of QP method at high ISR. The histograave been further compared with reference
Gaussians having the same variance and mean hgad lieen found that for ISR = 0 dB, the PDF of
the measurement error [dB] is almost Gaussian.

QP Method 200 ms, ISR= 0 dB Cell-specific RS Method I, 200 ms, no Fading, ISR= 0 dB
Il Histogram

[ Histogram
— Ganssian with same variance and mean —Gaussian with same variance and mean
30 30 1

PDF(Meas. Error [dB])
ot 1
Error [dB])
2 ¢

PDF(Meas.

( L i i i
02 015 0.1 0,05 0.05 0.1 0.15 0.2

X O
Meas. Error [dB]

Figure 3-65: PDF of the measurement error [dB] forQP (left hand side) and cell-specific RS
method Il (right hand side) for 200 ms

For simulations under fading effect it was consedean Extended Pedestrian A model as in [3GPP
36.521] and [3GPP 36.141]. Figure 3-66 clearly shtivat under fading, the performance of the cell-
specific RS method is affected by an asymptoticnidloand the RMSE does not reach 0 dB when ISR
= 0 dB. In high ISR regions it is better to use IQ&hod.
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LR 3 ; —-#-RMSE of Cell-specific RS Method IT (200 ms)

R . A f —8—S8TD of Cell-specific RS Method 1T (10 ms)
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RMSE and STD of Measurement Error [dB]

Figure 3-66: Comparison between cell-specific RS rtieod Il and QP method, under fading
effect

3.3 Identification of Opportunistic Systems
3.3.1 Generalities

In September 2010, FCC published a second MemomandleCC10] that allows TVWS
communication for the specific application of “sup®i-Fi hot spot” (See [QoSMOS_D13] for more
details). For this application, spectrum sensingadonger mandatory and only database solutioms ar
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required to protect the incumbents. From [OFCOML@hn be understood that the regulation in the
UK is likely to follow the same trend.

The database solution catalogues the incumbentsishand provides a portfolio of channels that
could be used by CR systems. However, this pootféleld by the regulator, is for protection purpose
only and does not provide any information about R €/stem that could appear in the “white”
channels. A second tier database, aimed at oppstituasers, could be held by other stakeholders to
complete the portfolio with real-time informatiobaut the whole spectrum at certain locations. The
white space opportunistic usage is likely to endwifth very dynamic situations where sensing may
provide relevant information about achievable ligkiality and appropriate back up channel
identification. As a consequence, white space manij by sensing is gaining importance in
comparison to sensing for incumbent protection.

The requirements for opportunistic user detectibierdfrom the ones to be considered for incumbent
detection. In the case of incumbent detectionsitdaquired to have an extremely high detection
probability ratio which translates into high sei#fiy detectors using a priori knowledge about the
system to detect. Matched filters or feature bakstdctors fall into this category. On the otherdian
opportunistic system waveforms may vary signifibaand less a priori information can be exploited.
The sensitivity requirement can be relaxed in thise though.

For these reasons, WP3 should carry on refining rdguiirements, the sensing method and the
framework of the sensing device, and this sectiénth®@ document will address these new
considerations.

The first idea is related with the WP4 works whigtopose new techniques for the PHY layer
modulation used by the opportunistic systems. Intiqdar, FBMC (Filter-bank Multi-Carrier)
modulation appears to be a promising alternativ®@lebM modulation, and a solution is proposed to
detect this new modulation in section 3.1.4. In literature, a FBMC sensing technique has been
proposed in [Zhang08]. They propose to insert csteliionary signatures in the OFDM/OQAM
transmitted signal in order to achieve efficiegnsil detection. A common work between WP3 and
WP4 has been performed in order to have a joingdex the PHY layer and the sensing technique.

The second idea is to address the multi-band deteamong the portfolio of channels that could be
used by opportunistic systems. The multi-band teglen should detect opportunistic signals over
multiple frequency bands rather than over one katna time. As the sensitivity requirement can be
relaxed, a low complexity low latency method is eleped in order to have a fast answer of which
band could be used by a new opportunistic user.

Finally, as the opportunistic system waveforms wary significantly, an opportunistic receiver could
have the functionality of classifying and identifgi the waveforms that are potentially present in a
band. Many studies have been proposed to identifl characterize standards. However, they are
locally optimal solutions, dedicated to a resticteimber of standards (for example, standards based
on OFDM modulation [BouzegziO8]). The issue thatlklbe addressed is the definition of an
algorithm which fits best with all the constrairdé a multi-standard system. In this context, blind
system identification could be proposed in ordegxtract and identify the characteristics of a giene
waveform.

3.3.2 Watermarking

CR system can use different approaches to deterspaetrum occupancy. The first is to query a
database of the positions of the radio transmitheis their parameters (power, frequency) in order t
deduce a map of the spectrum occupation. Anothproaph is to directly detect the signals using
spectrum sensing approach. If the first can propeefectly the incumbents, it could not help the
management of resource allocation among opportanisters. Detection techniques must be
specifically adapted to the opportunistic users.
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The detection of opportunistic users may be comsildy the joint approach of the design of the
physical layer of opportunistic users and the desigtheir detection.

In the literature, many detection techniques haenlproposed. Those that offer the highest levfels o
sensitivity for a given detection time are thosatthse a priori information of the signal. However
some signals do not contain many intrinsic sigrestuin that case only blind algorithms can detect
them.

The proposed solution relies on the following iddee detection can be considered by the explicit
introduction of specific signatures (or watermdrkjhe transmitted signal.

3.3.2.1 State of the Art

The introduction of signatures in the transmittéghal has already been addressed in the literature
[Sutton08], [Zhang08]. They propose to insert cgtdtionary signatures in some carriers of the signa
to obtain an efficient detection of the signal. 3&iesolutions are highly dependent on the modulation
used (OFDM, FBMC, etc.) and reduce the spectradieffcy of the system.

Unlike [Sutton08] and [Zhang08], the proposed soldmto insert a signature independent of the
modulation used. It does not insert cyclostatiorfaptures into the signal but adds a watermark. The
detection scheme differs from conventional detectbecause it relies on the detection of the
watermark, not the detection of the useful signal.

In our approach, the watermark is inserted witheeyMow power in order to keep the transmitted
signal. Thus, a receiver must be able to demodutetesignal without knowledge of the watermark.
Only the detector uses the watermark to detecsitirel.

3.3.2.2 Signal Detection Using Watermark Insertion
3.3.2.2.1 System Model

In order to introduce the system, the study caserevhn opportunistic user "User 2" wants to use the
spectrum white spaces of incumbent systems is deresi. Before performing its communication, this

user must detect whether the free bands are al@ampied by another opportunistic user "User 1" or
not. The principle of the proposed detection isniert a watermark in the transmitted signal and to
use this watermark to help their detection by otmgortunistic users.

Figure 3-67 describes the system model of the watde insertion in the signal of user 1 and its
detection by user 2. This figure describes two coamication chains:

e The transmission of user 1 through channel 1 ireotd test the influence of the watermark
insertion on the quality of the user 1 demodulation

« The transmission of user 2 through channel 2 ireotd test the quality of the detection of
user 1 by user 2.

Opportunistic user 1 NOife 1
Baseband Baseband
modulation + g sl demodulation

Noise 2
Watermark 5
5 R é_) Spectrum
o 5 Channel 2 sensing

Figure 3-67: System model of the watermark insertio in the signal of User 1 and its detection by
User 2

Opportunistic user 2

A
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The proposed watermarking scheme is based on tkermarking of an audio signal described in
[Baras06] where the hidden information is inseited an audio signal.

The proposed watermarking consist in adding theatig(t) with the signabk(t). With the watermark
power g,’=1, the power of the watermark insertion in thenalg(t) depends only on the coefficieat
and is characterized by the ratio WSR (Watermagi¢mal Ratio) given by:

S

aZ
WSRZlOlOQL{?], Eq 3-96

with g2 the power of the transmitted signal.

The watermark is defined by its powerand its lengthL. In a first step, we consider that the
watermark follows a Gaussian distribution i.@(t) ~N (O, va).

The watermark inserted into user 1 should imprdgedetection by other users. The aim of the
detector is to detect the presence of the waternmatkto detect the signal. Thus, the detectionlmn
stated as the following hypothesis (in the casenoAWGN noise):

{Ho 11, (1) = n, (1),

H, 11,(1) = a w(t) +s()+n, (1) Eq. 3-97

n,(t) is the reception noise. The case whegasHhe presence of a non-watermarked signal cam al
be considered, that is:
Hy 11, (1) = s(t) +n, (1) Eq. 3-98

The detection is performed by computing the coti@ta between the received signal and the
watermark that must be known by the receiver. Tutpwt of the correlation is given by:

(N, w) :
coiW) L SHo Eq. 3-99
L (s+ nz,w>+a SiH.,

L is the length of the watermark and is also thelmemof samples used to compute the correlation.

The decision variabl& is then computed:
T = max(E[c]) Eq. 3-100

wherekE [] is the mathematical expectation operator. lacfice, the detector uses a total number of
sampled\s to estimate the expectation value.

3.3.2.2.2 Implementation of the transmitter

Figure 3-68 shows the insertion of the watermat& the transmitted signal. It consists of adding th
watermark to the digital transmitted signal. Thss done so just before the Digital to Analog
Conversion (DAC).

To set the system, the most important parametthveisnsertion powerr characterized by the ratio
WSR defined by Eq. 3-96. This ratio should be ahtis possible so that the insertion has the least
influence on the useful transmitted signal. Tygicahe simulation results show that a ratio of B5d
does not degrade system performance.
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The choice of code is also important. It is chardzed by its length. and must have good auto-
correlation/cross-correlation properties to be lgadetectable. It must also be uncorrelated with th
useful signal.

In the simulations, a Gaussian random sequencal (&dgocorrelation property) is first used. Then,
codes of literature conventionally used in sprepdcsum systems [Kohno95] as in UMTS are
utilized. These codes are orthogonal, however tbiure is not essential. Pseudo-random non-
orthogonal codes, such as the Gold codes, coule Ibasn used.

Digital

modulation DAC ™ RF

w(t)

Figure 3-68: Implementation of the watermark inserton
3.3.2.2.3 Implementation of the Detector

Figure 3-69 presents the architecture of the dete€irst, the correlation is performed between the
received signal and the code used in the trangnsitie. Then the expectation operation of Eq. 3-100
must be estimated. This operation could be perfdriyea first order IR filter. The length of thdtéir

is denotedN and is directly responsible of the time needeprtwvide the decision.

{ RF —» ADC +H» Correlation

w(t) J

Figure 3-69: Implementation of the detector

A 4

Averaging Filter —» Max —» Ho/H;

By increasing\, the accuracy of the estimation is increasingtaedefore the algorithm can detect the
presence of the watermark with a lower signal tid@oatio. Once the average performed, the decision
is done on the maximum output of the filter.

Code length=1024

380+ B

300 - B

250

N=8 ;

200 H

-180 b

1 1 1 1 1 1
2000 4000 G000 8000 10000 12000
Sample

Figure 3-70: Output of the averaging filter
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L being the length of the watermark, the numberaaigesNs used for the detection is:

Ns=N.L Eqg. 3-101

Figure 3-70 illustrates how the detector operatgsstiowing the output of the averaging filter. It
shows the correlation peaks that increase gradaalthe average is calculated.

3.3.2.3 Theoretical Performance

This section presents the theoretical performarfcéhe proposed system and a validation with
simulation results. These results are importasetdhe system's parameters.

3.3.2.3.1 Watermark Insertion Sensibility

First, the influence of the watermark on the traission quality of user 1 must be evaluated. Taking
Gaussian assumptions (s(t\)({),asz)), theoretical Bit Error Rate (BE#Rs:

1 E
BER,==erfc( [—2—), Eqg. 3-102
T, No+20’) q
with E, the energy per bitN, the spectral density of the noisg(t) and erfc the well-known
complementary error function.

Figure 3-71 shows the theoretical BER for differéf6R. Performance is compared with simulation
results. For the simulations, the sigs@) is an OFDM modulation with 4-QAM non-coded syoid

per sub-carriers. The number of sub-carriers isos&024, producing a zero-mean Gaussian signal due
to the central limit theorem. The watermarf) is also a Gaussian signal.

Figure 3-71 shows that the simulation performanedegtly matches the theoretical curves. The
results show that the watermark insertion leadan,/N, degradation less than 1 dB (for a target
BER of 10°) and for WSR less than -15 dB.

3.3.2.3.2 Signal Detection Characteristics

The performance of the watermark detection is eatelli Taking Gaussian assumptions for the signal,
the code and the noise, the correlation outpuititat could be derived as:

2
N(O,%) if H,,
u~ ., Eq. 3-103
+ .
N(o,%)m if H,.

S

Figure 3-72 shows the density of probability of tduerelation output u for both hypothesis &hd H
(with Ns=128, WSR=-5 dB and SNR=-15 dB); tiensity average is 0 while;ldensity average is 51
samples.

The probability of detection PD depends directly tbe choice of the detection threshdld This
choice is a trade-off between false alarms and gi@beictions as shown in Figure 3-72.

Non-detections represent the red area in Figurg. 3 e non-detection probability PND is computed
by:
PND = Prob(u< A[H,) = L —lerfc(%),
2 2 ﬁas +0; Eq. 3-104

Ns

89/140



QoSMOS D3.5

Finally, the detection probabilityD is given by
PD=1-PND Eq.3-105

False alarms represent the blue areFigure3-72 The theoretical false alarm probability is gi\
by:

PFA=Prob(t= A|H,) :lerfc<—/] =),
2 o Eq.3-106

V2

Q

Figure 3-71 Insertion sensibility: BER versus E,/N, for several watermark power WSF

0=04 (WSR=-5 dB) - N =128
' ! ! ! ! _ !

A

=

Density of probability

0 40 0 a0 100 120

-6l -40 -0 0 2 .
Correlation output

Figure 3-72: Density of probability of the correlation output for Ho and H;

Figure 3-73 shows the theoreticdPFA and the theoretical ND for different WSR. Performance
compared with simulation results. The simuln settings are the same as Figure 3-71. The
detector useNs<= 8192 samples with a code len(L=1024.Figure 3-73 shows that the simulatic
performance perfectly matct the theoretical curves. The results show that Gamsnditions (fo
the signal, the watermark and the noise) leads tefficient detector where signals witNR down to
-20dB could be detecte
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Figure 3-73: raise aiarm propapility ana non-aeteaon propaniity versus aetection threshold

3.3.2.4 Simulation Results

In this section, FBMC modulation with 256 sub-carsiis performed on 4-QAM non-coded symbols.

It has been shown [Noguet11] that this modulat®a good candidate for the opportunistic use of the
spectrum. Furthermore, this modulation suffers frigsnlack of cyclostationary features so being a

good study case for the watermarking technique qeeg herein. The watermarking is performed

using a Hadamard code with L=1024.

The main feature of a detector is its sensitivityel expressed in SNR. In the following, the sévigit
is the minimum SNR that the detector could sengle RD = 95% and PFA = 10%.

The first results show how to increase the detactiensitivity using 2 parameters of the systenss: th
insertion strength WSR and the detection ta&imulation results are introduced in Figure 3andl
Figure 3-75.

Figure 3-74 shows the detection probability asraction of SNR for several insertion strengths WSR
and forN=1. Figure 3-75 shows the detection probabilityadanction of SNR for a WSR of -15 dB
and for several duration of detectibh In both results, the fixed threshold leads toabd alarm
probability of 10%.

Simulations results in Figure 3-74 show that theéewaark allows the detection of signals with SNR
between to -1.5 dB and 11.5 dB for a WSR varyintgveen -20 dB and -5 dB. The choice of WSR
depends on the targeted link quality. In the follogy WSR=-15dB will be used.

Results in Figure 3-75 show how improving the sigihegtection by increasing the integration time.
Around 2 dB are gained by doubling the integratiome leading to a detection sensitivity of -8.2 dB
for N=8.

Then, performance of the proposed detector is coedpwith those of the energy detector. Figure
3-76 shows the sensitivity in SNR as a functionhef integration timé\ for both watermark detector
and energy detector. The sensitivity increase®iffdst the watermark detection than for the energy
detection. Thus, for an integration time highemti®a the watermark detector outperforms the energy
detector. FON=16, a 3.4 dB gain is achieved.
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Figure 3-74: Detection probability versus SNR for dferent WSR
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Figure 3-76: Detection sensibility in SNR versus tegration time N
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3.3.2.5 Conclusion

A new signal detector for cognitive radio systeras been introduced. It detects the watermark that
has been inserted in the transmitted signal at rg l@v power. Theoretical performance and
implementation discussion allow the setting of flystem through the trade-off between the signal
detection performance and the degradation of thenmanication quality. In realistic conditions,
simulation results show that the proposed detemitperforms the energy detection and could detect
SNR down to -11 dB with a reasonable detectionteha

3.4 Blind Frequency Localization

The Localization Algorithm based on Double-threslgy (LAD) method was originally proposed in
[Vartiainen05]. The LAD method is a blindly operagisignal detection method that can be used in
spectrum sensing by detecting the presence or ebsdra signal. It detects frequency domain signals
whose relative bandwidth is less than 90% of thdist bandwidth. The purpose of the LAD method
is to reduce the problems of falsely separateddmtelcted signals. The LAD method is based on the
usage of two thresholds, the upper and lower tloldsh The lower threshold avoids separating a
signal, as the upper threshold avoids false sigaesdction. The LAD thresholds can be calculated, fo
example, using the Forward Consecutive Mean ExcifiCME) algorithm. The FCME algorithm is
as an energy detector and, thus, not suitable fecteum sensing purposes as such. However, the
thresholds calculated by the FCME method can be imsthe LAD processing.

The FCME algorithm is a forward type outlier detectmethod that obtains the detection threshold
blindly, i.e., without the knowledge of the noisewer or detected signal types. The iterative notch-
type FCME algorithm uses the Constant False AlaraleRCFAR) principle used in the energy
detection of unknown signals. In the CFAR type rod#) the threshold setting is performed using a
predetermined false alarm rate, so the probalbfitialse alarm stays constant. The FCME algorithm
separates the set of samples into two sets: naisgpls set below the threshold and narrow-band
signal sample set above the threshold. Thresholahpetery.. is selected based on the desired clean
sample rejection rate [Vartiainen10_2] and squdfedjuency domain) samples are rearranged in an
ascending order according to their sample energppuf10% of the smallest samples are selected to
form the initial setQ. Iterative threshold calculation consists of tweps. At step one, threshold

W= Kemd? is calculated, whereis the mean. At step two, sampleg are added to the sét Steps one
and two are repeated until there are no new santygiesv the threshold. As a result, samples above
the threshold are signal samples. The thresholohges illustrated in Figure 3-77.

' N yd \
@ & 00 0 0 0 00 0 o
( ) \
pd | )
~— e /
— - N P4
- I . o

noise (+ wideband signal) narrowband signal
threshold

Figure 3-77: The FCME threshold setting procedureThe threshold separates signal samples
(dots) into two sets: the noise set and thenarrowamd signal(s) set

In the LAD method, the threshold setting algorithenrun twice with two different threshold
parameters, i.e., the upper)(and lower ) threshold parameters so that )5, to get the uppery)

and lower f) thresholds. After the threshold calculation, adj# samples above the lower threshold
are grouped together to form a cluster. If the datgelement of a cluster exceeds also the upper
threshold, the cluster is decided to correspond signal. The LAD method can be used to estimate
the bandwidths, centre frequencies and SNR valfieseweral unknown signals. After the LAD
processing, there am’ estimated sets of narrow-band signals and one seis The SNR estimate for
thek™ k=1, ...,m; estimated narrow-band signal is [Vartiainen10_2]

93/140



QoSMOS D3.5

SNR; =z~ Eq. 3-107

whereP} = tz |1, ()%, where{l } is the received frequency domain sample set betgnigi thek™”

estimated narrow-band signal shit,is the number of those samples, @)= KlZ |W(n)|?, where
{W(n)} is the received frequency domain samples belontprifpe noise set, and is the noise set
size.

The LAD method has several enhancements. The LA wdjacent Cluster Combining (ACC)
proposed in [Vartiainen07] uses an extra test dffterlLAD processing. That is, one or some samples
are allowed to go below the lower threshold withbrgaking the signal into two parts. This reduces
the frequency fluctuation and significantly imprevehe performance without increasing the
probability of false alarm too much. The LAD ana thAD ACC methods are illustrated in Figure
3-78.

NI LY
LV

A VAN, YA

bandwidth

Figure 3-78: The LAD and the LAD ACC methods. Red iccle denotes the sample(s) that ACC
allows to go below the lower threshold without breking the signal

The LAD with Normalized Thresholds (NT) was proposen [Vartiainen07] to reduce the
computational complexity. There, the threshold adcalated only once, and the upper and lower
thresholds are derived from that using constanfficeent. The drawback is that the desired and
obtained false alarm rates are not equal. Thiscgghr has been used in [Vartiainen12]. There, the
mean from the one threshold was used and 10/6 dBagded to get the upper and lower thresholds,
respectively. Doing this, the thresholds are notgensitive to the changes in the noise.

The two-dimensional (2-D) LAD method originally mased in [Vartiainen10_3] corresponds to
binary detection that is used in radar systemseQhe LAD method has clustered the samples, there
arem’ clusters caused by unknown narrow-band signalsalsof the needless separation of signals,
the number of estimated signals is usually largantthe number of present signaisthat is,m’>m.

This problem can be solved using the 2-D processiing 2-D processing considaersonsecutive
sweeps a.k.a. time instants (LAD/LAD ACC resultg) that one frequency domain sample is
considered in time. When a frequency domain sarbplengs to the signal at legstimes out ofr

time instants, that specific frequency domain sanipldecided to belong to the signal. The goabis t
reduce the time fluctuation. A flowchart of the LABethods is illustrated in Figure 3-79.

The threshold parameters are usually calculateeldbas the desired clean sample rejection rate which
is to be decided. The resulting threshold parametary according to the assumed noise distribution.
For example, the larger the desired clean samjgetien rate is, the smaller the threshold paramete
is. This yields to small threshold and large amaeirfialse alarms. The proper choice of the desired
clean sample rejection rate depends on the appiicanhd situation. In spectrum sensing applications
low threshold parameter causes falsely detectathlsigas large threshold parameter may cause that
the signal is not detected at all. The control e$iced clean sample rejection rate is important in
spectrum sensing, because it is directly relatedhto loss of spectral opportunities and to the
interference caused. The proper threshold paramedes considered in [Vartiainenl0 2]. The
thresholds can be set also manually, but thenalse falarm rate is not controlled if the noise lése
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unknown as it usually is. In [Lehtomé&kill], medidtering with the FCME algorithm (MED-FCME)
was proposed in order to enable stable thresholds & the cases when there are no signal-free
reference samples. The performance of the MED-FGMEEh uses adaptive noise floor estimation

was studied using indoor measurements in ISM-band.

Calculate upper and lower thresholds
using the FCME algorithm twice

Group adjacent samples exceeding the lower
threshold into the same cluster

s the larges

NO
» element of a cluster Cluster is
above the upper ignored
threshold?

YES

Cluster is
accepted

Is a specific sample
from signal at least p
times out of r time
instants?

Are any two accepted
clusters separated by n
or less samples?

Sample is
signal sample '
Sample
is noise
sample

These clusters and these n samples are
joined together to form one cluster YES

Any
samples
left?

Figure 3-79: Flowchart of the LAD methods

The LAD methods have several benefits. First, n@-smformation is needed. In other words, no a
priori information about the signals, their paraemst modulation, etc. is needed. Thus, the LAD
methods are blind. The only requirement is thatdigaal(s) should be narrow-band with respect to
the studied bandwidth. Second, the computationaipdexity of the LAD methods is relatively low. It
is Nlog;N because of the fast Fourier transformation andrgprifhe sorting can be done using, for
example, Heapsort or Quicksort. The clustering #red2-D processing have no effect to the overall
complexity [Vartiainen10_2]. This enables real-liflmplementation. In 2010, the original LAD
method was implemented on the wireless open-acessarch platform [H&anninen10].
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The LAD methods calculate the thresholds using sa@ssumption about the noise distribution.
Usually it is assumed that the noise is Gaussiaweyer, this is not necessarily true in practic@als
been shown that the LAD methods are able to opensa though the noise is not pure Gaussian but
from real-life measurements [Vartiainen10_2].

The LAD methods in multi-path situations have beensidered, for example, in [Vartiainenl11_2],

[Vartiainen12]. In those papers, real-life WLAN lolsnwere considered and real-life tests were
performed. In [Vartiainenll 2], fixed phase shifigere used, as in [Vartiainenl2], ETSI

BRAN/WLAN channel models B and C with random phabéts, Doppler effect and fading were

used. In both papers, the LAD methods performeg¢ vell. As expected, the 2-D LAD method

outperformed the LAD ACC method. However, no MATLAdEmulations about a multi-path case
have been presented until now. In the MATLAB sintiolas there were one sinusoidal signal with 0-2
multi-path components and AWGN noise. The matherahihodel can be expressed as

2
s(t) = A(D)d(t) + Z ad(t — 47) Eq. 3-108

i=0
whereA(t), d(), a; andt,; denote amplitude, received sinusoidal signal, @og# of i multi-path

and delay ofi"™ multi-path. The length of the FFT was 512 samples] the bandwidth of the
sinusoidal signal was 0.2% of the considered baditiwiThe upper and lower threshold parameters
were 13.81 and 2.66, respectively, and the ACCrperar was 3. These parameters have earlier been
noticed to be proper choices [Vartiainen10_2]. €heere one or two multi-path components with
random phase shifts and with delays of 1/2/3/51&&0 time domain samples and powers of 50% (1
multi-path component) and 25% (2 multi-path compuiske from non-multi-path component. The
number of Monte Carlo iterations was 5000. The ati&te was performed if the method found the
signal on the right frequency bin. Here, 98% débecprobability means that in 98% of the cases, the
signal was found. This is used instead of 100%adtiete probability because at multi-path case, the
detection probability had some fluctuation aroufd% because of the very narrow-band signal. The
results for the LAD and LAD ACC methods are presedrin Table 3-9. The results are the same for
the LAD and LAD ACC methods because the studiedaigvas very narrow-band sinusoidal and
clustering was not needed. It can be seen thatdryestudied case, there was no detection los8%t 9
detection probability when compared to non-multippaase. In other words, in order to detect the
signal in 98% of the cases, equal power is requireein compared to non-multi-path case.

Thus, the only difference between the non-multhpahd multi-path case is that when the signal is
very narrow-band, i.e., covers one frequency bir, grobability of detection did not reach 100% in

the multi-path case. Instead, there is some flticmabetween 99.8%...100%. When there were 2
multi-path components with delays of 2 and 5 timendin samples and the powers were equal which
is quite an unrealistic case, the detection prdivahdid not reach 100%. Instead, it was at most

between 96-98%.

Table 3-9: Simulation results in the multi-path cae for the LAD and LAD ACC methods

# of multi- Power Delay 98% detection
path (From non-multi-path (Time domain probability compared to

components component) samples) non-multi-path case

1 1/2 3 No loss

1 1/2 6 No loss

1 1/2 8 No loss

2 1/2, 1/4 1,2 No loss

2 1/2,1/4 2,5 No loss

2 1/2, 1/4 10, 20 No loss
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4 Distributed Processing and Data Fusion

In this section, the focus is made on distributeatessing and data fusion. In this case, measutemen
come from spatially distributed sources.

This section is divided into three subsectionsesponding to:

» Theinfluence of metrics parameterization(latency of data transport, resolution of the data
sent to the data fusion centre)

e Collaborative spectrum sensing basedeta reputation system

« Impact of mobility (which is one of the main concerns of Q0SMOS) atspm sensing

4.1 Influence of Metrics Parameterization
4.1.1 Scenario and Main Issues

Figure 4-1 depicts the coexistence of an incumtsystem with an opportunistic system. The
incumbent system has a transmitter and the cognitidio system has sensing nodes (which can be
incorporated in the CR terminals). The nodes sémsespectrum and send the data (with eventually
some processing) to the data fusion centre wheleceion is made about the presence or absence of
an incumbent transmitting source. The figure showly one incumbent transmitter but in practice
several incumbent systems may be considered asaerige CR sensors have the capability to scan
several bands. The same principles apply whethaesidering one or multiple possible incumbent
systems.

BSorTV
ransmitter

Sensing Node (SN)

Figure 4-1. System and concept under analysis

There are several issues in sensing incumbent usarsnobile wireless environment. Some of them
depend significantly on the nature of the incumheggr while others are caused by the variability of
the wireless channel between the incumbent tratexts} and the opportunistic sensing node(s).

If the incumbent user is continuously transmittorgsilent during a long period of time, as it happe
with TV transmitters then there is not much conaosith the time needed for detection. However, in
some cases the incumbent may have bursty traffib Wie on and off periods lasting a few
milliseconds. This implies that the opportunistseuneeds to detect onset of incumbent and swigchin
off in real time to avoid causing harmful interfece to the incumbent user. The sensing challenge is
significantly larger in this latter case. For lowtdrference to the incumbent and high spectral
efficiency for the opportunistic user, the detectitelay for on and off should be very small.

The issues that are caused by the nature of thpagadion channel come from the time varying nature
of mobile channels which cause the received sigoaler at the sensing node to fluctuate in time.
These fluctuations can be considerable. Furtherrtteee is the hidden terminal problem where the
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cognitive radio sensing node may be hidden fromilcambent transmitter. Moreover, the different
incumbent users may use different modulation sclketr@nsmit powers, channel access technologies,
etc.

Thus, spectrum sensing algorithms should be fadtust and detect a signal at very low SNR.

Therefore, signal detection by multiple cognitivensing nodes at various places and collaborating
with each other might be necessary, leading tathbbkitecture shown in Figure 4-1. In Figure 4-1, we

consider a hierarchical architecture where the edgges have only sensing capabilities, while

decisions are performed centrally at the fusiontreerin this hierarchical architecture the sensing

nodes report only to the fusion centre and do roh@nge information between them. An alternative

is to have a distributed architecture where theisgnnodes exchange information between them and
collaboratively take decisions.

There are different types of sensing as energycttetematched filtering, cyclostationary feature
detection, etc. as described in section 2.1. Howewdhen considering the formation for the
architecture with multiple nodes and a fusion aentine differences brought by the different sensing
algorithms are reflected in different conditionablpability functions. Let the observation at nodee

Xi, where X can be the detected power in the case energytidetés employed or another statistic if
other features are employed such as the cyclicelation for a known cycle in the case of
cyclostationarity detection. Lét =0 be the hypothesis that an incumbent sourcetipmesent or not
active andd =1 the hypothesis that an incumbent source iseptesnd active at the time sensing is
performed. Because of the fact that the mobile ohkis variable and because of the receiver ndise a
the sensing node, the variablgi&random with a conditional distribution

Px 1o (% 16) Eq. 4-1

wheref is the value of the hypothesis.

The influence of the detection method arises insgecific conditional PDF in Eq. 4-1 , but formally
there is no difference as far as the final fusitgodthm is concerned. The goal for the data fusion
algorithm is based on the observatio@s...,X, drawn from distributiong, o (x;/6) reported by the

different sensing nodes to make a decision ab@uptesence or not of the incumbent source.

In the hierarchical framework of Figure 4-1 we h#we possibilities for the methodology to perform
a decision and also several possibilities for tleeigion criteria. For the methodology they are
basically one shot versus sequential, while fordhteria the most common is a Bayesian approach
but others like the Neyman-Pearson can be used.

4.1.2 One Shot Detection

In the one shot decision, are considered:
+ Observations: X ...,X,which come from distributiong,, ;¢ (x;/0)
« Two hypothesis correspondingfo=0 or6 =1.

Based on this data the fusion centre decides onoértbe two hypotheses and the performance
criterion is based on the probability of correctedéion

Pd=0610) Eq. 4-2

whered is the decided hypothesis.

The criterion optimization can be done followingveral approaches. In the Bayesian approach
[Chair86] one decides on the hypothegisf the a posteriori probability foé is higher than the a
posteriori probability fod (8 is the complementary hypothesisfof, i.e.
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P

Pr(1|x1,...,x,\,)i1 Pr(xl,...,xN |1) P
P

Pr(1| xl,...,xN)< Pr(xl,...,xN |0)
0

Eq. 4-3

oA V&P

whereP, andP; are the a priori probabilities.

The criterion can be refined using different cdststhe different types of errors. In fact, sintdsi
mandatory to avoid harmful interference to the mbent user it is meaningful to give a higher cost t
the probability of a misdetection (i.e. there isiarumbent source but algorithm indicates thatehsr
not) than to a false detection (there is no incumliser but the algorithm indicates the presence of
one).

Defining the costs associated with the differertisiens as
C; =Pr@=il6=) Eq. 4-4
it is easy to verify that the decision rule thahmriizes the average cost is given by:

1
Pr(xl""’XN |1) > PO(ClO _Coo)
Pr()(l""'XN |0)§ Pl(ClO_Cll)

Eq. 4-5

The Bayesian approach assumes that the a pridvapilties are known which may not be the case in
a significant number of situations involving cogwét radios ([Chen07] finds these probabilities
iteratively considering that the fusion decisionmisre accurate than the ones in each node). In such
cases, a decision rule that does not depend ommasisms about the a priori probability of each
hypothesis is needed. Here, the Neyman-Pearson dfitB)ion offers an alternative to the Bayesian
framework. The NP criterion maximizes the prob&pitif a correct decision conditioned to hypothesis
1 subject to a constraint on the probability oféahlarm i.e.

maxPr@=1/6=1) st Pr@=16=0)<a Eq. 4-6
This leads to a decision region for hypothesis 1
Prixg,....Xn |1
Rl: X (1 N|)>y Eq. 4-7
Pr(xy.....xy 10)

where the constamtis chosen so that

jPr(xl,...,xN |0)dx < @

Eq. 4-8
Ry
This criterion is given by [Visotsky05]
1
1"37'SNR, >
—_— T Eq. 4-9
1T z—lSNRU < m q
0

Y. is the covariance matrix of the system. Supposette-tap channel from incumbent base station to
node i beh; then Zi]- = hjh; i,j=1...N. SNRy is the vector of the relations signal to noiséhatnodes
andT,, is set so thak.[6 = 1/0] = P,. The probability of false alarm®, is set by the system designer.
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4.1.3 Sequential Detection

It is clear that each observation has a cost aakftbre one would like to minimize the number of
observations the sensing nodes have to take. @hdslto the concept of sequential detection where
samples are acquired until the fusion centre magolpédent enough in making a final decision.

The sequential decision in cognitive radio can fygiad in two ways:

* N sensing nodes are used amadhg,, available nodes. At each instanhodei sends to
the fusion centref. Therefore, the fusion centre receives the veaftabservations

xt =[x}, .., x5] Eqg. 4-10

The fusion centre receives sequentiaflyx?, ..., xX stopping when it has enough data to
allow a decision.

» Polling scheme. The fusion centre polls sequegtiadides 1 td_, whereL is the number
of nodes polled1 < L < Np,4). The data fusion centre receives the observafiam
each node and stops when it has enough data to anakafident decision.

The difference between the two options is the foihy:

* In the first option, the number of nodes involvadhe observations is defined a prid\i (
corresponding tdN sensors involved at each time). Therefore it magup situations
whereN is higher than necessary. In this case, dataxtbakd not be necessary are sent

* In the second option the data fusion centre reseiee observation at each time.
Therefore if the first or second observations haweery high level of confidence it can
stop quite early.

In both cases the stopping criterion is defined as:
Nsiop =Min(nz1)
: Pl(xl,...,xn |1) Eq. 4-11

Ly

- Pr(xl,...,xn |O) T O
where yy >1> )| >0 are chosen such that
Prilng,, > /n)=a Eq. 4-12
Priln,, <V)=8 '

stop

In the case corresponding to Eq. 4-4@ a multiple ofN, since each node is involved at each instant.
This test minimizes the number of observations aededndef=0 and 8=1 while satisfying
constraints on the above two types of error.

It is worth to note that in the case of Eq. 4-1@& $pace diversity (i.e. the number of nodes irzaiw

the observation process) is fixed and thereforee tifiversity is added until decision is confident
enough. In the case corresponding to the secondnogpace diversity is added, adding one sensing
node at each instant. Roughly speakindyif, is the maximum time allowed to make a decision (in
period units) and assuming independent observattbesdiversity order i& X T,,,,. In the second
case, time diversity can be added if after poolilighe available nodes and still not having enough
data to make a decision, the first node is recemsitl

The joint conditional probabilities can be derivédowing the type of detector used in the sensing
nodes.

In the case of the energy detector, let us asshate t

« the source to be detected is zero mean, Gaussidnpewer per sample?,
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« the additive noise is Gaussian with power per samp|

« the attenuation between the source and the sensifgfrom which the"iobservatiohis
taken is equal ta?,

« the number of samples taken for the energy detechdr

Then, if M is high enough, the output of the ED which follows a chi-square distributican be
approximated by a Gaussian distribution with partanse

X~ NormaI(Mafv;ZMafv) in presencef signal
) _ _ Eq. 4-13
X~ NormaI(M (afaf + avzv);ZM (crfas2 + avzv) ) in absencef signal
The correlation coefficient between the detectdpots at nodé and nodg is given by
0 in presencef signal
_ a’a’o? SNRSN
Py = e = ONR in absencef signal Eq. 4-14
(020? + 02 F(ato? +o2f ~ @+ SNR)1+SNR)
The joint conditional probability used in Eq. 4-&lgiven by
1 1 =
exp[— (- Ecio) RO) (- Ex |0)))]
Pr(x,....x, |1) ‘R(O)‘ 2
L = n L= Eq. 4-15

TPl 10) L L e en ) (RO E (x
S I

Where xis the vector of observations (output of the EBjtsto the fusion centre arR(? is the
correlation matrix with element defined by Eq. 4481 Eq. 4-14 under hypothesis

4.1.4 Quantization

The previous theory considered that the observagisent without distortion to the fusion centtasl
clear that the more accurate is the observatiorstnéited to the fusion centre the more resources in
terms of bandwidth will be required by the sigmadlichannels. Therefore, one significant matter of
interest is how much the information of the sensieges can be compressed so that the bandwidth
required by the signalling channels is minimizedhwacceptable penalty degradation. In fact, in a
practical system, the samples are not sent in gnalformat but are digitized. It is obvious thatif
high number of bits are used in the quantizatioa tlegradation relatively to the ideal case is
negligible, but the interest is to know how farthe quantization process can be used while still
guaranteeing that the degradation is below a divezshold.

We have to further distinguish between two cases:

» Conventional quantization of the analogue obsemmasiamples collected by the sensing
nodes.
e Binary decision at the sensing nodes.

In the first approach there is no difference regkdti to the analogue treatment addressed in the
previous section, the only difference is the f&etttthe samples are corrupted by quantization noise
The samplex collected by the sensing nodes are based on nesgurements and can therefore be
written as:

1 n the case of the Eq. 4-11, tHeobservation is given by nodei modN
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X =X, + wp Eg. 4-16

where x,, is the value the observation would take in thedtlggtical situation where noise free
measurements were available, amg is the disturbance caused by the noise existinghn
measurements.

When quantizing the quantized sample transmitteétg¢dusion centre is given by:
.XQ = xv + Wgr + WQ Eq 4-17
wherew, is the quantization noise.

In the second case when the sensing nodes perfatecision by themselves (which is not used for
communication purposes but only to report to thsidin centre), there are new possibilities of
processing at the fusion centre. Namely it opeagltior to simplified data fusion techniques as:

* Majority logic, when an incumbent is declared preésehen the majority of sensing nodes
report its presence.

« Minimum indication of incumbent activity. As refed previously, because of the need to
strictly avoid harmful interference at the incumbeystem, the probability of a miss is more
serious than a false alarm, and therefore one oan @ more conservative criterion than the
majority logic one. In the extreme case, a singlidation of presence would be enough to
decide on the presence.

In the decision case, the same level of importasmedtributed to the decisions made at all theisgns
nodes. However, it is clear that in some nodesitpgal may be weaker than that in others because of
shadowing and therefore one should give a largegiweto nodes that receive a clean signal.
Transmitting directly the final decision neglecfscourse the likelihood of the decision taken. Ailso
the case of quantization of several levels, one osyhigh number of levels which are necessary to
discriminate at very low levels but are irrelevariten the signal has strong power. Let us consider
that for a given band the threshold level to disanate from the existence or absence of an incumben
is -100dBm. It is clear that there would be inteiasa clear discrimination around the -100dBm, but
distinction between let us say -70dBm and -50dBroisipletely irrelevant, and therefore a uniform
quantizer could still be inefficient in terms ofgrered bandwidth. The alternative would be to use
non-uniform quantizers, but it is prefered to régoranother strategy: we quantify the likelihodd o
this binary decision, and transmit its quantizedsio.

4.1.5 Selective Reporting Algorithm

One significant issue in collaborative sensinghis bverhead required for the localized sensors to
transmit the information to the fusion centre. Altlgh the information by itself may be a simple
binary indication, it always requires the set-up defdicated channels which requires resources.
Moreover the transmissions from the sensors recgrergy. It is therefore highly convenient for
energy reduction and overhead minimization purpdsedevise distributed sensing schemes that
minimize the number of transmissions from the lzeal sensors to the fusion centre. In this section,
the scenario of Figure 4-1 is considered. A digteld sensing scheme that divides the sensorswato t
classes is proposed and analysed. This allows irgitite average number of transmissions by 50%
without any loss in the performance. This algorithas been selected for implementation in WP6 and
is part of the proof of concept.

4.1.5.1 Review of the Basics

The mathematical model for binary hypothesis tgspinoblem in the scenario of Figure 4-1 is the
following

Primary UsrabsentH,: y[n] =w[n]

Primary UsrpresentH, : y[n] =ax[n] +w[n] Eqg. 4-18
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where the following notation is used:

n=071---(N-1) with N the numberof samplein the observatin window of receive(signa

{n]: transmittel signal,usuallymodelledaszero- meanAWGN with variance o

wn]: noise(zero- meanAWGN with varance o?)

M n] : receivedsignal

a: complexmultiplier accountgor fading

Considering an energy detector, the decision staissformed summing up the energy of the received

samples during the observation interval, i.e. aberang thatN samples are collected, the decision
statisticU is given by:

U = 1 2
—N2|y[n]| Eq. 4-19
n=0

and using this statistic the classical decisior rsilsimply

{DecideH0 if U<L

DecideH, if U >L Eq. 4-20

Let us now consider the distributed sensing sch&andghe scenario of Figure 4-1. Assuming the
localized sensing variables that are sent to ttstoffu centre, one may have several processing
algorithms, i.e. one can make a majority logic sieci, use an AND or an OR for example. The most
common one, for scenarios where subject to a givebability of false alarm the goal is to reduce th
probability of miss detection is to the OR functié each sensor, from Eq. 4-20:

DecideH, if U <L andsend)
DecideH, if U =2 L andsend
The final decision is made at the fusion centreimploying the OR rule: if at least one sensor repor
1 decidedH; otherwiseH,. With such a rule and assumikgdentical sensors, the global probabilities
of false alarm are given by:
PFA=1-(1-q)" Eqg. 4-21
whereq is the localized (at each sensor) probabilityabéd alarm.

Similarly the probability of miss-detection is silmpexpressed as a function of the localized miss-
detection probabilities

K
PMD = |_|Vi Eq. 4-22

1=1
whereV; is the localized probability of false alarm fonseri (i=1,2,..K).

Eq. 4-21 can be to extended, in the case of namticke sensors, to:

K
PFA=1-T] (1-q) Eq. 4-23

1=1
whereq; is the localized probability of false alarm fonseri (i=1,2,..K).

The localized probabilities for the case of enedptection considered here can be amenable to
analytical formulation under some conditions. Aswgrthat the number of samplésis high, one
can resort to the Gaussian hypothesis and we géitricD6]
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K—02
q:Q[ . ij
022
Eq. 4-24
< -(o2 +1a)?0?)

Aoz +1a202f

JIN

Vi:Q

where Q(.) is the complementary error functiQ(x) = _lezdx.

1 0
ﬁfx ©
In the case of non-identical sensors the asymptotialized probability of false alarm is simply
modified by usinga\,zv(i) in the expression af in Eq. 4-24.

4.1.5.2 Cooperative Sensing with Censorship

Several works published in the literature (J[AxelQynden07], [Malekill]), motivated by the need of
reducing overhead and energy consumption at theosenhave considered the use of a censoring
policy at each sensor. Roughly speaking, the Idealisions made at each sensor are sent to the FC
only if they are informative.
The most common procedure defines two thresholdbasn in Eqg. 4-25. Information is sent only if:
U>L, (and 1 sent)
Eq. 4-25
or U<L, (and 0 zero sent)

If the statistic U belongs to the interv[allI Lu] then no reporting is performed because the binary

information corresponding to the local decisionnist reliable enough to justify the usage of
transmitted power and radio resources.

Uncertainty region

)

I \
I-I I-u

Figure 4-2: Two thresholds for cooperative sensingith censorship

Although one can significantly reduce the overheath such a scheme, optimization requires a
careful setting of the thresholds andL, , which are dependent of the probabilities of hgvan
incumbent signal or not. If such a priori probahgé are not known or cannot be guessed, then a
random choice of the thresholds does not guarantgeod ROC. This can be improved with learning
procedures but this again takes time to stabilize.

4.1.5.3 Cooperative Sensing with Silence Periods

To overcome the problem associated with the cofivedit "censorship policy” scheme, a new
distributed scheme is proposed, that essentidligsren basic information theory principles, thay s
silence periods may also convey information.

The basis of the proposal relies on the use oftjywes of sensors, that report if different evertsuo
at each one, i.e.:

« Type L report only if decide foH;. Do not report if decide fdfg
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« Type 2 report only if decide foH,. Do not report if decide fd;

The operating mode of the type 1 sensor is showRigare 4-3 (left). In this figure the columns
represent the hypothesis that is really occurrimg) the lines the decision made. The cells contaén t

type of message that is sent along the joint pritibabf (ﬁi; Hj) I ] D{O;l}. The equivalent table

for a type 2 sensor is shown in Figure 4-3 (right)these table, E indicates that no message is sen
(from the word erasure) and M that a message ts $ba type of message (M) is rather irrelevant.

The only thing that counts is the identification tbe transmitting node. In fact upon receiving a
message, the FC knows that if it is coming frogpetl sensor it means that this node has detented a
incumbent signal, whereas if it is coming from pey2 sensor it means that no incumbent signal was
locally detected.

Real hypothesis Real hypothesis
Ho | H '
EO : El Type of message HO : Hy
w |:|0 | E sent (E €= no o H M | M
39 1-q| v message) o0 0 1- ! Vv
8 c —:—-'—M——T—M—' o E ________qi____
g o | o5 E 'E
o g H; : Prob of 22 1 '
Z q 11-v oxH '
occurrence < 11—
q 11-v

Figure 4-3: Operation of type 1 (left) sensor andype 2 (right)

Figure 4-4 illustrates the operation of the schenmsidering that there are only two sensors, ope ty
1 and the other type 2.

Typelsensor TypeZ2sensor
Local Message Interpretéion | Local Message Interpretéion FCDecision(OR Rule)
decision senttoFC atFC decision senttoFC atFC 0
0 E 0 0 M 0
0 E 0 1 E 1 1
1 M 1 0 M 0 1
1 M 1 1 E 1 1

Figure 4-4: lllustration of the selective reportingscheme with two sensors of different types

Let us consider the number of messages that arsniited assuming th#&/2 sensors of type 1 and
K/2 sensors of type 2 are deployed. As a startirsgiraption it is considered that localized miss
detection and false alarm probabilities are equiahfi sensors.

i) HypothesisHq

Let us assume hypothediy where no incumbent signal is present. Conditiotoethis hypothesis a
type 1 sensor transmits if it makes an erroneotectien, and thus the average number of messages
(Ty) coming from type 1 sensors is given by

E(T1|H0)=§q Eq. 4-26

while type 2 sensors transmit when they make theecbdecision and then the average number of
messagesTlg) coming from type 2 sensors is given by
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K
E(T2|Ho)=5(1‘Q) Eq. 4-27
Therefore the average number of transmitted messaggven by
K K K
E(T, +T,|Hy)J=—q+—(1-q)=— 4-
(T +ToHo)= 2 a+ 2 (-a)=7 Eq. 4-28

That is, irrespective of the localized probabitief false alarm, the average number of transnrissio
isK/2, i.e. in average only half of the sensors trahsm
i) HypothesisH;

Under hypothesi$i; type 1 sensors transmit if they make the correteation, while type 2 sensors
transmit if they miss the detection. Thus the ayenaumber of messages coming from type 1 and type
2 sensors is given by

K
el H,) =" 6-v)
K Eq. 4-29
E(T2|H1):EV
Therefore the average number of total transmissoagaink/2,
E(T, +T,|H 1)=% Eq. 4-30

Irrespective of the localized probabilities of mibstection, the average number of transmissions is
K/2, i.e. in average only half of the sensors trahsm

From Eq. 4-27 and Eqg. 4-30, one concludes thapeetive of the hypothesis the average number of
transmissions from sensors to the fusion centk¥2s which means that when there is no fading, the
average number of messages when using a tokakehsors with half being of type 1 and half of type

2 is equal td&/2.

As the probability of false alarm and miss detectoincide with the ones &f sensors with classical
transmission / detection employing an OR rule atftision centre, it can be concluded that with the
proposed scheme the number of transmissions caedoeed by a factor of 2 without any penalty in
the ROC.

4.1.5.4 Analysis
Let us now consider the distribution of the numtsietransmitted messages.
i) HypothesisHq

Under the assumptions of no fading and identicasges, the distribution of the number of transrditte
messages conditioned ity is given by:

m m 2l
1-q K2 K/2) q
fo(m)=(-q)<"2g*/2| =2 1 Eq. 4-31
o(m)=(1-0a)*"%q ; % P q
from which the average and variance can be computed

{E[I’|H0]:K/2

Eqg. 4-32
Var[T [H,] = Kq(l-q) g
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ii) HypothesisH;

Under the assumptions of no fading and identica$ses, the distribution of the number of transrditte
messages and respective average and varianceionaditoH; is given by:

e T

1=0
E[T|H,]=K/2 Eq. 4-33
Var[T |H;] =Kv(@-v)

For typical designs the number of transmissionsnich more concentrated around the mean for
hypothesis 0 than for hypothesis 1. Let us jushpout some numbers for a scenario with 10 sensors
(5 of each type). If the global probability of falslarm is designed to bpr = 0.2, this requires a

localized probability of false alarm at each sensaop,,. = 0022, and therefore
Oy, :\/Varrl' | Hol :\/10>< 0022x (1- 0022 = 046, whereas designing for a global probability

of miss detection 19 gives gy, = \Var[T | H,] =10x107%% x (1-107%) = 147

4.1.5.5 Information Theoretic Interpretation of the Senssupeme

It may be surprising that with the selective repgrtscheme one get, with fewer transmissions, the
same ROC as in the case of a conventional distibdéetector where the results of the local detactio
are always sent. This may be explained using lmsicepts of information theory where it is learnt
that no transmission (silent periods) may carrgimfation. Let us consider two sensors (1 type 1 and
1 type 2) as shown in Figure 4-5 where E standaddransmission.

{EL

S Typel |
A Sensor
B
Source
{og} =57 | {og)
—> —>
Sensor

Figure 4-5: Two sensor scheme for interpretation ofhe behaviour of the selective reporting
algorithm

It is easy to verify using the basic formulas framfiormation theory, that the mutual information
between A and B is the same if one replaces imtipeut alphabet of type 1 sensors E by 0 and #®r th
type 2 sensors E by 1.

The mutual information can be increased if instefadsing E as O for type 1 and E as 1 for type @, w
allow the use of 3 symbols, which make the prontiiseg using a double threshold can improve the
performance.

4.1.5.6 Algorithm Behaviour with Fading Channels

Let us now consider the case of fading betweerintiembent system and the sensors. It is clear that
when the incumbent signal is absent nothing changesuming the sensors to be identical, the

107/140



QoSMOS D3.5

formulas given by Eq. 4-31 and Eq. 4-32, can bd uise it can expected that the average number of
transmissions is still equal to half the numbeserisors.

However the things change when the hypothesid;isAs the signal from the incumbent system
arrives at the sensors with different powers, thebability of miss detection is different for the
various sensors.

Let us now consider hypothedi, assumeK sensors labelled as 0,1,K/2-1 for sensors of type 1
and asK/2, K/2+1, ...;K-1. for sensors of type 2. The probability of mitection at sensorv;, is
given (under the asymptotic Gaussian approximation)Eq. 4-24. Sensors of type 1 transmit
therefore with probability (14) and sensors of type 2 with probability. Although an analytic
expression for the distribution of the number @ngmissions is not amenable, the first and second
order moments are quite easy to derive sinceatssm of Bernoulli variables that are independent.
The additivity of the mean and variance can be kedo The average number of transmissions for
sensor i is given by

E[T [H,] = 1-v, O<icsK/2-1 ca. 434
AT L Ki2gigK-l a4+
Therefore
K/2-1 K-1 K K /2-1
E[T|H,]= Zl—vi + Zvi :E+ zvi+K,2—Vi Eq. 4-35
i=0 i=K /2 i=0

Over the long term if the environment is stationdimg average value of transmissions willkig, but
for the reporting at a specific instant this witgend on the specific distributions of the fadingf
the incumbent source to the sensors.

The variance can be computed in the same way
K-1
varll [Hy] =" [1-v v, Eq. 4-36
i=0
By introducing a new level of randomness in thebpfulities of miss detection, the variability oketh
number of transmissions will clearly increase.

4.1.5.7 Numerical Results

In this section numerical results related to thenber of transmissions achieved with the proposed
algorithm are presented.

The following parameters were used for the simaoieti

« Number of sensing nodes: 10
0 Type 1 nodes: 5
0 Type 2 nodes: 5
Global probability of false alarm designed fpg = 0.1

Transmitted signal and noise Gaussian
» Signal to noise ratio at the sensors in the casacambent signal is present

0 0dB for the case no fading is considered

o Uniformly distributed between [-8; 12] dB for thase fading is considered
* Number of samples used in the energy detector: 20

Figure 4-6 and Figure 4-7 report the distributidribee number of transmissions for the two different
types of nodes for the case where no incumbenakigipresent.
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Figure 4-6 clearly shows the expected asymmetrydxt the distributions. The type 1 nodes are
silent most of the time whereas the type 2 nodegransmitting with a high probability.

In Figure 4-7 it is clear to identify the symmetiyound the average value which is equal to half the
number of sensors, i.e. 5, with the distributioghtty concentrated near this value.

Probability

L L L
3 4 5

2
Nomber f Tarsmisirs b)

Figure 4-6: Distribution of the number of transmisgons for the type 2 nodes a) and type 1 b),
Hypothesis H

0 1

0.6

0 1 2 3

4 5 6 7 8 9 10
Number of transmissions

Figure 4-7: Distribution of the total number of transmissions. Hypothesis H

The average value if transmissions in the casertegdon Figure 4-7 is very close to the statistical

mean as it can be seen by the high concentratidrae$missions around 5 and the symmetry of the
histogram. A wider spread will occur if the threkhs changed to give a larger probability of false

alarm. However, to notice significant asymmetry tias to increase the probability of false alarm to
0.3, which is a design value seldomly used in pracsystems. This is shown when a much larger
dispersion around the mean and an asymmetry caedm (in this particular simulation for values

above the mean).

Figure 4-9 and Figure 4-10 report the distributadrihe number of transmissions for the two différen
types of nodes for the case where the incumbenskig present. No fading is assumed and the path
loss is such that the SNR at each node is equadBo In these figures, it can be seen a largeraspre
in the distributions as it was anticipated in thedretical analysis. However the mean is very ctose
half the number of nodes in Figure 4-10.
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Number of Transmissions

Figure 4-8: Distribution of the total number of transmissions. Hypothesis kland probability of
false alarm designed for 0.3

0.4 T T T T T T 0.4

0 1 2 3 4 5

Number of transmissions a) Number of transmissions b)

Figure 4-9: Distribution of the number of transmissons for the type 2 nodes a) and type 1 b).
Hypothesis H, and no fading

9

Number of transmissions

Figure 4-10: Distribution of the total number of transmissions. Hypothesis H

In Figure 4-11, the behaviour in the average nunobéransmissions is evaluated as a function of the
SNR which is equal for all nodes. The figure shéfed within a 12dB fluctuation range the resulis ar
very close to the theoretical statistical mean.
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6 -4 2 0 2 4 6
SNR

Figure 4-11: Average number of transmissions as aimction of the SNR. Hypothesis Hand no
fading

Figure 4-12 and Figure 4-13 show the probabilistributions in presence of fading, i.e. the SNRs at
each node may be different. For these figures thR & assumed to vary uniformly in the interval
[-8; 10] dB. Figure 4-12 shows a wider spread mnlamber of transmissions. In both plots (a) and (b
one can notice, at the opposite edge of the pdistrevthe probability is expected to be maximum, an
increase in the density. This arises becauseh®tyipe 1 sensors, there may be nodes with very low
SNR that simply cannot detect the incumbent signdl contribute to an enhancement for the value of
0. The opposite arises for the type 2 nodes. Neglss the distribution of Figure 4-13 turns oubéo

very symmetric and the mean is very close to 5.

05 ;

05

0.4f

03

Probability
Probability

0.2

01

0 1

2 3 4 5
Number of transmissions a) Number of transmissions b)

Figure 4-12: Distribution of the number of transmissions for the type 2 nodes a) and type 1 b).
Hypothesis H, and fading leading to SNR uniformly distributed in[-8; 10] dB

0.7 T T

Figure 4-13: Distribution of the total number of transmissions. Hypothesis Hand fading leading
to SNR uniformly distributed in [-8; 10] dB
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To evaluate the expected value of the number efstméssions, higher deviations in the SNR span
were considered. in Figure 4-14, four cases argepted. The SNRs at the different nodes may vary in
the intervals [-8; 10k] dB with k taking the values 1, 2, 3, 4. The results showdlithough the SNRs
vary, the average number of transmissions is wtitly close to the theoretical statistical value. In
general one can say that for the parameters afestti¢hat can summarized in a PFA lower than 0.1
and a PND 18, and for a moderately large number of sensorsgistebutions are quite sharp and the
number of transmissions very close to the mean.

6

0 L L L L L L
10 20 30 40 50 60 70 80

Figure 4-14: Average number of transmissions as afiction of the SNR. Hypothesis Hand
fading leading to different spans for the SNR

4.1.6 Selective Reporting Based on State Transitions

The second considered selective algorithm is $tased. There are a wide number of scenarios where
the states "absence" / "presence" can be consideyddng term. For example in the case of TV
transmitters, the shut-down of the transmittemisniost of the cases a permanent event. Evendf it i
temporary, the shutdown will take place for a ldimge compared to the duration of elementary radio
resources of most common wireless systems. The sames if the incumbent system is a cellular
base station that can be shut down temporarilynathé case of more sophisticated power saving
schemes like putting the station in a sleep mod&d$0]. These two events can also be categorized as
long term. It is clear that if the probability afage transition from " incumbent signal present™ to
incumbent signal absent” or vice-versa is lows itnuch more meaningful to report the information to
the fusion centre in the scenario of Figure 4-J dnlcases where each node detects a state toamsiti
rather than the true value each time a detectipeiformed.

4.1.6.1 State Models for the Case of Constant Underlying €3®c

In the following, let us consider that the undertyiprocess (i.e. the presence or absence of an
incumbent signal) is stationary. It means thatitttembent signal is on in a permanent basis. I suc
a case the transition diagram conditioned to eitHgror H, is quite simple and the stationary
probabilities can be easily computed.

Let us consider a given node, for which the trassioh from the node to the fusion centre is error

free. Let us also consider that the fusion cenedopms the OR operation based on the binary

information corresponding to the detection or niod incumbent signal. Furthermore, let us consider

that the nodes only transmit to the fusion centhenvthere is a change in the detection at the node.
This can be easily modelled with a two state diagvehere the states are R (right) which means that
the last decision of the node was correct, or Wog) which means that the last decision at the node
was incorrect.

112/140



QoSMOS D3.5

i) HypothesisHg

With such an underlying hypothesis, the state diagis shown in Figure 4-15, Whel&loc is the
localized probability of false alarm.

1=-F,.
L~

1_ I:)Floc qo » I:)Hoc

I:)Floc
Figure 4-15: State diagram for underlying hypothes H,

The stationary probabilities for the R and W stai@s be easily written as:
Pr(R[Ho) =1-pg
{ PIOV [ Ho) = P, =a. 437
ii) HypothesisH;
With such an underlying hypothesis, the state diagis shown Figure 4-16 wherB\,IIOC is the

localized probability of miss detection. The twagliams are identical only the labelling is diffdren
One is using the localized probability of falseraland the other one the localized probability asan
detection.

1_ PM loc
L~

1_ PM loc CVD> PM loc

PM loc
Figure 4-16: State diagram for underlying hypothes H;

The stationary probabilities for the R and W statessthen given by:

Pr(R|Hy) =1- py,, Eq. 438
ProV [ Hy) = py,_ a

The analysis of the expressions given by Eq. 4fRIFEx. 4-38 indicates that the same performance as
with a conventional cooperative sensor will be aehd. In fact the previous state diagrams are the
ones of the nodes and nothing is different.

Let us now consider the reporting. This is illusgchin Figure 4-17. Once again E means no message
transmitted and M message transmitted. The statgraiin covers both cases wheris the localized
probability of false alarm undergtdnd the localized probability of miss detectioml@nH,.
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IR ONC=E

p / M

Figure 4-17: State diagram with message labelling

It is clear from elementary theory on Markov chatimat, irrespective of the initial state, the stasiry
probabilities will be identical. However, if at theeginning the fusion centre has the wrong
information about the state of the node, all decisiare reversed.

However, assuming that at the beginning the fusimtre receives not the information of a transition
but the initial state of the node and that thioinfation is sent without error, then the ambigusty
removed. The probability of transmitting one messag therefore the probability of the two
transitions in Figure 4-17. Thus we get:

Pr(M [Ho) =2pg A~ Pg,.)
_ Eq. 4-39
Pr(M |Hy) =2py, A~ Pw,,)
This means that the number of required transmiss®neduced relatively to the conventional scheme
always reporting fronkK to 2Kp(L- p), wherep is the localized probability of false alarm undiy

and the localized probability of miss detection emb;.
4.1.6.2 Influence of the Reliability of the Reporting Chahn

For the case of the conventional cooperative sgraigorithm that reports the state of the node each
time a measurement is made, or for the scheme miegkén the previous section that includes two
classes of sensors, if the channel from the nodeetéusion centre is highly reliable this chandeés

not affect the ROC. Basically if the channel frone thode to the fusion centre has a probability of
errorg, or a probability that the message is not receyéetie effect corresponds to use the following
modified probabilities of false alarm and miss d&t:

{ PR = P A1)+ (1-F:_ )a

' Eq. 4-40
F)Mloc: I:)Mloc (1_q)+(1_ F)Mlor:)q q

and therefore ifg << (PFloc; PVioc ), the effect is negligible.

The things change in the case of the cooperatinsirsg scheme that only reports the state transition
at the nodes. Let us consider thas the probability that a message reporting adtainsition is not
received. In such a case and if the node is atctineect state but has entered a state where the
information at the fusion centre is wrong, therdf Pﬁoc; PM|OC) <<1, then it can stay in such a state

for a quite long time.

This is illustrated in Figure 4-18, where the stgf€Y) are defined, where X represents the statbef
node (Right (R) or wrong (W)) and Y representsittdécation the fusion centre has about the state of
the node. In Figure 4-18®,represents the localized probability of false ralam the hypothesis §#and

the localized probability of miss detection in tbase of H. The state diagram shows that after
entering the state RW the probability of stayingréhis 1p which will be high if(PoncF PMloc) « 1.
Therefore the system can stay in this state farg ong time.
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Figure 4-18: State diagram including errors in thereporting channel

The matrix of the probabilities of transition nuncaily labelling the states 48R RW WR WW] =
[1 2 3 4] is given by

1-p 0 pl-a)  pqg

o 0 1-p pqg  p-0) Eq. 4-41
@-pg (-p)a-9 P 0
@-p-a d-pg 0 p

and solving the usual equatien=nP for the determination of the stationary probalaktivectorn),
one gets

— - —l_ p_

pRR T

1-p

pRW T e
2

n= = Eq. 4-42

p
pWR E
p
L P i E

That is the state R(W) of the node is at the fusientre divided into two states with equal proligbil

(@-p)/2o0r(p/2). The stationary probabilities are independenthef reporting channel reliability.
This means of course that the system will be cotalyléneffective if one is not able to identify the
correct sub-state.

To cope with such a problem let us consider tlmagddition to report the state transitions, theesod
periodically report the value of their state. Letaonsider that the value of the state is repartexst
everyN measurements. With such an arrangement the nusflb@nsmission is increased by 1/N for
each detection performed. The average number eérmssions per node and energy measurement is
therefore given by

1
N+2pFloc @-pg.) Ho
E(T)/ Node/ Detection= Eq. 4-43

1
W"'ZpMmC @-pm,) Hi
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4.1.6.3 Numerical Results

Figure 4-19 presents the ROC for the transitiororipg algorithm complemented with a periodic
reporting of the node state.

The following assumptions were assumed

*  Number of nodes: 10

* No fading

* SNR=0dB

« Reporting channel reliabilityg=10°
* Fusion algorithm employed: OR

Figure 4-19 presents the cases where the truersfateting is done at l/whereN=4 and 8, and also
included is the ROC curve for the conventional @afive sensing algorithms that reports the stiate a
each measurement (which is also the performancewasshby the selective reporting scheme of the
previous section).

The results show the expected degradation as Mases, but the penalty in the ROC is much less
than what would be achieved by halving the numifaroales in the conventional detector while the
number of transmissions is reduced by a factorighalivays higher than 2.6.

As a final conclusion, it can be pointed out thelestive reporting based on the transitions isequit
promising.

Transition reporting
N=8

Transition reporting
N=4

|
f

3| \2

Conventional

cooperative sensing

Global probability of miss detection

L L
10° 107 10
Global probability of false alarm

Figure 4-19: ROC for the conventional detector andransition / periodic reporting

4.1.7 Conclusions

In this subsection cooperative sensing schemel,raituced signalling to report the state to thefus
centre, is considered.

Two schemes are proposed: based on two dual tfesors. One reports only the presence or only
the absence of incumbent users, and the seconapads only the state transitions of the nodes.

The first scheme allows achieving in average acta of 50% in the number of transmissions when
compared with a conventional scheme while providirgctly the same performance. Furthermore the
arrangement when using a single threshold is vanple and only requires the definition of the
threshold to provide the desired probability oséahlarm, unlike the schemes based on a censorship
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policy that only achieve good performance if theegiholds are adjusted based on some a priori
information about the probability of having an indoent user present. Due to its simplicity and
predictable behaviour this scheme has interest dractical implementations and has been
implemented in WP6 to be a part of the differemtofs of concept defined for QoSMOS.

The second scheme has to be used with an extembiere updates about the true state of the node are
provided from time to time. Otherwise, even if tieporting channel is highly reliable, an ambiguity
between two states will appear. The proposal wapewodically, in addition to the transition
reporting, update the true state of the nodes.rékelts show a degradation in the ROC but for the
cases simulated this is more than compensated byreduction in the required number of
transmissions.

4.2 Collaborative Spectrum Sensing Based on Beta Repuian System

The research demonstrated here is a collaborgiaetrsim sensing scheme exploiting spatial diversity
of users. However, in the presence of malfunctignom misbehaving users, the performance of
collaborative schemes deteriorates significanthppBsed therefore is a credibility based mechanism
using beta reputation system in which the fusiamreeassigns weights to each user observation based
on individual credibility score with significant jpnovement in reliability of aggregated information

the presence of falsified users.

4.2.1 Introduction

One of the most crucial tasks of a CR is to idgntiie presence of incumbent users with high
reliability over wide range of spectrum. This isaltbnging as CR needs to identify various incumbent
users using different modulation schemes and @& in presence of variable propagation losses and
thermal noise. The burden on sensing algorithmsbEamlleviated to a large extent by exploiting
spatial diversity among CR users. In CollaboraSpectrum Sensing (CSS) all CRs send their sensing
reports directly to a fusion centre [Arshad10] whn cooperative spectrum sensing CRs relay sensing
reports from each other and decision can be maddlistributed manner [Atapattu09]. Collaboration
or cooperation among few CR users adequately diftam each other can help to reduce the
individual requirements on sensitivity by countgrithe deleterious channel effects [Arshad09].

In CSS, CR users either send their local obsematftor example measured energy in case of energy
detector) to the fusion centre (soft decision connlg) or may send just their decision e.g. 1
(incumbent present) or 0 (incumbent absent) toftiseon centre, called Hard Decision Combining
(HDC). In general, HDC is a better choice due tosignificantly lower communication overhead
[Ghasemi07]. The fusion centre makes a final denisibout the presence or absence of incumbent
user based on the information received from the @&t#cipating in CSS. The work presented here
uses energy detection for local spectrum sensirh herd decision based collaborative spectrum
sensing (HD-SS) but similar arguments are equitigieapplicable for the case of the cooperative
spectrum sensing.

Most of the current collaborative spectrum sensgufjemes assume that all CRs are honest,
trustworthy and are without any hardware fault ffed10], [GhasemiO7]. However, in reality a CR
user may send false information to the fusion eenf&k user may be maligned due to device
malfunctioning or there may be some selfish reaséios example, a selfish user might send the
information to the fusion centre that an incumbsighal is present so that the fusion centre makes a
wrong decision and later on the selfish user camsmnit its own signal on the free channel. Simjlarl

a CR might send wrong information unintentionallyedo the defects or faults in its hardware. Such
CR users are hitherto called dubious users arsdassumed that they send wrong sensing data due to
any reason. It has been shown in the literaturettigapresence of Dubious Cognitive Radios (DCR)
can severely degrade the performance of collalhverapectrum sensing [MishraiO6].

There is a limited literature available that addré problem of collaborative spectrum sensinipén
presence of DCR users. Robust and reliable colédiver spectrum sensing based on outlier detection
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techniques has been proposed in [KaligineedilOJoitier is a sensing observation which is far away
from the rest of the observations from the otherusBrs. Identification of DCR users based on autlie
detection is only applicable when CR users shae& gensing observations with the fusion centre.
Hence, outlier detection schemes cannot be direofiyemented for the case of HD-CSS.

In [Mishrai06], a simple approach was proposed iiclv CRs report yes or no indicates incumbent
user present or absent respectively. If therdtddCRs, fusion centre declares yes only if thereadre
leastk + 1 users reporting yes. This approach has many disadges e.g. it requires exact number of
DCR to be known at the fusion centre and approscimliy applicable for the case of HD-CSS only. In
[Yang07], the trust of each cognitive user was makdo consideration that is based on each CR
detection and false alarm rate, but do not consmdential cheating behaviours. Similarly, the
approach proposed in [Wang09_2] can differentiateelst and DCRs when there is only one dubious
CR and scheme cannot be applied when multiple D&xiigts.

Herein proposed is a novel robust credibility basetlaborative detection scheme to alleviate the
vicious aspects of DCRs. In our proposed approfusgion centre assign credibility scofe) to each
CR participating in CSS. A centralised approactoissidered in which the fusion centre calculates th
value of all CRs using a Bayesian formulation, fjpadly a beta reputation system, for the evaloti

of credibility of different users in a CR netwoiBredibility score of each user is used to calcullée
weight coefficient of the corresponding sensingiitesf that user at the fusion centre. Initiallyl, the
users are considered as reliable with same iniadle of¢. Credibility of users is updated at each
sensing interval by checking consistency betweehajland local sensing decisions.

Based on credibility score, each user’s informai®nveighted at the fusion centre and hence less
credible users have less effect on the global aecabout the existence of incumbent user.

4.2.2 System Model

Considered is a group & CRs each equipped with an energy detector antlésta perform local
spectrum sensing. The CRs perform spectrum sepgingdically and send their sensing decision to a
fusion centre through control channels. Let us assume error free control channels for the
transmission of sensing decision information. Baswmd the information received from the
collaborating users, the fusion centre makes aagldbcision regarding the presence or absence of an
incumbent user using a decision fusion rule. Alssuaed is that the incumbent signal received by the
CRs is independent from each other because ofidocdiversity and the sensing channel corrupts the
incumbent signal by adding additive white Gaussiaise with zero mean and variancé. These
assumptions are reasonable for IEEE 802.22 netwuikgse coverage area has a radius of 33 to 100
km and CRs are widely distributed in this area [HBH2.22].

Spectrum sensing problem for tj#8 user is represented as below:

n, g‘[o
yj = Eq. 4-44
pjs+n, 3,

where H,, and H; are defined in Eq. 3-63. Assunme = [n(1),n(2),....,n(N)]" € R andy; =
[y;(1),¥;(2), ..,y;(N) ] € RN represent noise and received samples vectorsatesgg where the
number of received samplessin one sensing interval. Without loss of geneyalihe incumbent
transmitted signad can assume = 1%, where1}, is a column vector of all ones of sildlex 1. Let us
also assume? = 1 for all users and hengg is the received SNR at thig" CR. Let¥; represent the
test statistics of energy detectorjdt CR, such thak; = Tgp andA; = Agp as defined in Eq. 3-71,
where 4; is the decision threshold at thi& user which satisfied the required probability afsé
alarm,PFA [Arshad10].
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The goal of spectrum sensing is to make a declsitween,, and?(;. Local decision at*" user i.e.
d; is calculated as:

1, Iz
dj = Eq. 4-45
0, otherwise

In HD-CSS scheme, each CR user transd}itm the fusion centre through a control channedrin

orthogonal manner. Fusion centre combines all dueived informatiord = [d,,d,, ...,d, ]" and
makes a global decisidh such that:

D =g(w,d) Eq. 4-46

wherew = [wy,w,, ...,w5]” is the weight vector calculated by the fusion meftased on each user
(¢) value andy is the fusion rule. Here, let us define the fugiole g as in [Arshad10]:

( K K
D o xap =]
j=1

1,
g(w,d) = J Eq. 4-47
0, otherwise

4.2.3 Beta Reputation System

Reputation systems are used to foster good behabipyproviding incentives for honest users and
help some entity to make decisions about who t&t.tia the context of a cognitive radio networle th
fusion centre can employ a reputation system tatifyedubious users quickly and minimise their
contributions in global decision making by assignan appropriate (and hence weight) to each user.
The beta reputation system models the behavioeacdh CR as a binary event modelled by the beta
distribution [Josang02]. Hence, it provides a somraihematical basis for combining observations and
decisions for distributed users and for expressiegcredibility of each user. Since the true prdaligb

of a CR user to act maliciously, sayis unknowng is estimated from the data obtained at the fusion
centre. Takep(¢) from the beta family, whose probability functiangiven by:

_Tla+p)
~ T()T(B)

with the restriction thap # 0 if « <1 andp # 1 for § < 1 [Josang02]. In Eq. 4-4B(-) represents
gamma function. The first order statistics of tle¢aldistribution is given as:

P(e) g% 1(1 — g)f1 0<e<1l a=0,2=0 Eq. 4-48

E[p(e)] = " i 3 Eq. 4-49
_ ap
Var[p(e)] = DTS Eq. 4-50

The advantage of the beta reputation system idttbaty needs two parameters that are continuously
updated as decisions are reported to the fusiotrecdrurthermore, the beta distribution is the most
suitable option because of its flexibility and &pito pick any value if0, 1] with arbitrarily small
variance.

In HD-CSS, the fusion centre has two possible cugnfor each user in every sensing interval; the
fusion centre either categorizes tH& user contribution as positive rating or negatiating. Let¢
represent the total number @dsitive ratingsandn represent the total number of negative ratings the
the probability density function of the outcometthize j** user has a positive rating is obtained by
setting{ = a + 1 andn = § + 1 [Josang02]:
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r¢+n+2)
P(e) = (1 =& n=0 Eq. 4-51
The probability expectation value is definedidg(e)] which is interpreted as the most likely value of

p(&).
4.2.4 Proposed Reputation Based Mechanism at Fusion Cermtr

An opportunistic or cognitive radio user can bessitied either as reputable or dubious based on its
current decisionl; and the global decisioD. A reputable CR user is always honest i.e. trattismgi

its actual spectrum sensing observation or decitiothe fusion centre and its spectrum sensing
observations are normally reliable. While on theeothand, a dubious CR user is the one who may be
dishonest or honest but its sensing results isaheays correct because of many factors like the
sensing algorithm used, the capability of the ham@wetc. In order to achieve a high credibilityrsco
i.e. ¢ value, a CR user needs to be honest and ablevidpraccurate sensing observations. Each CR
user has its credibility database stored at th@rfusentre. When a new observation dgat thekth
sensing interval is reported, the fusion centrt filecides if thgt" user is a collaborative or a dubious
user using Eq. 4-46 and Eq. 4-47. The fusion cenben, updates the values §f andn; by
incorporating new observatiat) as follows:

(k) =¢ik—1D)+1, njk)=njk—-1+7, Eqg. 4-52
Where:
1, if dj(k) = D(k)
Ty = Eg. 4-53
0, otherwise

1, ifd; (k) = D(k)
T, = Eq. 4-54
0, otherwise

Hence, based on Eq. 4-49 to Eq. 4-54, the cretilsitiores of j" user can be written as:

Bp(e)] = —2 0 Eq. 4-55
Ci L £ -_— L 4-
] p {] +2+ T]] q
Finally, the weighting coefficients for the obseiwas of each CR user are defined as:
¢
W= ¢ Eq 4-56
j=1Sj

whereg; = [¢1, 63, ..,cx]T . Hence, the weight vector defined in Eq. 4-56pslated in each sensing
interval and once a CR user is regarded as unlelitib observations received by the fusion cehae
less effect on the global decision because obusdredibility score.

4.2.5 Simulation Results and Discussions

For the simulations, we consid€r20 collaborating users in a cognitive radio nekvé&ach CR user
sample the local observatidfi=10 times and proce$$ received samples to generate test statigtic
as defined in Eq. 3-71. Mean received SNR of tlenitive users is uniformly distributed in the range
of —5 to 5dB. Let us assume that the noise variangeis known to each user and is equalito
Moreover, initially all the users as trusted usamd initialise weight vectcow as a vector of all ones.
From simulations, we observed that the weightsliaisers converge aftdr0 to 15 sensing intervals
provided channel conditions remained constant. Weweto estimate values of probability of false
alarm and probability of detectio®,000 iterations are considered. In our simulations,icud CRs
do not perform spectrum sensing and send randoantadhe fusion centre.
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In Figure 4-20 (a), a collaborative spectrum sansiypstem is considered, having no DCR, 2 DCRs
and 4 DCRs and study the impact of dubious usertherperformance of collaborative spectrum
sensing. ROC curves are plotted for performancéuatian i.e. plots probability of miss detection
versus probability of false alarm [Arshad10]. Iclear from Figure 4-20 (a) that presence of dubiou
users significantly affects the performance ofaimdirative spectrum sensing. For example, for angive
probability of false alarmPFA = 20% under parameters given in last paragraph, prabalof
detection with no DCR i89.18%. However, in the presence @fand 4 dubious cognitive users,
probability of detection reduces 96.27% and89.13% respectively.

The performance of the proposed credibility bas&$ Gcheme is compared with the case of Equal
Weight Combining (EWC). In EWC, same weight is gaed to each user regardless of its credibility
score, hence in this scheme all users have eqaat s contributions in global decision about the
existence of incumbent users. Proposed schemeedibdity score based collaborative spectrum
sensing (CF-CSS) assigns weighted coefficientssersuthat are helpful in nullifying the effect of
false information in order to enhance to credipilif global decision. User weights are calculated
according to Eg. 4-56 that are based on the ciégdibf each user as defined in Eq. 4-55.

Figure 4-20 (b) and (c) show the performance of @Efe presence of 2 and 4 DCR respectively.
The performance with EWC is shown in each figureaaseference for comparison purposes.
Compared to EWC in the presence of dubious ushesptoposed CF-CSS scheme demonstrates
significant performance gain and completely nuitify the effects of misbehaved users. It should be
noted from Figure 4-20 (b) and (c) that with CF-C&®ising performance is even better than the
performance without any dubious user (see Figu2é 4a)). This is due to the reason that all CRs are
uniformly distributed in an area and have differgatues of mean SNR. Hence, some of the users
although trusted (i.e. neither selfish nor malfiorihg), cannot make reliable decisions most of the
time due to bad channel conditions. Hence, propsseéme assigns less weight to such users and
more weight to users who frequently make correctsilens. Figure 4-20 (d) plots probability of miss
detection versus detected SNR that can be relidétgcted by cognitive radio network for a given
probability of false alarm 050%. Here, it is assumed that all CR users receivetesaean SNR (i.e.
close to each other and distant from the incumtvansmitter). It is clear from the Figure 4-20 (diat

with proposed scheme 20 users can detect signiwass —15dB for PMD = 48.5% while with
EWC signals up to only-11dB can be detected for the saRD.

m

Probability of Miss Detection, P
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Frobability of Fiase Alarm, P, Probability of Fiase Alam, P,
(a) Effect of Dubious CR wusers on CSS (b) ROC curve with 2 DCR,K =20, N =
performanc& = 20, N = 10 andp = 10 and p = —5 to 5dB
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Figure 4-20: Simulation results showing the perforrance of CF-CSS

4.3 Distributed Processing to Handle Mobility

In this section the impact of the time variancesemlby the mobility of CRs on the sensitivity of
spectrum sensing algorithm is considered. A framrkwor local spectrum sensing is proposed in
order to exploit spatio-temporal diversity due te tuser mobility where cognitive radios make
multiple spectrum measurements and makes a de@biout the existence of a licensed user.

4.3.1 Introduction

A number of spectrum sensing algorithms are avigilab literature as explained in section 2.1.
However, existing studies on spectrum sensing hawesed on a model in which CRs are stationary
but it is expected that in future, most of the Vass traffic will be generated from mobile deviess
the user wants services on the go. Spectrum seakjogthms that perform outstanding in stationary
environments may be totally inept when user magbéitists. Hence, a proper model is needed which
is more suited to rigid constraints encroached $sr unobility. According to our best knowledge, this
area has not been much explored in the literature.

Recently, impact of user mobility on the performaraf spectrum sensing has been presented in
[MIin09]. However, the presented analyses have imate expressions and numerical results. For
example, the inverse of the covariance matrix (aefiin [Min09] as a sum of an identity mattiand

a symmetric Toeplitz matrix, sayl) cannot be expressed as a sum of an identity xmand a tri-
diagonal matrix i.e[I + M]~* # I+ M1,

In this section, a mobility driven collaborativeesfrum sensing mechanism using Neyman-Pearson’s
(NP) criteria is presented. It is shown that a n®lR can achieve better spectrum sensing

performance by exploiting its mobility. In the caered system, each CR makes multiple spectrum
measurements to exploit spatial diversity. Localt t&atistics and an optimal detection rule in the

presence of mobility are also derived in this secti

4.3.2 System Model

Let us consider a scenario in which a CR user igimgowith speeds and makes a decision on the
presence of the Incumbent User (IU) signal collabeely. The IU is assumed to be a TV transmitter
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and the CR is detecting the IU signal in a certzandwidthB in time T. The CR makes multiple
measurementdl in a discrete time intervalt before sending its observation to the central odietr
(e.g. fusion centre) which makes a final decisitmowd the existence of an IU. Let us make the
following assumptions:

« Direction of CR will not change during any two censtive measurements
e Average received signal power at a CR from an Ilhmy other CR is less than the noise
power as documented in IEEE 8P2 [IEEE802.22].

The log-normal correlated shadowing is taken irdcoant as well as a distance dependent path loss.
lit should be noted here that the effect of smallls fading is negligible because of the larger
bandwidth of TV channels i.e. 6MHz [IEEEB02.22] eTiteceived power at a CR can be expressed as,

P =PBeY Eq. 4-57

where P, is the average received powér,~ N (0,02) and o, is the standard deviation of .
Log-normal shadowing is normally characterisedeimmis of¢ — dB which is related witlv as, o, =
0.11og(10)c dB. Let us consider correlated log-normal shadowind ase exponential correlation
modelR(v) = e~%t wherea is an environment constant [Gudmundson91].

4.3.3 Spectrum Sensing
4.3.3.1 Measurement Statistics

Spectrum sensing can be formulated as a binarythgpis testing problem by assuming hypothesis of
the 1U inactive and active &$, andH; respectively [Arshad10]. Following previous woByan08],
for a large value ofn = TxB, the statistical model of received energy foritheneasurement is given

by [Min09],
0.4

(N <Gr%’;n> T Eq. 4-58

N|P+ o5, —— ; Hy

\ m
Let us define =[ry, r2- - -, n]T as a multi-variate Gaussian random variable hakimgeasurements.
Its joint distribution under each hypothesis isegias,

N (Eo'zo) s Ho
r~ Eg. 4-59

N(E1.Z1) s Hy
wherey; andZ; are mean vector and covariance matrix fafr j = 0,1. From Eq. 4-58 and Eq. 4-59,
o = o2 %X 1; M = (P+02)x1 Eqg. 4-60

4 4 2
o, o, 2Poj
o=—Iy, X =—Iy+
0 N 1 N

A Eq. 4-61

wherely andA areN x Nidentity and covariance matrices with elementA afeA,y, = plaPl nisa
measure of the correlation coefficient between pwsitions of a node separated by a distana@\pf
herep = e~ and_lis aN x 1 column vector of all ones. In Eq. 4-60, the agsiion is made that
the average received signal power is less thamdise power (lower values of signal to noise ratios
as envisioned in IEEE 82 [IEEE802.22].

123/140



QoSMOS D3.5

4.3.3.2 Hypothesis Testing

After collecting measurements at each time stgpt, wheren e {1,2,..., N}, the NP test can be
applied which is optimal in maximising probability detection for a given probability of false alarm
[[EEE802.22]. The likelihood ratio afis given as,

, h@3Hy)

T Eq. 4-62

L(r)

whereh(g;Hj) represents the probability density functiorrefnder hypothesis{; where j=0,1. After
some mathematical manipulations, Eq. 4-62 canrbplgied as,

1
L(r) = EET(ZO_l —Z )4+ 2T - 6w Z T+ @ Eqg. 4-63
whereg is a constant. For a given threshoejdspectrum sensing test can be formulated as,
1
2 ET(ZO_l - 2“1_1)5 +E1T D E0T20_1£ Z2nN—9 Eq. 4-64

It should be noted that the test statistics defimeHq. 4-64 consists of a quadratic ternrjrwhich
makes mathematical analysis intractable [Shellharb&jeHowever, test statistics can be transformed
in linear form by assuming, = X; = X which is possible if we assume non-zero receivesepd,
under hypothesig{,. Let us assumé. # 0 which can be considered as power of interferiggals.
This assumption results in the following optimatiden fusion rule,

A'r 2 7 Eq. 4-65

T
whereET = (El _EO) ¥~1 andfj is a constant. Based on the decision rule defindgl. 4-65, the
structure of the detector can be proposed whishasvn in Figure 4-21.

LI x it
3 Energy L. 7o o
Detector "'k.xx T “
g1 ﬁh.l‘l 2
g Uz ety 1
gl Energy Xin 5 %) y 5
T Cetectar xT,i T
=
81 Mzn Yy — .
B i Hy
=
I . =
X Un Energy Xnon g o M=
Detector R “

Figure 4-21: Proposed structure of detector

4.3.3.3 Performance Analysis

In this section, the closed form equation of thebability of detection, PD and the probability aefde
alarm, PFAare given based on the decision rule From Eqg. £268and PDare given by,

(B[

Var (1|3,

PFA = Q Eq. 4-66
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whereE[-] andVar(-) denotes the expectation and variance operatgoectgely and(-) is the right
tail probability of standard normal distributionirst order statistics ofi’r can be calculated easily

under both hypothesiH, andH; and hence a close form expressionT)f PFA and RBivéen by:

PD =Q (Q—l(PFA) - /ETZE) Eq. 4-67

whereX i” = p; — uo . Now consider,

FEE = () 222 (1 - )
= () = () =4 408
= Prz ﬁz_ll

4.3.4 Numerical Results

In this section, the proposed mobility driven spatt sensing framework is evaluated numerically and
results are presented. In most of the resultsPitodability of Miss-detectionPM), PM = 1 — PD
against various quantities is plotted and the imp@cCR mobility on the performance of spectrum
sensing is studied. The following parameters aed irs numerical evaluation (as typically assumed in
IEEE 80222 [IEEE802.22]) until stated otherwise; = —95.2dBm, T = 1ms, W = 6MHz, ¢ =
1.0dB, P.=-114 dBm,PFA= 10~3 and4: = 1s.

Figure 4-22 illustrates the effect of CR speed ba probability of miss detection for a fixed
probability of false alarm in an urban and a subarbnvironment, correspondingae 1/50 /m anda

= 1/150 /m respectively. As expected, while increasirgnumber of measurements, theiR@eases
(or PM decreases). For a given speed and a number of meauisN, the CR can detect an
incumbent user signal better in urban environmatitar than suburban environment. This is due to
the fact that in urban environment there is morattedng of incumbent signal and hence with
mobility multiple measurements decorrelate overtanalistances. Intuitively, it is also obvious ttha
for a fixedN and at a very high speed, RWI approach to the case bfindependent sensors placed at
a distance obA, and it can not go down to zero.

Figure 4-23 plots PMersus a number of measurements for different spaed it can be seen easily
that by increasing the number of times a CR wilifen spectrum sensing, PM can approach zero.
Figure 4-24 depicts PMersus averaged received power from the incumbgnirdnsmitter and for a
fixed speedv and N. It is clear from Figure 4-24 that performancespectrum sensing is highly
sensitive to the average received power.
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Figure 4-24: Probability of miss detection versuseceived power

4.3.5 Remark

A large number of spectrum sensing and collabagagpectrum sensing algorithms are available but
few of them considered mobility of cognitive radigs far. In this section, a theoretical analysis of
energy detection based collaborative spectrum isgnsithe presence of user mobility is presented.
The main conclusion of this section is that a ctigmiradio can improve spectrum sensing

performance if user mobility is exploited by perfang multiple measurements. A suitable detector
structure which is optimal in a Neyman-Pearson sénpresented and the expressions for probability
of detection for spectrum sensing are derived.
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5 Conclusions

This deliverable provides a complete set of alpami for sensing in the framework of the QoSMOS
project. It focuses on both radio context acquisitwhere sensing is performed on one location and
disseminated sensing where exchange problematioliaboratively or cooperatively collected data is
crucial.

Classical sensing techniques such as energy dwieatid cyclostationary feature detection are
improved using several methods:

e Hybrid detection mixing ED and CFD outperforminge tpberformance of both algorithms
taken separately.

* The use of the properties of speech for more efficenergy detection on PMSE.

* High order cyclostationary feature detection.

e Antenna processing increasing sensitivity and dtigmhe opportunistic user to perform
sensing on incumbent network without quiet perdicgctly on its communication data.

« Statistical tests theory is used to improve no®eell estimation and also to verify if the
processed samples have noise distribution propetteorder to do so the Anderson-Darling
and the Kolmogorov-Smirnov are used.

Innovative sensing approaches are described:

« As GFDM waveform is an important contribution of d0S from WP4, GFDM sensing
algorithms were developed using its cyclostatiagantaracteristics.

« The detection of opportunistic users can be perforoy watermaking. It consists in the
introduction of a specific signature in the tranged signal, signature that will be detected.

e Classical sensing methods are useless for CDMAdatds for which common channels are
always broadcast. The concept of sensing in cogesisented as well as detection algorithms
for CDMA traffic channels.

« For blind frequency localization, a method based ouble thresholding is proposed.

Moreover, in the case of the TV white space regkxssical sensing (meaning the detection of the
presence of a signal in a given frequency bandpissufficient. Indeed, to verify that the reuselu

TV channel does not cause harmful interferencénéoincumbent receiver, the opportunistic system
has to estimate the CIR of the incumbent receweatetermine the allowable transmit power. That is
why reliable CIR estimation technique is presented.

In order to improve local sensing performance éeecof shadowing for example), distributed sensing
is presented. The main problematic is no longed#tection algorithm performance but how to merge
numerous / various sensing metrics. Three aspexisoasidered:

« The quantization of the metrics sent to the fusientre : what is the resolution to use in order
not to degrade the sensing performance.

* What is the impact of mobility (key point of the dOS project) on sensing performance
and how this mobility can be used to improve senpierformance?

¢ How can the fusion centre deals with malfunctionimrg misbehaving sensing nodes? A
solution based on beta reputation system is prapose
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6 Acronyms

16QAM 16-state Quadrature Amplitude Modulation
2-D Two-dimensional

64QAM 64-state Quadrature Amplitude Modulation
ACC Adjacent Cluster Combining

AD Anderson Darling

ADC Analog to Digital Conversion

AMC Automatic Modulation Classification
AWGN Additive White Gaussian Noise

BER Bit Error Rate

BPSK Binary Phase Shift Keying

BS Base Station

BTS Base Transceiver Station

CAF Cyclic Autocorrelation Function

CD Cyclostationarity Detector

CDMA Code Division Multiple Access

CFAR Constant False Alarm Rate

CFD Cyclostationary Feature Detection
CIR Carrier to Interference Ratio

CPCC Cyclic Prefix Correlation Coefficient
CPICH Common Pllot CHannel

CR Cognitive Radio

CRC Cyclic Redundancy Check

Css Collaborative Spectrum Sensing
DAC Digital to Analog Conversion

DCR Dubious Cognitive Radio

DFT Discrete Fourier Transform

DPCCH Dedicated Physical Control CHannel
DPCH Dedicated Physical CHannels
DPDCH Dedicated Physical Data CHannel
DSA Dynamic Spectrum Access

DTT Digital Terrestrial Television

DVB-T Digital Video Broadcasting Terrestrial
ED Energy Detector

EM Expectation Maximization
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EPA Extended Pedestrian A

EWC Equal Weight Combining

EWC Equal Weight Combining

FB Feature-Based

FBMC Filter-Bank Multi Carrier

FC Fusion Centre

FCME Forward Consecutive Mean Excision

FDMA Frequency Division Multiple Access

FFT Fast Fourier Transform

FM Frequency Modulation

FPGA Field Programmable Gate Array

FWT Fast Wavelet Transform

GFDM Generalized Frequency Division Multiplexing
Gl Guard Interval

GLRT Generalized Likelihood Radio Test

HDC Hard Decision Combining

HSDPA High Speed Downlink Packet Access
HS-PDSCH High Speed Physical Downlink Shared CHanne
HS-SCCH High Speed Shared Control CHannel

IFFT Inverse Fast Fourier Transform

IR Infinite Impulse Response

INR Interference to Noise Ratio

ISR Interference to Signal Ratio

U Incumbent User

KS Kolmogorov Smirnov

LAD Localization Algorithm based on Double-threstiiog
LB Likelihood-Based

LRT Likelihood Radio Test

LTE Long Term Evolution

MED MEDian

MF Matched Filter

MJID Multi-band Joint Detection

ML Maximum Likelihood

MLE Maximum Likelihood Estimate

MOD ID MODulation IDentification
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NP Neyman Pearson

NP Normal Peak

NT Normalized Threshold

OFDM Orthogonal Frequency Division Multiplexing
OFDMA Orthogonal Frequency Division Multiple Access
OQAM Offset Quadrature Amplitude Modulation

OR Overlapping Ratio

OSA Opportunistic Spectrum Access

OVSF Orthogonal Variable Spreading Factor
P-CCPCH Primary Common Control CHannel

PD Probability of Detection

PDF Probability Density Function

PFA Probability of False Alarm

PM Probability of Misdetection

PMSE Programme Making and Special Events

PND Probability of Non-Detection

P-SCH Primary Synchronization CHannel

PSD Power Spectral Density

PU Primary User

QP Quiet Period

QPSK Quadrature Phase Shift Keying

RaSSSD Receiver-aided Spectrum Sensing schem&péiial Differentiation
RAT Radio Access Technology

RB Resource Block

RC Raised Cosine

RF Radio Frequency

RMSE Root Mean Square Error

RRC Root Raised Cosine

RS Reference Signal

SC-FDMA Signal Carrier Frequency Division Multipecess
SF Spreading Factor

SIMO Single Input Multiple Output

SINR Signal to Interference plus Noise Ratio

SIR Signal to Interference Ratio

SNR Signal to Noise Ratio
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SP Side Peak

STD STandard Deviation

S-SCH Secondary Synchronization CHannel
TFCI Transport Format Combination Indiactor
TPC Transmit Power Control

TVWS TV White Space

UE User Equipment

UHF Ultra High Frequency

UMP Uniformly Most Powerful

WARP Wireless open-Access Research Platform
WLAN Wireless Local Area Networks

WSR Watermark to Signal Ratio
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