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Abstract

This document presents the first results of Work Package 4 that deals with mechanisms for “Reliability,
availability, robustness and scalability” of RERUM. Its goal is to present the techniques for optimizing
the network reliability ensuring the always connectivity of the RERUM Devices (RDs) and the high
availability of their data. The work presented here describes an integral functional entity of the RERUM
System Architecture, namely the Communication and Networking Manager. Key techniques analysed
are: (i) the adoption of Cognitive Radio (CR) technology on loT devices with the development of
lightweight and energy efficient mechanisms for spectrum sensing and spectrum assignment, (ii) the
maximisation of spectral efficiency with the development of a technique for frequency reuse in clusters
of RDs and with the bargaining of resources between neighbour clusters to resolve overloading issues,
(iii) the virtualisation of network interfaces of RDs for the efficient assignment of Services to virtual
interfaces, (iv) the optimal discovery and assignment of network resources in heterogeneous
deployments with RDs that have both WiFi and 3G interfaces, (v) the calculation of trusted routing
overlays for identifying trusted intermediate nodes in multipath scenarios and routing “sensitive”
traffic only through trusted paths, and (vi) the lightweight multicast forwarding algorithm for RPL-
based 6LoWPAN IloT deployments. These techniques will be used for the implementation of the
RERUM use cases and will be tested in experiments and trials (if the implementation allows).
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Executive summary

This deliverable presents techniques developed within the RERUM project for optimizing the network
interconnectivity of the RERUM Devices (RDs) and in general of loT deployments. These techniques are
part of the Devices/Communication layer of RERUM (as presented in deliverable D2.3 [RD23]
Figure 27), which handles the communication of the devices and optimizes their networking for
ensuring the high availability of their data to support any type of Smart City use cases. These
techniques were developed based on the RERUM networking requirements (presented in deliverable
D2.2 [RD22]) and aimed at guaranteeing the efficient interconnectivity of large networks of RDs,
mitigating interference and ensuring the maximum Quality of Service (QoS).

Acknowledging that the devices are crucial components for the loT world, RERUM develops techniques
to ensure that the devices will always have network connectivity, so that whenever a Service requests
some data, the respective device will be capable of providing them on time. This requirement for
timely delivery is of outmost importance for many loT applications that are related to emergencies or
health issues and RERUM’s mechanisms aim to address it efficiently.

In general, RERUM aims to address some of the key challenges in the wireless loT world, namely
interference, always connected capability, scarce spectrum and mobility. In this respect, the following
techniques are analysed in this deliverable:

e Cognitive Radio (CR) technology has been adapted on the loT world by designing a CR-inspired
agent that can run on resource constrained devices,

e A lightweight and energy efficient framework for gathering spectrum occupancy
measurements aiming to model the behaviour of licensed users,

e A mechanism for allowing the RDs to select the most appropriate spectrum fragment and the
band width that it should access for meeting the service QoS requirements,

e Atechnique for frequency reuse in clusters of RDs that maximizes the spectral efficiency,

e A mechanism for negotiating and borrowing resources between neighbour clusters of RDs to
resolve overloading issues,

e A technique for virtualisation of network interfaces of RDs for the efficient assignment of
Services to those virtual interfaces,

e A mechanism for optimal discovery and assignment of network resources in heterogeneous
deployments with RDs that have both WiFi and 3G interfaces,

e A framework for calculating trusted routing overlays that identify trusted intermediate nodes
in multipath scenarios in order to route “sensitive” traffic only through trusted paths, and

e Alightweight multicast forwarding algorithm for RPL-based 6LoWPAN loT deployments.

This document includes the results of 11 scientific papers, 6 of which are already published and
presented in top tier IEEE conferences [TA13, LHAY14, STT14, SMP14, BLKS14, AAPY15], while 2 are
already submitted [STT15, STT15b] and 3 are under submission (an extension of [STT15b] and the
works presented in section 5.1 and section 5.2). The purely technical nature of this deliverable may
create difficulties to the non-expert readers; thus, an introductory part is included at the beginning of
each section describing briefly (i) the motivation for developing each technique that is presented at
the specific section, (ii) the relation with the loT and the RERUM System Architecture and (iii) the
relation with the RERUM Use Cases and the practical problem the technique tries to solve.
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Definitions

Term Definition Source

Acting An (embedded) device that has the capability to affect the | RERUM/

element ior;dltlotr? of a Phy5|ca: Er:t!ty,l (I‘lke <|:hang|ng its state or moving loT-A part of
it) by acting upon an electrical signa actuator

[IOTA]

Actuator A smart device that includes one or several acting elements and | RERUM/
receives (IT-based) commands translating them to electrical loT-A
signals for the acting elements. An actuator can also include a
sensor so that there is knowledge on the Physical Entity it acts
upon, in order to translate correctly the command into the
electrical signal.

Application The point responsible for the end-user services (e.g., automation | RERUM/

server services, energy management, etc.). The Application server may loT-A
reside either in the internet or in the RERUM domain and is
responsible for accepting dynamic resource requests, executing
the appropriate actions, and returning the results to the user.

Context Context is any information that can be used to characterize the | [AG99]
situation of an entity. An entity is a person, place, or object that
is considered relevant to the interaction between a user and an
application, including the user and applications themselves.

Cluster A group of wireless (mainly sensor) nodes that work together for | RERUM,
a more efficient and scalable organisation and management of | based on
the network. [AYO07]

Cluster Head | The RERUM Device that plays the role of the Head of a Cluster | RERUM,

(CH) within the RERUM network. The CH is responsible for routing the | based on
data from the members of the cluster to the rest of the network, | [AY07]
as well as to take centralized networking decisions. The CH is
either pre-assigned or can be selected by the RERUM Devices.

Clustering The process of splitting the network in clusters and electing CHs. | RERUM,

based on
[AYO07]

Consent Within RERUM the user consent is used for privacy purposes, | RERUM
when the system will ask the user if he allows to send his data to
an application that requests them.

Device It can be a single or a combination of the following elements: loT-A

e Sensors, which provide information about a Physical
Entity

e Tags, which are used to identify Physical Entities

e Actuators, which can modify the physical state of a
Physical Entity
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A functional component that executes the process of the

Federation ) ) RERUM
Head (FH) Federation of VRDs. It can be assigned to any powerful RD, the
GW or a centralized server.
Federation Several Virtual RERUM Devices are forming a Federation if they | RERUM
of Virtual cooperate to offer a joint service for a Virtual Entity (VE). The
RERUM logic necessary to orchestrate the service is associated to the
Devices Virtual Entity that offers the service.
Gateway Network node equipped for interfacing with another network | Federal
(GW) that uses different protocols. Standard
1037C [SF96]
Generic This is a software artefact that groups both virtualisations found | RERUM
Virtual in RERUM, namely the Virtual Entities and Virtual RERUM Devices
RERUM that share properties like, that
Object (GVO .
ject ( ) e theyallow to be discovered,
e they allow to be addressed, and they allow to be
interacted with in a standardized manner.
Internet Theszarefsc;urces of dzta/m.easu;emen;s thatdor|g|nate 1Tjromh RERUM
Resources outside of the RERUM domain and can be used as input for the
applications.
RERUM Within RERUM, the M|d<.:llew:f\r.e is assumed to be a software RERUM
Middleware layer or a group of functionalities that allows heterogeneous
(MW) devices to be discovered, addressed and accessed by the
applications in a seamless and unified way. The Middleware
includes the virtualisation of devices to hide their
heterogeneity.
Physical A dlsFrete, identifiable part of the physu:‘al enwrﬁonment whu;h Merriam-
Entity (PE) is of !nterest to the user for the complet.lon of his goal. Physical | \\/opcter
Entities can be almost any object or environment. dictionaryl/
I0T-A
RERUM A RERUM Device can play the role of an Aggregator, when it | RERUM
Aggregator collects, processes (aggregates, encrypts, filters, etc.)
data/measurements from many other RERUM Devices and
forwards them to the GW/Middleware/Application Server. A
RERUM aggregator can be considered as an RD playing the role
of a Federation Head and could be very helpful in terms of
privacy, because this aggregation will avoid the leaking of
personal information that may be contained in the data that are
aggregated.
RERUM A RERUM Device (RD) is a piece of hardware and software (incl. | RERUM
Device (RD) the Operating System) that is equipped with intelligence. It has

! Merriam-Webster Online: Dictionary and Thesaurus www.merriam-webster.com
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or RERUM one or more Resources that the RERUM Device is able to either
Smart Object | fill with interpreted and pre-processed sensory data or able to
read and interpret the commands that are given. The RERUM
Device has some Sensing, Tag or Acting elements directly
attached to it.

RERUM The specific topology of software components on the physical | IoT-A/

Deployment | layer, as well as the physical connections between these | RERUM
components.

RERUM A RERUM Gateway is a physical device that plays the role of a | RERUM

Gateway network gateway interconnecting different RERUM networks.

Furthermore, the RERUM Gateway is responsible for managing
the RDs that are connected toit. In this respect it can also include
various Middleware functionalities.

Resources Resources are software components that provide some | IOT-A On-
functionality. When associated with a Physical Entity, they either | device
provide some information about or allow changing some aspects | Resources
in the digital or physical world pertaining to one or more Physical
Entities. In general, they are typically sensor Resources that
provide sensing data or actuator Resources, e.g. a machine
controller that effects some actuation in the physical world.

Sensing An (embedded) device that perceives certain characteristics of | RERUM
element the real-world environment (Physical Entities), translating a
change into an electrical signal.

Sensor A smart device that includes one or several sensing elements and | |oT-A
is able to translate the electrical signal of the sensing elements
to some type of information (digital representation) with specific
value and semantic.

(IoT/RERUM) | Software component enabling interaction with resources l0T-A,
Service through a well-defined interface, often via the Internet. RERUM
Smart Object | See RERUM Device RERUM
Virtual Entity | The digital synchronized representation of a Physical Entity. loT-A
(VE)

Virtual A Virtual RERUM Device (RD) is a digital representation of a | RERUM
RERUM RERUM Device. The same one physical RERUM Device at one

Device (VRD) | time is represented by one Virtual RERUM Device. This is a
software artefact, like a Virtual Entity (VE), but represents a
RERUM Device (RD).

User A Human or a software that interacts with a system for | Based on
transferring information. loT-A
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1 Introduction

1.1 Scope

This document presents the results of the EU-FP7-SMARTCITIES-2013 project RERUM [RERUM] with
regards to technologies for enhancing the “Reliability, availability, robustness and scalability” of the
system. More specifically, this document is a joint effort of two tasks that have been running for 16
months: Task 4.1 “Cognitive radio based smart objects” and Task 4.2 “Network interconnectivity”.

Up until now, the l1oT world focused mostly on enabling the interconnectivity of the devices through
the virtualisation of the physical devices and objects and the centralized management of the virtual
devices. However, developing only server-side or gateway-side mechanisms without any focus on the
devices themselves does not solve availability and reliability issues, because it does not solve efficiently
the networking problems of the devices. Within RERUM, the devices have a very important role in the
system architecture and the goal is to embed intelligence on the devices so that their networking and
their interconnectivity is being improved with regards to the availability of the devices to send and
receive data. This will improve significantly the reliability of the overall system, increasing the overall
availability of the devices so that their Resources can be delivered on-time whenever they are
requested by the RERUM Middleware.

Task 4.1 focused on developing a framework that will allow the adaptation of the Cognitive Radio (CR)
technology on the IoT devices. The motivation for that was to increase the availability of the loT
communications, enabling the devices to mitigate efficiently the wireless interference in the
overcrowded free spectrum bands (Industrial Scientific and Medical — ISM bands). In this respect, as
also presented briefly in the System Architecture deliverable (D2.3) [RD23], a lightweight CR-agent has
been designed. The CR-agent will be running on the RERUM Devices (RDs) and will be capable of
accessing the wireless spectrum in an opportunistic manner, not being limited by standard protocols
like IEEE 802.11 or 802.15.4 that are widely used in the loT world. Furthermore, for the optimization
of the wireless interconnectivity of the devices, mechanisms for dynamic frequency assignment and
for negotiation of the assignment of wireless resources to devices have been developed and adapted
from standard wireless solutions to the specific requirements of loT devices.

Task 4.2 focused on optimizing the interconnectivity of heterogeneous wireless loT devices.
Virtualisation of the network interfaces of the RDs is a key achievement within RERUM, progressing
significantly the state of the art against standard existing solutions. Its goal is to assign in a more
efficient and dynamic way the network resources to services considering their Quality of Service (QoS)
requirements. In the same area, RERUM developed a mechanism for discovering and allocating
network resources (that can be equipped with metadata to allow their semantic representation) to
RDs aiming to increase the spectral efficiency of wireless deployments of RDs within city environments.
For optimizing the use of virtual resources, algorithms for routing and forwarding have been
developed. The former focuses on identifying trusted routes in overlay networks, without requiring
knowledge of the underlying network connections, thus is suitable for virtualised environments. The
latter focuses on both optimizing the network bandwidth and minimizing the energy consumption of
the nodes during message exchanges.

The document, apart from the theoretic evaluations of the proposed techniques, also includes a partial
prototype implementation of an Software Defined Radio (SDR) based gateway that is able to
interconnect heterogeneous wireless |oT networks. The specifications of the prototype
implementation are included in Section 2, and a video recording of its performance as well as a short
report will be available in https://ict-rerum.eu/sdr-prototype/.
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1.2 Intended audience

This document presents pure technical solutions for improving the reliability and availability of loT
networks, so it has a very narrow targeted audience. It aims mainly for researchers that are working in
the areas of Cognitive Radios, Software Defined Radios, network optimization, network virtualisation,
modelling of network resources and wireless sensor networks. The solutions presented in the
document are explained in detail so that the respective readers can easily implement them and test
them on their systems. The document also aims at other loT related projects and the IERC members
to provide them with the RERUM solutions on improving the networking reliability and the data
availability of their systems. In this respect, a dialogue with other projects for integrating the RERUM
device-oriented solutions with the middleware-oriented solutions of other projects can start, in order
to develop jointly an optimised loT framework with emphasis (but not exclusively focused) on smart
city applications.

1.3 Position within the project

1.3.1 Relation with other tasks and WPs

As mentioned above, this document (D4.1) is the output of the activities of Tasks 4.1 and 4.2 of Work
Package 4 (WP4). In Figure 1, the relation of the tasks of WP4 with the rest of the tasks/WPs of the
RERUM project is depicted. D4.1 used as input the results of Tasks T2.2 and T2.3 (which were described
in D2.2 [RD22]) and the results of Task 2.4 (that were described in D2.3 [RD23]). From Task 2.2 the
input relates to the adaptation of the CR-agent model for the RDs. From Task 2.3 the input is related
to the networking, system and device requirements that were used as basis for the design and the
development of the respective technologies that are developed within Tasks 4.1 and 4.2 and are
detailed in this document. From Task 2.4, the input to this deliverable (and the rest of WP4) is related
to the specific modules of the system architecture that are developed within WP4.

The output of D4.1 is used within Task 4.3 (D4.2) for optimizing the developed mechanisms for their
energy efficiency, as well as within Task 4.4 (D4.3) for assessing their scalability. Furthermore, D4.1
provides output to Task 5.2 for the implementation of the mechanisms for running the use cases within
experiments and trials in Tasks 5.3, 5.4 and 5.5. The early results from the experiments and trials will
be used for refining and optimizing the developed mechanisms within WP4 that would provide results
for the optimization of the implemented mechanisms within WP5 (as it is depicted in the feedback
loop shown with the red lines in the figure). D4.1 will also provide feedback to Task 2.4 for the
refinement of the RERUM architecture within the second year of the project.
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1.3.2

Relation with the architecture

Figure 1. Position of D4.1 within the project activities

D4.1 is the main technical deliverable of WP4 that aims to develop mechanisms for enabling the
seamless and efficient communications (virtualised or not) of the RERUM Devices (RDs). Here we will
briefly describe the position of this deliverable with regards to the functional entities of the RERUM

system architecture that were presented in Deliverable D2.3 [RD23].

The contents of this deliverable are related with the functional entity “Communication and Network
Manager” that is depicted in Figure 2. This entity consists of two entities, namely the “Communication
Manager” and the “Network Manager”.
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Configuration

SPT Manager and Monitoring
Manager
Communication and Network manager
Control data
P Configuration
Communication Network o
— and Monitoring
Manager Manager M
anager
Networking commands
RD Adapter RD Adapter

Figure 2. Communication and Network Manager internal components

The Communication Manager consists of four functional components as seen in Figure 3. The figure
presents the conceptual model of the functional entity, which does not necessarily mean that all the
depicted modules will be developed within RERUM. For several parts that are not of major interest of
the project, existing solutions can and will be applied. In this deliverable, the focus is given on the
following functional components:

¢ Interface selection, parts of which are described in Section 2 and parts in Section 4 in this
deliverable,

e Routing, parts of which are described in Section 5 in this deliverable that presents the
multicast forwarding,

e Protocol translation, described in Section 2 in this deliverable where the CR-based gateway
is presented.

Communication manager

Comm. Interface Protocol

Security selection

Routi Scheduli .
outing cheduling translation

Figure 3. RERUM Communication Manager functional components

The module for Communication Security is the responsibility of WP3 and its internal functionalities
are described in detail within Deliverable D3.1 [RD31], so the reader is advised to refer to this
deliverable for more information on this module. The functional component for Scheduling is not a
standalone module, but parts of it are included in other functionalities, i.e. in the interface selection,
when the Spectrum Assignment is performed, the flows are assigned to spectrum fragments according

Page 26 of (150) © RERUM consortium members 2015



Deliverable D4.1 RERUM FP7-ICT-609094

to their priority and their transmission takes place in a prioritized manner and similarly in the Routing
module.

The Network Manager consists of eight functional components as depicted in Figure 4. It is responsible
for managing and configuring the components that deal with the network connectivity of the RDs
either in a centralized or in a distributed approach (mainly depending on the design choice of the
network administrator). This figure presents the conceptual model and not all components are
developed and implemented within RERUM. The following modules are described within D4.1:

e Spectrum management: the CR-related functionalities are described together with the
interface selection in Section 2. However, the interference management functionalities are
described in Section 3,

e Local QoS manager: basically it is inherent in all sections, because all developed functionalities
take into account the QoS requirements of the services. However, specific QoS-related
functionalities are described in Section 4,

e Routing management, described in Section 5 that presents the trusted routing overlay
mechanism, and

e Clustering, parts of which are described within Section 3.

The Network Monitoring module is directly related to the security and the reconfiguration of the
system and thus is described in detail in the deliverable D3.1, so the reader is advised to refer to this
deliverable for more information. The rest of the modules are included in the conceptual model of the
Network Manager in terms of completeness, but no new solutions are developed within RERUM. These
modules are for Neighbour Discovery, Opportunistic Communications and Mobility Management.

Network Manager

Communication oE
Spectrum . Mobilit Local QoS
Manager/IF - pe Clustering y o 1
salection Management Management Manager

RD Adaptor/
Resource Manager

. . ortunistic

Neighbour Routing Opp D Network
. Communicati o
Discovery Management ons Monitoring

Communication Communication
Manager/Routing Manager/Scheduler

Communication
Manager/Scheduler

Figure 4. Network manager internal components

It is evident from the above that D4.1 plays an important role within RERUM since it describes the key
project innovations for networking and communication. More details regarding the interfaces for the
interconnectivity of these modules will be given in the final version of the system architecture to be
published in D2.5 due end of August 2015.

© RERUM consortium members 2015 Page 27 of (150)



RERUM FP7-ICT-609094 Deliverable D4.1

1.3.3 Relation with the use cases

The results of this deliverable will be used for the implementation of the use cases. The efficient
networking of the devices is of paramount importance for the performance of any loT device in order
to increase the data availability in the overall system. No matter how effective, useful and advanced
an appplication s, it cannot provide any actual benefit if the devices are not able to transmit their data.
Especially in situations when the timely delivery of the latest data is important (i.e. in emergency
situations where there is a fire or a health incident) the data delivery should be prioritized and
delivered as quickly as possible to the destination (e.g. te emergency response teams). For this, the
devices should be “always connected” to the system in an optimized way. The results described in this
deliverable are mostly applicable to three of the four use cases of RERUM. With the exception of the
smart transportation use case, all other use cases are dealing with RDs that are basically fixed devices
connected through their wireless interfaces that are either IEEE 802.11 or 802.15.4. Thus, all solutions
presented in this deliverable can be applied to these three use cases. The smart transportation use
case considered within RERUM, basically utilizes mobile phones carried by citizens. The results
presented here can also be adapted to this use case in the future when the mobile phones will have
reconfigurable radio interfaces. However, currently RERUM has identified a key challenge for mobile
devices, which is related related with the optimal selection of interfaces when both mobile and
wireless networks are available and such a solution is described in Section 4. More details for the
implementation of the described mechanisms in the use cases and their testing in experiments and
trials are presented in deliverable D5.1 [RD51], therefore, the reader is advised to refer to that
deliverable.

1.4 Structure of the document
The document is structured as follows:

e Section 2 presents the adaptation of the Cognitive Radio (CR) technology to the IoT world, with
the description of a CR-inspired agent that allows the development of lightweight
opportunistic spectrum access technologies within the RDs. Respective mechanisms for
spectrum sensing and spectrum assignment are also described together with the prototype
implementation of a CR-inspired gateway that interconnects heterogeneous RDs using
standard Software-Defined-Radio (SDR) implementations of IEEE 802.11 and 802.15.4.

e Section 3 presents techniques for mitigating interference in wireless loT environments
optimizing the networking connectivity of networks consisting of RDs. Focusing on large
RERUM deployments where RDs are grouped in clusters we present an intelligent technique
for optimizing the frequency reuse among clusters.

e Section 4 presents techniques for optimizing the resource access in virtualised environments.
A novel technique for virtualising the RD’s network interfaces and for efficient assigning of
Services in virtual interfaces is presented. Solutions for modelling and naming Resources and
virtual RDs, as well as for discovering and allocating resources to virtual RDs are also described.

e Section 5 presents routing and forwarding solutions that aim to optimize the assignment of
virtual resources and their efficient delivery from the RDs to the rest of the RERUM system.
The focus is on developing trusted routing overlays and on bi-directional multicast forwarding.

e Section 6 concludes the deliverable with an overview of the key results.
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2 Enhancing RDs with CR capabilities
2.1 Introduction
211 Motivation

In the last decade, there is a significant increase in the usage of wireless networking technologies in
urban environments, with an estimation of reaching almost 4 billion mobile and wireless users in a few
years. These numbers only consider humans being the users of the wireless networks that is basically
optimized for human-oriented communications. However, with the recent growth of the Internet of
Things (loT), the number of devices that are connected to the Internet (mostly wirelessly) in the next
decade is expected to increase dramatically. There are various estimations about the number of loT
devices that will be interconnected to the global internet, starting from the least optimistic ones, like
the report from Analysys Mason (in 2010) that talks about 2.1 billion devices by 2020 and going to the
most optimistic one from WWRF that estimates that 7 trillion devices will serve 7 billion people by the
year 2017 [W++12,5509]. The continuous growth of 10T is proved also by the inaccuracy of any such
predictions. For example, the prediction of Analysys Mason in 2010 for 2.1 billion devices [MAS11] has
now been refined and there is a new report that talks about 20+ billion devices by the year 2023
[MAS14].

This explosion in the number of wireless devices raises significant requirements for new
communication technologies that sshould be developed to support the loT interconnectivity in both
new and existing wireless deployments in urban environments. The increased network usage, the new
connectivity requirements, the heterogeneous communication technologies involved and the huge
amounts of heterogeneous types of traffic that these devices will flow through the Internet are key
issues to be addressed by loT technologies, since the current Internet is not fully capable of supporting
this type of communication.

In such a complex networking landscape, the requirements for anywhere, anytime and anyplace
connectivity seem to be valid not only for humans but also for devices, since many smart applications
can have very strict Quality of Service requirements with respect to timely data delivery, i.e. medical
applications or emergency/alarms. Current wireless networking technologies (e.g. Wireless Sensor
Networks using the IEEE 802.15.4 protocol), which are also used for loT communications, are severely
impacted by interference, which can degrade significantly the performance and the connectivity of the
devices.

As proved extensively in the literature [TFAS11, AP++08], interference is one of the main performance
limiting factors in wireless, ad hoc and sensor networks. Controlling interference is essential to achieve
maximum performance, since it affects directly the reception capabilities of the clients [QZ++07].
Interference is a key factor that can lead to reduced capacity and performance, since it can reduce the
achievable transmission rate of wireless interfaces, increase the frame loss ratio and reduce the
utilization of the wireless resources, due to contention in distributed channel access protocols, such as
IEEE 802.11 or 802.15.4. Interference can be between links belonging to the same network or can
originate from external sources.

Interference is directly related with the utilization of the radio spectrum by many users. The radio
spectrum is a natural resource regulated by governmental and international agencies. It is assigned to
license holders on a long term basis using fixed assignment policy, which affects the spectrum usage
as measurements have shown [A++09]. This shows that for large portions of spectrum the utilization
is quite low, while for the ISM bands the utilization is quite high leading to significant interference.
Cognitive Radio (CR), proposed by J. Mitola in [MM39], has emerged the last decade as a promising
technology able to exploit the unused portions of spectrum in an opportunistic manner. CR was first
introduced for opportunistic radio access in niche applications, such as wireless microphones, later
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adopted on traditional ad-hoc networks [A++09] for improving spectrum access. Lately the interest in
being moved to Wireless Sensor Networks (WSNs) and the smart grid as presented in [LDP12].

Within RERUM, the goal is to utilize the CR technology to optimize the network performance enabling
efficient loT communications between the heterogeneous types of RERUM Devices (RDs). For
efficiently interconnecting wirelessly numerous smart objects (that can be co-existing with other
wireless technologies) several issues have been identified [V++11]:

Hardware heterogeneity,

Different communication protocols,

Different communication technologies,

Interference in WSN frequencies,

Single-radio devices,

Limited energy resources that enable power saving modes on the devices,

No loT-tailored QoS requirements,

Low trustworthiness of loT communications with regards to both security and
performance,

e Dense deployments of loT devices in small areas.

As part of the preparatory work for the RERUM project, a position paper for CR-inspired Smart Objects
(CRSO) was published [TA13]. The platform proposed in this paper is adapted within RERUM in order
to develop the Cognitive-Radio agent of the RDs (described in the following subsection). The RDs have
increased radio intelligence and an ability to adapt to environmental conditions using the CR
technology. The basic idea is that an RD should be able to exploit the unused spectrum bands
opportunistically, but only in an energy efficient way (since one of the key aspects of RERUM is energy
efficiency as mentioned in deliverable D2.2). In this respect, the cognitive cycle introduced by Mitola
[MM99] can be changed according to Figure 5, in order to include the “energy efficiency” aspect. Here
two new modules are included in the cycle: (i) battery information module and (ii) energy efficiency
module. The battery information module is responsible for maintaining information regarding the
remaining capacity of the battery and to keep track record of the average energy consumption at each
spectrum band. The energy efficiency module is directly connected with all other modules of the
cognitive cycle to consult them (and command when in critical battery state) for taking decisions and
acting with regards to: (i) consume less energy when sensing the spectrum (i.e. sense the spectrum
less frequently), (ii) analyse the spectrum with regards to the required energy to transmit in the band
under examination and (iii) decide to use a spectrum band with low required energy consumption.
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Figure 5. Energy efficiency-based cognitive cycle
2.1.2 Relationship with smart city applications and RERUM use cases

Due to the inherent intelligence of CR technology there are many potential smart city applications that
can benefit greatly from the use of CR-based loT devices. The idea is to allow the CR devices (and
basically the RDs) to be interconnected with each other and with the gateways in a seamless and
efficient way. A summary of the application areas that can benefit from CR-inspired RDs is discussed
below:

Smart Buildings (including the RERUM indoor use cases for comfort quality monitoring and home
energy management)

In the smart city domain, buildings are becoming more intelligent embracing a wide range of
technologies to improve the everyday life of the inhabitants. The most common smart building
applications are: (a) building automation and (b) building energy management. The wide deployment
of wireless networks within buildings in the last decade resulted in severe interference in the ISM
bands that are utilized by standard Wi-Fi Access Points. For implementing the RERUM indoor use cases,
a large number of RDs have to be installed for monitoring the energy consumption of devices (i.e. TVs,
air conditioners, lights) and for home automation (sensors and actuators in doors, windows). Equipping
these devices with radio cognition can allow for a distributed self-configuration of the RDs in non-ISM
frequencies. Normally, 10T devices do not require transmitting large amounts of data, therefore
opportunistic usage of short timeslots of the ISM bands (even when they are congested by the Wi-Fi
users) will be sufficient for these applications. When more resource-demanding applications are
requested (i.e. transferring video for surveillance) then free spectrum in other bands (e.g. TV-bands)
can be utilized without disturbing the Wi-Fi users. Furthermore, RDs accessing wide band widths in
underutilized TV-bands would be ideal for in-house multimedia distribution and sharing between
devices such as TVs, PCs and Hi-Fi systems. For this type of applications, high data rates are required
(9-30Mbps) which cannot be achieved in congested Wi-Fi environment, but RDs can perform spectrum
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aggregation in unused frequencies to utilize wider bandwidth, i.e. in TV bands for achieving high data
rates.

Vehicular Communications (including the RERUM outdoor use case for smart transportation)

Intelligent Transportation Systems (ITS) [DD10] utilize road-based and vehicle-based sensors for
several applications, like electronic tolling and traffic monitoring. In the 5.8 — 5.9 GHz band, 75MHz
and 30MHz have been assigned in the US and in Europe respectively for Dedicated Short Range
Communication (DSRC) communications with a channel width of 10MHz. This is only sufficient for
delivering short amount of data in short distances to vehicles for alarms and emergencies. This
requires, though, a wide deployment of many Road Side Units (RSUs) in order to provide full coverage.
RDs installed on vehicles or playing the role of road-side ITS sensors can make current DSRC networks
able to support huge amounts of data that will need to be exchanged for vehicular applications like
traffic monitoring and management and smart parking in congested roads. CR technology can greatly
assist in this direction, by allowing the opportunistic utilization of more spectrum frequencies to enable
higher data rates and longer range with less transmission power. That way, a minimum deployment
(or even no deployment) of RSUs would be feasible and vehicles will be able to communicate in long
distances (in lower unused frequencies) so that they will know the traffic long ahead either by short
messages or even by video multicast. Specifically for the RERUM smart transportation use case, the
CR-based RDs can play both the role of clients (installed on vehicles) and RSUs. The RSUs play the role
of the gateway, implementing all the required mechanisms for centralized handling of the client-RDs
(spectrum sensing and assignment, routing, etc.). Speed measurements that are required for the smart
transportation use case could be sent directly from the vehicles to the RSUs in long distances, so the
deployment costs of such an application can be minimized.

Environmental Monitoring (one of the RERUM outdoor use cases)

For the second outdoor use case (monitoring the environmental conditions in a smart city), a large
number of heterogeneous devices have to be installed in several key locations (i.e. squares) monitoring
humidity, air quality, noise, temperature, CO and CO2 emissions. Another option would be to have
dedicated vehicles (i.e. buses or garbage collector vehicles) moving on the city roads with sensors
devices performing measurements in many areas. For the second approach, location determination
devices (i.e. GPS) should also exist on the vehicle. To ensure the reliable and energy-efficient operation
of the large number of devices, the CR technology should be adopted to exploit dynamic spectrum
management techniques in an overcrowded spectrum that is sensed in current large cities as identified
in [LDP12, T++11]. Furthermore, the heterogeneity of the devices will be concealed due to the
reconfiguration capabilities of the RDs, so that their interconnectivity of the devices will be easier and
seamless, allowing the transferring of data in long distances and in distant areas with no network
coverage.

Smart Grid (not directly a RERUM use case, but it relates with the indoor use case for Home Energy

Management)

A smart grid comprises many interconnected heterogeneous communicating systems that aim to
provide and make use of information to save energy and reduce costs in electricity networks of
terabytes in th. The smart grid networks continuously expand including more metering devices and it
is estimated that the amount of exchanged data will be several thousands in the near future [GRID].
Current wireless networking technologies are not able to support this amount of data efficiently due
to the limited spectrum bandwidth. With RDs as the main nodes of the future smart grid the spectrum
utilization will be optimized enabling efficient large scale data transmissions, with concurrent lower
energy consumption.
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2.2 CR-inspired RDs

A basic introduction of the proposed CR-inspired RDs was given in deliverable D2.3 where the RERUM
architecture was presented. For the sake of completeness, here we will present an updated version of
the CR-inspired agent, before focusing on the specific Dynamic Spectrum Assignment (DSA)
mechanisms that are developed within the project.

The CR-agent is the part of the interface selection module that implements the Cognitive Radio
mechanisms, allowing the RDs to utilize the radio spectrum in a flexible manner. This is achieved by
reconfiguring in real-time the transmission parameters of the interfaces of the devices by software.
The internal architecture of the CR-inspired agent is depicted in the Figure 6 below. As it is shown in
the figure, the CR-agent comprises four basic modules and can work either in a standalone agent
residing in a single RD or can work in a cooperative way, together with other CR-agents of neighbour
RDs. For the latter option, the existence of a Trust agent that filters the spectrum occupancy
measurements of the neighbour RDs is mandatory in order to ensure that only trusted RDs can impact
the decisions of the system regarding spectrum usage. In this respect, attacks like Spectrum Sensing
Data Falsification (SSDF) [FTA13] can be easily avoided.
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Figure 6. CR-inspired agent internal components

The internal modules of the CR-inspired Agent as described in deliverable D2.3 and in [TA13] are:

e Spectrum Sensing Module (SSM): The SSM senses the spectrum in order to identify if a specific
spectrum band is being utilized or not, mainly by Primary Users (PUs). Spectrum sensing can
utilize several techniques, e.g. energy detection, cyclostationary feature detection, matched
filter detection, etc. [A++09]. The most commonly used technique in the literature is by far the
energy detection, which measures the energy at a specific spectrum band and comparing the
result with pre-defined thresholds it can identify if a transmission exists or not. However, this
technique cannot identify what type of transmission it is, namely if it originates from a PU or
other cognitive users. On the positive side, this technique is the simplest one that consumes
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the lowest amount of resources at the receiver. The SSM takes as direct input from the radio
interface the Band Status and some Sensed Data together with some Interface Metadata used
for specifying the characteristics of the interface and the spectrum band under consideration
(i.e. threshold). Thus, this module is used to establish the wireless channel availability at the
time of transmission, but it can’t really determine if the transmission comes from a licensed
user or not. Spectrum sensing can also be done periodically in order to keep statistics about
the utilization of each spectrum band and these statistics are sent to the IF History and
Prediction Module. Finally, the SSM is the module that controls the sensing parameters of the
interface (spectrum frequencies to examine, sensing duration, sensing period, etc.) according
to the input it receives from the IF History and Prediction Module.

e Spectrum Analysis Module (SAM): This module is responsible for analyzing the sensing results
that it receives from the SSM in order to identify the characteristics of the examined spectrum
frequencies in terms of capacity, condition, interference, occupancy, PU presence and other
link-layer related parameters. Since in CR there is no standard definition for a “channel”, the
RD can select its own central operating frequency and bandwidth, according to its transmission
requirements, without being limited by the channel width of i.e. 2MHz for IEEE 802.15.4. In
this respect, the RDs can use as much bandwidth as it is available for high resource-demanding
applications. The only limitation comes from the hardware capabilities for the band width they
can access. The output of the SAM goes both to the Spectrum Decision Module for selecting
the spectrum band to use and to the IF History and Prediction Module.

e IF History and Prediction Module (HPM): this is the module that identifies statistics about the
occupancy model of the spectrum bands/channels and keeps either a respective database or
a model of the spectrum occupancy that is updated periodically. The goal is to keep a
prioritized table of the spectrum bands in order to see which are more frequently utilized (so
that the RD won’t try to transmit in these very frequently) and which are mostly underutilized.
This module helps also the SSM to adjust the sensing periods per spectrum band, in order to
avoid sensing occupied bands very frequently and save energy. The HPM sends also statistics
of spectrum occupancy to the neighbour CR-agents (after the required validation of the
statistics by the Trust Engine) when cooperative spectrum sensing is utilized.

e Trust Agent: this is a module for evaluation of trust for cooperative sensing and access
decisions. This module can be connected with the Trust Manager that is described in
deliverable D2.3 in order to get the reputations of the measurements of the neighbour devices.

e Spectrum Decision Module (SDM): the SDM is the module that does the actual selection of
the spectrum band that will be accessed. The prerequisites from the original communication
demand according to the service class(es) of the RD are compared with the given sensed
information which has been handled in the other modules of the CR-Agent. The available
spectrum bands are weighted to the expected energy drainage for the upcoming transmission
and the QoS requirements of the service and then, the most suitable spectrum frequency and
bandwidth are selected. The selection is also based on the expected validity duration on each
channel, i.e. switching spectrum bands too frequently might drain the battery more than
finding a more stable band. Utilizing the statistical data from the IF History and Prediction
module a preferable and stable spectrum band could be selected. When the most suitable
spectrum band and interface have been selected, the most suitable Modulation and Coding
(M&C) to be used by the chosen interface for the selected spectrum band are also selected, in
order to consider any additional energy savings which still meet the specified requirements.
The choice of modulation and coding might face constraints and regulations depending on
predefined protocols, e.g. LTE and GSM face big differences in their modulation possibilities.
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In such a case the protocol is pre-set and there is no room for M&C variations. In other systems,
where there is more room for adaptive M&C, the choice can be further refined to achieve
lower energy consumption.

When an RD needs to make a transmission related with some service, a “demand vector”
characterizing the traffic volume and QoS requirements is passed to the CR Agent. The Spectrum
Decision Module will determine if the spectrum selection process needs to be initiated for handling
the transmission or the current selected spectrum can satisfy the demand. This means that if the
current spectrum selection cannot meet the service demands then the CR-agent has to find another
spectrum band (with i.e. larger bandwidth) to access. If the transmission request can be served with
the current spectrum selection, then the sensing procedure may be skipped and the CR-inspired agent
will directly use the last known transmission option. Furthermore, the sensing procedure can be partly
skipped if the transmission has fixed setup requirements or only has to sense a small part of fixed
channels.

If a new sensing/selection procedure has to be performed then the demand vector will be passed to
the Spectrum Sensing Module (SSM), which will determine which spectrum bands will be sensed. The
sensed spectrum will be based on a prioritization table generated by the IF History and Prediction
Module and the available energy, e.g. if the device has a fully charged battery the SSM might sense a
wider spectrum over longer periods, while if the battery is low the SSM might only sense statistically
safer spectrum channels for a shorter duration. The SSM will send interface parameters such as
selected frequencies and sensing duration to interfaces that execute the sensing. The sensing results
are analysed by the Spectrum Analysis Module to identify the characteristics of the spectrum band
and then are stored in the IF History and Prediction Module, updating the IF prioritization table before
passing on to the Trust Agent. The sensed data carries information such as IF Metadata and RF band
status. This information will be treated by the Trust Agent to evaluate if the spectrum is trustworthy
or not (usually comparing the results with similar results of neighbouring RDs). The results of the
spectrum analysis are passed to the Spectrum Decision Module, that will select the most applicable
option based on the given traffic demand vector, available power and other QoS related information.
This process is also shown in Figure 7.
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Figure 7. Spectrum management process within the CR-agent
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Figure 7 shows the whole process for deciding the spectrum that the device will utilize for the
transmission upon an incoming transmission (tx) request. The spectrum sensing module scans the
spectrum for white holes (unused portions) and sends the results to the spectrum assignment module.
The latter analyses the spectrum holes (according to predefined criteria) and selects the most
appropriate bandwidth to be used. Battery information, QoS requirements and sensing history about
channel conditions are inputs that are taken into account for the decision. Figure 7 also depicts the
process for gathering the historic information for periodically sensing the spectrum and minimizing the
energy spent in sensing the spectrum. The spectrum sensing and spectrum assignment modules can
also utilize information from other devices in a distributed, centralized or hierarchical clustering
approach (which will be detailed in the network manager below).

2.3 Lightweight mechanisms for spectrum sensing

2.3.1 Motivation and state of the art

This subsection presents the results of RERUM with regards to the design and development of
lightweight spectrum sensing mechanisms. Using the terminology of the CR-agent that was described
above, this section presents two methods for the implementation of an integration of the Spectrum
Sensing Module and the History and Prediction Module. Briefly, the idea is to gather statistics about
the occupancy of fragments of the radio spectrum in an energy efficient way. The motivation behind
this idea stems from the need to minimize the energy consumption of CR-based RDs when they
perform spectrum sensing. It is well known that the power consumption of the radio interfaces for
“listening” the radio environment is very high and it is even higher than the power consumed for
transmitting. Figure 8 depicts the power consumption of the network interface of the Zolertia Z1. It is
clear that for listening to the radio spectrum (RX mode) the current consumption is 18.8mA, while for
transmitting (TX mode) is slightly lower at 17.4mA.

[ Operating Range Current Consumption Notes
CC2420 2.1V to 3.6V <|pA OFF Mode
20pA Power Down
426pA IDLE Mode
18.8mA RX Mode
17.4mA TX Mode @ 0dBm

Figure 8. Power consumption for the network interface of Z1

When the advantages of Cognitive Radio techniques are exploited, there is thus a need for an
intelligent solution to perform spectrum sensing in a smart way avoiding consuming the whole battery
of the devices just for sake of sensing the spectrum. In this respect, the RDs have to minimize the
amount of time they spent for sensing and this can be done by keeping track of the spectrum
occupancy statistics in order to derive occupancy models. This will help to perform periodic spectrum
sensing and avoid sensing the band at each time slot. With an accurate occupancy model, the spectrum
sensing period (which is the time duration between two consecutive spectrum sensings at the same
band) is being maximized. This means that the RD can have an accurate estimation of the spectrum
occupancy with a minimum amount of energy consumed in spectrum sensing, allowing the RD to
“sleep” between the consecutive sensings. Thus, the battery life of the RDs is maximized, ensuring a
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longer lifetime of the RD, which can be of significant help in smart city deployments to minimize the
maintenance costs.

The idea of using channel measurements for predicting the channel usage in the near future is a
concept that has emerged the last few years and there are many works in the literature that have
researched this issue from various perspectives. The most common approach is to use Markov models
in almost all of their variations. In [AT07] this problem is solved using a Hidden Markov model, which
is trained by the channel measurements in order to develop an accurate model that can give good
channel estimation predictions. In [L++10] a two-state high-order Markov chain is used for predicting
spectrum usage, assuming that the next state of the channel depends on a number of previous states
and not only on the previous state. In [LGC12] the problem is solved using a semi-Markov process, but
assuming perfect knowledge of the traffic parameters. In [ZZ11] a prior probability-based scheme that
enables sequence spectrum sensing with utilization of the statistics of licensed band occupancy is
proposed. An architecture for proactive spectrum access is proposed in [YCZ08] and introduces a
module for channel history and modelling that is used for predicting the channel usage and take
decisions regarding switching channels.

In this section, we present two solutions for a lightweight framework to gather spectrum occupancy
measurements. The proposed solutions are both lightweight because the amount of resources (in
terms of CPU, RAM and battery) required for them to run are extremely low, so they can be applied
even in very resource constrained devices.

2.3.2 Lightweight spectrum occupancy measurement framework using multi-
armed bandit?

The first solution solves the problem of intelligent spectrum sensing based on historical data in the
context of CR-based RDs by modelling the problem as a pure-exploration multi-armed bandit problem
with dependent arms [BMS09]. We use two well-known arm pulling strategies (uniform sampling
and upper confidence bounce exploration) to tackle it and then we identify the existing correlation
structure among the candidate solutions and utilize it to significantly speed up the learning process.
Numerical results shown below verify the effectiveness of the proposed strategies.

2.3.21 System Model

A. Preliminaries

We consider a single RD that performs spectrum sensing in a specific band (channel) licensed to a
Primary User (PU) with the purpose of learning how to optimally collect future channel occupancy data
for the specific channel. The PU’s channel usage can be modelled as an ON/OFF source alternating
between active (ON) and idle periods (OFF). For the target channel we model the sojourn time of an
ON (OFF) period as a random variable To, (Tog) that has a probability density function (p.d.f.) fron

(ton), ton 2 O ( froff (tofs), togr > 0).

We assume that the probability density functions of ON and OFF periods are stationary, that the
duration of ON periods is independent of the duration of OFF periods and, finally, that the durations
of both ON and OFF periods are independent identically distributed (i.i.d.) random variables. Let Z(t)
denote the state of the PU at time t. Then, Z(t), t 2 0 becomes a semi-Markov process: whenever the
process enters either the ON or the OFF state, the time until the next state transition is governed by
fron (ton) and frof (tog). Figure 9 shows the state transition model for this semi-Markov process.

2 We have to note here that the work presented here has been published in Wireless Vitae 2014 and has received
the best paper award in this conference [STT14].
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w.p.1

w.p.1
Figure 9. State transition diagram for the PU semi-Markov process.

Channel sensing is a sampling procedure {S(kT), k € N} of the given channel process Z(t); t=0 to
discover the state of the PU at sensing instant kT, where T (time-slot) is the shortest time interval
between two successive samples taken from the channel by the RD. We assume that T is larger than
the sensing time, i.e. the predefined amount of time necessary to assess the state of the PU accurately.
We also assume that the probability of a PU’s state change within T is negligible. Finally we assume
that whenever the RD senses the channel it always detects the correct state of the PU. If we represent
with 1 the PU’s ON state and with 0 the PU’s OFF state, then channel sensing produces a binary random
sequence. Figure 10 presents the sensing process of an ON-OFF alternating PU.

Z(t) PUON

S(kT) 1 1 1 ol o o ol ol o ] o1 1

Figure 10. Periodic sampling of the PU’s ON/OFF process Z(t), t 2 0 with period T produces a binary
random sequence

B. Problem Formulation

In the classic multi-armed bandit problem, originally proposed by Robbins [R52], a player must decide
which one of K machines to activate at each discrete step in a sequence of trials so as to maximize his
long term reward. Every time he plays an arm, he receives a reward. The structure of the reward for
each arm is unknown to the player a priori, but in most prior work the reward has been assumed to be
independently drawn from a fixed, yet unknown, distribution. The reward distribution is in general
different for each arm, therefore the player must use all his past actions and observations to learn the
quality of these arms in terms of their expected reward so that he can keep playing the best arm.

Here, we are interested in a special instance of the multi-armed bandit problem called the pure
exploration problem [BMS09,ABM10], whereby the player is asked to recommend an arm after a given
number of pulls and he is evaluated only by the average reward of his recommended arm. We are
particularly interested in efficient arm pulling strategies that can identify the optimal arm within a
small number of pulls since the PU will be performing energy consuming channel sensing at every time-
slot during the learning phase.

We model the problem of energy-efficient collection of spectrum occupancy data as a pure
exploration, multi-armed bandit problem with the objective of finding two periods, one for each state
of the PU, that have maximal expected reward. These periods will be used to collect future spectrum
occupancy data for the PU. In our problem’s setting each arm of the bandit corresponds to a candidate
sensing period and can be found in one of two states; state s = 0 corresponds to PU’s OFF state and
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state s = 1 corresponds to PU’s ON state. In a typical multi-armed bandit problem the duration of all
arm pulls is considered to be equal to 1, while in our model each candidate sensing period is expected
to have a different duration. In order to align our model with its typical representation we incorporate
all time related rewards (and costs) directly into the reward function and introduce the notion of a
discrete sequence of rounds.

At the n-th round the RD selects a single arm (period) af from a finite set As of available periods at
PU’s current state s, according to a sampling strategy, and performs channel sensing at every time-slot
of al*. At the end of the round, period af is granted with a reward. The current state of the PU, ‘s’, is
defined to be the state of the PU at the last time-slot of the previous round or the time-slot before the
first round begun. The reward granted to period as at the end of round n is given by Equation (1)

i =E.+ (E;, —E.) - XZ (1)

where XZ}S is a random variable that expresses the accuracy of the chosen period at round n and is
given by Equation (2):
1 if Wk
X0 = ,f =Y (2)
s 0 if Wa.sy

W is arandom variable whose value represents the number of time-slots that the channel was found
to be in a different state than the current state s of the PU and y is a pre-defined threshold. We account
for all time-slots of period ai except for the last one, at which the channel is sensed and the current
state of the PU is updated. Period ag will be characterized as accurate if W is less than a predefined
threshold g and as inaccurate otherwise. For the single time-slot period, Wa’; will always be zero and
the period will always be accurate. Eg in Equation (1) is the reward granted to an accurate period and
corresponds to the energy gain associated with choosing a long, yet accurate, sensing period,
compared to sensing the channel at every time-slot. Eg is calculated as the product of the duration d(as)
of the chosen period measured in time-slots and the energy e spent during a single channel sensing
time, i.e.,

E; = e; * d(ad)

or in normalized form

eC ' d(a?)J
maxq.ea, d(as)
Similarly, E. is a negative reward or penalty associated with an inaccurate period and corresponds to
the energy cost that could be induced to the RD due to an inaccurate period. Such an energy cost may
result for several reasons: (i) the RD must migrate from a channel that was supposed to be free for the
next as timeslots, yet the PU changed its state form OFF to ON, or (ii) because an optimal channel, in

terms of its transmission characteristics, was assumed occupied while now is free. Here we assume a
constant energy cost for either case.

E;, =

Whether period al will be accurate or not depends on its duration and the distribution of the residual
time that the PU will remain in its current state. The probability density function of the residual time
t; in the current state ‘s’ for an alternating renewal process, such as the one presented for the PU in
Paragraph A above, assuming that it started a long time ago, is given by

1-Fr(t))

£ =57
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where, Ts corresponds to Tof when s = 0 and to Ton when s = 1, Fr.() is the cumulative distribution
function (c.d.f.) of the corresponding T duration calculated at t; and E[T] is the expected duration of
Ts. For a detailed treatise on the subject please see [G13] and the references therein. As already stated
before we assume that p.d.f’s fToff’fTon and the corresponding c.d.f.’s FToff and Fr, are unknown to

the RD. As a consequence we will not be able to speed up the learning process by calculating the
probability of accuracy of future periods, by utilizing the p.d.f. f(t;) of PU’s residual time in its current
state. Therefore, we assume that for each period a;, random variables W({; are independent of
previous rounds and identically distributed (i.i.d.) random variables. This assumption is accurate if the
durations of PU’s ON and OFF states are exponentially distributed due to the memoryless property of
the exponential distribution.

On the other hand, we will be able to utilize the correlation structure between the accuracy of period
al, chosen in round n, and all the periods that were not chosen in the same round. This makes our
problem a multi-armed bandit problem with statistically dependent arms. Previous work on multi-
armed bandit problems with statistically dependent arms includes [ABM10, MRTQ9]. Specifically in
[MRTO09] Tsitsiklis et al. demonstrate that known statistical structure among arms can be exploited for
higher rewards and faster convergence. Although the authors use a fairly specific model, it exemplifies
a broader class of bandit problems where there is a known prior functional relationship among the
arms’ rewards. In our problem setting this functional relationship among arms’ rewards can be
expressed as follows:

If ay € Ay is the period chosen at round n and X7, = 1, then for all candidate periods ¢ € Ag with
d(cg) < d(ay) it holds that X7 would have also been 1 if period c had been chosen at round n.
Similarly, if X7, = 0, then for all candidate periods gi € A, with d(gg) > d(ag) it holds that X7,
would have also been 0 if g¢ had been chosen at round n. The above propositions are true because
Wa’; is a counting process and its value can never decrease when periods with increasing duration are
considered. Thus, given threshold y, if period af! is accurate then so would have been all other periods
with a smaller duration, had they been chosen for the same round n. On the other hand, if period a?
is inaccurate then so would have been all periods with a larger duration, had they been chosen for the
same round n. What is more, during the learning phase, the RD performs spectrum sensing at every
time-slot in order to find the value of Wa’; , thus the necessary information to assess the accuracy of all
periods with smaller duration than aZ, even if the latter was found to be inaccurate, i.e., ng =0, is
readily available at the RD. At the end of round n, all periods for which their accuracy status can be
assessed by utilizing the existing correlation structure will be granted a reward according to
Equation (1).

C. Period sampling strategies

In this section we describe two strategies with low memory, storage and computational cost that
sample one period at each round n and update its expected reward estimate. Both strategies have
been adapted to the problem of pure exploration in multi-armed bandits and will recommend for each
state of PU, after a predefined number of rounds, the period with the largest estimates of expected
reward. See [BMS09, ABM10, ACF02] for a detailed analysis of the strategies and their achievable
bounds on error probability.

1) Uniform sampling strategy: Let N be the total number of rounds, 7, the empirical mean reward of
period a; and k,_the number of times period as has been sampled by round n. The uniform sampling
strategy can be described as follows:
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l:foralln € [1,N] do

2: Identify current state of PU s

3 Select period ag with uniform probability from set Ag
4. Get Wa’z by spectrum sensing at every time-slot

5 Get reward 75* using Equation (1) and Equation (2)

6 ko, < ko, +1

7 Update estimate 7, < 7, + kLaS (1o — Ta,]

8: end for

. * )
9: Return ag < argmax g
ag€Ag

where, ai is the recommended period for collecting future spectrum occupancy data when PU’s
current state is s. Care must be taken when choosing N so that all periods are sampled enough times.
This is especially true in our case because each state ‘s’ of the PU is expected to have a different
average duration, thus periods corresponding to the state with the largest average duration will be
sampled more frequently as the PU will be found in that state more often.

2) Highly exploring strategy based on upper confidence bounds: A disadvantage of the uniform
sampling strategy is that it samples all periods (including the best and the worst) equally often resulting
in a waste of RD’s scarce resources. The Upper Confidence Bound Exploration (UCB-E) [AMS09]
strategy is similar to the uniform sampling strategy with the exception of the mechanism being used
for sampling periods. UCB-E strategy utilizes the estimates of the expected rewards fas for each period
as and samples, more frequently, periods with higher expected rewards. More specifically, period
sampling in UCB-E is based on updating quantity B,_ for the selected period a; at the end of each
round by using the following equation

b
Bas(kas) = f‘as + k_
a

S

All B, values have been initialized to o. Parameter bs of UCB-E controls how often the UCB-E strategy
will sample sub-optimal periods. A small value of parameter bs results in low exploring, i.e., rarely
selecting sub-optimal periods, while a large value results in selecting frequently sub-optimal periods.
In the first case, UCB-E may not recommend the optimal period if the latter gets an abnormally large
number of low rewards during the first rounds. In the second case, UCB-E behaves similarly to the
uniform sampling strategy and thus wastes resources. In [ABM10] the authors prove certain bounds
on the probability of UCB-E recommending a sub-optimal period when

25 N, — |Aq]
0<b < — =%
S=37  H

N;s is the total number of times periods from set As will be sampled (No + N1 = N), |4 is the

number of periods in set As and
|4s] 1
H, = Z -
as=1T as — ras

where, 7, _is the expected reward of period as and 7*,_ = max,_ea_ Ty, - Although, expected rewards
Ty, are unknown to the RD beforehand, one can empirically find values for the parameter bs that
successfully balance exploration and exploitation by utilizing the fact that both H; and N; should be of
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the same order of magnitude and bs should increase linearly with Ns. The UCB-E strategy is derived
from the uniform sampling strategy by changing step 3 as follows:
3: For current state s select period ag € argmax € B, with ties broken arbitrarily.
as€As
After N rounds UCB-E strategy will recommend the periods with the largest empirical mean reward,
one period for each state of the PU, similarly to the uniform sampling strategy.

3) Uniform sampling and UCB-E strategies enhanced with statistical correlation data: Both uniform
sampling and UCB-E strategies can be further enhanced utilizing the correlation structure between the
accuracy of period aZ, selected at round n, and all the other periods that were not selected in the same
round. As described in Paragraph B above, we can utilize the existing correlation structure to update
khs and the empirical mean fhs, not only for the selected period as in round n but for all periods h; for
which X,TllS can be decided by the propositions stated in Paragraph B above. Thus, in each round we

have many updates that speed up the learning process.

2.3.2.2 Evaluation

In this part we present simulation results for the two sampling strategies and their enhanced
counterparts. Our simulation model is comprised of a PU, whose OFF and ON state durations are
exponentially distributed with mean P =30 and p; = 20 time-slots respectively and a RD that utilizes
the sampling strategies described in the previous section in order to decide which periods, among the
ones included in the following sets As = {1,2, ... ,1000}, s € {0,1}, have the highest estimates of
expected reward. Both sets Ag and A; include a large number of candidate periods as we do not expect
the sensor to have any prior knowledge of the PU’s model. We assume a unit energy cost e. = -1, for
sensing the channel at a single time-slot and normalized energy gains, i.e., E; : [1,1000]->[0,1], as
described in Paragraph B above. Figure 11 presents estimates of the expected reward for the first 200
candidate periods of Ag over a range of values of the normalized energy cost E. associated with a period
being inaccurate. E. is assumed to be a multiple [ of the energy spent for sensing a channel at a single
timeslot e, i.e.,

E = l-e. =l
¢ maxgead(as) 1000

Figure 11 shows that as the cost of being inaccurate increases, the duration of the optimal period
decreases. Eventually, if Ec becomes too high, the optimal solution is to sense the channel at every
single time-slot to avoid the possibility of being inaccurate. What is more, the expected reward of
periods that have a much longer duration than the optimal periods, will be equal to E. as they will be
inaccurate with very high probability.
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Figure 11. Estimates of the expected rewards of each candidate period for varying energy costs
when the PU is in OFF state. The same behaviour is observed when the PU is in an ON state.

Evaluation of the period sampling strategies presented in paragraph C above will be done in terms of
absolute regret ‘R’s [ABM10], i.e. the difference between the expected reward of the optimal period
and the empirical mean reward of the recommended period at round n for each PU state,

Rg (Yl) =

7 ag = P ()] (3)

e _ ok _ A
where, 7% = max, ea Tp, and 775 (n) = max, eq fo, (M)-

Mean rewards at round n are computed with data from 200 repetitions of each experiment. We can
calculate analytically the optimal expected reward for our simulation scenario by approximating the
exponentially distributed ON and OFF periods with their discrete time counterparts, i.e., geometric
distributions.

We know that if duration Ts is an exponentially distributed random variable then ng = |T] will be a
geometrically distributed random variable with parameter p =1 — exp(— ui)' where p is the
S

probability that the PU will change its state at a specific time-slot within period as, i.e., we assume y =
1 for our evaluation scenario. Utilizing the memoryless property of the geometric distribution we can
now calculate the probability that we will have at least y state changes in d(as)-1 timeslots (as explained
in paragraph B above) and thus an inaccurate period using Equation (4).

d(ag)—-1 d( ) 1
a —_—
Pitae = ), ( w >pW(1—p><d<as>-l-W> (@
w=y
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The expected rewards for each period are given by Equation (5).
fas = piarfac ' EC + (1 - pi‘;'fac) ' E;S (5)

Finally, for both UCB-E and enhanced UCB-E with correlations the parameter bs was set to 10 in order
to have a medium exploration strategy (after performing extensive simulations with different values).

In Figure 12 and Figure 13 we compare the four period sampling strategies in terms of their speed of
convergence to zero regret for a scenario with E. =0.01(l = 10) and y = 1. The inset figures that appear
in these two figures offer a closer look at the transient phase of Uniform and UCB-E sampling strategies
with correlations during the first rounds. It is clear from the figures that utilizing the existing correlation
structure concerning the accuracy of periods impressively reduces the number of rounds required to
learn the optimal periods and minimize regret. Furthermore, UCB-E sampling processes perform better
than uniform sampling strategies as they do not sample often periods with low expected rewards.
Finally, we must note that in these two figures the absolute regret is initially equal to |Fas| for all
strategies and increases with the number of rounds until it reaches a peak. This is due to the fact that
the empirical mean rewards of all periods were initialized to zero, and thus from Equation (3) we had

R.(n) = F*as|.
2 -
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Figure 12. Regret vs. number of rounds when the PU is in OFF state.
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Figure 13. Regret vs. number of rounds when the PU is in ON state.

From the above presented results it is evident that our proposed solution speeds up significantly the
learning process of the RDs. The idea of exploiting the correlations between the periods minimized
dramatically the amount of rounds required for the algorithms to extract a very accurate model of the
spectrum occupancy. This indeed is of high importance, because as mentioned before in the learning
phase, the RD senses the spectrum at each time slot, which consumes a large amount of energy. Thus,
by doing this only for a few rounds in comparison with the thousands of rounds required by the
standard version of the algorithms (without correlation) is of paramount importance for minimizing
the energy consumption of the RDs, prolonging their lifetime.

2.3.3 Lightweight CR mechanism for spectrum sensing using reinforcement
learning 3

In the multi-armed bandit formulation of the intelligent spectrum sensing problem, there is no
association between the two states of the PU and the reward granted to each selected period depends
solely on the accuracy of the period itself. However, we do expect that the probability to find the PU
in a specific state at the end of the currently selected period depends on both the length of the selected
period and the current state of the PU. In order to consider this association between the states of the
PU and consider its implications in the optimal period selecting scheme, we utilize the framework of
Reinforcement Learning and more specifically that of semi-Markov Decision Processes [SB98]. Thus,
the model presented in this section is more elaborate albeit more computationally demanding
compared to the multi-armed bandit model of the problem.

Within this framework the goal is to enable the RD to learn an optimal spectrum sensing “policy” by
interacting with the spectrum. To this purpose we utilize two variants of the Q-learning algorithm

3 This work has been submitted to the IEEE IWCMC 2015 conference [STT15].
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[SB98] that are known to converge to optimal policies and we propose enhancements that significantly
speed up the learning process. Numerical results verify the effectiveness of the proposed enhanced
learning strategies.

2.3.3.1 System Model

A. Preliminaries

The basic system model is similar than the one presented in the previous section for the multi armed
bandit problem. Briefly, a CR-enabled RD that performs sensing in a specific spectrum band licensed
to a PU, aiming to learn how to optimally collect future spectrum occupancy data for the specific
spectrum band.

However, unlike section 2.3.2.1, the state of the PU is directly represented as a discrete time semi-
Markov process Z (1), t>0 that denotes the state of the PU at the K-th time-slot. Whenever the
process enters either the ON or the OFF state, the time until the next state transition is governed by
probability density functions fx (X) and fy()/) respectively. Figure 14 presents a sample path of Z(t)

where (X;), (Y;),i € N are the sequences of sojourn times in the corresponding states.

g o . e = o . . >~ —

= . : ; : . :

Rt : : ; ' et

N ; f : A
............................. " B @ Bty

Figure 14. Sample path of PU’s semi-Markov discrete time stochastic process.

B. Problem Formulation

We model the problem of energy-efficient collection of spectrum occupancy data as a Reinforcement
Learning (RL) [SB98, BT96] problem, whereby the RD learns an optimal spectrum sensing policy i.e., a
policy that dictates the optimal spectrum sensing period given the current state of the PU.
Furthermore, the RD also implements the architecture of a Dyna-Q agent [SB98] that integrates (i)
learning through real experience, i.e., experience gained by sensing the spectrum, and (ii) simulated
experience, i.e., experience generated by a model. The RD learns the model over the course of time by
sensing the spectrum and uses it to produce simulated experience in order to speed up the learning
process. To put it simply, the RD exchanges energy intensive spectrum sensing for CPU processing time
[SHC++04, C++05] in order to reduce the total energy consumed in the learning process.

The RD, as a typical RL agent, gets real experience by interacting with the spectrum at each of a
sequence of discrete rounds, n=1, 2, 3,... ; with each round lasting one or more time-slots. At the

first time-slot of the N-th round the RD receives some representation of the spectrum's state, S, €S
where S s the set of PU's states and on that basis selects a period G, GA(SH), where A(Sn) is the
set of periods available in state S,. Let m € [1, M ] be the duration of the selected period in time-slots,
then, M time-slots later the RD receives a reward I, € R and finds itself in a new state Shi1, where
the next round begins. The reward function for I,,; will be defined below in Equation (16). We just

note here that I,,; depends on a measure of energy efficiency, which is the length of the period
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between two consecutive times of spectrum sensing and on a measure of how accurately the PU's

state is represented by its initial state S, during period Q,, which is the number of times the PU
changed its state during period &, times the number of time-slots it spent in that changed state each

time. Finally, the value of rn+1 depends on a discount rate ¥ which expresses the present value of
future energy savings. The note above implies that during the learning phase the RD must perform
spectrum sensing at every time-slot of period @, in order to get the information needed to calculate
rn+1. We further note here that, in RL terminology, the set of periods A(s) defined above is typically

called the set of actions available in state S.

What is more, the RD maintains a mapping from each state S€ S to probabilities of selecting each
possible period @ available at state S. This mapping can be updated at the end of each round and is
called the RD's policy. We denote the RD’s policy by £¢, where u(a|s) is the probability that the RD

selects period a € A(s), given that the spectrum is in state S € S . The objective of the RD is to find

an optimal spectrum sensing policy £ such that the expected cumulative reward it receives over an
infinite time horizon is maximized, i.e.,

q‘u* (Sla) :maxy qﬂ(s’a‘)

© (6)
=max,,E,[>r..|s,=sa,=al],
n=0

where qﬂ(S,a) represents the value of choosing period @ when the PU is in state S, i.e. the

expected cumulative reward that the RD will receive, over an infinite time horizon, in case it senses
the PU to be in state S, selects period @, and thereafter follows policy 7

In case the one step dynamics of the environment depend only on the current state S, and period 6\1

i.e.

Pr{rn+1 = r’ Sn+1 :S’ | Sn :S’ an :a}: Pr{rn+1 = r’ Sn+1 :S, | SO’ aO’ ceo Snfl’ qkl’ Sn’ %}

the RL problem presented above constitutes a semi-Markov Decision Process (SMDP). In [SBPWO04,
SPS99, BD95] the authors prove that under certain conditions related to the rewarding scheme of the

finite SMDP there exists at least one such optimal policy /£ . We analyse the conditions under which

the RL problem at hand satisfies the Markov property at the end of this section, while the rewarding
scheme that satisfies the necessary conditions for convergence is presented in subsection “D. Markov

Options” below. Having { - (s,a) the RD can easily find the optimal period a” to select at each state
S by simply finding the period(s) for which qﬂ* (S, a) is maximized [SB98], i.e., for state S,
a = arg max, u s qﬂ* (s,a) . Finally, any policy 4 that assigns non-zero probability only to optimal
period(s) a” available at each state Sis an optimal policy ,U*.

The RD utilizes the SMDP version of the well known Q-learning algorithm [SB98, SPS99] in order to find
q/; (s,a) and thus the optimal policy £ as described above. The SMDP Q-learning algorithm
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maintains a table Q(s,a) of period-value estimates for all periods available at state S€ S, where
Q(s,a) has been initialized arbitrarily. The RD will update the Q(s,a) estimates, based on the real
experience of selecting period a € A(s) instate S€ S atthe I -th round and observing the resulting

reward I,,; and next state s', as follows:
Qn+1 (S’ a) = Qn (S’ a) + cZn[rn+1 + ym maxa’eA(s’) Qn (S" a') _Qn (S’ a)] (7)

Where M is the duration of period d and step-size parameter %21/[1+ Dn(S,a)], where

Dn (S,a) is the total number of times state-period pair (s,a) has been visited up to and including the
MNth round. The estimate Q(s,a) converges to qﬂ*(s,a) with probability 1 for all se€S and

a € A(s) under the given form of & and the additional conditions that each state-period pair is
visited an infinite number of times and that the discount rate satisfies 0 < y <1[SBPWO04,BD95]. The
part of the RL agent that utilizes real experience in order to learn qﬂ* (s,a) by use of SMDP Q-learning

is presented in Algorithm 1, lines 1 to 6 where the index N of the current round is omitted to keep
the presentation simple.

Algorithm 1 Dyna-Q algorithm with SMDP Q-learning

1: Initialize Q(s,a) and Model(s,a) forall S€S and a e A(s)
2: Do forever:
3:  S<—sense current state of PU

4: A< select randomly from A(s)

5: Execute action &; Get the resulting reward r and state s'

6: Q(s,@) «Q(s,a)+a-[r+y"-max, Q(s',a)—Q(s,a)]

7: Update model M (s,a) using the resulting reward r and next state s

8 For{i=1ltol} do

9: S<—random state from S

10: d<— random action from A(s)

11: r,s'< M(s,a)
122 Q(s,a) «Q(s,a)+a-[r+y" -max, Q(s',a)—Q(s,a)]
13: End for

The model learning function of the RL agent appears in line 7 of Algorithm 1. Learning model M (s, a)
involves utilizing the real experience produced at line 5 of Algorithm 1, i.e. the resulting next state s'
and reward r. These outcomes will be averaged to approximate the expected values for r(s,a) and

p(s'|s,a) by
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F.1(s.8)=F(s,8)+a[r T, (s,a)], (8)
and
Pr.a(X]8,8)=p,(x]s,8)+a,[6(s, X) -, (x| s, )], (9)

forall Xe S, where §(s',x) =1 if s'=X and 0 otherwise, and where the step-size parameter & is
defined the same way as in Equation (7).

Learning through simulated experience (Dyna-Q) is described in lines 8 to 13 of Algorithm 1, where the
RD selects randomly a starting state S and a period a e A(s) and the model outputs the resulting

reward r and the next state s' according to ﬁ,(S, a) and f)n(XI 5,8). The output of the model is used
to update Q(s,a) as if the transition was produced by real experience. The process described above

will be repeated | times, where | is the number of planning steps of the Dyna-Q algorithm. We must
note here that in order to use the model we must first allow for a warm up period during which the RD
performs only model learning so that estimates for all state-period pairs exist. Furthermore, the warm
up period permits for real experience to be accumulated and alleviates the initial bias in the model
that affects the quality of the produced policy.

Finally, we note that the RL problem at hand will always satisfy the Markov property in the special case
of geometrically distributed sojourn times for the ON and OFF periods of the PU due to the memoryless

property of the geometric distribution. However, we can still calculate PI{S,,, =S'| S, =S,8, =a},

under the more general assumption of stationarity for the distributions of the sojourn times for the
ON and OFF periods, even though the age, i.e. the time since the first time-slot the PU entered state

S, X ia or Yia (see Figure 15), is not represented in state S;,. We can do so by utilizing the cumulative

distribution function (c.d.f.) er (Xe) or |:Ye (ye) of the residual or excess time, X ® or Y¢, in the

current state S, along with the point availability function [VLO8] of the PU for delayed alternating

renewal chains, i.e. the probability that the PU will be in the ON state at any future time-slot. The time
average c.d.f. of the residual time in state Sn is derived in [G13] for the continuous time case and the
same method can been applied to find the corresponding c.d.f in the discrete time case.

a”

an—1 an+1

Figure 15. Example of age and excess times in PU’s ON state..

The point availability function for a discrete time alternating renewal process is derived in [BLO8]. We
have extended the point availability function to the case of “delayed” alternating renewal processes
under the assumption of stationary distributions of the ON and OFF periods' sojourn times, however,
we do not present here the corresponding extension due to scarcity of space. What is more, the
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!/
solution to our SMDP problem does not involve direct calculations of PI{S,,; =S| S, =S,8, =a}, we
rather consider the one-step dynamics of the environment as unknown quantities that the RD learns

through interaction with the spectrum. The Markov property in the case of reward I},,; is a direct

consequence of the Markov property of state transitions and its definition that will be given in
subsection “C. Base MDP” below. Figure 16 illustrates the SMDP for the problem of energy-efficient
collection of spectrum occupancy data.

M

M

Figure 16. A SMDP for the problem of energy efficient collection of spectrum occupancy data.

C. Base MDP

Classical SMDP theory treats each candidate period of the SMDP model of Figure 16 as an indivisible
and unknown unit. Thus, for the RD to learn about each period it must select it multiple times in each
state and perform spectrum sensing at each time-slot during the period. This presents a serious
shortcoming, especially in the case of a large number of candidate periods due to the excessive energy
consumption involved in spectrum sensing.

However, we expect that from a fragment of experience, related to a particular period, we could learn
simultaneously about all periods consistent with it, thus significantly boosting the learning process. A
framework for SMDPs, that provides the means to look inside each period, was introduced by Sutton
et al in [SPS99]. Within that framework the authors extended the usual notion of actions in MDPs to
include “options”, which are closed-loop policies taken over a period of time that are comprised of
primitive actions, each lasting a single time-step. A fixed set of options can be used to define a discrete-
time SMDP, such as the one presented in Figure 16, embedded within a base Markov Decision Process
(MDP) in a way that periods are not black boxes anymore, but polices in the base MDP. Next, we
present the base MDP for the problem of the energy efficient collection of spectrum occupancy data
and define all periods in the SMDP of Figure 16 using the notion of options. Finally, we use options to
speed up the learning process through intra-option model learning.

The base MDP for the optimal spectrum sensing problem is defined by its state and action sets, its
transition rewards and by the one-step dynamics of the environment as follows:
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- States

The set of states of the base MDP is defined as:
V={(,b,,b,n,,n,n,n):0,b,b, e{0Gandn,n,n,,n, €[LM]}, where b, b, b

represent the state of the PU during certain time-slots, na, nc , r\N, n¢ are counters and M is the

duration of the largest period available.

More specifically, bi , bc and bp represent the state of the PU during the first, the current and the

previous than the current time-slot of a spectrum sensing period (see Figure 17). Counter na

represents the age of the PU's process in the current state, i.e. the number of time-slots the PU has
remained in the same state since the first time-slot of the period or since the last state change of the

PU. A state change of the PU is represented in the base MDP by bc # bp, i.e. when the current state
of the PU is different than its previous state. Counter I, counts the total number of time-slots since
the period begun and I, is the total number of time-slots the PU was found to be in a different state
than the state it had during the first time-slot of the period, bi . Finally, n¢ equals the value of N, at

the first time-slot I, 2¢ becomes true. Parameter ¢ is a predefined threshold that indicates the
tolerance of our system in having the PU in a different state than the one it had when the period begun,

i.e, bi for more than ¢ time-slots within the same period. Threshold ¢ is measured in time-slots and

will be used to assess the accuracy of a period.

ap

—_ay_y

by b,
)
current time-slot

(a) Base MDP state (bj,bp.bc.ng.nc.nyw.ng) = (1,1,1,9,9.0,0)

ay
_ Gp— i
_H\/ n, ’ N
A —— L G S \
EEE % =5 L %
T - = i i i
b;‘ ”¢, bp hf_|

- ;—T ) _:- ‘

Iy | current time-slot

(b) Base MDP state (b, bp.b¢.ng.ne.nyw.ng) = (1,0,0,4,12.7.4)

Figure 17. Example of base MDP states representation.
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We note that during the first time-slot of a spectrum sensing period we assume that b, = bc = bp and
n,=n,= 0. Furthermore, we define the initiation set of states for the base MDP to be V, :{V|0 ,V|1}
where V|0 = (0, 0,0,1,10, 0) and V|1 = (lll,ll 0, 0) . The states of the initiation set represent the

two possible states of the base MDP at the commencement of a new period, where no information
concerning the state of the PU during past time-slots exists. There is a one-to-one correspondence

between states VGV, of the base MDP and states S€ S of the SMDP, more specifically state

Vlo (V|1 ) of base MDP corresponds to state S =0 (S=1) of the SMDP.

- Actions

For all states of the base MDP with I, < M, i.e. the current number of time-slots since the initiation

state has not exceeded the largest supported period M, the set of available actions is U :{Ue,ur},

where action u® corresponds to extending the current period by one time-slot, while action u’
corresponds to terminating the current period and returning to one of the initiation set states. Action

e

u® involves spectrum sensing during the next time-slot, storing the value of bC to bp , updating the

value of bc to the current state of the PU and properly incrementing the value of all state counters,
i.e., incrementing na by one if bC Ibp or setting it to 1 otherwise, incrementing nc by one,
incrementing N, by one if bc ib, and finally setting n¢ =N, if N, 2¢. Action u’ involves spectrum

sensing during the next time-slot and, based on the assessed state of the PU, a transition to the

appropriate initiation set state. For all states of the base MDP with nc = M, i.e. for all states that may

result from a period of maximum duration the only available actionis u', i.e., the current period will
terminate necessarily and a new period will commence at the next time-slot.

- Transition Rewards

We define the following rewarding scheme for transitions from any state VeV to any state V' eV
using action u®:

e, if n, <g,
g(V,Ue,V') = Ec_l_yc'ec’ if nW:¢’ (10)
=7
0, otherwise,

where ec represents the energy spent for sensing the spectrum during a single time-slot and Ec is a
negative reward or penalty, i.e. Et < O, associated with an inaccurate period, i.e. a period that is not

accurately represented by bi according to the accuracy criterion nw <¢, and corresponds to the

energy cost that could be induced to the RD due to an inaccurate period. Such an energy cost may
result for several reasons: (i) the RD must migrate from a spectrum band that was supposed to be free
for the next IM timeslots, yet the PU changed its state from OFF to ON, or (ii) because an optimal
spectrum band, in terms of its transmission characteristics, was assumed to be occupied while it was
free.
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According to the presented rewarding scheme, for each time-slot we extend the current period we are

rewarded with ec. However, if the accuracy criterion is violated, i.e. I, =¢, then the aggregate
reward gained up to that point, is subtracted and an additional penalty of EC isimposed on the current

!
transition. A transition from any state VeV to any state V €V| using action u’ always results in
zero reward:

g(v,u",v)=0,forallv,v' eV, (11)

- One step dynamics of the environment

The one step dynamics of the environment can be completely determined by the one-step transition
probabilities,

p(v'|v,u) =Pr{y, ., =V\, =v,u, =u}, (12)

where Vi, V4 eV represent the states of the base MDP at the K-th and (k +1) time-slots

respectively and UeU represents the action taken at the K-th time-slot, and the expected value of
the next reward:

g(v,u,v)=Hr v, =v,u =u,v,,, =V], (13)

where, I} 1 is the reward granted to the agent for the one time-slot transition from current state V

to state v' by taking action U€U at the K-th time-slot. As was the case with the semi-MDP we assume
for the base MDP that the one-step dynamics of the environment are unknown to the RD and the agent
will learn them through interaction with the environment. Establishment of the Markov property for
the base MDP can be done under the same assumptions presented above in the Problem Formulation
section for the semi-MDP. Under these assumptions p(v'|v,u) and g(v,u,v’) can be completely

determined for any pair of states v,v’ € V and action UeU by utilizing the time average distribution
of the excess or residual time in the appropriate state of the initiation set V| together with the age
information stored in counter N, .

D. Markov Options

Options [SPS99] constitute sequences of primitive actions that produce temporally extended courses
of action. In our problem setting, for example, period a € A of the SMDP with a duration of M time-
slots can be constructed as a sequence of (m —1) u°® actions of the base MDP followed bya u" action.

Let V and U be, respectively, the sets of available states and actions of a MDP, then a Markov option
is made of the following three components: an initiation set | <V, a policy 7 :V xU — [0,1] and a

termination condition S :V — [0,1]. An option defined by (I, 7, B) is available at state Vi eV , at

the K-th time-slot, if and only if Vk E'. An option, selected at initiation state Vk el , executes
iteratively as follows:

e First, an action Uk €U is selected with probability 7T(Vk,') and then the environment is

sensed to identify it's new state V|; and the resulting reward ;.
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e Next, the option either terminates with probability ,B(Vk+1) or continues by determining the

next action U, 4 according to 7T(Vk+1,').

e Eventually, the option will terminate at some state and the agent will have the chance to
select another option available at that state.

We will define the set of available periods A for each state S€ S of the PU using the notion of
options over the base MDP. In the Problem Formulation section above, we defined the set of states of

the PUtobe S ={0,1}. Now let Vs ={v|veV,seS, h =5} be the subsets of states of the base MDP,
where the initial state of the PU is OFF and ON respectively. Then a period a € A(s) commencing at
PU's state S € S with a duration of I time-slots can be defined as an option (I, 7z, #) over the base
MDP with,

1) Initiation set: | ={V|s}.

2) Policy: For all states VeV and actions ueU :

1 veV, andu=u®andn, <m,
w(v,u) =141, veV,andu=u" andn,=m, (14)
0, otherwise,

3) Termination condition:

ifveV,,

. 15
, otherwise, (15)

s =g

Thus, period a € A(s) can be defined as option (I,z, ) that commences in initiation state VS,

se S, performs action u® until the total number of time-slots counted by nC becomes equal to

period d's duration M —1, and then action u" will be performed in order to a return to an initiation
state. At that point, the option will terminate, as dictated by its termination condition, and a new

option will be selected by the RD. From this point on we will use an to denote option (Z, 7, ),
defined over the base MDP, that corresponds to period @ and A) to denote the set of all available
options.

- Expected reward of a period

In [SPS99] the authors prove that for any MDP and any set of options defined on that MDP, the decision
process that selects only among those options, executing each to termination, is a SMDP. Having
established the equivalence between the SMDP process and base MDP combined with the set of

options A, we can now define the expected reward for a period @ with duration M time-slots

selected at the first time-slot of round I1 when the state of the PU is S€ S, in terms of its
corresponding option defined over the base MDP as follows:

ris,a)=r\v,,a,)=E0g.,+7 g, +- '+7m_1 G 1 €035V, K)} (16)
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where, 8(30,V| ,k) denotes the event of option @, being initiated in state V€V| at the K-th time-

slot, K+m is the random time at which option @, terminates and y €[0,1) is the discount rate of
the SMDP. Finally, the discounted rewarding scheme presented in Equation (16) satisfies [JBPWO04,
SPS99, BD95] the necessary conditions for the SMDP Q-learning algorithm to converge to q”* with

probability 1.

- Intra-option model and Q-value learning

For Markov options special temporal-difference techniques [SB98, SBPW04, SPS99] can be used to
learn their model, i.e., r(V| ’au) or equivalently r(s,a) and p(V.' |V| ,ao) or equivalently
(p(s'|s,a)), while executing a different option, given that some of the selections of the latter option

are consistent with the selections of the first one. These techniques are called intra-option learning
techniques and are examples of off-policy learning techniques whereby we learn about the
consequences of one option's policy while actually behaving according to another. For example, in our

problem setting, consider an option d; with duration m' time-slots that would have terminated a
certain number of time-slots earlier than the currently selected option ao with duration IM time-slots,
i.e., m'<m. Formally it is a different option than ao and formally it was not executed, yet all the

experience gained by executing au can be used to improve the model of t% and thus significantly
boost the learning rate of the SMDP Q-learning algorithm.

For the problem at hand we utilize two such intra-option learning techniques, called intra-option
model learning with eligibility traces and intra-option Q-value learning with eligibility traces,

respectively, that are known [SPS99, SB12] to converge to the optimal solution with probability 1 under
the same condition presented in the Problem Formulation section for the SMDP Q-learning algorithm.

Both techniques involve storing the rewards y,; and states S,; of the PU, for each time-slot
i € [1,m] of the currently executing option &,. The stored trace renders eligible to update all state-

option pairs (S, an ), where option 3D has a shorter duration than the currently executing period. In
the case of intra-option model learning we update the model of each eligible to update state-option
pair (S, dy) by applying Equation (8) and Equation (9), while in the case of intra-option Q-value
learning we update directly the Q-value of the corresponding state-option pairs by applying Equation

(7). More specifically, for each option 30 with duration m' we use I'= gk+1+---+;/m‘1-gk+m, and
5(5', X) =5(Sm,X) to perform the necessary model or Q-value updates.

In terms of Algorithm 1 and in the case of intra-option model learning we apply step 7 of Algorithm 1
for all eligible to update state-option pairs while in the case of intra-option Q-value learning we apply
step 6 of the algorithm for the same set of state-option pairs. We can further accelerate the learning
rate of the RD by slightly increasing the probability to select options with a large duration since both
intra-option learning methods will always perform updates for the periods with a shorter duration.
This selection bias will not affect the convergence property of the SMDP Q-learning or that of the Dyna-
Q algorithm as long as all state-option pairs are visited infinitely many times in the limit. However, it
will significantly affect the convergence speed of the algorithm as it will increase the learning rate of
the whole set of options.
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2.3.3.2 Evaluation

In this section we present simulation results for the SMDP Q-learning algorithm and its enhanced
versions with either intra-option Q-value learning or intra-option model-learning (Dyna-Q). Our
simulation model is comprised of a PU, whose OFF and ON state durations are geometrically

distributed with mean 4§ = 70 and H =10 time-slots respectively. For each state S of the PU the
set of candidate periods is A(s)={L2,...,100}, s €{0,1}, tables Q(s,a) and M (s,a) are
initialized to zero and the accuracy threshold ¢ is set to 1 for all simulations. With ¢ =1 any state

change of the PU within a selected period renders the period inaccurate and incurs a cost of EC

Furthermore, we assume a unit energy cost ec :1, for sensing the channel at a single time-slot and a
1

discount factor y =1 - —.
T

Figure 18 presents the optimal period for both states of the PU versus the energy cost EC
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Figure 18. The duration of the optimal period for each state of the PU will diminish as the cost of
an inaccurate period Ec increases.

We considered EC values that are integer multiples of the energy, ec , spent for sensing the channel

at a single time-slot.

Figure 18 shows that for larger values of Et the duration of the optimal period decreases and

eventually the optimal solution is to sense the channel at every single time-slot in order to avoid the
high cost of being inaccurate. However, sensing a channel frequently may, by itself, be prohibitive for

the energy constrained wireless sensor due to the associated spectrum sensing cost ec . Thus, the RD

may decide to completely disregard specific regions of the spectrum by considering the length of their
recommended sensing periods. This concept can be generalized so as to construct a partial ordering
of all channels under consideration based on their recommended periods' length.

SMDP Q-learning and Dyna-Q algorithms are known to converge with probability 1 in an infinite
number of rounds under the conditions described in the Problem Formulation section. Actual
simulation results indicate that the SMDP Q-learning algorithm requires a number of rounds in the
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order of millions to practically converge to the optimal pair of spectrum sensing periods. However, we
expect that the energy required for such a feat is prohibitive for a wireless sensor and it will have to
stop the learning process within a much smaller number of rounds and accept the recommended
periods even if they are suboptimal. The proposed intra-option model learning and Q-value learning
techniques aim to increase the convergence rate of the Dyna-Q and SMDP Q-learning algorithm to the
optimal solution and thus reduce the error in the recommended periods.

Figure 19 and Figure 20 illustrate the effect of the number of planning steps on the convergence rate

of the Dyna-Q algorithm with intra-option model learning in our simulation scenario when we set EC

to 20, i.e, the optimal pair of periods is (62,14) and use a warmup period of 1000 rounds.
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Figure 19. The Dyna-Q algorithm will converge faster to the optimal period for the PU OFF state
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Figure 20. The Dyna-Q algorithm will converge faster to the optimal period for the PU ON state due

to the use of simulated experience.
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More specifically in Figure 19 and Figure 20 we plot the mean absolute percentage error (MAPE),
calculated for each round Nover K =200 repetitions of the same scenario, as follows:

1 &M (n)—m, s
MAPE, (n) = EZMWF\EFE; mjys(n) is the duration of the best period estimate of the

=1 s
j-th scenario repetition at the I-th round for state S€ S of the PU and N is the duration of the
optimal period for the same state.

The results in Figure 19 and Figure 20 indicate that the Dyna-Q algorithm with intra-option model
learning will converge to the optimal period faster than the SMDP Q-learning algorithm which does
not use simulated experience. This is due to the fact that the proposed intra-option model learning
technique permits the RD to create an accurate enough model, within a small number of rounds, and
use it to speed up learning via simulated experience. However, increasing the number of planning steps
beyond 10 will not increase any further the convergence rate of the Dyna-Q algorithm due to the
unavoidable inaccuracies in the model and thus the excess energy spent on the CPU for simulation is
wasted. We must further note that the number of planning steps may also be constrained by the
processing power of the sensor and the interval between two successive time-slots. Finally, we note
that if the sensor has access to an accurate model M (s,a) of the PU, e.g. a model provided by

another RD, then it could decide the optimal pair of periods based solely on simulated experience.

In Figure 21 and Figure 22 we present comparative results for the SMDP Q-learning algorithm with and
without the intra-option Q-value learning technique. We observe in Figure 21 and Figure 22 a
significant reduction in MAPE, within only a few hundred rounds, when the RD enhances SMDP Q-
learning with the intra-option Q-value learning technique. What is more, the SMDP with intra-option
Q-value learning converges faster to the optimal solution than the Dyna-Q algorithm with intra-option
model learning presented in Figure 21 and Figure 22 and it is more memory and energy conserving as
well, since it does not require the storage of the model table M (s, a) and the generation of simulated

experience. On the other hand model M (s,a), once it becomes accurate enough, can be useful to

the wireless sensor in the special case parameter EC changes and a new optimal pair of spectrum
sensing periods must be derived without resorting to spectrum sensing again.
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Figure 21. SMDP with intra-option Q-value learning will converge faster to the optimal period for
the PU OFF state due to the increased learning rate.
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Figure 22. SMDP with intra-option Q-value learning will converge faster to the optimal period for
the PU ON state due to the increased learning rate.

As it can be easily acknowledged from the above results, by taking advantage of intra-option learning
techniques we can achieve significant gains in learning speed, which results in important energy
savings in the constrained loT devices, prolonging their lifetime. This can have great benefits for
network operators decreasing their deployment and operational costs.

2.4 Lightweight mechanisms for spectrum assignment#

241 Introduction and state of the art

As described in Figure 6, the module that takes the decision about the spectrum that the RD will use
for a specific transmission is the SDM. Selecting the optimal spectrum is of outmost importance to
ensure that the QoS of the services can be provided efficiently and that no other transmissions will be
affected. In the case of CR-inspired RDs there is another constraint that has to be taken into account
and this is the fact that licensed users (or Primary Users) have specific frequencies that they operate
and by law their transmissions should not face interference by RDs. This is indeed the case in the
RERUM outdoor use cases, where the RDs will be deployed in city areas, where multiple PUs are
operating (e.g. TV and Radio stations). So, the RDs will have to select frequencies that are not assigned
to the PUs or transmit only in the timeslots that are not utilized by the PUs to avoid creating
interference to them.

Since their conception [MM99] cognitive radio networks have been the topic of intense research. A
key challenge in the design of such networks is that of dynamic spectrum allocation, i.e., the
opportunistic assignment of spectrum bands to wireless nodes so that they are able to communicate

4 Part of this work has been submitted to the IEEE QoMex 2015 conference [STT15b].
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without incurring harmful interference to the incumbent users of these spectrum bands. Existing works
regarding dynamic spectrum allocation can be classified by their optimization objectives into
performance-centric and energy-centric.

In performance-centric approaches, the objective of the dynamic spectrum assignment scheme is
usually expressed in terms of throughput maximization or delay minimization and in some cases in
terms of fair resource allocation. The authors typically attain their objectives through interference
minimization and efficient spectrum utilization by means of dynamic spectrum assignment. Examples
of performance-centric dynamic spectrum assignment schemes include [XJLOS8, XJL12, LA11] and many
of the references in survey [TZFS13]. By design, performance centric approaches do not consider
power consumption and thus the proposed dynamic spectrum assignment schemes are prohibitive for
the power-constrained devices considered in this work.

In contrast, energy-centric approaches aim to minimize the power consumption of the devices in order
to maximize their operational lifetime. In [GQV08], the authors propose a distributed algorithm to
identify the optimal number of channels that a cognitive secondary user must access so as to transmit
with the least power consumption while satisfying a given data rate requirement. In [YLH10] the
authors aim to maximize total capacity while minimizing power consumption of their cognitive
network by means of transmission power minimization on the channels selected by their proposed
dynamic spectrum assignment scheme while not causing interference to PUs, not selecting a channel
used by another SU and not exceeding the power constraint of the device. In [LWM11] the authors’
objective is to prolong the operational lifetime of a cognitive sensor network by predicting the residual
energy of its nodes and minimizing their total transmission power by means of a model for the energy
spent during transmissions as a secondary user.

Although the proposed schemes reduce energy consumption in cognitive networks the
aforementioned approaches do not consider the power consumption involved in the cognitive
functions that support dynamic spectrum assignment itself such as spectrum sensing, spectrum
switching and the coordination with other devices or the base station at the PHY and MAC layers.
Different than previous work, however, we constraint the energy consumption involved in dynamic
spectrum assignment itself, by assuming a two-stage spectrum assignment process, which we further
constraint in a small region of the whole opportunistic access band while still considering the power
consumption required for the transmission over different regions of bandwidth.

2.4.2 Preliminaries

In this section we consider the problem of dynamically assigning spectrum bands to the RD in a way
that satisfies certain QoS criteria. To facilitate our presentation we begin with the simple case of a
single RD that has to transmit L bits of data within T; time units with the least possible power
consumption. Subsequently, we generalize our approach to the case of multiple RDs that share the
same spectrum region for communication.

In order to achieve the desired objective, in the simple case of the single RD, we must assign it an
appropriate number of sub-channels within a spectrum region B that is available for opportunistic
access. We assume that spectrum region B is divided into N channels. Each of these channels is
occupied by a Primary User (PU) and is subdivided into M sub-channels (Figure 23).
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Figure 23. Model of the spectrum available for opportunistic access and the accessible spectrum by
the RD.

Without loss of generality we assume that all channels have the same bandwidth B; =% and

consequently the same number of sub-channels M. This is a common system description in many
licensed spectrum bands [YB++07]. Each sub-channel supports a fixed transmission rate r when using
a fixed transmission power c. Transmission power ¢ may differ between channels due to the varying
levels of noise and interference and of course the different path loss exponents.

Each RD can access a spectrum region of bandwidth W, where W is assumed to be smaller than or
equal to B. Again, to keep presentation simple we assume that W consists of n channels, i.e., it is an
integral multiple of channel’s bandwidth. We denote with W; the i-th region of bandwidth W within
B (see Figure 23). In this work we consider only regions W; whose first sub-channel coincides with the
first sub-channel of a channel, i.e., we do not consider spectrum regions of bandwidth W that would
include partially a channel. Hence, for example we would not consider a spectrum region W; that would
begin at the middle of channel B; as a candidate region. There exist (N + 1) — n valid regions to
consider and thus i € {1, 2, ...,(N + 1) — n}.

The proposed spectrum assignment scheme will assign zero or more sub-channels, as indicated by the
value of variable xij from each channel Bl-+j,j =0,1,..,n— 1that lies within W;. Aggregated, these
sub-channels will form a link with adequate transmission rate. The objective of our proposed spectrum
assignment scheme is to find both the optimal region W *and the optimal spectrum assignment within
it so as to satisfy the QoS constraint while minimizing the transmission power consumption.

2.4.3 Primary User Model

The PU model considered in this section is identical to the discrete model presented in section 2.3.3.1,
i.e., that of a discrete time semi-Markov process [YB++07]. For the sake of clarity and economy in
notation in this section we denote with § = {0,1} the set of PU states and with S;, € S the random
variable that indicates the state of a PU at the k-th time-slot, where S, = 0 corresponds to the OFF
state and S, = 1 corresponds to the ON state.

The model assumed for the PU activity is generic enough to support the majority of probability
distributions used in the literature (see [BLO8, LA11], the survey paper [J++12] and the references
therein) to characterize PU’s behaviour as well as those suggested by the large measurement
campaigns presented in [SR14, WRMOQ9].

© RERUM consortium members 2015 Page 61 of (150)



RERUM FP7-ICT-609094 Deliverable D4.1

Figure 24. A two state Markov chain model for the PU activity on its channel.

The same is also true for the model of a two-state Markov chain (Figure 24) that is a special case of the
semi-Markov model presented in section 2.3.3.1. More specifically, the two state semi-Markov model
reduces to the two state Markov chain model when the sojourn time in each state is equal to 1. For
the two state Markov chain model the durations of the ON/OFF periods are geometrically distributed.
Obviously, not all PUs activity and inactivity sojourn times can be modelled accurately by a geometric
distribution. However, extensive measurement studies conducted by the authors in [SR14] indicate
that geometric distribution can model effectively traffic distributions for PUs of multiple
communication systems. Furthermore, we make a special mention to this model because it is used
extensively in the literature in the context of dynamic spectrum assignment (see [BLO8, LA11], the
survey paper [J++12] and the references therein).

For both models mentioned above we can derive a steady-state probability distribution
1, = P(S,, = s) when n is large. Probability distribution 7, indicates the probability that the PU will
be in state S given that the process started a long time ago and is independent of the initial state of
the PU. Actually, a convergence to a steady state probability distribution may only occur if the Markov
chain is comprised of a single, aperiodic recurrent class with finite mean sojourn times for all its states.
To put it simply, for a RD that transmits data infrequently, the probability that the PU of a channel it
accesses will be in state S can be approximated with 1, independently of its last known state as long
as the PU is not always ON, always OFF or alternates between the ON/OFF states periodically. We
assume that the aforementioned conditions are satisfied and that the steady-state probability
distribution is known for all PUs.

244 Dynamic spectrum assignment as a stochastic two-stage integer program

In this section we consider the problem of selecting both an appropriate region W and the number
of sub-channels from each channel within W that should be assigned to the RD so that it can transmit
L bits of data within T; time units with the least the least possible power consumption. A static
spectrum assignment scheme would not suffice to this objective as the assigned sub-channels may be
occupied by their respective PUs when the data to be transmitted become available. Consequently, a
dynamic spectrum assignment scheme is imperative in order to satisfy the QoS requirements posed
by the problem.

Within RERUM we propose a dynamic spectrum assignment scheme that is based on a two-stage
stochastic integer program with non-fixed recourse [WMO07, BL11, KW94, KW12]. According to this
scheme spectrum assignment will be conducted in two stages:

a) Inthe first stage a number of sub-channels will be assigned to the RD. This assignment will be
conducted before any information concerning the true state of their respective PUs is known.
The assignment will be based solely on the probabilistic models of the PUs occupying spectrum
region B.

b) Subsequently, when the data to be transmitted become available, the RD will assess the state
of the assigned sub-channels and, if necessary, appropriate recourse actions will be taken so
that the RD may transmit its data on time. This is called the second-stage spectrum assignment
and the corresponding period is called the second stage.
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We must emphasize here that what separates the first from the second stage is the assessment of the
assigned spectrum’s state and that each stage may in fact contain a whole sequence of decisions and
actions instead of just a single decision. After the transmission of the data the RD will revert back to
the first-stage spectrum assignment, i.e., its default configuration, and will wait for new data to
transmit.

To anticipate the case of one or more sub-channels, from the set assigned to the RD in the first stage,
being occupied by their respective PUs we provide two types of recourse actions. First, let us denote
with W* the spectrum region where the sub-channels, assighed to the RD at the first stage, reside. The
first type of recourse action is to search within W* for potentially available sub-channels to muster the
necessary aggregate transmission rate. This recourse action is efficient in terms of power consumption
since it does not involve spectrum switching and sensing over other regions of B for potentially
available sub-channels. All the sensor has to do is perform spectrum sensing over the channels within
W™ whose state is yet unknown.

We expect that in certain cases the number of available channels within W* may not be adequate to
satisfy the required demand in transmission rate. In such a case the second type of recourse action will
be taken, i.e., the cognitive sensor will migrate to a free ISM band. What is more, since we cannot
expect the RD to be able to utilize at the same time both the available parts of the opportunistic
spectrum access band and the ISM band, we assume that all necessary capacity must be allocated
within the ISM band.

We note here that another potential recourse action could be the migration to a dedicated band where
the RD will assume the role of a PU. However, for such a type of recourse action we should consider
monetary costs besides transmission power consumption and thus it is beyond the scope of RERUM.

The motivation to complete the spectrum assignment in two stages stems from the fact that both
processes involved in dynamic spectrum assignment, i.e., spectrum sensing and switching are costly in
terms of power consumption and delay and thus incongruous with the power constrained nature of
RDs and the QoS requirements of the problem. By restricting the dynamic spectrum assignment to
take place in only two stages we significantly reduce power consumption due spectrum sensing for
spectrum holes discovery and incorporate a single spectrum switching action in the whole process.

Finally, before we proceed with the details of the proposed dynamic spectrum assignment scheme we
note that the entity responsible for the spectrum assignment can be either the gateway, the cluster
head or the RD itself, given that it possesses the necessary computational power.

2441 QoS constraint in the case of a single RD

In this section we express the QoS constraint of a single RD that has to transmit L bits of data within
T, time units in terms of the aggregate transmission rate of the virtual link set up by the two stage
process described in the previous section. More specifically the QoS constraint in its initial form can be
written as:

L
—+ 1T, <T; ©
Rx+Ry To d (17)
L
R,+R, = —— 18
Ry 2 (18)

where R,, R, are the aggregate transmission rates of the sub-channels assigned to the RD in the first
and second stage respectively. Random variable 7, represents the overhead time spent in the MAC
and PHY layers and includes the overhead from all cognitive functions involved in the second stage
spectrum assignment such as spectrum sensing, spectrum switching and coordination with the
receiver. Now, R, is defined as follows:
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n—-1
Rx=Zr-€i]-xi] (19)
j=0

where xijis the number of sub-channels assigned to the RD in the first stage from the (i + j)-th channel
Biyj,j =0,1,...,n— 1 within W;, r is the fixed transmission rate supported by each sub-channel and

Ei is a binary random variable indicating the availability of channel B;, ;. The value of E]; depends on the
state S; of the PU of the (i + j)-th channel By, ; as follows:

o) =
j:{o, if sl =1, 20)

& .
L ifs/=o

The aggregate transmission rate from the sub-channels assigned at the second stage is similarly
defined as:

n—-1

Ry=2r-§g~yij+r-hd-yf, (21)
7=0

where, yi]is the number of sub-channels assigned in the second stage from the (i + j)-th channel
Biyj,j =0,1,...,n— 1 within W;, yr is a binary variable indicating whether the free ISM band will be
utilized or not and the product r - h; equals the total transmission rate required for the timely
transmission of the data entirely through the ISM band, i.e.,

L (22)

Equation (22) can be written as:

= [a—ey ) (23)

Indicating that hy is the number of sub-channels of transmission rate r necessary to transmit the L bit
of data within T4 time units. From equation (23) we have that T; cannot be equal or less than the
overhead time £, i.e., the guaranteed delay must be larger than the overhead time of the process. We

further note that hy = [(Td_L%O).rl =[(1_Z;;d).r] - [(1—fjrd).r]

of a dedicated link, i.e. with zero overhead, that can transfer L bits within T; time units. By Equations
(18), (19), (21), (23) we get the following expression for the QoS constraint:

where R denotes the transmission rate

n-1 n-—1
Zr'fi"x{+Zr-f{-yi’+r-hd-yfZT . (24)
- . d —To
Jj=0 Jj=0
n-—1 n-—1
& oxl+ > eyl gy > (25)
4 i i L i i d " Jf _-(Ta'_fo)'r
Jj=0 Jj=0
n-—1 n-1
&+ &y +hy -y 2h (26)
i X Y d Y= hg
j=0 j=0
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Equation (26) indicates that, given a fixed transmission rate for each sub-channel, the number of sub-
carriers assigned in the first stage plus the number of sub-carriers assigned in the second stage should
be greater than or equal to the demand in sub-channels. In Equation (26) we use an inequality sign to
anticipate for the case that we resort to the ISM band in the second stage. In such a case, we always
assume that we bind the total number of required sub-channels h; from the ISM band. This number
of sub-channels, bound from the ISM band, plus any available sub-channels assigned in the first stage,

i.e., sub-channels with PU in OFF state, as indicated by Z}‘;& lj . xij will certainly surpass the demand
h4. However, as we have already mentioned, the sensor will use exclusively the ISM band in such a
case and therefore we have properly formulated the cost function to account only for the transmission

power cost spent in the ISM band.

24.4.2 Formulation of a two-stage stochastic integer program for the dynamic
spectrum assignment problem

For each candidate spectrum region W;, we formulate a two-stage, stochastic integer program (IP) with
non-fixed recourse. The solution to each of these programs will provide us with the optimal spectrum
assignment within the corresponding region W;. Subsequently, we will choose the optimal region W*
among the ones that provide the spectrum assignment with the least power consumption. The two-
stage, stochastic IP is stated as follows:

min z; = ¢ - x; + B¢, {min((q] - y;(§)) + a5 -y (&) — b} (&) - wy)}, (27)
n-1 n-1

J . x) J oy by -y =h 28

s.t. & oxi + &y +hy Yr = g, (28)
=0 =0

x] =w! forallj €{0,1,..,n— 1}, (29)

x] +y! <M forallj€{0,1,..,n— 1}, (30)

xij < Mforallj €{0,1,..,n—1}, (31)

yij < Mforallj €{0,1,..,n—1}, (32)

yr € {0,1} and xij,yl.j,wij €N, (33)

The objective function of the two-stage stochastic IP is presented by Equation (27). It expresses our
objective to minimize the total power consumed for the transmission of data, z;, by properly assigning
sub-channels within region WW; in the first and second stage. More specifically, c is a cost vector whose
elements represent the transmission power consumption for the transmission of data over a single
sub-channel denoted by P;;CJ. Indices i, j on P;;C] indicate that transmission power can be different for
sub-channels that belong to different channels. The inner product cl-T - x; represents the total power
cost of the first stage when assigning and using sub-channels x; = (x?,xl-l, ...,x}"‘_l) from the i-th
region W; to the RD. As mentioned in the previous section xijindicates the number of sub-channels
assigned to the RD in the first stage from the (i + j)-th channel B;,;,j = 0,1, ...,n — 1 within W;.

The expected power cost of the second stage spectrum assignment is determined by the state of the
PUs within spectrum region W;, which is represented by random vector & = (¢2,&}, ..., & 1). For
each possible value of random vector & = (§2,&7,...,&"™1) we have a potentially different second
stage assignment indicated by vector y;(&;) and thus a different cost q7 - y;(£;), where q is a vector
whose elements represent the power consumed by each sub-channel in the second stage. We assume
that the power consumed by a sub-channel in the second stage is larger than the power consumed by
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the same sub-channel in the first stage due to the extra power consumption involved in the process of
setting up this new channel for operation, i.e., spectrum sensing and switching, processing power for
CPU operation and coordination with the receiving end, etc. Furthermore, the scalar product gy -
yf(fl-) represents the power consumed for the transmission of data through the ISM band, i.e., when
all hgq sub-channels are allocated in the ISM band. In this cost factor y¢is a binary variable indicating
whether the ISM band will be used or not and gris the corresponding total power consumption for
transmission in the ISM band. We assume, that the use of an ISM band is costs power-wise more than
the opportunistic spectrum band either due to the increased noise and interference expected in the
ISM band as well as the necessary coordination process for spectrum migration.

Finally, we consider the fact that the number of sub-channels x; that will be actually used for
transmission is unknown before the second stage, whereby we assess the state of each PU within W;.
For z; to account for the total power consumption in both stages, we must subtract any power cost
that was accounted for in the first stage, through inner product CL-T - X;, involving sub-channels that
were not eventually unavailable for transmission. The quantity to be subtracted is represented by the
inner product biT(fi) -w;, where vector w; is set to be identical x; as indicated by Equation (29) and
the elements of vector b! (§;) are defined according to:

. 1, if Srel oM< hy (34)
7 — . J=0 50
b(¢f) = (1-¢), otherwise

The first branch of Equation (34) indicates that if the total number of available sub-channels within
spectrum region W; is less than the demand in sub-channels, then the ISM band will be used and thus
the power consumed by all sub-channels in the first stage must be subtracted from z; as none of them
was actually used for transmission. The second branch of Equation (34) indicates that when there exists
an adequate number of sub-channels within W; to accommodate the demand in sub-carriers, these
channels will be used from the opportunistic access band since it is cheaper power-wise. Thus we will
subtract the amount of power accounted in the first stage only for those sub-channels that were
eventually unavailable.

Equation (30) states that from a specific channel the total number of sub-channels assigned in the first
and second stage cannot exceed its total amount of sub-channels M. Similarly, Equations (31) and
(32) state that the amount of sub-channel assigned either in the first stage or in the second stage from
a specific channel cannot exceed the number of its available sub-channels. Equation (33) states that
Y is a binary variable.

We note that although the presented two-stage stochastic IP has non-fixed recourse as indicated by
the fact that the coefficients of vector y in the constraint presented in the Equation (28) depend on
random vector §; the convex hull of the feasible set of the problem is a convex polyhedron due to the
discrete nature of random vector &; (see [BL11] Chapter 3, Section 3.1b).

Finally, as mentioned in the beginning of this section, the solution to each of the i € I stochastic
programs, where I = {1,2,...,(N + 1) — n} will provide us with the optimal spectrum assignment
within the corresponding region W;. Subsequently, we will choose the optimal region W* among the
ones that provide the spectrum assignment with the least power consumption, i.e, z* = nileiln{zl-} and

adopt their corresponding optimal spectrum assignments x* = x,,,, y* (") = ¥,,(&) and y;(f*) =
Y5m(§m), wherem = arg melln z;.
L

2.4.5 Deterministic Equivalent of the Stochastic IP

To solve the stochastic IP problem of the previous section we must convert it to its deterministic
equivalent form. Let w be an index variable for the set of all possible states of spectrum band W; as
determined by the binary vector §; = (fio, fil, . }1'1). Consequently w will take values in the set 2 =
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. . . wj _wj wj
{1, ...,2"}. Furthermore, for each possible scenario w we create a new set of variables x; ],yi S w®

w € Q,j €{0,1,...,n — 1} and the deterministic form of the stochastic IP will be:

n-1 2n 2n 2n
min z; = ch] cx] + Z P, (Z al -y + ap -y - Z b -w*)), (35)
j=0 w=1 w=1 w=1
n-1 -1
st Yo+ Y 6y kg yP 2 by, forallo €0 (36)
j=0 j=0
xi‘"j = wi“’j, forallw € Qandj € {0,1,..,n — 1}, (37)
xiwj + yi“’j <M, forallw € Qandj€{0,1,..,n—1}, (38)
xiwj <M, forallwe Qandj€{0,1,..,n—1}, (39)
yiwj <M, forallw€ Qandj€{0,1,..,n—1}, (40)
yf’ €{0,1} and xi‘"j,yiwj,wi“’j €N, (41)

To tackle the problem at hand we relax the integer constraints on xiw],yiw] and wiw]so that a
stochastic two-stage Mixed Integer Linear Program (MILP) is formulated from the initial integer
program. The resulting problem is given as input to a MILP solver that implements various MILP solving
techniques such as linear programming preprocessing, relaxation of integer constraints, MILP
preprocessing and generation of Gomory cuts [GCO7]. Equations (35) to (41) indicate that the number
of constraints of the MILP is exponentially increasing with the number of channels, or equivalently, the
number of PUs that comprise each spectrum region W;. The number of sub-channels on the other hand
do not have such an effect on the complexity of the MILP. On the contrary, the larger the number of
sub-channels per channels the smaller the error introduced by the relaxation of integer constraints for

wj  wj wj N . . . .
x; ', y; “and w; . For the type of applications we consider in RERUM and given the power constrained

nature of RD we expect the number of channels comprising candidate spectrum regions W; to be rather
limited.

2.4.6 A greedy approach to the two-stage dynamic spectrum assignment

A spectrum assignment strategy proposed by many authors in the literature [SDR14,JPCV12,BF14,
YCZ08, HPMO08] is to always assign to SUs those channels for which PU has the highest probability to
be idle. Obviously, the rationale behind this proposition is to assign SUs the channels that are idle most
of the time and thus result in fewer spectrum switching actions. In this section, we formulate a
stochastic two-stage, dynamic spectrum assignment algorithm that greedily assigns channels based
solely on the probability to find the PU in the idle state. Next, we will compare the efficiency of the
greedy and MILP spectrum assignment programs in terms of power consumption.

The greedy algorithm will visit sequentially each candidate region W;, i € {1,2,...,(N + 1) — n}
within B and will assign an appropriate number of sub-channels for the first (x;) and second stage
(¥i, ¥r) so as to minimize the total power consumption for data transmission, z;, while satisfying the
QoS requirements. Finally, the algorithm will choose as optimal the region W,, where g =
argmiin(zi),i.e., the region whose spectrum assignment program results in the lowest power

consumption, denoted by z,.
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In the first stage, for any region W; the algorithm will sort all available channels in descending order of
PU OFF state probability. Subsequently, it will sequentially assign sub-channels from the sorted list of
channels until the demand is satisfied. Vector x; will be properly updated to represent the first stage
spectrum assignment for the initial, unsorted list of channels.

In the second stage, the state of the spectrum is assessed by sensing in order to determine the
elements of vector §; = ({l-o,fil, ., l-”'l). As a first step, applied in each possible realization of
vector §;, the greedy algorithm will identify the channels assigned to the RD in the first stage that have
now become unavailable and will properly increment unsatisfied demand. Furthermore, it will
decrement power consumption, accounted for in the first stage that corresponds to the now
unavailable channels by properly updating vector w;. We note here that vector w; is not used in exactly
the same way as in the two stage stochastic IP. Vector w; now explicitly accounts for the channels
assigned in the first stage that have now become unavailable or w; will be equal to x; in case the ISM
band is eventually selected for transmission, indicating that none of the channels in x; will be used.
Subsequently, in case an adequate number of sub-channels is available in the opportunistic access
band, the greedy algorithm will assign the SU enough sub-channels to satisfy the unsatisfied demand.
The sub-channels will be selected from the channel list that is sorted in descending order of PU OFF
state probability and the corresponding elements of vector y; will be updated. If, on the other hand,
the number of available sub-channels is not adequate to cover demand, all unsatisfied demand in sub-
channels will be satisfied from the ISM band and w; will be updated to reflect that no channel from
the first stage assignment will be used.

Finally, foralli € {1,2, ..., (N + 1) — n} transmission power cost for the stochastic, two-stage greedy
algorithm will be calculated using:

n-1 2" 2" 2"
z = cg'x{+ZPw- zq{-yi““r qf~y}"—zbi"wiw’ (42)
7=0 w=1 w=1 w=1

and region W;,,, where m = arg min(z;), along with its spectrum assignment program will be selected
L

as optimal.

2.4.7 Dynamic spectrum assignment for average throughput guarantees in a
CSMA/CA RD network

In this section we consider a single hop network of multiple RDs sharing the same spectrum bands.
The shared nature of the wireless medium prohibits the provision of strict delay guarantees as
described in the previous sections. However, we can still guarantee the average throughput of each
flow in the network by properly setting the transmission rate of the wireless link. The transmission rate
of the link can be controlled by the number of sub-channels assigned to the RDs in the two-stage
spectrum assignment process. To this end we utilize the analytical framework presented recently by
Kleinrock et al. in [LK13] for the throughput of wireless CSMA/CA networks. The authors in [LK13]
present a framework that models throughput accurately based on a small set of assumptions and,
furthermore, surpasses typical modelling inefficiencies in CSMA/CA wireless networks due to the
strong interdependence among the state of transmitters across the network, the distributed nature of
the CSMA/CA protocol, the dynamics of unsaturated traffic sources and the dependence of
downstream traffic on upstream traffic.

More specifically, the authors assume that nodes have a unique transmission queue for each flow
which acts as an individual collocated transmitter k with its own backoff counter, that no hidden
terminals exist, that carrier sensing is instantaneous and that the transmission rate 1;, of the k-th
transmitter is fixed. No restrictions are posed on the distribution of packet lengths L, and their
generation process, the distribution of backoff times By, or the saturation levels of the flows. Especially
the latter assumption is of great significance to a RD network since typically most sensors transmit
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data rather infrequently. Furthermore, the fact that traffic in RD networks is typically unsaturated
greatly reduces the collision probability in many scenarios and thus the inaccuracy introduced in the
model by the assumptions of no hidden terminals and instantaneous spectrum sensing is diminished.
The interested reader may refer to [LK13] for a detailed presentation of the model.

According to [LK13] the average throughput G, of the k-th transmitter, i.e. of the k-th flow, is given
by:

Yk
G =< )rp 43
BRI 2 PR AV )

Where, 1, is the fixed transmission rate of the wireless link used by the k-th transmitter, p;, is the
probability of correct transmission of a packet by the k-th transmitter and y, = p, 0y where p; €
[0,1] is a parameter of the system indicating the saturation level of flow k, i.e., when p, = 1 the flow
has always packets to transmit, while when p;, = 0 the flow has never packets to transmit, finally 8;, =

% is the ratio of the expected packet transmission time to the expected backoff duration. We note
k
that packets have random length L and are transmitted with fixed rate 7y, thus E[T} | = @.

k

With simple algebraic manipulations Equation (43) can be written as:

T
Ay +y+ -ty = 6P v e1,2, . n)
and by defining ¢, = %P‘;‘] we get ¥, = Pk rIE[EL[g] 1= % and thus the equation above can be written
k k k k

as:

b1, 00 b deps
rnoon T Gy

-1,vke{l1,2,..,n}
Finally, by letting u;, = ri we form the following linear system of n equations with n unknowns:
k

iUy + Pty + - + Pruy = ¢gp" —1,Vk €{1,2,..,n} (44)
k

Given the average throughput demand for each flow, Gy, the indicator parameter of its saturation level
pi and the expected backoff and packet length values E[B; ] and E[L; ], respectively, we can calculate
the demand in transmission rate 1, for all flows k € {1, 2, ..., n}. Finally, we may assign each RD an
adequate number of sub-channels so as to satisfy the demand of its flows in an optimal way by properly
modifying the stochastic two-stage MILP formulation for the dynamic spectrum assignment problem
so that it may handle random demand.

Next, we focus on the simple scenario whereby all RDs serve a single flow of the same type. Thus, by

settingpy =, = =¢p, p1=p2="=PpG1 =G, ==0G, and u; =uy = =1u, Iin
Equation (44) we get the following demand in transmission rate for all RDs:

B npE[L]G
~ pE[Llp — GE[B]

(45)

The demand in transmission rate r can be expressed in terms of a discrete number of sub-channels by
letting hy = [r].
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2.4.8 Evaluation

We begin the evaluation of the proposed dynamic spectrum assignment scheme by means of an
example that will clarify the application of the proposed scheme as well as exhibit its lightweight
character. We set the number N of channels of the opportunistic access band B equal to 10, the
number (M) of sub-channels per channel equal to 10, the number of channels accessible by the RD (n)
equal to 3 and the demand in sub-channels (h;) equal to 14. These numbers are selected arbitrarily
for minimizing the computational cost; the results are not depending on these numbers. The first stage
power costs for each channel, i.e., the elements of vector ¢, were selected randomly from the set of
available transmission powers for the mica2 mote as described in [SHC++04] and presented in Table 2
and are equal to

¢ = (6.310,0.032,6.310,0.032,10.000,0.158,0.013,0.032,2.511, 0.316).

The second stage power costs for the opportunistic spectrum access bands are increased, relatively to
the first stage costs, by a factor of 0.1 mW, i.e., ¢ = ¢ + 0.1mW. We assume that the extra power
consumption of 0.1mW times the expected transmission duration over the sub-channel is equal to the
energy consumed on cognitive functions such as spectrum sensing, switching and coordination with
the receiving end for the setup of a single sub-channel in the second stage. Finally, the second stage
power cost for each sub-channel in the ISM band is equal to 12mW, i.e., sub-channels in the ISM band
are the most expensive in terms of power consumption. The vectors of PU ON and OFF probabilities
for each channel were selected randomly to be

m, = (0.7513, 0.2551, 0.5060, 0.6991, 0.8909, 0.9593, 0.5472, 0.1386, 0.1493, 0.2575)
and
1y = (0.2487, 0.7449, 0.4940, 0.3009, 0.1091, 0.0407, 0.4528, 0.8614, 0.8507, 0.7425) respectively.

Table 1: The two-stage spectrum assignment program produced by the two-stage stochastic IP for
an example scenario. First stage spectrum assignment is presented above the double horizontal
line, while second stage spectrum assignments are presented below the double horizontal line.

Channel availability Sub-channels assigned from channel
3 &g & Channel | Channel | Channel ISM
© (channel 8) | (channel 9) (Chfg)”e' 8 9 10 band | _
- Unknown | Unknown | Unknown 10 0 4 0 14
1 0 0 0 0 0 0 1 14
2 0 0 1 0 0 0 1 14
3 0 1 0 0 0 0 1 14
4 0 1 1 0 4 6 0 14
5 1 0 0 0 0 0 1 14
6 1 0 1 0 0 0 0 14
7 1 1 0 0 4 0 0 14
8 1 1 1 0 0 0 0 14
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The output of the two-stage stochastic IP scheme for the example scenario described above is
presented in Table 1. The optimal first stage spectrum assignment x* is presented above the double
horizontal line while the optimal second stage spectrum assignment (y*(§*), y}‘(f*)) below it. The
optimal triad of channels W™, proposed by the two stage stochastic IP, is comprised of channels 8, 9
and 10 and corresponds to the 8-th possible triad of channels, i.e., m = arg r{lelln z; = 8. Within W*

sub-channels are assigned only from channels 8 and 10. All sub-channels of channel 8 were assigned
for transmission in the first stage since it exhibits the highest probability for the PU to be in the OFF
state among all channels and at the same time requires a very low transmission power. On the other
hand, although channel 9 has a higher probability to be found in the OFF state (r§ = 0.8507) compared
to that of channel 10 (m%0 = 0.7425) 4 sub-channels are bound from the latter one because it requires
a lot less transmission power.

During the first stage the states of the PUs are unknown and thus the availability of their channels,
denoted by the values of vector &g, is marked as unknown. However, once the RD enters the second
stage, the state of the PUs is assessed and one of the 8 possible outcomes presented in Table 1 will be
realized. For each such outcome the two stage program assigns the necessary number of sub-channels
so that z is minimized and the QoS criterion is satisfied. In Table 1 we get the total demand of 14 sub-
channels either by adding the number of sub-channels assigned in the first stage, given that their

corresponding channel is available, i.e., {’ij = 1, with the number of sub-channels assigned in the
second stage or utilize the ISM band, i.e., set yf(w) = 1. So, for example, when w = 1 none of the
sub-channels assigned in the first stage is available and thus we get the necessary capacity from the
ISM band, i.e., ys(1) = 1. The same is true for w € {2, 3, 5} whereby at most one channel is available.
In all these cases the available number of sub-channels within the opportunistic access band is not
adequate to cover demand (h; = 20). Another interesting case appears when w = 4. In that case
channels 9 and 10 are available but channel 8 that has the best operational characteristics is not, thus
the optimal program will assign 6 more sub-channels from the more favourable channel 10,
additionally to the 4 sub-channels that were assigned during the first stage and then proceed to assign
the remaining channels from the less favourable channel 9.

Next, we evaluate the efficiency of the two-stage stochastic IP dynamic spectrum assignment scheme
over the same opportunistic access spectrum band B that is comprised of 10 channels. This time
however, we vary the number of sub-channels (M) per channel, the number of channels accessible by
the RD (n) and the demand for sub-channels (h;) over a predetermined range so as to assess the
efficiency of the proposed scheme in a wide range of scenarios. For each combination of M,n and hy,
we run 1000 experiments and in each one of them we select uniformly the first stage power costs for
each channel from the set of available transmission powers presented in Table 2.

Table 2: Power model for Mica2 mote.

Transmission | dBm -20 -19 -15 -8 -5 0 4 6 8 10
Power | mw 0.01 | 0.013 | 0.032 | 0.158 | 0.316 | 1 | 2.511 | 3.98 | 6.31 | 10

Similarly, for each experiment the probability for each PU to be in the ON state (m;) is selected
uniformly in the range [0,1] and the probability of the PU’s OFF state is derived by my = 1 — ;. The
second stage power costs for the opportunistic spectrum access bands are again increased, relatively
to the first stage costs, by a factor of 0.1 mW, i.e., ¢ = ¢ + 0.1mW. Finally, the second stage power
cost for each sub-channel in the ISM band is again fixed and equal to 12mW.

Figure 25, Figure 26, Figure 27 and Figure 28 present the average of the optimal power consumption z*
for the 1000 experiment results when the two-stage stochastic IP is used and M equals 10, 20, 30 and
40 sub-channels per channel respectively. In Figure 25 we see that as the number n of accessible
channels within the opportunistic access band increases, the expected power consumption decreases
for all levels of demand h,. Of special interest are the cases where n is inadequate to cover demand.
For example, in Figure 25, when demand h,; is set to 40 sub-channels then it cannot be satisfied when
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nis equal to 1, 2 or 3 channels, i.e., 10, 20 and 30 sub-channels respectively. In such a case the RD can
only get the necessary number of sub-channels within the ISM band. The power consumption for all
these scenarios is deterministic and it is analogous to the product of power consumption per sub-
channel within the ISM band and demand itself, i.e., occupying 40 sub-channels within the ISM band
requires more power than occupying 30 or 20 sub-channels. At some point, n becomes large enough
to satisfy demand within the opportunistic access band and the expected power consumption exhibits
a significant decrease. From that point on, further increasing n results in an ever increasing number of
combinations of the states of PUs of the n channels, as described by the random vector §, where
demand can be satisfied within the opportunistic access band either in the first or in the second stage.
The effect of this is that expected power consumption further decreases since we avoid the ISM band.

h, =10
. h, =20
400} d
=30
R * d
' x--h, =40
*n 300+ .
g T .
=2 .
@
Z 200} "
1000 o Tk
R
N -
0 T [ERY - RN ToRREEEN i )
1 2 3 4 5 6

Figure 25. Average of expected power consumption z* for the two-stage
stochastic IP as a function of n when M = 10.

Furthermore, Figure 26, Figure 27 and Figure 28 depict the effect of increasing the number of sub-
channels M per channel on expected power consumption. We assume that the transmission rate r
remains the same for all sub-channels as M increases, i.e., increasing M is equivalent to increasing the
bandwidth of each PU channel and thus its number of available sub-channels. As can be seen from the
Figure 26, Figure 27 and Figure 28, power consumption drastically reduces with n as M increases. This
is due to the fact that now, even for small values of n, the demand in sub-channels can be satisfied
with spectrum assignments within the opportunistic access band either in the first or the second stage
without resorting to the ISM band. Thus, for example, in Figure 26, for n = 1 demands h, of 30 and
40 sub-channels cannot be satisfied within the opportunistic access band resulting in an excessively
large power consumption, in Figure 27 where M increases to 30, for n = 1 only demand h,; of 40 sub-
channels cannot be satisfied within the opportunistic access band, and finally in Figure 28, where M
increases to 40, all classes of demand are satisfied from the opportunistic access band even whenn =
1, resulting in a significant reduction in expected power consumption.
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Figure 26. Average of expected power consumption z* for the two-stage
stochastic IP as a function of n when M = 20.
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Figure 27. Average of expected power consumption z* for the two-stage
stochastic IP as a function of n when M = 30.
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Figure 28. Average of expected power consumption z* for the two-stage
stochastic IP as a function of n when M = 40.

Next, we compare the efficiency, in terms of power consumption, of the two-stage stochastic IP to that
of the two-stage greedy algorithm using numerical simulations. Figure 29, Figure 30, Figure 31 and
Figure 32 present the percentage increase in expected power consumption when we use the two-stage
greedy spectrum assignment algorithm instead of the two-stage stochastic IP for spectrum
assignment. As before Figure 29, Figure 30, Figure 31 and Figure 32 correspond to M being equal to
10, 20, 30 and 40 sub-channels per channel respectively.

Starting with Figure 29, we note that when demand is low (h; = 10) use of the two-stage greedy
algorithm results in a significant increase of power consumption especially for large values of n. For
larger values of demand however (h; € {20, 30,40}), the phenomenon becomes much less intense.
To explain this result we remind that when M equals 10 there are not enough sub-channels to cover
demand within the opportunistic access band for low values of n and thus, regardless of the spectrum
assignment algorithm used, the RD will have to resort to the ISM band to get the required number of
sub-channels. As was explained previously for Figure 25 the cost in such cases is deterministic,
independent of the spectrum assignment algorithm used and completely determined by the demand
and the power cost per sub-channel in the ISM band. Figure 29, Figure 30, Figure 31 and Figure 32
depict that as the number M of sub-channels per channel increases demand can be satisfied within the
opportunistic access band and the greedy algorithm will result in a significant increase of power
consumption for all levels of demand since it disregards power consumption when selecting channels
within the opportunistic access band.

Finally, a special case that is of particular interest and appears in all figures and for all levels of demand
is when n = 1. In that case both spectrum assignment algorithms perform the same even when
demand can be satisfied in the first stage by a single channel. This is so because the RD will have to
bind all its sub-channels from a single channel. There are two possible events for such a case, either
the PU will be in the OFF state and a channel within the opportunistic access band B will be used or
the PU will be in the ON state and the ISM band will be used. We remind that the ISM band costs more
than any channel within the opportunistic access band in terms of power consumption. Thus, the
optimal strategy for both SA algorithms is to select that single channel within opportunistic access
band B that has the largest probability to be found in the OFF state since the main objective is to avoid
the expensive ISM band. However, if there are more than one channels, with the same probability for
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the PU to be found in the OFF state but different power consumption per channel then the two-state
stochastic IP will find the optimal solution unlike the two-stage greedy algorithm.
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Figure 29. Percentage increase on the average of expected power consumption z* when the greedy
algorithm is used instead of the two-stage stochastic IP for M = 10.
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Figure 30. Percentage increase on the average of expected power consumption z* when the greedy
algorithm is used instead of the two-stage stochastic IP for M = 20.

© RERUM consortium members 2015 Page 75 of (150)



RERUM FP7-ICT-609094 Deliverable D4.1

Two-stage DSA

300
o-h,=10
E,250_ ...+...hd=20 2
© = R
3 +--h, =30
© 200+ ....x....hd=40
5 :
°
7]
$ 150}
& 100}
o it
E *’:;-I o B
o R w
o L s
0@.--""'“ EEEE?E:' ”..I L L 1
1 2 3 4 5 6

n

Figure 31. Percentage increase on the average of expected power consumption z* when the greedy
algorithm is used instead of the two-stage stochastic IP for M = 30.
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Figure 32. Percentage increase on the average of expected power consumption z* when the greedy
algorithm is used instead of the two-stage stochastic IP for M = 40.
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2.5 A prototype implementation of an SDR-based Gateway >

This section presents an implementation of an SDR-based RERUM Gateway that can be utilized for the
implementation of the Cogitive Radio techniques presented above. The goal of this prototype is to
show that using simple hardware it is possible to create an advanced gateway, able to be fully
reconfigurable by software and to support the interconnectivity of various technologies without the
need of multiple interfaces. One of the key objectives of RERUM is the efficient interconnection of RDs
of heterogeneous networking technologies The majority of the current loT deployments include
devices that use either the IEEE 802.15.4 or the IEEE 802.11 standard, both sharing the same 2.4 GHz
unlicensed band. Aiming to advance the existing approaches where gateways provide connectivity to
devices of different standards using discrete radio modules for each technology, we describe here the
adaptation of SDR technology for minimization of the number of radio components (i.e. transceivers,
antennas) needed to support a heterogeneous environment, and for easy adaptation to any future
standard or modification.

2.5.1 Related Work

GNU Radio [GNU] is the most popular open-source software development and simulation platform for
SDR. The implementation of the IEEE 802.15.4 on the GNU Radio platform is presented in [S06]. It
provides the Physical Layer (PHY) layer of the standard and a basic, network socket-based interface in
order to send/receive data. Further than the standard PHY layer implementation no connectivity with
higher layers, like the 6LoWPAN, is provided. Comparably, there are some works that partially
implement the |IEEE 802.11 standard on the GNU Radio [WW11,B++13], but the only fully functional
transceiver has been presented by K. Tan et al. in [T++11] on the Sora SDR platform. The main
disadvantages of the Sora-based implementation are the restricted compatibility to their own SDR
hardware and the Windows Operating System (0OS). On the other hand, the Sora 802.11
implementation appears as a typical network interface in the Windows OS, but there is no SDR
implementation in the Linux OS of any networking standard that is available as normal network
interface. Finally, to the best of our knowledge, there is no single-device concurrent multi-standard
SDR platform presented to date. In this section the following contributions are presented: We
introduce a fully software implementation of the PHY of IEEE 802.11a/g transceiver assisted by a fully
compliant SoftMAC layer in the GNU Radio platform in the Linux OS. The in-house IEEE 802.11
implementation, along with the existing implementation of the IEEE 802.15.4, which is adopted and
adjusted to use the available higher layer 6LoOWPAN module, are used by the Linux OS as normal
network interfaces, maximizing the usability and minimizing the adaptation effort. An additional
technique is proposed for the concurrent transmission of multiple standards and channels on adjacent
frequencies on SDR devices. A complete platform which is based on off-the-shelf products and open
source software is demonstrated; a single SDR device plus a host computer solution that is able to
encode/decode in real time and concurrently transmit/receive multiple channels and standards, in a
large bandwidth span

2.5.2 Physical layer implementations

2.5.2.1 IEEE 802.11a/g PHY

We implemented completely from scratch our own IEEE 802.11a/g PHY software implementation
based on the GNU Radio software stack. It supports all the data rates of the standard, together with
the half- and quarter-clocked operation modes utilizing 10 and 5 MHz of bandwidth respectively. In
order to fulfil the demanding computational and timing requirements of the standard we applied
several software optimization techniques. One of those techniques was the parallelism exploitation.
Due to the overhead for synchronizing threads, which in several tasks was heavier than the actual

> The work presented in this section was accepted to be published in the VTC 2015 Spring conference [SMP15].
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computation, some processing tasks were grouped together into a single thread. In addition, our
implementation heavily uses lookup tables when applicable. The majority of these tables have small
memory footprint, easily fitting inside the caches of modern CPUs, providing a significant performance
boost. Significant performance gains achieved using the Single Instruction, Multiple Data (SIMD)
instructions. These instructions can provide not only increased processing throughput, but also help to
eliminate conditional branches, which is quite essential for a real-time implementation of the Viterbi
decoding algorithm [VIT67]. With these techniques applied our software can operate real-time, leaving
to the host enough CPU resources for other tasks as well.

2.5.2.2 IEEE 802.15.4 PHY

For the IEEE 802.15.4 PHY we used the publicly available code of [S06] for GNU Radio. While this
implementation provides some basic communication with off-the-shelf IEEE 802.15.4 devices, we
extended its capabilities in order to support a basic Carrier Sense Multiple Access (CSMA) mechanism,
Acknowledgments (ACKs) and re-transmissions. Furthermore, we applied some software optimization
techniques due to the unexpected, based on the low complexity of the standard, high CPU resources
utilization.

2.5.3 MAC layer integration

The Media Access Control (MAC) layer of both IEEE 802.11 and IEEE 802.15.4 is responsible for
managing a great part of the corresponding standard. It implements among others mechanisms for
medium access, ACKs and re-transmission, Station (STA) management, and security. Over the last
years, even more vendors have decided to follow a SoftMAC approach for their wireless devices
allowing the MAC Sublayer Management Entity (MLME) to be managed by software. In this approach,
hardware becomes simpler and with lower cost. In addition, SoftMAC allows a unified way of
configuration, providing the ability to the OS to handle wireless devices robustly and efficiently. In this
section we propose an architecture that allows the SDR PHY implementations to co-operate with the
IEEE 802.11 and IEEE 802.15.4 compliant SoftMAC layer implementations.

2.5.31 IEEE 802.11 MAC layer

The Linux SoftMAC solution for the IEEE 802.11 is the mac80211 [LWi] kernel module, providing an API
that can be used from the wireless hardware driver in order to properly transmit and receive data. For
dealing with the user defined settings a second helper kernel module is used, the cfg80211. This
module acts as a middleware between the userspace and the mac80211 driver, allowing the user to
configure several parameters of the IEEE 802.11a/g standard. Such parameters may be the supported
data rates, transmission power, operating mode (managed, ad-hoc, mesh, monitor) and other
supplemental ones. Each SoftMAC device derives data and configuration using the API of mac80211.
In addition, hardware devices report back data to the mac80211 driver, which is responsible to
propagate them to the upper layers. The architecture is summarized in Figure 33a. Our approach uses
the mac80211 driver to provide a fully standard compliant MAC layer to the PHY software
implementation, by exploiting the SoftMAC capabilities. A great feature of this design is that the OS is
unaware of fact that the PHY actually runs on software, hence it identifies the wireless interface as a
normal one, with all the capabilities of parameterization enabled.

2.5.3.2 IEEE 802.15.4 MAC layer

Similarly, Linux systems can take advantage of the corresponding SoftMAC solution for the IEEE
802.15.4 based devices. We used the 6lowpan [6LOW] kernel module, in order to create an arbitrary
number of 6LoOWPAN compliant wireless interfaces.
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Figure 33. (a) Conventional SoftMAC devices (b) Proposed approach for SDRs.

2.5.3.3 The SSDR Driver

The software implementations of both the IEEE 80211 and 802.15.4 PHY encode a Physical Layer
Convergence Procedure (PLCP) Service Data Unit (PSDU) derived from the MAC layer and transmits it
over the air. During reception the PHY propagates the decoded PSDU towards the MAC in the reverse
manner. Running on userspace, the PHY software should be able to retrieve and send the PSDU data
to the mac80211 or 6lowpan driver. For this reason we developed the Super Software Define Radio
(SSDR) driver, a special kernel module that its main purpose is to allow the data exchange between the
userspace PHY implementations and the corresponding kernel modules. The proposed architecture is
illustrated in Figure 33b.

An arbitrary number of virtual IEEE 802.11 or 802.15.4 wireless network interfaces may be created by
loading the SSDR driver, along with a character device for each one. Writing to the character device
allows data to be delivered to the mac80211 or 6lowpan driver for the corresponding network
interface. Respectively, PSDUs are retrieved by reading from the appropriate character device. This is
a very convenient and efficient solution, because the PHY reads and writes PSDU data as it would read
them from a regular file. To simplify even further the data exchange between the SSDR and the PHY,
the following conventions were made. Data exchanges between the SSDR and the PHY software are
equal in size. The size of the fixed size data chunk can be derived based on the Maximum Transmission
Unit (MTU) of the interface that is always less than the maximum allowed PSDU. While reading or
writing a fixed size data chunk is very convenient, optimally the actual length of the PSDU should be
known. This information among with additional information required by the PHY implementations of
IEEE 802.11a/g & IEEE 802.15.4 and the corresponding kernel modules, is encapsulated in the header
of each data chunk.
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Figure 34. Structure of the PSDU data: (a) as retrieved by the SSDR driver and (b) form the PHY to
the SSDR driver.

The formats of each fixed size data chunk during transmit and receive operations are presented at
Figure 34a and Figure 34b respectively. The data rate of the frame and the length of the PSDU should
be known to both sides. The data rate is used by the PHY in order to use the appropriate modulation
scheme, whereas the mac80211 uses this information to feed its rate control algorithm. The ‘Needs
ACK’ field is indicating that the current PSDU should be acknowledged by the other side. When the
PHY transmitter handles a frame that has to be acknowledged, it should enable the re-transmission
mechanism for this specific frame. In addition, during a PSDU reception, the PHY calculates and reports
back to the MAC the Received Signal Strength Indication (RSSI) of the frame placing its value to the
corresponding field of the SSDR header. The mac80211 makes use of this in order to report back to
userspace applications the signal strength. However, as noted previously, even in the case of SoftMAC,
the time critical operations are still implemented in hardware. These operations are completely
ignored by the mac80211 and 6lowpan drivers, because the network devices are expected to
implement their functionality. Thus in our case these operations should be implemented in the PHY
software in order to achieve minimum response times. These operations fall under three categories:
(1) CSMA/CA, (2) ACKs and (3) re-transmissions.

2.5.3.4 Time critical MAC operations

Software MAC implementations face large latency values due to the processing, buffering and data
transfer overheads between software and hardware. This latency can reach the order of microseconds
[SSS07]. This magnitude of latency greatly degrades the performance of the MAC protocols, as they
require to be able to identify changes on the wireless medium or transmit data as soon as possible.
The existing software MAC approaches can be classified into two main categories depending on their
design space: the fully software [T++11,APG10] and the hybrid software-hardware approaches [N++09,
F++14,B++14]. While the hybrid solutions are preferred due to the predictable and small delays of the
Field Programmable Gate Array (FPGA), which is used by the SDR hardware, these approaches are
device specific and reduce the flexibility and portability. The great throughput and sub-microsecond
latency of the PCle bus satisfy the requirements for SDR implementations of various wireless
telecommunication standards. Therefore, for a competitive system performance where the SDR device
should provide the minimum possible latency, PCle interconnect is the best solution.

1) CSMA/CA - Backoff mechanism: The system ensures that the channel is idle, before a frame is
transmitted. In the case of IEEE 802.15.4, carrier sensing is performed with a cross-correlation
processing block that calculates the correlation of the received signal and the known preamble of every
IEEE 802.15.4 frame. Upon a frame transmission, if the cross-correlation resulting values are above a
threshold, the medium is marked as busy and a random backoff counter is set. The counter is
decreased in a per sample basis until zero is reached. Then the cross-correlation output is checked
again.

Page 80 of (150) © RERUM consortium members 2015



Deliverable D4.1 RERUM FP7-ICT-609094

If the values are below a threshold, the channel is marked as idle and the transmission of the frame
proceeds, otherwise the procedure is repeated. On the other hand the CSMA mechanism of the IEEE
802.11 standard is more complicated. Similarly in this case, the cross-correlation of the received signal
and the known preamble of each frame is computed. The IEEE 802.11 standard specifies that the
random backoff counter should be decreased while the medium is idle. For this case, when the frame
length information becomes available, the remaining samples for both the end of frame and the
backoff time can be obtained. The channel is set to idle when this number of samples is processed.

The use of software carrier sensing provides unparalleled flexibility, allowing Cognitive Radio (CR)
techniques to be applied, better multi-standard coexistence and efficient use of hardware.

2) Acknowledgments: Some frame types should be acknowledged by the receiver. When a receiver
successfully decodes a frame and according its type and the destination MAC address for the case of
IEEE 802.11, decides if the frame should be acknowledged. In this case, an ACK frame transmission is
immediately issued utilizing the transmit chain of the PHY software. To minimize response times,
especially for the case of IEEE 802.11a/g, the construction of the ACK frame is initiated before the
received frame is fully decoded. Going even further, ACK caching techniques are applied, due to the
high probability that another ACK with the same destination station (STA) will be required in the near
future.

3) Re-transmissions: The re-transmission mechanism is responsible for transmitting again those frames
whose ACKs were not received successfully within a specified period of time. This functionality is
implemented in the last processing block of the PHY transmit chain. When this block transmits a frame
that should be acknowledged, it blocks waiting on an asynchronous blocking message queue. The
receive chain is responsible to enqueue a message at this queue whenever an ACK is received,
unblocking in this way the receiver. The transmitter should also be able to perform a re-transmission
if time elapsed while waiting for the ACK. For this reason, a time limited version of the blocking
dequeue operation was added in the asynchronous message queue functionality of the GNU Radio
core system, taking advantage of the conditional variables of Boost [BC++] library as described in the
following algorithm.

1: function DEQUEUE TIMED(time usec)

2: scoped lock(mutex)

3 while queue.is empty() do

4 not empty is a condition variable

5 if Inot empty.timed wait(mutex, time usec) then
6: return NULL

7 end if

8 end while

9 return queue.dequeue()

10: end function

If the dequeue returns NULL, the transmitter should initiate a re-transmission. The procedure is
repeated until an ACK is received or the limit of re-transmissions is reached, dropping the frame. In
order to minimize the re-transmission delay and the CPU utilization, each frame is stored in a pre-
allocated buffer, based on the fact that its maximum possible size is known a priori. Thus, when a re-
transmission occurs, the buffered samples are sent directly to the SDR device.
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2.5.4 SDR support

Many SDR devices transmit the I/Q samples in a stream oriented way. Unfortunately, frame
transmissions of the IEEE 802.11a/g and IEEE 802.15.4 are bursty in nature. They send a number of
samples and stop, until transmission of the next frame. This can cause several problems in the stream
oriented SDR devices. To deal with this problem, USRP devices introduced the ‘Burst tag’, which is the
information of the number of samples that comprise the frame and the device should wait for. But this
solution requires additional changes to the PHY software implementation, limiting its portability. Based
on the aforementioned limitation, we opted to alter/improve the driver and the firmware of the FPGA
of the SDR card, in order all the produced samples from the userspace software to be immediately
available to the FPGA. When the Digital to Analog Converter (DAC) consumes all the available samples,
the FPGA automatically continues to feed the DAC with zero samples. Therefore, there is no need to
explicitly inform the device about the frame size and is guaranteed that the whole frame will be
transmitted.

Supporting multiple channels or standards that are stream oriented is quite straight forward. The time
domain signals from all the streams can be added to form a single stream, before the samples are
propagated at the SDR device. However, in bursty protocols this is quite difficult due to the fact that
each different channel or protocol can initiate a frame transmission at arbitrary time instants. To
efficiently deal with this problem, we create a different flow of samples for each network interface.
Each channel/protocol writes the samples of a burst to the corresponding flow independently. The
FPGA is responsible to check the available samples of each flow, sum them together on a single stream
and propagate the resulting samples to the DAC. The architecture of this approach, which is relatively
trivial to implement and requires minimum amount of the FPGA resources, is illustrated in Figure 35.
However, each 1I/Q sample is represented by a 16-bit integer, so there is always the case of an
arithmetic overflow after the summation of each flow. We do not handle this case in the FPGA,
assuming that PHY software takes care of it.
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Figure 35. Multiple flows architecture for multiple bursty channels/protocols support.

Furthermore, the SDR device can tune and transmit the signal at a specific centre frequency; each flow
should have its own centre frequency. While this is complex to achieve via shared RF hardware, the
time domain signal of each flow can be up/down-converted easily by multiplying it with a software
Numerically Controlled Oscillator (NCO) and an appropriate frequency offset, as long as the offset lies
within the bandwidth span that the SDR device can provide. Finally, it is essential that all flows operate
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at the same sampling rate. For example, IEEE 802.11a/g requires a sample rate of 20 Mega Samples
per Second (MSPS), whereas IEEE 802.15.4 requirement is only 4 MSPS. Therefore appropriate Sample
Rate Conversion (SRC) techniques should be applied at each flow to meet the aforementioned
restriction.

2.5.5 Evaluation

Our platform is based on a Dell T7610 workstation PC running Linux (kernel 3.7.10) and GNU Radio
(ver. 3.7.6), equipped with a Per Vices Noctar SDR card [NSDR]. The T7610 workstation has two Intel
Xeon E5-2630 CPUs at 2.6 GHz, assisted by 16 GB of 1866 MHz DDR3 RAM. The Noctar SDR is a PCle
v1.1 x4 card, that utilizes an Altera Cyclone IV EP4CGX22C FPGA, a dual channel 250 MSPS 16bit DAC
and two 125 MSPS 12bit ADCs. The card can be tuned into any frequency between 100kHz and 4.4GHz.
It provides four common transmission and reception sampling rates through four steps of
interpolation/decimation; 125 MHz, 62.5 MHz, 31.25 MHz and 15.625 MHz, thus it can cover the whole
2.4 GHz ISM band. The Noctar SDR has the advantage of wide bandwidth reproduction based on the
high speed PCle interface that allows the use of high sampling rates.

The platform was tested in our laboratory under real, congested spectrum conditions. The IEEE
802.15.4 transmission and reception performance was tested by exchanging packets with the off-the-
shelf sensors of the Zolertia Z1 platform [Z1] equipped with the CC2420 radio module. The IEEE 802.11g
was tested by transmitting and capturing packets of the existing wireless networks within our
laboratory. The transmitted packets were successfully decoded within an acceptable packet error rate
comparable to the commercial devices.

@ & & spectrum Analyzer

Capture Persistence

Figure 36. RTSA screenshot of a concurrent transmission of one 802.11 channel and two adjacent
802.15.4 channels.
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An example of the concurrent transmission of one 802.11 and two 802.15.4 channels is presented in
Figure 36, where the captured signal using our SDR-based Real-Time Spectrum Analyzer (RTSA)
implementation is depicted. The captured bandwidth span is 40 MHz, the centre frequency is 2437
MHz and the time duration is one minute. Although there are various minor signal impairments, due
to hardware imperfections, which are clear in the waterfall trace, the result shows the high potential
of the platform. As far the CPU utilization concerns, the IEEE 802.11a/g implementation which is the
most demanding, utilizes 29% of the available CPU resources while being idle, whereas under heavy
bidirectional UDP traffic 36%. The unexpected high CPU utilization when the system is idle has to do
with the continuous computations required for frame detection and the CSMA algorithm. To
accomplish the tasks required by the IEEE 802.11a/g transceiver, we exploit parallelism using 22
threads. Each of these threads executes a GNU Radio processing block or specific tasks of the standard.
The tasks are organized in a pipelined way in order to reduce the latency.

As it is shown, the flexibility and future proof design of the proposed prototype can be a key enabler
for RERUM for achieving an efficient interconnectivity of heterogeneous RDs. It goes a step ahead in
the usability, by exposing the available standards and channels as separate typical interfaces of the
Linux operating system. Therefore any Linux based tool, component, and protocol may be used.
Moreover, as a software based solution it is fully customizable and cooperative cognitive techniques
may be employed incorporating the finest spectrum detail processing available by the SDR device. It is
a robust, unparalleled solution capable of serving any present and future requirements of the loT
wireless networking.
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3 Optimization of wireless resources of networks of
RDs for interference avoidance

This section deals with interference avoidance techniques in a dense network of RDs, when served by
RERUM gateways or cellular infrastructures. In the former case, we consider that multiple gateways
can be utilized in a small area thus giving rise to severe interference which can limit the connectivity
performance (in terms of both downlink and uplink throughput of the RDs, as well as packet collisions
and errors). Considering the RERUM use cases, this work can resolve the interference and congestion
challenges that exist in the outdoor deployments (in the environmental monitoring use case) when
many RDs are deployed in dense city areas. However, within buildings, the deployments tend to be
more dense with multiple gateways at narrow areas to mitigate signal propagation losses because of
the existence of walls (no-line of sight environments). Thus, the wireless networks are becoming more
dense and the interference in the free ISM bands can be a significant challenge. As a result, there is an
increasing need for a technique to avoid neighbour cells or clusters of loT devices interfering with each
other.

The work herein assumes that in the case of gateway deployments, efficient clustering has been
performed by the Clustering module of the Network Manager (see Figure 4 in the introduction).
Similarly, in cellular-served RDs the clustering is mapped to the cell assignment. In what follows the
terms cluster and cell are used interchangeably and denote the set of RDs served by a single backhaul-
linked device (Gateway or Base Station - BS).

3.1 Frequency reuse in dense RD radio environments

Orthogonal Frequency Division Multiple Access (OFDMA) is in use in the dominant loT radio standards
(including the IEEE 802.11 suite and 802.15.4 PHY layer). OFDMA divides the available system spectrum
in a number of orthogonal® subcarriers (see Figure 37), enabling flexible bandwidth usage and
increased spectrum efficiency. In multi-cell wireless networking with OFDMA, while intra-cell
interference is not a problem for either the uplink or downlink —due to the subcarriers' orthogonality,
inter-cell interference, control, and mitigation become critical.

User 1 User 3

Figure 37. The basic OFDMA principle — subcarriers allocated without grouping to different users.

frequency

Reusing all subcarriers in each cluster, i.e. employing the “Reuse 1” scheme, gives the best
performance in terms of the system aggregate throughput. In this case though, users near the cluster
edges suffer severely, due to poor signal-of-interest strength (due to the distance from the transmitter)
and the high interference (due to the proximity to potential other transmitters). Reuse schemes of
higher order can be employed to limit interference, but this causes significant bandwidth under-
utilization and brings down the system total throughput.

®j.e. their power profiles over the occupied bandwidth are insignificant.
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To address these issues the Fractional Frequency Reuse (FFR) technique was introduced originally in
the cellular 4G context of WiMax. FFR, supported in both the LTE and WiMAX specs, enables
interference management through a re-definition of the notion of frequency reuse. Each serving
cluster is partitioned into two zones: the centre and the edge (Figure 38). The available frequency band
is also partitioned into two respective parts: a “centre band” — utilized with Reuse 1 i.e. in all clusters
of our infrastructure, and an “edge band”, which is further partitioned to be utilized with a higher reuse
factor. The definition of what constitutes an edge, the frequency reuse factor and the band partitioning
are parameters of the scheme that, despite research efforts, are implementation- and scenario-
specific.

In any case, enhancing the edge throughput with the FFR scheme comes at cost: centre RDs need to
“sacrifice” a portion of their available bandwidth. Those having favourable channel conditions are not
interference-limited, but rather bandwidth limited. Therefore their throughput decreases. Since they
constitute the majority of the cell population the overall cell throughput also decreases.

Initially, in this section we assume that power is evenly distributed over the subcarriers in every cluster
and we consider the power assignment scheme where each cell can select, among a given set of power
levels, the power to be used per OFDMA subcarrier. The total power used for the cell-edge zone of a
cell is thus the product between the chosen power level and the number of allocated sub-bands.

Power T
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Figure 38. The FFR Reuse Scheme in an idealized hexagonal plane tessellation: white is the centre
area served under the same band, while the edges are served by the edge band comprising the
yellow, blue and red sub-bands

3.11 System model

We denote L the set of clusters served by OFDMA network of radio gateways or cellular towers. The
service area is considered to be discretized by a grid of a large number of square tiles. Each tile k €
K is assumed to have uniform radio conditions for a served RD. We use g, to denote the total gain
between the serving transmitter [ € L served tile k € K. The gain value can be assumed known either
by measurements (performed by the sensing engine of the CR agent of an RD in our case) or assuming
textbook radio signal propagation models. The service area of a cluster is divided into a centre zone
and an edge zone. The latter represents locations that get high interference by surrounding
gateway/cellular transmitters. We use Kg, to identify the tiles forming the edge area of cluster [. Note
that, for real networks, the shape of both the centre and edge will be quite irregular, unlike Figure 38
above and more like Figure 39 below. Moreover, it may even happen that a cell does not have an edge
zone. This occurs if the signal of the cell antenna is strong over the entire cell area. Simplifying the
notation, we take all cells to have an edge zone in our system modelling.
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Figure 39. A realistic scenario with green nodes being the serving transmitters, tiles in blue & red
are active user tiles, and red denotes edge tiles with a served RD.

The total downlink transmit power of any cluster serving antenna is denoted by P. We assume that P
does not vary by cell/cluster, again towards simplifying notation. The available spectrum is split in two
bands to be used by the centre and edge, respectively (white and coloured parts in Figure 38). We
denote the system bandwidth B, while that allocated to center and edge B, and B, respectively.

The centre bandwidth B is allocated with Reuse 1 to all centre zones. The By band is split into N
equal-sized sub-bands. In what follows 7 is the noise power, which we assume is the same on all edges.

Our centralized solution model focuses on optimizing the edge performance via mitigating
interference. In our model, we allow multiple edge bands of the B split to be allocated to an edge.
For each band n = 1, ..., N we book-keep the clusters that our solution will have it in a vector E,,.
Taking each vector E,, we construct the allocation of bands to clusters edges which we shall denote by e.
By e|i we denote the number of sub-bands allocated to the edge zone of cell i; this equals the number of
set elements in containing cell i.

3.1.1.1 Power allocation

We consider a uniform power over the edge sub-bands in each cluster. Thus, the power used per sub-
band in by the cluster head of cluster i is denoted by p;. This is our optimization variable, and its value
is to be selected from a given set of available power levels {Py,P,,...,P.}. The final power allocation
solution is given by the vector p = (py,..p|g))-

The number of bands of an edge zone be up to M, thus, the maximum value that p; can take depends
on the number of bands utilized in i. We assume that the largest available power P, can be the total
power available to any cell for its edge zone, and set its value to be equal to the total cell power scaled
by the edge bandwidth. Clearly the power allocation is under the constraint that the product of
p; times the number of bands allocated in cluster i does not exceed P;.
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3.1.1.2 Edge Throughput

Throughput is typically determined via a function of the Signal to Interference-plus-Noise Ratio (SINR).
These are monotonous and increasing in SINR, in many cases the Shannon formula serves for purpose
of evaluation. Thus in a tile t served by antenna i for a sub-band allocation E,, and power assignment
p, the SINR for band n becomes:

Pidit
Lh#i Phgne +1

Here, the numerator is the tile received power from the serving antenna, while the denominator sums
all interference from clusters using sub-band n, and the noise.

SINR(c,p) =

3.1.1.3 The optimization model

Given the monotonicity of the throughput function discussed above the model proposed attempts to
find a band allocation ¢ and a power allocation p, such that the overall SINR of the edges areas is

maximized:max SINR,if(C, P)
cp

s.t.e|t >1,Vi
e|ipi ZPL,Vi

The optimization is subject to the conditions that each cell-edge zone is allocated at least one sub-
band, and that the power used by the sub-bands together does not exceed the power limit in any cell.
The model defines a combinatorial optimization problem, which in its general form, is NP-hard.

3.2 A negotiation protocol for wireless resource
bargaining

Given the hardness of the problem presented above, here, we introduce a scheme for cooperatively
adapting the FFR subcarrier allocation based on the load in the served clusters’ centres. We enable
overloaded clusters to acquire additional sub-bands by borrowing their neighbours' edge bands. Edge
band borrowing requests are triggered by the clusters’ load and are thus generated in an asynchronous
fashion. A serving antenna (cluster head - which may be a RERUM Gateway or mobile broadband
enabled base station — i.e. an ENodeB), upon receiving such a request, will estimate the expected
added interference its edge users would suffer, for a set of initiator-proposed power levels.

The decision of whether or not to grant a permission to borrow the edge band at one of the proposed
power levels takes into account the local knowledge of

(i) neighbouring clusters' requests and
(i) existing subcarrier allocation

If the expected interference, at one of the proposed power levels, result in a tolerable throughput loss
for the lending cluster edge, then its serving cluster head will grant a permission to the requesting
cluster head to use the band at that power level. A cluster that issued a request may clearly receive,
from its neighbouring cluster heads, several edge band usage options.

In its turn, it also estimates how many of these bands to use and at which power. The flexibility in sub-
band usage is accomplished by modelling the edge band borrowing grant decision as a small set of
small-sized 0/1 knapsack problems, to be solved at each antenna when a request arrives. The goal is
to maximize the requesting cluster centre throughput, while maintaining acceptable degradation on
the granting sector's edge with respect to the allocation at the time the request is received.
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3.2.1 Protocol description preliminaries

We now assume an loT- serving cellular-based system of N clusters utilizing FFR. The available system
bandwidth is divided into a center band and a set of disjoint edge sub-bands. At each cluster the cluster
head (eNodeB) utilizes the centre band for its centre RDs, and one of the edge bands for its edge RDs.
Therefore the centre band is used with the Reuse 1 scheme, while the edge bands have a higher reuse
factor (here for presentation simplicity we employ a reuse factor of N = 3). The original assignment of
the edge bands to clusters is assumed to be given, and falls out of the scope of this protocol. We finally
assume that each eNodeB has a fixed transmit power which is initially distributed equally over all
resource blocks. Each cluster is assumed to initially be the “owner” of one edge band. This edge band
ownership notion conveys that (i) a cluster head can issue grants only for the edge band it owns, and
that (ii) once an edge band owner revokes a grant, the borrower is expected to release the band.

Since our goal is to address overloaded centres, we consider that a borrowed edge band is used by the
overloaded cluster to extend its own centre band. The power that will be used in the borrowed bands
is reduced from that originally used in borrowing cluster centre. Note that our scheme does not make
any assumptions, nor impose any restriction on the location and the number of cluster heads, the
shape of the clusters, or the edge frequency, sub-bands and pre-allocation method.

The bargaining protocol consists of 3 stages: (i) loan request for neighbours’ edge band, (ii) lending
decision, and (iii) borrowing decision.

3.2.11 Requesting

When a cluster centre becomes overloaded, the cluster head (Gateway/eNodeB) node issues a request
to all neighbouring clusters. This is done through a message that contains up to M = 16 pairs of: 1) a
power level py, k =1, ..., M to utilize an edge band, 2) the mean expected center RD throughput gy;
, that the issuing cluster i expects from utilising one extra sub-band at the above power level. For this
value the cluster head issuing the request assuming that (i) the borrowed band will be utilized for its
centre RDs, (ii) the borrowed edge band will experience interference coming from the band’s original
owners. All neighbouring owners of an edge band take part in the lending process. This is because each
cell may well have more than one neighbours that own a given edge band (e.g. in Figure 38 clusters 1,
3 and 5 own the same edge band). If the neighbours are themselves overloaded, or under high
interference they will produce replies with zero power of activation. If that is not the case, then power
level p; is such that all subcarriers utilized for the centre of the requesting cluster will have equal
power.

As a bargaining protocol, the rationale for providing directly more power-gain pairs in the request
message is that this “equal power” assumption may result in high interference to the edge lender and
thus prevent them from giving a positive lending decision. Having more pairs directly in the message
we limit any overhead of an actual back-and-forth communication process in case of negative lending
decisions.

3.2.1.2 Lending Decision Solving small knapsack

Upon arrival of any new request, a cluster head examines k = 1, ..., M to evaluate whether it is
beneficial to lease its edge band to the requester. To evaluate this, it must examine its edge band’s
lease condition and the potential gains from altering it. We have modelled the lending decision at
clustern,n =1, ..., N as a 0/1 knapsack problem using the following notation and assumptions: K,, is
the set of neighbor clusters of n. Variable x; is the set of decision variables indicating whether the BS
should lend its edge band to neighbour i when x; = 1 it will borrow n’s edge band otherwise it is 0.
Parameter g; is the expected average center RD throughput gain for cluster i. This parameter is
provided in the request message issued by the cluster. The ¢; parameter captures the average edge
user throughput loss that will be observed at cell n due to increased interference if i borrows the edge
band. Note that neighbours that have already borrowed the edge band from the current cluster must
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be also included in the knapsack formulation, assuming the same gain and loss values they had before.
Finally the T,, parameter is the acceptable average edge user throughput loss for this cluster. We can
now model the lending decision at n as a 0/1 knapsack problem

|Knl
max Z giXi
i=1

|Knl

s.t.z cixi < T,

i=1
X; € {0,1}

Note that c; calculated locally at the Sensing Engine of the CR-agent of a RERUM Gateway n can be a
pessimistic estimation of interference. This overestimation will occur in the cases that (i) the borrower
will end up acquiring more than one bands, and hence will use n’s band at a power level lower than
the one it is assuming; (ii) in the case that not all owners of a band unanimously decide to lease their
edge band to the cluster that issued the request. As we shall see in the next section, this leads to a
“soft” decision: The requesting node will actually go ahead and borrow the band using a power level
far lower than the one originally assumed.

3.2.1.3 Borrowing band selection

With the solution of a knapsack problem instance, cluster head n generates a new boolean 0/1 lending
decision for each neighbour cluster in K, and respectively informs the requesting clusters. For an
illustrative example assume the topology of Figure 38, and consider the central cluster being
overloaded issued a request to borrow an edge band. All six neighbours would solve the respective
knapsack problems and provide their responses back to the central cluster. Consider the simplest case
where all decisions for a single band come in cell 0 unanimously. Then clearly the borrowing decision
is fairly simple: the central cluster will indeed borrow the band and set the power level to the one
described earlier.

3.2.14 Simulation Results

The simulation results in Figure 40 below provide the initial proof-of-concept for the protocol depicting
in one plot the performance on the users of an overloaded cluster utilizing Reuse 1, the classic FFR3
and the proposed protocol. It can be observed that in Reuse 1 RDs in the centre benefit (have higher
throughput) while those on the edge suffer. In Reuse 1 a continuous throughput decrease is observed
as the distance of the RDs from the serving transmitter increases, which is due to higher path loss and
more interference from the neighbouring clusters transmitters. FFR3 improves the throughput of the
edge users but at the cost throughput to central RDs. Furthermore in FFR3 the few edge RDs enjoy the
increase in the throughput while a significant number of centre RDs experience throughput decrease.
Our protocol does better than FFR3 for the edges and delivers results between the Reuse 1 scheme
and FFR3 scheme for the centre. It improves the centre users’ throughput significantly as compared to
FFR3 centre users’ throughput which is represented by blue lines while at the same time it is not
performing so bad in edge. It shows marginal decrease in the throughput of edge users as compared
to FFR3 edge users’ throughput and still shows significant improvement in the throughput as compared
to Reuse 1 users’ throughput in the edge area which is represent by the green lines.
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Figure 40. For a single, overloaded cluster (in a topology similar to that of Figure 38 — with fading)
the effect of running the reallocation schemes on the centre and edge RDs.

Figure 41 shows the centre throughput gain for overloaded cells, aggregate system throughput gain
and the edge loss with against the FFR3 scheme. On the top we see the result when only 2 of 21 clusters
are overloaded, while on the bottom figure all 21 clusters are overloaded. In case of a lightly
overloaded network, our protocol achieves up to an over 45% throughput gain in the centres with a
cost of below 10% edge throughput loss when compared to the FFR3 scheme. For a heavily overloaded
network the percent gain in the centre throughput still is a considerable 36%, but to an edge loss of
34%. This increase in the edge loss and decrease in the gain of centre RDs throughput is due to the
utilization of the borrowed edge bands in the centre of greater number of overloaded cells. Although
the centre throughput gain decreases in this case a significant increase in the overall system
throughput of 26% is observed. This is due to the fact that a greater number of sectors are utilizing the
borrowed edge bands in the centres of overloaded clusters.

The run time of the knapsack solutions was quite efficient, depending directly on the number of
overloaded sectors and the U parameter. This is clearly because of increased number of knapsack
objects when the number of overloaded sectors increases, and increased number of knapsack
solutions when the U parameter decreases, where due to our implementation, the runtime also
includes recalculation of estimated path-losses..
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Figure 41. Performance analysis for FFR3 in overloaded cells
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4 Modelling and assigning resources in virtualised
networking environments

loT applications are expected to introduce content-aware communication flows over the top of the IP
level, which creates the need for coupling the network layer with the upper layers through Network
Aware Applications (NAA). This type of content-aware communications are based on intelligent
devices (e.g., routers), which process and forward data with respect to the content type or the name
of the data objects, in contrast to conventional routers that consider mainly the IP address for
identifying the destination device [CH++11, JST09].

loT mobilizes various communication technologies and sensor platforms, which raises the need for the
seamless interoperability from different vendors. To this end, the virtualisation concept has been
proposed for enabling a uniform management of devices and sensors through the interposition of an
abstraction layer between the application logic and the sensor driver [ASSC02, LINO9]. Virtualisation
can also include the formation of Virtual Sensor Networks, which enable multi-purpose, collaborative,
and resource-efficient exploitation of the physical infrastructure. Furthermore, software abstraction
layers are used as well for facilitating the interoperability, the uniform management of different
platforms [YK10], the dynamic reconfiguration of sensor nodes [JHI07], and the combination of sensor
data through federations of sensors [AHS07].

This section presents the techniques developed within RERUM that enable the network virtualisation
of the RDs and the efficient discovery and assignment of their Resources. These Resources can be
either network Resources (providing measurements with regards to the status of the network the the
RD’s network interfaces) or loT Resources (that describe or act on a Physical Entity providing i.e. the
sensing measurements that the RD gathers from its on-board sensors; see also the Definitions section
at the beginning of the document). There are many loT-related works that focus on the discovery and
assignment of lIoT Resources, so within RERUM we will utilize existing solutions to avoid re-inventing
the wheel. Thus, the focus of this section (and of RERUM) is on the network Resources of the RDs that
represent the physical and networking capabilities (and measurements) of the devices. Considering
this, throughout this chapter (unless stated otherwise) the term “Resource” will represent the physical
and networking Resources of the RDs. In an abstracted way, if we want to use the IoT-A terminology,
we can also assume that the RDs are the Physical Entities (PEs) that are of interest for this type of
Resources. The RDs include have embedded the “network interfaces”, which are also PEs using an
inheritance like the box that contains another box in Figure 9.7 in the 10T-A book [IOTA]. The network
interfaces have various attributes (channel, bandwidth, buffer queue, link quality, link throughput,
etc.) that are of interest for monitoring and acting upon from the network mechanisms’ point of view
for optimizing the interconnectivity of the RDs. The networking Resources can indeed be abstracted,
virtualised and exposed by Services in the same way as the standard loT Resources that describe/act
on Physical Entities like the house, the room, a road segment, etc., as described in 1oT-A [IOTA].

The development of new approaches for semantic representation of resources and services for their
virtualisation is out of the scope of RERUM. However, to ensure that the reader gets a better
understanding on existing work in this area that will be re-used within RERUM for the representation
of the network Resources and Services, we present at the beginning of this chapter (Section 4.1) an
overview of existing literature for semantic resource representation methods and their applicability in
RERUM. Then, in Section 4.2 we present a novel method for virtualising the network interfaces of the
RDs to allow a more flexible and efficient way of allocating heterogeneous Services to interfaces for
ensuring their QoS. This method builds upon the efficient description of the Resources that are
available on each of the network interfaces in order to make the appropriate assignment of Services
to interfaces, so a detailed semantic description of these Resources is of paramount importance.
Similarly, the Services should also be semantically represented in a rich and efficient way so that the
mechanism will know specifically their requirements in order to accurately map them to the
appropriate virtual interfaces. In Section 4.3 a method for discovering and assigning network Resources
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to RDs is described. The target is to meet the requirements of the Service requests and to achieve an
overall minimization of the network interference when the RDs have both 3G and WiFi interfaces. The
interference can easily be assumed as one attribute that describes the “wireless spectrum” that can
be considered as the Physical Entity of interest for the RD. So there is a need for rich representation of
the interference in order to ensure that the gateway takes the correct decisions about assigning the
network Resources to the RDs.

4.1 Semantic representation, naming and addressing of
Resources and devices

4.1.1 Semantic representation of Resources

A. State of the art

From the early beginning of Machine to Machine (M2M) and loT platforms “semantics” played a crucial
role. loT platforms identified from the beginning the need to provide uniform exposure of resources
via virtualisation and to overcome heterogeneity and interoperability issues with commonly designed
semantics/metadata for data types, structures and taxonomies. These aspects proved to be useful to
perform search and reasoning in a uniform way. However, semantic is not only useful to describe static
capabilities, addressing structure and manipulation of resources, but also data and data streams
produced and consumed in loT ecosystems. Linked Data streams [LDAT] face an increase interest due
to the richness added to classical streaming solutions.

Despite recent progress, current implementations of loT architectures are confined to particular
application areas and tailored to meet only the limited requirements of their specific applications.
Current standardization activities as a result of research projects or industrial efforts work to unify this
approach at the level of processes and metadata. Hence the provisioning of 10T enabled business
services (in short loT Services) is a time- and cost- extensive process. The complexity involved in data
acquisition, quality control, context interpretation, decision support, and action control hinders the
uptake and penetration of specific tailored services for “Internet of Things” applications.

As per any systemic work on information systems we can identify an impact of semantic technologies
at both: (i) design time, when resource provisioning is happening in targeted virtualisation platform
and (ii) run time, when virtualised resources should be discovered, aggregated and used by domain
oriented services and applications. For both aspects, common and specialized types of semantics
should be considered. In RERUM, context semantics aspects are considered as enablers for key project
objectives, such as security and privacy (as described in [VF14]) or networking reliability, as it is
described in the following parts of this chapter. As mentioned above, RERUM will investigate, adapt
and reuse the optimal existing approaches, as it is not within the project goal to extend the state of
the art in this area.

Scientific literature in this area documents a significant volume of results at practical level that are also
reflected in loT standards, for example, the SSN ontology [W3C11] for annotating sensors and sensor
networks; Linked Data [BTT09] for sensor data publishing [BPM10] and discovery [PHPS10], and
semantic sensor observation services (SemSoS) [HPS09]. Some recent results such as ones of loT-A
[IOTA] and IOT.est [IOTEST] projects propose a modelling approach in which resources on the loT are
able to expose standard service interfaces. This coincides with the principle of the Service Oriented
Computing [OASIS06] that can provide scalable, distributed and service-oriented means to access and
process loT information. More importantly, existing methods for service discovery and composition
can easily access loT based services to create context-aware and personalised services and
applications.
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Semantic modelling for the loT aims to provide a common ground for interoperating among different
systems and applications by providing machine understandable and processable annotations;
however, current work has mostly focused on loT resources management, but not on how to access
and utilise information generated in loT. The ontologies help exploit the synergy of the existing efforts
and provide support for crucial tasks in such as loT resource and service discovery, composition,
adaptation and etc.

As previously noted, there are also past and present efforts that aim to address the loT data
management issue. However, further research on the semantic service oriented approach for data
access, abstraction and processing is still needed. Furthermore, as many loT resources operate in the
highly dynamic and volatile physical environments, the services exposed by those resources become
less reliable compared to most of the well designed and maintained Web and Internet services.

An early work on defining common interfaces and descriptions for loT related resources and data are
provided by the Sensor Web Enablement (SWE) group at OGC [OGC07]. The main specifications
defined by OGC are: (i) Observations & Measurements (O&M), which defines a standard model and
XML Schema for encoding real-time and archived observations and measurements of sensor data; (ii)
Sensor Model Language (SensorML) [OGC07], which is a standard model to describe sensor systems
and processes associated with sensor observations in an XML-based schema; (iii) Sensor Observations
Service (SOS), which is a standard Web service interface for requesting, filtering, and retrieving
observations and sensor system information; (iv) Sensor Planning Service (SPS), which is a standard
Web service interface and acts as an intermediary between a client and a sensor collection
management environment; (v) PUCK Protocol, which defines how to retrieve a SensorML description
and other information and can enable automatic installation, configuration and operation of sensor
devices; (vi) SWE Common Data Model, which is used in nodes to exchange sensor related data; (vii)
SWE service model, which defines data types used across SWE services. The PubSub Standards Working
Group is implementing the SWE standards to enable publish/subscribe functionality for OGC Web
Services and define the methods to realise the core publish/subscribe functionality for a specific
service binding (e.g. using SOAP, RESTful).

The W3C Semantic Sensor Networks Incubator Group has developed an ontology for describing
sensors and sensor network resources, called the SSN ontology [CBB+12]. The ontology provides a
high-level schema to describe sensor devices, their operation and management, observation and
measurement data, and process related attributes of sensors. It has received consensus of the
community and has been adopted in several projects. To model the observation and measurement
data produced by the sensors, the SSN ontology can be used along with other ontologies such as the
Quantity Kinds and Units ontology [LLO5] and the SWEET ontology [RP03]. The SSN has also been used
with domain ontologies to develop various smart Things ontologies, such as the smart product
ontology.

B. Applicability on RERUM

The loT-A project [IOTA] has identified entities, resources and loT Services as key concepts within the
loT domain [W++11]. The Physical Entity is the main focus of interactions between humans and/or
software agents. RERUM adopts the same terminology and assumes that the digital representation of
the physical entity is termed as a Virtual Entity (VE), which is accessed by a Virtual RERUM Device (VRD)
that is the digital representation of a RERUM Device. Due to the variable possible types of connected
devices in the loT domain, a Resource abstraction allows for both hardware (e.g. sensor, actuator) and
software specification (e.g. in the case of storage device) of the connected device. The Resource is the
actual software component that provides information on the entity or enables controlling of the
device. Thus, a Resource is not only related with the measurements that are gathered by the RD, but
can also be related with some capabilities or attributes of the RD, i.e. for characterizing the network
interfaces, the buffer, the CPU, the memory, etc. Thus, all these Resources can be represented with
semantics in order to provide more meta-information that will be used by networking/communication
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techniques to take their decisions. In this respect, the RD’s network Resources (that are described in
the following two subsections in this section) can be semantically represented and accessed via a
respective Service from the RERUM gateway or the MW (by invoking the Service of the respective
VRD). The loT Service has been modelled to provide a uniform abstraction for exposing the
functionalities provided by such resources. The Entity, Resource and Service models are detailed in
[D++12]. Detailed explanation of the important features and terms is presented in D2.3.

A VRD is modelled to have attributes that tie it to the domain (i.e. observable or actionable features),
as well as type and identifier specifications. Also captured are optional temporal features and links to
known vocabularies for specifying ownership. The VRD location could be defined in terms of a
modelled WGS-84 Location concept (haslatitude, hasLongitude, has Altitude) and could have
properties that link to global (hasLocationURI) and indoor location (hasLocation) models. To specify
the global location, an instantiation of the Entity Model could specify a URI from existing standards
such as Geonames [GEON] that model well-known location aspects such as cities, districts, countries
and universities. The indoor location model would provide detailed location description at a higher
degree of granularity. This type of representation of the location of a VRD is useful in clustering
mechanisms or in the technique for discovering and assigning resources presented in section 4.3. The
VRD location represented in such way is basically used in the Smart transportation use case, but can
also be considered on the environmental monitoring use case (when we install mobile sensors on
buses), as well as on the indoor use cases for identifying in which room each RD is located.

A Resource model captures (i) different RERUM resource types (e.g. sensor, actuator, RFID tag), (ii) the
geographic location of the hosting device and (iii) a link to the service model that exposes the resource
capabilities.

The Service Model for a RERUM Service reflects the Service related aspects of loT-A’s Domain Model
[W++11] as also described in D2.3. The Service Model contains information needed for discovering and
looking up the Service as well as information on how to invoke the Service. The Service model exposes
Resource functionalities in terms of the IOPE (input, output, precondition, effect) aspects. The type of
the Service should specify the actual technology used to invoke the Service (e.g. OWL-S, REST etc.).
Two important aspects to be revealed by Service Model are the service area and the service schedule.
For sensing services, the service area would be the observed area, while actuating Services would
specify the area of operation. The possibility of specifying time constraints on Service availability is
captured through the service schedule feature.

A generic ontology to model and describe RERUM world may contain some relevant area of relevance
as follows:

e loT Resources: as the ones listed in SSN ontology [W3C11] and adding other relevant ones
such as Actuator, loT Gateway and Server.

e loT Services: the scale and distributed nature of the 1oT requires scalable and interoperable
means for managing and accessing information pertaining to the physical world. With the
service interfaces exposed by the IoT Resources, existing business applications and services
need intelligence and context awareness to be easily integrated with the low level |oT services.
An important consideration is to model 10T Services, or more generally, Services, independent
of any particular service technology (e.g., SOAP and REST based services). The service
modelling in RERUM is based on the Profile-Model-Grounding pattern, which is a variant of
the Profile-Process-Grounding pattern. The idea is to reduce the complexity related to process
modelling which results in heavyweight service description model. The process modelling is
realised in the service composition phase.

e Deployment, Systems and Platforms: This module provides descriptions on how the loT
resources are organised and deployed as well as the system they form. Modelling and linking
together these concepts enable a high-level view on relationships among the loT resources
and the systems and platforms that support them.
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e Observation and Measurement: concepts in this module represent the information collected
from the physical world by the IoT resources. Concepts related to Observation and
Measurement from the SSN ontology [W3C11] and those from the Quantity Kind and Unit
ontology are reused [QU-Ontology].

e Physical Entity and Physical Locations: Physical Entity (or Entity of Interest) represents an
object in the physical world that is of interest to a user or application. Physical locations are

associated with entity of interest and essential for loT resource and service discovery.

Modelling methods on the loT Resources, Physical Entity and Physical Locations, Deployment, Systems
and Platforms, and Observation and Measurement have been extensively discussed in existing works
such as [W3C11] and [D++11].

Semantic service modelling provides a machine interpretable framework for representing many
aspects (e.g., functional, non-functional and transactional attributes) of services. The semantic Web
service community has developed several models for semantically describing general Web services
such as the Ontology Web Language for Services (OWL-S) [OWL] and Web Service Modelling Ontology
[RKL++05]. The work in [D++11] proposed an “Entity-Device-Resource” model for representing loT
resources and services based on the SSN ontology [W3C11] and OWL-S ontology [OWL]. However,
these ontologies are heavyweight and complex (e.g., the OWL-S ontology includes the complex process
modelling) and not suitable for describing loT services.

loT Services exposed by loT Resources have mostly limited computation capabilities and often operate
in dynamic and constrained physical environments (e.g., network, platform and system); compared to
the Web services, they are less reliable and stable; their logic is also much simpler and their output
usually represents observation and measurement of features of interest of physical entities (therefore,
service models have to be associated with IoT resources). Despite these characteristics, in a service
oriented loT, they also need to participate in service composition and the issues on effective service
adaptation and compensation mechanisms become prominent. However, these issues are out of the
scope of RERUM. It has to be noted here, that the RERUM ontology model, the Services and Resource
model and the semantic service modelling will be included in the final version of the RERUM System
Architecture deliverable (D2.5) that will be delivered end of August 2015.

4.1.2 Naming and addressing of devices

Naming and addressing of 10T devices are two challenging issues, mainly because of the vast number
of devices that are expected to be globally interconnected and the fact that different platforms and
networks shall cooperate in order to provide a seamless experience to the end-user. The lack of a
standardized architecture for a naming, addressing and profile entity is a limiting factor for efficiently
deploying global IoT services and applications. The design of a new addressing and naming scheme is
out of the focus of RERUM. However, for completeness, here we present existing solutions that can be
applicable for the techniques presented in sections 4.2 and 4.3.

Regarding the naming of loT devices, key information such as the device meta-data, the device type
and the domain are considered to be essential. On the other hand, the addressing format should
consider including the necessary granularity of efficient accessibility and addressability to the physical
infrastructure, while the profile services shall enable an easy application query and discovery as well
as system configurations (e.g., device status) [LYL14].

The Internet Protocol (IP), either IPv4 or IPv6, is considered as possible solution for addressing of loT
devices. Nevertheless, the fact that most of the loT devices are expected to be constrained devices
impedes the application of the IP, pushing for other solutions. 6LoWPAN is the IETF working group for
enabling IPv6 communication for low power devices with 802.15.4 networking capabilities. On the
other hand, ETSI has proposed an overall service architecture for internetworking with 3GPP machine-
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type communications, where each device has a unique International Mobile Subscriber Identity (IMSI)
for signalling and charging and is IP addressable [3GPP11].

EPCglobal [EPCG] focuses on using RFID in information-rich networks (e.g., logistics) and employs an
Object Name Service (ONS) that is similar to DNS and translates a 96-bit binary sequence to a Uniform
Request Identifier (URI). The latter directs the name query to a set of databases in order to retrieve
information about the devices. OLE for process control — Unified Architecture [SKS01] focuses on
device addressing, which are interconnected in mesh topology.

Besides the industrial standards, naming and addressing has been widely investigated for wireless
sensors networks, following either the approach of efficiently allocating addresses among nodes, or
the approach to reuse spatially the assigned addresses and represented by codewords of variable
length [LYL14], [FR++05, HS++01]. For example, the device addresses may be encoded using the
Huffman encoding relating the address length with the energy consumption. In another approach
[SL++10], the service client may request a service using a specific name without an explicit relation to
the end-device that will serve the request, in order to allow the applications to seamlessly
communicate with the end-device even when the mapping between naming and end-device changes
during the service session. Distributed hash tables have been used [X++11] to improve the
performance of identifier management with unique identifier generation.

In [LYL14], the addressing and naming problem is investigated as a service layer which is part of a
middleware at the back-end data centre, trying to provide a homogeneous and unique naming and
addressing convention, taking into account the heterogeneity of different platforms for loT services.
The overall architecture is depicted in Figure 42. It becomes obvious that the path from the physical
world to the service layer is characterized by a high level of heterogeneity in terms of communication,
transport and routing technologies. In order to deal with this issue, an loT-application infrastructure is
proposed in [LYL14], where new entities are introduced (application gateway,
naming/addressing/profile server (NAPS), service registration portal and real-time operational
database). Besides the design of the NAPS middleware, a unique device naming and addressing is
given, which works with any existing system/platform to assist the upstream data collection and
identification, content-based data filtering and matching, downstream control message delivery, as
well application query. Indicative results have shown that a single node commodity server can achieve
average throughput around 500-600 tps, with system response time 61 ms to search devices within
five million devices.
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Figure 42: Naming/addressing architecture
4.2 Virtualisation modelling of interfaces and links?”
4.2.1 Motivation and relation with the architecture and the use cases

In this section we address the problem of virtualisation of the RD networking interfaces and
computational resources. We approach the problem from the perspective of a multiple resource
allocation problem. Specifically, we consider that the set of resources utilized by any service become
bound, regardless of the physical entity serving them, and thus create a virtual interface mapped to
that service. Thus the work contained herein can be considered to be part of the “interface selection”
of the communication manager (see Fig. 38), and more specifically the module of “IF Selection
parameters” of the CR-Inspired agent (Fig. 45, D3.2). Furthermore, when the decisions are taken
centrally (if the RDs are very resource constrained and can’t run the optimization algorithm), this
technique can also be assumed as part of the Spectrum Management module of the Networking
Manager.

Consider for example an RD (as that of Figure 1 in D.2.2). We model its resources as a vector of
independent quantities (e.g. uplink/downlink capacity per interface, available CPU cycles per CPU,
memory pages and storage space). A service requesting to use the RD may end up utilizing for example
the wi-fi interface for its uplink traffic, and split its downlink traffic over the wired IPv4 and
6LoWPANinterfaces, provided that the request is feasible (i.e. there is a sum or resources available).
In our model we consider that this resulting allocation of service to interfaces is the virtual interface

7 part of this work has been accepted to be published at IEEE INFOCOM Student workshop 2015 [AAPY15]
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utilized by the service. This process in the RD takes place in the Commmunication Interfaces
Management (see Figure 3 D2.2), and the result is the generation of virtual of devices (interfaces) as
per Figure 6. in D2.2.

The classical problem of bandwidth allocation in a congested network can be viewed as a special case
of multi-resource allocation. Given a network of physical devices and its topology, we can view each
link as a separate resource with a distinct capacity. Each service is represented by a network flow,
which uses a predefined subset of links. In this special case, a service demands the same amount of
bandwidth on each link. In general, multi-resource allocation cannot be turned into single-resource
allocation by interchanging different resources. For example, if an RD needs both transmit buffer and
bandwidth for each service, adding more buffer will not reduce the amount of required uplink
throughput. Even similar resources such as bandwidth on different links are non exchangeable, as
services may require bandwidth on each utilized link.

In general, multi-resource allocation problems, such as scheduling jobs, are often treated as a single-
resource problem (e.g., see the Hadoop and Dryad schedulers [I++07]). A recent work [W++12] extends
the max-min fairness measure to multiple-resource settings. Our work within RERUM develops a multi-
objective mixed integer program aiming to minimize the number of physical interfaces contained in a
virtual interface. The rationale is that involving multiple interfaces by splitting services across them will
incur significant overheads in terms of coordination between the communication and network
manager (see Figure 2).

4.2.2 Problem Setup and model

Our problem amounts to optimally allocating the demands of a feasible set of services to the RD
network interfaces. We consider that we have a set 7 of I interfaces. The interfaces are characterized
by a set K of K resources associated with them (for example {CPU cycles, Downlink capacity,
Buffer size}). We assume that each service j € J is associated a K-dimensioned demand integer vector
d;, and that each interface has a likewise K-dimensioned resources availability integer vector b;. We
consider the case in which services are flexible and can utilize resources of different interfaces, with
appropriate costs to model the job management overheads that will be imposed upon the operating
system of the device carrying the interfaces. We finally make the assumption that the given
assignment is a feasible one, i.e. Y jcg djx < X;eg bix Yk € K . Our goal is to assign the services to the
physical interfaces, such that the activation cost of the interfaces is minimized and all services are
assigned. We call this the Service to Interface Assignment (SIA) problem.

In the model that follows we use variable x;j, for the value of the k-th resource of the i-th interface
utilized by job j € J. We Consider these values to be integer like the ones in the per-unit cost to
activate resource k € X oninterface i € J we denote c;, while with f;; we denote the activation cost
to assign service j € J on interface i € 7. We finally assume that each job j € J utilizing the k-th
resource of the i-th interface incurs an overhead denoted ;. Thus, our model amounts to:

min z z Cik z Xijk + z Z fijACT;; (46)

keX ieJ JjE€J i€j jeJ
s.t: zxijk:dijvjEJJVkejc (47)
jed
Z(l + aijk)xijk < bik,Vi € g, Vk e X (48)
i€J
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xiijO,Vieﬂ,VjEJ,VkEiK (49)
ACT;j = 11(2 (x5 > 0),) Vi€eIV,jEd, (50)
kEK

Where the objective of Equation (46) is to minimize the total cost of two terms: the first aims to capture
the total cost (say power) incurred by the utilization of the resources over heterogeneous interfaces,
the second term captures the cost introduced by splitting the service over multiple interfaces, since
with each additional interface utilized the overall cost is encumbered by another f-term. The set of
constraints in Equation (47) ensures that all services demands are met, while the constraints of
Equation (48) ensures that the service allocation will be performed on interfaces with available
resources. In Equation (50) the 1 symbol denotes the indication function becoming 1 if the argument
is positive, 0 otherwise, thus, ACT;j is one if and only if there is at least one resource utilizing at
interface i for service j.

4.2.3 Complexity Proof

In this section we derive the proof on the NP-completeness of the problem discussed above. We base
the proof on the construction of an instance of the problem from any instance of the Partitioning
Problem. The Partitioning Problem (PP) amounts to determining if a set of (J integers, of sum S can be

partitioned into two subsets, each having a sum of g The PP is a well-known NP Complete problem.

Assume that we have only one resource type on the interfaces available (K = 1). Take each element
in the set of the PP to be a service of the SIA problem instance and let the value of each element be
the resource demand d; of the corresponding j-th service. Now let there be just two interfaces (I =

2), each with resource availability b; = S ViE {1,2}. We set the overhead coefficients to zero a;; =

0Vvie{1,2},Vj €{1,..,]} and the resource activation cost to zero likewise Cij = 0, while we fix the
interface activation cost to one f;; = 1.

This SIA instance constructed is feasible, because (i) by construction the total resource availability on
the two interfaces suffices to serve the aggregate demand and (ii) splitting service demand on more
than one interfaces is allowed.

Consider a solution of the constructed SIA instance where no splitting occurs. If such a solution exists,
then each service is assigned to one interface and by Equation (46) the cost will be equal to J.
Furthermore, since any service split in two interfaces gives a cost of two, if splits exist in a solution the
cost will be at least (J + 1. Hence, by the construction of the instance, it becomes obvious that no value
lower than [ can be achieved. The recognition version of the SIA instance is to answer whether or not
there is a solution for which the cost is at most some value, in our case /.

In any solution of SIA the service demand assigned on each interface will be > If there is no split of

services in a solution then their assignment to the two interfaces is a partitioning of the integers in the
PP with equal sum. So, if the answer to the original instance of the PP is yes, then by assigning to the
two interfaces the services mapping to the elements of the solution subsets, no split will exist and the
cost will be J. Thus the answer to the recognition version of the SIA instance is yes. Conversely, if the
answer to the SIA is yes, then there cannot be a split service so the assignment of services to the two
interfaces is a valid PP solution. Therefore, solving the constructed SIA instance is equivalent to solving
an the arbitrary PP instance.
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4.2.4 A greedy fast algorithm

Since the SIA problem has been shown to be computationally complex for large input sizes (with
respect to the dimensions of the vectors of interfaces, services, and resources) we propose a modular
greedy heuristic to enable fast solutions in such cases. The proposed algorithm comprises two parts.
By its construction outlined below it becomes evident that the algorithm (a) does indeed provide a
solution (i.e. it terminates), (b) does indeed take into account the problems' costs, striving to (b.1)
keep the assignment cost low (b2) not split the services - or at least the demand of a service's single
resource over more than one interfaces.

- Step 1: Transform demands into an ordered set

Since the demands as presented in the d matrix they may have wildly arbitrary values from a numerical
point of view®one needs to map these values into something that can be directly ordered so that one
can have a reasonable sequence for visiting the elements of d]-.

Example

The simplest ordering that can be performed is to normalize the column vectors of d. Thus, the
matrix gets new d' real values in [0, 1]. In this case a slight problem is that each column will always
have at least one ‘1’ value. A simple fix is to further divide the new d’ values by the respective
lowest cost ¢x = Clargmin;(c;)kp VK - This will further boost the potential for the most "bulky"
demand to get a higher ranking value by considering of the "cheapest" possible interface it might
be allocated. Alternatively one can simply throw a dice to order the equally ordered d]’-k values

Both methods discussed in the example will conclude transforming the matrix of demands into a
(0, 1] elements matrix that is an ordered set.

- Step 2: allocate demands sequentially to the cheapest resource available
do
for the ranking above find the highest unserved demand for service j
find the resource with the lowest c;.
if djx < by
allocate j at interface i
update by, = by — d;
else

sum the cost for allocating fully dicto a split interface of ordered higher costs b;, + b’ +
b" i (the b's follows the ordering of the respective c's here) and calculate into this cost also the

appropriate f;;;

compare this allocation with the allocation of djj to by, where by, is used to denote the
cheapest possible resource availability that can accommodate dj;, without splitting of the two
solutions (split/non-split) keep the cheaper one;

update the b vector accordingly;
remove service ;

While there are demands still unserved.

8 e.g. consider the resources modelled to be {downlink capacity, uplink capacity, buffer size} an instance for an
LTE interface could then well be {100x1076, 50x10”76, 1.3x1076}, while for a 6lowpan these numbers are at least
three orders of magnitude less for the two first, and close to four in the last one.
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A slight twist is that one can instead of following the order created in step 1 by dj, to follow per d;
attempting to allocate directly the entire demand vector onto a single interface: this needs some
thought for how to order the interfaces.

4.2.5 Performance & Results

In what follows we provide results for the cost of activation of 3 to 10 services with different demand
vectors on an RD of having three interfaces. The interfaces resource vectors have been taken to be
mapping to a 6LoOWPAN, a Wi-Fi, and an LTE interface. The services come in 3three classes of demands
that map to a low rate/low buffer (e.g. mapping to the traffic use case data collection), a low rate high
buffer (e.g. a highly compact streaming service (e.g. one enabled by CS), and a high rate low buffer
(e.g. video streaming).

The first figure (Figure 43) displays the cost behaviour vs the number of services running on the RD.
We present cost behaviour for different activation cost modes, which can be applied in dynamic cases
where the interfaces need to be reserved or when power constraints of a battery-operated RD impose
preference on the activation of specific interfaces.

HighFi=[200 200 200], random Fi= [100 100 100], low Fi=[20 20 20]
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Figure 43. Cost behaviour vs number of services

In Figure 44 we display the number of total splits across physical interfaces incurred in the solution.
This mean that any bar presented here implies the number of physical interfaces contained in the
virtual interfaces arising from the solution. Notice that for low activation cost, when the demand vector
remains feasible, the virtual interfaces are not comprising of more than one physical interfaces. In fact
each virtual interface is merely a part of a physical RD interface.
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Figure 44. Total number of service splits between multiple interfaces

The plots presented in the above figures reflect the fact that the higher the activation cost (Fi) is, the
more expensive it is to split a service to multiple interfaces than to keep it in one interface (as
expected). The optimal costs for different set of services are depicted in Figure 43. If the activation
cost is much higher than the power cost of the interfaces, then the optimal total cost is higher in the
case of services of random requirements than in the case of high demands services (with low activation
cost). Using a mixed activation cost yields an optimal cost close to that of high demands services,
because the latter causes more splits (see Figure 44) while the former has at most one job split on
average. When the activation cost (Fi) is high in comparison to the power cost of the interfaces, less
splits of services among interfaces happen. For instance, in Figure 44 services of random requirements
with high activation cost split at most once on average. On the other hand, when the activation cost is
low (compared to the power cost) more splits occur. Low requirements services split more than any
other case to exploit the inexpensive (with regard to activation cost) interfaces. More splits happen as
the number of such services increase. However, this is not the case regarding high demands services.
More than six of such services causes a split less. The increase of splits for the case of nine and ten
services can be attributed to the chosen interfaces’ capacities - a split more was necessary to
accommodate the demands of the extra served jobs.

4.3 Algorithms for network Resource discovery and allocation®

4.3.1 Motivation

The seamless and efficient interconnectivity of a large number of connected devices is a fundamental
requirement for loT applications. The access networks, either wired or wireless, have to be adapted to
these new circumstances and conditions in order to be able to support those devices under specific
QoS requirements. In this context, spectral efficiency is a critical research topic especially for wireless
access network technologies. In this section, we face this challenge and introduce a novel network
Resource allocation scheme, which aims at increasing the spectral efficiency of hybrid cellular/WLAN

% Parts of this work were presented in the IEEE CAMAD 2015 conference held in Athens, Greece, December 2015
[BLKS14].
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access networks and hence the number of connected devices within a specific area that is served by a
cellular network and various WLAN access points.

The proposed scheme introduces many benefits for the smart cities applications, since it is an enabler
for increasing the spectral efficiency and hence the number of the end-users that can simultaneously
be connected receiving an adequate QoS. The benefit of utilizing such a technique is obvious for the
network operators that can increase their revenue because of the increased number of served
subscribers. On the other hand, the citizens will experience lower costs due to the exploitation of the
free unlicensed bands instead of the costly cellular networks, as well as improved network connectivity
in both terms of attainable bit rates and reliability, ensuring that whenever a device has to send data
(for addressing a Service request) it will indeed have adequate connectivity and will be able to send
them on time.

Considering the RERUM smart transportation use case, the RDs are mostly mobile devices (e.g., devices
on buses or subscribers’ smartphones) participating in a crowdsourcing application. These devices
have both wireless and cellular radio interfaces and will be able to utilize either their cellular radio
resources or WiFi radio resources, whenever available, in an optimum way. The goal is to minimize
interference, which will also result to maximizing the number of users that have access to the same
radio resources. Furthermore, even in indoor use cases, the devices may utilize cellular radio resources
in the case that the WiFi is not available. In this way the service reliability is increased, with the
minimum cost on the performance of every user or device that is served in the same area. Throughout
this subsection, the term “resources” refers to “radio or network resources” that characterize the
wireless spectrum. Each RD gathers its own statistics for the radio resources and transmits them to a
central entity that takes the decisions about the optimal allocation of resources to each RD.

4.3.2 Resource discovery and allocation

The European FP7 project ALICANTE [X++11] developed a system architecture for content-aware
networks, which operates over multi-domain IP by creating unicast or multicast Virtualised Content-
Aware Networks (VCAN)s. The network Resources are provided by the network providers and are
managed quasi-statically or dynamically based on service layer agreements and specifications.
Metadata describing the service/content are allowed to be inserted to the data plane by the content
servers, which then can be identified and processed by the intelligent devices (e.g., routers) of the
VCANs [PBZ13].

A Topology and Network Resource Discovery Protocol (TNDRP) is proposed in [PBZ13], which runs
between the CAN Managers, to collect inter-domain and abstracted intra-domain information, in order
to enable the VCAN mapping algorithms onto network resources. As depicted in Figure 45, [PBZ13],
the architecture includes three layers: (i) the core and access network layer, (ii) the CAN management
layer and (iii) the service layer. It supports the co-existence of several different network providers with
their core and access networks domains, which can be seen as autonomous systems as well. The CANs
are managed by the CAN managers (CAN providers), which exist for each IP domain in order to ensure
the consistency of VCAN planning, provisioning and advertisement. Each domain has an Intra-domain
Network Resource Manager (Intra-NRM), as the ultimate authority configuring the network nodes.
This layer cooperates with some local entities called Home Boxes (HB) and SE by offering them CAN
services [BI10, MB13].
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Figure 45. Example of network infrastructure (three domains) and management actions.

Due to the increase of the number of connected devices (e.g., loT and M2M applications), the demand
for wireless data traffic is growing faster than the capacity provided by the network. In addition, the
link efficiency has reached its performance limits, while the increase of spectrum seems to be
impractical. In this context, the adoption of suitable network architectures and the efficient allocation
of resources to devices is of critical importance for the sustainability of future networks [BLKS14].

It is widely accepted that further spectral efficiency improvement is more likely possible by increasing
the node deployment density [MW++11]. Towards denser network deployments, two major
approaches exist: a) network splitting into smaller macro-cells, and b) adoption of Heterogeneous
Networks (HetNet)s concept. Cell splitting may not always be an efficient solution, especially in already
dense deployments, where the additional inter-cell interference is prohibitive [MW++11]. The concept
of HetNets, relies on the deployment of heterogeneous low power nodes (LPN)s within the macro-cell
[DBZ09, SMY12]. The HetNet deployments provide a wide area coverage through the macro cell and a
more targeted coverage of special zones through the LPNs [LF12, SA12]. The HetNet concept is also
part of the 3rd Generation Partnership Project (3GPP) Long Term Evolution (LTE) network architecture,
where the LPNs include femtocells, home eNodeBs (eNB)s and relay nodes [3GPP10].

HetNets provide many advantages, including the increased attainable downlink transmission rates,
mainly due to the decreased distance between the served nodes and the serving stations and the
diversity that is gained due to the utilization of more than one different access technologies.
Nevertheless, the deployment of HetNets may not always be advantageous, unless a specific strategy
for sharing the resources between the served nodes and the serving stations is followed. Interference
may become extremely severe and the results may be the opposite form the desired ones. Because of
the utilization of different access technologies, conventional interference mitigation techniques
cannot be employed. On the contrary, new mechanisms must be developed (the proposed strategy
will be presented in subsection 4.3.3.), which should take into consideration the cost (in terms of
interference) and the gain (in terms of bit rate) of the joint HetNet that is formed.

In what follows, a hybrid cellular/WLAN communication is proposed [BLKS14], where the mobile
users can be served by either the eNB or a WLAN AP, depending on the selection strategy (e.g., the
signal to interference plus noise ratio (SINR)). In contrast to the conventional offloading approach,
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where the WLAN APs have a wired backhaul, a tethering approach is adopted. According to this
scheme, the WLAN APs are wirelessly connected to the eNB and share this broadband connection with
specific users over WLAN frequencies. The users select their serving node, i.e., the macro-cell eNB or
a WLAN AP, based on a performance criterion. The aim of this architecture is to reduce the
transmission power from the eNB to users with bad channel conditions (e.g., cell edge users) and thus
the interference at both the cellular and WLAN part of the hybrid network, while avoiding
modifications to the existing cellular network.

The downlink of a multi-cell wireless network is considered [3GPP06], where the macro-cell coexists
with a number of WLAN access points (see Figure 46 and Table 3 for the notations). These access points
are connected to the core network of the network operator, according to the 3GPP TS23.234 WLAN
Internetworking specifications (I-WLAN), which defines two new procedures (the overall architecture
is illustrated in Figure 47):

e WLAN 3GPP IP Access, which allows WLAN UEs to establish connectivity with External IP
networks, such as 3G operator networks, corporate Intranets or the Internet via the 3GPP
system.

e  WLAN Access, Authentication and Authorisation, which provides for access to the WLAN and
the locally connected IP network (e.g. Internet) to be authenticated and authorised through
the 3GPP System. Access to a locally connected IP network from the WLAN, is referred to as
WLAN Direct IP Access.

I-WLAN enables the seamless interconnectivity between 3GPP-based cellular networks (e.g., LTE or
GPRS) and the WLAN and the ability to have a joint resource management for both networks at the
core layer through signalling between the BRAS/AC and the RNC.

AP-assisted communication®

based
link

Solid line Cellular link
Dashed line WLAN link

Desired signal
Interfering signal

8 RD

. AP (UEs can be also AP)

é eNB

Figure 46. An overview of the proposed multi radio access scheme.
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Due to the frequency reuse pattern among the macrocells, the User Equipments (UE)s and the APs in
each macrocell are subject to co-channel interference due to the number of nodes present. Depending
on the communication strategy (e.g., based on the received SINR), each RD might be served either
through:

e adirect communication link to the eNB (one phase communication, eNB =RD ) utilizing
cellular frequencies, or
e anindirect link to the eNB via a WLAN AP, which decodes and forwards the received signal to

the target UE (two-phase communication, eNB->AP->RD), utilizing cellular frequencies for
the eNB->AP link and WLAN frequencies for the AP->RD link.

Table 3: Notations for the multi-radio access scheme.

Z.q.. | Complex channel gain between the j™ eNB and the i*" RD
It

Zeq.. | Complex channel gain between the j*" eNB and the i" AP
It

Zqu;; | Complex channel gain between the i AP and the it" UE

Srd;; The complex symbol transmitted by the j™ eNB, targeting the i" RD

Seaj; The complex symbol transmitted by the j™ eNB, targeting the i" AP

Squ:. | Complex channel gain between the j*" eNB and the i*" AP
)l

IgD ; The set of interfering RDs using the same cellular frequency as the it" UE or AP

Lip The set of interfering APs using the same cellular frequency as the i" UE or AP

I,%'i The set of interfering RDs using the same WLAN frequency as the i" RD

Ziraj; Complex channel gain of the jth RD € I§,,;
Z,auj'i Complex channel gain of the jt" AP € pr_i
Zieaj; Complex channel gain of the j'" RD € I}};;;
S,de The complex symbol transmitted by an eNB, targeting the j'" RD € ISE‘L-

Sleaj The complex symbol transmitted by an eNB, targeting the j"" AP € pr,i

S,auj The complex symbol transmitted by an AP, targeting the j" RD € I}?’E,i

Prd;,i The power of the complex symbol transmitted by the j™" eNB, targeting the

" RD Ppgj; = E < |Syajil® >

Peaj,l. The power of the complex symbol transmitted by the j™ eNB, targeting the

AP Poq i = E < |Seajil® >

Page 108 of (150) © RERUM consortium members 2015



Deliverable D4.1 RERUM FP7-ICT-609094

Pau]._i The power of the complex symbol transmitted by the j™" AP, targeting the

I"RD Pgy i = E < |Squjil® >

Prd].'i The power of the complex symbol transmitted by an eNB, targeting the

. (o —
J"RD € Igp iPrg i = E < |Spqjil® >

TD-SCDMA_

/ SGS GGSN
TD/WLAN Dual- RNC

mode Terminal HLR I\Edrl\:aslr
TD-SCDMA
PS Service
Network
Internet

"NLAN\ P

" Newly-added
=i AAS’AC ~W/PDC  3GPPAAA and xGW
mode Terminal XGW/PDC

Figure 47. 3GPP I-WLAN Architecture.

The RDs that are directly connected to the cellular network will interfere with other RDs that are also
connected to the same cellular network, since adjacent cells reuse frequencies. Similarly, in the indirect
scenario where the RDs are connected to a WLAN AP, the APs will experience interference from
adjacent APserving other RDs and APs at the same cellular frequencies, while the RDs will interfere
with other APs that serve RDs at the same WLAN frequencies. Hence, the complex baseband signals
transmitted by the nth eNB and received by the k™ RD will be

c Cc
|7k k| |12p
51
yrdn,k:Zrdn,kSrdn,k + Z ZIrd,iSIrd,i+ z ZIea,iSIea,i+ Wrd k ( )
i=1 i=1
The complex baseband signal transmitted by the m™ AP and received by the k' RD is given by
w
|TRD k|
52
Yaum,k=zaum,k5aum,k + Z Zlau_islau,ﬁ Wau,k ( )
i=1

and that transmitted by the n™" eNB and received by the k™ AP
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Cc C
|7kl |72p
E E (53)
yean,k:Zean,ksean,k + ZIrd,iSIrd,i+ ZIea,iSIea,i+ Wea,k
i=1 i=1

where wyqy, Wy, and we,  denote the complex Additive White Gaussian noise (AWGN) with zero
mean and variance N, at the corresponding RDs and APs. It is noted that the channel gains of both
desired and interfering signals are related to the distance as well as the propagation path loss between
the transmitter and the receiver. It is assumed that the envelopes of channel complex gains follow the
Rayleigh distribution and hence their squares are exponentially distributed.

Compared to a conventional cellular network where the instantaneous signal-to-interference-and-
noise-ratio (SINR) of the k' RD served by the n™" eNB equals to

YT'dn k

1 +Z| RDk| (54)

i=1,i#k Irdl
eNB—-RDs

Vc,k—

where y.q4, is the instantaneous received signal-to-noise ratio (SNR) of the kth RD and yyq; is the
interference-to-noise ratio (INR) due to the cellular co-channel interferers, which follows the
exponential distribution, the SINR in the proposed hybrid resource allocation scheme is given by

YTdn'k
Yrd k=
" 1 | APkl |1RDk| (55)
+ Z Ieal + Z Ird,i
eNB—AP eNB—RD
for the direct connection scenario and
Yeanm
Yea k=
ea 1 | APkl | RDkl (56)
+ Z y’eal + Z y’rd,i
eNB—AP eNB—RD

for the indirect scenario, where Yq,; is the INR due to the cellular co-channel interferers, which
follows the exponential distribution and Ye, nm is the instantaneous SNR at the m™ AP, following the
exponential distribution. For the indirect scenario, the desired signal from one AP and interfering
signals coming from the mth APs, the instantaneous SINR at the k™ RD can be expressed as

Yau,m

1 +Z|1usk| (57)

Iau,i

Yau,k=

AP-UE

4.3.3 Resource allocation strategy

The communication mode of each RD (i.e., direct communication with the eNB or via an WLAN AP) is
determined by the eNB, which has a full knowledge of the channel state information for all the links
within the cell. In this work, we assume that this decision is based on the SINR, namely the UE connects
to that node (eNB or WLAN AP) that results in the maximum individual instantaneous SINR. Signalling
details for realizing this scenario is beyond the scope of this proposal.

The algorithm that is employed takes into consideration the following input:
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e  The number of UEs, N, the number of WLAN APs, M.
e  The number of UEs, Q, for the optimal topology.

e  The channel gains between the eNB and the UEs.

e  The channel gains between the eNB and the APs.

e The channel gains between the APs and the UEs.

At the initialization stage, the algorithm finds the optimal topology that maximizes the overall SINR.
Then continuing to the Q + 1 RD, the algorithm looks for the AP that this UE will be connected to,
searching among the M APs, in order to maximize the overall SINR given that the previous Q RDs cannot
change their AP. Similarly, considering that the previous Q+1 UEs cannot change their APs, the
algorithm continues to the Q + 2 RD and searches for that AP that the UE will be connected to, in order
to maximize the overall SINR. The high-level overview of the resource allocation scheme is illustrated
in Figure 48.

Application
~ Server
AN selection
Service request ]
RERUM '
/\ ) Virtual
Devices object
/ (RDs)
5 / RERUM
= ) Virtual
© | —— Devices obi
— ject
AN selection p § — | (RDs)
? Gateway - Gat . .
ANH#L |« i : .
T (GW) #k (GW) #1 : .
; . .
AN #2 ' N2 RERUM
H . . ) Virtual
. \ [ Physical resource allocation ] Devices )
. object
. (RDs)

| AN #m

Figure 48. Mode of operation of the resource allocation algorithm and mapping to RERUM
deployment.

4.3.4 Evaluation of the proposed scheme

In this subsection, the evaluation of the proposed algorithm is provided in order to illustrate how it
can benefit a RERUM deployment in two ways:
e By enabling the RDs to utilize simultaneously a WLAN and a cellular access interface
e By minimizing the total interference of this hybrid network deployment and hence
increase the number of RDs that can be served simultaneously without decreasing
the performance of the overall network.

The evaluation of the proposed scheme is done both theoretically (i.e., through the derivation of closed
form expressions for the total interference) and via computer simulations. The metrics that are used
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include the SINR gains compared to a single access network scheme. The number of APs and the
number of devices, serve as the parameters against which the evaluation is done.

The total output end-to-end received SINR can be expressed as

Yotk (V) = max(yrd,k,yeau,k) (58)

Hence, the CDF and PDF of y x (¥) will be given by

Fytot,k (V) = Fyeu,k (V)Fyeau,k (V) (59)

and

fytot,k (]/) = fyeu,k (V)Fyeau,k (V) + Fyeu,k (y)fyeau,k (V) (60)

where the form of corresponding CDF and PDF of the individual SINRs are given in the next equations:

fo(y) +  ep(—y/Y) Xil FUHEYT X+ | rx—j)
S\ = ey BX - X Xo—
ZEr{Xe) Zyir(Xi) o (L_L prses F o 4 o
o 1T (1) =0 Z1 )k 21.1;) (Y b Zl‘k)
k
L 1 1
L Xami | KR I 4 k) (77~ =z7) L Xath=y
o T ) i A
Y ' 21 k=0 (}* 2H m) Y U 2y
. Rge Tysipge 5o ) = ; i .
Fel) 1 1 Xil g 1 ¢ )T (X1 +7) I'(Xa—17) Xli ; (1/Z1 5 = 1/Za )" T' (X2 +n — )
e\ = (o F 37X - o = (1+7 ~i—Xg 7]—Xo—
Z?EF(-\Q) Ziir(-\l) i=0 (lfél-kfl/lﬂk)xlﬂ Jg.kx" n=0 nl Z{Asz :

(_l) [ T'(X2-7) B i (/23— 1/"Z1Ak)n I'Xo—j+ n)} }
(

AR S Ve

Considering the multi-cell MU case, the SINR gain of the hybrid Cellular/WLAN scheme over the
baseline conventional cellular is given in Figure 49 as a function of the number of co-channel
interference. In the conventional cellular scheme, the UEs connect to the eNB that maximizes the
overall SINR. We observe the gain increases as the number of interferers increases until it reaches a
ceiling. The greedy solution is close to the optimum one obtained via exhaustive search, especially for
a small number of APs.

In Figure 50, the SINR gain of the proposed architecture over the cellular scheme is illustrated,
considering both the optimal solution (i.e., through the exhaustive search) and the sub-optimal one
provided by the greedy algorithm (with Q=2). As observed the overall cell’s SINR may quadruple
compared to the cellular scheme, while the gain diminishes as the number of interferers increases.
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Figure 49. The SINR gain of the proposed Cellular/WLAN scheme over the cellular (MU multi-cell
scenario).
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Figure 50. The SINR gain of the proposed scheme over the cellular (single cell)
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5 Mechanisms for optimizing the use of virtual
resources

Section 4 of this deliverable presented a host of techniques developed by RERUM that enable the
virtualisation of RDs in order to hide heterogeneity and allow discovery and assignment of their
networking and physical capability in an abstract fashion. Those virtualisation techniques rely on
communication over a network in the underlying layers and one of the key networking components is
routing. In order to achieve RERUM'’s goals of security, reliability and low energy consumption we have
developed novel techniques for unicast as well as multicast routing. The motivation for developing
those techniques, their design and relationship with RERUM'’s use-cases is discussed in this section.

More specifically, Section 5.1 focuses on unicast routing and more specifically on trusted routing
overlays, a set of algorithms which assures that data are sent from RDs to their respective gateway
through a route of trusted intermediate nodes. This ensures that data will be neither overheard nor
altered by malicious nodes. Our trusted routing overlays are based on a scheme that considers the
following: (i) behavioural statistics of sensors reported by their one-hop neighbours, (ii) link quality
statistics, and (iii) a fusion scheme based on the Dempster Shafer theory of evidence. These are
described in detailed in sections 5.1.4, 5.1.5 and 5.1.7 respectively.

Subsequently, in Section 5.2, we shift our focus to multicast routing, by presenting a RERUM-developed
algorithm that allows point-to-multipoint communication (from one sender to multiple RDs) in an
energy-efficient fashion. This algorithm has been designed and implemented in a way that makes it
suitable for severely constrained devices in terms of processing power and networking capability.
Section 5.2.3 presents the design of our multicast forwarding algorithm and Section 5.2.4 discusses the
details of its implementation for the Contiki Operating System.

5.1 Trusted routing overlays

51.1 Introduction and relationship with the RERUM use cases

The Internet of Things aims to interconnect numerous heterogeneous devices through virtualisation
for concealing the underlay networking technology that is used for providing connectivity to the
devices. In the same way, for concurrently providing many applications on top of a shared physical
environment, virtualisation can create different virtual topologies for each one of the supported
applications. As presented in [IHLH12] that focuses on virtualisation of wireless sensor networks (which
are the main subset of loT) there are differences between the terms Virtual Sensor Network (VSN) and
Overlay Sensor Network.

According to [IHLH12] a Virtual Sensor Network is formed by an appropriate subset of sensor nodes of
a standard Wireless Sensor Network (WSN). This subset collaborates in order to provide a specific
service as requested by an application. A virtual sensor network is basically formed by interconnecting
logically (and not always physically) collaborative sensor nodes. An Overlay Sensor Network is a
network that is built on top of a standard Wireless Sensor Network in a similar way that the Internet
was built on top of a telephone network. The overlay network creates a virtual topology comprising
nodes that are connected with virtual links that correspond to paths of the underlying network.
Overlay networks are usually formed at the application layer and are related to a specific application.
As it can be easily seen, overlay networks are based on virtualisation of sensor networks. Due to the
fact that the differences between these two terms are not easily distinguishable, throughout this
document (and within RERUM) these two terms are considered similar and are used interchangeable.

RERUM assumes that for ensuring the efficient provision of applications with a specific Quality of
Service there is a need for creating overlay virtual sensor networks. However, in a more generalized
approach than in standard virtualised sensor networks, the virtual paths that are formed don’t have
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to include only sensors that provide the same type of service when collaborating for a specific
application. The virtual paths may also include required nodes (RDs) that only have the responsibility
to forward the data from the leaf device to the gateway when there is a multihop network.

Wireless Sensor Networks and loT deployments in general are highly susceptible to attacks, due to
both the wireless open nature of the network and the usually limited resources of the nodes [FAT14,
GSRVO08]. Examples of such attacks can be for the disruption of the routing procedure [KW03, KN++07,
SHLO8] in a cooperative multihop network. Thus, for ensuring the efficient routing operation in
multihop deployments, there is a specific need to select an appropriate and trusted route for sending
the packets from the RD to the gateway and the middleware, because intermediate malicious nodes
may steal the data or alter them for their benefit. For this reason, within RERUM a key solution is the
design and development of a trusted routing mechanism for overlay sensor networks, aiming to ensure
that sensitive data will only be sent from the device to the gateway (and vice versa) through trusted
intermediate nodes (when a multihop deployment exists). Trust-aware routing is very important for
the design of a secure RERUM network. A basic requirement is to define appropriate trust (or
reputation) metrics to evaluate the trustworthiness or the reputation of neighbouring RDs.

Within RERUM, the proposed trusted routing mechanism is centralized because we want to reduce the
complexity of the modules that will run on the RDs because they are mostly constrained devices. We
assume that we form an overlay network, because the RDs can utilize different networking
technologies for their interconnectivity, so we don’t want to be limited to only one underlying network
technology. The proposed mechanism is highly related to the RERUM use cases and most Smart City
applications in general. Considering the RERUM use cases, except from the smart transportation, all
the others include multihop deployments to minimize the costs of installing multiple gateways at each
specific location of interest (i.e. squares, parks, or building floors). In the indoor use cases, the data
should be exchanged only through trusted RDs because all of them carry personal information of the
inhabitant of the house that could be exploited from an attacker to gain knowledge about the
preferences and the habits of the resident. Even information about the temperature of a room or of
the energy consumption of a TV can be linked together with other information and could result in the
identification of when a user is at home or not. Thus, the information should only be transferred
through trusted routes to avoid being stolen by malicious users. Similarly, in the outdoor use case for
environmental monitoring, several measurements can be important and their integrity should be
ensured, e.g. alerts when the air quality is lower than a threshold or when there is a fire. Malicious
users that are playing the role of forwarders in insecure routes can intercept and change this
information, affecting the decision making processes of the system. In the smart transportation use
case, the multihop phenomenon is not present (in the scenario as it is considered within RERUM).
However, in a more generalized use cases for Intelligent Transportation Systems (ITS) with users in
vehicles exchanging information for deciding, i.e. which lane to take, if there is an accident ahead, etc.
intermediate malicious nodes may both intercept private user data (e.g. identify who is driving ahead)
or alter the exchanged messages for their benefit, i.e. to clear the lane for driving much faster. Thus,
in this scenario, a trusted routing overlay is of high importance for ensuring that only trusted nodes
are included in the network.

Our goal within RERUM is to create trusted routing overlays based on a scheme that considers the
following: (i) behavioural statistics of sensors reported by their one-hop neighbours, (ii) link quality
statistics, and (iii) a fusion scheme based on the Dempster Shafer theory of evidence. The respective
mechanism is described below.

5.1.2 State-of-the-Art

Node reputation has been introduced as a trust mechanism in several publications [JIBO7, ZY104, SSO5].
These provide classification schemes and information about how to evaluate reputation and trust, but
they are quite focused only on users’ ratings. They also include analysis of online traditional models
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for reputation (like eBay and Amazon) and other based on these ones with concrete improvements,
such as NICE [LSB03] or Sporas and Histos [Z99]. There are many ways to calculate the reputation
associated to an agent or to a service, based on the ratings received from users. Probabilistic theory
[LWL09], Hidden Markov Model [MABQ9], ontologies [SS10] semantics [HF02] and fuzzy models have
been employed in reputation calculations and modelling. Robustness is delegated in the way to
calculate trust and concrete filters, instead of controlling the data involved in a meaningful way,
amending it when inconsistencies arise. Gligor and Wing [GW11] present a theory of trust in networks
of humans and computers that consists of elements of computational trust and behavioural trust. Two
types of trust are usually considered [CSC09]: (1) social trust (extracted from personal relationships or
history data), and (2) QoS trust (related to performance issues) to define different metrics to quantify
the trust level in each CR, based on hosts behaviours and their impacts on the performances of the CR
network. Social trust is a subjective metric based on friendship, honesty, social interactions, social
reputation and history, while QoS trust is a more objective metric based on QoS measurements.

Trust management has been used as an easy and efficient approach to mitigate a wide number of
attacks in routing of wireless sensor networks. Nodes create trust relationships based on the
expectation that their neighbours will cooperate on particular tasks (e.g. packet forwarding) and
decide on routing paths based on them. In [LAKO7] a trust management protocol is applied in
geographical routing for WSNs that is able to avoid attackers by routing through benevolent
neighbours. Yao et al. [YKDO6] propose a parameterized and localized trust management scheme for
WSN security, where each node maintains highly abstracted parameters to evaluate its neighbours. In
[ZSD12] the authors design a trust-aware routing framework that can cope with various harmful
attacks with no time synchronization or geographic information, while [REQ7] describes a routing
scheme that expresses routing reputation by combining link quality and node behaviour. Finally, in
[BCCC12] a hierarchical (social and QoS) trust management scheme for heterogeneous sensor
networks is introduced. Application to trust-based geographical routing shows performance
comparable to the ideal case of flooding-based routing.

5.1.3 Network model

We model the overlay network as a bi-directed graph G(V,E) where V is the set of nodes (smart
objects), including a single sink node, and E is the set of edges representing wireless links between
nodes, as depicted in Figure 51. The sink node, which also plays the role of the gateway, is a more
powerful RD with increased capabilities with regards to processing, memory and energy. We assume
that each RD has a limited communication range, thus can directly communicate only with the nodes
that reside inside this range, namely its neighbours. This is of course something quite reasonable in loT
deployments due to the fact that devices want to utilize low transmission power in order to consume
less energy and prolong their lifetime. Communication with the sink/gateway node is possible for each
RD in a multi-hop fashion with each one following a path calculated through a path calculation
algorithm at the sink/GW.

@\Qé@

Figure 51. Network topology example
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5.1.4 Behavioural statistics

The trust model that we use within RERUM is built on the evaluation of trust degree values based on
the observed behaviour of an RD by its neighbour RDs. Any RD observes and records a neighbour’s
abnormal behaviour each time there is an interaction between them, while it also keeps track of the
total amount of incoming packets. For the sake of simplicity and in order to keep the overhead low,
two statistics that capture the forwarding behaviour of an RD are used: (i) packet drop rate (PDR) and
(ii) packet modification rate (PMR) defined as follows:

_ #of dropped packets
total # of received packets

_ #of modified packets
total # of forwarded packets

Assume a sender RD ‘i’ and a receiver neighbour RD * j ’. Each time i sends a packet to |, it enters
promiscuous mode to overhear the forwarding behaviour of | and it updates accordingly the values

of PDRi’j and PMR” . Then, the aggregate misbehaviour rate (MBR) of RD j as perceived by RD i is

calculated as:
MBR; ; =wx PDR, ; +(1-wW)xPMR, | (61)

where W €[0,1] is a user-defined weight controlling the balance between the behavioural statistics.

5.1.5 Link quality statistics

Although the previously described trust framework is able to isolate malicious RDs in the network, it is
necessary to take into consideration a link quality metric that will be used in conjunction with the trust
metric for the optimal path calculation of the routing algorithm. In the following, we use the estimated
transmission count (ETX) metric [DC++05, BMO5] to quantify the reliability of the link between any two
RDs.

ETX is one of the most widely used routing metrics due to its simplicity and computational efficiency
that has been proven in a large number of applications [DC++05, BMO05]. Concretely, ETX calculated for
RD i by RDj is defined as:

ETXiFL
' f.-r

iLjoThj

(62)

where fi,j is the forward delivery ratio, i.e. the measured probability that a packet sent from RD i is
received by RD j, and r; is the reverse delivery ratio, i.e. the measured probability that the

acknowledgement packet from RD j will be received by RD i. Thus, ETX expresses the average number
of transmissions needed for a packet to successfully reach its destination in cases when there are
transmission failures due to degradation of link quality (e.g. interference, collisions, etc.).
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5.1.6 Behavioural trust fusion based on Dempster-Shafer theory of evidence

In the proposed routing scheme a crucial step is the combination of MBRs of each RD, as they are
observed and recorded by its interacting neighbours. Since there is a possibility that some of the
reported values are not reliable, we need an appropriate combination technique to fuse the neighbour
views.

In our framework, each node builds a local view of the neighbours’ behaviour from its own
observations. As a result, the reported views may be biased or intentionally wrong, leading to the
existence of uncertainty. Therefore, we propose the use of Dempster-Shafer (DS) theory of evidence
[S76, D08, SF02] as a fusion technique. DS is a mathematical framework able to handle uncertainty of
the complete probabilistic model describing the system under consideration.

Essential terminology related to DS and used throughout this section is presented below to ease the

reader to understand our contribution:

1. Frame of discernment O. This is the set of all possible mutually exclusive and complete states of
a system. For our trust management system the frame of discernment is defined as @ = {trust, no-
trust}.

2. Mass function or probability assignment function m. This function is a primitive of theory of

evidence. If @ is the frame of discernment then m:2? — [0,1] is a mass function if mM(Z) =0

and Z m (A) =1 , Where A is any proposition that is a subset of 0.
AcO

3. Belief function. This function measures the belief of a proposition A, and it computes the sum of

all the nonempty subsets of A. It is given by the formula Bel (A) = Z m(B) , where B are the
BcA

nonempty subsets that compose A. In the current work, since the belief on an RD’s trust depends
only on RD’s MBR value, the belief function and the mass function are equivalent.

4. Focal elements. The focal elements of a frame of discernment @ are comprised of all hypotheses
for which the observers can provide evidence. In our case, where @ = {trust, no-trust}, the
corresponding focal elements form the set [trust, no-trust, {trust, no-trust}], where the last
element shows the uncertainty for the trustworthiness of one RD.

Individual beliefs on RD’s trust as reported by each of its interacting neighbours can be combined into
a single belief by applying Dempster’s rule of combination:

D e M (B)M,(C)

m,(A) ®m, (A) = 1_ Zsmc:Q) m, (B)m, (C)

(63)

In cases where there are in total N neighbours reporting individual beliefs for a specific node, the belief
functions can be combined sequentially in any order (due to the associative property of DS), as
expressed by the following formula:

m_(A)=@®&m, (A) (64)
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Each neighbour produces a single belief for each focal element (bT : belief that a node is trusted, [

belief that a node is untrusted, b™ : belief expressing ambiguity) according to Table 4:

Table 4: Belief computation based on Dempster-Shafer algorithm.

Belief \ MBR | MBR<h(l-r) | MBR>h(l+r) | h(l-r)< MBR<h(l+)
b’ c+lh—-MBR|/h | (1-b,)/2 1/3
b" (1-b;)/2 | c+|h—MBR|/h 1/3
b™ (1-b.)/2 (1-by)/2 1/3

The uncertainty area lies between h(1—r) and h(1+T), where h is a user-defined threshold, 0 < r <1

is a user-defined scalar controlling the width of the uncertainty area and C is a scalar controlling how
fast trust/distrust belief increases.

By combining the believes of trust reported by each RD for their neighbours we calculate the trust
degree of a node j, denoted as bjCT , by using Equation (64). It is reminded that the belief function and

the mass function are equivalent, since node trust is characterized only by a single basic event (MBR).

5.1.7 Trust-based routing with link quality

Considering both the trust degree bjCT and the link quality as quantized by ETX; ; a combined routing

j
metric on a route I from an RD to the sink can be defined as

RM, = 37 ETX; ; (1-b]7) (65)

i,jer

We find the shortest path from each node to the sink using the classic algorithm of Dijkstra [SS90,
NSOO]. The “shortest path” in this context shows a path that has both a low number of retransmissions
at the links and comprises of RDs that have a high trust degree. In the following, the steps of the
proposed trust-based routing scheme are described.

Initialization

Each RD measures the ETX metric by broadcasting a probe packet periodically with a fixed time
interval. Additionally, it sends a packet containing the count of probe packets from its neighbours, so
that all RDs can calculate the loss of probe packets on both directions of a link. Subsequently, the
calculated ETX values are flooded to the sink/GW. Since at this time no behavioural statistics are
available, all RDs are assigned a trust degree of 0.5 that shows that they are neither trusted nor
untrusted.

Finally, optimal paths are computed using Dijkstra’s algorithm and are broadcasted to the network.

Trust belief update

The behaviour of malicious (or malfunctioning) RDs is possible to change over time; as a result, it is
necessary to update periodically the trust values assigned to each RD. While a node interacts with its
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neighbours, it observes and records their behaviour and recalculates accordingly the behavioural
statistics, the total misbehaviour rate and, finally, the trust belief. After a predefined trust update
interval At we have:

bT, (t+At)=0xb (t)+(1-6)xb’, (t+At),

where 0 €[0,1] is a weighting factor that balances current and previous estimation of misbehaviour
rate.

We choose to use a different weighting factor depending on whether the MBR has increased or
decreased, as follows:

. T T
0= {01’ F )= () , with 6, < 6),.

6,, ifbl,(t+At)<b (t)

As a result, trust degree decreases quickly in case of misbehaviour but increases slowly in case of
improved behaviour.

Routes update

After updating the trust degree, each RD calculates the beliefs for the neighbours based on Table 4.
New beliefs are sent to the sink where they are fused based on Dempster-Shafer rule of combination,

so that a combined trust belief bfT and distrust belief bfu is assigned to each RDj. We use a threshold

B, to detect malicious or misbehaving RDs, in other words if b7 > B, , then RD j is considered

mal ’
untrusted and it is omitted from the routing paths. Afterwards, the optimal routing paths are found
through Dijkstra’s algorithm, by considering the combined metric defined in Equation (65).

5.1.8 Performance evaluation

In order to evaluate the proposed scheme we assume the indoor sensor network of Figure 52, which
corresponds to a deployment of 54 Mica2Dot sensors at Intel Berkeley lab employed with weather
boards to monitor low frequency phenomena (humidity, temperature, light and voltage). Both
topology information (nodes’ coordinates) and bi-directional link quality (probability of successful
transmission that can be used to easily compute ETX values) are available online®®.

o
@ o

Figure 52. Intel Berkeley lab sensor network topology.

10 http://db.csail.mit.edu/labdata/labdata.html
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We choose randomly a node as the sink/gateway and we conduct simulations for data aggregation
rounds. Trust belief update interval is set to 20 rounds, while we choose ¢ =0.1, h=0.5,r =0.05
and W=0.5. In order to account for some variance of wireless channel characteristics, in each round
we vary randomly the ETX of all links in [90%, 110%)] of their nominal values.

Figure 53 and Figure 54 show the combined trust belief for a normal and a malicious node, respectively,
and for various values of weights &, and &, . Obviously, an increase of @, reduces the rate of trust

belief increase, applying more significance on history data. Similarly, an increase of 6, causes trust

belief to decrease slower. Furthermore, we can see that the disbelief for a node (who has low
trustworthiness) is calculated very quickly, which means that in only a few rounds we can identify
which nodes are untrusted and avoid them in future routing decisions. Generally, by choosing the

appropriate values for €, and 6, we can assure that our scheme becomes more sensitive to malicious

actions, enabling the quick omission of the malicious nodes from the routing paths.
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Next, we proceed by evaluating our scheme by means of packet delivery ratio at the sink. We assume
two scenarios, namely highly malicious behaviour and low malicious behaviour. In first case, malicious
nodes exhibit PDR and PMR with values in [0.8,1] while in second case the values vary in [0.3,0.5]. For
each scenario we execute 20 Monte Carlo runs each consisting of 2000 data aggregation rounds. The
proposed trust-based routing scheme is compared against a simple routing scheme with no trust
management mechanism.

Mean packet delivery ratio (averaged over all runs) vs percentage of malicious nodes for highly
malicious behaviour and low malicious behaviour is depicted in Figure 55 and Figure 56, respectively.
Observe that in both cases the trust-based scheme outperforms the simple scheme, with the
difference being more profound for small number of malicious nodes and highly malicious behaviour.
For example, in case of 5-20% of highly malicious nodes there is an increase of more than 30% in packet
delivery ratio. Normally, as the number of malicious nodes increases the packet delivery ratio for both
routing schemes is almost equal.

—— Trust-based routing
09 —#— Mon-trusted routing [

packet delivery ratio

D 1 1 1 1 1
5 10 15 20 25 30 35 40 45 50

% of malicious nodes

Figure 55. Packet delivery ratio (highly malicious behaviour)
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Figure 56. Packet delivery ratio (low malicious behaviour)
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5.2 Bi-Directional Multicast Forwarding Algorithm (BMFA) for
RPL-based 6LOWPANSs

In scenarios involving point-to-multipoint network traffic, transmitting to each destination individually
with unicast leads to (i) poor utilization of network bandwidth, (ii) excessive energy consumption
caused by the high number of packets and (iii) suffers from low scalability as the number of
destinations increases.

This section documents the Bi-Directional Multicast Forwarding Algorithm (BMFA) for 6LoWPANS,
which is an algorithm designed and implemented by the RERUM project. It also documents
performance evaluation results. Experiments evaluating BMFA’s energy efficiency are conducted as
part of Task 4.3 and will be documented in D4.2.

The section is structured as follows: Section 5.2.1 highlights this innovation’s relationship with
RERUM’s Use-Cases. In Section 5.2.2 we present an overview of current state-of-the-art. We proceed
with a detailed description of BMFA’s design in Section 5.2.3, followed by implementation details in
section 5.2.4. The sub-section concludes with a discussion of current open issues in Section 5.2.5.

5.2.1 Relationship with smart city applications and RERUM use cases

For UC-02 - Environmental monitoring in particular, it is expected that networks will be formed by a
potentially very high number of RDs and therefore scalability is a requirement. In cases when RDs are
powered by batteries, it is impractical or outright untenable to replace batteries very frequently due
to high management cost and possibly hard-to-reach installation locations. Thus, long battery life is
important. For devices powered from mains, low energy consumption is also important in order to
reduce financial cost, but also in order to comply with national and international regulations where
applicable.

For those reasons, RERUM has designed and implemented a new multicast forwarding algorithm for
6LoWPANSs as presented below. This algorithm addresses the needs of RERUM use-cases by achieving
very low energy consumption, as will be demonstrated in deliverable D4.2.

5.2.2 Current State-of-the-Art

This section outlines existing state-of-the-art in the area of multicast forwarding for traditional WSNs
with bespoke, application-driven network stack designs (sec. 5.2.2.1), ZigBee networks (Section
5.2.2.2) and 6LoWPANSs (sec. 5.2.2.3). BMFA’s design is heavily inspired by its predecessor, the
“Stateless Multicast RPL Forwarding (SMRF)” algorithm [OP12, OPT13]. For this reason, an entire
subsection is dedicated to SMRF (sec. 5.2.2.4), with an additional sub-section (sec. 5.2.2.5) dedicated
to IETF's recommendation, called “Multicast Protocol for Low power and Lossy Networks” (MPL)
[HK14].

The aim of this section is to bring out the limitations of existing approaches and to therefore back the
decisions made during BMFA’s design.

5.2.2.1 Multicast in Traditional Wireless Sensor Networks

Previous research efforts in the area of multicast for WSNs have primarily been focusing on traditional,
application-centric network designs and as such do not address IPv6-specific challenges. Multicast
forwarding algorithms based on geographic routing are dominant in existing bibliography and can be
broadly classified as either purely geographic [SRLSO07, SMPR+12, CKK12, FZDH12] or hybrid [KDHS10,
SCK10], whereby the geographic component is complemented by features of other approaches, such
as hierarchical routing.
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The geographic multicast routing (GMR) algorithm builds on existing unicast geographic routing
approaches. By adapting them, it aims to achieve multicast message delivery to all intended
destinations while maintaining minimum bandwidth consumption. Nodes exchange position
information with their neighbours through periodic beacons. GMR is characterised by low
computational complexity and a small memory footprint [SRLS07]. According to subsequent works,
GMR scales better than some of its predecessors [SMPR+12] but still suffers from scalability issues
when dealing with large deployments [KDHS10].

Using periodic beacons can have negative side-effects such as collisions and increased energy
consumption [SMPR+12]. Based on this observation, BRUMA attempts geographic multi-casting
without beacons, whereby neighbour positions are discovered reactively. Next hop selection happens
opportunistically through a mechanism which only requires a low number of control messages. The
authors demonstrate that BRUMA is more efficient than GMR [SMPR+12].

Carzaniga et al. [CKK12] propose a compact and completely decentralised multicast scheme with
asymptotically optimal network congestion properties. It operates by building a multicast forwarding
tree over an underlying geographic unicast routing service, which allows nodes to send messages to a
destination defined by a coordinate pair (x, y).

Receiver-based multicast (RBMulticast) [FZDH12] is another purely geographic approach. Its principal
novelty lies in the next-hop determination phase: potential next hops contend for the channel based
on their contribution towards delivering a packet to its destination. Nodes offering the highest forward
progress have higher probability of getting selected as next hop. By adopting this approach,
RBMulticast can operate without routing tables and without maintaining a forwarding tree. To achieve
this, RBMulticast embeds the geographic location of all destinations in the packet header. This raises
questions regarding its scalability in large deployments.

The hierarchical geographic multicast routing (HGMR) [KDHS10] is a hybrid algorithm combining the
key design concepts of GMR [SRLS07] and the hierarchical rendezvous point multicast (HRPM) protocol
[DPHO08]. The resulting HGMR algorithm is further optimised to be more energy efficient and scalable.
HGMR divides multicast groups into subgroups by using HRPM’s geolocation hashing. It takes
advantage of layer 2 reliability mechanisms by using HRPM’s unicast forwarding approach for long,
sparse paths and reverts to layer 2 broadcasting in areas of high density in order to reduce the number
of transmissions. When unicast forwarding is in use, HRPM (and therefore HGMR) uses source routing
along the branches of an overlay tree generated by the traffic source. In this work the authors
conducted a performance evaluation of the three algorithms in a simulated IEEE 802.11 network. It is
therefore difficult to understand how the algorithms would behave under the frame size and
bandwidth limitations or the loss characteristics related to IEEE 802.15.4 networks.

The multicast routing with branch information nodes (MR.BIN) [SCK10] protocol is a hybrid approach,
combining geographic unicast routing with state-based multicast. It maintains multicast states only on
branch nodes of the forwarding tree. Communication between non- branching nodes takes place with
geographic unicast. In order to perform datagram forwarding, each node maintains a potentially long
list of next hops. Messages are tagged with a 2-byte multicast group identifier but the management
scheme for those ids is not discussed; it is unclear how a node can choose which group id to join and
how two different groups are prevented from having the same id.

Adaptive geo-source multicast routing (AGSMR) [SKC09] is a geographic unicast and source multicast
hybrid. It relies on generating a forwarding tree at the traffic source. Path information is embedded in
packet headers in a compressed format which uses 2 bytes per hop, an additional 2 bytes per branch
and reduced by 2(n - 2) bytes for each n-node long, non-branching path. The authors demonstrate
that, with this compression scheme in place, AGSMR’s packets are smaller than GMR’s. However,
reported packet sizes have an order of magnitude of KBytes (e.g. about 9 KB for a tree with about 50
subscribers in a network of 1024 nodes). Packet size increases with the number of subscribers as well
as the total number of network nodes.
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Branch aggregation multicast (BAM) [OIMO05] differs from the aforementioned efforts in that it
operates without knowledge of node geolocation. BAM’s design has two components: S-BAM achieves
single-hop aggregation at branching nodes and M-BAM aims to reduce the number of branches. The
former tries to combine multiple layer 2 unicasts within a single radio frame, by extending headers to
list the addresses of all intended destinations. Recipients reply with an acknowledgement frame, using
a random back off to avoid ACK collisions. M-BAM relies on existing forwarding tables, which can be
populated by any routing protocol. The authors make the assumption that the routing table contains
multiple candidate next hops for the same destination and they propose an algorithm for path
aggregation. However, routing table size has an impact on scalability with increasing network size
[OP11] even when the table only lists a single next hop per destination. Storing multiple candidate next
hops per destination would impose further memory overheads and should not be considered common
practise. Furthermore, BAM does not manage multicast groups internally. Instead, it assumes that the
network adopts a data centric routing model, whereby nodes broadcast requests for data and their
neighbours remember querying node addresses in order to forward relevant data accordingly [OIMO5].

All aforementioned algorithms assume that the message source is aware of and maintains a list of all
destinations, uniquely identified by an attribute such as a node id, address or name. This is untrue in
the case of IP and IPv6 multicast, whereby datagram destination is expressed as the multicast group’s
IP or IPv6 address and the traffic source is oblivious with respect to the unicast address of each
individual group member.

The GMR protocols discussed above also require knowledge of the geolocation of all destinations.
When this information is not available, a geographic routing service can be used in conjunction with a
location service, such as MLS [FWO06] or GLS [LIDKMO0O]. Querying the location service incurs time
overheads which have an impact on delivery delay, compared to non-geographic approaches which do
not rely on this information. However, this is not considered at all in relevant work.

Many of the above multicast forwarding algorithms embed a list of all destinations in the packet header
[SRLSO07, SMPR+12, FZDH12, SCK10, SKC09, OIMO5]. This increases the byte overhead associated with
each data transmission and has an adverse impact on the protocol’s scalability [KDHS10].

Lastly, with all those approaches traffic is confined within the deployment’s boundaries. In order to be
able to communicate beyond the WSN'’s borders, one would need a dedicated gateway. This does not
apply to 6LoWPANSs and IPv6 multicast forwarding protocols, such as those discussed later on in this
deliverable.

5.2.2.2 Multicast Support in ZigBee

ZigBee is based on cluster-tree WSNs. After the release of Z-cast, the multicast mechanism proposed
by the ZigBee alliance, some gaps related to memory consumption and communication overhead have
been noted. A suggestion for reducing the memory costs and improving its efficiency was proposed in
[BG13].

5.2.2.3 Multicast in 6LoOWPANs

Previous research with focus on 6LoOWPANSs is very limited. S3a Silva et al. [SCPR+08] investigated the
applicability and usefulness of traditional multicast paradigms in WSNs. In this work, the authors
evaluate Multicast Ad hoc On-demand Distance Vector (MAODV) [RP99] and Source-Specific Multicast
(SSM) [BO3] in a simulated sensor network. They demonstrate that, in their simulated scenarios,
multicast can offer significant advantages over traditional network-wide broadcast flooding and
unicast. Results also suggest that MAODV and SSM are comparable in terms of bandwidth
consumption and energy efficiency.

Clausen and Herberg [CH10] conducted relevant research with focus on RPL networks. Despite the fact
that this work only discusses network-wide broadcast, it offers some important insight on related
issues and techniques. In their contribution, the authors conduct experiments by simulating an IEEE
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802.11b [IEEE09] network, which cannot capture the duty cycling aspects of modern WSNs, nor the
low-power, lossy nature of IEEE 802.15.4-compliant radio hardware.

A very common problem in wireless networks is the one of the “fixed base rate” transmission. In other
words, the throughput a multicast group experiences is confined by the node which demands the
lowest rate. For example, if a node that is member of a multicast group moves at the limit of the signal
coverage boundaries, the transmission rate for all the nodes must be reduced, as much as required, to
retain low packet loss to the distant node. Several techniques have been proposed to address this
problem but they are characterized by high complexity and communication and computation costs. In
[AFRB+13], the authors propose a method which combines multicast and unicast transmissions in
order to ameliorate this problem. More specifically, multicast traffic that arrives to an Access Point
(AP) is converted and forwarded as unicast traffic into the sub-network. Comparative results to existing
algorithms show that the multicast-unicast algorithm outperforms them.

The RPL RFC (RFC 6550) [WTBH+12] briefly discusses built-in multicast support. In RPL networks, nodes
advertise unicast downward paths inside destination advertisement object (DAO) messages. An RPL
instance is administratively configured with one out of a possible four modes of operation (MOP).
Nodes may only participate in the network as routers if they support the advertised mop, otherwise
they may only join as leaf nodes. In the Storing with multicast support mop, DAO messages are also
used for group management by advertising multicast prefixes. Unfortunately, the approach leaves
many open issues.

5.2.2.4 Stateless Multicast RPL Forwarding (SMRF)

The efforts made by IETF’s “IPv6 Low Power Wireless Personal Area Networks” (6LoOWPAN) work group
for transmitting IPv6 datagrams efficiently in low power radio frames allowed the integration of IPv6
stacks in energy constrained Wireless Sensor Networks. The emerging standard for routing such frames
is the “IPv6 Routing Protocol for Low Power and Lossy Networks” (RPL) [WTBH+12] which however
offers minimal multicast forwarding support. To fill this gap, “Trickle Multicast” (MPL) [HK14] appears
to be one of the most suitable algorithms. The lightweight “Stateless Multicast RPL Forwarding” [OP12,
OPT13] (SMRF) algorithm aims to counter some of MPL’s deficiencies.

SMREF is a multicast forwarding algorithm based on the topology information provided by the RPL
protocol. Nodes participating in an RPL network exchange topology information in order to build a
Destination Oriented Directed Acyclic graph and construct their routing tables. When the “Storing with
multicast support” Mode of Operation is used, a node can join a multicast group by advertising its
address in an outgoing DAO message. Upon reception of such a message from one of its children, the
parent node registers the multicast address in its routing table; then the same address is advertised by
the parent in its own DAO messages. When a multicast packet destined to that address arrives, it will
be forwarded downwards the tree until it reaches the recipient nodes.

While the RPL mechanism solves the problem of propagating group membership information towards
the DODAG root, it confronts two major pitfalls: a) A node can receive the same datagram more than
once. This can happen in the case where another node that is in the signal coverage also propagates
the same multicast message to its children. b) A router, as specified in [WTBH+12], must send multicast
datagrams to a subset of its one-hop neighbours; either to its parent or only to the children that are
members of that particular group. This can only be done by re-transmitting unicast datagrams to each
recipient, resulting in bandwidth, delay and processing overhead.

By using the group membership information provided by RPL, SMRF addresses this drawback as
follows:
e A node will only accept an incoming multicast message from its preferred parent.

e If the node is member of the specific multicast group, the message will be delivered to the
local stack.
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e If the routing table has an entry with the multicast address contained in the packet, then it
will be forwarded downwards the tree.

In order to avoid the immediate forwarding of an accepting message, SMRF introduces a delay D
between two radio-on cycles. Because the underling duty algorithm might set the Channel Check
Interval (CCl) to zero, SMRF defines a delay D as the maximum of (Fmi,, CCl), where Fnin is a non zero
value. In this way the RF hardware can never be always turned on. Furthermore, in order to mitigate
the hidden-terminal problem, where an AP receives corrupted data due to the concurrent transmission
from two nodes, the forwarding delay is randomized using a Spread value.

e SMRF’s advantages: Since each node will receive a datagram only from its parent, this
message will be forwarded at most once, allowing every next node to avoid using per-packet
information in order to distinguish between duplicate packets. A side effect of this is that
datagrams are guaranteed to arrive in the correct order. In addition, multicast datagrams will
only reach parts of the network where nodes have expressed interest for the specific
multicast group.

e SMRF’s limitations: Multicast propagation can only travel downwards the DODAG, meaning
that nodes of higher level can not be members of multicast source nodes located lower in
the tree.

In their works, the authors argue that SMRF’s performance is consistent irrespective of changes in the
lower layers of the network stack, demonstrates low end-to-end delay, has a very low code and RAM
requirements and is very energy-efficient. As a drawback, it is less reliable than Trickle Multicast. They
conclude that ultimately, the choice of multicast forwarding algorithm should be based on the
anticipated usage of a sensor deployment.

5.2.2.5 Multicast Protocol for Low power and Lossy Networks (MPL)

The Multicast Protocol for Low power and Lossy Networks is an emerging standard for multicast
forwarding and group management in LLNs. Unlike SMRF, MPL is independent of the protocol used for
unicast routing. It will thus operate in RPL-based 6LoWPANSs, as well as in deployments where RPL is
not in use. MPL is specified in an Internet Draft published by the IETF [HK14].

In a nutshell, MPL routers maintain a cache of multicast datagrams they have seen. Neighbours
exchange information about the content of their caches by exchanging ICMPv6 messages. If one node
detects that one of its neighbours has not received a multicast datagram that the former has in its
cache, it will schedule subsequent forwarding of the datagram(s) in question. The exchange of ICMPv6
messages is governed by trickle [LPCS04, LCHG11], thus reducing network control traffic when
multicast traffic is not present, but reacting very quickly to the arrival of new multicast datagrams.

By design, MPL has some very significant advantages:

e Generality: MPL will work, without modifications irrespective of the protocol used for unicast
routing. Thus, it will work in RPL-routed networks

e Reliability: By caching datagrams and maintaining per-packet state information, MPL
increases its reliability (high packet delivery ratio / low loss).

e Guaranteed no duplicates: MPL uses a technique to uniquely identify each datagram. A
positive side-effect of this technique is that each network will receive each individual
datagram at most once.

However, there are also some concerns:
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e Arrival Order: Due to MPL’s datagram forwarding logic, it is likely that datagrams of the same
traffic stream may arrive to their destination out of order.

e Complexity: MPL introduces a new ICMPv6 message type for the exchange of cache
information, it requires caching of multiple datagrams alongside meta-data and it also
requires from each router to maintain multiple trickle timers. These requirements increase
code size and RAM requirements and also raise concerns in terms of MPL'’s scalability with
increasing network size and traffic volume.

The Contiki Operating System supports an older version of the MPL protocol, when it was still called
simply “Trickle Multicast” (TM). This implementation has been used here for comparisons with BMFA
and was also used for comparisons with SMRF in [OP12, OPT13].

5.2.3 BMFA'’s Design

SMRF is very lightweight but this comes at the cost of a severe limitation: it is only capable of
forwarding traffic “downwards” in the RPL DODAG tree [OP12, OPT13]. BFMA’s primary design goal is
to alleviate this limitation while at the same time maintaining SMRF’s lightweight, energy-efficient
nature.

5.2.3.1 Information Available Locally to All Nodes in an RPL-Routed 6LoWPAN

Each node has a list of network interfaces, with each interface associated with one or more unicast
and multicast IPv6 addresses. When a process running on a node wishes to subscribe to a multicast
group, the group’s IPv6 address is added to the list of addresses of one of the node’s network
interfaces.

In an RPL-routed 6LOWPAN, each node has the following additional information available:

e The link-layer (MAC) and IPv6 addresses of its preferred parent. The preferred parent is
essentially a node’s next hop in the path towards the DODAG’s tree (“upward” path). In
Contiki, the preferred parent’s IPv6 address is stored as a default route, whereas its link layer
address can be found by looking up the IPv6 address in the ND cache.

e The link-layer and IPv6 addresses of all its children. A child in this context is a node that has
selected the node in question as its preferred parent. For example, if node A has selected node
B as its preferred parent, then node A is listed as one of B’s children. IPv6 addresses will be
found in node B’s routing table (“downward” routes), whereas link-layer addresses can again
be resolved by a lookup in node B’s ND cache.

5.2.3.2 Avoidance of Forwarding Loops and of Duplicate Datagram Delivery

Upon reception of a multicast datagram, a node first decides whether this datagram should be
processed or discarded. A datagram can be rejected for one of the following reasons:

e The datagram is malformed

e The receiving node does not understand the datagram

e The datagram gets detected as a duplicate

e The datagram is part of a forwarding loop

This decision is taken at layer 3 by the multicast engine’s implementation. Assuming the datagram is
not malformed and can be understood, the decision of whether it is a duplicate or part of a loop is
taken by combining the following pieces of information:
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e Information available to the node locally. This includes the information discussed in the
previous section
e Information available in the datagram itself, in the shape of layer 3 headers.

In broad terms, there are two approaches that can be used to avoid delivery of multicast datagrams
more than once:

e Only accept datagrams from a single neighbour and only forward datagrams at most once.
This approach is very straightforward but it offers no reliability-enhancing mechanisms. This
is the approach adopted by SMRF.

e Adopt a method to uniquely identify each multicast datagram. This is the approach adopted
by e.g. TM and MPL. This approach has the advantage that it is possible to attempt re-
transmissions in order to decrease packet loss.

In order to avoid duplicate datagrams, BMFA also adopts the latter approach, by using the following
logic:
e Adatagram’s originator does not add any additional information to the datagram.
o Before forwarding a datagram, a router inserts to it the Link Layer address of the node it
received the datagram from, either as an IPv6 HBHO header, or as part of the IPv6 Flow
Label.

Furthermore, nodes adopt the following logic to determine whether to accept or discard an incoming
datagram. A datagram is accepted if:

e The previous hop’s Link-Layer address is either not present or does not match the node’s
own Link-Layer address and
e The datagram’s sender is either the receiving node’s preferred parent or one of its children.

This is illustrated in Figure 57. The top of the figure illustrates the unicast routing topology, whereby:

e The path from Node 1 to Nodes 3, 4 and 5 are via Node 2.
e The path from Node 2 to Node 5 is via Node 3.

Thus, we have the following relationships:

e Node 2 is the preferred parent for Nodes 3 and 4. Thus, Nodes 3 and 4 are among Node 2’s
immediate children (more may exist but are not shown for clarity).

e Node 3is Node 5’s preferred parent and Node 5 is among Node 3’s immediate children.

e Node 1is Node 2’s preferred parent and Node 1 is among Node 1’'s immediate children.

Assume now that Node 1 is the original source of a multicast datagram and that Nodes 2 and 5 are
subscribed to the datagram’s destination multicast group. The bottom of the figure displays BMFA'’s
duplicate detection and loop avoidance logic:

e Node 2 will receive the datagram from Node 1. It will add Node 1’s link layer address to the
datagram before forwarding it.

e Node 1 will reject the copy sent by Node 2, because it will see its own link layer address
inside the datagram. For the same reason, various copies will be rejected among the
remaining nodes. The paths of the copies rejected for this reason are illustrated with dotted

lines.
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e All datagrams between Nodes and 3 and 4 as well as those between Nodes 4 and 5 will be
discarded, since the nodes in question do not have a parent-child relationship. Those
discarded messages are shown with dashed lines.

e Asaresult, all nodes will only process a single datagram each. The path followed by those
datagrams are displayed with solid lines.

‘ Source D Original Datagram
¢ Router (Non-Subscriber)
%/ Subscriber [ Datagram + LL of Previous Hop
— S e > 20— ——————
Accepted Dropped Dropped
(Sent by Us) (Not Parent-Child)

Figure 57. Usage of Sender's LL Address Beyond the 1st Hop.

5.2.3.3 Insertion of Previous Hop’s Link-Layer Address

As discussed in the previous sub-section, the decision of whether to accept or discard an incoming
datagram is partially based on the Link-Layer address of the previous hop in the datagram’s path. This
address is added to the datagram itself by each intermediate router. There are a variety of methods to
achieve this addition of the source’s LL address. The ones we consider here are:

e Utilise an IPv6 Hob-by-Hop Option (HBHO) extension header
e Utilise the IPv6 Flow Label

Using an IPv6 HBHO is a standard approach. In a 6LoWPAN context, this approach is adopted by RPL
itself as well as by MPL. However, this approach has some disadvantages when used in 6LoWPANSs,
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one of the most important ones being the increase to frame size as well as the potential negative
consequences it can cause on 6LoWPAN header compression.

Instead of using an IPv6 HBHO, it is possible to convey the same information by using the Flow Label
Bits present in the IPv6 header (Figure 58). The flow label is only 20-bits wide, therefore there is not
enough space to accommodate the entire Link-Layer address of the previous hop. To counter this
hurdle, instead of inserting the entire Link-Layer address, we insert a 2-byte long digest, calculated
with CRC16.

A discussion about the advantages and disadvantages of using the IPv6 Flow Label versus using an IPv6
HBHO is out of scope of this deliverable, but it should be mentioned that the IETF is considering a
similar approach for RPL-routed 6LoWPANSs [T14]. Our current implementation uses the Flow Label,
but this is merely an implementation decision. The algorithm will operate with both approaches.

+—t—t—t—t—t—F—F—F—F—F—F—F—F -ttt -ttt —F—F—F—F—F—F—F—F—F—F—F—+—
|Version]| Traffic Class | Flow Label
+—t—+—+—F—F—F—F+—-F—F—F—-F—F—F—F—F—F—F—F—F—F—F—F—F—F -t —F—F ==+ -+ —+—
Payload Length | Next Header | Hop Limit
—+—t—F—t -ttt —F—t—F—F—t—F—F—F—F—F—F—F =t —F—F—F =t —F =+ -+ -+ -

Source Address
+—+—+—+—F—F—F—F+—F—F—F+—F+—F—F—F—F—F—F—F—F—F—F -ttt =+ —F+—+—

+
|
+
|
+
|
+
|
+
|
+
|
+
|
+
o |
Destination Address +
|
+
|
+

o o o — o — o —
+
+
+
|

T S
Figure 58. The IPv6 Header Format (Source: RFC2460).
5.2.34 Datagram Forwarding and Local Delivery to Upper Layers of the TCP/IP

stack

If a datagram is accepted for further processing, the node is further faced with two independent
decisions:

e Should this datagram be forwarded?

e Should this datagram be delivered to the upper layers of its own network stack?

The answer to the both questions is very straightforward:

e If accepted, a datagram will also be forwarded

e Adatagram is delivered if and only if its destination IPv6 address is listed among the
multicast addresses of one of the node’s interfaces. In other words, the datagram is
delivered up the stack if some process is subscribed to this group.
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5.2.4 Implementation for the Contiki OS

This section aims to present BMFA’s design details in brief. To do so, the section starts with an overview
of Contiki’s layered architecture. We then present Contiki’'s multicast APIs!! and we conclude this
section with a discussion about BMFA’s implementation details.

5.2.4.1 Brief Overview of Contiki’s Architecture
Conceptually, Contiki’s can be broken down into 3 “layers”:

e Hardware layer: Includes platform-dependent drivers, for example the implementation of
drivers for hardware clocks, RF transceivers, UART [080], SPI [SPI], IC [NXP14] etc

e Core: Includes platform-independent implementation of Contiki’s “kernel”. This includes the
implementation of software timers, the event infrastructure, process manager and
scheduler, and many other libraries. Importantly in the context of this deliverable, this part
of Contiki also includes the implementation of all networking.

e Apps: Includes platform-independent implementations of various applications, such as a web
browser, a CoAP [SHB14] engine, an MQTT [L10] engine and others.

As discussed above, both “Apps” and “Core” components are platform-independent. The main
difference is that, while large parts of the “Core” are included in all firmware images, the same is not
true for “Apps”, which are only included in the developer explicitly requests one of them. This
conceptual layered structured is illustrated in Figure 59.

App 1 App 2 App 3 \

> Platform-Independent

Core

Re-Mote 71 CC2538DK Sky Platform-Dependent

Figure 59. Contiki's Conceptual Layers.

As discussed above, the entire networking functionality is implemented at Contiki’s core. This includes
implementations of the following modules:

e Physical Layer: An API defining the interfaces that platform-dependent RF drivers must
expose. This does not include the implementation of RF drivers, which reside in the platform-
dependent layer. It simply defines a set of functions that those drivers must implement.

e Link-Layer (Layer 2)

0 Radio Duty Cycling (RDC) Layer: This includes the implementation of a series of
algorithms which handle radio sleep cycles in order to preserve node energy.

1 https://github.com/contiki-os/contiki/blob/master/core/net/ipv6/multicast/README.md
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0 Maedium Access Control (MAC) Layer: An implementation of Carrier-Sense Multiple
Access (CSMA).
0 Framer: Encoding and Parsing of IEEE 802.15.4 headers.
O Link-Layer Security (LLSEC): Implementation of AES 128 encryption/decryption as
per the IEEE 802.15.4 standard.
6LOWPAN: Implementation of 6LOWPAN header compression, datagram fragmentation and
re-assembly as per RFCs 4944 and 6282.
Network Layer (Layer 3): Implementations of IP, IPv6, ICMP, ICMPv6, IPv6 Neighbor
Discovery (ND) and routing protocols, including RPL.
Transport Layer (Layer 4): Implementations of TCP and UDP, including a TCP sockets APl and
library.
RIME: Contiki also includes the RIME network stack, which can be used instead of a TCP/IP
stack. RIME is out of context of RERUM, but is mentioned here for completeness.

With this layered approach in mind, Figure 60 presents a possible configuration of the network stack
that could be used by the Re-Mote platform.

App 1 App 2 App 3 Apps

TCP UDP

IPv6 ICMPv6 ND RPL

6LoWPAN

Core

noncoresec (LLSEC)

CSMA (MAC Layer)

ContikiMAC (RDC)

CC2538 RF Driver Port

Figure 60. A Possible Configuration of the Contiki Network Stack for the Re-Mote Platform

5.2.4.2 Contiki’s Multicast Application Programming Interfaces

Within Contiki’s networking core is a generic APl for multicast implementations (called “engines” using
Contiki’s nomenclature). The implementation has adopted this approach in order to allow developers
to choose among different engines depending on their needs, or to even implement their own.
Currently Contiki officially supports two engines: Trickle Multicast (TM, an older version of MPL) and

SMRF.

This APl is used to hook engines into Contiki’s networking core, in order to achieve the following:

Initialise the engine,

Notify a multicast engine about an incoming multicast datagram,
Allow the multicast engine to transmit an outgoing datagram,
Maintain statistics,
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In line with the above, a multicast engine must expose three functions in the shape of function
pointers:

void (* 1nit)(void);
void (* out)(void);
uint8_t (* in)(void);

Snippet 1: Function Prototypes for the Multicast Engine API.

Each multicast engine is represented by a data structure of type struct uip_mcast6_driver.
This data type exposes the engine’s implementation of the multicast API. The prototype for this data
structure is displayed in Snippet 2.

struct uip_mcast6_driver {
char *name;
void (* init)(void);
void (* out)(void);
uint8_t (* in)(void);

Snippet 2: Multicast Engine Data Type.

Additionally, each engine has a unique integer assigned to it in the shape of a C pre-processor macro:

#define UIP_MCAST6_ENGINE_NONE 0 /**< Selecting this
disables mcast */

#define UIP_MCAST6_ENGINE_SMRF 1 /**< The SMRF engine */
#define UIP_MCAST6_ENGINE_ROLL_TM 2 /**< The ROLL TM engine */

Snippet 3: Multicast Engine Selection.

At build time, the developer has the choice of selecting a multicast engine or of disabling multicast
support altogether. This is achieved by setting a value for the UIP_MCAST6_CONF_ENGINE macro.
For example, to select Trickle Multicast, the developer will have to configure the build as per Snippet
4.

#define UIP_MCAST6_CONF_ENGINE UIP_MCAST6_ENGINE_ROLL_TM

Snippet 4: Configuration to Select Trickle Multicast.

To extend Contiki by adding support for a new multicast engine, a developer has to perform the
following a series of simple steps, described in Contiki’s relevant README?*2. This process was followed
in order to implement BMFA, as described in further detail in Section 5.2.4.3.

5.2.4.3 The BMFA Engine’s Implementation

In line with the procedure described in Contiki’s multicast README, we have implemented BMFA by
performing the following steps:

1. Create the BMFA engine’s header file and implementation (bmfa.h and bmfa.c
respectively).

2. Assign a new engine number by adding to Contiki’s uip—-mcast6-engines.h, as per
Snippet 5.

12 https://github.com/contiki-os/contiki/blob/master/core/net/ipv6/multicast/README.md
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#define UIP_MCAST6_ENGINE_BMFA 3

Snippet 5: Declaration of BMFA's Engine Number

3. BMFA makes use of RPL’s multicast group management, therefore it will only operate in RPL
networks using MOP3 (“Storing Mode with Multicast”). This is achieved by extending
Contiki’'s uip—mcast6 . h, as per Snippet 6.

#elif UIP_MCAST6_ENGINE == UIP_MCAST6_ENGINE_BMFA
#define RPL CONF MULTICAST 1

Snippet 6: Enabling RPL MOP3 when Using BMFA

4. If the build is configured to maintain multicast statistics, BMFA maintains stats identical to
those maintained by SMRF, The BMFA stats data type is shown in Snippet 7.

struct bmfa_stats {

uintl6é_t mcast_in_unique;
uintlé _t mcast _in_all;
uintlé _t mcast_in_ours;
uintlé_t mcast fwd;
uintl6_t mcast out;
uintl6_t mcast bad;
uintl6_t mcast _dropped;

Snippet 7: BMFA Statistics Data Type

5. Expose BMFA’s implementation with a data structure of type struct
uip_mcast6_driver, as shown in Snippet 8. init, out, in are pointers to functions of
the same name. Those functions are defined in bmfa. c and implement the entire engine’s
logic for processing incoming and outgoing multicast datagrams.

const struct uip_mcast6_driver bmfa_driver = {

"BMFA",
init,
out,
in,
};
Snippet 8: BMFA Engine Driver's Definition
5.2.5 Open Issues

BMFA, as well as its predecessor SMRF and MPL, will only handle multicast traffic within the
6LOWPAN’s boundaries. In order to traverse 6LoWPAN boundaries, the network’s Border Router needs
to be able to participate in the formation of a multicast tree by exchanging topology information with
its peer routers. In IPv6 networks, this is achieved by exchanging Multicast Listener Discovery (MLD)
[DFH99] or MLDv2 [VC04] messages. At the time of writing of this deliverable, Contiki did not support
MLD.
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6 Conclusions

This document presented the techniques that are developed within RERUM for optimizing the
interconnectivity of devices in l1oT deployments. These techniques are integral parts of the RERUM
System Architecture as presented in deliverable D2.3 [RD23]. More specifically, as also presented in
Section 1 in this document, these techniques are parts of the Communication and Networking manager
of RERUM, which is the functional entity responsible for enabling the seamless and efficient
interconnectivity of RDs in smart city deployments. One of the most important challenges in loT
deployments in smart city environments is the interference that the wireless transmissions face. It is
well known that interference can have a severe impact on the network performance and especially for
IEEE 802.15.4 devices, since the channel bandwidth is very narrow and any other transmission at the
same frequency results in high packet loss.

For addressing the efficient interconnectivity of wireless 10T devices in city environments several
techniques have been presented in the document, while all of them were based on the requirement
for lightweight and energy efficient operation, since loT devices are resource constrained. One of the
key advances of RERUM with regards to the state of the art is the adoption of the Cognitive Radio
technology on the loT world, designing a CR-agent that can be built on top of RERUM Devices, creating
CR-inspired RDs. The key functionalities of the CR-agent for spectrum sensing and for spectrum
assignment were presented in Section 2. We described a framework for gathering historical data for
spectrum occupancy in an energy efficient way (minimizing the energy consumption spent for sensing)
and then we showed how the RD can select the optimal spectrum frequency and band width for
meeting the QoS of the services. The results of the framework were very interesting in the way that
the spectrum occupancy behaviour is learnt extremely fast and very accurately, thus the RD can
decrease significantly the energy it spends for spectrum sensing and then it can use this information
for identifying what is the optimal spectrum fragment to select.

Further optimization of the wireless resources within networks of RDs is achieved by grouping the RDs
into clusters and executing a novel frequency reuse method among the network of clusters. This
method can be applied in cases where the network deployment follows the classic cellular scheme
where RDs are connected to the Cluster-Head and all the RDs within the cluster share the same
frequency for the wireless connectivity. The proposed technique can propose an optimized way of
allocating the frequencies in such network of clusters, in a way that the interference between clusters
is minimized, which can result in a maximization of the throughput per cluster and a maximization of
the spectral efficiency. Then, in cases when some clusters are overloaded, they can borrow resources
from their neighbouring clusters using the proposed negotiation protocol presented in the document.

Another key innovation presented in the deliverable is the virtualisation of the network interfaces of
the RDs and the creation of virtual network interfaces for allocating each requested Service in only one
virtual interface. The latter can be either a single physical interface or can aggregate resources of
multiple physical interfaces for meeting the QoS requirements of the service. Another technique for
the optimal allocation of resources to RDs when they have heterogeneous interfaces is also proposed
aiming to ensure that the RDs will always select the most appropriate interface/technology in terms
of both performance and cost. This technique can be easily used by mobile RDs in city environments
where multiple WLAN deployments coexist with mobile networks.

The final goal of this deliverable was to present techniques utilized for optimizing the delivery of data
from the devices to either other devices or to the Middleware. In this respect two mechanisms are
developed within the project — one for ensuring that only trusted intermediate nodes are selected for
routing the data and another one for multicast forwarding. The former technique is more abstracted
and can work with overlay networks, since it abstracts the heterogeneity of the networking technology
of the RDs, while the latter is specific for 6LOWPAN networks. The latter technique is extremely
lightweight and very efficient and a prototype implementation on Contiki OS is also presented.
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Parts of the work done in this deliverable will be used for input in the rest of the deliverables of WP4
for either optimizing the mechanisms for their energy efficiency (to be delivered in D4.2 in August
2015) or for assessing their scalability (to be delivered in D4.3 February 2016). Furthermore, as will be
described in more detail in D5.1 (due April 2015) most of the techniques presented in this deliverable
will be implemented and tested in either experiments or real-world trials, in order to test their
performance and their efficiency in real deployments. Early results will be used to define the system
interfaces and refine the system architecture to be delivered in D2.5 due August 2015.

This document aims to stimulate more researchers in the l1oT world to work towards developing loT
mechanisms for Dynamic Spectrum Access (DSA), because the need for enhanced connectivity of loT
devices nowadays is of outmost importance and existing techniques (without DSA) cannot ensure the
high connectivity of the loT devices. It is assumed that the progress in the 10T hardware in the near
future will also assist towards the implementation and the testing of DSA techniques in real-world
deployments. A first step towards this has been presented in this document with the SDR-based
prototype, which will be enhanced and improved in the next months of the project. However, real-
world testing of DSA techniques is not really possible in the TV white spaces due to the lack of
regulations to allow transmissions in these spectrum bands. We hope that the EU regulations in the
near future will be altered to allow such operation in the TV white spaces, so that loT can really benefit
from the capabilities of Cognitive Radio and ensure the optimum connectivity of the millions of devices
in urban environments.
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