SERUM

Deliverable D3.2

Privacy enhancing techniques in the Smart City applications

Editor: Henrich C. Pohls, Ralf C. Staudemeyer, UNI PASSAU

Deliverable nature: Report (R)

Dissemination level: (Confi-

dentiality) Public (PU)

Contractual delivery date: 31. August 2015

Actual delivery date: 2. September 2015

Privacy researchers, Policy decision makers, IERC, 10T application devel-

Suggested readers: L. .
opers, loT system administrators, security experts

Version: 1.0

Total number of pages: 292

RERUM, Internet of Things, smart cities, applications, use-cases, smart
transportation, home energy management, environmental monitor-
ing, comfort quality, privacy, location privacy, redactable signatures,
anonymity, pseudonymity

Keywords:

Abstract

Privacy must be a major concern in any loT related project, ever more so in Europe which values data
privacy protection and thus privacy-by-design becomes a legal obligation. Legal issues aside, as RERUM
is focussed on the technology, achieving a high level of privacy is of paramount importance in the smart
cities domain to initially win —and keep— citizens’ active participation. D2.3 included components for a
privacy-aware architecture of the RERUM platform and D3.2 gives the details on the design of the privacy
components. To enable privacy D3.2 builds on top of RERUM’s baseline security concepts described in
D3.1, especially confidentiality protection and authentication capabilities are required to build privacy.
Privacy-by-design has to cover the whole 10T, its a truly cross-cutting topic: not only does it need to be
considered on all architectural layers, i.e. its vertical to the ISO/OSI layers, it is also crossing the towards
the socio-technical domain. D3.2 focusses on the Privacay Enhancing Technologies (PETs): A Consent
Manager and a Privacy Dashboard to check and set Privacy Policies following the Sticky-Policy-approach,
a Privacy Policy Enforcement Point, components to minimise data (pseudonym related components or a
special PET for geo-location privacy), and an enhanced integrity component using Malleable Signatures.
Hence, in this deliverable we describes RERUM'’s steps towards allowing the 1oT to adhere to privacy-by-
design.
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Executive summary

This deliverable presents the core results of the RERUM project in the area of Privacy in the Internet of
Things (loT). Up until now, there were only few EU projects that had dealt with the issue of privacy in
this area, because their focus was mainly on developing the foundation technologies for making loT a
reality. However, RERUM, being a project working in the area of Smart City applications, acknowledges
the fact that users’ private data can be at major risk in smart city deployments, where thousands (or even
millions) of smart devices are monitoring their everyday life activities. It is understandable though, that
not every person has the same sensitivity considering the privacy of their data and many citizens do
not have a clear view on which data are considered private or not. Nevertheless, the EU has set specific
Directives for handling private user data and these should be followed at any given deployment of smart
city applications.

RERUM, acknowledging the EU Directives and requests for a safer and more secure loT, aims to build
an architecture based on the concepts of security and privacy by design. The technologies for making
loT more secure were presented in RERUM Deliverable D3.1 that was delivered in March 2015. This
deliverable aims to provide the reader with a detailed overview of the privacy issues in the loT and the
proposed technologies to protect the privacy of the citizens’ sensitive information in smart city applica-
tions. As it is described in the RERUM System Architecture in Deliverable D2.5, RERUM has defined a
large set of Privacy Components that are closely coupled with the RERUM Middleware, for ensuring that
whenever required, the information that is passed from the RERUM System to the applications will be
cleared of any information that could allow the tracking of individuals or the linking of data with users.
Furthermore, privacy enhancing components are also installed on the devices to provide a first low-
level step of privacy when data are gathered and transmitted to the gateways. Of course, the ultimate
decision on handling their personal data should be taken by the users and for this reason, the RERUM
Privacy architecture gives the power to the users, allowing them to set their own policies for handling
different types of data gathered by the devices. When such policies do not exist, the users are being
asked to provide their consent to applications that are requesting more information. This dynamicity of
the RERUM architecture when handing personal user information is a key point for making the future
Smart City deployments privacy-preserving by design.

Due to the very technical nature of the deliverable, for easing the understanding of the proposed tech-
nigues, an introductory section discussing the requirements of “Privacy by Design” and the existing
methodologies is included with the document, followed by a glossary to provide the explanations for
the different terms that are used throughout the document. Then, the following components and tech-
niques are described and analysed:

e Consent Manager, which is the main component of the architecture that connects the “data sub-
ject” with the applications that are requesting their private information and asks the “data sub-
ject” for its consent, when required.

¢ Privacy Policy Enforcement Point, which shows how RERUM deals with the enforcement of the
privacy policies that are set either by the administrator of the system or by the user himself.

e Deactivator/Activator of Data Collection, which is closely connected with the RERUM Middle-
ware component that gathers the data from the RERUM Devices and can either de-activate the
collection of data from some devices when there is a need to protect the user privacy or re-activate
the collection when these data are requested by approved applications.
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e Privacy Dashboard, which is the main component of the architecture that gives power to the
users for handling the policies for their private information.

¢ Anonymising, Pseudonymising Management and De-Pseudonymiser, which are the components
that are hiding the identities of the users from the applications, not allowing third parties to track
down individuals through their identities.

e Geo-Location PET, which enables the system to not allow the disclosure of the location of indi-
viduals in applications like the traffic monitoring where the location of the users is being gathered
by the devices.

e Security Techniques for Enhancing Privacy, discussing how some of the security techniques de-
scribed in D3.1 can indeed be used for enhancing the privacy of users. These techniques are
the data encryption, D2D authentication, credential bootstrapping, and integrity generation and
verification.

* Privacy Policy Checker and Attribute Need Reported, which are closely connected with the access
control mechanism and check the privacy policies each time an application requests to access the
user attributes, as well as they renew the set of attributes that need to be checked, enhancing
the dynamicity of the system.

o Sticky Policies, which are basically privacy policies that are stuck to data as they are transmit-
ted all the way in the system, helping to promote the awareness of allowed actions and consent
obligations for them.

e Malleable Signatures, which allow the signer to control authorised changes to signed data for
enhancing the data privacy.

e Data Perturbation with Integrity Preservation, which allows intermediate authorised nodes to
modify the data that are transmitted by the devices in order to enhance the system privacy by
wiping out identifiable information, without unduly affecting the integrity of the data.

e Leakage Resilient MAC, which are message authentication codes that are preventing the leakage
of sensitive information via side channels.

After presenting the entire list of RERUM privacy enhancing techniques, a discussion on the application
of those techniques on the RERUM use cases follows. This chapter provides an excellent approach on the
application of the various privacy techniques on the use cases, discussing the requirements of those use
casesin terms of privacy and how each of the developed technique helps to address these requirements.
This could be also quite interesting to service providers and system administrators in order to understand
which of those techniques can be utilised for other applications that they provide. Finally, some open
research items that have been identified are briefly described in order to stimulate future research in
the very interesting area of privacy in the loT.
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