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Executive Summary

Formed in June 2010, the so-called ‘Smart Grid &talder Group’ (SGSG) is an open group of
industrial players interested in the Smart Enemgya. Five meetings of the group were organiserksin
has been founded, and the number of participatigarosations has grown to over 60 organisations.
Further developing the SGSG and organising therimmddion exchange between the SGSG and the
project is a major activity in FINSENY. A close kirwith the SGSG has been established to foster the
information exchange between the whole Europeangyrend ICT community.

The main topics of this sixth SGSG meeting on Fatyuf™ 2012 in Berlin were to

- introduce to the SGSG the GRID+ Project and it® riol the Europe Electricity Grid
Initiative (EEGI)

- present the ISGAN Project structure and workinggpem in order to develop a better
understanding of the mechanism for bringing higkelegovernment attention and action to
accelerate the development and deployment of snelgetricity grids around the world.

- distribute and discuss the latest information & @EN / CENELEC / ETSI Smart Grid
Coordination Group — especially regarding the VifagkGroup Sustainable Processes

- update the community regarding the FINSENY Visiord dCT design principles for a
Smart Grid

- introduce the Future Internet Services core-platfapproach of the FI-WARE project

- offer additionally breakout sessions in order tepbn specific Smart Grid topics with a
focus on important ICT requirements in the SGSG roomity.

The objectives of this SGSG meeting were the intetidn of new projects, the information sharinghwit
the Smart Grid Stakeholder Group and to reinitiaéediscussion about further relevant topics fer th
community.

Several recommendations have been derived durengreting. These are:

Recommendations from break-out session Security
e Privacy as important topic in Smart Grid needs @ewscope within the ICT requirements of
FINSENY

Recommendations for break-out session SLA (Servideevel Agreement)

< Provide a clear definition of SLA able to take imttcount possible differences that are expected
between countries, between B2B and B2C, between ety point of view (consumers,
producers, regulators, ...)

« Define a list of Classes of Services with eachstifined as a list of parameters and expected
parameter values (e.g. delay < 20 ms, 99.9% of)tand each class related to a specific use
case. Compare such a list with QoS used and rexglibgttop runners in the world. Socialize
such a list with SGSG members before the next mgetnd have then a discussion

Recommendations from break-out session Interoperaliy & Auto-Configuration
< Interoperability at service layer is most challentgiand a preferred topic for further detailed
studies

e Interface CEMS<->Aggregator is very important innp@&mart Grid use cases but not clear
defined. FINSENY could study this domain interfioegween Smart Grid and Smart Home in
more detail.
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1. Introduction

The objectives of this sixth SGSG meeting wereitt@duction of new projects, the information shari
with the Smart Grid Stakeholder Group and to riitétthe discussion about further relevant topacs f
the community in order to stimulate the SGSG tasks:

— advance the mutual understanding between the ea@d)yCT industries on common
challenges and technical solutions

— ldentify business & research cooperation opporiemin European and national
programs

— Form new cooperation / strong consortia for commasearch activities, including
common or federated trial implementations

— Stay in contact with relevant players, communitibe, relevant European project
activities (e.g. FP7, national projects, FIA) asdue a high awareness of their results
and open issues

Therefore the main topics of this sixth SGSG megtin February, 12012 in Berlin were to

introduce to the SGSG the GRID+ Project and it® rol the Europe Electricity Grid
Initiative (EEGI)

- present the ISGAN Project structure and workinggpem in order to develop a better
understanding of the mechanism for bringing higkelegovernment attention and action to
accelerate the development and deployment of snelgetricity grids around the world.

- distribute and discuss the latest information & @EN / CENELEC / ETSI Smart Grid
Coordination Group — especially regarding the VifagkGroup Sustainable Processes

- update the community regarding the FINSENY Visiord dCT design principles for a
Smart Grid

- introduce the Future Internet Services core-platfapproach of the FI-WARE project

- offer additionally breakout sessions in order tepbn specific Smart Grid topics with a
focus on important ICT requirements in the SGSG rooimity.

To achieve these objectives, the agenda has bagnaedescribed in Section 1.1.

1.1 Agenda

10:00 - 10:15 Welcome & approval of agenda

10:15-10:35  Grid+
(Ludwig Karg, B.A.U.M. Consult)

10:35-11:00 ISGAN
(Michael HilbnerFederal Ministry for Transport, Innovation & Technology
Energy & Environmental Technologies)

11:00-11:40 CEN/CENELEC/ETSI Smart Grid CoortloraGroup — Working Group Sustainable
Processes
(Johannes Stein, VDE)

11:40-12:00 The FINSENY Vision and ICT desigmpiples for a Smart Grid
(Dr. Kolja Eger, Siemens AG)

12:00 - 13:00 Lunch
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13:00 - 13:30
13:30 — 15:00
15:00 — 15:30
15:30 — 16:00
16:00 — 16:30
16:30-17:00

Challenging ICT Requirements for aB@rid — Findings of the Questionnaire
(Dr. Kolja Eger, Siemen AG)

Break-out sessions on specific IGuirements

Session 1: Security
(Lionel Besson, Thales)

Session 2: Service Level agreement: Technicabagahnizational challenges
(Jonas Fluhr, RWTH)

Session 3: Interoperability & Auto-configuration

(Dr. Kolja Eger, Siemens AG)
Coffee break
Wrap-up of break-out sessions
FI-WARE: Core platform of the Futlmeernet (Carlos Ralli)

AOB
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1.2 List of Participants
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Dr. Williams, Fiona Ericsson H
Maohr, Werner Mokia Siemens Metwarks *
Or. Fiedl, Johannes Siemens AG #
Or. Sauenwvein, Rainer Siemens AG #
Frank, Reinhard Siemens AG #
Or. Eger, Kalja Siemens AG b
Mesus, Daniela Alstom Deutschland AG
Or. Krewel, Wolfram Alstom Deutschland AG - Grid
Fernandes, Bosco Huawei Germarny
Hel®, Roland Werkstatt FOr Innovation
hWonti, Antanello E.ON ERC/HEWTH Aachen H
Oswald, Erik Fraunhofer ESK. Minchen
de Meer, Jan FU smartspacelab.eu GMEH
Besson, Lionel Thales Communications & Security *
EBernecker, Kerstin Okoplan GbR f Indep. Consultant
Oherbecourt, Yves EDF #
Hithner, Michael Bl TASGEAN
Smalka, Thomas STAWAG Metz H
Duisherg, Paul STAWAG Metz H
Gadde, Markus STAWAG Metz *
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Yogt, Friedrich TLIHH
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Lucia, Javier Telefonica [+0 H
Olschewski, Detlef CLECPA GmbH
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Jukka Salo Mokia Siemens Metwarks #
Stadler, Michael BTC AG
Eichinger, Frank SAP AG H
Fluhr, Jonas FIR at FWTH Aachen *
Fatsube, Yasuhiro TOSHIBA
Fai, Ju Siemens AG
Ilbeclk, Maximilian TU Minchen
David, Micloas ELECTROLLE

Page 9 (68)



FINSENY D1.4v1.0

2. Presentations and discussion

In this section a detailed summary will be giventbe presentations hold during the 8GSG meeting
and the discussions which came along. This is doyeshowing some selected slides from the
presentations and providing further explanatiords lzackground information.

2.1 The GRID+ Project
Presenter: Ludwig Karg, B.A.U.M. Consult

At first the European Electricity Grid InitiativeeEGI) was introduced that proposes a 9-year Europea
research and development program founded by thepEan Electricity Transmission (ENTSO-E) and
Distribution Network (EDSO-SG) operators. Twelvendtional projects were defined for distribution

grids and these are implemented by local demoimtratrojects and related research projects. Figure

shows the defined functional smart grid levels #redassociated functional projects.

The EEGI Process Management is split into two mains the Screening and the Gap Analysis working
areas. Based on this process the Programming Reeondations are derived for the EU commission and
the different national levels. Figure 6 faces ddfe challenges and therefore in the program of &P7
support action has been defined and implementedganize and develop the networking process of the
EEGI.

The GRID+ project implements and supports the neting process of EEGI in 2012-2014, within and
beyond the European borders. One main focus isrthancement of the delivery (by the European
network operators) of the new knowledge that isleddgo deploy Smart Grid solutions. The GRID+
consortium itself contains of 14 partners, showhigure 8. Seven different Work packages are
interacting and explained briefly in the following
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| GRID+

WP1 “MAP” delivers, for each year of duration of the praject updated map of RD&D activities in
Europe and abroad, mapping the data against thetjgs and goals of the EEGI roadmap. Also mapping
and gap analysis is part of this work package.

WP2 “INTERACT” coordinates a process for exchange of informa#stablishes bidirectional
interaction between EEGI projects and other inites, installs a feedback loop.

WP3 “MONITOR” creates a labelling process and validates propbsealed on this process. Program
and Project KPI are defined and validated and emtditly a portfolio of possible financing schemss i
provided.

WP4 “REPLICATE” determines the scalability and replication of thrag grid projects of the EEGI

WP5 “DISSEMINATE” covers all parts of dissemination like rules amalg, action plans within and
beyond the EEGI initiative.

WP6/7 “UPDATE” focuses on the periodic review of the roadmap a@&wd R&D projects. The
communication to all stakeholders, public considtat, workshops and priority adjustments are other
main working areas in this WP.

The interworking between the Grid+ and the FINSENYject should focus on two main parts:
e the Integration of the FINSENY into Grid+

« the collaboration and information exchange durhgyEINSENY Smart Energy Trial definition
phase

Page 11 (68)
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SEVENTH FRAMEWORK
PROGRAMME

| IGRID+

Lew

Ludwig Karg

B.A.U.M. Consult GmbH

BAUM. Gotzingerstr. 48/50

D-81371 Minchen

Tel. +49(0)89-18935-200
L.Karg@baumgroup.de, www.baumgroup.de

Figure 1: GRID+ Project

European Electricity Grid Initiative (EEGI) JM SRID+

» founded by European electricity transmission (ENTSO-E) and
distribution network (EDSO-SG) operators together with ETP

¥ member states nominated representatives

¥ proposes a 9-year European research, development and
demonstration (RD&D) programme with 2 BE covering the
expected participation of regulated networks, market players,
research centres and universities

¥ implementation plan 2010 to 2012 defines 12 functional projects
for distribution grids with estimated costs 1.2 M€
¥ significant share of public funding from European sources

# National support to encourage substantial benefits at national level cover
costs of the market players

)7/

vt Ludhwig Karg, B.A UM, Consult Minchen f Berlin 2

Figure 2: GRID+ / EEGI
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The Challenge of EEGI M SRID+

» EEGI implementation plan (2010 to 2012) defines 12 functional
projects for distribution grids

¥ Functional projects shall be implemented by local demonstration
projects and related research projects

&

BAUM, Ludwig karg, B A LM, Consult Minchen { Berlin 3

Figure 3 GRID+ / EEGI Challenges

=~
EEGI SG Model and functional projects ﬂ[““_‘l’h hﬂlD*_

SMART GRIDS MODEL Functional projects

D1. Active Demand Response
D2. Energy Efficiency from integration with
Smart Homes

Level 5: Smart Customers
Customers aware and actively participating

Level 4: Smart Energy Management
Management of end-use energy efficiency,
aggregation, retail

D3. Metering infrastructure
D4. Smart metering data processing

D5. DSO integration of small DER

D6. System integration of medium DER
D7. Integration of storage in network mgt
D8. Infrastructure to host EV/PHEV

Level 3: Smart Integration
Renewable energy, DG, electric vehicles,
electricity storage and aggregation

SMART GRIDS
Functional level

w YTz @ wvrn

Level 2: Smart Distribution network

More automated MV distribution networks with
self healing capabilities.

Monitored and controlled LV networks

ICT supported processes

D9. Monitoring and control of LV network
D10. Automation and control of MV network
D11, Methods and system support

D12. Integrated communication solutions

Ludwig karg, B A LM, Consult Minchen f Berlin 4

Figure 4: EEGI Functional Projects
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AT
EEGI Mapping and Gap Analysis

3
Screening L Gap Analysis
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= D5.06 09,010 5 = ps.06 08,010 2
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J Process management (AIT)

Vv

Ludwig kargy, B AL M. Consult Minchen FBerlin

Figure 5: EEGI Mapping and Gap Analysis

The Challenge of EEGI t“ H‘I‘ll GRID+

» EEGI implementation plan (2010 to 2012) defines 12 functional projects
for distribution grids

¥ Functional projects shall be implemented by local demonstration
projects and related research projects

¥ European member states have started programmes and initiatives to
develop Smart Grids demonstration projects

¥ EEGI Member States Initiative: Pathway towards functional projects
-—-- Mapping and gap analysis under Austrian lead --—

¥ EEGI needs support
= FP 7 projects started or under development

= FP 7 support action m! SRID*

O
Ludwig Karg, B.ALUM,. Consult Mdnchen 7 Berlin g

Figure 6: EEGI Challenges
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M GRID+ Goals

» implement and support the networking process of EEGI in
2012-2014, within and beyond the European borders

» play important role in networking national projects and initiatives

» put EEGI in the position to enhance the delivery (by the
European network operators) of the new knowledge needed to
deploy Smart Grid solutions in the most effective way possible

MAKEIT Il makerr B maker i
RATIONAL || FEASIBLE Jj| HAPPEN |

Pk
% Ludhwig Karg, B.A UM, Consult Minchen / Berlin r J 10
Figure 7: GRID+ Project Goals
I
. =
The Consortium M“@—.—'-B-Ln_——
& RSE
entso@ ~ (@ SINTEF
EDSO ¥
TP,
zabala  £n | Cowss
Bache;
gis @ FICHTNER
£ BAUM
S% Ludwig Kam, B.ALLM. Consult Mdnchen 7 Berlin 11

Figure 8: GRID+ Consortium
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Challenges and Opportunities for FINSENY IHL GRID+

» Cooperate with mapping in FINSENY (WP 1)

» Match IT driven views of FINSENY
with Energy driven views of GRID+

>>> Feed FINSENY vision into GRID+

» Consider GRID+ labelled projects when defining FINSENY
Smart Energy Trials (WP 7)

¢ + BRID* = Smart Energy

Ludwig Karg, B.ALUM,. Consult Mdnchen 7 Berlin 20

FEALIM

Figure 9: GRID+ and FINSENY Opportunities
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2.2 Energy and Environmental Technologies
Presenter: Michael Hiibner, Austrian Federal Migibr Transport, Innovation and Technology

Mr. Michael Hibner, responsible to manage the tleemehe SMART GRID area of BMVIT (Austrian
Bundesministerium fiir Verkehr, Innovation und Tealogie) introduced the International Smart Grid
Action Network (ISGAN).

The mission of the cooperation platform ISGAN addes to stimulate the high-level government
attention and to accelerate the smarter electrits gltevelopment and deployments world wide. Fidiire
explains more in detail the ISGAN aims. In ordefuidil the world wide approach, different natiofiem

the continents Europe, Australia, South AmericajtfNdAmerica and Asia are presented as ISGAN
participants in Figure 12. Additionally the contmeéAfrica is already invited and represented bytBou
Africa. Thus, ISGAN will leverage the cooperatiorithwthe global smart grid federation and research
centres world wide.

The ISGAN initiative is only 1 of 11 Energy Minisial Initiatives and therefore well integrated in a
broader program setup. ISGAN itself defines 4 défe work packages named as Annexl, ..., Annex4.

Annexl is entitled with “Global Smart Grid Invengdr The main goal of this work package is the
development of an unified assessing framework forars grid features and technologies. The
identification of gaps and opportunities as wellsggergies in the smart gird technology area based
existing inventories is an additional working tagerived from this analysis Annex 1 will propose
recommendations for technology streams and dissgenthese results via appropriate tools.

Annex2, the “Smart Grid Case Studies” work packagsesses the best practice examples of current cas
studies on smart grid deployments. Based on thigsasnent a common methodology framework is
developed for future case studies. Another maigetaof this work package is the documentation and
communication of the lessons learned from the psemaind challenges of deploying smarter electricity
grids.

Annex3, described with “Benefit-Cost Analyses armblkits”, analyzes the benefit-costs of smart grid
technologies, practices and systems. Derived frbese analyses appropriate toolkits including KPI
definitions are developed to inform smart grid pglat global level to sub-national levels. Reguiato
utilities and other electricity system stakeholdesis use the developed toolkits to define and @eoid
system needs and set the right priority for investnin the smart grid area.

Annex4 title is “Synthesis of Insights for Decisibtakers” and this working package is the knowledge
management and info sharing by design. This Anmeggrates the knowledge and lessons learned
through the other ISGAN working packages.

Figure 18 shows the six main ISGAN collaboratiotivities and Figure 19 highlights the initiativesda
teams behind the collaboration activities.

The first official ISGAN results can be expectedi @i 2012. First ISGAN insides of the first 90 @i
days are available until April 2012.

Like Mr. Hibner mentioned during the presentatioe main challenge is the implementation of the smar
grid idea, due to the fact that the smart gridorisis clear and agreed in the community. Therefire,
world wide project coverage of ISGAN is needed thatludes the challenge to fulfil the specific
requirements of each nation.
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bm@

Michael Hiibner
Energy and Environmental Technlologies
Austrian Federal Ministry for Transport, Innovation and Technology

Smart Grids Manager BMVIT

EEGI- Ell-Team Memberstates Representative for Austria
ERA-Met Smart Grids Management Team Member

ISGAN EXCO Member

SGSWS, 1. Februar 2012

Figure 10: ISGAN Presenter

s o
ISGAN What and Why is ISGAN?

A mechanism for bringing high-level government attention and

action to accelerate the development and deployment
of smarter electricity grids around the world.

ISGAN...

* Fulfils a key recommendation in the Smart Grids Technology Action Plan
(released by Major Economies Forum Global Partnership, 2009)

* Was launched as one of 11 initiatives under the Clean Energy Ministerial (in 2010)

* |5 organized as an IEA Implementing Agreement (in 2011, under the EUWF and CERT)

* Sponsors activities that build a global understanding of smart grids, address
gaps in knowledge and tools, and accelerate smart grid deployment

* Builds on the momentum of and knowledge created by the substantial smart gnd
investments being made globally

o Wil leverage cooperation with the Global Smeart Grid Federation@ =555 and others

Gaobal Smart Grd Federation 4

Figure 11: ISGAN Mission
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Current ISGAN Participants

. . | | ]
Australio gl Indiicy . The Netherlands
Austia = ireland B [ Russia* —
- - -
Beigivm | B italy B sweden m—
canada [} Jopan® @ Swilzerand
. * * . . =] L]
Chind - Kored ‘@ UnitedKingdom ==
Finlang s Mexico - united states =
EUropean
-
France I I MNorway Sl o rission™ -
Gernany e - Plus five other countries invited to join:

Brazil, Denmark, South Africa, Spain, and Turkey

*Pariicinate through the CEM, but have not yef signed the Implementing Agreement

Figure 12: ISGAN Participants

One of 11 Clean Enerqgy Ministerial Initiatives

Super-Efficient
International Equipment and
Smart Grid Appliance
Action Network Deployment
\ Initiative \

Electric Vehicles Bioenergy
Initiative Working Group

N\

Clean Energy _
Carbon Capture Education and Clean Energy Global Superior
Use and Storage Empowerment Solutions Energy
Action Group Women's Centers Performance

\ Initiative \

Multilateral Solar and LED
Solar and Wind Energy Access
Working Group Program

N N\

N

Partnership

Sustainable
Development of
Hydropower
Initiative

Figure 13: ISGAN - 11 Clean Energy Ministerial Initiatives

Page 19 (68)



FINSENY D1.4v1.0

W Annex 1: Global Smart Grid Inventory
|_§,_C_:'|AN Objectives and Approach

* Develop a unified ISGAN framework for assessing smart grid
features and technologies

* Prioritize this framework for each participating country
{i.e., what are the motivating drivers and specific technology interests)

* Map this framework against existing inventories, surveys,
and assessments

* |dentify gaps, opportunities, synergies, and inconsistencies
and make recommendations, if appropriate

* Expand framework to take into account key metrics and indicators

* Develop appropriate tools for disseminating results
{complement, not duplicate existing platforms)

Figure 14: ISGAN — Annex1

W Annex 2: Smart Grid Case Studies
|_§,_C_:'|AN Objectives and Approach

* Assess best practice examples of case studies

* Develop and apply a common case study template &
methodological framework

e o

by
'r' Comparison between‘.l.
| Different Countries 1
]
[}

Regulatory

Relation &

Effects ~Environments

{Contexts)

------------------

Figure 15: ISGAN — Annex2
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ISGW Annex 3: Benefit-Cost Analyses and Toolkits
it b Objectives and Approach

* Assessment, modification, and application of methods to measure
the present level of maturity of networks (i.e., the “smartness™)

* Assessment, modification, and application of existing benefit-cost
methodologies and tools, as well as development of new ones

* From these analyses, develop appropriate toolkits
(including KPI definition)

» Range of levels targeted: From high-level, broad-based
methodologies to more detailed system-level approaches
to project- or technology-level approaches

» Builds on metrics and data identified by Annexes 1 & 2,
and other sources

Figure 16: ISGAN — Annex3

lSGW Annex 4: Synthesis of Insights for Decision Makers
et .. 2 Objectives and Approach

in short: Knowledge management and info sharing by design

* Develop a platform that compiles smart grid concepts from high-
quality sources and makes them accessible to policymakers
(e.g., online glossary)

* Produce brief, timely analytical reports that clarify important
issues or raise key questions in smart grid policy and
deployment

* Establish platforms (or augment existing ones) for knowledge
management and collaboration among ISGAN participants

* Develop other tools for collaboration and information sharing

Figure 17: ISGAN — Annex4
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Other Activities and Coflaboration

Integration of ENARD* Work Programms Cooperation with Other Imple menting
into ISGAN Agreements, such as DSM and 4E

itin 1 ity ‘5 { 1h ation Graup,

Smart Grid International Research Facility Governance During the Smart Grid

Network (SIRFN) — proposed Annex Transition - proposed Annex
dinated with | nart Gric {stial o JGLE)

Continuing Dialogue with Other Int’l
Efforts, Private Sector, etc. Smart Grid Interoperability Frameworks
{ E il APEC art 5n — proposed Annex

* Beyond ISGAN, there is...

. T w5 onmw
o Global Smart Grid Federation — private sector ISGIANW

o APEC Smart Grid Initiative ﬁ__,;n-__m-_"{'_:,;
o US-EU Energy Council smart grid work
RQRE
o Sman Grid Interoperability Panel SOOI
Global Smart Grid Federation

o European Electric Grid Initiative

o European Energy Research Alliance SG i P

Joint Programme
o EC Joint Research Centre mapping efforts r,af:--’ i ™
(with Eurelectric) PEC
o EPRI Sman Grid Demonstration Initiative Asia-Pacific

o ...and many more

Figure 19: ISGAN — ISGAN Collaboration
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2.3 DKE Expertise Centre Standardization E-Energy / Sma Grids
Presenter : Johannes Stein, VDE DKE

Johannes Stein, the convenor of the Working Gr@ustainable Processes” in the SG-CG, presented the
“CEN / CENELEC / ETSI Smart Grid Smart Grid Cooraliion Group (SG-CG)” which addresses the
Mandate M/490 on Smart Grid Standardisation.

CEN/CENELEC and ETSI are forming this coordinatigzoup and work together on the EU Mandate
M/490 — Smart Grid Standardisation. Under the M/d#hdate the group develops and updates a set of
consistent standards in order to enable or famglitaEurope the implementation of the differerghhi

level Smart Grid services and functionalities. @uScope are the Building, Industry, Appliances and
Home Automation area.

The main working areas of M/490 are the “Referefuahitecture”, the “Sustainable Processes” and the
“Information Security”. First standards can be &xed until end of 2012 and the key issue “IT-Siegur
Data Protection and Data Models” is especially adsied with the new proposed SG-CG structure
(Figure 22). Four different work groups are setiruthe SG-CG

* WG RA: Reference Architecture
* WG FSS: First Set of Standards
WG SP: Sustainable Processes
WG SGIS: Smart Grid Information Security

The first Smart Grid Architecture Model (Figure Zpans the architecture over the defined Domales li
Generation, Transmission, Distribution, DER andt@urer Premise and the defined Zones like Process,
Field, Station Operation, Enterprise and Markette TComponent Layer, the Communication Layer, the
Information Layer and the Functional Layer defihe tifferent system levels.

The use case collection, management and suggéstiprnocess within standardization are the main
working areas in WG SP (“Working Group Sustaindblecesses”). The Use Case Management, Figure
25, documents the different process steps in dodigansfer a generic identified use case setanto
standardization process.

Three different templates - Short Version, Gengrakion and a Detailed Version - are used to cbllec
400 Smart Gird use cases. Different stakeholdzupg like Smart Grid R&D projects, national and
technical committees or individual companies cdutied to this working task. E.g. FINSENY provided
substantially their results from the scenario extiun as an input. The use cases itself build the
fundamental for further development of standardguife 26, Figure 27). A process (Figure 29) defines
the handling of the use cases and maps finallyses cases into different well defined domains.

The Generic Use Cases are split into four aredstribution Network/Management, Network User
Flexibility, Electric Vehicle and Others. Figure 88ows in more detail this generic structure. Tke U
Case Management Repository (UCMR) offers an ordieess and a common working space to the use
case collection (based on the open source profgutohos”).

The creation, validation and the publishing of tise cases is one main working task of the SG-CG
project. Additionally the identification of the si@dards, that can currently be used in the EuroparSm
Grid deployments, as well as the solution of thentdied gaps and the systematically identificatidnhe
gaps in the Smart Grid standardization describ&StBeCG activities.
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DKE Expertise Centre
Standardization E-Energy / Smart Grids

~= CEN/CENELEC/ETSI

Smart Grid
Coordination Group —

Working Group
Sustainable Processes

Johannes Stein

DKE German Commission for Electrical, Efecironic & Information
Technologies of DIN und VDE

Membaer of the 5G-CG Steering Group,
Convenor Working Group Sustainable Processes

1 February 2012
Smant Grid Stakeholder Group, FINSENY, Berlin

vou O m

Figure 20: SG-CG Presentation

Standardization Mandate M/490
Smart Grids

EU Commission

ISSLIE'.'S

EU Mandate M/490 LU
on Smart Grid Standardization

accept and work on

Standardization I:ENEI.E[: E Erﬂ((([_j)).

.

Smart Grid Coordination Group

voR 68

Figure 21: SG-CG — Mandate M/490
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B CENELEC ETSIC )
Proposed new structure

Smart Grid EC Level
Coordination
Grou

{former J

Steering JWG Level

1
I
1
1
Committee
Mandate Scope :
1
. Repart 2.0 .
« Ligisons :
= Promotion :
Y Circt Tt af B Coetaimable B Defaramea B [aforrnatimn 0 R R 1
MIET
= JIsC
TC Level - China
+ Bc.
Page 9 CEMACEMELECETSI Joint Working Graup on standards for Smart Grids - EMNTWURF @ CEM-CEMELEC-ETSI
2011

Figure 22: SG-CG — New Structure Model

Current Activities of the Working Groups which are
working for the SG-CG

~ WG RA Reference Architecture

Repont Reference models: Conceptual, functional,
IT/Communication

= WG FSS First set of standards : F

Work Program, Gap List, Coordination of work on the gaps in
order to close them (Dashboard)

r WG SP Sustainable Processes
Report, Use Case Collection, Harmonization,
Lise Case Management

= WG SGIS Smart Grid Information Security:
Report and Analysis

vor [OiF m

Figure 23: SG-CG — Working Groups
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Smart Grid Architecture Model
— first version

Smart Grld s Subfunctions
Architecture Model Usecase

Represents use cases including

logical functions or services /
independent from physical {
implementations \

Represents information objects L ekl

or data models reguired to fulfill
functions and to be exchandged
by communication

information Layer

Represents protocols and
mechanisms for the exchange
of information betweean
Componsnts

Represents physical
components which host
functions, information and
communication means

vom O

Figure 24: SG-CG — Architecture Model

Process of Use Case Management

1. Development of template etc.

2. Ask stakeholders to provide their most relevant smart grid use cases on a
high level description until 11 Nov 2011

K stakeholders: SGCGHWGS, TCs, NCs, R&D projects, associations
K further support contacting stakeholders (especially R&D projects)

5 (Generic use cases - Middle Nov / Beginning Dec 2011 I,.x’m“\l

4 Report - Middle of January 2012 Sfageuqﬂz'dfg:s I

5 Commenting phase: discussion of the selected acceptance /
generic use cases - January/ Middle of February 2012 _— [0

6. Detailing the selected generic use cases __—— — Feses |

7. (Generic use cases -> basis for funther analysis and for other WGS\“ ~

g Transfer the further collection of use cases into a standardization process,
first collection as basis

DKE -

Figure 25: SG-CG — Use Case Management
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Different Templates

Wy different ternplates?

= Low barrier — start with an easy template

= Shart time frame for the Use Case Collection

= Owerlap during first collection — avoid double work from different stakeholder

but: Thereis a seamless way from the short version to the detailed one —no repetition is needed

Short VYersion

haost important information
from Chapter 1+2

Short Version General
Version

General Version
Chapter 1 + 2

Detailed Version

. . + Chapter 3
Detailed Version

Figure 26: SG-CG — Use Case Templates

DKE

vou i

Use Cases for Standardization

Use Cases are the basis for further development of standards in
complex systems in the following areas

K Interoperability
n Define how standards are used
s Define abnormal (error) situation handling

K Technical requirements
] IT security and privacy
= Safety
u Fatformance

K Terminology
= new terms for the IEY based onthe smart grid glossary

K Standards gap analysis

= Please, referto |IEC / TC 8 activities around use cases

voe (iR m

Figure 27: SG-CG Use Case - Fundamental for Standdization
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Use Case Collection and Analysis

~  More than 400 use cases received
-= Thanks to all contributing stakeholders

Main stakeholder groups had been:

~

AAA3A

=  Alluse cases had been screened:

[
~

~

~

DKE

vou i

Smart Grid R&D projects
Technical Committees (TCs)
MNational Committees (MCs)
Individual companies
Associations

Mearly 70% analyzed more deeply -= more than 300

Qwer 80% used the distributed templates (mainly shart form)
Dthers wery similar format

45 use cases directly into the Use Case Management Repository [UMCRE,
Online Tool)

Level of detail was very different

Figure 28: SG-CG Use Case Collection

DKE

vou i

Use Case Collection

Il

Grouping in Clusters

11

Grouping in Main fields
(more detailed)

B In Future

Detailing of
Generic Use Cases

Analysis

Generic Use Cases

11

Mapping of
Generic Use Cases

Adding new
Generic Use Cases
in relation to existing ones

Figure 29: SG-CG Use Case Process
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Structure of Generic Use Cases

Generic Use Cases -

Structure
[ : 1
gj‘gﬁ:g“" :"*“'* £ | WGSP-2000 - Network user | WGSP-1000 Electric Vehicle (EV) Dthars
S;n shiise ﬂ;‘; EJ'"""‘“‘“ flexibility and its use in z =
: eperation and markats 1 WGSP.1001 EV recharge possibility ‘ | Smart Metering
WGSP-0100 Fault [ | WGSP-1002 Electric Vehicle
Registration, Isclation | WasSP-0ane Formeast | [EV] charging and power feed | Security
and Restoration FLIR T
. WGSP-0101 Short term load and | WGSP.A002 Smart charging
WOSP-0200 Voit V. goneraticn fomcasting 3
Cptimization ki 5 WGEP.1003 New mobile billing systems
£ [ WaSP-2100 CEMG [Rimart Homs / WGSF-1004 EV charge infrastructure
WGSP-0400 Mircognd Bullding  DER) management system

WGSP-0600 Manitoring WEEP-2200 Emergency DR
2 =

WGSP-2500 Auto reglstration

WESP-2600 Markel Participation

wvioE i -

Figure 30: SG-CG Structure of Generic Use Case

Example — Relation of GUC to the received
uc

Generic Use Cases - Structure Example Use Cases

Distribution  Metwork [/ Distribution  Management

System (DMS)

WGSP-0100  Fault  Registration, Isolation  and | TC57-0001, W2E-0002, FIN-0002, FIN-8884. 1
Restoration FLIR ETS1-0004, ON-0014, ON- DD15-\F|NS EIDDE a»

Ener-0005, Ener-0007

1. Fault detection and clearance

2. Fault localization

3. Fault isolation

4. Systemn restoration

WWGESP-0200 Yolt Var Gptimization WO ENMET-0015, RSE-0001, DKE-0001, DKE-
FFHMN-0004, MOMA-DODT, ORFBEH,.
FING-0003, FINS-0014, FINS-0020, FINS-
oH2d,_FINS-0022, FINS-0023, Ener-0008
Ener-0022,  TC205-0047, (TC205-0047),
DkE-0025, RWE-005, RWWE-006, RVWE-O07

WWGSP-0400 Mircogrid (/*'Fl'rié-uum, FINS-0031, FINS-0033, Fikis-
| D040, FINS-0041, ENNET-D014 )

] ' ' e

DKKE .

Figure 31: SG-CG Use Case Mapping to Generic UC
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Use Case Management Repository (UCMR)
Online Tool Based On Open Source ,,Chronos*

Use Case Management Tool

Web 2.0 User |nterface

Actors, Use Cases,
Technical Requirermerts | -

Use rwo s pace
LEerworks pace

LEervworspace

vos il

Figure 32: SG-CG Use Case Management Repository

: : Time Horizon
= ETSI Under discussion
B CENELEC \@ 7D First set of standards

Ready by end 2012
Mandate — SG-CG work

1. What standards can be used in Europe today

for the implementation of Smart Grids?

2. Step Expected outcome

Map UCS to SGAM = e
— Target date
End 2012

WiE-FS5
First ==t of standards

WE-RA ’
Wis-SF Architecture Mod R R S—
Generic Uss Cases PR
3.step \_ L=
Locate standards |

Result
= Set of existing standards

Source ready for implementation
1. Step + »80% of all “necessary”
e | Map Use-Tases usage >y T | standards expected in
0 EG 1 Report R i this category
— |dEnt|f‘y' gEnEriC WE-RA (inline with main finding of NG report)
EGj Report ) Use Cases Architecture Mode
& Highlevel senices source: Dr, Ralph Sporer, Chairman
Page 75 CEMACEMELEC/ETSI Srart Grid Co-ordination Group © CEM-CEMELEC-ETSI 2012

Figure 33: SG-CG Mandate Stepl
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— : : . Time Horizon
cey ETSI Under discussion
B CENELEC FTR(E—) Work program finished

Review every 3 month
Mandate — SG-CG work

2. How can we solve the already identified gaps?

Accomplished outcome
2. Step @111~ be iterated)
Perform Gap Analysis —

31072011 —
WG-FSS’ WE-FE5
Pricritization Gap Analysis
Source =
3. Step e to fill gaps

Develop —
Methodolody  werss
Dashboard

= <20% of all “hecessary”
standards expected ih
this category

Cintine with main finding of JW'G report)

JWE Report source: Dr. Ralph Sporer, Chairman
Page T& CEMACENELESETSI Smart Grid Co-ordination Group & CEM-CEMELEC-ETSI 2012

Figure 34: SG-CG Mandate Step2

Time Horizon
Process set end 2012
lteration ongoing from

Mandate - SG-CG work 20

E CENELEC m@t @. Under discussion

3. How can we systematically identify additional
gaps in future?

2. Step Expected outcome
Map LICs to SGAM - :
4' Step s F ’ Target date
- [dentify ne - T fram 203
i aps :
yar HEW Gap List
rfollow process 2, from here)

o
v
5

G i U C | I |
e e 55 sumrmill Result
S :]E I = ldentification of “hew
ource 3. Step |1 {{h-| gaps” _ _
_______ 1. Step Locate [T T30 - Systematically investigate
e | IOENTR-HEW GENErC requirements cmAM need for new
Use Cases from findinds  for standards standardization according
— to the new process

Further finding=:
R&D, Filats, Implerentation

established by SG-CG

source: Dr. Ralph Sporer, Chairman
Page 77 CEMACEMELESETSI Smart Grid Co-ordination Group & CEM-CEMELEC-ETSI 2012

Figure 35: SG-CG Mandate Step3
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2.4 The FINSENY Vision and ICT design principles for Snart Grid
Presenter: Dr. Kolja Eger, Siemens AG (Technicahdger of the FINSENY project)

At first Dr. Kolja Eger introduced briefly to theew members and guests of the SGSG the FINSENY
project as part of the FP7 Future Internet Pubtica®e Partnership (FI-PPP) Programme. In the
FINSENY project, the key actors from the ICT anérgy sectors team-up to identify the ICT
requirements of Smart Energy Systems. The projaettidn is spanned over 2 years and 35 partnens fro
the energy and ICT domain are working together.

The project will lead to the definition of new stiins and standards, verified in a large scale pan-
European Smart Energy trial. Project results valitribute to the emergence of a sustainable Smart
Energy infrastructure, based on new products andces, to the benefit of all European citizens #rel
environment.

As part of the FI-PPP program, FINSENY will interedy analyses energy-specific requirements together
with the other FI-PPP projects, develop solutianaddress these requirements, and prepare for & Sma
Energy trial in phase two of the program. The grINSENY Smart Grid Stakeholder Group will
provide broad visibility of the on-going project tkan the energy community, enhancing the
acceptability of the project results and facilitgtihe development of the smart energy market.

Furthermore, a short summary was given about tNSENY Vision white paper which will be
published soon.

The current FINSENY working task is the developmefithe functional architectures for the five
selected scenarios (Figure 40) and the definitrmh@nsolidation of the ICT requirements. The latte
topic was also addressed in the following talk theddedicated break-out sessions.
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;‘F; FUTURE
INTERNET
ki PPP
FINSENY
The FINSENY Vision
and
ICT design principles for a Smart Grid
Event: Gth SGEG Meeting Date: Feb., 15t 2012 Frasenter: K0Olja Eger R
Figure 36: FINSENY — Presentation Title
ivz Requirements FUTURE
1 INTERNET
<= for a Future Internet PPP
FINSENY

iZontent
Management

Agribusiness
& Environment ]
ub|c Safety

Transport &
Mohility

|
|

. require today ‘ Ciowet Hosting ‘ ‘ Applicationss Senices Ecoslstorn & Deﬂ'very|

Lsage Areas like ...

or in future ... ‘ Data/ Context Management H Secunly |

‘ Internet of Things ‘ ‘ Interface 2 Networks & Devices |

... which should be provided in a generic way by the Future Internet

Event: Gth SGEG Meeting Date: Feb., 15t 2012 Frasenter: K0Olja Eger

Figure 37: FINSENY - Requirements

Page 33 (68)



FINSENY D1.4v1.0

:},‘ "i:- FI-PPP (Future Internet Public-Private- " FUTURE
s Fas ;
‘\""  Partnership) Programme USIERNET
FF;SE!‘;]T
|dentification of the FP7 Fulure Internet Public-Privale Partnarship Programme Architecture l
requirements for each . _
usage area

]

Generalization of
requiremeants

2011 2012 2013 2014 2015
Phase 1 Phase 2 Phase 3

P USE CASES
o

The doiailed FI-PPP work. programme is avisiaiie ad hipJieceuarops eufo
Implementation Deplov d ; i
of generic requirements PR IHRL e T Large-scale
as core platform applications on core platform testing

Figure 38: FINSENY — FI-PPP Program

".-‘,r

L= : . FUTURE
et.= FINSENY: : TERCer
==  Future INternet for Smart ENerg¥ PPP

FINSENY

Project details:

- Duration:

April 2011 - March
2013

- Partners:

35 partners from the
energy and ICT domain

DR~ "T" .
+ Budget: 9,3 Mio. Euro THALES|

+ Part of the FI PPP

program |
SESTILECON |
Event: Bth SGE5G Meeting Date: Feb., 15t 2012 Prasenter: KOla Eger ?

Figure 39: FINSENY — Project
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v, Selected scenarios i
‘(™ inthe FINSENY project INTERNET
<"
FINSENY

*  Distribution network
»  Microgrids
*  Smart Buildings

« Electric Mobility

ICT Technologies

For Energy

=]

Electronic Marketplace ;

i
#

.'Efu.ﬂ.rll: Vehicles . >

1 B sl i 2"
Smart Buildings .~
#

-

= Microgrids . e
» Electronic Marketplace e
." ’ e ™ Bi;tributinnw'liﬂ;i..
for energy il aat
GHdTe:hnnbudes
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2.5 Challenging ICT Requirements for a Smart Grid — Findings of the
Questionnaire

Dr. Kolja Eger presented the results of a quesagerabout ICT requirements in this presentatiarthe
five scenarios studied in the FINSENY project mitien 100 use cases were identified and analysed.
Furthermore, over 300 ICT requirements were idexatiind consolidated. Because of this large number
FINSENY extracted 20 important ICT requirementaiguestionnaire for discussions in the SGSG. The
motivation of this questionnaire is to find ouFINSENY missed important ICT requirements and to
identify those requirements on which the focus #&hbe in future work. The questionnaire is shown in
Figure 41.

6" SGSG Workshop - Questionnaire

One focus of the workshop is to discuss with yoailelnging requirements on today's information and
communication technologies from the Smart Grid pecsive and how a Future Internet can solve these.
To focus on the most important ones during thelbed sessions, please fill out the following
questionnaire (it is ok to skip a requirement ifiy@on't feel in the position to answer it):

What would you expect the Future Internet to bringto the Smart Grid that the current Internet
can't bring today?

The following part consists of a set of ICT reqments. Please evaluate importance and level of
innovation (i.e. how far we are from a realizatafrthe requirement) in the context of the SmardGri

If you have any additional comments about any remoént, please use the text box at the end of the
guestionnaire.

Requirement 1: Reliability & Availability

The energy system is a critical infrastructure asdeliability and availability has to be ensurédhis is
also a prerequisite for the ICT systems in the $@ad. It is required that the overall systemabust
against disturbances and failures to ensure tiestperation which demands for monitoring of desi
and network connectivity as well as replacemen¢sws.

g4

How important is this requirement in a Smart Gadtlqose one out of the following)?
o Musto Shouldo Couldo Won't o Don’t know

Level of innovation (choose one out of the follogj:
o State of the Arty Available soorno Challengings Far awaya Don't know

Requirement 2: Interoperability
Syntactic and semantic ICT interoperability (inéghgilCommon Information Models and ontologies)
between all elements (from generation to the custdia required for a Smart Grid.

How important is this requirement in a Smart Gabdqose one out of the following)?
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o Musto Shouldo Couldo Won't o Don't know

Level of innovation (choose one out of the follogjin
o State of the Arty Available soom Challengings Far awaya Don't know

Requirement 3: Mapping tool for information models
To cope with different information models (e.g. CINMC 61850) a flexible easy-to-use mapping too
required to map data points from different inforimatmodels onto each other.

How important is this requirement in a Smart Gadtlqose one out of the following)?
o Musto Shouldo Couldo Won't o Don’t know

Level of innovation (choose one out of the folloglin
o State of the Art Available soono Challengings Far awaya Don't know

Requirement 4: Communication network infrastructure

The connectivity is based on the infrastructuratdighed for all devices and systems utilising
communication. It is required that the network astructure builds on a combination of advanced
wireless and fixed architectures and differentasfructure ownership and operational models
(dedicated/public/shared).

How important is this requirement in a Smart Gabdgose one out of the following)?
o Musto Shouldo Couldo Won't o Don'’t know

Level of innovation (choose one out of the folloglin
o State of the Arts Available soono Challengings Far awaya Don't know

Requirement 5: Class/Quality of Service
It is required that the network infrastructure soiie numerous levels of Classes of Service, esgb#st
being guaranteed Quality of Service (QoS), the Woeghg best effort.

How important is this requirement in a Smart Gabdgose one out of the following)?
o Musto Shouldo Couldo Won't o Don'’t know

Level of innovation (choose one out of the follogjin
o State of the Arty Available soom: Challengings Far awaya Don't know

Requirement 6: SLA Management

In order to reflect different levels of QoS on simess level, a variety of Service Level Agreements
(SLASs) will be needed. An SLA Management is reqdivéhich comprises the negotiation of the
contract before run-time as well as the monitoohds fulfilment during run-time.

How important is this requirement in a Smart Gadtlqose one out of the following)?
o Musto Shouldo Couldo Won't o Don’t know

Level of innovation (choose one out of the follog)in

o State of the Arts Available soono Challengings Far awaya Don't know

Requirement 7: Performance Management
Performance management is required on differeitectural levels to guarantee reliable and expkc
Key Performance Indicators (KPIs), e.g. networkadznter and component level KPIs.

How important is this requirement in a Smart Gadbgose one out of the following)?
o Musto Shouldo Couldo Won't o Don't know

Level of innovation (choose one out of the folloglin

S

te

o State of the Arty Available soono Challengings Far aways Don't know
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Requirement 8: Auto-configuration / Plug&Play

When new devices (e.g. DER, Network Smart Devioesub-systems (e.g. Home/Building Energy
Management Systems) are installed in or at the eflgesmart Grid, it is required that they
automatically configure themselves (also frequedéiyoted as Plug&Play). This requirement includes
addressing, device description, discovery, regismmaand look-up.

How important is this requirement in a Smart Gdldoose one out of the following)?
o Musto Shouldo Couldo Won't o Don’t know

Level of innovation (choose one out of the folloglin
o State of the Arty Available soorno Challengings Far awaya Don't know

Requirement 9: Time synchronization
Time synchronization is needed for monitoring aodtwml. This requires a method to securely distab
precise time information to devices (including @& with limited processing capabilities) in a Smar
Grid.

c

How important is this requirement in a Smart Gabdgose one out of the following)?
o Musto Shouldo Couldo Won't o Don’t know

Level of innovation (choose one out of the folloglin
o State of the Arty Available soono Challengings Far awaya Don't know

Requirement 10: Security Management

Security management is required which considersiadilved cryptographic protection means,
including key management infrastructure, certiicatanagement, security policies, addressing both
technical and organizational means.

How important is this requirement in a Smart Gabgose one out of the following)?
o Musto Shouldo Couldo Won't o Don'’t know

Level of innovation (choose one out of the follogjin
o State of the Arty Available soom Challengings Far awaya Don't know

Requirement 11: Access control
For the auto-configuration process, the availabdit security credentials and role-based access
including authorization and authentication are nexgli

How important is this requirement in a Smart Gadtlqose one out of the following)?
o Musto Shouldo Couldo Won't o Don’t know

Level of innovation (choose one out of the folloglin
o State of the Arty Available soom Challengings Far awaya Don't know

Requirement 12: Intrusion detection
Intrusion Detection and Intrusion Prevention Systemme required for monitoring the network and or
system activities and detecting malicious actigitd events or policy violations.

How important is this requirement in a Smart Gabdgose one out of the following)?
o Musto Shouldo Couldo Won't o Don't know

Level of innovation (choose one out of the folloglin
o State of the Art Available soorno Challengings Far awaya Don't know

Requirement 13: Data base systems
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Data have to be stored persistently in databasgsfée archiving and post-mortem analysis). It is
required that the database systems have to shdwpeidgormance because of the high volume of dat
and multiple access including the support of stmext and unstructured data and flexible query
functionalities.

How important is this requirement in a Smart Gabdgose one out of the following)?
o Musto Shouldo Couldo Won't o Don't know

Level of innovation (choose one out of the folloglin
o State of the Arty Available soono Challengings Far awaya Don't know

Requirement 14: Distributed database
To provide storage systems for large amount ofrin&gion, distributed database systems (local,
regional, etc.) are required.

How important is this requirement in a Smart Gadbgose one out of the following)?
o Musto Shouldo Couldo Won't o Don'’t know

Level of innovation (choose one out of the follogjin
o State of the Arty Available soom: Challengings Far awaya Don't know

Requirement 15: Data bus / Enterprise Service Bus

Data management is one of the key features of ar@d@enter (e.g. for Microgrids) where high
volumes of real-time and historical, static andaiyic operational data are distributed and/or rejsid
for parallel processing and access. It is requinatithe Control Center includes a data bus which
enables the communication and information exchéegeeen different services. The data bus provi
different communication services (e.g. requestbasp, publish/subscribe, transactions). Furthermo
it supports different levels of Quality of Servisecause different applications have different detaan
e.g. w.r.t. latency, frequency of data exchangalityuor time synchronization.

How important is this requirement in a Smart Gabgose one out of the following)?
o Musto Shouldo Couldo Won't o Don'’t know

Level of innovation (choose one out of the follogjin
o State of the Arty Available soonm: Challengings Far awaya Don't know

Requirement 16: Remote SW upgrade

Remote software upgrades, e.g. of the chargingsiructure for e-mobility, (secondary) substations
and other grid devices, and in the self-configoratiase also of sensors and other involved deisces
required.

How important is this requirement in a Smart Gadtlqose one out of the following)?
o Musto Shouldo Couldo Won't o Don’'t know

Level of innovation (choose one out of the follogjin
o State of the Arty Available soom: Challengings Far awaya Don't know

Requirement 17: Execution containers

It is required that the underlying platform prowédexecution containers for software / mobile code.
These execution containers will allow software ¢orbmotely installed on specific locations, e.ghimi
the building and will enable the remote manageréiis life-cycle (e.g. at a minimum:; start / stop
update).

How important is this requirement in a Smart Gadtlqose one out of the following)?
o Musto Shouldo Couldo Won't o Don’t know

Level of innovation (choose one out of the folloglin

les

o State of the Arty Available soorno Challengings Far awaya Don't know
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Requirement 18: App store
It is required that applications or services eog.eflectro mobility or building automation, are
downloadable from an app store. The app store stpppps provided by%parties, e.g. ESCOs.

How important is this requirement in a Smart Gadtlqose one out of the following)?
o Musto Shouldo Couldo Won't o Don’t know

Level of innovation (choose one out of the folloglin
o State of the Arty Available soono Challengings Far awaya Don't know

Requirement 19: Transactional mechanisms
For an Electronic Marketplace for Energy, trangawl mechanisms are required to perform critical
operations in a consistent way. Actions like buyimgelling energy and stipulating or closing caots
are supported with transactional guarantees.

How important is this requirement in a Smart Gabgose one out of the following)?
o Musto Shouldo Couldo Won't o Don'’t know

Level of innovation (choose one out of the follogjin
o State of the Arty Available soom: Challengings Far awaya Don't know

Requirement 20: Cloud computing for high speed dat@rocessing
Cloud Computing is required to process large ansahtlata in high speed for different computation
tasks like forecasting, state analysis, pricingtinfation and simulations.

How important is this requirement in a Smart Gadtlqose one out of the following)?
o Musto Shouldo Couldo Won't o Don’'t know

Level of innovation (choose one out of the follogjin

o State of the Arty Available soom Challengings Far awaya Don't know

If you have any additional comments about any remoént, please use the following textbox for
feedback:

Thank you very much for your input!

Figure 41: 6th SGSG Workshop - Questionnaire

As shown in the screenshot in Figure 42 this qaesaire was distributed online in the SGSG.
Furthermore, handouts were provided during the SG®Eting.
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@' ~  SIEMENS Overseerinfobase [ K4

A
|
User: Kolja Eger (PKI), 2012-02-23 14:52 (Serlin) 4 Back |J

Main Menu 4 \- Completion has been closed
-+ Home
- Favorites
-+ User Management
-+ Inventary
- Network
= 1P-Address DB

Finseny - 6th 5G5G Workshop - Questionnaire

©ne focus of the workshop is to discuss with you challenging requirements on today's infermation and communication technolegies from the Smart Grid perspective and how a Future
Internet can solve these. To focus on the most important ones during the break-cut sessions, please fill out the following questionnaire (if yeu don't fel in the pesition to answer a
question, please choose "Don't know™):

< BFS
+ Action [tems
-+ Event Planner
S Repon What would you expect the Future Internet to bring to the SmartGrid that the current Internet can't bring today ?
- User Data =
+ Support =l
+ Help

> Logout

- About

=

The following part consists of a set of ICT requirements. Please evaluate importance and level of innovation (i.e. how far we are from a realization of the requirement) in the context of
the Smart Grid
If you have any additional comments about any requirement, please use the text box ot the end of the questionnaire

Requirement 1: Reliability & Availability

The enel
overall
scheme:

stem is a critical infrastructure and its reliability and availability has to be ensured. This is also a prerequisite for the ICT systems in the Smart Grid. It is required that the
is robust against disturbances and failures to ensure the stable operation which demands for monitoring of devices and network connectivity as well as replacement

How important is this requirement in a Smart Grid (choose one out of the following)?*

¥ Must [T Should [T Could [T Went [T Don't know

Level of innovation (choose one out of the following)?#
 State of the Art
€ Available soon
@ Challenging
 Far away
) Don't know

Requirement 2: Interoperability

Syntactic and semantic ICT intereperability (including Commen Information Models and entologies) between all elements is required for a Smart Grid?

T Must [ Should [T Could [~ wont [T Don't know

Level of innovation (choose one out of the following)?*
 State of the Art
" Available soon

Siemens AG (2) 2012  Challenging
Centact: Administrator @ Far away =l
[Fertig [0 T T [ &3 Lokales intranet [%a - [®wow - 4

Figure 42: Screenshot of online questionnaire

Feedback was received from 28 members online béfereeeting. The answers were evaluated and
presented in this presentation. Furthermore, duaimyafter the meeting further feedback was redeive
from 9 members resulting in a total of 37 answereelstionnaires.

The questionnaire started with the open questidrhat would you expect the Future Internet to bting
the Smart Grid that the current Internet can'tdtoday?”. Many answers were similar as shown in
Figure 43 addressing key aspects like reliabilitp\&ailability, Quality of Service, security, privaand
auto-configuration. In addition to these, otheerssting statements were made as summarized ineFigu
44,
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‘eg The Questionnaire - - FUIURE
2. Open question il
FINSENY

+  What would you expect the Future Internet to bring to the Smart
Grid that the current Internet can't bring today ?

+  Key points:
— Higher reliability & availability
Qos better than “best effort”

* QoS (guaranteed bandwidth, delay/jitter, outage protection,
security level) throughout multiple (service) networks, allow for
mission critical services

Security mechanisms as an integral part
Privacy
“uto-configuration

+ Seamless interconnection between components with any
available interconnection technology and connection protocol

Event: 6th SGSG Meeting Date: Feb., 1st 2012 Presenter: Kolja Eger ?

Figure 43: The Questionnaire - Open question

%2 The Questionnaire - s FUTURE
2. Open question (cont.) PP
FINSENY

Other statements:
+ Semantic information
+ Emergency situation operation characteristics

— Clear concept how to handle large-scale power outages which
avoids the break-down of communication
+ |ICT-integration can be useful, but the vital functions should be
guaranteed by stand alone features. The optimization can then rely on
ICT-support.

«  Optimal distribution of the intelligence in the communication network
(froLF‘n a central to a distributed control of the grid)

« The current internet can realize features of a smart market (price
signals etc.), whereas the smart grid needs robust, cellular and low
level structures for distribution automation.

+ Most things will be possible with the current Internet. However, they are
hopefully much easier with the Future Internet.

Event: 6th SGSG Meeting Date: Feb., 1st 2012 Presenter: Kolja Eger ?

Figure 44: The Questionnaire - Open question (cont.
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Further interesting statements on the expectatibosit a Future Internet were given also duringaftet
the SGSG meeting:

« Make it simpler!

* Management of complexity - when millions of new ibe¢ can communicate, then complexity
of the communication management will increase ey of magnitude

e Virtualization & Cloud networking and services
» Connectionless, reliable communication as opposé¢oday’'s UDP and TCP

e Smart Metering means my electricity, gas, heat/enelrgy consumption, my water and waste
consumption.

The multi-utility aspect in the last statement was only mentioned in the answer of this questidrena
but was also addressed in different statements tmad&&SG members during the meeting.

The outcome of the questionnaire for the evaluatioe 20 ICT requirements is shown in Figure 48 a
Figure 46. Figure 45 shows the level of importaiocehe 20 requirements ordered by the highest
percentages for the category “MUST”. The outcoimaas a diverse picture for the level of importance
for the listed requirements. Reliability & Availdiby, security management and access control are th
three most important topics identified. Executiomtainers, Cloud Computing and App store received
the lowest level of importance in the context & 8mart Grid.

Besides the importance, the level of innovatioanismportant measure. The level of innovation gt

in Figure 45. Here, the requirements are orderetthéyighest percentage for the category “Statbeof
Art”. Time synchronization, data base system amdote SW update are the three requirements with the
highest percentage indicating that realizationthefrequirements are already available. On ther othe
hand, reliability & availability, auto-configuratioand interoperability are seen as the most clgilen
requirements.

One focus of the workshop was to discuss the ahgilhg and important ICT requirements. Based on the
results of the questionnaire three break-out sessithere organized to discuss in detail specific
requirements. Figure 47 gives an overview of tipéctofor the break-out sessions and the relevaht IC
requirements. The outcome of the break-out sessahsscribed in Chapter 3Chapter.
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‘EI MUST B SHOULD OCOULD OWON'T B Don't know\

Figure 45: Importance of ICT requirement
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O SotA B Available soon OChallenging O Far away B Don't know

Figure 46: Level of innovation
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Y FUTURE
- §> L]
*(* Break-out sessions INTERNET
= - PPP
FINSENY
) ] includes the following requirements:
* Session 1: Security +  Security Management (Req. 10)
« Access contral (Req. 11)
Intrusion detection (Req. 12)
Session 2: Service Level includes the following requirements:
agreement: Technical - SLA Management (Req. 6)
and organizational +  Performance Monitoring (Req. 7)
challenges +  Com. Infrastructure (Req. 4)
+  Class/Quality of Service (Req. 5)
- Reliability & Availability (Req. 1)
. Session 3 Interoperability includes the following requirements
) Auto—configuration * Interoperability (Req. 2)
*  Mapping tool for information models (Req. 3)
« Auto-configuration / Plug&Play (Req. 8)
Event: 6th SGSG Meeting Date: Feb., 1st 2012 Presenter: Kolja Eger _%

Figure 47: Break-out sessions

2.6 FI-WARE: Core platform of Future Internet

Presenter: Carlos Ralli, Telefonica

Carlos Ralli introduced the FI-WARE project as p#Erthe FI-PPP that will deliver a novel service
infrastructure for construction of new and innovatapplications in the Future Internet. This kifid¢dare
platform is needed like discussed in the followstige set but it will not be successful withoutikek
application. The FI-WARE Generic Enablers presentedrigure 57 are addressing this topic and are
structured along a number of technical chaptexsCloud Hosting, Data/Context Management, Internet
of Things (I0T) Services Enablement, Applicatiorsices Ecosystem and Delivery Framework,
Security and Interface to Networks and Devices D2N

Figure 58 highlights the interworking between FI-RR as core platform and the FINSENY project to
deliver smart applications for the smart energy&mape.

The test bed for developers is planned in the sun2®&2 timeframe. First platform asset tests shwt t
for example a data analysis based on the MapReathsign pattern can be 30-times faster than availabl
solutions.

Further information about the FI-WARE project canfbund in the FI-WARE Wikil{ttp://forge.fi-
ware.eu/plugins/mediawiki/wiki/fiware/index.php/MaiPagg Additionally, the architecture document is
available end of February 2012 and the FI-WAREgubpews can be tracked on twitter
(http://twitter.com/#!/Flwark
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‘/\%;,’ fi-ware

Carlos Ralli Ucendo (ralli@tid.es)
Data/Context WP, FI-'WARE
Telefénica R&D

Feb 1t 2012, Siemens AG. Berlin.

Finseny - SGSG Conference
FUTURE
INTERNET
PPP

—

SEVENTH FRAMEWORK
PROGRAMME

Figure 48: fi-ware

Our Approach. What we deliver.

Actual examples of our added-value.

Fi-ware: Future Internet Services core-platform.

Fi-ware Community. Know about us & cooperate!

@

Figure 49: fi-ware — Key Messages
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Fi-ware in a nutshell ey

’/ég fi-ware
RuturellnternetiSenvices

Corne:platform

The FIWARE Project — Base Platform for Future
Service Infrastructures

Figure 50: fi-ware — in a nutshell

What's beyond Today’s Internet ? =)

The FIWWARE Project — Base Platform for Future
Semvice Infrastructures

Figure 51: fi-ware — Today'’s Internet
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Today’s Internet — Sustainability Risks (&)

AsarelAccess MMedia Contents

Hosting
Data

Distribution

Devices
Connectivity
Transport

Advertisement

User Profiling

Are Ads & User
Profiling enough?

The FIWWARE Project — Base Platform for Future
Semvice Infrastructures

Figure 52: fi-ware — Sustainability Risks

EU FI-PPP vision: Productivity & Growth Internet:@

25 € 300 milion @9 @
(St Antood) (nstantMobiiy) 168 68% 16 dhe &

it BRI GAAE Wi G RPN

e Pl i b ] e S 1A
s

Sector highly-specific Smart Services Frameworks. New Business Ecosystems.

The FIWARE Project — Base Platform for Future
Service Infrastructures

Figure 53: fi-ware — FI-PPP Productivity and Growth Internet
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Do we really need (core-) Platforms? )

Logn With Fecshook. | Logen 'Wiih Twitier | Login | Regisier

BUSINESS
INSIDER
sal

Hame Tach Entedainment Wal Stroel Makols Sinlegy Spors Lifesfyle Pollics Euope Dala Misc Your Money Wideo Ladost  Your Nows

SAlHome = Mobile Enjomprise  Tools  Media  [Nghe 100 Shicon Alley 100 | Siicon Vafey 100 Document Canber  Hive | Taps PR Contritutons

Homs * Collactions * Facohaok
GOOGLE ENGINEER:

Here's Why Google+ Is Failing, And How We Can Start
'‘Doing This Right'

Elfis Hamburger October 12, 2011 | & somz B 43
B Recerrendss 19 5 snaem | 4 m 5 +1 [ =) Email

Lt night, Caogle angineer, bogger, and freguent public
speaker Steve Yogpe wiote an egic rant aboul Google's
Imapt handling of the Googles plattorm

Hiz primary mussage: Googlas is not a platform fike
Faceback. ii's Fying io diclate he drecton of Googhae

Instisad of epaning up o developens and lalting them show
Gaogh what makos senss and what 8oesn

He palad] i rand on Googles, but forgol 1o tuin off B
*Public” sharing option. B was only moant 1o be shanod
iriernally ol Googhe.
A product is useless without a platform, or more precisely and accurately, aplatform-
Jess product will always be replaced by an eguivaient platform-ized product ocam™siia (hacgle wian)

We don't do internal service-oriented platforms, and we just as egually don't do external ones. This means that the
"not getting it" is endentic across the company: the Pls don't getit, e engineers don't get it, the product teams
don't get it, nobody gets it.

But making sommething a platform is not going to make you an instant success. A platfonn needs a killer app.

The FIWWARE Project — Base Platform for Future
Senice Infrastructures

Figure 54: fi-ware — Platform Needed

Core Platform Model Overall Benefits ©

SECTORS GROWTH HIGHLY DEPENDANT ON ENABLERS & SPECIALIZATION.

CORE PLATFORM:
Hide the high technical complexity of “‘core/generic enablers™.

Focus on core Services, Performance, Scalability, Adaptability, Multichannel
offering & Synergies.

Enablers Integration via specialized researchf/standards/consortiums.
Keep close to technology evolution/exploitation.

USAGE AREAS:
Deep investigation of each sector specifics.
Focus on Customizable Frameworks, Usability (UX) & Business ecosystem.

Business Ecosystem development & evolution demands strategic research
and multiple stakeholders co-creation & trials.

Keep close to Customers, Stakeholder and Business

The FIWARE Project — Base Platform for Future
Service Infrastructures

Figure 55: fi-ware — Overall Benefits
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FI-WARE platform: our promising approach ©
How we address critical issues related to (core-) platforms
,/ Existing ¢ “Assets = Bets of - N *”'0 Interfaces"
. Assets ./ - Key EU'CDI'PS i Standards )
N~ ——— - s
e \ /
<\\'\I‘|m92Market /‘» Contmmty Flexibility
< / \
\ \
\\
/// \\ ////\\\
éast Market / ~ Widely
Adaptation Synergic / Adopted A
o . Testbed + N
\/ZA pa—— > \/Fﬂ/-ware \ ¢ \
" UCP Collab. / [ SELED | Developers )
. ~._Outcome - \\‘Cnmmunltg,f
The FI'WARE Project — Base Platform for Future
Service Infrastructures
Figure 56: fi-ware — Promising Approach
FI-WARE added-value: Generic Enablers )
INTERN: RS
e

'l‘*a“‘HJﬁ:
|
Al s NN
Developers’ Applications Security
Tools Marketplace
:75 i
Fi-ware | FikeenY

Instances

The FIWARE Project — Base Platform for Future
Sermvice Infrastructures

Figure 57: fi-ware — Generic Enablers
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FI-WARE - Finseny. Value Chain (&

» % \ A um
ol f

. Architecture
| ICT Requirements
. Use-cases [Trials

: o, PERFORMANCE I . Y
TECHNOLOGY S S OPEN INTERFAC 7
OLUTION SCALABILITY STANDARDS
\HH._EE\J'BLLFI'IQN SYNERGIES .

The FIWWARE Project — Base Platform for Future
Semvice Infrastructures

Figure 58: fi-ware — Value Chain

FI-WARE added-value. Data/Context Example (&)

- BigData as a Service:

Analysis
Module

Analysis

Bl DATA Streaming ‘l
Conclusions |

Stored Data (Database)

Database

- Other Relevant Data/Context Assets/Generic Enablers:
CEP, PubSub [NGSI / Context Mngmt), MM Analysis, Metadata pre-processing,
Semantic App. Support {Ontologies) ...

The FIWARE Project — Base Platform for Future
Service Infrastructures

Figure 59: fi-ware — Data Context
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FI'WARE Community: Web & Wiki (&)
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3. Break-out Sessions

In the following sub-sections the discussions eflbheak-out sessions are summarized and
recommendations are derived for future work inEFHeSENY project.

The topics of the break-out sessions were idedtifie the basis of the outcome of the questionnaire
presented in Chapter 2.5. The topics are

e Session 1: Security

e Session 2: Service Level agreement: Technical agahizational challenges
* Session 3: Interoperability & Auto-configuration

3.1 Security

Moderator: Lionel Besson
e Participants:

0 Lionel Besson, Thales (security task leader in FHNS)
0 Jan de Meer, smartspacelab.eu GmbH
0 Tobias Deutsch, Siemens Austria (smart grid resegiraup)
0 Marco Schéafer, EnBW (smart metering security, regraents protection profile)
0 Jukka Salo, NSN (smart grid communications)
0 Michael Stadler, BTC AG
o0 Frank Eichinger, SAP Research Future Energy, méantatieer

» Lack of a general/unified architecture/system wladksecurity issues in smart grids are
considered. Is it possible to have this or shoule focus on the different subsystems?

0 So far we have no “smart grids” and obviously nepeetive security
architecture/system.

0 A new topology and architecture of the Internetahhinherently provides security
measures might be a solution.

0 Every communication part has its own risks, as aglévery interface.

e Open or closed system? In closed systems as wetlhawetoday security issues are less severe.
In smart grids open systems are used, connectibe toternet. This leads to more problematic
security systems.

o Utilities currently do not trust open networks atill favor separated systems.

0 Possible solution: Several virtual machines onysal machine (sandboxes) to
protect productive system. However, not availablmfrastructures.

o0 Current closed systems are not secured propegy (efault passwords).
0 Do we need a parallel communication structure?

o Powerline communication might provide some protetts the access is restricted
regionally.
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*  Are any requirements missing in the collection agded in FINSENY?
0 Looks fine at first sight.
0 “No default passwords” would be other importantuiegments.

0 “No passwords at all” would be more appropriatetifie Future Internet (passwords
are deprecated!); cryptographic ticket systemsaipdrby trusted authorities could be
an alternative. (This concerns productive systemmsrevsecurity is essential.) This
requires authorities to grant access and accesotaneds to be enforced.

0 This would also require a trusted authenticatiahauity. This should be government
run.

o If passwords need to be used, they have to be gtectyThis is the absolute minimum
requirement throughout the whole smart grid.

« People are sensible for privacy issues, and theessaf smart grids will depend on the ability
to convince consumers that privacy issues are golMeais applies in particular to smart-meter
data.

e Existing security standards are not secure any nNwe/ password cracking and similar tasks
can be done a lot faster.

« During plenary session: Is the comparison of ugaigacy concerns when using mobile phones
to using smart metering a valid comparison?

0 Users get many benefits from phones — they thezefompromise when it comes to
privacy. Which benefits do they get from smart matg?

3.2 Service Level Agreement
Moderators: Johanner Fluhr, Minutes: Fabio Bellifegn

The participants of this break out session were

Dr. Williams, Fiona
Dr. Riedl, Johannes
Dr. Krewel, Wolfram
Fernandes, Bosco
Hel, Roland
Oswald, Erik
Bernecker, Kerstin
Dherbecourt, Yves
Duisberg, Paul
Godde, Markus

van Hest, Marcel
Dr. Schrottke, Joerg
Bellifemine, Fabio
Thomann, Robert
Heiles, Jurgen
Fluhr, Jonas

Ericsson
Siemens AG
Alstom Deutschland AG - Grid
Huawei Germany
Werkstatt Flr Innovation
Fraunhofer ESK Minchen
Okoplan GbR / Indep. Consultant
EDF
STAWAG Netz
STAWAG Netz
Alliander
A.T. Kearney
Telecom ltalia
MVV Energie
Nokia Siemens Networks
FIR at RWTH Aachen
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David, Nicolas Electrolux
Kai, Ju Siemens AG
Irlbeck, Maximilian TU Minchen
Topic Discussion

The goals of this session are giving to SGSG pealetter understanding of th
selected requirements and getting feedbacks fratitipants.
The agenda was proposed by the chair and acceptealticipants
. Introduction
0 Motivation of this break-out session
o} Presentation of corresponding ICT requirements
. Round table
o} Introduction of participants
o} Disclose interest in the Fl-topic in general &mel ICT
requirements of this session in particular
. Open discussion
o} Your questions and input
0 Documentation via Mindmap
. Summary
0 Summing up key points for the following wrap-wgssion in
the plenary.

D

Welcome and
agenda

The chair introduced the cluster of requirementiresked in this session as
reported in the following figure

Performance Management |- - Reliability & Availability

Introduction

SLA Management

1 Class/Quality of Service i { Communication Network Infrastructure |

It was proposed to give a definition of SLA (adalital to “SLA Management”)
and to take care of possible differences that peated between countries,
between B2B and B2C, and between each party pbiiew (consumers,
producers, regulators, ...).

SLA
Management

Transparency as well as explicity is expected ta key value in dealing with
SLA (it should be explicit what is agreed upon besw the parties, how it is
measured and by whom).

Examples of SLA’s that were raised: ICT (% of tithat jitter, delay, bandwidth
are under a certain threshold), telecommunicafiéof time that provider switch
is done in a given number of days), energy (cegasrantee that the energy
generated by a prosumer can be feed into the grid).

It was proposed not to limit FINSENY to electriceegy, but consider also othe
energy networks, in particular gas and water, ag tend to share same types of
ICT requirements.

Class/Quality Several different qualities of services are expbbie utilities: e.g. smart metering
of Service vs. network control have completely different Qeguirements, from hours
delay down to milliseconds delay.

A relevant parameter of the QoS must be the % optiations” (i.e. receivers)
you want to receive in a given time.
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It was requested to clarify the difference betwBeA and Class of Service, the
proposal was to consider SLA at a business laydewdiass of Service at the
technical layer.

There is a benefit if the energy domain is ablexplicitly define all the expecteq
QosS, then ICT might easily check if they can bed# by their networks.

It was suggested to look worldwide at who are dgertnners in the energy
sector and what are the SLA’s and QoS’s they aregus

A proposal was raised to produce a deliverable it of connectivity-related
classes of services based upon use cases: a soatrdf reporting expected
limits in delay, jitter, bandwidth, volumes, ...c3ua proposal gained a lot of
consensus from the participants that asked to biaste a matrix before the next
meeting in order to come prepared to discuss\talt requested the matrix to
classify energy-related parameters and ICT-relptgdmeters but energy-relate
parameters were considered out-of-scope and ircpit out of the
competencies of most FINSENY partners.

Q.

Reliability: An interesting question was posed reigag the fact that Smart Grid
is expected to depend upon ICT in order to dedl bliackouts but — on the othey
hand — ICT is expected to depend on energy to work!
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Documentation Theme
via Mindmap challenging

must

The SLAs for usage of ICT services between different market
players in the energy sector must be able to be managed flexibly.

difference between B2B and B2C
difference between countries

complexity to harmonize SLAs aver several pa

xample frequen
SHAMPIE TEGUENCY | o aducer, consumer, state (framewark by government)
tegulations in particular relevant for non-deregulated marekts

DSO wants to have a "communication service” from
‘& CSP for connecting infrastructure:

ICT = MTBF, jitter, delay, .
Energy = "feeding service” = a prosumer has a certain 1o feed in pawer |— examples

switch from one energy supplier to another -> regulation? | SLA Management -

energy SLAs need ICT SLAs ta be fullfilled and other way round

substitute in some cases electricity by gas (e.g
when a lot of wind energy is avai

use gas grid s indirect storage for POWEr | jyg150nnegtion between gas and

biogas | electricity increases ("power-to-gas”)

| which "energy media” {water, gas, electricity, ...) FINSENY is relating
in Germany | ta? -> mainly electricity

/in anology to gas |

fifth power"

meter of power qu

as always: who is going o pay for it? (> SLA) | - Communication Network Infrastructure (&
definition of SLA

think about most important QoS for energy and ICT.

uPs :

—==.__ dependence of ICT on Energy and Energy on ICT? -> reliabilit =

& Gth.SG§G . | Performance Management |+
‘bring the result of such a matrix to the next SGSG meeting. Session "SLA" | —————————

, = matrix: ases and class of service
distribute material in advance of the next SGSG meeting e

EPIC - Reliability & Availability [+
must | Quality of Service (QoS) of connectivity functions is defined here as an agreed set of properties, which a . -
challenging | SPesific Conneativity Function has to provide after and with the lay

real-

s hours

only metering: low requirements

in how far the high investments in
RT-smart metering infrastructure can be depending of the exact function of a
justified is not clear; other means to metering device

collact data (sensors at selected places) I
might be enough for a smart distribution

o but with high integration in Smart Gri:

more "real-time".near metering necessary_

smart metering

battery storage | _examples — CIass/Qualny of Semce_--
demanid-response (DR} | |- very different per application -> high variety

lity) |

class of service rather on a technical level

to differentiate prices between customers . difference betwean "class of service” and “service level"? |
T service level rather on a business |evel
the contracts are not flexible enough ————

is there a p y to "service * for the
energy domain, 5o that they can be practically offered by
ICT companies

e.g. spezialization of call centers  proplems of service delivery to customer

what are the top runners with respect to
QoS worldwide?
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Conclusions &
Action Items

requirements: SLA and QoS.

regulators ...).

meeting and have then a

Two action items were raised for FINSENY:
* Include a clear definition of SLA able to take itocount possible
differences that are expected between countri¢aicles B2B and
B2C, between each party point of view (consumensglycers,

discussion.

Because of shortness of time it was possible fwudsonly 2 of the 5

» Define a list of Classes of Services with eachstiefined as a list
of parameters and expected parameter values @ay. d 20 ms
99.9% of time) and each class related to a spagsficcases.
Compare such a list with QoS used and requesteapbyunners in
the world. Socialize such a list with SGSG memlbexfore the next

Open Action Items

Define a list of Classes of Services with

each class defined as a list of parameters

b

and expected parameter values (e.g. delay <

20 ms 99.9% of time) and each class rela
to a specific use cases. Compare such a
with QoS used and requested by top run
in the world. Socialize such a list with
SGSG members before the next meeting
and have then a discussion.

\ted
list
ners

#/date Description Responsible |Deadline |Status
1/01.02.2012 |Provide a clear definition of SLA able to New
take into account possible differences that
are expected between countries, betweer
B2B and B2C, between each party point of
view (consumers, producers, regulators .{.).
2/01.02.2012 New

3.3 Interoperability and Auto-configuration

Moderator: Dr. Kolja Eger, Minutes: Reinhard Frank

Welcome and Agenda

The Agenda was proposed by the chair, accepteldebgdrticipants and structured as follows

Introduction

Motivation of the break-out session
Presentation of corresponding ICT requirements

Round Table

Introduction of participants
Disclose interest in Fl-topic in general and th& I@quirements of this session in particular

Open Discussion
Questions and Input

Documentation
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Summary
Summing up key points for the following wrap-upsies in the plenary

Introduction
A short introduction about the scope of this breaksession and the related requirements identifyed

FINSENY was given by Kolja Eger (Figure 63, Figée Figure 65).

e

*(*  Auto-configuration NTERNET
FINSENY

+ Plug & Play functionality is needed at different levels in the
Smart Grid

—  Plug&Play of Smart Appliances in house/building

— Registration of electricity network devices at a control center
(sensors, circuit switches, relays, ..)

— Regqistration of Distributed Energy Resources (e.g. photovoltaics)
and Building Energy Management Systems at a control ¢center
(third party)

Addressing

«  Requirements:

Device description

(_ Auto-configuration m, Registration and look-up (WAN)

Discovery (LAN)

\_Access control

Event: Bth SGSG Meeting Date: Feb |, 1st 2012 Presenter: Kolja Eger ?

Figure 63: Auto-configuration
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sfde
L= HH FUTURE
(¢ Interoperability NTERNET
FINSENY
» |nteroperability can be discussed on =
different layers Business Layer
— e.g. as defined by the 5G-CG
Reference Architecture WG
Function Layer
« Conformance to standards ensures
InTErERErakilLy Information Layer
+ “Rich” standards cover several layers of o
interoperability Communication Layer
« Which layers are most challenging”? Component Layer
Event: Bth SGSG Meeting Date: Feb, 15t 2012 Presenter, Kolja Eger _?
Figure 64: Interoperability
’6: Tools to support FUTLRE
2. Interoperability PPP

FINSENY

«  Example: Mapping Tool for Information Models

— Today a large number of different standards exist and it is very
likely that this will also be true in the future

— To ensure interoperability between different standards with
different information models parts of the standards have to be
harmonized

- A flexible mapping tool is needed to map monitoring and control
data points from different information models onto each other

— The mapping tool should be designed to minimize the manual
input and mapping information should be re-usable

Event: 6th SGSG Meeting Date: Feb., 1st 2012 Presenter. Kolja Eger %

Figure 65: Tools to support Interoperability

Page 62 (68)



FINSENY D1.4v1.0

Round Table
The participants of this break out session were:

e Werner Mohr, Nokia Siemens Networks

* Dr. Rainer Sauerwein, Siemens AG

* Reinhard Frank, Siemens AG

e Sébastien Bovigny, Robert Bosch GmbH

* Yasuhiro Katsube, TOSHIBA

* Alfred Malina, IBM

e Friedrich Vogt, TU Hamburg-Harburg

* Antonello Monti, E.ON ERC / RWTH Aachen

» Javier Lucio, Telefonica

* Johannes Stein, VDE/DKE
During the introduction of participants explainéeéit technical background in the Smart Grid areh an
depicted his expectations and interests. All pipdiats disclosed a very strong interest in Futaterhet
technology and trends in general, especially irStmart Grid Internet of Things area.
Open Discussion

In general the interoperability between the follogviayers must be addressed in more detail and lnaust
the working framework:

e Business Layer

A
I Unteroperabili
¢ Function Layer

A
I | Interoperahili
v

e Information Layer
A —
Il [ Interoperabili
W

e Communication Layer
A
I Unteraperabili

e« Component Layer

During the open discussion the listed topics wepeeeially elaborated in order to step deeper imto i
follow up sessions:

« Interoperability for credentials
e Use Case: New contract -> load key on Smart Meténteroperability on the business layer

* Inthe Smart Grid area test use cases are a mbat/®in order to ensure real interoperability
(comparable to the health domain)
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« Interoperability at service layer is most challenypi

e Multi-utility (electricity, gas, water,..) Interopability

« Interoperability for the whole Smart City

*  Products will communicate in the future. Interofpdlity in the building was not achieved in the
last decades. Interoperability at service layeth{gbackend) very important for a End2End
smart grid scenario.

* Interoperability has to be discussed on a speaiftbitecture or boundary

e Set-up smart gateways in customer network isasthallenge

< Interoperability interface to the aggregator ispienportant to support a plug and play
authentication and integration functionality foetBbER systems or smart meters

« Contracts as trigger for registration

« Intermediates at the interface between Smart GrilSmart Home (e.g. gateway)
o Customer Energy Management Systems (CEMS) aggnegatihome-level or in a
device

e Simplicity driven by Interoperability — get it silg but how to find the right split in control
(e.g. automatic or operator control)

« Management policies are needed, e.g. rule-basédgml
0 could be also part of sequence diagram in a usedsscription but we do not have it
today

o Data Model based on policies

o0 Example: Three kind of policies how a customer @etnin a Smart Grid
= e.g. which use cases can be supported
» Policies as the basis of devices?

o Customer fears loosing the control. To avoid thisstomer needs the right to override
any action from outside

« Aggregator: Discussion was on-going if it is a $&ngne, e.g. in the Microgrid, or many
aggregators (competition). Conclusion: multiple reggtors have to be supported, but how is the
interoperability supported in this scenario.

« Interoperability for multi-utility, e.g. for stora&g(gas <-> electricity)
»  Customer-to-customer communication

e Typical architecture issues, avoid to invent thegltiwice

« Are model-checking issues taken into account?

Beside the above listed topics the idea of a “magpool for information models” was discussed inreno
detail and jointly agreed that this would suppb# interoperability in data exchange.

Summary

As conclusion of the interoperability break-outsses can be documented that the interoperabilithet
service layer is the most challenging part, duthéofact that different processes are involved like
business processes with different policy attribu@ntracting services and also the security mamagé
as part of all layers and domains zones increasedmplexity. Therefore this interoperability sttbbe
elaborated in more detail.
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The complexity rises due to the fact that multliytinteroperability is required. Therefore, wekfined
test use cases are needed to demonstrate andedfidajuality of the interoperability. These uases
could also be part of the standardization procegsnegard to interoperability. E.g., each retalias to
support the installed Customer Energy Managemesteys (CEMS) in combination with a minimum of
Plug & Play process. Figure 66 summarizes the tesfithe break-out session.

=Y’z  Interoperability & Auto-configuration: FUTURE
M.  Summary ot
FINSENY

« Interoperability at the service layer is the most challenging one
— business processes, policies, seq. diagram in use cases
— contracting service
— security management as part of all layers, domains zones

+ e.g. download credentials to a meter

*  Multi-utility interoperability is needed

*  We need test use case to demonstrate interoperability
— Retailer has to support CEMS which is installed

* Plug&Play is needed, do not have to be completely automated

» Interoperability has to be discussed for a specific architecture or
interface

— Interface CEMS<->Aggregator important

g
Event: 6th SGSG Meeting Date: Feb., 1st 2012 Presenter: Kolja Eger ?

Figure 66: Summary Interoperability & Auto-configur ation
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4. Conclusion and Summary of Recommendations

Summarizing the event, very interesting discussaame up as described in detail in the sectionsrbef

Several recommendations have been agreed on dimngeeting. They are already mentioned in the
respective subsections above. Additionally, thesetp are summarized below again:

Recommendations from the Security Break Out Session

Recommendation 1APrivacy as important topic in Smart Grid needgider scope within the ICT
requirements of FINSENY

Recommendation from the Service Level Agreement (S1) Break Out Session

Recommendation 2. AProvide a clear definition of SLA able to takéoi account possible differences
that are expected between countries, between BABaE, between each party point of view
(consumers, producers, regulators, ...)

Recommendation 2.2Define a list of Classes of Services with edelssdefined as a list of parameters
and expected parameter values (e.g. delay < 209r8% of time) and each class related to a spacsfic
cases. Compare such a list with QoS used and reglieg top runners in the world. Socialize sucista |
with SGSG members before the next meeting and therea discussion.

Recommendation from the Interoperability & Auto-configuration Break Out Session

Recommendation 3AInteroperability at service layer is most chadiing and preferred for further
detailed studies

Recommendation 3.2Interface CEMS<->Aggregator is very importantiany Smart Grid use cases
but not clear defined. FINSENY could study this daminterface between Smart Grid and Smart Home
in more detalil

Actions from the 5" SGSG Meeting

At the End of the meeting the action items of tHe&S&SG were revised as depicted in Figure 67. Action
1 is an on-going task. As described in the lastting¢he FINSENY database was set-up which collacts
good overview of on-going activities. Action 2 afdtion 4 are marked as fulfilled. All
recommendations during the last meeting, espeaiatly respect to the scenario evaluation, were
incorporated in the deliverables of the scenarickvpackages in D2.1, D3.1, D4.1, D5.1and D6.1. In
preparation to the'5SGSG meeting a questionnaire was distributed wéichmarizes the FINSENY
results with respect to ICT requirements which waiseussed in detail during the meeting.

To address specific topics inside SGSG break-adiges were introduced for the first time in theS&5
This setup offers now the possibility to discusscific topics in an efficient way and addressesSa¥c8.
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R

& Actions from 5th SGSG U

PPP
+ Action 1
— Intensify the interaction between SGSG, FINSENY and INFINITY ...
to benefit from synergies of each others activities, e.g. when going
performing assessments of ongoing activities and setting up
databases.
* Action 2
— Reflect the comments and contributions from the SGSG on the ‘/

intermediate results of the scenario evaluation and incorporate
them into the FINSENY deliverables.

+ Action 3
— Further evaluate the proposal on establishing a SGSG
Interoperability WG and come to a decision latest until next SGSG 7
meeting. -
— Ouwr proposal: Address specific topics in break-out sessions
* Action4
— Publish information to be presented and discussed at the next

SGSG meeting some reasonable time before the meeting, so that ‘/
the audience has a chance to scan the material beforehand

Event: Bth SGEG Meeting Date: Feb, 15t 2012 Fresenter: K0Olja Eger

Figure 67: SGSG 5th — Actions

The next SGSG meeting will take place in the Autesttember 2012 time frame. The precise time and
location will be clarified offline. The next slicocuments the proposed topics for tHeSGSG meeting.
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. e
:h -

% 7th SGSG Meeting E@j&‘&ﬁa

— August/September 2012, main topics:

* FI-PPP Architecture Board: Final resultsfviews on
generic & domain-specific enablers

= Share results with SGSG

* FI PPP phase 2 preparation:
- Shape the phase 2 consortium for trialing and testing

+ Exchange on further actual SG activities

Event: Bth SGEG Meeting Date: Feb, 15t 2012 Fresenter: K0Olja Eger

Figure 68: SGSG 7th — Meeting

Last but not least, thanks a lot to all particigant the SGSG meeting for joining and to the peoyie
have supported the preparation of the meeting. ingplorward to the next SGSG meeting!
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