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Executive Summary

We present in this deliverable a final descriptadna Smart Building ICT architecture aimed at

supporting advanced energy management as well ks smart building applications, across

different building domains comprising homes/stalafia houses, residential apartment buildings,
office/public buildings, data centers and hotels. élaborate this architecture, we started from a
drill-down of a select few relevant high-level addtailed use cases previously identified that
delineate the functionality we are aiming for tlesigned system.

We complement this top-down analysis with a comgletary approach starting from a general
vision of a layered Building Operating System tietaimed at supporting all smart building
applications, much like the overall FI-WARE platioitself, only at the building scale.

This architecture framework is then refined intanare fine-grain decomposition as a set of
functional building blocks linked with the resuflté the top-down use case functional breakdown
and with the generic enablers provided by the FIREAproject.

The application layer is described as a set ofratere or complementary solutions for home or
building energy management and their relationswigis the lower layers of the architecture.

The Energy@Home solution is a step towards theldpreent of the home as the end point of the
smart grid that, in the future, will allow contiru® real-time two-way information exchange
between utilities and appliances in the housesntable customer to “self-manage” their energy
behaviors according to power supply and pricesimiain application point of view, Energy@Home
envisions a system that can provide users withrimddion on their household consumption directly
on the display of the appliance itself, on the ¢mphpbne or on their computer. It is expected that,
through easy access to information on consumptimh through the possibility of downloading
custom applications, consumers will be able toths& appliances in a “smart” way by enhancing
the energy efficiency of the entire house systemr HRstance, Smart Appliances can start
functioning at non-peak (and therefore less expehsimes of day as well as they can cooperate to
avoid overloads by automatically balancing consumnpivithout jeopardizing the proper execution
of cycles.

The BeyWatch energy management applications usésppliances Management layer (on a par
with entity management in the FINSENY framework)oas the management of appliances
independently from both manufacturers and commutinicdechnologies. The BeyWatch agent is
in charge of controlling and monitoring the appties, using the Appliance’s APIs, which provide

simplicity and consistency and a data model fohegpe of appliance along with the methods of
data interchange. This agent connects with the faaturers which have the control of the

appliances, and schedules the operation of theelevOne of the objectives is to allow different
manufacturers to connect to the HAN, for that iused OSGi technology that provides a smooth
integration of the different modules composingfiaenework.

The ReActivHome solution is a comprehensive honergnmanagement system that uses a hybrid
optimization engine (with a mixed analytical mudtient-system based approach) to optimize the
allocation of resources corresponding to virtuditiexs in the services layer.

By mapping the resulting units (functional buildibbpcks) of the top-down functional breakdown
onto components and layers of the proposed arthiteave demonstrate the relevance of the
design. By mapping elements of the proposed awthite onto FI-WARE enablers we show
concrete ways to leverage the infrastructure pexvioy FI-WARE.

We complete this functional architecture descriptigith a more complete specification of the
corresponding lower Communication and Component BGs#yers
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1 Introduction

It is a pivotal tenet of the Future Internet pragnae that a set of common-denominator enablers
should make up a shared software platform, a faiswdor an internet that will be much more
than a network, providing transversal servicespplieations in all relevant environments at their
own scale. Buildings are one such environment, &/laegeneric ICT infrastructure is warranted by
the development of new “smart buildings” applicaip among which buildings energy
management for the smart grid can be a prime mavea loss leader...

The present situation in building automation isyviar from this, as each specialized system (such
as HVAC or security management) may be entirelgadband vertically integrated with its own
networking and its own sensors and actuators. Gbeypnd these present-day siloed solutions
energy management for Smart Buildirgiguld make it possible to monitor and controkalkérgy-
relevant building subsystems, appliances and ghgsical entities in a non-ad hoc way, operating
on top of a shared platform a la Future Interntes towards this broad outlook of the architecture
that we propose to set course.

This deliverable is D4.3 "Smart Buildings Functibrachitecture Description"”. It describes the
detailed ICT architecture of the proposed Smartdugs energy management system and expands
on the previous deliverable (D4.2) "Interim resu®arse-grain Architecture" which was meant to
summarize interim results of the architecture

The architecture is informed by the use case smmEniglentified in D4.1 "Smart Buildings" scenario
definition" and so we proceed to define the arciitee using the use cases of D4.1 as the starting
point and elaborating them according to the SGAMthmdology. SGAM defines a three-
dimensional layered plane and enables a top-dowproaph whereby the architecture is
progressively refined as the use cases are decethpo® constituents residing in the business,
function, information, communication and componplaines. In this deliverable we focus mainly
on the business and functional and, to an extefdrmation planes, since the communication and
component planes are best explored when a conteehteical architecture can be suggested. We
refer to this process of use case concretizatiodridisdown since we are starting at the use case
level and are, in a sense, drilling down througtcsasive SGAM planes till we arrive at a concrete,
fully specified technical architecture. This exegciis undertaken and reported in Chager
However, we complement this top-down analysis withottom-up approach. This is necessary to
ensure that our results are rooted in practicasidenations. In the same sense that the startimg po
of the top-down elaboration were the D4.1 use ¢asefor the bottom-up elaboration we are using
an loT-inspired vision for a Building Operating 8m (described in Sectich2) Chapter 4 goes
further into the functional description of the adtebture by analyzing the functional building blsck
that make up the architecture and providing them laasis to mapping Fl-ware enablers (discussed
in Chaptel5) as well as transversal requirements such asiseicusection 9.

The SGAM information layer is described as theoseimplicit and explicit ontologies that underlie
the device and entity layers of the FINSENY smaitding architecture

The deliverable proceeds with a description of ¢hparts of the Smart buildings architecture
corresponding to the Communication and Compongetrsaof SGAM (Chapters 7 and 8), with the
provision that the physical layers of the commuticainfrastructure are, as per SGAM described
together with the components layer.
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2 Methodology

The goal of this deliverable is to outline the I@fchitecture of the proposed building energy
management system, comprising functional viewastfucture view and the mapping of functional
components onto the generic enablers provided WARE. We also describe the ICT interfaces
between the targeted building energy managememg¢ragsand other systems being addressed in
the project: smart distribution grid, smart micidgrand electronic marketplace.

The main top-down analysis tool we are using isSSBAM framework.

2.1 The SGAM framework

The Smart Grid Architecture Model (SGAM) had begredfied as a joint effort from CEN,
CENELEC and ETSI in the framework of the M490 maedaSGAM provides a useful
methodology so as to analyse Smart Grid use cdsms, an architectural point of view. It
guarantees a consistent mapping on the main actimi&k layers, while being neutral with the
Smart Grid system.

A Smart Building can be considered as a systemishaamposed of a number of sub-systems that
interact with each other, utilising various compase Information and communication
technologies act as an enabler for the interactetseen the various sub-systems.

The SGAM framework consists of the following layeas shown in Figure 1, below:

* Function Layer, which represents use cases, furgtand services in a way that is
independent from their physical implementation.

* Information Layer, which provides the necessaryrmfation regarding objects or data
models, which are needed by use cases, functicseraces.

e« Communication Layer, which describes all the comication and connectivity
requirements.

 Component Layer, which represents the physicalribligton of all participating
components in the relevant domain. This includesgoasystem equipment, protection and
control devices, network infrastructure, as welhag kind of computers.

Each SGAM layer covers the smart grid plane, wisckpanned by smart grid domains and zones
as depicted in Figure 1.
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Interoperability

Business Layer

Function Layer

Outline of Usecase

Communication Layer

Component Layer

Generation
Transmission
Distribution Process

Customer
Premise

Domains

Figure 1 : Layers, domains and zones of the SGAMnemwork

SGAM cover the following type of zones, which wdlwake in the following acceptations:

Processcorresponds to the building energy-relevant “hamii power equipment (loads,
sources, storage, wiring), appliances, but alsaiplysthe walls and roof of the building
inasmuch as they have an energy impact

Field corresponds to the sensors and actuators usegritomand control this hardware
Station corresponds to a level of consolidated data frorersé sensors and actuators,
possibly corresponding to the same entities, inolpdoncentrators that perform fusion and
aggregation of the sensor data, and converselsi¢fis of the concentrator data, as well as
modules that maintain this data. This aggregatian itself be at several nested levels
Operation will be taken tocorrespond for our purposes to a complete buil@ingrgy
management system comprising a “building operataygtem”, as defined below;
encompassing the scope of a single target horbeiloling in the sense addressed here
Enterprise The SGAM definition is not directly applicablerfthe DER and Customer
Premise zones so we've redefined it to denote gmaemagement systems, solutions and
related services / applications involving more tlwge economic agent or more than one
building. For instance, an Aggregator Energy Manag® system or an Energy
Management System for a building comprising mudtipibordinate Energy Management
Systems for the various appartments inside theliogjl
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* Market :as defined in SGAM with the additional nuance thaan comprise aspects of the
broader environment (to which the energy marketplé& but a part), e.g. publicly
accessible web services reporting on weather

2.2 Approach for this deliverable

To arrive at the functional architecture for smautldings we are using the use cases described in
D4.1 and the SGAM methodology as the starting pdihien we consolidate the interim design
presented in D4.2 and finally provide an analy$ithe Smart Building functional blocks and detalil
functional primitives, dependencies and commuricatequirements. In Chapt8rwe present the
key functional primitives of the most relevant useses, identified in D4.[tl][1]. This drill-down
allows us to identify the high-level functional lling blocks of the proposed smart building
architecture in Chaptet. To organize the building blocks in a proper fagearchitecture we
recognize three separate layers: application lastegred services layer and building abstraction
layer, which are discussed independently in Chapte€Chapter5 then maps these functional
building blocks on FI-WARE generic enablers, wher€&hapter$.3, 7 and 8 surveys the lower
SGAM layers: information models, communication kaysd components and communication
infrastructure.

2.3 Analysis Steps
This deliverable is part of WP4, which addressesirtkerim results of Task 4.3.

Consequently, the activities performed to produwe results available in this deliverable can be
summarized as follows:

1. Start from the specification of high- and mid-le@hart Building scenarios and Use Cases of
D4.1[1]

2. Develop a method to drill them down using a layeaggroach in order to detail the ICT
Requirements on the Information and Communicatye.

Identify first results on data models, interfaced &ey building blocks.

Consolidate the design in a final functional ametiitire, analysing its key functional blocks and
primitives.

5. Address and assess FI-WARE integration, commuwigand security issues.

The steps taken to consolidate the results oftbik package were the following

» Specification of the Smart Building scenario, the igh- and mid-level Use Cases and their
ICT requirements.

This step has been described in detail in D4.1,1RAd D7.1. It is summarized in sectin
» Categorize and consolidate the Smart Building ICT Rquirements.
 Identify ICT-based Smart Building Use Cases for aubsequent detailed analysis

The following two criteria for this selection pr@seare

» relevance according to the work package scopetheeSmart Building scenario in case of
WP4,
» Relevance with respect to ICT beyond the statdvefart.

» Develop a suitable method to drill-down the selecteUse Cases to identify the prominent
functional building blocks, leading finally to the Smart Building functional architecture.
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» Detail relevant ICT Requirements dealing with ICT technologies to specify the relevant
mechanism for the information and communication lagrs.

» Attempt a mapping to FI-WARE Generic Enablers, wheke this is possible (Chapter5)

» Reuvisit interworking, communication and security apects from the point of view of the
consolidated architecture and the results of the ber FINSENY work packages (Chapters
6-9).
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3 Use cases and ICT requirements of the Smart Buildgs domain

The intention of this section is to summarize timglihgs of the functional decomposition of the
smart building domain use cases carried out in D4.1

As described in section 2.3, we are following tHeAM methodology. Therefore, to arrive at

functional building block decomposition we are penfing a use-case drill-down through the
Functional layer of SGAM. In a previous step, wadgtd the Business and Function layers,
combining them into a single grid representatiosivbf the functions that were identified are not
evenly distributed across all SGAM zones and dombiecause they come from the building use
cases, so they are all located in the CustomeriBeathomain.

For the purposes of this deliverable which focumesmart buildings, we took the slightly adapted
SGAM zone definitions presented in section 2.1

We are going to briefly highlight the results oéthse cases analysis, taking into account the five
different topologies that we decided to be moreasgntative when we built the use cases in D4.1.
For that purpose, the most relevant high leveloases have been selected.
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Domain

High Level Use Cases

Analysis Summary

Hierarchy of functions to collect, store, aggregated display energy consumption global and detaitddrmation to
successively higher echelons spanning all the way the Process zone to the Operation zone.

One different function to forecast the energy comstion located at the Operation zone (BEMS), aratlsaT one to generate
alerts to the final user at Field and Station zdsetsart meter and gateway).

Home domain

Monitor and
manually Control
Energy Use

Globally optimize

home energy use

At the Distribution domain, a set of functions aegjuired to provide the BEMSs at the Operation zwith needed
information about the electric tariffs, load redantsignals, peak loads, emergency control sigelalsorated at the Marke
zone, in order to be able to perform their operafa optimizing energy use. Also, the informatamout the level of energy
generated at the house is used in this domaiméogiobal home energy optimization.

At the Customer domain a set of functions are meguio provide the BEMSs at the Operation zone gitantitative energy
information and at the other side (the BEMSs atdirgtomer premises) with notifications of load colst and other contral
signals.

—

Locally optimize
home energy use

j®n

The use case function decomposition is practicidley same, except that the function “Aggregate hemergy generate
info” is located at the Customer domain becauseofitamization is done at local level, that is, thienerated energy in th
house is used for internal consumption.

D

Generate and Stor
Energy locally

At the Customer domain. Both generation and stomigenergy in the house are used for internal compdion, not
transferred to the grid.

Monitor Energy Use

Hierarchy of functions to collect, store, aggregae report energy consumption readings to suaadgshigher echelons
spanning all the way from the Process zone to {her&ion zone.
Functions to publish readings at either home olding level at the Operation and Enterprise zoespectively.

Residential
domain

Automatically publish aggregate readings to wehiadanedia applications or gamification platformsvesll as rich GUIs to
support the interaction, the view of historicakirrhation or trends, and the current consumptions.

Support Online
Community
Generate Energ
Locally

Generate electricity, monitor and control electyigjeneration sources,
Make sell decisions (e.g. to decide whether andwbesell the locally generated electricity to tved or market or whether
and when to consume it or store it locally), ashaslfunctions to obtain market information on pscetc. which inform that
kind of decisions.
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Provide Emergency
Electricity

~

Diagnose that an emergency exists and functiorisatltav the Building Energy Management System ttivate the use of
emergency electricity reserves.

Store Energy Locally

Comprises the generation and storage of electriéiBIs to monitor and control the storage unitsictions to display the
status of energy reserves, an optimization funct@uaecide whether and when to buy energy fromntlaeket for local
storage and a function to buy the energy from thekst.

Optimize Energy Use

Comprises the generation and storage of electrigitgnitoring and controlling the electricity gertswa and smart
appliances consumption.

Office/Public
Building

Check Energy Use

The BEMS provides regularly updated historic, t&rake and/or forecast energy usage data of the eoffigilding via
displays/information screens/web browsers to tlteesers with the goal to motivate the staff to esergy conservatively.

Check acute Alerts

Information about the energy use of the office dini) is available remotely. If an anomalous sitais detected, an alert js
sent out. The information exchanged between thersai the energy used by the devices inside thdibg and the alerts in
abnormal situations.

Allow Real-time DR
events in the servic
center

Real-time Demand Response (DR) events are recbiyvéide energy manager in the building. The energpager can the
decide on the best strategies to respond to opixpese events.

=

Check DR period in
the office room

The BEMS should provide to the end users / offiagkers information about the DR actions that hagenh
taken. Means should be granted to end-users toided¢hese actions, especially in shared spacdsagimeeting
rooms. Information about DER actions is always agmanied with advices to the end-users for usinggne
conservatively.

Energy Coaching

Bidirectional exchange of information between the esers and the BEMS. The BEMS provides the eatsusformation
on the amount of energy consumption and on thes@sstociated to each energy hungry device thatrtbeyally use. The
BEMS learns from the ordinary behavior of the esérs in order to adapt the operation of the devices

Check benchmarkin
in districts

The energy consumption data from buildings in tredridt is obtained and provided to the end-useenable
benchmarking.
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Data Centre

Optimize the data

As the temperature is not uniformly distributedhie local data center, a set of temperature seisoged to ensure reliab

=)

center air detection of temperature. These sensors sendegdlgl information to a collection point. The infation gathered ca
conditioning activate in real time, wireless-actuators in otteturn on or off the air conditioners.
Optimize the free The sensors detect, in real time, the temperataltges at different points in the data center. A ooimg system compare

cooling in the data
centers

the values collected for each humidity sensor hibse defined as acceptable operating marginselthumidity values
recorded are above or below the acceptable opgratangins, the monitoring system sends radio condsiémthe actuator
that change the air flow or temporarily activates air conditioners for the dehumidification.

A set of smart info power meters controls in réaktthe server power consumption and sends, via,rdte measured daf

D

Optimize servel to a gateway point. Then the real time power comgion of each server is compared with the nomim&l and, if this last ig
power usage greater, then it will be possible to increase thenber of servers without extra energy from the eayst of power
distribution.
M busi When a power outage or a cooling system failureisdHW/SW commands are sent to reduce the powesucoption of
anage uSINes the servers without penalizing too much the qualfttheir services (QoS).

continuity

Optimize power Power optimization requires a table with variousrkd@ad profiles and a performance loss target vobé exceeded.
workload while Developers perform a series of experiments to cibariae how much capping can be applied beforgérrmance targe

maintaining a high
quality of services

is hit. Afterwards, during normal operations, theplécations engineer sets power capping targetedas the priof
measurements.

Choose betwee
multiple service
classes in function g
the workload priority

High priority workloads run on unconstrained sesvethereas the medium priority workloads are assigogower cappe
servers. The financial manager presents to thewesta tariff that depends on the expected levéh@fyuality of service

(QoS).

The real-time power consumption of the server dnedpre-characterized applicable energy cappingané to the facility
manager that through HW/SW commands optimizes tiveep consumption of the servers without penalizimg quality of
their services (Qo0S).

)

Hotels

Shed Load

The strategy includes energy consumption and génaran collaboration with the utility a hotel caparticipate at the
energy exchange and offer positive and negativervesenergy. A strategy includes a tolerance raimgéemperature
(swimming pool, room) which has an effect on thssjiide energy reserve that can be offered. In @dito that, energy
storage can be installed in order to optimize agam set of KPIs defined by Hotel Management.
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» The strategy includes energy consumption and ggoerdn collaboration with the utility a hotel cgrarticipate at the

Execute Strategy energy exchange and offer positive and negativervesnergy.

* The execution of the strategy may be based orc stdtirmation such as occupancy of a room (numb@eosons, wake-uy
Store energy locally time if set) as well as dynamic information suchhation detectors or occupancy sensors.
» By dynamically setting the price for the differemtergy forms, the utility influences the executidrthe strategy.

Generate energy s The Energy Manager decides to generate some emecglly. Especially for renewable energy sources decision to
locally, Store energy generate energy locally may also be triggered tbgreal factors such as wind speed, intensity ofighi etc.
and Request energy
from the grid

 The KPIs are a guideline and optimization criterfonthe energy manager. Usually the fulfillmenttbé KPIs is closely
coupled to the compensation of the person or orgsion responsible for the Energy Management, wiiclhy the KPls
are monitored to create a feedback.

Define and Monitor
KPlIs
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4 Smart Building Functional Architecture High-level Building Blocks

4.1 ICT Perimeter of the Smart Building and external interfaces

The overall FINSENY high-level architecture diagrams derived in preparation of this task in
the FINSENY Architecture Group to show the inteatiein between the various scenarios in
FINSENY and to ground the study of the various exkinterfaces.

FINSENY High Level Architecture

Electronic Market Place for Energy (wee)
N
the
4 latforms t0 reduce o
Aggre\qz:l‘t(;r;gr management andko(g;?r"abe
i eoverau electricity networ! gt -
o nt e.g.in the case ofas ctly to Customer
“anspg:R tiwé interface can be dire weee N O\ N T o
¢ st /N N T /
at::enl\/\-.cmgrid or s R
; / Distributed Energy
. ey .. @ —— / Resources
Transmission Distribution} ‘{ Microgrid § ~-{Aggregator Smart /| —
Network Network L Building
(Wp2) 0 (WP4) Storage
N —
i = ﬁﬁﬁﬂ N
E-Mobility \ Loads
‘ [ Service —
P W ~— Provider (wps) F—@
'm ‘ EV User
. )\ ' ) == '
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Figure 2: Smart Buildings external interfaces vather FINSENY domains and the Energy
ecosystem.

This section delineates the perimeter of the SrBaitding, and more precisely the ICT
perimeter since this document deals with ICT aedtitre. The boundary is defined by
describing (at a high level) the semantic contdrthe interactions of the smart building ICT
system with its environment as well as the infoioratmodels of the data flows exchanged
(also at a high level). When defining an ICT aretitire this approach usually yields a clear
separation between the functions that are implesceirtside a system and the functions or
services that lie outside the system and on whietsystem relies. In defining the boundary we
take a black box approach of the internal SmartdBwg's architecture. Once the boundary is
defined, we begin to elaborate an architecturedhatsupport the various "contracts" implicit in
the external interactions we have defined and alse, that can host the various functional
building blocks we identified in Chapt&r as part of the use cases functional decomposition
exercise. This latter point is treated in Sectidh

4.1.1 Interfaces to Energy marketplace

The major European wholesale power markets sea@\etexders, retail companies and large
consumers as the major actors. In this marketpleleetricity is exchanged through bilateral
contracts or directly on the spot power exchangeketale.g. IPEX in lItaly) where traders
aggregate demand and resell the power to retatbimiess. With the introduction of smart
buildings and smart building energy managementesyst the energy marketplace we know
today could radically change. Indeed, with the atvé smart buildings one is able to have an
explicit view of customer consumptions but more amantly of their historic trends. Knowing
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the consumption trends of a customer or group aftorners, one is able to profile the

consumption and allow energy managers/managemstensy to fit the customer needs with a
variety of energy contracts. For example, stanth&tdteral contracts could be used to respond
to the customer’s base load throughout standarduroption hours. Moreover the missing or

excess energy demand could be met by buying angellectricity on the spot market.

In the event the consumer also has the means wug@eohis own energy via distributed
generation means (thus being a prosumer), therertbegy manager should also be able to
analyze the energy market place in order to asgkish is the best way to use the energy being
produced. If energy storage devices are availabléf @ne is also able to modulate the
production of the distributed generation plant, #mergy manager will have an even broader
spectrum of possible actions at his disposal.

Possible
Actions
1. Self-consumption

2. Sale

Figure 3: Prosumer - Weather dependent DG (e.g. PV)

Possible
a) Self-
‘ + - \ 1. Production < consumption
a) Buy
2. No < b) Use stored
‘ energy
3. Storage —> a) StoreJ

Figure 4: Prosumer — Weather Independent DG & §toa.g. Batteries & Small Scale Bio
mass Units)

Development and improvement of cost-effective epatgrage systems will also be important
in order to facilitate a larger penetration of dizited generation units by decoupling generation
and energy consumption.

The information which has to be exchanged betweeartsbuildings or aggregators and the
energy marketplace is the real time energy consomgnd production of the consumers /
prosumers. The interfaces which allow one to obthis information are smart meters.
However meters must also be able to talk with thars building energy management system
for this information to be used appropriately. lede data exchanges with dedicated ICT
platforms controlling the information flows betweé#re different players may strengthen the
capabilities of real-time trading, generation cohéind participation on the demand side.
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A large number of prosumers will cause a consideraimount of data to be shared as the flow
of information will no longer be bilateral (Enerdyrovider-> Customer) but multilateral
(Energy Provider» Energy service provideks Prosumer). The management of this
information will shape new roles for the traditibqdayers who will have to share not only
information related to the sale of electricity, laldo information concerning transmission costs
and generation revenues which will be shared amatifierent types of actors in the energy
marketplace. In this way, installation of smart enst along with smart building energy
management systems may rationalize energy usagetahilize electricity prices throughout
different hours in the day.

The advent of smart buildings and the relativeruments which adorn them might drive the

energy market as we know it to become a flexibld dgnamic electronic marketplace for

energy. Moreover, with the aid of dedicated ICTtfplans and energy management systems,
consumers may follow the trend of becoming verycaltegrated prosumers.

4.1.2 Interfaces to External applications
We are anticipating the following developmentshia medium-term:

* New business models may encourage a move fromrbiecal command and control
operations to symmetrical peer to peer negotiatiomthe power grid

* Renewable energy sources will increase reliability

e Distributed generation will create more power sesrmot under the control of
traditional utilities

e Energy buildings will make each end-node both aebayd seller of power.

Starting from the top level conceptual model shamviigure 2, it is clear that the prosumer is
not only connected to the distribution domain Ve tmeter, but also to the markets, grid
operations, and customer service provider domamsammunication networks.

To successfully unleash the potential of buildimgthe Smart Grid, the facility interface must
constitute a clear demarcation point between gpérations and facility operations. To
successfully enable markets, motivate customersmze assets and enable efficient grid
operations it is likely needed to exhibit the pntigs identified in Table 1 below:

Principle Action

Loose coupling Describes a resilient relationshigere each end of a transaction makes
its requirements explicit with minimum knowledge tbke other side o
the interface.

Composition The building of complex interfaces nfrassimpler interfaces enablés
diversity. Composition also means that the bagsaeplsr services are
available, and, hence, can be repurposed and ressdp

Layering Denotes separation of function and loose couplietgreen them. A layer
has a general function and provides services tdaper above while
receiving services from the layer below. A commatian stack is
composed of layers, just as a protocol standambrisposed of simple
component standards.

=

Scalability The Smart Grid applications, components, and ppaints are expected
to grow rapidly as standards mature and infrastrects modified of
added. System performance should not be detrintgradlected ag
components and capabilities are added.

Security This mandatory point is of vital importance andwhdbe implemented
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at all hierarchical levels of the SGAM describedehén particular, every
HW / SW interface element interacting with the aésworld must take
on board the appropriate security techniques. Hewet the same tim
the security approach must allow the transactitr@adsparency for th
marketplace operation in terms of traceabilitytef events

D

112

Table 1: Architectural external interface principle

The facility interface must conform to these aretiiiral principles to meet the goals of the
Smart Grid to enable innovations, ensure interdpksaand grid reliability.

As shown in Figure 2, the Smart Building has twimarry gateways: the “Metering Operator”
and the “Electronic Marketplace for Energy”, withs i distribution in the domain
communications. Then there are the interfaces, /pogperties listed in Table 1 must be met,
aimed at microgrids and aggregators, and intemnigding points such as load, home customers,
storage etc. For this reason, an Aggregation Phatfe expected to simplify the complexity of
the entire electricity grid interconnection andite same time, to manage the security aspects
in more efficient way.

The Aggregation Platform shown in Figure 2 attemptsummarize the energy interoperation
communications that involve both the grid and thélding. The Aggregation Platform 1/O
interaction interfaces, also enable the prediatibfuture energy use (expected demand in kW)
for future time intervals, and may be generatedahglysis of past use, facility schedules,
weather, sub-system status and known user plartkeRihan deal directly with a market, the
facility may send these forward demand estimatesipply estimates in the case of potential
demand reductions or generation/storage resouces) aggregator who then bids this demand
or supply resource into a wholesale market. Aceuestimation of sub-system demand may
rely in part on sub-system energy profiles. Engngyfiles may serve not only for configuration
purposes (e.g., identifying sub-system load shedhtities) but also as a resource for dynamic
status: operational mode, faults, power level,agferstatus, etc. The subject of energy profiles
is a topic of ongoing research.

In conclusion, interactions with the grid shouldcoc at a secure interface with external
applications that also serves as a demarcationt pbimwnership at the domain boundary.
Communications across the interface should be lmmiiive in nature, with simple data
exchanges that require minimal knowledge of how thiormation is used or what protocols
exist on the other side of the interface.

4.1.3 Interfaces to Microgrid management system & distritution network

A building or a home is likely to have two typespifysical network interfaces with either the
microgrid or the distribution network managemersteyn:

¢ On the one handan interface provided by the metering operatamely the smart
meter, connected to a full AMI (Advanced Meterimfrastructure). The smart meter
has long been used for the billing of the energgpu As such, it also supports
dynamic pricing of energy, as it is mandatory toamee the energy consumed in
different tariff periods, and, depending on theutations of different countries and on
the commercial offerings of the utilities, it mails@ be used to deliver to the end
customer various services : consumption informatgsrvices and basic energy
management services, to help the customer to hetieage his consumption and, in
particular, to allow him to better cope with dynarprices that are one of the means for
DSM (Demand Side Management). Additionally, thealbcgenerated energy produced
by DER that is increasingly installed in homes &nddings also have to be measured
by smart meters, so that the DER owner can be fpaithe electricity exported to the
grid.

e on the other handconnection with the Internet is delivering higheed connectivity
with all kinds of applications and services andsash, will allow the implementation

Page 22 (160)



FINSENY D4.3

of the most advanced use cases, in particular tthadecan’t be supported through the
AMI.

As this sub-chapter is related to the interfacéhefhome or building with the Microgrid and/or
distribution system, the use cases describefilin[5] and [6] were examined in order to
identify the type of data exchanges using either anthe other of this two network interfaces.
It must be noted that the data exchanges relatBbM (Demand Side Management), typically
leading to exchanges with an aggregator, have gnaeén described in the subchapters above
and will not be described extensively here againydver, as this aggregator role could in fact
be endorsed by a DSO or by a Microgrid Operat@sehdata exchanges could be potentially
added to those described below.

The description of these data flows is given inlibiebelow; as can be seen, they can be related
to the electrical network operation — either Disition Network or Microgrid — or to deliver
services to the customer, and on another handditketion of the data exchange may vary:
going upstream from the home or building to thel giperator or service provider, or going
downstream, for example, for control purposes.

Traditional energy supply requires periodic metading of the measurements made in the
different tariff periods, now completed with theatbcurve (with intervals generally of 10mn,
15mn, 30mn or 1hour), so that the billing of th&@siomed energy can be made. The period of
these readings may vary between once every 2 oor8h®s and once a day. Together with the
basic consumption data, other important charatiesisf the consumption may also be read
such as: reactive energy, data related to thetgu#lithe energy delivery at the customer end
point (for example minimum and maximum voltage,gfrency), frequency and duration of
power outage at the end point, etc.

Additionally, the same kind of data, but even mivseguent (for example several times a day)
can be read, either remotely or locally, completétth alerts, in order to provide the customer
with consumption information services, in the frapnfethe high level use case “Monitor and
manually Control Energy Use” (see D4.1).

The above data flows may also apply for electrigigyeration by Distributed Energy Resources
owned by the customer (in the capacity of a prosumehis case). The electricity exported to
the grid has to be measured so that the bill caedbablished and the prosumer paid. It is
conceivable that, here also, dynamic pricing maghapso that several readings, related to
different tariff periods, are to be made. And hals, more frequent readings may allow the
system to provide the prosumer with monitoring @ so that he may ensure an optimal
functioning of his DER installation. But, as weske below, DER also leads to other data flows.

In order for the metering to be comprehensive eeifbr consumed or for generated energy, the
right configuration has to be downloaded in the eria devices. Such a configuration
generally includes tariff periods, but also subdssdi maximum power and possibly other critical
contract parameters.

Providing the customer /prosumer with the adeqtaat# information (periods, prices of energy
in each of these periods) is also important, sacdrehave all the monitoring information, but
also to meet the expectations described in theidpé home energy use locally” high level
use case (see DOL In particular, they should allow a Home or Blinlg Energy Management
System to perform its optimization task. On theeothand, the design of these dynamic tariffs
and the incentives that they provide to the custfpmesumer to adapt his
consumption/exported-consumed generation accosdiicgih be exploited by the utility or by
the Microgrid operator towards a global optimizataf the grid. This information may either be
provided through the AMI, as the metering systereay holds some of that information for
the purposes of billing, or through the Internetdional information, not always energy-
related, may also be required to perform this ojgtition: the weather and temperature data
forecast are a typical example.

More direct control information may be sent to theme or building energy management
systems. In particular, as stated in the FLIR (Fhatation, Isolation and Service Restoration)
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use case for Distribution Networks ], DER modulation and control may be necessary in
order to automatically shed/reduce/increase geparand loads to preserve load balance and
system stability (load curtailment and source supjpodiminish a given congestion). The same
kind of requirement also applies to Microgrids,iwéven more accuracy.

Planning data collection is also important, spealfy for “Balancing supply and demand” use
cases of Microgrids (sd6]), but they may also help a lot the Distributidetwork, typically in
high congestion risk areas. This involves collegtimformation from the customers, DER and
storage owners. This may for example involve thikection by the BEMS of data from the
various smart appliances in the home and theiregggion at the local level.

Microgrids may also lead to increased needs of tadng and control of loads and generation
means.

The Optimal Power Flow (Intelligent loss minimizat) is a specific use case for Microgrids
(see[6]) that also involves direct load and generatontrol in order to ensure that generation
and consumption points are geographically close feach other in order to minimize losses.

The management of the islanding mode is also atgituspecific to Microgrids where load and
generation control plays an important role.

It should be noticed that, in such cases, the maong and control is a continuous process. As
stated for example in the DSM use case for Micadsgrit leads to the continuous determination
of available controlling power range on differemescales. And what is true for Demand Side
Management also applies in that case for “Supple Management”.

4.2 Overall view of the functional architecture

We present the proposed smart buildings functiol@I architecture within a generic
framework that is in line with the overall FI-PPBpaoach: raising the level of the shared
infrastructure, beyond the basic hardware and advity. This framework is “horizontalized”

in a way that is also in accordance with FI-PPPhgipies: infrastructure should not be
dedicated and vertically integrated with applicasioit should be as generic as possible and
available to other applications operating upon shme physical plant. The Smart Buildings
architecture is thus meant to support not only @od Energy Management but also other
applications needing access to the physical platieobuilding for monitoring and control.

4.2.1 Building Operating System

This genericity of the proposed infrastructure ighlighted here with is consolidation as a
"Building Operating System", itself decomposeddrttree levels, as represented in Figure 5
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Building
Operating System

Figure 5 TheFINSENY smart building architectufeamewor}

The matching of this framework with SGAM is repnetssl in the following figure
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Figure 6 :Matching of Sma Building Architecture to SGAM framewo
The architecture describes information and funciayers, while the matching with zoneould
be taken roughly as follows
* Field Zone > Devices
» Station zone—>Entities& virtual entities
e Operation zone->High-level (building-wide) srvices & application

The motivation for the variouevels is discussed belowhile the followingsections describe
each layer in more detail.

Sensors and actuators are supposed to be shakeeebedll building applicatiol and made
available as a pool when they are individually tifeable and addressable (richand side of
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the diagram of Figure 5). Building legacy systeraach as dedicated HVAC management
systems) that do not give direct access to theiividual sensors and actuators will be dealt
with through their own interfaces (left-hand sidetlte diagram). They will be considered as
black boxes, but integrated within the perimetethefsystem nonetheless.

Building automation applications are not interestedensors and actuators themselves, but in
what is being sensed by the sensors, or actedlpantuators. The relevant level of abstraction
for information pooling should thus be at the legkthe physical entities that are being sensed
by sensors and acted upon by actuators, which eguielzes of equipment, appliances, people,
rooms of a building, or more generally any relevgglf-contained subsystems of the building.
These entities are generic, intrinsic to the bogdenvironment and not tied to any specific
building automation application. A set of modelsl amrresponding software components for
these entities make up a “Building abstraction fgyia a way similar to a hardware abstraction
layer for a computer platform.

Taking a room of a building as an example suchertie state of a room could be whether it is
occupied, the type of activity going on, and theresponding attributes could be its
temperature, the number of persons present, etcdfdrol purposes, an application can change
the state of an entity to another state, if adrbissior change associated attributes. In the
examples given for supervisory control in sectiofh, 4he state of a room could be changed to
dark by sending coordinated commands to individealators, such as those controlling shades
and light fixtures.

An additional service layer, corresponding to saftevenablers that span several entities or
entity categories, may be provided to applicationstop of the building abstraction layer to
make up the building operating system. Absent sectices, the interfaces that are exposed to
applications from this building operating systemyn@rrespond directly to the states and
associated attributes of relevant physical entitieshe building. Further, absent the models
representing such entities, interfaces exposedpfdications from this building operating
system may correspond directly to sensor readindsaatuator control parameters

The use of these stacked layers of informationrattibn is in line with the Internet of Things
and Context Management enablers provided for ther&unternet platform by the FI-WARE
project[4].

4.2.2 Generic functional building blocks

A more detailed decomposition of this architectisrpresented in the following figure: the main
building blocks of the architecture are represeritedugh examples of their instances and
example instances of their mutual relationship.
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Figure 7 : Generic functional building blocks oNSENY Smart Building Architecture

The following table recapitulates the main highdiewuilding blocks of the FINSEN
architecture pictured above, together with theteexal interfaces:

Y

Building block External interfaces

1 (Application-level) Building energy managemeriicrogrid
(see sec 4.3) Market

Distribution network

2 (Service-level)  Supervisory  control  servigadicrogrid or Distribution
(sectiort.4.5) network, by exception to

separation of  concerns
principle

3 Entity virtualization services (see sectind.1) Microgrid or Distribution
network, by exception to
separation of  concerns
principle

4 Building space Entity Proxies (section 4.5) Bimtdoccupants

5 Building equipment Entity Proxies (section4.5) ckdigrid or Distribution

network, by exception t
separation of  concern
principle

6 Building Legacy Systems proxies (section 4.5) 1@fes, facilities manager|

Microgrid or Distribution
network, by exception t

O

separation of  concern
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principle

7 Building connected devices

8 Building Sensors (section4.6) Building occupants
External environment

9 Building Actuators (section 4.6) Operators, fitielk managers

Table 2 : Main Building block of the FINSENY Sma&uilding Architecture

Entity virtualization services represent groups eottities through shared functionalities or
properties and provide a common interface to tlegggies for applications. This may be for
example lighting or heating services that regrollipemtities that provide lighting or heating,

either as their primary function, as their secopdanction, or even as a side effect of their
unrelated primary function.

Subsets of space represented by a proxy are thasare relevant for more than one application
and that have general significance with regardéoluilding itself, such as individual cubicles
in an office space, rooms or floors in any building

Pieces of equipment represented by a proxy in thigibg abstraction layer are any piece of
equipment that is individually monitored and coltéw through their individual generic model.

Building users/occupants may be modeled separatelgntities, as this is relevant for other
applications that the ones we are primarily interee

Legacy systems are integrated systems such as HMA@ms that are dealt with as black
boxes rather than representing their individual ponents as legacy equipment in the building
abstraction layer: this is clearly relevant fogkubuildings rather than for individual homes.

Connected devices are, beyond sensors and actusggdar networked devices that may or
may hot be represented separately as “entitieffigrbuilding abstraction layer. If they are not
represented as entities, this may be because teegnoa relevant for their energy impact, or
because they already have specific models of tveir through a regular service infrastructure
such as UPnP. Yet even for devices that are rampexsehrough specific models in such
infrastructures, it may be useful to mirror themotilgh more generic models in the building
abstraction layer, which means the specific modsltb be associated with the generic one.

Basic sensors and actuators, whether they are adtared or embedded in such connected
devices, will usually not be dealt with separatdyentities. They are merely intermediaries.

4.3 Application layer

According to the horizontalization principle higitited before, the application layer is limited
to software that is dedicated and interfaced diresith external actors. Software that can be
shared between different applications, such asnargesupervisory controller, is supposed to
belong in the service layer rather than the apdindayer. The smart building application layer
comprises classical applications such as securdpagement, safety management, building
automation. We focus here on energy managemeris lstiould be clear by now that all other
applications are to be supported from the samefates to the underlying infrastructure.

We describe here different application-level solus for home or building energy management
and their relationships with the lower layers af #rchitecture described above. These solutions
are, between one another, partially alternativatswis for dealing with overall building energy
management and partially applications complemergalytions that do slightly different things
and should work concurrently.
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4.3.1 Energy@home Application Layer

Energy@Home is a step towards the developmentedidime as the end point of the smart grid
that, in the future, will allow continuous real-gntwo-way information exchange between
utilities and appliances in the houses to enabdh eastomer to “self-manage” his/her energy
behaviors depending on power supply and prices.

From an application point of view, Energy@Home sions a system that can provide users
with information on their household consumptioredity on the display of the appliance itself,

on the smart phone or on their computer. It is etquethat, through easy access to information
on consumption and through the possibility of davawdling custom applications, consumers
will be able to use their appliances in a “smartiyy enhancing the energy efficiency of the
entire house system. For instance, Smart Appliage@sstart functioning at non-peak (and

therefore less expensive) times of day as wellhay tan cooperate to avoid overloads by
automatically balancing consumption without jeojmandg) the proper execution of cycles.

End users can remotely monitor and control the éarsd all connected home devices and
appliances from anywhere at anytime through a cawialeSmart Phone. The system can be
configured to send text messages in case of alarmsarnings (e.g. power overload, local
blackout).

Moreover, Energy@home pro-actively schedules tlee lomds and the smart appliances when
green energy from renewables is available, accgrditso to the weather forecast. By
synchronizing consumption with local micro-genevatthe consumer increases the economic
incentives and the power grid works better.

All these applications are governed by the residebtoadband gateway that coordinates the
Home Area Network and enables the seamless iniegnatth the Internet. It provides function
for remote monitoring and control and for integratiwith energy tariff information. Its Java
execution environment allows installing multiplepipgations and provides a variety of new
Value Added Services.

This section describes in detail the applicatianden Energy@home through a set of sequence
diagramghat show the possible interaction between thengatend all the involved devices.

For more details about the features and the expetmh results obtained with the system
Energy @ home, please refer to the FINSENY delher®8.2 ‘Experiments and evaluation
[8] and D8.3 Selected domain specific enablers specificit[®h

4.3.1.1 Control modes

The interactions between the Energy@Home devicesheaoperated in two different control
modes, depending on how each device is willing ddigipate to the overall system control
operation:

= Operating mode without E@H contrdétriergy@home control disabledt In this case the
awareness scenario is covered but the devicesiE@H network shall not be scheduled
and controlled by the Home Gateway or energy Mamage System;

= Operating mode with E@H contrdEigergy@home control enablelt this represents the
full set of Energy@home features: the appliancesbeaautomatically scheduled according
to the needs of the user and pre-emptive and veambintrol on the devices is allowed.

Selection of the control mode has to be harmonimgethe functional controller (e.g. the Home

Gateway or Energy Management System), how thatng énd how it is selected by the user is
implementation specific and is outside the scopthe$e specifications: for instance a special
button on the appliance might be used or, alterelgti a special function on the Central User
Interface, or some other mechanism, may be adaj@eending on the implementation.
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4.3.1.2 Start-up and discovery

The device association and discovery proceduredegrendent on the underlying protocol used.
However, the general Start-up procedure shallfotlee steps listed below:

Home Gateway present
The Home Gateway opens the network (i.e. enableratlevice joining the
HAN);
The Home Gateway manages the authorization ancemtithtion of the new
HAN devices willing to join the E@H network;
The services offered by the HAN devices shall Heraatically discovered using
the underlying protocol service discovery procedutike E@H devices shall then
detect the addresses of the devices they are eeioircommunicate to;
an auxiliary mechanism for enabling the configunatof the HAN by using an
interface exposed by the Home gateway should bheostgul as well;

Home Gateway NOT present
Since the Home Gateway is not available, the adomgsrocedure should be
managed by another device, responsible for theodaétion and authentication
of the new HAN devices willing to join, which shafovide user with a user-
friendly interface; alternatively, if no user infi@ce would be supported by this
device, a pairing mechanism with the other HAN desishall be enabled (such
as button pressed or other peering techniques).

An example of sequence diagram is reportedrigure 8, where a Smart Info and a Smart
Appliance send a command to the Home Gateway éonétwork joining and association.

Home Gateway E@H Smart Appliance Ei@H rtinfg EfH

MNwk Joining and Association

|
|
|
|
|
(=
o
|

Mwk Joining and Assaciation

Sarvice discovery procedures

Figure 8 : Start-up and discovery procedure.

Then the service discovery procedure shall leveragethe procedures defined by the
communication protocol.

4.3.1.3 Customer Awareness
4.3.1.3.1 Visualization of current energy, power and priceéada

The energy, power and cost information should lséridiited on the E@H network using the
procedures depicted Figure 9. In case the Home Gateway is operating in the BE@tork it
shall acts as a mirror for the information to thikeo devices on the HAN: that means that the
Home Gateway shall maintain up to date data reltieenergy, power, and energy cost (if
required), associated to each device as well asrmgtdata from the Smart Info related to
home global consumption.
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The devices willing to access this information dboaccess the mirrored information in the
Home Gateway. That mechanism provides the followagn advantages:

- it enables sleeping devices in the network: sikeeices may sleep in the network, the
Home Gateway (always-on device) should buffer theado be retrieved by the other
devices in the HAN;

- it reduces the need of broadcast messages enbahe performance in case of wireless
E@H network: the mirroring feature on the Home @ate enables the other devices to
communicate in unicast to the gateway itself, redyuthe need of the broadcast messages
in the HAN (typically considered unreliable mectsmifor the wireless HAN).

Home Gateway EfiH Smart Appliance EfH Smartinfo EfmH

Configure Report on powser consumption info

S

Configure Report an General consumption info
1

e

Reporting data

Reaporling data

G T e

this information to detemine the percantage of usa of
e dilferent appliance within the hane,

The application running on the home gateway can use B‘

Figure 9 : Configuration of energy, power, and @tieporting procedure.
Figure 10 shows the configuration of instantaneous poweontem on appliances: the Home

Gateway send to the Whitegood the power reportimd) this accept it. Then the whitegood
reports the instantaneous power at every pre-difine interval.

Home

Gateway Whitegood
i Configure Power reporting |
I 1
| |
: Accept Power Reporting |
Visualization of
Power and energy | |
consumead by =
Whitegoods r Report Instantaneous Power [
(R |
|_H' Report Instantanecus Power |
-

Report Instantaneous Power

Figure 10 : Configuration of instantaneous powgoréng on appliances.
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In the Figure 11 are shown the sequences diagram for the visualizafi price associated to a
power profile. Here, the Whitegood sends to the elddateway a power profile notification;
moreover the home user can check the price ata@fispigme. When the gateway receives the
power profile notification and the “get price” corand, it calculates the price and sends back it
to the Whitegood.

Home .
Whitegood
Gateway 9
L
| Power profile Motification |
| ster may check price
Cost calculation is | at specific time
triggered by the |
recaption of Power r:—
Profile notification |
and Get Price | et Price of specific Power Profile |
commands ™
Use constraints
lo calculate cost | l!kppllance may
show price
| Send Price of specific Power Profile |
-'| —

Figure 11 : Visualization of price associated fwover profile

4.3.1.4 Appliance regulation

The description of these interactions is reportedifferent examples of sequence diagrams: the
interactions and the message flows represent oxdynple of possible interactions: please
notice that they might be different according t@iementations and feature support.

4.3.1.5 E@H control disabled

In this paragraph, it will be shown how an intei@ctoccurs between the user and the smart
appliance when the Energy@home control is disabled.

In this case, the smart appliance will not be saletiand controlled by the Home Gateway,
even if the user will have the awareness of whatis

In the example ofigure 12 it is described both a possible interaction whik tiser and the
expected messages exchanged between the smaanapsland the Home gateway.

In the first section of the sequence diagraach section in figure is separated by a green)/ine
the smart appliance is already programmed and $ee changes an application setting. (
select a cycle

Due to this change, the smart appliance sends @ohttime gateway the power profile
notification and the “get price” command.

The home gateway answers sending the power priteetemart appliance that shows the price
on the display to the user.
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User Smart Appliance Home Gateway

User changes an Applanca setting PP: PowarProfilSiatebocdication
{i.e salects a cycle] (PP_IDLE, PP_REMOTE = False)

Appliance ks
In RUMMNG state:

T
- 5 )
Appliance ks I | PP: PownPrafileMotification ]
LTHTGGRAMMED 1 Cinily recessary [ =] i?
I MEESaga Can be sent | PP: PoaerProfleS:ateNosdicaton I 8
I | (PP_PROGRAMMED, PP_REMOTE = False) | E
1 g
: I' FP: BeiPowarFrotiaFrice Extanded” "'; a
o, T
I I PP PowarProfilePriceExtendedResponae =~ | ﬁ
E 1
: Shaw Price |'\ H | 'E
rad H il
¥ ) ] I | =]
H H Bl
] : | [ | i
! H |
I Lsar changes an Applanca seiting ! 1 ! x
I {i.e. seis A delay) | H I g
b >l I ¢
I | PP: GetPowerProfilePriceExtended” 1 g
[ =
| I PP PowerProfilePriceEviendadResponise -1 E
I L I =]
I Show Price I 1 g
¢ ' -
| | |
] I T
- Usar presses Start Bution F
Appliance goas ) {stars cycle) | I g
In PROGRAMMED ﬁ | %
WAITING TO START | PP EnergyPhasesScheduleStaeMotification | g
Btate : = 5
T PP: PowerProfisStatehotfisation 1 )
1 (EF_WAITING_TO_START, PP_REMOTE = Falee)l "
I ! | m
I - %
| | | El
I I 1 Q
i I 1 Il’
| | | E
I I 1 |2
] | | E
I | | %'
] | | &
| | | 4
|
! ! PP: PowerProfikeS:ateMoiication | ]
I I {EP_RUNNING. FP_REMOTE = False | =
I L = ]
] | I L7
T g
I
I
I
I
I
I
I
I
I

PP: PowerProfleStatebatification
[FF_EMDED, FF_REMOTE = Falae)

Applianca is
in END PROGRAMMED

Elate

[
[
|
|
[
[
|
|
.
[
|
:
[
| [

* GetPowerProfilePriceExtended payload includes delay time to start
Figure 12 : E@H control disabled: example of seqaatiagram with user interaction.
Another user action shown in the first sectiontef sequence diagram is related to the “delay

insertion” for a cycle of the smart appliance; agé#he “get price” procedure above described is
repeated.

In the second section Bigure 12 the smart appliance is in “waiting to start” statel the user
press the “start button”.

Then the smart appliance sends to the gatewaydtifecation about its new state chandmm
waiting to running.

The third section simply shows that the smart @ cycle is in progress.
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Finally, in the fourth section the smart appliahes finished its cycle and communicates to the
home gateway this state.

The Figure 13 shows an example of sequence diagram with E@Hralodisabled. The
sequence diagram is very similar to the one befoith, the difference that here there is not the
user interaction and the smart appliance simplyroanicates its various states to the home
gateway.

Smart Appliance Hame Gataway

|
|
Appliance is | PP: PowarProfileNatification
In PROGRAMMED |
state | |
| PP PowarProfileStateMotification |
| (PP_PROGRAMMED, PP_REMOTE = False) |
[ e |
| |
| |
| |
| |
| |
Appliance goes I pp: EnergyPhasesScheduleStateNotification |
n PROGRAMMED : e
WAITING PP: PowerProfileStateMotification I
TO START state [EP_WAITING_TO_START, FF_REMOTE = False)
l ~J
| |
| |
| |
| |
| |
| |
I I
| |
| PP: PowerProfileStateMotification |
appliance is | (EP_RUMNING, PP_REMOTE = False) |
In RUMNING stata : ‘-:
| |
| |
| |
| |
I I
: PP: PowerProfileStataMotification :
Appliancs is | {PP_ENDED, PP_REMOTE = False) |
in EMD [
PROGRAMMED state |
|
|
|
|
|
|

" GetPowerProfilePrice Extended can be generated any time by SA if a PP is active

Figure 13 : E@H control disabled: example of seqaatiagram.

43.15.1 Overload condition.

When the total instantaneous power used by theeh@usasured in kW and described by the
attribute InstantaneousDemanid case of ZigBee) exceeds the contractual limgs¢dibed by
the attributeDemandLimi}, the home gateway starts to send periodicalthecsmart appliances
(e.g. every 60 seconds) an “Overload Warning” al@igure 14).

This alarm will be reset by sending once the “EndDwerload Warning” message when the
total instantaneous power returns below the limit.
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Home .
Whitegood
Gateway
| Power prafile Natification |
L et Price of specific Power Profile |
Evaluate if enaugh ! |
Power avsilable ! z |
o Tiawmlrﬂm’i"«"' Send Price of specific Power Profile H,_l
(i thks 2886 N7 encdgh power
awvailable) |
|
| L!-.pplia nee may

show waming
| Appliance Control Overload warning | .
| | B

Figure 14 : E@H control disabled: Overload warning.

4.3.1.6 E@H control enabled

In this paragraph it will be analyzed the casewliich the Energy@home control is enabled
that is the case where the full set of Energy@hteaéures is running: the appliances can be
automatically scheduled according to the needeetiser and pre-emptive and reactive control
on the devices is allowed.

43.16.1 Pre-emptive control (scheduling)

In Figure 15is reported an example of sequence diagram with ingeraction with the E@H
control enabled. With the smart appliance in “Pamgmed” state the user changes a setting and
the appliance notifies this change at the Home &atevhich answers showing to the user the
optimal start. Then the appliance requests theegtlarice at the Home Gateway which answers
showing it to the user.

In the second sectioedch section in figure is separated by a green) lihe smart appliance is
in “waiting to start” state and the user press ‘tsi@art button”, with the option to choose
between theitnmediately star{Forced by user)” ordccept the E@H schedulih¢delegating
control).

Then the smart appliance sends to the gatewaydtifecation about the user choicé &nd how
switch from waiting to running stateln the third section, when the appliance st#stsunning
state, it sends to the Home Gateway its power lprafid this replies giving theatknowledge
to proceed or “change the schedtle

Finally, in the fourth section, when the appliarfteshes its work, it notifies at the Home
Gateway the jbb concluded state in order to make available this “requestadrgy” for other
loads inside the home.
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N

FF*: PrawrrPrafile Stase Matffication
(EF_WRITIMG_TU_START, FF_REMUTE = Any)

Wser Smart Appllance Home Gatewsy
! User changes an Appliance seting | I
I 1 PP: PowerProfileStatehatification |
Applanca 18 [ (FF_IDLE, FP_REMOTE = Falsa) |
in PROGRAMMED
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| ™
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| |
| | |
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| | PP PowerProfiePrice Extended Response “'l
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k | |
| | |
| | |
| | |
Appliance gués 0 Uiser presses Start Bulton | |
in FROGRAMMED [Btarts cycle of accapls scheduling) | |
WAITING TO START i
et “'i PP: EnergyPhasesScheduleSaleMotfication '
|
|
|

W

|

| |

| PP EnergiPhasesSchedulebotfication
I {evemusmlly f FP_REMOTE = Trus)
F

"
"
v

PP Frower Frofila Stane Motimeation
(EF_RUNKIMNG, PFP_REMOTE = Arry|

W

Appliance is
n RUNKING
Slae

PP: PowerProfileMatification

A —— =

(i, |ood estimation) FF: EnergyFrasesSohanuiedo Acaion

niualy i FP_REMOTE = True and echedule cha

Iramal FF rcdiication ﬁ
!

B
"
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B R

MED'E[F}“ * PP PowerFrofiiaStare Natttication

n {FF_ENDED, PP REMOTE = Faksa)
PROGRAMMED =]
state

* GelPowerPrafilePriceExdended payioad includes delay time to start

Figure 15: E@H control enabled: example of sequédiagram with user interaction.

In Figure 16is reported another example of sequence diagraimeasmart appliance interface.
The sequence diagram is very similar to the onerbefvith the difference that here there is not
the user interaction and the smart appliance coriuates and negotiates its various states with
the home gateway. This is the classic example afhima-to-machine communication, where
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the optimization of the power consumption is cortglle delegated to a communication
protocol between machines.

Smart Appliance Hame Gateway

Appliancs s
n IDLE stata

|=ome spplanca
Soukd nob have}

FF: PowarFrofileStataMoiticetion
[PF_IDLE, PF_REEMOTE = Falsa)

I
I
L
I
I
o

PP: PowerProfile SsateMotification

e N

PROGRAMMED state

(PE_PROGRAMMED, PP_REMOTE = False)
Appliance is
n PROGRAMMED FF setling
slale FP: PowarFrofileMotification
I
L
PP: PawerProfieSehesuleCarsirainisNatificalion |
Appliance goes e
n PROGRAMMED Remote FP: PowerPrafileState Mosification I
WAITING TO sohaduling info EP_WAITING_TO_START, PP_REMOTE = True))
P
STARTstate FF- EnergyFhasesSchedulastatebiotfication j
I
T FP! EnergyPhasesSchedulaReques |
Scheduling I . |
request | I PF: ErargyPhasasSchaduleResponsa "rl
E i
I I
Scheduling ﬁ I PP: EnergyPhases ScheduleStatebotitication |
Implaman:aion I =l
I I
I I
| |
] I
I I
] PF: EnargyPhasesSched deMoification ]
I jeveniusally it PP_REMOTE = Trua) I
Possible ﬁ I~ 1
re-schaduling ] ]
| PP: EnergyPhasesScheduleStaicMabfcaban |
I =
I I
I I
I I
) L]
|f I I
Appllanca is ] FP: PowerProfilcStae Nesdication |
N RUNNING sig8 I |EP_RLUMMING, PP_REMOTE = Any) I
r A
I I
I I
I I
I I
| |
] I
Appliance is I PP: PowerProfileStateNotifisation I
n EMD I [PP_ENDED, PF_REMOTE = Falss} I
, =
I I
I I
I I
I I

" GetPowearProfilaPriceExtended can be generatad any time by SA if a PP is activa

Figure 16 : E@H control enabled: sequence diagrahout user interaction

There are also special cases in which the appliaatthough under the control of
Energy@home system, can decide whether to stomtoitsicycle. A classic example is the
washing machine which could not accept an inteionfdiecause the clothes in the wash may be
damaged.
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4.3.1.6.2 Reactive control (overload management)

In the condition of E@H enabled, tRegure 17 shows the sequence diagram of reactive control
(overload management). A whitegood is running alecyand, at a certain instant, the user
activates a no-smart device.

As a result of this action, the home gateway dstwit the total power consumption exceeded
the total available one, and it sends a first wagnilf the total power consumption is still
exceeding the total available one, the home gatee&ags a pause command to the whitegood.

The whitegood checks if the pause can damage sometb.g. the clothes in the washing
machine may be damaged) and it acts with the fatigwlecisions:

- If the pause can damage something, it continuesyitle and it will pause it as soon as
possible.
- If the pause doesn’t damage anything, it acceptpuse command.

Then, when the home gateway will detect that thed fwower consumption is less than the total
available one, it will send a “resume” command #drelwhitegood will continue with its cycle.

Home .
Whitegood
Gateway
AOEBnGE b\ nunning
A oycle

| Appliance Control - Signal state Motification I"h_

l Appliance Control - Signal state Request |

1 =

Gateway detects Appliance Control - Signal state Response
overall power Ir‘“* I

above available power;
it rles
to send a warming

User activetad a8 no-smart
e

Appliance contrel Overload Waming

~ il
Owerall Power Still above
limit: the Gateway send a | |

Pause command
to the whitegoods | Appliance control Overload Pause -

lﬁ —
Appliance resumeas

Itz nomnal bahavice
| Appliance control Overload Resume | = 8
=

ApplianceE goag o
| piaLse siale

e

Figure 17 : E@H control enabled: sequence diagfamaative control (overload management).

4.3.1.7 Self-Production and Primary meters in Energy@home pplication layer

This chapter describes the standard configuratioresidential on-site generation plant (i.e.
photovoltaic panel, mini wind turbine...).

As well known, the Feed-In tariff (FIT) schemes @deen successful in many countries around
the globe. Such schemes are based on private powducers feeding all electricity they
generate into the public grid against payment pfeadetermined price that is guaranteed for a
set period of time.
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However, local utility companies are concerned thaarge amount of privately generated
renewable energy could have a negative impact®wmtl. In fact, there is no need to feed any
self-generated electricity back into the grid. khkes more sense for households to themselves
use the generated energy.

Instead of providing incentives for energy beind it@to the grid, it therefore makes more sense
to incentivize self-consumption of self-generatddceicity. So, today many local utility
companies offer a higher energy price if the prasuself-consumes its self-produced energy
instead of sell it to the grid.

Given the above, in thEigure 18 is shown the use Primary and Self-Production raeiter
E@H. The energy production of any on-site genemapilant is monitored and recorded by a
smart meter (it is marked irigure 18 with the label M2 and the self-produced power \tité
vector P).

¥

- Ohn-site generation plant
|

ad—d

— P — |
Smart Meter M2 Smart Meter M1
- Additional Meter

j 2
&)

Smart appliance

L ) [
5

Power distribution netwerk

Figure 18 : Use Primary and Self-Production meteEs@H.
In such case the primary smart meter (M1) monitord records both the energy picked-up
from the power distribution network (vector E) ahd energy put into it (vector U).

The home consumption of energy (vector C) is cated as the contribution of both a part from
the on-site generation plant and from the powdrildigion network.

The vector C is so calculated:=E + (P —U).

E: Primary meter M1 CurrentSummationDelivered

U: Primary meter M1 CurrentSummationReceived

P: Self-Production meter M2 CurrentSummationReceived

Instantaneous power data may be different accorirtge Table 3, where the Data Quality
ID” identifies the data quality.

Device Data Quality ID
All Data Certified 0x0000
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Only Instantaneous Power not Certified 0x0001
Only Cumulated Consumption not Certified 0x0002
Not Certified data 0x0003

Table 3: Data Quality identification

In the case "All Certified Data", instantaneous powata is monitored from the meter M1
or M2 and the refresh rate will not be in real time

In the case Only Instantaneous Power not Certiflednstantaneous power data is
measured by an additional meter installed on theepdine that supplies the user of the
client, measuring the vect@rin a real-time frequency.

In Figure 19is shown the sequence diagram about the managefigret process for Self-
Production and primary meter in Energy@home.

Home Gateway EEH Smart Appliance EEH Smart Info E@H Smart Info E@H
{Liity Primary Matar) (Umity Producian Maar|

I
1
1
1
' Configure Report on power consumption info

1
Configure Report on Ganergl consumption info
]

1

1

]

1

1

Gonfigure Report on General production info

1

1

1

1

1

1

: Reporting Dats
1
1

Repaorting Dita
L

e e e B TR . JNpue————

e .

!
L
i
Reporting Data i
i
I
|
1

The application running on the home gateway can use this informatio
to determine the percentage of use of the different appliance within the
heome and report the production of energy

Figure 19 : Management of Self-Production and prynmaeter in Energy@home.

As first step, the home gateway requests a spe@fiort on power consumption info at a
specific smart appliance and requests a repotth@igéneral consumption info at the Smart Info
M1. Finally, the home gateway requests a reportibthe general power self-production info at
the Production meter M2.

Each of the entities questioned by the home gateesponds to requests by sending a reporting
data. The application running on the home gatevemg these report information to determine
the percentage of use of the different applianci#kiwthe home and also report the self-

production of energy.
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4.3.2 BeyWatch Application Layer
This section describes the application layer aastbeen defined in BeyWatd0].

BeyWatch uses an Appliances Management Framewak alows the management of

appliances independently from the manufacturerstb@ccommunication technologies. In this
way a user is provided with a wider range of pdss#ppliances to purchase, not tied to only
one manufacturer for all the appliances that helsiee

In BeyWatch, the communication between the homa aetwork and the appliances use M2M
communications, and as the Appliance’s Managemearn&work allows the appliances to be
independent from the communications technologhoailgh they are mainly ZigBee and Wi-Fi,
it is possible to use others.

It is used an interface with the agent. The agei icharge of controlling and monitoring the

appliances, for that it uses Appliance’s APIs, whprovide simplicity and consistency and a
data model for each type of appliance along with riiethods of data interchange. This agent
connects with the manufacturers which have therobof the appliances, and schedules the
operation of the devices.

One of the objectives is to allow different manud@ers to connect to the HAN, for that it is
used OSGi technology that provides a smooth intiegraf the different modules composing
the framework.

For FINSENY'’s layered architecture, the applianasitrol was done independent from higher

levels. This makes it easier for a user to buyva aygpliance with the manufacturer that suits his

necessities better, he doesn’t have to worry ath@uintegration of the appliance because is the
service provider who installs it in the frameworkhthe correct module. Then the user is able
to access the information about the applianceasstat

For more details about the features and the expetmh results obtained with the system
BeyWatch, please refer to the FINSENY deliverab&2D'Experiments and evaluatidri8]
and D8.3 Selected domain specific enablers specificét[®h

4.3.2.1 Appliance Management Framework

The main objective of the Appliance’s Managemenanfkgwork is to make appliances
management independent from the manufacturer and Ei2nmunications technology they
use, facilitating monitoring and control of the &apces from the application layer (normally
developed by service providers).

In BeyWatch, the Appliance’s Management Framewobstracts monitoring and control
procedures of real appliances from tAgent Controller (the module in charge of the
scheduling and actuation over the devices belonginghe Building Energy Management
System — BEMS) depicted in Figure 20, which comroatd@s with the Appliance’s
management framework through a set of well-defiBés.

A basic representation of the Appliance’s Managdnteramework layered architecture is
presented in the picture below:
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Agent Scheduling & Control Logic
Agent [solver]

Agent [controller] Application level

BeyWatch Devices API

Device level
Manufacturers Devices

Network level
Home Area Networks Mngt

0SGi r4, Eclipse Equinox

Java Virtual Machine, jre6

Linux Ubuntu, 2.6 kernel

Figure 20: Appliance Management Framework — Glotsak

The monitoring and control of each type of applaigimplemented in 3 different layers:

» Base driver layer: This is the layer in charge of communicating tlgtothe corresponding
hardware interface of the Agent towards the horea aetwork the appliance is connected
to. Over the corresponding network, M2M communamadi between the framework and the
physical appliance use the corresponding protaeithdr public or proprietary, depending
on the appliance manufacturer). Appliances in Betglva@ommunicate through Wi-Fi and
ZigBee but other communication protocols could asilg added by including the necessary

base drivers.

Figure 21: Appliance Management Framework — Basedr

Application level
BeyWatch Devices API

Device level .
Manufacturers Devices

Network level

Home Area Networks Mngt

OSGi r4, Eclipse Equinox

e Manufacturer driver laver: This layer provides the manufacturer implementatior
accessing the various functionalities the appliasféers for its integration in more complex
systems. In BeyWatch there were 3 different martufacs drivers: Gorenje, Fagor and
UniPa-EDF, which provide the implementation for thnitoring and control of the
Refrigerator, Washing machine and Dishwasher, tiraliined Photovoltaic System (CPS),
the smart meter from EDF and external watchersrggnaware smart plugs) respectively.
Other device manufacturers could be easily addddtbgrating the corresponding plug-ins
at the manufacturer level layer.

Fagor Gorenje

Application level : ;
Devices Devices

BeyWatch Devices API

Device level .
Manufacturers Devices

Network level

EDF UniPa
Devices Devices

Home Area Networks Mngt

0OSGi rd, Eclipse Equinox
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Figure 22: Appliance Management Framework — Manufacs’ drivers

» BeyWatch appliance driver layer: At the top of the framework it is the BeyWatch
appliance driver layer, where the implementationtiod BeyWatch appliance’s APIs
(interface with the Agent Controller in the BEMS) provided. There is one driver per
appliance independently of its manufacturer. Ottlevices could be easily added by
integrating the corresponding plug-ins at the deiel layer.

BeyWatch
Washing
Machine

BeyWatch
Dishwasher

Application level BeyWatch

Watcher

BeyWatch Devices API BeyWatch

: Refrigerator
Device level 9

Manufacturers Devices

Network level
Home Area Networks Mngt BeyWatch

Subscribe
OSGi r4, Eclipse Equinox UME::gr :

BeyWatch
CPS

Figure 23: Appliance Management Framework — BeyWafipliances’ drivers

Appliances’ APIs are intended for monitoring anchttol of the various appliances
from the BEMS. l.e., the APIs, which the BeyWatchefit uses to monitor the status,
get information about instant power demand (andgnspent in some cases) and
control of the appliances.

APIs definition has been guided by four principles:

1. Simplicity - the APIs necessary to fulfil devices monitorengd control from
the Agent were defined. Extra functionality the ideg might offer was not
included.

2. Clarity - method and parameter names are sometimes lergthylearly
describe the semantics and are consistent witllatdnlava language coding
conventions.

3. Consistency - the same approach is used in all the interfaoes uniform
naming conventions have been used for methods anadngters.

4. Generalizations when applicable- use of interface inheritance to denote
associations between interfaces.

The Appliance’s Management Framework uses OSGntdogy. The modularity provided by
OSGi has allowed integrating smoothly every modigeeloped for BeyWatch appliance’s
management without interfering with the rest of mled already deployed in the framework.

Modules in OSGi are composed of bundles, each kumdividing a specific functionality (or
‘service’, according to OSGi terminology). The Ajpice’s Management framework makes use
of some of the basic services provided by the exuiimplementation [(1]) of OSGi R4
specifications (such as the http, configuration iagnevent handler and device manager
services).
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4.3.2.2 Application layer main characteristics in BeyWatch
The main technical characteristics of this appitcatayer in BeyWatch are:

« Specification of functional APIs for BeyWatch applances BeyWatch appliances APIs
specify a data model for each type of appliancesivay machine, dishwasher, refrigerator,
CPS, smart meter and watcher) and the methodsataridterchange (related to energy and
control) between the service provider and actupliapces.

* Development and integration of the various applianes’ bundles The management of
each appliance involves the use of several bun@leme of them are specific but some
other implement standard functionalities that carrdused afterwards. For example, M2M
communications with the CPS, the smart meter aedwhtchers make use of ZigBee
standard application profiles Home Automation anth& Metering. This is done by using
the standard methods in ZCL library, what is maetelin OSGi by the use of a single
service (ZCS) that can be used by any manufachunedle that needs to communicate over
ZigBee with standard application profiles. Thighie case in BeyWatch for EDF and UniPa
manufacturer bundles.

e Successful integration with the Building Energy Mamgement System (BEMS)thanks
to the correct implementation of appliances APIs.

e Test OSGi bundles which are fed with BeyWatch appliances APIs to unitary tests at a
parameterized frequency and log the results infikxet. This test bundles can be reused in
the future for testing new appliances from différenanufacturers that implement
BeyWatch appliances APIs.

* Scheduled control bundle This bundle is meant for scheduling the operatibdevices of
the 6 types supported right now in BeyWatch. Thegliapces can be controlled (with the
needed parameters) at the desired time (in infeofal5 minutes).

* Energy aware Home Gateway StandardizationBeyWatch has share its view on energy
management services with the Home Gateway InigaivGl) [12] and OSGi forum$13]
with the bundles for managing the intelligent miatgdevice, the networked, energy-aware
white goods and the RES/CPS system, while at theiHtas contribute to the design and
specification of the energy management functiolealito be added in the next version of
the standard for Telco’s home gateways.

4.3.2.3 Application layer design principles in BeyWatch

The integration of appliances from different mawrtiigers and different M2M communications
technologies is always hard. A layered architedilieethe one proposed in FINSENY for smart
buildings and also used by the Appliance’'s Manageni@gamework is very useful to make
appliances control independent from higher laysesvice logic and provisioning), and it is
even something necessary untii M2M communicatiores standardized. The main design
principles supporting this layered architectureduse BeyWatch, and applicable also to the
proposed architecture in smart buildings in FINSEMN:

« Modularity . It is a key point for developing configurable guats. In the home area, it is
the user at the end who will chose which are th@iapces and devices that better suits his
needs and thus, a framework like the one used yWMaéch can be a good approach for
FINSENY: The user buys a new appliance, the semproeider installs in the framework
the module needed to monitor and control it, retgaad without disturbing the user with
technology integration.

« Reliability . The appliance management framework needs toliableeand stable: the user
must have at any time reliable information aboupliapces status and consumption. If
communications are lost, he has to be aware of it.
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Scalability. The appliance management framework needs to tenskle to integrate as
many manufacturers as possible and, given the dgspeity that exists in M2M
communications technologies, integrating as maaolyrtelogies as needed.

Openness Clear and complete functional APIs must be preditb open the framework to
manufacturers. The implementation of the APl mayptieate but they can extend this APIs
with much other functionality to differentiate froufmeir competitors.

Platform independent There are several trends regarding the hostinghef energy
management system. The framework could run in a@rtgy box’, in a general purpose box
(for the provision of other services apart from rgggemanagement), in a home gateway
(including broadband connectivity), in a module gled to the utility smart meter... all
these considerations make platform independenocea gpoint.

4.3.3 Data Center application layer

In the data centers the application layer has toage a constant tradeoff between QQ84dlity
of Servicg, security and power efficienc¥igure 24).

In the FINSENY D4.1 Smart Buildings ‘scenario’ definitidnchapter 6, was proposed six use
cases about the data center, where this conssaletdif was highlighted.

\

Building Loads & Main Meter

Figure 24: Data Center dashboard application

In this paragraph, the data center is seen bywtsioternal, i.e. what actions at the application
level must be made in order to optimize the powarsamption without compromising the
quality of service offered to the outside.

4.3.3.1 Data Center Infrastructure Management (DCIM)

Data Center Infrastructure Management (DCIM) isarerging (2012) new form of data center
management which extends the more traditional sys@&nd network management approaches

to now include the physical and asset-level comptmne

DCIM unifies systems onto a single common platfoemabling data collection from not only
different systems, but completely different silé®ffort.
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DCIM tools bridge the gap between IT and Facilitigsproviding a real time monitoring and
management platform for all interdependent comptmetithin the Data Center through use of
hardware, software, and various sensors/actuators.

DCIM provides the following benefits:

- Access to accurate, actionable data about therdwstate and future needs of the data
center,

- Standard procedures for equipment changes,

- Single source of truth for asset management,

- Better predictability for space, power and cooloagacity means increased time to plan

- Enhanced understanding of the present state giaier and cooling infrastructure and
environment increases the overall availabilitytef tlata center,

- Reduced operating cost from energy usage effe@ssand efficiency.

There are three DCIM application categories of-timaé monitoring systems in the data center:

Building Management System (BMS3 BMS is typically a hardware-based system ltitjz
Modbus, BACnet, OPC, LonWorks or Simple Network Mgement Protocol (SNMP) to
monitor and control the building mechanical ancceleal equipment. These are often custom-
built systems priced on the number of individuatadpoints being monitored (a data point
might be the output load on a UPS or the returrpature on a computer room air conditioner
unit). In some cases, the BMS system is extendedtie data center to monitor and control
power and cooling equipment.

Network Management System (NM3n NMS is typically a software-based system zititj
SNMP to monitor the network devices in the dataeremMetwork devices can usually be auto-
discovered, so installation can be automated teestegree.

Data Center Monitoring System (DCMS) DCMS can be hardware-based and/or software-
based and is used to monitor a data center or demmom. Device communication is typically
done using SNMP, although some data center momg@ystems can also communicate using
Modbus, IPMI or other protocols.

In the next paragraph these three real-time agpitacategories will be analyzed in their
Management components.

4.3.3.2 Data Center Application Management components

As shown in theFigure 25 the Application Management Layer for the datat@emust find
ways to tie together at least seven different ndema different sources into an overarching
monitoring and analytics environment that lets thaake better decisions, optimize the use of
their capital spending, and increase the overéiliehcy related not only to power but also to
capacity, utilization, and operational aspects.

The application management layer itself can alswvige redundancy across multiple data
centers, freeing data center managers to use spaexity in their data centers for lower-
priority applications when they are not in use d@aster recovery (which is most of the time),
eliminating the need for costly redundant data erenbnfigurations, large UPS devices and
reliability build-outs and decreasing the needdach data center’s redundancy.

The seven application components showRigure 25 have the following functionality:

Asset Managementidentifies all assets within the IT and facilgielomains, shows their
location, calculates power and cooling needs, pmdo“what-if” scenarios when adding,
moving or changing servers.

Building Management manages and controls the cooling system, physsealrity, fire
protection, leak detection, and CCTV monitoring.

Power Managementsometimes included as part of Facilities Managemehis discipline
meters and manages the delivery of power to thesefrom primary and alternate sources.
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Figure 25: Application Management components

Load Managementnalyzes the current and forecasted server, pamgecooling demand along
with utility contract rates to balance the loadossrmultiple data center sites.

Server Optimizationanalyzes CPU utilization and application critigain conjunction with
server temperatures to adjust candidate serverpéoate more efficiently through reduced
power draw.

Maintenance Managemenhandles work order ticketing using prescribed kvfiows for
submittal, creation, tracking, expenditures, lesdearned, and spare parts availability.

Energy Managemenbptimizes the energy usage profile against fatechdemand, contracted
rates, and alternate energy source rates.

OLD SILOS MANAGEMENT APPROACH NEW INTEGRATED SYSTEM MANAGEMENT APPROACH

Management Systems Dashboards

Cooling

Devices

Figure 26: Old and new DCIM approach

For most data centers, the current state of whatldme classified as data center infrastructure
management are a collections of independent arabéd’ monitoring, planning and control
systems. Typically, there is at least one softwam for each of the physical sub-systems:
electrical, cooling and mechanical, IT infrastruetdT assets, etc.
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In these DCIM approachFigure 26) the information is kept in discrete silos to mtet needs
of a specific expert user group but this would remjdifferent software to application level that
often were incompatible to communicate with eadientforcing the supervisors to a limited
vision of the whole situation in the data center.

A new and more effective approach is to leveragenopommunication protocols and to
architect the communication pathways so data caab#y gathered into any expert system and
detailed information can be exchanged between mgste

4.3.3.3 Open Data Center Infrastructure Management applicaion

Today there are many companies that develop DClineercial products. But recently (2012)
is available “openDCIM” lfttp://www.opendcim.org), a web based Data Center Infrastructure
Management application it means many differentghito many different people, and there is a
multitude of commercial applications available.

openDCIM does not contend to be a function by fmctreplacement for commercial
applications. Instead, openDCIM covers the majasityeatures needed by the developers - as
is often the case of open source software. Thavaddtis released under the GPL v3 license, so
one can to take it, modify it, and share it withestproject partners.

These the most important features of openDCIM:

- Provide complete physical inventory (asset trackofghe data center

- Support for Multiple Rooms (Data Centers)

- Management of the three key elements of capacitpagement - space, power, and
cooling

- Basic contact management and integration intoiagiftusiness directory via UserID

- Fault Tolerance Tracking - run a power outage satnuh to see what would be affected as
each source goes down

- Computation of Center of Gravity for each cabinet

- Template management for devices, with ability teroide per device

- Optional tracking of cable connections within eaebinet, and for each switch device

- Archival functions for equipment sent to salvagepdsal

- Integration with intelligent power strips and UP8vites - APC, Geist Manufacturing,
Liebert, and Server Technologies. Easy to update @iDs for other manufacturers.

- Open Architecture - All built on a MySQL database &asy report building, or export to
other applications

The system requirements for openDCIM are

- Web host running Apache 2.x (or higher) with an $&labled site.
- MySQL 5.x (or higher) database

- PHP 5.3 (or higher)

- User Authentication

- Web Based Client

4.3.4 ReActivHome project application layer

The ReActivHome projedil4] developed a software system supporting enengpagement
applications adaptable to any home environmerfodtises on the adjustment of the electric
energy consumption and production in order to madérenergy usage efficiency, which is seen
as a compromise between energy cost and overafbcort dealt with the followings issues:

* Integration within a generic home automation agttiire
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e User interfaces and social acceptability
« Automatic recognition of equipment by sensors, ddoilg an ammeter, in a
“plug&play” mechanism

* Anticipative/reactive energy management systemdarean optimization solver

The ReActivHome system architecture introduced #bstraction layer of physical home
entities (rooms, electrical equipment) called “Hodestraction Layer (HAL)” that has been
further developed and generalized in the FINSENdjgut. The physical coupling between the
ReActivHome system and the home is supported bsedrsensors and actuators. Among these
is a smart plug for monitoring and controlling meitonnected devices, connected by Zigbee.
Supported by a hybrid optimization engine programhineJava using ILOG CPLEX, an energy
control plan is generated 24 hours in advance.s Shhedule can then be actuated directly
through HAL by the ReActivHome system or be presdrds energy management guidelines
via adapted user interfaces.

The ReActivHome energy management system of has ins&lled in different demonstrators
to validate its performances and demonstrateat @®of of concept.

4.3.4.1 Principle of control mechanism

An important issue in building energy managemermiblams is the uncertainties in the
model data. For instance, solar radiation, outdtmmperature or services requested by
inhabitants may not be predicted with accuracy.older to solve this issue, a 3-layer
architecture is proposed, composed with a locarlag reactive layer and an anticipative layer.

The figure 2 gives a description of these layeis thie mechanisms which link each one to
the other.
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Figure 27: Control Layers description

The anticipative layer is responsible for schedylend-user, intermediate and support
services taking into account predicted events astsdn order to avoid as much as possible the
use of the reactive layer. The prediction procedorecasts information about future user
requests but also about available power resourtts@sts. Therefore, it uses information from
predictable services and manages continuously imabtifand displaceable services. This layer
has slow dynamics (e.g. a 1h sampling time) compaio other layers and includes predictive
models with learning mechanisms, including modedalidg with inhabitant behaviors. This
layer also contains a predictive control mechanthat schedules energy consumption and
production of end-user services several hours yamek. This layer computes plans according
to available predictions. The sampling period & #énticipative layer is further noted This
layer relies on the most abstract models.

The objective of the reactive layer is to managasithents of energy assignment in order to
follow up a plan computed by the upper anticipatager in spite of unpredicted events and
perturbations. Therefore, this layer manages mnetuléi services and uses information from
observable services. This layer is responsible decision-making in case of violation of
predefined constraints dealing with energy and bithat comfort expectations. The set-points
determined by the plan computed by the upper gaticie layer are dynamically adjusted in
order to avoid user dissatisfaction. The controltioas may be dichotomous in
enabling/disabling services or more gradual in stitjg set-points such as reducing temperature
set point in room heating services or delayingnapirary service. Actions of the reactive layer
have to remain transparent for the plan computethéanticipative layer: it can be considered
as a fast dynamic unbalancing system taking intwowtt actual building state, including
unpredicted disturbances, to satisfy energy, cangfiod cost constraints. If the current state is
too far from the computed plan, the anticipatiwgelahas to re-compute it.

The local layer is composed of devices togetheh wheir existing local control systems
generally embedded into appliances. It is resptmddy adjusting device controls in order to
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reach given set points in spite of perturbationsis Tayer abstracts devices and services for
upper layers: fast dynamics are hidden by the obets of this level. This layer is considered
as embedded into devices and is not part of thkcapipn layer proper as described here.

This section mainly deals with the scheduling medra of the anticipative layer that
computes anticipative plans for the building enar@nagement problem.

4.3.4.2 Principle of regular/centralized solving approach
4.3.4.2.1 Services Modeling

Services are understood in the sense given inosedti4, as generic functionalities of the
building that are targets for being controlled bg application layer.

The services modeling can be decomposed in twoctspithe modeling of the behaviors
with operational constraints, which depends ontypes of involved models, and the modeling
of the service performances, which depends onyhestof service. Whatever the model, it has
to be defined on over a time horizénx 4 for anticipative problem solving composed rof
sampling periods lasting each.

4.3.4.2.1.1 Modeling behavior of services

In order to model the behavior of the differentdgnof services, three different types of
models have been used: discrete events are motgldthite state machines, continuous
behaviors are modeled by differential equations rmndd discrete and continuous evolutions
are modeled by hybrid models that combine the twavipus ones. The case of finite state
machines is then presented.

A Finite State Machine (FSM) dedicated to a servaenotedSRYV is composed with a
finite number of statesf,;;m € {1,..,M}}and a set of transitions between those
states{t, ; €{0,1}; (p,q)eS c {1, ..., M}*}. Each state of a servi®@RVis linked to a phase
characterized by a maximal power production or oomgion.

A transition triggers a state change. It is desctiby a condition that has to be satisfied to
be enabled. The condition can be a change of @ gatable measured by a sensor, a decision
of the anticipative mechanism or an elapsed timmepfase transition. If it exists a transition
between the stat€,, and L,,thent,, ..., =1 , otherwiset,, ,,,» =0 . An action can be

associated to each state: it may be a modificati@nset-point or an on/off switching.
4.3.4.2.1.2 Modeling the performance of services

Depending on the type of service, the quality @f skrvice achievement may be assessed in
different ways. End-user services provide comforinhabitants, intermediate services provide
autonomy and support services provide power thatesassessed by its cost and its impact on
the environment. In order to evaluate these qealitlifferent types of criteria have been
introduced. Here is presented the case of Endsgseices.

The global function of comfort is very complex tongpute. This function not only depends
on the satisfaction regarding each service (heatiagking, washing...) taken on its own but
also on psychological complex factors. Let's tryspecify how this global satisfaction function
iS.

Let o be the global function of comfort or the globahdtion of satisfaction in a living
space. Leaving implicit psychological factors, @ncbe statedo = o(0y, ..., 0,) Where g;
represents the satisfaction related to a seryRE.

The satisfaction functions or o; takes values in the interval [0, 1].

Let's now consider indicators to assess the pedoga of some services. In the following,
indicators have to be considered as proposals lmrnative indicators coming from further
researches could also be used provided that thepeaeformulated with a MILP formalism.

Generally speaking, modifiable permanent services to control a physical variable: the
user satisfaction depends on the difference betwaesxpected value and an actual one. Let's
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consider for example the temperature of a roomitgatrvice. A building can usually be split
into several heating services related to roomsh@mal zones) assumed to be independent.

Let’s consider the comfort standard 7730 for théroeanfort assessment. According to this
standard, three qualitative categories of therroatfort can be distinguished: A, B and C. In
each category, typical value ranges for temperatirespeed and humidity of a thermal zone
that depends on the type of environment proposstice, room,...These categories are based
on an aggregated criterion named Predictive Meae Y@MV) that models the deviation from
a neutral ambience.

The absolute value of this PMV is an interestingeia to evaluate the quality of a HVAC
service related to a thermal zone because it canedmly transformed into a MILP
formalization. In order to simplify the evaluatiof the PMV, typical values for humidity and
air speed are used. Therefore, only the ambierpdesture corresponding to the neutral value
of PMV (PMV=0) is dynamically concerned. Under thiassumption, an ideal
temperaturel,,,, is obtained. Depending on the environment, an dabeptemperature range
coming from the standard leads to an intefVak,, Tmax]- FOr instance, in an individual office
in category A, with typical air speed and humidinditions, the neutral temperaturéjg, =
22° and the acceptable rangg44°,23°].

Therefore, considering the HVAC servi6&V (i), the discomfort criterio®(i, k), is
modeled by the following formula where assumptiaresdepicted by two parametersinda,:

( (Topt - Tin(i' k)) . .
@y X = if Tin(i, k) < Tope
D(i,k) = [PMV (Ti (i, k)] = opt — min (6)

T, (i, k) —T
a, X (Tin (1) — Top) if Tin (i, k) > Tope
Tmax - Topt

Generally speaking, modifiable temporary end-usgwises do not aim at controlling a
physical variable. Temporary services such as wgsdiie expected by inhabitants to finish at a
given time. Therefore, the quality of achievemefra temporary service depends on the amount
of time it is shifted. Therefore, in the same wayf@ permanent services, a user dissatisfaction
criterion for a servic§RV (i) is defined by:

( [ —fope@® .
=P i (D) > fope(D)

N fmax(l)_fopt(l)

PO 0O "
A — L l l
Lfopt(l) = fmin ) opt
wheref,,: stands for the requested end time #ng, and f,,,, stand respectively for the
minimum and maximum acceptable end time.

4.3.4.2.2 Formulation of the anticipative problem as a lingaoblem

Formulation of the energy management problem costéioth behavioral models with
discrete and continuous variables, differential atigmn and finite state models, and quality
models with nonlinearities such as in the PMV modielorder to get mixed linear problems
which can be solved by well-known efficient algbnits, transformations have to be done.

The following presents the time shifting formalipat

Temporary services are modeled by finite state mashThe consumption of a state can be
shifted such as task in scheduling problems. Tadist and ending times of services can be
synchronized to an anticipative period. It leadstdiscrete-time formulation of the problem.
However, this approach is both a restriction ofgbkition space and an approximation because
the length of a time service has to be a multipla.orhe general case has been considered here.

Figure 3 presents an example of a state in tempaewices. Temporary services can be
| continuously shifted. LeDUR(, j), f (i, j) andp(i,j) be respectively the duration of the state
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of serviceSRV (i), the ending time and the power related to theise SRV (i) during the
statej. (i, ) is defined according to inhabitant comfort moc

fmzn(la ]-) fmax(zal)

! uratioh DU R}, j
o o0y

— state 1 of SRI(7)

time_

7 8
consumed
energy

E(i,1,2) E(i,1,3) E(i,1,4) E(i,1,5)
Figure28: Shift of temporary services

The potential consumption/production duratd (i, j, k) of a serviceSRV (i) in statg/ during
a sampling periofkA, (k + 1)A] is given by (see figure 3):
d(i,j, k) = min(f (i, ), (k + 1)A) — max (f (i, /) — DUR(, }), kA) (8)
Therefore, the consumption/production eneE(i,j, k) of the serviceSRV (i) in statej
during a sampling periolkA, (k + 1)A] is given by:

ooy (A ) (L)) if d(,j, k) > 0
E k) = 9
@i.j k) { 0 otherwise )

whered(i, j, k) stands for the duration of the sij of the servicé during the periodk. It is
| null if the statej of servicel does not intersect the anticipative pertog(i,j) is the power
consumed during the stagtef the service.

Some services havbeen modeled by mixed integer linear form. Othemvices can b
modeled in the same way. Anticipative control building energy management can
formulated then as a muktdteria mixeclinear programming problem represented by a s
constraints ad optimization criteri

4.3.4.3 Principle of mixed solving approact
This regular/centralized solving approach has slimits:

» the appliances having a model -shared by manufacturers: usually, manufacturerg
their appliances models. For the centralizelver, these models cannot be includel
the problem solving. The solver can only take iatwount an unsupervised serv
reducing accuracy.

» the appliances that need some precision and caenatluded as linear mod

» the appliances having a r-linear model. The local problem solving can be done
using a norlinear optimization method such as Nelder Mead QPS(Sequentic
Quadratic Programming). These categories gathdraapps with no-linear model and
appliances that can be managed by spt solvers.

» the appliances that are managed by-defined specific heuristic rules. These appliat
have some "behavioral rules" which provide the tsmiuwithout the need of ar
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optimization. The solver must take into account timsen solution in thglobal
problem solving.

The following parts present the solution proposeéhtegrate these types of appliances in
global solving of the problem. As shown on Figuréh# system consists of three main p

* The regular services consist of the sces which have a linear model and car
integrated directly into the energy managementlprol

 The agents consist of the services that do not havinear model and shou
communicate with the solver to give thenergetic profiles.

» The solver consists of a regular solver with thditglio communicate with agents. Tl
solver integrates the information sent by the dgdotal solvers with regular servi
models in order to generate a global problem tees

Regular services Agents
M 00
E(i,p.k) = {:(-‘,,-.kw(,,,.) Er;‘fselw-.ﬂ =0
The solver
Y

7 regular service IS Agent service [

| solution [— Global solution | gsolution —

[ ‘WW Ll ol
[ Regular services consumption [] Global energy consumption [ Agent services consumption

Figure 29:Global architecture of the mixed solving system

Only one communication is needed between this aegsrvices and the solver. At {
beginning of the solving process, the solver rexeihe linear model from the regular sces.
The models are used all along the solving pro

In the case of agents, some communications areede&gch exchange between the ag
and the solver is considered as a step in thergplgiocess. In each step, an intermec
problem is createtly the solver and then computed. The solver deacidgsh information is
needed to be sent to the agents in the next stepagent takes into account the informa
sent by the solver and sends energetic profiles.sbiving process is presented ie following
in three parts:

» The progress of the problem solving during oneisglgtep
» The solver’s behavior during the solving proc

» The agent’s behavior during the solving proc
4.3.4.3.1 One step solving

Figure 5presents the information exchanged ben the solver and the regular services
the agent services during the first step in theisglproces:

First, the solver receives the linear models of ribgular service. This operation is -
initialization of the problem. Once initializatioils done, the solver computes ttrelevance
indicator. It is an indicator with the purpose to direct tbeal solving problem in the age
When this indicator is computed, it will be senatbagents
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The agents don't have any information about thdrenmen but they have the ability 1
solve their own local problem. When agents rec#ieerelevance indicator, they compute tl
solutions taking into account this indicator segvias information about their environme
They obtain several solutions, whicre called energetic profile# is the consumption for tt
concerned agent for each period of the optimizatiorzon. All these profiles are sent bacl
the solver. The solver includes them in the probterbe solved at this step. Then the glc
probdem with all the services is solved at this ¢

After the first step, the solver begins a new sigomputing the relevance indicator. 1
relevance indicator is computed taking into accdbatreceivecenergetic profile sent by the
agents in ordeotimprove the global solution each step in theisglyproces:

Agent Regular
Solver 9¢ gl
services services
T T
1: sendModel :
T
|
|
|
|
2: compute Relevancelndicator |
|
|

3: sendRelevancelndicator |

4: createProfiles
5: sendProfiles

6 solveProblem

7: compute Relevancelndicator

T3 T 1

8&: sendRel evancelndicator

i

>

Figure30: Solving process during one step

4.3.4.3.2 Solver’s role

The solver has two tasks to do in each step. Ierai@ formulate these tasks, we introd
some notations:

k is the index of anticipative peri

S is the set of services

S is the set ofegular service

SP is the set ohgent service

Sis a service included iS

E;l***is the available energy during the perk before any optimisatic

E,(S) is the consumed energy by iregular servic§ € S during the periok

E,(S,i,IP,) is the consumed energy by fagent services € S during the periok for
thei¢profile

Cy is the cost of energy during the perk

v(S) is the characteristic of inhabitant request fordbevice S

D(v(S))is the dissatisfaction of ttregular services € S*

D(v(S),i,IP,) is the dissatisfaction of ttagent servic& € S for the i¢ profile

P\, vk is the relevance indicator fore current step of resolution
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4.3.4.3.2.1 Optimization probler

At each step, the solver computes a linear prolierfind a solution. This problem
extended by includinggent service and so, some equations are added. A new set @lle
| for each agent serviceiistroduced (see equation 2¢;(S) is a binary variable which value i<
if the profilei of theagent servic S is chosen by the solver, 0 otherwise.

¢i(8) €{0,1}, vi (24)
PRAOES! (25)
i
The criterion to minimize is modified and becomedwa parts criterion (26

Jier = ) CuBi(S,6(9)) + Ax DS, 66N + D > G () Cui(S,i,Py)
k k

Sesk sesb 1

(26)
+ A x D(W(S),i,Py))

Solution 1 Solution n
30000 30000
20000 1 2000,0
— L
1000,0 1000,0 [
0 0
0 | 2 3 4 5 0 I 2 3 4 5
l B Regular service Agent service 1
Al LA M Agent service 2 Available energy
The solver

30000

20000 1

1000,0

Figure31: Solution found by the solver

There are two different parts in this criterionggmart concerninregular service and one
part for agent service3hey are designed on the same scheme to haemdastlized criterior
This scheme split into two influence

» The influenceon the cost: the global energy cost must be mirdd

* The influence on the inhabitants: the dissatisfectf the inhabitants must |

minimized.

Those influences can be found in bcegular services part andgent service part.
Nevertheless, there ésfundamental difference between these two parishwh symbolized b
the sum on the indexin the agent servicepart. The solver keeps only one profile for e
service agentsand for each profile, the solver receives onesaomption plan and an aciated
dissatisfaction. The sum in the criterion with lingariables forces to keep only one profile
agent for the minimization.

Figure 6shows the complexity of the problem to be solvedaath step. Eacservice agent
providesn profiles and if thee arem singular services, there ar® different solutions. But th
solver has to minimize the criterion to keep

4.3.4.3.2.2 Relevance indicat

The relevance indicator is computed during eackirsplstep to direct the local solvii
process of service agerfty the next step. After the solving sj, the relevance indicator
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computed with the equation 27. The purpose ofdpjgroach is to share the information at
the energy consumption and price between solver samdice agents. The service age
integrate the received information in their localvead process of the stj + 1.

14+ E
1+ Ef"™ = Ysest E]*(S)
4.3.4.3.3 Role of the agents

An agent is dedicated to a specific entity whodeabmral model cannot be lineari: and
then taken into account directly by the solver.thrs part, the algorithm used by agent:
explained using an example of washing machine ceagen

Jj—
P, =

(27)

The washing machine service agent has its intestaé model. The states are showr
figure 7. They consist in:

* some behavioral states like heating, prewash, wgsimd spi-drying.
» two states representing the beginning and the etiteservic
* some states denot@gdhit i represent the waiting time between behavioral

» some states modelirige interruption within each state, denacinterrupted sta

119 T1|
\ o
@ - @ ’ % )
/X '
1

s 14 s | JTis
interruption
heating

/ 3 /
/ /
interruption interruption
prewash washing

Figure 32 State model of the washing machine service i

The normal behavior of the washing machine sergiggven by the state sequence scer
[start, heahg, prewash, washing, s-drying, end]. The other states are only visited nvttee
service agent tries to find some neighboring pesfih order to respond to some criteria ser
the solver.

Each visit to annterrupted sta has a fixed time periodt iis possible to visit thinterrupted
statemore than once in order to increase the interragtioe in a state

A behavioral profile is the state sequence scenaiib the date of each state visit. T
behavioral profile is characterized |

 thestarting time of the servi
» the number of visits to eadnterrupted statand the number of visits for eawait i state
» the date of each visit interrupted states anhit i states.

These characteristics are denoted in the follovparameters of lavioral profile. The
energetic profile consists on the energy consumgdhle service in each period of 1
anticipative horizon. The energetic profile is tlsemt to the solve
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The Agent satisfaction is computed according to d¢nergetic profile. Thesatisfaction
depends on the number of visited interrupted stateson the effective ending tir

The agent solving algorithm is presented in figit

Firstly, the agent receives the relevance indicatioich consists of information about t
penalizatio, the energy price during the anticipative horizomd the chosen energetice
profile at step.

Then the values of relevance indicators have todsmalized (28) in order to obtiCA, ,
the agent coefficient.

le(normalized) = Rl /Max(RI}) (28)

Received
information
from the solver

Energetic
profiles to
the solver

Figure33: Solving algorithm in the agent

From theCA,, it merges the information about the penalizatitve, energy price and tl
agent dissatisfaction denotgd29).

CAk=RIk+lXIk (29)

In order to generate an energetic profile, the firsp $s to compute the behavioral prof
The parameters of the behavioral profile are listiedve. The first one is the starting time of
service. The best intervals over 6 periods in2Z#héhour hcizon according to the valu CAy
are computed; for each inter j, X; is:

X=( ) Cca/e (30)
kelj,j+6]
X;, .is the minimum of the li:X;, and the intervals that have no significant défese with
X; .. are evaluated.L,,;, isthe list:
L =/ = Cimin [y <1 (31)

The intervaly with the maximum variance L,,;, is chosen for the optimizatio

The parameters of the optimization are presenteiijure 9, wher Ng; is the number of
interruptions in the statsi. Wg; is a value to select the time for interruption witthe state
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Ng1 Wg; -
Ngo Wgo R

NSS + WS3 + Start ) ¢ _.""

. X time

I\ISn WSn

Figure 34: Parameters of a profile

A branch and bound optimization is achieved on frasameter (Figure 10) within tl
chosen intervay. Each aget solves the optimization problem with this funati It represent
the minimization of the energetic cost and dis&ation from a local point of viev

Figure35: Optimization using branch and bound

The function (32) to beninimized is similar to the one presented for thives.
mingsui /¥ = ) (B (09H)PLT] + 2D,(07+1) (32)

67+1 representshe parameters of the user that define the usageditmms. The function i
composed of two parts: the first one is the infeeenf the energetic cost and the second o
the influence of the satisfaction of the ag

The results of this optimizatii are a list of parameters required to generate ¢henboral
profile (parameters of behavioral profile). Theme energetic profile can be computed and
to the solver to be integrated in the global probs®lving

4.3.4.3.4 Implementation
The implemented sysin consists of four components (figure
* the classical regular solv

 the solver that solves global problem composed fregular problem and age
problems

 the broker agent i@ communication component that receives all thallpoblems fron
serviceagents and constru one global service agent problem.

+ the service agent with the capabilities to solV@cal problem
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Global solver

A A

XML

-+ message: Agent broker |«

Communication

Y

Service Agent 1

Regular MILP
solver

XML
message

Service Agent n

Figure3€: The component of the mixed solving system

4.4 Shared services laye

The shared services layeprovides common-denominator rimontal services which a
separated from applicati@pecific logicand may as suche used by a number of vertis
("vertical" understood here to mean specializetdenrathan verticall-integrated) applicatior
The sharedervices layer servihe following purposes:

e it delineates the environment in which applice-layer code operates; it defines
boundaries and APIs of a framework or containehitgcture for the application lay
objects

* it provides readynadesolutions for a number of elementary, cleatgfined problems
that applications commonly face in a distributettiisg

As such, the shared services lais a kind of permanengr at any rate slowly evolvil,
infrastructure on top ofvhich applicatio-layer code may be builvithout having to r-
implement commonly recurring functionali from scratch.The existence of such a lay
therefore brings about dhe technical and economic benetypically associated wit:

e gpecialization/ division of labo: since the services implementations will likely
maintained byone or morededicated organizations / provideiithe service interface
themselves will be general purpose tcommercial, academic or 1-for-profit
organizationswill likely emerge specialing in implementing a suite of shared servi
for the new environmer

« capital formation& GPT effec: the services creatdd the shared services layer v
outlive the life cycle of any given application artdus represent a perman
contribution to tle ecosyste. They provide the accrued benefits of a

« decompositioneasier testir and independent evolution of applications diseritat
from the services they u

Shared services layers dgpically have two incarnations:

(a) framework APIs
(b) web services

In case (a) thehared services are part of the system iandthe code usuallexecutes locally
and evenin the same process (memory space) as the appfictitat uses This is a tight
integration model but is alsbetter performing, more efficieaind, when interacting with Ic-
level resources such as disks or ports, indispensabldn case (b) the shared services
provided at remote locations, usually because #tere of the service itseallows or enforce
that. A typical example of a slred service of type (a) would be a logging facilipereas o
type (b) would be a naming servi Notice that in either case there is no functioealson why
logging may not be provided remly or why the naming service could not run locallyisithe
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considerations of non-functional constraints aragpratic requirements that dictate one or the
other deployment. Put differently, the servicesypie (a) are more oriented towards fulfilling
purpose | described at the beginning of this seaiibereas services of type (b) cater to purpose
II. Finally, it should be clarified that a web-s&m®-based service can also provide client-side
libraries for the benefit of the application deymes (although not strictly necessary and even
frowned-upon as a practice by some practitiofegich libraries, when provided should not be
confused with framework APIs which expose localitable implementations.

When discussing shared services the issue of thimentation platform (e.g. programming
language and framework / managed environments)itaidy becomes relevant. This is
because, depending on the framework chosen, cestaunices are readily available either as
part of the distribution itself or as part of edistted third party libraries that are typically dse
by practitioners. Examples are logging, serial@atfi deserialization, networking, etc. However,
it doesn't make sense for us to explore or dissush domain-agnostic services. We assume
that an adequate layer of such services is availabtl we will only discuss domain-relevant
(even though not strictly domain-specific) serviedgch are not provided at the platform layer
or for which a more specialized implementation riglake sense.

With the above qualification in mind we will disg)dor the remainder of this sub-section a
number of appealing shared services that could lptsthis layer. When appropriate we also
describe likely deployment (framework API or extErweb service).

4.4.1 Virtual entity services

Most building energy management use cases and, menerally, most smart building
applications are defined in terms of higher-ordesteactions that do not directly correspond to
the individual entities represented in the buildaizstraction layer. l.e. a use case for dimming
the lights in the living room uses the abstractidra lighting service in a room which can
involve a number of fixtures and other non-powedaterl automations that still need to be
engaged (e.g. shades). Also a use-case for chatigngeating schedule of the hot water tank
when it is noticed that there has been no humanitgctor the last two days calls for fusing
sensor input from a variety of sensors and appdisradl over the apartment. Although it is of
course technically feasible for each applicationetalefine the relevant composite abstractions
in its own logic it appears that there is some @atuproviding a horizontal facility that allows a
shared service to define certain aggregations tifiemy and below these, of sensors and
actuators in a spatially-aware way and to expogéehni order primitives both for obtaining
aggregated data from a set of entities and forskaéing a single higher order function (e.qg.
"dim lights") into a set of independent directivtesindividual entities and the corresponding
actuators.

In the proposed architecture, controllers are sgiled from generic rules, which as such apply
to generic functions (lighting, heating), rathearhto individual entities supporting these

functions. Entity groups are used as an intermgd#ostraction of entities to support the

adaptation of generic rules to specific entities.

Also, in a smart environment, the control goalssacaiore about the entire environment as an
integrated unit instead of paying attention to vidlial pieces of entity. Therefore, the
controllers concentrate more on the entire enviemta properties, such as the global
temperature, the luminosity of the space, etc. hiclv some of the entities existing in the
environment make contribution. It is logical to sddy the entities by the properties which
would have a common effect on the entire envirortireg. dissipating heat, emitting light, and

! The rationale being that one of the benefits dfigisveb services is openness and therefore prayidendor-
specific client-side libraries, even for the benefi the client-side application developers, ruonsteary to that
objective and may introduce inconsistencies orleul#viations from the behavior foreseen by the ATfotocol
which will not be diagnosed unless somebody trieednsume the web service without employing thedeen
libraries.
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opening. This classification method is more inténgsto the upper level controllers because in
most of the cases, such a property correspondgyemeral control goal. The group of entities
shadows the individual and specific sub models thatupper level controllers have no more
than these groups to deal with. The control orggtiad on one group of entities is transmitted
automatically to all its descendants, which implikat children should inherit all properties
from its parent or parents.

In the example showed in Figure 4, we put differgméice entities into 2 categories: “being
occupied” makes sense for all ones belonging taupiable space” category while all ones
belonging to “lock-able space” can be isolated éatKrom the outside. When a controller
applies its rules which depend only on if the spacaccupied or not, e.g. “turn off the light if
the space is not occupied”, it does not need tavkifidkhe concerned space is a room or a street
and will turn off the light for both the room anruktstreet if neither is occupied.

Concerning the “thing” entities, the principle isetsame. They are arranged into different
categories by their intrinsic properties. Obviouslychild has all properties of its parent(s), e.g.
“lamp” has ‘“light”, “heat dissipating” and “electial” as its parents so that it has three
properties. If a parent has several properties aactamp”, its children will automatically have
all of them. If the controller has a rule such el®$e all the open things when there is nobody”
which applies on the group of entities “opening’,does not need to worry about which
concrete entities it controls because the orddrdeildown layer by layer until it reaches the
bottom. We should notice that an entity can bectlyeunder a group, such as “motor” under
the group “electrical”, while it is a sub-entityder an entity attributed already to another group,
such as “motorized blind” is under “blind” whichlbegs to the group “opening”.

If there is any conflict between rules on the samgty but from different groups as the target
entity belongs to several groups, the principléhis same as in the case where the entity is
subjected to several contradictory rules as expthim the next section “controller priority”.
Indeed, unlike the relationship between generic apdcific entities, the groups are not
necessarily considered as intermediate entitieseirTlexistence is mostly for control
convenience and described as control rules rattgr éntities to be controlled. The control
rules are actually exercised on the entities direstder the group not on the group itself.

4.4.2 Building services in the ReActivHome project

Components like rooms and appliances are eleméntleostructural representation of
buildings but a functional representation is moedevant for global energy management
because it highlights the role of each elementise oriented representation has been used in
the ReActivHome project. Each service is defined by

» a set of supporting components and applianceseditiiding

» atime period’; where the service may occur: for instance, the fp@riod where a
washing machine may consume power to do a spedfshing

» a set of action#;(T;) that may modify the achievement of the servicenay be set-
points or controlled variables

» a set of available observatiol¥y(T;) that provide information about an actual behavior:
it has to include consumed, stored or provided psWwecause energy is focused.

* a set of modeling constrainks ; (U;(T;), Y;(T;)) = 0,V; that depict the links between
actions and observations: these constraints depetite supporting components and
appliances

+ a set of operational constraii€§ , (U;(T;), Y, (Tyx)) <> 0, Vk2 that depict the
operational limits of the building: these consttaidepend on the supporting
components and appliances

24 stands for a comparison operator
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» a service performance indicat(U; (T;), Y;(T;)): it may be an occupant comfort level
indicator, a quantity of stored energy or a coge(gy or environmental cost for
instance)

Buildings with appliances aim at providing comftotinhabitants as a final aim. Services
can then be decomposed into three kinds: the emdsesvices that provide directly comfort to
inhabitants, the intermediate services that maeagegy storage and the support services that
produce electrical power to intermediate and to@selr services.

Let's assume a given time range for anticipating e¢hergy needs (typically 24 hours). A
service is qualified as permanent if its energetasumption/production/storage covers the
whole time range of energy assignment plan, otlsrwthe service is named temporary service.
The table 1 gives some examples of services acwptdi this classification, and the figure 1
details their relationships

temporary services | permanent services
support services photovoltaic panels power provider
intermediate services - storage
end-user services washing room heating

Table 1: Example of temporary and permanent sesvice

primary power resources

Y A4 Y Y A
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grid power S
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o walter room light; b1
S Ttk : 3 ighting =
washing heating heating B g
o
=
o

; ;
Q o

comfort to inhabitants

O+{--

&
Figure 37: Structure of services

The services can also be classified accordingaavidy their behavior can be modified.

Whatever the service is, an end-user, an interrfeedia a support service, it can be
modifiable or not. A service is qualified as modifie by an energy management system if the
energy management system is capable to modifehavior (the starting time for example).
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There are different ways of modifying services. $times, modifiable services can be
considered as continuously modifiable such as #mepéerature set points in room heating
services or the shift of a washing. Some otherisesvmay be modified discretely such as the
interruption of a washing service. These ways ofdifying services can be combined; a
washing service can be considered both as intdéstepand as continuously displaceable. A
service modeled as discretely modifiable contairserdte decision variables in its model
whereas a continuously modifiable service contaorginuous decision variables. Furthermore,
a service may contain both discrete and contindeggsion variables.

A service can also be characterized by the waykhown by an automation system.

Obviously, a service can be taken into account yem@ergy management system if it is
observable. Some services are indirectly observéideed, all not observable services can be
gathered into a virtual non modifiable service whosnsumption/production is deduced from a
global power meter measurement and from the oblskrvaervice consumptions and
productions. In addition, a service can be takéa account for long term scheduling if it is
predictable. In the same way as for observableigeyvall the unpredictable services can be
gathered into a global non modifiable predictal#evice. A service can be managed by an
automation system if it is observable and modiBaMoreover, it can be long-term managed if
it is predictable and modifiable.

4.4.3 Building state maintainer

This shared service provides a functional block tudlects data from the drivers to provide a
representation of the actual state of the buildiggtem, and also fuses information from the
discovery service (described 45) to provide the current state and structuréhefbuilding
system. For instance, using the building state taeiar shared service, application layer logic
can answer questions of the following types:

e Which parts of the building actually have humarniégtright now?

« How crowded are certain parts of the building, tiglwout the day?

* What is the current state of the lifts / elevatogscalators?

« What is the temperature of the water in the hoewtnk(s)?

e Has the security system been activated?

« How much time has elapsed since the last observathh activity in a certain part of
the building?

e When will the pool, most likely, be used again?

In a FI-WARE based Smart Building environment deviestances should be able to publish
semantic content. The FI-WARE loT Chapter specifiethe “IoT Process Automation” section
Semantic GE that can provide container of deviogesgic information.

Semantic GE

Knowledge Base
[Ontology HandleJ [ Handler ]

This information should semantically formulate anpwehensive device content that includes
capability, consumption profile and other dataemantic properties.

The Topology Discovery Service can then collecolinfation per device and generate a
building ontology. The user can enhance the corftgrmdding annotations relating the device
with Real-Life Actions semantics.

A semantically enhanced object mapping functiomtban correlate semantic annotations to
real time meter and sensor data, in order to peotadilding mapped status and measurement
indications, in a structured and meaningful wag.(8emantic Hierarchy based faceted display)

Building
. Elevators
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0 Elevatorl (annotation: North Side)
= Status: Working
= Consumption (in last 24h): n kw
o .
e Offices
0 Officel(annotation: x Company)
. Power Consumption
e Total Power: n kw
. Lighting : n kw

Building State Maintainer De\'lice Building
Application Front End Registry Ontology
j? A 4 Y
Building State Maintainer Semantically Enhanced
Real-Time Service Object Mapping Function

1
( )

[Sensors&Meters] [ Appliences ]

Figure 38: Building State Maintainer service.

Real-Life
Actions
Ontology
Device
Ontology

4.4.4 Historization

The historization shared service archives buildietgvant energy data in a database and
automatically maintains and phases out contentafigured. Using the historization service
the application-layer logic can answer such questas:

« When are showers typically taken in weekdays?

« What is the typical occupancy of a certain paradbuilding on Friday nights or on
specific time periods?

* How often a specific part of the building is beunged and for how much time?

* Are there any locations in the building that areencrowded than others?

Such information can be relevant for energy optatian purposes. The historization service
allows the building energy optimization logic t@drn" the patterns of the building use and the
daily routines of its inhabitants and adapt / optaraccordingly.

In this scenario the service will build on the sgmiaciples presented in the previous paragraph
(Building State Maintainer service). The buildingtalogy and Real-Life actions semantic
annotations can allow the automatic generationmifr@zation Profile templates that a user can
customize through an application front-end.

The application front-end will produce a semantyjcahnotated optimization profile that will be
then uploaded in the Historization service.
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The service then will use the optimization profitdong with other semantic information, in
order to formulate queries and data mining logiat thvill be executed periodically from a
service scheduler.

The results will produce consumption profiles thean be used to suggest optimal
configurations for home/building automation tasks.

Device Building
Registry Ontology
Real-Life
\ 4 \ 4 Actions
) Historiazation Service Ontology

Semantically
'Armo'tated X Query Data Semantic
Optimization Profile Formulation Mining Resoning
< ||

Query Broker
SQL/SPARQL

<

Local
Historic Data Storage

Device
Ontology

Status & Meters

Sensors & Meters Appliences

Figure 39: Historization service Data Mining mode
4.4.5 Supervisory control services

Supervisory control refers to a lightweight joitntrol of several individual controlled entities.
Its main role is to coordinate entities in ordemrgéach or avoid a prescribed joint state of the
system comprising these entities. It is designdaktable to adapt itself to changing context and
make decisions based on specific inputs, contexttevand the current states of each controlled
entity.

In the building or even larger scales of the sngaid, all kinds of electrical equipment and
energy-relevant physical entities can get integraitea local energy management system. These
entities may thus be considered to directly orrimctly connected to a perimeter of the grid and
they are so numerous and heterogeneous that aedtymxplosion would easily come up. The
Building Abstraction layer described in the followgi section enables auto-integration of all
kinds of entities into the local management systamd their self-configuration after the
integration.

There may exist a confusion between supervisoryrebim the sense put forward here and
SCADA systems, which have been existing for decates play a very important role in
industrial automation. They monitor a system's biha by data coming from distributed
sensors and control it by transmitting orders 8irttiuted actuators, possibly with an operator’s
intervention. As the control interface integrateithwsensors and actuators, it is custom-
designed for these and cannot benefit from the -mtégration and auto-configuration
functionalities provided by the entity abstractitayer which intermediates the sensor and
actuator device layer.
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WP4 proposes thus here a new supervisory contradlesidered as a component in the ser
layer just above the abstraction layer, ve it controls only the abstract entities identil
which shadow the sensor and actuator de\Additionally, it will act as an intermedia
between entities and applications by providing camrfunctions to applications in the upj
layer.

Just like ober normal services, there can be several supeyvisontrollers for differen
purposes, e.g. building security, comfort, energgstimption optimization. Each of them ¢
work independently or cooperate together. Therefamnodular concept will be irresting in
supervisory controller design in order to reduedbmplexity and improve maintainabili

Application

Applicatior Application Apglication

Supervisory Contro er

o —= =@

e

S0 — =+ 0O M = —~ 0T I

3 A S A

SensorsifActLators

Figure40: Supervisory control in service layer

Supervisory control in the service layer will neptace the more comprehensive and com
dedicated applicatiospecific control being affected by applicationstie upper applicatio
layer. They are for different purposes and desidnedifferent aproaches. Supervisory cont
is designed in bottorap approach, which means it starts from the emtibgdels in the lowe
level and ends in providing lightweight control @tions based on exclusion or seque
criteria, such as general safety and er-saving constraints.

4.4.6 User interfaceservice:

This serviceprovides the abilityfor smart building applications and servic to interface with
one or several human usebe they end users of the building (typically @sidential or office
buildings), or nembers of a technicestaff. The actualimplementation ¢ this service is
obviously conditioned btherequirements of a particular application, but comreopport ma:
be provided nonetheless, throue.g.; access to a number of mbedicated interface devic
like dashboards that may exist iroom. The most unobtrusive solution could be a sc-less
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residential gateway that hosts a web server witiga page to allow registered users to view
energy-related statistics on the building, itsetiéint appliances, produce reports (e.g. PDF files)
and / or configure the system. Another useful moddhat could be supported would be
allowing the BEMS to send alerts to the user inftmen of emails, instant messaging messages
or GSM SMS.

4.5 Building Entity Abstraction Layer

The “Building Abstraction Layer” (BAL) we proposs an analogue of Hardware Abstraction
Layers used by operating systems: it hides theifsggeof the building hardware beneath a set
of generic models and interfaces, acting as a gemgormational interface to the building as a
physical system. The BAL may comprise a collect@inmodules that act as full-featured
proxies or, more accurately, the equivalent of dneers of an operating system, for each
individual physical entity/subsystem of the builglinusing associated sensors and actuators to
interact with the physical entity. These sensors (@nd, in principle, they should) be shared
among the entities; for example, an infrared camaehan ambient microphone could be used
to monitor all appliances of a room and the roasalit

The problem addressed by this Building Abstractiayer can be stated in the most general
possible way as follows (Figure 41): the BAL acqair data the building and controls it in

return through shared sensors and actuators distdtas monitoring and control points through
the building.

A set of entities, subsystems of the whole buildiage defined as the components that are
relevant for controlled and monitored by the taedetpplication. These subsystems are distinct
physical entities which are fully-fledged physicgtstems in their own right. The overall
building is thus made up of the composition of éhpRysical subsystems for what is relevant to
the application at hand. The sensors and actuatersiot target entities themselves they are
used just as transparent intermediaries.

Building — .
as Physical System Building Abstraction

Layer

Sensors SubSystem
A
«ICT

h
Qctuators | S D07
|

Sensors SubSystem
B
«ICT

Qctuators | shadow »
|

Sensors SubSystem
1 ) 1” 'GY ;\S - C
g )1 1 S «ICT

~ N <Actuators | shadow »

SubSystem C
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Figure 41: Conceptual view of physical entity “sbathg” in the building abstraction layer

The Building Abstraction Layer (BAL) will “shadowdr mirror each of these physical
subsystems individually through matching self-corgd software components that will offer
their interface to services and applications. Tid.Bhould have the capability to create and
configure these components automatically, bothtfer initial configuration stage and when
reconfiguration would be needed because of a chiandpe environment. This implies the need
to associate automatically the subset of sensataamators that are used as intermediaries for
the monitoring and control of a given subsystend &mupdate the model of the subsystem
accordingly.

4.5.1 Models for target entities

The models that the Building Abstraction layereglon are drawn from a generic ontology of
building entities. This ontology and the correspgogdnodels are described in the information
models chapter of this document.

The discrete-event automata models used to reprémaget entities are a tradeoff between
expressivity and ease of identification. The fudisdription of a physical system such as the
target appliance or room would normally requireoatmuous-state and continuous-time model,
but the automatic identification of the parametdrsuch models would be impossible.

4.5.2 Identifying the target subsystems

For the purpose of this document we define a tesglsystem as a self-contained subset of the
overall building that can and need be individuatipnitored and actuated, either indirectly
through sensors and actuators or directly, if iedsipped with its own network connection.
These two possibilities are not actually exclusaed a subsystem with a network connection
may still need to be monitored/controlled througmplementary external sensors and actuators
because the network connection does not providesacio the required data or functionality.
Examples of such target physical subsystems are:

« Existing technical systems such as HVAC or secumigynagement systems
* Rooms, floors, or any relevant subsets of thedngl

» Appliances and devices including all types of pgeaEhome or office equipment, including
components of more complex systems such as HVA®ngsas it makes sense to deal with
them individually rather than to hide them withitaeger subsystem

» Components of the building (including walls, roofenings, etc.), as long as it makes sense
to deal with them individually rather than to hitem within a larger subsystem.

These mostly non-digital subsystems have to bejiated in the BAL in a way similar to what
is donewith regular networked entities. This means they have to be identified and matched to
an existing model that can be specific or genertact or approximate.

4.5.3 Defining the relevant state of target subsystems

We consider the target subsystem as delineatedeb&dobe a full-fledged system in system-
theoretic sense. Its state vector S(T), a funatibtime T, can be defined in a system-theoretic
sense as encapsulating the necessary and sufficferthation to predict the future states and
outputs of the system given its future inputs. Tdamprehensive definition has to be restricted
for practical reasons to those dimensions of théedhat are actually relevant for the target
application. For an energy management applicatioa, state of energy-relevant subsystems
should comprehend their state as thermodynamiemsgstwhich may comprise the amount of
energy they are actually consuming, storing ancggimg. For a home automation application
the mechanical state of these subsystems wouldobe relevant.

Being continuous as they normally are for a physigatem, these states may for simplicity
reasons be lumped into discrete “state catego(eg’ a mode of operation for an appliance),
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that could correspond to the states of a simpksrdie-state model. This finite state model can
be made richer by complementing discrete statebkes with continuous variables (attributes)
capturing relevant properties related to the statg., time spent in that mode, temperature,
percentage filled, etc.). These digitized statggttoer with the relevant attributes are then stored
as the state of the shadow ICT subsystem.

Monitoring is concerned with the identification atndcking of these instantaneous states of the
physical subsystem, on the basis of relevant safesar

Controlling refers to change the state of the glalssubsystem by using actuators.
4.5.4 Self-configuration/reconfiguration

In the proposed concept, self-configuration is fm@cedure that makes it possible to
spontaneously and automatically integrate a phlysiohsystem into the BAL. It concerns
associating the sensors and actuators via WSANscesgting dynamically an information
model in the information system matching the praisstibsystem.

The term re-configuration refers to the continualhgoing adjustment of the system to account
for changes in the environment situation, sucteasoring or adding a new sensor/actuator.

4.5.5 Interface to services/applications

The upper interfaces that are exposed to applicatiom BAL abstract away sensor and
actuator data at a level corresponding to the statel associated attributes of the target
subsystems, as defined above.

For monitoring purposes, an application/serviceaatain the instantaneous state of an entity as
a discrete state, together, if required with agdedi attributes. This state is estimated as atresul
of the fusion, aggregation and consolidation oadedm multiple sensors available in the room.
In the examples below, the state of a room could/hether it is occupied, the type of activity
going on, the attributes could be its temperatilme number of persons present, etc.

For control purposes, an application can changesthte of an entity to another state, if
admissible, or change associated attributes. Iretheples below, the state of a room could be
changed to dark by sending coordinated commandsdiwidual actuators, such as those
controlling shades and light fixtures.

456 REST interface

An example implementation of Building Abstractiomyler interfaces with REST primitives
would work as follows:

« Each target physical entity and each componertes$tate of these entities would be
assigned an URI :

« A GET command at this URI would be used by a clagylication to retrieve the
instantaneous value of these state components

« A PUT command would be used to set the value aftloemponents to the parameter
value transmitted in the command, if this valupasmissible and the corresponding
entity is actionable

4.6 Sensor & actuator Interface layer

In the FINSENY D4.2 deliverable “Smart Buildingsoazse-grain architecture” a common
interface layer for sensors and actuators presertheé smart buildings has been proposed,
assuming that all sensors and actuators availaiside the building are shared between all
building applications.

This assumption implies that the applications, isesrand BAL (Building Abstraction Layer)
must ignore the type of physical connection suchsesal, I12C port, Zigbee, PLC, KNX,
BACNet, etc. that is used at this level. They sHouist be able to communicate with the
physical devices through a unified interface thbsteacts away the peculiarities of these
specific communication technologies.
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Home Domain /WSAN EEBUS

Residential Domain TEDS e FI-WARE
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Office / Public Building TEDS || AS Fm:::?]d
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Data Center AS- WSAN Enabler
Hotels WSAN || TEDS
Sensors and actuators Types of interfaces for

\applicationdomains/ \ sensors and actuators /

Figure 42: Sensor & actuator Interface and thegdiegtion domains

That said, in this sub-chapter are treated, mowetail, the types of interfaces and their layers
that best fit with the types of smart building dansapreviously analyzed in deliverable D4.1
and D4.2, as shown Figure 42

4.6.1 TEDS interface layers

A Transducer Electronic Data Sheet (TEDS) is adstedized method of storing sensors and
actuators identification, calibration, correctiostal and manufacturer-related information.

TEDS formats are defined in the IEEE 1451 set ofa$msensors and actuators interface
standards developed by the IEEE Instrumentation Mehsurement Society’'s Sensor
Technology Technical Committee that describe aofatpen, common, network-independent
communication interfaces for connecting sensors amwluators to mMicroprocessors,
instrumentation systems, and control/field networks

One of the key elements of the IEEE 1451 standartte definition of TEDS for each sensors
and actuators. The TEDS can be implemented as aorgesevice attached to the sensors or
actuators and containing information needed by asm@ment instrument or control system to
interface with sensors and actuators.

TEDS can, however, be implemented in two ways.tFihe TEDS can reside in embedded
memory, typically an EEPROM, within the sensorsiatdrs itself which is connected to the
measurement instrument or control system. Secondrt@al TEDS can exist as a data file
accessible by the measurement instrument or cosyrstem. A virtual TEDS extends the
standardized TEDS to legacy sensors and applicatdrere embedded memory may not be
available.

Using TEDS it is possible for a smart sensor teatly communicate measurements to a
system. Networking of transducers (sensors or smijain a system and communicating
transducer information via digital means versuslanaabling facilitates easy distributed
measurements and control. TEDS sensors/actuatorpreevide flexibility, improve system

performance, and ease system installation, upgradd, maintenance. Thus, the trend in
industry is moving toward distributed control withtelligent sensing architecture. These
enabling technologies, in addition to the usualdfeof application such as aerospace,
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automotive, industrial automation, military and hedand defenses, they are now increasingly
used in the smart buildings and homes domain.

For convenience, hereinafter, we will use the tdransducer" to indicate sensors or actuators.
4.6.1.1 TEDS model

The different modules of the smart transducer madel be grouped into functional layers as
shown inFigure 43. The transducers and signal conditioning and comensiodules can be
grouped into a building block called a Smart Tramsd Interface Module (STIM). Likewise,
the application algorithm and network communicatioodules can be combined into a single
entity called a Network Capable Application ProoesgNCAP). With this functional
partitioning, transducer to network interoperapitain be achieved in these manners:

1) STIMs from different sensor manufactuream ¢plug and play” with NCAPs from a
particular sensor network supplier,

2)  STIMs from a sensor manufacturer can “@ad play” with NCAPs supplied by different
sensor or field network vendors,

3) STIMs from different manufacturers can tetoperable with NCAPs from different field
network suppliers.

Using this partitioning approach, a migration pettprovided to those sensor manufacturers
who want to build STIMs with their sensors, but dot intend to become field network
providers. Similarly, it applies to those sensotwaek builders who do not want to become
sensor manufacturers.

Application
algorithm

Any Network

Sensors or Network
Actuators communication K=

Smart Transducer Network Capable
Interface Module Application Processor

sim) N\ (Ncap)

Figure 43: Functional layers in TEDS interface

4.6.1.2 TEDS applications through networking

With the emergence of computer networking techngldgansducer manufacturers and users
alike are finding ways to apply this networkingheology to their transducers for monitoring,
measurement, and control applications. Networkingars sensors provides the following
features and benefits:

« enable peer-to-peer communication and distributediag and control,

- significantly lower the total system cost by sirfiptil wiring,

« use prefabricated cables instead of custom layirgables for ease of installation and
maintenance,

- facilitate expansion and reconfiguration,

- allow time-stamping of sensor data,
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» enable sharing of sensor measurement and contagl da
« provide Internet connectivity, meanigtpbal oranywhere access of sensor
information.

A distributed measurement and control system capdsdly implemented based on the IEEE
1451 standards.

An application sample based on model of IEEE 1481slhown inFigure 44. Three
NCAP/STIMs are used to illustrate the distributexhtcol, remote sensing or monitoring and
remote actuating. In the first scenario, a semsu actuator are connected to the STIM of
NCAP 1, and an application software running in B@AP can perform a locally distributed
control function, such as maintaining a constamiperature for a bath.

The NCAP reports measurement data, process infaimaand control status to a remote
monitoring station or host. It frees the host frtme processor-intensive, closed-loop control
operation.

In the second scenario, only sensors are connegot&tCAP 2, which can perform remote
process or condition monitoring functions. In tiérd scenario, based on the broadcast data
received from NCAP 2, NCAP 3 activates an alarm whige predetermined level of any
physical quantity exceeds a critical set pointilustrated in these examples, IEEE 1451-based
sensor network can easily facilitate peer-to-peemrounications and distributed control

functions.
Monitoring
Station
Any Network t

Actuator Sensor Sensor Actuator
STIM STIM STIM STIM
Distribuited Control Remote Remote
Sensing Actuating

>

Figure 44: Application model of IEEE 1451 interface

4.6.1.3 TEDS standard interfaces

The Technical Committee on Sensor/actuators Teohgobf the Institute of Electrical and
Electronics Engineer (IEEE)’s Instrumentation andagurement Society sponsored a series of
projects for establishing a family of IEEE 1451 r@tards. These standards specify a set of
common interfaces for connecting transducers tdrunmgents, microprocessors, or field
networks.

The TEDS has many benefits:
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- Enable self-identification of sensors or actuatoré sensor or actuator equipped with
the IEEE 1451 TEDS can identify and describe itselthe host or network via the
sending of the TEDS.

« Provide long-term self-documentation - the TEDSthie sensor can be updated and
stored with information such as location of thessgnrecalibration date, repair record,
and many maintenance-related data.

« Reduce human error - automatic transfer of TEDS datthe network or system
eliminates the entering of sensor parameters bgshamich could induce errors due to
various conditions.

- Ease field installation, upgrade, and maintenaricgensors - this helps to reduce life
cycle costs because only a less skilled persorésled to perform the task by simply
using “plug and play”.

IEEE 1451, designated as Standard Transducerdotefbr Sensors and Actuators, consists of
the following document standards:

IEEE 1451.0 Common Functions, Communication Protocols, arehSducer Electronic Data
Sheet (TEDS) Formats.

IEEE 1451.1 Network Capable Application Processor (NCAPpfiation Model for Smart
Transducers.

IEEE 1451.2 Transducer to Microprocessor Communication Pa®cand Transducer
Electronic Data Sheet (TEDS) Formats.

IEEE P1451.3Digital Communication and Transducer ElectronatdSheet (TEDS) Formats
for Distributed Multidrop Systems.

IEEE P1451.4 Mixed-mode Communication Protocols and Transdilectronic Data Sheet
(TEDS) Formats.

IEEE P1451.5 Wireless Communication and Transducer Electrobeta Sheet (TEDS)
Formats.

Network-Capable Analog + Digital —
Application Mixed-Mode
Processor IEEE P1451.4 Txd Transducer
Any (NCAP) i (MMT)
Network Digital,
Point-to-Point —
IEEE P1451.0 [ — F § TEDS Smart Transducer
Common IEEE 1451.2 =% Interface Module
Functionality —— | £ E | AD | Txder | (STIM)
- Distributed
TEDS Multidrop Bus ey
(S 3 § TEDS Transducer Bus
= Interface Module
IEEE P1451.3 5% (TBIM)
IEEE 1451.1 Z E| AD [ Txder
Smart Transducer
Object Model Wireless
o E § TEQE Wireless
IEEE P1451.5 e T Transducer
1 E E| AID | Txder (WT)

TIl = Transducer Independent Interface

Txdcr = Transducer (Sensor or Actuator)

Figure 45: Family of IEEE P1451 Standards
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In particular, the IEEE 1451.2 standard define€®3, its data format, and the digital interface
and communication protocols between the STIM andR@terface layer. A conceptual view
of IEEE 1451.1 NCAP is shown in Figure 46, whiclesishe idea of a “backplane” or “card
cage” to explain the functionality of the NCAP, Vehin Figure 47the NCAP detail is shown.

Physical

Transducer

T Network Ports :

Transducer Interface
(for example: 1451.2)

Communication Interface
Client / Server and
Publish / Subscribe

Contains Other Software
Objects (i.e., Parameters,
Actions, and Files)

Figure 46: Conceptual view of IEEE 1451.1

The NCAP centralizes all system and communicatfangities. Network communication can
be viewed as port through the NCAP and communioatterfaces support both client-server
and publish-subscribe communication models.Clientex is a tightly coupled, point-to-point
communication model, where a specific object, flent; communicates in a one-to-one fashion
with a specific server object, the server.

Any
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Hardware
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Figure 47: IEEE 1451 logical interface
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On the other hand, the publish-subscribe communbitanodel provides a loosely coupled
mechanism for network communications between objeathere the sending object, the
publisher object, does not need to be aware ofdbeiving objects, the subscriber objects. The
loosely coupled, publish-subscribe model is used doe-to-many and many-to-many
communications.

4.6.2 AS-Interface

The Actuator Sensor Interface, or AS-Interface d8-iA was developed by a group of
sensor/actuators manufacturers. It has becomdéhdasd for discrete sensors and actuators in
process industries around the world. It is alsosdystem, used for low-level field applications
in data center to communicate with small binarysses and actuators using the AS-Interface
standard.

This modernizes automation systems effectively @indinates wire bundles completely, with
only one wire cable required for all devices, coregao one cable from each device needed for
point-to-point wiring. Junction boxes are also é@fiated, and the size of the control cabinet
needed is significantly reduced. Plug-and-playngrsupports all typologies.

Controller or PC

@ AS Interface AS Interface
Field Ibivel bus Gateway /O module
AS Interface
AS Interface Power
Gatew: Supply/repeater
C i’ :
¢ $
AS Interface AS Interface AS Interface
I'O module Power WO module | | .. . . . .
Supply/repeater

Sensors or actuators

Figure 48: Actuator Sensor Interface architecture

In an AS-Interface architecture, a programmabletrotier such as a PLC, SCADA, or PC
controls sensors and actuators via field-level suseluding Foundation Fieldbus, Profibus,
etc.

As displayed irFigure 48, the AS-Interface has gateways directly connetuetthe field-level
bus and the I/O module. The latter is the devicelwhontacts the sensors and the actuators. A
field-level bus may be able to support several A®+face gateways depending on the
manufacturing specification and the system deségieh of which fits a segment of a control
system.

The AS-Interface is a single-master system. Thiarmaghat there is only one master per AS-
Interface network to control the operations of s This polls all AS-Interface slaves one
after the other and waits for a response.

As shown inFigure 49, the first interface is between the master CPU #ra& master
communication processor; the second is betweem#ster communication processor and AS-
Interface cable. Process data and parameter assigroammands are transferred via the first
interface, and user programs have suitable funadadis and mechanisms available for reading
and writing via this interface. On the other handprmation is exchanged with the AS-
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Interface slaves via the second interface betwleemiaster communication processor and AS-

Interface cable.

CPU

AS Interface
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processor
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i

AS Interface
slave
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Figure 49: Actuator Sensor Interface operation
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Figure 50: How an Actuator Sensor Interface perfoam operation

The possible operations and the direction of data &re illustrated irFigure 50, where the
numbers 1, 2, 3 and 4 have the following meanings:
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(1) Read/write When writing, parameters are transferred to thgesand to the parameter
images on the communication processor; when reagiagameters are transferred from the
slave or from the communication processor paranei@ge to the CPU.

(2) Read and storeonfigured) configuration data. Configured partereor data are read from
the nonvolatile memory of the communication prooess

(3) Configure actualWhen reading, the parameters and configuratida dee read from the
slave and stored permanently on the communicationggsor; when writing, the parameters
and configuration data are stored permanently erctimmunication processor.

(4) Supply slaves with configured parameté@snfigured parameters are transferred from the
nonvolatile area of the communication processthécslaves.

4.6.3 EEBUS interface layers

The EEBus forms the interface between in-house aamuation and the energy supplier. For
this purpose, the EEBus supplies an applicationrakstandardized interface. It connects the IP
world of the Smart Grid and Smart Phone to thé-étiminant non-IP-networks in the home

automation area. The EEBus basic idea is:

- Unified technical solution for the connection okegy world apartment,
- IP address for each apartment
- Comprehensive device network for load managemawi¢ds are parts of Smart Grid

Regarding household, it integrates the entire gemsol actor universe into a continuous
communications system for efficient energy manageraed better comfort at home.

.- Gateway ---------mmmmmmmmmmmmmmmay
Energy production 1 Energie Management System (EMS)

— \
R _“

l\‘nj
Energy trading
& distribution

IP access

Figure 51: EEBus interface layers

With reference td-igure 51, the communication is divided into two: in one tathe local data
exchange within the house and on the other haed;dhnection between energy suppliers and
home access. Both sections are characterized feyetif requirements and conditions:

For the communication within the company alreadgtexumerous standards, which currently
account EEBus KNX, ZigBee and TCP / IP. KNX hadaidnt transmission media available, of
which currently employs EEBus data transmissionpoaver line (KNX power line or short
KNX PL) and by radio in the 868 MHz band (short KIRX).

ZigBee is a wireless solution in the 2.4 GHz bdttthernet with TCP / IP does eventually come
into play when an existing computer network canshared (see "Inbound communication
layer" in the graph). For each of these systemeethee in EEBus both the right hardware
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platform for the physical connection and its owtitvgare adapters for the integration of the
respective protocol. This modular design allowsfiure additions.

The differences in the technical equipment of hbakis are diversified. Utility companies can
in his communication with them not to consider apyion, but requires a uniform as possible,
the individual device abstract view on the budget.

The Core or network layer has two functions: fikghere there is the translation between the
utility derived from the abstract XML data and thetual situation in the household, for

example by electricity price signals are translaited the minutes of the household appliances.
The second task is the in-house data exchangewtitbh the devices communicate across
borders log example above, in which weight theytidoute to a reduction in power.

The EEBus uses the aforementioned standards arshéxjpem where necessary. A new
physical layer of KNX PL + EEBus uses the CENELECh&hd and applies to the OFDM
method which is an approximately 15-fold higheradaate than in the past. Backward
compatibility with conventional PL devices is erexlir

To better explain the difference with the classichdectures, inFigure 52 is shown the
comparison between standardization architectureegigls.

/ Standardization model \ / EEBus concept \

Crteway.

Energie Management System (EMS)

sitheror 3

Artfare

s  Energy

smart appliances. devices in general KNX RE ZigBee End-

Figure 52: Comparison between standardization &ctuire and EEBus.

The use of power management features requires astdimed descriptions etc. for price
information, data or device classifications thaeasfy the manner in which a terminal can
participate in home energy management.

This information constitutes a common understandifh@ll participating devices and is the
basis for cooperation. Missing it, no applicatiamsservices are exchanged. Such functional
specifications for energy management include ZigBeeially present, in contrast, is not
practical nor KNX. The EEBus adds these missininitafns.

EEBus used in its basic functions (e.g. for mulgdding, XML parsing), makes use of Qt
framework QT is a cross-platform application framework thatwidely used for developing
application software with a graphical user interéc This is EEBus stack on multiple
platforms can be used, such as Linux, Windows oiQVi&he EEbus architecture and interface
layers are shown iRigure 53,
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Figure 53: The EEbus architecture and interfacerkay
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4.6.4 WSAN interface layers

Even if the needs and the management of the eraggnd on the various specific building
sub-domains (home, residential, office, public dud and data center etc.) the generic
components architecture as a whole is substantiadlyone illustrated in the Figure 54, where

are shown the main actors involved in an contreteay infrastructure for the Smart Buildings.

: pe—y s \ Remote Customer
Generation [+ _ 3 -
S = Interface
pl Network ,{
| |': communications L.. _— Wholesale
Transmission | » = (Internet) \‘u_,,-‘: M
Network N ! / “*._“
A o AL W ™ Energy Retailers
”a S \\\
Distribution |~ \\ “«| Remote Service
“ Platform
— L%
~
~

e s e e e s e e

|| Smart Meter |H Smart Info ‘I Energy Box [ Gateway H“ SensorfActuators (*) ||| Loads | | Home Domain
, j

|| Smart Meter ”” Smart Info ”I” Gateway |”| Sensor/Actuators (*) ||“ Loads ” | Residential Domain
I

|| Smart Meter ”” Smart Info ”l” Gateway H“ Sensor/Actuators (*) ||“ Loads ” | office/public Building
i

|| Smart Meter ”” Smart Info ”l” Gateway ﬂ“ Sensor/fActuators (*) ||“ Loads ” | pata
i I Center/Enterprises
L]

|| Smart Meter ”” Smart Info ”l” Gateway H“ SensorfActuators [*) ”‘ Loads ‘ IHoteIslSupermarkets
i |

Local Area Network

Local Customer

(*) wired and/or wireless
Interface

Energylayer

Figure 54: Component architecture for smart buddin

Compared to the wired sensors and actuators temfiesl the WSAN Wireless
Sensor/Actuator Netwaoykhave provided new options that overcome challengnstallation
constraints and remove physical or financial ca@msts associated with hard wiring for “smart
buildings” systems. Wireless environments are pamilapted to changing business needs or
new facility requirements. Also, eliminating wiringnd its related effort accelerates the
installation process and simplifies retrofittingdasystem extension. Wireless- based systems
offer building owners and facility managers moreichs and fewer constraints, including: ease
of deployment, cost benefits, scalability of thewerk and simpler and more flexible system
design.

As can be seen from tlkégure 54, the interface between the WSAN world and the oéshe
management system of the optimization of poweefgsasented by the “Gateway”.

In the “Smart Home” context, it also used the teEnergy Box", a WSAN interface device
composed by two components:

= A Home GatewayADSL)

= OSGi (Open Service Gateway initiative) frameworkhMHAN wireless communication
capability. OSGi is a Java framework for developemgd deploying modular software
programmes and libraries. It has two parts:
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o the first part is a specification for modular compots called bundles, which are
commonly referred to as plug-ins. The specificatiefines an infrastructure for a bundle's
life cycle and determines how bundles will interact

0 the second part of OSGi is a Java Virtual Machid¥M)-level service registry that
bundles can use to publish, discover and bind ngcses in a service-oriented architecture
(SOA).

The Energy Box can offer a WEB user interface amdige an Execution Environment (OSGi
framework for Java) to host third-party applicati@ng. a SW component implementing the
algorithm to calculate the energy price at a gitrere, provided by the Energy Retailer).

For specific end customer services that require emsubstantial computing power, the
computation of the algorithms is redirected to tbmote service platform that operates in a
cloud computing environment as showrFigure 55.

- Demand response management

- Multi-tariff energy use remote
optimization

- Visualization of historical data

- Info on energy sources used

Remote Service Platform

-
-
-

cLoub
g | COMPUTING

'f

ZigBee WSAN
! —— (Wireless Sensors &
“ames”  Actuators Network)

s ) - ‘
s 2 v &

Low throughput Home Area Network (e.g. ZigBee)

LOCAL AREA NETWORK

- Automatic control of electrical loads
- Detailed Consumption Information
-Alarm (overload)

- Remote Maintenance

Figure 55: Energy Box as WSAN interface.

The Figure 56-a shows the WSAN topology where the sensors senddhected data to the
Energy Box entity that execute certain control gthms to produce control commands and
send them to actuators. Finally, the actuatorsoparfthe actions. In this context, both the
sensor data and control commands need to be trdedmairelessly in a single-hop or multi-
hop fashion. A high-level view of the applicatiofliew of this infrastructure is depicted in
Figure 56-h.
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. O Actuator

@
‘. A Energy Box

O,

Figure 56: WSAN topology (a) and abstraction oftoarapplication (b)

From the radio-node point of view, there are mahgrisrange wireless communications
technologies available now in IT, automation arfteotmobile data-communication fields. The
wireless technologies related to WSAN applicatiaresmainly:

» ZigBee technologies;

» 802.11 compliant (Wi-Fi) technologies;
* Bluetooth technologies;

» other proprietary technologies.

The above “Energy Box” considerations, made for“theme” environment, are applicable for
any kind of smart buildings with the use of the ‘@mGateway”. More in detail, the gateway
can be divided into three blocks: the WSAN conmectnechanism, the Center Control Unit
and the interconnection section, as showigure 57.
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SMART GATEWAY

Center Control Unit :

USB ELAN | WLAN
DB T Host Controller AP

|

| 4 ¢ |
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: CPU & Memory I o
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Sensors and | o GSM :
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Actuators u ! p| UART | MODULE

Module |
Network I

(WSAN)
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Figure 57: The three blocks of the Smart Gateway

The first block shown irFigure 57 is the WSAN connection mechanism. The gatewaytdas
receive data from sensor/actuator nodes and giuasnands to them. To achieve this goal, the
gateway has to provide mechanism to join into thBAN. Through this part, the gateway
provides connection to WSAN in both hardware anflwsse ways. At hardware way, the
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gateway has to handle interface compatible andakitanslation and rate conversion. For
software, it has to translate the protocol using/il8AN and extract the valuable data which can
be used by the program using in the gateway.

The second part is center control unit which rezagnts are as follow: enough storage space,
fast enough processing speed and adequate exiatadices. Recently, the inclusion of
wireless sensor networks in the Internet becamsilfleadue the standardization of IPv6 over
Low-power Personal Area Networks (6LoWPANS), whilctnoduces an adaptation layer below
IP, enabling the transmission of IPv6 datagrams t&EE 802.15.4 wireless links.

Basically, the adaptation layer performs header mession of IPv6 and transport layer
headers, creating a new header composed by a f@sg.dpside the LOWPAN, nodes do not
need to decompress this header, since every nameskiihe compressed field's contents. For
instance, nodes use 16-bit addresses or link-l&gebit unique IDs instead of full IPv6
addresses because their prefixes are the saméd faydes. The adaptation layer also handles
packet fragmentation and reassembly in order t@auphe IPv6 minimum MTU (maximum
transmission unit). These modifications made [Pwisable for low-power devices, including
sensor nodes.

Figure 58 shows the structure of the gateway that estalsisbenmunication between end users
and a WSAN. This architecture is composed by foaimnelements: gateway, IPv6 hosts, IPv4
hosts, and the 6LOWPAN WSAN.

________________ il S
| |
| IPv4 / IPv6 Adapter |
: 'I'(‘P L'DP elubekih: l. ----- :-.'.."..".: :
4 .ogging :
| 1Pvd 1Pv6 , |
, — — e 6LoWPAN | |
I Wi-Fi GPRS  Ethernet | joitidsl Adaptation Layer | |
| |

Serial bus (USB)

IEEE 802.15.4 Base Station

Figure 58: Interface layer of the 6LOWPAN gateway

In this case the gateway is an interface respandiol integrating the 6LOWPAN WSAN in

IPv6 networks. Its main tasks involve compressiod aecompression of IPv6/6LoWPAN
headers, in order to forward 6LOWPAN messages tr@nVSN to external IPv6 networks and
vice versa, and fragmentation/reassembly of largesages.

To do these tasks, the gateway must have a 6LoW#&dEptation layer, and it needs to be set
up to route IPv6 packets. WSN users can be repessas IPv6 hosts or IPv4 hosts. The former
are capable of communicating with sensor/actuatodes directly. Therefore, they can send
commands for specific nodes or test whether a nedeachable or not. IPv4 hosts cannot
connect to 6LOWPAN WSN directly, due the incompititip between IPv4 and IPv6. In this
case, the gateway acts like a proxy for them, beupmesponsible for sending commands to a
specific node, using an IPv6 packet, and returtiiegesult back to the IPv4 host, using an IPv4
packet.
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The 6LOWPAN WSN is a network capable of routing 8Packets through 6LoWPAN
compression and fragmentation techniques. In daleéo this, it is necessary that all nodes in
the WSN support the 6LOWPAN stack. As the transfay@r protocol, user datagram protocol
(UDP) is used because it is lightweight and has domplexity when compared with transport
control protocol (TCP). However, TCP can also bedus

Figure 59 illustrates the exchange of messages betweendiar@is and the 6LoWPAN WSN
through the gateway. The first part of the figuepresented by the symbol “(A)”, shows how
the IPv6 client sends a command to the sensor nauereas the second part “(B)” shows the
opposite. The gateway plays the role of an IPv@empuwith the additional functionality of
compression/decompression/fragmentation/reassermblyhe IPv6/6LOWPAN packets, and
registration of the operations in the log file. WSAN based on multi-hop communication,
sensor/actuators nodes forward the 6LOWPAN packéte destination, which will process it.
If the WSN is designed for only send informatioratoIPv6 client, the communication between
them is represented just by the second patrt.

6LoPAN
Sensor/Actuator

node

Compress IPv6 and UDP header
Register transmissionin the logfile

|
|
I
|
|
(A)— !
|
I I command (6LoWPAN protocol) |
I : 1
! | Execute command or
— : | Forward packet
[ L_f{f_’rvm% nd response(6LOWPAN ) |
| |
: Decompress IPv6 and UDP header
(B) — " Register transmissionin the logfile
|
|

—

Figure 59: Message flows between IPv6 hosts, gatemnwd 6LOWPAN wireless sensor
network.

- The gateway enabled IPv6 hosts to communicatettjir@ith sensor/actuators nodes,
obtaining their readings or testing their connatgtiin real time.

In the third block ofFigure 57 there is interconnection mechanism. In this phe, gateway
provides physical connection to Internet, WLAN @8M/GPRS network and finish protocol
and signal translation and rate conversion. Faridt connection, an ELANE(nulated Local
Area Network controller is needed. It can be provide eitherabyexternal unit or integrate in
the center control unit.

On the basis of this controller, coupled with theAM Access Points, then the gateway is able
to connect to a WLAN. This WLAN access point allothe gateway to connect to wireless

Page 85 (160)



FINSENY D4.3

network using Wi-Fi (or other technologies) to testination host within the wireless signal
coverage of this AP.

There are two steps to connect to internet and WLEIXst step, the gateway uses the IP
address provides by the server in the internetoi®@ahe gateway provides DHCP to build up
WLAN with an extra wireless AP. These two steps loaiimplemented by center control unit or

a powerful wireless router. When this task is catga by center control unit, system will have
a higher integration and the wireless AP can bglenmand smaller size.
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5 Mapping onto FI-WARE Generic Enablers

This chapter reports how the FI-WARE Generic Enab{&E) maps with the Smart Building
Functional Architecture High-level Building Blockdefined and described in chaptér
wherever this is applicable.

The GEs defined by FI-WARE are described in th&MARE Product Visior{4]. It provides a
high-level description of the FI-WARE Platform amgi at providing a framework for
development of smart applications in the Futurerimat.

Next sections give a short description of the FIREAGEs and the mapping itself between the
different components of the defined functional #eatiure in the Smart Buildings scenario
work package and the GEs.

5.1

FI-WARE Framework

Over the past few years, a number of technologguations took place and started paving the
way for alternative directions in the ICT landscapel new business opportunities. The era of
the Future Internet in Europe is already ongoimdjtaiggered by the following advancements:

Industrialization and process-standardisation ofGloud computing and open-service
delivery platforms are changing the provisioningnfiework of ICT products. The new
model considers all ICT products as services, whenh be provisioned on a pay-per-
use basis.

Increased network capacity and bandwidth. New e&®lnetworking technologies,
such as LTE (4G), and the deployment of Fibre te Home (FTTH) are offering
enough capacity to new applications with enrichaahtent, irrespective of the
underlying physical medium.

Internet of Things and ubiquitous computing. Theiam of ubiquitously connecting
intelligent devices and sensors and offering newgsiilities for contextual and
environmental information sensing, processing andlyais is taking up. To this
respect, the door is opened to new automation anttat applications and services in
various sectors.

Internet of Services. Internet has acceleratedtbation of complex value networks of
service providers, consumers and intermediarigsging to businesses and customers
innovative applications, better tailored to thededs. These networks increasingly span
various different players that historically have ried largely separated from each
other, thereby leading to more agile and dynamicirtess relationships and
environments never seen before.

This Future Internet will address some key demaami$ expectations from various market
stakeholders. More particularly:

End customers are seeking to gain access and eamilyume services that can
effectively assist them in their daily lifetime. 18e of the underlying problems involved
are the management of the ever-growing informatemd the seamless and
uninterrupted access from anywhere, at anytime feord any device. Furthermore,
customers are asking for improved means of commatinit and collaboration within
their social networks, families and neighbourhooits,real-time and while being
mobile, meeting all the related security and piywamuirements.

Enterprises and organizations are seeking to difieir customers a more compelling
user experience and better services. For that me#sey are targeting service offerings
with more personalized interaction experience, @Xph contextual user data. In order
to develop and operate their services, new methedbnologies and tools are needed
to speed up the time to market, to establish vatiged services, which may be better
configured in partnership with others and to sifiypticcess to relevant resources and
capabilities.
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e Application/service developers and providers amlehged to build smart applicatio
that cover the above mentioned needs from consumeds enterprises. From
development papective, such applications and services shouldwk on top of
powerful, but easy to use APIs, be based on stdadand offer flexible deploymer
provisioning and management frameworks. Additiondaliey should exploit economi
of scale and prote investments in the long run. Finally, the ability tombine
applications from different sources necessitate®vative revenue sharing mod
across partners and potentially also custol

In the framework of th&uture Interne, FI-WARE project is building &€ore Platforr, the “FI-
WARE Platform” or simply “F-WARE", which targets tancrease the global competitiven:
of the European ICT econol, by introducing an innovative infrastructure for t-effective
creation and delivery of versatile digisservices, providing high QoS and security guaran
More particularly, FMWARE is an open platform, basexh elements, calleGeneric Enablers
(GE), which offer reusable and commonly shared func, serving a multiplicity of Usag
Areas across various sectaThe ability to serve a multiplicity of Usage Areas digfuishes
GEs from what would be labelled as Dom-specific Common Enablers (or “Speci
Enablers” for short), which are enablers thre common to multiple applicatic, but all of
them specific to aery limited set of Usage Are.

The key objectives of AWARE arethe identification and specification of GEs, togetlwith
the development and demonstration respective reference imphentations. An
implementation of a GE comprises a set of compenemid offes capabilities and
functionalities thatcan be flexibly customized, used and combined fanyndifferent Usag
Areas, enabling the development of advanced araative Intenetapplications and servici

5.2 Description of FI-WARE Generic Enablers

The high level goal of the -WARE project is to build the Core Platform of thetére
Internet. Generic Enablers (GE) are the buildingck$é of F-WARE platforn. Any
implementation of &eneric Enabler (GE) is made up of a set of compisnehich
together suppora concrete set of Functions and pro a concrete seof APIs and
interoperable interfaces that are in compliancén wipen specifications published
that GE.

The Core Platfion to be provided by the -WARE project is based on GEs linked to
following FI-WARE Technical Chapters each of them having sev&fa. More detailed
information can be found in the-WARE product vision wiki paggt].

Applications/Services
Cloud Hosting Dgtaf[ontext Ecosystem and
Management . _
Delivery Framewark
Internet of Things Interfaces to
{loT) Service Networksand Devices Security
Enablement {I2ZND]

Figure 60: FI-WARE Chapters
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» Cloud Hosting — the fundamental layer which provides the contuta storage and
network resources, upon which services are prawsloand managed. The list of GE
belonging to this chapter are:

(0]

0

laaS DataCenter Resource Managemenprovides the basic Virtual Machine
(VM) hosting capabilities, as well as managementtioé corresponding
resources within the DataCenter that hosts a pgaticFI-WARE Cloud
Instance.

laaS service Management introduces a layer on top of laaS Resource
Manager GEs in order to provide a higher-level dbsteaction to
Application/Service providers.

PaaS Management provides to the users the facility to manage rthei
applications without worrying about the underlyingrastructure of virtual
resources (VMs, virtual networks and virtual st@agequired for the execution
of the application components.

Object Storage comprises a storage service that operates atra afstract
level than that of block-based storage.

laaS Cloud-edge Resource Managemeritcloud proxy”, located in the home
system and equipped with storage and cloud hostipgbilities

Resource Monitoring for monitoring the different GEs (via exposed nos)
and their interaction

- Data/Context Management— the facilities for effective accessing, procegsiand
analyzing massive volume of data, transforming theo valuable knowledge
available to applications. The list of GE belongiadhis chapter are:

(0]

Publish/Subscribe Broker. enables publication of events by entities so they
become available to other entities which are istek in processing the
published events.

Complex Event Processing analysis of event data in real-time to generate
immediate insight and enable instant responsedngihg conditions

Big Data Analysis processes huge amounts of previously storedidaieder

to get relevant insights in scenarios where lateiscyot a highly relevant
parameter.

Compressed Domain Video Analysisextracts meaningful information from
video content, stored or data streams.

Unstructured data analysis analyses high volumes of unstructured data
coming from the Internet in almost real time fdater process and analysis.
Meta-data Pre-processing acts as a mediator between different metadata
formats that need to inter-work

Location Platform: addresses issues related to Location of mobileds
Media-enhanced Query Broker provides an intelligent, abstracting interface
for retrieval of data from the FI-WARE data managemlayer in addition to
the publish/subscribe interface as another modfalitgccessing data.

Semantic Annotation helpful for editors to categorize content in aamiegful
manner.

Semantic Application Support provides an infrastructure for metadata
publishing, retrieving and subscription, and adebols for infrastructure and
data management.

Social Network Analysis analyses the social interactions of users to ilinve
their social relationships and social communities.

Mobility Analysis: transforms geo-located user activity informatiomo a
mobility profile of the user.

Real-time recommendationsanalyses the behavior of a user through a service
in order to make a recommendation of an item thah & user will most likely
be interested in.

Web behavior analysis for profiling: is responsible for the derivation of
profiles extracted from the activity of each indival user.
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(0]

Opinion mining: provides the analysis of textual sources to @eiiformation
about user’s opinions.

« Applications/Services Ecosystem and Delivery Framewk — the infrastructure to
create, publish, manage and consume FI servicesstheir life cycle, addressing all
technical and business aspects. The list of GEhpéig to this chapter are:

0

USDL service descriptions the Fl-Ware approach will allow comprehensive
service descriptions by employing the Unified SeevDescription Language
(USDL) in its registry and repository.

Repository: provides an API for reading, filtering, and aggagng service
information from the repository as well as mainitagnservice descriptions.
Registry: acts as a universal directory of information ukgdhe maintenance,
administration, deployment and retrieval of sersice

Marketplace: provides the needed functionality for people fferoand deal
with services like goods and finally combine thenvalue added services.
Business Models & Elements provisioning Systenprovides flexible way to
define the manner in which services and applicatan be sold and delivered
to the final customers.

Revenue Settlement & Sharing Systenmanages in a common way how to
distribute the revenues produced by a user’s chafgethe application and
services consumed.

SLA Management provides the needed functionality for the managyenof
Service Level Agreements.

Composition editors helps the service provider to create applicat@shups
and composed services.

Composition execution enginesfor exposing and executing the composed
services.

Mediation: provides interoperability solutions by means ofedmation
component acting astaoker between service consumers and providers.
Multi-channel / Multi-device Access System manages user’s contextual
information in order to support service compositamaptation corresponding to
user’s preferences, profile and device.

« Internet of Things (loT) Services Enablement— the bridge whereby FI services
interface and leverage the ubiquity of heterogesgoesource-constrained devices in
the Internet of Things. The list of GE belonginghis chapter are:

(0]

loT Communications: provides common and generic access to every &ind
things regardless of any technological constramt@mmunications.

IoT Resources Managementproposes unified service and operational support
management functions enabling the different loTliappons and end users to
discover, utilize and activate small or large gmoploT resources and manage
their properties.

loT Data Handling: collects large amount of loT-related data, predlby a
huge number of |oT resources almost in real-time

loT Process Automation: proposes to Application/Services Providers generic
capabilities enabling to use subscription and gukmplates that will eze
programming of automatic processes involving loJorgces.

- Interface to Networks and Devices (I2ND}- open interfaces to networks and devices,
providing the connectivity needs of services debdeacross the platform. The list of
GE belonging to this chapter are:

(0]

Connected Devices Interfacing (CDI) provides to FI-WARE chapters and
Use Case Projects applications and services wehthans to detect and to
optimally exploit capabilities and aspects aboetgtatus of devices.

Cloud Edge allows federating connected devices and provasheAPI layer to
allow the cloud-based applications to interfacehwitevices through the
implementation of interfaces and application prograterfaces (APIs) towards
device features.
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Network Information and Control (NetIC) : provides to FI-WARE chapters
as well as usage area applications and servicds tiit means to optimally
exploit the network capabilities, by means of timplementation of interfaces
and APIs towards networking elements.

Service, Capability, Connectivity and Control (S3C) is the manifestation of
an adaption layer between the targeted network@adater for Fixed-Mobile-

Convergence: Evolved Packet Core (EPC) and allilplesapplications and
services.

Security — the mechanisms which ensure that the delived/ @sage of services is
trustworthy and meets security and privacy requamets. The list of GE belonging to
this chapter are:

0

Identity Management provides authentication/access control and
identity/attribute assertions as a service to ngjyarties.

Privacy: provides a set of functionality similar in scope the Identity
management generic enabler but enhanced usingabp@tracy enhancing
technologies.

Data Handling: provides a mechanism for controlling the usageattibutes
and data based on the concept of ‘sticking’ a datge policy to the data to
which it applies.

Context-based security and compliance supports additional security
requirements requested by a specific subset oficapipins as a result of the
application of very specific regulatory constraints

Optional Security Service Enabler used to customize the security service
description within USDL-SEC when the security fuoctlity is not covered by
the specification.
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5.3 Mapping Smart Building High-level Building Blocks to FI-WARE GEs

As explained and detailed in sectid2.2, the high level functional architecture fonast

buildings can be shown in different layers, eachheim having different high-level building
blocks. The functionality provided by these blodan be partially covered by FI-WARE
generic enablers as shown in the following table.

Smart Building
Architecture
Layer

Smart Building
Functional
Architecture High-
level Building Blocks

FI-WARE Chapter

GEs

Application layer
(sectiord.3)

Building energy
management controlle

Applications/Services
rEcosystem and
Delivery Framework

Multi-channel / Multi-
device Access System

Cloud hosting

PaaS Management

Security

Identity Manager

Service layer

Entity virtualization

Cloud hosting

PaaS Management

(sectiord.4) services
Entity Space proxies Internet of Things | loT Resources
Abstraction layer (loT) Services Management
(sectior4.5) Enablement
Legacy equipment Internet of Things Communications
proxies (loT) Services
Enablement
Process Automation
Interface to network | Connected Devices
devices (I2ND) Interfacing (CDI)
Legacy Systems Internet of Things loT Resources
proxies (IoT) Services Management
Enablement
Interface to network | Connected Devices
devices (I2ND) Interfacing (CDI)
Device layer Building connected Internet of Things Communications
(sectior4.6) devices (loT) Services
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Enablement

Resources
Management

Interface to network
devices (I2ND)

Connected Devices
Interfacing (CDI)

Building Sensors /
Actuators

Internet of Things
(loT) Services
Enablement

l[oT Communications

Interface to network
devices (I2ND)

Connected Devices
Interfacing (CDI)

Table 4: Mapping of FI-WARE GEs to functional buiilg blocks of the FINSENY architecture

In a more graphical way, following the structur@wh in sectiord.2.2, the next figure shows

this mapping.
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ulti-Channel Multi-
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smart building application management (_Paas Management )
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Pazs Entity Virtualization Layer
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Connected
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=
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equipment
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Physical
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Figure 61: Mapping of FI-WARE GEs to functional loling blocks of the FINSENY
architecture
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An overview justification of the mapping is theling:

e Application layer:
0 Building energy management high-level block:
= Multi-channel / multi-device access: for the cortr@tbetween the
BEMS and the controlled appliances belonging tmakl Area
Network (HAN)
= PaaS management: to facilitate thenagement of applications, most of
which will be hosted remotely, without worrying atidhe underlying
infrastructure of virtual resources required fag #xecution of the application
components.
= |dentity managemengproviding the mechanisms for authenticating the
entities and other accessing the applications
e Service layer:
o Entity Virtualization Service:
= PaaS managemeiitprovides facilities to manage applications aafiveare
modules (updates, installation, start/stop, veisgand maintenance),
facilitate the deployment of entities without wdmg about the underlying
infrastructure. These services may be hosted lpoall remotely
« Entity abstraction layer:
0 Legacy System Proxy:
= |oT Resource managemeittprovides management of functions for
discovering, utilize and activate energy relateiiding legacy systems. So,
BEMS are able to provide functions for dynamic ségjing and unregistering
of appliances.
=  Connected Devices Interfacing (CDI): it provides theans to detect and to
optimally exploit capabilities and aspects abostgtatus of devices, so it
could be used to discover new power-related leggsiems.
0 Legacy Equipment Proxy:
= Communicationsprovides common and generic access to every kind of
things regardless of any technological constramt@mmunications between
building devices.
= Process automatioptoposes to Services Providers generic capabilities
enabling to use subscription and rules templatatswiiil ease programming of
automatic processes involving building devices.
= Connected Devices Interfacing (CDI): it provides theans to detect and to
optimally exploit capabilities and aspects abostgtatus of devices, so it
could be used to discover new power-related apgaisin
0 Space Entity Proxy:
= |oT Resource managemeittprovides management of functions to
discover, utilize and activate space entities saglooms. So, BEMS are able
to use functions for dynamic update of entities.
* Device layer:
0 Connected device:
= |oT Resource managemeittprovides management of functions for
discovering, utilize and activate connected deviSes BEMS are able to
provide functions for dynamic registering and umstaging these devices.
= Communicationsprovides common and generic access to every kind of
things regardless of any technological constraint@mmunications between
connected devices.
=  Connected Devices Interfacing (CDI): it provides theans to detect and to
optimally exploit capabilities and aspects abostgtatus of devices, so it
could be used to discover new power-related coedettvices.
0 Sensor and actuator:
= Communicationsprovides common and generic access to every kind of
sensor and actuators regardless of any technolamioatraint on
communications between them.
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=  Connected Devices Interfacing (CDI): it provides theans to detect and to
optimally exploit capabilities and aspects abostgtatus of sensors and
actuators, so it could be used to discover new.ones

5.3.1 Covering Networking Requirements
In terms of Networking a BEMS has the following ugégments:

* Networking within the Home Access Network (HAN)
¢ Networking with Service Cloud
* Networking with Overlay Grid Entities (MicroGrid/[H

For covering networking/communications requiremeisSWARE'’s “Interface to Networks
and Devices (12ND)” chapter specifies a Connectedit®s Interfacing (CDI) GE as described
in [4].

Overlaying Smart Grid entities such as Microgrid d@dSO will make use Real Time Data
Buses that will rely on a “Middleware for efficiemnd QoS/Security-aware invocation of
services and exchange of messages” specified WARE’s 1° Open Call. BEMS will connect
to a bus as such to exchange time critical infolonat

5.3.1.1 IloT Service Stack

loT Service Stack

loT Resource
Mangagement GEs

loT Process

loT Data Automation GEs

Handling
GEs

loT Communictions GEs

o o

Device Interface Open Network

Figure 62: IoT Node Service Stack

The loT Service Stack implemented in a Smart oate@ay device may integrate GEs from the
following technical subsections:

* |oT Services Enablement / loT Communications

loT communications provides common and generic scte devices (meters, sensors,
DERs, appliances) regardless of any technologicaisttaint on communications,
typically integrating several protocols and manaligcontinuity of connectivity for
nomadic devices. It will allow the Smart Buildingamework to gain homogeneous
access to dedicated things and devices and toledcaimanage real time issues such as
QoS etc.
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Figure 63: loT Communications GEs

* |oT Services Enablement / IoT Resource Management

loT Resources Management proposes unified servicd aperational support
management functions enabling the different loTliapfions and end users to discover,
utilize and activate small or large groups of I@Bagurces and manage their properties.
In doing so, the IoT Service Enablement will focos global identification and
information model schemes for loT resources, pliogich resolution infrastructure to
link them with relevant things and developing a omon remote management tool for
configuring, operating and maintaining the IoT reses on a large scale and with
minimum human intervention.

Services & Resources GE

. . Thing & loT
] [Thmg Resolutlon] [Service Monitoring]

Services & Resources GE
loT Resource &
Service Discovery

Figure 64: loT Resource Management GEs

Procéss
Automation

.

loT Resource
Directory

Directory

loT Catalog &
Handler Location

o —————
————— -

* |oT Services Enablement / IoT Process Automation

Process automation is dealing with low level preesglescribing the interactions of the
IoT resources hosted by devices and loT gatewaysrgnbusiness rules), providing

modeling constructs to describe these interactibmsiplates to capture the events
occurring at this level of interaction and knowledgccumulation from the observation
of interaction patterns occurring between the dsviand loT gateways. More

specifically, the following features were identdie

* loT knowledge management: increasing the intellbgenf 10T Services capabilities
over a long period of time, including
handler of application domain ontologies,
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— knowledge base collector
— a design reasoner to execute classification ofré@se and other semantic
queries, target a collaborative framework betweearanbusiness rules
processing engines
» Support to loT-aware Business Process Managemealbliag the programming of
Business Processes where part of the processedablin near or adjacent to 0T
resources and gateways. This may imply definingnaeaipporting important IoT
characteristics directly into business processéings.

loT Process Automation

Exposure GE

[ Template J[ Process ][ Semantic ]

Semantic GE

Ontology Handler
Knowledge Base
Handler

J

Template Handlers GE

loT
Resource Tasking I Resource
Management
BMP Template
Handler

J

- .____________

Figure 65: loT Process Automation GEs

e loT Services Enablement / 0T Data Handling

loT Data Handling will allow the Smart Building Apgation and Control function
blocks Providers to collect large amount of Devielted data, produced Smart
Building devices in Real-Time.

loT Data Handling

Data Handling GE A
p
D Data Aggregation Events Generator Proces§
Publish/Subscribe & Filtering > Automation
(S
J
Data Pooling GE
Data Models
Data Access Policy GE Local Storage GE Semantic | Resource

Integration [Management

Access Rights Instantaneous
Control RT Data Data Models
Exposure
Anonymous :
Micro DB icati
[ J ( O Local Data C})mmunlcatlons
Discovery
————————

Figure 66: loT Data Handling GEs
« Data/Context Management / Connected Devices Intex€ing

Mechanisms

iy

The CDI GE is in charge of addressing a broad tebonected devices, not only the
mobile ones, each adopting specific technology tewla in terms of hardware,
software, middleware and runtime platforms, in ipatar concerning the development
of applications.

Page 97 (160)



FINSENY D4.3

A first challenge to be faced by the CDI GE is toydde homogeneous interfaces for
application development. It is recognized that éxeme fragmentation of platforms

adopted for connected devices, including a vamétgifferent OSes and programming
languages, is introducing several troubles to agwveince for all the application and

make it run on all such devices. As introduced éati®n 3.1, different programming

paradigms can be considered, which are exemplifiegigure 68. One step towards
solution to fragmentation is represented by theptido of middleware technologies

(Java is one of the most relevant in this conteltihough not equally well supported by
the majority of connected device platforms. Otheerging solutions rely on web based
technologies available on most terminals. Thisdreeems to favour the development
of applications which can run on web browsers atimie engines.

1 Connected Devices Interfacing (CDI) GE
1 ( Network Services ) ( Applications ) <) fi-ware
|

1
1
1
I con-ner CDIL-APP :
r------%¥ - """~ T~ H~ """~ |
1
1

|

e ,

1 = N | Technology Independent
1 ( Platform Adaptation Layer ) i

| 3 system Device /ol Technology Dependent
i - !

oS

; C X

1 1E Hardware Abstraction Layer (HAL) |

1 ( Hardware |

Figure 67: CDI GE
5.3.1.2 FI-WARE mapped design for Device Layer components

In Smart Building Architecture device layer compotseimplement function aggregators
implementing purpose built or network local confitotctions which expose to the overlay
controlling entity aggregated function or notificat digests.

Using FI-WARE design patterns these aggregatoiswild on IoT Gateway modules which
will control clusters of connected devices, sensoid actuators and legacy equipment,
identified in FI-WARE terms as loT Resources

A device will have either to accommodate a FI-WARE-Resource as specified by Connected
Device Interfacing (CDI) GE and loT Service Stackl @ or connect to an loT Gateway device
which instantiates a device specific 0T Resourb&kvincorporates a CDI GE to the interface
connecting the device (e.g. RS-232, USB, etc.)

loT Gateway
Aggregator
loT loT |
Resource || Resource | -

Device | | Device Smart

Device Smart Device

loT loT
Resource Resource

Figure 68: loT Gateway aggregating devices funetionfrom devices with/and without
computing capabilities
loT Gateways can build on Device Front-End GE whscpresented in the next paragraph.

Full device layer 10T Management and Supervisoncfionality specified in the Entity
Abstraction Layer is integrated in the 10T Backevidch implements overlaid IoT Resource
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Management and Security functions, while interfagits purpose built, Smart Building control
and supervisory services further discussei.g

5.3.1.3 FI-WARE - Device Front-end GE

FI-WARE project delivers a novel service infrasture, building upon elements, called GE
(Generic Enablers) which offer reusable and comgnghlared functions making it easier to
develop Future Internet Applications in multiplectses. This infrastructure will bring

significant and quantifiable improvements in thef@enance, reliability and production costs
linked to Internet Applications — building a trueuhdation for the Future Internet. In the
Internet of Things (IoT) the power of combining gdbitous networking with embedded
systems, RFID, sensors and actuators makes theécphysorld itself a relevant part of any
information system.

In the FI-WARE project, the interface with diffetesensors & actuators is handled by the
Device Front-end GE. This GE deals with the incayfontgoing traffic from/to Devices and
loT Gateways. It comprises a number of Connectiootdeol Adapters and a component
dealing with the Communication Protocol AbstractiDefinition. For communication with
different devices, the idea of this approach igge “templates” to translate between protocols.

Each of the Connection Protocol Adapters is capableandling one of the protocols that are
accepted in FI-WARE, translating it into a uniqueernal language, which normalizes the
different communication protocols within the platfo

Inside the Front-end GE, the definition of this témal language” is contained in the
“Communication Protocol Abstraction Definitibthat provides a number of “templates” that
can be used to translate the protocol (e.g. thisstation can be achieved by creating an object,
i.e. a “token”, specific for each incoming messagee, containing all the data contained in the
incoming message, that can be “injected” into tlaéfgrm; likewise an outgoing token can be
translated into a protocol message that will be bgrthe platform to the specific Device or 10T
Gateway).

loT Data | loT Resources Management
Handling Connectivity FN Content Control
Management GE GE

Quality of
Service
Control

Session
Management

Discontinuous

Connectivity Eicws Fallcy

Control

Management
‘ Mobility Traffic flow
Management management

Name Resolution

Security. Privacy, Trust

-

| Communication

Connection Protocol Abstraction

Protocol Definition
Adapter

Interfaces to

loT
Gateways

Devices

Figure 69: Architecture of loT Communicatiorisa(ned in red the Front-end GE
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The second component shown in Figure 69, inside Rtemt-end GE, is theConnection
Protocol Adapter (CPA) The CPA is capable of handling one of the protecthat are
accepted in FI-WARE, translating it into a uniqueernal language, which normalizes the
different communication protocols within the platfo

The Front-end GE relies on Security, Privacy & Ti@sneric Enablers in order to perform the
necessary management of security aspects. As anpéxahe Front-end GE relies on Security
Generic Enablers to decrypt and encrypt the trafftmming into and outgoing from Devices
and loT Gateways (e.g. managing of the asymmetyistagraphy based on public and private
keys). It also relies on Security Generic Enabtersing with management of access rights as it
will be described later. Additionally, it relies ¢ime 10T Data handling for storing and retrieving
the templates from the Communication Protocol Adudton Definition.

Moreover the Front-end GE exploits also the fumdiof the Name Resolution GE. This is a
GE that can be shared between loT Communicationl@hdkesources Management. For the
loT Communication it translates the physical adskesreceived by the network into the
addresses used internally within the platform aivésggsupport to l1oT Resources Management
also for other address related functions.

About the sensors and actuators devices, in FI-WARfect they are included in Interface to
Networks and Devices (I2ND) Architecture. The I2Nidchitecture covers four Generic
Enablers (GEs): CDI (Connected Device Interfacelf, (Cloud Edge), NETIC (NETwork

Information and Control) and S3C (Service Capaphiltonnectivity and Control).

All these four GEs have interfaces and APIls acogrth their underlying technologies.

In particular, the CDI (Connected Device Interfabaye features such as remote access from a
control environment, exposure of own functionafigvice status, sensors, actuator, etc).

5.3.2 Event & Data Processing
Complex Event Processing

Complex Event Processing GE (CEP)(see Figure 70) is specified in FI-WARE's
“Data/Context Management” chapter. It analyses edeta in real-time, generates immediate
insight and enables instant response to changinditians. Some functional requirements this
technology addresses include event-based routirggereation, monitoring and event
correlation. The technology and implementation<C&P provide means to expressively and
flexibly define and maintain the event processiogjd of the application, and in runtime it is
designed to meet all the functional and nonfunetisaquirements without taking a toll on the
application performance.

Entities connected to CEP (application entitiessame other GEs like the Publish/Subscribe
Broker GE) can play two different roles: the role Event Producer or the role of Event
Consumers. Note that nothing precludes that a gingity plays both roles. Event Producers are
the source of events for event processing. Follgwaire some examples of event producers:

« External applications reporting events on uservaies such as "user placed of new order” and
on operation activities such as "delivery has sepped".

e Sensors reporting on a new measurement. Such arsgaserated event can be consumed
directly by the CEP GE. Another alternative is ttie# sensor event is gathered and processed
through the IoT GEs, which publish context eveatthe Publish/Subscribe GE, having the CEP
be a context consumer of the Publish/Subscribe GE.

They can provide events in two modes:

e "Push" mode: The Event Producers push events 8B 6y means of invoking a standard
operation CEP exports.

* "Pull” mode: The Event Producer exports a standgreration that CEP can invoke to retrieve
events.
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Figure 70: Complex Event Processing (CEP) GE

CEP implements event processing functions basedhendesign and execution of Event
Processing Networks (EPN), as shown in Figure t/dah accommodate multiple Input (Event
Producer) and Output (Event Consumer) interface$ multiple event processing entities
(Agents).

Event Producer

|
Y
# Event Consumer

Event Producer Event Consumer

Event Producer

Figure 71: EPN Definition Example

An EPN definition will be created in design-time&dsa compiled or interpreted instance will be
uploaded in the CEP Run-Time engine for Run-Timecation on an EPN execution engine.
Agent modules will handle the interfacing of theFC&ngine with other software components of
the architecture, implementing event and data laéios, event queuing etc.

For EPN design and event specification there haes Iproposed several specifications such as
DOLCE (Description Language for Complex Events).

Big Data Analysis

Big Data Analysis GHsee Figure 72) is a GE designed to process hugerrgts of data either
stored or continuous. In the first case where tht ére stored and latency is not a highly
relevant parameter, analysis is carried out intbatode, whereas in the case of a continuous
stream of data, analysis is carried out on-the-fly.

The technology behind builds on Google’'s MapRedtammework for processing parallelizable
problems across huge datasets using a large nwhibemputers (nodes), collectively referred
to as a cluster (if all nodes are on the same loe@bork and use similar hardware) or a grid (if
the nodes are shared across geographically anchisthaiively distributed systems, and use
more heterogeneous hardware). In this scenarie threr two steps: First a "Map" step where a
master node takes the input, divides it into small#-problems, and distributes them to worker
nodes. A worker node may do this again in turndileg to a multi-level tree structure. The
worker node processes the smaller problem, ancepdbe answer back to its master node.
Then a "Reduce" step where the master node colleetanswers to all the sub-problems and
combines them in some way to form the output —athewer to the problem it was originally
trying to solve.
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Figure 72: Big Data Analysis GE
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Some of the key properties of the GE are the faligw

* Requires a data/processing-intensive executiofophat
» Best suited for data where a short/medium ternohjigirocessing is needed for the analysis

5.3.3 Interface with Marketplace and Grid

The interface with marketplace and grid functiomdias the information flows with the
marketplace and the aggregator / Microgrid or D$fese information flows convey signals
(price but also other parameters) that can be ts@dplement demand side management and

peak shaving measures.

MarketPlace MicroGrid/DSO
Broker

?

C Cloud ) ( Real Time Data Bus )

BEMS
Gateway

Figure 73: Interface with Marketplace and Grid

A Complex Event Processing GE can be the contaiheusiness intelligence agents that can
orchestrate the processing of real time eventsdatal acquisition and decide upon actions and

output events.
A Complex Event Processing GE comprises of Agemds/edaptors.

Agents are State Machine Instances, specified anfigured at an installation phase that can
process input events. They implement the core Rgsinintelligence processing, using
input/output events either from other from otheerstg or adaptors.

Adaptors are mediation modules that implement dataversions and transaction adaptation
and negotiation functions that ensure the delivafrinformation messages in the appropriate
format.

In the case of the Marketplace & Grid interface wauld need such a CEP entity to perform
complex event orchestration and communicate witérival components, overlay entities and

HAN appliances/devices in order to implement Uset &rid specific policies which correlate
on one hand dynamic tariff info, consumption resons (e.g. MicroGrid Islanding mode), user
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profile rules and on the other hand status, opmratand tasks related to BEMS appliances and
local DERs.

The following image describes a potential deploymscenario of a Marketplace & Grid
specific CEP.

User Profile
Adapter
Ve

+ B
MarketPlace -
Mircli(:;:learce < Agent Device Shadow Device Meter iff
£ Agents Adapter(s)
DeviceManagement
Agent Device Actuator i/f
( Adapter(s)
+

Adapter
Grid Control
Agent
CEP)

A\

C) Input Adapter C) Output Adapter C) Agent

Figure 74: Example of a Marketplace & Grid spedZiEP deployment scenario.

In this scenario the Marketplace adapters can aoll&ormation regarding tariffs from a
Marketplace Broker specified in FI-WARE’s “Applidahs/Services Ecosystem and Delivery
Framework” chapter as “Marketplace GE”, implemegtifient side interfaces.

The process maybe controlled via a CEP’s Markegplagent that can digest configuration
from a user profile then send events to a Devicemddament agent to reschedule automated
tasks and proceed to device specific actuationadipas.

Identity Management negotiation may be performed FHWWARE's “Security” chapter
“Identity Manager GE”.

Device Specific Agents and Adaptors can be provighed Domain Specific Repository and
downloaded dynamically in a deployment specific atwic configuration upon system
installation and as part of the device discovencpdure.

5.3.4 Building Abstraction

The “Building Abstraction Layer” (BAL) as proposésian analogue of Hardware Abstraction
Layers used by operating systems: it hides theifsggeof the building hardware beneath a set
of generic models and interfaces, acting as a gemgormational interface to the building as a
physical system. Therefore it will rely on loT/Degiaggregation and complex event processing
functions as described §3.1.2 &5.3.2

5.3.4.1 Composite abstraction definitions for data and conbl

Applications can use a mediator between differeetaciata formats in the power-related

readings to be composed and inter-work. So, ibssible to get composed reading data from a
set of sensors or translating a single higher digw®stion into a set of independent directives to
individual actuators.

Device models and the corresponding CEP agentsaalagiters can be provided from a
centralized model repository and BEMS specific HAddnfiguration can be created
dynamically upon system configuration using wizaadsl discovery tools in a domain specific
user interface.
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Building Smart Building Domain-specific or FI-WARE Generic Comment/ Mapping Justification
Block Functional Architecture FI-WARE Chapter Enabler
High-level Building
Blocks
Sensor & Collect, accumulate, loT loT Communications It provides access to eymyer-related readings

Actuator I/F
(54.6)

display and propagate
readings

regardless of any technological constraint on
communications

loT Resources
Management

It provides management of the functions used to
collect, accumulate, display and propagate power-
related readings.

IoT Data Handling

Collects power-related readings from the different
Sensors.

Cloud Hosting

Object Storage

For the storage of power-related reading and mtlate
information for the function

Interface to Networks
and Devices (12ND)

Connected Devices
Interfacing (CDI)

Connects devices from the HAN to the backend sys

tem

Network Information and
Control (NetIC)

Provides APIs for exploiting network capabilities i
order to facilitate the collection of power-related
reading

Data/Context Complex Event It provides accumulation and real-time analysithef
management Processing power-related readings over defined time intervals.
Security Identity Manager Providing the mechanisms for authenticating the us

[¢)

access to power-related values displayed

Page 104 (160)



FINSENY D4.3
Building Smart Building Domain-specific or FI-WARE Generic Comment/ Mapping Justification
Block Functional Architecture FI-WARE Chapter Enabler
High-level Building
Blocks
Privacy Provides privacy functionality to the power-related
values collected from the sensors.

Building Define composite loT loT Data Handling Applications can use a maalistetween different

Abstraction abstractions for data and metadata formats in the power-related reading®to |

(84.4.6) control composed and inter-work. So, it is possible to get

composed reading data from a set of sensors or
translating a single higher order function inteet.cf
independent directives to individual actuators.

Domain specific

Virtualization of building entities: One-to-manga
many to one mappings

Domain specific

Repository of models for physical entities

Domain specific

Security at the entity Level.

Discover appliances

loT

loT Resources
Management

It provides management of functions for discovering
utilize and activate energy related building eestiSo,
BEMS are able to provide functions for dynamic
registering and unregistering of appliances.

Interface to Networks
and Devices (12ND)

Connected Devices
Interfacing (CDI)

It provides the means to detect and to optimallyl@k
capabilities and aspects about the status of dgvice
it could be used to discover new power-related
appliances.
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Building Smart Building Domain-specific or FI-WARE Generic Comment/ Mapping Justification
Block Functional Architecture FI-WARE Chapter Enabler
High-level Building
Blocks
Security Identity Manager Providing the mechanisms for authentication
Shared Access historical Data/Context Big Data Analysis Processes huge amounts of poslated stored data
Services information management to be displayed as historical information to finaers.
(§4.4)
Cloud Hosting Object Storage For the storage of power-related reading and mlate
information for historical reports
Remote updates, Cloud Hosting PaaS Management It provides facilities to manage applications and
installation and software modules (updates, installation, start/stop
maintenance versioning and maintenance), facilitate the deplaym
without worrying about the underlying infrastruaur
Security Privacy Provides cryptographic signatures to validate the
integrity and to authenticate the entity that impéats
a software module.
Application Monitor and control assetsInterface to Networks | Connected Devices For the connection between the BEMS and the
(84.3) and Devices (I2ND) | Interfacing (CDI) appliances belonging to a HAN

Security

Identity Manager

Providing the mechanisms for authenticating the
BEMS accessing the appliances to control

Domain specific

Non-application-specific supervisory control.
Functions on the BEMS for controlling appliances
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Building
Block

Smart Building
Functional Architecture
High-level Building
Blocks

Domain-specific or
FI-WARE Chapter

FI-WARE Generic
Enabler

Comment/ Mapping Justification

Interface with marketplacs

and grid

> Applications/Services

Ecosystem and
Delivery Framework

Marketplace

It provides the needed functionality for peopleti@r
and deal with services like goods and finally camebi
them to value added services. This function haritie
information flows with the marketplace and the
aggregator / Microgrid or DSO.

1°2}

Security

Privacy

Provides cryptographic signatures to validate the
integrity and to authenticate the entity interfacihe
marketplace

Identity Manager

Providing the mechanisms for authenticating the
entities accessing the marketplace

Domain specific

A specific enabler is required to interface apiliens
with the specific smart energy marketplace

Optimize, schedule and
react

Interface to Networks
and Devices (12ND)

Connected Devices
Interfacing (CDI)

For the connection between the BEMS and the
controlled appliances belonging to a HAN

Security

Identity Manager

Providing the mechanisms for authenticating the
BEMS accessing the appliances to control

Domain specific

Optimization engine: it complements the "interface

with marketplace and grid" by allowing the BEMS tg
react based on the relevant economic information it
receives from the marketplace or the grid admiaietr

Monitor and control non-

Interface to Network

5

Cocted Devices

For the connection between the BEMRtam
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Building
Block

Smart Building
Functional Architecture
High-level Building
Blocks

Domain-specific or
FI-WARE Chapter

FI-WARE Generic
Enabler

Comment/ Mapping Justification

electrical automations

and Devices (12ND)

Interfacing (CDI)

appliances belonging to a HAN

Security

Identity Manager

Providing the mechanisms for authenticating the
BEMS accessing the appliances to control

Domain specific

Non-application-specific supervisory control
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6 Information models
6.1 Ontology of building entities

The data being handled in present-day loT/M2M seiiack both the semantics and the level
of abstraction required to treat them as a poabofimon data available in a given environment
such as buildings and to share them between diffexgplications, without these applications
needing to know beforehand the specifics of theda.dlhe usual way to provide this higher
level information models is by attaching semanticghe data itself (units or basic metadata
making it possible to interpret the data unambiglguor to the context (physical low-level
context information such as location, time, whichs been extensively covered in context
management frameworks).

Beyond these very generic solutions, a sound dadanet foundation for high-level information
models should acknowledge and understand that M@Maations, and in our case those M2M
applications deployed in the building energy manag@ and building automation domains, are
not interested in sensors and actuators themsdiue# what is being sensed by the sensors, or
acted upon by actuators. The relevant level ofrabsbn for M2M data pooling should thus not
be confined to individual sensors and actuatordinga, even if they are enriched with proper
metadata. It should rise to the level of physiadities that are being sensed by sensors and
acted upon by actuators. In the building environinirese entities may be appliances, people,
rooms of the building, etc. These entities are genmtrinsic to the building environment and
not tied to a specific loT application such as gpemanagement. They can be legacy
appliances or completely passive “things” or spaaed should not need to be directly
connected through a direct network interface, oenebe identified through a universal
identification scheme such as RFID/EPC global, jpled they can be sensed by sensors that are
supposed to be deployed in this environment.

The proposal we made above for a building abstradtiyer amounts to define and solidify into
the chosen architecture framework such a “thingbrimation model corresponding to an
intermediate layer of data management matched ¢o pitysical entities of the building
environment. Relevant models of these entities dieavn from an ontology defining the
primitive entities of this environment.

Examples drawn from such ontology are pictured igufe 75 below, with two branches
corresponding to rooms and appliances.

This ontology captures generic knowledge aboutdbeices, appliances and rooms of the
building domain through a multi-criteria hierarcilicategorization and the definition of generic
hybrid finite state models for each of the targebsystems. Initiating and configuring the
Building Abstraction Layer proxy/driver for a givesntity actually amounts to identifying,

loading and iteratively adapting the most apprdpriaubsystem model from this model
repository.

This ontology subsumes several relevant categmimmbf appliances or rooms. As illustrated
in Figure 75 it can be structured as a directedlacgraph that makes it possible to follow a
path from the most generic parent models (closéheaoot of the graph) to the more specific
models (closer to the leaves). At the root is tl@nnelassbuilding physical entitywhich in the
scope of this document specializes into two desmetnclasses: appliance and room. Appliances
and rooms can in turn be specialized and classiftedrding to several different criteria that are
either intrinsic to their main usage, or relative the application (in our case energy
management and energy efficiency). Examples ofetloegeria are illustrated below, each of
them corresponding to intermediate nodes in thphgra

Models are associated not only with the terminalasoof the graph corresponding to the most
specific categories, but also to the intermediatges. This full hierarchy of models provides a
mechanism to identify a subsystem in an incrementl on the basis of observation data,
starting from the most generic model if observedsee data is inconclusive, and refining this
first match to more specific models down the gragten further observation data becomes
available.
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As explained in the “building abstraction layertsat, these entities can be self-configured into
the system in a way similar to zeroconf discovergchanisms used for configuration of
network entities. Once configured, they are conigliy identified and represented by an
informational proxy that implements a executablesim of their informational model as a self-
contained subsystem and serves as an intermediagrds applications, providing them an
interface for control and monitoring of this entityith the primitives defined in the
corresponding model

Both devices and rooms can be described with hyfimitk-state discrete-time models, where
state information is possibly complemented withtoarous-valued attributes. These states and
the relevant attributes are then stored as the sfathe shadow ICT subsystem. These hybrid
models represent a tradeoff between expressivilyeaise of identification. The full description
of a physical system such as the target rooms g@mliiaaces would normally require a
continuous state & continuous-time model, but aatenidentification of the parameters of
such models would be nearly impossible. Examplesuah models are given below for a
category of appliance (a generic washing machime) & category of room (a living room
modeled by its different states).

Building
Physical
enti

Appliance
Duration of |
| occupancy Energy occupancy |

7777777777777777777777777777777777777777

|1 onoporsn | [
| pef person
‘

| e e

| Usage Electrical operation  Usage mode |

(]
ON-OFF || |

ON-OFF .
STANDBY || |
1

Washing machine model ~

n'mer m

-Water °c

“Temperature

Figure 75 Example ontology of building entitiesomrepresented in building abstraction layer

This “entity-centric” information model is fully @ned with options taken by the IoT
enablement chapter of the Fl-ware project, whicksddefine such a layer above the “device”
layer and associates generic enablers with thisemod

6.2 Discrete-event models of individual building entites

We consider the target building entities to be-fidtiged systems in a system-theoretic sense.
Their state vector S (T), a function of time T, dam defined in a system-theoretic sense as
encapsulating the necessary and sufficient infaondb predict the future states and outputs of
the system given its future inputs. This comprehenslefinition has to be restricted for
practical reasons to those dimensions of the gtaie are actually relevant for the target
application. For an energy management applicatioa, state of energy-relevant subsystems
should comprehend their state as thermodynamiemsgstwhich may comprise the amount of
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energy they are actually consuming, storing andeggimg. For a smart environment
automation application the mechanical state ofdalegities would be more relevant.

Water-based electrical appliance

Water‘c
-Power W

Washing machine

-Power W

emperature
-Power W

Figure 76 : Hybrid Discrete State model examplefi@one appliances

Being continuous as they normally are for a physsgatems, these states may for simplicity

reasons be lumped into discrete “state categofig. a mode of operation for an appliance),

that could correspond to the states of a simplkrdie-state model. This finite state model can
be made richer by complementing discrete statebks with continuous variables (attributes)

capturing relevant properties related to the sfatg., time spent in that mode, temperature,
percentage filled, etc.). These digitized statggttoer with the relevant attributes are then stored
as the state of the shadow ICT subsystem.

Monitoring is concerned with the identification atndcking of these instantaneous states of the
physical entity, on the basis of relevant sensta.daontrolling refers to change the state of the
physical entity by using actuators.

For a generic washing machine and kettle, thescrdie states as illustrated in Figure 76, the
transition between two states is define the pddsiloif changing state, for each state, an/plural
continuous variables can be detected by the atssdcsensing devices. With matching this
model, an EIMC washing machine entity and kettligyoan be instanced.

Then for the upper layer, an entity group repreg@n model can be found, as shown above the
two models in Figure 76. This model is defined tl&crete state of the intermediate node,
mentioned above. It is for grouping the washing Imrae EIMC and kettle EIMC which have
the “OFF”, “heat water” and “Standby” state. By ef@hg this model, an EGC can be instanced
in ICT system so that the system is capable ofrothimg both appliances as a water-based
electrical appliance.
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7 Communication layer

In the FINSENY D4.2 deliverabl@], SGAM methodology has been adopted to perforimpa
down drill-down of a selected number of highly infative and relevant use cases from each
domain.

The drill-down was not complete in that it only sorily explores the lower Communication

and Component SGAM layers; the aim was not to arev a complete specification of the

architecture, but rather to propose a coarse giaid. Now, in this chapter the communication

layers will be analyzed in more detail, proposihgse communications that stand to adopt
standardized solutions and for this reason areicgipe to the Smart Grids pan-European
environment.

As will be shown in the next sub-chapters, depamndim whether the structure is a home, office,
hotel, data center etc., different communicati@ehhologies are used.

Anyway, these communications fall into two mainaarewired and wireless communications,
and, in some instances, wireless communicationse haome advantages over wired
technologies, such as low-cost infrastructure aask ef connection to difficult or unreachable
areas. However, the nature of the transmissionmathcause the signal to attenuate.

On the other hand, wired solutions do not havefietence problems and their functions are not
dependent on batteries, as wireless solutions dften

Smart Grid Architecture Model (SGAM)

0SGP
(Open Smart Grid Protocol)

e ™
Application Layer
(0Sl layer 7)

" J

r ™
Communication Control Networking Layer
< layer (OS5l layers 2-6)

- i

Market
For ™

Enterprise

Physical Layer
(OS] layer 1)

F. 24 XE e
= i &7
Genembun\-* i - .* .
Tfansmssml:\.

Distribution '\‘ h

DER s

Domains Customer
Premise

Figure 77: SGAM communication layer and OSGP/O8tquols

The SGAM communication layers, that represent pa®and mechanism for the exchange of
information between the Smart Grid components, tbalse compatible with the worldwide
standard stack models, such as ISO/OSI (Open Sgshet®rconnection) and OSGP (Open
Smart Grid Protocol), as shownkimgure 77.

This is not so easy because, at worldwide leverettare a lot of standard communication
involved in the smart building applications; Table 5 are summarized the most used. Some of
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these communication protocols will be shown inTt&esub-chapter, where the communications

used inside the different kind of smart buildings described.

Communication | OSI Layers Maturity Smart building Data rate
protocols applications
3GPP/UMTS/ | PHY, MAC, | High maturity and high| Messaging; Voice/ 9,6 Kbit/s — 100
LTE Network penetration Video streaming Mbit/s
PLC PHY, MAC High; Several Smart metering 1 bit/s — 200
standards; numerous . Mbit/s
Home automation
deployments
IEEE 802.15.4 PHY, MAC High; IEEE Building automation | 20 Kbit/s — 1
standardized; numerous Mbit/s
Inventory/warehouse
manufacturers ] )
area; Location
detection
IPv6/6LowPAN PHY, MAC Medium Personal area networkd56Kbit/s
applications
ZigBee PHY, MAC, | High; public specif.; Building automation; | 256Kbit/s
Application . Low data rate telco
Numerous OEMs; applications; Smart
energy
Z-Wave PHY, MAC, | High; over 200 Building automation | 40 bit/s
Application manufacturers
BACnet All OSlI High; numerous Building automation 1 Mbps over
layers installers worldwide; twisted pair
wiring (RS-
485).
LonWorks All OSI High; ANSI standard; | Building automation | 3,6 Kbit/s —
layers numerous devices . 1,25 Mbit/s
Smart metering
Wireless M-Bus | PHY, MAC, | Low; Few Smart metering 16 — 66 Kbit/s
Application manufacturers
Digital STROM PHY, MAC, | Low; limited to Building automation; | 50 — 100 bit/s
Application Germany and Home energy
Switzerland consumption
monitoring
NFC / RFID PHY, MAC High; Several Access control, <1 Kbit/s —
standards; numerous | electronic article 100 Kbit/s
deplovments: surveillance,
ploy ' positioning

Table 5: Communication protocols in smart buildapplications

In the next sub-chapter will be briefly exposed @@l layers involved in OSGP stack, in order
to make it easier to understand their roles indbemunication layers along the rest of the
chapter.
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7.1 OSGP and ISO/OSI communication in the smart buildirgs

Smart buildings as a whole completely depend onnaonication infrastructure. Benefits of
smart grid can be achieved by exchanging informatio the bases of syntactic and semantic. A
protected, consistent and economic power transomisi& strongly linked with fast, well-
organized and reliable communications infrastruetur

To achieve this milestone syntactic and semanteraperability is the challenging task. In a
communication environment every participant behdde® a consumer or supplier of
information, sometimes both; these participatingips. may consist of subsystems having their
internal communication. There are some protocadgla@ie specially designed for smart grid.

OSGP (Open Smart Grid Protocol) is a communicapiatocol used to exchange information
with smart meters and smart grid devices. Bef@a@ployment as an international European
standard it was used to transform information veslability and securely will millions of
meters in de-facto open standard for smart metering

OSGP is the most widely used communication stanflardmart metering and smart grid
applications and it is supported by multiple sugngliand software providers: it follows a
modern, structured approach based on the OSI (Spstems Interconnection) protocol model
to meet the evolving challenges of the smart grid.

Here following are briefly summarized the OSI lay¢hat OSGP includes in its three main
shown inFigure 77.

Physical level (OSI 1)it coincides with the one OSI layer 1. Here tlaadis translated into
transmittable signals and put on the network médiavired or wireless mode) to travel across
the network. It is therefore dealing with signajlitssues including: analogue versus digital
signalling, baseband versus broadband technologynchronous versus synchronous
transmission and multiplexing.

Above the physical layer of the OSGP architectiwethe Control Networking Layer that
includes all the OSI 2-6 layers, and precisédata Link Layer, Network Layer, Transport
Layer, Session Layer and Presentation laytere following a brief their description in order
highlight their functionality for the communication various types of intelligent structure
described in the next sub-chapters-

Data link layer (OSI 2)defines the format of data on the network: a oektwdata frame, or
packet, includes checksum, source and destinatidress, and data. The largest packet that can
be sent through a data link layer defines the MaxinTransmission Unit (MTU). The data link
layer handles the physical and logical connectionthe packet’s destination, using a network
interface. A host connected to an Ethernet wouldehan Ethernet interface to handle
connections to the outside world, and a loopbatdtfiace to send packets to it. The Data Link
layer prepares data blocks usually referred torasids for transmission, takes care of the
synchronization of data transmission at both SoantkDestination, and resolves issues related
to accessing the medium shared by multiple users.

Network layer (OSI 3)is responsible for the delivery of data packetsmfthe Source to
Destination across the communication network. Cirite@main functions of the Network layer
is to use packet switching techniques to switcla dateach node. The Internet Protocol (IP) is
the best example of a network layer implementatiBris the only network protocol supported
by all operating systems deployed in industry apdnosystems. Given the existing base of
development and integration as well as the waweesfces that are IP-enabled, IP is the only
viable choice of a network layer protocol.

Transport layer (OSI 4)it accepts data from the Session layer and seigmtée data for

transport across the network. Generally, the Trandpyer is responsible for making sure that
the data is delivered error-free and in the pr@eguence. Flow control, which is the process of
managing the rate of data transmission between roaes to prevent a fast sender from
outrunning a slow receiver, generally occurs at Trensport layer. The Transport layer also
provides the acknowledgement of the successful tlatesmission. The Transmission Control
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Protocol (TCP), one of the major transport protecdd typically used with the best-known
network layer protocol, IP, and is referred to &°1P.

Session layer (OSI 5)it establishes, manages, and terminates comntioncaessions.
Communication sessions consist of service requeglsservice responses that occur between
Applications located in different network devic€mmunication sessions consist of requests
and responses that occur between applicationsioBdager services are commonly used in
application environments that make use of rematequture calls (RPCs).

Presentation layer (OSI 6 provides a variety of coding and conversiondiions that are
applied to Application layer data. These functi@ssure that information sent from the
Application layer of one system would be readalyléhe Application layer of another system.
Some examples of Presentation layer coding andecsimn schemes include common data
representation formats, conversion of characterresgmtation formats, common data
compression schemes and common data encryptiormsesheCommon data representation
formats, or the use of standard image, sound addoviormats, enable the interchange of
Application data between different types of compstetems.

Application layer (OSI 7)it is at the top of the OSGP stack and coinciéh the one OSI
layer 7. The Application layer is the OSI layers#et to the end user, which means that both the
OSI Application layer and the user interact dingatiith the Application. This layer interacts
with Applications that implement a communicatiommamnent. Such Applications fall outside
the scope of the OSI model.

Application layer functions typically include idéiying communication partners, determining
resource availability, and synchronizing commundarat When identifying communication
partners, the Application layer determines the titlerand availability of communication
partners for an Application with data to be trartseai.

When determining resource availability, the Apgiica layer must decide whether sufficient
network resources for the requested communicatioa available. In synchronized

communication, all communication between Applicasiorequires cooperation that is also
managed by the Application layer. There are dop¢mkfferent application layer protocols that
enable various functions at this layer. Some of st popular ones include HTTP, FTP,
SMTP, DHCP, NFS, Telnet, SNMP, POP3, NNTP and IRC.

With reference to the OSGP layers above descriedthe following sub-chapters the
communication layers for different kind of struasrare given.

7.2 Topological Segmentation of the communication protmols for Smart
Buildings

To ensure stability on the electricity grid, elégty supply and demand must remain in balance
in real time. Traditionally utilities have callegpan peaking power plants to increase power
generation to meet rising demand. Demand-side nesnaigt (DSM), also known as demand
response (DR), works from the other side of theaiqgn — instead of adding more generation to
the system, it pays energy users to reduce congumpbtilities pay for demand-side
management capacity because it is typically cheaper easier to procure than traditional
generation.

From the “Smart Buildings” side, the a Building Majement System (BMS) is a computer-
based system that automatically monitors and clsnéroange of building services, including air
conditioning, ventilation, heating, lighting anchet consumers of energy within the building or
sometimes groups of buildings.

It is evident that the communication between DSM BMS is continue, in a close exchange of
information; in the future, said exchange will berenand more M2Mrnjachine-to-machine
i.e. managed completely by machines in automatic wa

So, before to detail the communication layers imside different kind of smart buildings
(homes, residential buildings, offices/public buigk, data-center, hotels, &fc.it is
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fundamental to show the continuous interaction betw the indoor and the outdoor
environment, such as controls from remote serdiaggums and end-user customer interface.

OUTDOOR INDOOR

- - Home Area Network (HAN)
Wide Area Network | Neighborhood Area Bullding Area Network (BAN)
(WAN) Network (NAN) Industrial Area Network (IAN)

g:::::i:‘g Demand Side Management Building Management
Center (DSM) System (BMS)
Management Meter Gateway and Customer Interface

|
—_—
System Smart Office / Public Building
Concentrator Meter Gateway and Customer Interface

H

Smart [« Data Center
Meter Gateway and Customer Interface
WAN e ——
Ethernet Final Customers communication technologies
CDOMA Relay Wired (e.g. PLC) & Wireless (e.qg. ZigBee,
GSM
| Smart Hotels / Supermarket
Meter Gateway and Customer Interface
Concentrator Relay

Smart — Industrial
Meter Gateway and Customer Interface
Figure 78: Topological segmentation in WAN, NAN &d4N

For this reason, the communications in Smart Bogdj with their relative technologies and
protocols, is typically broken into three segmeagshown irFigure 78

— Wide Area Network (WAN): covers long-haul distandesm the command center to
local neighborhoods downstream.

— Neighborhood Area Network (NAN) manages all infotima between the WAN and
the home area network.

— Home Area Network (HAN) extends communication tal@wints within the end-user
home or business.

Each of these segments is interconnected thromgitl@ or gateway: a concentrator between the
WAN and NAN and a smart-meter between the NAN amdiNH Each of these nodes
communicates through the network with adjacent aode

The concentrator aggregates the data from the satat sends that information to the grid
operator. The smart-meter collects the power-usdg® of the home or business by
communicating with the home network gateway or fioming as the gateway itself.

Each segment can utilize different communicati@etihologies and protocols depending on the
transmission environments and amount of data keamgmitted. In addition to the architecture
choice between wireless and Power-Line Communicat{fLC), there are a variety of wireless
and PLC protocols to choose among.

As often happens, at worldwide level there a lotsteindard communication between these
actors, as summarized in Table 6.

REGION WAN NAN HAN
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North America

Cellular, WiMAX

G3-PLC, HomePluge,
IEEE 802.15.4g, IEEE
P1901, ITU-T G.hnem,
proprietary wireless, Wi-Fi

G3-PLC, HomePlug, ITU-T
G.hn, Wi-Fi, ZigBee, Z-
Wave

Europe Cellular G3-PLC, IEEE P1901, | G3-PLC, HomePlug, ITU-
ITU-T G.hnem, PRIME, | T G.hn, Wi-Fi, Wireless
Wi-Fi M-Bus, ZigBee, , Z-Wave
China Cellular, band-translated G3-PLC, RS-485, wireless | G3-PLC, RS-485, Wi-Fi, to
) to be determined be determined
WIMAX
Rest of the World Cellular, WiMAX G3-PLC, HomePIug, IEEE | G3-PLC, HomePlug, ITU-T

802.15.49, IEEE P1901,

ITU-T G.hnem, PRIME,
RS-485, Wi-Fi

G.hn, RS-485, Wi-Fi,
Wireless

M-Bus, ZigBee, Z-Wave

Table 6: Communication protocols in the world

In the following paragraphs will be given an ovewi of the communication layers and
protocols adopted for the WAN, NAN and HAN.

7.2.1 'WAN communication protocols
TheWAN is the communications path between the grid opesatd the concentrator.

A multi-tier network integrates communications tlgbout the distribution grid and uses a
wide area network (WAN). To be fully effective, thality’'s WAN will need to span its entire
distribution footprint, including all substationand interface with both distributed power
generation and storage facilities as well as wikieodistribution assets such as capacitor banks,
transformers, and reclosers.

The utility's WAN will also provide the two-way nebrk needed for substation
communication, distribution automation (DA), andwgs quality monitoring while also
supporting aggregation and backhaul for the adwdmeetering infrastructure (AMI) and any
demand response and demand-side management dpphcat

And many utilities will want to take full advantagéthe investment in this WAN infrastructure
to run other enterprise networking applicationgluding wireless communications for work
crews in the field, site security with video suflaice, Voice over IP (VolP), asset
management, and more.

The WAN can be implemented over fibre or wirelegsiia using Ethernet or cellular protocols,
respectively. Cellular or WiMAX is most commonlyeads between the grid operator and the
concentrator.

Also for the WAN, at worldwide level there a lot sfandard communication between these
actors, as summarized figure 79.
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WAN

Wide Area Network

[ |

Core/Metro Network Backhaul Network

DNP3/IEC 61850 Wimax 802.16d/e  IP-MPLS/T-MPLS 3G-3GPP/1XRTT/EVDO GPON/EPON
(several options) Trunked Radio SONET-SDH/ GPRS/EDGE/HSDPA  RFOG-DOCSIS
STS-Mesh/DWDM Wimax 802.16d/e Metro-Ethernet

Packet/Metro-Ethernet ~ Mesh RF/mm-Wave DSL/POTS/PDH
RF Pto-toPTO/MAS
802.16/LMDS

Figure 79: WAN mapping: communication protocols aetiwork technology

7.2.2 NAN communication protocols

The NAN is the path between the concentrator and the migteses either wireless or PLC.
Typically, the concentrator communicates with angvehfrom a few to hundreds of meters,
depending on the grid topology and the communioatfwrotocol used.

The DSM is obviously placed here, because the gnetgilers have to be in communication
with the customer (HAN) and with the energy produgéransport (WAN).

NAN

Neighborhood Area Network

Licensed / Unlicensed

—
—
=—

L Smart
Meter

DNP3/IEC 61850 RF Mesh 802.15.4g PON (GPON/EPON)
{several options) Wimax 802.16d/e RF0G-DOCSIS
3G-3GPP/1XRTT/EVDO PLC/BPL P1901
GPRS/EDGE/HSDPA
RF Pto-toPTO/MAS
WLAN 802.11 n/g
802.15.4 / ZigBee

—

Figure 80: NAN mapping: communication protocols aetlwvork technology
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Today, In the NAN portion, licensed and unlicenpeatocols coexist, as shown Figure 80.
For this reason, several standards bodies arentiyrworking with utilities and technology
providers to define standards for wireless and ptdfocols.

7.2.3 HAN/BAN/IAN communication protocols

The HAN/BAN/IAN is used by utilities to extend the reach of thmimmunication path to
devices inside the building/home. This network sapport functions such as cycling air
conditioners off during peak load conditions, shgrconsumption data with in-home displays,
or enabling a card-activated prepayment scheme.

HAN / BAN/ IAN
Home/Building/Industrial
Area Network

Smart

Meter |  WLAN 802.11n/g ITU-T SG15 G.hn
802.15.4 / ZigBee HomePlug
6LowPAN RS-485
Z-Wave

S

Figure 81: HAN/BAN mapping: communication protocalsd network technology

In addition to the communication protocols showrFigure 81, a HAN might also include:
peer-to-peer (P2P) communications between devitggd the home; communications with
handheld remote-control devices, lighting contradsd gas or water meters; as well as
broadband traffic.

Protocols such as RS-485, ZigBee, Z-Wave, and Hiugedte used for this network. If there is
a separate home gateway, it is possible that additiprotocols could be used to communicate
with appliances, thermostats, and other devicesarfunications alternatives in the HAN can
often coexist, but utility support will probably tienited to technologies needed to support the
utility's primary objectives.

The next sub-chapters will detail the communicateyers inside the different kind of smart
buildings bomes, residential buildings, offices/public builgs, data-center, hotels, étc.

7.3 Communication layers inside the different kind of snart buildings

As explained in sub-chapt@l, OSGP is a communication protocol based on thie(Ofen
Systems Interconnection) protocol model and itssduin conjunction with the ISO/IEC 14908
control networking standard for smart grid applimas.

More in detail, the intermediate and lower layefsthe OSGP stack leverage the ISO/IEC
14908. The official 1ISO standard numbers for buidiautomation worldwide are: ISO/IEC
14908-1, ISO/IEC 14908-2, ISO/IEC 14908-3, and 160/14908-4. They are widely used in
smart grid, smart city, and smart building applmas with a myriad of devices deployed
worldwide. ISO/IEC 14908 is highly optimized forfiefent, reliable, and scalable control
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networking applications. The low overhead of IS@IA4908 enables it to deliver high
performance without requiring high bandwidth.

At the application layer, OSGP includes the IEEE/7l3tandard that provides common
structures for encoding data in communication betwiend Devices (meters, home appliances,
IEEE 1703 Nodes) and Utility enterprise collectaomd control systems using binary codes and
XML content.

The IEEE 1377 standard exposes sets of tablesatkagrouped together into sections that
pertain to a particular feature-set and relatedctian such as Time-of-use, Load Profile,
Security, Power Quality and more. Each standardeT@bt (Data Model) can be expanded or
restricted by the Manufacturer of the IEEE 1377 iDevor home appliance using XML/TDL
descriptive registered syntax (XML-based Table biain Language) and enterprise data-value
management using EDL (Exchange Data Languagejnarmer that is machine readable.

IEEE 1377 standard provides tables in support of, ®@#ater and Electric sensors and related
appliances. It also provides tables for networkfigumation and management by referencing its
companion standard IEEE 1703. IEEE 1377 is co-phbtl as ANSI C12.19 and MC12.19.

In OSGP it is designed to be very bandwidth effitienabling it to offer high performance and
low cost using bandwidth constrained media sudhagower line.

For example, just as SQL provide an efficient atekilble database query language for
enterprise applications, OSGP provides an efficamt flexible query language for smart grid
devices. As with SQL, OSGP support reading andingitof single attributes, multiple
elements, or even entire tables.

As another example, OSGP includes capabilitiesafoadaptive, directed meshing system that
enables any OSGP device to serve as a messagéerepadher optimizing bandwidth use by
repeating only those packets that need to be regeat

In a nutshell, OSGP is designed to support the aamication requirements between a large
scale deployment of such smart-grid devices aditywgupplier or suppliers for the purposes of
data collection, primarily for billing purposes Hye utility or utilities involved, but including
the provision of usage information to the consumad the control of the consumer's use of
utility services in the event of shortage of supphythe part of the utility or transport providers
or insufficient payment by the consumer for utilsgrvices already supplied.

In the next paragraphs, the communication layeredch different kind of smart buildings are
described.

7.3.1 Smart Home communication layer

With reference to th€igure 83 the information coming from the smart meter strifbuted to
the smart appliances that will adjust their cy@esording to the available power and the energy
tariff in order to optimize the consumption andeduce the energy bill to the customer.

The smart info gathers the data sent via power{iPeC) from the electronic meter and
distribute them wirelessly inside the house, tylhjoasing the ZigBee communication protocol.
ZigBee is a specification for a suite of high leeeimmunication protocols using small, low-
power digital radios based on an IEEE 802.15.4dstahfor personal area networks.

ZigBee devices are often used in mesh network frmransmit data over longer distances,
passing data through intermediate devices to reame distant ones. As shown filgure 82,
ZigBee builds upon the physical layer and mediummeas control defined in IEEE standard
802.15.4 for low-rate WPANs (Wireless Pico Area Wmtk). The specification goes on to
complete the standard by adding two main componaats/ork layer and application layer.

In the case of the smart home, several sensorcndtars use the ZigBee radio protocol, so the
relative mesh network is called WSAN (Wireless ®essind Actuators Networks). The WSAN
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get the sensors data and send the control comntantlee actuators, in order to manage
efficiently the electric loads.

End developer applications, designed
using application profiles
Application interface designed using
general profile

Topology management, MAC
management, routing, discovery protocol,
security management

I Channel access, PAN maintenance, reliable
4 data transport

Transmission & reception on the
physical radio channel

Figure 82: ZigBee Protocol Stack

The smart appliance receive the data via ZigBem titee smart info and manage their processes
according the power availability and in agreemeit whe user preferences.

The Energy Box, which is also the HAN controlles,an ADSL gateway with OSGi (Open
Service Gateway initiative) framework and HAN ZigBwireless communication capability.
Thanks to a Wi-Fi communication, the final custornan also read consumption reports and
send control commands when he is at home, e.qgy assmart TV.

The Energy Box collects all the data sent from dloenestic wireless network and forwards
them outside thanks a broadband always-on conme@idSL / Wi-FI) giving the possibility to
display the info about energy on the WEB portah @mart-phone from a remote location.

Remote
Customer

Lo Internet Protocol (IP),

Remote GS5M, GPRS, 3G, HSDPA
Service
Platform

INTERNET

Local
Customer

Interface ADSL, Wi-Fi
(802.11)

Energy Box
|

Smart
Appliances

Figure 83: Smart Home communication flow

ZigBee
(802.15.4)

Powerline
(PLC)
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The remote Service Platform manages, togetherawiththe Home Gateway, the HAN devices
and provides service oriented interfaces for theeldgpment of third-party applications. It
monitors and controls a plurality of individual iies and it represent de-facto the “Supervisory
control” DSE (a FINSENY DSE).

7.3.2 Residential building communication layers

In a residential building there are common areasre/tenergy wastage is greater because, at
difference from the above smart home, the cosh®fenergy is not perceived individually (e.qg.
elevators, lighting of the stairs, heating of comnspace etc.).

For this reason, a residential building is a comptemmunication infrastructure where is

necessary that a machine-2-machine communicatitmanage the whole. Actually are used

manufacturers’ proprietary communications protoawldnternet protocols and open standards
such as: BACnet, LonWorks, Modbus, XML, SOAP, Dedlet etc.

The most popular of them is BACnd&ujlding and Automation Control Netwqgrka building
automation and control networking protocol. It wdssigned specifically to meet the
communication needs of building automation and rebistystems. Typical applications include:
heating, ventilating, and air-conditioning contréighting control, access control, and fire
detection systems.

BACnet was designed for wired communication infiacture, but it is constantly evolving and
now it embraces new technologies, such as wirelesgorking for the smart grid applications.

So, it is becoming common use the term "wirelesBét" and recently, the ZigBee Alliance
(low-power wireless nodes, IEEE 802.15.4 stanjlamthounced the establishment of the first
BACnet-approved standard for wireless mesh sems@smmercial buildings.

Remote
Supervisor

Interface Internet Protocol (IP),

GSM, GPRS, 3G, HSDPA

Remote
Service
Platform

Broadband INTERNET

Comm?nn/"

Wired
(Ethernet)

sy
Building

Building
Management
System (BMS)

Wireless
Sensors and
Actuators
Network
(WSAN)

ZigBee
(802.15.4)

Figure 84: Residential building communication lasyer

Looking atFigure 84, a Building Management System (BMS), through a BACbased on a
wired network (e.g. Ethernet) communicates with Wi AN gateway based on ZigBee radio
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communication. In this way, the WSAN sends sendata and receives control command for
the actuators which manage the electrical lo&disqonditioners, free cooling, valve, lighting,
fire sensors, ety.

The BACnet is also connected to Internet througbr@adband communication, typically on
optical fiber, using the Internet Protocol; so st possible to communicate with a remote
supervisor interface in those cases where moredharresidential building has to be remotely
monitored élsowith a wireless communication through a GSM or GRRBSDPA protocols
Moreover a remote service platform, through the pi®tocol, can execute sophisticated
algorithms in order to optimize the whole power samption in very complex residential
buildings communicating via the Internet with thie!8.

Equivalent
BACnet layers OS5l layers
BACnet application layer Application
BACnet network layer MNetwork
I1SC BB02
(IEEE802.3) MS/TP | PTP Data link
Type 1
A LONTalk
IS BB02 g
(Eceeaz 3| ARCNET | EVA-485 | ElA-232 Physical

Figure 85: BACnet Protocol Stack

More in detail, BACnet defines a set of hardward saoftware rules that dictate how data and
control information passes across the network. B&Callows different types of transport
protocol and LAN technologyF{gure 85 allowing the best cost/performance/technology
permutation for each situation.

7.3.3 Offices/public buildings communication layers

As for the residential buildings, the managemenewérgy efficiency in offices and public
buildings is a problem with no easy solution. Géficand the public buildings consume more
electricity than any other facility category. Baslg, this is due to two reasons: the occupants
are not directly involved about the economic aspémtergy bill) and it is required a lot of
energy to provide safe and comfortable places t&kvahop, eat, and recreate.

The communication layers are similar to the redidémuildings onesBACnet and ZigBge
but also the LonWorks Protocol is adopted. It wagetbped for networking devices over media
such as twisted pair, powerlines, fiber optics, Bfd LonWorks is popular for the automation
of various functions in industrial control, homet@muation, transportation, and buildings
systems such as lighting and HVAC.

As shown inFigure 86, the LonWorks® protocol provides services at elagler of the OSI
seven layer reference model. The protocol is opemifiyone to implement, and, since from its
invention, the protocol has become an ANSI standardIEC standard, a Chinese national
standard, and recently has achieved ISO standtioifiza

At physical layer, multiple physical links are sopied such as RS-485, power line (PLC)
transceivers and third-party wired, wireless, aib@rftransceivers. The LonWorks standard
provides for nodes to just work together, withooy arior arrangement, even if they come from
different companies and developers. It providesag fer devices to exchange information and
cooperate, to become, in effeatfederation of peers
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Application & Presentation Layers

0sl 6, 7 Application: Matwork Management
natwork wariabie exchanga, natwork managaemant RPC,
application-spacific RPC, alc. diagnostics
0Os1 5 Session Layer
requast-response service
Transport Layer
acknowledged and unacknowledged unicast and multicast
Authentication
0Sl 4 kb

Transaction Control Sublayer
coOmimon ordanng and duplicate dataction

0s] 32 MNetwork Layer
connectionlass, domain-wide breadcast, no segmantation,
loop-free Dpalogy, leaming routers

Link Layer
051 2 framing, data encoding, CRC armor chacking

MAC Sublayer
predictive p-persistent CSMA: collision avoidance;
optional priorty and collision detection

0sl 1 Physical Layer
multiple-madia, madium-spacific protocols (e.g., spread-spactnem)

Figure 86: LonWorks Protocol Stack

In Figure 87 are highlighted the Office/Public building commeation layersThe elements of
a BMS need to be linked together to transfer dataugh a communication network. The most
common method is data cabling using shielded ohietded twisted pair; in this case, the
typical communication protocol is BACnet. Other iops include fiber optics, which can
provide increased security and/or radio links (EigBee protocol).

Existing communication network cabling may be alseavailable in the offices and in the

public buildings, e.g. redundant voice systems vilitneed to be checked and proved suitable
before inclusion into the project scheme. Dedicateide networks using ADSL modems, can
provide a basic communication infrastructure, patérly on extensive sites where buildings
are spread over a large area.

Alternatively, in the office in particular, is ineasingly likely to have already a Structured
Cabling System (SCS) providing an infrastructure each floor, with a grid of outlet
connections allowing connection of IT equipmentrsas PC's and printers. BMS may be able
to use this existing grid to link major smart gagdmponents directly togethee.g. sensors,
actuators and the Control and Service Platfrm

ZigBee Radio communications applied to BMS throwgtyateway are expanding rapidly.
Wireless Sensor and Actuator Network (WSAN) are emand more used because their
installation does not use cabling and, moreoveir fhrotocols allow adding on-fly new sensors
in the mode “Plug & Play".

As for the residential buildings, the BACnet or thenWorks is also connected to Internet
through a broadband communication using the IntePmtocol. This allows the BMS
communication with a remote supervisor interfagg.(through a GSM or GPRS or HSDPA
wireless communicatigrand with a remote service platform, through fAgtotocol.
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Remote
Supervisor

Inkerfnce B InternetProtocol (IP),
Remote GSM, GPRS, 3G, HSDPA
Service

Platform

Broadband
Communication

Building
Management
System (BMS)

(Ethernet)
Wireless Gateway
Sensors and
Actuators
Network ZigBee
Types of services that (WSAN) (802.15.4)
can be controlled by BMS

l heating, ventilation, air conditioning, hot and cold water, lighting,
electrical supply/distribution, electrical standby services, energy
consumption (ie. reading electricity, gas, water meters), electrical
maximum demand, security/access equipment, fire detection, alarm
systems, vertical ransportation.

Office/ Public
Building

Figure 87: Office/Public building communication ¢éag

7.3.4 Data Center communication layers

In a Data Center is mandatory the capability to ilorand cap power in real-time at server,
rack, zone, and data center levels. This meansalifigy to monitor and manage aggregated
power consumption within a rack, zone, or dataerebased on available power and cooling
resources. Moreover, in the data center is fundéahém maintain a high quality of service

(QoS) even when the power consumption is reduced.

With reference td-igure 88 the WSAN system manages conditioners, free-cgplimrusion
etc., and the info/control data are sent wirelessliyng technologies such as ZigBee. All the
ZigBee radio nodes data are collected from a gatewhich is able to communicate, through a
Wi-Fi connection, with the local monitor/controkénface.

At the same time, the WSAN data collected by thewgay can be sent, through a high speed
Internet connectione(g. IP over fibex, with the remote Supervisor Interface, for soptased
controls in order to guarantee, for instance, @& bompromise between the local conditioning
and the relative power consumption.

The power consumption due to the server racks tectll from the smart meter; this
information is sent to the workload optimizer tyglg through a wired communicatior.(.
Etherne}.

The workload optimizer, typically uses a wirelesgenmunications €.9. Wi-F) to reach, the
data center gateway and, from here, it reachesethete services platform through a high speed
Internet communication, in order to obtain managandata command for ensure the best
compromise between the quality of service and tvegp consumption.
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Remote
Supervisor
Interface

Internet Protocol (IP),

Remote GSM, GPRS, 3G, HSDPA
Service
Platform

IP Broadband INTERNET

Com%
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interface Electricity supply
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Wi-Fi
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Wired (Ethernet)

ZigBee Workload
(802.15.4) optimizer

Conditioners, Free Wired (Ethernet)

Server Racks

coolings, Security doors,
fire alarm ecc.

Figure 88: Data center communication layers

7.3.5 Hotels communication layers

In this domain, the communications have to takadoount that the major difference between
residential buildings and hotels is that some gneffjciency actions, such as load shedding,
must not impose comfort constraints to the hotetésgubecause he has paid to have a
comfortable housing.

Wired (BACnet, Wireless/Wired Sensors & Actuators
LonWorks,

Ethernet TCP/IP)

Wired

Hotel guest interface (Ethernet) BMS / Building automation (cooling/heating
(e.g. IPTV — WEB browser) control, ventilation control, pumps, etc.)
Lighting control of common areas
Consumption measurements of water,
electricity and cooling (heating) energy
Access control system

Wired
Local management (Ethernet)

latform * Intruder alarm system
£ ﬁ * Video monitoring system
Wireless * Fire alarm system
(zigBee) * Central battery system
HOTEL MANAGEMENT LEVEL HOTEL CONTROL LEVEL

Broadband |communication (e.g. IP over fiber)

I HOTELs |

Remote
Service
High speed

Platform communication
(1P over fiber)

INTERNET

Figure 89: Hotel communication layers
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This means that the communication can't handle ardimple system of sensors and actuators,
but must take into account many parameters retatétte functional comfort of the housing. In
addition, the system of a large hotel should has@ieiltaneously hundreds of rooms, so this
complexity is best handled on a platform of sersioperating in a cloud computing through a
broadband communication system.

In the hotel control level box dfigure 89, sensors of each type collect the data and semd th
in wired (e.g. Ethernet) or wireless (e.g. ZigBaéio node) mode to a gateway.

The gateway send all these data through an Ethexoebection & medium or large
throughput, depends by the number of the rQommsthe hotel local management platform,
where all the systemsdntrols of cooling, ventilation and lighting, camsption measurements,
access controls, intruder alarms, fire alarms ethall be monitored and managed.

To enable efficient functional system communicatioil to provide maximum flexibility and to
respond to changes in the hotel layout, the phlysieamunication system employed in the
hotels must support the use of several communitgirotocols, such as the already described
BACnet, LonWorks, Ethernet TCP/IP and Internet camimation technologies.

For big hotels, the control systems are also cdededhrough a high speed Internet
communication€.g. IP over fiberwith a Remote Service Platform, for operate epérading,
centralized remote monitoring, alarm and fault diéb@ of connected building management and
security systems.

7.4 Characteristics of the communication protocols in 8art Buildings

In the previous sub-chapters it has been shownctmemunication architectures and the
segmentation of the communication protocols. Heeedgscribed (separately for WAN, NAN
and HAN) the characteristics of the communicatioatgrol keeping in account advantages,
disadvantages and recommendation.

With reference tdable 7, WAN is a wide area network in which separate acdaoverage or
cells are connected, wirelessly or in wired wayprtavide service to a large geographic area.

In the eMarket4E future vision, the final user ocogumer will use wireless and portable devices
for the Customer Control Interface (CCI) operatio8e, in the next Smart Grids scenarios it
will be normal to speak of WWAN (Wireless Wide Ardietwork) services that are typically
delivered to smart phones and other handheld dedoll by cellular service providers and
their retail partners but other mobile devices es@ them as well.

Today some tablet and netbooks and have WWAN dastiglled; it is also possible to purchase
WWAN cards to install by themselves. Unlike Widéirds, which can be used in just about any
hotspot, WWAN devices must be provisioned spedlfidar access at own service provider's

network. The service provider will take care oflibd for roaming access that involves other

provider networks.

NETWORK Protocol Advantages Disadvantages | Recommendation
Wireless (2G| Extensive cellular| Utility must rent the | Wireless usually
/3G /LTE infrastructure is | infrastructure from g works best.
cellular, readily available; | cellular carrier for a
WAN GPRS). large amount of | monthly access fee;

aggregated data
can be exchange

utility does not own

] infrastructure.

over a long haul.

Table 7: WAN protocol characteristics

The Table 8 represents the Neighborhood Area Networks (NANjtgmols, that supports a
variety of applications including not only elecitjc usage measurement and management,
but also advanced applications such as Demand Rssp(DR), which gives users the
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opportunity to optimize their energy usage basedeattime electricity pricing information,
Distribution Automation (DA), which allows electrigrid state monitoring and control, and
automatic fault detection, isolation and serves &sundation for future Virtual Power Plants,
which comprise distributed power generation, redidé energy storage (e.g., in combination
with Electric Vehicle (EV) charging), and small Ecrading communities.

NETWORK Protocol Advantages Disadvantages Recommendation
Wireless Long range; leaps Currently Useful in some
ISM transformers proprietary; topologies, such

dead spots as in the U.S.
complicate
installation and
maintenance
IEEE Long range; leaps Not yet an Useful in some
802.15.4g transformers accepted topologies
standard
ZigBee Low cost; low power Low data rate; | Unlikely to be
consumption allows very short used in NANs
battery operation; well- | range; does not
known standard penetrate
structures well
First- Low cost Unreliable; Bandwidth and
generation low bandwidth | reliability
PLC (FSK, inadequate for the
Yitran, smart grid
NAN Echelon)
Early- Better range, bandwidth] Does not cross Not recommended
generation | and reliability transformers; | for new designs
Narrow-band| than FSK does not. due to cost and
coexist with compatibility
OFDM . :
first-generation concerns

PLC

Broadband | High data rate Does not crogsmaking it too
PLC transformers | costly for most
large-scale
deployments
G3-PLC Highly reliable long- Not yet an Excellent for
range transmission; accepted NAN worldwide
crosses transformers, | standard

reducing

Infrastructure costs.

Table 8: NAN protocol characteristics
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The Table 9 represents the Home Area Network (HAN) protocasdedicated network
connecting devices in the home such as displags] tmntrol devices and ultimately “smart
appliances” seamlessly into the overall smart megesystem.

NETWORK Protocol Advantages Disadvantages| Recommendation
ZigBee Well-known standardVery short range; Well suited for
that offers low cost | does not communication
and low power penetrate between water and
structures well | gas meters
Wi-Fi Popular technology | Medium range; | Good for user
with high data rates | does not applications, but
penetrate cement no provisions for
buildings or meeting utility
basements objectives
First- Low cost Not reliable in | Unlikely to be
generation home used in homes dug
PLC (FSK, environments to high levels of
Yitran, interference
Echelon)
HAN
Early- Better range, Does not cross | Not recommended
generation bandwidth, and transformers; for new designs
narrowband | reliability does not coexist | due to cost and
OFDM than ESK with firsf[- compatibility
generation PLC | concerns
Broadband High bandwidth Short range is nptGood for user
PLC sufficient for applications, but
communicate no provisions for
with NAN meeting utility
objectives
G3-PLC Highly reliable; Not yet an Excellent for
sufficient data rate; | accepted HAN worldwide
IPv6 enables standard
networking with
many devices

7.5 Communications protocol constraints

Table 9: HAN protocol characteristics

Each of the communication scenario described alemtails different requirements for the
underlying communications technologies. These requénts can be examined across five

primary criteria:

bandwidth,
latency,
reliability,
security,

= cost.
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Note that the requirements described in Table 10 are general assessments, since absolute
measures vary with specific instantiations. THeritis to highlight the issues to be considered
when developing detailed requirements.

Smart . .
Meter — Substation | Distribution
Attribute Notes | Parameter Definitions AMI Automation | Automation
. Constraints | Constraints
Constraints
Low: <250Kbps
. . Low- . Low-
Bandwidth 1] | Medium 250Kbps to 1Mbpg : Low-High _
dwid [ P P Medium 9 Medium
High: > 1Mbps
Loose tolerate both high
latency and high variability
in latency
Mediunt some relative limits R _
Latency [2] | to absolute latency and/or  Loose Medmm Low
variability Tight Medium
Tight: strict requirements fof
absolute latency and/ar
variability.
Low: no operational harm if
connectivity lost for
significant time (minutes/few
hours.
Medium operations _ : _
Reliability [3] | impacted, but unlikely los$ ML%V.V High Mqulllf]m
of service if connectivity los edium g
for significant time.
High: significant harm may
occur if connectivity lost for
significant time.
Low: no major operational
harm if link were
intentionally compromised
Medium significant  but ; .
Security [4] | limited harm if link were Med'tr’]m High High
intentionally compromised Hig
High: highly visible and
widespread harm if link were
intentionally compromised.
Low: relatively low
infrastructure and operating
costs
Medium relatively moderate i i
Cost [5] | infrastructure and operating Low MeQIum MeQ|um
costs High High
High: relatively high
infrastructure and operating
costs.

Table 10: Communications protocol constrains
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[1]: is the difference between the upper and lovr@guencies in a continuous set of
frequencies.

[2]: is the measure of time delay experienced emxabmmunication system.

[3]: is the ability of the communication systemperform its required functions under stated
conditions for a specified period of time

[4]: is the degree of protection to safeguard thea Grid systems against danger, damage,
loss, and crime.

[5]: are the infrastructure and operating costs.
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8 Components & Communication Infrastructure

8.1 Components

This WP addresses all types of buildings in a camensive way, as self-contained systems that
encompass all the fixed, movable and mobile physmaponents of the building.

Buildings are of different types. This starts fremaller residential (home) to large commercial
buildings. The latter cover a wide range in varighay it be offices, schools or hotels on the
one hand and industrial or transportation buildiogsthe other hand. All of these specific
buildings have certain constraints and demands W addresses various kinds of buildings.
With respect to the FINSENY objectives the buildingnly cover the Customer and DER
domains in the SGAM plane. The DER domain is usecbnsider the units for generation and
storage of energy in the customer premises. Thathis the baseplates of the scope of this
Smart Buildings WP have been stretched in thisrdedble.

In the hierarchy of the power system automatiom, lthildings are at the lowest levels. In
consequence they can be considered mapped in dicessrand field level. Nevertheless they
interact with above layers, notably for aggregatma commercial use cases. In addition the
smart buildings can contain own generation equigraad intelligent components to play a key
role. In a very broad view, the target systems awsap all parts of the buildings and all pieces
of building equipment that have a direct or indinenpact on the energy input and output of the
building. This includes all appliances/apparatubes consume, generate or store energy, the
components of the building such as walls and wirgltimat regulate the exchange of energy
between the inside and the outside, but alsonmom indirect way, subsets of the building such
as floors or rooms and that make sense as sepaitgdor managing energy in the building.

We can map the components referenced in the debieiD4.1[1] on the component layer of
the SGAM methodology and put them into the tableweOn the component level, it is not
intended to show Software or Management functiohiclv reside on a higher level. Only
components or equipment are available. Due to #élog that Smart buildings have a broad
coverage, these can be seen as examples and artenmgiete. E.g. you can find more power
generation equipment beside PV or wind in and atdomldings. As we focus on electrical
energy, there are even more aspects to other efarggts and we need to consider interfaces
on ICT level and on the energy flows to exchangeaniples are given in the table below,
which gives an overview of components, togetheh wheir definition.

Table 11: Component overview

Component Role

ICT Infrastructure containing functionality to measure, communicate and control
the energy related information

Home Interfacing equipment with the smart buildings (d@na complex system
Energy involving electrical, electronics and other compatse

Monitor

Grid Interfacing equipment with the Grid (can be a cewpbystem involving

Interfacing | electrical, electronics and software componentsjedJto obtain tariff
equipment | information and to support the selling of the Ib¢@roduced energy to th

[

grid.
Smart Interfacing equipment with the smart building (da@ a complex system
Building involving electrical, electronics and software caments but on a lower
interfacing | wattage compared to the Grid interfacing equipment)

equipment
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1S

Component Role

Building Equipment connected to the appliances, sensors aatubtors of the

Gateway building, including the meter. It is also connectedh router to gain access
to the web but also to the other IP devices ofotliéding, such as PC, TV,
smartphones. It may act as a communication gatefeayxample to sen
to the cloud metering data, either from the mdtem smart plugs or from
the smart appliances.

Appliances | All equipment held by the customer is tome and that consume energy,

and, so, that are connected to the electrical llatm of the home
Appliances are for example: the hot water tankctale heaters, ai
conditioner, washing machine, dishwasher, dryédgé, oven, lights and
other appliances. Smart appliances are appliahe¢fhave communication
abilities and that can meter and send their eneoggumption, and react o
information such as tariff periods, direct ordersnf an energy manager
device etc.

Smart Meter

Equipment for measuring and reportispgeats of electrical energy usag
of the building as a whole in order to participatevarious contracts and
security facilities: active or reactive energy, owtime... In this case |t
includes embedded electronics to allow the devicedmmunicate such
readings / measurements over a wired or wirelesgonke. A meter records
its measurements in the form of index (one pefftpdriod type) or load
curves. Some smart meters have a switching dewicémit the power
output in conformance with the contracted subsdcripewer. It could alsg
be equipped with a HAN interface for deliveringanhation (index, tariff
period, etc.) to devices in the HAN.

Smart Plug

One device connected within a buildongheasure or control energy. This

Device with wireless communicating capabilitiessidaed to be attached
to a socket and to provide power to a single appéaThe Smart plug is
then able to measure energy consumption and tadgegadings of instart
power and accumulated consumed energy. The Smagt fphctions, in
many respects, as a Smart Meter for a single ap@idut may also accept
commands to turn on / off the power.

Energy related Generation (Examples)

PV Panel

It uses to harvest solar power to pro@legricity.

In case of PV panel associated to a building, fitidoutes to the building'
autonomy in the event of a power failure.

1°2)

In case of association with batteries/fuel celtsglectricity production
serves to recharges.

Solar Panel

Used to harvest solar power to hearwdbt water can be an energy store

and thermal energy is, of course, a form of enefdpe system should also
include appropriate metering and communication tionality to allow
readings on the water temperature (and maybe, satarsity) be reported
over a software interface. The network will likehe wired (wireless
connectivity is not important for this component).

Wind
turbine

Used to harvest wind power to produce electricdgme rationale as in the
case of the "PV Panel" equipment.

Energy related Storage (Examples)

Battery

Stores electrical power in the form of ciehenergy. Contributes to the
building's energy reserves that can be drawn upahé case of a powe

-
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Component

Role

failure.

Fuel cell

Stores electrical power in the form oflfahemical energy. Same rationale

as the Battery component.

Hot Water
Tank

Used to store thermal energy for hot.
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8.2 Communication infrastructure

8.2.1 Generic infrastructure (TI)

Even if the needs and the management of the erdrgyge in the various specific domains
(home, residential, office, public building and dakente) the generic functional principle of
the architecture as a whole is substantially thes ithastrated in the Figure 90, where are shown
the communication infrastructure and its operaflog that can be described in the following

way:

’ -~
’ L ~
Network / > S
| '
¢ — \ ~u
Distribution Energy layer ‘I

Communication layer allows the generation, transiois and distribution
infrastructures to achieve three key objectiveselligent monitoring, security, and
regional load balancing. Using two-way communiaadicdata can be collected from the
smart meters located throughout the grid and tratesndirectly to the grid operator’s
control room. In this way the distribution of engiyrives at the electronic meter of the
various domains in part already balanced.
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Figure 90: Communication in domain specific infrasture.

Information from the smart meter is distributedthe loads different for any specific
domain that will adjust their cycles according to theadable power and the energy
tariff in order to optimize the consumption andeduce the energy bill.

The gateway, with typically an OSGi (Open Serviadsvay initiative[7]) framework
collects all the data sent from the specific domatwork and forwards them outside
thanks a broadband always-on connection giving pbssibility to display the info
about energy on the WEB portal or a smart-phone.

The remote Service Platform elaborates the colled&ta and monitors and controls a

plurality of individual entities and it includes eh“Supervisory control” and the
“Demand Side Manager” DSE. Finally, it providesveeg oriented interfaces for the

development of third-party applications.
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For each specific domain, the Remote Service Rtatfs unique for all the gateways, and so it
requires a lot of computing power, especially ta amomplex algorithms on the analysis of
consumption and to estimate future needs of thal fimstomer. For this reason, the service
platform is today typically installed in remote @atenters in cloud computing environment that
will be described in sub-chapter2.3.

Communication networks can be wired or wirelessvodts, each solution provides different
advantages and disadvantages.

* Wired networks are those that require a wired structure at kugldievel. This
infrastructure may already be present but if nebusd be provided to interconnect the
different component infrastructure inside the baddor to interconnect it to other smart
building components outside the own building.

The most important features that wired networkwigie are more bandwidth and more
reliability. On the contrary, the main disadvantagahe need to extend wires in an
already existing building and the inconveniencés iy lead to.

* Wireless networkshave experienced a major growth in last yearstiagg have largely
replaced the fixed networks, especially in smariidng environments. The main
features of these networks are:

o0 Fast deployment

o Does not require the installation of a wire infrasture

0 The available bandwidth and reliability of thesewwrks is lower than fixed
networks, but nowadays those features are changing.

There are several classes of wireless networkatdafjies:
0 Cellular technologies: GPRS, UMTS, LTE, ...

They are based on the use of a SIM card providilogp@ range communication
(Kms). They have been widely deployed during ladarg obtaining a good
coverage. Roaming and billing functionalities dsoaovered.

Main problem of using these cellular based tectgieb are the high power
consumption of the devices, but in the smart boagddomain this problem
doesn't seem to be very important as they alreadye helectric power
infrastructure available.

0 WLAN technologies:

Even the coverage of these technologies is lowar th the cellular one, it is
acceptable in most of the urban areas where bgidimne located. They provide
a medium range communication (100 — 200 m).

The main problem of this technologies is the neéda&ing care of the
penetration of the signal through walls, water, nd ghe interferences due to
the use of high frequencies (2.4 or 5.2 GHz).

As in cellular technologies, the power consumpisostill high.
0 Short range technologies:

These technologies, as IEEE 802.15.4 family, redbheepower consumption
from the above technologies allowing small size &ow cost devices. But
coverage is an issue that needs to be taken imsida@ration when deploying
these networks.

The communication is in a short range (10 — 50 m)
0o RFID/NFC:
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These technologies provide a very short range carigation (cm — some meters).

8.2.2 Domain-specific infrastructure (TI)

Home, offices, hotels, data centers and more irmgrach space in today’s buildings have its
own requirements. And the infrastructure that sujgpthe needs for lighting, heating, cooling,
ventilation and water is complex. The building ammes power and generates costs that must
be managed proactively if a portfolio of buildingsto achieve maximum efficiency. So, for
each specific domain, in the following sub-chapteil be described how the communication
infrastructure can help to reduce and optimizepthw@er consumption.

8.2.2.1 Home domain communication infrastructure

The home communication infrastructure gives thditgbio communicate and interact, with
people, systems and other objects.

Interconnected devices make possible remote atcasformation about a device and control
of the device.

This enables services throughout the Internet, wémgocomplexity from the home and
lowering costs for the service providers.

At the same time, it supports the aggregation fafrination and control of devices throughout
the network. This means that consumers can genhsistent view of their devices, both from
home and from mobile devices.

For service providers, it provides an aggregatev\aé customer characteristics according to
criteria such as geographic location, consumptatiepns, or types of service.

But this communication infrastructure must haveo alse ability to make decisions based on
data, leading to better outcomes. Intelligent devisupport the optimization of their use, both
for the individual consumer and for the servicevier.

For instance, a utility can send signals to consahimmes to manage discretionary energy use
in order to reduce peak loads. By coordinating pinceess throughout an entire service area, the
utility can optimize the peak reduction, while saythe consumers money on their bill.

The communication infrastructure shown in Figure i8lintended to identify the main
categories of devices in the Home Domain, withawt lamitation to the possibility for a device
to implement functionalities from more than a catgg

As an example, an advanced Smart Appliance, prdwdé a rich user interface, could also
implement functionalities typical of a Customerelriice.

In the same way, while typical smart appliances swmeart white goods, also a personal
computer, able to perform such operations, showdcbnsidered an appliance from this
perspective.

It is essential to clarify that the structure shawrfigure 91 is reproduced for a single house,
while the Service Platform is unique for a setaafdl apartments and it coincides with the DSE
FINSENY "Supervisory Control" (as defined in deliable D8.28]).

In fact, the “Supervisory control” DSE refers tdightweight joint control of several individual
controlled entities. In other words, this DSE aut$ only for a smart-home but also for one or
more Smart Buildings.

Anyway the customers are always able to impose @vaices by making use of their customer
interface.
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Figure 91: Home domain communication infrastructure

With reference to the Figure 91, here followinglescribed the communication infrastructure

flow:

0 The power information coming from the electronicteneare distributed, in wired
and/or wireless mode, to the smart applianceswhisadjust their cycles according
to the available power and the energy tariff ineortb optimize the consumption
and to reduce the energy bill to the customer.

0 A WSAN (Wireless Sensor and Actuator Network), typicdigsed onZigBee
network, allows to get information from the homensms and send commands
toward home actuators in order to manage all tbetét loads in the most efficient
way.

0 The smart info gathers the data sent via powerdammunication®LC) from the
electronic meter and distribute them wirelesslydaeghe house.

o0 The smart appliance receive the data from the simdot and manage their
processes according the power availability and gmeement with the user
preferences.

o0 The Energy Box, which is also the HAN controlles, an ADSL gateway with
OSGi (Open Service Gateway initiative) framework aRd@N (Home Area
Network) wireless communication capability. It eats all the data sent from the
domestic wireless network and forwards them outlideks a broadband always-
on connection giving the possibility to display tinéo about energy on the WEB
portal or a smart-phone.

0 The remote Service Platform manages, together aviththe Home Gateway, the
HAN devices and provides service oriented intedeoe the development of third-
party applications. It monitors and controls a ality of individual entities and it
represent de-facto the “Supervisory control” FINSEDSE.
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0 The local customer interface is wirelessly conrmeethe Energy Box through a
Wi-Fi connection and it allows to monitor the info abdwtime energy and to
control manually the electric loads.

0 The remote customer interface (smart-phone, tablef) is connected through
Internet at the remote Service Platform that allows to nwrthe info about home
energy and to control manually the electric loall®reover, from the remote
Service Platform it is possible to receive seveaE (Value Added Services) such
as automatic control of electrical loads, overladarm with instant load shedding,
visualization of historical data and info about #ied of energy sources used and
the relative price.

8.2.2.2 Residential domain communication infrastructure

The residential buildings scenario considers agetasystem the building shell and common
areas of residential buildings, excluding individapartments/buildings, which are targeted by
the smart home scenario.

A residential building can provide communicationcam automated building systems. The
building operator can enjoy a single interface béaf controlling lighting, security, heating
ventilating and air conditioning systems (HVAC),refi and other building systems
communicating over a single broadband infrastrectuwhich also supports the
occupants/tenants’ voice and data communicatiodsiee

To date, the most commonly used standard commiumrcptotocol in the residential building
is BACnet. It is a communications protocol for ldunlg automation and control networks. It
was designed to allow communication of building omoition and control systems for
applications such as heating, ventilating, andcairditioning control, lighting control, access
control, and fire detection systems and their dased equipment. The BACnhet protocol
provides mechanisms for computerized building aatton devices to exchange information,
regardless of the particular building service thegform.

BACnet Layers 05l Layers
BACnet Application Layer Application Layer
BACnet Network Layer P Network Layer
IEEE 802.2 Type 1 _
MS/TE PTP Data Link Layer
LonTalk | ZigBee
|EEE
g02.3 | PRCNET | b gss | ma232 Physical Layer

Figure 92: BACnet communication layers

With reference to Figure 92, along the BACnet layseveral kinds of wired (e.g. Ethernet) and
wireless (e.g. ZigBee) communication are suppotéateover, as shown in Figure 93, BACnet
is an open technology which means that any marnufactan use the protocol to transfer data
of connected devices like sensors and actuatofgdéotighting, HVAC, etc.
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Figure 93: BACnet communication infrastructure

BACnet is mainly used within the following buildiragplications:

— Heating, Ventilation, Air conditioning (HVAC)
— Lighting control

— Security systems and fire alarm systems

— Elevator monitoring

— Pump control and monitoring

— Building Access control

— Energy supply monitoring

As shown in Figure 93, a building manager can rencohtrol the connected devices, through
the BACnet controllers. The BACnet controllers anelti-purpose entities with Inputs and
Outputs that can be used to monitor and controldimg services plant or configured to
customer specific applications. A BACnet devicealffers a variety of services, such as data
transfer, scheduling, trending, alarming etc. Ahd status messages, alarms, operation hours,
energy consumption, etc. from the connected deattew the building manager continually to
optimize operation of the building.

8.2.2.3 Office/Public Building domain communication infrastructure

Even if the office/public building energy managemédras several similarities with the

Residential domain, the management of energy effi in offices and public buildings is a

problem with no easy solution. This is becauseot@ipants are not directly involved about the
economic aspects (energy bill).

So that some methods for the automatic enforciniebenergy consumption have been
introduced, like Wwhenever workers leave a room, the lights shoultub®ed off. Lighting, air
conditioning, fire alarm, opened windows etc. h&wvée controlled as much as possible in an
“automatic way. This can be done through the use of sensorgmtisystem loops, as shown
in Figure 94.
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Figure 94: Office/Public Building domain communicatinfrastructure

Typically, the offices and public buildings commaeation infrastructure make use of three
levels of communication:

- Short range and low throughput communication betwbe sensors/actuators and the
gateway, using well known wired and wireless tedbgies.

- Medium range and medium throughput communicatiomvéen the gateway and the
Internet world.

- Long range and high throughput communication betmtbe Remote Service Control
Platform and the whole Network communications (imét). Here a high throughput
communication is requested because a single ReSwtece Control Platform serves,
in real time, a lot of offices and public buildings

The sensors data collected from offices and puhlitdings are sent in wirelesse.¢. ZigBee
communicationsor wired €.g. Etherngtmode to one or more gateways. The gateway forsvard
all the sensors data, through a broadband conne@ig. ADSL), to a Remote Control Service
Platform connected to Internet.

Always with reference to Figure 94, the Remote BerPlatform represents the closure of the
system loop between the sensor datéo(mation) and control commandsi€cision$ that the
platform sends to the actuators in offices andipuilildings. To do this, the Remote Service
Platform runs algorithms for thelata filtering’, “data mining and “best decisioh

As instance, IF the sensors daita this case presence sengogive the information that the

room is empty AND the air conditioner is runningilEN a control command is sent to an
actuator to turn off the air conditioner. This dae particularly efficient during holydays and
weekend when, typically, the offices and the publiddings are completely empty.
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Finally, there is a wireless communicatidgpically using Wi-Fi between the gateway and a
local interface €.g. smartphone, tablet, notebook Yetbrough which it is possible to direct
control in place of any reports of faults and algrm

8.2.2.4 Data Center communication infrastructure

Reality as data centers are among the largest o@rswf energy and for this reason the smart
grids approach is kept very into consideration.

In FINSENY D4.1[1] the following key actions were described to tzdm the data-center
power consumption:

» Optimize the conditioning power consumption

* Optimize the free-cooling power consumption

» Optimize the power consumed by servers

* Manage the continuity and autonomy of the service

* Optimize power workload maintaining a high quabfyservices (QoS)

As well as for the other domains described hernachieve the above key actions, it is
necessary to use a flexible and efficient commuiginainfrastructure that allows a real-time
interaction between the information collected by ensors and the consequent actions sent to
the actuators.

Always referring to the FINSENY D4.]1] use cases, the Figure 95 shows the typical
communications infrastructure for a data-centeroutlthe sensors/actuators system to manage
conditioners, free-cooling, intrusion etc., the oilebntrol data are sent wirelessly using
technologies such as ZigBee. The workload optimiggically uses a wireless communications
(e.g. Wi-Fi) to reach, through the gateway and timeninternet connection, remote services for
alarm (e.g. excess of computation demand, etc.)radtenance.

AC-POWER 1 electricity-generating group

Uninterruptible power
BATTERIES — supply (UPS)

OWireIess Connection (e.g. Wi-Fi)
. Wireless Actuator Network (e.g. ZigBee)
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Figure 95: Data Center communication infrastructure
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The power metering in real time for each servehiracks is communicated through a wired
connection such as Ethernet or PLC (Power Line Comeation). Finally, also the
communications needed to manage the electricitplgugithout interruption (even in case of
temporary blackout) are exchanged in wired mode.

8.2.2.5 Hotel communication infrastructure

Hotel buildings scenario is closely related todestial buildings, with the difference that hotel
guests pay a fixed amount of money for a certaiallef comfort, and can use as much energy
as they may require. Therefore energy efficiencasnees such as load shedding must take into
account these restrictions and never decreasevbedf comfort.

The hotel communication infrastructure shall belyfutonsistent with the latest industry
standards. To enable efficient functional systetegration and to provide maximum flexibility
and to respond to changes in the building usesystem infrastructure shall support the use of
LonWorks, Ethernet TCP/IP and Internet communicatiechnologies. Typically, the system
architecture and the relative communication infragttire for a hotel consist of four levels as
shown in Figure 96.

Control Level it consists of a distributed network of smart ttohnodes, which are connected
to field bus. Nodes shall include all the intellige of the system. Each node shall be capable of
handling several different systems in parallel tigto flexible distribution of I/O points. Nodes
shall be capable of operating autonomously indepethdof Management Level. For example,
all systems must be able to react to alarms oCtmrol Level without interference from upper
levels. All communication shall be event based.

it monitors all the rooms including the following:

Main User Interface ‘ occupancy, temperature, set-point, power
1 consumptions, trends, alarms and manual controls.
[ |
User Interface Level Hotel guests have easy access to lighting controls,
(e.g. browser-based Smart TV) temperature set-point modifications, alarms. Etc.

Wired IPTV Wireless IPTV

alarm monitoring, maintenance alarm
monitoring, remote diagnostics, main user
Service Level === Service Center(s) capabhility, remote control and optimization
of all systems, energy optimization,
trending and reporting services.

TCP/IP, LAN/WAN

Through the Building Operating System (BOS) gives an
uniform view for: cooling, ventilation and lighting, power
consumption measurements, access controls, intruder alarms
and fire alarms systems.

,O OOO Wireless(ser?;é;ti;:ggzgol nodes

_______ e.@.@.e Wired smart control nodes

(e.g. Fieldbus via Ethernet)

Management Level

Control Level

Event based communications

Figure 96: Hotel communication infrastructure
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Management Level it provides a uniform view to all systems thgbuthe Building Operating
System (BOS). All the systems controls of coolingntilation and lighting, consumption
measurements, access controls, intruder alarmdjraralarms systems shall be integrated with
the BOS using device drivers. The BOS shall oftdeast the following common services to be
used by all connected systems: alarms, histonealdtng, logs and reporting, user profile and
role management.

The Building Operating System (BOS) shall includeopen interface for other applications to
interact with the connected systems. Communicatioethod between BOS and Client
applications shall include at least Java Messafawyice (JMS).

Web interfaces shall be used for light-weight diiere.g. automatically generated browser-
based user interfaces in residences for Panel BD#/'s or IPTV. The network technology
shall be based on the IT standards, such as TC&itPbe compatible with latest LAN/WAN
technology.

Service Level it allows the systems to be connected withoutitemichl software to one or
several Service Center(s), for providing centraizemote monitoring, alarm and fault
detection of connected building management andsgsystems.

The Service Center will be capable of accessingotely the systems through a standard
interface through the BOS. The standard connegtigiall enable providing advanced

maintenance and security services, such as secaldtyn monitoring, maintenance alarm
monitoring, remote diagnostics, main user capgbiliémote control and optimization of all

systems, energy optimization, trending and repgigrvices.

The Service Center shall support connectivity oftiple sites in multi-operator environment.
Predefined alarms from connected sites — e.g. detrialarms, dirty filter notifications or
leakage alarms, for example — shall appear in lwnalist with a specified priority. Alarms
shall be stored in the central database.

Remote diagnostics of site systems and devices etfiable proactive maintenance of technical
systems, energy optimization and efficient managemethe infrastructure.

Centralized monitoring of all connected sites witlain user capability shall enable e.g. set
point changes, manual overdrives and camera ceriiyolising the remote connection.

User Interface Levekhe guest room user shall be able to use thersysasily with a graphical
browser-based User Interface, usable in the IPTthwi normal web browser. The User
Interfaces shall provide easy access to frequaetiged functionality, such as lighting controls,
temperature set-point modifications and alarms.

Moreover it shall be capable of showing consumptiatlues, temperature value and FCU set-
point. Guest Room Controls & Monitoring system shal accessed through the BOS.

Main User Interface shall enable monitoring ofralbms including the following: occupancy,
temperature, set-point, consumptions, trends, alamd manual controls.

8.2.3 Virtualization and simplification of the communication infrastructure

The smart grid technologies collect large amourtsdata about power production and
distribution, perform real-time analysis and delivesults to both decision makers and
consumers.

With the massive amounts of data and informatiopeeted to flow across utilities with the
implementation of smart grid technologies, the dat#lection and analysis centers at the
utilities themselves may become points of failuresulting in loss of information system
network connectivity.
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Figure 97: Communication infrastructure simplificatby using the Cloud Computing

Today is more and more relevant be able to shdmniation for wide-area and real-time
system analysis and visualization. Advanced digtetd communications tools can provide the
security needed for wide-area situational awarené#ise grid network. These communication
infrastructure requirements, highlighted in TabR &re better satisfied if the remote service
platform runs in the cloud-computing infrastructusgher than using the traditional client-
server model. Cloud computing is the use of comgutesources (hardware and software) that
are delivered as a service over a network (typicdile Internet). Cloud computing entrusts
remote services with a user's data, software antpatation. There are many types of public
cloud computing and, in particular, for the demande manager DSE is typically used the
Software as a Service (SaaS), sometimes referreak tbon-demand software”. SaaS is a
software delivery model in which software and agsted data are centrally hosted on the cloud;
it is typically accessed by users using a thimthea a web browser.

The development of a virtual cloud-based electrid gqhformation and analysis center, using
the “Software-as-a-Service” model, concentratesflthve of communication in a single cloud
thus avoiding a dispersion of interconnectionsdgpbf the traditional client-server approach
(Figure 97). Ultimately, cloud-computing infrasttue will allow for secure virtual information
and analysis centers that can distribute resulis lerge number of clients regardless of their
physical locations and with great simplificationtbé communication infrastructure.

8.2.4 Communication Infrastructure Requirements

As explained in sub-chapt&2.2, an essential development of the Smart Grid extend
communication throughout the distribution systend am establish two-way communications
with customers through Neighborhood Area Netwoifk&Ns) covering the areas served by
distribution substations. In Table 12 are shovendbmmunication requirements as function of
the three basic functions in the Smart Grids:

- Energy Tradindetween producers, retailers and final Customers
- “Supervisory Control” DSE toward the Final Customer
- Network communications among all the Smart Griderac
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FUNCTIONS

OPERATIONS

EXPLANATIONS

ACTIONS

COMMUNICA TION
REQUIREMENS

Forecasting

Energy Trading | Market

between modeling

producers,

retailers and Demand-

final Customers| response
programs
Risk
management

The energy trading
enables a utility to

buy energy to meet
peak demand or to

sell excess capacity.

The Smart grid
provides real-time
demand and gene
ration information
for energy-trading
decisions.

Real-time
communications
between analytics,
demand, and
generation units is

“necessary for effective
decision making
regarding energy
trading.

Final Customer

EM helps Final

(EM) data can

Energy Customer to travel on the Low-cost backhaul
?/é?\;l;\gement Monitor and control| Neighborhood communications
the time, amount, | area network Methods are necessar|
type, and level of | when smart grid i for (EM) traffic.
energy usage. employed.
Metering Meter data is used| Advanced
for control and Metering
billing purposes. Infrastructure Scalable, reliable, low-
“Supervisory (AMI) allows for | cost backhaul commu-
Control” DSE remote meter nications methods are
toward the Final reads, connects | necessary for AMI
Customer and disconnects | traffic.
an automated
outage detection.
Demand-Side | Management of Smart Grid DSM needs reliable
Management demand-side load. | enables communications
(DSM) sophisticated between EM
demand side equipment, AMI, and
managed by generation units.
integrating EM,
AMI data with
demand response|
techniques.
Network Communication| Coordination is .
L Smart grid :
communicationg between needed for better enables Secure communica-

among all the
Smart Grids
actors

regional
coordinators

information flow
between grids for
fault isolation and
prevention of fault
cascading.

communication of
real-time data
between regional
control centers.

tions are needed for
ICCP (Inter-Control
Center Protocaol) infra-
structure.

Table 12: Communication infrastructure requirements

These communication infrastructure requirements havbe applied in all the five specific
domains shown in the Figure 90.
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9 Security

9.1 General approach

Section 9 describes smart domain-specific and ase specific security measures based on the
identified security requirements. Security requieais for the FINSENY use cases have been
derived based on a threat and risk analysis aveilatinternal report IR 1.4. The substructure
of this section reflects these requirements. #ssumed that most of the security measures will
not be use case specific in terms of the applieldn®logy. The technology is rather expected to
be domain specific or general. Hence, only adaptatimay need to be described here. The
security measures applied will use security archite elements as defined in D1.11. Note that
D1.11 elaborates on domain specific (Smart Gridugty architecture elements, which may
either be defined in the Smart Grid domain or mayaldaptations of existing generic security
enabler, which are provided by FI-WARE.

9.2 Applied Security Technology

The following table summarizes the security requiats as they apply to the building blocks
of the architecture defined. Based on this tab&rettare use case specifics discussed in the
following subsections. For all requirements, whichn be addressed using either domain
specific or generic security counter measures, i téferenced.

“S” denotes security requirements that are spefifi the corresponding building block, while
“X” corresponds to the case when generic secueipirements apply to this building block.

Security
Requirement

Building Block

1: Authentication and authorization
2: Data confidentiality

3: Data integrity

4: Non-repudiation

5: Data backup and recovery

6: System protection components
7: Secure SW/FW Updates

8: Secure Network Design

9: Security Management

10: Logging and Audit

11: Time Synchronization

12: Observation of Policies & Laws
13: Transaction Security

Building  Energy
management
controller

Building
supervisory
control service

Building Entity
virtualization
Service

Building
equipment proxy

Building space
proxy

3 For residential buildings
4 For residential buildings

5 For Data Centers
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2: Data confidentiality

3: Data integrity

4: Non-repudiation

5: Data backup and recovery

6: System protection components
7: Secure SW/FW Updates

8: Secure Network Design

9: Security Management

10: Logging and Audit

11: Time Synchronization

12: Observation of Policies & Laws
13: Transaction Security

Legacy systems X
interface

SX

Building sensors S S X X X s° X X X X X X X

Building actuators S X X X X Sy X X X X X X X

Table 13 : Matching of generic security requirersemith smart buildings architecture building
blocks

9.3 Relevance of security requirements to WP4

In this section, we go through the security requigats defined in IR1.4 and discuss whether
there are WP4 specific requirements.

9.3.1 Authentication and authorization

Specific requirements arise here for local contwdl energy management system inside
residential buildings, where traditional one-sii¢e-&ll security measures should not be imposed
on users in their own home, on top of existing “gibgl” security such as door locks and keys.
Users should be considered to implicitly have #hguired credentials once they are physically
inside the building, which means that contextualisgy, in this case using location itself, in a
set-based model, should be taken as equivalentctasaical security credential. If dedicated
physical controls or a specific interface (deskttatylet, control panel located inside the
building are used, this can be linked directly lte use of the corresponding interfaces. If a
mobile device is used, location should be strictntified as corresponding to being inside the
building. In this case it is the location that neéal be authenticated, which requires both a non-
spoofable location-determination technology andeeuse location management system along
the whole chain

This specificity does not apply entirely to nonidestial buildings, where the building energy
management system would be operated by a techsiatil In this case classical security
measures would be considered appropriate. Onlyoneprivileged use of local controls (e.g.;
the thermostat in an office) may be relaxed to extoal security.

For data centers, the situation is the oppositesagadrity requirements are more stringent than
in other types of buildings. It is preferable to kmause of two access modes: besides the
traditional access card, an additional biometrientdication (fingerprint scanners or retinal
scanning) is requested. For the most secure p#reafata center see the next requirement.

Before to enter in the most secure part of the datater the authorized person has to be
authenticated more times along the path, with esirgly stringent investigations, until at the
computer processing room, where servers, mainfraomesther critical IT equipment are
located.

6 See section 6.2 of D1.11
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9.3.2 Data confidentiality

Specific requirements arise here mostly as conceses privacy for residential buildingdn
principle, any detailed data relayed outside theldimg containing possibly sensitive
information about individual users (e.g. about tmee of various appliances) should be
anonymized before being transmitted. The generaicipte of “separation of concerns”
highlighted in the overall FINSENY smart grid irfze means that in normal operation data
about what happens inside the building should eedrto be transmitted outside the building,
as would be the case if for example individual &ples or equipment where controlled
directly form the microgrid or distribution netwoftr demand-side management purposes.

For non residential buildings confidentiality reggments relate more to the protection against
intrusion and theft than to privacy.

9.3.3 Data integrity

This relates mostly to potential tampering of miegpor that could be altered or tampered with
for fraudulent billing purposes. These requiremamésstandard for such type of data.

9.3.4 Non-repudiation

No specific requirement

9.3.5 Data backup and recovery

No specific requirement

9.3.6 System protection components

Specific requirements arise from the coupling arlgimg of the security measures that would
normally be used for individual subsystems in @itr@nal building where these are vertically
integrated and each have e.g. their own autheiaticat

In a legacy building, a set of vertically integidhtubsystems would usually each use their own
security measures, from top to bottom if they db st@re any infrastructure, as is usually the
case. This would seem to be favorable to secusi#gause compromising the security of one
subsystem does not mean compromising the securiothers (e.g.; finding the key for the
control of the heating does not mean you can cbatevators or door locks). This is however,
akin to “security by obscurity” arguments. An integd system should not compromise
security as state of the art measures (e.g. matltifaauthentication for a non-residential
building) can be used at the scale of the oveyslilesn whereas an isolated legacy subsystem
would most probably use a legacy single-factor extibation.

This could also be true for a residential buildiry®n if, as said before, traditional security
could (and generally should) be relaxed in favocarfitextual security in this case: the overall
security could be biometric (e.g. 3D face recognitiand replace both traditional authentication
by possession (door keys) for physical accessddthiding and authentication by knowledge
(passwords) for access to information systems tire@ome inhabitant is allowed inside

9.3.7 Secure SW/FW Updates

For most data centers the vast majority of traffiagnnocent, so the ability for a system to
identify and act on only real attacks frees up #rdous people and processing resources for
taking appropriate and proactive actions when egtdcks occur. So, it is fundamental to
upgrade the SW control systems in order to faceiffeeof mutating attacks and sophisticated
evasionsi@cluding IP fragmentation, SQL injection and pobnphic attack.

" See section 6.6 of Deliverable 1.11 f&ecurity technologies to protect customer privacginart Grids”

8 Human to device authentication is discussed inD&ekction 4.4.2.2
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9.3.8 Secure Network Design

Today's data center may use more than 130 protecmiservices. Protocols not understood by
network intrusion prevention systems can becomaovedor attacks. When selecting a data
center intrusion prevention system, match up tlo#opols and services supported by considered
solutions with the protocols and services runnimthiat specific data center.

9.3.9 Security Management

One of the most significant requirements of datatere security is the ability to provide
proactive protection without disrupting servicegt®center intrusion prevention systems need
to be accurate and intelligent enough to understamexploit and what it is targeting and then
take an appropriate response (based on vulneyalphttocol and nature of attack) capable of
protecting the server or VM without disrupting gession.

9.3.10 Logging and Audit

No specific requirement

9.3.11 Time Synchronization

No specific requirement

9.3.12 Observation of Policies & Laws
No specific requirement

9.3.13 Transaction Security

In the data center is also important to combinestngurity of transactions with a low latency.
So the data center intrusion prevention requireegion-based architectures that are able to
focus processing resources on real exploits forimmax protection, not treat all traffic to a one
size fits all inspection. Systems that can effitieparse out innocent traffic and focus on
exploits (because of accuracy, protocol fluencyrapriate response capabilities, for example)
can perform at much higher levels, producing muess |latency and use less processing
resources.

9.4 Specific requirements for data center buildings segity

Data centers are created and secured in a physidahlso in a logistical way, to ensure the
security of the stored data and equipment. Therggeapresents the most important factor for
the data centers. Their target is to manage anddifferent applications in a way that the
business for which they are working to access filagefficiently.

Normally, every type of company has a IT securiiqy, which is managed by organizations,
to control the main information services, such las Internet connectivity, intranets, LANS,
WANS and extranets.

For these reasons, in contrast to the conceptonirige for a residential building, in the case of
the datacenter is necessary to draw a distincteawden the Physical Securityrequirements
and the Functional Securityrequirements, as shown in Table 14.

DATA CENTER PHYSICAL SECURITY

Security Description
requirements

Appropriate  wall| Use walls lined with Kevlar, with a thickness oflaast 30cm: it is &
structure concrete and cheap barrier against the elementsxqhosive devices.

Barriers at vehicle Control access to the parkotgahd loading dock with a staffed guard
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entry points

station that operates the retractabliards.

f They must be installed around the perimeter of blidding, at all
entrances and exits, and at every access poinighout the building. A
combination of motion-detection sensors, low-liglameras, camersa
with high zoom and standard fixed cameras is recenuted. Footag
should be digitally recorded and stored offsite.

1S

11%

Intensive use o
surveillance
cameras
Availability of

redundant utilities

Any utility (electricity, water, voice and dgtamust have at leas

redundancy two, i.e. coming from at least two défeé main lines. Thes
lines should be underground and should come irfferdnt areas of th
building, with water separate from other utilities.

—

D

")

lo
d

D

Redundancy of UPS (Uninterruptible Power Supp)y redundancy should take in

UPS & Backup| account the amount of total power required to dpetfze data center ar

generators the length of time required to get the backup gatoerinto service. It is
fundamental to include the HVAC and emergency lightpower
requirements in the power autonomy calculations.

Redundancy of HVAC (Heating, Ventilation, and Air Conditionifghould be redundan

HVAC. They are fundamentals otherwise it is useless te pawer and networ
connectivity if it has to shut down the serversauese they can't be ke
cool. As detailed in FINSENY D4.1, critical to tloperation of the dat
center, the air temperature, humidity level, aral likalth of the coolin
systems must be monitored using sensors and actuato

High quality | The electronic equipment that the data center hcets be extremely

electrical supply

sensitive to “dirty” power. “Dirty” power is that kich has high
frequency noise in the line, varying voltages, ssrgnd other electric
impurities. These electrical impurities can disrapt even ruin sensitiv
electronic equipment. The electrical system shdddested for quality
of power. If not found to be within acceptable taleces, power filter
can be installed to “clean” the power and protdot data cente
equipment.

Explosive detection

The guards have to use mirtorscheck underneath vehicles f
explosives, or provide portable bomb-sniffing degic

Secure air handling

Make sure the heating, vemgaand air-conditioning systems can
set to recirculate air rather than drawing in @aonf the outside. Thi
could help protect people and equipment if thereewsome kind of
biological or chemical attack or heavy smoke spreadrom a nearby
fire. For added security, put sensors in place tmitor the air for
chemical, biological or radiological contaminant.

Cross-checking
access
authentication

It is preferable to make use of two access modesidbs the traditiond
access card, an additional biometric identificatimgerprint scanners g

see the next requirement.

retinal scanning) is requested. For the most squameof the data cente

\

Locking down the
data center cor
with security layers

Before to enter in the most secure part of the datder the authorize
eperson has to be authenticated more times along ptitl, with
increasingly stringent investigations, until at tbemputer processin

located.

room, where servers, mainframes or other critidaleuipment are

o

N
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Protect the
building's
machinery

Keep the mechanical area of the building, whichskesuenvironmentg
systems and uninterruptible power supplies, syriabff limits. If
generators are outside, use concrete walls to esdber area. For b
areas, make sure all contractors and repair cresvacompanied by
employee at all times.

g

|

h

>

Fire protection

The data center should to be equippith a passive fire suppressi

system. That is, one that activates automaticalifh wio human
intervention. These systems come in two main Jasetchemica
suppression systems and sprinkler systems.

There is also a need to have manual gas or spriaktvation switches
portable fire extinguishers, and floor tile lifteptaced throughout th

D

data center. They need to be clearly marked andatnacted.

DATA CENTER FUNCTIONAL SECURITY

Security
requirement

Description

Use of advance
detection system
to avoid ‘false
positive attacks

dFor most data centers the vast majority of traficinnocent, so thg
sability for a system to identify and act on onlhalrettacks frees u
tremendous people and processing resources forgtappropriate an
proactive actions when real attacks occur. So,sitfundamental tg
upgrade the SW control systems in order to facerigee of mutating
attacks and sophisticated evasiomscl(ding IP fragmentation, SQ
injection and polymorphic attacks

Match  up the
resident protocols
and services
supported

Today’'s data center may use more than 130 protoants services
5 Protocols not understood by network intrusion pnéie& systems ca
s become vectors for attacks. When selecting a datgec intrusion
prevention system, match up the protocols and cesvsupported b
considered solutions with the protocols and sesviognning in that
specific data center.

Ability to provide
proactive protectior
without disrupting
services.

ability to provide proactive protection without digting services. Dat
center intrusion prevention systems need to beratzwand intelligen
enough to understand an exploit and what it isetémg and then take 4
appropriate response (based on vulnerability, podt@nd nature o
attack) capable of protecting the server or VM withdisrupting the
session.

One of the most significant requirements of datateresecurity is the

Use of exception
based architectures

+ Data center intrusion prevention requires excegbiased architecture
.that are able to focus processing resources orexgdbits for maximun,
protection, not treat all traffic to a one sizes fdll inspection. System
that can efficiently parse out innocent traffic afatus on exploitg
(because of accuracy, protocol fluency, appropriesponse capabilitie
for example) can perform at much higher levels,dpoing much less

latency and use less processing resources.

v UJ

Table 14

Physical and functional security requirements fdata center
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9 Conclusion

This document has proposed an architecture spatificthat may seem very far removed from
an actual ICT architecture instance for one pdeichuilding. This genericity is not a liability
of this architecture; it is its defining characséic. The architecture specified in this document
has been intended as a common basis, not only iftelydifferent types of buildings (from
possibly, individual homes to office buildings, élstand data centers), but also for a full range
of ICT applications operating on the hardware ekthbuildings. Among these, building energy
management, i.e. managing a building as a smadit endpoint, is but one smart building
application, sharing a common infrastructure witheo smart building applications that will
have access to the same interfaces to control anitanthe building hardware.

We have presented a comprehensive and generic bmiding infrastructure, aligned with
both the Smart Grid Architecture model and the BravloT framework, especially the device
vs. thing/entity distinction. We have presentearge of home & building energy management
solutions that may operate on top of a smart bagidi

Contrary to microgrids or electric vehicle managaetmgystems, the domain of buildings does
not start from a clean slate. The present situatibbuilding management systems, with a
juxtaposition of closed, vertically integrated dedied systems, is almost at the opposite end of
the spectrum from what is proposed here. A fulllanpentation of this architecture, even in a
few select instances, remains a long-term goal,contd even say even an ideal. Prototypes for
new buildings can be envisioned in a shorter tdrat,in this domain, a proposal that would
apply only to new buildings would be totally ussles

It is only realistic to assume that, for buildirtgsbecome smart and get connected to the smart
grid, existing systems wilhot be scrapped and buildings wilbt be retrofitted from scratch.
This means a smart buildings architecture shoudd wéh legacy building plarat all relevant
levels from hardware to communication to software, inflexible best-effort way. The
approaches used for state of the art softwaresimtreture are too brittle and ill-adapted for this
as they work in an all-or-nothing way: either atitgrtype or an interface is known and it can
get integrated, or it is unknown and nothing cardbee with it. Integration of legacy systems
and legacy hardware should occur with incremerpar@imation, taking in all the available
information about the relevant entities and matghirem with relevant models.

Sharing infrastructure and integrating legacy renthe biggest challenges for future projects to
address in this domain.
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Acronyms and Abbreviations

ADSL Asymmetric Digital Subscriber Line

API Application Program Interface

ATM Asynchronous Transfer Mode

BACnet Building Automation and Control Networks data coumitation protocol

BAL Building Abstraction Layer

BAN Building Area Network — synonym for HAN

BEMS Building Energy Management System

BPL Broadband over Power Line

CDMA Code Division Multiple Access

CIM Common Information Model

CIS Customer Information System

CPS Combined Photovoltaic System

DER Distributed Energy Resources

DMS Distribution Management System

DNP Distributed Network Protocol

DNP3 (Distributed Network Protocol) is a set of comnuations protocols used
between components in process automation systems.

DOCSIS Data Over Cable Service Interface Specification

DRbizNet Demand Response Business Network

DSE Domain Specific Enabler

DSO Distribution System Operator

ebXML Electronic Business using eXtensible Markup Laggua

EMS Energy Management System

FAN Field Area Network

GE Generic Enabler

GID Generic Interface Definition

GPRS General Packet Radio Service

GPT General Purpose Technology

HAN Home Area Network

HGI Home Gateway Initiative

HVAC Heating, Ventilation, and Air Conditioning

ICCP Inter Control Center Protocol

IEC 60870 Standards that define systems used for teledontro
IEC 61850 Is a standard for the design of electrical sulmstaautomation.

IEC 61970 Series of standards deals with the applicatimgngam interfaces for energy
management systems (EMS)
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IEC 61968 Is a series of standards under development wllhtdefine standards for
information exchanges between electrical distriougystems.

LAN Local Area Network

MPLS Multiprotocol Label Switching

OMS Outage Management System

OSGi Open Service Gateway initiative

PAN Premise Area Network — synonym for HAN

PC Personal Computer

PHEV Plug-in Hybrid Electric Vehicle

PLC Powerline Carrier

RES Renewable Energy System

SAE Society of Automotive Engineers

SAN Substation Area Network

SCADA Supervisory Control and Data Acquisition

SGAM Smart Grid Architecture Model

SOAP Simple Object Access Protocol

SONET Synchronous Optical Networking

WAN Wide Area Network

WDM Wave-division Multiplexing

WiFi is a mechanism that allows electronic devices thamge data wirelessly over a
computer network using the IEEE 802.11 family einstards.

WIiMAX Worldwide Interoperability for Microwave Access

Wireless meshls a communications network made up of radio noglgmnized in a mesh

WMS
ZigBee

topology.
Work Management System

is a specification for a suite of high level comnwation protocols using small,
low-power digital radios based on an IEEE 802 saashdfor personal area

networks
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