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Executive Summary

Future Internet technologies are playing a criticéé in the development of Smart Energy infradtices

by enabling new functionality while reducing cosisid these new features are the result of the aisaly
of scenarios and requirements that support theeretbre one of the most relevant objectives for the
FINSENY project is identify, describe, consolidated share the ICT requirements of Smart Energy
Systems from the view point of the use of the Feitunternet core platform services and infrastrietur
that is being designed in the FI-WARE project, dtiéis that are performed by WP 7 — Consolidation.

The objective for th&VP7 — Consolidationis the assembly of the results from the scenaris\(2- 6),
the analysis and evaluation of the ICT requiremants the organization of the interaction with tlleeo
FI-PPP use case projects, FI-WARE as well as INFW\trial planning.

Consequently, the activities performed until nowomder to document the requirements available im th
deliverable can be summarized as follows:

1% Step: Specification of the FINSENY scenarios ase Qases performed by WP2 to WP6.

2" Step: Derive and Specify the ICT Requirementsteeléo the Use Cases and describe them as Internal
Reports for the WP7.

3 Step: Consolidate the ICT Requirements and seemd th the Architecture Board.

The current document, consolidates (e.g. filtelismipates duplicates, improves descriptions, etice)
lists of requirements produced individually in WdPlackages 2 to 6. The document is composed of the
following sections:

» The description of the methodology and templates! whiring the process.
* A Summary Section for the Use Cases and ICT Remeints identified by WPs 2 to 6.
» Templates (filled) used to consolidate and to reff@ ICT requirements to AB (Annex | and Annex

).
It is important to highlight that during the firpthase of the scenario specification, the latterewer
conceived from the viewpoint of the final usersesfch and every energy landscape areas handled in
FINSENY (see below the WP short descriptions). &fae the ICT requirements at this stage capture
only general aspects related to ICT already orgahiz different functional categories.

From now on, the scenarios will be refined in ortebe decomposed in a way that they will incogper
the use of FI-WARE chapters and enablers. Thesdfwe actual requirements will be further elabatate
in an iterative process, interacting with FI-WAREdugh the AB and by using the Source Forge tcal th
has been released in September 2011.

A short description of the WPs that contribute witie Use Cases and the ICT Requirements in this
deliverable is:

 WP2 defines the ICT solutions for reliable and @éfint operation of future Smart Distribution
Networks taking into account large share of De@diaed Energy Resource services and flexibility of
the grid.

« WP3 identifies the ICT solutions to efficiently nitor and control Microgrids and their
interconnection to the larger grid.

* WP4 addresses ICT solutions for intelligent enemgnagement for buildings and the interfaces to
relevant market players.

* WHP5 considers the necessary ICT infrastructureuppart large scale charging of plug-in electrical
vehicles.

» WHP6 studies ICT solutions for a future electroniarket place for energy and the interfaces to the
various market players.
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1. Glossary of Terms

The glossary of terms used in this deliverable banfound in the public document Glossary Terms
v2.2.doc also available attp://www.fi-ppp-finseny.eu/. Specific terms and abbreviations used in this
deliverable can be found in ChapEeror! Reference source not found.

2. Introduction

DeliverableD7.1 - First set of consolidated ICT requirementsd the AB documents the methodology
and templates used to consolidate the ICT Requimtsneompiled from the different scenarios and
provided to the Architecture Board.

The objective for theeliverable is to document the consolidation process of tbalte from the scenario
WPs (2-6) by analyzing and evaluating the ICT regjaients described in the Internal Reports prepared
by the Use Cases WPs and report the results ast &ét of ICT Requirements to the Architecture iBloa
of the FI-WARE project.

To meet the objective for the deliverable D7.1 W&2VP7 performed the following activities executed
sequentially:

» 1st Step: Specification of the FINSENY scenarios @nUse Cases performed by WP2 to WP6.

This step has identified in each of the Work paekag to 6, relevant scenarios in the Smart Energy
domain that will make extensive use of the Futmterhet. These scenarios were conceived from the
smart energy landscape insights perspective, anglyze stakeholders and use cases that are rélevan
in the smart energy domain. The results are doctedemn the DX.1 deliverables of the above Work
packages.

» 2nd Step: Derive and Specify the ICT Requirementsalated to the Use Cases and describe them
as Internal Reports performed by WP2 to WP6.

These Internal Reports gather thésgkt of ICT requirements gathered by the FINSENYjgmt. The
process is based on the previously specified steEnand use cases that are presented in the project
deliverables DX.1.

The Internal reports include an analysis of théengef Reference Scenarios and the outlaying Building
Blocks were performed, producing different requiegnts that are categorized and described.

e 3rd Step: Consolidate the ICT Requirements and sendhem to the Architecture Board
performed by WP7.

The first activity was to determine a Template Rarquirements to:

o Clarify any ambiguity related to classifications.

o Define the scope of the template carefully.

o0 Avoid unintelligible assumptions.

0 Involve ALL WPs from the beginning.

0 Agree collectively in a template format that suiédisscenario needs and specificities.

Once the template was agreed, the subsequenttiastiviere directed to consolidate the ICT
Requirements by grouping them first based on aidimiin two main categories:

0 General and component requirementscontains mainly subcategories that are common toyma
ICT systems, e.g. interoperability, scalabilitjability, availability, physical media, future-pod
system, and environmental requirements. To propernage the sub-categories a categories
layers list were prepared to group them.

o Functional and technical requirements lists subcategories from more functional pointl©f
systems: Performance, QoS, service orientationagement, usability, and security.

Finally, teams were identified to strengthen thguieements according to their characteristics and t

finally integrate the results into a single temelathis allowed the staff to meet the reportingdsee

for the ICT requirements defined by the AB.

The requirements themselves are documented in rdetail in two separate Excel-Files; one for
FINSENY consolidation purposes and another to tegher ICT Requirements to the Architecture Board.
Since the requirement analysis just started, fartkquirements are presumably to be discovered and
existing ones elaborated on during the next motdhweet the FI-WARE chapter and enabler Backlog
and development process.
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Tools and templates are useful to support the remgnts engineering process. Within the FINSENY
project, WP 7 provides a standardized templateetdeve and manage requirements to all Work
Packages as an Excel-File. Moreover, the ArchitecBoard has also provided their own Excel template
to receive the ICT Requirements resulting from tee Case Project of the FI-PPP. WP7 template
follows very closely the latter.

Although the use of two different templates reguiggditional work for conversion and alignment,
FINSENY decided to keep both updated in order wuemthe greatest amount of information available
for the next phases of the project. In order takiyiget the first set of ICT requirements the téesders

of WP 2 to WP 6 provided a reduced version of tiéSENY template, which is used in this document.

The consolidation process of the found requiremengsle obvious that many requirements can be
derived from more than one use case and thatdtusial to find the right level of detail. Importan
guestions were and will be asked throughout thealiation phase, the most relevant ones at thigest
were those concerning particularity and generalitthe recorded requirements. The most importaskt ta
was to classify the requirements eliminating dwgiks, inconsistencies and common related ICT aneas
which the requirements could lie.

Work on this topic is just in the early stages andhas to be continued

In order to create generic and specific ICT enablidre identified requirements, need to be brolkemnd
to a lower level of granularity and consolidatioffioets need to be enforced. At the same time, new
requirements might appear during future discussions

Finally, a brief description of each WP will allamderstanding more clearly the scope and complexity

the consolidation process carried out (see FiguRNN'SENY Work Packages):

» WP2 defines the ICT solutions for reliable and @éfint operation of future Smart Distribution
Networks taking into account large share of De@diaed Energy Resource services and flexibility of
the grid.

« WP3 identifies the ICT solutions to efficiently nitor and control Microgrids and their
interconnection to the larger grid.

» WP4 addresses ICT solutions for intelligent enemggnagement for buildings and the interfaces to
relevant market players.

» WPS5 considers the necessary ICT infrastructureupipart large scale charging of plug-in electrical
vehicles.

» WHP6 studies ICT solutions for a future electroniarket place for energy and the interfaces to the
various market players.

WP 1
Consensus Building & Impact Creation
T wea 7 wes wpa ) WP5 WP6
Smart Regional-/ Smart Buildings Electric Mobility Electronic Market
Distribution Microgrid Place for Energy

Network

Scenario
Evaluation

Scenario
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Scenario
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[ ]
[ ]
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[ J
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e
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Consolidation
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Domain Specific Enablers & Experimentation
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Figure 1: FINSENY Work Packages
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The vertical Work Packages cover the five scenakibgh gain most from the use of ICT in the future
Smart Energy landscape. Each Work Package followsndar methodology in building the specific
scenarios from various building blocks (Use Casasitifying prominent ICT requirements, describing
possible solutions and subsequently scenario spéd#l plans.

The transversal Work Packages deal with topicsahatelevant for several or all scenarios, codatdi

the results from the different scenarios and previt contact points to other projects:

* WP1 is the instrument to ensure coherence of ttlenteal, business and market related activities of
the project by providing the technology frame wddt the scenarios, examining the research
landscape, standardization, regulation and evalgatiajor cross-cutting topics (i.e. Security). dt i
also responsible for the dissemination and exploiteof the project results.

* WP7 consolidates the requirements from the scenamal identifies the common enablers together
with the technology platform and the other usagm arojects. It will further select and describe th
trials for the second phase based on the input ftioen vertical WPs and WP8. A continuous
interaction with the vertical WPs will assure a ihnated approach and consistent functional ICT
architectures. This will be organized by the Projglanagement Team (PMT) and the Technical
Manager (TM).

» WP8 develops domain specific enablers in ordeufpsrt requirements which are not covered by the
common enablers. A proof of concept will be doretifie most relevant domain specific enablers.

»  WP9 is responsible for the overall project manageme

ConsequenthD7.1 — First set of consolidated ICT Requirementsotthe Architecture Board (AB) is
the result of performing the 3 Steps as descrilefdrb. The document is composed of the following
sections:

» The description of the methodology and templatesl wkiring the process.
* A Summary Section for the Use Cases and ICT Reqeints identified by WPs 2 to 6.
» Templates (filled) used to consolidate and to refier ICT requirements to AB (Annex | and Annex

).

This initial work is based on existing knowledge ttve selected Building Blocks (Use Cases) and the
resulting ICT Requirements don't cover all ICT adgeof DNs as each building block is considered
individually and for example aspects concerning pheallel processing of the building blocks are not
considered yet.

This will be done for the final version of the IQ€&quirements in parallel and interaction with the
definition of the Functional ICT architecture whighll also take such aspects into account. The ICT
requirements will be used for the definition of coon and domain specific enablers within FI-WARE
and FINSENY and it is expected that they are alsotributed to the ongoing European Smart Grid
standardization activities (CEN/CENELEC/ESI SmaridGCoordination Group) for the definition of
standardized functions and protocols for the Si@aid.
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3. Overview of the FINSENY Methodology

The FINSENY Project developed its own methodolaggsttract and analyze the ICT Requirements from
the Use Cases but the FINSENY Methodology has takeraccount the following documents:

¢ IntelliGrid Methodology for Developing Requiremeffits Energy Systems.
¢« Recommendations for the Description and Managemkhtse Cases for Smart Grids developed by
Deutsche Kommission Elektrotechnik Elektronik Imf@tionstechnik (DKE).

Other relevant documents related to requirementbadelogies reviewed and analyzed were:

« Towards a Goal-Oriented Requirements MethodologseBan the Separation of Concerns Principle
¢ Security Quality Requirements Engineering (SQUAREXhodology

« PDM: A requirements methodology for software systarthancements

¢ PlasTEP - Standardisation and requirements: Methggidor comparison

¢ Agile Requirements Modelling in Requirements Engitireg

Each and every one of these documents were anabsddevaluated from the perspective of the
Consolidation of ICT requirements and all have laadimpact on the methodology described in this
chapter.

But most important was IntelliGrid Methodology foeveloping Requirements for Energy Systems with
Recommendations for the Description and Managerokhise Cases for Smart Grids as a document
validator of the results to be achieved. Consedydimt next two sections below describe the fouiodat

of these documents.

* Defining the Business Cases Hierarchy
¢ Describing the List of Functions : Scenarios and
Use Cases)

* Consolidation of ICT Requirements
* Developing ICT Requirements template for the
Architecture Board

» Source Forge interaction and Backlog entries to |

Y.
-
FI-WARE Dol e )
* Refine the Architecture to be considered in é : e“ @l“_ﬂ; ; ﬁ -ware
/ &
- = .‘ F.

FINSENY s
=
NSENY

Figure 2: Requirement elicitation Methodology ilfNSENY

3.1 Methodology fundaments

3.1.1 IntelliGrid Methodology for Developing Requirementsfor Energy Systems

3.1.1.1 Objectives of this Specification

As defined by the IEC, the scope of IEC TC8 is poehare and coordinate, in co-operation with other
TC/SCs, the development of international standaws other deliverables with emphasis on overall
system aspects of electricity supply systems andcapptable balance between cost and quality for th
users of electrical energy. Electricity supply systencompasses transmission and distribution nkswvor
and connected user installations (generators adt)avith their network interfaces.”

IEC TC8 is therefore developing this Publicly Awdile Specification (PAS) with the following
objectives:
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* To develop a standard methodology for determinind defining user requirements in a consistent
and comprehensive manner. Standards often addrdgshe technical issues that are included in
technical specifications; however, it is just asmho develop standards to assist users to cleauty
comprehensively define their requirements.

» To clarify the distinction between “user requirensdn(the “what” as needed by power system
experts) and “technical specifications” (the “hoa8 technical descriptions of systems, applications,
and information flows to meet the “what”). Currgnthis distinction is an “invisible line” so that
often the “what” and the “how” are mixed togethemvth technology-oriented project engineers
jumping directly to the “how” without fully explonig the “what” with the power system experts.

» To emphasize the critical need to determine alt usguirements first, before any commitments are
made on “how” to meet those requirements. Becaus®ation and control systems are so complex
and are becoming increasingly so, if all requiretseme not clearly defined first, then the prematur
design of systems can block or seriously hindertimgehose requirements that were not initially
recognized.

* To provide a means for testing the systems oncéeimgnted to ensure that the user requirements are
truly met, regardless of what standards and tecigies are ultimately incorporated by the vendors.

3.1.1.2 Scope of the Specification

This Publicly Available Specification (PAS) definaanethodology for power system domain experts to
determine and describe their user requirementadtomation systems, based on their utility business
needs. This methodology was originally developegas of the IntelliGrid Architecture developed by
the Electrical Power Research Institute (EPRI)aaseans to implement the “IntelliGrid vision” ofeth
automated, self-healing, and efficient power systée future.

3.1.2 Recommendations for the Description and Managemertf Use Cases for Smart
Grids

Deutsche Kommission Elektrotechnik Elektronik Informationstechnik (DKE)

This document take into account the complexitytef smart grid especially because of the variety of
actors and systems and details recommendationsvelap use case descriptions that could be used to
create a common understanding and for the developamel identification of interfaces and data models
From the point of view of DKE, the identificatiorf needs for standardization play a decisive role in
addition to the objectives stated above.

In this context, use case descriptions are to tabkshed for various target groups, such as cormepan
the energy industry, IT manufacturers, equipmentnufecturers, standardization organizations,
legislators, and companies from other sectors thamrnergy industry.

In order to master the challenges associated wighcbmpilation and management of use cases, it is
recommended that the process is structured by mgiéing of the following measures:

» Use of conventions: Guidelines, for example, of imgrconventions and particular UML diagrams
for the presentation of graphics.

» Limitation to the essentials: Avoidance of reduraes, for example, and reduction to relevant
information only.

* Use of familiar/proven methods/approaches: Relyifag, example, on familiar/proven modeling
languages such as UML.

» Tool support: Use of software tools to reduce mamuak, especially for quality and consistency
assurance.

Requirements for technical process support

Additionally the document describes the method $sist the activities of use case identification,

processing and by information technology to ensapéd and consistent processing and demand-driven
management and analysis facilities. A technicautsmh should therefore cover these functions of

identification and processing, management and use.

» Functional requirements

The technical solution should enable recordingheftext of the use cases, structured in accordaithe
the extended IEC/PAS 62559 [6] template. Apart friim text, integration of graphical representations
(e.g. UML diagrams) at the locations provided ie tamplate should also be possible.

» Non-functional requirements
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Together with the requirements stated in the pres/gection, non-functional requirements which heave
effect on the handling of the system and on itsalbilur are also to be taken into account.

The support tool should be easy to use and inalitiunderstandable, and should only require a ahall
learning curve, as the aim is to give as many geaplpossible the opportunity to contribute thdiais to
the standardization work.

Furthermore, cultural and political requirements & be taken into account; the Enterprise Architec
tool, for example, is used for IEC standards 6188870, which makes it advisable to provide an expor
function to this tool or aim for an implementatiosing it. With regard to the contribution of theeuses
to be compiled with the tool, multilingual supptalso desirable as it could lead not only to grease

of the use cases compiled but also to a largempgobusers for use case compilation and import.

3.2 Management of ICT Requirements

A goalis a high-level objective thatthe W3ase under consideration should achieve.rim &an
ICT requirement is a description of a system sereicconstraint needed by a Use Case to achievala g
So, an ICT requirement specifies how a gdaukl be accomplished by a proposed system.

Besides the services and the quality regirist that a system should provide, an ICTiregnents
also should include the application domain rinfation and the organizational context where the
system will be applied. From this point of view, wen identify three types of requirements: fiorail,
non-functional and organizational requirements.is important to distinguish the types of
requirements since they have different charisties and therefore, by means of this dgion,

we can choose the adequate methods and teesnithat should be used during ICT Requirements
process.

The traditional approaches used in software devedop are driven by functional requirements anelirth
focus is on achieving the desired functidyatif the system. However, a broader view of
software developmentis one that goes beyhreddescription of system functionalities, alsduding
organizational and non-functional requirements requirements specification.

3.2.1 Functional Requirements

Functional requirements (FRs) capture the intergdviour of the system in terms of services, tasks
functions the system is required to perform. Thiad of requirement is generally specified by mea
of inputs, processing, outputs, controls, ekoep and entities. The more common technigfars
specifying functional requirements are: useesasscenarios, data flow diagrams and stamsition
diagrams. Currently, use case is the most usediggao capture and represent functional requirgmen
especially in object-oriented software development.

A use case describes a set of interactions betaetns and the system necessary to deliver théceerv
that satisfies the user goal. It also inclugesssible alternative sequences that may satisy goal,

as well as sequences that may lead to &ilur completing the service because of exceptional
behaviour, error handling, etc.

3.2.2 Non-Functional Requirements

Non-functional requirements (NFRs) are requiremehtg impose restrictions on the product being

developed (product requirements), on the developrpestess (process requirements), or they specify

external constrains that the product/process mest ifexternal requirements). These constraintslliysua

narrow the choices for constructing a solutionhi® problem.

The distinction between functional and non-functilorequirements may cause confusion. Some NFRs

characteristics are used to distinguish them fronctional requirements:

* NFRs are focused on how the software must perfasmeshing instead of focused on what the
software must do.

* NFRs “cross-cut” software functionality.

* NFRs express constraints or conditions that neeloetsatisfied by functional requirements and/or
design solutions.

» Different from functional requirements that carl fai succeed, NFRs rarely can be completely met:
their satisfying is accomplished within acceptdltets.

Most approaches to systematically deal with norefienal requirements focus on specific NFRs such as

security and performance. In turn, the NFR Framéwan be applied to a variety of non-functional
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requirements. In this approach, NFRs are treateds@ft goals to be satisfied by means of
operationalization’s (operations, data represesratiarchitectural decisions, etc.).

Although non-functional requirements are crucial §ystem development success, they are seldom
analyzed and, even when they are considdtety, are generally poorly documented:

1. They are often stated in requirements spetifios just as abstract, vague and informal
declarations such as: “the system should have geodrity, performance, confidentiality, usability”.
This kind of declaration makes it difficult to apa¢ and to verify how to meet the non-functional
requirement. Moreover, it may be ambiguous sirifferént interpretations about the real meaning of
the NFR are possible. For those reasons, we advdieat abstract declarations of NFRs need to be
broken down into smaller components and tleenverted into operationalization’s that together
contribute for achieving these NFRs.

2. Normally, non-functional requirements are not doeuted in a specific artefact. On the contrary,
they are declared repeatedly in each function&fact affected by them. This fact contradicts the
separation of concerns principle and, consequetitly,requirements comprehension, evolution and
reuse are damaged.

3.2.3 Prioritize ICT Requirements

In most cases, the Use Case Projects will be uriablaplement all of the ICT requirements due tckla

of time, resources, or developing changes in ttadsgaf the project. Therefore, the purpose of dait is

to prioritize the ICT requirements so that the FARE can choose which ICT requirements are relevant
and in what order. Thus, the categorization ofl@iE Requirements is crucial for prioritization.

The available prioritization methods are flexibledacan be as simple as unstructured deliberation
between the Use Case WP but for the FI-PPP relategects the Architecture Board defines the
prioritization values as follows:

 MUST - Features that absolutely have to be done asgyoared as “Must”. If any of these features
are not done, the project will be considered aifail

 SHOULD - Features that are important to the successeoptbject, but are not absolute musts (they
have a workaround or will not cause the projedatt) are categorized as “Should”.

* COULD - Features that are nice to have but are notfeateres are categorized as “Could”.

* WON'T - Features that are not going to be implementsdithe are marked as “Won't".

Therefore the FINSENY project decided to handléff2iient priorities, one related to the priority e

ICT Requirements to the project itself and the pthree that will depends on the feedback to be vecki

from FI-WARE project.
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4. ICT Requirements of Work Package 2 to 6

4.1 WP2 — Distribution Network

All smart grid solutions rely on the Distributionelvork so this must be seen as a key enabler fpor an
future improvement in efficiency, safety and suwsaility of the energy supply. However, any
improvement in the Distribution Network will be yeexpensive because its size is huge, including
thousands of primary substations, hundreds of #nmis of secondary substations, tens of milliongriof
user connections in each European Country.

4.1.1 WP2 Use Case Summary

4.1.1.1 Mobile Work Force Management (MWFM)

It covers the ability for field crews to have aceés work orders in the field. The main issue alibig
UC is to use pervasive means of communication optiespecially in case of disturbance of regular
communication.

4.1.1.2 Fault Location, Isolation and Service RestorationELIR)

This building block (UC) describes the proceduriésraa fault until the service is restored. It imdés the
identification of a fault, determining its locatioisolating the faulty section and reconfiguring tjrid to
re-energize these sections as quickly as possible.

4.1.1.3 MV DAC from utility control Centre (MVDAC)

Data Acquisition and Control of real and non-réalet information of MV electrical network from the

utility control Centre. The differences from theealdy deployed HV or VHV DAC are the size of the
network (more than 100 times bigger) and the locatf the controllable elements which are closest t
the customers.

4.1.1.4 SG Energy Control of Power Inverter (SGEC)
This use case describes the interactions, mechar@adhthe interfaces of power inverters in contéx
smart grid. Power consumption from the grid as wslpower infield into the grid is considered.

4.1.1.5 Dynamic Control of Active Components (DCAC)

This building block (UC) covers the dynamic cont(performed automatically) of distributed active
network components on substation level with thel doaensure stable and energy efficient network
operation.

4.1.2 Summary of WP2 ICT Requirements before Consolidatin

WP2 Name Category Short Description Priorities
ID
1 | Interoperability | Interoperability | Interoperability on MUST
on IT (Server) - North-bound IT I/Fs between DSO, Aggregator and
level VPP wrt process and application data and database
formats
- South-bound IT I/Fs wrt device information mode|s
2 | Interoperability | Interoperability | Interoperability between COULD
on IT (Server) - Central Dispatch System IT I/Fs and
level 2 - Field Mobile Devices (Smart Phone or/and laptop)

wrt process and application data and database fserma
utilizing various communication links

3 | Interoperability | Interoperability | Interoperability on MUST
on - North-bound CT I/Fs between DSO, Aggregators|
Communication and VPPs wrt intra and inter-company
s Technology communication
(CT) layer - Standardized South-bound I/Fs wrt SG-devices

communication
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4 | Interoperability | Interoperability | Interoperability on Communicatidechnology (CT) | COULD
on layer requires utilization of any useful link aadle
Communication under disturbed operating conditions.
s Technology
(CT) layer 2
5| Time Interoperability | Today the Internet does not show deterministic MUST
Synchronization behaviour. However, within a smart grid
measurement values are transported which could
require a fast transport (e.g. phase measurements)).
Also alarm signals sent out by components should
arrive to the components” controller with low latgn
In order to achieve this the following methods coul
be applied:
In case of scheduled actions a time based plamfing
the communication could further optimize the
communication load within the communication
network, as there are (in ideal case) no collisigitis
occur. This could be achieved by setting up a
planning of telegram slots. The control of the
components in the grid is then done using a time-s|
controlled data-/telegram transfer. It would beggio
to reserve some slots for the above mentioned cases
(alarm, high dynamic measurement values). The
necessary number of reserved channels depends pn
the MTBF of the network (because the number of
alarms relates to the MTBF).
In case that planning is not set in place a time-
stamped telegram could be used in order to interpre
e.g. metering data in a more precise way. However,
that method is maybe not good enough for alarms
But in both cases the deterministic of the
communication network is enhanced.
Reserved time-slots are normally realized by
synchronization of all time-bases which are pregent
the various components of the grid. That
synchronization could be done on various ways. One
way is to use the time signals which are spread vig
satellites or terrestrial broadcast.
6 | Scalability on Scalability Scalability of the IT systems and théfs to allow MUST
IT (Server) level for system expansion
7 | Scalability of Scalability Scalability of communication networksnoecting MUST
Networks - North-bound IT I/Fs (Enterprise Bus) between
DSO, Aggregators and VPPs incl. intra and inter-
company connections
- South-bound IT I/Fs to SG-devices
8 | Scalability on Scalability Scalability of the IT (central and mig)isystems to | COULD
IT (Server) level allow for system application and I/F-type expansion
and between Central Dispatch System (CSD) and Fielg
Communication Mobile Devices (FMD).
s Technology
(CT) layer
9 | Reliability and | Reliability and | Reliability of IT operations towards Aggregator, ’R MUST
availability on availability or DSO processes, applications, databases and SG-
IT (Server) level devices.
10 | Reliability and | Reliability and | Reliability of CT layer I/Fs towards Aggregator, NP MUST
availability on availability or DSO and SG-devices.

Communication
s Technology
(CT) layer

P
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11

Handover
Management

Reliability and
availability

The communication handset device used by field
worker to synchronize work orders should have thg
availability to manage the handover between seve
commutations media in a transparent way.

The best media should be selected regarding the
needed in term of latency, jitter and bandwidth.

In case of a crisis situation (a tempest for exan
crisis media (such as Private Mobile Radio) shdad
available for data communication with the same
handset device used by workers during “normal”
situation

SHOULD

D

ral

DOS

12

IP mobility

Reliability and
availability

From the Dispatch System point of view, the
communication system must be able to “push” dat
the worker handset whatever the telecommunicati
medium the worker is currently using, even if Bs |
address has changed.

SHOULD
o to
bN

13

Adaptation of
application to
available
bandwidth

Reliability and
availability

If a low bandwidth media is used (for example ie tl
case of a crisis situation after a tempest), timérak

SHOULD

IS Dispatch System must adapt its response acagprdin

to the bandwidth available: only the core datahef t
work order are sent and not the attached files.

14

Scheduled
actions

Reliability and
availability

Scheduled actions are to be used to transmit
automatically a pre-defined set of data to and#fmmf
the power site (eg. power inverter) without sending
messages for ordering that data in before. Such dg
could be regular status information, metering data
meteorological data, etc.

If the transmission time is not deterministic agim
stamp should be part of the transmission.

SHOULD

15

Failsafe
Mechanisms

Reliability

As stated in the power inverter useecdsscription,
the inverter can have different communication
partners (TSO, DSO, Aggregator, Virtual Power pl
...). However, just one communication partner
(“Controller”) is allowed to control the invertdsut
several communication partners could be
simultaneously informed about the status of the
inverter and/or additional information like metegin
and/or forecast data.

From this the communication links and the kind of
information to be transported need to be enabled
between the inverter and the relevant communicat]
partners in a flexible way. However, in case the
“controller” went into an error-state and is unatue
continue sending valid control-signals to the pewe
inverter, the communication watchdog (built-in the
inverter) would automatically shut-down the powe
inverter after the projected watchdog-time is over.
that case the complete power feed into the gridavg
be lost immediately, which could result in further
shut-downs within the grid. From this there must b
installed a fast mechanism which enables a fast ta|
over of the control task by another “controller” in

order to continue power processing by the inverter.

Of course, not only the control task must be stljfte
but also all relevant data necessary to perform the
controller function.

MUST

ant

c

oyl Y’

16

Backup of
communication
links

Availability

Backup solution should be provided fibe
communication links. Interfaces enabling
communication should operate also at the time wh
the DSO grid is down. Exception can be a LV PLC

COULD

link.

P
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17 | Single point of | Availability It should be assured (to the most plolesextend) that COULD
failure if a component fails, it fails in a manner that sloet
avoidance impact other parts, nor generate unnecessarycraff

on the ICS, nor cause another problem elsewhere
such as a cascading event, which would affect other
parts and functions.

If that cannot be assured a backup/redundancyéor| t
component has to be provided.

18 | Dedicated or Physical Media | Control from an Aggregator, VPP &Mneeds MUST
Shared appropriate transport network capacity, which mey b
Transport supplied by a dedicated operator on an exclusive ¢r
Infrastructure shared basis

19 | Dedicated o Physical Medi | The Communication Technology (CT) layer requ | COULD
Shared utilization of any useful link available under
Transport disturbed operating conditions.

Infrastructure 2 This may be supplied by a dedicated operator on an
exclusive or shared basis

20 | Telco Physical Media | Control from an Aggregator, VPP &Mneeds COULD
Infrastructure appropriate transport network capacity, which mey b

supplied by a Telco operator

21 | Telco Physical Medi | The Communication Technology (CT) layer requ | COULD
Infrastructure 2 utilization of any useful link available under

disturbed operating conditions.
This may be supplied by a Telco operator.

22 | Future-proof Future-proof Future-proof system design wrt to modularity, MUST
system design | system standardization, maintainability and HW/SW
requirements upgradeability

23 | Persistent data | Future-proof SG devices must contain enough non-volatile MUST
storage system memory (e.g. flash memory) for storing

measurements, internal data, and enable future
firmware and software updates.

24 | Environmental | Environmental Communication equipment for SG-fidklsices / MUST
Requirements Field Mobile Devices and IT (Servers) operated
for Information reliably under different environmental conditions.
and
Communication
Technology

25| Availability in Performance Availability in end points COuULD
end points

26 | Availability in Performance Availability in central points COuULD
central points

27 | System Performance Non critical components: 99.5% + atslity COULD
availability System-critical components: 99.9% +

28 | Maximum Time | Performance Maximum Time to Repair COULD
to Repair
(MTTR)

29 | Mean Time Performance Mean Time Between Failures COULD
Between
Failures
(MTBF)

30 | Latency Performance The communication infrastinecmust offer a COULD

guarantee on the maximal round trip time for
messages (from the application on the originator
device to the destination device and back)
31 | Delay and Jitter| Performance Delay and Jittestrbe controlled for Telecontrol | COULD
Function

32 | Bandwidth Performance Bandwidth requirementdvigrsecondary COULD

substation:

33 | Bandwidth Performance Bandwidth ~ 100 kbps COuULD
allocation

34 | Packet Loss Performance Packet Loss for MV skngrsubstations COULD

35 | Batteries Performance All ICT elements that provide Telecolfiinction COULD
Autonomy must have a Battery that isolate them from the powe

supply
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36 | QoS —networks| QoS Every network (or network)smould be able to COULD

manage differentiated services through the
management of priority levels. Instead of DiffServ
e.g. MPLS label switch path protocols can be used.

37 | QoS - QoS Relevant applications may be implemented using| SHOULD
applications priority aware libraries.

38 | High priority QoS In case of alarms, e.g. in conjunction with pow MUST
asynchronous inverters, the according asynchronous messages must
messages be transported very fast to the controller, asnadar

normally reflects a very soon loss of energy
production. In order to further guarantee the $tgbi
of the smart grid, therefore, this information mhst
transported with highest priority or via reserved
communication channels.

Without time-synchronization just the priority dfet
(asynchronous) telegram can be used to reduce the
latency from submitting the message until receiving
it.

39 | Service Service oriented| A service discovery mechanism needs to be specifidédUST
discovery approach and implemented in order to set the communication
mechanism to network CoS according to the SG-devices’
set appropriate communication requirements.

CosS for
communication

40 | Communication| Management The devices of the system shall suppaetwork MUST
s network management system (NMS) e.g. SNMP and MIB fpr
management network information management. The management

system should provide visualization of the stafius o
all network elements for easy overview of the whole
network.

41 | Data Management The use case involves handling (proagssi MUST
management analyzing, semantically classifying and accessing)

large volumes of data that partially have to beesto
for later use (e.qg. billing, planning, historicaladysis,
regulation). The data must be kept consistent and
synchronized with other systems within seconds.
Data consistency has to be executed by
DMS/SCADA system

42 | Data values Management The use cases involve monitoring arehotbe MUST

checking retrieving large amounts of data from differenttpar
of the distribution network. The data integrity eres
that there is no tampering with the data but gtére
could be problems e.g. with sensors. Malfunctionirg
devices of the SG could produce data that should ho
be accepted by the receiving entity. This can be
considered as a certain kind of sanity check, tocan
also be utilized with fault detection procedures.
This is a requirement for the application levettod
SG system software.

43 | Remote Management The network management system shoupbgup MUST
configuration remote configuration of the equipment. Remote reset

of the devices should be available.
Remote SW updates of substation and devices shall
be possible.

44 | Grid operator Usability The display (HMI) of the grid control aggation to MUST
interface the grid operator has to be clear and intuitive,

providing maximum usability, as it may be used in
stressing situations.

In case of Demand Side Management, the tariff/price
information received from the network has to be
understandable both by the automatic home/building

energy management system and by the customer
(person)

P
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45 | Authentication | Security System components shall uniquely authatetiosers | MUST
and and specific components before establishing a
authorization connection. The components shall enforce separation

of duties through assigned access authorizatioa. Th
user privileges should be restricted to only thihse
are required for each person’s role, taking into
account emergency cases.

In situation of emergency user rights override apti
should be always implemented by providing highe
priority than security/access control.

46 | Data backup Security Backups of critical software, applicatiopasd data | MUST
and recovery for all components of the SCADA system should bg

assured. Backup should be all data and applications
needed to replace failed components within a
reasonable period of time as required to satisfy
regulatory requirements and to restore the system|t
normal operation. Backups shall be physically
separated from the operational components.
Synchronization of the backup and operating data
must be assured.

47 | Data Security It shall be possible to ensure the confidéity of the | MUST
confidentiality communicated data by cryptographic mechanisms|,

unless otherwise protected by alternative physical
measurements. The latency introduced from the
cryptographic mechanism shall not degrade the
functionality of the system.

48 | Data integrity Security It shall be possibletsure the integrity of the MUST

communicated data and to verify whether the data|
hasn’'t been tampered. The latency introduced from
the protection mechanism shall not degrade the
functionality of the system.

49 | Non-repudiation| Security It shall be possibl@tove that information has begnMUST

send by a specific source.

50 | Malicious code | Security The smart grid system shall employ malisioode MUST
protection protection mechanism.

The protection mechanisms shall be deployed in such
a manner as to limit the impact of the attack to a
small geographical area prior to detection and
eradication.

51| Intrusion Security The system shall detect the anomaloustevery. MUST
detection meter data alerted) within the network boundaries.

52 | Denial-of- Security The system should restrict the abilitymérnal or MUST
service external users to launch denial-of-service attacks
protection against the network components.

53 | Cryptographic | Security Cryptographic protection and key managemen MUST
Key infrastructure shall be selected. The selectiomisho
Establishment match the value of the information being protected
and and the protected system operating constraints.
Management

Table 1: WP2 ICT Requirements Summary

4.2 WP3 - Regional -/ Microgrid

The Microgrid scenario has been chosen as an ientogind visionary electricity grid scenario to guzal

ICT requirements. Microgrids are essentially a suissure of the global grid and comprise local low-
voltage and even medium-voltage distribution systemith distributed energy resources and storage
devices in order to satisfy the demands of eneamsemers. Such systems can be operated in a semi-
autonomous way, if interconnected to the grid, or an autonomous way (islanding mode), if
disconnected from the main grid.
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4.2.1 WP3 Use Case Summary
* Business Use Cases

4.2.1.1 Microgrid Operator sells and buys energy on the exdrnal markets

In this use case, the Microgrid Operator acts aaggregator for all his contracted prosumers intlidge
Microgrid. He negotiates contracts with his custmnéconsumers) to represent them towards the
(external) wholesale market. Distributed Energy dreses (DER) or small power plants could also be
aggregated (e.g. in Virtual Power Plants (VPP)gtiuce the complexity of negotiations and contracts

This general use case was developed taking intmuatthe following detailed use cases:

* Revenue Optimization based on Price Profile of ExteEnergy Suppliers
» Business Interaction based on Demand Response i2atiiom
+ Business Interaction with DERs

4.2.1.2 Microgrid Operator sells Balancing and Ancillary Sevices

The cooperation for the electrical network stahifian and balancing is rewarded. Incomes are bifyer
the same energy amount traded, so it would beestieg for the Microgrid Operator point of view to
participate, if possible, in this market insteadha# retail market. This could be possible for Mgnids
where generation can be modulated by choice, @efgenerators, biogas, geothermic, or water tesin

4.2.1.3 Microgrid provides Islanding Mode

The Microgrid Operator provides a new service ® @verlay Grid Operator: The Microgrid with all its
producers / consumers can switch to islanding nwidenever the Overlay Grid Operator requests this
service. A reason for the Overlay Grid Operatoinitiate the switch to islanding mode could be, for
instance, an emergency case in the overlay network.

¢ Control & Management Use Cases

4.2.1.4 Balancing supply and demand on different time-scake

Reliable & efficient performance of a Microgridbased on the central tasks of load balancing angtpo
stabilization. DERs or small power plants could dggregated (e.g. VPP) as well as the demand
(consumers) to ease the burden of load balancing.

These use cases are comprised of the followindlsteta

» Forecasting energy production and consumption fferdint time-scales
* Monitoring
« Data Management
» State analysis and sub-sequent actions
0 State analysis and sub-sequent actions for prayiaitcillary services
o State analysis and sub-sequent actions for disipatehcontracted energy profile
o State analysis and sub-sequent actions for prayiopgeration in Islanding mode
» Optimal power flow (intelligent loss minimization)
* Switching to and from Islanding Operation

4.2.1.5 Demand-side management

Demand side management (DSM) is the process of giragéhe consumption of energy with to goal to
increase the grid reliability and stability. Varguoontrolling scenarios and functions take placeriter

to achieve energy consumption management. Mongagirergy consumption is a reusable and horizontal
function which is necessary for other DSM scenariogelligent Load Shedding, Automated Load
Shifting and Price-based Shifting are alternativaysvto control energy consumption on different 8me
scales.

These use cases are comprised of the followingdlsteta

» Continuous determination of available controllireyer range on different time-scales
» Intelligent load shedding in critical operation

0 Automated Load Shaping

0 Price-based Load Shifting
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4.2.1.6 Supply-side management

This section about supply-side management gatHeraspects related to monitoring and control of
decentralized supply. Therefore, supply-side mamesge describes the most relevant use cases wtech ar
somehow related to DER units. This contains usescabout monitoring the state of DER units as al|

use cases about controlling the active and reaptiveer generation. Goals of these use case reach fr
secure operation of the Microgrid via optimized povguality within the MG until ancillary services
offered to the overlay grid operator by controlDER units. Some of these use cases may be based on
similar technical principles, but are pursuing eliéint goals. Therefore, they will be listed sepyain

order to be able to separately examine the ICTireouents at a later stage.

This general use case was developed taking intmuatthe following detailed use cases:

» Continuous determination of available controllirmyyer range on different time-scales
+ Control services
o0 Active Power Voltage Control
Reactive Power Voltage Control
Reactive Power Compensation
Voltage Var Control
Enhance Local Power Quality
Primary reserve
Secondary reserve
Tertiary reserve

OO0OoO0o0o0o

o

4.2.1.7 Black Start in Islanding mode

If a system disturbance provokes a general bladksaah that the Microgrid (MG) was not able to
separate and continue in islanding mode, and ifsifgtem is unable to restore operation in a spekifi
time, a first step in system recovery will be aaloBlack Start.

Two types of Black Start (BS) functions are needed:
» Local Black Start of the Microgrid after a genesgstem black out;
» Grid reconnection during Black Start.

4.2.1.8 Auto-configuration

When new devices (e.g. DERs or intelligent appka)cor sub-systems (e.g. Home/Building Energy
Management Systems) are installed in or at the edgée Microgrid they automatically configure
themselves (also frequently denoted as Plug ang.Plae Microgrid operator can access the devioes i
secure and trusted manner. Based on the ownerdffi@pedt access rights control the access of the
Microgrid Operator to the device. The devices cancdbe their capabilities to the Microgrid operato
and specify their services for monitoring and colntr

This general use case was developed taking intmuatthe following detailed use cases:

» Plug and Play of Smart Appliances in house

» Registration of devices owned by the Microgrid Gyper at the Microgrid Control Centre

» Registration of DERs owned by the DER owner atlierogrid Control Centre

» Registration of a Home/Building Energy Managemeyst&m at the Microgrid Control Centre

4.2.1.9 Long-term Planning of Microgrid Infrastructure Desi gn and Upgrading

The Microgrid Operator establishes a planning tbat accesses the data of a comprehensive Microgrid
Data Base (MG-DB) — this DB may be the monitoring Bnd contains all actual management and
configuration data and details of all devices antities inside the Microgrid. In case of new degice
customers, generators and status information theDNBGs immediately updated.

In addition, a forecast service is taken into aotddata of an F-DB) to respect future expectatifams
e.g. customers, generated power etc.

An offline simulation is started (planning tool) ¢heck the proper operation of the whole Micrognd
case of integration of the new entities. In casea ofegative result of the simulation (expectatién o
problems in the Microgrid) suitable countermeasuamesto be found and tested with the simulation. too
For the planning of the future infrastructure, uedadata of future consumption and regulation ckang
are to be taken into account.
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4.2.2 Summary of WP3 ICT Requirements before Consolidatin

WP3 Name Category Short Description Priorities
ID

1| Scalability Scalability Scalability is the guatea that a system can grow | COULD
without compromising its operations. The Microgrig
Control Centre cannot be collapsed if its success
leads him to grow even more than originally

expected.
2 | Conformance to| Interoperability | Monitoring and control are two afunctionalities | COULD
standards of the Microgrid Control Centre. The Microgrid

Control Centre communicates with a large set of
different devices from different domains (e.g. from
intelligent loads to large wind turbines). To ersur
interoperability the communication should rely on
well-known and frequently used standards like IEC
61850, IEC 61968/61970 (CIM), or IEC 60870-5-
101/104 (Telecontrol) and others. Also to be
respected are specialized communication standards
like - IEC 61400-25-4 for wind turbines,- IEC 6227
Hydroelectric power plant automation - Guide for
computer-based control, - IEC 62271 Standards fd
high-voltage switchgear and control gear,- IEC &232
Standards related to energy market models &
communications, IEC 62351 Power System Contr
and Associated Communications - Data and
Communication Security, and others

=}

=

3 | MG Controller | Interoperability | MG Controller and management sysghould be COULD

and applicable for wide range of Microgrids. Controller
management and management system with generic configuration
system will support several types of Microgrid setups.
applicability

4 | Mappings Interoperability | Monitoring and control are two afunctionalities | COULD
between of the Microgrid Control Centre. The Microgrid
different Control Centre communicates with a large set of
information different devices from different domains (e.g. from
models intelligent loads to large wind turbines). Today a

large number of different standards exist and it is
very likely that this will also be true in the futu To
ensure interoperability between different standards
with different information models the standardséna
to be harmonized. A flexible mapping tool is needg
to map monitoring and control data points from
different information models onto each other. Ehg.
mapping tool should be designed to minimize the
manual input and mapping information should be re-
usable. An important mapping guideline, for ins@&n
is IEC 61850-80-1 which describes a mapping fror
IEC 61850 data to IEC 60870-5-101/104. Mapping to
IEC 60870-5-101/104 is and will stay a very
important task since a large number of legacy aevi
and systems are only able to run this standard, an
switching to other control systems is a big chajken
for each system operator which will not be realized
very soon.

Q_Q

=2 0

20
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5

Data bus

Data
management

Data management is one of the key features of the
Microgrid Control Centre (MGCC) where high
volumes of real-time and historical, static and
dynamic operational data are distributed and/or
replicated for parallel processing and access. That
means up to thousands of data points have to be

COULD

instantaneously processed, coordinated, manipulated

and interpreted if the Microgrid Operator wants to
take full advantage of all resources. Following a

service oriented architecture the Microgrid Control
Centre should include a data bus which enables th

communication and information exchange between

different services in the MGCC. The data bus shod
provide different communication services (e.g.

request/response, publish/subscribe, transactions).

Furthermore, it should support different levels of
Quality of Service because different applications
have different demands, e.g. with regard to latency
frequency of data exchange, quality or time
synchronization.

Id

Database
system

Data
management

Data management including a database system is
of the key features of the Microgrid Control Centre
(MGCC) where high volumes of real-time and
historical, static and dynamic operational data are
distributed and/or replicated for parallel procegsi
and access.

o@OULD

Self-
organization

Automation

If a system disturbance provokes a gdridack out
such that the Microgrid (MG) was not able to

separate and continue in islanding mode, and if the

system is unable to restore operation in a spekcifie
time, a first step in system recovery will be aglloc

black start. The different components of the MGehav

to auto-organize themselves before reconnecting t
the grid

MUST

(]

Coordination

Automation

If a system disturbanoevpkes a general black outf]
such that the Microgrid (MG) was not able to

separate and continue in islanding mode, and if the

system is unable to restore operation in a spekcifie
time, a first step in system recovery will be aalloc
black start. The local controllers of the MG need t

dynamically coordinate each other and with the MG

control centre for the recovery

MUST

Distributed
Processing

Processing

For balancing supply and demand theolgfiiict

Control Centre has to run the state analysis afidedé
the sub-sequent actions. These tasks include powe

flow calculations and forecasting models. To
minimize processing latency the jobs could be
processed in parallel and distributed across differ
machines. Also for forecasting, planning and reeer
in the revenue distributed processing capabildies
crucial.

COULD

=

c

10

High Demand
for Computing
Resources /
Processing

Processing

For some use cases, it is necessargvidg high
performance computing resources for calculation &
simulation models in the Microgrid Control Centre
including real-time processing. One example is
switching to islanding mode in order to quickly cke
availability of electrical resources in case isiagdf
the Microgrid is required. Also for long-term
planning it may be necessary to provide high
performance processing for large-scale planning &
simulation. In order to optimize power flow in casfe
switching to islanding mode, high demand for
computing resources for calculation and simulatio
models in Microgrid Control Centre is required. In
order to optimize power flow in case of switching t
connected mode, medium processing demand for
adaptation to electrical parameters in Overlay @id

COULD
ind

required.

P
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11 | Demand Processing MG management and control system sbratiia COULD
management loads and enable smart load controlling (canceltati
based on of loads, shifting if loads etc.).
criticality of
loads
12 | Network Auto- When new devices (e.g. DER, Network Smart MUST

Configuration configuration Devices) or sub-systems (e.g. Home/Building Energy
Management Systems) are installed in or at the edge
of the Microgrid they automatically configure itéel
(also frequently denoted as Plug&Play). This

requirement focuses on IP address configuration gnd
addressability of the device by the Microgrid Cohtr|

Centre.
13 | Device Auto- When new devices (e.g. DER, Network Smart MUST
Description configuration Devices) or sub-systems (e.g. Home/Building Energy

Management Systems) are installed in or at the edge
of the Microgrid they automatically configure itéel
(also frequently denoted as Plug&Play). This
requirement focuses on the description of the
capabilities of a devicor sut-systen

14 | Registration & | Auto- When new devices (e.g. DER, Network Smart MUST
Look-up configuration Devices) or sub-systems (e.g. Home/Building Energy
Management Systems) are installed in or at the edge

of the Microgrid they automatically configure itéel
(also frequently denoted as Plug&Play). This
requirement focuses on the registration of theadevi
or sub-system at a registry which is operatedasg.
part of the Microgrid Control Centre.

15 | Reliability and | Reliability and | For all use cases, the reliability and availabitifyall | MUST

Availability Auvailability devices and systems are crucial; this is espedraléy
(R&A) for the (R&A) for the control centre systems. All possible action
systems and monitoring concepts must be installed to avoid

any breakdowns of the systems. The acceptable
breakdown/unavailability times may be different fo
the different systems and may be defined
accordingly. It is also required to install falltkear
replacement systems that can almost immediately
take over crucial actions and processes. If avititiab
and reliability cannot be guaranteed for all the
devices the overall system has to be robust with
regard to disturbances and failures to ensure the
stable operation of the Microgrid.

16 | Reliability and | Reliability and | For all use cases, the reliability and availabitifythe | MUST

Availability Availability communication between the different devices /
(R&A) for the (R&A) systems is also crucial; failure in communication
communications| (especially concerning control messages) may harm

the electrical network to a very deep extent. Fagu
in electrical devices also must be reported and
recognized immediately. Resilience strategies mus
be planned and ready for taking over communicatipn
whenever there is a bottleneck in communications
Strategies and algorithms must be prepared to
recognize problems and bottlenecks in
communication in time (i.e. before they happen).

—

17 | Modularity of Future Communication technology is developing rather | Optional
Hardware Proofness rapidly. More and more bandwidth will be provided
Devices for communication. Wireless reliable secure

communication will replace wired communication
more and more in the future. It should be easy to
replace one communication technology with another
one simply by exchanging HW modules at the
network devices. Changing or upgrading the physical
medium should have no impact on other layers,
especially the application layer.
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18

Modularity of
Software
Devices

Future
proofness

IT technology is developing rather rapidly. Moralan
more flexible communication and service
architectures will be provided. Wireless reliable
secure communication will replace wired
communication increasingly in the future and
Plug&Play will dominate modular designs. It shoul
be easy to replace or extend communication or
application service modules by exchanging or add
SW modules.

Changing, adding or upgrading services should ng
cause redesigns.

Optional

t

19

Publish /
Subscribe

Communication
Services

In asynchronous messaging a system places a
message in a message queue based on internal Ig
or event and does not need to wait for a reply to
continue processing. Subscribers express interest
one or more message classes, and only receive
messages that are of interest for them.

COULD
gic

20

Request /
Response

Communication
Services

Data will be sent on a request, when a system is
asking for certain information and the Data Prowidg
response back to that system with requested
information or at least acknowledging the request.

COULD

h

21

Time
synchronization

Communication
services

To achieve network wide synchronization of contrd
tasks on different time-ranges and scalabilityap t

hundreds of systems, while being robust to topology

changes and failures, a time-based synchronizatio|
method by utilizing concepts of e.g. time-stamping
and skew compensation with linear regression is
needec

| COULD

n

22

Latency

Quality of
Communication
Services (QoS)

Latency is either one-way delay or round-trip delay
It is always very important to additionally defiae
which communication layer a latency value should
measured (bit level, TCP packet level, application
layer).

Values for latencies or delays must reflect the
transmission and propagation times that are
acceptable for the communication between device
systems so that information is available in timd an
possible reactions can be initiated or handled as
necessary.

The main distinction for latency is:

- RT (real-time): delay is deterministic and getigra
in the range of milliseconds

- non-RT: delay is in the range of seconds or more

MUST

23

Bandwidth —
Throughput /
Goodput

Quality of
Communication
Services (QoS)

Bandwidth is a measurement of maximal possible
number of bits or bytes that can be transferred ave
communication link (wired or wireless) within 1 seq
respecting all channels served at the same time.
Throughput is the real number of bits and bytes th
can be transmitted between 2 endpoints of
communication within 1 sec., dependent of the
number of other communication channels on the
same line or medium, the communication
environment etc.

Goodput is the number of packets, bits or bytes th
are correctly transmitted to the receiving data
endpoint within 1 sec. It is mostly lower than the
throughput because retransmission of information

may be necessary in bad or disturbed connections.

COULD

24

Packet Loss

Quality of
Communication
Services (QoS)

Packet loss here means the maximum acceptable
percentage of lost packets on a communication lin
The lost packets may be retransmitted (reducing th
goodput) or not. In the latter case the acceptable
packet loss rate means the number of lost padhkats
would allow the receiving endpoint to realize the
communication with a quality that may still be

MUST

D

—

acceptable for the user (i.e. in video transmission

P
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with which percentage of lost packets a video
transmission may still be reasonable for the user g
the receiving end?)

25| Priority Quality of Priority in transmission scheduling is an easy wmay | MUST
Communication | prefer data of one connection compared to other
Services (Qo0S) | connections.

26 | Remote control | Management The Microgrid Operator needs to rematehirol the| COULD
of equipment power electronics of the DER Units in order to
provide system services to the overlay grid or to
control technical parameters within the Microgrid.

27 | Asset Management Inventory of equipment’s, appliancesdiin the COULD
management Microgrid.

28 | Topology view User Interface Visual view of geateon and consumption locations COULD
(preferable connection with asset management).

29 | Security IT Security Security is a very important requiretrfen the MUST
Services future. To which extent WP3 will handle this topic
must still be discussed.

Table 2: WP3 ICT Requirements Summary

4.3 WP4 — Smart Buildings

This Work Package aims to define the scope of th@rsbuildings domain, analyzing different buildéng
typologies (smart homes, residential buildings,ceffbuildings, data centres and hotels, also called
scenarios in the context of this document) as tiolsystems that encompass all the physical comgsne
of the building. For this analysis use cases wefndd which deal with energy-related functionstod
building which need the support of ICT systems. tases across the different scenarios defined share
set of common external actors, namely externaliatatnal environment, organizations such as energy
service companies or facility staff, and externditees such as electric utilities or the microdgwhere

the building might be inserted; while other actars specific for each scenario.

4.3.1 WP4 Use Cases Summary
1. Home Domain Use Cases

4.3.1.1 Display the global energy consumption and costs ungj data from Smart Meter and
Metering Operator

The customer is presented with information aboetdtobal energy consumption of his/her house. The
Smart Meter provides a sub-set of its data, inaudstant power. Data are dispatched either peradigi

or upon request and in case of transition (for garfor tariff period change). The Smart Meter pdes

its data to the HAN either directly, using its oimterface, or through a meter service module.

4.3.1.2 Display the global and per appliance energy consuntipn and costs, either realized and/or
forecasted.

In this Use Case, added to the previous Use Cag8ettion 3.6.1.1), the customer is also informed o
the energy consumptions of the single appliancdse Bmart Meter and meter service module
functionality is the same as in Use Case #1. Inrtia they also provide near real time instant pow
information to allow Smart Appliances to calibrateeir energy consumptions with respect to the
subscribed limited power.

The Home Gateway functionality is extended from @sese #1. It provides to user appliances a single
point of contact to publish their respective enezggsumption and power information.

Each appliance: either directly, in case of a smappliance, or through a smart plug, displays W& o
energy consumption/power drawn data, dispatchesiits energy consumption data over HAN, receives
over HAN the total house energy consumption anglals the total house energy consumption.
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4.3.1.3 Warn the consumer if the available total power (inthe home) is not sufficient to run a
Smart Appliance

The Smart Appliance estimates the maximum powerwlhbe consumed during its next operation (ex:
cycle). If there is a risk to exceed the threstailthe contracted subscribed power, a warning igtedn
and displayed on the appliance or other custonerface(s).

4.3.1.4 Direct load control

The interruption of certain uses becomes a vinmehns to solve peak loads on the grid. Each provide
may contract with a number of his customers to @goehave some of his appliances interrupted a few
hours per year. In exchange, the customer is reagafiak giving this facility. The direct load isdgered

by the provider with notice of the customer.

4.3.1.5 Dynamic pricing of electricity

To move out peak loads, provider proposes a tafifflectricity higher during certain periods of ttiay

or during certain days in order to invite his cuséss to delete or shift various uses or lower their
consumption in its housing during these periodse fidgular daily and weekly price variation is known

by the customer. For a small number of peak dayspexial peak day tariff may apply, which is

particularly high; the customer is informed befexery peak day.

These tariffs are made in order to encourage tlstomer to lower his consumption during the most
expensive periods; they may be handled either tijrécthe appliances are smart enough, or throagh
control appliances module which controls the eq@pm

4.3.1.6 Emergency Load reduction

After the failure of the network or of a mean obguction, the users are relieved, without notioggwoid
a blackout. The use of these load reductions shioelldery marginal (less than 10 hours per yearg Th
distributor controls these emergency load redustion

4.3.1.7 Handle dynamic power cap

Direct load control could be done in an alternativegy than the one presented in Use Case #4 (Section
3.6.1.4). instead of directly sending reductionessdto the appliance control module, the supplieule
send to the meter or to the breaker a lower valikeomaximum power for the home (or the power cap)
that lasts for a short period (typically a few r®uiThe customer is notified when this reductionuss

and handles this reduction of the power cap with dmhart appliances and/or through the appliance
control module which controls the equipment andinoigzes their operation under given power and
energy cost conditions, as in the Use Case #5i(®e8t6.1.5). Unless the consumer derogates, some
appliances may have to be stopped and the stathefs may be forbidden or delayed, in order ty sta
under the low value of the global power cap.

4.3.1.8 Optimize energy in a home equipped with smart appéinces and smart generation and
storage

This use case describes an “extreme” use case whe@demand may be shaped in many ways, and has
been inspired by the Beywatch project (http://wwaeylvatch.eu/). The home is supposed to be equipped
with:

 Many smart appliances that are today under devedopm HVAC system, either for winter or
summer, hot water tank, smart white goods (washiaghine, dishwasher, dryer, fridge/freezer, ...).

» Electrical vehicle, which may either consume enduits needs but also store and make available a
share of the stored energy in case of emergenasrmethe grid.

» Thermal renewable sources, as solar thermal pamehwnay provide hot water for the domestic use
but also for the washing machines.

» Electric renewable generation, as photovoltaic [saoewind turbines.

» Energy storage means, either in thermal form thnothg different appliances (as hot water tank for
heat storage, or fridge freezer for cold storagejn battery.

Residential Buildings Use Cases
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4.3.1.9 Display Energy Consumption

This use case allows an actor to display or prodeperts of the current as well as of the histdrica

energy consumption at the building level (excludewergy used in the apartments). It includes both
electricity and gas (cumulatively or separatelyieTuse case is understood to allow plots, graptds an
extracts (for data-interchange purposes) to bdyeabtained through a web-based GUI. This use case
obviously relies on the "Monitor Energy Use" usseand "simply" adds the ability to visualize and

extract detailed information / data from the datzba

4.3.1.10 Provide Emergency Lighting

This use case uses the power stored at the builewad or the power generated by building-level tpho
voltaic panels or wind turbines to provide emergetighting in the common areas or, also, private
apartments, if so configured, in the event of d gower failure.

4.3.1.11 Provide Graceful Elevator Shutdown

The idea behind this use case is to allow the systeemploy the power stored at the building lewel
provide emergency electricity in the elevator shafthen and where necessary, in the event of a grid
power failure. The focus here is mostly elevatand,an particular, elevators that were currently in
motion or / and had passengers in when the powlardaccurred.

4.3.1.12 Store Electricity Locally

This is another "physical" use case that repregéptgapacity of the building to store electriditgally
and the availability of an ICT infrastructure téosé monitoring and historical / real-time reportiof

» how these locally stored energy reserves are Kiudt which are the sources contributing to the
electricity store - locally harvested energy odyyand,
» how they are depleted (e.g. which are the loadsditsav from this electricity store).

4.3.1.13 Store Hot Water Locally

This is another "physical" use case that repredéeteapacity of the building to heat or store Wwater
locally in anticipation of future needs or for rems of economies of scale. Since this is a central
component for the whole building, economies of scedn presumably allow use of better quality
materials and more expensive or bulky insulatiorthmés that would be possible had the water tanks
been distributed in every apartment.

4.3.1.14 Centrally Heat Water for Private Uses

This use case allows the system to provide hotm#dé7 (or for other extended time periods lesstha
24/7) for all building residents while at the satime maintain a metering capacity capable of atioga
costs to specific apartments. Certain buildingsyéasons of economies of scale, include infrasireco
centrally heat hot water and make it availabledsidents. This infrastructure can include PV panels
solar panels, highly efficient water heaters, ghhy insulated hot water tanks. Reasons for domgtsa
central building level can include economies oflscaeduced maintenance requirements or even civil
engineering considerations. However access to amoral resource encourages waste so the idea here is
to combine the central infrastructure with meteriagpliances that can measure the hot water
consumption of each household. In this way alldesis gain from the economies of scale and the
reduced maintenance while at the same time beiagyell only in relation to their actual usage.

4.3.1.15 Provide Communal Hot Water

This use case foresees the installation of solaelpaand use of thermal energy to heat water images
tank for use in common resources (e.g. swimmind)pddis use case is adapted from the Best Energy
project no. 238889 ICT-PSP, Built Environments 8unstbility and Technology in Energy / Deliverable
D1.1 / pilot B1 (Paco Yoldi Sports Centre) and sgsized with ideas coming from BeyWatch project
(www.beywatch.eu).

4.3.1.16 Optimize Lighting

This use cases features a smart lighting systetoneerve electricity and reduce costs in the lightf
common areas in the building. The system is ICTedand fully automated and is used for controlling

Page 29 (262)



FINSENY D7.1 First set of ICT Requirements to the AB v1.0

lights in all common areas of the building. Theteys makes use of motion detection sensors, an
astronomical clock (sunrise and sunset) and dimenbigihts. This system is considered an agent of the
"Energy Manager" actor who is responsible for agufing high-level business rules on which the syste
acts.

4.3.1.17 Optimize Indoor Climate Control

This use case represents a functionality that cieprsensors that monitor heat, CO2 levels and
humidity in the common areas together with an detsiveather station and an intelligent control syste
to ensure that the building adjusts to the conéidusetting for a comfortable indoors environmeiite T
intelligent control system is considered an agenthe "Energy Manager" actor. PV panels or the
building's energy storage reserves provide thegsnerquired for powering the actuators that open th
windows to optimize the flow of fresh air when thétside conditions are right.

2. Office / Public Building Use Cases

4.3.1.18 Check energy use

The Building Energy Management Systems (BEMS) mtesiregularly updated historic, real-time and/or
forecast energy usage data of the office buildirgdisplays/information screens/web browsers to the
end-users with the goal to motivate the staff te esergy conservatively. The BEMS also provides
weather forecast and predictions of indoor envirenticonditions.

4.3.1.19 Check acute alerts

Information about the energy use of the office dini is available remotely. If an anomaly situatien
detected, an alert will be sent.

4.3.1.20 Allow Real-time DR events in the service centre

Real-time Demand Response (DR) events are recbiwéte energy manager in the building. The energy
manager could decide the better strategies toadkantage of these events.

4.3.1.21 Check DR period in the office room

The rationale of this use case is that the BEMSulshprovide to the end users (office workers) tigtou
the user interfaces available in the office roonferimation about the Demand Response (DR) actions
that have been taken. Means should be granteddtosars to override these actions, especially énesh
spaces such as meeting rooms. Information aboua®igns is always accompanied with advices to the
end-users for using energy conservatively.

4.3.1.22 Energy coaching

This use case consists on a bidirectional exchahgdormation between the end users and the Buildi
Energy Management System. On one hand the BEMSda®¥he end users with information about the
amount of energy consumption and costs associateddh energy hungry device they normally use, on
the other hand the BEMS learns from the ordinarlgav®ur of the end-users in order to adapt the
operation of the devices. A concrete example o thito switch the office room status to a standby
condition (for lighting, and maybe HVAC) when thgeun leaves the office.

4.3.1.23 Check benchmarking in districts

The energy consumption data from buildings in tigridt is obtained and provided to the end-user to
enable benchmarking.

3. Data Centre Use Cases

4.3.1.24 Optimize the data centre air conditioning

The air conditioning systems (with their heat purigp winter) comes to represent 50% of the
consumption of a data centre. A real-time moniprof temperatures (which vary with the load of
servers) allows significant savings in energy comgtion.
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4.3.1.25 Optimize the free-cooling in the data centres

Free cooling is an economical method of using lotemal air temperatures to assist in chilling wate
which can then be used for industrial processesjroconditioning systems in green data centreg Th
free-cooling systems are so much less expensivepamd to air conditioners in terms of power
consumption. However, unlike air conditioners, thefficiency must take into account the humidity
factor. A real-time monitoring of humidity allow® the system to operate with adequate ventilation.
HVAC (Heating, Ventilation, and Air Conditioning)efers to technology of indoor data-centre
environmental comfort. HYAC system design is a majab-discipline of mechanical engineering, based
on the principles of thermodynamics, fluid mechaniand heat transfer. In HVAC in winter months,
large commercial buildings’ interior spaces maycdeeoling, even while perimeter spaces may need
heating. Free cooling is the production of chilledter without the use of a chillier, and can beduse
generally in the late fall, winter and early sprimgthe Northern Hemisphere.

4.3.1.26 Optimize server power usage

The collection of real-time power consumption da@nstitutes an essential capability for power
monitoring. Without this data, the best approximatifor server power usage comes from the
manufacturer’s specifications. To use the namepiatebers as a guidepost requires the allowance of a
hefty safety margin. To honour the safety margituim leads to data centre power over-provisiorind
stranded power that needs to be allocated in tésaéeded, but is very unlikely to be used.

This situation results in over-provisioned datateepower, overcooling of IT equipment, and inceshs
total cost of ownership (TCO). The steps descrilpethis use case act as a “load balancer”, in otder
determine how many additional servers having similawer cap settings can be added to the rack
without overshooting the power quota allocated.

4.3.1.27 Manages business continuity

When unforeseen circumstances like power outagecaokihg system failure occur, a service continuity
optimization is made possible through an Intelligitower Node Manager SW and an Energy
Management SW that force the servers to a lowerep@snsumption and to a low heat generation. In
these scenarios it may be appropriate to set agjgedg lower power caps though performance would be
affected. Please note all servers may not meeaggeessive power limit that is set. It dependsten t
application that is running and if the minimum poienit that can be honoured which depends on the
operating system and the application load at tl&ttpThe use case illustrates how it works at & da
centre location or a group of servers.

4.3.1.28 Optimizes power workload maintaining a high quality of services (QoS)

Workload profiles are built and a maximum perforemrioss target set. Experiments determine how
much capping can be applied before the performaaget is hit. The approach is to match actual
performance against service level requirementsthism way, using an Energy Management SW, for
workloads that were not processor intensive, itssible to optimize server power consumption by
approximately 20 percent without an impact on penéince. For workloads that were processor
intensive, typically, for a 10 percent power redtutt performance decreased by 14 percent. In this w
the data centre financial manager can offer atbigness client the best service quality at theekiw
price and at the lowest power consumption.

4.3.1.29 Choose between multiple service classes in functiof the workloads priority

Consider two service classes for workloads, namieigh and medium priority workloads. The high
priority workloads run on unconstrained servergytban take all the power they need to run asasst
they can. Medium priority workloads are assignegawer capped servers. These will run more slowly,
but they will still run. The financial manager peess at the customer a tariff that depends from the
expected level of the quality of services (QoSyi€ally, this approach not only allows saving mofay

the end user but it can also allow saving enerdiiendata centre up to 25 percent.

4. Hotel Use Cases

Page 31 (262)



FINSENY D7.1 First set of ICT Requirements to the AB v1.0

4.3.1.30 Execute strategy

The strategy includes energy consumption and ggoerdn collaboration with the utility a hotel can
participate at the energy exchange and offer pesaind negative reserve energy. A strategy inclades
tolerance range in temperature (swimming pool, noairich has an effect on the possible energy reserv
that can be offered. In addition to that energyagje can be installed in order to optimize ageanstt of
KPIs defined by Hotel Management.

4.3.1.31 Define Energy KPIs

The Hotel Management defines certain key perforrmamdicators (KPIs), which characterize the
performance of the hotel building automation systéth regard to energy.

4.3.1.32 Monitor KPIs

The system provides predefined KPIs like energysaarption, cost, etc. to the Hotel Management.

4.3.1.33 Set Prices

Depending on the current production and load sdnabn the grid or an extrapolation of the current
situation the utility can change the price of diéfet forms of energy.

4.3.1.34 Request load switch

An actor, typically a guest, requests to switcladlon or off. The request influences the totadl loathe
system, which then has to be stabilized accordintpe rules implemented by the Energy Manager and
the KPIs defined by Hotel Management.

4.3.1.35 Shed load

The energy manager decides to disconnect certaitlslérom the network, according to the strategy
defined.

4.3.1.36 Generate energy locally

In order to cope with spikes in demand or dropsupply, the Energy Manager decides to generate some
energy locally. Especially for renewable energyrses the decision to generate energy locally msy al
be triggered by external factors such as wind speeshsity of sunlight, etc.

4.3.1.37 Store Energy

Based on the current load/price situation and digtien, energy from the grid is stored locally fature
use.

4.3.1.38 Request energy from the net

The energy manager requests energy from network.

4.3.2 Summary of WP4 ICT Requirements before Consolidatin

WP4 Name Category Short Description Priorities
1D

1| ARQ/FEC Data The data link layer must provide sufficient error MUST
Communication | detection and/or error correction to enable
effective communication. In case of error
detection, an ARQ scheme or a implicit failure
notice to the user must be implemented

2 | Bandwidth of Data The connection needs to guarantee the necessaUST
building access | Communication | bandwidth so as to send information on the
network building (identifier), and power and energy

information for each one of the appliances that|
are being monitored and managed. The required
bandwidth must be suitable for fixed and mobil
communications between the platform and the

18]
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building gateway.

Connectivity :
always on

Data
Communication

There must be an always on connectivity betweeiUST

the service platform and the home gateway, eit
fixed or mobile. Connectivity between the

building gateway equipment and the platform
must be 'always on' in the sense that at any tin
the consumer wants to access the service (thrg
the corresponding applications, no matter the

platform), connectivity with the building must be

established, to get up to date information on
power and energy consumption and to send

control commands if requested by the consumer.
This requirement could be modulated according

to criticism of considered EE services.

her

D

ugh

=

Connectivity :
high-level

Data
Communication

This requirement relates to the need to “conne¢ctMUST

in all relevant senses of the word all devices,
appliances, and more generally all physical
entities that need to have a network presence
inside the extended perimeter of the building

management system. Getting this presence means

getting connected at all relevant levels, from

physical to application level, even in the absence

of some of the intervening network protocols.
This connectivity includes being part of a

relevant device/appliance entity ontology, which

corresponds to the highest level of connectivity
i.e. the semantic level.

Latency

Data
Communication

Latency requirements are not critical within the
building and can easily be met by all current
networking technologies; specific latency
requirements arise in the case of separation of
BEMS between a local and a remote part;

COULD

the

Physical layers

Data
Communication

The physical layers used must allow the
coexistence of several communication standar
by separation in the frequency, time, coding or
spatial domain according to standards

MUST
ds

Control
commands
latency

Data
Communications

Control commands from local/remote user
interfaces must reach physical appliances with
minimum delay (acceptable by the human user
When the consumer connects to the energy
efficiency services, either locally or using a
remote interface (any application, independent
from the platform used: pc, mobile, Smartphon
etc.), control commands must be applied in the
physical appliance in a time perceived by the
consumer as acceptable (bellow 2 seconds)

MUST

<

Energy Serviceg
and applications|
decoupled from
available in-
home/building
communications
technologies

Data
Communications

Energy services and applications, while enable
through in home/buildings communications, my
not depend on one or some specific

communication technologies and remain as
communication technology agnostic" as possib

dMUST
st

le.

Local
processing and
storage

Data Processing
and Storage

Data processing and storage requirements are
indispensable for any sort of building-level
intelligence and so as to back and inform any
communications of building-level software with
consumers (through a human-machine interfag
or with the grid (through an interoperability
interface). See more extended discussion in
referenced document.

SHOULD
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10

Remote
processing
accumulative
values

Data Processing
and Storage

The platform must offer a way for calculating
average consumptions and energy related data
and costs: per day, week, month, and year.

MUST

11

Remote
processing and
storage

Data Processing
and Storage

The consideration of demand-shaping measurg
and the implementation of peak shaving
capabilities require the grid administrator to ha
some sort of visibility into the contracts the
various loads subscribe to. This is to allow the
grid administrator to use a system of compulso
or incentives-oriented measures so as to bring
about the intended changes in the load curve.
such, it is necessary to maintain information
about the contract model of each subscriber, th
options available to that model, and the extent
which some of these options have already bee
used. Moreover to correctly anticipate future
needs both current, real-time, energy demands
well as historical information should be availab
on which to base reliable forecasts and ensure|
timely initiation of load-shifting measures.
Furthermore, and subject to privacy requireme
socio-economic profiles may also need to be
available for the various subscribers (even son
rough categorization).

2MUST

ve

ry

AS

to

as
the
nts,

e

12

Remote
processing of
comparative
values

Data Processin
and Storage

The platforn should be able to calculate aver:
consumptions and energy related data and cos
for buildings with the same profile (homes,

depending on the size and use; home buildings;

data centres; hotels; SMEs, etc). Average
consumptions and costs per day, week, month
and year

SHOULD
ts

13

APIs for ESCOS

Interoperability

The platform-§WIARE) should offer a standarg
API for ESCOs so that monitoring and control
capabilities available in a building are publishe
for the development of a service. This capabilit]
need to be qualified with the list of end user sol
that can make use of such functionality. For
instance, monitoring is not so critical, almost
everybody could access these data (taking pri
into account) but control options should be
offered only to managers in homes buildings o
SMEs.

SHOULD

acy

14

Common data
models (CDM)

Interoperability

Definition of common data mode®M) per
type of sensor/appliance. In order to perform
energy optimization on behalf of the consumer
home appliances must be modelled in a comm
way so that the intelligence in the system is ab
to monitor them, know control capabilities,
programming capabilities and have at any
moment information on the reachability of the
device.

MUST

on

D

15

External
Interoperability

Interoperability

For the purposes of peak shavimgl demand-
side management the residential building, on t
one hand, and the smart grid, on the other, neg
to engage in a conversation that's rich in sema
content and could be very heterogeneous in th
mechanics and modalities it employs. The obje
of this "conversation", which can be described
a "protocol" (understood here in a broad sense
to convey pertinent information and
measurements so as to both: (a) enable the gr
communicate to the building a set of rules /
imperatives or incentives / counter-incentives,
related to demand-side management and, on t!
other hand to: (b) allow the building to report
information, measurements and projections to
grid. See more extended discussion in referen

MUST
ne
2d
ntic

e

ne

he
ed
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document.

16 | Identification of | Interoperability The network must allow for unigaentification | MUST
devices of every device on the network regardless of the

physical network it is connected by

17 | Internal Interoperability Communication layer shall enalleroperation | MUST
Interoperability of building management system and other
with existing systems existing in the building: access controls,
building surveillance systems, fire alarm systems.
systems

18 | Join networks Interoperability The network lagmirst allow for the MUST

combination of two or more separate physical
networks into one logical network

19 | Profiles Interoperability Interoperation withilding management systemsSHOULD

should allow for definition of personal profiles
with different sets of privileges. Concurrent
access to data of the different profiles shall be
granted

20 | Split networks Interoperability The network layeust allow for the possibility | MUST

to logically split an existing network into several
subnet works

21 | Standardization| Interoperability The devices that are publishethst they are SHOULD
of available from outside the home should provide a
sensor/appliance common API (depending on the type) to publish
monitoring the basic common monitoring and/or control
and/or control capabilities they offer for service providers.
capabilities Mechanism should also exist for extended

capabilities that some devices could offer beyond
these common ones.

22 | Standardization| Interoperability The FI platform should provide timieans for SHOULD
of home sensors/appliances to send events (triggered
sensor/appliance by the sensor/appliance itself)
evening
capabilities

23 | Standardizatiol | Interoperabilit The devices that are published so that tire SHOULD
of available from outside the home should provide a
sensor/appliance common API (depending on the type) to publish
programming the programming capabilities they offer for
capabilities service providers

24 | Standardization| Interoperability There should be provided a mecsrarfior SHOULD
of publishing the sensors that can be remotely
sensor/appliance monitored in the home. This would enable the use
publication of these sensors by other services different from
protocol home energy efficiency services that can manage

the information provided in a local manner.

25 | Unique building| Interoperability Each building must have a unigdentifier: its MUST

identifier geographical location can be used for this if non
ambiguous (same building split and under
responsibility of several parties) and standard for
representation of this location has been agreed on
with external parties beforehand
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26

Remote alarm
management

Interoperability

User interface shall enable renatem
visualization and management by multiple
operators of the following subsystems: access
controls, alarms from thermal/electrical system
system maintenance alerts, fire detection. All

subsystems should be accessible from the same

user interface

MUST

5

27

Enough data
storage capacity

Processing and
Storage

Requirement will be met without problem, unle
old dat is never discarded

sMUST

28

Check Energy
Use

Reliability &
Availability

Availability of access to data of current status of MUST
the building shall be guaranteed both locally and

remotely from Internet connected devices 95%
time

of

29

Fall back mode

Reliability &
Availability

The system should be able to identify a loss of
communication systems and be able to switch
fallback mode

tIBHOULD
toa

30

Reliability for
residential
buildings

Reliability and
Availability

Reliability of the various ICT subsystems
deployed at a residential building (these
subsystems being used to deliver the various
energy efficiency use cases) is critical. The
requirement for reliability obviously
comprehends not just the hardware but also th
software components and not just each one of
them separately but also taken together (e.g.
reliable coordination and protocols in a
distributed setting). However, failures are nag li
threatening since we are concerned with the
reliability of the ICT superstructure and not wit
the reliability of the underlying energy
infrastructure. To that end, architecture should
designed to ensure that latter can survive a
breakdown of the former. See more extended
discussion in referenced document.

SHOULD

[

31

Air conditioning
real time control
system

Reliability and
Availability

A real-time monitoring and control of
temperatures (which vary with the load of
servers) is required to allow significant reliatyili
and availability of the data-centre functionalitie

MUST

32

Free cooling
real time control
system

Reliability and
Availability

The use of free cooling system is required to
ensure energy saving, reliability and availability
at the data-centre in case the failures of its air
conditioners system

MUST

33

Power meter
usage

Reliability and
Availability

This ICT requirement allows knowing the

difference between the nominal (typically higher)
and the one real of the power consumption of the

servers in the data-centre. So, it is possible
increase their number (offering more reliability

and availability) without overshooting the power

quota allocated.

SHOULD

34

Access based
security

Security

The security concept may use accesscestri
(based on roles) together with physical locatior
of input devices to implement the role based
restrictions of users

SHOULD

35

Building
Benchmarking

Security

Exchange of data among different officblju
buildings shall be implemented in order to enat
benchmarking at district or higher levels of
buildings of similar characteristics. Data
exchange is done in a network external to the
buildings, and information provided to each
building must not contain sensitive data, e.qg. it
should be decoupled from the identity of the
building.

SHOULD
e

D

36

Data Encryption|

Security

Solutions specificattiall support data
encryption of packets flow with the building
systems

SHOULD
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37 | Disaster Security During primary AC power outage scenarthge( | SHOULD

recovery system to fortuitous events or to intentional attacks);
aggressive power capping can be applied to
servers to reduce power consumption. This
reduces the power drain on the Uninterrupted
Power Supplies (UPSs) increasing the duratio
the servers can remain operational before on-site
generators restore power and cooling.

38 | Role based Security The security concept must allow for a tidsed | MUST
security restriction of available actions of users

39 | Security for Security Use cases discussed in the residentitlibgs SHOULD
residential scenarios require the building to store or process
buildings information that while not sensitive (e.g. not

health or credit-card related), is still personad a
access to which by unauthorized parties would|be
construed as a privacy infringement. See more
extended discussion in referenced document.

40 | Security for Security Use cases discussed in the residentitlibgs SHOULD
residential scenarios require the building to store or process
buildings information that while not sensitive (e.g. not

health or credit-card related), is still personad a
access to which by unauthorized parties would|be
construed as a privacy infringement. See more
extended discussion in referenced document.

41 | Workload Security Develops and executes a series of expsetimie | COULD
profiler characterize how much energy capping can be

applied to the servers before the performance
target is hit. If implemented, this requirement
may increase the autonomy of the UPSs in case
of blackouts due to fortuitous events or to
physical intentional attacks.

42 | Multiple service| Security / QoS The high priority workloads run agthsecurity | SHOULD
classes managef servers; they can take all the power they need fto

run as fast as they can. Medium priority
workloads are assigned to power capped servers.
These will run more slowly, but they will still

run. The financial manager presents at the
customer a tariff that depends from the expected
level of the security and quality of services

(QoS).

43 | Direct or Self-configuratior | automatic and secure pairing of cont SHOULD
emergency load appliances module with the IS of the provider, pn
control one hand, and with smart appliances of the home
installation of another hand

44 | Display Self-configuratior | automatic and secure pairing of display v MUST
installation & meter or meter module, on one hand, and with
configuration smart appliances of the home of another hand

45 | Display Self-configuration| automatic and secure pairindisplay with MUST
installation & meter or meter module, on one hand, and with
configuration smart appliances of the home of another hand

46 | easy addition of| Self-configuration| It should be easy and requireomplex COULD
new server in configuration to add a new server to the
the energy Intelligent Power Node Manager SW and an
monitoring tools Energy
of the data Management SW of the Data Centre
centre

47 | easy addition of| Self-configuration| It should be easy and requireomplex COULD
new wireless configuration to add a new temperature sensor) to
sensor to AC the sensor network controlling the Air
control system, Conditioning of the Data Centre. Can be extenged

of new
component to
the energy
mgt/monitoring
system

to other sensor types for HVAC system, other
component of the energy management system
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48 | Energy Self-configuration| Automatic and secure pairingoftrol SHOULD
Management & appliances module with the meter or the meter
Optimization module on one hand, and with smart appliances
System of the home of another hand.

Installation

49 | Meter module | Self-configuration| automatic and secure pairingneter module MUST
installation & with meter
configuration

50 | Meter module | Self-configuration| automatic and secure pairingneter module MUST
installation & with meter
configuration

51 | secure and easy Self-configuration| The office worker should be atiesee the DR | SHOULD
connection of actions related to him and to its location without
office workers complex localization questions. If the worker is
to BEMS given the ability to derogate, this again should pe

left only to allowed people, based for example pn
their identity or location, without complex
configuration but with enough security to prevent
someone to "play" with these facilities.

52 | secure Self-configuration| The DR events or dynamic prioasst be MUST
connection of certified by the originator before being taken into
BEMS with DR account, so that faked events (or price
Operator information) may be dismissed. The verificatio

by the BEMS should require no difficult
configuration yet be secure.

53| Self- Self-configuration| Devices installed by the endszaner without COULD
Configuration any installer should be plug&play. However
general for shouldn't allow unauthorized access from
networked neighbours, hackers ... nor allow the user to hack
devices the neighbours. In installer is mandatory, his

skills may not be in ICT but rather in electricity,
energy management, etc.

54 | Sensors, Self-configuration| New sensors, appliances etculsheasily join SHOULD
appliances etc. the BEMS in order to report energy consumption
additional to the centralized system or even alarms that
installation and could be reported locally or remotely
consideration by
the BEMS

55 | Smart plug Self-configuration| A dweller should easily and setyiinclude a SHOULD
additional new smart plug in the system and adjust the leyel
installation in of privacy of its information: no diffusion to
RB community, full diffusion to community,

restricted (only diffusion of device type but nét p
the apartment id for example).

56 | Staff connects | Self-configuration| Facility or security staff shdwéasily connect to | SHOULD
to the BEMS the BEMS to get the energy consumption

information of the building

57 | Automatic Self-configuration| automatic and secure pairingaftrol SHOULD
pairing appliances module with the IS of the provider, pn

one hand, and with smart appliances of the home
of another hand

59 | Service level User Interfaces As described DCS6, in order to smergy and SHOULD
interfaces money, a customer can choose a service that funs
having high workloads having a medium-low dynamic
portability priority. It's natural that the customer wants to
toward the monitor the performance/cost ratio for its
client side workload. To do this is required offer service-

level interfaces that works properly on the widgst
possible range of devices, whether they are fixed
or mobile, with different operating systems.
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60 | End users User Interfaces End users of office buildings stethin control | SHOULD
interface for over a limited set of functionalities at local leve
Office to some of the systems of the building, without
Buildings compromising the global energy efficiency

strategies set for the whole building. These might
include lighting (dimmers, on/off switches),
shutter controls, controlled sockets switches, and
visualization of energy consumption metering
63 | User feedback User Interfaces The network mastige a form of user MUST
feedback. This can be a return channel in
communication or the assured observation of dn
event by the user

Table 3: WP4 ICT Requirements Summary

4.4 WP5 — Electric Mobility

The introduction of electric vehicles (EV) will reige major changes to be made in electricity neksor
as predictions suggest that the charging of eteatar batteries will be the biggest load on future
networks. Meeting the new demands depends on thedirction of new ICT technology in both the
energy grid and the vehicles as well as the coioreaf the vehicles to the grid in real time. The
interaction of EV with the power grid and transpmfrastructure needs new innovative services and
comes along with significant functional and nondtional ICT requirements. These requirements are to
be satisfied with generic and specific enablindntexdogies.

Therefore a typical set of building blocks for etec mobility should be defined, investigating the
interests of a wide range of stakeholders and it&dyl evolution of their requirements in the coming
years as market conditions evolve.

ICT Requirements were be derived from the buildbigcks that are required from Smart Grids to
support the loads that electric vehicles will gateand to balance these loads with the generabitity

of renewable energy sources. Additionally, requiata on business models enabling revenue sharing
should be defined and detailed requirements folingiland charging systems and security and
authentication systems should be compiled.

4.4.1 WP5 Use Cases Summary

4.4.1.1 Use Case Short Trip

The short trip use cases reflect usage of EV fps twithin a range of full battery (typically < 1i6@).
The trip destinations are therefore “nearby”, ¢hg. place of work, shopping places or places clule
activities (typically workdays evening or the wepég

4.4.1.2 Charge Point Accessibility

Functions described herein are derived from 5 wiffe mobility scenarios for medium-ranged distance
(< 350 km) trips identified to be important for due electric mobility. All five scenarios are btief
described in the next section.

4.4.1.3 Use Case Long Trip

The basic premises of the Long Trip use cases (uatdthat the owner/driver of an electric vehiglé:
a) make long distance journey

b) need to recharge multiple times

c) encounter such roaming issues as availability af g points and payment options

These use cases include the following four funation

1. UC-LT-A Authentication

2. UC-LT-IRCP International Roaming Charge Points
3. UC-LT-PM Payment Methods

4. UC-LT-EVC EV User in another country
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4.4.1.4 Use Case Grid Operational

While energy suppliers (retailers) can benefit framextension of their market, grid operators Diefia

service (DOS) might be faced with serious problassto overload situations with parallel charging

processes of many electric vehicles (EV). In gdrterans, DSOs need controlled charge mechanisms).

To support those mechanisms and to prevent harsifuations, DSOs might apply the following

principles:

» Scenario A: prediction of charge loads — to prefaretress situations

» Scenario B: optimized charge scheduling — to ch&\ge without exceeding the capacity of the local
power grid

4.4.1.5 Use Case Value Added Services

This section also assumes that the following etestobility key enablers are all in-place and are
embedded in national infrastructures. Building bis tcore set of key enablers, this section tries to
identify a number of spin-off value added produatsl services. It is also assumed that electricclei
can relatively easily be equipped with these naeractive features and services.

Key enablers include:

» Future electric vehicles will have a high speeckleiss internet connection so that the driver / oaar
receive information on charging stations.

e Future electric vehicles will have a smart devidge lan i0OS, Android, Windows Mobile, QNX,
TomTom, Garmin etc. so that the driver / user danalise maps to closest charging points.

» Future electric vehicles will have embedded geation & GPS / Galileo technology so that the
driver / user can dynamically plot routes to clogeee charging points.

» Data Roaming tariffs will be transparent acrossoparand wider countries so that the driver / user
can confidently move between states / countries.

» Energy Roaming tariffs will be transparent acroasolpe and wider countries so that the driver / user
can confidently move between states / countries.

4.4.2 Summary of WP5 ICT Requirements before Consolidatin

WP5 Name Category Short Destription Priorities
ID

1| Interoperability | ICT Syntactic and semantic interoperability between pIMUST
of end points for| Interoperability end points in order to guarantee charge point
V2G and G2V interoperability

2 | Interoperability [ ICT Electric Vehicles (EVs) need to exchange data wittOULD
of the Interoperability charge stations, e.g., the current Battery State Of
communication Charge (BSOC) and general technical details such
between EVs as the maximum charging current. This requires
and Charging that hardware connections are interoperable and
Stations that data exchange protocols and data formats fjom

different EVs can be used at the same charging
station.

3 | Interoperability | ICT Electric Vehicles (EVs) need to exchange data wittOULD
of the Interoperability charge stations, e.g., the current Battery State Of
communication Charge (BSOC) and general technical details such
between EVs as the maximum charging current. This requires
and Charging that hardware connections are interoperable and
Stations that data exchange protocols and data formats fjom

different EVs can be used at the same charging
station.

4 | Interoperability | Service Delivery The charging point supports vasiowdels of MUST
of Public electric vehicles.
Charge Points
with EV (ICT
and Electrical)

5 | Interoperability [ Service Delivery The charging point supports vasiowdels of MUST
of Public electric vehicles.
Charge Points
with EV (ICT
and Electrical)

6 | Privacy of user | Data privacy The information provided (here: looatand COULD
data planned journey) may not be used by other partigs
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7 | Privacy of user | Data privacy The information provided (here: looatand COULD
data planned journey) may not be used by other partigs
8 | Data Security It shall be possible to ensure the comntfiddty of MUST
confidentiality data by cryptographic mechanisms, unless
in otherwise protected by alternative physical
communication measures. The latency introduced from the
cryptographic mechanism shall not degrade the
functionality of the system, while the failure of
system shall not create denial of service. Data
confidentiality here relates to data in transitisTh
may relate for instance to privacy related data lik
smart meter information.
9 | Data Security It shall be possible to ensure the comtfiddity of MUST
confidentiality data by cryptographic mechanisms, unless
in databases otherwise protected by alternative physical
measures. The latency introduced from the
cryptographic mechanism shall not degrade the
functionality of the system, while the failure of
system shall not create denial of service. Data
confidentiality here relates to data at rest, i.e.,
locally stored data needs to be secured
appropriately as well. This may relate for instance
to privacy related data like smart meter
information.

10 | Reliability Reliability Data transmission hashe reliable COULD

11 | Reliable data Reliability Different Communication Service ProviddCSP) | COULD
transport over are maybe involved in a single data transaction.
heterogeneous End-2-End QoS has to be assured over CSP
networks boundaries including identification of Location of

Failure.

12 | Healing Reliability healing mechanisms have to be impleragib COULD
mechanisms keep system in reliable state

13 | Availability Auvailability All'ICT infrastructure has to eure high COULD

availability

14 | Availability of Service Public charge points are available to all as many| MUST
Public Charge | Availability people as possible.

Points

15| Availability of Service Public charge points are available to all as many] MUST
Public Charge | Availability people as possible.

Points

16 | Availability of Availability Dynamic energy prices ("Derivation ehergy COULD
energy prices prices") need to be distributed automatically (push

or made available (pull) to charge station prowéder
In order to facilitate charge station technolods
work with different energy providers, the respeetfv
exchange protocols and data formats should be
universal.

17 | Availability of Availability Dynamic grid load information ("Forestof grid COULD
grid load loads") need to be distributed automatically (push)
information or made available (pull) to charge station prowder

In order to facilitate charge station technolodes
work with different grid operators, the respective
exchange protocols and data formats should be
universal.

18 | Data integrity Quality of Service In particufar all payment scenarios, data COULD

integrity has to be ensured.

19 | Data integrity Security It shall be possibletsure the integrity of data | MUST

and to verify whether the data hasn't been tampered

with. The latency introduced from the protection
mechanism shall not degrade the functionality of]
the system. Data integrity relates to data in itang
and also data at rest, i.e., locally stored datalsie
to be secured appropriately. This may relate for

instance to data like configuration information.
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20 | Low latency of | Quality of Service| The information exchange fodgstabilizing COULD
data purpose has to be quasi real-time
transmissions
for V2G / G2V

21| Low latency of | Quality of Service| The information exchange fordgstabilizing COULD
data purpose has to be quasi real-time
transmissions
for Stored
Energy Service

22 | Remote Remote Required software upgrades of the charging statjo@OULD
Upgrade of accessibility shall be possible remotely
Infrastructure

23 | Remote Remote Required software upgrades of the charging statjo@OULD
Upgrade of accessibility shall be possible remotely
public charging
station:

25| Data System High amounts of data have to be stored and COULD
management fo performance evaluated
VAS

26 | Data System High amounts of data have to be stored and COULD
management fo] performance evaluated in order to allow for grid integration
V2G / G2V services

27 | Scalable System Computing resources must be highly scalable in| COULD
computing performance order to process data from Inter-modal Services
resources Users and Inter-modal Mobility Operators

28 | Data throughpuf System High data throughput has to be ensured for allkind€COULD
for ES performance of enhanced Services when high numbers of EV|are

used

29 | Multi- Modularity / For vehicles that are used in different Use Case | COULD
Communication | Abstraction categories, different communication media may be
Media required (PLC, Wireless, RFID etc.)

30 [ Abstraction Modularity / Despite many different access communication | COULD
from Media Abstraction protocols and lots of different hardware solutions,

communication must be possible

31| Data encryption| Security For all authenticasornarios, the data COULD

transmission has to be encrypted

32 | Encryption/Decr| Security data traffic encryption for sensible peaalata COULD
yption

33 | Code and Security Limit possibilities of code/data manipidat COULD
intrusion
protectiot

34 | Fault detection Security Faults should be detkas early as possible and| COULD

communicated to given parties

35 | Secure Network] Security The system should restrict the abilityndérnal or | MUST
Design external users to launch denial-of-service attacks

against the network components.

36 | System Security The smart grid system shall employ system SHOULD
protection protection mechanisms. The protection mechanisms
(protection shall be deployed in such a manner as to limit the
against impact of the attack to a small geographical area
malicious code, prior to detection and eradication.
like viruses,
intrusion
prevention,

network access
control, etc.)
which may be
host based or
network based

37 | Secure Security The system shall ensure software/firmwedates | MUST
Software/Firmw only with integrity protected packages from an
are Updates authorized source.
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38 | Security Security Security management has to consider alwed MUST
Management cryptographic protection means, including key
management infrastructure, certificate
management, security policies, addressing both,
technical and organizational means. The selectign
should match the protection needs of the
information being protected and the protected
system operating constraints.
39 | Data backup Security Backups of critical software, applicatioasd data | MUST
and recovery for all components of the SCADA system should|be
assured. Backup should be applied to all data ard
applications needed to replace failed components
within a reasonable period of time as required to
satisfy regulatory requirements and to restore thg
system to normal operation. Backups shall be
physically separated from the operational
components. Synchronization of the backup and
operating data must be assured.
40 | Norrrepudiatiol | Security It shall be possible to prevent the sende MUST
information from denying sending it.
42 | Identification of | Identification and | The user identifies themselves to the energy MUST
End User in Authentication supplier via the charge point.
front of Public
Charge Points
43 [ Unique Identification and | Unique Identification per user or car COuULD
Identification Authentication
44 | Identification of | Identification anc | The user identifies themselves to the ent MUST
End User in Authentication supplier via the charge point.
front of Public
Charge Points
45 | Authentication | Security System components shall uniquely authatgic MUST
and users and specific components before establishipg a
authorization connection. The components shall enforce
separation of duties through assigned access
authorization. The user privileges should be
restricted to only those that are required for each
person's role, taking into account emergency cases.
This reflects least privileged application.
Specifically to consider is handling in emergency
situations, where a user rights override option
should be always implemented. This requires
appropriate considerations in the general account
policy definition as well as consideration of the
specific situation (e.g., by using the simulative
information (emergency) as additional paramete
for access control) This is to (also) address wertd
types of DoS attack
46 | Storage of Identification and | The EV Users unique identity should be stored onSHOULD
Unique Identity | Authentication secure card/fob, secure storage on a phone or
secure storage on-board the car, with additional
cryptographic material for sharing with other
systems
47 | Transfer of Identification and | The EV Users unique identity should be transfereBHOULD
Unique Identity | Authentication in a secure way over wireless or wire line
technologies
48 | EVSE Access | Identification and | Access codes to EVSE's sent over the medium 9f SHOULD
Codes Authentication SMS / email should be unique
49 [ Open Web Protocol/Interface| The network infrastructure skdeature open SHOULD
Service APls of web-service API's so that electro mobility cloud
network services can simultaneously query and reserve poth
infrastructure network and cloud services without any human

intervention
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50 | Support of Quality of Service| The network infrastructure shibfdature SHOULD
different SLAs numerous levels of SLA's, the best being
of network guaranteed QoS, the worst being best effort Qo$.
infrastructure

51| Fully meshed Performance The network infrastructure should fieatully SHOULD
I/O for P2P in meshed i/0's to support advanced peer-to-peer
network multimedia service applications
infrastructure

52 | Network Networking Aggregation nodes are needed in ordesto COULD
aggregation present transport protocols in an efficient way
nodes

53 | Provision of Performance the network infrastructure should stippe SHOULD
Ethernet / IP dynamic and random provision of Ethernet / IP
bandwidth on bandwidth on demand services so that high
demand service$ definition uni-cast electro-mobility video services

can be enabled on dem:

54 | Real time Management converged energy and communicationsgoill SHOULD
billing systems should support real time billing

55 | Billing Billing and The EVSE should have a way for completing a | COULD
mechanism: Payment mobile, m-payment through a CSP
Mobile or m-
Payment

56 | Billing Billing and The EVSE access device (card/key fob or mobil¢) COULD
Mechanism: Payment holds details on credit amount available to the EY
Access Device User

57 | Billing Billing and The EVSE has a pay as you go system, where theCOULD
Mechanism: Payment EV User can top their credit on a EVSE Access
Top-Up System card

58 | Micro Functional converged energy and communicationsyill COULD
transactional systems should support micro transactional serv|ces
services

59 [ Multiple Paymer The charge point provides multiple paym MUST
Payment options - cash, card, deferred payment (credited|to
Options at an account).
Public Charge
Points

60 | Multiple Payment The charge point provides multiple payment MUST
Payment options - cash, card, deferred payment (credited|to
Options at an account).
Public Charge
Points

61 | Wireless and Performance the network infrastructure should freatu SHOULD
fixed combination of advanced wireless and fixed
architecture architecture

62 | Wireless Communication wireless coverage has to be enhanaadler to COULD
coverage dynamically receive information on a journey

63 | Wireless entity [ Communication Cars or users must utilize wirelesamunication | COULD
connection infrastructure since they are moving

64 | Simple Usability Electric Vehicle Users (EV Users) needpecify | COULD
Communication preferences such as the Charge Time Frame angl the
EV User - Minimum Battery State Of Charge (BSOC). This
Charge Station can be done in the simplest case by means of a

touch screen at the charge station.

65 | Advanced Performance The network infrastructure should fesafion- SHOULD
Communication blocking advanced virtualization technologies so
EV User - that many virtual electro-mobility network
Charge Station operators can co-exist on the same physical
via telecoms network and dynamically scale bandwigth

Virtualization

and network services with respect to real-time

customer requirements
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66 | Advanced Communication Electric Vehicle Users (EV Users)daespecify | COULD
Communication preferences such as the Charge Time Frame angl the

EV User - Minimum Battery State Of Charge (BSOC). Instead
Charge Station of simple techniques ("Simple Communication EV
User - Charge Station"), this could be done morg
sophisticated and automatically, e.g., with user-
friendly agent technology which could be
integrated into a navigation system.
67 | In-Car GUI Performance electro mobility servisdsuld be interfaced from| SHOULD
an in-car GUI
68 | Usability HMI / GUI / Apps| The user interfaceshia be simple and self- COULD
explanatory
69 | App store Performance electro mobility applimatservices should be SHOULD
downloaded from a cloud based electro-mobility
app store
70 | User Contex Information / Date | EVSE Availability and Tariffs can be sent to t COULD
information: objects EV User
EVSE
Availability and
Tariffs
71| User Context Information / Data| EV on-board battery and auxiliary information canCOULD
information: objects be sent to a storage system
Battery
Information
72 | User Context Information / Data| An EV Users geo-location information can be sentCOULD
information: objects to a (EV on-board or Online) storage system and
Geo-Location can be data mined
73 | User Context Information / Data| EV User profile information like preferred Electri¢ COULD
information: objects Power Supplier and preferred tariff/cost per KM
Profile can be sent to a storage system
Information
74 | EVSE Context | Information / Data| The parking bay occupancy status is stored by theCOULD
Information: objects EVSE and can be shared with other interested
Charge Point parties
Availability
75 | EVSE Context | Information / Data] Up to the minute energy tariff information is COULD
Information: objects available and can be shared with EV Users
Tariffs
76 | EVSE Context | Information / Data| Clear information on EVSE booking fees COULD|
Information: objects
Tariffs
77 | EVSE Context | Information / Data| Clear information on EVSE CP capabilities / COULD
Information: objects charging rates (fast charging etc) that can beeshar
Capabilities with EV Users
78 | Environmental | Information / Data| 3rd Party services can be accessed for weather | COULD
Context objects information
Information:
Weather
79 | Environmental | Information / Data| 3rd Party services can be accessed for traffic COULD
Context objects information
Information:
Traffic
80 [ Environmental | Information / Data| 3rd Party services can be accessed for COULD
Context objects landscape/road topology information
Information:
Landscape
Topology
81 [ Charge Detailed Information / Data| The format for a Charge Detailed Record has to h€OULD
Record objects defined
82 | Varying Energy| Service Delivery Different energy suppliers useghme charging | MUST

suppliers at one
Public Charge

Point

point to deliver their services.
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83 | Derivation of Charging and Energy providers need to be able to dynamically] COULD
energy prices Electricity Grid derive energy prices for the next hours. This
requires precise forecasts of the availability of
energy, as well as of the expected demand.
Dynamic prices are then a means to balance the|
energy need and to avoid potentially expensive
peaks of the demand.

84 | Forecast of grid| Charging and In electric-vehicle scenarios, unstable electricity | COULD
loads Electricity Grid grid situations are more likely and they should be
avoided. In order to avoid such situations, the gr
operators need to be able to precisely forecast the
grid load for the next ours. Charge station opesato
might then react to the current grid situation.

85| Smart charging | Charging and In a smart-charging scenario, a new (near) optimlaCOULD
scheduling Electricity Grid schedule needs to be calculated whenever certajn
parameters change.
86 | Logging and Security Logging processes shall be establishatkoites | MUST
Audit having appropriate resources. Logging supports
security monitoring and auditing.
87 | Time Security Time synchronization keeps timer elements SHOULD
Synchronization different components synchronized.

Table 4: WP5 ICT Requirements Summary

4.5 WP6 — Electronic Market Place for Energy

The high level scenario for an Electronic Marketd®l for Energy (eMarket4E) arises from the
considerations related to evolution of the eleitfrimarket due to de-regulation and the transforomadf

the old electricity grid into a smart grid. In thigrspective, a particular attention is for endstoners
which now might also produce energy (so called Sproer”) (e.g., by means of solar panels on thesroof
of residential houses or micro-generation plants) aeed to be integrated as active elements in the
electricity grid.

Anyway, a large variety of actors take part to kerket Place, each having specific needs. In pdaic
the actors want to boost their business processesimarily accomplish fruitful transactions. Thesll
deal with various types of assets that can be fdonithe smart energy market: financial transactions
physical energy capacity commercialization, infotioraservices, etc.

The low level scenarios developed in the Electraviigrket Place for Energy scenario are grouped
together in three clusters (so called “businese£3s

» Information and final user contracts about energy utackles the need of providing to the user the
ability to get detailed information about his energse via different means using the internet in a
reliable way as well as to empower the final cugtomith tools to configure his electricity contract
online. It includes the following scenarios whichlwe described below:

Detailed Consumption Information

Transparency in the green market

Energy contract brokering

Information about energy generation sources: B&regn
Colour Ethical Bid

« Demand Side Management include a scenario that shiow the final customer is able to get
discounts on his electricity bill if he allows tlgeid users to send signals to his home or prennise,
order to flat the Demand curve for example.

O o0oo0oo

o

o Flatten Demand Curve

* Energy Trading that represents one of the fundamh@igces of the eMarket4E, it brings together the
different actors (grid users, grid operators, pdevs and customers) of the energy value chain avith
particular focus on the involvement of the finabegy Customer and Prosumer that at the moment do
not have Internet based eMarket4E services foirtgadt includes the following scenarios which will
be described below:
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Incentive Based Green Market
Trading for the Good of All

Trading flexible capacity

Energy Markets for Neighbourhoods
Supplier Side Local trading

O o0oo0oo

o

Here below the low level scenarios have been rihsidered (for more detail about them see D6.1).

4.5.1 WP6 Use Cases Summary

4.5.1.1 Detailed Consumption Information

This scenario deals with the use cases to be cenesidn FINSENY in the field of eMarket4E services

that deal with information closely linked to theeegy consumption at the user premises and witff tari

schemes. Such services give the users the oppyriianget detailed information of the consumption

related to the most consuming devices in their londe the same time, the user will be able to get
information from the utilities on the tariffs andtgenergy consumption costs in a granular way.

4.5.1.2 Transparency in the Green Market

The customer, through a smart phone or a PC, azxdlss WEB portal of an energy retailer and from
there he can plan technically and economically l@wvould like to contract the energy provisioning
service. In this scenario, he would like to measureeal time, energy costs and monitor the corption

to be able to personalize his contract dependinghencosts and program according to his Building
Management System (BMS) to comply to the latter.

4.,5.1.3 Colour Ethical Bid

In a future smart grids scenario, the final usexdseto be aware of the kind of energy that he aoesu

In fact, his choices about the consumed kind of@necontributes to the ecological sustainably im o
homes and cities. For that, the final user mustkhwehat kind of energy he is consuming” and “howdan
where” the waste the elements will be disposed useproduce this energy. To do so, the Energy
Information Provider (EIP) provides information ttee Customer about the mix of the available energy
sources: each kind of energy is represented (ofP@®r the smart phone) with a different color (e.g
red=nuclear, green=renewable, and so on all variatbetween red and green ).

4.5.1.4 Energy Contract Brokering

There is a trend towards the increasing decendtédiz of energy generation, which manifests itgethe
growing number of photovoltaic units, small windisiilcombined heat and power plants and other
technologies. Today, the operation of such unitsftisn subsidized, but in the long term, such umitsst

be operated in a profit-oriented manner. As sugplg demand for electricity must be balanced at all
times, it is important that there are mechanismglate that adapt electricity generation to demeamadi
vice versa (this is achieved through demand sideagement mechanisms, for example). However, the
foundation for direct marketing of electrical engig a contractual relationship between the suppliel

the customer.

4.5.1.5 Information about Energy Generation Sources: Beingsreen

The scenario consists in getting to the custorreethé internet information about the energy théieisig
generated a given time in relation to their ownstonption so they can get statistically if the epdhpy
consumed comes from a “green” (renewable) energyceo Customers will be able to extract the
information in various forms and shapes dependimgast and time (e.g. daily consumption, monthly
consumption, equivalence in money in CO2).

They will be able to simulate what would be thesuanption profile if the energy efficiency systemswa
able to modify the consumption hourly profile totofathe green intervals of the Day, Month and Year.

4.,5.1.6 Flatten Demand Curve

This scenario describes how an ICT application ©@ytact the customers via a market and effectively
manages Distribution System Management (DSM) sigteateduce the power consumption in customer
homes.

In this perspective, the user has access to a Dglcation on the Internet where he can see differe
DSM offerings from the grid users and can chooseptdract one of these services. This aims at iaduc
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the monthly bills. By contracting this service, tnger allows the grid operator to send DSM sigt@lss
energy efficiency system upon the need to redueeptwer consumption in an area, e.g. a region or a
city.

4.,5.1.7 Incentive Based Green Market

The main scope of this scenario is to spread théicmation to the Green Market of the Energy
Prosumers providing different kind of incentives.this perspective, Prosumer negotiates a conimact
order to operate on the Green Market with a Gridrlygho can provide incentives

The Prosumer, according to its own energy prodaftmnsumption forecasting, may operate on the
Green Market by offering surplus energy while rec®j incentives from a Grid User. The Prosumer,
who's forecasted energy demand is more than uswsi,buy Green Energy receiving incentives, too.

4.5.1.8 Trading for the Good of All

Competition in trading assures energy balancirgtpiand regional level and guarantees the besgpri

In a not so far future scenario on the smart ghidre will be many vendors and consumers of energy,
more commonly known as "Prosumers”. It's naturadtth new energy market will emerge with
competition rules in some ways very similar to tho§financial markets.

So, in such a scenario, each big Energy Retailéhave at least an Operation Manager that will itgn
in real time their “available energy production aeipy”, and the real cost of such generation. Maeezo
the Operation Manager gets from a Weather Fore®estice important information useful to plan its
future generation capabilities (e.g. for wind olas@nergy generation forecasts).

The latter information coming from the Operation dger is then sent to Financial Managers that,
through a WEB portal, continuously monitor in reshe the energy price (euro/KWh) of the other
supplier competitors and he will thus be able tmpare various external offers with his own in temwhs
availability, costs, and quality. Then he can qgffeal time billing to the Final Customer or to thacility
Manager and guarantee is such way short term pagmen

4.5.1.9 Trading flexible capacity

This use case describes how ICT infrastructure madket mechanisms can be used for trading the
flexible loads for demand side management purpddes Grid Operator monitors the electricity network
using the Network Management System. In case thereoverloads or voltage problems detected, the
problem is reported to DSM companies through thekatplace. Then, each DSM submits an offer to the
marketplace for solving the issue. The marketpkalects a number of offers which jointly solve the
network issue. The selected DSMs are now resp@nsiblsolve the issue. The objective is to derive
real/reactive power changes required to alleviageviolations in the network. The DSM sends thealig

to smart home control boxes of his customers. Tmrol boxes send the signal to intelligent deviaes
the smart home as well as to electric vehicles.

4.5.1.10 Energy Markets for Neighbourhoods

A neighbourhood is a geographically localized comityuwithin a larger city, town or suburb sharing a
common service infrastructure. In some countriesghbourhoods are often given official or semi-
official status, serving to represent administrtdivision found immediately below the district &bv
Generally a neighbourhood is a group of househalds public services served by the same local
electricity Distribution System Operator (local DBS@&hich are geographically localized in the sameaar
Thus, the neighbourhood unit within the projectersefto the capability to manage electricity related
services. In this way, usually a local DSO will ayg manage at least one neighbourhood, but there ar
also cases where a single local DSO manages sevagilbourhoods, as it happens nowadays in most
cities.

4.5.1.11 Supplier Side Local trading

Taking a closer look to the role of the Supplibe bbjective of this scenario is to balance thegntow
among e-Islands, taking into consideration Genesaba regional level. When a deficit/surplus kical
level (e.g. city, regional) occurs, the Supplien aaperate on the market to trade energy within the
Marketplace either to cover the excess in dematrid production.
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A Supplier may want to increase the effectivenass efficiency of the electricity supply at low vatfe
level by balancing the energy flow among a congble-Islands, taking into consideration small local
Generators too. In order to distribute the suffitiamount of energy, a Supplier needs to know the
forecast in terms of e-Islands demand/productiatifégrent time periods through Microgrid Operators

When a deficit/surplus occurs, the Supplier hasetct and poll the market to trade energy withia th

Energy Market Service.

4.5.2 Summary of WP6 ICT Requirements before Consolidatin

WP6 Name Category Short Description Priorities
ID
1| Access by Service The contract negotiation should be designed followi | SHOULD
different Oriented App. | web-service API, so that different application (uttng
connected web-based ones) can be developed for differentdsvi
devices
2 | Access by Service The act of offering energy surplus should be dexigoy | MUST
different Oriented App. | following web-service API, so that different applion
connected (including web-based ones) can be developed for
devices different devices.
3 | Access by Service The act of buying energy surplus std be designed b | MUST
different Oriented App. | following web-service API, so that different applion
connected (including web-based ones) can be developed for
devices different devices.
4 | Easy- Usability The interfaces for all users should bgyeanderstandabl¢ SHOULD
Understand and user-friendly. If not, users would not use the
Interface advanced systems.
5 | Dataintegrity | Security/Trust The transmitted aeceived data about forecasting of | MUST
energy demand/production have to be reliable
6 | Privacy of Security/Trust The information provided in contrahbuld not be used| SHOULD
Contract by other parties
7 | Data privacy | Security/Trust The information provided concernaftgring energy MUST
on energy surplus should not be used by other parties not
exchange participating directly in the eMarketplace4E.
8 | Data privacy | Security/Trust The information provided concerninging energy MUST
on energy surplus should not be used by other parties not
exchange participating directly in the eMarketplace4E.
9 | Easy- Usability The interfaces for all users should bgyeanderstandablé¢ SHOULD
Understand and user-friendly. If not, users would not use the
Interface advanced systems.
10 | Dataintegrity | Relia/Availabilif The data to be transmitted and received have to be MUST
y reliable in term of truthfulness and timing
11 | Reliability of | Relia/Availabilit | It is very important to guarantee the reliabilifytioe SHOULD
the system y system in term of response time performance
12 | Transactional | Management The actions of “offering Energy " andylbhg Energy " | MUST
mechanisms are meant as ICT transactions between the prosanaer
Green Market Operator.
13 | Smart Physical Media | Microgrid Operators need to have iSiiaters and MUST
Metering means to analyze/view the corresponding data iardal
be precisely aware of e-Island energy
consumption/production.
14 | Transactional | Management The actions of “trading energy” havedaaneant as ICT | MUST
mechanism transactions
15 | Interoperable | Interoperability | Standard interfaces and protobalge to be used, so that SHOULD
and standards aggregation and forecasting services can be easily
protocols for integrated. Moreover, different providers have ¢calble
forecasting to access the marketplace by integrating its ovgtesy.
services
16 | Availability/R | Relia/Availabilit | The Availability of the forecast services have &high, | SHOULD
eliability of y otherwise energy shortage may happen.
forecast in
demand/produ
ction
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17 | Microgrid Scalability The management of forecast in demawodipction of e- | MUST
Management Island has to be designed in a scalable way,iss it
Scalability expected that the amount of users and thus traosact
will increase.
18 | Standardized | Interoperability | A standard for energy contractd anergy contract SHOULD
energy offerings need to be available in order to fadiéitaading
contract between all actors and to develop tools such as-Web
based electronic marketplaces.
1S | Marketplace | Service An electronic marketplace needs to be available MUST
services Oriented App. | facilitates the management, negotiation and closfng
energy contracts.
20 | Scalability of | Scalability The Marketplace Services should bereflén a scalable] SHOULD
Marketplace way, as it is expected that the amount of userdfaunsl
services transactions will increase.
21 | Smart Physical Media | All consumers need to have Smarekeind means to | MUST
Metering analyze/view the corresponding data in order to be
precisely aware of their energy consumption.
22 | Easy- Usability The interfaces for all users should bgyeanderstandablé SHOULD
Understand and user-friendly. If not, users would not use the
Interface advanced systems.
23 | Dataintegrity | Relia/Availabilit The transmitted and received data has to be reliabl MUST
y
24 | Privacy of Security/Trus The informatiorprovided in contracts and offers sho MUST
Contract not be used by other parties.
25 | Reliability of | Relia/Availabilit | It is very important to guarantee the reliabilifytioe SHOULD
the system y system in terms of response time performance, &s us
would not use the systems otherwise.
26 | Authenticatio | Security/Trust All transactions on the marketplaeed to be MUST
n and access authenticated and the respective users need to have
control appropriate rights. This requires a role-basedss:ce
control system.
27 | Data Performance Large amounts of data need to be tadlestored and MUST
management made available.
and storage
28 | Legally Interoperability | The legal conditions need to allmelectronically close| MUST
binding binding contracts, even if they are closed autaradj,
electronic e.g., by means of intelligent agents.
contracts
29 | Transactional | Management Closing contracts should be done givargsactional MUST
mechanisms guarantees.
30 | Standardized | Interoperability | A standard for grid issue descdps need to be available SHOULD
grid issue in order to facilitate automated treatment of such
descriptions situations, e.g., in an electronic market place.
31 | Marketplace | Service An electronic marketplace needs to be available tha | MUST
services Oriented App. | facilitates management, collection and selectiogrif
issues and issue solution (offers).
32 | Scalability of | Scalability The Marketplace Services should bereflén a scalable] SHOULD
Marketplace way, as it is expected that the amount of usersfaunl
services transactions will increase.
33 | Smart Physical Media | All consumers need to have Smarekeind means to | MUST
Metering analyze/view the corresponding data in order to be
precisely aware of their energy consumption.
34 | Dataintegrity | Relia/Availabili{ The transmitted and received data has to be reliabl MUST
y
35 | Privacy of Security/Trust The information provided in contsaahd offers should | MUST
Contract not be used by other parties.
36 | Reliability of | Relia/Availabilit | It is very important to guarantee the reliabilifytioe SHOULD
the system y system in terms of response time performance, &s us
would not use the systems otherwise.
37 | Transactional | Management Closing contracts should be done givargsactional MUST
mechanisms guarantees.
38 | Authenticatio | Security/Trust All transactions on the marketplaeed to be MUST

n and access
control

authenticated and the respective users need to have
appropriate rights. This requires a role-basedssece
control system.
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39 | Data Performance Large amounts of data need to be tadlestored and MUST
management made available.
and storage
40 | Availability Relia/Availabilit | The availability of all systems needs to be higbrider MUST
y to be able to solve potentially dangerous gridéssu
immediately.
41 | Electricity Physical Media | Services for monitoring, supervisoontrol and MUST
Network operation of electrical networks need to be in @lac
management
42 | Standardized | Interoperability | A standard for grid issue solusand grid issue solution SHOULD
grid issue offerings needs to be defined in order to faciitah
solution automated treatment of grid issue situations and to
description develop tools such as Web-based electronic
marketplaces.
43 | Control Protocol/Interfa | Standardized mechanisms to control the energy MUST
mechanisms | ce consumption and production in Smart Homes from the
for Smart outside need to be in place. This includes in paldr
Homes communication interfaces and a protocol for infaliora
exchange.
44 | Control Protocol/Interfa | Standardized mechanisms are needed to control of | MUST
mechanisms | ce intelligent devices and electric vehicles withiBmart
in the Smart Home (Internet of Things). This includes all aspect
Home communication interfaces, network connection for al
devices and control mechanisms/information exchangge
(e.g., balancing signals).
45 | Marketplace | Service An electronic marketplace needs to be available tha | MUST
services Oriented App. | facilitates the management, recommendation, negniial
and closing of energy (shifting) contracts as asl|
notification services and reporting.
46 | Scalability of | Scalability The Marketplace Services should berefieén a scalable] SHOULD
Marketplace way, as it is expected that the amount of userdfaunsl
services transactions will increase.
47 | Legally Interoperability | The legal conditions need to allmelectronically close| MUST
binding binding contracts, even if they are closed autaradyj,
electronic e.g., by means of intelligent agents.
contracts
48 | Smart Physical Media | All consumers need to have Smarekeind means to | MUST
Metering analyze/view the corresponding data in order to be
precisely aware of their energy consumpi
49 | Easy- Usability The interfaces for all users should bgyeanderstandablé SHOULD
Understand and user-friendly. If not, users would not use the
Interface advanced systems.
50 | Dataintegrity | Relia/Availabili{ The transmitted and received data has to be reliabl MUST
y
51 | Privacy of Security/Trust The information provided in contsaahd offers should | MUST
Contrac not be used by other parti
52 | Reliability of | Relia/Availabilit | It is very important to guarantee the reliabilifytioe SHOULD
the system y system in terms of response time performance, &s us
would not use the systems otherwise.
53 | Transactional | Management Closing contracts should be done givargsactional MUST
mechanisms guarantees.
54 | Authenticatio | Security/Trust All transactions on the marketplaeed to be MUST
n and access authenticated and the respective users need to have
control appropriate rights. This requires a role-basedsz:ce
control system.
55 | Data Performanc Large amounts of data need to be collected, stamd MUST
management made available.
and storage
56 | Standardized | Interoperability | A standard for energy informati@nd analytic results SHOULD
energy needs to be available in order to facilitate tlh@sactions
information and additional services offered in marketplace el as
data energy information analytics for the smart city.
57 | Standardized | Interoperability | A standard for energy (shifting)ntracts and energy SHOULD
energy (shifting) contract offerings need to be availablerder
contract to facilitate trading between all actors and toelep

tools such as Web-based electronic marketplaces.
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58 | Energy Physical Media | Mechanisms for delivering data ealab the energy MUST
Monitoring consumption and/or production within a Smart House
need to be in place for planning, procuring antirggl
activities. Besides Smart Meters, devices neeeto b
intelligent and to be able to communicate.
59 | Forecast of Management Reliable forecasts of grid load andggnéemand are SHOULD
grid load and needed for planning generation and consumption.
energy
demand
60 | Rating system| Security/Trust A rating systemvailable that facilitates a possibly SHOULD
objective assessment of all marketplace actors Thi
enables the prosumers to consider them prior to
transactions in order to enhance the prosumeks ris
management analys
61 | Info Service A WEB portal that allows to the final user, through MUST
communicatio | Oriented App. | smart phone or a PC, to choose between differerggn
n system for retailer in order to get at best, technically and
the Final economically, its energetic needs.
Users
62 | Cloud Performance To exchange in real time: pricing Imfation, present MUST
computing for demand, available energy to bid and forecast f@r th
high speed future energy demand, a large amounts of data tecleel
data collected and processed in high speed mode through
processing cloud computing.
63 | Energy Management A metering system installed within thalfuser home MUST
Management and it will be used to measure energy consumecdand/
System producel
64 | High Usability The applications for the services abtiet éMarket4E MUST
portability have to function properly on the widest possiblegeaof
applications devices, whether they are fixed or mobile, witHetiént
for fixed and operating systems.
mobile
services
targeted to the
final customer
65 | Real time Service A SW WEB-based system that allow to the energy SHOULD
system to Oriented App. | retailers to give the kind of requested energy ttogreat
monitor the all the necessary market information
available kind
of energy for
the energy
retailers
66 | A HW/SW Management A network of companies that producedfit kind of SHOULD
network of energy and that sell it at the energy retailer.
grid operators
to offer
different kind
of energy
67 | User Software| Security/Trust Autonomous SW entity which obseraed stores the MUST
Agent System final user energy buying habits. Then it acts upmuest
and directs its activity towards achieving bestlgoa
68 | Weather Service ICT instrumentation that provides services of Weath | MUST
Forecast Oriented App. | Forecast to the Operations Manager or to the Energy
Service Information Provider: this can be very useful fomiake
forecasts about the energy sources depending fiiady w
sun etc.
69 | Energy Service A WEB based information service dedicated to thgy ve| MUST
information Oriented App. | small energy retailers providing them the pricing
provider Information, the present local demand and the albksl
energy to bid. Moreover it performs forecasts fa t
future energy demand coming from the Facility Marag
or the Final Customer.
70 | Building data | Relia/Availabilit | The BEMS installed at the user premises will have t | MUST
transmission |y transmit data over the Internet. Always on conwégti
availability and ADSL speeds are required and on the provider si

(Marketplace) Data Mining will thus apply.

Page 52 (262)




FINSENY D7.1 First set of ICT Requirements to the AB v1.0

71 | Marketplace | Service The service will hold user energy information irtade MUST
services Oriented App. | And it has to feature the capability of personaligihe

interface depending on the context and prefereofctse
users.

72 | Data Integrity | Scalability The Information that is to be collectadthe MUST
at the Marketplace has to be handled taking care of
Marketplace personalization and context based information.

73 | Processing Service The Service at the marketplace will have to impletme | MUST
capabilities at | Oriented App. | complex operations between the data that will be
the collected from the Grid users and operators
Marketplace

74 | Efficientand | Protocol/Interfa | The Ability of generating contracts on the fly otke SHOULD
secure service| ce internet will need to be reliable by employing stard
access and protocols and interfaces for the users. Securitgss has
provision to be provided also following usual

75 | Reliable and | Performance This UC will need reliable and provigig QoS, since | MUST
deterministic signalling is involved between the GRID and theruse
signal BEMS. The latter signals will have to arrive reliam
commands order to shape the demand curve.
from the
Marketplace

76 | Real Time Management The requirement takes on board theHatin the future | SHOULD
Data and real time tariff schemes will have to be handledhzy
Service Market place service.
management

77 | Decision Service The service tit may lie on the Grid User side or in MUST
Making and Oriented App. | cloud needs to know the user contract and theliedta
signalling capabilities. According to the latter processing
energy capabilities are key to decide how to signal thepsh
commands demand commends.

78 | IPV6 a must | Scalability The BEMS would have to be uniquely itéed at the MUST
for IOT customer premises and in some cases the devices
(Customer included in energy efficiency services.

BEMS and
related
devices)

79 | Number of Scalability The scenario takes into account théarners that may | MUST
customers in connect to the service. The latter may raise exptoalty
the and thus appropriate data mining data bases must be
eMarket4E taken into account. The numbers may raise eastlyeto
services may hundred thousand.
grow
exponentially

8C | The Relia/Availabilit | Depending on the scenario there will be more sérih MUST
Emarket4Eser| y requirements towards availability of the eMarket4E
vices services. DSM will need an availability % of atdea
availability in 99%.

a year's time

81 | Speed of Performance eMarket4E services will require SOTirinet MUST
communicatio connectivity speeds. In this case speeds startiBg
n to the Kbps should be provided.
eMarket4E
services

82 | Service Performance Emarket4E services will have to acicésamation MUST
Transparency coming from various devices at the customer presnise
at the Thus Layer 3 protocols should be supported, Access
customer technology agnostic, compatibility with AAA service
premises: and also information appliance agnostic.

Data Access

83 | Ease of use of Usability The services that will be provided at giarket4E will | MUST
the have to comply with: Ease of learning, memorabhility
eMarket4E maintainability, natural interaction and user $atiton.
services This refers to the service interaction design ia site

(service provider) and on the other by the artsfact
provided at the platform side to mash up and preduc
Services.
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84 | Flexibility in Usability Diverse preferences and abilities of ¢hstomers should] MUST
the creation of be taken into account when designing the service
new services interaction of eMarket4E services.
interfaces/inte
raction
framework
85 | Self- Self- Devices and appliances that are monitored andiggssi| MUST
configuration | configuration controlled by way of external sensors and actudtogs
for non- a smart plug) should be recognized and configured i
networked way similar to networked devices with zero-confgplu
appliances and play mechanisms
and physical
entities
61 | Monitoring User interfaces User Interfaces for building endrsihave to be MUST
and control proposed in at least two different ways : as fixed
user interfaceg interfaces inside the building, possibly using didated
for building interface devices (like a home/building control @&n
end-users and as either mobile or generic remote interfatbis
duality makes it almost mandatory that the suppbrt
these interfaces be available outside of the hosheark,
which will also make it easier for third partieshave
access to their own user interfaces
62 | Monitoring, User Interfaces Similar to interfaces for buildingabitants, and COULD
control and excluding the case of homes, these do generally ttav
management be available through fixed or dedicated deviceglanthe

user interfaces
for technical
staff, facilities

managers, etc

building, and, possibly with reduced functionalifg
interfaces outside the building. Similar argumexgply
to the support of these interfaces outside thelmg|
network.

Table 5: WP6 ICT Requirements Summary
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5. Consolidation Criteria

The previous chapter described the work done bygeCase Work Packages to generate their use cases
and the required ICT requirements to ensure théogement of the Use Cases. Consequently, the next
task was to consolidate these requirements in dalensure a coherent vision of the needs of @l us
cases related to the project.

5.1 Categorize and Consolidate ICT Requirements

5.1.1 Categorization

Firstly, it is necessary to identify among the riegqments their category, consequently an initistl &f
categories were suggested that had to be extergthding on the ICT requirements that were idextifi
and documented. The result was a list of categahyes that includes values related to the percemtio
the UC about the scope of use case and techniaiteenents specifications.

The next step was to identify a structure of catiegofor grouping the categories defined by the UC.
Consequently several methods were analyzed andBNNSdecided to use the Schema detailed in the
Reference Architecture of the Smart Grid CoordomatGroup. A specific section of this chapter is
devoted to detail the Schema and the Category Lissgt for categorization purposes.

Finally, the original categories were grouped aditw to Layer Categories.

5.1.2 Consolidation

The first step of the consolidation process for K& requirements was identifying those requireraent
that are common. A requirement is common if it videntified in more than one Use Case. For this
purpose an analysis of the functional and non-fonat descriptions and the original category ofteat
the requirements were performed.

The second step was to review the common ICT Reongnts to identify overlapping or overriding of
the requirements. The result was a list of requénrisiin terms of their impact on different use sabat
allows cohesion in the description of the resultieqguirements.

An additional purpose of this step was to claslify requirements as essential, non-essential, syste
level, software level, or as architectural constsai therefore an initially assigned priority coube
reconsidered and re-evaluated.

The last step of the consolidation process wasdister the resulting ICT requirements in a newptiae
to allow a direct relationship between the origiaatl consolidated requirements.

Before starting ICT requirements consolidation pgscan evaluation of the Open Source best practices
and the Reference Architecture Working Group of$heart Grid Coordination group were performed to
define the relations related to classification pss® The conclusions are summarized in the follgwin
sections.

5.2 The Open System Interconnection (OSlI)

The Open Systems Interconnection model (OSI masie)product of the Open Systems Interconnection
effort at the International Organization for Stamfization. It is a prescription of characterizingda
standardizing the functions of a communicationstesysin terms of abstraction layers. Similar
communication functions are grouped into logicgels. An instance of a layer provides servicegdgo i
upper layer instances while receiving services ftoenlayer below.

According to recommendation X.200, there are sdagers, each generically known as an N layer. An
N+1 entity requests services from the layer N gntit
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Data unit Layer Function

7

Application Network process to application

Data 6. Data representation, encryption and decryptionyedmmachine
Presentatioidependent data to machine independent data

5. Sessin  Inter host communicatic

Segmeni 4. Transpol Enc-to-end connections, reliability and flow cont

Packet/Datagra 3. Networl Path determination and logical addres

2. Data . .
Frame Link Physical addressing
Bit 1. Physical Media, signal and binary transmission

Figure 3: The OSI Model

5.3 Open Security Architecture (OSA)

As is common in many ICT requirements, the distorcbetween functional and non-functional security
requirements of a system is elusive. Security reguénts are often discussed in the context of uali

and non-functional requirements. Consequently doairity requirements are considered only in terins o
other requirements to which they are related diyesndd often handled as an afterthought and adtbon

the system’s functional requirements.

IT Security Requirements describe functional and-fumctional requirements that need to be satisfied
order to achieve the security attributes of an y$tam. Security requirements can be formulated on
different abstraction levels. At the highest alidtom level they basically just reflect securityjetiives.

Open Security Architecture (OSA) suggests distisling 4 different security requirement types:

» Secure Functional Requirements; this is a secueltyted description that is integrated into each
functional requirement. Typically this also saysatvbhall not happen. This requirement artefact can
for example be derived from misuse cases.

» Functional Security Requirements; these are sgcseitvices that need to be achieved by the system
under inspection. Examples could be authenticatiathorization, backup, server-clustering, etcsThi
requirement artefact can be derived from best westpolicies, and regulations.

» Non-Functional Security Requirements; these areur@igcrelated architectural requirements, like
"robustness" or "minimal performance and scalapiliThis requirement type is typically derived
from architectural principals and good practicendtads.

» Secure Development Requirements; these requirenuessribe required activities during system
development which assure that the outcome is rlgesuto vulnerabilities. Examples could be "data
classification", "coding guidelines" or "test metlodogy”. These requirements are derived from
corresponding best practice frameworks like "CLASP"

Consequently, by including a Security Layer to nggngecurity requirements the consolidation protess

now able to accurately adapt itself to the curstate of the practice of software and ICT requinetme

integration.

Therefore the Security Layer represents any Inftioneand Communication Technology (ICT) element
(Function/Service, Information, Communication andonfonent) required protecting it from
unauthorized access, use, disclosure, disruptiondifioation, perusal, inspection, recording or
destruction.
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5.4 Smart Grid Coordination Group — Reference Architecure Working Group

The Reference Architecture Working Group of the Br@aid Coordination group, jointly established by
ETSI, CEN, CENELEC in response to the M/490 mandzds the goal to define the Technical Reference
Architecture of Smart Gridsa technical reference architecture which will reggent the functional
information data flows between the main domains amggrate many systems and subsystems
architectures.”This reference architecture shall be provided imdi22012 (Interim Report) and the final
Technical Report by end of 2012. A conceptual matiall be ready by the end of 2011.

5.4.1 Schema of the Reference Architecture

The Reference Architecture Working Group discussertly a proposal for a universal model for Smart
Grid architectures — called at the moment Smard @rchitecture Model (SGMA) — taking into account
the following requirements:

» Being consistent with M490 conceptual model

» Being able to represent the views of different stedtders in an universal way

* Providing an abstract view on Smart Grid specifiactures (domains, scope, layers)

» Being able to represent the current situation aag fature concepts (migration)

» Shall be consistent with interoperability catege@ad with the OSI layer concept

The Smart Grid Architecture Model (SGAM) layers cept can be used as tool for validating smart grid
use cases in respect to existing information amdneonication standards. It can be used for idemifyi
gaps for those circumstances in that a use casetiable to cover all layers or if related compdsen
(required to fulfil intended services/functions ah use case) cannot be connected via appropriate
physical, communication and information standarddem consideration of functional / non-functional
requirements. It can also be used to design newt grid use cases, to study the distribution ofctions

and their impact on components, information androomication.

In order to validate that existing Smart Grid atetiures that can be represented by SGAM layees, th
Reference Architecture Working Group mapped it whik ETSI, IEC SG3 Mapping Chart and TC57
Architectures with the following results:

» All representations are similar, the TC57 represiion is mostly a flattened version of the layered
concept

* New representation concept adds level perspective

* Most of IEC SG3 chart is mapped on Component Layer

» Communication and Information Layers can be filtlgdspecified standards

» Applications in field, station should be specified

* New representation concept adds domain perspective

The FICC Layers allows to represent existing srgad architectures in a universal way by takingint
account the current and future smart grid scenaiab also migration paths, therefore it ensures the
validation of smart grid use cases in respectdndsrds’ support and integrates the outcome of/i4@0
WGs “Sustainable Processes”, “First set of starglamdd “Security”. The SGAM schema is based upon
a representation into 3 axes (see Figure 4: SGAptédentation Scheme):

1. Domains(i.e. generation, transmission, distribution, ...)
2. Levels of scopdi.e. process, field, station, ...)
3. The following 4 layers:

e Service/Function Layer

e Information Layer

e Communication Layer

e Component Layer

The SGAM Layers are described as:

» Service/Function Layer Represents logical functions or applications petelent from physical
implementations

» Information Layer : Represents information objects or data modelsired to fulfill functions and to
be exchanged by communication

« Communication Layer: Represents protocols and mechanisms for the agehaf information
between components
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¢ Component Layer Represents physical devices which host functionformation and
communication means
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Figure 4: SGAM Representation Scheme

5.4.2 Conclusions

The SGAM Layers are in alignment not only with e efforts in the Smart Grid context but also with

the most relevant Reference Architectures availabtiay. Moreover, these layers allow defining a
configuration category level that is consistenthwihe methodologies and the work done by different
teams in a worldwide scope.

5.5 Security Layer

IT Security Requirements describe functional and-fumctional requirements that need to be satigfied
order to achieve the security attributes of an y§tem. Security requirements can be formulated on
different abstraction levels. At the highest alidtom level they basically just reflect securityjetiives.

Consequently, by including a Security Layer to nggnsecurity requirements the consolidation protess
now able to accurately adapt itself to the curstate of the practice of software and ICT requinetse
integration.

Therefore the Security Layer represents any IT@eld (Function/Service, Information, Communication
& Component) required to protect it from unauthedzccess, use, disclosure, disruption, modifinatio
perusal, inspection, recording or destruction.

5.6 Summary of FINSENY layers

Once the study of the best practices available Viarghed, the FINSENY project decided to use the
FICC Model and take into account the OSA model.réfwe the classification and consolidation of the
ICT requirements were done using the following faye
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Service/Function Layer Represents logical functions or applications petelent from physical
implementations.

Information Layer (OSI layers 6-7): Represents information objects or data modelsired to fulfil
functions and to be exchanged by communication.

Communication Layer (OSI layers 1-5) Represents protocols and mechanisms for the egehaf
information between components.

Component Layer Represents physical devices which host functionformation and
communication means.

Security Layer (OSA): Represents any ITC element (Function/Servicerination, Communication
& Component) required to protect it from unauthedz access, use, disclosure, disruption,
modification, perusal, inspection, recording ortdesion.
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6. ICT Requirements consolidated

This table provides a summary of the current stafusonsolidation work. It will continuously be imgved in

other use case projects by means of the FusioreRoa,

an iterative process together with th&ARARE project and the

WP | Name Layer WPs Short Description Effort | Priorities Dae Functional Features Expected issues
1D
55, | Billing and Service/ WP5 The Billing and Payment Systems | M MUST 22/09/11 The EVSE access device (card/keyofob Configuration
56, | Payment Function allows manage the information mobile) holds details on credit amount availapl8ecurity
57, | Mechanism required by the user to make a to the EV User. Authentication
58, transaction. The EVSE should have a way for completing|aAccounting
59 mobile; m-payment through a CSP Billing
The EVSE has a pay as you go system, whereData Management
the EV User can top their credit on a EVSE
Access card.
The charge point provides multiple payment
options - cash, card, deferred payment (credited
to an account).
converged energy and communications billing
systems should support micro transactional
services
83 Derivation of Service/ WP5 Energy providers need to be abletq L COULD 22/09/11 Deriving energy prices is
energy prices Function dynamically derive energy prices for one of the core challenge
the next hours. This requires precise of smart energy scenario
forecasts of the availability of energy, Besides market
as well as of the expected demand. mechanisms, this require:
Dynamic prices are then a means tg precise forecasts based @
balance the energy need and to avoid huge amounts of

potentially expensive peaks of the
demand.

information and
intelligent-data-analysis

7]

b.

:lll

techniques.
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D

84 Forecast of grid| Service/ WP5 In electric-vehicle scenarios, unstahle. COULD 22/09/11 Deriving future grid load

loads Function electricity grid situations are more prognoses is one of the
likely and they should be avoided. I core challenges of smart
order to avoid such situations, the grid scenarios. This
grid operators need to be able to requires precise forecasts
precisely forecast the grid load for the based on huge amounts
next ours. Charge station operators information and
might then react to the current grid intelligent-data-analysis
situation. techniques.

85 Smart charging | Service/ WP5 In a smart-charging scenario, a new S COULD 22/09/11 This can be done by
scheduling Function (near) optimal schedule needs to be various existing

calculated whenever certain optimization algorithms.

parameters change. However, it needs to be
investigated which
algorithms fulfill all
requirements (result
quality, calculation time
etc.).

24 Environmental | Service/ WP2 Communication equipment for SG- | M MUST 11/07/11 SG-related Communication Technolagg IT | Limited availability of
Requirements | Function field-devices / Field Mobile Devices equipment operated reliably in various common communication
for Information and IT (Servers) operated reliably locations like in functions in equipment
and under different environmental - Offices, Data Centers, Sub-Stations with extended operating
Communication conditions. (shelter/building) or rural/pole installations, | conditions
Technology field workers outdoor applications

17 Modularity of Service/ WP3 | Communication technology is L COULD 05/08/11
Communication | Function | WP5 | developing rather rapidly. More and
Devices more bandwidth will be provided for

communication. Wireless reliable
secure communication will replace
wired communication more and morge
in the future. It should be easy to
replace one communication
technology with another one simply
by exchanging HW and / or SW
modules at the network devices.

23 Persistent data | Service/ WP2 SG devices must contain enough noni- MUST 08/06/11 This requirement relates
storage Function volatile memory (e.g. flash memory) to most of the embedded

for storing measurements, internal
data, and enable future firmware an

software updates.

devices of SG system.
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22 Future-proof Service/ WP2 | Future-proof system design wrtto | M MUST 11/07/11 Future-proof system design requires Long time sourcing in
system design | Function | WP3 | modularity, standardization, modularity, maintainability, upgradeability of | contradiction to open
requirements maintainability and HW/SW hardware, firmware and software as well as | market development and

upgradeability long time sourcing semiconductor/parts life-
cycle

29 Multi- Service/ | WP5 For vehicles that are used in differentM COULD 22/09/11
Communication | Function Use Case categories, different
Media communication media may be

required (PLC, Wireless, RFID el

38 High priority Service/ WP2 In case of alarms, e.g. in conjunctionM MUST 24/06/11 Establish prioritized communicatimannels | Reservation of
asynchronous | Function with power inverters, the according Fast priority routing mechanisms communication channels
messages asynchronous messages must be Security Means (hidden to the user)

transported very fast to the controller, Interoperability of the IT-System on North-
as alarms normally reflects a very bound IT I/Fs. (Wrt processes, applications anéast Priority routing
soon loss of energy production. In databases in the sense of CIM/IEC61968,
order to further guarantee the stability GID/IEC61970, GIS and Interactions) founded Information model
of the smart grid, therefore, this on available standards and extensions. interoperability
information must be transported wit Interoperability on standardized South-bound
highest priority or via reserved IT I/Fs as IEC61850, IEC60870, DNP3 used
communication channels. for control and alarm purposes of SG-devices,
Without time-synchronization just the DER, DG, Storage and SGEC devices.
priority of the (asynchronous)
telegram can be used to reduce the
latency from submitting the message
until receiving it.
36, | Quality of Service/ WP2 Every network (or network part) M SHOULD 13/06/11 Application libraries For some apgtions
37 Service Function should be able to manage priority libraries may not
differentiated services through the yet exist
management of priority level

21, | Low latency of | Service/ WP5 The information exchange for grid | L COULD 22/09/11 Not only the data

20 data Function stabilizing purpose has to be quasi transmission but also the
transmissions real-time monitoring, the analysis

and the derivation of
requirements has to be
fast enough

50 Support of Service/ WP5 The network infrastructure should | M SHOULD 27/07/11
different SLAs | Function feature numerous levels of SLA's, the
of network best being guaranteed QoS, the worst
infrastructure being best effort QoS.
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43 Direct or Service/ WP4 automatic and secure pairing of M SHOULD 18/09/11
emergency load| Function control appliances module with the IS
control of the provider, on one hand, and with
installation smart appliances of the home of
another hand
44 Display Service/ WP4 automatic and secure pairing of M MUST 18/09/11
installation & Function display with meter or meter module,
configuration on one hand, and with smart
appliances of the home of another
hand
46, | Self Service/ WP4, | Any new device that connects to thg M SHOULD 20/09/11 It should be easy and require naplex
47, | Configuration Function | WP6 | network must be able to be configuration to add a new server to the
49, | for Devices configured automatically. Intelligent Power Node Manager SW and an
51, Energy Management SW of the Data Center
53, It should be easy and require no complex
54, configuration to add a new temperature senspr
55, to the sensor network controlling the Air
58 Conditioning of the Data Center. Can be
extended to other sensor types for HVAC
system, other component of the energy
management system
New sensors, appliances etc should easily jojn
the BEMS in order to report energy
consumption to the centralized system or even
alarms that could be reported locally or
remotely
A dweller should easily and securely include p
new smart plug in the system and adjust the
level of privacy of its information : no diffusion
to community, full diffusion to community,
restricted (only diffusion of device type but ngt
of the apartment id for example).
48 Energy Service/ WP4 Automatic and secure pairing of M SHOULD 18/09/11
Management & | Function control appliances module with the
Optimization meter or the meter module on one
System hand, and with smart appliances of
Installatior the home of another har
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52 secure Service/ WP4 The DR events or dynamic prices | M MUST 18/09/11
connection of Function must be certified by the originator
BEMS with DR before being taken into account, so
Operator that faked events (or price
information) may be dismissed. The
verification by the BEMS should
require no difficult configuration yet
be secure.
56 Staff connects | Service/ WP4 Facility or security staff should easilyL SHOULD 18/09/11
to the BEMS Function connect to the BEMS to get the
energy consumption information of
the building
57 Automatic Service/ WP4 automatic and secure pairing of L SHOULD 18/09/11
pairing Function control appliances module with the IS
of the provider, on one hand, and with
smart appliances of the home of
another hand
4, Interoperability | Service/ WPE The charging point supports varic L MUST 09/0€/11 The charging point must supports varit Standardizatic
5 of Public Function models of electric vehicles. models of electric vehicles or a standard
Charge Points connector must be developed and used on a
with EV (ICT EVs.
and Electrical)
82 Varying Energy| Service/ WP5 Different energy suppliers use the | L MUST 09/06/11 Configuration
suppliers at one| Function same charging point to deliver their Security

Public Charge
Point

services.
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31, | eMarket4E Service/ WP6 The services that will be provided at M MUST 24/08/11 An electronic marketplace needs talmlable | Standarization

1, services Function the eMarket4E will have to comply that facilitates management, collection and

77, with: Ease of learning, memorability selection of grid issues and issue solution

69, maintainability, natural interaction (offers) as well as the management,

61, and user satisfaction. This refers to recommendation, negotiation and closing of

73, the service interaction design in one energy (shifting) contracts and notification

68, side (service provider) and on the services and reporting. The service also will

83 other by the artifacts provided at the| hold user energy information in detail. And it

platform side to mash up and produce has to feature the capability of personalizing the

services. interface depending on the context and
preferences of the users.
A WEB based information service dedicated fo
the very small energy retailers providing then
the pricing Information, the present local
demand and the available energy to bid.
Moreover it performs forecasts for the future
energy demand coming from the Facility
Manager or the Final Customer. A WEB portal
that allows to the final user, through a smart
phone or a PC, to choose between different
energy retailer in order to get at best,
technically and economically, its energetic
needs. The contract negotiation, act of offering
energy surplus and act of buying energy surplus
should be designed following web-service ARI,
so that different application (including web-
based ones) can be developed for different
devices.

65 Real time Service/ WP6 A SW WEB-based system that allow L SHOULD 26/08/11 The knowledge of the kind of enesppuld be | this type of information
system to Function to the energy retailers to give the also available in mobility through the use of | requires a highly secure
monitor the kind of requested energy together a Smartphone, laptop, PC, etc. connected to theand fast web service
available kind all the necessary market informatiori Internet
of energy for
the energy
retailers

39 Service Service/ WP2 A service discovery mechanism needs MUST 08/06/11 The service discovery
discovery Function to be specified and implemented in mechanism is required fo

mechanism to
set appropriate

order to set the communication
network CoS according to the SG-

every service provisionin
and usage.

r
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Cos for devices” communication
communication requirements.

18, | Data Informatio | WP5 Computing resources must be highly M COULD 22/09/11 High data throughput has to be erstoeall definition of interfaces,

25, | management n scalable in order to process, storage kinds of enhanced Services when high numbeitsoth protocol wise and

26, | Performance and evaluate data in order to allow fpr of EV are used. data model wise (could

27, grid integration services. Data Computing resources must be highly scalable¢ this be simply

28 Integrity must be ensured order to process data from Inter-modal Servi¢emplemented using cloud

Users and Inter-modal Mobility Operators technology)

4, Interfaces Service/ | WP2, | The interfaces for all users should be M MUST 22/08/11 Diverse preferences and abilitiethef Market and cultural

84, Function | WP6 | easy-understandable and user- customers should be taken into account whep influences

44 friendly. designing the service interaction of eMarket4E

services.

The interfaces for all users should be easy-
understandable and user-friendly. If not, users
would not use the advanced systems.

The display (HMI) of the grid control
application to the grid operator has to be clegr
and intuitive, providing maximum usability, as
it may be used in stressing situations.

In case of Demand Side Management, the
tariff/price information received from the
network has to be understandable both by the
automatic home/building energy managemerjt
system and by the customer (person).

64 High portability | Service/ WP6 The applications for the services L MUST 20/09/11 This requirement is mandatory beedghe type| Use of non standardized
applications for | Function about the eMarket4E have to functign of devices used by end users is quite varied: |itilug-in with compatibility
fixed and properly on the widest possible range the service that must adapt to the customer gnidsues.
mobile services of devices, whether they are fixed o not vice versa
targeted to the mobile, with different operating
final customer systems.

64 Simple Service/ WPE Electric Vehicle Users (EV User XS COULD 22/0¢/11 The EV Users might nc
Communication | Function need to specify preferences such as be able to specify correct
EV User - the Charge Time Frame and the Minimum BSOC values.
Charge Station Minimum Battery State Of Charge Too large values make

(BSOC). This can be done in the smart charging a lot moreg
simplest case by means of a touch complicated or even
screen at the charge station. impossible.
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27 Topology view

Service/
Function

WP3

Visual view of generation and
consumption locations (preferable

connection with asset management).

COULD

22/09/11

59 Service level
interfaces
having high
portability
toward the
client side

Service/
Function

WP4

As described DCB6, in order to save
energy and money, a customer can
choose a service that runs workload
having a medium-low dynamic
priority. It's natural that the custome
wants to monitor the
performance/cost ratio for its
workload. To do this is required offg
service-level interfaces that works
properly on the widest possible rang
of devices, whether they are fixed o
mobile, with different operating
systems.

=

SHOULD

21/09/11

This requirement is recommendedibse the
type of devices used by end users is quite
varied: it's the service that must adapt to the
customer and not vice versa

Use of non standardized
plugin with compatibility
issues.

6C End user:
interface for
Office
Buildings

Service/
Function

WP4

End users of office buildings shi
retain control over a limited set of
functionalities at local level to some
of the systems of the building,
without compromising the global
energy efficiency strategies set for t
whole building. These might include
lighting (dimmers, on/off switches),
shutter controls, controlled sockets
switches, and visualization of energ
consumption metering

ne

SHOULD

21/0911

61 Monitoring and
control user
interfaces for
building end-
users

Service/
Function

WP6

User Interfaces for building end-use
have to be proposed in at least two
different ways: as fixed interfaces
inside the building, possibly using a
dedicated interface devices (like a
home/building control panel), and as
either mobile or generic remote
interfaces. This duality makes it
almost mandatory that the support g
these interfaces be available outside
of the home network, which will alsqg
make it easier for third parties to ha
access to their own user interfaces

=)

MUST

22/09/11
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62 Monitoring, Service/ WP6 Similar to interfaces for building M COULD 22/09/11
control and Function inhabitants, and excluding the case of
management homes, these do generally have to he
user interfaces available through fixed or dedicated
for technical devices inside the building, and,
staff, facilities possibly with reduced functionality,
managers, etc as interfaces outside the building.
Similar arguments apply to the
support of these interfaces outside the
building network
63 User feedback Service/ | WP4 The network must provide a form off M MUST 18/09/11 Feed back Interaction between
Function user feedback. This can be a return different standards,
channel in communication or the mapping.
assured observability of an event by
the user
7, Device Service/ WP2, | When new devices or sub-systems arel MUST 05/08/11 A device or sub-system should be &ble Standardization of object
8, Configuration Function | WP3 | installed on any point of the Grid describe its capabilities to other entities. A models for capability
12, they automatically configure itself . description file is provided by the device and |isdescription for a large set
13, Additional Synchronization can be expressed e.g. in XML. The description file | of devices and properties|.
14, allowed remote control/configuratior. contains information about the device, e.g. its NAT, Firewall
43, logical devices, functional units and services, configuration
24, The description of the service includes a list of
25 commands and its parameters as well as a list of

variables to describe the state of the service at

run time.
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13, | Availability Service/ WP2, | AllICT infrastructure has to ensure COULD 22/09/11 The Availability of the forecast giees have to| Different required levels
16, Function | WP5, | high availability be high, otherwise energy shortage may of availability for
17, WP6 happen. different interfaces have
16, Dynamic energy prices and grid load to be defined
17, information need to be distributed
40, automatically (push) or made available (pull) [to
16, charge station providers. In order to facilitate
70, charge station technologies to work with
80 different energy providers, the respective
exchange protocols and data formats should |be

universal.

It should be assured (to the most possible
extend) that if a component fails, it fails in a
manner that does not impact other parts, nor
generate unnecessary traffic on the ICS, nor
cause another problem elsewhere, such as g
cascading event, which would affect other pa
and functions.

If that cannot be assured a backup/redundan

rts

cy

for the component has to be provided.
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ICT Service/ All Syntactic and semantic ICT MUST 01/04/11 Interoperability on Communicationchaology | Standards required to
Interoperability | Function interoperability between all element (CT) layer requires utilization of any useful linkachieve this; many

of the Grid (HW & SW)

available under disturbed operating condition
Central Dispatch System (CSD) and especia
Field Mobile Devices (FMD) systems need to
support different physical access paths to
establish a connection to the CSD’s gateway
These communication links may be utilized:
- LTE/AG and UMTS/3G (e.g. for regular
operation),

- 2G/GPRS - low speed,

- Wi-Fi Internet access via Hotspots,

- Satellite Links via public or privately operate
networks

- Direct Ethernet to connect into public
networks

- Direct Ethernet to connect into substation
networks

- DSL (ADSL) modem connection to public
operators via twisted pairs (assuming no locs
power, but central office DSLAM power back
up)

- Power line communications (PLC/BPL to
Low Voltage data networks, i.e. into Smart
Meter Field Area Communication networks -
FAN)

- Local Mesh Radio communications (ZigBee
Z-Wave, i.e. into Smart Meter Field Area
Communication networks - FAN)

s proprietary solutions
lyalready exist, others are
being designed
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66, | Grid/Network Service/ WP2, | The companies responsible for the MUST 26/08/11 The networking of different kindseafergy This initiative involves

26, | Management Function | WP3, | management of the network must requires reliable apparatus that are able to | the creation of a

40, WP6 | have tools that allow them to handle synchronize phases and frequencies to the | consortium of producers

63, the available information and predic values provided by the regulations. among them varied for

59, contingences. NMS protocols kind of produced energy.

76 (e.g. SNMP, at least SNMP v1, SNMP v2 couldransfer from proprietary
be supported, SNMP v3 support is desirable.) to standard database.
Visualization tool. Forecasting grid load and
Each smart meter has to be connected with a energy demand is one of
radio device (e.g. ZigBee node) in order to senithe core challenges of
the collected data in wireless mode. smart energy scenarios.
Since almost real-time dynamic tariff schemes This requires huge
should be targeted, data volume will be high,| amounts of historical
and the management of the related contract§ generation and
would be demanding because of the potential consumption data and
high amount of users. intelligent-data-analysis

techniques.

12, | Transactiona Service/ WPE€ The actions of "offering Energy MUST 22/0¢/11 Theactions of “tading energy” ha\ to be None. Standar

14, | mechanisms Function and "buying Energy " are meant as meant as ICT transactions. mechanisms still exist

29, ICT transactions between the Closing contracts should be done giving

37, prosumer and Green Market transactional guarantees.

53 Operator.

65, | Performance Service/ All Performance management ensures MUST 27/07/11 A real time application (like Teledm ICT solution must be

69, | Management Function that SLA are being met in an effecti Function) is featured because a delay in the | designed to have a

35, and efficient manner. Performance communications has similar effects than a logtdeterministic behavior.

62, management can focus on the The use of a cloud computing is mandatory tp Latency will be the

31, performance of any ICT component satisfy the high performance needed in this | minimum possible for

51, of the Grid.. scenario. Using a cloud of HW/SW resources each type of physical

67, the requested information are so quickly medium.

30, provided to computers and other devices over Required network latency

31, Internet. depends on application

51, Grid users, Service providers and customers| implementation and

67, would have to connect via web based interfacesvailable bandwidth

28, to the eMarket4E services. (number and size of

29, messages to be delivered

34, For remote components

53, there may be no

75, communication medium

82, available.

81,
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27,
61,
32
9, Reliability Service/ | WP2, | Guarantee the reliability of the systenXL MUST 22/09/11 Workload characterization shouldsexm order | High cost threat for
10, Function | WP3, | interms of response time to perform capacity planning studies to ensureredundant paths
11, WP4, | performance. desired performance.
13, WP5, Different Communication Service Providers
15, WP6 (CSP) are maybe involved in a single data
25, transaction. End-2-End QoS has to be assuréd
36, over CSP boundaries including identification [of
52 Location of Failure.
The system should be able to identify a loss of

the communication systems and be able to
switch to a fallback mode.
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72

Scalability

Service/
Function

WP2,
WP3,
WP5
WP6

Scalability is the guarantee that a
system can grow without
compromising its operations.

MUST

09/09/11

Scalability of the IT (central analoile)
systems to allow for system application and |
type expansion between Central Dispatch
System (CSD) and Field Mobile Devices
(FMD) needs:

Scalability of the IT systems in terms of
- Processing and data base handling capacit
and to allow for system expansion incl.

- Adaptation to new physical I/Fs:

- LTE/AG and UMTS/3G (e.g. for regular
operation),
- 2G/GPRS - low speed,
- WiFi Internet access via Hotspots,
- Satellite Links via public or privately
operated networks
- Direct Ethernet to connect into public
networks
- Direct Ethernet to connect into substatio
networks
- DSL (ADSL) modem connection to publi
operators via twisted pairs
(assuming no local power, but central
office DSLAM power back-up)
- Powerline communications (PLC/BPL to
Low Voltage data networks, i.e.
into Smart Meter Field Area
Communication networks - FAN)
- Local Mesh Radio communications
(ZigBee, Z-Wave, i.e. into Smart
Meter Field Area Communication networ|
- FAN)

- New applications, tailored to the above

communication capabilities

Security of the

Accessibility.

ks

14,
15

Availability of
Public Charge
Points

Service/
Function

WP5

Public charge points are available t
all as many people as possible.

D L

MUST

09/06/11

Distribution of load points basedstndies
made use.

Standardization
Configuration
Security
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Latency Communi| WP3 | For each L MUST 05/08/11 Round-trip between service platfoused for | Quality of Service
cation WP4 | Function/Service/Application, the remote data processing and storage) and local
right level of latency must be platform must be strictly bounded for a few
guaranteed. safety critical functions
Bandwidth, Communi | WP3 | For each M MUST 05/08/11 Quality of Service
Throughput, cation WP4 | Function/Service/Application, the
Good put right level of bandwidth, throughput
and good put must be guaranteed.
Request/Respon Communi | WP3 Asynchronous messaging could be| M COULD 05/08/11
se cation needed for some

Function/Service/Application.
In asynchronous messaging a system
places a message in a message queue
and does not need to wait for a reply
to continue processing.

Error detection, | Communi | WP4 The data link layer must provide S MUST 18/09/11 ARQ, FEC scheme Definition of "suffitle
error correction | cation sufficient error detection and/or erro depends on use case, eg|
correction. Closed-loop control vs.
Light switches.
Always on Communi| WP4 There must be an always on M MUST 21/09/11 Quality of Service
cation connectivity of selected elements.
Connectivity Communi| WP4 This requirement relates to the need L MUST 22/09/11 Common Information Model (possibly need for common
cation to “connect” in all relevant senses of extending the present IEC CIM) that makes i information model to be
the word all devices, appliances, and possible to assign a semantic-level identity tq generalized --->will
more generally all physical entities all relevant entities that need to be identified pyrovide shared semantics
that need to have a network presence the building energy management system for all entities to be
inside the extended perimeter of the connected
building management system.
Coexistenc of Commun | WP4 Several communication standa S MUST 18/0911 Existing standards me
communication | cation must be able to coexist on different not be sufficient to
standards communication layers. guarantee expected QoS
Loose coupling | Communif WP4 The communication protocols used| L MUST 21/09/11
cation must be as independent as possible

from particular energy
functions/services/applications.
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22

Remote
Upgrades

Communi
cation

WP5

Required software upgrades of the
charging station shall be possible
remotely.

SHOULD

22/09/11

Security issues

52

Network
aggregation
nodes

Communi
cation

WP5

Aggregation nodes could be used i
order to deploy present transport
protocols in an efficient way.

COULD

22/09/11

communication protocol
assessment needs to be
done in order to deduce
aggregation node
locations (heterogeneous
landscape)

62

Wireless
coverage

Communi
cation

WP5

The level of wireless coverage shod
be enhanced.

[

SHOULD

22/09/11

Assessment of coverage
areas (what is really
needed, where and when

Data bus

Informatig
n

WP3

Data management is one of the key
features of the Microgrid Control
Center (MGCC) where high volumeg
of real-time and historical, static and
dynamic operational data are
distributed and/or replicated for
parallel processing and access. Tha
means up to thousands of data poin
have to be instantaneously processs
coordinated, manipulated and
interpreted if the Microgrid Operator
wants to take full advantage of all
resources.

ts
2d,

COULD

02/09/11

Databast
system

Informatic
n

WP3,
WP5

Data management including
database system is one of the key
features of the Microgrid Control
Center where high volumes of real-
time and historical, static and
dynamic operational data are
distributed and/or replicated for
parallel processing and access. In &
EV environment, a central or local
(distributed) database system is

required to provide storage system(s

for context information (EV users,

EVSE, environmental 3rd party). In

COULD

02/09/11

Data has to be stored persistently in a data
(e.g. for archiving and post-mortem analysis)
The database system has to show high-
performance because of the high volume of
data and multiple access. Furthermore, the
database should support structured and
unstructured data and should provide flexible
query functionalities. Examples for data storg
in the electro mobility environment are: tariffs
battery and auxiliary data, geo-location
information. user profiles, weather and
topology information etc.

Standardizatic
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an EVSE, also a local database may
be used for charge detailed record.
Distributed Informatio | WP3 For balancing supply and demand thé/ COULD 22/09/11
Processing n Microgrid Control Center has to run

the state analysis and define the sul
sequent actions. These tasks includ
power flow calculations and
forecasting models. To minimize
processing latency the jobs could be
processed in parallel and distributed
across different machines. Also for
forecasting, planning and revenue in
the revenue distributed processing

\=j
T

1)

capabilities are crucial.
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10

High Demand
for Computing
Resources /
Processing

Informatio
n

WP3

For some use cases, it is necessary

provide high performance computing

resources for calculation and
simulation models in the Microgrid
Control Centre including real-time
processing. One example is switchi
to islanding mode in order to quickly
check availability of electrical
resources in case islanding of the
microgrid is required. Also for long-
term planning it may be necessary t

provide high performance processing

for large-scale planning and
simulation. In order to optimize
power flow in case of switching to
islanding mode, high demand for
computing resources for calculation
and simulation models in Microgrid
Control Centre is required. In order
optimize power flow in case of
switching to connected mode,
medium processing demand for
adaptation to electrical parameters i
Overlay Grid is required.

O

COULD

22/09/11

11

Demand
management
based on
criticality of
loads

Informatio
n

WP3

MG management and control syste
shall control loads and enable smar
load controlling (cancellation of
loads, shifting if loads etc.).

COULD

22/09/11
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45 Authentication | Security WP2 | System components shall uniquely | L MUST 27/06/11 Strong authentication based on asgtric Cryptographic key
and WP4 | authenticate users and specific scheme and credentials, like certificates and| distribution and
authorization WP5 | components before establishing a corresponding private keys; revocation
WP6 | connection. The components shall Simple authentication based on ID and Key storage;
enforce separation of duties through password Handling of failures
assigned access authorization. The Secure database
user privileges should be restricted {o Means for RBAC enforcement;
only those that is required for each Secure key storage
person’s role (role based access
restriction), taking into account
emergency cases.
46 Data backup Security WP2 | Backups of critical software, XL MUST 27/06/11 Data Synchronization Synchronization of data
and recovery WP5 | applications, and data for all Protection of backups (integrity, in certain
components of the SCADA system cases also confidentiality);
should be assured. Backup should he
all data and applications necessary [o
replace failed components within a
reasonable period of time as requirgd
to satisfy regulatory requirements and
to restore the system to normal
operation. Backups shall be separated
from the operational components.
Synchronization of the backup and
operating data must be assured.
47 Data Security WP2 | It shall be possible to ensure the L MUST 08/06/11 Key generation Some of the equipment,
confidentiality WP5 | confidentiality of the communicated Encryption mechanisms e.g. sensors, may not ha
WP6 | data by cryptographic mechanisms, enough processing powe

unless otherwise protected by
alternative physical measures. The
latency introduced from the
cryptographic mechanism shall not
degrade the functionality of the
system. Data confidentiality relates
also to stored data in different type ¢
databases or some devices like ID
cards.

=

for data encryption.
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48 Data integrity Security WP2 | It shall be possible to ensure the XL MUST 08/06/11 Creating and checking cryptogragthiecksum | Some of the equipment,
WP5 | integrity of the communicated data Cryptographic linked lists e.g. sensors, may not ha
WP6 (during the data transfer as well as Mechanisms and Protocols supporting Key | enough processing powe
stored data) and to verify whether the generation / Key Management; for data integrity
data hasn’t been tampered. The Secure key storage provision.
latency introduced from the
protection mechanism shall not
degrade the functionality of the
system.
49 Non-repudiation|  Security WP2| It shall be possible to prove that L MUST 27/06/11 Digital signature algorithms (eRRSA, ECC | Some of the equipment,
WP5 | information has been send by a based solutions); e.g. sensors, may not ha
specific source to prevent the sender Hash algorithms (e.g., SHA-1, SHA-256, ...);| enough processing powe
of information from denying sending Secure private key storage for data signing.
it. Decreased performance
50 System Security WP2 | The smart grid system shall employ| M MUST 24/06/11 Firewalls, The antiviral software
protection WP5 | malicious code protection Antiviral software may increase latency
against mechanism. Intrusion Protection Systems / Intrusion
malicious code The protection mechanisms shall bg Prevention Systems
deployed in such a manner as to limjit
the impact of the attack to a small
geographical area prior to detection
and eradication.
51 Intrusion Security WPZ The system shall detect t XL MUST 08/0€/11 Intrusion detection systel The generated alarms m
detection anomalous events (e.g. meter data have an impact on the
alerted) within the network whole energy network, sa
boundaries. they shall be screened to
determine validity of
them before any
responsive action is taken.
52 Denial-of- Security WP2 | The system should restrict the ability XL MUST 28/06/11 Traffic monitoring and filtering Inease of latency
service (DoS) WP5 | of internal or external users to launch
protection denial-of-service attacks against the

network components.
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53 Cryptographic | Security WP2 Cryptographic protection and key | XL MUST 29/06/11 Key generation process Key generation,

Key management infrastructure shall be Generation algorithms management and periodic

Establishment selected. The selection should match changes processes will

and the value of the information being require additional

Management protected and the protected system processing power and
operating constraints. support staff.

40 Data privacy Security WP4| In some cases (e.g. the cases M SHOULD 12/09/11 None Security, Data

WP5 | discussed in the residential buildings Management
scenarios) stored or processed
information while not sensitive (e.g.
not health or credit-card related) is
still personal and access to it by
unauthorized parties would be
construed as a privacy infringement
reveling the customers daily habits.

41 Workload Security WP4 Develops and executes a series of| M COULD 16/09/11 To do this requirement, the devetepsust to | Great initial manpower

profiler experiments (software simulations) {o perform a series of experiments (software effort to characterize each
characterize how much energy simulations) to characterize how much cappingerver in different
capping can be applied to the servefs can be applied before the performance target isorkload conditions
before the performance target is hit.|If hit. Afterwards, during normal operations, the
implemented, this requirement may applications engineer sets power capping
increase the autonomy of the UPSs|in targets based on the prior measurements. The
case of blackouts due to fortuitous system is now said to be “optimized,” because
events or to physical intentional the impact of the application of these caps is
attacks. now known.

34 Fault Security WP5 Faults should be detected as early|ak COULD 22/09/11 Fault criteria definition
detection/monit possible and communicated to giver, should be extensible in
oring system parties. For that reason security order to react quickly on

monitoring means should be applied. upcoming issues

37 Secure Security WPE The system shall ensu XL MUST 22/0¢/11 Integrity protection and authenticati The generad alarms ma
Software/Firmw software/firmware updates only with mechanisms, e.g., digital signatures; have an impact on the
are Updates integrity protected packages from an whole energy network, sa

authorized source. Secure key storage they shall be screened to
determine validity of
them before any
responsive action is taken.
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38 Security Security WP4 | Security management policy hasto | L MUST 22/09/11 Key generation process; Generation, managemen
Management WP5 | consider all involved cryptographic and periodic change
protection means, including key Key generation algorithms; processes will require
management infrastructure, certificate additional processing
management, security policies, Certificate and CRL generation; power and support staff.
addressing both, technical and
organizational means. Certificate revocation
86 Logging and Security WP5 Logging processes shall be S MUST 22/09/11 Generation and storage of log files; Logging and audit will
Audit established on devices having require proper resources
appropriate resources. Logging Examination of log files; and administrational
supports security monitoring and work.
auditing. Protection of log files
60 Rating system Security WP6| To enhance the betsteen M SHOULD 24/08/11 Eliminating fraud in
different business actors of the rating systems is
system, a rating system that facilitates challenging and all
a possibly objective assessment of the participants need to
actors shall be available. This enables actively take part at the
the prosumers to consider them prigr system.
to transactions in order to enhance the
prosumers risk management analys|s.
13, | Smart Meterin | Compont | WPE Smart Metering is one of ttkey L MUST 15/0911 Interoperable standar
21, nt functions in Smart Energy Grid required to achieve this.
33, scenarios. It allows: all customers tg Regulations might differ
48 have means to analyze/view the in different countries.
corresponding data in order to be
precisely aware of their energy
consumption; Grid Users and Grid
Operators to actually know close-to-
real-time consumption (e.g., to decide
on various demand-side and
production-management activities)
and consequently they are able to
know when and how much energy
they have to trade in order to improve

their business efficiency.
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58

Energy
Monitoring

Compone
nt

WP6

Mechanisms for delivering data
related to the energy consumption
and/or production within a Smart
House need to be in place for
planning, procuring and selling
activities. Besides Smart Meters,
devices need to be intelligent and to
be able to communicate.

MUST

24/08/11

Standards required to
achieve this; many
proprietary solutions
already exist, others are
being designed.

43,
44

Control
mechanisms for
Smart Homes

Compone
nt

WP6

Standardized mechanisms need to
in place in order to: control the
energy consumption and production
in Smart Homes from the outside;
control intelligent devices and electr
vehicles within a Smart Home
(Internet of Things domain). These
mechanisms include in particular
communication interfaces, a protocd
for information exchange, network
connection for all devices and contr
mechanisms/ information exchange
(e.g., balancing signals).

o

D

MUST

24/08/11

Standards required to
achieve this; many
proprietary solutions
already exist, others are
being designed.

74

Efficient and
secure service
access and
provision

Compone
nt

WP6

The Ability of generating contracts ¢
the fly over the internet will need to
be reliable by employing standard
protocols and interfaces fro the user
Security access has to be provided
also following usual

n.

12

SHOULD

09/09/11

The service will need to follow Welb 2
guidelines and openness. Mostly Web-based
interfacing technologies will be used.

Effective interface with
adaptability per user basi
(Context). Certification.

L)

9,
27

Local
processing and
storage

Compone
nt

WP4

Data processing and storage
requirements are indispensable for
any sort of building-level intelligence
and so to inform the consumers abo
the building status (through a humal
machine interface) or to communical
with the grid (through an
interoperability interface). See more
extended discussion in referenced

document.

MUST

12/09/11

Support for on the fly remote configtion

Data Management
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10, | Remote Compone | WP4 The platform must offer a way for | M MUST 12/09/11 Define logical model for remote d#tat needs| Data Management

11, | processing and| nt calculating aggregated consumption, to be stored in the cloud. Allow the logical

12 storage energy-related data and costs for model to be extensible so as to accommodatg

homes and buildings with the same future requirements. Main concepts to model
profile. Moreover, the consideration subscriber, contracts, incentives and counter
of demand-shaping measures and the incentives for the implementation of peak
implementation of peak-shaving shaving features.

capabilities require the grid

administrator to have some sort of

further data access. Concretely, it is|

necessary to maintain information

about the contract model of each

subscriber, the options available to

that model, and the extent to which

some of these options have already

been used.

18 Dedicated or Compone | WP2 Control from an Aggregator, VPP of S MUST 04/07/11 South-bound IT (Server) I/Fs neecbimnect None, but eventually high
Shared nt DSO needs appropriate transport via suitable transport links towards the SG- | maintenance effort to
Transport network capacity, which may be device locations (e.g. Sub-Stations) fulfill SLAs
Infrastructure supplied by a dedicated operator on Transport links may be realized via:

an exclusive or shared basis

- Optical Fibers, operating WDM, SDH/PDH,

Ethernet/LAN,

- 3GPP-defined cellular wireless (2G/GPRS

3G/UMTS 4G/LTE)

- WIMAX or Microwave private radio network|

- Powerline based PLC/BPL
(Powerline/Broadband Powerline

Communication)

- Commercial DSL-lines based on ADSL,

VDSL or SHDSL
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19 Dedicated or Compone | WP2 The Communication Technology COULD 11/07/11 These communication technologies by None, but eventually high
Shared nt (CT) layer requires utilization of any utilized: maintenance effort to
Transport useful link available under disturbed - LTE/AG | WIMAX fulfill SLAs
Infrastructure 2 operating conditions. - Satellite Links

This may be supplied by a dedicated - Direct Ethernet to connect into substation
operator on an exclusive or shared networks
basis - Powerline communications
(PLC/BPL to Low Voltage data networks, i.q.
into Smart Meter Field Area
Communication networks - FAN)
- Local Mesh Radio communications
(ZigBee, Z-Wave, i.e. into Smart Meter Fielq
Area Communication
networks - FAN)
20 Telco Compone | WP2 Control from an Aggregator, VPP o COULD 04/07/11 South-bound IT (Server) I/Fs needdonect Precautions may need to
Infrastructure nt DSO needs appropriate transport via suitable transport links towards the SG- | be taken to reach desired

network capacity, which may be device locations (e.g. Sub-Stations) reliability and security
supplied by a Telco operator Transport links may be realized via:

- 3GPP-defined cellular wireless (2G/GPRS

3G/UMTS 4GI/LTE)

- WIMAX public radio network

- Public DSL-lines based on ADSL, VDSL or

SHDSL

21 Telco Compone | WP2 The Communication Technology COULD 11/07/11 These communication technologies by Enablement of various
Infrastructure 2 | nt (CT) layer requires utilization of any utilized: gateways to public

useful link available under disturbed
operating conditions.

This may be supplied by a Telco
operator.

- LTE/AG and UMTS/3G (e.qg. for regular
operation),

- 2G/GPRS - low speed,

- WiFi Internet access via Hotspots,

- Satellite Links

- Direct Ethernet to connect into public
networks

- DSL (ADSL) modem connection to public
operators via twisted pairs (assuming no locs
power, but central office DSLAM power back

up)

network may be difficult
to negotiate
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49, | Web-Service- Compone | WP5, | Services for monitoring, supervisory| L MUST 27/07/11 As electricity networks

41 enabled nt WP6 | control and operation of electrical are complex, data from
technologies for networks need to be in place. The many different sources
electricity network infrastructure should feature need to be integrated and
network open web-service APIs so that electro means for controlling
management mobility cloud services and individual entities in the

marketplace services can
simultaneously query and reserve
both network and cloud services
without any human interventic

network need to be in
place. This involves
various aspects of
security
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7. Conclusion

For the management of the Use Cases and the geneoathe ICT requirements the FINSENY project
relied on the IntelliGrid methodology that was adeatg to the specific characteristics and needgisf t
project.

The ICT Requirements defined and detailed by the Case Work Packages were merged and classified
according to their initially categories identifiadd the functional and non-functional charactexssti

A Category Layer for consolidation purposes wasingef using the FICC Schema defined by the
Reference Architecture Working Group of the SmaridGoordination Group of CEN/CENELEC/ESI
and an additional layer, “Security” were included.t
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8. Terms and Abbreviations

A&A
ADSL
AES
APDU
API
BCF
BDSG
CAPEX
CoS
CRC
CsD
CSF
CT
DAC
DB
DCAC
DiffServ
DMZ
DN
DNO
DoS
DSA
DSL
DSLAM
DSO
EAL
ECC
EG1
EMI
EPR
ERGER
ERF
ESCO
ESC
EV
EVSE
FAN
FERC
FERC
Fl
FINSENY
FI-PPF
FI-WARE
FLIR
FMD

Authentication and Authorization (Access Coni
Asymmetric Digital Subscriber Line

Advance Encryption Standa

Application Protocol Data Ur

Application Programming Interface

Business Continuity Pl
Bundesdatenschutzgesetz/German Data Protéation
Capital Expenditure

Class of Service

Cyclic Redundary Check

Central Dispatch System

Communication Service Provide
Communication Technology

Data Acquisition and Contr

Database

Dynamic Control of Active Componel
Differentiated Services

Demilitarized Zon

Distribution Network

Distribution Network Operat

Denial of Service

Digital Signature Algorithr

Digital Subscriber Line

Digital Subscriber Line Access Multiple
Distribution System Operator

Evaluation Assuranceevel (Common Criteria Evaluatic
Elliptic Curve Cryptography
Expert Group 1 (of SGT(

Electro-magnetic Interference

Electrical Power Research Instit

European Regulators Group for Electricity &ad
Enterprise ResourcPlanning

Energy Service Company

Electrc-static Disturbanc

Electric vehicle

Electric Vehicle Supply Equipme

Field Area Network

Federal Energy Regulatory Commiss

Federal Energy Regulatory Commission
Future Inerne

Future INternet for Smart ENergY

Future Internet Public Private Partner:

Future Internet Ware (Technology foundatibature Internet Core Platform)
Fault Location, Isolation and Service Restore
Field Mobile Devices
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FRT Fault Ride Throug

GPRS General Packet Radio Service

GUI Graphical User Interfa

HMI Human Machine Interface

HW Hardwart

IATF Information Assurance Technical Framework
IATF Information Assurance Technical Framew
ICS Information and Communication System

ICT Information and Communication Technolc

ID Identifier

IDS Intrusion Detection Syste

IEC International Electrotechnical Comission

IED Intelligent Electronic Devic

IEEE Institute of Electrical and Electronics Engire
IETF Internet Engineering Task Fol

IP Internet Protocol

IS Information Securit

ISO International Standardization Organization
IT Information Technolog

ITIL Information Technology Infrastructure Library
LAN Local Area Networ

LDAP Local Directory Access Protocol

LTE Long Term Evolutio

MIB Management information base

MPLS Multiprotocol Label Switchin

MTBF Mean Time Between Failures

MTTR Maximum Time to Repa

MV Medium Voltage

MVDAC Medium Voltage Data Acquisition and Control fronility control centr
MWFM Mobile Work Force Management

NIST National Institute of Standards and Techno
NMS Network Management System

OPEX Operational Expenditur

PAS Publicly Available Specification

PC Personal Comput

PDH Plesiochronous Digital Hierarchy

PKI Public Key Infrastructur

PLC Power Line Communication

QoE Quality of Experienc

QoS Quality of Service

R&DD Research, Development and Demonstri
RSA Rivest, Shamir, Adleman, cryptographic algamtallowing signature and encryption
RTU Remote Terminal Ur

SAML Security Assertion Markup Language

SANS SysAdmin, Audit, Network, Securi

SDH Synchronous Digital Hierarchy

SDL (here: Microsoft) Security Development Lifecy
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SEC Smart Energy Gri

SG Smart grid

SGEC Smart Grid Enerc Control of Power Gri
SGTF Smart Grid Task Force (DG Energy)
SHDSL Single-pair Higr-speed Digital Subscriber Li
SHG Self-Healing Grid

SLA Service Level Agreeme

SM Smart Meter

SML Strength of Mechanism Level (IAT

SNMP Simple Network Management Protocol
SQL Structured Query Language (DB acc

SSL Secure Socket Layer (kind of TLS)

SW Software

T&R Threat & Risk (Analysis)

TDM Time Division Multipley

TLS Transport Layer Security

TNO Transmission Network Opera

TSO Transmission System Operator

uc Use Cas

UMTS Universal Mobile Telecommunications System
VAR Volt Ampere Reactiv

WDM Wavelength Division Multiplexing

WP Work packag
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Annex | — WPs ICT Requirements

The following table is a summary of the ICT Requnients identified by WP.

FINSENY Template

—

Id Name Category WP Uc # Description Eff. | Priority Justifications
Interoperability on IT (Servel | Interoperabilit WPZ SGEC Interoperabilit on M MUST Interoperability on IT level is releva
level DCAC - North-bound IT I/Fs between DSO, Aggregator ang for a standardized operation and datg
MVDAC VPP wrt process and application data and database| exchange in operating Aggregator,
FLIR formats VPP and DSO environment and for
- South-bound IT I/Fs wrt device information models equipment vendors.
Interoperability on IT (Server) | Interoperability WP2 MWFM Interoperability between L COULD Interoperability for MWFM is relevant]
level 2 - Central Dispatch System IT I/Fs and for operation and data exchange und
- Field Mobile Devices (Smart Phone or/and laptop) critical situations, where regularly use
wrt process and application data and database fermga communication methods are disturbe|
utilizing various communication links
Interoperability on Interoperability WP2 SGEC Interoperability on M MUST Interoperability on CT layer is relevar
Communications Technology DCAC - North-bound CT I/Fs between DSO, Aggregators gnd for a standardized operation and datg
(CT) layer MVDAC VPPs wrt intra and inter-company communication exchange of SGEC, DCAC, MVDAC
FLIR - Standardized South-bound I/Fs wrt SG-devices and FLIR related information
communication
Interoperability on Interoperability WP2 MWFM Interoperability on Commigation Technology (CT) | L COULD Interoperability for MWFM is relevant]

Communications Technology
(CT) layer 2

layer requires utilization of any useful link aale
under disturbed operating conditions.

for operation and data exchange und
critical situations, where regularly use
communication methods are disturbe|
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Time Synchronization

Interoperability

WP2

SGEC
DCAC
MVDAC
FLIR
MWEM

Today the Internet does not show any deterministic
behavior. However, within a smart grid measuremen
values are transported which could require a fast

transport (e.g. phase measurements). Also alarmalsign

sent out by components should arrive to the
components” controller with low latency. In order to
achieve this the following methods could be applied]
In case of scheduled actions a time based plarafing
the communication could further optimize the
communication load within the communication
network, as there are (in ideal case) no collisieifis
occur. This could be achieved by setting up a ptann
of telegram slots. The control of the componenthi&n
grid is then done using a time-slot-controlled eata
/telegram transfer. It would be enough to reseorees
slots for the above mentioned cases (alarm, high
dynamic measurement values). The necessary num
of reserved channels depends on the MTBF of the
network (because the number of alarms relates to th
MTBF).

In case that planning is not set in place a tiraeagied
telegram could be used in order to interpret e.g.
metering data in a more precise way. However, that
method is maybe not good enough for alarms.

But in both cases the deterministic of the
communication network is enhanced.

Reserved time-slots are normally realized by
synchronization of all time-bases which are present
the various components of the grid. That
synchronization could be done on various ways. On
way is to use the time signals which are spread via
satellites or terrestrial broadcast.

M
t

ber

MUST

Without clock controlled
communication the above mentioned
advantages cannot realize, and the
communication network cannot operg
in the intended optimized way.

Scalability on IT (Server) level

Scalability

WP2

SGEC
DCAC
MVDAC
FLIR

Scalability of the IT systems and their I/Fs tawalifor
system expansion

MUST
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7 Scalability WP2 SGEC Scalability of communication networks connecting | S MUST Scalability on CT layer is relevant forla
DCAC - North-bound IT I/Fs (Enterprise Bus) between DSQ, standardized operation and data
MVDAC Aggregators and VPPs incl. intra and inter-company exchange of SGEC related informatign.
FLIR connections
- South-bound IT I/Fs to SG-devices
8 | Scalability on IT (Server) level| Scalability WP2 MWFM Scalability of the IT (centrahd mobile) systems to | XL COULD
and Communications allow for system application and I/F-type expansion
Technology (CT) layer between Central Dispatch System (CSD) and Field
Mobile Devices (FMD).
9 | Reliability and availability on | Reliability and WP2 SGEC Reliability of IT operations towards Aggregator, VPP M MUST Defining availability figures on IT
IT (Server) level availability DCAC or DSO processes, applications, databases and SG level is relevant for ongoing operation
MVDAC devices. and also related to safe grid operation.
FLIR
10 | Reliability and availability on | Reliability and WP2 SGEC Reliability of CT layers I/Fs towards Aggregator, VPP M MUST Defining availability figures on CT
Communications Technology | availability DCAC or DSO and SG-devices. layer is relevant for ongoing operatio
(CT) layer MVDAC and also related to safe grid operation
FLIR
11 | Handover Management Reliability and | WP2 MWFM The communication handset device usedddg f SHOULD | Multihoming with automatic handove
availability worker to synchronize work orders should have the management will enhance the
availability to manage the handover between several possibility for a worker to have access
commutations media in a transparent way. to central data, especially in a crisis
The best media should be selected regarding the QoS situation
needed in term of latency, jitter and bandwidth.
In case of a crisis situation (a tempest for exanl
crisis media (such as Private Mobile Radio) shaad
available for data communication with the same
handset device used by workers during “normal”
situation.
12 | 1P mobility Reliability and WP2 MWFM From the Dispatch System point of view, the SHOULD | IP mobility is an issue that must be
availability communication system must be able to “push” data {o handled by the communication system
the worker handset whatever the telecommunicatiorn
medium the worker is currently using, even if Bs |
address has changed.
13 | Adaptation of application to Reliability and WP2 MWFM If a low bandwidth media is used (for exdenp the SHOULD | Application plasticity will be very
available bandwidth availability case of a crisis situation after a tempest), tmtraklS helpful especially during crisis

—

Dispatch System must adapt its response according
the bandwidth available: only the core data of thekw:
order are sent and not the attached files.

situation in order to be able to send
data to the field workers.
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©

=}

14 | Scheduled actions Reliability and | WP2 SGEC Scheduled actions are to be used to transmit SHOULD | Automated and synchronized
availability DCAC automatically a pre-defined set of data to andtmmf background processes are serving fo
the power site (e.g. power inverter) without sending optimized communication loads which
messages for ordering that data in before. Sueh dat are necessary to successfully operate a
could be regular status information, metering data, smart grid.
meteorological data, etc.
If the transmission time is not deterministic agim
stamp should be part of the transmission.
15| Failsafe Mechanisms Reliability WP2, SGEC | As stated in the power inverter use-case descriptien MUST Flexibility in Login and Logout of
DCAC inverter can have different communication partners DER must be possible in order to keg
MVDAC (TSO, DSO, Aggregator, Virtual Power plant ...). the smart grid as flexible as possible.
FLIR However, just one communication partner This includes re-routing to another
(“Controller”) is allowed to control the inverterub controller in case of communication /
several communication partners could be unit failures of the dedicated
simultaneously informed about the status of theiiter communication partner/controller
and/or additional information like metering and/or (Note: Re-routing of connections
forecast data. between that partners is already give
e.g. in case of a router is inactive the
metering data will be re-directed to
another router but is still received by
the same unit. However, now the
control task must be shifted, too).
16 | Backup of communication links  Availability WP2| G&C Backup solution should be provided for the COULD The communication may be necessary
DCAC communication links. Interfaces enabling for grid re-establishing.
MVDAC communication should operate also at the time when
FLIR the DSO grid is down. Exception can be a LV PLC
link.
17 | Single point of failure Availability WP2 SGEC It should be assured (to the most possible extrad)f COULD Redundancy is needed for critical
avoidance DCAC a component fails, it fails in a manner that doats n components which will affect the
MVDAC impact other parts, nor generate unnecessarycti@ifi whole system when failing.
FLIR the ICS, nor cause another problem elsewhere, such a
a cascading event, which would affect other parts a
functions.
If that cannot be assured a backup/redundancyéor t
component has to be provided.
18 | Dedicated or Shared Transport Physical Media WP2 SGEC Control from an Aggregator, VPP or DSO needs MUST Transport infrastructure is relevant fgr
Infrastructure DCAC appropriate transport network capacity, which may he ongoing SG operation, private or
MVDAC supplied by a dedicated operator on an exclusive or dedicated networks may be purpose
FLIR shared basis designed (for reliability, security)
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19 | Dedicated or Shared Transporft Physical Media WP2 MWFM The Communication Techngl¢@T) layer requires | M COULD Transport infrastructure is relevant fo
Infrastructure 2 utilization of any useful link available under digted ongoing SG operation, private or
operating conditions. dedicated networks may be purpose
This may be supplied by a dedicated operator on an designed (for reliability, security)
exclusive or shared basis
20 | Telco Infrastructure Physical Media WPZ SGEC | Control from an Aggregator, VPP or DSO needs L COULD Transport Infrastructure is relevant fo
DCAC appropriate transport network capacity, which may he ongoing SG operation, pervasive
MVDAC supplied by a Telco operator public networks don’t require high
FLIR CAPEX and prospect lower OPEX dy
to shared utilization
21| Telco Infrastructure 2 Physical Media WP2 MWFM| heTCommunication Technology (CT) layer requires| L COULD Transport Infrastructure is relevant fo
utilization of any useful link available under digted ongoing SG operation, pervasive
operating conditions. public networks don'’t require high
This may be supplied by a Telco operator. CAPEX and prospect lower OPEX dy
to shared utilization
22 | Future-proof system design Future-proof WP2 SGEC Future-proof system design wrt to modularity, L MUST Functional architecture may become
requirements system DCAC standardization, maintainability and HW/SW dependent on practically available
MVDAC upgradeability equipment which is compliant to
FLIR operational conditions
23 | Persistent data store Future-proof WPZ SGEC SG devices must contain enough -volatile memory | L MUST
system DCAC (e.g. flash memory) for storing measurements, iatier
MVDAC data, and enable future firmware and software @sda
FLIR
MWFM
24 | Environmental Requirements | Environmental WP2 SGEC Communication equipment for SG-field-devices / &igl M MUST Functional architecture may become
for Information and DCAC Mobile Devices and IT (Servers) operated reliably dependent on practically available
Communication Technology MVDAC under different environmental conditions. equipment which is compliant to
FLIR required operational conditions
MWFM
25 | Availability in end points Performance WPZ MVDAC Aedility in end points XL COULD When Tele control fation is

unavailable, only local control is

allowed. Local control implies field
workers local assistance for taking ar
measurement and making any orders
This local assistance is more
expensive, require much more time a
is less safe.
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26

Availability in central points

Performance

WPZ

VMIAC

Availability in central points

XL

COULD

A utility combl centre cannot becoms
unavailable for no reason. If there are
any incidents that affect only to the
control centre location, there are
emergency control centre locations
where grid operators must move as
soon as possible. This emergency
control centre rests over the same
central points indicated before.

27

System availability

Performance

WP

FLIR
MWFM
SGEC
DCAC

Non critical components: 99.5% + availability
System-critical components: 99.9% +

COULD

To avoid outages and guarantee fast
restoration in case of faults the syste
for FLIR, MWFM and control (SGEC,
DCAC) must have high availability.

28

Maximum Time to Repair
(MTTR)

Performance

WP2

MVDAC

Maximum Time to Repair

COULD

&¥hrele control function is
unavailable, only local control is
allowed. Local control implies field
workers local assistance for taking ar
measurement and making any orders
This local assistance is more
expensive, require much more time a
is less safe.

<

nd

29

Mean Time Between Failures
(MTBF)

Performance

WP2

MVDAC

Mean Time Between Failures

COUL

D Any failure, even that it is solved in a
short period, spent a lot of resources

in

both the client and the provider.
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30 | Latency Performance WP2 FLIR The communication infrastructure must offer a COULD FLIR: In order to comply with
MWFM guarantee on the maximal round trip time for messag standards (CEl, |IEEE) FLIR is
SGEC (from the application on the originator devicehe t required to complete restoration withi
DCAC destination device and back) one minute. Since several messages

have to be disseminated during the
process, a delay of at most one seco
is acceptable. For teleprotection a
delay of at most 50ms must be
guaranteed. Since the voltages are
much lower in the distribution networ|
than in the transmission network,
teleprotection is less important here
than in transmission networks and we
can omit the harsh requirement that
only <50ms latency is acceptable (nig
to have, but requires a large effort).
MWFM: To react timely to new
situations, field workers need to be
notified of important events within
seconds

DCAC, SGEC: Control applications
require fine-grained updates on state
and fast delivery of commands, the
typical latency requirement is one
second. Some system critical
components might require faster

nd

(0]

communication for network stability.
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31 | Delay and Jitter

Performance

WP2

MVDAC

Delay attérJmust be controlled for Tele control
Function

XL

COULD

As an example, the Tele control
Function is implemented by means of a
periodical polling, each 2 seconds. This
period is related mainly by the latency
of the physical medium. When using
specific physical mediums for exampl
geostationary satellite mediums, thes
periodical polling should be longer
(each 3 seconds for example). The
effect of this is that when a grid
operator sends an order, receives the
updated information in the grid contrgl
application in less than this configure
period.

Jitter must be controlled in any case.
When an answer arrives after the
periodical polling period, a
communication error arises. It has the
same effect than a communication lost.

D @

j=n

32 | Bandwidth

Performance

WpP2

MVDAC

Bandwidth requireméot MV secondary substation

XU

COULD

Strict pitpihandwidth guaranteed is
required for Tele control function in
order to be operational for real time
information exchange. For this kind o
information, a delay increase could bge
considered as a lost of communicatio
A guaranteed bandwidth is required
only for the purpose of defining the
minimum bandwidth required in a MV
Secondary substation.

>

33 | Bandwidth allocation

Performance

WP3

SGEC
DCAC
MVDAC
FLIR

Bandwidth ~ 100 kbps

XL

COULD

The delivery of real timéormation
for FLIR, DCAC and SGEC requires
the timely exchange of several
hundreds of bytes.

For MWFM applications with maps
require a suitable bandwidth to suppart
the field workers

34 | Packet Loss

Performance

WP2

MVDA(

N
L

Packet LosMfoisecondary substations

COULD

If packet lost ighhGrid Control
application becomes not so interactiv|
as designed and safety problems coyld
arise when switching circuit breake

[
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%

W

35 | Batteries Autonomy Performance WP2 MVDAC All ICT elements that provide Tele control function | XL COULD One of the typical operations of MV-
FLIR must have a Battery that isolate them from the powe DAC from the utility control centre us
supply case is to switch off and switch of an
electrical line that feed an area. Itis
very important that all ICT elements
that provide the Tele control Function
have batteries with a suitable autonofmy
in order to not be affected by these
typical operations.
36 | QoS — networks QoS WP2 MVDAC Every network (or netwmzik) should be able to L COULD In case of critical scenarios, when
manage differentiated services through the manageme media are shared among multiples
of priority levels. Instead of DiffServ e.g. MPLSkE parties and network congestion is
switch path protocols can be used. considered very high, it would be
useful to characterize the traffic with at
least two priority classes.
37 | QoS - applications QoS WP2 MVDAC Relevant applicatioay be implemented using M SHOULD
priority aware libraries.
38 | High priority asynchronous QoS WP2 SGEC In case of alarms, e.g. in conjunctitim pawer M MUST In order to be able to stabilize the grid
messages inverters, the according asynchronous messages must even in case of big energy losses as
be transported very fast to the controller, asadar consequence of a failure situation (e.
normally reflects a very soon loss of energy préidac within a DER) the controller must be
In order to further guarantee the stability of ¢heart informed immediately about the new
grid, therefore, this information must be transedrt situation. The controller then is forced
with highest priority or via reserved communication to use such high priority channels in
channels. order to redirect energy to maintain
Without time-synchronization just the priority dfet stability of the grid.
(asynchronous) telegram can be used to reduce the
latency from submitting the message until receiving
39 | Service discovery mechanism t&ervice oriented | WP2 SGEC A service discovery mechanism needs to be specifigdL MUST
set appropriate CoS for approach DCAC and implemented in order to set the communication
communication MVDAC network CoS according to the SG-devices’
FLIR communication requirements.
40 | Communications network Management WP2 SGEC The devices of the system shall support a network | L MUST Inventory and operational control of
management DCAC management system (NMS) e.g. SNMP and MIB for the communication network
MVDAC network information management. The managemen
FLIR system should provide visualization of the stafusllo
network elements for easy overview of the whole
network.

Page 99 (262)



FINSENY D7.1 First set of ICT Requirements to the AB v1.0

41 | Data management Management WR2 SGEC| The use case involves handling (processing, amagjyzi XL MUST
DCAC semantically classifying and accessing) large velsim
MVDAC of data that partially have to be stored for laise (e.g.
FLIR billing, planning, historical analysis, regulatiofihe
MWFM data must be kept consistent and synchronized with

—

other systems within seconds. Data consistencychag
be executed by DMS/SCADA system

42 | Data values checking Management WP2 SGEC| The use cases involve monitoring and otherwise XL MUST Unacceptable data values must be
DCAC retrieving large amounts of data from differenttpanf detected in order to prevent undesiraple
MVDAC the distribution network. The data integrity ensutfeat application behavior and to notify the
FLIR there is no tampering with the data but still thewald system of possible malfunctioned
MWFM be problems e.g. with sensors. Malfunctioning devic equipment.

of the SG could produce data that should not be
accepted by the receiving entity. This can be aarsd
as a certain kind of sanity check, but it can also
utilized with fault detection procedures.

This is a requirement for the application levetta# SG
system software.

43 | Remote configuration Management WPR2 SGEC | The network management system should support | L MUST Lower cost and faster time to
DCAC remote configuration of the equipment. Remote reket equipment’s upgrade.
MVDAC the devices should be available.
FLIR Remote SW updates of substation and devices shal| b
possible.
44 | Grid operator interface Usability WP2 SGEC | The display (HMI) of the grid control applicationttee | M MUST
DCAC grid operator has to be clear and intuitive, primgd
MVDAC maximum usability, as it may be used in stressing
FLIR situations.
MWFM In case of Demand Side Management, the tariff/pricge

information received from the network has to be
understandable both by the automatic home/building
energy management system and by the customer
(person)
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45 | Authentication and Security WP2 SGEC System components shall uniquely authenticate userd. MUST Peer authentication is the first step
authorization DCAC and specific components before establishing a towards a secure session establishment

MVDAC connection. The components shall enforce separafign and thus builds the base for secured

FLIR duties through assigned access authorization. $&e U communication. Moreover,

MWEM privileges should be restricted to only those trat authentication and role association is
required for each person’s role, taking into ac¢oun the basis to ensure, that only authorized
emergency cases. personnel is able to perform certain
In situation of emergency user rights override @pti actions requiring a dedicated role leve
should be always implemented by providing higher
priority than security/access control.

46 | Data backup and recovery Security WP MVDAC Baclafsitical software, applications, and data fdr XL MUST
all components of the SCADA system should be
assured. Backup should be all data and applicationg
needed to replace failed components within a
reasonable period of time as required to satisfy
regulatory requirements and to restore the system t
normal operation. Backups shall be physically
separated from the operational components.
Synchronization of the backup and operating datst mu
be assured.
47 | Data confidentiality Security WP2 SGEC | It shall be possible to ensure the confidentiaiftyhe L MUST This requirement relates to the need for

DCAC communicated data by cryptographic mechanisms, confidentiality when information is

MVDAC unless otherwise protected by alternative physical being transmitted from one entity or g

FLIR measurements. The latency introduced from the group of entities to another entity or g

MWFM cryptographic mechanism shall not degrade the group of entities as well as locally

functionality of the system.

stored data. The data should be
accessible only to authorized users af it
is sensitive from a privacy (e.g. user
behavior pattern), safety, or
economical point of view.
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48 | Data integrity Security WP2 SGEC | It shall be possible to ensure the integrity of the XL MUST Integrity protection when information
DCAC communicated data and to verify whether the data is being transmitted from one entity o
MVDAC hasn’'t been tampered. The latency introduced fiem a group of entities to another entity orf a
FLIR protection mechanism shall not degrade the group of entities is necessary in orde
MWFM functionality of the system. to assure that the data hasn't been
altered during transmission. Integrity |s
needed for the communication of
information among SCADA system-
RTU-Power equipment, Counter-
Measures Hub, or actors like Marketg
and DSO.
49 | Non-repudiation Security WP2 SGEC | It shall be possible to prove that information hasn L MUST
DCAC send by a specific source.
MVDAC
FLIR
50 | Malicious code protection Security WPZ SGEC | The smart grid system shall employ malicious code | M MUST One challenge is that the field
DCAC protection mechanism. deployed devices are typically not
MVDAC The protection mechanisms shall be deployed in au¢h suitable for traditional third party
FLIR manner as to limit the impact of the attack to albm malicious code protection mechanisms.
geographical area prior to detection and eradicatio This combined with very little or no
physical security means that emphasjs
be placed on the risk associated with
these widely dispersed assets.
Therefore it should be ensured that np
malicious code can pass some secur|ty
zones (e.g. from the utility’s NAN to
HAN). Field tools represent potentially
high risk also because they may be
connected to numerous networks.
51 | Intrusion detection Security WP2 SGEC | The system shall detect the anomalous events (e.g.| XL MUST
DCAC meter data alerted) within the network boundaries.
MVDAC
FLIR
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52 | Denial-of-service protection Security WPZ SGEC | The system should restrict the ability of interoal XL MUST As single security product or
DCAC external users to launch denial-of-service attacks technology cannot protect an energy
MVDAC against the network components. network control system, a multiple
FLIR layer strategy involving two or more
different overlapping security
mechanisms (defense-in-depth), is
advised so that the impact of a failure
in any one mechanism is minimized.
Except for authentication and
authorization other access protection
means should be used to monitor
potential attacks.
53 | Cryptographic Key Security WP2 SGEC Cryptographic protection and key management XL MUST
Establishment and Management DCAC infrastructure shall be selected. The selectiomisho
MVDAC match the value of the information being protected
FLIR the protected system operating constraints.
54 | Scalability Scalability WP3 All Scalability isetguarantee that a system can grow The Microgrid Control Centre devices
without compromising its operations. The Microgrid should be able to support new remotsg
Control Center cannot be collapsed if its sucoeadd installations to a number that should
him to grow even more than originally expected. never reach.
55 | Conformance to standards Interoperability| WH AU | Monitoring and control are two basic functibies of Open standards is a prerequisite for

the Microgrid Control Center. The Microgrid Control
Center communicates with a large set of different
devices from different domains (e.g. from inteltige
loads to large wind turbines). To ensure interopétab
the communication should rely on well-known and
frequently used standards like IEC 61850, IEC
61968/61970 (CIM), or IEC 60870-5-101/104 (Tele
control) and others. Also to be respected are shwazia
communication standards like - IEC 61400-25-4 for
wind turbines,- IEC 62270 Hydroelectric power plant
automation - Guide for computer-based control,G |IE
62271 Standards for high-voltage switchgear and
control gear,- IEC 62325 Standards related to gnerg

market models & communications, IEC 62351 Power

System Control and Associated Communications - [
and Communication Security, and others

ata

interoperability

h
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56 | MG Controller and Interoperability WP3 CuC-1 MG Controller and managatsystem should be
management system applicable for wide range of Microgrids. Controléerd
applicability management system with generic configuration will
support several types of microgrid setups.
57 | Mappings between different | Interoperability WP3 CUC-1.2 | Monitoring and control are two basic functionabtief Not a single standard will cover all
information models CUC-1.3 | the Microgrid Control Center. The Microgrid Control relevant points and interoperability cd

Center communicates with a large set of different
devices from different domains (e.g. from intelhige
loads to large wind turbines). Today a large nundber
different standards exist and it is very likelyttttds

will also be true in the future. To ensure
interoperability between different standards with
different information models the standards haveeto
harmonized. A flexible mapping tool is needed to map
monitoring and control data points from different
information models onto each other. E.g. the mappir
tool should be designed to minimize the manualtinpt
and mapping information should be re-usable. An
important mapping guideline, for instance, is IEC
61850-80-1 which describes a mapping from IEC
61850 data to IEC 60870-5-101/104. Mapping to IEC
60870-5-101/104 is and will stay a very importaskta
since a large number of legacy devices and sysheens
only able to run this standard, and switching teeot
control systems is a big challenge for each system
operator which will not be realized very soon.

only be ensured by the harmonizatio
and mapping of standards.
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58 | Data bus Data management WPRB CUC-1| Data management is one of the key features of the The Microgrid’s Data Management
CUC-1.3 | Microgrid Control Center (MGCC) where high System classifies, processes, correlates
CUC-2.1 | volumes of real-time and historical, static andaiyic and filters the monitored data, and
CucC- operational data are distributed and/or replicéved provides meaningful state information
2.2.1 parallel processing and access. That means up to of the Microgrid which in turn can be
CucC- thousands of data points have to be instantaneously used by all control and management
2.2.2 processed, coordinated, manipulated and interpieted applications. Transforming and
CucC- the Microgrid Operator wants to take full advantafe analyzing this data into useful business
2.2.3 all resources. Following a service oriented architec and operational intelligence is one of
the Microgrid Control Center should include a dada the biggest challenges for the
which enables the communication and information Microgrid. For this purpose a flexible
exchange between different services in the MGCC. The service bus supporting Quality of
data bus should provide different communication Service is crucial.
services (e.g. request/response, publish/subscribe,
transactions). Furthermore, it should support ciffie
levels of Quality of Service because different
applications have different demands, e.g. w.it¢ney,
frequency of data exchange, quality or time
synchronization.
59 | Database system Data management  WP3 All andata management including a database system isfone E.g., switching network configuration
particular | the key features of the Microgrid Control Center to and from Islanding Mode needs fo
CUC-1.3 | (MGCC) where high volumes of real-time and Optimal Power Flow, to initiate and
historical, static and dynamic operational data are configure the new context.
distributed and/or replicated for parallel procegsand
access.
60 | Self-organization Automation WP3 cuc-4 If a systdsturbance provokes a general black out MUST
such that the microgrid (MG) was not able to sefeara|
and continue in islanding mode, and if the system i
unable to restore operation in a specified tinfirsa
step in system recovery will be a local black sfine
different components of the MG have to self-organiz
themselves before reconnecting to the grid
61 | Coordination Automation WP3 cuc-4 If a systemudisance provokes a general black out MUST
such that the Microgrid (MG) was not able to separate
and continue in islanding mode, and if the system i
unable to restore operation in a specified tinfegsa
step in system recovery will be a local black stBine
local controllers of the MG need to dynamically
coordinate each other and with the MG control center
for the recover
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62 | Distributed Processing

Processing

WP3

CUC-1
BUC-1.1
CucC-4

For balancing supply and demand the Microgrid
Control Center has to run the state analysis afidede
the sub-sequent actions. These tasks include power
flow calculations and forecasting models. To miieni
processing latency the jobs could be processed in
parallel and distributed across different machiréso
for forecasting, planning and revenue in the reeenu
distributed processing capabilities are crucial.

63 | High Demand for Computing
Resources / Processing

Processing

WP3

All

For some use cases, it is negessprovide high
performance computing resources for calculation an
simulation models in the Microgrid Control Centre
including real-time processing. One example is
switching to islanding mode in order to quickly ckec
availability of electrical resources in case islagdf
the microgrid is required. Also for long-term plammn
it may be necessary to provide high performance
processing for large-scale planning and simulation.
order to optimize power flow in case of switching to
islanding mode, high demand for computing resourc
for calculation and simulation models in Microgrid
Control Centre is required. In order to optimizeveo
flow in case of switching to connected mode, mediu
processing demand for adaptation to electrical
parameters in Overlay Grid is required.

es

64 | Demard management based
criticality of loads

Processin

WP:S

CUC-
221
CUC-
222

MG management and control system shall controld
and enable smart load controlling (cancellation of
loads, shifting if loads etc.).

65 | Network Configuration

Auto-
configuration

WP3

CUC-5.2
CUC-5.3
CUC-5.4

When new devices (e.g. DER, Network Smart Devic
or sub-systems (e.g. Home/Building Energy
Management Systems) are installed in or at the efig
the Microgrid they automatically configure itsedfigo
frequently denoted as Plug & Play). This requiremer
focuses on IP address configuration and addreggabi

es)

11°)

of the device by the Microgrid Control Center.

MUST

Network configuration is a prerequisit
for all use cases which rely on
communication.
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66 | Device Description Auto- WP3 CUC-5.2 | When new devices (e.g. DER, Network Smart Devicges) MUST In several Microgrids use cases it is
configuration CUC-5.3 | or sub-systems (e.g. Home/Building Energy unlikely that a static engineering
CUC-5.4 | Management Systems) are installed in or at the efige process is done for the whole system)
the Microgrid they automatically configure itsedfigo (e.g. supply-side and demand-side
frequently denoted as Plug & Play). This requiremen L management). The Microgrid shows
focuses on the description of the capabilities dégice dynamics and the engineering has to|be
or sub-system adapted to these circumstances. It hgs
to become an online process supportjng
the Plug & Play feature for devices.
67 | Registration & Look-up Auto- WP3 CUC-5.2 | When new devices (e.g. DER, Network Smart Devices) MUST In several Microgrids use cases it is
configuration CUC-5.3 | or sub-systems (e.g. Home/Building Energy unlikely that a static engineering
CUC-5.4 | Management Systems) are installed in or at the efige process is done for the whole system|
the Microgrid they automatically configure itsedfigo (e.g. supply-side and demand-side
frequently denoted as Plug & Play). This requiremen L management). The Microgrid shows
focuses on the registration of the device or sidbesy dynamics and the engineering has to|be
at a registry which is operated e.g. as part of the adapted to these circumstances. It hgs
Microgrid Control Center. to become an online process supportjng
the Plug & Play feature for devices.
68 | Reliability and Availability Reliability and WP3 All For all use cases, the reliability and aaaility of all MUST Reliability and availability is one of the
(R&A) for the system Availability devices and systems are crucial; this is espedcraiéy crucial ICT requirements.
(R&A) for the control centre systems. All possible actiand
monitoring concepts must be installed to avoid any
breakdowns of the systems. The acceptable
breakdown/unavailability times may be different tioe
different systems and may be defined accordinglig. || M

also required to install fallback or replacemerstsgns
that can almost immediately take over crucial axtio
and processes. If availability and reliability cahbe

guaranteed for all the devices the overall systamth
be robust w.r.t. disturbances and failures to enere

stable operation of the Microgrid.
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69

Reliability and Availability
(R&A) for the communications

Reliability and
Availability
(R&A)

WP3

All

For all use cases, the reliability and aaility of the
communication between the different devices / syste
is also crucial; failure in communication (espdgial
concerning control messages) may harm the elektrig
network to a very deep extent. Failures in eledtrica
devices also must be reported and recognized
immediately. Resilience strategies must be plammed
ready for taking over communication whenever therg
a bottleneck in communications. Strategies and
algorithms must be prepared to recognize problerds
bottlenecks in communication in time (i.e. befdreyt
happen).

m

h

Q

MUST

Reliability and availability is one of th
crucial ICT requirements.

1]

70

Modularity of Hardware
Devices

Future proofness

WP3

All

Communication technologgeseloping rather
rapidly. More and more bandwidth will be provided f
communication. Wireless reliable secure
communication will replace wired communication
more and more in the future. It should be easy to
replace one communication technology with another
one simply by exchanging HW modules at the netwd
devices. Changing or upgrading the physical mediun
should have no impact on other layers, especiadly t
application-layer.

=3

Optional

Avoids costs for changing
communication technology.

71

Modularity of software devices

Future proofneg

sWP3

All

IT technology is developing rather rapidiore and
more flexible communication and service architezsur]
will be provided. Wireless reliable secure
communication will replace wired communication
increasingly in the future and Plug & Play will
dominate modular designs. It should be easy tacepl
or extend communication or application service
modules by exchanging or adding SW modules.
Changing, adding or upgrading services should not

cause redesigns.

Optional

Avoids costs for changing
communication technology.
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72 | Publish / Subscribe Communication| WP3 BUC-1.1 | In asynchronous messaging a system places a message | MUST Business operations will be completed
services BUC-2 in a message queue based on internal logic or eveh in a non predictable manner, so an
does not need to wait for a reply to continue preiogs asynchronous publish/subscribe sery|
Subscribers express interest in one or more messade will be mandatory. For most of the
classes, and only receive messages that are oéshte control use cases, the messages with
for them. the microgrid would be synchronous
however, there may be asynchronous
M . . )
messages, too, in which either the
remote location takes the initiative to
contact the Control Centre Systems
when a predetermined threshold has
been exceeded, or the central point
requires a concrete data from a remo|
location.
73 | Request/Response Communication WP3 BUC-1.1 | Data will be sent on a request, when a system isg@ski Request-response or request-reply is|
services BUC-2 for certain information and the Data Provider resgon| one of the basic methods computeriz
back to that system with requested information or at M systems use to talk to each other. WH
least acknowledging the request. using request-response, the first syst
requests some data and the second
systim responds to the reque
74 | Time synchronization Communication| WP3 BUC-1.1 | To achieve network wide synchronization of control Certain types of control applications
services BUC-2 tasks on different time-ranges and scalabilityap t require synchronized action sequenc
hundreds of systems, while being robust to topology| M on one hand for stringent and fast
changes and failures, a time-based synchronization aligned control tasks (no jitter) or on
method by utilizing concepts of e.g. time-stampamgl the other for completing control tasks
skew compensation with linear regression is needed. under upper limits of time.
75 | Latency QoS WP3 BUC-2 | Latency is either one-way delay or round-trip delay MUST The Balancing and Ancillary markets
BUC-3 is always very important to additionally definendtich (BUC-2) would operate in minutes
CUC-1.1 | communication layer a latency value should be delay range, so in this case the laten
CUC-1.5 | measured (bit level, TCP packet level, application will not be critical. The latency
CUC-1.6 | layer). Values for latencies or delays must refleet requirement for monitoring and remot
CUC-2.1 | transmission and propagation times that are acolepta control tasks (CUC-1) in conventiona
CucC- for the communication between devices / systems sp M electrical networks is about tenths of
221 that information is available in time and possible second, and so should be for
CucC- reactions can be initiated or handled as necesEhey. Microgrids. If in the future Microgrids
222 main distinction for latency is:- RT (real-timekldy is plan to carry out security duties, the
CucC- deterministic and generally in the range of maximum tolerated latency would be
2.2.3 milliseconds- non-RT: delay is in the range of s&tso about a few milliseconds.
Cuc-4 or more

0]

D
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76 | Bandwidth - Throughput / Good QoS WP3 BUC-2 Bandwidth is a measurement of maximal possible Conventional Monitoring, Metering
put CUC-1.5 | number of bits or bytes that can be transferred ave and Remote control task in electrical
CUC-3.2 | communication link (wired or wireless) within 1 sec. are not High Bandwidth demanding,
respecting all channels served at the same time. 128 Kbits are more than enough in
Throughput is the real number of bits and bytes¢ha most cases. Only the main points of {
be transmitted between 2 endpoints of communicatipn networks, as the control centers
within 1 sec., dependent of the number of other demand more bandwidth, but even in|
communication channels on the same line or mediumm, this case 2 or 4 Mbits are enough. New
the communication environment etc. Good put is the standards like IEC 61850 are more
number of packets, bits or bytes that are correctly bandwidth requesting, but even in thi
transmitted to the receiving data endpoint withiset. case, the nowadays communications
It is mostly lower than the throughput because networks are ready to satisfy those
retransmission of information may be necessaryaoh b requirements. There are different
or disturbed connections. requirements for the different use
cases, almost all required medium or
low bandwidth. The exact values (i.e.
what does low / medium / high
bandwidth really mean?) will be
defined later.

77 | Packet Loss QoS WP3 All Packet loss here meensaiximum acceptable MUST QoS is mandatory in the
percentage of lost packets on a communication link. Telecommunication Network, even if
The lost packets may be retransmitted (reducing the| is a private network.
good put) or not. In the latter case the acceptaddiet
loss rate means the number of lost packets thatdvoul
allow the receiving endpoint to realize the
communication with a quality that may still be
acceptable for the user (i.e. in video transmissioth
which percentage of lost packets a video transonissi
may still be reasonable for the user at the recgivi
end?)

78 | Priority QoS WP3 All Priority in transmission sdéng is an easy way to MUST The remote control traffic should be
prefer data of one connection compared to other prioritized over any other, afterwards
connections. the monitoring and metering traffic an

finally the traffic dedicated to
measurements.

79 | Remote control of equipment Management WR3 CUBC-5. The Microgrid Operator needs to remotely contnel t

power electronics of the DER Units in order to provige
system services to the overlay grid or to control
technical parameters within the Microgrid.
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80 | Asset management Management WR3 CUC-6 Inventagupments, appliances, lines in the
microgrid.
81 | Topology view User Interface WP3 CuUC-6 Visual viglwgeneration and consumption locations
(preferable connection with asset management).
253 | Security Services IT Security WP3 Securitg iery important requirement for the future. MUST A high level of security in all the
To which extent WP3 will handle this topic must still Microgrid Telecommunication
be discussed. Network it’'s mandatory. From the
point of view of the business, as
intelligent meters and other billing
systems should never be reached fro|
somebody not authorized and ensure
the electrical supply against possible
sabotage to the grid. From a control
point the Microgrid is a critical
infrastructure and has to be protected
against accidental and malicious
activity.
82 | ARQ/FEC Data WP4 The data link layer must provide sufficienber S MUST
Communication detection and/or error correction to enable effecti
communication. In case of error detection, an ARQ
scheme or a implicit failure notice to the user ties
implemente
83 | Bandwidth of building access | Data WP4 Home #2, | The connection needs to guarantee the necessary | XS MUST The biggest amount of data exchang
network Communication #3, #4, #5,| bandwidth so as to send information on the building between the gateway and the service
#6, #7 RB | (identifier), and power and energy information éach platform will happen when the
#1 one of the appliances that are being monitored and customer connects remotely to real
managed. The required bandwidth must be suitable for time energy monitoring applications.

fixed and mobile communications between the platfq

=

and the building gateway.
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84 | Connectivity : always on

Data
Communication

WP4 Home #1, | There must be an always on connectivity between theM
#4, #5, #6,| service platform and the home gateway, either foxed
#7, RB #1 | mobile. Connectivity between the building gateway
equipment and the platform must be 'always on'én tk
sense that at any time the consumer wants to atieess
service (through the corresponding applications, no
matter the platform), connectivity with the buildin
must be established, to get up to date information
power and energy consumption and to send control
commands if requested by the consumer. This
requirement could be modulated according to ctytici
of considered EE services.

MUST

Energy efficiency services should run
in local equipment in the building to
ensure quality and guaranteeing that
the service will be provided even in
case of network failure.

85 | Connectivity : high-level

Data
Communication

WP4 All This requirement relates to the need to femt” inall | L
relevant senses of the word all devices, appligraces
more generally all physical entities that neetlage a
network presence inside the extended perimetereof th
building management system. Getting this presence
means getting connected at all relevant levelsy fro
physical to application level, even in the abserfce
some of the intervening network protocols. This
connectivity includes being part of a relevant
device/appliance entity ontology, which correspotads
the highest level of connectivity, i.e. the senatdvel.

MUST

86 | Latency

Data
Communication

WP4 Latency requirements are not critical withia th
building and can easily be met by all current
networking technologies; specific latency requiretaen
arise in the case of separation of the BEMS betwee
local and a remote part;

COULD

87 | Physical layers

Data
Communication

WP4 The physical layers used must allow the coexcst of | S
several communication standards by separatiorein th
frequency, time, coding or spatial domain accordong
standards

MUST

coexistence on the physical layer is 3
requirement for the coexistence on
higher levels-
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88 | Control commands latency Data WP4 Home #4, | Control commands from local/remote user interfaces L MUST Consumers must be aware that the
Communications #5, #7, #8 | must reach physical appliances with minimum delay| controls commands they have
(acceptable by the human user). When the consumer demanded over the appliances have get
connects to the energy efficiency services, either the corresponding answer over the
locally or using a remote interface (any applicatio appliances. For that reason a maximyim
independently from the platform used: pc, mobile, time of response is needed. Otherwide
Smartphone, etc), control commands must be aplied the user would think that the commarnd
the physical appliance in a time perceived by the has not been sent and probably will
consumer as acceptable (bellow 2 seconds) send it again.
89 | Energy Services and Data WP4 Home #2, | Energy services and applications, while enabled L MUST The home environment is
applications decoupled from | Communications #3, #4, #5,| through in home/buildings communications, must not heterogeneous with regards to the
available in-home/building #6, #7, #8,| depend on one or some specific communication technologies used by the different
communications technologies RB #1 technologies and remain as communication technology home appliances to communicate with
agnostic" as possible. the 'central unit' (gateway, energy box).
Cabled Ethernet, Wi-Fi, ZigBee,
Zwave, PLC based, etc, all of them are
competing for the market and up to
now and interoperability between
technologies at application level is stil
missing. That is the reasoning while
home energy efficiency services logig
must be decoupled from the technology
used by the appliances to communicate
(for monitoring and control).
90 | Local processing and storage Data ProcessingVP4 Optimize | Data processing and storage requirements are M SHOULD | Itis obvious that local persistency is
and Storage Energy indispensable for any sort of building-level inigdince required, coupled with redundant
Use and so as to back and inform any communications of cloud-based persistency to support ahy
building-level software with consumers (through a ICT-heavy energy efficiency
human-machine interface) or with the grid (through & mechanisms.
interoperability interface). See more extended
discussion in referenced document.
91 | Remote processing Data Processing | WP4 Home #1, | The platform must offer a way for calculating agga | XS MUST Useful information for the final user
accumulative values and Storage #2, RB consumptions and energy related data and costs: per
#1, #2 day, week, month, and year.
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92

Remote processing and storag

e Data Process
and Storage

nwP4

Optimize
Energy
Use

The consideration of demand-shaping measures an
implementation of peak shaving capabilities reqthee
grid administrator to have some sort of visibilityo

the contracts the various loads subscribe to. iEHis
allow the grid administrator to use a system of
compulsory or incentives-oriented measures so as t
bring about the intended changes in the load cuse.
such, it is necessary to maintain information alloet
contract model of each subscriber, the optiondaiai
to that model, and the extent to which some of these
options have already been used. Moreover to cdyred
anticipate future needs both current, real-timergy
demands as well as historical information should be
available, on which to base reliable forecasts and
ensure the timely initiation of load-shifting meess
Furthermore, and subject to privacy requirements,
socio-economic profiles may also need to be availah
for the various subscribers (even some rough
categorization).

0

MUST

93

Remote processing of
comparative values

Data Processing
and Storage

WP4

RB #2

The platform should be able to calcudakrage
consumptions and energy related data and costs fo
buildings with the same profile (homes, depending o
the size and use; home buildings; data centers|hot
SMEs, etc). Average consumptions and costs per dg
week, month and year

XS

Ry,

SHOULD

Useful information for the final user

94

APIs for ESCOs

Interoperability

WP4

The platfdift WARE) should offer a standard API
for ESCOs so that monitoring and control capabditie
available in a building are published for the
development of a service. This capabilities nedukto
qualified with the list of end user roles that caake
use of such functionality. For instance, monitorisg
not so critical, almost everybody could accessehes
data (taking privacy into account) but control ops
should be offered only to managers in homes bughlin
or SMEs.

SHOULD

Energy Service providers (ESCOs)
need to access to the controllable
appliances in order to be able to
develop services for final users
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95 | Common data models (CDM) Interoperability WP4 lead, | Definition of common data models (CDM) per type of L MUST Energy Efficiency Service tries to
#2, #4, #5,| sensor/appliance. In order to perform energy optimize energy use so that only the
#6, #7, optimization on behalf of the consumer, home minimum energy required is spent to
RB #1 appliances must be modeled in a common way so that have the desired service. Common
the intelligence in the system is able to monikam, Data Models are necessary to offer
know control capabilities, programming capabilities appliance/sensor manufacturers the
and have at any moment information on the minimum set of functionalities that the
reachability of the device. devices should implement to be used
by efficiency services.
96 | External Interoperability Interoperability WP4 hdpe For the purposes of peak shaving, and demand-side L MUST Advanced features of demand-side
Demand, | management the residential building, on the one har management and peak-shaving will b
Shed and the smart grid, on the other, need to engage in impossible without a well-defined
Electric conversation that's rich in semantic content andidco protocol for the building / Smart Grid
Loads, be very heterogeneous in the mechanics and medaliti interface
Shift it employs. The object of this "conversation”, which
Electric can be described as a "protocol" (understood Ineae i
Loads broad sense) is to convey pertinent information and
measurements so as to both: (a) enable the grid to
communicate to the building a set of rules / impeea
or incentives / counter-incentives, related to dedra
side management and, on the other hand to: (hyallo
the building to report information, measurements an
projections to the grid. See more extended disonsgi
referenced document.
97 | Identification of devices Interoperability WP4  tdoUC | The network must allow for unique identification of | M MUST Sensor and actuators must be uniquely
#1 every device on the network regardless of the physic defined for control actions
network it is connected by
98 | Internal Interoperability witl Interoperabilit WP4 OB3- Communication layer shall enable interoperatio XL MUST Legacy building management syste
existing building systems Optimize | building management system and other systems do not always comprise all the energy
Energy existing in the building: access controls, suregitie related systems of the building, or any
Use systems, fire alarm systems. other information systems that may

provide data relevant for defining
energy strategies, such as building
occupancy. Therefore a layer must be
built on top of the building that can
interface not only a legacy BMS, but
also other relevant subsystems of the
building
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99 | Join networks Interoperability WP4 The netwayer must allow for the combination of | M MUST This allows managing different site as
two or more separate physical networks into one &gic one network
network
100 | Profiles Interoperability WP4 OB3 - Interoperation with building management systems | L SHOULD | Legacy Building Management Systems
Optimize | should allow for definition of personal profiles tvit may not have enough capabilities for
Energy different sets of privileges. Concurrent accessatia of defining different profiles which selec
Use the different profiles shall be granted the information that is shown to
different users (i.e. office workers,
facility staff, energy service company.
security staff, etc.) or the control
functionalities that are enabled.
Therefore a layer must be built which
enables the definition of profiles and
the concurrent access of the different]
profiles to the information retrieved by
the BMS
101 | Split networks Interoperability WP4 The netwtayer must allow for the possibility to M MUST In the administration of large network
logically split an existing network into severabs the logical split may be beneficial
network:

102 | Standardization of Interoperability WP4 The devices that are publisbe that they are available SHOULD | Even if in-home sensors are monitor¢d
sensor/appliance monitoring from outside the home should provide a common ARI by the home gateway (energy box),
and/or control capabilities (depending on the type) to publish the basic common there should be a way to make these

monitoring and/or control capabilities they offer f sensors monitoring and/or control
service providers. Mechanism should also exist for capabilities available from outside the
extended capabilities that some devices could offer home.

beyond these common ones.

103 | Standardization of Interoperability WP4 Home #3,| The FI platform should provide the means for home | M SHOULD | This functionality would enable
sensor/appliance eventing #6, #8, sensors/appliances to send events (triggered by the service providers to be notified in case
capabilities RB #4 sensor/appliance itself) of event (alerts)

104 | Standardization of Interoperability WP4 Home #4, The devices that are published so that they aréabla | M SHOULD | Even if in-home sensors are monitored
sensor/appliance programming #5, #7, #8 | from outside the home should provide a common ARI by the home gateway (energy box),
capabilities (depending on the type) to publish the programming there should be a way to make these

capabilities they offer for service providers sensor programming capabilities
available from outside the home.

105 | Standardization of Interoperability WP4 Home #2, There should be provided a mechanism for publishingv SHOULD | Even if in-home sensors are monitored
sensor/appliance publication #3, #4, #5,| the sensors that can be remotely monitored in dinech by the home gateway (energy box),
protocol #6, #7, #8,| This would enable the use of these sensors by othe there should be a way to make these

RB #1 services different from home energy efficiency smrs sensors available from outside the

that can manage the information provided in a local
manner.

home.
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106 | Unique building identifier Interoperability WP4| RB #1, Each building must have a unique identifier: its S MUST Buildings need to be identified in an
#2, #3, #4,| geographical location can be used for this if non unique way
#5, #6 ambiguous (same building split and under
responsibility of several parties) and standard for
representation of this location has been agreedslithn
external parties beforehand
107 | Remote alarm management Interoperability Wpr4 OB7 | User interface shall enable remote alarm visuatinat | L MUST Critical alerts should reach in real timge
Check and management by multiple operators of the follgwjn the appropriate stakeholders and
Acute subsystems: access controls, alarms from operators (facility managers, energy
Alerts thermal/electrical systems, system maintenancésale service companies, etc.) in any locatipn
fire detection. All subsystems should be accessible at any time, independently of the
from the same user interface Internet connected device that the
stakeholder may have available, be itja
laptop, a tablet PC or a Smartphone.
108 | Enough data storage capacity Processing andWP4 RB #1, Requirement will be met without problem, unless olg XS MUST Services need to access and manage a
Storage #2, #6 data is never discarded huge amount of data for each
appliance, in the time and for each
building. Adding new buildings
quickly is a business requirement for
the provision of services
109 | Check Energy Use Reliability & WP4 OB6 - Availability of access to data of current statushef L MUST In order to ensure the most critical
Availability Check building shall be guaranteed both locally and resyot functionalities derived from other
Energy from Internet connected devices 95% of time requirements, such as the remote alert
Use management, a very high availability
rate of the system must be guarantegd
110 | Fall back mode Reliability & WP4 Hotel UC | The system should be able to identify a loss of the | M SHOULD | For safety reasons, it may be benefigial
Availability #1,5 communication systems and be able to switch to a to fall back to a known state, e.g. Turh
fallback mode on the lights
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111 | Reliability for residential Reliability and WP4 Optimize | Reliability of the various ICT subsystems deplog¢a SHOULD | Energy efficiency and demand-side
buildings Availability Energy residential building (these subsystems being used t management / peak-shaving features
Use deliver the various energy efficiency use cases) is require deployment of ICT resources
critical. The requirement for reliability obviously subscriber's premises. Reliability of
comprehends not just the hardware but also the said resources is critical.
software components and not just each one of them
separately but also taken together (e.g. reliable
coordination and protocols in a distributed sejting
However, failures are not life threatening since vee a
concerned with the reliability of the ICT supersture
and not with the reliability of the underlying engrg
infrastructure. To that end, architecture should be
designed to ensure that latter can survive a bowakd
of the former. See more extended discussion in
referenced document.
112 | Air conditioning real time Reliability and WP4 DC1 A real-time monitoring and control of temateres MUST This requirement is mandatory to
control system Availability (which vary with the load of servers) is required to obtain significant reliability and
allow significant reliability and availability oht data- availability of the data-center
center functionalities. functionalities.
113 | Free cooling real time control | Reliability and WP4 DC2 The use of free cooling system is requioeghsure MUST This requirement is mandatory to
system Availability energy saving, reliability and availability at ttata- obtain significant reliability and
center in case the failures of its air conditiemngystem availability of the data-center
functionalities.
114 | Power meter usage Reliability and | WP4 DC3 This ICT requirement allows knowing the diéfece SHOULD | This requirement is recommended
Availability between the nominal (typically higher) and the cedd r| because it allows increasing, without
of the power consumption of the servers in the-data impact, the server’'s number obtaining
center. So, it is possible increase their numbiéeriag more reliability and availability.
more reliability and availability) without overshamg
the power quota allocated.
115 | Access based security Security WP4 Hotel UQ'he security concept may use access restrictige(bal SHOULD | An identification of the user by every
#1 on roles) together with physical location of input device in the network may not be

devices to implement the role based restrictions of
users

feasible. It is sufficient to restrict

physical access to devices and assu
that physical access implies the right
operate the device under a given set

ne
to
of

rules
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116 | Building Benchmarking

Security

WP4

OB11 -
Check
Benchmar
king in
districts

Exchange of data among different office/public
buildings shall be implemented in order to enable
benchmarking at district or higher levels of builgh of
similar characteristics. Data exchange is done in a
network external to the buildings, and information
provided to each building must not contain sersitiv
data, e.g. it should be decoupled from the idewfitthe
building.

SHOULD

Building benchmarking is one of the
main strategies that can be
implemented in office and public
buildings in order to encourage end
users to adopt energy saving behaviars.
However, this functionality implies an
information exchange among building
owned by different
companies/administrations, which
implies a security issue, as it must be
guaranteed that no sensitive data is
exposed in this information exchange

%)

117 | Data Encryption

Security

WP4

OB3 -
Optimize
Energy
Use

Solutions specification shall support data encoyptf
packets flow with the building systems

SHOULD

Data flow coming in and going out of
the building must use higher security
standards that the data flow within the
building, e.g. within a building
automation network. Therefore the
layer built on top of the systems of the
building must incorporate security
protocols that protect the data that ar
sent outside the building

1%

118 | Disaster recovery system

Security

WP4

DC4

Dysimgary AC power outage scenarios (due to
fortuitous events or to intentional attacks); aggiee
power capping can be applied to servers to reduce

power consumption. This reduces the power drain on

the Uninterrupted Power Supplies (UPSs) increasing
the duration the servers can remain operationarbef
on-site generators restore power and cooling.

SHOULD

This requirement is recommended
because it allows increasing, without
impact, the Uninterrupted Power
Supplies (UPSs) autonomy in case 0
blackouts due to fortuitous events or {0
physical intentional attacks.

119 | Role based security

Security

WP4

Hotel U
#1

CThe security concept must allow for a role based
restriction of available actions of users

MUST

In order to secure a hotel, only a

limited set of actions is available the
certain roles, e.g. Guests. This includes
e.g. only being able to operate the
equipment in the guest's own room
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120 | Security for residential Security WP4 DC4 Use cases discussed in the reitbntidings M SHOULD | Information whose processing can
buildings scenarios require the building to store or process reveal daily habits or be used to profi
information that while not sensitive (e.g. not heat a certain electricity subscriber or
credit-card related), is still personal and actesghich identify vacancies is stored in various
by unauthorized parties would be construed as a persistent stores at the building and i
privacy infringement. See more extended discussiory the cloud. Security of this information
referenced document. and full audit ability of accesses to it
should be addressed lest system
acceptance is jeopardized.
121 | Security for residentic Security WP4 Engage ir | Use cases discussed in the residential builc M SHOULD | Information whose processing c
buildings Energy- scenarios require the building to store or process reveal daily habits or be used to profi
supported | information that while not sensitive (e.g. not hiealt a certain electricity subscriber or
Activities | credit-card related), is still personal and actesghich identify vacancies is stored in various
of Daily by unauthorized parties would be construed as a persistent stores at the building and i
Working privacy infringement. See more extended discussiory the cloud. Security of this information
referenced document. and full auditability of accesses to it
should be addressed lest system
acceptance is jeopardized.
122 | Workload profiler Security WP4 DC5 Develops amdcutes a series of experiments to M COULD This requirement is recommended
characterize how much energy capping can be applied because it allows increasing the
to the servers before the performance target.isfhit Uninterrupted Power Supplies (UPSs|
implemented, this requirement may increase the autonomy in case of blackouts due tg
autonomy of the UPSs in case of blackouts due to fortuitous events or to physical
fortuitous events or to physical intentional at&ck intentional attacks.
123 | Multiple service classes Security / QoS WP4 #6 ChoogeThe high priority workloads run on high security M SHOULD | This requirement is recommended
manager between | servers; they can take all the power they needrt@su because it allows to the financial
multiple fast as they can. Medium priority workloads are manager to propose at the customer
service assigned to power capped servers. These will run more tariff that depends from the expected
classes in | slowly, but they will still run. The financial manag level of the security and quality of
function presents at the customer a tariff that depends fhem services (QoS).
of the expected level of the security and quality of seesi
workloads | (QoS).
priority
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124

Direct or emergency load
control installation

Self configuration

WP4

SH8
SH10

automatic and secure pairing of control appliances
module with the IS of the provider, on one hand, and
with smart appliances of the home of another hand

SHOULD

The control system is installed by the
provider, not by the customer. So the
provider is responsible for the
configuration, which should be as
simple as possible. A mistake must npt
be possible, and the system should b
protected against a change of
configuration allowing either a hacker
to take control of the appliances
through the control appliance module
or directly, or to control the appliancep
of the neighbors.

0]

125

Display installation &
configuration

Self configuration

WP4

Home #1
Home #2
Home #3

automatic and secure pairing of display with meter

meter module, on one hand, and with smart appl@n¢

of the home of another hand

MUST

The energy display device is typically
connected to the HAN by radio. But

the same applies if any other device

(PC, mobile, TV,) is used as a display.
When installed (e.g. simply powered
on, or software installed if PC/mobile
based) should not require any complex
configuration action from the custome
but should only be allowed to link and
get the energy consumptions from the
meter and the appliances of this homg
not of the neighbors.

=

126

Display installation &
configuration

Self configuration

WP4

SH5
SH6
SH7

automatic and secure pairing of display with meter

meter module, on one hand, and with smart appl&an¢

of the home of another hand

MUST

The energy display device is typically
connected to the HAN by radio. But
the same applies if any other device
(PC, mobile, TV,) is used as a display.
When installed (e.g. simply powered
on, or software installed if PC/mobile
based) should not require any complex
configuration action from the customs
but should only be allowed to link and
get the energy consumptions from the
meter and the appliances of this homg
not of the neighbors.

=

127

easy addition of new server in
the energy monitoring tools of
the datacenter

Self configuration

WP4

DC3
DC4

It should be easy and require no complex configomat
to add a new server to the Intelligent Power Node
Manager SW and an Energy

Management SW of the Data Center

COULD
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128 | easy addition of new wireless | Self configuration| WP4 DC1 It should be easy and require no complex configumat COULD
sensor to AC control system, of DC2 to add a new temperature sensor to the sensor network
new component to the energy H3 controlling the Air Conditioning of the Data Center.
mgt/monitoring system Can be extended to other sensor types for HVAC
system, other component of the energy management
system
129 | Energy Management & Self configuration| WP4 SH9 Automatic and secure pairing of control appliances SHOULD | The control system (or HEMS) is
Optimization System SH11 module with the meter or the meter module on one installed either by the customer
Installation SH12 hand, and with smart appliances of the home of @&noth himself, either by a service provider g
hand. the request of the customer. The
configuration has to be simple and
should not allow a hacker or a neighh
to take control of the appliances
through the control appliance module
or directly.
130 | Meter module installation & Self configuration| WP4 Home #1 automatic and sepaineng of meter module with MUST The meter module, in the home, is
configuration meter ideally linked by radio or PLC with the
meter. When installed (e.g. simply
plugged) should not require any
configuration action from the customs
but should only be allowed to link wit
the meter of this home, not of the
neighbors.
131 | Meter module installation & Self configuration| WP4 SH5 automatic and securamgpif meter module with MUST The meter module, in the home, is
configuration meter ideally linked by radio or PLC with the
meter. When installed (e.g. simply
plugged) should not require any
configuration action from the custome
but should only be allowed to link with
the meter of this home, not of the
neighbors.
132 | secure and easy connection of Self configuration| WP4 OB9 The office worker shouéddble to see the DR actions SHOULD | Hopefully self-explanatory

office workers to BEMS

related to him and to its location without complex
localization questions. If the worker is given thdigy
to derogate, this again should be left only tovadd
people, based for example on their identity or fioce
without complex configuration but with enough
security to prevent someone to "play" with these

facilities.
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133 | secure connection of BEMS | Self configuration| WP4 OB8 The DR events or dynamic prices must be certified 4 MUST Hopefully self-explanatory
with DR Operator H4 the originator before being taken into accounthsd
H6 faked events (or price information) may be dismisse
The verification by the BEMS should require no
difficult configuration yet be secure.

134 | Self Configuration general for | Self configuration| WP4 All Devices installed by ted consumer without any COULD
networked devices installer should be plug & play. However shouldn't

allow unauthorized access from neighbors, hackers |...
nor allow the user to hack the neighbors. In itetéds
mandatory, his skills may not be in ICT but ratimer
electricity, energy management, etc.

135 | Sensors, appliances etc Self configuration| WP4 OB6 New sensors, appliances etc should easily join the SHOULD | Any new device consuming energy
additional installation and OB7 BEMS in order to report energy consumption to the installed in the building should requiré
consideration by the BEMS centralized system or even alarms that could be no skills to be seen and managed by

reported locally or remotely the BEMS

136 | Smart plug additional Self configuration| WP4 RB2 A dweller should easihdaecurely include a new SHOULD | As for a social network, the level of
installation in RB smart plug in the system and adjust the level nfapy detail of information disclosed to the

of its information: no diffusion to community, full Online Community has to be and

diffusion to community, restricted (only diffusiarf remain decided by the dweller

device type but not of the apartment id for example

137 | Staff connects to the BEMS Self configuration PAV | OB6 Facility or security staff should easily cecinto the SHOULD | The staff is using a non dedicated

BEMS to get the energy consumption information of device (PC, tablet, ...) and should

the building easily get connection with the BEMS,
after a possible installation procedure
on the PC, tablet etc that should be
easy and fast (as for current software

138 | Automatic pairing Self-configuration WP4 Home ##4 automatic and secure pairing of control appliances SHOULD | The control system is installed by the

Home #6 | module with the IS of the provider, on one hand, and provider, not by the customer. So the

with smart appliances of the home of another hand

provider is responsible for the
configuration, which should be as
simple as possible. A mistake must n|
be possible, and the system should b
protected against a change of
configuration allowing either a hacker
to take control of the appliances
through the control appliance module
or directly, or to control the appliance|
of the neighbors.

o
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139 | Service level interfaces having User Interfaces WP4 DC6 As described DCS6, in ordeat@ energy and money| M SHOULD | This requirement is recommended
high portability toward the a customer can choose a service that runs workloads because it's the service that must adapt
client side having a medium-low dynamic priority. It's naturiat to the customer devices and not vice

the customer wants to monitor the performance/cost versa. Furthermore, it is crucial to offer
ratio for its workload. To do this is required offe the customer the perception of the
service-level interfaces that works properly on the balance between costs and benefits
widest possible range of devices, whether theyizee f

or mobile, with different operating systems.

140 | End users interface for Office | User Interfaces WP4 OB2 - End users of office buildings shall retain coneér a | L SHOULD | In order to achieve the highest levels|of

Buildings Control limited set of functionalities at local level torae of energy efficiency, control strategies of
Energy the systems of the building, without compromising th office buildings must be as centralizeg
Use global energy efficiency strategies set for the whol as possible. Nevertheless, for comfort's
Manually | building. These might include lighting (dimmers/affi sake, some degree of limited control
switches), shutter controls, controlled socketscves, over certain systems can be granted to
and visualization of energy consumption metering end users provided that it does not
jeopardize the global energy targets set
for the building.

141 | User feedback User Interfaces WP4 Hotel YO he network must provide a form of user feedback. | M MUST Control actions require feedback. This

#1,5,6 This can be a return channel in communication er th| may be done by using the human to

assured observability of an event by the user close the control loop, e.g. Light

switches, or for slower processes by
providing feedback through and HMI.
For control loops without human
interaction, e.g. Temperature control,
the loop must be closed via a return
channel.

142 | Interoperability of end points | ICT WP5 UC-MT- | Syntactic and semantic interoperability betweereadl | L MUST
for V2G and G2V Interoperability CPA points in order to guarantee charge point

interoperability

143 | Interoperability of the ICT WP5 UC-GO- | Electric Vehicles (EVs) need to exchange data with | M COULD
communication between EVs | Interoperability CL™M charge stations, e.g., the current Battery State Of
and Charging Stations Charge (BSOC) and general technical details such as

the maximum charging current. This requires that
hardware connections are interoperable and that da
exchange protocols and data formats from different

EVs can be used at the same charging station.
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144 | Interoperability of the ICT WP5 UC-VAS- | Electric Vehicles (EVs) need to exchange data with COULD
communication between EVs | Interoperability ES charge stations, e.g., the current Battery State Of
and Charging Stations Charge (BSOC) and general technical details such g
the maximum charging current. This requires that
hardware connections are interoperable and that da
exchange protocols and data formats from different
EVs can be used at the same charging station.
145 | Interoperability of Public Service Delivery WP5 UC-ST-P| The charging point sufspvarious models of electric| MUST
Charge Points with EV (ICT vehicles.
and Electrical)
146 | Interoperability of Public Service Delivery WP5 UC-LT- | The charging point supports various models of atect MUST
Charge Points with EV (ICT IRCP vehicles.
and Electrica
147 | Privacy of user data Data privacy WP5H UC-STtH  if@mation provided (here: location and planneg COULD
journey) may not be used by other parties
148 | Privacy of user data Data privacy WP5H UC-MT|- The information provided (here: location and plahne COULD
IM journey) may not be used by other parties
149 | Data confidentiality in Security WP5 All It shall be possible to ensuredbsfidentiality of data MUST This requirement relates to the need for
communication by cryptographic mechanisms, unless otherwise confidentiality when information is
protected by alternative physical measures. Tleadat being transmitted from one entity or g
introduced from the cryptographic mechanism shatll h group of entities to another entity or g
degrade the functionality of the system, while the group of entities as well as locally
failure of system shall not create denial of sexvidata stored data. The data should be
confidentiality here relates to data in transitisTinay accessible only to authorized users af it
relate for instance to privacy related data likegm is sensitive from a privacy (e.g. user
meter information. behavior pattern), safety, or
economical point of view.
150 | Data confidentiality in Security WP5 All It shall be possible to ensuredbsfidentiality of data MUST This requirement relates to the need for
databases by cryptographic mechanisms, unless otherwise confidentiality when information is
protected by alternative physical measures. Tleadat being transmitted from one entity or g
introduced from the cryptographic mechanism shatll h group of entities to another entity or g
degrade the functionality of the system, while the group of entities as well as locally
failure of system shall not create denial of sexvidata stored data. The data should be
confidentiality here relates to data at rest, iozally accessible only to authorized users af it
stored data needs to be secured appropriatelylas we is sensitive from a privacy (e.g. user
This may relate for instance to privacy relatecdike behavior pattern), safety, or
smart meter information. economical point of view.
151 | Reliability Reliability WP5 All Data transmissidas to be reliable COULD
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152 | Reliable data transport over | Reliability WP5 UC-MT- | Different Communication Service Providers (CSP) ig XL COULD
heterogeneous networks IM maybe involved in a single data transaction. Eriehg-
QoS has to be assured over CSP boundaries including
identification of Location of Failure.
153 | Healing mechanisms Reliability WP5 UC-MT4 healing mechanisms have to be implemented to keepXL COULD
CPA system in reliable state
154 | Availability Availability WP5 All All ICT infragructure has to ensure high availability COULD
155 | Availability of Public Charge | Service WP5 UC-ST-P Public charge points are availableltasaimany people L MUST
Points Availability as possible.
156 | Availability of Public Charge | Service WP5 UC-LT- Public charge points are available to all as maopfe | L MUST
Points Availability IRCP as possible.
157 | Availability of energy prices Availability WP5| UC-GO- Dynamic energy prices ("Derivation of energy prices")S COULD
CL™M need to be distributed automatically (push) or made
available (pull) to charge station providers. lderto
facilitate charge station technologies to work with
different energy providers, the respective exchange
protocols and data formats should be universal.
158 | Availability of grid load Availability WP5 UC-GO- | Dynamic grid load information ("Forecast of grid S COULD
information CL™M loads") need to be distributed automatically (push)
made available (pull) to charge station providérs.
order to facilitate charge station technologies/tok
with different grid operators, the respective exgd®
protocols and data formats should be universal.
159 | Data integrity Quality of Service  WP5 UC-ST-P  #tular for all payment scenarios, data integrity| L COULD

has to be ensured.

Page 126 (262)




FINSENY

D7.1 First set of ICT Requirements to the AB v1.0

160 | Data integrity Security WP5 All It shall be pddsito ensure the integrity of data and MUST Integrity protection when information
verify whether the data hasn't been tampered whi. T is being transmitted from one entity o
latency introduced from the protection mechanisalls a group of entities to another entity of
not degrade the functionality of the system. Data group of entities is necessary in orde
integrity relates to data in transit and also @dt@st, to assure that the data hasn't been
i.e., locally stored data needs to be secured altered during transmission. Integrity
appropriately. This may relate for instance to diata needed for the communication of
configuration information. information among SCADA system-

RTU-Power equipment, Counter-
Measures Hub, or actors like Marketg
and DSO. Moreover, local
configuration data like access rights d
license information needs to be
protected too. Firmware updates are
another example for protecting data
independent of the transp:

161 | Low latency of data Quality of Service| WP5 UC-MT- | The information exchange for grid stabilizing puspo COULD

transmissions for V2G / G2V CPA has to be quasi real-time
162 | Low latency of data Quality of Service| WP5 UC-GO- | The information exchange for grid stabilizing puspo COULD
transmissions for Stored Energy SES has to be quasi real-time
Services

163 | Remote Upgrade of Remote WP5 UC-ST-P | Required software upgrades of the chgugation COULD
Infrastructure accessibility shall be possible remotely

164 | Remote Upgrade of public Remote WP5 UC-LT- Required software upgrades of the charging station COULD

charging stations accessibility IRCP shall be possible remotely

165 | Data management for VAS System WP5 UC-VAS- | High amounts of data have to be stored and evaluate M COULD

performance ES

166 | Data management for V2G / | System WP5 UC-MT- High amounts of data have to be stored and evaluate M COULD

Ga2v performance CPA in order to allow for grid integration services

167 | Scalable computing resourcesg System WP5 UC-MT- | Computing resources must be highly scalable inrorde L COULD

performance M to process data from Inter-modal Services Users ang
Inter-modal Mobility Operators

168 | Data throughput for ES System WP5 UC-VAS- | High data throughput has to be ensured for allsiofd COULD

performance ES enhanced Services when high numbers of EV are used

169 | Multi-Communication Media Modularity / WP5 UC-ST-P | For vehicles that are used in diffetése Case COULD

Abstraction categories, different communication media may be

required (PLC, Wireless, RFID etc)
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170 | Abstraction from Media Modularity / WP5 All Despite many different access communication L COULD
Abstraction protocols and lots of different hardware solutions,
communication must be possible
171 | Data encryption Security WP5 UC-ST-P  For all entication scenarios, the data transmission M COULD
has to be encrypted
172 | Encryption/Decryption Security WP5 UC-MT-| data traffic encryption for sensible personal data L COULD
CPA
173 | Code and intrusion protection Security WPH All imit possibilities of code/data manipulation COULD
174 | Fault detection Security WP5 UC-MT- Faults should be detected as early as possible and | L COULD
CPA communicated to given parties
175 | Secure Network Design Security WP5 UC-VABThe system should restrict the ability of interoal XL MUST As single security product or
ES external users to launch denial-of-service attacks technology cannot protect an energy
against the network components. network control system, a multiple
layer strategy involving two or more
different overlapping security
mechanisms (defense-in-depth), is
advised so that the impact of a failure
in any one mechanism is minimized.
Except for authentication and
authorization other access protection
means should be used to monitor
potential attacks.
176 | System protection (protection | Security WP5 All The smart grid system shall empggtem protection | XL SHOULD | One challenge is that the field
against malicious code, like mechanisms. The protection mechanisms shall be deployed devices are typically not
viruses, intrusion prevention, deployed in such a manner as to limit the impa¢hef suitable for traditional third party
network access control, etc.) attack to a small geographical area prior to ditect malicious code protection mechanisms.
which may be host based or and eradication. This combined with very little or no
network based physical security means that emphasjs
should be placed on the risk associated
with these widely dispersed assets.
Therefore it should be ensured that np
malicious code can pass some securlty
zones (e.g. from the utility's NAN to
HAN). Field tools represent potentially
high risk also because they may be
connected to numerous networks.
177 | Secure Software/Firmware Security WP5 All The system shall ensure softwaneifiare updates XL MUST Malicious software/firmware updates
Updates only with integrity protected packages from an may compromise the whole system.
authorized sourct
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178

Security Management

Security

WP%

All

Securityagement has to consider all involved
cryptographic protection means, including key
management infrastructure, certificate management
security policies, addressing both, technical and
organizational means. The selection should mateh t
protection needs of the information being proteeted
the protected system operating constraints.

n

MUST

179

Data backup and recovery

Security

WP

All

Baclaffsitical software, applications, and data fd
all components of the SCADA system should be
assured. Backup should be applied to all data and
applications needed to replace failed components
within a reasonable period of time as requirecatsfy
regulatory requirements and to restore the system t
normal operation. Backups shall be physically
separated from the operational components.
Synchronization of the backup and operating datst i
be assured.

[«

MUST

Backup and (plug & play) recovery is
crucial to ensure system availability.
This is especially necessary in case ¢
system restarts or replacement of
dedicated system parts.

180

Non-repudiation

Security

WP5

UC-MT-

It shall be possible to prevent the sender of mfation
from denying sending it.

MUST

Authorization validation for audits for
dedicated commands. Firmware
updates to ensure data origin.

181

Identification of End User in
front of Public Charge Points

Identification and
Authentication

WP5

UC-ST-P

The user identifies themselves to tleeggnsupplier
via the charge point.

MUST

182

Unigue Identification

Identification and
Authentication

WP5

UC-MT-
CPA

Unique ldentification per user or car

COULD

183

Identification of End User in

front of Public Charge Poir

Identification and

Authenticatiol

WP5

UC-LT-
IRCF

The user identifies themselves to the energy seppli

via the charge poir

MUST
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184 | Authentication and Security WP5 UC-LT-A | System components shall unigaeithenticate users | S MUST Peer authentication is the first step
authorization and specific components before establishing a towards a secure session establishment

connection. The components shall enforce separafign and thus builds the base for secured
duties through assigned access authorization. $&e U communication. Moreover,
privileges should be restricted to only those trat authentication and role association is
required for each person's role, taking into actoun the basis to ensure, that only authorized
emergency cases. This reflects least privileged personnel is able to perform certain
application. actions requiring a dedicated role level.

Specifically to consider is handling in emergency
situations, where a user rights override option khba
always implemented. This requires appropriate
considerations in the general account policy dedini
as well as consideration of the specific situafmg.,
by using the situation information (emergency) as
additional parameter for access control) This i&tso)
address certain types of DoS attacks.

185 | Storage of Unique Identity Identification andWP5 LT-1 The EV Users unique identity should beedarn a M SHOULD
Authentication secure card/fob, secure storage on a phone oresecu
storage on-board the car, with additional cryptpbia
material for sharing with other systems

186 | Transfer of Unique Identity Identification and WP5 LT-1 The EV Users unique identity should bedfarred in a| M SHOULD
Authentication secure way over wireless or wire line technologies
187 | EVSE Access Codes Identification andwP5 LT-1 Access codes to EVSE's sent over the medidMS | M SHOULD
Authentication / email should be unique
188 | Open Web Service APls of Protocol/Interface| WP5 UC-VAS+ The network infrastructure should feature open webt L SHOULD
network infrastructure ES service API's so that electro mobility cloud seegican

simultaneously query and reserve both network and
cloud services without any human intervention

189 | Support of different SLAs of | Quality of Service| WP5 UC-VAS-| The network infrastructure should feature numerous| M SHOULD

network infrastructure ES levels of SLA's, the best being guaranteed QoS, the
worst being best effort QoS.
190 | Fully meshed I/O for P2P in | Performance WP5 UC-VAS+ The network infrastructure should feature fully mes | L SHOULD
network infrastructure ES i/0's to support advanced peer-to-peer multimedia
service applications
191 | Network aggregation nodes Networking WPH UC-MT-Aggregation nodes are needed in order to use gresenL COULD
CPA transport protocols in an efficient way
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192 | Provision of Ethernet / IP Performance WP5 UC-VAS the network infrastructure should support the dywami M SHOULD
bandwidth on demand services ES and random provision of Ethernet / IP bandwidth on
demand services so that high definition uni-castteb-
mobility video services can be enabled on demand
193 | Real time billing Management WP5 UC-VAS-converged energy and communications billing systemi SHOULD
ES should support real time billing
194 | Billing mechanism: Mobile or | Billing and WP5 LT-P2 The EVSE should have a way for complesimgobile, COULD
m-Payment Payment m-payment through a CSP
195 | Billing Mechanism: Access Billing and WP5 LT-P2 The EVSE access device (card/key fob alvile) COULD
Device Payment holds details on credit amount available to the E¥rUs
196 | Billing Mechanism: Top-Up Billing and WP5 LT-P2 The EVSE has a pay as you go system, vthereV COULD
System Payment User can top their credit on a EVSE Access card
197 | Micro transactional services Functional WPH URSY | converged energy and communications billing systemisi COULD
ES should support micro transactional services
198 | Multiple Payment Options at | Payment WP5 UC-LT- | The charge point provides multiple payment options| L MUST
Public Charge Points PM cash, card, deferred payment (credited to an atour]
199 | Multiple Payment Options at | Payment WP5 UC-ST-P| The charge point provides melppyment options - | L MUST
Public Charge Points cash, card, deferred payment (credited to an atcoun
200 | Wireless and fixed architectur¢gs  Performance 5WP UC-VAS- | the network infrastructure should feature a comimnay S SHOULD
ES of advanced wireless and fixed architectures
201 | Wireless coverage Communication| WPbH UC-MT-wireless coverage has to be enhanced in order to M COULD
CPA dynamically receive information on a jour
202 | Wireless entity connection Communication WPH MT- Cars or users must utilize wireless communication | S COULD
CPA infrastructure since they are moving
203 | Simple Communication EV Usability WP5 UC-GO- | Electric Vehicle Users (EV Users) need to specify | XS COULD
User - Charge Station CL™M preferences such as the Charge Time Frame and the
Minimum Battery State Of Charge (BSOC). This can
be done in the simplest case by means of a touekrsg
at the charge station.
204 | Advanced Communication EV| Performance WP5 UC-VAS+ The network infrastructure should feature non-bilogk| L SHOULD
User - Charge Station via ES advanced virtualization technologies so that many
Virtualization virtual electro-mobility network operators can cos¢
on the same physical telecoms network and
dynamically scale bandwidth and network services With

respect to real-time customer requirements
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205 | Advanced Communication EV| Communication WP5 UC-GO- | Electric Vehicle Users (EV Users) need to specify | M COULD
User - Charge Station CLM preferences such as the Charge Time Frame and the
Minimum Battery State Of Charge (BSOC). Instead pf
simple techniques ("Simple Communication EV Usef -
Charge Station"), this could be done more soplaitsi
and automatically, e.qg., with user-friendly agent
technology which could be integrated into a navayati
system.
206 | In-Car GUI Performance WP5 UC-VAS-electro mobility services should be interfaced fram | S SHOULD
ES in-car GUI
207 | Usability HMI/ GUI / Apps| WP5 All The user interfabas to be simple and self-explanatory COouLp
208 | App store Performance WP5 UC-VAS$-electro mobility application services should be S SHOULD
ES downloaded from a cloud based electro-mobility apg
store
209 | User Context information: Information / Data| WP5 LT-P1 EVSE Availability and Tariffs can be semthe EV L COULD
EVSE Availability and Tariffs | objects User
210 | User Context information: Information / Data| WP5 LT-P1 EV on-board battery and auxiliary inforrmatcan be | M COULD
Battery Information objects sent to a storage system
211 | User Context information: Geqg- Information / Data| WP5 LT-P1 An EV Users geo-location information carsbatto a | L COULD
Location objects (EV on-board or Online) storage system and can be
data mined
212 | User Context information: Information / Data| WP5 LT-P1 EV User profile information like preferr&tectric COULD
Profile Information objects Power Supplier and preferred tariff/cost per KM can |b
sent to a storage system
21% | EVSE Context Informatior Information / Date | WPE LT-P1 The parking bay occupancy status is stored b COuULD
Charge Point Availability objects EVSE and can be shared with other interested parti¢s
214 | EVSE Context Information: Information / Data| WP5 LT-P1 Up to the minute energy tariff informattis available COULD
Tariffs objects and can be shared with EV Users
215 | EVSE Context Information: Information / Data| WP5 LT-P1 Clear information on EVSE booking fees oD
Tariffs objects
216 | EVSE Context Information: Information / Data| WP5 LT-P1 Clear information on EVSE CP capabilifiebarging COULD
Capabilities objects rates (fast charging etc) that can be shared with E
Users
217 | Environmental Context Information / Data| WP5 LT-P1 3rd Party services can be accessed fahewea COULD
Information: Weather objects information
218 | Environmental Context Information / Data| WP5 LT-P1 3rd Party services can be accesseddifictr COULD
Information: Traffic objects information
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219 | Environmental Context Information / Data| WP5 LT-P1 3rd Party services can be accessedridstape/road COULD
Information: Landscape objects topology information
Topology
220 | Charge Detailed Record Information / Dat&/P5 LT-P2 The format for a Charge Detailed Recasl o be S COULD
objects defined
221 | Varying Energy suppliers at oneService Delivery WP5 UC-ST-P| Different energy suppsliuse the same charging pointL MUST
Public Charge Poi to deliver their service
222 | Derivation of energy prices Charging and | WP5 UC-GO- | Energy providers need to be able to dynamicalljvder L COULD
Electricity Grid CLM energy prices for the next hours. This requiresipee
forecasts of the availability of energy, as welb&the
expected demand. Dynamic prices are then a means to
balance the energy need and to avoid potentially
expensive peaks of the demand.
223 | Forecast of grid loads Charging and | WP5 UC-GO- | In electric-vehicle scenarios, unstable electrigitigl L COULD
Electricity Grid CL™M situations are more likely and they should be astid
In order to avoid such situations, the grid opesto
need to be able to precisely forecast the grid foad
the next ours. Charge station operators might thaat
to the current grid situation.
224 | Smart charging scheduling Charging and | WP5 UC-GO- | In a smart-charging scenario, a new (near) optimal | S COULD
Electricity Grid CL™M schedule needs to be calculated whenever certain
parameters change.
225 | Logging and Audit Security WP5 All Logging prases shall be established on devices | S MUST
having appropriate resources. Logging supports
security monitoring and auditing.
226 | Time Synchronization Security WP§ All Time syrattization keeps timer elements on differen® SHOULD | Inconsistent timestamps within the
components synchronized. overall system restrict monitoring
abilities.
227 | Access by different connected| Service Oriented | WP6 WP6_TS_| The contract negotiation should be designed follgwin M SHOULD | Web-service APIs allow to build final
devices App. SC1 web-service API, so that different application user application for different devices
(including web-based ones) can be developed for
different devices.
228 | Access by different connected| Service Oriented | WP6 WP6_TS_| The act of offering energy surplus should be dexign | M MUST Web-service APIs allow to build final
devices App. SC1 by following web-service API, so that different user application for different devices
application (including web-based ones) can be
developed for different devices.
229 | Access by different connected| Service Oriented | WP6 WP6_TS_| The act of buying energy surplus should be desidpyed M MUST Web-service APIs allow to build final
devices App. SC1 following web-service API, so that different applioat user application for different devices

(including web-based ones) can be developed for

different devices.
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230 | Easy-Understable Interface Usability WP6 WP6_TSThe interfaces for all users should be easy- M SHOULD | Understandable user interfaces may

SC1 understandable and user-friendly. If not, userslavou affect customers involvement
not use the advanced systems.

231 | Data integrity Security/Trust WP6 WP6_T$ The transmitted and received data about foreaasfin| L MUST Energy shortage may happen if
SC1 energy demand/production have to be reliable accurate forecasts doesn't exist

232 | Privacy of Contract Security/Trust WP6 WP6_T[SThe information provided in contract should not be | L SHOULD | Customers acceptance may rely on g
SC1 used by other parties guarantee about confidentiality of own

data

233 | Data privacy on energy Security/Trust WP6 WP6_TS| The information provided concerning offering energy L MUST Customers acceptance may rely on g
exchange SC1 surplus should not be used by other parties not guarantee about confidentiality of own

participating directly in the eMarketplace4E. data

234 | Data privacy on energy Security/Trust WP6 WP6_TS| The information provided concerning buying energy| L MUST Customers acceptance may rely on g
exchange SC1 surplus should not be used by other parties not guarantee about confidentiality of own

participating directly in the eMarketplace4E. data

23E | Easy-Understable Interfau Usability WPE€ WP6_TS | The interfaces for all users shobe eas- M SHOULD | Understandable usinterface may

SC1 understandable and user-friendly. If not, userslavou affect customers involvement
not use the advanced systems.

236 | Data integrity Relia/Availability| WP6 WP6_TS The data to be transmissed and received have to be L MUST

SC1 reliable in term of truthfulness and timing
237 | Reliability of the system Relia/Availability V8P | WP6_TS_| Itis very important to guarantee the reliabilifytioe L SHOULD | Response time and
SC1 system in term of response time performance reliability/availability may affect
customers involvement

238 | Transactional mechanisms Management WiP6 WP6_|THhe actions of “offering Energy " and "buying Engfg| L MUST As the most part of eMarketplace in

SC1 are meant as ICT transactions between the prosumer other domains, also the exchange of
and Green Market Operator. energy should be performed in a
transactional way.

239 | Smart Metering Physical Media WP6 WP6_TSMicrogrid Operators need to have Smart Meters and L MUST Smart meters need to be available sq

SC5 means to analyze/view the corresponding data irrorge that e-Island next-to-real-time
to be precisely aware of e-Island energy consumption/production can be
consumption/production. monitored

240 | Transactional mechanisms Management WiP6 WP6 _|TEhe action of “trading energy” has to be meantGE | | L MUST This is an essential requirement and

SC5 transactions. system will not work properly without
it.

241 | Interoperable and standards | Interoperability WP6 WP6_TS | Standard interfaces and protocols have to be ssed, | M SHOULD Different providers are able to easily
protocols for forecasting SC5 that aggregation and forecasting services can iy ea| integrate their own system if
services integrated. Moreover, different providers have¢o b standards/protocols exist.

able to access the marketplace BT integratingwts o
system.

Page 134 (262)

the



FINSENY

D7.1 First set of ICT Requirements to the AB v1.0

242 | Availability/Reliability of Relia/Availability | WP6 WP6_TS_| The Availability of the forecast services have & b L SHOULD | Energy shortage may happen if
forecast in demand/production SC5 high, otherwise energy shortage may happen. accurate forecasts doesn't exist
243 | Microgrid Management Scalability WP6 WP6_TS_| The management of forecast in demand/production pi_ MUST High processing demand is needed tp
Scalability SC5 e-Island has to be designed in a scalable way,iss i fine-grained forecasting at e-Island
expected that the amount of users and thus traosact level. More, the volume of instant data
will increase. is very high, due the amount of
distributed sources.
244 | Standardized energy contr Interoperabilit WPE€ WP6_IFL | A standard for energy contracts and energy con S SHOULD | Respective standards/interoperabi
CEU_SC4 | offerings need to be available in order to fadiéita would significantly ease the
trading between all actors and to develop tools sisch implementation and acceptance.
Web-based electronic marketplaces.
245 | Marketplace services Service Oriented WP6 WP6_IFU | An electronic marketplace needs to be available tha|] M MUST This requirement is essential as the
App. CEU_SC4| facilitates the management, negotiation and closfng marketplace is the central part of the
energy contracts. scenario.
246 | Scalability of Marketplace Scalability WP6 WP6_IFU| The Marketplace Services should be offered in a M SHOULD | A marketplace makes only sense when
services CEU_SC4 | scalable way, as it is expected that the amounserfsu it can handle the transactions of all
and thus transactions will increase. (potential) market participants.
247 | Smart Metering Physical Media WP6 WP6_IFWAII consumers need to have Smart Meters and meand.t MUST This requirement is essential as the
CEU_SC4 | analyzel/view the corresponding data in order to be scenario can only be facilitated with
precisely aware of their energy consumption. smart meters.
248 | Easy-Understable Interface Usability WP6 WP6_IFUThe interfaces for all users should be easy- M SHOULD | If the system is hardly usable or
CEU_SC4 | understandable and user-friendly. If not, userslavou unreliable, users will not use the
not use the advanced systems. system and the scenario will not work.
249 | Data integrity Relia/Availability| WP6 WP6_IFU The transmitted and received data has to be reliabl | L MUST This is an essential requirement and |the
CEU_SC4 system will not work properly without
it.
250 | Privacy of Contract Security/Trust WP6 WP6_IFUrhe information provided in contracts and offersudt | L MUST This is an essential requirement as
CEU_SC4 | not be used by other parties. nobody would use a system which
unnecessarily discloses confidential
information.
251 | Reliability of the system Relia/Availability V8P | WP6_IFU | Itis very important to guarantee the reliabilifytioe L SHOULD | If the system is hardly usable or
CEU_SC4 | system in terms of response time performance, &s us unreliable, users will not use the
would not use the systems otherwise. system and the scenario will not work.
252 | Authentication and access Security/Trust WP6 WP6_IFU All transactions on the marketplace need to be S MUST This is an essential requirement and |the
control CEU_SC4 | authenticated and the respective users need to have system will not work properly without
appropriate rights. This requires a role-basedszece it.
control system.
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253 | Data management and storage Performance WP6  IAPE Large amounts of data need to be collected, stamed MUST This is an essential requirement and |the
CEU_SC4| made available. system will not work properly without
it.
254 | Legally binding electronic Interoperability WP6 WP6_IFU| The legal conditions need to allow to electronically MUST When contracts are no legally binding,
contracts CEU_SC4 | close binding contracts, even if they are closed it makes no sense to trade them
automatically, e.g., by means of intelligent agents electronically.
255 | Transactional mechanisms Management WiP6 WP6 |IRbsing contracts should be done giving transaation MUST This is an essential requirement and |the
CEU_SC4 | guarantees. system will not work properly without
it.
256 | Standardized grid issue Interoperability WP6 WP6_TS | A standard for grid issue descriptions need to be SHOULD | Respective standards/interoperability
descriptions SC3 available in order to facilitate automated treattn would significantly ease the
such situations, e.g., in an electronic marketelac implementation and acceptance.
257 | Marketplace services Service Oriented WP6 WP6_TS_| An electronic marketplace needs to be available tha MUST This requirement is essential as the
App. SC3 facilitates management, collection and selectiogriaf marketplace is the central part of the
issues and issue solution (offers). scenario.
258 | Scalability of Marketplace Scalability WP6 WP6_TS | The Marketplace Services should be offered in a SHOULD | A marketplace makes only sense when
services SC3 scalable way, as it is expected that the amounseifsu it can handle the transactions of all
and thus transactions will increase. (potential) market participants.
259 | Smart Metering Physical Media WP6 WP6_TSAIl consumers need to have Smart Meters and meand.t MUST This requirement is essential as the
SC3 analyze/view the corresponding data in order to be scenario can only be facilitated with
precisely aware of their energy consumption. smart meters.
260 | Data integrity Relia/Availabilityl WP6 WP6_TS The transmitted and received data has to be reliabl MUST This is an essential requirement and |the
SC3 system will not work properly without
it.
261 | Privacy of Contrau Security/Trus WPE€ WP6_TS_ | The information provided in contracts and offereigt MUST This is an essential requirement
SC3 not be used by other parties. nobody would use a system which
unnecessarily discloses confidential
information.
262 | Reliability of the system Relia/Availability V8P | WP6_TS_| Itis very important to guarantee the reliabilifytioe SHOULD | If the system is hardly usable or
SC3 system in terms of response time performance, &s us unreliable, users will not use the
would not use the systems otherwise. system and the scenario will not work.
263 | Transactional mechanisms Management WiP6 WP6_|TSlosing contracts should be done giving transaation MUST This is an essential requirement and |the
SC3 guarantees. system will not work properly without
it.
264 | Authentication and access Security/Trust WP6 WP6_TS| All transactions on the marketplace need to be MUST This is an essential requirement and|the

control

SC3

authenticated and the respective users need to have
appropriate rights. This requires a role-basedszece

control system.

system will not work properly without
it.
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265 | Data management and storage Performance WP6 W8P Large amounts of data need to be collected, stomed | S MUST This is an essential requirement and |the
SC3 made available. system will not work properly without
it.
266 | Availability Relia/Availability | WP6 WP6_TS | The availability of all systems needs to be higbrider | S MUST This is an essential requirement and |the
SC3 to be able to solve potentially dangerous gridéssu system will not work properly without
immediately. it.
267 | Electricity Network Physical Media WP6 WP6_TS| Services for monitoring, supervisory control and L MUST This is an essential requirement and the
management SC3 operation of electrical networks need to be in place system will not work properly without
it.
268 | Standardized grid issue solutiorinteroperability WP6 WP6_TS | A standard for grid issue solutions and grid issue S SHOULD | Respective standards/interoperability
description SC3 solution offerings needs to be defined in order to would significantly ease the
facilitate an automated treatment of grid issueasions implementation and acceptance.
and to develop tools such as Web-based electronic
marketplaces.
269 | Control mechanisms for Smart Protocol/Interface| WP6 WP6_TS| Standardized mechanisms to control the energy L MUST This requirement is essential as the
Homes SC3 consumption and production in Smart Homes from the scenario can only be facilitated with
outside need to be in place. This includes in paldr such mechanisms.
communication interfaces and a protocol for
information exchange.
270 | Control mechanisms in the Protocol/Interface| WP6 WP6_TS| Standardized mechanisms are needed to control of | L MUST This requirement is essential as the
Smart Home SC3 intelligent devices and electric vehicles withiSmart scenario can only be facilitated with
Home (Internet of Things). This includes all aspect such mechanisms.
communication interfaces, network connection for all
devices and control mechanisms/information exchange
(e.g., balancing signals).
271 | Marketplace services Service Oriented WP6 WP6_TS_| An electronic marketplace needs to be available tha|] M MUST This requirement is essential as the
App. SC4 facilitates the management, recommendation, marketplace is the central part of the
negotiation and closing of energy (shifting) cootsaas scenario.
well as notification services and reporting.
272 | Scalability of Marketplace Scalability WP6 WP6_TS_| The Marketplace Services should be offered in a M SHOULD | A marketplace makes only sense when
services SC4 scalable way, as it is expected that the amounsefsu it can handle the transactions of all
and thus transactions will increase. (potential) market participants.
273 | Legally binding electronic Interoperability WP6 WP6_TS | The legal conditions need to allow to electronicall M MUST When contracts are no legally binding,
contracts SC4 close binding contracts, even if they are closed it makes no sense to trade them
automatically, e.g., by means of intelligent agents electronically.
274 | Smart Metering Physical Media WP6 WP6_TSAIl consumers need to have Smart Meters and meand.t MUST This requirement is essential as the
SC4 analyze/view the corresponding data in order to be scenario can only be facilitated with
precisely aware of their energy consumption. smart meters.
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275 | Easy-Understable Interface Usability WP6 WP6_TSThe interfaces for all users should be easy- SHOULD | If the system is hardly usable or
SC4 understandable and user-friendly. If not, userslavou unreliable, users will not use the
not use the advanced systems. system and the scenario will not work.
276 | Data integrity Relia/Availability| WP6 WP6_TS The transmitted and received data has to be reliabl MUST This is an essential requirement and
SC4 system will not work properly without
it.
277 | Privacy of Contract Security/Trust WP6 WP6_TISThe information provided in contracts and offersudt MUST This is an essential requirement as
SC4 not be used by other parties. nobody would use a system which
unnecessarily discloses confidential
information.
278 | Reliability of the system Relia/Availability V8P | WP6_TS_| Itis very important to guarantee the reliabilifytioe SHOULD | If the system is hardly usable or
SC4 system in terms of response time performance, &s us unreliable, users will not use the
would not use the systems otherwise. system and the scenario will not work.
279 | Transactional mechanisms Management WiP6 WP6 _|TSlosing contracts should be done giving transaation MUST This is an essential requirement and
SC4 guarantees. system will not work properly without
it.
280 | Authentication and access Security/Trust WP6 WP6_TS| All transactions on the marketplace need to be MUST This is an essential requirement and
control SC4 authenticated and the respective users need to have system will not work properly without
appropriate rights. This requires a role-basedszece it.
control system.
281 | Data management and storage Performance WP6  W8P§ Large amounts of data need to be collected, stamed MUST This is an essential requirement and
SC4 made available. system will not work properly without
it.
282 | Standardized energy Interoperability WP6 WP6_TS | A standard for energy information and analytic hessu SHOULD | Respective standards/interoperability
information data SC4 needs to be available in order to facilitate the would significantly ease the
transactions and additional services offered in implementation and acceptance.
marketplace as well as energy information analyocs
the smart city.
283 | Standardized energy contract Interoperability PN | WP6_TS | A standard for energy (shifting) contracts and gper SHOULD | Respective standards/interoperability
SC4 (shifting) contract offerings need to be available would significantly ease the
order to facilitate trading between all actors and t implementation and acceptance.
develop tools such as Web-based electronic
marketplaces.
284 | Energy Monitoring Physical Media WP6§ WP6_TE Mechanisms for delivering data related to the eperg MUST This requirement is essential as the
SC4 consumption and/or production within a Smart Housge scenario can only be facilitated with
need to be in place for planning, procuring antiregl energy monitoring.
activities. Besides Smart Meters, devices nee@to b
intelligent and to be able to communicate.
285 | Forecast of grid load and energianagement WP6 WP6_TS| Reliable forecasts of grid load and energy demaed g SHOULD | When forecasts are not reliable, the
demand SC4 needed for planning generation and consumption. system would hardly work.
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286 | Rating system Security/Trust WP6 WP6_T[SA rating system is available that facilitates agoly M SHOULD | Without a reliable rating system, the
SC4 objective assessment of all marketplace actors Thi system would hardly work.
enables the prosumers to consider them prior to
transactions in order to enhance the prosumeks ris
management analysis.

287 | Info communication system for Service Oriented | WP6 WP6_IFU | A WEB portal that allows to the final user, through | M MUST This requirement is mandatory to

the Final Users App. CEU_SC2| smart phone or a PC, to choose between different obtain Info communication system for
energy retailer in order to get at best, technycatid the Final Users
economically, its energetic needs.

288 | Cloud computing for high speedPerformance WP6 WP6_IFY To exchange in real time: pricing Information, mes | M MUST This is an essential requirement and the
data processing CEU_SC2| demand, available energy to bid and forecast #r th system will not work properly without

future energy demand, a large amounts of data teeed it.
be collected and processed in high speed modeghrqu
cloud computing.
289 | Energy Management System Management WP6 WB6 | IR metering system installed within the final usemeo | L MUST This requirement is mandatory to
CEU_SC2| and it will be used to measure energy consumed ang/o measure within the final user the power
produced consumed and/or produced

290 | High portability applications for Usability WP6 WP6_ The applications for the services about the eMdiket | L MUST This requirement is mandatory because
fixed and mobile services IFUCEU have to function properly on the widest possiblege it's the service that must adapt to the
targeted to the final customer SC3 of devices, whether they are fixed or mobile, with customer devices and not vice versa

different operating systems.

291 | Real time system to monitor theService Oriented | WP6 WP6_ A SW WEB-based system that allow to the energy | L SHOULD | This requirement is mandatory to
available kind of energy for theé App. IFUCEU retailers to give the kind of requested energygtiogr monitor in the real time the available
energy retailers SC3 at all the necessary market information kind of energy for the energy retailers

29Z | A HW/SW network of gric Managemer WPE€ WP6_ A network of companies that produce different kific | M SHOULD | This requirement is mandatory to he
operators to offer different kind IFUCEU energy and that sell it at the energy retailer. different sources of energy for an
of energy SC3 ethical choice by the end user

293 | User Software Agent System Security/Trust WR6 WP6 | Autonomous SW entity which observes and stores the. MUST This requirement is mandatory because

IFUCEU | final user energy buying habits. Then it acts upon without a network of automata SW is
SC3 request and directs its activity towards achieviagtb not possible to monitor the habits of
goals. end users and make predictions for the
immediate future
294 | Weather Forecast Service Service OrientedVP6 WP6_TS_| ICT instrumentation that provides services of Weath| M MUST This requirement is mandatory to
App. SC2 Forecast to the Operations Manager or to the Energy obtain a very quickly monitoring

Information Provider: this can be very useful for t
make forecasts about the energy sources depending

from wind, sun etc.

system to detect rapidly changing
phenomena such as wind.
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295 | Energy information provider Service Oriented WP6 WP6_TS_| A WEB based information service dedicated to thy vieM MUST This requirement is mandatory to
App. SC2 small energy retailers providing them the pricing ensure the survival of small energy
Information, the present local demand and the absl retailers that cannot afford large
energy to bid. Moreover it performs forecasts far t investments in ICT infrastructure
future energy demand coming from the Facility
Manager or the Final Customer.
296 | Building data transmission Relia/Availability | WP6 WP6_IFU| The BEMS installed at the user premises will have to M MUST The Requirement is mandatory to be
availability CEU_SC1 | transmit data over the Internet. Always on connégtiv able to provide the service.
and ADSL speeds are required and on the provider sid
(Marketplace) Data Mining will thus apply.
297 | Marketplace services Service Oriented WP6 WP6_IFU | The service will hold user energy information iniade | L MUST The Requirement is mandatory to be
App. CEU_SC1| And it has to feature the capability of personalizihe able to provide the service.
interface depending on the context and prefereofces
the users.
298 | Data Integrity at the Scalability WP6 WP6_IFU| The Information that is to be collected by the M MUST The Requirement is mandatory to be
Marketplace CEU_SC1 | Marketplace has to be handled taking care of able to provide the service.
personalization and context based information.
299 | Processing capabilities at the | Service Oriented | WP6 WP6_ The Service at the marketplace will have to impleing L MUST The Requirement is mandatory to be
Marketplace App. IFUCEU complex operations between the data that will be able to provide the service.
_SC5 collected from the Grid users and operators
300 | Efficient and secure service | Protocol/Interface| WP6 WP6_ The Ability of generating contracts on the fly otiee L SHOULD | The Requirement is mandatory to be
access and provision DSM internet will need to be reliable by employing stard able to provide the service.
_Sc1 protocols and interfaces for the users. Securitgss
has to be provided also following usual
301 | Reliable and deterministic Performance WP6 WP6_ This UC will need reliable and provisioning QoS, sincéA MUST The Requirement is mandatory to be
signal commands from the DSM signaling is involved between the GRID and the use able to provide the service.
Marketplace _Sc1 BEMS. The latter signals will have to arrive relabi
order to shape the demand curve.
302 | Real Time Data and Service | Management WP6 WP6_ The requirement takes on board the fact that in the | L SHOULD | The Requirement is mandatory to be
management DSM future real time tariff schemes will have to be Hadd able to provide the service.
_SC1 by the Market place service.
303 | Decision Making and signaling Service Oriented | WP6 WP6_ The service that may lie on the Grid User side dhé | L MUST The Requirement is mandatory to be
energy commands App. DSM cloud needs to know the user contract and the iedtal able to provide the service.
_SC1 capabilities. According to the latter processing
capabilities are key to decide how to signal thepgh
demand commends.
304 | IPV6 a must for IOT (Customer Scalability WP6 WP6_IFU| The BEMS would have to be uniquely identified at theS MUST IP addressing shortage
BEMS and related devices) CEU_SC1| customer premises and in some cases the devices

included in energy efficiency services.
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305 | Number of customers in the | Scalability WP6 WP6_IFU| The scenario takes into account the customersrthgt | S MUST In this type of services customers in
eMarket4E services may grow CEU_SC1| connect to the service. The latter may raise professional and residential sectors agre
exponentially exponentially and thus appropriate data mining data considered. Therefore the number of

bases must be taken into account. The numbers may users will rise rapidly.
rise easily to the hundred thousand.

306 | The Emarket4Eservices Relia/Availability | WP6 WP6_ Depending on the scenario there will be more stringe L MUST IN order to effectively shape the load
availability in a year's time DSM requirements towards availability of the eMarket4E curve and flatten the demand curve fo

_SC1 services. DSM will need an availability % of at least example, the system should be
99%. available every day and failure times
should be reduced at the maximum.

307 | Speed of communication to the Performance WP6 WP6_IFY eMarket4E services will require SOTA internet S MUST The services will have to be accessil]
eMarket4E services CEU_SC1 | connectivity speeds. In this case speeds starti@gta following standard internet quality

Kbps should be provided. levels with a minimum speed in order
to ensure user acceptance.

308 | Service Transparency at the | Performance WP6 WP6_ Emarket4E services will have to access information| M MUST The Customer premises systems shquld
customer premises: Data Access DSM coming from various devices at the customer presige be accessible by the eMaket4E

_Sc1 Thus Layer 3 protocols should be supported, Access services. Thus the protocols and
technology agnostic, compatibility with AAA services services for AAA should be supported.
and also information appliance agnostic. SOTA data access levels should be

supported.

309 | Ease of use of the eMarket4E| Usability WP6 WP6_IFU| The services that will be provided at the eMarket4E | L MUST At the eMarket4E framework,
services CEU_SC1 | will have to comply with: Ease of learning, customers are importantly targeted and

memorability, maintainability, natural interactiand therefore usability/ease of use should
user satisfaction. This refers to the service auton be one of the most crucial requirements
design in one side (service provider) and on therot to be addressed.

by the artifacts provided at the platform side &simup

and produce services.

310 | Flexibility in the creation of Usability WP6 WP6_IFU| Diverse preferences and abilities of the customers | L MUST Final customer’s acceptance is key and
new services CEU_SC1 | should be taken into account when designing the thus flexibility in the user access
interfaces/interaction service interaction of eMarket4E services. interfaces should be provided.
framework

311 | Self-configuration for no- Self-configuratior | WPE All Devices and appliances ttare monitored and possit | XL MUST

networked appliances and
physical entities

controlled by way of external sensors and actuators
(e.g. a smart plug) should be recognized and cordit
in way similar to networked devices with zero-conf

plug and play mechanisms
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312

Monitoring and control user
interfaces for building end-use

(]

User interfaces

WP6

All

User Interfaces for buildergl-users have to be
proposed in at least two different ways: as fixed
interfaces inside the building, possibly using a
dedicated interface devices (like a home/building
control panel), and as either mobile or genericatem
interfaces. This duality makes it almost mandatbat
the support of these interfaces be available omitsid
the home network, which will also make it easier for
third parties to have access to their own userfates

MUST

313

Monitoring, control and
management user interfaces fq
technical staff, facilities
managers, etc

r

User Interfaces

WP6

All

Similar to interfaces forldung inhabitants, and
excluding the case of homes, these do generally tta
be available through fixed or dedicated deviceglans
the building, and, possibly with reduced functiotyali
as interfaces outside the building. Similar arguisien
apply to the support of these interfaces outside th
building network.

COULD
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10. Annex Il - ICT Requirement to the Architecture Board

FI-WARE Back-log

10.1 Service/Function Layer

Field ENUM | Description

ID No 9.EPIC.FINSENY.Service/Function.Reliability

Name No Reliability

Goal No Guarantee the reliability of the system imteof response time performance.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Workload characterization should existder to perform capacity planning studies
to ensure desired performance.
Different Communication Service Providers (CSP)raeg/be involved in a single
data transaction. End-2-End QoS has to be assusedd8P boundaries including
identification of Location of Failure.
The system should be able to identify a loss ottiramunication systems and be
able to switch to a fallback mode.
Application plasticity will be very helpful especialiiuring crisis situation in order
to be able to send data to the field workers.
Application plasticity will be very helpful especialiiuring crisis situation in order
to be able to send data to the field workers.
From the Dispatch System point of view, the commuioossystem must be able tp
“push” data to the worker handset whatever the ¢@heunication medium the
worker is currently using, even if its IP address tlaanged.
Insuring reliability and defining a suitable availity of CT operations towards
Aggregator, VPP or DSO processes, applications, datstand the SG-devices.

Status Yes

MoSCoW priority | Yes MUST

Relative priority | No MUST

Chapter Yes

Enabler No

Category Yes

Descriptior No Guarantee the reliability of the system in termsesponse time performan

Rationale No If the system is hardly usable or ligte, users will not use the system and the
scenario will not work.
In order to ensure the most critical functionaditteerived from other requirements
such as the remote alert management, a very higtahility rate of the system must
be guaranteed.
For safety reasons, it may be beneficial to fatlki@ a known state, eg. Turn on the
lights.
Multihoming with automatic handover management with@nce the possibility for ja
worker to have access to central data, especialyciisis situation.
Defining availability figures on CT layer is relevdor ongoing operation and also
related to safe grid operation.
IP mobility is an issue that must be handled bycihv@munication system

Owner Yes FINSENY

Owner contact No Kolja Eger
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Complexity Yes

Creation Dat No 22/09/201.

Last modified No 22/09/2011
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Field ENUM | Description

ID No 16.EPIC.FINSENY.Service/Function.Availability

Name No Availability

Goal No All'ICT infrastructure has to ensure high &akality

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes The Availability of the forecast servibase to be high, otherwise energy shortage
may happen.
Dynamic energy prices and grid load informationchiebe distributed
automatically (push) or made available (pull) taxgje station providers. In order
facilitate charge station technologies to work wiiffledlent energy providers, the
respective exchange protocols and data formatddbewniversal.
It should be assured (to the most possible extirad)f a component fails, it fails
in a manner that does not impact other parts, enegte unnecessary traffic on the
ICS, nor cause another problem elsewhere, sucltascading event, which woul
affect other parts and functions.
If that cannot be assured a backup/redundancyhécamponent has to be
provided.

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No All'ICT infrastructure has to ensurghhavailability

Rationale No

Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 05/08/2011

Last modified No 05/08/2011

Page 145 (262)



FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 22.EPIC.FINSENY.Service/Function.Future-progétem design requirements

Name No Future-proof system design requirements

Goal No Future-proof system design wrt to modulasitgndardization, maintainability ang
HW/SW upgradeability

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Future-proof system design requires moglaaintainability, upgradeability of]
hardware, firmware and software as well as long 8mecing

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Categor Yes

Description No Future-proof system design wrt to madtyl, standardization, maintainability and
HW/SW upgradeability

Rationale No Functional architecture may become rtdgat on practically available equipment
which is compliant to operational conditions

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 11/07/2011

Last modified No 11/07/2011
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Field ENUM | Description

ID No 23.EPIC.FINSENY.Service/Function.Persistertadsiorage

Name No Persistent data storage

Goal No SG devices must contain enough non-vola@mary (e.g. flash memory) for
storing measurements, internal data, and enahlesféirmware and software
updates.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Configuration
Security

Status Yes

MoSCoW priority | Yes MUST

Relative priority | No MUST

Chapter Yes

Enabler No

Category Yes

Description No SG devices must contain enough noat¥®lmemory (e.g. flash memory) for
storing measurements, internal data, and enahlesflitmware and software
updates.

Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 08/06/2011

Last modified No 08/06/2011
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Field ENUM | Description

ID No 24.EPIC.FINSENY.Service/Function.EnvironmerRalquirements for Information
and Communication Technology

Name No Environmental Requirements for Informatiod @ommunication Technology

Goal No Communication equipment for SG-field-devicEgeld Mobile Devices and IT

(Servers) operated reliably under different envinental conditions.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes SG-related communication and control ewgip needs to be designed for:

- Harsh climate (temperature, humidity)

- ESD, RFI, and EMI Immunity

(RFI from strong electrical or magnetic fields, EMlated to direct or indirect ESD
protection)

Operating Environment e.g. based on IEEE 1613 (Satie8s) and ETSI EN 300
019 (Telco-Environment)

Status Yes

MoSCoW priority| Yes MUST

Relative prioritt | No MUST

Chapter Yes

Enabler No

Category Yes

Description No Communication equipment for SG-fietlddes / Field Mobile Devices and IT
(Servers) operated reliably under different envinental conditions.

Rationale No Functional architecture may become mtdg@ on practically available equipment
which is compliant to required operational condision

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 11/07/2011

Last modifiet No 11/07/201.

Page 148 (262)



FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 36.EPIC.FINSENY.Service/Function.Quality of Seev

Name No Quality of Service

Goal No Every network (or network part) should be ablmanage differentiated services

through the management of priority levels.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Application libraries
Status Yes

MoSCoW priority | Yes SHOULD

Relative priority No SHOULD

Chapter Yes

Enabler No

Categor Yes

Description No Every network (or network part) shoutddble to manage differentiated services

through the management of priority levels.

Rationale No In case of critical scenarios, when medé shared among multiples parties and
network congestion is considered very high, it wdagduseful to characterize the
traffic with at least two priority classes.

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 13/06/2011
Last modifiet No 13/06/201.
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 38.EPIC.FINSENY.Service/Function.High priorityyashronous messages
Name No High priority asynchronous messages

Goal No In case of alarms, e.g. in conjunction witkver inverters, the according

asynchronous messages must be transported veryp tast controller, as alarms
normally reflects a very soon loss of energy prdéidac In order to further guarantee
the stability of the smart grid, therefore, thiformation must be transported with
highest priority or via reserved communication afels.

Without time-synchronization just the priority dfet (asynchronous) telegram can|be
used to reduce the latency from submitting the agessintil receiving it.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Establish prioritized communication chinne

Fast priority routing mechanisms

Security Means

Interoperability of the IT-System on North-boundlIffs. (Wrt processes,
applications and databases in the sense of CIMARG®, GID/IEC61970, GIS and
Interactions) founded on available standards ateheions.

Interoperability on standardized South-bound IsI45 IEC61850, IEC60870,
DNP3 used for control and alarm purposes of SG-dsyBER, DG, Storage and
SGEC devices.

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Descriptior No In case of alarms, e.g. in conjunction with poweeiters, the accordir

asynchronous messages must be transported vety tast controller, as alarms
normally reflects a very soon loss of energy praidac In order to further guarante
the stability of the smart grid, therefore, thiformation must be transported with
highest priority or via reserved communication afels.

Without time-synchronization just the priority dfet (asynchronous) telegram can|be
used to reduce the latency from submitting the agessintil receiving it.

D

Rationale No In order to be able to stabilize thd gven in case of big energy losses as a
consequence of a failure situation (e.g. within arRP#e controller must be
informed immediately about the new situation. Toetwller then is forced to use
such high priority channels in order to redirectrgy to maintain stability of the

grid.
Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes
Creation Date No 24/06/2011
Last modified No 24/06/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 39.EPIC.FINSENY.Service/Function.Service disagvmechanism to set
appropriate CoS for communication

Name No Service discovery mechanism to set apprepfia for communication

Goal No Automatic and secure pairing of display witten or meter module, on one hand

and with smart appliances of the home of anothed han

Version No A service discovery mechanism needs &peeified and implemented in order to
set the communication network CoS according to tBed8vices” communication
requirements.

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scopt Yes Configuratior
Security

Statu: Yes

MoSCoW priority | Yes MUST

Relative priority | No MUST

Chapter Yes

Enabler No

Category Yes

Description No Automatic and secure pairing of digpléth meter or meter module, on one hand,

and with smart appliances of the home of anothed han

Rationale No

Owner Yes FINSENY
Owner contac No Kolja Ege!
Complexity Yes

Creation Date No 08/06/2011
Last modified No 08/06/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 70.EPIC.FINSENY.Service/Function.Modularity@bmmunication Devices

Name No Modularity of Communication Devices

Goal No Communication technology is developing rataerdly. More and more bandwidth
will be provided for communication. Wireless relialsecure communication will
replace wired communication more and more in theréutlt should be easy to
replace one communication technology with anotimer imply by exchanging
HW and / or SW modules at the network devices. feantiore, changing the
physical medium should have no impact on otherrgyespecially the application-
layer.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Robustness

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COULD

Chapter Yes

Enabler No

Category Yes

Description No Communication technology is developitper rapidly. More and more bandwidth
will be provided for communication. Wireless relalsecure communication will
replace wired communication more and more in theréutlt should be easy to
replace one communication technology with anotimer imply by exchanging
HW and / or SW modules at the network devices. feantiore, changing the
physical medium should have no impact on otherrtayespecially the application-
layer.

Rationale No Avoids costs for changing communicatgmhnology.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 05/08/2011

Last modified No 05/08/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 80.EPIC.FINSENY.Service/Function.Topology view

Name No Topology view

Goal No Visual view of generation and consumptioratmns (preferable connection with

asset management).

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes

Status Yes

MoSCoW priority | Yes COULD

Relative priority | No COuLD

Chapter Yes

Enabler No

Categor Yes

Description No Visual view of generation and consuarplocations (preferable connection with
asset management).

Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0
Field ENUM | Description
ID No 124.EPIC.FINSENY.Service/Function.Direct or ensgrgy load control
installation
Name No Direct or emergency load control installation
Goa No Automatic and secure pairing of control appliancesiule with the IS of th
provider, on one hand, and with smart applianceeeohome of another hand
Version No 1
Sourct Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes
Scope Yes Configuration
Security
Status Yes
MoSCoW priority | Yes SHOULD
Relative priority No SHOULD
Chapter Yes
Enabler No
Category Yes
Description No Automatic and secure pairing of cdragpliances module with the IS of the
provider, on one hand, and with smart applianceeeohome of another hand
Rationale No The control system is installed bygr@vider, not by the customer. So the
provider is responsible for the configuration, whittould be as simple as
possible. A mistake must not be possible, andybtem should be protected
against a change of configuration allowing eithbiaeker to take control of the
appliances through the control appliance moduldirectly, or to control the
appliances of the neighbours.
Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes
Creation Date No 18/09/2011
Last modified No 18/09/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 125.EPIC.FINSENY.Service/Function.Display iristiion & configuration

Name No Display installation & configuration

Goal No Automatic and secure pairing of display waitbter or meter module, on one hand,

and with smart appliances of the home of anothed han

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Configuration
Security

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Descriptior No Automatic and secure pairing of display with metemeter module, on one har

and with smart appliances of the home of anothed han

Rationalt No The energy display device is typically connecteth®oHAN by radio. But th

same applies if any other device (PC, mobile, TMs.used as a display. When
installed (e.g. simply powered on, or software ithstiaif PC/mobile based) should
not require any complex configuration action frdra tustomer but should only he
allowed to link and get the energy consumptions ftkenmeter and the appliances
of this home, not of the neighbours.

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 18/09/2011
Last modified No 18/09/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 127.EPIC.FINSENY.Service/Function.Self Configtion for Devices

Name No Self Configuration for Devices

Goal No Any new device that connects to the networkt inesble to be configured
automatically.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scopt Yes It should be easy and require no complex configomab add a new server to t
Intelligent Power Node Manager SW and an Energy Mamagt SW of the Data|
Centre

It should be easy and require no complex configomab add a new temperature
sensor to the sensor network controlling the Air Giioriing of the Data Centre.
Can be extended to other sensor types for HVAC sysitrar component of the
energy management system

New sensors, appliances etc should easily join tHdB i order to report energy
consumption to the centralized system or even aldhat could be reported
locally or remotely

A dweller should easily and securely include a newarsplug in the system and
adjust the level of privacy of its information : ddfusion to community, full
diffusion to community, restricted (only diffusiah device type but not of the
apartment id for example).

Devices and appliances that are monitored and pgssibtrolled by way of
external sensors and actuators (eg a smart plogjche recognized and
configured ina way similar to networked devices vziéino-conf plug and play
mechanisms

Identification of appliances and non-networked esgitvith non models, evn on an
approximate basis, process may be iterative andnmental

Status Yes

MoSCoW priority | Yes SHOULD

Relative priority No SHOULD

Chapter Yes

Enabler No

Categor Yes

Description No Any new device that connects to the agéwnust be able to be configured
automatically.

Rationale No The control system (or HEMS) is insthéé&her by the customer himself, either|
by a service provider at the request of the custoifitee configuration has to be
simple and should not allow a hacker or a neightotake control of the
appliances through the control appliance moduldirectly.

The meter module, in the home, is ideally linkeddgio or PLC with the meter.
When installed (eg simply plugged) should not regjany configuration action
from the customer but should only be allowed to livith the meter of this home,
not of the neighbours.

Any new device consuming energy installed in thedg should require no
skills to be seen and managed by the BEMS

As for a social network, the level of detail of infation discloses to the Online
Community has to be and remain decided by the dwell

Owner Yes FINSENY

Owner contac No Kolja Ege

Complexity Yes

Creation Date No 20/09/2011

Last modified No 20/09/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 129.EPIC.FINSENY.Service/Function.Energy Magragnt & Optimization
System Installation

Name No Energy Management & Optimization System liasian

Goal No automatic and secure pairing of control iapgkes module with the meter or the

meter module on one hand, and with smart appliaocte home of another hand.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Configuration
Security

Status Yes

MoSCoW priority | Yes SHOULD

Relative priority No SHOULD

Chapter Yes

Enabler No

Category Yes

Description No automatic and secure pairing of ar@ppliances module with the meter or the
meter module on one hand, and with smart appliaocd®e home of another hangd.

Rationale No The control system (or HEMS) is ifstakither by the customer himself, either|by

a service provider at the request of the custofitez.configuration has to be
simple and should not allow a hacker or a neighbmtake control of the
appliances through the control appliance moduldirectly.

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 18/09/2011
Last modifiet No 18/09/201.
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 133.EPIC.FINSENY.Service/Function.Secure catina of BEMS with DR
Operator

Name No Secure connection of BEMS with DR Operator

Goa No The DR events or dynamic prices must be certifigthle originator before beir
taken into account, so that faked events (or pnftemation) may be dismissed.
The verification by the BEMS should require noidifilt configuration yet be
secure.

Version No 1

Sourct Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Security

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No The DR events or dynamic prices rbestertified by the originator before being
taken into account, so that faked events (or pnftemation) may be dismissed.
The verification by the BEMS should require no idifft configuration yet be
secure.

Rationale No Hopefully self-explanatory

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Dat No 18/09/201.

Last modified No 18/09/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 137.EPIC.FINSENY.Service/Function.Staff conn¢otthe BEMS

Name No Staff connects to the BEMS

Goal No Facility or security staff should easily ceonto the BEMS to get the energy

consumption information of the building

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Configuration

Status Yes

MoSCoW priority | Yes SHOULD

Relative priority No SHOULD

Chapter Yes

Enabler No

Category Yes

Description No Facility or security staff should éasonnect to the BEMS to get the energy
consumption information of the building

Rationale No The staff is using a non dedicatedode{fPC, tablet, ...) and should easily get

connection with the BEMS, after a possible instaitaprocedure on the PC, tablet
etc that should be easy and fast (as for currdtwaie)

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 18/09/2011
Last modified No 18/09/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 138.EPIC.FINSENY.Service/Function.Automatic pairin

Name No Automatic pairing

Goal No automatic and secure pairing of control amglés module with the IS of the

provider, on one hand, and with smart applianceaeehome of another hand

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Configuration
Security

Status Yes

MoSCoW priority | Yes SHOULD

Relative priority | No SHOULD

Chapter Yes

Enabler No

Category Yes

Description No automatic and secure pairing of cérippliances module with the IS of the

provider, on one hand, and with smart applianceeehome of another hand

Rationale No The control system is installed bygtevider, not by the customer. So the provider
is responsible for the configuration, which shoutdas simple as possible. A mistgke
must not be possible, and the system should begieat against a change of

configuration allowing either a hacker to take cohtf the appliances through the
control appliance module or directly, or to contteé appliances of the neighbours,.

Owner Yes FINSENY

Owner contac No Kolja Ege
Complexity Yes

Creation Date No 18/09/2011
Last modified No 18/09/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 139.EPIC.FINSENY.Service/Function. Service lamterfaces having high
portability toward the client side

Name No Service level interfaces having high pdlitptboward the client side

Goal No As described DCB6, in order to save energynamaey, a customer can choose a
service that runs workloads having a medium-low dyinamiority. It's natural that
the customer wants to monitor the performance/etit for its workload. To do
this is required offer service-level interfacestthvarks properly on the widest
possible range of devices, whether they are fixadalile, with different operating
systems.

Version No 1

Source Yes FINSENY

Source cotact No Martin Wagne

Stakeholder Yes

Scope Yes This requirement is mandatory becausypbeof devices used by end users is
quite varied: it's the service that must adaph&dustomer and not vice versa

Status Yes

MoSCoW priority | Yes SHOULD

Relative priority No SHOULD

Chapter Yes

Enabler No

Category Yes

Description No As described DCB6, in order to savegnand money, a customer can choose a
service that runs workloads having a medium-low dyingmiority. It's natural that
the customer wants to monitor the performance/etit for its workload. To do
this is required offer service-level interfacestthvarks properly on the widest
possible range of devices, whether they are fixadalile, with different operating
systems.

Rationale No This requirement is recommended beci#aghe service that must adapt to the
customer devices and not vice versa. Furthermbigciucial to offer the custome
the perception of the balance between costs anditsene

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 20/09/2011

Last modified No 20/09/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 140.EPIC.FINSENY.Service/Function.End users fata for Office Buildings
Name No End users interface for Office Buildings

Goal No End users of office buildings shall retaintcol over a limited set of functionalitieg

at local level to some of the systems of the bogdivithout compromising the
global energy efficiency strategies set for the whnlilding. These might include
lighting (dimmers, on/off switches), shutter cotgr@ontrolled sockets switches,
and visualization of energy consumption metering

Version No 1

Source Yes FINSENY
Source conta No Martin Wagne
Stakeholder Yes

Scope Yes Usability
Status Yes

MoSCoW priority | Yes SHOULD
Relative priority No SHOULD
Chapte Yes

Enabler No

Category Yes

Description No End users of office buildings shathne control over a limited set of functionalities

at local level to some of the systems of the bogdivithout compromising the
global energy efficiency strategies set for the whmnlilding. These might include
lighting (dimmers, on/off switches), shutter cotgr@ontrolled sockets switches,
and visualization of energy consumption metering

Rationalt No In order to achieve the highest levels of enerdigieficy, control strategies of offic
buildings must be as centralized as possible. Nesieds, for comfort's sake, som
degree of limited control over certain systemslwaigranted to end users provide
that it does not jeopardize the global energy target for the building.

S 0]

Ownel Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 21/09/2011
Last modified No 21/09/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 141.EPIC.FINSENY.Service/Function.User feedback

Name No User feedback

Goal No The network must provide a form of user feellb@his can be a return channel ir

communication or the assured observation of antdwethe user

Version No 1

Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Feed back
Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Categor Yes

Description No The network must provide a form of deedback. This can be a return channel in

communication or the assured observation of antdwethe user

Rationale No Control actions require feedback. Ty be done by using the human to close the
control loop, e.g. Light switches, or for slower pgsses by providing feedback
through and HMI. For control loops without humarenaiction, e.g. Temperature
control, the loop must be closed via a return ceann

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 18/09/2011
Last modified No 18/09/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 142.EPIC.FINSENY.Service/Function.ICT Interopeligb

Name No ICT Interoperability

Goal No Syntactic and semantic ICT interoperabilégyween all elements of the Grid (HW|&
Version No SlW)

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Interoperability on Communication TechgplCT) layer requires utilization of

any useful link available under disturbed operatiogditions.

Central Dispatch System (CSD) and especially FieltiMdevices (FMD)
systems need to support different physical accatis o establish a connection tg
the CSD’s gateways. These communication links maytilieed:

- LTE/AG and UMTS/3G (e.g. for regular operation),

- 2G/GPRS - low speed,

- Wi-Fi Internet access via Hotspots,

- Satellite Links via public or privately operateetworks

- Direct Ethernet to connect into public networks

- Direct Ethernet to connect into substation network

- DSL (ADSL) modem connection to public operatorstwigted pairs (assuming no
local power, but central office DSLAM power back-up)

- Powerline communications (PLC/BPL to Low Voltageadaétworks, i.e. into
Smart Meter Field Area Communication networks - FAN)

- Local Mesh Radio communications (ZigBee, Z-Wae,into Smart Meter Field
Area Communication networks - FAN)

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No Syntactic and semantic ICT interopiitglbetween all elements of the Grid (HW |&
SW)

Rationale No Interoperability on CT layer is reletvéor a standardized operation and data
exchange of related information.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 01/04/2011

Last modified No 01/04/2011
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FINSENY

D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 145.EPIC.FINSENY.Service/Function.Interoperapitf Public Charge Points with
EV (ICT and Electrical)

Name No Interoperability of Public Charge Points v (ICT and Electrical)

Goal No The charging point supports various modekedftric vehicles.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes The charging point must supports variadefs of electric vehicles or a standard
connector must be developed and used on al EVs.

Status Yes

MQSF:OW Yes MUST

priority

Relative priority | No MUST

Chapter Yes

Enabler No

Category Yes

Description No The charging point supports variouslef® of electric vehicles.

Rationale No If he charging point are not standaranty EV model, the final user must be sure
regarding the availability of charging point foskier model.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 09/06/2011

Last modified No 09/06/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 155.EPIC.FINSENY.Service/Function.Availability Bfiblic Charge Points
Name No Availability of Public Charge Points

Goal No Public charge points are available to athasy people as possible.
Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Accessibility

Status Yes

MoSCoW priority| Yes MUST

Relative priority | No MUST

Chapter Yes

Enabler No

Category Yes

Description No Public charge points are availableltas many people as possible.
Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Dat No 09/06/201.

Last modified No 09/06/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 162.EPIC.FINSENY.Service/Function.Low latency aefaltransmissions
Name No Low latency of data transmissions

Goal No The information exchange for grid stabilizmgpose has to be quasi real-time
Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Performance, Usability, Robustness

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COuULD

Chapter Yes

Enabler No

Category Yes

Description No The information exchange for grid 8izing purpose has to be quasi real-time
Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/08/2011

Last modified No 22/08/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 169.EPIC.FINSENY.Service/Function.Multi-Commuetion Media

Name No Multi-Communication Media

Goal No For vehicles that are used in different Usse@ategories, different communicatign
media may be required (PLC, Wireless, RFID etc)

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Configuration

Status Yes

MoSCoW priority | Yes COULD

Relative priority | No COULD

Chapter Yes

Enabler No

Categor Yes

Description No For vehicles that are used in diffetése Case categories, different communication
media may be required (PLC, Wireless, RFID etc)

Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 189.EPIC.FINSENY.Service/Function.Support dfatient SLAs of network
infrastructure

Name No Support of different SLAs of network infrastuue

Goa No The network infrastructure should feature numeteusls of SLA's, the best beil

guaranteed QoS, the worst being best effort QoS.

Versior No 1

Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scope Yes

Status Yes

MoSCoW priority | Yes SHOULD
Relative priority No SHOULD
Chapter Yes

Enabler No

Category Yes

Description No The network infrastructure should deatnumerous levels of SLA's, the best bejng

guaranteed QoS, the worst being best effort QoS.

Rationale No

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 27/07/2011
Last modified No 27/07/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 195.EPIC.FINSENY.Service/Function.Billing aRdyment Mechanism

Name No Billing and Payment Mechanism

Goal No The Billing and Payment Systems allows mariagénformation required by the
user to make a transaction.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes The EVSE access device (card/key fob bilehdnolds details on credit amount

available to the EV User.

The EVSE should have a way for completing a mobilgayment through a CSP
The EVSE has a pay as you go system, where the EVddadpp their credit on a
EVSE Access card.

The charge point provides multiple payment optiooash, card, deferred payment
(credited to an account).

converged energy and communications billing systemesiid support micro
transactional services

Status Yes

MoSCoW priority | Yes MUST

Relative priority | No MUST

Chapter Yes

Enabler No

Category Yes

Description No The Billing and Payment Systems allavesiage the information required by the
user to make a transaction.

Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Field ENUM | Description

ID No 204.EPIC.FINSENY.Service/Function.Performancengement

Name No Performance Management

Goal No Performance management ensures that SLAearg imet in an effective and

efficient manner. Performance management can focuke performance of any IC[T
component of the Gric

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scopt Yes A real time application (like Telecontrol Functias)featured because a delay in

communications has similar effects than a lost.
The use of a cloud computing is mandatory to satisf high performance needed|in
this scenario. Using a cloud of HW/SW resources éyuested information are so
quickly provided to computers and other devices dviernet.

Grid users, Service providers and customers would f@aconnect via web based
interfaces to the eMarket4E services.

Status Yes

MoSCoW priority| Yes MUST

Relative priority | No MUST

Chapter Yes

Enable No

Category Yes

Description No Performance management ensures thfaa&4 being met in an effective and

efficient manner. Performance management can focuke performance of any ICIT
component of the Grid..

Rationalt No One of the typical operations of N-DAC from the utility control centre use case
to switch off and switch of an electrical line theédl an area. It is very important that
all ICT elements that provide the Telecontrol Fierchave batteries with a suitable
autonomy in order to not be affected by these dipperations.

As an example, the Telecontrol Function is impleredrioy means of a periodical
polling, each 2 seconds. This period is relatechimddy the latency of the physical
medium. When using specific physical mediums fanegle geostationary satellite
mediums, these periodical polling should be lor{gaech 3 seconds for example).
The effect of this is that when a grid operatordsean order, receives the updated
information in the grid control application in lets&n this configured period.

Jitter must be controlled in any case. When an anawizes after the periodical
polling period, a communication error arises. k kize same effect than a
communication lost.

Any failure, even that it is solved in a short pefispent a lot of resources in both the
client and the provider.

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 27/07/2011
Last modified No 27/07/2011
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Field ENUM | Description

ID No 203.EPIC.FINSENY.Service/Function.Simple Conmication EV User - Charge
Station

Name No Simple Communication EV User - Charge Station

Goa No Electric Vehicle Users (EV Users) need to dfy preferences such as the Cha

Time Frame and the Minimum Battery State Of ChgBf#OC). This can be done |n
the simplest case by means of a touch screen ah#rge station.

Version No 1
Source Yes FINSENY

Source conta No Martin Wagne

Stakeholder Yes

Scope Yes Usability

Status Yes

MoSCoW priority | Yes COULD

Relative priority | No COULD

Chapte Yes

Enabler No

Category Yes

Description No Electric Vehicle Users (EV Users) needpecify preferences such as the Charge

Time Frame and the Minimum Battery State Of ChgBRf#OC). This can be done |n
the simplest case by means of a touch screen ah#rge station.

Rationale No

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 22/09/2011
Last modified No 22/09/2011
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Field ENUM | Description

ID No 221.EPIC.FINSENY.Service/Function.Varying Enesgippliers at one Public
Charge Point

Name No Varying Energy suppliers at one Public Ch&gjet

Goa No Different energy suppliers use the same cing point to deliver their servict

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Interoperability

Status Yes

MoSCoW priority | Yes MUST

Relative priority | No MUST

Chapter Yes

Enabler No

Category Yes

Description No Different energy suppliers use theesaharging point to deliver their services.

Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Dat No 09/06/201

Last modified No 09/06/2011
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Field ENUM | Description

ID No 222.EPIC.FINSENY.Service/Function.Derivation okegy prices

Name No Derivation of energy prices

Goal No Energy providers need to be able to dynaiyidalive energy prices for the next

hours. This requires precise forecasts of the alviiily of energy, as well as of the
expected demand. Dynamic prices are then a medradance the energy need ang
to avoid potentially expensive peaks of the demand.

Version No 1

Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scopt Yes

Status Yes

MoSCoW priority | Yes COULD
Relative priority | No COULD
Chapter Yes

Enabler No

Category Yes

Description No Energy providers need to be able tmdyically derive energy prices for the next

hours. This requires precise forecasts of the alviitly of energy, as well as of the
expected demand. Dynamic prices are then a medradaoce the energy need ang
to avoid potentially expensive peaks of the demand.

Rational No

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 22/09/2011
Last modified No 22/09/2011
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Field ENUM | Description

ID No 230.EPIC.FINSENY.Service/Function.Interfaces

Name No Interfaces

Goal No The interfaces for all users should be easlerstandable and user-friendly.
Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scopt Yes Diverse preferences and abilities of the custontessld be taken into account wh

designing the service interaction of eMarket4E ises:

The interfaces for all users should be easy-uraedsble and user-friendly. If not,
users would not use the advanced systems.

The display (HMI) of the grid control applicationttee grid operator has to be clear
and intuitive, providing maximum usability, as ignbe used in stressing situatior]
In case of Demand Side Management, the tariff/prit@mation received from the
network has to be understandable both by the adioimame/building energy
management system and by the customer (person)

Z

Staus Yes

MoSCoW priority | Yes MUST

Relative priority | No MUST

Chapter Yes

Enabler No

Category Yes

Description No The interfaces for all users shouleéagy-understandable and user-friendly.

Rationale No Understandable user interfaces maytaftestomers’ involvement.
Final customer’s acceptance is key and thus flatiti the user access interfaces
should be provided.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/08/2011

Last modified No 22/08/2011
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Field ENUM | Description

ID No 238.EPIC.FINSENY.Service/Function.Transactiamachanisms

Name No Transactional mechanisms

Goal No The actions of "offering Energy " and "bwyyitgnergy " are meant as ICT

transactions between the prosumer and Green Marlerap.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes The action of "trading energy" have tmbant as ICT transactions.

Closing contracts should be done giving transaatignarantees.

Status Yes

MoSCoW priority| Yes MUST

Relative priority | No MUST

Chapter Yes

Enabler No

Category Yes

Descriptior No The action<of “offering Energy " and "buying Energy " are meast I€T
transactions between the prosumer and Green Marlert€p.

Rationalt No As the most part of earketplace in other domains, also the exchangeerioy
should be performed in a transactional way.

Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/08/2011

Last modified No 22/08/2011
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Field ENUM | Description

ID No 257.EPIC.FINSENY.Service/Function.eMarket4E smsi

Name No eMarket4E services

Goal No The services that will be provided at the & E will have to comply with: Ease
of learning, memorable, maintenance, natural istema and user satisfaction. This
refers to the service interaction design in one ¢s@rvice provider) and on the othe
by the artefacts provided at the platform side &smup and produce services.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes An electronic marketplace needs to beadlaithat facilitates management,
collection and selection of grid issues and issliation (offers) as well as the
management, recommendation, negotiation and clagiegergy (shifting) contracts
and notification services and reporting. The serdtso will hold user energy
information in detail. And it has to feature the @hifity of personalizing the
interface depending on the context and prefereoicte users.
A WEB based information service dedicated to theg genall energy retailers
providing them the pricing Information, the preskaial demand and the available
energy to bid. Moreover it performs forecasts far tuture energy demand coming
from the Facility Manager or the Final Customer. ABVportal that allows to the
final user, through a smart phone or a PC, to ahbesween different energy
retailer in order to get at best, technically andr®mically, its energetic needs. The
contract negotiation, act of offering energy suspind act of buying energy surplus
should be designed following web-service API, sa thiderent application
(including web-based ones) can be developed foerdifit devices.
The Service at the marketplace will have to impleineemplex operations betweer
the data that will be collected from the Grid userd aperators. These services thal
may lie on the Grid User side or in the cloud needsiow the user contract and th
installed capabilities. According to the latter gessing capabilities are key to decide
how to signal the shape demand commends.
Additional services like Weather Forecast can lo@iged to the Operations
Manager or to the Energy Information Provider: ttas be very useful for to make
forecasts about the energy sources depending froeh wun etc.

Status Yes

MoSCoW priority | Yes MUST

Relative priority | No MUST

Chapte Yes

Enabler No

Category Yes

Description No The services that will be providethateMarket4E will have to comply with: Ease
of learning, memorable, maintainable, natural extéon and user satisfaction. Thig
refers to the service interaction design in one ¢érvice provider) and on the othe
by the artefacts provided at the platform side &simup and produce services.

Rationalt No An electronic marketplace needs to be availablefttwitates managemer
collection and selection of grid issues and issliation (offers) as well as the
management, recommendation, negotiation and clagiegergy (shifting) contracts
and notification services and reporting. The serdlso will hold user energy
information in detail. And it has to feature the @hitity of personalizing the
interface depending on the context and prefereoicte users.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 24/08/2011

Last modified No 24/08/2011
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Field ENUM | Description

ID No 290.EPIC.FINSENY.Service/Function.High portaliipplications for fixed and
mobile services targeted to the final customer

Name No High portability applications for fixed andbile services targeted to the final
customer

Goal No The applications for the services about Market4E have to function properly on

the widest possible range of devices, whether theyieed or mobile, with different
operating systems.

Version No 1

Source Yes FINSENY

Source conta No Martin Wagne

Stakeholder Yes

Scope Yes This requirement is mandatory becausgpbeof devices used by end users is quite

varied: it's the service that must adapt to théorner and not vice versa

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapte Yes

Enabler No

Category Yes

Description No The applications for the services altioel eMarket4E have to function properly on
the widest possible range of devices, whether theyieed or mobile, with different
operating systems.

Rationale No This requirement is mandatory becalssthe service that must adapt to the
customer devices and not vice versa

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 20/09/2011

Last modified No 20/09/2011
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Field ENUM | Description

ID No 291.EPIC.FINSENY.Service/Function.Real time syste monitor the available
kind of energy for the energy retailers

Name No Real time system to monitor the availabld kinenergy for the energy retailers

Goal No A SW WEB-based system that allow to the enexjlers to give the kind of
requested energy together at all the necessaryetmafrmation

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes The knowledge of the kind of energy shbeldlso available in mobility through
the use of Smartphone, laptop, PC etc. connectiébtmternet

Status Yes

MoSCoW priority | Yes SHOULD

Relative priority No SHOULD

Chapter Yes

Enabler No

Category Yes

Description No A SW WEB-based system that allow toethergy retailers to give the kind of
requested energy together at all the necessaryetmafkrmation

Rationale No This requirement is mandatory to menitdhe real time the available kind of
energy for the energy retailers

Owner Yes FINSENY

Owner contac No Kolja Ege!

Complexity Yes

Creation Date No 26/08/2011

Last modified No 26/08/2011
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Field ENUM [Description

ID No 292.EPIC.FINSENY.Service/Function.Grid/Network Managaeitn

Name No Grid/Network Management

Goal No IThe companies responsible for the managementeaig¢twork must have tools that
allow them to handle the available information @nedict contingences.

\Version No 1

Source Yes FINSENY

Source contact |No Martin Wagner

Stakeholder Yes

Scope Yes The networking of different kinds of enegyuires reliable apparatus that are ablg to
synchronize phases and frequencies to the valeeglpd by the regulations.
NMS protocols
(e.g. SNMP, at least SNMP v1, SNMP v2 could be supdpSNMP v3 support is
desirable.)
Visualization tool.
Each smart meter has to be connected with a ragioalée.g. ZigBee nodehiorder tc
send the collected data in wireless mode.
Since almost real-time dynamic tariff schemes ghbel targeted, data volume will bp
high, and the management of the related contraatédvii® demanding because of the
potential high amount of users.

Status Yes

MoSCoW priority [Yes MUST

Relative priority [No MUST

Chapter Yes

Enabler No

Category Yes

Description No IThe companies responsible for the managementeaig¢twork must have tools that
allow them to handle the available information @nedict contingences.

Rationale No This requirement is mandatory to have differenirses of energy for an ethical choige
by the end user

Owner Yes FINSENY

Owner contac No Kolja Ege

Complexity Yes

Creation Date  [No 26/08/2011

Last modified No 26/08/2011
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Field ENUM | Description

ID No 298.EPIC.FINSENY.Service/Function.Scalability

Name No Scalability

Goal No Scalability is the guarantee that a systamgeaw without compromising its
operations.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scopt Yes Scalability of the IT (central and mobile) systeimsllow for system application ai

I/F-type expansion between Central Dispatch Syste8D() and Field Mobile
Devices (FMD) needs:
Scalability of the IT systems in terms of
- Processing and data base handling capacity aaitbte for system expansion incl|
- Adaptation to new physical I/Fs:
- LTE/4G and UMTS/3G (e.g. for regular operatjon)
- 2G/GPRS - low speed,
- WiFi Internet access via Hotspots,
- Satellite Links via public or privately opeed networks
- Direct Ethernet to connect into public netkgor
- Direct Ethernet to connect into substatiotwoeks
- DSL (ADSL) modem connection to public operataia twisted pairs
(assuming no local power, but central offd® AM power back-up)
- Powerline communications (PLC/BPL to Low Vobkadata networks, i.e.
into Smart Meter Field Area Communicatiotwwgks - FAN)
- Local Mesh Radio communications (ZigBee, Z2\W, i.e. into Smart
Meter Field Area Communication networks - FAN)
- New applications, tailored to the above commurocecapabilities

Status Yes

MoSCoW priority | Yes MUST

Relative priority | No MUST

Chapte Yes

Enabler No

Category Yes

Description No Scalability is the guarantee thatstesy can grow without compromising its
operations.

Rationalt No The Requirement is mandatory to be able to prawideservice
High processing demand is needed to fine-grainestémsting at e-Island level.
More, the volume of instant data is very high, theeamount of distributed sources.
A marketplace makes only sense when it can handleahsactions of all (potentia|)
market participants.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 09/09/2011

Last modified No 09/09/2011
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Field ENUM | Description

ID No 312.EPIC.FINSENY.Service/Function.Monitoring arahtrol user interfaces for
building end-users

Name No Monitoring and control user interfaces fatdiog end-users

Goal No User Interfaces for building end-users haveetproposed in at least two different

ways : as fixed interfaces inside the building, paigsising a dedicated interface
devices (like a home/building control panel), ancedher mobile or generic remotg
interfaces. This duality makes it almost mandatbag the support of these interfages
be available outside of the home network, which vdlbanake it easier for third
parties to have access to their own user interfaces

Version No 1

Source Yes FINSENY
Source conta No Martin Wagne
Stakeholder Yes

Scope Yes Usability
Status Yes

MoSCoW priority| Yes MUST
Relative priority | No MUST
Chapter Yes

Enabler No

Category Yes

Description No User Interfaces for building end-uderge to be proposed in at least two differen

ways : as fixed interfaces inside the building, fogsising a dedicated interface
devices (like a home/building control panel), ancedher mobile or generic remotg
interfaces. This duality makes it almost mandatbat the support of these interfages
be available outside of the home network, which Widbanake it easier for third
parties to have access to their own user interfaces

Rational No

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 22/09/2011
Last modified No 22/09/2011
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Field ENUM | Description

ID No 313.EPIC.FINSENY.Service/Function.Monitoringntml and management user
interfaces for technical staff, facilities managets

Name No Monitoring, control and management userfautes for technical staff, facilities
managers, etc

Goal No Similar to interfaces for building inhabitsyeind excluding the case of homes, these
do generally have to be available through fixedexticated devices inside the
building, and, possibly with reduced functionalig, interfaces outside the building.
Similar arguments apply to the support of theserfates outside the building
network.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Usability

Status Yes

MoSCoW priority| Yes COULD

Relative priority | No COULD

Chapter Yes

Enabler No

Category Yes

Description No Similar to interfaces for building atfitants, and excluding the case of homes, these
do generally have to be available through fixedesticated devices inside the
building, and, possibly with reduced functionalig, interfaces outside the building.
Similar arguments apply to the support of theserfates outside the building
network.

Rationale No

Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 21/09/2011

Last modified No 21/09/2011

10.2 Information Layer

Field ENUM | Description

ID No 23.EPIC.FINSENY.Information.Persistent data gjera

Name No Persistent data storage

Goal No SG devices must contain enough non-volatdmary (e.g. flash memory) for
storing measurements, internal data, and enahlesfitmware and software
updates.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes
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Scope Yes Robustness

Statu: Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No SG devices must contain enough noati@lmemory (e.g. flash memory) for
storing measurements, internal data, and enahlesfitmware and software
updates.

Rationale No This requirement relates to most oethbedded devices of SG system.

Owner Yes FINSENY

Owner contac No Kolja Ege

Complexity Yes

Creation Date No 08/06/2011

Last modified No 08/06/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM Description

ID No 41.EPIC.FINSENY.Information.Data management

Name No Data management

Goal No The use case involves handling (processimalyzing, semantically classifying

and accessing) large volumes of data that partialiye to be stored for later use
(e.g. billing, planning, historical analysis, regibn). The data must be kept

consistent and synchronized with other systems w#téaonds. Data consistency
has to be executed by DMS/SCADA system

Version No 1

Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Visualization tool
Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enable No

Category Yes

Description No The use case involves handling (psingsanalyzing, semantically classifying

and accessing) large volumes of data that partigiye to be stored for later use
(e.g. billing, planning, historical analysis, regibn). The data must be kept
consistent and synchronized with other systems wi#tbaonds. Data consistencly
has to be executed by DMS/SCADA system

Rationale No Data management is required in orderaiotain operational consistency
Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 24/06/2011

Last modified No 24/06/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM Description

ID No 42 EPIC.FINSENY.Information.Data values checking

Name No Data values checking

Goal No The use cases involve monitoring and othervarieving large amounts of datg

from different parts of the distribution network.& ata integrity ensures that
there is no tampering with the data but still theweld be problems e.g. with
sensors. Malfunctioning devices of the SG could peceddata that should not be
accepted by the receiving entity. This can be ctamed as a certain kind of sanity
check, but it can also be utilized with fault déimt procedures.

This is a requirement for the application levetted SG system software.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scopt Yes Is always application depende
Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No The use cases involve monitoring ghdravise retrieving large amounts of data

from different parts of the distribution network.& Hata integrity ensures that
there is no tampering with the data but still theweld be problems e.g. with
sensors. Malfunctioning devices of the SG could pceddata that should not be
accepted by the receiving entity. This can be ctared as a certain kind of sanity
check, but it can also be utilized with fault déimt procedures.

This is a requirement for the application levettd SG system software.

Rationale No Unacceptable data values must be détiecteder to prevent undesirable
application behavior and to notify the system afgible malfunctioned
equipment.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 08/08/2011

Last modified No 08/08/2011

Page 186 (262)



FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Definition of entries for the FI-PPP Backlog

Field ENUM Description

ID No 58.EPIC.FINSENY.Information.Data bus

Name No Data bus

Goal No The data bus should provide different comwation services (e.g.

request/response, publish/subscribe, transactiBaogthermore, it should suppor
different levels of Quality of Service because difg applications have different
demands, e.g. w.r.t. latency, frequency of dataaxgé, quality or time
synchronization.

Version No 1

Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Robustness
Status Yes

MoSCoW priority | Yes COULD
Relative priority No COULD
Chapter Yes

Enabler No

Category Yes

Description No The data bus should provide diffecembmunication services (e.g.

request/response, publish/subscribe, transactiBagthermore, it should suppor
different levels of Quality of Service because difg applications have different
demands, e.g. w.r.t. latency, frequency of dataaxgé, quality or time
synchronization.

Rationale No The Microgrid’s Data Management Systiassifies, processes, correlates and
filters the monitored data, and provides meaningfate information of the
Microgrid which in turn can be used by all controlananagement
applications.Transforming and analyzing this data useful business and
operational intelligence is one of the biggest kemgjes for the Microgrid. For thi
purpose a flexible service bus supporting Qualit$efvice is crucial.

W

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Dat No 02/09/201.
Last modified No 02/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 59.EPIC.FINSENY.Information.Database system

Name No Database system

Goal No A central or local (distributed) databaseesyst required to provide storage

system(s) for context information (EV users, EV8&vironmental 3rd party). In an
EVSE, also a local database may be used for chatgéled record.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Data has to be stored persistently inabalse (e.g. for archiving and post-mortemn

analysis). The database system has to show highfpefice because of the high
volume of data and multiple access. Furthermoredtitabase should support
structured and unstructured data and should prdiedible query functionalities.
Examples for data storage in the electromobilityimment are: tariffs, battery an
auxillary data, geo-location information. user lesf, weather and topology
information etc.

o

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COULD

Chapter Yes

Enabler No

Category Yes

Description No A central or local (distributed) datsdaystem is required to provide storage
system(s) for context information (EV users, EV8&yironmental 3rd party). In an
EVSE, also a local database may be used for chatgéled record.

Rationale No E.g., switching network configuratioratal from Islanding Mode needs for
Optimal Power Flow, to initiate and configure the rewtext.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 02/09/2011

Last modified No 02/09/2011

Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 62.EPIC.FINSENY.Information.Distributed Processin

Name No Distributed Processing

Goal No For balancing supply and demand the Microgadtrol Center has to run the statg

analysis and define the sub-sequent actions. Ttheks include power flow
calculations and forecasting models. To minimizecpssing latency the jobs could
be processed in parallel and distributed acro$srdifit machines.Also for
forecasting, planning and revenue in the revensteilbluited processing capabilities
are crucial.
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Version No 1

Sourct Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Robustness
Status Yes

MoSCoW priority | Yes COULD
Relative priority No COULD
Chapter Yes

Enabler No

Category Yes

Descriptior No For balancing supply and demand the Microgrid Gur@enter has to run the st:

analysis and define the sub-sequent actions. Ttheks include power flow
calculations and forecasting models. To minimizecpssing latency the jobs could
be processed in parallel and distributed acro$srdifit machines.Also for
forecasting, planning and revenue in the revensteilbluited processing capabilities

are crucial.
Rationale No
Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes
Creation Date No 22/09/2011
Last modified No 22/09/2011

Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 63.EPIC_.FINSENY.Information.High Demand for Cortipg Resources /
Processing

Name No High Demand for Computing Resources / Praugssi

Goal No For some use cases, it is necessary todertigh performance computing
resources for calculation and simulation modelh@Microgrid Control Centre
including real-time processing.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Robustness

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COULD

Chapter Yes

Enabler No
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Category Yes

Descriptior No For some use cases, it is necessary to providepsigbrmance computir
resources for calculation and simulation modelkh@&Microgrid Control Centre
including real-time processing.

Rationale No

Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 64.EPIC.FINSENY.Information.Demand managemexstedl on criticality of loads
Name No Demand management based on criticality osload

Goal No MG management and control system shall coltaok and enable smart load

controlling (cancellation of loads, shifting if lds etc.).

Version No 1

Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Robustness
Status Yes

MoSCoW priority | Yes COULD

Relative priority No COuULD
Chapter Yes

Enabler No

Category Yes

Description No MG management and control system shatirol loads and enable smart load

controlling (cancellation of loads, shifting if lds etc.).

Rationale No

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 22/09/2011
Last modified No 22/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 95.EPIC.FINSENY.Information.Common data modelDKQ

Name No Common data models (CDM)

Goal No Definition of common data models (CDM) per tgpsensor/appliance. In order {o

perform energy optimization on behalf of the consyrhome appliances must be
modelled in a common way so that the intelligemcthe system is able to monitor
them, know control capabilities, programming captaéd and have at any moment
information on the reachability of the device.

Version No 1

Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Robustness
Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enable No

Category Yes

Description No Definition of common data models (CDMJ pype of sensor/appliance. In order|to

perform energy optimization on behalf of the consurhome appliances must be
modelled in a common way so that the intelligemcthe system is able to monitor
them, know control capabilities, programming captesd and have at any moment
information on the reachability of the device.

Rationale No Energy Efficiency Service try to optimienergy use so that only the minimum
energy required is spent to have the desired se@ienmon Data Models are

necessary to offer appliance/sensor manufacturerminimum set of functionalitigs
that the devices should implement to be used hgieficy services.

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Dat No 21/09/201.
Last modified No 21/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 109.EPIC.FINSENY.Information.Check Energy Use

Name No Check Energy Use

Goal No Availability of access to data of currentssatf the building shall be guaranteed

both locally and remotely from Internet connecteslides 95% of time

Version No 1

Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Robustness
Status Yes

MoSCoW prioriy | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No Availability of access to data of catrstatus of the building shall be guaranteed

both locally and remotely from Internet connecteglides 95% of time

Rationale No In order to ensure the most criticatfionalities derived from other requirements
such as the remote alert management, a very hajlahility rate of the system
must be guaranteed

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 21/09/2011
Last modified No 21/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 151.EPIC.FINSENY.Information.Reliability
Name No Reliability

Goal No Data transmission has to be reliable
Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Robustness

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COuULD

Chapter Yes

Enabler No

Category Yes

Description No Data transmission has to be reliable
Rationale No

Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 152.EPIC.FINSENY.Information.Reliable data spart over heterogeneous
networks

Name No Reliable data transport over heterogenedusries

Goa No Different Communication Service Providers (CSP)raagbe involved in a sing

data transaction. End-2-End QoS has to be assueeddSP boundaries including
identification of Location of Failure.

Version No 1

Sourct Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Robustness
Status Yes

MoSCoW priority | Yes COULD
Relative priority No COuULD
Chapter Yes

Enabler No

Category Yes

Descriptior No Different Communication Service Providers (CSP)raegbe involved in a sing

data transaction. End-2-End QoS has to be assueeddSP boundaries including
identification of Location of Failure.

Rationale No

Ownel Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 22/09/2011
Last modified No 22/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 159.EPIC.FINSENY.Information.Data integrity
Name No Data integrity

Goal No In particular for all payment scenariosadategrity has to be ensured.
Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Robustness

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COULD

Chapter Yes

Enabler No

Category Yes

Description No In particular for all payment sceparidata integrity has to be ensured.
Rationale No

Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 161.EPIC.FINSENY.Information.Low latency of datansmissions for V2G / G2
Name No Low latency of data transmissions for V2G / G2V

Goal No The information exchange for grid stabilizpurpose has to be quasi real-time
Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Robustness

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COULD

Chapter Yes

Enabler No

Category Yes

Description No The information exchange for grichditaing purpose has to be quasi real-time
Rationale No

Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 162.EPIC.FINSENY.Information.Low latency of datansmissions for Stored
Energy Services

Name No Low latency of data transmissions for Stéheergy Services

Goal No The information exchange for grid stabiligpurpose has to be quasi real-time

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes The use of a cloud computing is mandabosgtisfy the high performance needed

in this scenario. Using a cloud of HW/SW resoutbesrequested information are
so quickly provided to computers and other devies Internet.

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COULD

Chapter Yes

Enabler No

Categor Yes

Description No The information exchange for grichditaing purpose has to be quasi real-time
Rationalt No This is an essential requirement and the systefmutilwork properly without i
Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 165.EPIC.FINSENY.Information.Data managementMaiS
Name No Data management for VAS

Goal No High amounts of data have to be stored salligted
Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Robustness.

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COULD

Chapter Yes

Enabler No

Category Yes

Description No High amounts of data have to be starel evaluated
Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 166.EPIC.FINSENY.Information.Data managementMa6 / G2V

Name No Data management for V2G / G2V

Goal No .High amounts pf data have to be stored aaldiated in order to allow for grid
integration services

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Robustness

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COULD

Chapter Yes

Enable No

Category Yes

Description No ' High amounts _of data have to be dtared evaluated in order to allow for grid
integration services

Rationale No

Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 168.EPIC.FINSENY.Information.Data throughput f& E

Name No Data throughput for ES

Goal No High data throughput has to be ensured fdiradls of enhanced Services when
high numbers of EV are used

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Robustness

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COULD

Chapter Yes

Enabler No

Category Yes

Description No High data throughput has to be ensfareall kinds of enhanced Services when|
high numbers of EV are used

Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 236.EPIC.FINSENY.Information.Data integrity

Name No Data integrity

Goal No The data to be trasmissed and receivedtbayereliable in term of truthfulness
and timing.

The transmitted and received data has to be teliab

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Security, Robustness, Performance

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No Tge_da_tta to be trasmissed and redéimge to be reliable in term of truthfulness
and timing.

The transmitted and received data has to be teliab

Rationale No This is an essential requirement hadystem will not work properly without it.
Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/08/2011

Last modified No 22/08/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 253.EPIC.FINSENY.Information.Data management stodage

Name No Data management and storage

Goal No Large amounts of data need to be collesteded and made available.
Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Security, Robustness, Performance

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No Large amounts of data need to becwt, stored and made available.
Rationale No This is an essential requirement badystem will not work properly without it.
Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 29/08/2011

Last modified No 29/08/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 288.EPIC.FINSENY.Information.Cloud computing fugh speed data processing
Name No Cloud computing for high speed data procgssin

Goal No To exchange in real time: pricing Informatipresent demand, available energy {o

bid and forecast for the future energy demandrgelamounts of data need to be
collected and processed in high speed mode throlagld computing.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes The use of a cloud computing is mandéasstisfy the high performance needed

in this scenario. Using a cloud of HW/SW resoutbesrequested information arg
so quickly provided to computers and other devmes Internet.

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enable No

Category Yes

Description No To exchange in real time: pricing hnfiation, present demand, available energy[to
bid and forecast for the future energy demandrgelamounts of data need to be
collected and processed in high speed mode throlagld computing.

Rationale No This is an essential requirement aadystem will not work properly without it.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 20/09/2011

Last modified No 20/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 296.EPIC.FINSENY.Information.Building data temission availability

Name No Building data transmission availability

Goal No The BEMS installed at the user premises \aihto transmit data over the Interngt.

Always on connectivity and ADSL speeds are requiretiamthe provider side
(Marketplace) Data Mining will thus apply.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes This scenario will require real -time comication. Reliability should be high
although high bandwidth is not needed. The dataildigion will be regular over a
24h period.

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No The BEMS installed at the user presig#l have to transmit data over the Internet.

Always on connectivity and ADSL speeds are requiretiamthe provider side
(Marketplace) Data Mining will thus apply.

Rationale No The Requirement is mandatory to betahpeovide the service.
Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 09/09/2011

Last modified No 09/09/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 298.EPIC.FINSENY.Information.Data Integrity AetMarketPlace

Name No Data Integrity at the MarketPlace

Goal No The Information that is to be collected Iy Marketplace has to be handled taking

care of personalizationn and context based infaomat

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes The volume of instant data is not high.l&ge amounts of data are to be saved on

a server. Context management is key to determfoenmation of various devices
well identified. A high number of parameters will beeded for the profile of
customers and devices.

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enable No

Category Yes

Description No The Information that is to be coléstby the Marketplace has to be handled taking
care of personalizationn and context based infaomat

Rationale No The Requirement is mandatory to be &bprovide the service.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 09/09/2011

Last modified No 09/09/2011
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10.3 Communication Layer

Field ENUM | Description

ID No 10.EPIC.FINSENY.Communication.Reliability andadeability on
Communications Technology (CT) layer

Name No Reliability and availability on CommunicatsoT echnology (CT) layer

Goal No Reliability of CT layer I/Fs towards AggregatdPP or DSO and SG-devices.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Insuring reliability and defining a shiéaavailability of CT operations towards

Aggregator, VPP or DSO processes, applications, degatznd the SG-devices.

Statu: Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No Reliability of CT layer I/Fs towards grggator, VPP or DSO and SG-devices.

Rationale No Defining availability figures on CT &ayis relevant for ongoing operation and also
related to safe grid operation

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 04/07/2011

Last modified No 04/07/2011
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Field ENUM | Description

ID No 11.EPIC.FINSENY.Communication.Handover Management

Name No Handover Management

Goal No The communication handset device used by ierker to synchronize work

orders should have the availability to manage trebver between several
commutations media in a transparent way.

The best media should be selected regarding then@eded in term of latency,
jitter and bandwidth.

In case of a crisis situation (a tempest for exayal crisis media (such as Priva
Mobile Radio) should be available for data commatian with the same handse
device used by workers during “normal” situation.

[0}

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Performance, Robustness
Status Yes

MoSCoW priority | Yes SHOULD

Relative priority No SHOULD

Chapte Yes

Enabler No

Category Yes

Description No The communication handset device bgeikld worker to synchronize work

orders should have the availability to manage trebver between several
commutations media in a transparent way.

The best media should be selected regarding then@eded in term of latency,
jitter and bandwidth.

In case of a crisis situation (a tempest for exapal crisis media (such as Priva
Mobile Radio) should be available for data commatian with the same handse
device used by workers during “normal” situation.

[0}

Rationale No Multihoming with automatic handover mgement will enhance the possibility for
a worker to have access to central data, espegiadlrisis situation

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 01/07/2011
Last modified No 01/07/2011
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Field ENUM | Description

ID No 12.EPIC.FINSENY.Communication.IP mobility

Name No IP mobility

Goal No From the Dispatch System point of view, th@rminication system must be able|to

“push” data to the worker handset whatever the tef@conication medium the
worker is currently using, even if its IP addreas bhange

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Performance, Robustness
Status Yes

MoSCoW priority | Yes SHOULD

Relative priority No SHOULD

Chapter Yes

Enabler No

Category Yes

Descriptior No From the Dispatch System point of view, the commuidoasystem must be able

“push” data to the worker handset whatever the tef@conication medium the
worker is currently using, even if its IP addreas hhanged.

Rationale No IP mobility is an issue that must Badied by the communication system
Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 08/07/2011

Last modified No 08/07/2011
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Field ENUM | Description
ID No 13.EPIC.FINSENY.Communication.Adaptation of apgiion to available
bandwidth
Name No Adaptation of application to available bandwidt
Goal No If a low bandwidth media is used (for exampléhi case of a crisis situation afterja

tempest), the central IS Dispatch System must attafgisponse according to the
bandwidth available: only the core data of the wadeo are sent and not the
attached files.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Performance, Robustness
Status Yes

MoSCoW priority | Yes SHOULD

Relative priority | No SHOULD

Chapter Yes

Enabler No

Categor Yes

Description No If a low bandwidth media is used (foamyple in the case of a crisis situation aftef a

tempest), the central IS Dispatch System must atfafsponse according to the
bandwidth available: only the core data of the wadeo are sent and not the
attached files.

Rationale No Application plasticity will be very helppespecially during crisis situation in order
to be able to send data to the field workers.

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 18/09/2011
Last modified No 18/09/2011
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Field ENUM | Description

ID No 21.EPIC.FINSENY.Communication.Request/Response

Name No Request/Response

Goal No Data will be sent on a request, when a syst@sking for a certain information ang

the Data Provider response back to that systemredfhested information or at least
acknowledging the request.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Performance, Robustness
Status Yes

MoSCoW Yes MUST

priority

Relative priority | No MUST

Chapter Yes

Enabler No

Category Yes

Description No Data will be sent on a request, wheystéem is asking for a certain information and

—

the Data Provider response back to that systemredfhested information or at leag
acknowledging the request.
Rationale No Request-response or request-replyeiobthe basic methods computerized systems
use to talk to each other. When using request-resspdhe first system requests some
data and the second system responds to the request.

Owner Yes FINSENY
Owner contact No Kolja Eger
Compleity Yes

Creation Date No 05.08.2011
Last modified No 05.08.2011
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Field ENUM | Description

ID No 22.EPIC.FINSENY.Communication.Time synchronizatio

Name No Time synchronization

Goal No To achieve network wide synchronization oftariasks on different time-ranges

and scalability up to hundreds of systems, whiladpeobust to topology changes
and failures, a time-based synchronization methoadtitizing concepts of e.g. time
stamping and skew compensation with linear regressinaeded.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Performance, Robustness
Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapte Yes

Enabler No

Category Yes

Description No To achieve network wide synchronizatboontrol tasks on different time-rangeg

and scalability up to hundreds of systems, whiladpeobust to topology changes
and failures, a time-based synchronization methoadtitizing concepts of e.g. time
stamping and skew compensation with linear regressinaeded.
Rationale No Certain types of control applicatioeguire synchronized action sequences, on one
hand for stringent and fast aligned control tasksjitter) or on the other for
completing control tasks under upper limits of ime

Owner Yes FINSENY
Owner contac No Kolja Ege!
Complexity Yes

Creation Date No 05.08.2011
Last modified No 05.08.2011
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Field ENUM | Description

ID No 26.EPIC.FINSENY.Communication.Priority

Name No Priority

Goal No Priority in transmission scheduling is aryeaay to prefer data of one connection
compared to other connections.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Performance, Robustness

Statu: Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No Priority in transmission schedulinguseasy way to prefer data of one connectian
compared to other connectiol

Rationale No The remote control traffic should bienitized over any other, afterwards the
monitoring and metering traffic and finally theffia dedicated to measurements.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 05.08.2011

Last modified No 05.08.2011
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Field ENUM | Description

ID No 30.EPIC.FINSENY.Communication.Latency

Name No Latency

Goal No The communication infrastructure must offguarantee on the maximal round tr
time for messages (from the application on theiaigr device to the destination
device and back)

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Support real time requirements of DCACRFMWFM, SGEC: latency of at mosit
1 sec

Status Yes

MoSCoW priority | Yes COULD

Relative priority | No COULD

Chapter Yes

Enabler No

Categor Yes

Description No The communication infrastructure moffgr a guarantee on the maximal round tr]
time for messages (from the application on theiwaigr device to the destination
device and back)

Rationale No FLIR: In order to comply with standa(@&l, IEEE) FLIR is required to complete|
restoration within one minute. Since several messhgee to be disseminated
during the process, a delay of at most one se=addeptable. For teleprotection
delay of at most 50ms must be guaranteed. Sinceotteges are much lower in th
distribution network than in the transmission netwaeekeprotection is less
important here than in transmission networks andawmeotnit the harsh requireme
that only <50ms latency is acceptable (nice to hauerequires a large effort).
MWEFM: To react timely to new situations, field workeneed to be notified of
important events within seconds
DCAC, SGEC: Control applications require fine-graing@dates on state and fast
delivery of commands, the typical latency requiratnie one second. Some syster
critical components might require faster communmacafor network stability.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 27/06/2011

Last modifiet No 27/06/201
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Field ENUM | Description

ID No 33.EPIC.FINSENY.Communication.Bandwidth alltoa

Name No Bandwidth allocation

Goal No Bandwidth ~ 100 kbps

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Not applicable

Statu: Yes

MoSCoW priority | Yes COULD

Relative priority | No COuULD

Chapter Yes

Enabler No

Category Yes

Description No Bandwidth ~ 100 kbps

Rationale No The delivery of real time informatimn FLIR, DCAC and SGEC requires the
timely exchange of several hundreds of bytes.
For MWFM applications with maps require a suitatdedwidth to support the fielg
workers.

Owner Yes FINSENY

Owner contac No Kolja Ege!

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Field ENUM | Description

ID No 34.EPIC.FINSENY.Communication.Packet Loss

Name No Packet Loss

Goal No Packet loss here means the maximum acceptattlentage of lost packets on a

communication link. The lost packets may be retmatisd (reducing the goodput)
or not. In the latter case the acceptable packstriate means the number of lost
packets that would allow the receiving endpointe@alize the communication with g
quality that may still be acceptable for the user. {n video transmission: with
which percentage of lost packets a video transnmssiay still be reasonable for the
user at the receiving end?)

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Packet Lost defines the maximum levelrofethat the application could manage
for normal operation. This parameter affects maestcally to Telecontrol
function.

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No Packet loss here means the maximugeptaide percentage of lost packets on a

communication link. The lost packets may be retratied (reducing the goodput)
or not. In the latter case the acceptable packstriate means the number of lost
packets that would allow the receiving endpointgalize the communication with
quality that may still be acceptable for the user. {n video transmission: with

which percentage of lost packets a video transnmssiay still be reasonable for the
user at the receiving end?)

jo2)

Rationale No If packet lost is high Grid Control apation becomes not so interactive as designed
and safety problems could arise when switching tilmeakers

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 23/06/2011
Last modified No 23/06/2011
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Field ENUM | Description

ID No 38.EPIC.FINSENY.Communication.High priority asynmhious messages
Name No High priority asynchronous messages

Goal No In case of alarms, e.g. in conjunction witkver inverters, the according

asynchronous messages must be transported veryp tast controller, as alarms
normally reflects a very soon loss of energy prdéidac In order to further guarantee
the stability of the smart grid, therefore, thiformation must be transported with
highest priority or via reserved communication afels.

Without time-synchronization just the priority dfet (asynchronous) telegram can|be
used to reduce the latency from submitting the agssintil receiving it.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Establish prioritized communication chenne

Fast priority routing mechanisms

Security Means

Interoperability of the IT-System on North-boundlIfs. (Wrt processes,
applications and databases in the sense of CIMARBGS, GID/IEC61970, GIS ang
Interactions) founded on available standards atehsions.

Interoperability on standardized South-bound I'6 145 IEC61850, IEC60870,
DNP3 used for control and alarm purposes of SG-dsyBER, DG, Storage and
SGEC devices.

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Categor Yes

Description No In case of alarms, e.g. in conjuncti@h power inverters, the according

asynchronous messages must be transported veryp tast controller, as alarms
normally reflects a very soon loss of energy praéidac In order to further guarantee
the stability of the smart grid, therefore, thifonmation must be transported with
highest priority or via reserved communication afels.

Without time-synchronization just the priority dfet (asynchronous) telegram can|be
used to reduce the latency from submitting the agssintil receiving it.

Rationale No In order to be able to stabilize thd gven in case of big energy losses as a
consequence of a failure situation (e.g. within afRPfae controller must be
informed immediately about the new situation. Toetoller then is forced to use
such high priority channels in order to redireatrgy to maintain stability of the

grid.
Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes
Creation Date No 24/06/2011
Last modified No 24/06/2011
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Field ENUM | Description

ID No 72.EPIC.FINSENY.Communication.Latency

Name No Latency

Goal No For each Function/Service/Application, thétigvel of latency must be
guaranteed.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Round-trip between service platform (useteimote data processing and storage)
and local platform must be stricly bounded foradafety critical functions

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapte Yes

Enabler No

Category Yes

Description No For each Function/Service/Applicatitw, right level of latency must be
guaranteed.

Rationalt No The Balancing and Ancillary markets (B-2) would operate in minutes del
range, so in this case the latency will not beaaitiThe latency requirement for
monitoring and remote control tasks (CUC-1) in camtional electrical networks
is about tenths of a second, and so should be foolfids. If in the future
Microgrids plan to carry out security duties, thaximum tolerated latency woulg
be about a few milliseconds.

Consumers must be aware that the control commbegsiave demanded over the
appliances have get the corresponding answer beappliances. For that reason
a maximum time of response is needed. Otherwisestiewould think that the
command has not been sent and probably will sesghiin.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 05/08/2011

Last modified No 05/08/2011
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Field ENUM | Description

ID No 73.EPIC.FINSENY.Communication.Bandwidth, Throughoodput

Name No Bandwidth, Throughput, Goodput

Goal No For each Function/Service/Application, thétigvel of bandwith, troughput and
goodput must be guaranteed.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Performance, Robustness

Status Yes

MoSCoW priority | Yes MUST

Relative priority | No MUST

Chapter Yes

Enabler No

Category Yes

Description No For each Function/Service/Applicatitm, right level of bandwith, troughput and

goodput must be guaranteed.

Rationale No Conventional Monitoring, Metering anehite control task in electrical are not
High Bandwidth demanding, 128 Kbits are more than ghdon most cases. Only the
main points of the networks, as the control cerderaand more bandwidth, but even
in this case 2 or 4 Mbits are enough. New standiéeel$EC 61850 are more
bandwidth requesting, but even in this case, the daysacommunications networks
are ready to satisfy those requirements. Therdiffiezent requirements for the
different use cases, almost all required mediutowrbandwidth. The exact values
(i.e. what does low / medium / high bandwidth realam?) will be defined later.

The biggest amount of data exchanged between teavgatand the service platfor
will happen when the customer connects remotelydbtirae energy monitoring

=

applications.
Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes
Creation Date No 05/08/2011
Last modified No 05/08/2011
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Field ENUM | Description

ID No 74.EPIC.FINSENY.Communication.Publish / Subserib

Name No Publish / Subscribe

Goal No In asynchronous messaging a system placessage in a message queue based on

internal logic or event and does not need to vaaiafreply to continue processing
Subscribers express interest in one or more messagges, and only receive
messages that are of interest for them.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Performance, Robustness
Status Yes

MoSCoW priority | Yes COULD

Relative priority No COuULD

Chapter Yes

Enabler No

Category Yes

Descriptior No In asynchronous messaging a system places a measageessage queue basec

internal logic or event and does not need to vaaiafreply to continue processing
Subscribers express interest in one or more mes$agges, and only receive
messages that are of interest for them.

Rationale No

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 05/08/2011
Last modified No 05/08/2011
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Field ENUM | Description

ID No 82.EPIC.FINSENY.Communication.Error detectiompeicorrection
Name No Error detection, error correction

Goal No The data link layer must provide sufficiembedetection and/or error correction.
Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes ARQ, FEC scheme

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No The data link layer must provide suéfint error detection and/or error correction.
Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 18/09/2011

Last modified No 18/09/2011
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FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM | Description

ID No 84.EPIC.FINSENY.Communication.Always on

Name No Always on

Goal No There must be an always on connectivity afcsetl elements.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Performance, Robustness

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No There must be an always on connectifigelected elements.

Rationale No Energy efficiency services should rua local equipment in the building to ensure
quality and guaranteeing that the service will bevigled even in case of network
failure.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 21/09/2011

Last modified No 21/09/2011

Page 222 (262)
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Field ENUM | Description

ID No 85.EPIC.FINSENY.Communication.Connectivity

Name No Connectivity

Goal No Defines the need to “connect” in all relevsanises devices, appliances, and any

=

physical entities that need to have a network mressenside the extended perimetg
of the building management systi

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Common Information Model (possibly extegdhe present IEC CIM) that makes| it

possible to assign a semantic-level identity tael#tvant entities that need to be
identified by the building energy management system

Status Yes

MoSCoW priority | Yes MUST

Relative priority | No MUST

Chapter Yes

Enabler No

Category Yes

Description No Defines the need to “connect” in ditvant senses devices, appliances, and any
physical entities that need to have a network mressenside the extended perimeter
of the building management system.

Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modifiet No 22/09/201.
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Field ENUM | Description

ID No 87.EPIC.FINSENY.Communication.Coexistance of camitation standards

Name No Coexistence of communication standards

Goal No Several communication standards must betaloieexist on different
communication layers.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Performance, Robustness

Status Yes

MoSCoW priority | Yes MUST

Relative priority | No MUST

Chapter Yes

Enabler No

Category Yes

Description No Several communication standards meistiite to coexist on different
communication layers.

Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 18/09/2011

Last modified No 18/09/2011
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Field ENUM | Description

ID No 89.EPIC.FINSENY.Communication.Loose coupling

Name No Loose coupling

Goal No The communication protocols used must bedependent as possible from

particular energy functions/services/applications.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Performance, Robustness
Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No The communication protocols used rbesds independent as possible from

particular energy functions/services/applications.

Rationale No The home environment is heterogeneadihsragards to the technologies used by
the different home appliances to communicate vhigh'¢entral unit' (gateway,
energy box). Cabled Ethernet, WiFi, ZigBee, ZwaueC Based, etc, all of them al
competing for the market and up to now and interaipiéty between technologies gt
application level is still missing. That is the seaing while home energy efficienc
services logic must be decoupled from the technolsgd by the appliances to
communicate (for monitoring and control).

D

<

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Dte No 21/09/201
Last modified No 21/09/2011
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Field ENUM | Description

ID No 99.EPIC.FINSENY.Communication.Join networks

Name No Join networks

Goal No The network layer must allow for the combimaf two or more seperate physical
networks into one logical network

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes logical combination of separate physiealorks

Statu: Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No The network layer must allow for thenbination of two or more separate physical
networks into one logical netwc

Rationale No This allows managing different site ias network

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 18/09/2011

Last modified No 18/09/2011
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Field ENUM | Description

ID No 152.EPIC.FINSENY.Communication.Reliable datmsport over heterogeneous
networks

Name No Reliable data transport over heterogenestuwsorks

Goa No Different Communication Service Providers (CSP)raegbe involved in a sing

data transaction. End-2-End QoS has to be assueedd8P boundaries including
identification of Location of Failure.

Version No 1

Source Yes FINSENY

Sourctcontac No Martin Wagne

Stakeholder Yes

Scope Yes Performance, Robustness
Status Yes

MoSCoW priority | Yes COULD

Relative priority | No COULD

Chapter Yes

Enabler No

Category Yes

Description No Different Communication Service Previl(CSP) are maybe involved in a single

data transaction. End-2-End QoS has to be assueedd8P boundaries including
identification of Location of Failure.

Rationale No

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 22/09/2011
Last modified No 22/09/2011
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Field ENUM | Description

ID No 163.EPIC.FINSENY.Communication.Remote Upgrades
Name No Remote Upgrades

Goal No Required software upgrades of the chargirigpstahall be possible remotely.
Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Performance, Robustness

Status Yes

MoSCoW priority | Yes SHOULD

Relative priority | No SHOULD

Chapter Yes

Enabler No

Category Yes

Description No Required software upgrades of the éhgugtation shall be possible remotely.
Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Field ENUM | Description

ID No 169.EPIC.FINSENY.Communication.Multi-Communicatibledia

Name No Multi-Communication Media

Goal No For vehicles that are used in different Usse@ategories, different communicatign
media may be required (PLC, Wireless, RFID etc)

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Performance, Robustness

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COULD

Chapter Yes

Enabler No

Category Yes

Description No For vehicles that are used in diffetése Case categories, different communicatjon
media may be required (PLC, Wireless, RFID etc)

Rationale No

Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Field ENUM | Description

ID No 170.EPIC.FINSENY.Communication.Abstraction fromdite

Name No Abstraction from Media

Goal No Despite many different access communicatiotopols and lots of different

hardware solutions, communication must be possible

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Performance, Robustness

Status Yes

MoSCoW priority | Yes COULD

Relative priority | No COULD

Chapter Yes

Enabler No

Category Yes

Description No Despite many different access commutinicgrotocols and lots of different
hardware solutions, communication must be possible

Rationale No

Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Field ENUM | Description

ID No 191.EPIC.FINSENY.Communication.Network aggregatodes

Name No Network aggregation nodes

Goal No Aggregation nodes could be used in ordeepog present transport protocols in an
efficient way.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Performance, Robustness

Statu: Yes

MoSCoW priority | Yes COULD

Relative priority | No COULD

Chapter Yes

Enabler No

Category Yes

Description No Aggregation nodes could be used iemta deploy present transport protocols in|an
efficient way.

Rationale No

Owner Yes FINSENY

Owner contac No Kolja Ege

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Field ENUM | Description

ID No 192.EPIC.FINSENY.Communication.Provision oh&itnet / IP bandwidth on
demand services

Name No Provision of Ethernet / IP bandwidth on desreaTvices

Goa No Aggregation nodes could be used in order to depleggmt transport protocols in
efficient way.

Versior No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes The network infrastructure should supgpertlynamic and random provision of

Ethernet / IP bandwidth on demand services so thhatdefinition uni-cast electro-
mobility video services can be enabled on demand

Status Yes

MoSCoW priority | Yes SHOULD

Relative priority | No SHOULD

Chapter Yes

Enabler No

Category Yes

Description No Aggregation nodes could be used iermtal deploy present transport protocols injan
efficient way.

Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 27/07/2011

Last modified No 27/07/2011
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Field ENUM | Description

ID No 201.EPIC.FINSENY.Communication.Wireless coggra
Name No Wireless coverage

Goal No The level of wireless coverage should be ereéth
Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes Performance, Robustness

Status Yes

MoSCoW priority | Yes SHOULD

Relative priority | No SHOULD

Chapter Yes

Enabler No

Category Yes

Description No The level of wireless coverage sha@@nhanced.
Rationale No

Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Field ENUM | Description

ID No 204.EPIC.FINSENY.Communication.Advanced Commatian EV User - Charge
Station via Virtualization

Name No Advanced Communication EV User - Charge StatéoNirtualization

Goal No The network infrastructure should feature-blmeking advanced virtualization

technologies so that many virtual electro-mobitigtwork operators can co-exist gn
the same physical telecoms network and dynamicedifesbandwidth and network
services with respect to real-time customer requergm

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Performance, Robustness
Status Yes

MoSCoW priority | Yes SHOULD

Relative priority | No SHOULD

Chapter Yes

Enabler No

Category Yes

Description No The network infrastructure should featon-blocking advanced virtualization

technologies so that many virtual electro-mobitigtwork operators can co-exist gn
the same physical telecoms network and dynamicedifesbandwidth and network
services with respect to real-time customer reqLérgm

Rationale No

Owner Yes FINSENY
Owner contac No Kolja Ege!
Complexity Yes

Creation Date No 27/07/2011
Last modified No 27/07/2011
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10.4 Component Layer

Field ENUM | Description

ID No 18.EPIC.FINSENY.Component.Dedicated or Sharedspart Infrastructure

Name No Dedicated or Shared Transport Infrastructure

Goal No Control from an Aggregator, VPP or DSO needsagpiate transport network
capacity, which may be supplied by a dedicated dpeam an exclusive or shargd
basis

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes South-bound IT (Server) I/Fs need to ainn suitable transport links towards

the SG-device locations (e.g. Sub-Stations)
Transport links may be realized via:
- Optical Fibers, operating WDM, SDH/PDH, Ethernet/LAN,
- 3GPP-defined cellular wireless (2G/GPRS 3G/UMTS 4G/
- WIMAX or Microwave private radio network
- Powerline based PLC/BPL
(Powerline/Broadband Powerline Communication)
- Commercial DSL-lines based on ADSL, VDSL or SHDSL

Status Yes
MoSCoW priority | Yes MUST
Relative priority No MUST
Chapter Yes
Enabler No
Category Yes
Description No Control from an Aggregator, VPP or DS@dseappropriate transport network
cap_acity, which may be supplied by a dedicated opeca an exclusive or shargd
Rationale No b?ffnsport infrastructure is relevantdiogoing SG operation, private or dedicated
networks may be purpose designed (for reliabiliegusity)
Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes
Creation Date No 04/07/2011
Last modified No 04/07/2011
Definition of entries for the FI-PPP Backlog
Field ENUM | Description
ID No 19.EPIC.FINSENY.Component.Dedicated or Shared spart Infrastructure 2
Name No Dedicated or Shared Transport Infrastructt
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Goal No The Communication Technology (CT) layer reggiutilization of any useful link
available under disturbed operating conditions.
This may be supplied by a dedicated operator aexalusive or shared basis

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholde Yes

Scope Yes These communication technologies mayileedt
- LTE/AG | WIMAX

- Satellite Links

- Direct Ethernet to connect into substation networks

- Powerline communications
(PLC/BPL to Low Voltage data networks, i.e. into $nMeter Field Area
Communication networks - FAN)

- Local Mesh Radio communications
(ZigBee, Z-Wave, i.e. into Smart Meter Field A@ammunication
networks - FAN)

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COULD

Chapter Yes

Enabler No

Category Yes

Description No The Communication Technology (CT) fagguires utilization of any useful link
available under disturbed operating conditions.
This may be supplied by a dedicated operator cexatusive or shared basis

Rationale No Transport infrastructure is relevantdiogoing SG operation, private or dedicate(
networks may be purpose designed (for reliabitiggurity)

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 11/07/2011

Last modified No 11/07/2011

Page 236 (262)



FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 20.EPIC.FINSENY.Component.Telco Infrastructure

Name No Telco Infrastructure

Goal No Control from an Aggregator, VPP or DSO neguis@priate transport network
capacity, which may be supplied by a Telco operator

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scopt Yes Soutt-bounc IT (Server) I/Fs need to connect via suitable foanslinks toward:

the SG-device locations (e.g. Sub-Stations)

Transport links may be realized via:

- 3GPP-defined cellular wireless (2G/GPRS 3G/UMTS 4&)LT
- WIMAX public radio network

- Public DSL-lines based on ADSL, VDSL or SHDSL

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COULD

Chapter Yes

Enabler No

Categor Yes

Description No Control from an Aggregator, VPP or D$£ds appropriate transport network
capacity, which may be supplied by a Telco operator

Rationale No Transport Infrastructure is relevamtdngoing SG operation, pervasive public
networks don’t require high CAPEX and prospect lowBEX due to shared
utilization

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 04/07/2011

Last modified No 04/07/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 21.EPIC.FINSENY.Component.Telco Infrastructure 2

Name No Telco Infrastructure 2

Goal No The Communication Technology (CT) layer reggiitilization of any useful link

available under disturbed operating conditions.
This may be supplied by a Telco operator.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes These communication technologies mayilbeedt

- LTE/AG and UMTS/3G (e.g. for regular operation),
- 2G/GPRS - low speed,

- WiFi Internet access via Hotspots,

- Satellite Links

- Direct Ethernet to connect into public networks

- DSL (ADSL) modem connection to public operatorstwasted pairs (assuming
no local power, but central office DSLAM power back-up)

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COULD

Chapter Yes

Enabler No

Category Yes

Description No The Communication Technology (CT) tajuires utilization of any useful link
available under disturbed operating conditions.

This may be supplied by a Telco operator.

Rationale No Transport Infrastructure is relevantoiagoing SG operation, pervasive public
networks don’t require high CAPEX and prospect lowBEX due to shared
utilization

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 11/07/2011

Last modified No 11/07/2011

Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 90.EPIC.FINSENY.Component.Local processing stodage

Name No Local processing and storage

Page 238 (262)



FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Goal No Data processing and storage requirementadispensable for any sort of building-
level intelligence and so to inform the comsuméasua the building status (through
a human-machine interface) or to communicate withgttd (through an
interoperabilit

Version No 1

Source Yes FINSENY

Source conta No Martin Wagne

Stakeholder Yes

Scopt Yes Support for on the fly remc configuratior

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No Data processing and storage requirenaga indispensable for any sort of building-
level intelligence and so to inform the comsuméasua the building status (through
a human-machine interface) or to communicate withgttid (through an
interoperabilit

Rationale No It is obvious that local persistersyequired, coupled with redundant cloud-based
persistency to support any ICT-heavy energy efficjemechanisms. More, services
need to access and manage a huge amount of d&&cfoappliance, in the time
and for

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Dat No 12/09/201

Last modified No 12/09/2011
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Field ENUM | Description
ID No 91.EPIC.FINSENY.Component.Remote processing storage
Name No Remote processing and storage
Goal No The platform must offer a way for calculataggregated consumption, energy-
related data and costs for homes and buildingstivittsame profile. Moreover, the
consideration of demand-shaping measures and flenmentation of peak-shaving
capabilities require the grid administrator to hawene sort of further data access
Concretely, it is necessary to maintain informatdout the contract model of eagh
subscriber, the options available to that model, the extent to which some of
these options have already been used. To corr@atigipate future needs, both
current real-time energy demands as well as histiariformation should be
available, on which to base reliable forecastsearslire the timely initiation of
load-shifting measures. Furthermore, and subjeptit@cy requirements, socio-
economic profiles may also need to be availablétfervarious subscribers. Besides
the processing, storage and availability capabdgjtall this requires the definition of
a unified and appropriate data model.
Version No 1
Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes
Scope Yes Define logical model for remote data tle&ds to be stored in the cloud. Allow the
logical model to be extensible so as to accommduatee requirements. Main
concepts to model: subscriber, contracts, incesitvel counter-incentives for the
implementation of peak shaving featu
Status Yes
MoSCoW priority | Yes MUST
Relative priority No MUST
Chapter Yes
Enabler No
Category Yes
Descriptior No The platform must offer a way for calculating aggreed consumption, ener-
related data and costs for homes and buildingstivittsame profile. Moreover, the
consideration of demand-shaping measures and tilerimentation of peak-shaving
capabilities require the grid administrator to hawene sort of further data access
Concretely, it is necessary to maintain informatdout the contract model of eagh
subscriber, the options available to that model, the extent to which some of
these options have already been used. To corraatigipate future needs, both
current real-time energy demands as well as histianéormation should be
available, on which to base reliable forecastseargiire the timely initiation of
load-shifting measures. Furthermore, and subjeptit@cy requirements, socio-
economic profiles may also need to be availablétfervarious subscribers. Besides
the processing, storage and availability capabdjtall this requires the definition of
a unified and appropriate data model.
Rationale No Useful information for the final user
Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes
Creation Date No 12/09/2011
Last modified No 12/09/2011
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Field ENUM | Description

ID No 188.EPIC.FINSENY.Component.Web-Service-enabdetinologies for electricity
network management

Name No Web-Service-enabled technologies for etggtmetwork management

Goal No Services for monitoring, supervisory controdl operation of electrical networks

need to be in place. The network infrastructure khfaature open web-service
APIs so that electro mobility cloud services andkatplace services can
simultaneously query and reserve both network &matcservices without any
human intervention.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Reliability, Security
Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No Services for monitoring, supervisocopntrol and operation of electrical networks

need to be in place. The network infrastructure Ehfaature open web-service
APlIs so that electro mobility cloud services andkatplace services can
simultaneously query and reserve both network #&matcservices without any
human intervention.

Rationale No

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 27/07/2011
Last modified No 27/07/2011
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Field ENUM | Description

ID No 239.EPIC.FINSENY.Component.Smart Metering

Name No Smart Metering

Goal No Smart Metering is one of the key functionSimart Energy Grid scenarios. It
allows: all customers to have means to analyze/thexcorresponding data in order
to be precisely aware of their energy consumptiorg Gsers and Grid Operators [to
actually know close-to-real-time consumption (etgdecide on various demand-
side and production-management activities) andemuently they are able to kno
when and how much energy they have to trade inr dodenprove their business
efficiency.

Versior No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Security

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapte Yes

Enabler No

Category Yes

Description No Smart Metering is one of the key fioret in Smart Energy Grid scenarios. It
allows: all customers to have means to analyze/thexcorresponding data in order
to be precisely aware of their energy consumptioid Gsers and Grid Operators [to
actually know close-to-real-time consumption (etgdecide on various demand-
side and production-management activities) andemuently they are able to kno
when and how much energy they have to trade inr dodenprove their business
efficiency.

Rationale No The requirement is essential in orlénbw aggregated view of energy
consumption/generation.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 15/09/2011

Last modified No 15/09/2011
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Field ENUM | Description

ID No 269.EPIC.FINSENY.Component.Control mechanisansSimart Homes
Name No Control mechanisms for Smart Homes

Goal No Standardized mechanisms need to be in plam@lér to: control the energy

consumption and production in Smart Homes fronmiltside; control intelligent
devices and electric vehicles within a Smart Home(het of Things domain).
These mechanisms include in particular communioatiterfaces, a protocol for
information exchange, network connection for allides and control
mechanisms/information exchange (e.g., balancipgess).

Version No 1

Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scopt Yes Security

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No Standardized mechanisms need to plade in order to: control the energy

consumption and production in Smart Homes fronoiltside; control intelligent
devices and electric vehicles within a Smart Hom&(het of Things domain).
These mechanisms include in particular communinatiterfaces, a protocol fo
information exchange, network connection for allides and control
mechanisms/information exchange (e.g., balancipggss).

Rationale No This requirement is essential as thea@ can only be facilitated with such
mechanisms.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 24/08/2011

Last modified No 24/08/2011
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Field ENUM | Description

ID No 284.EPIC.FINSENY.Component.Energy Monitoring

Name No Energy Monitoring

Goal No Mechanisms for delivering data related toethergy consumption and/or production

within a Smart House need to be in place for planmngcuring and selling
activities. Besides Smart Meters, devices neec totelligent and to be able to
communicate.

Version No 1

Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Security

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Categor Yes

Description No Mechanisms for delivering data relatethe energy consumption and/or production

within a Smart House need to be in place for planmngcuring and selling
activities. Besides Smart Meters, devices neec totelligent and to be able to
communicate.

Rational No This_requirement is essential as the scenario oty be facilitated with energ
monitoring.

Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 24/08/2011

Last modified No 24/08/2011
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Field ENUM | Description

ID No 300.EPIC.FINSENY.Component.Efficient and secssvice access and provision
Name No Efficient and secure service access andspwov

Goal No The Ability of generating contracts on thedser the internet will need to be

reliable by employing standard protocols and irtegk fro the users. Security access
has to be provided also following us

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes The service will need to follow Web 2.0 glings and openness. Mostly Web-

based interfacing technologies will be used.

Status Yes

MoSCoW priority | Yes SHOULD

Relative priority No SHOULD

Chapter Yes

Enabler No

Category Yes

Description No The Ability of generating contractstba fly over the internet will need to be
releable by employing standard protocols and iatex$ fro the users. Security
access has to be provided also following usual

Rationale No The Requirement is mandatory to betahbeovide the service.

Owner Yes FINSENY

Owner contac No Kolja Ege

Complexity Yes

Creation Date No 09/09/2011

Last modified No 09/09/2011
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10.5 Security Layer

Field ENUM | Description

ID No 45.EPIC.FINSENY.Segurity.Authentication and auidetion

Name No Authentication and authorization

Goal No System components shall uniquely authentiesdes and specific components

before establishing a connection. The componertt eshforce separation of
duties through assigned access authorization. $&eprivileges should be

restricted to only those that are required for gaaison’s role (role based access
restriction), taking into account emergency cases.

Version No 1

Sourct Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Strong authentication based on asymnsetreme and credentials, like

certificates and corresponding private keys;
Simple authentication based on ID and password
Secure database

Means for RBAC enforcement;

Secure key storage

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Categor Yes

Description No System components shall uniquely antitegte users and specific components

before establishing a connection. The componertt eshforce separation of
duties through assigned access authorization. $&eprivileges should be
restricted to only those that are required for gaaison’s role (role based access
restriction), taking into account emergency cases.
Rationale No Peer authentication is the first sbeyatds a secure session establishment and|thus
builds the base for secured communication. Moreaughentication and role
association is the basis to ensure, that only aigtiub personnel is able to perform
certain actions requiring a dedicated role lewehdludes also cases when cars'
users identify themselves to the energy supplieipublic charge points.
However, an identification of the user by every devitthe network may not be
feasible. In such cases it is necessary to reginiggical access to devices and
assume that physical access implies the right éoatp the device under a given

set of rules.
Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes
Creation Date No 27/06/2011
Last modified No 27/06/2011
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Field ENUM | Description

ID No 46.EPIC.FINSENY.Segurity.Data backup and recpver

Name No Data backup and recovery

Goal No Backups of critical software, applicationsq a@ata for all components of the

SCADA system should be assured.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Data Synchronization
Protection of backups (integrity, in certain caasls® confidentiality);

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Categor Yes

Description No Backups of critical software, applioas, and data for all components of the
SCADA system should be assured.

Rationale No Backup and (plug & play) recovery isoi@l to ensure system availability. This i
especially necessary in case of system restareptacement of dedicated systen
parts.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 27/06/2011

Last modified No 27/06/2011
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Field ENUM Description

ID No 47 EPIC.FINSENY.Security.Data confidentiality

Name No Data confidentiality

Goal No It shall be possible to ensure the confidétyt of the communicated data by
cryptographic mechanisms, unless otherwise protdmtedternative physical
measures.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Key generation
Encryption mechanisms

Status Yes

MoSCoW priority Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Categor Yes

Description No It shall be possible to ensure thdidentiality of the communicated data by
cryptographic mechanisms, unless otherwise protédutedternative physical
measures.

Rationale No This requirement relates to the needdnfidentiality when information is being
transmitted from one entity or a group of entiti@snother entity or a group of
entities as well as locally stored data. The datalsl be accessible only to
authorized users as it is sensitive from a privaefety, or economical point of
view (e.g. metering, contract, or energy exchanfgnmation).

The level of data protection may (in some UCs) ddpemnthe location. E.g. data
exchanged internally within a building automatiotwak may have lower
protection level than the data externally exchanged

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 08/06/2011

Last modified No 08/06/2011
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Field ENUM | Description

ID No 48.EPIC.FINSENY.Security.Data integrity

Name No Data integrity

Goal No It shall be possible to ensure the integrftthe communicated data (during the data

transfer as well as stored data) and to verify whietieedata hasn't been tampergd.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Creating and checking cryptographic clcks

Cryptographic linked lists
Mechanisms and Protocols supporting Key generati@y/Management;
Secure key storage

Statu: Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No It shall be possible to ensure thegrity of the communicated data (during the data
transfer as well as stored data) and to verify whietieedata hasn't been tampergd.

Rationale No Integrity protection when informatiorb&ing transmitted from one entity or a
group of entities to another entity or a group mitees is necessary in order to
assure that the data hasn’t been altered duringrtigsion. Integrity is needed for
the communication of information among SCADA systeiiJRPower equipment,
Counter-Measures Hub, or actors like Markets and SQvell as e.g. for
forecasting of energy demand/production

Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 08/06/2011

Last modified No 08/06/2011
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Field ENUM Description

ID No 49.EPIC.FINSENY.Security.Non-repudiation

Name No Non-repudiation

Goal No It shall be possible to prove that informathas been send by a specific source to

prevent the sender of information from denying semdt.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Digital signature algorithms (e.g., RB&C based solutions);

Hash algorithms (e.g., SHA-1, SHA-256, ...);
Secure private key storage

Status Yes

MoSCoW priority Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No It shall be possible to prove thébimation has been send by a specific sourcg to
prevent the sender of information from denying semd.

Rationale No Authorization validation for audits fiedicated commands. Firmware updates to
ensure data origin. Proof of data exchange betwinaht actors e.g. in billing
systems.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 27/06/2011

Last modified No 27/06/2011
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Field ENUM | Description

ID No 50.EPIC.FINSENY.Security.System protection agamalicious code
Name No System protection against malicious code

Goal No The smart grid system shall employ maliciage protection mechanism.
Version No 1

Sourct Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Firewalls,

Antiviral software
Intrusion Protection Systems / Intrusion Prevenggstems

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No The smart grid system shall employici@mis code protection mechanism.

Rationale No One challenge is that the field deplajedces are typically not suitable for
traditional third party malicious code protectioechanisms. This combined with
very little or no physical security means that eagit be placed on the risk
associated with these widely dispersed assets. fbnerieshould be ensured that ho
malicious code can pass some security zones (erg.the utility’s NAN to HAN).
Field tools represent potentially high risk alscdgse they may be connected to
numerous networks.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 24/06/2011

Last modified No 24/06/2011
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Field ENUM | Description

ID No 51.EPIC.FINSENY.Security.Intrusion detection

Name No Intrusion detection

Goal No The system shall detect the anomalous eyentsmeter data alerted) within the

network boundaries.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Intrusion detection systems
Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No The system shall detect the anomadeasts (e.g. meter data alerted) within the

network boundaries.

Rationale No

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 08/06/2011
Last modified No 08/06/2011
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Field ENUM | Description

ID No 52.EPIC.FINSENY.Security.Denial-of-service piaiten

Name No Denial-of-service protection

Goal No The system should restrict the ability oéinal or external users to launch denial-

of-service attacks against the network components.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Traffic monitoring and filtering
Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No The system should restrict the abdftinternal or external users to launch denial-

of-service attacks against the network components.

Rationale No As single security product or technologgnot protect an energy network contrgl
system, a multiple layer strategy involving two asrndifferent overlapping
security mechanisms (defense-in-depth), is adsseithat the impact of a failure in
any one mechanism is minimized. Except for autlatitin and authorization othe
access protection means should be used to momitengil attacks.

=

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 28/06/2011
Last modified No 28/06/2011
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Field ENUM | Description

ID No 53.EPIC.FINSENY.Security.Cryptographic Key Eststirnent and Management

Name No Cryptographic Key Establishment and Management

Goal No Cryptographic protection and key managenmdrastructure shall be selected. The
selection should match the value of the informabeimg protected and the
protected system operating constraints.

Versior No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Key generation process
Generation algorithms

Statu: Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No Cryptographic protection and key mamagnt infrastructure shall be selected. The
selection should match the value of the informabieing protected and the
protected system operating constraints.

Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Dat No 29/06/201.

Last modified No 29/06/2011
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Definition of entries for the FI-PPP Backlog

Field ENUM | Description

ID No 121.EPIC.FINSENY.Security.Data privacy

Name No Data privacy

Goal No Stored or processed information while notitgess still personal and access to |t

by unauthorized parties would be construed asvagyiinfringement reveling the
customers daily habi

Version No 1

Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scope Yes None

Status Yes

MoSCoW priority | Yes SHOULD
Relative priority No SHOULD
Chapte Yes

Enabler No

Category Yes

Description No Stored or processed information whilesensitive is still personal and access tq it

by unauthorized parties would be construed asvagyiinfringement reveling the
customers daily habits.

Rationale No Information whose processing can redaiy habits or be used to profile a certal
electricity subscriber or identify vacancies isretbin various persistent stores at
the building and in the cloud. Security of thisamhation and full auditability o

>

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 12/09/2011
Last modified No 12/09/2011
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Field ENUM | Description

ID No 122.EPIC.FINSENY.Security.Workload profiler

Name No Workload profiler

Goal No Develops and executes a series of experir(gsfts/are simulations) to characterize
how much energy capping can be applied to the sebefore the performance
target is hit.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes To do this requirement, the developers toyeerform a series of experiments to

characterize how much capping can be applied béfierperformance target is hit

Afterwards, during normal operations, the applicatiengineer sets power capping
targets

Status Yes

MoSCoW priority | Yes COULD

Relative priority No COuLD

Chapter Yes

Enabler No

Category Yes

Description No Develops and executes a series of iempets (software simulations) to charactefize
how much energy capping can be applied to the sebefore the performance
target is hit.

Rationale No This requirement is recommended bedaaiews to increase the Uninterrupted
Power Supplies (UPSs) autonomy in case of blackdugsto fortuitous events or
to physical intentional attacks.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 16/09/2011

Last modified No 16/09/2011

Page 256 (262)



FINSENY D7.1 First set of ICT Requirements to the AB v1.0

Field ENUM Description

ID No 174.EPIC.FINSENY.Security.Fault detection/moriitg system

Name No Fault detection/monitoring system

Goal No Faults should be detected as early as pessildl communicated to given parties.

For that reason security monitoring means shouladmdied.

Version No 1

Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Security
Status Yes COULD
MoSCoW priority | Yes COULD

Relative priority No

Chapter Yes

Enabler No

Category Yes

Description No Faults should be detected as eanypasible and communicated to given parti¢s.

For that reason security monitoring means shouladpdied.

Rationale No

Owner Yes FINSENY
Owner contact No Kolja Eger
Complexity Yes

Creation Date No 22/09/2011
Last modified No 22/09/2011
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Field ENUM | Description

ID No 177.EPIC.FINSENY.Security.Secure Software/Firmevdpdates

Name No Secure Software/Firmware Updates

Goal No The system shall ensure software/firmwaretgsdonly with integrity protected

packages from an authorized source.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Integrity protection and authenticatioshmaisms, e.g., digital signatures;

Secure key storage

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No The system shall ensure software/fanenipdates only with integrity protected
packages from an authorized source.

Rationale No Malicious software/firmware updates maympromise the whole system.

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Field ENUM | Description

ID No 178.EPIC.FINSENY.Security.Security Management

Name No Security Management

Goal No Security management policy has to consilliémenlved cryptographic protection

means, including key management infrastructureificate management, security|
policies, addressing both, technical and orgarmratimean:

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Key generation process;

Key generation algorithms;
Certificate and CRL generation;
Certificate revocation

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enable No

Category Yes

Description No Security management policy has teshan all involved cryptographic protection
means, including key management infrastructureificate management, security|
policies, addressing both, technical and orgaroratimeans.

Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Field ENUM | Description

ID No 225.EPIC.FINSENY.Security.Logging and Audit

Name No Logging and Audit

Goal No Logging processes shall be established winetehaving appropriate resources.

Logging supports security monitoring and auditing.

Version No 1

Source Yes FINSENY

Source contact No Martin Wagner

Stakeholder Yes

Scope Yes Generation and storage of log files;

Examination of log files;

Protection of log files

Status Yes

MoSCoW priority | Yes MUST

Relative priority No MUST

Chapter Yes

Enabler No

Category Yes

Description No Logging processes shall be estaldisinedevices having appropriate resources.
Logging supports security monitoring and auditing.

Rationale No

Owner Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 22/09/2011

Last modified No 22/09/2011
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Field ENUM | Description

ID No 286.EPIC.FINSENY.Security.Rating system

Name No Rating system

Goal No To enhance the trust between different busiae®rs of the system, a rating system

that facilitates a possibly objective assessmetti@fictors shall be available.

Version No 1

Source Yes FINSENY
Source contact No Martin Wagner
Stakeholder Yes

Scope Yes Robustness
Status Yes

MoSCoW priority | Yes SHOULD
Relative priority No SHOULD
Chapter Yes

Enabler No

Categor Yes

Description No A rating system is available that featiés a possibly objective assessment of all

marketplace actors. This enables the prosumersnisider them prior to
transactions in order to enhance the prosumersnésiagement analysis.

Rationale No Without a reliable rating system, tystesm would hardly work.
Ownel Yes FINSENY

Owner contact No Kolja Eger

Complexity Yes

Creation Date No 24/08/2011

Last modified No 24/08/2011

Page 261 (262)



FINSENY D7.1 First set of ICT Requirements to the AB v1.0

11. Annex IV — FINSENY Template description

This annex describes the fields defined in the HN$ template to describe and detail the identified
Requirements. The same template was used for ¢fiwtnation and the consolidation of the requireraent

FINSENY Template
« |d: Identification of the ICT Requirement

Consolidated: Identification assigned after mergifighe requirements received from the WPs
for consolidation and follow-up proposes.

Work Package: Identification assigned to the ICTlement once received from the WP’s.
* Name: Name given to the requirement by the WPs
» Category: Classification value assigned to the irequent
Layer: General ICT category assigned
Original: Category assigned to the requirementigyWwP
» Source: Source of the information
Project: FINSENY
Work Package: WP number
#UC: Use Case number
e Short Description: Description of the ICT Requiremhe
» Estimate Priorities: Priority of the ICT Requirenben
FINSENY: Priority assigned by the FINSENY Project
FI-WARE: Final Priority assigned by the ArchitecuBoard
e Chapter Introduction: AB requirement
* Features: Scope of the Requirement, the featurdd be:
* Functional: Functional description of the requira@ine
* Non-Functional: Non-Functional description of tleguirement
« Expected issues: Issues related to de deploymehedCT requirement
» Reference: Reference information for the ICT regmient

» Agreement: Checkbox to detail the agreement onsthigect of the relevance of the ICT
Requirement

« Justifications: Additional information to justifipé priority of the requirement
e Guidance: Detailed description concerning the dgwekent and deployment of the requirement.
* Acceptance Criteria: Conditions to be accomplish

+  Other: additional information available
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