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Executive Summary

In this document, the "final specification and consolidated
implementation” of the techniques proposed in the previous document,
"initial specification", are presented. The goal is to show how the proposed
techniques in the previous document have been implemented in RINA,
what their performance improvement is over other similar methods (if
applicable), and what future directions are. The activities performed in
D3.3 are centered around three main areas: i) programmable congestion
control; ii) resource allocation and iii) topological addressing to bound
routing table sizes. This document also specifies the investigation results of
these techniques as policies in RINA.
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1. Introduction

RINA is a framework that allows changing specific small parts of it,
which are called policies. The intention is to be able to do everything
that other networks can do by only changing policies, but benefiting
from a large amount of generic functionality. Some day in the future,
this generic functionality could be all implemented in hardware and
extremely efficient, yet allow for just the necessary amount of flexibility
- the true SDN advantage. Generally, even only implementing an existing
mechanism in RINA helps to show the correctness of the architecture
and highlight its benefits in terms of reducing code needed to accomplish
certain tasks. However, some of the contributions of WP3 are new research
developments in their own right, related to the RINA and its recursive
nature in various different ways. Here, we summarize the work performed
in WP3.

WP3 developments fall into three categories that map to the three tasks of
the work package: congestion control, resource allocation and topological
addressing.

1.1. Congestion control

The congestion control work carried out in WP8 and reported in this
deliverable is as follows:

e Programmable Congestion Control. This consists of:

- Aggregate Congestion Control (ACC) - an analysis of what happens
when we just plug in a TCP-like congestion control policy in RINA
and then use different stack configurations. We wanted to confirm
to ourselves that doing congestion control in the RINA-way (per DIF,
not end-to-end) is indeed favorable.

- Logistic Growth Control (LGC) - a new congestion control
mechanism. We need to have a better-to-understand (model)
mechanism to use in RINA than TCP/AIMD, one that also works
better than TCP and can play out differently in different DIFs,
depending on the DIF’s abilities (our control can work with precise
signaling-based feedback or just ECN marks).

> A Chain of Logistic Growth Controllers - a preliminary analysis of
how chains of DIFs running LGC operate. This is indeed necessary to
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eventually understand the stability and overall performance of LGC
in various RINA stack configurations.

* Recursive Congestion Control - an analysis of different ways to give
feedback in RINA. In RINA, the natural way of using control loops is
per DIF; the recursive nature makes it less obvious that feedback should
follow the end-to-end (from the true source to the destination of the
data) path of TCP, and it appears natural to investigate other, possibly
more efficient (more immediate) ways to give feedback. However, little
is known about how such feedback methods play out. This information
is necessary for the continued design of RINA congestion control.

e Performance isolation in multi-tenants datacentres - a method to
dynamically scale up/down the rate of admitted flows belonging
to isolated tenants while guaranteeing them a "Minimum Granted
Bandwidth" (MGB). We wanted to show how that functionality similar to
EyeQ [EyeQ] can be efficiently and easily implemented in RINA (1000
lines of code vs. EyeQ’s 10000 lines of code, letting us benefit from
the many generic things that RINA already inherently does (e.g. error
handling, ..)).

1.2. Resource Allocation

The work carried out in WP3 related to Resource Allocation and reported
in this deliverable is as follows:

 Traffic differentiation via delay-loss multiplexing policies - a method
(QTAMux within RINA) that allows applications to request and receive
communication services with strongly bounded loss or delay, while fully
utilising the most constrained resources. RINA allows applications to
provide rich QoS information via its QoS-Cubes, allowing QTAMux to
fully play out its benefits over traditional methods such as WFQ (which
is in use in many practical QoS oriented scenarios, e.g. for MPLS VPNs).

¢ QoS-aware Multipath Routing - an evaluation of different multipath
techniques taking advantage of RINA’s built-in support for QoS. These
techniques are necessary for future evaluations in WP6 related to the
DC use case, where we intend to analyse benefits that are due to the
rich information about traffic characteristics provided by RINA’s QoS-
Cubes.

12
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1.3. Topological Addressing

The work carried out in WP3 related to Topological Addressing and
reported in this deliverable is as follows:

» Topological addressing and routing in distributed clouds

> Scalable Forwarding in RINA (SFR): Analysis of applying
hierarchical overlay architecture to RINA. We demonstrate that
hierarchical overlay applied to RINA is scalable and the "divide and
conquer” strategy of RINA helped to bound the routing table sizes.

> Small-world Architecture: Design a new hierarchical routing
architecture based on small-world paradigm. New pro’s and con’s
will arise when mapping the hierarchy of this routing architecture
on RINA’s own hierarchy, and we also want to investigate these
implications in future work beyond PRISTINE; we think that this
architecture is able to deal with the dynamicity issue of the distributed
clouds.

» Topological addressing and routing in large datacentres - Evaluation
of forwarding and routing solutions that benefit from the well-
known topological characteristics of typical large-scale intra-datacenter
networks, so as to minimize the routing and forwarding information
to be stored at (and exchanged among) network devices. RINA is a
programmable environment which allows us to benefit from using
policies that are tailored to the specific DCN characteristics, yielding
more efficient routing in terms of table size and communication
overhead.

The following table states the main focus of the methods presented in this
document.

Table 1. Categorizing the WP3 work in the remainder of this deliverable

Deliverable Deliverable Evaluating Implementing  Analytical
Section Sub(sub)section flexibility/ anovel policy/ evaluation
benefits of method
RINA
Congestion Aggregate X
Control congestion
control
Logistic Growth X
Control

13
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A Chain of X X
logistic growth

controllers

Recursive X X

congestion
control

Performance X
isolation in

multi-tenants

datacentres

Resource Traffic X x*
Allocation differentiation

via delay-loss

multiplexing

policies based

on AQ

Topological Topological X
Addressing addressing

and routing

in distributed

clouds: SFR

Topological X X
addressing and

routing in large

datacentres

*This is the only true implementation of the AQ theory in a network (with
one exception: there is an implementation for Asynchronous Transfer
Mode (ATM) networks).

Two sections ("QoS-aware multi-path routing" and "Small-world
architecture") fit none of the criteria in the table above; these contributions
enrich RINA policies for further investigation in WP6 / scientific
publishing in WP7 or beyond the PRISTINE lifetime.
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2. Congestion control

2.1. Programmable congestion control

2.1.1. Introduction

In this section, we present two sets of Congestion Control (CC) policies
for RINA. The first set is TCP-like, and designed to illustrate how CC
can be done in RINA; we call it Aggregation Congestion Control (RINA-
ACC) because it operates per DIF and would work on aggregates when
used inside the network. Two instances of RINA-ACC in sequence behave
similar to a common Performance Enhancing Proxy (PEP) called "Split-
TCP" [SplitTCP], however, due to the architectural properties of RINA, it
does not have side effects that TCP Splitters normally have. A complete
description of this policy set and its performance results can be found
in [RINA-ACC] which was published in IEEE ICC 2016. This paper is
also attached to this document in Appendix [paperl]. In this section, we
summarize this work.

The second CC policy set presents an advanced CC mechanism which is
called Logistic Growth Control (LGC). LGC is based on the Logistic Growth
(LG) function which has been proven to have favorable characteristics
regarding stability, convergence, fairness, and scalability [LGm]; these are
very appealing for CC. We split the design of this policy set into two
steps: the first step evaluates LGC as an end-to-end congestion controller.
We compare this policy set with other similar approaches. In particular,
we target datacenters and show how LGC can perform compared with
DCTCP CP [DCTCP] as a similar approach. We show that LGC behaves
better than DCTCP, and it converges to the fair share of the bottleneck
link capacity irrespective of the Round-Trip-Time (RTT). We discuss the
stability and fairness of LGC using a fluid model, and show its performance
improvement with simulations. Further discussion and detailed analytical
results can be found in Appendix [paper2] which is under review at the time
of writing of this document.

As the next step, we model CC in RINA as a chain of controllers. Since LGC
is based on LG, this will be done using the food chain and predator-pray
models [DynSyst].

In summary, we present
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« RINA’s flow aggregation benefits for congestion control,
* A Logistic Growth congestion control policy for RINA,

* A chain of logistic growth controllers to model congestion control in
RINA and evaluate the stability of this policy.

2.1.2. Aggregate Congestion Control

In the previous deliverable, D3.2, we presented a set of TCP-like policies
for CC in RINA. This section summarizes the results of [RINA-ACC] which
is presented in Appendix [paperl]. The main goal of [RINA-ACC] was to
show that improvements that have been done to TCP such as Split-TCP on
the Internet "naturally appear” with RINA without their side effects. The
benefits occur just as the result of layering, as a network configuration by-
product, without changing a line of code in the congestion controller itself.

In RINA, recursion arises from the ability to arbitrarily arrange
structurally-equivalent DIFs. We also show that in RINA, each DIF can
detect and manage the congestion for its resources, pushing back to
higher layer DIFs when resources are overloaded. There, the “Relaying and
Multiplexing” (RMT) task — another mechanism in every IPCP/DIF - is
in charge of forwarding the EFCP PDUs; it can load-balance the traffic by
sending it on other paths, or recursively pushback upwards to achieve in-
network resource pooling.

DIF Configurations in RINA

In RINA, every function is bound to one DIF, and every DIF can have a
different type of congestion control (or none at all). Depending on DIF
configurations, three situations happen:

» Horizontal: Consecutive DIFs (i.e., side by side, not above each other).
This is very similar to a PEP function called Connection Splitting
[SplitTCP]. TCP splitters divide TCP connections by “lying” to the end
systems, acting as the receiver towards the sender and as the sender
towards the receiver.

e Vertical: Stacked DIFs. DIFs can be stacked above each other; an N-DIF
would carry an aggregate of flows from the (N+1)-DIF sitting above it.
This automatically avoids the competition between multiple end-to-end
flows that occurs in the Internet today.
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o Around: In-Network Resource Pooling. RINA can also react to
congestion by finding and using alternative routers with lower loads
at a DIF, combined with a hop-by-hop congestion control mechanism
in case there is no other low-load path towards the destination; this
provides dynamic routing/detouring compared with the static routing
of today’s Internet.

Selected Results

The following results illustrate the benefit that arise due to aggregation.
They were obtained from RINASim, the simulator which was developed in
the context of WP2, and compared with the TCP implementations of the
INET framework of OMNeT++.

In Figure 1, senders S; through S, sent a large file to receivers R; through
R,, respectively. The Router;—Routery link was the bottleneck. For RINA,
the DIF structure is also indicated in Figure 1: there were three consecutive
lower DIFs and one upper-layer DIF on top. We compared RINA-ACC
against the most beneficial Internet case from our previous simulations:
Split-TCP, but with no aggregation.

(a) Network topology

EFCP EFCP
RMT 2-DIF RMT

y{ErCP 1.DIF Erce N [EFCP .
| (RMT : RMT | | [RMT
AN — e
¢ ) .

/ /

(b) RINA stack: there is one 1-DIF between every pair of adjacent
nodes, and a single 2-DIF on top which connects all the nodes.

Figure 1. Network topology for multiple flows and its RINA stack
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In Figure 2(a), end-to-end delay results of RINA-ACC and Split-TCP
are shown in a box-and-whisker diagram; it shows the range and 10th
percentile/median/90th percentile boxes of all packets in one simulation.
Although the median of delay is almost the same, we observe that due
to the competition among the TCP connections in the Routerl-Router2
segment, some packets had much longer end-to-end delays, which also
causes a higher jitter at receivers. In RINA-ACC, all traffic from the
senders was carried through one flow between Router; and Routerg with
no competition. The effect of competition can be mitigated to some extent
by employing Active Queue Management (AQM) in Split-TCP. However,
AQM cannot completely resolve the high jitter problem that is due to
competition.

With RINA-ACC, we see a slight reduction in peak delay as the number
of flows increases because at the start, more flows translate into more
packets to be sent by the aggregated flow between Router; and Routery,
keeping its send buffer from draining and allowing its congestion window
to grow faster. This implies another benefit of ACC: flows take advantage
of an already open window of the aggregate flow in their path for faster
transmission and shorter delay.

1.8 ORINA-ACC
1.6 B Split-TCP File 2 G
Z 14 ]
z File 1 [
=12 A i
= File 2 -1.926
EO -
zos File 1 [
g i
E 0.6 File 2 o7
il File | l
0.2-&| é =
0 0 2 4 6 8 10 12 14 16 18 20
5 5 100 10 15 15 Time (s)

Number of flows | mTCP BSplit-TCP DRINA-ACC |

(a) End-to-end delay (b) Transmitting two files from one
sender to one receiver.

Figure 2. Benefits of RINA ACC

We simulated another scenario and show the results in Figure 2(b). The
network topology was the same as in Figure 1 with n =1 (i.e., one sender and
one receiver). The sender sent two files to the receiver. The transmission
of File 1 with the size of 20MB started at time O. File 2 was 500 KB, and
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its transmission started 10 seconds later. The horizontal axis of the figure
shows time, and the bars show the start and finish times of each file for the
three methods. Due to the aggregation of the second flow with the already
started one in RINA-ACC, the second transfer can benefit from the large
congestion window of the ongoing transmission which already has a better
approximation of the available bandwidth between the two nodes.

Discussion
RINA can solve the Internet problems regarding congestion control by

1. breaking up the long control loop into shorter ones,
2. controlling flow aggregates inside the network, and

3. enabling the deployment of arbitrary congestion control mechanisms
per DIF.

RINA is, therefore, an ideal vehicle for investigating drastic changes to how
congestion control and in-network resource pooling could be done, and
provides a suitable framework with many promising dimensions for future
research.

2.1.3. Logistic Growth Control

Here, we present a new congestion controller policy. The detailed
discussion is presented in Appendix [paper2]; it is an under-review paper at
the time of writing the document. Our work is inspired by logistic growth
in nature [LGfn]. We build upon earlier work that has found logistic growth
to be a generally useful function for congestion control [LGm], and present
the design and simulation-based evaluation of a new congestion controller
policy in RINA.

The major reason to develop a new congestion control mechanism
instead of using an existing well-known mechanism from literature is
that most of these mechanisms do not converge to a fixed point but to
an oscillating equilibrium (e.g. Additive-Increase, Multiplicative-Decrease
(AIMD) which is used in TCP). Often (as with AIMD), even this equilibrium
is dependent on the round-trip time of flows. In RINA, it is natural
to me that congestion control would be applied per DIF, meaning
that a congestion control mechanism must be stable in various DIF
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configurations (consecutive, stacked, ..). This requires using a mechanism
that has well understood stability properties (as is the case for logistic
growth, which is asymptotically stable).

Cornerstones of our design are:

 Similar to DCTCP, we let packets be ECN-marked (using the ECN bit in
the header of the EFCP protocol) when the instantaneous queue length
exceeds a threshold (which can be achieved using a special configuration
of the common RED Active Queue Management (AQM) mechanism -
which is also available in RINA -, and hence needs no hardware changes).
However, different from DCTCP where this threshold is a function of
the Bandwidth-Delay Product (BDP), our threshold is always set to only
one packet, irrespective of the BDP.

» We utilize a similar method of echoing ECN (acks and delayed acks) as
DCTCP. However, how sources react to ECN signals is governed by our
new congestion controller.

 We do notlet the queue grow, neither do we let the queue length oscillate
alot. We achieve this by using a more stable congestion controller that is
based on the logistic growth function. This function has proven stability
properties, and lets us attain fairness among flows irrespective of the
RTT, which is not the case for TCP and DCTCP.

Congestion Controller Model

The LG function is described by the differential equation

rN() (K - N(t))

N =
K

In this function, N is the size of a population, K the so-called “carrying
capacity” (the value that the equation converges to), and r the maximum
per capita growth rate for a population (using the common terminology
for logistic growth, which is most typically used to model growth of
populations of species, e.g. in biology).

We consider the general Lotka-Volterra model of competition, where S
species compete for a common limited resource according to the Logistic
Growth equation
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S
T, =xr | 1 — E Qi j
j=1

r; denotes the growth rate of species 1. A = (a;) is called the community
matrix where the value of a;; determines the competitive effect of species ;
on species ;. We define a;; = (2 S-1)/S and a;; = (S-1)/S.

The equilibrium of the above system of equations is z; = 1/S, and the system
is globally stable (See Appendix [paper2] for a detailed discussion).

Logistic Growth Control (LGC)

We apply the above CC model to the context of a distributed congestion
controller that operates at discrete time intervals.

zin+1] =

xi[n]r; (1 B 253_ l‘ri[n] B %jj# mi[”}) + 1 [n]

Figure 3. Growth control Equation (1)

However, in the equation in Figure 3, nodes need to know S which is not
always applicable. Therefore, we use the following equation as the rate
update rule:

zi[n+ 1] = a;[n]ri (1 — a4[n] — l; n]) + ai[n]
Figure 4. Growth control Equation (2)

In the equation in Figure 4, 1" is equal to the percentage of ECN signals a
source gets during the n th interval. We show that I” approximates (S - 1)/,
especially when the load is close to 100%.

We use the equation (in Figure 4) as a rate-based transmission mechanism.
We also add exponentially-distributed inter-packet delay during pacing;
due to the PASTA property (Poisson Arrivals See Time Averages), sources
in the limit observe the same average congestion marking. This helps
to improve LGC and obtain a more stable controller (congestion control
policy in RINA).

The performance/convergence of LGC can be further improved by tuning
the growth rate parameter, r; this allows to be more or less aggressive in
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changing the rate of a source that is getting a smaller or larger amount of
resource than the fair share.

Network setup

Figure 5 shows how we suggest deploying RINA in Datacenters for this use-
case: we use it as an overlay. In this case, the underlying network is IP,
but we are able to exploit RINA benefits. We use LGC policies inside the
hypervisor of servers. This means that all the flows in the "Inter-Server"
DIF are congestion-controlled by LGC. The flows in the "Inter-VM/Tenant"
DIFs are flow-controlled. All the flows benefit from the flow aggregation
feature of RINA.

B
|
|
®

[ Inter-VM/Tenant DIF

[ 1 | | [ 1
I

@)@

Edge 5 Edge
{ DIV ] Inter-Server DIF DIF J

[ Data center fabric ] Server

G

Figure 5. RINA as an overlay in a datacenter
Selected Performance Results

Focusing on the datacenter use case, in this section, we present the
comparative performance of LGC with DCTCP. We chose DCTCP for
comparison because it is a well-known transport protocol for datacenters,
and has the same goals as LGC. We implemented both LGC and DCTCP in
the INET framework of OMNeT++ to have a fair comparison.

We investigated the comparative performance of LGC with respect to
DCTCP under two large-scale simulation scenarios: Clos and Leaf-Spine. In
the leaf-spine topology, all the links between hosts and Top-of-Rack (TOR)
switches are 10Gbps, and the other links have 40Gbps capacity. In the Clos
topology, all the links in the network have the same capacity, i.e. 10Gbps.
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Figure 6 illustrates the CDF of RTT in both scenarios for LGC and DCTCP.
It clearly illustrates that LGC can reduce network queue sizes in both
scenarios, resulting in significantly shorter delays and RTTs. We saw a
comparable average throughput in these tests (see [LGm]).
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N ===DCTCP: Leaf-Spine
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Figure 6. Cumulative distribution function of the
RTT distribution under Clos and leaf-spine topologies

A Chain of Logistic Growth Controllers

An important aspect of RINA is that, depending on the number of
underlying DIFs, a flow between a pair of nodes can be handled by several
congestion-controlled loops. Therefore, the question is what happens if
each loop of the chain is controlled by LGC; is this system stable? and how
does it behave?

An interesting characteristic of the Lotka-Volterra model is that it can be
used to model other types of interactions between species such as the
predator-prey relationship. An extended model of the simple predator-
prey is to have a chain of predators and preys: the first species is prey,
consuming some limited resources, the second species is the predator for
the first, but it is also prey for the third species, and so on. This illustrates
a food chain model which is formalized by
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1 = xri(l — a1y — ajpx),

T2 = xore(—1 4+ a2z — azers — azsxy),

ij = ayri(=l+aj 10521 — 5% — 0541%541),
Ln — xnrn(_l + Ap n—1n—-1 — annxﬂ.)-

Figure 7. A predator-prey relationship between LGCs

In the final phase of the project and in work package 7, we will work on this
model in the form of a scientific paper.

2.1.4. Conclusion and Future Work

In this section, we showed that in RINA, the natural way of controlling
congestion is very different, where control is executed closer to the
problem location. We applied a simple TCP-like policy (Aggregate
Congestion Control, ACC) in a number of DIF configurations, finding that
several benefits appear as a by-product of DIF configuration. In particular,
aggregation of flows can yield a large benefit.

We also developed a new congestion controller policy called Logistic
Growth Control (LGC), for RINA. As the first step of evaluating this policy,
we implemented it in the INET framework of OMNeT++, and compared
it with DCTCP. We also analyzed LGC analytically using a fluid model to
investigate its stability and accuracy. Our results show that communication
latency in a datacenter is greatly improved by LGC, and also that LGC
achieves much better fairness between flows than DCTCP. LGC is a
promising candidate for more complex control scenarios where multiple
congestion controls are nested.

As future work and in the context of wok packages 6 and 7, we are further
evaluating LGC in a whole RINA network (modeled as a food chain). Results
will be presented in the form of a scientific paper.
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2.2. Recursive Congestion Control (RCC)

2.2.1. Introduction

In RINA multiple DIF layers carry out congestion control. These DIFs can
be stacked in arbitrary ways and provide more ways to use feedback than
before (which of the many controllers along an end-to-end path should be
notified?). This in turn raises concerns regarding stability and performance
of such a system of interacting congestion control mechanisms. Our
paper attached in [paper3] reports on a first analysis of feedback methods
in recursive networks. In this section we give a summary of the work
presented in the paper, referring the reader to [paper3] for the full details.

2.2.2. Network Model

To investigate these congestion control interactions we build a model
representative of a RINA topology. Too simple a model will lack the
complex control loop interactions that we wish to investigate, and too
complex a model will not be solvable. Figure 8 shows the topology we use
with a fluid type model. Details of the model can be found in [paper3], with
experiments conducted using MATLAB SIMULINK [Simulink].

ISP 1 ISP 2
Serﬂe_r ______ écfefs___-___-------—------------------__Afcfs_s_____ Receiver
e et
End-t¢-End DIF —D|"
\' f “
——, 1
| ‘Access DIF Network D | Network DIF | | Access DIF | ||
p2P'y | p2P -PZP -PZP '
= Route DIF Rotte DIF || || Route DIF || [| Rodte DIF !
S-GW ~ _ R-GW '
~ eGP T = == = o ’
[[eze] [ 2p]] [[p2e]] [[o2p]] Tv2p | T30} fozee]-Fmee - . __-- ‘
R-1 R-2 R-3 R-4

Figure 8. Feedback mechanisms being investigated

We contrast the performance of two well-known non-recursive type
feedback mechanisms: (i) End-to-end forward Explicit Congestion
Notification ECN like feedback 1; (dark dashed arrow), and (ii) backward
ECN (BECN) !ike feedback (light blue dashed arrow); with three possible

I our experiments congestion is a measure of queueing above a threshold, so a richer
signal than standard Internet ECN.
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recursive congestion feedback mechanisms: (i) Recursive forward feedback
(light blue arrows), (ii) Recursive backward feedback (dark arrows), and (iii)
Recursive pure push-back feedback. Pure push-back feedback follows a
similar path to (iii), but only carries congestion information from the layer
below, since in this model each DIF can only infer congestion from queue
growth related to congestion in the DIF below. The non-recursive feedback
mechanisms are tested without intermediate DIFs, while the recursive
mechanism makes full use of the recursive architecture.

Apart from traffic flowing end-to-end, we inject an average of 5% random
cross traffic at each or the router nodes (x-GW and R-n). Then, to
investigate the effect sudden disturbances have on the stability of the
system, we introduce a 50s wide pulse of cross traffic at 40% of capacity at
locations identified with a circled 1 and 2.

2.2.3. Results

Our results indicate that congestion control with recursive feedback may
require more buffering between end-points than end-to-end congestion
control. Whether this significantly affects end-to-end latency is being
further investigated.

We observe that the performance of recursive forward and recursive
backward feedback has similar performance to that of the non-recursive
feedback mechanisms in terms of efficiency and stability 2 We ran
experiments keeping the sender’s control gains constant and changing
the underlying DIF control gains, but did not observe any significant
improvements when doing this (see Figure 9 for a comparison of
the recursive pure push-back and backward feedback methods). Future
research will look at how well the recursive architecture may perform if
each DIF’s congestion control was tailored for its place in the topology and
individual optimised for the conditions it encounters.

2 These comparative experiments used identical control gains for the sender and all DIFs
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Figure 9. Comparison of the stability of the recursive backward
feedback mechanism (RB) and the pure push-back mechanism
(PB) when the control gains of all DIFs except the sender are varied

Of all the 5 feedback mechanisms investigated, the pure push-back
mechanism performed the worst. We explored manually tuning this to
obtain better results, but to no avail — except in a topology half the size
and with one less layer, where some limited improvement in the very
poor performance was obtained. Figure 9 illustrates the relative poor
performance of the recursive pure push-back mechanism with that of
the backward feedback mechanism as the control gains of all the DIFs
are adjusted relative to the sender DIF. Results show the average sender
rate (mean(Tx)) and the standard deviation of Tx taking into account
perturbations which we produced by varying the increase/decrease gains
of the congestion controllers in the lower DIFs using a multiplier.

2.2.4. Conclusions on RCC

The recursive pure push-back mechanism performs badly. This is due
to two key characteristics: the delays in the signal being pushed back
through the layers, and also the fact that DIF congestion controllers — and
ultimately the sending sources —are unable to respond to the full
extent of congestion since it is hidden from them. We find that the
recursive backward feedback mechanism is the best of the three recursive
mechanisms tested. This mechanism can be challenging to implement in
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a recursive architecture, where it may be difficult for a DIF (working on
a certain aggregate of end-to-end flows) to send congestion information
back to the appropriate higher DIFs and ultimately the sending sources.
Recursive forward feedback can be easier to implement since feedback can
follow the path of the packet up all of the layers, and performs almost as
well in these tests.

Our work presented in [paper3] takes the first steps at understanding
the dynamics of congestion control in recursive architectures. There are
great benefits in recursive architectures, but simply bringing non-recursive
control into a recursive environment is not enough. For future research
in this area which will be performed in the context of WP7 we consider
investigating multiple loop control theory, such as back-stepping control,
as a means for developing stable efficient recursive congestion controls for
RINA.

2.3. Performance isolation in multi-tenant data centers

2.3.1. Introduction

The volume at which data is now being generated or must be computed
in modern data centers is constantly increasing motivating the demand for
new solutions and architectures for coping with such trend. RINA provides
a clean, ready to use, architecture which allows DC administration to scale
up/down the dimension of their computational pool in a painless way.
In addition to that, RINA also offers a way to customize the behavior of
various aspects of the network (including congestion control) through the
introduction of policy mechanisms.

Border !
Routers |
\

Aggregator!
switches i

Figure 10. DC Organization
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In this section, we will consider the case of a DC organized in fat-tree
topology (see Figure 10) and we will enforce admission control on traffic.
Note that the results presented in this section will refer purely to the
congestion control mechanisms while admission control will be enforced
by making sure that resources are never overbooked.

Another interesting point is that a server can generate traffic at any given
time, but its overall networking resources (in terms of used bandwidth)
can be under-utilized for small or even long periods. See deliverable 3.2,
chapter 'Policies for performance isolation in multi-tenant data centres/,
for more information on the motivation of using this congestion control
strategy inside datacenters (also see [EyeQ], [Riggio]). RINA is chosen as the
technology to enforce such policies thanks to the scalability it offers and the
possibility to introduce such behavior (using the provided SDK) by design
without the necessity of complex hacks in the network stack.

2.3.2. Multi tenancy organization in DC network

During the experiments, we assume that the DC network is RINA
compatible: this means that all the nodes (Servers, TOR, Aggregator
switches and Core Routers) in the network communicate using RINA.
A graphical representation of the setup used throughout this section is
reported in Figure 11. As you can see several shim DIFs are used in order
to build link layer connectivity. Then a DC fabric DIF is deployed across
all the Shim DIFs. Finally, each tenant owns a tenant DIF, which provides
a clean and transparent separation (see Figure 12).

VM

1 1 1
I Ty 1 1
E [j . @ DCw:i'a:seDIF [@) .' @ ] i
1 1
'a 1

[ Shim DIF ][ SlhimDIF ][ Shim DIF ]
\

-----------------------------

Server TOR AS Routers

Figure 11. RINA layer organization within the DC.

Every Tenant DIF will be then competing with each other for the
networking resources. Notice than upon creation of a Tenant DIF a
Minimum Granted Bandwidth (MGB) parameter is used in order to
specify the minimum amount of network resource capacity that should be
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allocated to that specified tenant. Due to the full-bisection bandwidth, it is
sufficient to ensure that the sum of all MGBs assigned to each tenant does
not exceed the physical bandwidth of the link between a server and the ToR
switch. Note that a tenant request consists of a set of VMs and the associated
MGRB for each VM (we assume that all VMs use the same MGB).

A set of policies deployed at the DC DIF ensures that tenants will receive
their MGB and will be able to exploit unused network resources (work
preserving scheduling). Bandwidth allocation will be reset to the original
MGB when needed, e.g. when new VMs join the network.

It is worth stressing that during the DIF creation phase, when a tenant
requires some resources, the DC administrator must be sure that no over-
subscription takes place in the node assigned to the new tenant. The sum of
MGB for a node must always be smaller than or equal to the link capacity
which is connecting the server to the Top of Rack switch.

Datacenter domain

Figure 12. Network perceived by the tenant.

2.3.3. Congestion Detection

Congestion can occur at every node in the network, and it happens when
the incoming traffic goes over the node’s capacity to forward it towards
its destination (see Figure 13). This can happen due to sub-optimal routing
decisions or due to an excess of bandwidth usage by one or more sources.
When congestion is about to occur in any of the nodes of the network, we
must be able to detect the congestion and react in some way in order to
solve it.

We perform this operation by introducing a custom RMT policy (at DC-
DIF level) which monitors the status of IPC Process queues. If, for any
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reason, PDUs begins to accumulate and exceed a certain threshold, then
the policy starts to mark those PDUs using ECN flags. Such PDUs will
then carry this information along the remaining path, triggering any other
Congestion Control mechanism introduced in the IPC Processes along the
path.

The lower the threshold, the lower the reaction time. Ideally, a threshold
of just one or two PDUs should be used. However, we found out that due to
the maturity of the IRATI codebase, setting a low value for this threshold
can instead create instability. We traced back this behavior to the fact that
the underlying stack does not send the pending PDUs as soon as the hit
the RMT queue. Instead, PDUs undergo a small buffering that result in a
bursting behavior at the wire level. This in time can lead to PDUs being
ECN marked even when there is not the risk of congestion.

©

10+10>10

Figure 13. Two flows (red and blue) routed on the same path will cause congestion
at Al. From that point on the PDU proceeding towards their destination will
carry the ECN mark, which will cause the flow to react to the congestion in
order to mitigate it. The green arrow indicates where the flows share the path.

2.3.4. Congestion reaction

Now that we have a mechanism which allows us to detect and mark PDUs
when congestion is about to occur in the DC, what we need is something
which actually reacts to this event and resolves the congestion.

Since one of the restrictions in the tenant DIF creation is to avoid
oversubscription of bandwidth (a server cannot have tenants whose MGB
sum exceeds the link capacity) and considered that we are using a DC
topology with full-bisection bandwidth, we simply need to reset the
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bandwidth of the tenants with ECN marked frame to the original MGB in
order to resolve congestion.

Note that we need to do this because we want (by design) to re-assign
the unused bandwidth to the currently active tenants (work preserving
scheduling). Otherwise, simply the fact of using a full bisection bandwidth
and strict admission control would ensure the absence of congestion.

It is worth noticing also that the approach proposed in this section could
also be applied to DC topologies with high bisection bandwidth (although
not full bisection bandwidth). In such cases even strict admission control
would not ensure the absence of congestion.

The rate control feature is implemented by introducing a custom policy in
DTCP. Such policy is in charge of reacting to incoming ECN-marked PDUs
and take an action in order to resolve it.

2.3.5. Flow rate enforcement

Now that the DC wide DIF can detect congestion and react to it, we need an
additional mechanism which provides Congestion Reaction policies with
the necessary data to understand what the Minimum Granted Bandwidth
is. This is done by introducing an additional policy called Flow Allocation
Rate Enforcement (FARE) to the Flow Allocation module in the RINA stack.

The FARE policy translates the average bandwidth field of the requested
Tenant QoS cube into the actual sending rate property of the data transfer
protocol (DTP) instance. When the DTP instance is created, the congestion
reaction policy saves this value as the requested MGB. The MGB is the value
to which the rate shall be rest when an ECN marked PDU is received (see
Figure 14 to see MGB allocation with layering).
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Figure 14. How the MGB is ensured to tenants at DC-DIF level flows.
2.3.6. Route Selection

We proposed a mechanism to detect congestion, to react to it and to assign
a quota of granted bandwidth to different tenants. The last step missing is
taking advantage of the Datacenter network topology in order to make the
most out of the full bisection bandwidth topology. We will do this by using
an Equal-Cost Multi-Path routing policy, which allows the forwarding layer
to be fully aware of the multiple paths available between a pair of servers.

Various forwarding strategies can be chosen in order to deliver the PDUs to
their final destination within the datacenter. We will mainly focus on three
different strategies(see Figure 15), which are:

« Static path forwarding. This policy chooses the path to take using a hash
of what we call connection identifier, which contains the addresses of
the destination, the QoS used and the connection endpoint ids. This
means that regardless of how much time passes, a PDU with a certain
connection profile (same source to the same destination, same QoS,
same flow ids) will always go through the same outgoing port.

* Flow weight forwarding. This policy uses a greedy approach always
selecting the least loaded outgoing port. Once the choice has been made,
it will be remembered for the next PDUs in the flow. The selection will
be considered expired after a configurable amount of time. When such
timer has expired a new outgoing port will be selected.
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 Random pick forwarding. This policy randomly select the outgoing
port from the list of valid ports for each PDU.

Hash based configuration Flow :

weight 1

Random
pick

Src: S1

Dst: S3

Qos: 2 - Hash: 3ef7
Src-id:1

\ Dst-id:1

"

Figure 15. How different forwarding strategies handle the same flow request: hash based
strategy will always route on the same port; flow weight will always choose the least
loaded port; random pick will just select a random port selected from the valid ones.

2.3.7. Experimental results

Here we report on a test campaign performed using all the congestion
control policies presented in this section. The policies have been
implemented using the PRISTINE SDK. Measurements have been carried
out over the Virtual Wall deployed at iMinds premises in Ghent. Figure 16
shows the experimental setup of the testbed. The maximum link capacity
for all the links is set to 95 Mb/s.
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Figure 16. Configuration of nodes used in the Virtual Wall testbed.

Two PODs (sets of fat-tree like interconnected switches named 'a*') are
connected by four core routers (named 'c*'). Eight servers (named 's*')
provide the end points of the communication. In the following experiment,
two tenants establish one flow each, from different source nodes to the
same server node. The test takes place in a k=4 fat-tree shaped topology
with 20 nodes arranged as two PODs (with two aggregator switches and two
top of rack switches), four core routers and eight server machines.
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0 a0 100 150 200 250 300
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link limit —-—- Tenant 2 MGB ------- Sum of Bandwidths
reset rate -------- Tenantl ——
Tenant 1 MGB -------- Tenant 2 ——

Figure 17. Experimental results. The continuous red and blue lines are
tenants' instantaneous used bandwidths in Mb/s over time (seconds).
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The red tenant requested a 50 Mb/s MGB while the blue tenant requested
an MGB of 30 Mb/s. The link limit is set to 90 Mb/s, so any traffic which
exceeds this bandwidth will create congestion in the network. At startup
only the red tenant is active, and the DTCP gives it access to the whole
unused bandwidth, allowing it to reach the full link speed. Every 30 seconds
the blue tenant start a communication competing for the resource with the
red tenant.

Since this could actually cause congestion (detected by the RMT monitor),
the DTCP policy starts to react to ECN marked PDUs and starts to tune
the flows down to a lower rate, following the previously explained strategy.
Both the tenants will have their MGB respected, but the sum of both rates
will be 80 Mb/s, leaving 10 Mb/s unused.
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Figure 18. The state of the queue during the experiment is
shown in green. The X axis shows the time of the experiment (in
deciseconds) while the Y axis shows the number of PDUs in the queue.

Figure 18 shows the state of the queues in the RMT module of the
[PCP. During periods when the blue tenant is not generating traffic, no
congestion is detected on the node which aggregates the flow to the
common destination node. When the blue tenant becomes active, PDUs
start to accumulate in the queues. Very soon the number of queued PDUs
will exceed the assigned threshold, and this causes PDUs to be marked with
the ECN flag.
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This triggers the DTCP congestion control mechanism, which lowers the
rate allowing the PDUs in the queue to be consumed (the queue length
arrives at 0). When the blue tenant finishes its activity, only one flow
remains active in the network. As a result, this flow will be granted again
full line rate.

Another preliminary test run on the same topology involved five tenants
which communicate between the nodes belonging to their network with
different rates and different timings. Tenants 1 and 2 have continuous
communication between their server and client instances, while the
remaining three tenants produce intermittent traffic (every 20 seconds for
tenant 3, 25 for tenant 4 and 10 for tenant 5). Tenants 2 and 3 share the same
nodes as client and server instances, while clients 4 and 5 have different
client nodes but use the same server node. Tenant 1 does not share any of
his nodes with other tenants.

As Figure 19 shows, tenants 1, 2, and 3 share the same path as their
bandwidth utilization sum never exceeds the 95 Mb/s, which is the
maximum link capacity. Tenants 4 and 5 are instead redirected to another
link and they end up having a very high bandwidth when only one is active,
but when both are transmitting the congestion control mechanism ends up
shaping their traffic towards the minimum granted bandwidth.

120 T T T

100 — 1

Mb /s

Seconds
tenant 1 MGB -------- tenant 4 MGB ------- tenant 2 Bw

tenant 2 MGB -------- tenant 5 MGB tenant 3 Bw

tenant 5 Bw

tenant 3 MGB tenant 1 Bw

tenant 4 Bwy

Figure 19. Congestion control mechanism when multiple tenants are active..

Figure 20 shows the queue status in the nodes where congestion is detected,
which were aggregator switches a7 and a2. Aggregator switch a7 ends up
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reporting congestion for the first 3 tenants which were using the server
nodes immediately under it (servers s5 and s6), while aggregator switch a2
was reporting the congestion for the last 2 tenants which were located in
server s3 and s4.
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Figure 20. Status of the queues in the two congested switches during the
experiment. The X axis shows the time of the experiment (in deciseconds),
while the Y-axis shows the number of PDUs present in the queue.

2.3.8. Conclusions

In this section, we reported on an extended measurement campaign
performed in order to validate in realistic setting the congestion control
policies implemented using the PRISTINE SDK. The results of the
evaluation are indeed promising.

In particular, the regular nature of the RINA architecture allows to deeply
customize the behavior of the network using a few well-written policies.
For example with regard to the experiments described in this section, all
the policies account for less than 1000 lines of code. This includes error
handling and logging but excludes network management code. On the
other hand, the solution EyeQ [EyeQ] consists of more than 10000 lines
of code that are distributed across the Linux networking stack. Moreover,
due the invasive nature of the EyeQ solution, the actual code is very hard
to maintan and distribute as a dynamic module. On the other hand, the
policies described in this section can be distributed independently from
the IRATT stack and combined with other policies.
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3. Resource Allocation

3.1. Traffic differentiation via delay-loss scheduling policies

3.1.1. Introduction and motivation

This section describes the work carried out to accommodate the concept of
DeltaQ in RINA, and how this makes RINA networks capable of providing
a resource allocation framework. This framework is required to satisfy the
QoS requirements established in the use cases reported in D2.1 regarding
the ability of DIFs to provide flows with a given bandwidth and upper
bounds on delay and loss.

In a statistically-multiplexed network, contention for shared resources
is inevitable, and managing this contention is essential in order to
provide consistent levels of service in terms of loss and delay for data
flows. Congestion control mechanisms reported in section 2 manage
the overall level of resource contention on the time-scale of end-to-
end communication across a DIF. However, this cannot prevent transient
periods of contention at intermediate points because of the statistical
nature of the traffic. Such transient contention can produce large short-
term variability in the performance of data flows. To deal with this, we
apply the principle of delay-loss multiplexing within the RMT function at
the DIF/IPCP, in a component called the QTAMux.

The QTAMux includes a number of elements such as C/U Mux, Policer/
Shapers.. The C/U Mux enables fine-grained control of the relative
performance of multiple traffic classes. Policer/Shapers shapes the demand
on each particular DeltaQ-quality-class to match predetermined limits,
ensuring that the dynamic operation of the C/U Mux remains within
its predictable region of operation. This allows absolute rather than just
relative performance bounds to be delivered. For this to be effective,
however, it requires information about the demand and required loss
and delay targets for each class. In RINA, this information is consistently
available due to the specification of a QoS Cube for each traffic flow.
By using the QTAMux, we have both sufficient control and sufficient
information to ensure strong bounds on the end-to-end loss and delay of
data flows, including the statistical risk of not achieving such bounds due
to both demand patterns and the overbooking policy of elements of the
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end-to-end path. Overbooking is economically necessary in many real-
world use-case scenarios. In RINA, each layer knows the expectations of the
applications using that layer, and the quality of service that it can expect
from the layers below through recursive use of the QTAMux. Thus, the
aggregated demand, the delivered performance and the statistical risk of
exceeding selected bounds are composable both vertically, between layers,
and horizontally within a DIF.

While it is of course possible to perform some differential treatment
of packets in switches/routers, for solutions like Multi-Protocol Label
Switching (MPLS)-based Virtual Private Networks (VPNs), these offer at
best some minimum average rate with relative QoS differentiation, but
without any control over the performance hazard implicit in overbooking.
In such systems, large transient variations in the delivered performance can
be minimised only by vastly under-booking the network resources, which
can only be achieved in certain circumstances. By contrast, RINA using
the QTAMux allows applications to request and receive communication
services with strongly bounded loss and delay, while fully utilising the most
constrained resources.

Thus, by building upon the work reported in deliverable D3.2 and
exploiting the programmable nature of RINA, the DeltaQQ concept has
been translated into policies for the RMT in the two different RINA
environments available: the RINA Simulator (RINAsim) and the IRATI
stack. The translation has given rise to the QTAMux component, which is
the subject of the following section.

3.1.2. QTAMux system description and adaptation to the RINA
environment

The Cherish/Urgency (C/U) matrix, and the simple multiplexing scheme
that were introduced in deliverable D3.2, have been enhanced with the
addition of the Policer/Shaper (P/S). Together, the C/U multiplexer and
the P/S component form the QTAMux.
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Figure 21. General structure of the data transfer parts of an IPC Process

Figure 21 shows an overview of the internal organization of the IPC
Process. The most relevant component of the IPCP for the QTAMux
system integration is the Relaying and Multiplexing Task (RMT). The RMT
multiplexes data from several EFCP connections and incoming N-1 flows
over outgoing N-1 flows. Figure 22 provides a detailed view of the flow of
PDUs through the RMT:

e The RMT inspects incoming PDUs from N-1 flows and checks if they are
addressed to the IPC Process. If so, PDUs are delivered to the relevant
EFCP instance.

» If not, the RMT checks the PDU Forwarding table, obtains one or more
N-1 ports to forward the PDU and places them in the port’s output
queues (outgoing PDUs from EFCP connections also follow this path).

e PDUs in output queues are scheduled according to their QoS-id and
some other criteria. The QTAMux offers a way to implement this QoS-
cube-based PDU scheduling for an N-1 port.
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Operation of the QTAMux in RINA

In RINA, each arriving PDU belongs to one of the QoS-Cubes supported
by the DIF. The QTAMux provides a mechanism to trade DeltaQ between

flows of different QoS-Cubes towards a particular N-1 port. The QTAMux
has three principal elements, as shown in Figure 25:

1. The Cherish-Urgency Multiplexer (C/U Mux): this trades DeltaQ (delay
and loss) between the (instantaneous) set of competing streams, using
loss to maintain schedulability.

2. The policer/shapers (P/S): these trade overall DeltaQ against loading
factor, performing intra-stream contention for traffic in the same
treatment class.

3. The stream queue: this ensures in-sequence delivery while allowing the
delivered quality level to be varied dynamically.

Both the C/U Mux and the P/Ss perform matching between demand and
supply - they differ in the way that they express the trades within the
inherent two degrees of freedom. Note that the interaction of the QTA mux
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with ECN marking (both the creation of CN marks and its response to them)
is for further study.
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Figure 23. QTAMux block diagram

Operation of the C/U Mux

The Cherish-Urgency Multiplexer can be seen as performing inter-stream
contention. Its operation is relatively straightforward to describe. Each
incoming packet stream is assumed to have a pre-assigned cherish and
urgency levels, derived from the PDU associations: these correspond to
the stream’s quality requirements in terms of loss and delay. Contention
between streams for access to the outgoing port is managed by admitting
packets based on their cherish classification level and servicing them
based on their urgency classification level. Thus, a packet’s cherish level
determines its probability of loss while the urgency level determines
its probable delay. Since the cherish and urgency classifications are
independent of one another, the quality assigned to different streams
is not limited to a traditional “priority” ordering scheme; instead, a
two-dimensional classification is achieved, as illustrated in Figure 24.
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Conventionally, lower-numbered cherish levels have the lower loss, and
lower-numbered urgency levels have the lower delay.

Cherish level
1 2 N

Urgency level

Figure 24. Two-dimensional cherish/urgency classification

[Holyer] includes examples to show how the greater control afforded by the
two-dimensional classification allows the quality assigned to a data stream
to be tailored to its particular loss and delay requirements. Admission
control is realised by partitioning the buffer capacity of the C/U Mux and

associating each partition with a subset of the cherish levels, as shown in
Figure 25:

Cherish =1 f Buffers available for
Cherish = 1 only

Threshold 2

Buffers available for
Cherish =1 or 2

Threshold 1

Cherish =2

Cherish = 3 Buffers available for
Cherish=1,2,3

Figure 25. Partitioning of buffer space by cherish levels

A packet is admitted only if there is spare capacity in one of the partitions
associated with its cherish level, as shown in Figure 26. All partitions are
available to the most highly cherished packets, while packets having a lower
cherish level are limited to smaller subsets of partitions. This means that
highly cherished packets have a greater probability of finding available

buffer resources than those having a lower cherish level, and in turn
experience less loss.
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Figure 26. Admission and discarding of packets by cherish levels

Once in the Multiplexer, packets are serviced using a strict priority
queueing system according to their urgency level.

There is an engineering choice to be made regarding the number of
traffic classes that are supported through the QTAMux - more classes
provides stronger isolation between flows but require a more complex
configuration.

Operation of the Policer/Shapers

Policer/Shapers can be seen as performing intra-stream contention for
traffic in the same treatment class. The operation of the C/U Mux delivers
a strict partial order between the service provided to the different classes,
but by itself allows traffic in classes higher in this partial order to dominate
those that are lower. In order to deliver bounded quality attenuation
to all classes, traffic in each class needs to satisfy certain preconditions
regarding both its rate and its short-term load pattern, which are aspects
of its QoS-cube. The first is regulated through policing and the second via
shaping. Policer/shapers enforce these preconditions, ensuring that traffic
within a class experiences contention within its allocated resource budget
before contending with the traffic of other classes. Policer/shapers provide
considerable flexibility in how this is done, for example, traffic that is ‘out
of contract’ can be discarded or alternatively ‘downgraded’ to a lower C/
U Mux class.
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Operation of the stream queues

It is advantageous to decouple the matching of supply and demand (which
is the function of the QTAMux) from the transmission of PDUs. In this
way the QTAMux processes ‘units of demand’ (AKA ‘wantons’) that are
abstracted from the specific PDUs. This has two benefits:

1. It enables an efficient implementation with minimal copying of PDUs

2. It allows ordering to be preserved even when Policer/Shapers map
successive ‘wantons’ into different C/U Mux classes, where they will
receive different levels of service and could overtake one another.

To achieve this we use two levels of indirection; firstly, references to PDUs
belonging to a particular association are placed into a stream queue for that
association; secondly references to the stream queue are passed through
the QTAMux. Once the QTAMux has made its decision regarding which
stream queue to service next, the PDU at the head of that queue is serviced.

3.1.3. QTAMux RINAsim simulation models, scenarios, and
results

Policies

While the RINAsim makes a clear distinction between the roles of
Scheduling (decide the next queue), Monitor (get required measurements)
and MaxQ (decide whether to drop last PDU) policies, the use of those
policies as intended does not accommodate well with the use of P/S
elements, given the multiple point where dropping a PDU is possible,
nor the possibility of dropping a PDU already enqueued instead of not
accepting the newest one. Instead, for the QTAMux, we took an approach
similar to the one commonly used in the SDK, where scheduling related
policies are a unique policy with multiple hooks, instead of different
policies. In order to do that, we focused most of the code of the Mux within
the Monitor policy, being the only one with hooks in all the required events.
Given this, the resulting policies were redefined as follows (for output only):

MaxQueue

Null policy. Should not be called, but by defaults responds with "don’t
drop".
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Scheduling

Called whenever a port is ready and with PDUs to be sent or for auto-
scheduled calls. When called, it checks that the port is really ready (mainly
as a measure for scheduled calls), then asks the monitor policy for the next
queue to serve. If the monitor policy responds with a null queue, it simply
aborts the current call, otherwise, the desired queue is served.

Monitor

Called whenever a port/queue is created or removed from the RMT, when
a PDU is inserted into a queue and when the scheduling queries for the next
queue to send. It manages all scheduling logic. Within this policy, there is
a C/U Mux associated to each port, and a P/S associated to each queue.

Given that P/S are associated to queues, depending on the configuration of
those, the QTAMux can be used for connectionless QoS based scheduling,
connection-oriented, mixed connection/connectionless configurations,
etc., all depends only on how queues and P/S are configured.

C/U Mux

Cherish/Urgency Mux with Absolute and Probabilistic thresholds. It has
two hooks:

* add(Queue, Urgency, Cherish)

Called whenever a P/S decides to send a new "serve" request to the C/U
Mux. It receives a Queue reference, and the urgency and a cherish levels
for that reference and then takes the proper decisions. For each possible
Cherish level C, the C/U Mux is configured with an absolute threshold, a
probabilistic one and a drop probability. Using these thresholds, the C/U
Mux decides, given its current state, to accept the queue reference or not,
and in case of not accepting it, whether if the queue has to drop its first or
last PDU. In case of accepting the reference, it puts it into a priority queue
depending on the urgency level.

When accepting a reference, if the output port is waiting (ready without
anything to send), it schedules a new call to the scheduling policy.

* nextPdu()
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Called whenever the scheduling policy queries for the next queue to serve.
It returns the next queue reference from the priority queue (references are
served in order of urgency, then arrival). If the queue is empty, it returns
a null reference.

Policer/shapers

Responsible for managing specific queues, deciding how PDUs should be
dropped in case of high bursts, the cherish and urgency levels for call to
the mux, PDU spacing, etc. It has two hooks:

* Inserted()

Called whenever a new PDU has been inserted into its queue.
e Run()

Called after Inserted() or auto-scheduled when the P/S decides to send the
next queue reference to the Mux.

Different P/Ss can be configured depending on the requirements and
restrictions of each queue.This approach of having multiple P/S instead
of a unique and highly configurable module provides multiple benefits,
as it allows to easily add and test new P/S and reduces the computational
cost when all the capabilities are not needed. The simplest P/S works as a
simple bridge between the Monitor scheduling and the C/U Mugx, sending
queue references to the C/U Mux at the same moment a PDU is inserted
and with fixed cherish/urgency levels. The more complex one performs
rate shaping with random spacing between PDUs and statistical C/U levels
depending on the current input rate of the queue.

Test scenario and results

Figure 27 shows two small network examples to make a first approach to
test the QTAMux policies. These examples are to check congestion control
policies without needing to consider arriving flows from multiple sources.
These examples, instead of using applications to produce the distinct flows,
use a small module capable of injecting PDUs directly into the RMT
modules. This allows to produce easily enough data to congest even high
capacity links and allow for easy creation of aggregated flows. As we are
only simulating part of the stack, the use of injected traffic is a valid option,
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considering that using applications would require to add extra DIFs and
nodes to generate traffic, adding unnecessary burden.

H# package rina.examples.Congestion.L ## package rina.examples.Congestion.F
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Figure 27. LF - L (left) and F (right) scenario network (omnet++)

For a bigger and more complex scenario, we have tested the scenario
shown in Fig. BB and BB2, describing DIF with the same internal structure
as the 10-node IP/MPLS layer of the Internet-2 backbone network [I2].
Propagation latencies are derived from the real physical distances between
node locations and we assume that all N-1 flows have a capacity of 10 Gbps
with a Maximum Transmission Unit (MTU) of 5KB.
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Figure 28. Backbone Scenario network (omnet++)
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Figure 29. Backbone Scenario network with DC-GW placement

For this experiment, we considered a simple case with 4 types of flows
traversing the ISP backbone network: 1) Gold (GU), urgent and lossless. 2)
Silver (SN), less urgent but lossless. 3) Sensitive Best-Effort (sBE), urgent but
accept losses. 4) Best-Effort (BE). In this scenario, we assume two distributed
data centres (DCs), each one situated in three different geographical
locations, as shown in Figure 29. These exchange two different classes
of inter-DC traffic directly mapped down to the ISP Backbone network
with DIF classes Gold and Silver. A 1:4 GU:SN traffic ratio has been
assumed when generating the inter-DC flows. Moreover, each pair of data
center locations exchanges up to 2 Gbps and 1 Gbps in DC-A and DC-B,
respectively. Moreover, DC traffic has to share the available lower-level
N-1 flows capacities with background traffic flows from sensitive and non-
sensitive Best-effort flows (in this case with a 3:7 ratio between sensitive
and non-sensitive BE traffic), so that all DIF links are filled with a similar
load level. Our motivation behind this is to assume a worst-case scenario
(in terms of congestion) in which all links are heavily loaded.

In this scenario, we focused on testing only the C/U Mux with the
simplest P/S (mapping of QoS to C/U classes without shaping) to provide
differentiation of services, ensuring some end-to-end requirements for
each QoS:

1. GU traffic must experience zero losses up to at least 150% aggregated
load (i.e., relative to the total link capacity).

2. SN traffic should be supported without losses up to at least 120%
aggregated load.

3. Losses of sBE and BE traffic should be below 0.05% up to at least 95%
aggregated load.
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4. GU and sBE flows should not exceed 50 PST? of variable latency up to
at least 120% aggregated load.

5. SN and BE flows should not exceed 1000 PST of variable latency up to
at least 120% aggregated load.

6. sBE flows should not lose more than 3 consecutive packets up to at least
110% aggregated load.

*PST : Packet Service Time, number of packets served between the arrival
and departure of a PDU into/from a queue.

To ensure that requirements would be met (with high probability), we
configured the distinct thresholds for the each C/U classes analytically,
resulting in the following configuration of the C/U MUx:

QoS Heuristinc Drop Absolute
Threshold Probability Threshold

GU - - 120

SN 110 0.1 120

sBE 90 0.1 100

BE 90 0.2 100

We offer a load to the DIF so that all links are equally loaded, allocating
flows of 7 to 13Mbps at 100% load between the distinct pairs of nodes, and
then scaling the data flow rate to the desired DIF load. For inter-DC traffic,
we set up 40 GU and 160 SN flows (Avg. 2 Gbps at 100%) between DC-
A nodes and 20 GU and 80 SN flows between DC-B nodes (Avg. 1 Gbps
at 100%). In addition, as we are interested in the degradation of sBE and
BE flows, we set 30 sBE and 70 BE flows between those same pairs of
nodes, enough to get comparable data with respect to the other two classes.
Finally, we set multiple point-to-point sBE and BE flows, in a 3:7 ratio,
between all pairs of nodes in order to reach the targeted 1000 flows per link.
Regarding the considered scenario, there are two points to note. Firstly,
we are considering a worst-case scenario where no congestion control is in
use, whereas RINA allows (and promotes) a multi-layer congestion control,
with fast detection and reaction, which would reduce the rates of sBE and
BE flows once network congestion starts to happen. Nonetheless, as we

3 packet Service Time: the number of packets served between the arrival and departure of a
PDU into/from a queue.
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disable the congestion control in these tests, we have a scenario where only
scheduling actions are taken to respond to congestion problems. Secondly,
statistics are only computed for flows with multiple hops whose DeltaQQ
increases along their paths, whereas ‘dumb’ flows used to fill links are point-
to point. This means that their DeltaQ) does not affect the behaviour at other
nodes, that is, the losses at one congested node do not reduce the incoming
rate of PDUs at downstream nodes, which would happen if the network had
been filled with multihop flows.

We do not limit ourselves to only establishing that end-to-end
requirements are met using the RINA + DeltaQ based policies. Instead,
we also compare these results with other solutions currently in use, in
particular, a baseline entirely Best-Effort scenario (referred as BBE) and
an MPLS-based VPN. For the Best-Effort scenario, we use a simple FIFO
queue at each node with the same 120 packets absolute threshold as the one
used for the GU class. For the MPLS-based case, we configure a Weighted
Fair Queuing (WFQ)-based scheduling where 260 buffers are distributed
as follows: 80 for GU and SN and 50 for each best-effort class. In this last
case, in order to ensure the loss levels for GU and SN flows, 40% of the
available bandwidth is reserved for GU flows and 30% for SN flows, while
the remaining bandwidth is shared between sBE and BE flows following a
2:1 ratio.

From these experiments, we find some interesting results in favor of
RINA + DeltaQ-based policies. In RINA, we find that GU and SN flows
are lossless, while losses in sBE and BE flows are well distributed and
satisfy the requirements previously stated, as can be seen in Fig. RES-
a. We can also compare these results against the WFQ-based scheduling
policy configured to satisfy the requirements of GU and SN services, while
allowing some differentiation between sensitive and non-sensitive best-
effort flows. As can be observed in the same figure, BE flows are the
only ones experiencing dramatic losses. These losses also happen earlier,
given the division of buffering space and low priority. Regarding the
BBE baseline case we find that, while being the last one experiencing
losses, as all packets are accepted until reaching the 120 packets threshold,
all classes share losses uniformly, failing to ensure GU and SN loss
requirements. In terms of latency, as variable latency is not of great
importance in this scenario, we focused instead on the maximum jitter
in PST experienced by each traffic class. In the RINA + DeltaQ scenario,
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we find that the requirements per hop are provided, thus meeting the
constraint of ensuring minimum jitter for urgent flows, while also limiting
it for the less urgent ones, as can be seen in Fig. RES-b. In contrast,
both WFQ and BBE encounter problems. As for BBE, equally sharing the
available resources among all flows increases the jitter for urgent flows to
unacceptable levels. On the other hand, WFQ provides good service to both
GU and SN traffic (even better than required). However, this is achieved at
expenses of increasing sBE and BE losses and jitter.
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Figure 30. Average drop (a) and maximum jitter in PST (b) for GU, SN,
sBE and BE flows depending on the scheduling policy used in the network

Conversely, in addition to providing better assurance on delay and losses,
the RINA + DeltaQ-based policies also meet the requirements of avoiding
multiple consecutive losses under light congestion. Particularly, we found
that for a link load of 110%, even though there are necessarily high losses
in average, the soft requirement of having at most 3 consecutive losses
in sBE flows was pretty much fulfilled. Under higher loads, it becomes
nearly impossible to avoid consecutive losses given the multiple points of
congestion. However, those are still limited to, for example, less than 1%
situations of more than 3 consecutive packets for an offered load of 120%.
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While we set node capacity, MTU, etc., note however, that the achieved
results would also be representative of scenarios with higher N-1 flow
capacities (40 or 100 Gbps), provided that the offered loads are scaled

accordingly.
3.1.4. Implementation of QTAMux as RMT policies in IRATI and
experimentation

As in the case of the RINAsim, in the IRATI prototype, the implementation
of the QTAMux with the SDK required accommodating the different
components to the set of policies available.

RMT QTAMux data

| | |
. . . N-1DIF

Figure 31. QTAMux block diagram as implemented in the IRATI stack

The C/U multiplexer and the P/S must be implemented using the
hooks the RMT policy set offers: essentially rmt_enqueue_policy and
rmt_dequeue_policy. The enqueue hook is called whenever the RMT
cannot send a PDU to the layer below, i.e. when the layer below is busy
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and cannot take care of the PDU. This PDU is then stored in one of the
RMT queues. The dequeue hook is called when the RMT is ready and
requests the next packet to be sent. It is worth noting that the scheduling is a
mechanism in the RMT core, thus outside of the scope of the RMT policies.
This has some impact on the implementation of the QTAMux, especially
in what regards to the P/S.

In the case of the P/S functionality, it has been implemented by means of
the dequeue policy callback. Since the scheduling is a mechanism managed
by the RMT, the only way to ensure that the bandwidth and ratio control
are respected is by taking packets out of the queues accordingly to the
preconditions in rate and shape. Thus, the dequeue policy is the point to
add the P/S functionality. When the dequeue operation is called, the first
step is for the P/S to verify the rate at which the last PDU will be served and
the backlog, enforcing then the preconditions regarding rate and shape.

Regarding the C/U multiplexer, its functionality has been implemented by
means of the enqueue policy callback. When a PDU arrives at the RMT
and cannot be processed right away, it enters the QTAMux. The queue that
the PDU will be sent to is given by the QoS cube identifier, and depending
on the occupation of the N-1 port id queues, it will be decided if the PDU
should be discarded.

Once the QTAMux module is loaded, the configuration of the QTAMux
and its hooks are provided to the RMT component. Every time an N-1 port
id structure is instantiated in the RMT, a new data structure is created, by
means of the rmt_q_create_policy hook. This data structure contains the
set of queues, one per QoS cube. The q_qos structure contains the queue
of PDUs to be sent and the P/S data structure, plus some configuration
parameters and other data used by the multiplexer and the P/S.

3.1.5. Conclusions and future work

Future networks must become demand-attentive in order to support
the requirements of multiple distributed applications over the same
infrastructure. Assuring QoS guarantees is a must so that each application
using the network gets the quality it requires, no more and no less. With the
DeltaQ resource allocation model for quality degradation, we have shown
that it is possible not only to provide quality of service differentiation with
SLA assurance, but doing it while also ensuring a bounded impact on less
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stringent services. Extending these results by including more complex and
realistic scenarios and results from both RINAsim and SDK is planned to
be submitted to a journal in the next months.

While the testing scenario was simple, with rather non-restrictive
requirements, real scenarios are more complex and therefore require more
complex configurations and more restrictive assurances. Given that, our
next step will be to test a few different scenarios with a slightly more
complex configuration, this time both in the RINAsim and the SDK. After
that, future work in this area will be directed to providing dynamic/reactive
re-configuration of nodes given changes on the network, working on QoS-
aware routing policies, providing a wide range of QoS classes to ensure any
type of DeltaQ requirement.

3.2. QoS-aware Multipath Routing in RINA

Existing QoS-aware multipath techniques are based on the knowledge of
the characteristics of the traffic going through the network to efficiently
select the best path for new flows. The RINA framework ensures the
promised QoS to the applications, so implemented multipath techniques
must be able to reserve necessary resources. Current state of the art has
covered this problem multiple times, for example IntServ through the
use of RSVP (Resource Reservation Protocol) or automatically deploying
MPLS tunnels [Awduche] Although commonly used, these solutions have
scalability problems because of the necessity of including additional
layers on top of the traditional internet stack in order to support several
levels of isolation. Moreover, such protocols face the problem of how to
determinate the characteristics of each flow.

Current solutions to this last problem are often based on a Traffic Matrix
(TM ) that determines the characteristics of the traffic between origin and
destination. However, those traffic matrices aren’t trivial to obtain, they are
extracted from network measured statistics or SLA with clients and usually
have a time scale of weeks or months. Another current work in QoS-aware
multipath can be found in [Al-Fares]. In this work, the authors needed to
develop a novel technique to estimate the bandwidth that each flow will
use. But those estimation presents several limitations - for example, they
can’t be performed to every flow, only the big ones (more than ten percent
of link capacity).
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Having studied the alternatives of the state of the art we can affirm that the
keystone of QoS-aware multipath in RINA is the built-in support of QoS
classification by design. Each RINA flow is supported by a QoS-Cube that
determines its characteristics, a feature that allows knowing in advance the
bandwidth used by each flow. Moreover, RINA provides for a simpler way
to use multipath routing than in the internet — since RINA names the node
and not the interface, there is no need for LAG. Put another way, ECMP is
the same as LAG in RINA. With this information as an input, it is possible
to implement the multipath policies that are described in this document.

In this section, we extend the work on multipath routing in RINA that
was already described in previous deliverables. The following bullet points
summarize the different multipath strategies that have been addressed.

« Simple multipath routing

> This multipath strategy is per-hop-based and implements an
equivalent routing strategy as Equal Cost Multipath (ECMP) does.

 Static QoS-aware multipath routing

> This multipath strategy is per-hop-based and takes into account
static QoS parameters (e.g. link bandwidth) to take the forwarding
decisions.

¢ Dynamic QoS-aware multipath routing

- This strategy is the most advanced. It is not only per-hop, but it also
takes into account the full path of the flows. To take the forwarding
decisions, it uses dynamic QoS information (e.g. the link utilization,
congestion level, etc.)

The following subsections describe these strategies in further detail. We
also explain the design of the solution that has been developed for each of
the strategies. In addition, some results are included to show the testing and
evaluation of the strategies' implementation. We leave the results related
to performance to the later experiments to be carried out within WP6.

3.2.1. Simple multipath routing

This multipath strategy is a link-state strategy which load-balances traffic
according to the simple multipath routing policy. The solution we have
developed in this case is based on ECMP. It distributes the traffic evenly
among the set of shortest paths to a certain destination. In contrast
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to ECMP, which distributes TCP connections, this multipath strategy
distributes PDUs belonging to different EFCP connections through the
different N-1 flows.

The affected RINA policies are the following (please refer to D3.2 for
further details):

« PDU forwarding table generator (RA)
* Routing

* PDU forwarding policy (RMT)

* PDU forwarding table (RMT)

Figure 32 describes this strategy using a common scenario that we will
also use to describe the other multipath routing strategies. In this scenario,
four nodes are connected as depicted in the figure, and the necessary
information for the forwarding decisions is included in tables. The traffic
travels from node A to node B in all cases. The N-1 DIFs are also depicted in
the scenario. For the sake of simplicity, we consider an N-1 DIF per physical
link (which can be understood as shim-DIFs in our case).

Routing Table of

Node A
C Next
—/ \ Dest .
/ C C
H__A\H B D D
B C
\ D / B D
A N B
E N-1(C) :c,l N-1(D) |
" N-1 (D) }D N-1 (D) !

Figure 32. Simple multipath routing

The simple multipath routing strategy only considers as input the next hop
to a certain destination. Based on this, it computes the forwarding decision
using the same approach as ECMP — it uses a hash function to derive the
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output port. The following diagram shows this process from a high-level
point of view:

Next
Dest
es Hop
C C B C
o D D [ [ 8 D
Destination B C
B D
PDU > ‘
= C
Header ‘
.

Figure 33. Simple multipath routing solution

The simple multipath routing strategy steps, as depicted in the above
diagram, are the following:

1. When the PDU is to be forwarded the routing table is checked and if
several output ports are present for the same destination, these output
ports are taken as input for step 3.

2. The header of the PDU is passed through a hash function, which
generates an output according to the hash range.

3. The entire hash range is divided according to the possible output ports
derived in step 1. Always in the same order as they appear in the routing
table, each division is identified with one of the possible output ports.

4. The output of the hash function in step 2 is compared to the divisions of
the hash range. The output port is then obtained as the port associated
to the division the output of the hash function falls into.

3.2.2. Static QoS-aware multipath routing

The QoS-aware multipath routing strategy considers static QoS parameters
of the N-1 flows to take the forwarding decisions. In the static QoS-aware
multipath case, only static link-state information is used, namely:
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 Whether the underlying physical link is up or down, and
» Average Bandwidth of the N-1 flow

The affected RINA policies are the following (please refer to D3.2 for
further details):

 PDU forwarding table generator (RA)
e Routing

* PDU forwarding policy (RMT)

» PDU forwarding table (RMT)

Figure 34 describes this multipath routing strategy from a high-level point
of view. The average bandwidth of the different flows is contained in the
first table. As we can see, the bandwidth of the N-1 flows is 10 GB and
two of the flows have an average bandwidth of 7 GB. Therefore, if these
two flows are forwarded through the same link, it will cause congestion.
The advantage of this QoS-aware routing strategy is that this bandwidth
requirement can be taken into account to take the forwarding decision, and
in this case, the two 7 GB flows will never be forwarded through the same
path. As the example showed in the figure, we could intelligently spread
the flows, forwarding a flow of 7 GB and a flow of 1 GB through a link of 10
GB, which will avoid congestion problem:s.

Routing Table of

Node A
Av. BW (GB) 1068 - C o
7 / \ Dest Hop
7 / C C
1 — A B 5 5
1068~ D B D
T L Wi
! ? A N B
—_—> . e
E N-1(C) [ic! N-1 (D)
. ________________ ¥ l ______________________________________ ]
| N-1(D) D N1(D)
i ! I

Figure 34. Static QoS-aware multipath routing
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Figure 35 depicts a diagram of the solution we have implemented for this
routing strategy. The steps it consists of are the following:

1. A temporary cache stores the headers of the PDUs and the output ports
of the flows that have already been forwarded before. In this way, when
a PDU is to be forwarded, it is checked against the cache so that PDUs
belonging to the same flow are always forwarded through the same path.
Two things may happen:

a. If the PDU’s header has a match in the cache, it is forwarded through
the output port stored in the cache. In this case, the forwarding
process ends here and no further steps are carried out on that PDU.

b.If the PDU’s header does not have a match in the cache, the
forwarding process continues in the next point (step 2)

2. The QoS-cube Id is taken from the PDU’s header and the average
bandwidth of the flow is checked.

3. The possible output ports for the PDU’s destination are extracted from
the routing table.

4. The bandwidth of the N-1 flows associated to the corresponding
output ports are also extracted from the stored information (this
information is assumed to be known for now, further details about
how this information is extracted will be introduced in the combined
experiments of WP6).

5. All this information is passed as input to the forwarding function,
which determines the forwarding port according to the implemented
algorithm.

6. The derived port is stored in the cache along with the PDU’s header
so that subsequent PDUs belonging to the same flow are forwarded
through the same port without having to execute the forwarding
decision process.

7. The PDU is finally sent.
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Figure 35. Static QoS-aware multipath routing solution

Many possibilities exist regarding the forwarding function. There is a
wide range of possibilities when splitting traffic among different paths
considering the traffic characteristics. We, therefore, propose a set of QoS-
driven load-balancing algorithms that can be implemented as part of the
forwarding function. These algorithms are intended for strict bandwidth
requirements and are depicted from a high-level point of view in Figure 36.

We have come up with these algorithms since they offer different
characteristics and suit different scenarios and purposes. In the
experimentation phase in WP6 we will evaluate the different algorithms
and we will analyse which ones are suitable for which scenario.

Figure 36 shows graphically the fundamental idea of each one of the load-
balancing algorithms proposed. Black boxes represent the available space
in each next hop and coloured blocks the requested space of the flows.
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Figure 36. Static QoS-aware multipath routing algorithms

The description and objectives of the algorithms are the following:

* Big flows

> This algorithm follows the principle of allocating new flows in the
N-1 flow that offer the minimal free space, as long as the N-1 flow has
enough free space to allocate them entirely. If all of them have the
same free space, the decision is taken randomly. Thus, this algorithm
tends to replete N-1 flows progressively while leaving big free spaces.
Therefore, the advantage of this algorithm is that it can allocate
arriving big flows more easily without the need of rerouting already
allocated flows. The drawback of this algorithm is that some N-1
flows are overloaded while others remain free. We will study if this
drawback has a real effect on performance in the experimentation
phase.

 BW load-balancing

> This algorithm follows the opposite principle than the previous one.
That is, it allocates arriving flows to the N-1 flow that offers the
maximum free space to allocate it. The objective of this algorithm is,
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therefore, the balance the bandwidth allocation as evenly as possible
among the N-1 flows. The drawback is that when a big flow arrives,
effort has to be spent in the rerouting process of the already allocated
flows.

* QoS-class load balancing

> This algorithm also pursues the goal to balance the load evenly among
the different N-1 flows. For this purpose, it balances the different
QoS-classes among the different N-1 flows. That is, each N-1 will try
to evenly allocate the flows belonging to a certain QoS-class, in the
sense that an arriving flow will be allocated to an N-1 flow that does
not allocate a flow of its QoS-class, or if all N-1 flows do, to the N-1
flow that allocates the smaller number of flows of this QoS-class.

e Reroute

> This is an algorithm that may operate in combination with the above
three. The algorithm takes as input a certain space that has to be freed
to allocate an arriving flow. Then, it moves (or reroutes) the already
allocated flows to new suitable N-1 flows to make space for the new
arriving flow. In case it’s not possible to allocate the requested space,
the algorithm does not carry out any rerouting.

The main process is described considering two of the above algorithm

objectives ("Big flows" and "BW load balancing") as pseudo-code below:

ALGORITHM: Route flow

// input

newFlow // new flow to be routed

P // set of the possible output ports to a newFlow’s destination
Mpl[f] // flow matrix mapping all flows (f) to all ports (p) in a

given node
algorithm // specific routing algorithm for allocating new flows to
ports
// big flows - leave free space to allocate future big flows
// load balancing - load balance new flows as they arrive
// output
OP // output port chosen to forward newFlow

BEGIN
auxPort
if newFlow needs strict BW guarantees
for each p in P do
if supportsQoSClass (flow, p)
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and isBetterPort (p, auxPort) then
auxPort < p
end if
end for
if auxPort is not empty then
OP < auxPort
else
OP <« rerouteFlows(newFlow.avBW)
end if
updateFlowMatrix (M, newFlow, OP)
else
// TBD: deal with no BW guarantees
end if
END

supportsQoSClass (flow, p):

if flow.AvBW < getAvailableBW (p)
and flow.MaxDelay > SCHEDULING.getMaxDelay (p, flow.QoSId)
and flow.Jitter > SCHEDULING.getJitter (p, flow.QoSId) then
return true
else
return false
end if

isBetterPort(port, auxPort):

if auxPort is empty then
return true
end if
switch algorithm
case big flows:
return getAvailableBW(port) < getAvailableBW(auxPort)
case load balancing:
return getAvailableBW(port) > getAvailableBW(auxPort)
end switch
// TBD: trade-off using delay and jitter statistics to select the best
port?
// e.g. routing the more delay constrained flows through the less utilized
ports.
// different possibilities are also possible like the “big flows” and
“load balancing” for BW
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rerouteFlows (BW):

switch algorithm
case big flows:
P — orderDescByAvailableBW(P)
case load balancing:
P — orderAscByAvailableBW(P)
end switch
// TBD: rearrange flows in M according to the desired metric (e.g.
ascendingly by size)
M — rearrange (M)
for each p in P do
// auxiliary matrix to store temporal routing reconfigurations
auxM < M
for each flow in M[p] do
auxPort < getPortToReroute (flow, p)
if auxPort is not empty then
auxM < updateFlowMatrix (auxM, flow, p, auxPort)
if getNewAvailableBW(p) > BW then
reroute (auxM)
return p
end if
end if
end for
end for
return empty //No suitable flow was found

getPortToReroute (flow, port):

auxPort
D <« getPossibleOutputPorts (flow.destination)
for each p in D do
if p !'= port then
if supportsQoSClass (flow, p)
and isBetterPort (p, auxPort) then
auxPort < p
end if
end if
end for
return auxPort
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3.2.3. Dynamic QoS-aware multipath routing

The Dynamic QoS-aware multipath routing strategy uses dynamic link-
state information (in addition to the previous static per-link information)
to make the forwarding decisions. The used information is:

¢ Whether the link is up or down
* Link bandwidth
¢ Dynamic monitored information

o Instant traffic load/link utilization (where "instant" refers to the last
monitored value)

o Traffic statistics collected at the network level, such as queue states

The previously described "QoS-driven load-balancing algorithms" for the
static QoS-aware multipath routing strategy are extended to consider the
traffic statistics per link and spread the flows among the different paths.

The affected RINA policies are the following (please refer to D3.2 for
further details):

« PDU forwarding table generator (RA)
e Routing

* PDU forwarding policy (RMT)

» PDU forwarding table (RMT)

Figure 37 describes this strategy in a similar scenario as in the previous case.
The situation is the same as in the QoS-aware static strategy, but now we
know extra information about the utilization of the links. In this way, we
can produce a better forwarding decision since the utilization of the link
AC is higher than the link AD. Then, one of the small flows is forwarded
through the less utilized path, avoiding the extra congestion that could be
caused in the more utilized link.
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Util. (%)
AC | 20%
AD | 1%
Av.BW (GB)

Figure 38 depicts the implemented solution for this routing strategy, which
is equivalent to the one presented in the Static QoS-aware multipath
strategy. The only difference is that now the forwarding function takes as
input also the extra information regarding the utilization of the links, and
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Figure 37. Dynamic QoS-aware multipath routing

the final output port is derived based on this information.
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Figure 38. Dynamic QoS-aware multipath routing solution

3.2.4. Test scenario and results

This section provides validation and performance results of each of the
multipath routing strategies previously described. First, a comparison of
the simple ECMP routing with the more advanced QoS-aware mechanisms
was done. For that, the forwarding decision algorithm that was used in the
QoS-aware routing is the Bandwidth load balancing. This allows verifying
the load distribution improvements that are achieved when the QoS is
considered for the routing decisions. Next, the same network configuration
was used to test the benefits of choosing a dynamic evaluation of the QoS
versus the static approach when deciding the forwarding.

The experiments have been carried out using the RINA simulator, defining
a datacenter scenario with the following topology. The DIF configuration
follows the one described in [D3.2].
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Figure 39. Multipath experiment scenario

For every simulation, the generated traffic was the same. The two servers
connected to the first TOR switch (serverll and serverl2) are configured
to send traffic at the maximum capacity of the link, defined to be 1 Gbps.
This way, a non-balanced distribution of the load in TORI will result in
a saturation of one of the upper links going to AS nodes (AS1 and AS2).
The flows have been divided into three categories, attending to the QoS
requirements of each one. The first QoS class (QoSl) specifies a bandwidth
of 40% of the total link capacity, the second one (QoS2) requires 10% of
the capacity and the last one (QoS3) is associated to 1% of the maximum
bandwidth. The number of flows for each QoS class was the following: 1
for QoSl1, 4 for QoS2 and 20 for QoS3, giving a total of 100% of the link
bandwidth. The experiments were repeated five times randomizing the
times when each flow is initiated in order to achieve non-deterministic
results on every run due to the characteristics of the forwarding algorithms.

ECMP vs QoS-aware routing

As described previously, the ECMP forwarding policy is based on a hash-
threshold algorithm. Thus, the forwarding only guarantees that packets of
the same flow go through the same link, not taking into consideration any
bandwidth requirements. Ideally, the distribution of the flows using this
algorithm should be balanced between the possible paths (two in this case),
however, the simulation yielded different results. Figure 40 and Figure 41
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show the load distribution and the number of flows forwarded between the
two ports going out of TORI, to nodes AS1 and AS2 respectively, across five
experiments.
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Figure 40. ECMP routing load distribution
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Figure 41. ECMP routing flow distribution

As it can be seen, the load distribution was not equally balanced between
the ports. In every experiment, the TORI node sent more traffic to one
of the ports that its maximum capacity, thus leading to bottlenecks in the
communication due to packets waiting in queues or even packet losses
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depending on the traffic drop policies. With the ECMP forwarding policy,
as the bandwidth is not considered in the algorithm, there were no rejected
flows.

Next, the same experiments were carried out using more advanced policies
that take into account the QoS of the flows.
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Figure 42. Static QoS-aware load distribution
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Figure 43. Static QoS-aware flow distribution

For this scenario, both the Static QoS-aware and the Dynamic QoS-aware
algorithms presented similar results which are illustrated in Figure 42 and
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Figure 43. This was expected due to the lack of other traffic through the
links apart from the one generated by the servers connected to TORI.
The main difference between the Static and the Dynamic QoS-aware
algorithms is that in addition to taking into account the forwarded flows,
the latter periodically asks the scheduler to get the actual load of each port.
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Figure 44. Dynamic QoS-aware load distribution
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Figure 45. Dynamic QoS-aware flow distribution

Figure 44 and Figure 45 show that a much better balance between the
links than with ECMP was achieved. No more traffic than the maximum
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capacity of a link is sent, keeping the used bandwidth between ports equally
distributed. As the forwarding algorithm was focused on bandwidth load
balancing, there was no reallocation of flows from one port to the other.
Instead, when a flow demanded a higher bandwidth than available it was
simply rejected to avoid saturating the link. This behaviour can be seen in
the flow distribution graph of some experiments where the total number of
packets sent does not reach the received fifty. The reason why sometimes
there were packet drops is related to the random start time of the flows
in the servers. If multiple small flows arrive first, they can be routed in a
way that reduces the remaining available bandwidth for the bigger ones,
leading to the reject flow situation.

From the previous figures, the Dynamic QoS-aware routing achieved
an almost perfect distribution of load and the number of flows when
compared to the Static QoS-aware routing, however this behaviour has
been attributed to the randomness of the flow generation, since there
are other parameters in the algorithms that could have affected the load
distribution under the conditions of these experiments.

Static QoS-aware vs Dynamic QoS-aware

The following experiments show the improvements of the Dynamic QoS-
aware routing vs the static approach. While the Static QoS-aware registers
the QoS of all the forwarded traffic for each available port, which is
then used to better distribute the load, the dynamic algorithm takes also
into account direct information from the scheduler function. Periodically,
the dynamic algorithm checks the bandwidth utilization reported by the
scheduler against its own records, updating the latter accordingly in case
there are discrepancies. By doing this, the forwarding algorithm is able to
know any sudden congestion that may occur in the links due for example
to best effort traffic bursts or failures in the links that may affect their
maximum capacity. Therefore, the dynamic approach is more resilient to
unexpected changes in the network to take better forwarding decisions.

For this experiment, a best-effort traffic demanding an 80% of the total
bandwidth was injected in the links connecting nodes AS1 and AS5 and
nodes AS2 and AS6. Figure 46 shows the results for the Static QoS-aware
routing.
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Figure 46. Static QoS-aware routing load distribution with best effort traffic

As it can be seen, the forwarding algorithm distributed more or less equally
the load between the output ports without considering the non-QoS traffic.
This resulted in the saturation of the links through which the best effort
flows were being transmitted while the other link still had enough available
bandwidth.
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Figure 47. Dynamic QoS-aware routing load distribution with best effort traffic

As expected, for the same scenario, the dynamic algorithm was able to
detect the non-QoS load that kept the links at a high load. The results shown
in Figure 47 imply that the algorithm balanced the traffic correctly between
the two output ports, thus avoiding any saturation.

3.2.5. Conclusions and future work

The previous experiments have shown the improvements that can be
achieved by using advanced forwarding strategies. With the simplest case,
ECMP, the packets of the same flow are routed through the same path
without any consideration regarding the required bandwidth, which may
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cause link saturation. The hash-threshold algorithm focuses on statistically
distributing the number of flows evenly when a large quantity of them is
measured.

The next step consisted of making the routing policies aware of the QoS
of the flows. This enhancement has been possible thanks to the built-in
support for QoS classification of flows in RINA by means of QoS-cubes.
By defining and assigning a specific bandwidth to flows in a QoS-cube,
the forwarding algorithm is able to better distribute the traffic among the
possible paths. Therefore, the bandwidth requirements of each flow can
be fulfilled at the same time the load of the links is kept balanced. Both
the static and the dynamic approach were designed to reject incoming
flows that cannot be sent due to unavailable bandwidth, guaranteeing
no congestion in the links. The Static QoS-aware algorithm, although it
balances the traffic, is weak against non-QoS classified flows such as best
effort traffic, or against unexpected errors in the links. This is so because the
algorithm only has information about the flows that have already routed,
their associated QoS-cubes and the QoS-cubes of the N-1 flows. So it can’t
react if the real state of the network isn’t going according to the QoS-cubes,
for example, an error link, or if the QoS—cubes don’t have strict bandwidth
requirements, for example, best effort traffic. In order to calculate the best
path for load balancing. In the dynamic case, periodic checks with the
scheduler are done, providing a more accurate view of the current status of
each link. Because of this, the best routing results in terms of load balancing
across multiple paths have been achieved with the Dynamic QoS-aware
strategy as expected.

RINA policy-based architecture has proven to be very useful for
implementing and experimenting with the different multipath routing
policies described in the document, as they can be developed as individual
units that can be set active or inactive with the modification of a single line
in a configuration file.

Further improvements to the multipath routing algorithm will be studied
in the context of WP6. These include the use of a central manager able to
select the optimum path taking into account the end-to-end status of the
network in combination with more advanced scheduling policies.
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4. Topological addressing

This section outlines the various approaches to topological addressing used
within the use-cases.

4.1. Topological addressing and routing in Distributed Clouds

4.1.1. Introduction

In the last few years, cloud computing has gained considerable interest
from researchers, industries and standardization bodies. This promising
technology has enabled the deployment of a large set of use case
scenarios that were not economically feasible in traditional infrastructure
settings (e.g., big data analytics, mobile clouds and High Performance
Computing applications). Cloud computing technology has introduced
a new computing model in which resources (i.e., storage and CPU) are
made ubiquitously available as general utilities that can be used in an
on-demand style and at very low costs. When the computing resources
are distributed in different geographical regions, we call this scattered
deployment "Distributed Clouds".

Distributed Clouds can directly reach users due to their distributed
infrastructure which makes large-scale applications possible to deploy.
Distributed Clouds usually rely on resources where dedicated facilities are
deployed in traditional datacenters - but there is also a different kind of
distributed cloud, which consists mainly of resources scattered in offices,
costumers' homes and/or data centers participating in the cloud services in
a voluntary fashion. This new concept of distributed/decentralized clouds
paves the way to the development of more scalable, resilient and flexible
clouds. Accordingly, robust and resilient networks in terms of availability,
routing and security are needed to cope with the evolution of the cloud
systems.

VIFIB [Vifib] is an example of these decentralized "volunteer" clouds.
Mainly, it has been proposed to protect critical corporate data against
possible downtime or destruction. Moreover, it is designed to enable
the deployment and configuration of applications in a heterogeneous
environment. By hosting computers in many different locations and
maintaining a copy of each associated database at three or more different
distant sites, the probability of failure of the whole infrastructure becomes

77



Deliverable-3.3

extremely low. In case of a disaster or downtime of a server, the data is
replicated and the cloud continues to operate. The VIFIB system is based on
a master and slave design. The master controls the different computers that
run slaves. In terms of networking, the master and the slaves at different
locations are interconnected through multiple IPv6 providers. In order
to guarantee high reliability, VIFIB uses an overlay called re6st [Re6st],
which creates a mesh network of OpenVPN tunnels on top of several
[Pv6 providers and uses the Babel protocol [Babel] to compute the routes
between nodes. Despite its effectiveness, re6st has certain limitations,
mainly related to scalability and security. The re6st overlay creates a flat
topology that does not scale in case of large networks, which is an important
concern for the future of the Distributed Clouds.

In this deliverable, we study issues related to scalability and dynamism in
Distributed Clouds, specifically considering the case of the VIFIB system.
We first highlight the issues and limitations related to the networking
architecture of the VIFIB system. Then, we propose new solutions based
on the Recursive InterNetwork Architecture (RINA). RINA, by its design,
is better suited to handle large networks and provides interesting benefits
compared to the current over-IP solutions, such as enhanced security or
extended programmability. The objective of this section is to demonstrate
how our RINA-based solution outperforms the re6st overlay and gives
better results.

The next section gives some background on the VIFIB Distributed Clouds
and its challenges. Then, we address the application of RINA for efficient
management of routing in the VIFIB system. Some evaluation studies that
have been conducted using RINASim simulator are provided. Finally, we
conclude and provide directions for further research.

4.1.2. Characteristics and Requirements of the Distributed Clouds
Use Case

Here we give some background on the VIFIB system. Furthermore, we
discuss the issues and challenges related to its networking system: the re6st
overlay. VIFIB is a decentralized cloud system, also known as "resilient
computing”. Resources are scattered in computers that are located in
customers' homes and in offices. The VIFIB system is based on a master
and slave architecture. Each VIFIB node allocates 100 IPv6 addresses and
100 IPv4 addresses. Each service running in the computer is attached to
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a dedicated IPv4 address, as well as a globally routable IPv6 address. All
services are interconnected across VIFIB nodes using "tunnels” that redirect
local IPv4 to global IPv6, encrypt flows and redirect IPv6 to IPv4.

IPv6 Internet Layer

LAN Layer

| I
VIFIB Node VIFIB Node VIFIB Node VIFIB Gateway

Figure 48. Architecture of the re6st overlay.

Two services running in different locations, compatible with IPv6 or not,
can be interconnected through a secure link. Tunnels between computers
change every 5 minutes. To minimize latency, VIFIB implements a strategy
that uses the best possible tunnels according to a heuristic. The least
used tunnels are the ones replaced first but always maintaining a certain
compromise between resilience and low latency. This secure, resilient and
low latency overlay network is called re6st [Re6st] (see Figure 48). The re6st
overlay creates a mesh network of OpenVPN tunnels on top of several IPv6
providers and uses the Babel protocol to calculate the best routes. Babel
[Babel] is a distance-vector routing protocol based on the Bellman-Ford
algorithm. The re6st overlay organizes nodes in a flat random graph that
constructs a robust network structure with a small diameter in order to
minimize the latency between nodes. Since the routing tables of the overlay
are under the control of the VIFIB system, the overlay can recover faster
from a link failure than other algorithms used by Internet providers.

The system should ensure high privacy and resilience in order to
avoid losing connectivity. Despite its robustness, re6st still presents some
weakness related mainly to scalability and security. The Babel protocol
relies on periodic routing table updates which result in high traffic
generation. Moreover, no hierarchical routing is considered so the routing
table size could be huge, especially in large scale environments. Another
aspect is related to security: a malicious node could flood the network with
bad routes and lead to routing problems. Tunnels are created randomly;
therefore, despite their ability to achieve resilience, they are not used in
an efficient manner. They might consume extensive resources even if they
are not being used. In this work, we address the scalability and dynamic
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issues in the VIFIB system and propose to apply RINA to enhance its
performance.

4.1.3. RINA to bound Routing Table Sizes for Distributed Clouds

In this section, we investigate the application of RINA to the Distributed
Clouds, and more specifically, the VIFIB system. We will focus on the
system architecture from a routing and addressing point of view. In the
following, we will address the global architecture of DIFs ensuring the
exchange of data between the DAPs and we introduce our solutions for
routing and addressing: Scalable Forwarding with RINA (SFR), in a first
step. Then, we present our second contribution that addresses the challenge
of the dynamic nature of Distributed Clouds: Small world network overlay.

SFR: Scalable Forwarding in RINA

SFR is a solution that has been introduced in the Deliverable 3.2 [D3.2]; in
this deliverable we give an overview of this approach and present the new
evaluation results that were published in [SFR].

Proposed Approach

In Distributed Clouds, an increasing number of users would affect the
performance of the cloud services, as resources are very limited while the
requirements from the applications are growing. Accordingly, a solution to
support scalability is needed in such a large scale environment. In this work,
we propose to adopt the divide and conquer concept inspired by RINA in
order to have a hierarchy of smaller clouds provide connectivity between
the pairs of the system in an efficient way.

The main idea of our proposal is to divide the cloud into groups or
regions. These groups are created and managed by the authorities based
on a specific criterion, e.g. the group size, the country and/or the ISP
membership. Furthermore, connectivity between the groups is ensured by
inter-connecting a set of VIFIB nodes of each group. This set of VIFIB
nodes, namely "Group Leaders’, is elected to act as relays between the
groups and to form specifically what we call the inter-groups. At the same
time they preserve their membership to their original groups. In order
to further scale, this "logical" organization could be repeated recursively
adding other levels that will be forming a logical hierarchy. To avoid link
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failure problems due to the bandwidth limitation of the nodes, several
VIFIB nodes could be elected from the same region as Group Leaders,
providing more resilience. The way these Group Leaders are chosen needs
further investigation.

Figure 49 illustrates an example of two levels of Inter-Groups hierarchy.
GroupS is the group where the originating VIFIB node A belongs. Group D
is the group containing the destination VIFIB node (F). Figure 50 represents
this scenario in RINA logic. We assume that for each region a DIF is created
to manage connectivity inside the group. Consequently, Each VIFIB node
has at least one IPC Process in the groups of the overlay (the lower level
of the hierarchy). Some of the VIFIB nodes that we called "Group Leaders"
will also have IPC Processes in the inter-groups on the upper logical levels
apart from the IPCPs belonging to the Group DIF. Suppose that VIFIB node
A in Group S is the source node and node H in Group D is the destination.
Node A has one IPCP connected to the Group S DIF which connects to
node B that acts here as the Group Leader. Accordingly, VIFIB node B has
one IPCP within Group S and one additional IPCP within InterGroupl_1
that connects it to node C in the scope of the InterGroup 1_1. Node C has
three IPCPs: One within Intergroup 1_1, one within InterGroup2_N and at
the same time one within Groupl in the lower group DIFs. Node E has two
[PCPs: One within Intergroup 1_N at level 1 allowing connection with the
node D. Moreover, it has in particular one in GroupD where the destination
VIFIB node F belongs. Node E will use the Group D DIF to reach directly
the destination.

InterGroup3_N

InterGroup2_1
InterGroup2_N

QW
< >
B W= Fee_>G e

(EP P GED Eom D
&P o o

Figure 49. Example of SFR hierarchy with three levels.
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In Figure 50, we illustrate the DIF architecture of the overlay cloud in the
considered example. Services provided by the distributed cloud system
are deployed using "App-DAFs". An App-DAF is a collection of Distributed
Application Processes (DAPs) that will be sharing information (DAP 1 and
DAPN in the example). These DAPs use specialized overlay "Tenant App-
DIFs" that are tailored to the needs of the App-DAFs. A Tenant App-
DIF is designed to connect DAP1 and DAP2 in order to support their
communication process. On the other hand, the tenant Cloud DIF is
designed to adapt to the dynamic network connectivity. Especially, for
Distributed Clouds where VIFIB nodes could act as border routers and at
the same time as customers applications, the tenant Cloud DIF ensures
scalability and flexibility. It maintains a global view of the network to
dynamically manage the possible suppression/appearance of the lower
DIFs structure which could be very frequent in the Distributed Clouds
scenario. At the bottom, each group is mapped to a DIF which is created to
manage connectivity inside the region.

VIFIB nodeD

. ’ Tenant Cloud DIF

|
igroub A L Trter-Group3. N |
1o DIF
I e O R (S A— T e
: RN R RRDERY DRRb R
| 1 L' .E:L!_ o
T T T T YT ET

Figure 50. DIF Architecture.

To summarize, there are four types of DIFs:

e Tenant App DIFs: DIFs that provide the direct connectivity between
hosts. Mainly they are used by the customers of the Distributed Cloud
system. These DIFs are directly supported over a tenant Cloud DIF.

e Tenant Cloud DIFs: Medium-sized DIFs that provide connectivity
between VIFIB nodes from different regions. These DIFs could be
created dynamically on demand in order to adapt to the frequent change
in the network connectivity.
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o Inter-group DIFs: Small DIFs that provide connectivity to Group
Leaders of some Group DIFs.

e Group DIFs: Small DIFs that provide high connectivity and low latency
between the VIFIB nodes of the same small region.

Performance Evaluation

In this section, we evaluate the performance of our SFR scheme for
Distributed Clouds. We assess the benefits of the application of RINA to
the VIFIB System in terms of limiting the routing table size. Moreover,
we perform a comparison of SFR with a simple Distance Vector routing
protocol in order to show how it outperforms the current routing
architecture that the VIFIB System is using. In the following, we introduce
the simulation setup and present the results of our experiments.

Simulation Scenario

We have conducted a set of experiments to analyse the performance
of our proposal. We have used RINASim. It is a simulation platform
implementing the RINA architecture in Omnet++ It is intended to
enable the study of RINA architecture and also to perform simulation
experiments with RINA applications. Figure 51 shows the scenario that we
set up in RINASim. It consists of a medium size network of 120 nodes,
divided into four regions, each containing 30 VIFIB nodes including the
Group Leader. All the nodes inside the regions are randomly randomly
interconnected and connected to the Group Leader. All the Group Leaders
are interconnected. The DIF architecture is organized as follows:

* A Group DIF is constructed to regroup all the VIFIB nodes inside each
region.

» Three inter-group DIFs are designed to interconnect region 1/2, region
2/8 and region 3/4.

* A cloud tenant DIF contains all the nodes that are communicating.

In RINASim, several policies have been implemented in order to handle
routing within RINA networks. For example, "SimpleDV", a distance vector
routing policy, is used in the scope of each DIF. In this scenario, we
consider that VIFIB nodes use a ping application to communicate where
the maximum packet size is set to 1500 bytes.
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Figure 51. Distributed Clouds simulation scenario.

Simulation Results

In this section, we demonstrate the benefit of applying RINA to Distributed
Clouds with results obtained by simulations. Figure 52 illustrates the PDU
forwarding table size with regards to the simulation time. It provides a
comparison of SFR with a distance vector routing protocol.

The distance vector routing protocol used in this comparison is similar to
the routing protocol used in the re6st architecture of the VIFIB distributed
cloud system. We observe that SFR shows better results. In case of SFR, as
expected, the routing table size does not exceed around 30 entries which
corresponds to the number of VIFIB nodes in the regions. Only Group
Leaders will have additional entries corresponding to the links between
other Group Leaders covering the inter-group DIFs. We can see that in
case of the distance vector protocol, the PDU forwarding table size grows to
around 120 entries corresponding to the whole network size. The benefit
shown here is mainly due to the beneficial impact of the use of RINA in
the forwarding scheme and especially its "divide and conquer” strategy that
helped to bound the routing table size.

84



Deliverable-3.3

120 - . ; —x e
. SFR
’,*’ Distance Vector =--x---
100 | §
‘!‘g
l"'
8 80} .
W -
o
o x
8 /
g
e |
g
£ X
2 /
& Or ]
Ox"
20 | ) -
"-x‘
444444 *-—
0 e 1 1 ] 1 ]
0 50 100 150 200 250 300

Simulation Time

Figure 52. The variation of the PDU forwarding table size over time.

We have also assessed the dynamic creation of tenant cloud DIFs. Figure 53
depicts the PDU forwarding table size in tenant cloud DIFs considering
several flows (involving 5, 12 and 21 nodes). The size of the forwarding table
is plotted with respect to the simulation time. We can see from this figure
that the size of the forwarding table is proportional to the number of nodes
constructing the flow. Only nodes participating in the communication have
entries in the forwarding table of the tenant cloud DIF. The red line in the
figure represents the results for a flow between only five nodes, so we can
observe that at the end of the simulation the forwarding table of each node
is filled with only five entries. So, only nodes that actively communicate
appear in the forwarding table. Accordingly, we can efficiently manage
the use of cloud DIFs as they are created when needed and on demand.
We conclude that dynamically managing the tenant DIFs better limits the
forwarding table size and thus achieves more flexibility and scalability.
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Figure 53. The variation of the PDU forwarding table size over time.
Small World Overlay Architecture for Efficient Forwarding in RINA

In the last section, we addressed the scalability challenge of the Distributed
Clouds use case. There is still another issue that needs to be considered
as well: VIFIB clouds are very dynamic as each node can leave/join the
network whenever it wants. This is supposed to have a great impact on
routing and thus on applications. In this section, we address the need to
manage this dynamic behaviour while ensuring scalability at the same time.

Proposed Approach

In this section, we introduce a new solution for efficient forwarding in
Distributed Clouds. It aims at constructing a small-world network overlay.
Efficient forwarding is ensured by building a small-world-like structure
in the cloud. Small-world networks have the advantage of ensuring a low
average path length and a very high clustering degree. This implies small
latency between nodes and more efficient routing. This architecture should
be adaptive to the dynamic nature of the Distributed Clouds.

Small world property

In small-world networks [Milgram][Watts], most pairs of nodes have the
shortest path between them. Moreover, thanks to the high clustering
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degree, each node in the network is connected to some neighbouring
nodes. This is defined by long and short links as depicted in Figure 54. Long
links define the connection between "distant" nodes. Short or "Cluster”
links identify the nodes that are "closely” connected to each others and
regroup them into clusters. Distributed Clouds naturally adopt the "small-
world" behaviour in order to improve the forwarding decisions in such an
environment. While the application of small-world graphs to networks is
by itself not novel [Tie][Tianbo][Ken], these systems require to maintain
a reasonably homogeneous cluster size (often achieved by dynamically
creating or destroying clusters when nodes join or leave). In RINA,
however, it makes sense to map clusters to DIFs in order to fully benefit
from its recursive nature (e.g. for management). We therefore plan an
investigation of the overhead associated with such dynamic DIF creation /
destroying as future work.

In order to construct a small-world architecture, we use the Chinese
Whisper algorithm [Biemann] to create these clusters.

15
O Clusters (O Node

—=» Long Links - » Cluster Links

Figure 54. A small-world topology.
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Building the Small-World Network

To come up with an effective routing solution for volunteer clouds, the
scalability requirement has to be taken into account. Here we propose an
algorithm that fulfills this requirement. First, featuring the small-world
network properties, our algorithm can ensure efficient routing as short
links between most pairs in the cloud is guaranteed. Second, hierarchy
levels are used to ensure scalability. Our proposal is based on the idea
of building a hierarchical small-world network. Clusters are formed by
applying the Chinese Whispers algorithm, which will build short small-
world links. Moreover, using a cost function, long links are built between
the Group Leaders. Figure 55 shows the algorithm of our small-world
based approach. To build a small-world-like topology, our algorithm first
constructs random connections between the nodes (this is approximately
the concept used within the re6st protocol). Then the partition algorithm
Chinese Whispers (see Algorithm 2) is applied to build the groups in the
overlay. Once we have these clusters, an election procedure is triggered to
elect the Group Leader for each cluster. A cost function is used depending
on the node capacity (bandwidth) as well as its number of links. The long
links are then created between the Group Leaders.

Algorithm 1 Small-world Architecture Construction

Input: Nodes participating in the Volunteer Cloud.
Output: The hierarchical small-world Network.

1: Build first random connections between nodes (Apply
rebsnet strategy).

2: repeat

3: Partition the graph using Chinese whispers algorithm
into multiple sub-graphs (groups) (see Algorithm 2). ©
Define the small world short links

4: Select in each group a GroupLeader using the cost
function: C':= wl * Bandwidth + w2 % Links

5: Build connections between GroupLeaders following
Algorithm 3. > Define the small world long links

6: until Numberof HierarchyLevelsisreached

Figure 55. The small world Architecture Construction.

Chinese Whisper (see Figure 56) is a randomised clustering algorithm that
clusters undirected, weighted graphs. The advantage of this algorithm is
that it has a time-linear (to the number of edges) complexity [Biemann].
Also it showed good performance when applied to a small-world like
network [Biemann]. The algorithm starts by assigning classes to each
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node in the graph (lines 1-2). Then, for a given number of local updates,
each node inherits the predominant class in its neighbourhood (lines 4-8)
according to a cost function. Originally, the algorithm runs until it reaches
a stable state where there are no changes in the clustering result (line 4).
However, a fixed number of iterations can also be defined.

Algorithm 2 Chinese Whisper Algorithm

Input: The graph to be clustered G = (V| E).
Output: The clustered graph.

for all v € V do
class(v) :=1i
end for
while changes do
for all v € V do
class(v) := highest ranked class in neighborhood of
v following the cost function:
C = wlx Bandwidth+w2x Links+w3x*Latency
end for
9: end while

AL i

L

Figure 56. The Chinese Whisper Algorithm.
Dynamic Behaviour in Distributed Clouds

One key characteristic of Distributed Clouds that has to be considered is
the high churn of its topology, i.e., nodes can join and leave the cloud at any
time. In order to meet these requirements, we propose an algorithm that is
intended to manage the forwarding architecture in a dynamic manner. The
different groups and the Group Leaders’ election are adapted according to
the topology change. So we need to consider nodes leaving, joining and
node failure in the overlay network.

* Node Joining

The algorithm of this procedure is illustrated in Figure 57. When a new
node wants to join the network, the algorithm makes sure to maintain a
small-world structure of the network. If the node has already at least one
connection with any node in the network, it will be assigned to the group
where this given node belongs. Otherwise, new short links should be built
with the selected group or cluster. Then, the role of the new node should
be designed (it is either a Group Leader or not). This is done by computing
the cost function as in Algorithm 1. If the new node has the more significant
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cost function, it is elected as a new Group Leader, otherwise, it is defined
as a member of the cluster.

Algorithm 3 Node Joining Algorithm

Input: Node i that wants to join the network
The old small-world network.
Output: The new small-world network.

if Node i has connection with Group G then
Node i is a new member of Group G

else
Build Short links within the requested Group
Compute the Cost function of the node i:

Ci := wl = Bandwidth + w2 % Links
Determine the role of the node i within the requested

Group:

8: if C'i > C'gh then

9: Node i is a the new Group Header

10: else

11: Node 1 is a new member of the Group

12: end if

13: end if

A s ey

Figure 57. The Node Joining Algorithm.
e Node Leaving

The procedure of leaving the small-world network is illustrated in
Algorithm 4. Again, we try to keep the structure of small world whenever
there is a change in the network. If the node is just a member within the
group without extra functions, the procedure will be performed without
any impact on the group. However if the leaving node is the Group Leader,
a "substitutor” must replace it in the group. The node with the greater cost
function will do the job.
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Algorithm 4 Node Leaving Algorithm

Input: Node i that wants to leave the network
The old small-world network.

Output: The new small-world network.

1: if Node is a Group Leader then

2 Select the substitutor with greatest cost function:

3 Ci:=wl = Bandwidth + w2 = Links

4: Rebuild short links within the group

5. else

6 Node i and its connections to other nodes are removed
from the network

7. end if

Figure 58. The Node Leaving Algorithm.
Performance Evaluation

In this section, we provide some preliminary evaluations of our small-
world scheme for managing forwarding in Distributed Clouds. We perform
a comparison of our approach with a simple random topology scheme that
is inspired by the re6st concept (of the VIFIB system). In the following, we
introduce the simulation scenario and provide a simulation result.

Simulation Scenario

In our simulations, we have used RINASim. The scenario used is depicted
in Figure 59. It is a small scenario composed of 10 nodes. First, the links
between nodes are built in a random way following the VIFIB system
principle. Our small world algorithm is then applied to build the clusters
and elect the groups leaders. Figure 56 shows that there are 4 elected
Group Leaders. A ping application is used to create flows between nodes.
10 random flows are triggered and the end-to-end latency is measured.
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1 package rina.examples.Routing. DCtest3links

DistributedClouds10_3links

VIFIBNS
VIFIBNG VIFIBN2 VIFIBN10

Figure 59. Simulation Scenario: small network.

We perform a modification in the network in Figure 59 (the configuration
of links related to latency), then we re-run our small world algorithm. A new

small-world topology is generated (illustrated in Figure 60). We measure
the average latency again.

& package rina.examples.Routing.DCtest3linkschange

DistributedClouds10_3linksCk

N | =
VIFIBNG VIFIBN2 VIFIBN10

Figure 60. Simulation Scenario after change.

Preliminary Simulation Results

Figure 61 illustrates the results obtained after measuring the average
latency. We deduce that our small world approach performs better than
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the random scheme of the re6st protocol. The first two bars correspond to
the topology in Figure 56. The second bars represent the average latency
for the topology after change (Figure 60). These results prove that our
scheme ensures better latency than the random scheme. This shows that
small world networks match Distributed Clouds very well.
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Figure 61. Average latency with respect to network topology.
4.1.4. Conclusions and Future Works

In this chapter, we presented generic architectures for routing and
addressing tailored to cope with the Distributed Clouds requirements,
most notably in terms of scalability and dynamicity. We have identified
the limitations and issues of the currently implemented solutions for the
distributed cloud use case (VIFIB). We then described SFR and the small-
world architecture - two solutions that we have designed to benefit from
RINAs recursive nature. The obtained simulation results show that both
schemes achieve their design goals by limiting the routing table size and
giving good latency results compared to the concept used currently by the
VIFIB system. We plan to work further on the small-world architecture
(in particular the dynamic behaviour) and produce more advanced results.
Accordingly, in the context of WP7 of PRISTINE, we intend to submit a
research paper.
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4.2. Topological addressing and routing in large-scale
datacentres

4.2 .1. Introduction and motivation

Looking for superior efficiency, uptime and scalability, nowadays’
commercial Data Centers (DCs) tend to rely on well-defined leaf-spine Data
Center Network (DCN) topologies that not only offer low latency and ultra-
high bandwidth for server-to-server communications, but also enhanced
reliability against multiple concurrent failures. Examples of this reliance
are Google’s and Facebook’s DCN topologies, available in [Arjun] and
[Alexey] respectively. Moving toward the future Internet of Things (IoT)
and 5G network scenarios, a plethora of emerging innovative cloud services
are expected to proliferate. This will put stress upon current DCs, requiring
them to grow even larger in terms of computing resources. However,
common routing and forwarding solutions do not scale well for these types
of networks, resulting in large forwarding tables (at least in the order of
several tens of thousands of entries in highly-optimized configurations
[Arora]) and a heavy table maintenance burden (information exchanged
to populate routing tables and re-converge upon failures). Although this
problem was identified a long time ago, the TCP/IP protocol suite—not
being designed for cloud networking—limited the improvements that were
achievable by the solutions proposed in the literature [Bari]. In contrast
to the rigidity of the TCP/IP protocol stack, the clean-slate RINA brings
a programmable environment where routing and forwarding policies in
forwarding devices can be fully configured by the network administrator.
This opens the door to the deployment of policies tightly tailored to
the specific DCN characteristics inside a RINA-enabled DC. The RINA
based solution outperforms solutions based on TCP/IP, whose protocols
were optimized for the delivery of a best-effort Internet with an arbitrary
topology—a very different environment to that of a DCN. The policies
proposed here make use of DCN topology knowledge to forward packets
to the closest neighboring device on the route to their destination based on
rules. In the non-failure scenario, this approach only requires the storage of
forwarding information to each adjacent neighbor (compared to traditional
forwarding tables, which may contain up to one entry per network node).
When there are route failures in the DCN, some forwarding rules may
not succeed to deliver packets to the destination. This is the only time
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when additional forwarding information is required, consisting of a few
exceptions overriding those rules that are stored at forwarding devices.

4.2.2. Rules and Exceptions

We focus on a RINA deployment inside a DC following the DIF setup
depicted in Figure 62 Such a RINA-enabled DCN network is partitioned
into three main types of DIFs, each with a different scope: i) a single DC-
Fabric DIF, acting as a large distributed switch; ii) a DC DIF that connects
all servers in the DC together under the same pool; and iii) multiple tenant
DIFs, isolated and customized as per the requirements of the different
tenants.

DC
l IPCP IPCP IPCP I IPCP l

DC-Fabric shim

N
] [J ]

IPCP ' IPCP

~
DC-Core (ToRs, Edges etc.)

Figure 62. DIF setup inside a DC between Virtual Machines (VMs) running
in DC servers. The DC-Fabric DIF (violet color) is the focus of this work.

We focus on the DC-Fabric DIF, that is, the one providing connectivity
between the Top-of-the-Rack (ToR) switches and between the edge routers
and ToR switches. We considered DC-Fabric DIFs following the topologies
of the large Google and Facebook DCNs shown in Figure 63% and
Figure 64°. Google uses a unique plane of spine switches interconnecting
all pods and edge planes in the DCN, thus offering multiple equal cost paths
between each pair of ToRs and edges, even under multi-failure scenarios
(see Figure 63). In the Facebook DCN, fabric switches of a pod connect
to a distinct spine set that provides connectivity to all other pods and to
edge nodes (see Figure 64). Again, high redundancy is introduced to survive
multiple concurrent failures across the DCN.

4 extracted from reference [Arjun]
5 extracted from reference [Alexey]
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Figure 64. Facebook’s DCN topology,
Forwarding

An interesting point about DC networks is that they follow highly
structured topologies. This allows us to describe the full network graph with
only few parameters. For example, a DC-Fabric DIF following Google’s
DCN topology can be described using only 6 parameters: Number of spine
nodes (s), number of pods (P), number of edge planes (E), number of fabric
nodes per pod/edge plane (f), number of ToRs per pod (t) and number
of edges per edge plane (e). In a similar way, a DC-Fabric DIF following
Facebook’s DCN topology can be described using 5 parameters: Number
of pods (P), number of fabric nodes per pod and spine sets (f), number of
ToRs per pod (t), number of spine nodes per spine set (s) and number of
edges per spine set (e).
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In order to profit from such well-defined topologies, it is important to
assign node addresses so that any node in the network can be located with
a minimum extra knowledge. Focusing on a DC Fabric DIF with the same
connectivity as that of the Google’s DCN, we use addresses in the form
<A.B>; where "A" represents the group and "B" the node within this group.
For example, having group "0" as that of the spine-plane, address <0,X>
refers to the spine X. To differentiate between fabric nodes and ToRs/edges
within pods, we reserve the first node ids for the fabric switches (1 to f) and
the rest for ToRs and edge routers. For example, in a DC-Fabric with f = 4,
address <9.2> would be that of fabric node 2 in pod 9, while address <9.5>
would be that of ToR/Edge 1 in pod 9.

Conversely, for a DC Fabric DIF showing the connectivity of the Facebook
DCN, we adopt a different approach. In this case, we use addresses in the
form <A.B.C>; where "A" represents the type of node (ToR O, Fabric 1, Spine
2 and Edge 3), "B" the group id (pod or spine-set), and "C" the node id within
that group. For example, addresses <0.7.1> and <1.7.1> identify ToR 1 and
Fabric 1 both at pod 7, addresses <2.3,1> and <3.3.1> identify Spine 1 and
Edge 1 both at spine-set 3.

Being aware of the specific DCN topology (from the set of parameters),
and the location of the nodes within it, means only forwarding entries
to adjacent neighbours need to be stored at each DCN node. As a result,
only simple forwarding rules are required. In order to quickly access
neighbour information, we assign a locally unique identifier (Neighbour-
Id) to every neighbour, abstracting its real address in a direct way. By using
Neighbour-Ids as an index, we can store all neighbour nodes’ information,
including port address or status, in a direct access structure. Forwarding
rules use Neighbour-Ids to define the set of valid neighbours to reach any
destination across the DCN.

Given the nature of the communications inside a DC (over the DC-Fabric
DIF in a RINA-enabled scenario), only end-to-end flows between ToR
switches, and between ToR switches and edge routers will be established,
most probably in a dynamic way. Therefore, forwarding rules only need
to consider ToR switches and edge routers as possible destinations. This
requires only a small set of rules where we either go towards a specific node
or set of nodes (e.g. to reach a ToR from a Fabric node we either go down
directly to that specific node if we are located in the same Pod, or go up
to any Spine node).
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These simple forwarding rules work without problem during normal
operation, however when failures occur across the DCN, the simple
forwarding rules may fail in directing a packet to its destination. Thus, we
require additional forwarding rules to handle these failures. We term these
additional forwarding rules exceptions. These exceptions are similar to
traditional forwarding table entries, but are only required in certain failure
scenarios. Like primary forwarding entries, exceptions can be directed not
only to specific nodes, but also groups of nodes (e.g., an exception that
applies to all Pods in the DCN except a specific one). Moreover, the total
number of exceptions required to ensure robust communication in the
advent of failures tends to be considerably smaller than the number of
similar entries required in a traditional forwarding table (at most the same
in the very worst case), as most communication across the DCN will remain
unaffected by specific link or node failures. Only storing exceptions to
primary rules when failures occur can yield a large reduction in terms of
memory usage compared to a traditional forwarding table.

In addition, in Fabric switches, which tend to have a large list of valid
neighbours to reach most destinations, we instead store the list of
neighbours that are invalid to reach a destination. Forwarding entries in
Fabric switches can be interpreted as, “To reach X go UP/DOWN without
using Y”.

Given rules, exceptions and information about directly connected nodes,
the full forwarding function can be seen in Algorithm: Forwarding
function.

Algorithm: Forwarding function

Forward(addr) {
if addr is Connected Neighbour - Forward (addr)
if addr is not ToR or Edge - Unreachable
if addr match any exceptions — Exception (addr)
else - Rule (addr)

Routing

While the described forwarding policy does not require knowledge of
distinct routes when all works well, it does require knowledge of failed
routes to destinations and how to alternatively reach them. Hence, the
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routing policy has to provide enough information to populate such
exceptions. While a simple link-state or distance-vector routing protocol
could be used to determine exceptions to the primary rules in failure
scenarios, we can compute them more efficiently by exploiting the
complete DCN topology knowledge that nodes have. Indeed, there is no
need for nodes to propagate the state of operational resources across the
network, only the state of those experiencing failures. To this end, we
propose a link failure routing policy, a variation of link-state routing based
on failure propagation. Instead of having all nodes propagate their full
neighbour table, only failed links are propagated (the rest are assumed
to be working). This results in a large reduction in the information
exchanged and stored at network nodes. Although we could use the DCN
topology and failed links’ knowledge to compute the forwarding exceptions
using a Dijkstra’s routing algorithm, such an approach has a significant
computational cost and does not scale well. Instead, we found that with a
list of failures we could restrict our search to problematic locations and
compute the exceptions directly—so long as some constraints on valid
paths are considered. These constraints on valid paths are required to
reduce the complexity of the algorithms anyway. Even so, constrains are
thought taking into account that there is a high number of available paths
towards any ToR and Edge node, being constrains only a way to limit
the depth of the algorithm. Also, it needs to be considered that paths
not supported with those constraints would imply to use longer paths,
preferring to have unreachable destinations and possible movements of
VMs . For example, from a spine switch we only consider a Pod reachable
if we are connected to at least one of its fabric switches, and a specific ToR
if we can reach it with an optimal path or sub-optimal path with at most 2
extra hops (those within the Pod).

Algorithms to compute exceptions aim to direct the search toward failures
that may require an exception while discarding the rest. For example,
at spine nodes failures between other spines and fabric nodes are not
considered as those do not affect the feasible paths, given the imposed
constraints.

While such algorithms are fully dependent on the topology and require
some constraints, they yield a significant improvement both in time and
memory usage against traditional route computation. Indeed, there is no
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need to compute and store reachability information to all destination
nodes, but only to the ones unreachable through the primary rules.

As an example, Algorithm 2: Pseudo coded exception computation
example shows a possible way to compute exceptions in fabric nodes
in a Google-based DC from a spine node. Within the pseudo-code, we
considered ToR and Edges as the same type of node for the sake of
simplicity.

Algorithm 2: Pseudo coded exception computation example

Parsed data and functions used:

unreachableGroups < groups with all fabric neighbours unreachable
NodeFails — ToR/Edge disconnected from some fabrics
unreachableNodes «~ ToR/Edge disconnected from all fabrics
FabricFails < Fabric with problems reaching some ToR/Edge
Reachable (A.B) < Check if neighbor A.B can be reached
reachableAtGroup(A) « Fabrics nodes reachables at group A (A.*)
reachablebNodeFrom (A.B) « ToRs/Edges reachables from fabric (A.B)
reachablebFabricFrom (A.B) < Fabrics reachables from ToR/Edge (A.B)

Algorithm:

Exceptions = @

if I am disconnected then return Exceptions
GroupsWithProblems = @

for each A.B in FabricFails do

if Reachable(A.B) then GroupsWithProblems.add(A)
for each (A) in GroupsWithProblems do

validPorts = @

for i = 1..f do

if Reachable(A.i) and A.i # FabricFails then
validPorts .add (A.1)

if validPorts == @ then unreachableGroups.add(A)
else Exceptions.add(A, validPorts )

for each (A) in unreachableGroups do E.add(A.0, @)
for each (A.B) in unreachableNodes do

if (A) # unreachableGroups then Exceptions.add(A.B, @)
for each A.B in NodeFails do

if A # unreachableGroups then continue

if (A.B) # unreachableNodes then continue
myReach = reachableAtGroup(A)

dstReach = reachablebFabricFrom(A.B)

if myReach # dstReach then continue

if myReach n dstReach != @ then
Exceptions.add(A.B, myReach n dstReach)
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continue

reachDst = @

for each node (A.B’) in dstReach do
reachDst .add(reachablebNodeFrom (A.B'))
reachNei = @

for each node (A.B’) in myReach do
reachNei .add(reachablebNodeFrom(A.B"))
validPorts = @

if reachNei n reachDst != @ then
validPorts .add(A.B')
Exceptions.add(A.B, validPorts )
return Exceptions

While Algorithm 2: Pseudo coded exception computation example
describes a procedure to compute all the required exceptions at spine
nodes, the complexity of it is limited by the number of concurrent
failures, rather than the network size. In addition, while this algorithm
takes a stateless approach, more efficient versions can take into account the
previous status of the network and only compute exceptions that could be
affected by the latest changes. For example, if the link between ToR switch
<1.5>and fabric switch <1.1> goes down, in most cases we will not recompute
all the exceptions to reach any node, but only the exceptions required to
reach ToR <1.5>and other ToR switches in that Pod that could already show
problems.

All this greatly reduces the complexity of computing exceptions when
compared to that of computing traditional forwarding tables, allowing for
faster response to network failures.

4.2.3. R/E RINAsim policies

The GitHub repository contains older forwarding policies in "DIF/
RMT/PDUForwarding/SimpleDCForwarding" for forwarding on DC-
Fabric DIFs following the Facebook’s DC topology. While the policies
under development implement the described ideas and some of their
improvements in a better way, older versions more simply illustrate
the benefits of rule-based forwarding. This policy works together with
the forwarding generator policy at "DIF/RA/PDUFG/SimpleDCGenerator”
and routing policy at "DIF/Routing/DCRouting". These two policies,
while not following the described ideas for generating exceptions, show
lower complexity. Instead of exchanging all link information, nodes only
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exchange failure and recovery information among themselves. Nodes use
this information to compute the routing table using a simple Dijkstra
algorithm, instead of the one described before.

"Examples/Routing/DDC" (also shown in Figure 65) and "Examples/
Routing/BigDC" contain two different examples of DCNs employing a
rule-based forwarding and the reaction upon failures. They facilitate the
comparison of the first improvements made by these policies, showing a
great reduction in the forwarding table size.

# package rina.examples.Routing.DDC

FlowListener

Figure 65. Network of Routing/DDC scenario
4.2.4. R/E scenarios and results

Current routing and forwarding solutions for IP impose many restrictions
that the RINA architecture already overcomes. For example, for addressing
DCN devices, we are not forced to use 4 or 16-byte addresses as imposed by
[Pv4 or IPv6 respectively, but can use scenario-specific addresses. Public
addresses of servers/VMs are not propagated inside the routing updates,
reducing the communication cost of the routing protocol. To show these
benefits, we quantitatively evaluate the performance of the proposed
routing and forwarding policies against that of currently available solutions
for the same purposes but operating in a RINA environment.

To analyse the number and size of traditional forwarding table entries vs.
rules plus exceptions in our policies, we have considered two different
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DC-Fabric DIFs: 1) DIF-Go (reproduces the Google’s DCN topology), and
2) DIF-FB (reproduces that in the Facebook’s DCs). Table 2 give the
parametrization of both DIFs, taking the number of pods (P) as the base
parameter. The expressions to determine the rest of parameters (as a
function of P) allow us to obtain similar configurations as those reported
for the real DCNS.

Table 2. DETAILS OF THE DCN-FABRIC DIFS

Pods (P) P

ToRs per pod (t) P/2
Fabric switches per pod/edge Log3(P)
plane (f)

DIF-Go - Edge planes (E) P/4
DIF-Go - Edge routers per edge P/2
plane (e)

DIF-Go - Spine switches (s) P

DIF-FB - Edge routers per spine P*P/8f
set (e)

DIF-FB - Spine switches per spine  P/2
set (s)

Total number of ToRs P*P/2

First, we compared the number of entries in a forwarding table against
the number of neighbour entries plus exceptions for large-scale DCNs in
distinct failure scenarios. We fix P=100 for the first tests, resulting in DCN’s
of 5000 ToR switches. We perform our tests for 0, 1, 2, 5 and 10 concurrent
failures (randomly chosen among node and link failures). In Table 3 we can
see the relative number (in %) of required entries in each case against the
total number of DCN nodes. With our policies (named as Exceptions in the
table), we require at most one exception per failure (as expected), thus, most
of the stored entries are related to adjacent neighbors. With traditional
forwarding tables (FWT), we assume that ToR and edge addresses can be
aggregated at pods and edge planes/spines. After performing 50.000 tests
for each number of failures, we found that the number of entries can be
lowered by 11 to 18% in a traditional forwarding table (with respect to the
size of the DCN). With our approach, however, we get table sizes of 0.21
to 0.27 %, being most of the stored entries for directly connected network
nodes.
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Table 3. AVG. ENTRIES VS. MAX ENTRIES (%) GIVEN N FAILURES

Method \ 0 1 2 5 10
Failures

Exceptions 0.21 0.22 0.23 0.24 0.27
DIF-Go 11.6 11.9 12.3 13.2 14.8
DIF-FB 114 12.1 12.8 14.8 18.1

We are also interested in comparing the amount of forwarding data stored
and how the policies scale. We focus on both the number of entries and
the number of port references stored in those entries. Using the same
parametrization based on the number of pods (P), for values 32, 64, 128 and
256, we tested both policies in scenarios with between 1 and 10 concurrent
failures. In addition, for forwarding tables, we limited the number of stored
port references to 16, being a common limit in ECMP implementations.
Figure 66 shows the average number of entries and stored ports in DIF-
Go and DIF-FB for different P sizes (number of pods in the DCN). In the
Figure 66, we can see how, the number of forwarding entries and their size
grow steadily with P. In contrast, our proposed solution only needs to store
adjacent neighbours’ information plus exceptions, remaining the number
of forwarding entries almost constant as the size of the DIFs grows up.

., 20000
T B-Exceptions —-e-Flat (size)

S 15000

> -©-Go FWT (entries) 4-Go FWT (ports)

£ 10000

S 000 -A FB FWT (entries) -&FB FWT (ports)

s o = ‘

O

g 32

= Number of Pods

Figure 66. Avg. number of entries and stored ports given the number of pods
4.2.5. Conclusions and future work

The programmability of RINA opens the door to routing and forwarding
functionality improvement in front of current solutions for IP, even
when traditional forwarding tables are used. Moreover, it also allows new
and more efficient policies to be used, more closely related to the real
network graph and requirements. The proposed policies leverage previous
knowledge about the topology in order to reduce both the data storage
requirement at nodes and the communication cost to share the required
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routing information. The obtained results show really good improvements,
usually only needing to store information about nodes that are directly
connected, something that should be stored in any case.

Anyway, we still envision room for further improvement. Firstly, while
new policies have been presented, we found some similarities between
them and existing solutions that we could exploit to provide more generic
solutions applicable to a wider range of network scenarios. Instead of
policies entirely tailored to specific scenarios, we could design them more
generically, letting only some (configurable) parts of them to be scenario
dependant. A clear example can be a forwarding policy based on rules
and exceptions. This policy is very similar to any forwarding policy that
makes use of a simple forwarding table to find the first match between a
destination address and a forwarding entry. In our case, though, we can
introduce the grouping of neighbour nodes and the use of rules when
no matchings are found. Therefore, a generic forwarding policy based on
groups, exceptions and rules could be indistinctly used, e.g., to perform
simple flat routing or even the topological routing strategies presented
and evaluated in this section. Having a generic solution would not only
reduce the complexity of adapting it to different scenarios, but also provide
a base for compatible hardware implementations, a requirement for fast
forwarding performance.

More generic forwarding policies also will allow research on whether
centralizing part of the routing functionality can improve network
performance, reduce the communication cost, and move part of the
computation burden from forwarding devices. The performance of such
solutions could then be compared to that of existing solutions like SDN,
without the limitations imposed by TCP/IP.
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Abstract—RINA, the Recursive InterNetwork Architecture, is
a novel “back to basics” type approach to networking. The
recursive nature of RINA calls for radically different approaches
to how networking is performed. It shows great potential in many
aspects, e.g. by simplifying management and providing better
security. However, RINA has not been explored for congestion
control yet. In this paper, we take first steps to investigate how
congestion control can be performed in RINA, and demonstrate
that it can be very efficient because it is applied close to where
the problem happens, and through its recursive architecture,
interesting effects can be achieved. We also show how easily
congestion control can be combined with routing, enabling a
straightforward implementation of in-network resource pooling.

I. INTRODUCTION

In the Internet, congestion control is embedded in a pro-
tocol at the transport layer or above — most commonly in
TCP (which we will refer to in the following), but also in
SCTP, DCCP and in certain RTP-based applications. The
TCP protocol operates “end-to-end”, where “end” is the host
the application is running on. Although this might ensure
scalability since interior network elements do not have to
worry about congestion control,! the control is potentially
executed far from where congestion appears in the network.

The Recursive Network Architecture (RINA) [2], [3], is a
back to basics approach learning from the experience with
TCP/IP [4] and other technologies in the past. In RINA, every
layer (called a “Distributed InterProcess Communication (IPC)
Facility” (DIF)) has the same set of mechanisms and goal:
providing and managing the communication among its entities
(called the “IPC Processes” (IPCPs)). All DIFs have the same
internal structure. For example, each DIF has one transport
protocol (the “Error and Flow Control Protocol” (EFCP));
this is a mechanism that cannot be changed. However, how
this mechanism performs flow control, retransmission control
or congestion control is defined as “policies” and can be
programmed differently in various DIFs.

Many cases can be found in which there are layers in the
network stack that do not follow the traditional “transport/net-
work/data link/physical” architectural model (Fig. 1(a)). For

'Tt has been said that this design of TCP matches the end-to-end argument.
This is true, but the end-to-end argument really only prohibits implementing
application-specific functions inside the network [1]. Much like routing,
congestion control addresses a problem that occurs inside the network (the
end-to-end argument does also not forbid complex routing algorithms).

TCP(L4)
1P(L3)
IEEE 802.3 (L2)
VXLAN(L2)
UDP (L4)
1P (L3)
1P (L3)
IEEE 802.3 (L2)
MPLS (L2.5)
IEEE 802.1q (L2)
IEEE 802.1ah (L2)
10GBASE-ER (L1)

(b) The TCP/IP stack
in practice

Transport (L4)
Network (L3)
Data Link (L2)
Physical (L1)

DIF (IPC)

DIF (IPC)
Shim DIF (IPC to PHY)

(c) RINA Stack

(a) The TCP/IP stack
in theory

Fig. 1. Protocol stacks. (In RINA, shim DIF is the bottom DIF designed to
operate on the physical layer, link layer, or any other specific technology.)

example, in Fig. 1(b) we can see L2 over L2 (MAC-in-MAC),
L2 over L3 (Ethernet over MPLS), L2 over L4 (VXLAN,
L2TP), L3 over L3 (IP in IP, GRE, LISP), and so on. RINA
allows theoretically an indefinite number of stacked DIFs to
provide IPC services to each other (Fig. 1(c)). This is how
it shows the ability to solve long-standing network problems
of the Internet architecture (complexity, scalability, security,
mobility, QoS or management, see [2], [S]-[7]). However,
previous work on RINA has just focused on the above issues
and did not investigate it on congestion control research.

In this paper, we take a first look at how a congestion control
method can work in this new architecture; by implementing
a TCP-like congestion control policy, we compare it with
similar approaches in the Internet, and discuss its benefits.
We also elaborate how a range of different optimizations
in congestion control can fit within a single framework. In
RINA, recursion arises from the ability to arbitrarily arrange
structurally-equivalent DIFs. Through simple topologies, we
show that improvements that have been done to TCP such
as Split-TCP on the internet “naturally appear” with RINA
without their side effects; we present some DIF layouts to
show how they solve some congestion control problems in
the Internet. We also show that in RINA, each DIF can
detect and manage the congestion for its resources, pushing
back to higher layer DIFs when resources are overloaded.
There, the “Relaying and Multiplexing” (RMT) task — another
mechanism in every DIF —is in charge of forwarding the EFCP
PDUs; it can load-balance the traffic by sending it on other
paths, or recursively pushback upwards to achieve in-network
resource pooling.

We will elaborate on the design of RINA congestion control
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Fig. 2. Two possible RINA stack configurations by different organizations of
“Distributed InterProcessCommunication Facilities” (DIFs).

in Section II. In Section III, we will take a look at how a TCP-
like mechanism would play out in RINA, focusing on some
simple “toy” scenarios. Section IV discusses RINA congestion
control in the context of prior work, and Section V concludes.

II. CONGESTION CONTROL IN RINA

In RINA, every function is bound to one DIF, and DIFs can
be of different sizes, e.g. two nodes connected to each other
can form a DIF, or a public DIF can contain all the nodes of
a network. Every DIF can have a different type of congestion
control (or none at all). DIFs can also be stacked; the lower
DIF serves the upper one based on a list of requirements that
the upper DIF needs for its flows. This provides the flexibility
of mapping several upper flows with the same requirements
(e.g. QoS) to just one lower flow. Here, we only discuss
congestion control-related modules of RINA; however, for
further information on RINA, see [2].

As a simple starting point, consider a path with one inter-
mediate hop, given by a physical setup of 3 nodes: a sender,
a relay/router node in the middle, and a receiver, as shown
in Fig. 2. S; and R; are the application instances sending
and receiving packets, respectively. A; (or B;) is called IPC
Process (IPCP); it is an application process that is a member of
a DIF and locally implements the functionality to support and
manage IPC using multiple sub-tasks. In Fig. 2(a), there is one
DIF for the network that performs congestion control with a
control loop from A to Az. The module controlling congestion
in A; and Aj is called EFCP. If congestion appears in the relay
IPCP (in the RMT module of A, which is responsible for
relaying PDUs), the RMT can, for example, set the Explicit
Congestion Notification (ECN) field of PDUs. The sender’s
window or rate is a function reacting to congestion in this
network. This scenario has its advantages in simplicity and
scalability, but it has some obvious disadvantages too: Aj
cannot benefit from the knowledge specific to the two links
below Aj—A; and A,—Aj (just like TCP can usually not benefit
from link-layer knowledge), and if congestion appears in one
of these links, EFCP needs a full round-trip-time (from A; to
Aj; and back) to react.

The diagram in Fig. 2(b) shows two separate DIFs at layer 1
and hence two separate congestion controllers. Although the
two DIFs have the same set of mechanisms, each one can
have different policies for flow or congestion control that are
tailored to the underlying link layer technology or physical
link characteristics. The programmable functions inside DIFs
are called policies. For example, EFCP can be seen as a family

(Sender ) | i (Receiver)
P
EFCP__
N-DIF ( ‘
o
")
(N-1)-DIFs PERN - e (N-1)-DIFs
( £ ekl N ~ } 5
2-DIFs | (Ra) - | (RA] 2-DIF | 2-DIFs
I\ [Rm1) (RMT) (RMT) |
N o i e oSl
- i
1-DIFs 1-DIFs 1-DIFs
Node 1 Node i ) Nodej Node j+1 Noden™

Fig. 3. Recursive congestion control in RINA: the recursive interactition of
IPCP modules “Error and Flow Control Protocol” (EFCP), “Relaying and
Multiplexing Task” (RMT), and “Resource Allocation” (RA).

of congestion/flow control protocols, and policy is a specific
implementation. In the figure, we have another DIF on top. The
top DIF’s EFCP connection includes no congestion control
in our example. EFCP connections inside the layer 1 DIFs
include IPC processes B, and B,,, which are not directly
visible to the layer 2 IPCP A,. However, A, is connected to
each one through a logical interface similar to a buffer, called
port. If A, does not receive PDUs from B,; as quickly as
B, drains it, A, is able to tell B, that it can speed up. B,
can then allow B; to send faster via EFCP’s flow control. If,
on the other hand, B, is sending data slower than it arrives
at By j, By,’s buffer will become full. A, is then not able to
forward PDUs anymore and, therefore, will have to stop taking
them from B, ;. Thus, B,; will again obtain the information
it needs to make B, slow down via EFCP’s flow control.

We see that the way RINA controls congestion is a gener-
alization of how it is done in the Internet: if there is only one
DIF doing congestion control in the network, it operates in
an end-to-end fashion. If two or more congestion controlled
DIFs are concatenated, the end-to-end control loop is broken
into shorter loops. As another interesting capability, RINA
allows DIFs to be stacked, and upper DIFs can have their own
congestion control policies. If, in Fig. 2(b), there are several
flows from S; to R; through several EFCP connections from
Aj to Aj, packets of all of them are mapped to only one
EFCP connection in the DIFs below; this means that at the
lower DIFs, there is only one aggregated flow, and congestion
control in these DIFs operates on aggregates. As we consider it
an important feature, we generally refer to RINA’s congestion
control as “Aggregate Congestion Control” (ACC).

A general architecture of N layers is illustrated in Fig. 3.
The dashed, curved arrows in the figure represent notification
transmission between modules, and IPCPs are shown as cir-
cles. In case of congestion in the 1-DIF between nodes j and
7+ 1, the Resource Allocation entity (RA) of the transmitting
IPC Process sends a notification to the IPCP of the EFCP
instance sending the PDU. This EFCP instance is located in
the same IPCP. Congestion causes queue growth in this EFCP
instance; when the queue reaches its maximum size limit, the
EFCP instance shuts down its incoming port, and PDUs are



Router;

(a) Network topology

3 [ L3 ]
L2 [ L2 ]
L1 { L1 H

(b) TCP stack

(c) Split-TCP stack

2-DIF

1-DIF

(d) RINA stack. Only EFCP and RMT modules are shown in IPCPs.

Fig. 4. The topology used for comparison and its correspoding stacks in
end-to-end TCP, Split-TCP, and RINA.

backlogged in the upper RMT output port (the port will be
unblocked again when the queue length decreases). Next, the
output queue of the RMT in 2-DIF will reach its maximum
threshold, and this continues; it sends a slow-down signal
to the Resource Allocator (RA) module, and the RA sends
a notification to the sending EFCP instance. This continues
until the signal reaches the source of congestion, generating a
“pushback” behavior that emerges due to recursion.

A full implementation of the scenario in Fig. 3 requires
upstream notifications within a DIF, which can have im-
plications on efficiency (probably positive) and scalability
(probably negative) that are beyond the scope of the pre-
liminary investigation presented here. We note, however, that
scalability constraints are not as prohibitive here as they are
in the Internet: because the Internet architecture essentially
limits congestion control to the setup in Fig. 2(a), upstream
notifications become impossible to use [8], whereas they
merely constrain the maximum size of a DIF in RINA.

III. SIMULATIONS WITH TCP-LIKE CONGESTION
CONTROL

To better understand the implications of placing congestion
controlled DIFs next to or above each other, we have carried
out simulations of a few “toy” scenarios using the OMNeT++
RINA module [9]. The simulator and scenarios can be found
in the provided URL ([9]). We implemented a simple TCP
Tahoe-like congestion control policy in EFCP (and, for the
simulations in Sections III-A and III-B, nothing else: the
effects were entirely achieved by configuring how DIFs are
stacked). As we will see, TCP-like congestion control in RINA
plays out in ways that are similar to certain functions that
are getting deployed as “hacks” to the Internet infrastructure
today (e.g. in performance-enhancing proxies (PEPs) [10])
as well as mechanisms that are proposed in the academic
literature. In RINA, this behavior naturally appears as a result
of layering, whereas the very design of PEPs illustrates the
difficulty of overhauling the Internet’s base architecture. In
the next subsections, we will continue our discussions on three
different arrangement types of DIFs which RINA allows us to
do: consecutive DIFs, stacked DIFs, and “side-by-side” DIFs.
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Fig. 5. Comparison results of a single flow in TCP, Split-TCP, and RINA.
A. Horizontal: Consecutive DIFs

If we consider the description of Fig. 2(b) in the previous
section and assume that the congestion control in the Layer 1
DIFs is TCP-like, what we have described is very similar to a
PEP function called Connection Splitting [10]. TCP splitters
divide TCP connections by “lying” to the end systems, acting
as the receiver towards the sender and as the sender towards
the receiver. As one significant difference to RINA-ACC, a
TCP splitter must take care of end-to-end reliability, thereby
breaking the end-to-end reliability semantics of TCP. While
retransmitting packets from within the network can also have
benefits and would easily be possible with RINA, it is not
automatically tied to dividing the control loops as it is with
TCP, and we do not consider it further here.

To compare RINA-ACC with Split-TCP and see the perfor-
mance gain over end-to-end TCP, we simulated data transfers
in the topology shown in Fig. 4; Router; acts as a splitter
while using Split-TCP, which we have added to the OMNeT++
INET framework as implemented in [11]. The protocol stacks
of the three approaches are also shown for clarity. The traffic
sent by S; was a single large file, so there was only one flow
from S; to R; in the network. The simulation was run for one
minute, and after that we collected the total volume of data
transmitted. The capacity of the link between the sender and
the router was 10 Mbps, and for the link between Router; and
R; it was 2 Mbps. Congestion appeared in the interface on
the right-hand side of Router;. We limited the output queue
of this interface to the bandwidth-delay product (BDP) in the
end-to-end TCP case. In the Split-TCP and RINA-ACC cases,
we used the BDP of the Router;—R; link for this buffer as
well as the RMT’s output buffer at the layer above.

The performance of end-to-end TCP, Split-TCP, and RINA
with TCP per DIF is illustrated in Fig. 5. This diagram shows
two separate and expected things: 1) Fig. 5(a) shows conges-
tion window (CWND) sizes of the sender in end-to-end TCP
(“TCP:Sender”) and the second connections of Split-TCP and
RINA (“Split-TCP:Splitter” and “RINA-ACC:Relay”) between
Router; and Ry; this implies that our implementation of TCP
in RINA indeed performs very similar to Split-TCP (with a
small throughput improvement because its pushback mecha-
nism prevents packet drops and timeout), and 2) referring to
Fig. 5(b), Split-TCP performs better than end-to-end TCP at
large RTTs. The latter fact is known from earlier literature but
it shows that our implementation of Split-TCP is correct.
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B. Vertical: Stacked DIF's

In the simplistic example above, the traffic carried by RINA
came from one single end-to-end flow in the network. In
a real RINA network where DIFs are stacked above each
other, an N-DIF would carry an aggregate of flows from the
(N+1)-DIF sitting above it. Edge router pairs would then only
keep the congestion state of active flow aggregates between
them. Here, RINA-ACC automatically avoids the competition
between multiple end-to-end flows that occurs in the Internet
today: when many end-to-end or Split-TCP flows individually
push up the queue at the bottleneck, they harm each other
via increased delay and loss, and it can be better to combine
them [12], [13]. We simulated multiple flows competing in
the network using the network topology shown in Fig. 6.
Senders S; through S, sent a large file to receivers R
through R,,, respectively. All the links had the same bandwidth;
the Router;—Router, link was the bottleneck. For RINA, the
DIF structure is also indicated in Fig. 6: there were some
consecutive lower DIFs and one upper-layer DIF on top. We
compared RINA-ACC against the better Internet case from our
previous simulations — Split-TCP, but with no aggregation.

In Fig. 7(a), end-to-end delay results of RINA-ACC and
Split-TCP are shown in a box-and-whisker diagram; it shows
the range and 10th percentile/median/90th percentile boxes of
all packets in one simulation. Although the median of delay is
almost the same, we observe that due to the competition among
the TCP connections in the Router;—Router, segment, some
packets had much longer end-to-end delays, which also causes
a higher jitter at receivers. In RINA-ACC, all traffic from
the senders was carried through one flow between Router;
and Router, with no competition. The effect of competition
can be mitigated to some extent by employing Active Queue
Management (AQM) in Split-TCP. However, AQM does not
resolve the high jitter problem arisen by competition.

With RINA-ACC, we see a slight reduction in peak delay as
the number of flows increases because at the start, more flows
translate into more packets to be sent by the aggregated flow
between Router; and Router,, keeping its send buffer from
draining and allowing its congestion window to grow faster.
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Fig. 7. Benefits of RINA ACC.

This implies another benefit of ACC: flows take advantage of
an already open window of the aggregate flow in their path
for faster transmission and shorter delay.

The previous simulation scenario showed the advantage
of aggregating flows in the core of the network. A similar
argument holds when a number of flows originate from the
same sender to the same receiver. Following an example from
[14], a user might be surfing a web site while downloading a
file from it — in this case, it can be more efficient to use only
one congestion controller between the two nodes.

We simulated this scenario and show the results in Fig. 7(b).
The network topology was the same as in Fig. 6 with n = 1.
The sender sent two files to the receiver. The transmission
of File 1 with the size of 20MB started at time 0. File 2
was 500 KB, and its transmission started 10 seconds later. The
horizontal axis of the figure shows time, and the bars show the
start and finish times of each file for the three methods. Due to
the aggregation of the second flow into the already started one
in RINA-ACC, the second transfer can benefit from the large
congestion window of the ongoing transmission which already
has a better approximation of the available bandwidth between
the two nodes. Moreover, compared to TCP and Split-TCP,
there is less competition in this case which results in a shorter
transmission time for the first file. In Split-TCP, the two flows
were split into six pieces, and every two connections competed
for one of the three links. Compared with the TCP scenario
in which there was only one bottleneck link, here there were
three bottleneck links because sometimes, for example, the
total congestion window size in the splitter of Router; became
smaller than the total size in the sender. In our simulation, this
caused one timeout in the second connection of File 1; this is
why it took around 1 second longer than with TCP.

The effect shown here with ACC is comparable to a
Congestion Manager (CM) [15] or multi-streaming as in e.g.
SCTP [14] — but with these mechanisms, the benefit shown
in Fig. 7(b) only appears when multiple flows are used as
described between the same sender and receiver. With RINA-
ACC however, the two files could just as well be transferred
between different sender-receiver pairs, and the same holds
if there are hundreds or thousands of senders: File 2 can be
transmitted faster if any sender is transmitting data at any given
time. In-network aggregate congestion control is, therefore,
a much more powerful mechanism than previously proposed
methods for congestion control coupling.
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C. Around: In-Network Resource Pooling

Resource pooling [16] has recently gained significant at-
tention from the routing and congestion control point of
view. There exist some methods at the transport layer like
Multi-Path TCP (MPTCP) [17] or at the routing layer like
Equal-Cost Multi-Path Routing (ECMP) [18] with the aim
of load-balancing. However, they operate independently. A
recent approach to enable a combination of these two types
of mechanisms was presented by the name of In-Network Re-
souce Pooling (INRP) in [19]. This work claims that dynamic
routing/detouring compared with the Internet’s static routing,
as a way of reacting to congestion by finding alternative lower-
load routes, combined with a hop-by-hop congestion control
mechanism in case there is no other low-load path towards
the destination, is beneficial. However, this approach might
face Internet-specific problems such as head-of-line blocking
in case of detouring TCP traffic [20].

RINA enables us to cope with these problems with its
layered architecture; it offers various options for reliable out-
of-order delivery between any two EFCP instances, and it is up
to each layer how to serve upper layers (DIFs). For example,
as proposed by [19], [21], DIFs are automatically able to serve
upper DIFs with multiple flows like flowlets through multiple
paths. These paths are provided through multiple side-by-side
lower DIFs operating on different paths. Detouring can also
be bound to some lower DIF in the core of a network, and
that DIF might even provide in-order-delivery to upper DIFs.
At the edge of a DIF, delay from head-of-line blocking is
bounded whereas in TCP it is accumulated along the path.

To show how easily RINA can provide resource pooling,
we implemented a load-based routing policy in the RINA
simulator in OMNeT++. This policy is coupled with another
short-term queue size monitoring policy to react to local
congestion in an output queue. In case of congestion, first
another low-load path to the destination is looked up. If no
other path is available, the congestion control module reacts.

Fig. 8 shows the simple topology that was used to explain
in-network resource pooling in [19]. In case of proper load-
balancing, both S;-R; and S;-R; connections should be
allocated a 5Mbps share. The main advantage of resource
pooling here is that it provides global fairness and local
stability [19]. The corresponding RINA stack is similar to
the one in Fig. 6 meaning that there is one 1-DIF per link,
and a single 2-DIF connecting all the nodes on top. We ran
this scenario in RINASim for one minute, and measured the
volume of data received by R; and R;. Jain’s fairness index
[22] with three digits precision was 0.999, which shows global
fairness while local stability was provided through RINA-ACC
as shown before.

IV. DISCUSSION AND IMPLICATIONS

Because it operates at the transport layer, it is impossible for
TCP to always do “the right thing” for every network segment.
By measuring only the round-trip time (RTT) and packet loss,
it is very difficult to optimally adapt the transmission rate
of the sender when the path to the receiver is a chain of
technologies (e.g. WLAN, Ethernet, satellite, 3G). TCP cannot
make any form of link technology-specific decision. This
problem is compounded by well-known TCP issues like e.g. its
inability to distinguish between congestion losses and losses
that are due to link impairments. It should not be surprising
that there is a huge amount of research work on cross-layering
with a focus on TCP-over-X, where X is any link layer
technology and X is assumed to be the only problematic link.
Similarly, given that TCP must work everywhere, it should not
be surprising that such research does not typically influence
the TCP standard. TCP’s end-to-end congestion control also
does not scale well in several dimensions:

1) The diameter of the network. The effectiveness of any
congestion control scheme will deteriorate with increasing net-
work diameter. TCP maximizes this effect because it operates
in “rounds” based on the round-trip time. This is particularly
problematic in high bandwidth networks where the capacity
does not become a limit, especially with short flows that
are common in web traffic. Such flows typically terminate in
TCP’s slow-start phase, making the completion time strictly a
function of the round-trip time. Recently, there has therefore
been increased interest in reducing the number of round-trips
for web traffic [23].

2) The number of flows. When multiple flows traverse a
path, they compete for the available bandwidth, pushing up
the queues and creating delay and loss. As shown in [12],
jointly controlling them as a group can lead to much better
behavior and enable precise prioritization between flows. This
functionality is currently being proposed for WebRTC in the
IETF RMCAT Working Group [24].

3) The bottleneck link capacity. TCP often poorly saturates
high-capacity links due to its linear increase in standard
TCP’s congestion avoidance phase. This has been addressed
approximately a decade ago; now, the most prominent solution
is the CUBIC congestion control mechanism that is used by
default in Linux hosts [25]. When CUBIC and other related
mechanisms were proposed, explicit feedback-based schemes
were found to operate best (e.g. XCP [26], RCP [27], MaxNet
[28], and CADPC/PTP [29]).

RINA can solve all of these problems by 1) breaking up
the long control loop into shorter ones, 2) controlling flow
aggregates inside the network, and 3) enabling the deployment
of arbitrary congestion control mechanisms per DIF.

As we have seen in the previous section, with TCP, the
behavior emerging with RINA can resemble Performance
Enhancing Proxies (PEPs) [30]. PEPs usually break end-
to-end connections into several closed-loop connections; in
each connection, a congestion control scheme which considers
local link characteristics can be exploited [31]. Also, hop-by-



hop congestion control has gained much attention in wireless
networks due to serious problems of end-to-end methods [32].

Internet PEPs have several disadvantages. In addition to
the already mentioned reliability problem (see Section III-A),
complexities in using IPsec and SSL [33] arise because
security is an end-to-end function in these cases. This is
why works such as [33] are motivated by designing PEP-less
solutions. PEPs also do not scale well with the number of
flows [32], [34]. A mapping of incoming-outgoing connection
pairs to interfaces must be maintained to be able to e.g.
slow down the correct incoming connections when congestion
is experienced on an outgoing interface [35]. TCP’s fast
retransmission/recovery is triggered by triple duplicate ACKs
which needs a window size of at least 4 packets, meaning
that a splitter’s buffer size (advertised window) must be at
least 4 times the number of flows [34]; otherwise, performance
degrades. In addition, in terms of the processing delay, running
a separate TCP instance for every flow is expensive [19].

The layered architecture of RINA does not have these
problems of Internet PEPs because 1) security is a per-DIF
function: PDUs are protected as they cross DIF boundaries [7],
and because each DIF has its own congestion control, splitting
encrypted connections is not problematic, and 2) flows towards
each next hop are aggregated at the lower DIFs, which means
that there is much less state to maintain.

In TCP splitters, buffer sizes have also been shown to affect
the performance, but, as shown by [36], the required splitter’s
buffer size is fairly modest, and it is independent of the number
of flows. The splitter’s buffer size scales linearly with BDP of
the bottleneck link [34]. In our evaluations, we used a buffer
of the size of its link’s BDP in RINA for RMT output queues
at upper DIFs. Running the same simulation with different
buffer sizes revealed that in our scenarios, buffers of at least
this size result in a high performance, close to the upper limit,
while imposing a reasonable queuing delay.

A. Stability and Scalability

We have discussed benefits of breaking up control loops;
at the extreme end of this approach we have hop-by-hop con-
gestion control. There has been a concern regarding stability
of hop-by-hop congestion control methods since many years
ago because some unstable behavior was observed in some
networks [37], [38]. However, as [38] argues, “the fear of
instability” might be a result of the unsuccessful use of non-
discriminatory on-off type controls.

Many works have investigated the stability of hop-by-hop
congestion control, e.g. [32], [35], [37]-[39]. They showed
that using per-hop controllers accelerates the response to
bandwidth changes in the path, and that series of control loops
are stable under certain conditions. These methods usually
use a rate-based mechanism with proven stability properties.
Split-TCP consists of several consecutive TCP connections,
and each TCP connection has been shown to have stability
properties [35], [40] especially for shorter RTTs. In [41], it
is also proven that even in case of not using TCP receiver-

window based backpressure in Split-TCP, the system is stable
under certain conditions.

In RINA, consecutive DIFs operate similarly to Split-TCP,
and due to our TCP-like controller implementation, we inherit
the same stability properties. If DIFs are layered, as shown
in Fig. 3, it can be observed that we have a concatenation of
TCP controllers; however, these controllers, from the 1-DIF,
cross the layers up to the EFCP instance at the sender node
in the N-DIF. In other words, there is one active controller
between every two consecutive EFCP senders shown in the
figure down to the bottleneck link. This implies that in the
recursive form we have the same stability properties. Hop-
by-hop rate-based congestion controllers with proven stability
which were mentioned above can also be used in RINA. Due
to the inherent flow aggregation in RINA, using this kind of
controllers imposes limited overhead on intermediate nodes in
RINA; this overhead has, however, been a major obstacle in
deploying these approaches previously [35].

An important issue regarding using stable hop-by-hop con-
gestion controllers is how well they can scale [32] because a
larger sequence of controllers might affect stability. However,
works such as [40] show that it is possible to achieve a scalable
and stable method for arbitrarily large network topologies and
arbitrary delays.

In general, any form of hop-by-hop congestion control or
connection splitting can be viewed as a concatenation of sev-
eral controllers. There is a large number of works in the control
theory literature on the stability of interconnected systems, cf.
[42]-[44]; each of them considers different assumptions in the
system such as parameter dependencies between subsystems
or time-varying properties. These works show that even under
arbitrary interconnection of systems, stability can be achieved.
These results can be helpful in the design of stable congestion
controllers for RINA under the same assumptions.

RINA theoretically allows an infinite number of DIFs to be
stacked; each DIF has its own buffers, and hence, the total
end-to-end buffer size in RINA is another matter of further
investigation. We do however not expect this to become a
significant issue, as hop-by-hop rate-based congestion control
schemes such as [32], [39] have already been shown to be
more efficient than end-to-end approaches in terms of buffer
usage (e.g. peak buffer size) at intermediate nodes.

V. CONCLUDING REMARKS

The Internet’s end-to-end’ness of congestion control and its
static routing are inevitable by-products of its architectural
design. With RINA, the natural way of applying such algo-
rithms is very different, with control executed closer to where
the problem is. The main achievement of RINA is that the
series of hacks and patches found in the Internet, with its
problems that we have discussed in the case of congestion
control, are not required. RINA is therefore an ideal vehicle
for investigating drastic changes to how congestion control,
and in-network resource pooling as another example, could
be done, and it provides a suitable framework with many
promising dimensions for future research.



In this paper, through some simple evaluation topologies, we
have shown that congestion control in RINA “naturally” ex-
hibits properties of various improvements that have been made
to (or at least proposed for) the Internet, without inheriting the
problems that come from imposing these mechanisms on an
architecture that was not made for them (all the problems that
PEPs have). However, it is just as “natural” that such a drastic
departure from common methods requires answering many
new questions, such as: 1) how to effectively manage buffers
between DIFs, 2) which hop-by-hop congestion controllers
are best to use, given their stability and scalability properties,
3) how to best apply in-network resource pooling, 4) effects
of different congestion control policies at lower DIFs on
congestion control policies of upper DIFs, and 5) how large
a DIF can be without performance degradation, and how its
scalability can be improved. We believe that these are exciting
issues for future work, and hope that this paper inspires others
to also consider RINA for congestion control research.
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Abstract—Datacenter transport has attracted much recent
interest, however, most proposed improvements require changing
the datacenter fabric, which hinders their applicability and
deployability over commodity hardware. In this paper, we present
a novel congestion controller, Logistic Growth Control (LGC), for
datacenters which does not require changes to the datacenter fab-
ric. LGC uses a similar ECN marking as in DCTCP, but adapts
to congestion using the logistic growth function. This function
has been proven to have nice characteristics including stability,
convergence, fairness, and scalability, which are very appealing
for congestion control. As a result, our LGC mechanism operates
in the datacenter network in a more stable and fair manner,
leading to less queuing and latency. LGC also behaves better
than DCTCP, and it converges to the fair share of the bottleneck
link capacity irrespective of the Round-Trip-Time (RTT). We
discuss the stability and fairness of LGC using a fluid model,
and show its performance improvement with simulations.

I. INTRODUCTION

Standard transport protocols, such as the Transmission
Control Protocol (TCP), do not perform well in datacenters
[2]. Optimizing both the end systems and network fabric to
the datacenter environment (e.g. [4]) has many benefits, but
often proves difficult or impossible to deploy (see [9]), and
the network fabric needs special approaches such as [23]
to be able to run the new algorithm. In addition, in spite
of the performance improvements achieved by custom-built
datacenter fabrics, the price differences of commodity versus
non-commodity networking hardware, especially at a large
scale, has been a strong motivation towards using commodity
hardware [1], [22].

Another approach in datacenters has been to focus on
easily deployable solutions. These include purely end-system
modifications, such as Data Center TCP (DCTCP) [2]) as
well as scheduling transmissions [20], [11], though the later
has scalability concerns due to their complexity or the use
of a centralized arbiter [17]. Hence, like DCTCP [2], we too
focus on an easily deployable mechanism. Such a mechanism
operates purely at the transport layer of end systems and does
not require changes to network equipments such as switches
and routers.

Our work is inspired by logistic growth in nature [28] (see
section II-A). We build upon earlier work that has found
logistic growth to be a generally useful function for congestion
control [29], [30], [10], and present the design and simulation-
based evaluation of a new congestion controller for datacenters

that is based on logistic growth. Cornerstones of our design
are:

o Similar to DCTCP, we let packets be ECN-marked
when the instantaneous queue length exceeds a threshold
(which can be achieved using a special configuration of
the common RED Active Queue Management (AQM)
mechanism, and hence needs no hardware changes).
However, different from DCTCP where this threshold is
a function of the BandwidthxDelay Product (BDP) [2],
which can be very large in modern datacenters [13], our
threshold is always set to only one packet, irrespective of
the BDP.

« We utilize a similar method of echoing ECN (acks and
delayed acks) as DCTCP. However, how sources react
to ECN signals is governed by our new congestion
controller.

« We do not let the queue grow, neither do we let the queue
length oscillate a lot. We achieve this by using a more
stable congestion controller that is based on the logistic
growth function. This function has stability properties
when used in congestion control (see Section IV-C), and
lets us attain fairness among flows irrespective of the
RTT, which is not the case for TCP and DCTCP.

Through presenting an analytical model, we discuss LGC

properties, and through simulation in OMNeT++ [19], we
show that it works under various scenarios. Simulation results
show that it can reduce the queue length and latency, and it
attains fairness among flows with heterogeneous RTTs.

Section II presents a congestion controller model based on

the logistic growth function. In Section III we develop our
congestion controller based on this model and then analytically
evaluate it in Section IV. We show how it can be further
improved in Section V before evaluating the performance of
our logistic growth based congestion controller through sim-
ulations in Section VI. We finish with an overview of related
work in Section VII and our conclusions in Section VIIIL.

II. CONGESTION CONTROLLER MODEL

A. Logistic Growth

The Logistic Growth (LG) function is often used to specify
the growth of a population/species over time. It is described
by the differential equation
rN(t)(K — N(t))

K

N = (1)



TABLE I

NOTATIONS
’ Symbol ‘ Description
S the number of competing flows/species
xT; the normalized rate of flow
z;(0) the initial rate/population of flow/species 4

T the growth rate of flow ¢

aij the competitive effect of species ¢ on species j
I(t) or l[n] % times the total load on the bottleneck link
l;(t) or l;[n] | the approximation of I(¢) and I[n] respectively
c(t) or c[n] the ECN-marking process

Z;(t) or &;[n] | an approximation of the fair sending rate of source ¢

K the carrying capacity: the source’s maximum sending
rate (the normalization factor)
k the ratio of the capacity of the bottleneck link to K
var(t) is used to represent a continuous time variable

var[n] is used to represent discrete variable at epoch n

where N is the size of a population, K the so-called “carrying
capacity” (the value that the equation converges to), and r the
maximum per capita growth rate for a population. We use
the dot notation for time differentiation, i.e. N = %. Table 1
summarizes the notation we use throughout the paper.

The idea of growth constrained by a capacity limit has
direct parallels with network congestion control. It allows us
to draw upon the large body of analytic research work on
this model and its enhancements (e.g. [16]) which has proven
nice characteristics including stability, convergence, fairness,
and scalability. These properties make LG very appealing for
congestion control [10].

We normalize (1) by defining x(¢) = N(t)/K, which yields

i = ra(t) (1 - a(t)) @
with the solution:
1
z(t) = 3
=T e )
where x(0) denotes the initial population. Clearly,

lim; yoo z(t) = 1. In the rest of the paper, we use LG
in this normalized form.

Fig. 1 plots (3) for different values of r, which affects
the speed of convergence. In this diagram, there is one
species with the normalized initial population of 0.1. We see
that larger values of r result in a faster convergence to the
carrying capacity 1. The LG function (3), however, models the
population of only one species. When there is a competition
among a number of species for a common resource, the
competition is modeled using the Lotka-Volterra model, which
can also parallel different network sources competing for
shared network capacity.

B. Lotka-Volterra Competition Model

We consider the general Lotka-Volterra model of compe-
tition [27], where S species compete for a common limited

Population
S O o O

40 50

Time

Fig. 1. Growth rate effects on the population growth of LG. z(0) = 0.1.

resource according to the Logistic Growth equation
S
fﬂ.i = Xir; 1-— Z aijxj (4)
j=1

where r; > (0 denotes the growth rate of species i.
A = (a;;) € RS9 is called the community matrix [18],
where the value of a;; determines the competitive effect of
species ¢ on species j.

We define matrix A as

25 -1
=5
When a;; > 0 Vi # j, all species ¢ have a competitive effect
on all species j. This parallels network flows competing with
one another. However if a;; and a;; have different signs, the
interactions are more complex with predation between species.
This can be used for more complex network analysis, but is
beyond the scope of this paper.

The definition of A directly affects the stability of the
system represented by (4) [14]; in the following, we elaborate
more on why we define A as (5).

1) Equilibrium: The equilibria of (4), denoted by x* in
the vector form with elements 7, are determined by solving
the system of equations &; = 0 Vi. This implies that either
z; =0o0r1— Zf:1 a;jx; = 0. If no species dies out, z; > 0
(or for network all flows are sending), and using (5), the only
equilibrium point we get is

S—1

o ai; = Vi # j. &)

i = —. (6)

Thus all species, or flows in our case, converge to an equal
share of the capacity, jointly converging to 1.

2) Stability: Tt can easily be shown that because in our
case matrix A is symmetric with positive real elements,
its eigenvalues are real and positive. According to (5),
ai; > a;j Vi # j, which makes all the pivots of A positive.
This accordingly implies that all eigenvalues of A are positive.
Thus the system represented by (4) is stable around the
equilibrium (6) [15]. The symmetric property of A with
a;; > 0 results in another nice property of the model: the
above equilibrium becomes globally stable because there can
be found a positive definite Lyapunov function minimized
at the equilibrium with positive values at other points [15],
[16]. In the networking context, this means that all network
flows competing for the bottleneck link capacity using (4) will
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Fig. 2. Competition of 10 species (the solid lines) with r; = 0.5 based on
the LV system. The dashed line is the total population.

eventually converge to a stable equilibrium (6), irrespective of
their initial sending rate.

3) Numerical evaluation: To illustrate how the system of
equations presented in (4) behaves, a sample trajectory of
10 species is plotted in Fig. 2. Each species starts with an
initial population of 0.01, but at different time instants. All the
numbers are normalized with the carrying capacity equal to 1.
It is clearly seen in Fig. 2 how each species’ population grows
until it receives its fair share of the total capacity, which is 0.1
once all 10 species have joined at around 400. As species leave
the competition one by one, meaning that they are removed
from the system, we can observe how the system converges to
the new equilibrium. The stable adaption for varying numbers
of species parallels varying number of network flows and how
capacity is shared between them in the networking context.

III. LoGIisTIC GROWTH CONTROL (LGC)

A. Congestion Controller

Applying (4) to the context of a distributed congestion
controller that operates at discrete time intervals, we write (4)
with (5) as follows:

xin+1] =
25 -1 S—1
=gl - —5— ) ]

JJF#i

xinlr; | 1 + @;[n].

(N
After simplifying the right-hand side of (7), we get

xi[n+ 1] = x;[n]r; (1 — xi[n] — Un]) + z4[n) (8)

where {[n] = 22 > ; rj[n]. Atequilibrium z;[n + 1] = x;[n]
in (7), yielding z; = % Vi at that fixed point. This shows that
the discrete equation has the same equilibrium point as (4).

Key to implementing LGC in a datacenter is being able
to estimate [[n]. This requires that each source, i, is able
to estimate the number of competing flows, S, as well as
the combined sources transmission rate, > _; zj[n] (Remember
these rates are normalized with respect to the source link’s
capacity). In the next section, we will explain how each source
can have a good approximation of [[n] without requiring to
know the exact value of S.

B. Estimating l|n]

In an unmodified IP-based datacenter fabric, exactly calcu-
lating I[n] is not possible. The only signal from the network
is the ECN flag in the packet header; a set flag indicates the
queue length has exceeded a particular threshold, and a clear
flag means it hasn’t. However, we show that it is possible
to accurately estimate /[n] using ECN in the datacenter envi-
ronment when for source i, [;[n] = ¢;[n], where ¢;[n] is the
proportion of congestion indicating packets (ECN marked) in
epoch n. Thus equation (8) is implemented as:

zi[n + 1) = zi[nlr; (1 — x50n] — Ln]) + (0] . )

When a source starts transmission, it does not have any
information to calculate [[0] so we start with [[0] = O.
Section I'V-D discusses the accuracy of this estimate in detail.

C. The Link Capacity

In (8) the capacity is normalized. Therefore, to send at a
specific rate, every source should send at x; K where K is
the maximum send rate of the source. In a general network
topology, the link capacities in a path might be different or
unknown. However, all the link capacities and the topology
are known in datacenters, and as a general rule, we assume
that K represents the smallest link capacity in a path. For
example, in a datacenter with 10Gbps links between servers
and TOR switches, and 40Gbps links between other switches,
we use 10Gbps as the carrying capacity, K, in the calculations.
We will show that if the 40Gbps link is congested, LCG is also
able to react appropriately to the congestion, i.e. congestion in
the backbone. This suggests that LGC may also be able to be
applied outside datacenters to networks where the bottleneck
capacity is not known.

D. Rate Update Time Intervals

The rate is regularly updated by each source using (9). As
we see in (9), the fair rate only depends on [;, and as long as
all sources see the same [ (see Section IV-D), they converge
to the same rate. This means that the steady state behavior of
the controller is not sensitive to the update interval: updating
it more or less often will naturally make the control converge
faster or slower, but the point of convergence is not affected
(but updating it extremely fast could lead to oscillations).
There are several options for the update frequency such as
using the smallest RTT value seen over a certain time interval
(an estimate of the RTT without queuing delay). However,
using a flow’s smallest RTT can still be a long time interval
for a large-RTT flow, making it sluggish.

In LGC, we use equal-sized intervals. Based on our ob-
servation in simulations, performance is robust if a flow can
receive at least 4 acks per interval. Although there are many
active flows in a datacenter, the number of competing flows
for the same link is small [8], [17]. This means a rate update
interval as short as the minimum RTT in a datacenter will
still allow flows around 4 acks per interval (or the equivalent
information using DCTCP’s delayed ack mechanism).
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Fig. 3. Validation of the fluid model against simulation. The bottleneck link capacity is 10 Gbps, and the RTT is 200 us

IV. ANALYTICAL EVALUATION OF LGC

We use a fluid model of (9) to investigate its stability and
the accuracy of [.

A. The Fluid Model

We model (9) as a continuous time fluid process:

fman (imn-i) o

li=c(t—7)—c(t—2m) (1)

c(t) = gm0} (12)
S

q(t) = —k+_zi(t) (13)
i=1

where ¢(t) is the ECN-marking process, 7; is the time that
takes for sender ¢ to receive the ECN signal from the bot-
tleneck link, and k denotes the ratio of the bottleneck link
capacity to K. Unless otherwise specified we use £ = 1 in
calculations.

B. Model Validation

We validate the fluid model using simulations of the LGC
mechanism performed in OMNeT++. Two scenarios are con-
sidered: 5 flows and 20 flows. Fig. 3 shows the comparative
results for the source send rates and bottleneck queue size.
We had two scenarios with 5 and 20 flows. In both scenarios
the bottleneck link capacity is 10 Gbps with a source RTT of
200 ps. We see that in both cases, the rate of sources and the
queue length match the model.

C. Stability and Equilibrium

The stability of LGC cannot be directly investigated by
(9) because there is a delay in getting ECN signals from the
bottleneck link router, i.e. [(t) = c¢(t — 7). As it is illustrated
in Fig. 3(a) and Fig. 3(c), this causes some periodic behavior.
However, assuming that ¢(t — 7) & ¢(t — 27) and considering
the system model (10)-(13), we are able to 1) directly prove
the stability of (9) based on the discussion in II-B2, and
2) calculate the equilibrium of LCG. Setting the right-hand

side (RHS) of (10), (11), and (13) to zero and trying to solve
the equations yields

1—a2*—1*=0, (14)
=1, (15)
S(a* +a'r(l—a* —1*) =k (16)

Assuming k = 1, the above system has a solution at equi-
librium of z* = % with [* = % This also reveals that
process ¢(t) approximates % at equilibrium, i.e. % percent
of packets are ECN-marked. Since the number of competing
flows is usually small in datacenters [8], [17], we do not
expect % becomes very close to 1. In Section V-A, we
will discuss how we can have ¢(t — 7) = ¢(t — 27), i.e. how
to get approximately the same ECN-marked percentage in

consecutive rate update intervals.

D. Accuracy of I;(t)
We discuss in more detail why ; (t) is a good approximation

of I;(t) especially when >, x;(t) is close to 1, i.e. the sum of
source rates is close to the bottleneck link capacity. Formally

speaking, we claim that
1 [hmex S—1
Hdt | = ——
(o [ eto) =5

However, without requiring to solve (17), we can look at the
RHS of (17) as how ¢ behaves around the equilibrium. We
solve (10) to obtain the relationship between system variables;
this yields

lim
tmax —>00

a7

a4l =1,
w415 =1,

(18)
i+l =1.

Let us assume that sources experience the same proportion
of ECN-marked packets (or very close to the same). We will
discuss how this can be assured in Section V-A. This yields
ff = [* V4. From (18) we obtain

i=xb=.=a=1-1". (19)

Since sources keep increasing their sending rate until the
bottleneck link is 100% utilized, we have at equilibrium
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Zle x; = 1 and since all sources transmit at the same rate,
: % Thus (19) yields * = % which confirms that
I* = [*. This implies that the ECN marking process c(t) also
approximates %

1) Validation Results: We validated the above argument
using the simulation scenario of Section IV-B; the average
value of [ in case of 5 flows with three digit precision is 0.796
with a standard deviation of 0.124, and in case of 20 flows,
it is 0.937 with a standard deviation of 0.113. We see that in
both cases, the measured values by sources are very close to
S—1 je. 0.8 in the first case, and 0.95 in the second one.

S
E. Different Bottleneck Link Capacity

Here we discuss what happens if the bottleneck link capacity
is not equal to the maximum sending rate of the sources.
Referring to (14)-(16), in general at equilibrium the normalized
source send rate and load indicator are:

E ) S—k
¥ =<5 k<s and " = s
1 k>S 0

If £ > S, the sources combined maximum send rate
is less than the bottleneck link’s capacity, giving z; =
1 and [* = 0. We ran a simulation experiment where
there are 10 competing nodes connected to a 10 Gbps link
(K=10Gbps), and the bottleneck link capacity took the val-
ues {10, 20, 30, 40, 50, 60} Gbps resulting in respective values
of £k = {1,2,3,4,5,6}. We also added 40% of the link
capacity Poisson traffic as the background traffic. In all six
cases each nodes’ normalized send rate was very close to

*

T = %; confirming the above argument.

k<S
k>S5

V. FURTHER IMPROVEMENTS
A. Exponential Delay

As we discussed in  Section IV-C, having
c(t—7) ~c(t—27) helps improve the stable behavior
of LGC. Although a moving average with a large-enough
window over ECN signals can reflect the same value, we
are able to improve it further by pacing packets with an
exponentially-distributed delay between them. The advantage
of rate-based transmission with exponentially-distributed
inter-packet delay is that, due to the PASTA property (Poisson
Arrivals See Time Averages) [32], sources in the limit observe
the same average congestion marking. When measured over
the epoch n we have ;(n) ~ I;(n) ~ 55 Vi, j.

Tinit

sl
"conv

> T,

T—gy Ti—g T Ttg9  ZTtgo

Fig. 5. Adapting r depending on the expected fair share and current rate.

Fig. 4 shows rate changes in LGC sources when packets
have exponentially-distributed inter-packet times. Compared
with the rates in Fig. 3(a) and 3(c), we see that rates are
more stable with few large abrupt changes. In Section VI,
we show how adding exponentially-distributed delays affects
queue length.

B. Adapting the growth rate

The performance of LGC can be improved by tuning the
growth rate parameter, r. Here, our goal is fo be more
aggressive in changing the rate of a source that is getting
a smaller or larger amount of resource than the fair share.

Since Zi S %, and 1 — Zi ~ %, we estimate the fair share
asz; =1 — l}. However, to avoid fluctuations we estimate this

over a larger time interval:

where W denotes the moving average window size.

In Fig. 1, we see how r affects aggressiveness. We would
like to dynamically change r to decrease the convergence time
of sources that are far from their fair share and stably maintain
source rates when sources are close to their fair share. To
achieve this we define a range of values where r € [reony, Tinit-
rinit denotes the initial value of r. Sources start by setting
7 = Tinit, and they use r¢ony When x; ~ ;. Fig. 5 shows how
LGC chooses the value for r; for source ¢. Depending on the
value of Z;, we use a simple linear function which is bounded
by 7Teonv @and 7ini. g1 and go denote the rate range used for
changing between 7oy and rig.

Fig. 6 illustrates three different scenarios: 7 = 0.1, r = 0.3,
and adaptive r. g; = 0.015 and g2 = 0.45. We see that using
an adaptive r, as shown in Fig. 6(c), LGC takes advantage
of the stability seen in Fig. 6(a) and faster convergence of
Fig. 6(b) without any significant effects on the queue length
distributions illustrated in Fig. 6(d) using box-and-whisker!
plots.

VI. COMPARATIVE PERFORMANCE RESULTS

In this section we present the comparative performance of
LGC with DCTCP. We chose DCTCP for comparison because
it is a well-known transport protocol for datacenters, and has
the same goals as LGC. We implemented both LGC and
DCTCP in the INET framework of OMNeT++ [19]. Our

'Boxes span the middle 50% of data, with whiskers extending up to 1.5
times the interquartile range. Outliers are offset so the density of points is
clear.
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OMNeT++ DCTCP implementation was validated against its
reference NS-2 implementation.

Results in this section are collected from a series of 10
simulation runs, each with unique random seeds. Sources ran-
domly start transmission in an interval shorter than one RTT.
Unless otherwise mentioned, we use the following parameters
for LGC: g7 = 0.015, g5 = 0.045, rin;e = 0.3, cony = 0.1,
w; = 40, and a rate update interval of 200 us. We use the
recommended configurations of DCTCP in [2] for optimum
operation.

A. Small-Scale Evaluation

We simulated an incast traffic pattern for evaluation. Incast
is an important scenario to evaluate congestion control in
datacenters [17]. This traffic pattern occurs when client sends
a request to several servers in the same rack connected to the
same switch, and the servers all respond at almost the same
time exceeding the capacity of the link to the client. In our
scenario, the link capacity between the rack devices and the
Top Of Rack (TOR) switch is 10Gbps.

1) Queue Length: To evaluate the effect the different mech-
anisms have on the bottleneck queue length distribution we test
5, 20, and then 40 sources (clients) sending data to the same
destination (server). Fig. 7 shows a box-and-whisker plot2 for
DCTCP, LGC without exponentially distributed packet pacing,
and LGC. We observe that LGC reduces the queue length
compared to DCTCP for a comparable average throughput
(DCTCP 9.64, LGC-no exp 9.52, and LGC 9.50 Gbps). The
exponentially distributed packet pacing further reduces the
queue length, though the benefit diminishes as the number
of flows increase because flows get fewer acks per rate
update intervals resulting in their load estimate [ [n] becoming
coarser. If LGC is to be used in scenarios where more than
20 competing flows is common, we suggest increasing the
rate update interval to improve the precision of ] [n]. In the
“LGC - no exp. delay” case the sources become synchronized
when there are large numbers of competing flows, resulting
in load estimates of [n] = 1 for most rate update intervals,
and i[n] = 0 for a small number of intervals. The source

2Boxes span the middle 50% of data, with whiskers extending up to 1.5
times the interquartile range. Outliers are offset so the density of points is
clear.
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Fig. 7. Queue length distribution of the three methods.

synchronization, LG response to f, and more deterministic
packet arrival pattern result in lower queuing delays.

2) Fairness: We compare the short-term flow fairness of
DCTCP and LGC using Jain’s fairness index [12]. 5 sources
send data to the same destination, with Jain’s fairness index
calculated over 1ms intervals. Both LGC and DCTCP are
tested in two scenarios: (i) all sources have homogeneous
RTTs of 200 us, (ii) the 5 sources have RTTs of 140, 170, 200,
230, and 260 ps respectively. Fig. 8 illustrates four simulation
cases plotting the average of the 10 different runs. Error bars
spanning the range of calculated fairness are plotted every
10 ms to indicate the variation in simulation runs.

First considering the case of homogeneous RTTs, we ob-
serve that LGC’s fairness begins at close to 1, and remains
very close to 1 throughout the simulation. DCTCP sources
start using the same congestion window, which makes it fair
at first. However, during first RTTs, sources do not have
an accurate approximation of congestion (parameter « in
[2]), and their start time is slightly different, which leads to
a drop in fairness. As sources receive more acks, fairness
improves, but it fluctuates in the range of 0.97 to 1. The
fairness drop does not happen in LGC during first RTTs
because sources pace packets with exponentially-distributed
delays, which compensates for the initial inaccurate estimate
and slight differences in start times.

In the heterogeneous RTT case both LGC and DCTCP
sources start using the same congestion window size, but with
the RTT difference this yields a fairness of around 0.96 at
first. The LGC sources converge to their fair share (=~ 1.0) in
just a few milliseconds, however, the DCTCP sources—after a
drop in fairness due to not having an accurate approximation of
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congestion—attain only a fairness of about 0.93. This illustrates
RTT independence of LGC’s mechanism.

3) Round-Trip Time (RTT): One of the direct consequences
of reducing the queue length is reducing the RTT. In the next
scenario, we calculate the Cumulative Distribution Function
(CDF) of the RTT distribution for both LGC and DCTCP with
tests of 5, 20, and 40 competing flows using a base RTT of
200 ps. In all cases both LGC and DCTCP were configured
optimally. Fig. 9 shows the results. LGC shows a significant
reduction in RTT over DCTP in all three tests.

B. Large-Scale Evaluation

Here we investigate the comparative performance of LGC
with respect to DCTCP under two large scale simulation
scenarios:

(i) a classic Clos topology (8-ary fat-tree, 64 nodes in total)

[22], [1], and
(ii) a similar leaf-spine topology to the one in [4], [9] (144
nodes, 9 leaf switches, 4 spine switches).
In the leaf-spine topology, all the links between hosts and
TOR switches are 10Gbps, and the other links have 40Gbps
capacity. In the Clos topology, all the links in the network
have the same capacity, i.e. 10Gbps.

We use a longest path uniform random traffic pattern [17]
in which a source sends data to a randomly-chosen destination
with the longest path in the network. However, the set of
destinations is smaller than the set of sources to ensure that
congestion happens. Fig. 10 illustrates the CDF of RTT in both
scenarios for LGC and DCTCP. It clearly illustrates that LGC
can reduce network queue sizes in both scenarios, resulting in
significantly shorter delays and RTTs for comparable average
throughput (Clos: DCTCP 9.56 and LGC 9.45 Gbps, and leaf-
spine: DCTCP 9.51 and LGC 9.41 Gbps). The average number
of competing flows in these scenarios was around 8, yielding

s
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Fig. 10. Cumulative distribution function of the RTT distribution under Clos
and leaf-spine topologies.

a comparatively shorter RTT for both LGC and DCTCP than
was achieved with the incast results shown in Fig. 9.

VII. RELATED WORK

Datacenters are a challenging environment for efficient
timely transmission of data with features including: multiple
paths, small propagation delays and mixtures of long and short
flows (see Zhang et al. [33] for a survey of transport control
in datacenters). A key objective is to minimize flow latency,
particularly flow completion times. This is a multifaceted
issue [6], [21], of which congestion control is a significant
component. Many proposed solutions require changes to mul-
tiple components within the datacenter, affecting the ease with
which the different schemes can be deployed [21], [9].

Our work focuses on easily deployable end-system based
mechanisms. The closest datacenter specific work in this area
to ours is Data Center TCP (DCTCP) [2], [5]. Apart from the
end point transport mechanism, it requires only a low queue
threshold based ECN packet marking from the bottleneck
queue. A number of enhancements to DCTCP have been
proposed in the literature that improve particular aspects [33].
HULL [3] adds packet pacing and virtual (phantom) queues
at switches to reduce queuing and allow for earlier conges-
tion notification at the expense of slightly lower throughput.
D2TCP [26] enhances DCTCP to include the deadline aware
advantages of D3 [31]. In general, these enhancements im-
prove the mechanism but make it more difficult to deploy [9].
Our mechanism is able to improve many aspects of DCTCP
while still remaining easily deployable.

Logistic growth as basis for congestion control was first
proposed in [30] and later in [10]. It has been shown to
be stable and reduce queue latency. We build on these ideas
adapting the theory to the datacenter environment.

VIII. CONCLUSIONS AND FURTHER WORK

In this paper, we have developed and evaluated a new
congestion control algorithm for datacenters called Logistic
Growth Control (LGC). The algorithm is inspired by logistic
population growth and uses the logistic growth function to
control packet transmissions over a congested path. We first
analyzed LGC analytically using a fluid model to investigate
its stability and accuracy. Based on this we were able to
improve the algorithm and have implemented it in the INET
framework of OMNeT++ [19]. Using this simulation frame-
work, we have run extensive evaluations of LGC against an-
other important datacenter transport protocol, DataCenter TCP



(DCTCP) [2]. We simulated both a small-scale network with
the important datacenter incast traffic pattern, and large-scale
Clos and leaf-spine topologies. Our evaluations consistently
show that communication latency in a datacenter is improved
greatly by LGC, and also that LGC achieves much better
fairness between flows than DCTCP.

LGC is relatively easy to model and understand, and has
good convergence, RTT-independent fairness and stability
properties. This makes it a promising candidate for more com-
plex control scenarios where multiple congestion controls may
be nested (e.g. to control flow aggregates between hypervisors
in a Grid rather than changing the OS in the VMs) or chained
together (as e.g. with middleboxes that act as TCP splitters).
Recursive architectures such as RINA [7] and RNA [25] (see
[24] for more details) generalize this approach and challenge
traditional concepts of congestion control. We plan to further
apply LGC in the datacenter environment and extend our work
to more general recursive architectures.
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Abstract. In recursive network architectures such as RINA or RNA, it is natural
for multiple layers to carry out congestion control. These layers can be stacked
in arbitrary ways and provide more ways to use feedback than before (which of
the many controllers along an end-to-end path should be notified?). This in turn
raises concerns regarding stability and performance of such a system of interact-
ing congestion control mechanisms. In this paper, we report on a first analysis of
feedback methods in recursive networks that we carried out using a fluid model
with a packet queue approximation. We find that the strict pushback feedback
based on queue size can have stability issues, but robust control can be achieved
when each congestion controller receives feedback from all sources of congestion
within and below its layer.

1 Introduction

Since the beginning of research on congestion control, the use of many different forms
of feedback has been investigated. It can be implicit (e.g., using packet loss or grow-
ing delay as an indication of congestion) or explicit (e.g., using an Explicit Congestion
Notification (ECN) bit or multiple bits). From the location where congestion appears, it
can propagate forward towards the receiver (from where it is in some way reflected to
the sender) or directly backward towards the sender. There have been proposals for hop-
by-hop congestion control and backpressure mechanisms — some of them are discussed
in [6], a survey that was published as early as 1980. We mention ATM as a technology
that is notable for supporting many of the explicit feedback methods mentioned above,
via Resource Management (RM) cells that allowed explicit rate feedback signalling as
well as ECN marking, both in the forward and backward direction.

Despite the multitude of feedback methods covered by the literature on congestion
control over the last decades, to the best of our knowledge, how to best provide con-
gestion control feedback in a recursive network architecture has never been studied in
detail before. Recursion has only recently been proposed as an architectural approach
to networking that should remove some problems that have been identified with tradi-
tional network layering; notable examples are the Recursive InterNetwork Architecture
(RINA) [3] and the Recursive Network Architecture (RNA) [18]. One of the concerns
about such architectures is the stability of the whole recursive network where there are
several congestion controllers operating at different layers over various ranges. RNA
proposes a simple approach to manage this problem for some cases [17]. However, a
thorough evaluation is missing in both of RNA and RINA.

We have begun to investigate congestion control for recursive networks with [16].
Using some simple scenarios, this work shows that concatenated/stacked layers (“DIFs”)



of RINA can improve performance. However, only one type of feedback was considered
in these scenarios (every DIF ran a simple TCP-like congestion control with ECN).

In this work, we take the next step, by carrying out a first investigation of the possi-
bilities for feedback in recursive networks. We do this by means of a fluid-type model
using Simulink [14], using a sender behavior that is suitable for the experimentation
and representative of a modern congestion control mechanism, which makes our find-
ings broadly applicable. Our contribution consists of both new, and perhaps unexpected,
findings about congestion control feedback as well as the model itself, which seeks to
strike a balance between being simple enough to manipulate and complete enough to
allow for meaningful investigations of control loop interactions in recursive networks.

2 Related Work

Before and since the aforementioned survey [6] was published, a huge number of con-
gestion control mechanisms have been devised, in many contexts, using all kinds of
feedback along the categories that we have explained. The diversity is such that we
point at two textbooks ([8,20]) instead of even trying to provide a reasonably compre-
hensive set of examples here. In the following, we briefly introduce the two recursive
network architectures RINA and RNA instead.

RINA was firstly presented in [3] as a way of solving the problems of the Internet
architecture (e.g. complexity, scalability, security, mobility, quality of service or man-
agement to name a few, see [4,7,9,15]). It is known that the traditional “transport/net-
work/data link/physical” network stack does not match all the usage scenarios (e.g.
MPLS, tunneling) and may implement similar functions (e.g. flow control) redundantly
at different layers. However, RINA comprises a number of functionally-equivalent lay-
ers, which might be customized depending on the environment.

In RINA, every layer, called a “Distributed InterProcess Communication (IPC) Fa-
cility” (DIF), has the same structure and set of “mechanisms”; a DIF provides IPC
services to its processes over a certain scope. The mechanisms of a DIF can be pro-
grammed via “policies”; this optimizes the DIF for its operating environment (e.g. over
wireless links). As two examples of mechanisms, every DIF has a transport-like proto-
col called “Error and Flow Control Protocol” (EFCP), and a “Relaying and Multiplex-
ing Task” (RMT) module which represents routing and multiplexing functions. Both
EFCP and RMT can be customized with appropriate policies. For example, in case of
a wireless link, EFCP can be empowered by a congestion controller policy for wireless
environments, and RMT can also use routing policies with better performance under
that condition. Therefore, each DIF in the network can detect and manage the conges-
tion on its own resources, pushing back to/signaling higher layer DIFs when resources
are overloaded.

RNA [18] aims at addressing the challenges the current Internet protocol architec-
ture is dealing with regarding layering; it presents a single “reusable” protocol (it is also
called “metaprotocol”) for all the layers of the protocol stack. This protocol presents a
number of generic services to the other horizontal or vertical layers/protocols. In other
words, RNA indicates that a single protocol can be tuned at different layers to dynami-
cally support new services and unify all the conventional and overlay layers [17]. This



metaprotocol is, of course, capable of adopting a variety of communication functions
including congestion control.

3 A model based investigation of feedback for recursive congestion
control

Recursive architectures allow congestion control mechanisms to operate on flow ag-
gregates at lower layers as well as end-to-end at the uppermost layer. This potentially
allows for more versatile control, however, it also creates complex control interactions
between the various loops. We investigate these interactions using a simple, but not
trivial, model. Too simple a model will lack the complex control loop interactions that
we wish to investigate, too complex a model will not be solvable. We adopt the RINA
terminology in our description and discussion of our model, but the principles are ap-
plicable to other recursive models sush as RNA. Figure 1 shows the RINA topology
we model, representing how hosts might be connected via Internet Service Providers
(ISPs) [13]. All DIFs in the model implement congestion control except the lowest
peer-to-peer (P2P) DIFs.

In contrast with two well-known non-recursive feedback mechanisms that we use
as a baseline — (i) End-to-end forward Explicit Congestion Notification' (ECN) like
feedback, and (ii) backward ECN (BECN)' like feedback — we investigate the com-
parative stability of three different possible recursive congestion feedback mechanisms:
(i) Recursive forward feedback, (ii) Recursive backward feedback, and (iii) Recursive
pure pushback feedback. We explain these mechanisms with an example in Sec. 3.1.

3.1 Experimental setup

In our experiments the router nodes (x-GW and R-n in Fig. 1) are the bottlenecks in the
end to end path, each with the capacity to carry 100 rate units. Packet queue models are
limited to a maximum of 100 packets in these tests. Test traffic flows from the sender
to the receiver with a propagation delay between each node in the network of 10 ms.
Delay between DIFs at the same node is modelled as O ms.

Apart from the traffic flowing end-to-end, cross traffic traverses each of the router
nodes. The amount of cross traffic changes every second, drawn from a uniform random
distribution between 0 and 10% of the capacity (average 5% of capacity).

To investigate the effect sudden disturbances have on the stability of the system,
we introduce a cross traffic of 40% of the bottleneck capacity, first at location (1)
(t = [50,100] s) and then later at (2) (t = [150, 200] s). (1) was chosen to be relatively
close to the sender and @ close to the receiver to highlight the difference between the
backward and forward feedback mechanisms.

Figure 1 shows the feedback message paths for the mechanisms being investigated
using disturbance (1) as an example. In our experiments we feedback a congestion
signal based on queue size. This contains more information than the binary ECN signal

"In our experiments congestion is a measure of queueing above a threshold, so richer than
standard Internet ECN.
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Fig. 1. Feedback mechanisms being investigated: Non-recursive congestion control with (i) For-
ward ECN like feedback (dark dashed arrow), (ii) Congestion control with Backward ECN like
feedback (light blue dashed arrow); Recursive congestion control with: (iii) Backward feedback
(light blue arrows), (iv) Forward feedback (dark arrows). (v) Pure pushback feedback follows a
similar path to (iii), but only carries congestion information from the layer below, since in this
model each DIF can only infer congestion from queue growth related to congestion in the DIF
below.

used in the Internet and the pure pushback signal currently used in RINA, however, the
aim in this initial work is to compare each feedback mechanism at its best.

Non-recursive feedback. These mechanisms are used as a base to compare the re-
cursive RINA feedback mechanisms with. In these experiments the end points are con-
nected by routers with no intermediate layers. Only end-to-end congestion control oper-
ates between the sender and the receiver. Figure 1 shows the Internet like non-recursive
feedback paths as dashed lines with arrows. The b dashed line depicts the path of stan-
dard forward ECN signals, while the lighter dashed lines with arrows depicts the path
of the backward ECN signals. The model uses queue size as the congestion signal, a
richer signal than generally used in the Internet, but better for comparison.

Recursive feedback. The solid lines depict two possible recursive RINA congestion
notification paths. The black lines with arrows depict forward end reflection type noti-
fications. These are similar to forward ECN, except that they operate on each affected
DIF in the layered architecture. The lighter lined arrows depict back propagating noti-
fications, similar in some sense to backward ECN, but operating at each layer. As the
congestion signals move up the layers they carry congestion information from all of
the layers below them (indicated in the diagram by thicker lines). Both the recursive
forward and backward mechanisms use pushback congestion notifications in addition
to their explicit notifications.

This pure pushback feedback mechanism allows a very neat demarcation between
the layers, however, it prevents overarching feedback loops common in system control
applications [11,12]. Pure pushback congestion notification relies on the lowest DIF
closest to the congestion reacting and reducing its send rate. This in turn causes the DIF
above to react to queue growth and reduce its send rate. The process repeats, pushing
the congestion notification back all the way to the sender (if necessary). This process
may involve signalling within a DIF if congestion is detected at some place other than
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Fig. 2. Sender model. Input: congestion signal C'. Output: send rate r.

the start (in terms of traffic direction) of the DIF. In this case a backward signalling
mechanism is used to relay the signal. Currently only the pure pushback feedback like
mechanism is defined in RINA [16].

3.2 Description of the model

We model Fig. | as a fluid type model using Simulink [14]. This allows us to observe
the stability dynamics of the system at all levels, especially the uppermost level which
is presented here. We use a common generalised congestion control mechanism for the
DIFs. We proceed in our description by looking at the key building blocks in the model:
sender, DIFs, and bottlenecks. Receivers are modelled only in how they relay signals to
the congestion controls on the transmission side.

Sender. Figure 2 shows the model used for the sender based on the following differen-
tial equation:

e))

. JrCKp C>0
)+ I K C=0

where r is the send rate, C' the collective measure of congestion (C' = Y ¢, for all c rel-
evant to the particular feedback scenario), K is the increase gain, Kp is the negative
decrease gain, and I,,;,, is the minimum increase factor. The sender is greedy, modelling
an aggregate of senders, increasing their send rate until they are notified of congestion.
The sender’s send rate increase is in proportion to its current send rate. This is not how
the probably best-known Internet based congestion control mechanism — Additive-
Increase Multiplicative-Decrease (AIMD) in Standard TCP — increases its congestion
window; it more closely resembles the increase mechanism in Scalable TCP [10]. A
scalable mechanism makes model more versatile and easier to configure and experi-
ment with, and is also a shortcoming modern TCP enhancements target [2,20].

The response to congestion is proportional to the current send rate and the level of
congestion.

When there is no congestion (C' < ¢)?, the rate increases in proportion to the current
rate (r) at gain K ;. When there is congestion (C' > ¢€) the rate decreases in proportion
to the current rate (r) and the congestion signal (C' X Kp).

2 ¢ = 0.01 is used instead of O to aid the numerical solvers used in Simulink
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Fig. 3. DIF queueing models

Congestion controled DIFs. The behavior of lower congestion controled DIFs are
only different to the sender in that they do not greedily probe for available capacity.
Their job is to track the capacity that is available relative to the traffic they must relay.
In this way DIFs buffer temporary excesses in traffic, and probe for more when these
excesses are sustained. They also reduce their send rate limit when the traffic demand
does not require such a high limit. This congestion control behavior has parallels with
recent enhancements of TCP to support application limited traffic [5].

The dynamics of lower DIFs are governed by two queueing models: an instanta-
neous fluid send queue (ToutQ, see Fig. 3a) that models how traffic is sent through
the node, and a fluid approximation of packet queue dynamics (see Fig. 3b) to model
congestion.

Traffic out queue. ToutQ (see Fig. 3a) integrates (minimum limited to 0) the difference
between the traffic arrival rate (7;) and the probed available link rate (a). If the queue
size is above ¢, traffic is sent at a rate equal to a. Otherwise traffic is sent at the traffic
arrival rate (i.e. T, = T;).

Packet queue. The packet queue model (Fig. 3b) is based on an approximation of packet
queue dynamics proposed in [1]:

qﬂi ql )

Q=X

where ¢ is the queue length in packets, A is the traffic arrival rate (7} in our model),
and p is the maximum service rate (DIF probed available rate, a, in our model). The
congestion threshold is set to equilibrium load of about 90%, which gives rise to an
equilibrium packet queue size of 9 packets. The queue size above this threshold is fed
back as the congestion signal using the various feedback mechanisms being tested.

The queueing model in these experiments is based on an M/M/1 queue, which is
sufficient for the dynamics we wish to analyse. However the same pointwise station-
ary fluid approximation technique can be applied to more complex arrival and service
models as shown in [19], and may be useful in further studies of more complex traffic
scenarios.

The congestion signal, c, is the amount of queueing above the 90% load queue level

(qe)-
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Fig. 4. Congestion control model for DIFs. Inputs: input traffic rate 7; and congestion signal C'.
Outputs: output traffic rate 7, and local congestion signal c.

Complete DIF congestion control model. Figure 4 shows the model used for the DIFs
based on the following differential equation:

aCKp C>0
a=1 ak, C=0Aqg<q (3
(a+Imin)KI OZO/\qul

were a is the DIF probed available rate, C' = ) _ ¢ for all ¢ relevant to the particular
feedback scenario, K is the increase gain, Kp is the negative decrease gain, I,
is the minimum increase factor, ¢ is the packet queue size, and ¢; is a lower packet
queue limit. Similar to the sender model (see Fig. 2), when there is congestion (C' > ¢,
where C' = ) ¢ for all c relevant to the particular feedback scenario) the send rate limit
decreases in proportion to the current rate and the congestion (C' x K p). When there is
no congestion and the DIF queue (q) is large, the send rate limit increases in proportion
to the current rate limit at gain K';. When there is no congestion and the DIF queue is
small, the send rate limit decreases in proportion to the current probed available link
rate (a), at gain K. ToutQ and PktQ are described earlier and shown in Fig. 3.

Also, when this queue is above zero, and there is no congestion, the DIF probed
available rate, a, is increased in proportion to its current send rate. When this queue
is zero, the maximum DIF send rate slowly decreases since the traffic is being limited
by some other element in the network. The DIF send rate decreases in proportion to
congestion and its current send rate. The aggressiveness of the different DIF send rate
adjustments are tuned to be proportional to the number of hops they control.

Bottleneck router and cross traffic Bottleneck router nodes do not have any conges-
tion control function, but do produce a congestion signal c. The capacity of the link is
Z = 100 in these experiments.
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Fig. 5. Bottleneck nodes (z-GW and R-n in Fig. 1). Inputs: random 5% cross traffic X,., pulse
40% cross traffic X, (only at R-1 and R-4), input traffic rate 7;. Outputs: output traffic rate 15,
and local congestion signal c.

The Bottleneck router nodes have cross traffic X, and X, traversing them, restrict-
ing the capacity available for T; to Z — (X, + X},). X, supplies small (average 5% of
Z) random perturbations to the available link capacity the constantly changing nature
of a packet switched network. X, is used to assess stability in the presence of a large
sudden perturbation.

T, is fed to the next node, with a traffic out queue similar to Fig. 3a used to decide
whether T; can be sent out on the link, or the available capacity orZ — (X, + X,).
PktQ is used to measure congestion, see Fig. 3b.

3.3 Notes on solving the model

To aid solving the ordinary differential equations (ODEs) that result from the model,
signals are limited in the rate they can change to a gradient of plus and minus twice the
Capacity (i.e. 200 in these tests).

4 Simulation Results

To understand system dynamics we look first at how the five different feedback scenar-
ios affect the following key parameters: 1. Sender’s transmission rate (Tx), 2. Conges-
tion signal (queueing in excess of 90% load queueing) fed back to the Sender (Cong.
FB), 3. The cumulative total of all the queues in the system (TotalQ). We then exam-
ine the effect that the gain parameters, K; and K p have on the overall stability of the
system by looking at the average sender’s transmission rate (mean(Tx)) and standard
deviation of the sender rate (std(Tx)) for the recursive pushback and recursive back-
ward feedback scenarios.

A large disturbance X, is introduced at R-/ and R-4 to help assess the stability of
the system (see Fig. 1). Att = [50, 100] for R-1 and ¢t = [150, 200] for R-4 the available
capacity on the bottleneck is suddenly restricted by 40% of Z.
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Fig. 6. Non-recursive rich signal feedback. (Tx is the sender transmission rate, Cong. FB is the
congestion signal, and TotalQ is the cumulative total of all queues in the system.)

4.1 Dynamics of send rate, congestion signal, and total queueing

In these experiments the Sender and all DIFs have identical model gains: Kp = —0.01
and K1 = 0.2. Figure 6 shows the results for the non-recursive feedback mechanisms
as a reference for the recursive feedback mechanisms with both forward and back-
ward congestion signalling. When congestion is closer to the sender (see especially
t = [50,100] s), the benefits of backward congestion notification are most apparent.
Note that the end-to-end model has no intermediate DIFs.

We observe that the forward (see Fig. 7a) and backward (see Fig. 7b) feedback
congestion control mechanisms perform with similarly stability to the non-recursive
congestion control. Looking at ¢t = [0, 10] s, notice that the buffers, indicated by To-
talQ, begin to fill sooner than they do in the corresponding scenarios in Fig. 6. This is
because each DIF tries to keep its load, with respect to the probed available capacity
on the link (a), within an acceptable range as measured by the DIF packet queue. Re-
cursive congestion control does have a higher total buffer usage. This is not completely
unexpected since the recursive architecture has buffers at every DIF. When designed
appropriately this buffering can help the network to maintain a high performance in



<O
2. 1A |

/ PRPSPSNL 1 v
co JU ml~lll\ﬁ:munI|}l

Time (s)
(b) Recursive backward feedback

Fig.7. Recursive rich signal feedback. (Tx is the sender transmission rate, Cong. FB is the con-
gestion signal, and TotalQ is the cumulative total of all queues in the system.)

normal fluctuating traffic demands. However, if not designed appropriately they can
unnecessarily delay a packet’s end-to-end transit.

Using backward feedback (see Figs. 6b and 7b) provides improvements for both the
recursive and non recursive feedback mechanisms.

In choosing between the forward and backward congestion notification mechanisms
one must consider that the backward mechanism is more difficult to implement and
deploy in a layered architecture. Because lower layers, working on different aggregates
of end-to-end flows, do not have the necessary information to signal the correct sender
(in RINA, lower DIFs are not meant to inspect packets for headers from upper DIFs),
each node must make a local decision about which of the sources of incoming traffic
should be informed of congestion, and to what extent. This decision will influence the
fairness of rate allocations. Forward signalling is easier to implement as it can follow
the path of the packet up the layers.

The pushback mechanism has the nice architectural property of keeping the con-
gestion control at each DIF layer independent. Unfortunately, this results in poor per-
formance (see Fig. 8) with continuous large oscillations in send and receive rates. To
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investigate the reasons for this we look at the DIF buffer dynamics of the recursive back-
ward feedback and pure pushback mechanisms at the ¢ = 50 s cross traffic perturbation
at (1) in Fig. 1.

Looking first at the recursive backward feedback queues shown in Fig. 9a, when
the sudden increase in cross traffic starts at ¢ = 50's, the queue at the affected router
begins to grow (R-1). This causes Rt. DIF and Nt. DIF operating across that path to
receive a congestion signal and reduce its allowable sending rate (a in Fig. 4). There is
no delay between the reaction of Rt. DIF and Nt. DIF as they are in the same network
element. Due to the start of congestion just before ¢ = 50s, the sender had already
started reducing its rate so the queues at Rt. DIF do not increase. The reduction in traffic
alleviates congestion at R-1, though it remains the bottleneck. In this experiment all DIF
congestion signal gains (K p) and increase gains (K1) are the same. Some performance
improvement may be able to be made by tuning K p and K by taking into account the
collection of congestion signals that collectively make up the C' input to each DIF, and

11
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round trip time a particular DIF operates over. However, this is beyond the scope of this
paper and an area of future work.

The interactions in the pure pushback control scenario shown in Fig. 9b are more
complex. There is general instability caused by the inter-DIF interactions. However,
looking just at the disturbance at ¢ = 50's, we see that this occurs when the sender is at
one of the lower points in its large send rate (Tx) oscillations. The queue at R-1 begins
to grow, which causes Rt. DIF to reduce its rate, causing Rt. DIF’s queue to grow and
eventually R-1’s queue to shrink. Nt. DIF also reduces its a, but Nt. DIF’s queue does
not grow immediately as might be expected since the traffic arriving at Nt. DIF was
initially less than a due to the previous rate cycling (note the capacity of the bottleneck
is between 50 and 55). As Tx increases and Nt. DIF’s a decreases, Nt. DIF’s queue
rapidly grows; Rt. DIF’s queue shrinks as Nt. DIF restricts traffic flow. Nt. DIF’s queue
growth signals the sender to reduce its rate (7).

Notice the push-back queue behaviour caused by the DIF interaction from ¢ = 65,
R-1 push-back to Rt. DIF, push-back to Nt. DIF. This is repeated until congestion the
large cross traffic disturbance stops at t = 100 s with the sender rate going from 0 to
a peak and back to 0 again. The system is not able to obtain an efficient stable state.
There are two key reasons for the instability in the pure pushback mechanism: 1. it takes
time for the queueing signal to be pushed back, 2. the sender is not aware of the total
queueing along the path—congestion at lower DIFs fedback to the sender.

4.2 Effect of DIF gains on stability

Since DIFs under the end-to-end Sender DIF operate over a smaller topology, there may
be some advantage in their gains being more aggressive than the Sender’s. Leaving K
and K p the same for the Sender, we adjust the lower DIF gains, multiplying them by
the factor g = 0.5, 1,...,5. Figure 10 illustrates the effect that varying K7 and Kp in
the lower DIFs has on the overall system stability for the recursive backward feedback
(RB) and the pushback (PB) scenarios. The simulation results have been re-sampled
to avoid bias in points calculated through Simulink’s variable step solver. Mean(Tx) is
the average over the entire 250s, while std(Tx) is calculated using the variance about
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the mean of each 50 s interval, matching the step changes in available rate in the sim-
ulations. The recursive pure pushback mechanism suffers from poorer throughput and
a much higher variance than the recursive backward feedback mechanism. The perfor-
mance of both mechanisms generally diminishes as the lower DIF congestion controls
become more aggressive than the Sender (g > 1), though to a lesser extent with the re-
cursive backward feedback mechanism. When the lower DIFs are less aggressive than
the sender the recursive backward feedback mechanisms has a small drop in perfor-
mance as the senders rate adjustments are limited by the DIFs. This dampening helps
reduce the standard deviation of Tx a little in the pushback scenario.

4.3 Observations from conducting experiments

Constructing the model and conducting these experiments gave insight into the dynam-
ics of congestion control in recursive architectures. In this section we outline some of
these insights.

Congestion control with recursive feedback may require more buffering between
end points than end-to-end congestion control. This is particularly apparent in these
experiments where all physical links have the same capacity, with the available capac-
ity only being slightly different due the cross traffic. Whether this significantly affects
end-to-end latency needs further investigation.

For the recursive congestion controls to work well each DIF needs to accurately
track the available capacity, which happens in these experiments. This is especially
critical for pushback. A DIF only probes for more available capacity when its buffers
begin to fill, and reduces its maximum send rate when its buffers reduce or it is no-
tified of congestion. In the topology we model where all links had a similar available
capacity, this can result in cascading delays as each DIF probes for more capacity to
meet demand. In the pure pushback scenario this probing and corresponding reactions
to congestion result in wild oscillations.

These experiments suggest that the pushback mechanism is the least stable of the
five feedback mechanisms tested. We explored manually tuning the pushback mecha-
nism’s parameters to yield better results, but with little success. In experiments with a
simpler topology, half the size and with one less layer, we were able to manually tune
the pure pushback to produce some improvement. Even so, in the smaller simpler topol-
ogy, it was still the least stable and worst performing of the five feedback mechanisms.

Since the sender is the ultimate source of traffic, it is important that it receives a
complete picture of congestion along the end-to-end path in order to react appropriately
to it. The other two recursive congestion control feedback mechanisms give DIFs and
the sender a complete picture of congestion along their respective end-to-end controlled
paths, and performed equivalently well as a non-recursive mechanism.They therefore
seem to be the best way forward for a stable recursive congestion control that will not
diminish the advantages of using a recursive network architecture such as RINA and
RNA.

These experiments use identical parameters for all congestion control DIFs in Sec. 4.1.
This makes it easier to compare mechanisms, but is not an optimal solution for a recur-
sive architecture where each DIF may be able to adapt to the topology beneath it and use
their observation of feedback delays and optimise their responses accordingly. Sec. 4.2
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shows that simply making the congestion control in lower DIFs more aggressive does
not give performance benefits. The experiments do not show how well a individually
tailored and optimised recursive congestion control for each DIF may be able to work;
an area for further investigation. To date such a congestion control mechanism does not
exist, and the interactions demonstrated in this paper indicate that a stable efficient de-
sign may be difficult. Backstepping control theory [12] has similarities with recursive
architecture congestion control and may hold promise in designing such a mechanism.

5 Conclusions and future work

Our findings demonstrate that the layer independent pure pushback mechanism per-
forms badly in a realistic topology. Delays in the congestion signal being pushed back
and up through the layers are observed to be part of the problem. Also we observe
that due to the strict layer independence, congestion controllers at each layer—and ul-
timately the sending sources—are unable to respond to the full extent of congestion as
that is hidden from them.

We observe that a feedback mechanism which allows all congestion controllers to
receive signals from all sources of congestion along the path they control allows for
a better performing and more stable control. Backward feedback provides the greatest
benefits, especially for sources of congestion that are closer to the sending sources than
the destinations. However, we acknowledge that this type of feedback can be difficult
to implement in a real recursive architecture. Forward end reflected feedback does not
perform quite as well, but does still provide a workable mechanism.

Work on congestion control in recursive architectures is in its infancy. The area itself
is very large, and this work takes the first steps at developing an understanding for the
way feedback mechanisms affect the recursive congestion control system in a simple
but non-trivial network. We plan to continue work in this area investigating the use of
multiple loop control theory, such as backstepping control, as a means of developing
a stable efficient mechanism for congestion control in recursive network architectures
such as RINA and RNA.
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Abstract— With the increasing usage of cloud computing and
dependence on a diverse set of distributed applications, users are
reliant on consistent outcomes from a shared infrastructure. This
drives the need for improved QoS guarantees for heterogeneous
communication requirements over shared networks. The
Recursive Inter-Network Architecture (RINA) is a fundamental
programmable network architecture that provides a consistent
model for supporting QoS across multiple layers. In this work we
evaluate the performance outcomes provided by such polyservice
RINA networks in conjunction with per-layer AQ-based resource
allocation policies. AQ provides a resource allocation model able
to enforce strict statistical limits on the maximum experienced
losses and delays through the smart utilization of traffic policing
and shaping strategies, together with an analytical pre-
dimensioning of buffer thresholds. Our target scenario is a
backbone network that prioritizes communications among
geographically distributed datacentres using resources shared
with best-effort background traffic. Results obtained with the
RINASim simulation software show that a AQ-enabled RINA
network can yield the desired absolute QoS guarantees to the
assured traffic classes without negatively impacting the rest,
unlike current MPLS-based VPN solutions.

Keywords— RINA; QoS; deltaQ; inter-datacentre
I. INTRODUCTION

Current IP networks lack the ability to respond to the
increasing variety of communication requirements of
heterogeneous distributed applications. Even worse, such
networks do not provide standard means for applications to
even express their communication quality requirements in
terms of maximum delay, data loss, etc. It is of course possible
to perform some QoS differentiation at the IP layer. For
example, solutions like Multi-Protocol Label Switching
(MPLS)-based Virtual Private Networks (VPNs) guarantee a
minimum bandwidth with internal QoS differentiation, but
usually at the expense of degrading the remaining traffic to a
best-effort treatment using the available resources.

In this context, the Recursive InterNetwork Architecture
(RINA) [1,2] allows applications to request communication
services with statistically bounded metrics such as loss or
delay. RINA is a recursive, multi-layer architecture that
models computer networking as distributed Inter-Process
Communications (IPC). All layers in RINA perform the same
set of functions, but configured with specific policies that best
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deliver the requested outcomes. In RINA, each layer knows
the expectations of the applications using it, and the level of
service that it can expect from the layers below. Given this
recursive, programmable architecture and the knowledge of
requirements, RINA becomes an interesting Internet model
capable of supporting a myriad of distributed applications with
heterogeneous requirements.

. Register/Unregister App
. Allocate/Deallocate flows

1 1 1
! 2 1
i Laver (DIF) APl 3. Read/Write data (SDUs) from/to flows E
— 4 !

i D [
- |

. Get layerinformation

Border Router Interior Router Border Router

Fig. 1 Structure of the Recursive InterNetwork Architecture (RINA)

In this work we focus on evaluating the service outcomes
provided by such polyservice RINA networks exploiting the
concept of AQ [3,4,5], which leads to a resource allocation
framework able to guarantee predictable outcomes to data
flows with heterogeneous quality requirements. The rest of the
paper is organized as follows. Section II introduces RINA and
some of its benefits compared to the current Internet model.
Section III introduces the concept of AQ and how can it be
incorporated in RINA networks. Section IV details our use
case scenario and the specific assumptions made in our
analysis. Section V provides illustrative numerical results.
Finally, section VI concludes the paper.

II.  RECURSIVE INTERNETWORK ARCHITECTURE

RINA is an architecture for computer networking based on
the idea that networking is distributed IPC and only IPC [6].
As illustrated in Fig. 1, RINA presents a single type of layer, a
distributed application called a Distributed IPC Facility (DIF),
that repeats as many times as needed by the network design.
While in the Internet architecture each layer contains a
different set of functionalities and offers different Application
Programming Interfaces (APIs) to upper layers, RINA defines
a single programmable layer that contains all the functions that
are needed to provide IPC services to applications or higher
level DIFs. RINA specifies the different functions and
components contained in the DIF, and a set of variable



behaviours (policies) for each function. This allows the
network administrator to properly select policies for each DIF
depending on its scope, operating environment, and level of
service provided by its lower level DIFs.

Even though all DIFs provide the same type of service, the
characteristics of the offered service will vary between DIFs.
Each DIF defines a set of supported QoS Cubes, i.c., QoS
classes for flows providing statistical bounds on metrics like
data rate, latency, losses, etc. Given these QoS Cubes,
applications and upper DIFs can request flows with specific
requirements, and the DIF then provides a flow with the QoS
Cube that matches these requirements, using the policies
(scheduling, routing, etc.) best suited for its purpose.

The tasks of creating and managing DIFs are accomplished
by the Network Management System (NMS), a distributed
application composed of one or more Manager(s), and a
Management Agent (MA) residing in each device. The NMS
is responsible for creating RINA nodes, triggering their
enrolment into DIFs, monitoring them, updating their
configuration, etc. As each DIF knows the requirements of all
its upper flows, RINA can make more informed and optimal
decisions within each layer, including the requests to lower
layers, e.g., to allocate new flows with certain QoS levels.

Given the layering structure of the DIFs and the control of
the NMS, changes in the connectivity between nodes in one
layer can be completely hidden from upper layers. This,
together with its complete naming and addressing schemes
and configurable policies, makes RINA a smart substitute for
the current IP model. Despite RINA’s clear differences from
the current IP model, it remains compatible with it, allowing a
progressive migration at little expense, either by replacing
lower layers with RINA while keeping IP networks and
services on top, or by using any network protocol (e.g.
Ethernet, WDN, IP, UDP, etc.) as a bearer for RINA.

III. CONCEPT OF QUALITY DEGRADATION

In a computer network, quality is something that is never
gained, but can only be lost. An ideal network would copy
information with zero data loss and zero latency. However,
real networks introduce latency and can lose data. This
reduction in quality is called attenuation or degradation, and
how this is shared between different flows competing for
shared resources is the core of any QoS assurance strategy. In
particular, three properties are important in terms of quality:
bandwidth, latency and losses.

We use ‘AQ’ to designate the quality attenuation between
two points along a network path. The performance of IPC
depends on different details of the packet delivery depending
on the protocol/application; hence, average measures do not
contain sufficient information to guarantee the performance of
every IPC. Thus, the measure of AQ is based on distributions
instead of averages or moments. For example, saying that in
traversing a network segment “at most 0.01% of packets will
experience more than 5Sms of latency” provides more useful
bounds that “the average latency is 3ms”.

With respect to latency and loss, there are two distinct
causes of degradation in any network. Firstly, any bearer
introduces some degradation, given by metrics like packet
service time and distance, which is independent of the current
usage of it. Secondly, there is variable degradation due to

contention for shared resources such as buffers. This variable

degradation involves three parameters: offered load, latency

and loss, connected by a relation with two degrees of freedom.

Specifically:

e For a fixed load, reducing latency means increasing losses.

e For a fixed latency, as the offered load increases, so does
the probability of dropping packets.

e For a fixed loss probability, increasing load increases
latency.

Within these constraints, it is possible, for a given load, to
adjust the sharing of latency and loss degradation to correlate
with the needs of the flows.

As some applications are more sensitive to losses than
others, and the same can be said for latency, we can say that
some flows are more cherished (require lower losses) or more
urgent (require less latency). Hence, their requirements can be
mapped into a Cherish/Urgency (C/U) matrix, that is, an NxM
matrix with relative latency and losses at each edge (a 3x2
C/U matrix is shown in Table I). This has a straightforward
implementation called a Cherish/Urgency multiplexor (C/U
mux) [3]. A C/U mux provides differential loss probability
using a shared buffer with higher thresholds for packets of
more cherished flows, and differential urgency by giving
higher precedence service for packets of more urgent flows.
Just as total delay is conserved under scheduling [7], AQ is
conserved in C/U multiplexing.

TABLE I EXAMPLE OF A 3X2 CHERISH/URGENCY MATRIX

C/U + Cherished - Cherished
+ Urgent Al A2 A3
- Urgent Bl B2 B3

In addition to the C/U multiplexor, a Policer/Shaper (P/S)
can be used to re-shape, limit the flow rate or even change the
C/U class of flows, to better adapt to the different QoS
requirements and provide protection versus breaches on
contracts or the maturing of overbooking hazards. While not
always required, this P/S allows a better assurance of QoS and
a way to relate the distinct services in different congestion
scenarios, and gives considerable flexibility in controlling the
AQ experienced by assured flows. The C/U mux by itself
implements a strict partial order between the AQ experienced
by the different classes; combining this with bounds on the
offered load delivers absolute statistical guarantees.

AQ can be composed and decomposed along a path [5],
corresponding to multiplexing points at DIF boundaries. AQ at
an N-level DIF can also be related to the AQ provided by its
underlying (N-1)-level DIF(s) and its own operation. Thus, the
compositional properties of AQ and the DIF structure of RINA
are complementary. Furthermore, flows sharing a C/U class
experience similar AQ, allowing for complete flexibility in
aggregating and disaggregating flows, enabling a scalable
approach to ensuring quality.

IV. SCENARIO DESCRIPTION

Given the importance of QoS-aware networks and cloud
computing for future network scenarios like 5G, remote
applications for smart devices, sensor networks, etc.,
providing and assuring differentiated and bounded levels of
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Fig. 2 DIF configuration in the assumed scenario

QoS on backbone networks is a must, so we took these
networks as an interesting study case.

In the scenario under consideration, a network provider
offers different types of IPC services. Some are targeted to
providing connectivity between distributed datacentres, as
illustrated by Fig. 2, while others are for general best-effort
traffic. The provider network consists of two main layers: the
Top Level DIF, which is exposed to customers and allows
them to access the provider’s IPC services, and the backbone
(BB) DIF, which is an internal layer where most of the routing
and resource allocation policies are enforced. We will analyse
the backbone DIF, in charge of providing adequate differential
traffic treatment for the different traffic classes.

To analyse the benefits of a RINA backbone DIF with AQ-
based policies, we consider a DIF with the same internal
structure as the 10-node IP/MPLS layer of the Internet-2
backbone network [8] as shown in Fig. 3, where link latencies
are derived from the real physical distances between node
locations. Circles represent nodes in the DIF (called IPC
Processes or IPCPs) and solid lines flows provided by the
multiple N-1 level point-to-point DIFs shown in Fig. 2 (called
N-1 flows). Moreover, we assume that all N-1 flows have a
capacity of 10 Gbps and impose a Maximum Transmission
Unit (MTU) of 5KB. Note, however, that the achieved results
would also be representative of scenarios with higher N-1 flow
capacities (40 or 100 Gbps), provided that the offered loads
are scaled accordingly.

Fig. 3 ISP Backbone DIF describing a network of 10 nodes and 15
bidirectional links used for the experiments, where the locations of the
datacentres are highlighted. Dashed and dotted arrows illustrate inter-
datacentre communications.

In this scenario, we assume two distributed datacentres
(DCs), each one situated in three different geographical
locations. These exchange two different classes of inter-DC
traffic directly mapped down to the ISP Backbone DIF, whose
characteristics are detailed below:

SP2 TL DIF AQ

¢ Gold/Urgent traffic (GU): Assured bandwidth, minimum
latency and jitter. Essentially lossless.

o Silver/Non-Urgent traffic (SN): Assured bandwidth, low
latency and jitter. Nearly lossless (weaker requirement
compared to GU traffic).

A 1:4 GU:SN traffic ratio has been assumed when
generating the inter-DC flows. Moreover, each pair of data
centre locations exchanges up to 2 Gbps and 1 Gbps in DC-A
and DC-B, respectively. This inter-DC traffic mix has to share
the available lower-level N-1 flows (hereafter referred as
“links” for simplicity) capacities with background traffic flows
of two different classes:

o Sensitive Best-effort (SBE): Minimum latency and jitter.
Allows losses but preferable to limit consecutive packet
losses on flows to less than 3 (it accepts losses for voice
and video streaming, sensor updates, etc.).

o Best-effort (BE): Traffic class with the
requirements in terms of losses, delay and jitter.

lowest

Each pair of RINA IPC processes (referred to as “nodes”
from now on) exchange sBE and BE flows (representing a
full-mesh background Internet traffic) with a 3:7 sBE:BE
traffic ratio, so that all DIF links are filled with a similar load
level. Our motivation behind this is to assume a worst-case
scenario (in terms of congestion) in which all links are heavily
loaded. Furthermore, we use a simple Equal Cost Multi-Path
(ECMP) forwarding with memory per flow [9,10] in order to
perform load balancing without introducing jitter or the need
for reordering caused by disjoint path usage by the same flow.

A. Configuring RINA AQ-POLICIES

Traffic classes in the scenario give some approximation on
QoS requirements derived from user expectations (assured
bandwidth, low latency/jitter, etc.). However, more specific
information is needed for the distinct types of flows in order to
complete the DIF configuration.

We can observe that, while we have requirements for low
latency, the stationary latency caused by the distance between
nodes may be higher than any delay introduced by nodes due
to medium or moderately high congestion. This has two
important implications when configuring the DIF. Firstly, it is
clear that following the shortest paths (in terms of hops) may
not provide optimal latency for delay-sensitive flows. Instead,
we can use the total stationary latency as a metric for routing
the more urgent flows, resulting in an overall improvement of



their experienced performance. Secondly, although the
stationary factors may dominate the average latency, the
congestion in network nodes is the source of jitter. In order to
control this jitter, we are going to put strict requirements on
the degradation of latency in each hop, in terms of packet
service times (PST).

Apart from considering latency and jitter degradation, our
focus is the sharing of loss degradation amongst competing
flows. Primarily, given the importance of inter-DC traffic, we
are interested in making this almost lossless, even in
overloaded links. After assuring that, we next guarantee that
sBE and BE flows do not suffer excessive losses upon high
congestion. Particularly, we aim to ensure that sBE flows do
not suffer consecutive packet losses, as this can negatively
affect real-time and streaming applications’ performance.

To reify these goals, we have set the following end-to-end
requirements (w/ high probability) in our scheduling policies:

1. GU traffic must experience zero losses up to at least
150% aggregated load (i.e., relative to the total link
capacity).

2. SN traffic should be supported without losses up to at
least 120% aggregated load.

3. Losses of sBE and BE traffic should be below 0.05%
up to at least 95% aggregated load.

4. GU and sBE flows should not exceed 50 PST of
variable latency up to at least 120% aggregated load.

5. SN and BE flows should not exceed 1000 PST of
variable latency up to at least 120% aggregated load.

6. sBE flows should not lose more than 3 consecutive
packets up to at least 110% aggregated load.

B. QoS to Cherish/Urgency classes

We can map the requirements of the GU, SN, sBE and BE
traffic classes, into the 4x2 Cherish/Urgency matrix shown
below in Table II. In order to simplify the configuration, we
consider the same worst-case scenario at each node, and
consider AQ in a way that requirements are met in the longest
paths. To achieve this, we set some requirements per hop for
the different levels of cherish and urgency depending on the
current aggregated load on the link, subsequently illustrated in
Tables III and IV.

TABLE II QOS TO CHERISH/URGENCY CLASSES

C/U + Cherished - Cherished
+ Urgent GU sBE
- Urgent SN BE
TABLE III MAXIMUM AVG. LOSS (%) PER LOAD PER HOP
Load/QoS | 0.90 0.95 | 1.00 | 1.20 1.50
GU ~0% 0.001
SN ~0% 0.001 | 0.01
sBE 0.001 | 0.04 0.2 -
BE 0.002 | 0.05 0.3 -

TABLE IV MAXIMUM PST REQ. PER LOAD PER HOP
Load/QoS | 0.90 | 095 | 1.00 | 1.20 1.50
GU, sBE <10 <15
SN,BE | <75 | <125 | <200 | <225 | <250

Being in a RINA scenario where the load of the flows can
be controlled at source and destination IPCPs in a trusted way,
the requirement for flow policing is minimized, so we omitted
it from the analysis. Instead, we used a modified version of the
C/U mux based on: i) a first heuristic threshold; ii) a second
absolute threshold of total buffer occupancy. When the total
occupancy reaches the heuristic threshold, i.e., congestion
starts to occur, a proportion of the incoming packets will be
independently randomly dropped. With this simple heuristic
threshold, we can largely reduce the probability of consecutive
losses when reaching the absolute threshold while, at the same
time, allowing the different cherish classes to better share
losses.

C. 4Q analysis

As stated before, the triad Bandwidth-Latency-Loss has
two degrees of freedom. We assume a worst-case scenario
where the input rate is fixed at the maximum load, and have to
decide how to share AQ between delay and losses. In the
common case, having largely elastic traffic would cause the
average load to not exceed 100% by much, however transient
traffic loads can be higher, which is why we want to ensure
QoS guarantees even under considerable overloads. With the
fixed load assumption, we can know the ratios between the
offered load of the different QoS cubes. We use these ratios
under the considered link load levels (90, 95, 100, 120 and
150%) to configure the resources in the different nodes in a
way that accomplishes our requirements when possible.

This configuration should be computed per node.
However, we simplify it here to a single configuration that
ensures the requirements in worst-case scenarios, thus
obtaining a compliant configuration for any node (although
most probably not the optimal one). To this end, we require
our configurations to ensure per hop requirements for all QoS
classes in scenarios where the ratio of load between GU/SN
and sBE/BE is 1:9, 2:8 and 3:7 (1:4 between GU and SN and
3:7 between sBE and BE). Given that the offered load is fixed,
with the C/U-mux configuration above, the only remaining
point to configure is the different buffer thresholds. In order to
configure such thresholds, we consider the analytical approach
described in [5]. To include the use of the first threshold in the
analysis, we take the most pessimistic view of introducing
PDU drop, namely: for each queue we consider that, for queue
lengths beyond the first threshold, all PDUs were discarded,
while for the other queues PDUs were not discarded until their
second threshold. To reduce the possible set of configurations,
we fixed the probabilistic threshold for each QoS class at 10
buffers below the absolute one, except for GU for which we
only consider an absolute one. In addition, we consider the
same absolute thresholds for GU and SN (A) and for sBE and
BE (B). As for the drop probability applied when the heuristic
threshold is exceeded, we set it to 0.1 for SN and sBE and 0.2
for BE.

TABLE VI PARAMETRISED BUFFER PER QOS

QoS Heuristic Drop Absolute
Threshold Probability Threshold
GU - - 120
SN 110 0.1 120
sBE 90 0.1 100
BE 90 0.2 100




After analysing the possible configuration ranges, we
settled on the one in Table VI, which fulfils the imposed
requirements while allowing for a small margin of error in
case of having non-Poisson arrival patterns.

V.  NUMERICAL RESULTS
A. AQ configuration validation

In order to validate the configuration for our scenario, we
perform simulations with the RINASim simulation software
developed in the FP7 PRISTINE Project [11,12]. As we have
configured our DIF in a way that AQ requirements are ensured
per hop in a worst-case scenario, our first tests aim to check
whether the expected behaviour computed via analysis of
loads and requirements is delivered in a simple single-hop
scenario. This scenario is simply composed of a sequence of
three nodes inter-connected by two 10Gbps links. For each
offered load value and ratio between inter-datacenter flows
and best-effort ones (1:9, 2:8 and 3:7), a 10s simulation is
performed. In each run, 1000 flows are established, served
following an exponential distribution and with average data
rate distributed between 7 and 13 Mbps (At 100% load) and
spread between the distinct QoS given the stated rates between
QoS. To add more randomness, packet sizes were uniformly
distributed between 2KB and 4KB.
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Fig. 6. For single hop flows at distinct loads: a) Average drop (%); b) Average
delay; ¢) Max delay.

The results from these first experiments confirm those
from the analysis. As shown in Fig. 6-a, inter-DC flows (GU
and SN) remain practically lossless in all the experiments,
successfully fulfilling their loss requirements. In addition, the
losses experienced by sBE and BE flows are within the
allowed limits and their losses match pretty much the over-
load in the network. In terms of latency, as shown in Fig. 6-c,
urgent flows encountered less than 10 preceding packets,
having to wait on average for 0 or 1 packets to be served, as

shown in Fig. 6-b. Less urgent flows also remained within
acceptable delays, correctly shared between both classes. As a
note, is interesting to see how the increment in losses for sBE
and BE flows resulted in smaller latencies for non-urgent
flows given the changes on accepted loads for each QoS.

B. Simulating the full backbone DIF

Having validated the configuration of isolated nodes, we
proceed to perform backbone DIF-wide experiments. For
these experiments, we offer a load to the DIF so that all links
are equally loaded, as mentioned in the previous section. We
consider the previously stated distribution of bandwidth for a
full load, allocating the same type of flows (7 to 13Mbps at
100% load, 2-4KB PDUs, etc.) between the distinct pairs of
nodes, and then scaling the flow data rate to the desired DIF
load. For inter-DC traffic we set up 40 GU and 160 SN flows
(Avg. 2 Gbps at 100%) between DC-A nodes and 20 GU and
80 SN flows between DC-B nodes (Avg. 1 Gbps at 100%). In
addition, as we are interested in the degradation of sBE and
BE flows, we set 30 sBE and 70 BE flows between those same
pairs of nodes, enough to get comparable data with respect to
the other two classes. Finally, we set multiple point-to-point
sBE and BE flows, in a 3:7 ratio, between all pairs of nodes in
order to reach the targeted 1000 flows per link.

Regarding the considered scenario, there are two points to
note. Firstly, we are considering a worst-case scenario where
no congestion control is in use, whereas RINA allows (and
promotes) a multi-layer congestion control, with fast detection
and reaction, which would reduce the rates of sBE and BE
flows once network congestion starts to happen. Nonetheless,
as we disable the congestion control in these tests, we have a
scenario where only scheduling actions are taken to respond to
congestion problems. Secondly, statistics are only computed
for flows with multiple hops whose AQ increases along their
paths, whereas ‘dumb’ flows used to fill links are point-to-
point. This means that their AQ does not affect the behaviour
at other nodes, that is, the losses at one congested node do not
reduce the incoming rate of PDUs at downstream nodes,
which would happen if the network had been filled with multi-
hop flows.

In this work, we do not limit ourselves to only establishing
that end-to-end requirements are met using the RINA + AQ-
based policies. Instead, we also compare these results with
other solutions currently in use, in particular a baseline
entirely Best-Effort scenario (referred as BBE) and an MPLS-
based VPN [13,14]. In both cases, we used the same routing
for fair comparison purposes, where urgent flows use latency
as the metric to optimize and the rest use number of hops. For
the Best-Effort scenario, we use a simple FIFO queue at each
node with the same 120 packets absolute threshold as the one
used for the GU class. For the MPLS-based case, we configure
a Weighted Fair Queuing (WFQ)-based scheduling where 260
buffers are distributed as follows: 80 for GU and SN and 50
for each best-effort class. In this last case, in order to ensure
the loss levels for GU and SN flows, 40% of the available
bandwidth is reserved for GU flows and 30% for SN flows,
while the remaining bandwidth is shared between sBE and BE
flows following a 2:1 ratio.

From these experiments, we find some interesting results
in favour of RINA + AQ-based policies. In RINA, we find that



GU and SN flows are lossless, while losses in sBE and BE
flows are well distributed and satisfy the requirements
previously stated, as can be seen in Fig. 7-a. We can also
compare these results against the WFQ-based scheduling
policy configured to satisfy the requirements of GU and SN
services, while allowing some differentiation between
sensitive and non-sensitive best-effort flows. As can be
observed in the same figure, BE flows are the only ones
experiencing dramatic losses. These losses also happen earlier,
given the division of buffering space and low priority.
Regarding the BBE baseline case we find that, while being the
last one experiencing losses, as all packets are accepted until
reaching the 120 packets threshold, all classes share losses
uniformly, failing to ensure GU and SN loss requirements.

In terms of latency, as variable latency is not of great
importance in this scenario, we focused instead on the
maximum jitter in PST experienced by each traffic class. In
the RINA + AQ scenario, we find that the requirements per
hop are provided, thus meeting the constraint of ensuring
minimum jitter for urgent flows, while also limiting it for the
less urgent ones, as can be seen in Fig. 7-b. In contrast, both
WFQ and BBE encounter problems. As for BBE, equally
sharing the available resources among all flows increases the
jitter for urgent flows to unacceptable levels. On the other
hand, WFQ provides good service to both GU and SN traffic
(even better than required). However, this is achieved at
expenses of increasing sBE and BE losses and jitter.
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Conversely, in addition to providing better assurance on
delay and losses, the RINA + AQ-based policies also meet the
requirements of avoiding multiple consecutive losses under
light congestion. Particularly, we found that for a link load of
110%, even thought there are necessarily high losses in
average, the soft requirement of having at most 3 consecutive
losses in sBE flows was pretty much fulfilled. Under higher
loads, it becomes nearly impossible to avoid consecutive
losses given the multiple points of congestion. However, those
are still limited to, for example, less than 1% situations of
more than 3 consecutive packets for an offered load of 120%.

VI. CONCLUSIONS

Future networks must become demand-attentive in order to
support the requirements of multiple distributed applications
over the same infrastructure. Assuring absolute QoS
guarantees is a must, so that each application using the
network gets the quality it requires, no more and no less. In
this paper, we have presented RINA, a multi-layer, recursive,
programmable network model based on the distributed IPC
paradigm that provides scalability and QoS assurance
guarantees. In conjunction with the AQ resource allocation
model for quality degradation, we have shown that it is
possible not only to provide quality of service differentiation
with SLA assurance, but doing it while also ensuring a
bounded impact on less stringent services.

While the testing scenario was simple, with rather non-
restrictive requirements, real scenarios are more complex and
therefore require more complex configurations and more
restrictive assurances. Future work in this area will be directed
to providing dynamic/reactive re-configuration of nodes given
changes on the network, working on QoS-aware routing
policies, and providing a wide range of QoS classes to ensure
any type of AQ requirement.
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Abstract—Distributed clouds have been regarded as the key
enabling technology to provide new trends of services. The
contribution of this paper is twofold. First, we discuss current
distributed clouds architecture and highlight the issues involved,
specifically scalability. Second, we investigate the benefits of the
use of the Recursive InterNetwork Architecture (RINA) as a net-
working solution for the distributed clouds. Our proposal, called
Scalable Forwarding with RINA (SFR), has been evaluated via
simulations and showed to reduce the routing table size by around
75%. The paper concludes by highlighting the advantages of the
RINA-based approach over current distributed clouds networking
solutions in terms of scalability, simplicity and manageability.

Keywords—Distributed Clouds, RINA, network management,
routing, topological addressing, performance evaluation, simula-
tion.

I. INTRODUCTION

In the last few years, cloud computing has gained consid-
erable interest from researchers, industries and standardization
bodies [1], [2], [3]. This promising technology has enabled
the deployment of a large set of use case scenarios that were
not economically feasible in traditional infrastructure settings
(e.g., big data analytics, mobile clouds and High Performance
Computing applications). Cloud computing technology has
introduced a new computing model in which resources (i.e.,
storage and CPU) are made ubiquitously available as general
utilities that can be used in an on-demand style and at very
low costs. When the computing resources are distributed in
different geographical regions, we call this scattered deploy-
ment “Distributed Clouds”. Distributed Clouds, can directly
reach users due to their distributed infrastructure which makes
large-scale applications possible to deploy. Basically, dis-
tributed clouds rely on resources where dedicated facilities
are deployed in traditional datacenters. Nevertheless, another
kind of distributed clouds has emerged. It consists mainly
of resources scattered in offices, costumers’ homes and/or
data centres participating to the cloud services in a volunteer
fashion. This new concept of decentralized clouds paves the
way to the development of more scalable, resilient and flexible
clouds. Accordingly, robust and resilient networks in terms of
availability, routing and security are therefore needed to cope
with the evolution of the cloud systems. VIFIB [4], [5] is an
example of these decentralized ”Volunteer” clouds. Mainly, it
has been proposed to protect critical corporate data against
possible downtime or destruction. Moreover, it is designed to
enable the deployment and configuration of applications in a
heterogeneous environment. By hosting computers in many
different locations and copying each associated database in
at least three different distant sites, the probability of mass

destruction of the whole infrastructure becomes extremely low.
In case of a disaster or downtime of a server, the data is
replicated and the cloud continues to operate. The VIFIB
system is based on master and slave design. The master
controls the different computers running slaves. In terms of
networking, the master and the slaves at different locations
are interconnected through multiple IPv6 providers. In order
to guarantee a high reliability, VIFIB uses an overlay called
re6st [6], [7], which creates a mesh network of OpenVPN
tunnels on top of several IPv6 providers and uses the Babel
protocol [8] for computing the routes between nodes. Despite
its effectiveness, the re6st has certain limitations related mainly
to scalability and security. The re6st creates a flat topology that
does not scale in case of large networks, which becomes an
important concern for the future of the distributed clouds.

In this paper, we study mainly the issues related to
scalability in distributed clouds, specifically, we consider the
case of the VIFIB system. We, first, highlight the issues and
limitations related to the networking architecture of the VIFIB
system. Then, we propose a solution based on a new promising
architecture, namely, the Recursive InterNetwork Architecture
(RINA) [9]. RINA, by its design, is better suited to handle large
scale networks and provide interesting benefits towards the
current over IP solutions, like enhanced security or extended
programmability. The objective of this paper is to demonstrate
how our RINA-based architecture, namely Scalable Forward-
ing with RINA (SFR), outperforms the re6st overlay and
gives better results. Using the RINASim [10] platform, we
illustrate how SFR showed to be significantly more adapted
to distributed clouds, improving the forwarding table size
by around 75%. This paper is organized as follows. Section
IT gives some background on the VIFIB distributed clouds.
In Section III the recursive RINA architecture is described.
Section IV addresses the possible application of RINA to
efficiently manage the VIFIB system. Section V details some
evaluation studies that have been conducted in the scope of
PRISTINE project [10] and using RINASim simulator. Finally,
section VI reports the conclusions and provides directions for
further research.

II. DISTRIBUTED CLOUDS: THE REGST (RESILIENT
OVERLAY NETWORKING SYSTEM)

In this Section, we give some background on the VIFIB
system. Furthermore, we discuss the issues and challenges
related to its networking system: the re6st. VIFIB is a decen-
tralized cloud system, also known as resilient computing [4].
Resources are scattered in computers that are located in
customers’ homes and in offices. The VIFIB system is based on
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master and slave architecture. Each VIFIB node allocates 100
IPv6 addresses and 100 IPv4 addresses. Each service running
in the computer is attached to a dedicated IPv4 address, as well
as a globally routable IPv6 address. All services are intercon-
nected across VIFIB nodes using tunnels” that redirect local
IPv4 to global IPv6, encrypt flows and redirect IPv6 to IPv4.
Two services running in different locations, compatible or not
with IPv6, can be interconnected through a secure link. Tunnels
between computers change every 5 minutes. To minimize
the latency, VIFIB implements a strategy that uses the best
possible tunnels according to a heuristic metric. The less used
tunnels are the ones replaced first but always maintaining the
compromise between resilience and low latency. This secure,
resilient and low latency overlay network is called re6st [6](see
Figure 1). The re6st creates a mesh network of OpenVPN
tunnels on top of several IPv6 providers and uses the Babel
protocol to calculate the best routes. Babel protocol [8] is a
distance-vector routing protocol based on the Bellman-Ford
algorithm. The re6st overlay organizes nodes in a flat random
graph that constructs a robust network structure with a small
diameter, in order to minimize the latency between nodes.
Since the routing tables of the overlay are under the control of
the VIFIB system, the overlay can recover faster from a link
failure than other algorithms used by Internet providers [7].
The system should ensure higher privacy and resilience in
order to avoid losing connectivity.

Despite its robustness, the re6st still presents some weak-
ness related mainly to scalability and security. Babel proto-
col relies on periodic routing table updates which result in
high traffic generation. Moreover, no hierarchical routing is
considered so the routing table size could be significantly
huge especially in large scale environments. Another aspect is
related to security, a malicious node could flood the network
with bad routes and lead to routing problems. Tunnels as they
are created randomly despite their ability to achieve resilience,
they are not used in an efficient manner. They might consume
extensive resources even if they are not being used. In this
work, we address the scalability issues in the VIFIB system
and propose to apply RINA to enhance its performance. In the
next section, we give an overview of the architecture RINA.

IIT. RINA: RECURSIVE INTERNETWORK ARCHITECTURE

In this section, we introduce RINA and highlight some
interesting features related to networking, routing and address-
ing in this architecture. RINA [9] is a clean slate architecture
that introduced a new science of networking based on the
“Inter-Process Communication” (IPC) model [11]. The theory
of “networking is IPC” is not new as it was first introduced
in the ARPANET and XNS/Ethernet [9]. In RINA, the idea
is to leverage this approach and develop it with the main
aim to revisit the current Internet architecture and provide a
more structured model. Networking is no more a layered set

of different tasks (as in TCP/IP model) but it is considered
instead as a single layer of distributed IPC that could be
recursively repeated in different scopes. Each layer of dis-
tributed IPC implements the same mechanisms, as illustrated
in Figure 2 but policies are tuned to operate over different
scopes of performance (bandwidth, range and scale). This
provides a clean separation between mechanism and policy
which gives considerable freedom in expressing a variety of
policies. Another feature of RINA is the fact that it adopts and
extends the Saltzer’s model [12] in the context of a recursive
and scalable model. As depicted in Figure 2, data transfer,
control and management are separated in order to isolate
short, medium and long time-scales. Reiterating the IPC model
over multiple levels provides a comprehensive architecture to
support well-organized and well-scoped services. This “divide
and conquer” concept enables scalability over large networks
and avoids issues related to growing routing tables due to the
limited scope of each IPC layer.

RINA with its IPC model captures the common elements of
distributed applications, called DAFs (Distributed Application
Facilities) [9]. A DAF is defined as the collection of ”Dis-
tributed Application Processes” (DAPs), which collaborate to
perform a given task. They communicate using a specific ap-
plication protocol which enables DAPs to exchange structured
data in the form of objects. These DAPs uses an underlying
facility in order to communicate which is called “Distributed
IPC Facility” (DIF). A DIF is a collection of DAPs cooperating
to provide Inter-process communication (IPC). The DAPs that
are members of a DIF are called IPC Processes or IPCPs.
Basically, the DIF facilitates flow allocation between DAPs
over different scopes. Figure 2 shows an example of two
levels of DIFs (each at a given scope) used by three different
DAPs. RINA by its recursive model gives more flexibility
to define scalable design. DIFs are independent and isolated
which assists scalability in terms of both network operation
and management.

Forwarding and Addressing in RINA

Forwarding in RINA is addressed basically from two
perspectives, i.e. routing inside the DIF and ’routing” or
mapping between DIFs. The former concerns local” routing
in the scope of the DIF itself. It is a task in the relaying and
multiplexing mechanism of RINA architecture. In a given DIF,
the choice of a particular forwarding algorithm is a matter
of policy 2. The latter has a wider scope and it is better
called mapping. It provides the mapping between the DIFs.
It is managed by the DIF allocator [13] component of RINA.
The DIF allocator is a function of the [PC Management that
determines the set of DIFs to cross in order to reach a given
destination. If the desired application is not on one of the
available DIFs, then a new DIF can be created to enable the
communication. In order to take full advantage of RINA envi-
ronment, an intelligent mapping should be implemented in the
DIF allocator to manage the DIFs creation and the inter-DIFs
routing. Especially, in dynamic large-scale scenarios, dynamic
creation and suppression of DIFs should be considered. The
idea is to use the DIF allocator to create the needed DIFs
ensuring the connectivity between communicating IPCPs. The
creation of the DIFs will be done dynamically and on demand
following RINA logic. This will support scalability as we
optimize the use as well as the management of the DIFs.
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As mentioned above, RINA adopts the saltzer’s naming and
addressing schema. It has a complete naming and addressing
model, providing names for the basic entities of the network
(applications, nodes and Point of Attachments). As a conse-
quence RINA supports mobility and multi-homing inherently.
Moreover, it is worth mentioning that in RINA there is no a
global address space. Addresses are private and managed in the
limited scope of the DIF which will solve the issues related to
address scalability.

IV. APPLYING RINA TO THE VIFIB SYSTEM

In this section, we investigate the application of RINA
to the distributed clouds, and more specifically, the VIFIB
system. In the scope of this paper, we will focus on the system
architecture from routing and addressing point of view. In the
following, we will address the global architecture of DIFs
ensuring the exchange of data between the DAPs and we
introduce our proposal for routing and addressing: Scalable
Forwarding with RINA (SFR).

SFR: Scalable Forwarding with RINA

Naturally, in distributed cloud systems, an increasing num-
ber of users would affect the performance of the cloud services,
as resources are very limited while the requirements from the
applications are growing. Accordingly, a solution to support
scalability is needed in such large scale environment. In this
work, we propose to adopt the divide and conquer concept
inspired from RINA in order to have a hierarchy of smaller
clouds providing connectivity between the pairs of the system
in an efficient way. The main idea of our proposal is to divide
the clouds into groups or regions. These groups are created
and managed by the authorities based on a specific criterion,
e.g. the group size, the country and/or the ISP membership.
Furthermore, connectivity between the groups is ensured by
inter-connecting a set of VIFIB nodes of each group. This
set of VIFIB nodes, namely “Groups Leaders”, is elected

to act as relays between the groups and to form specifically
what we call the inter-groups. At the same time they preserve
their membership to their original groups. In order to further
scale, this "logical” organization could be repeated recursively
adding other levels that will be forming a logical hierarchy. To
avoid link failure problems due to the bandwidth limitation of
the nodes, several VIFIB nodes could be elected from the same
region as Group Leaders providing more resilience. The way
these Group Leaders are chosen needs further investigation.

Figure 3 illustrates an example of two levels of Inter-
Groups hierarchy. GroupS is the group where the originating
VIFIB node A belongs. Group D is the group where is the
destination VIFIB node (F). To represent this scenario in RINA
logic, we draw Figure 4. We assume that for each region
a DIF is created to manage connectivity inside the group.
Consequently, Each VIFIB node has at least one IPC Process
in the groups of the overlay (the lower level of the hierarchy).
Some of the overall VIFIB nodes that we called ”Group
Leaders” will have also IPC Processes in the inter-groups on
the upper logical levels apart from the IPCPs belonging to
the Group DIF. Suppose that VIFIB node A in Group S is the
source node and node H in Group D is the destination. Node A
has one IPCP connected to the Group S DIF which connects to
node B that acts here as the group leader. Accordingly, VIFIB
node B has one IPCP within Group S and one additional IPCP
within InterGroupl_I that connects it to node C in the scope
of the InterGroup 1_I. Node C has three IPCPs: One within
Intergroup 1_1, one within InterGroup2_N and at the same
time one within Groupl in the lower group DIFs. Node E has
two IPCPs: One within Intergroup 1_N at level 1 allowing
connection with the node D. Moreover, it has in particular one
in GroupD where the destination VIFIB node F belongs. Node
E will use the Group D DIF to reach directly the destination.

In Figure 4, we illustrate the DIF architecture of the overlay
cloud in the considered example. Services provided by the
distributed cloud system are deployed using “App-DAFs”.



Fig. 3.

Example of SFR hierarchy with three levels.

App-DAF is a collection of Distributed Application Processes
(DAPs) that will be sharing information (DAP 1 and DAPN
in the example). These DAPs use specialized overlay ~Tenant
App-DIFs” that are tailored to the needs of the App-DAFs.
Tenant App-DIF is destined to connect DAP1 and DAP2 in
order to support their communication process. On the other
hand, the tenant Cloud DIF is designed to adapt to the dynamic
network connectivity. Especially, for distributed clouds where
VIFIB node could act as Border routers and at the same time as
customers application. The tenant Cloud DIF ensures scalabil-
ity and flexibility as it maintains a global view of the network
to manage dynamically the possible suppression/appearance
of the lower DIFs structure which could be very frequent in
the distributed clouds scenario. At the bottom, each group
is mapped to a DIF which is created accordingly to manage
connectivity inside the region.

To summarize, there are basically four types of DIFs:

e Tenant App DIFs. DIFs that provide the direct con-
nectivity between hosts. Mainly they are used by the
customers of the Distributed Cloud system. These
DIFs are directly supported over a tenant Cloud DIF.

e  Tenant Cloud DIFs. Medium-sized DIFs that provide
connectivity between VIFIB nodes from different re-
gions. These DIFs could be created dynamically on
demand in order to adapt to the frequent change in
the network connectivity.

e Inter-group DIFs. Small DIFs that provide connectiv-
ity to Group Leaders of some Group DIFs.

e  Group DIFs. Small DIFs that provide high connectiv-
ity and low latency between the VIFIB nodes of the
same small region.

Dynamic Creation of Tenant Cloud DIFs

Some DIFs could be pre-configured to support the connec-
tivity between customers that are frequently communicating.
However, in order to support scalability, Tenant Cloud DIFs
should be created on demand which means that when resources
are requested to be allocated between source and destination,
the DIF allocator will be in charge to build (if not existing
already) the required Tenant cloud-DIFs to ensure the con-
nectivity. If a customer’s VIFIB node do not find a common
DIF where it can see the destination, it should query peer
DIFs which may have a DIF with the destination Application
process. The path followed by the search request will be the
sequence of the DIFs to use given by the DIF Allocator. In
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Fig. 4. DIF Architecture.

this way, we can efficiently manage the use of cloud DIFs as
they are created/used on demand.

Routing Policies

The routing algorithm to be run in the DIFs will depend
essentially on the built DIF hierarchy. In the Groups DIFs at
the lowest level of the hierarchy, VIFIB nodes have to store
routes leading to the Group Leaders. Consequently, traditional
routing e.g. link state or distance vector could be used. Then, a
Group Leader can determine the next hop based on topological
addresses. Traditional routing might be used also inside the
groups of the upper level layers of the hierarchy if needed.
In the next section, we will investigate the address assignment
aspect.

Topological Addressing

Figure 5 illustrates an example of topological address
configuration that could be deployed for each layer. Basically,
each layer has its own address space that is independent of the
adjacent layer. However, the upper branches of the hierarchy
may have a topological relation with lower layers which could
simplify routing calculations. Addresses belonging to the same
authorities or located in the same geographic place could
be similar. Moreover, for each layer in the hierarchy more
granularities should be provided. In the example in Figure 5,
in the lowest level of the hierarchy the address is built from
country prefix(FR, TN), ISP prefix(SFR, TNTEL) and number
of nodes(150,160). As the scope becomes larger in upper
levels, we lose more and more granularity in the address
configuration i.e., the address space at the upper level in the
example is built from only country prefix and node number and
there we can find VIFIB nodes belonging to different countries
where addresses start with FR, TN and so on. Following the
whole address, the needed path could be found. Accordingly,
the topological address defines the concept of nearness. This
provides location dependence without route dependence [12].

V. PERFORMANCE EVALUATION

In this section, we evaluate the performance of our scheme
for distributed clouds. We assess the benefit of the application
of RINA to the VIFIB System in terms of limiting the routing
table size. Moreover, we perform a comparison of SFR with a
simple Distance Vector routing protocol in order to show how
it outperforms the current routing architecture that the VIFIB
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Fig. 5. Example of Topological Addressing Assignment.

System is using. In the following, we introduce the simulation
setup and present the results of our experiments.

A. Simulation Scenario

We have conducted a set of experiments to analyse the
performance of our proposal. We have used RINASim [10].
It is a simulation platform implementing RINA architecture
in Omnet++ [14]. It is intended to enable the study of RINA
architecture and also to perform simulation experiments with
RINA applications. Figure 6 represents the scenario that we
set up in RINASim. It consists in a medium size network of
120 nodes, divided into four regions, within each region 30
VIFIB nodes including the group leader. All the nodes inside
the regions are interconnected randomly and connected to the
group leader. All the Group Leaders are interconnected among
each others. The DIF architecture is organized as follows:

e A Group DIF is constructed to regroup all the VIFIB
nodes inside each region.

e Three inter-group DIFs are designed to interconnect
region 1/2, region 2/3 and region 3/4.

e A cloud tenant DIF that contains all the nodes that are
communicating.

Figure 7 shows how the configuration of routing is performed
for each DIF. In RINASim, several policies have been imple-
mented in order to handle routing within RINA networks. For
example, in Figure 7, ”SimpleDV”, a distance vector routing
policy, is used in the scope of each DIF. Table I summarizes
the different configuration parameters used for running the
simulations. In this scenario, we consider that VIFIB nodes
use a ping application to communicate where the maximum
packets size is set to 1500 bytes.

[ Parameter [ Value

Number of VIFIB nodes 120
Number of regions 4
Number of VIFIB nodes per region 30

Application Ping

Packet size 1500 Bytes

Ping Starts at 140s

Ping rate 5
Simulation Time 300s for each run

TABLE L. SIMULATION PARAMETERS CONFIGURATION.
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Fig. 6. Distributed Clouds simulation scenario.

orwarding es
** VIFIBN*.TenantIPC.relayAndMux.ForwardingPolicyName = "SimpleTable"
** VIFIBN*.GIPC.relayAndMux . ForwardingPolicyName = "Simp[leTable”

** VIFIBNGL*.IGIPC[*].relayAndMux.ForwardingPolicyName = "SimpleTable"

** VIFIBN*.TenantIPC.resourceAllocator.pdufgPolicyName = "SimpleGenerator®
** VIFIBN*.GIPC.resourceAllocator.pdufgPolicyName = "SimpleGenerator”

** VIFIBNGL*.IGIPC[*].resourceAllocator.pdufgPolicyName = "SimpleGenerator”

# Routing policies

**.VIFIBN*.TenantIPC.routingPolicyName = "SimpleDV"
#% VIFIBN*.GIPC.routingPolicyName = "SimpleDV"

** VIFIBNGL*.IGIPC[*].routingPolicyName = "SimpleDv"

Fig. 7. Routing configuration on RINASim for distributed clouds.

B. Simulation Results

In this section, we demonstrate the assets of applying
RINA to distributed clouds and present the results obtained
by simulations. Figure 8 illustrates the PDU forwarding table
size with regards to the simulation time. Basically, it provides
a comparison of SFR with a distance vector routing protocol.
The distance vector routing protocol used in this comparison is
similar to the routing protocol used in the re6st architecture of
the VIFIB distributed cloud system [8]. We observe that SFR
shows better results. In case of SFR, as expected, the routing
table size does not exceed around 30 entries which corresponds
to the number of VIFIB nodes in the regions. Only Group
Leaders, will have additional entries corresponding to the links
between other Group Leaders covering the intergroups DIFs.
We can see that in case of Distance vector protocol, the PDU
forwarding table size goes to around 120 entries corresponding
to basically the whole network size. This is mainly due to the
beneficial impact of the use of RINA in the forwarding scheme
and specially its “divide and conquer” strategy that helped to
bound the routing table size.

We have assessed also the dynamic creation of tenant cloud
DIFs. Figure 9 depicts the PDU forwarding table size in tenant
cloud DIFs considering several flows (involving 5, 12 and
21 nodes). The size of the forwarding table is plotted with
respect the simulation time. We can see from this figure that
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Fig. 8. The variation of the PDU forwarding table size with regards the
simulation time. A comparison between SFR and simple distance vector
routing protocol.

the size of the forwarding table is proportional to the number
of nodes constructing the flow. Only nodes participating in
the communication have entries in the forwarding table of the
tenant cloud DIF. Red line in Figure 9 represents the results for
a flow between only five nodes, so we can observe that at the
end of the simulation the entries of the forwarding table of each
node is filled with only five entries. So, only nodes actively
communicating appear in the forwarding table. Accordingly,
we can efficiently manage the use of cloud DIFs as they
are created when needed and on demand. We conclude that
managing dynamically the tenant DIFs ensures more limitation
to the forwarding table size and thus, more flexibility and
scalability.

VI. CONCLUSION

In this paper, we presented a new and generic architecture
for routing and addressing tailored to cope with the distributed
clouds requirements most notably in terms of scalability,
reliability and efficiency. We have identified the limitations
and issues of the current implemented solutions for distributed
clouds. We have investigated the case of a real distributed
cloud use case (VIFIB). We then described SFR, our generic
networking architecture which has been designed to benefit
from RINAs recursive architecture features. SFR assumes that
all nodes in the distributed clouds are located in an overlay.
SFR then builds a hierarchical DIF architecture from the
overlay to manage efficiently the forwarding in the network.
The obtained simulation results showed that SFR achieves its
design goal by limiting the routing table size compared to
the simple distance vector routing protocol used currently by
the VIFIB system. An aspect that we further investigate is
the dynamic behaviour of SFR, we showed how it adapts to
scalability as DIFs in the architecture are created on demand.

In future works, we plan to further study our SFR ar-
chitecture and evaluate the assets of using RINA in larger
distributed clouds scenarios. Moreover, we intend to consider
other performance evaluation metrics (i.e. latency and through-
put) to efficiently assess our proposal and demonstrate its
applicability to distributed clouds services. Moreover, based
on the evaluation results, we intend to implement SFR in
the RINA Linux Software Development Kit being developed
currently by the FP7 PRISTINE project[10] which is based on
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Fig. 9. The variation of the PDU forwarding table size with regards the
simulation time. Dynamic Tenant Cloud DIF management.

the prototype implemented within the FP7 IRATT project [15],
[16]. We also plan to deploy our solution within the VIFIB
infrastructure in order to compare it with the current re6st
overlay.
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Abstract— With the proliferation of cloud computing and the
expected requirements of future Internet of Things (IoT) and 5G
network scenarios, more efficient and scalable Data Centers
(DCs) will be required, offering very large pools of
computational resources and storage capacity cost-effectively.
Looking at todays’ commercial DCs, they tend to rely on well-
defined leaf-spine Data Center Network (DCN) topologies that
not only offer low latency and high bisectional bandwidth, but
also enhanced reliability against multiple failures. However,
routing and forwarding solutions in such DCNs are typically
based on IP, thus suffering from its limited routing scalability.
In this work, we quantitatively evaluate the benefits that the
Recursive InterNetwork Architecture (RINA) can bring into
commercial DCNs. To this goal, we propose rule-based
topological routing and forwarding policies tailored to the
characteristics of publicly available Google’s and Facebook’s
DCNs. These policies can be programmed in a RINA-enabled
environment, enabling fast forwarding decisions in most
scenarios with merely neighboring node information. Upon DCN
failures, invalid forwarding rules are overwritten by exceptions.
Numerical results show that the scalability of our proposal
depends on the number of concurrent failures in the DCN rather
than its size (e.g., number of nodes/links), dramatically reducing
the total amount of routing and forwarding information to be
stored at nodes. Furthermore, as routing information is only
disseminated upon failures across the DCN, the associated
communication cost of our proposals largely outperforms that of
the traditional IP-based solutions.

Keywords— Data center network; RINA; topological routing

I. INTRODUCTION

Looking for superior efficiency, uptime and scalability,
nowadays’ commercial Data Centers (DCs) tend to rely on
well-defined leaf-spine Data Center Network (DCN)
topologies that not only offer low latency and ultra-high
bandwidth for server-to-server communications, but also
enhanced reliability against multiple concurrent failures.
Examples of this reliance are the Google’s and Facebook’s
DCN topologies available in [1] and [2], respectively Moving
toward future Internet of Things (IoT) and 5G network
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scenarios, a plethora of emerging innovative cloud services are
expected to proliferate. This will put stress upon current DCs,
requiring them to grow even larger in terms of computing
resources. However, routing and forwarding solutions in
DCNes, typically based on TCP/IP, do not scale well, resulting
in large forwarding table (at least in the order of several tens
of thousands of entries in highly-optimized configurations
[3]), routing burden and communication cost (information
exchanged to populate routing tables and re-converge upon
failures). This problem was identified longtime ago, but the
TCP/IP protocol suite, not designed for cloud networking,
limited the improvements that achievable by the solutions
proposed in the literature [4].

In contrast to the rigidness of the TCP/IP protocol stack,
the clean-slate Recursive Internetwork Architecture (RINA)
[5] brings a programmable environment [6] where Quality of
Service (QoS), security, routing and forwarding policies in
forwarding devices can be fully configured by the network
administrator. This opens the door to the deployment of
policies tightly tailored to the specific DCN characteristics
inside a RINA-enabled DC, outperforming solutions based on
TCP/IP, whose protocols were optimized for the delivery of a
best-effort Internet with an arbitrary topology, a very different
environment to that of a DCN.

This work aims to quantify the benefits that topological
routing and forwarding policies can offer in a RINA-enabled
large-scale DCN. Our policies make use of the DCN topology
knowledge to forward packets to the closest neighboring
device to their destination based on rules. In the non-failure
scenario, this approach only requires the storage of forwarding
information per adjacent neighbor (compared to traditional
forwarding tables, which may contain up to one entry per
network node). Upon failures in the DCN, some forwarding
rules may not succeed to deliver packets to destination. In this
case, few exceptions overriding those rules are stored at
forwarding devices, the only time when additional forwarding
information is required.

The remainder of this paper continues as follows. Routing
solutions for DCNs available in the literature are reviewed in
section II. Next, in section III we introduce the assumed
RINA-enabled DC scenario based on Google’s and
Facebook’s DCNs characteristics. The configuration of the
routing and forwarding policies in both use cases are further
elaborated in Sections VI and V. In Section VI, we provide
numerical results comparing our forwarding and routing



policies against current solutions based on TCP/IP. Finally,
Section VII draws up some conclusions.

II. RELATED WORK

Given the regular and known topology of a DCN,
deterministic routing [7] was the scheme initially deployed in
many DCs. In such a scheme, the addresses of nodes are based
on their topological properties, so that the route between any
pair of nodes is known beforehand and does not change over
time. The route is usually encoded in the packets in the form
of a bit-stream or coordinates (e.g., see [8]). While scalable,
this rigid scheme has two major drawbacks: the lack of
automation in defining addresses, and thus the setup of routes,
and no multipath support, preventing the recovery upon DCN
failures. The valiant routing scheme [9] was proposed as a
solution to overcome such deterministic routing shortcomings,
bringing multipath support and load balancing. For a
communication between any pair of nodes, a random
intermediate address i is selected first and the path is
composed by routing packets from source to i and then from ¢
to destination. This way, multipath support is enabled, but at
expenses of longer paths and still an automation process for
the naming.

The adopted routing scheme in many large DCs is today
based on IP because of the low-cost of IP-based commodity
servers. To mitigate the inherent limitations of routing
solutions initially designed for an Internet with arbitrary
topology, modifications to link-state and path-vector routing
have been introduced. For example, Facebook’s DCN uses
BGP-4 [10] to avoid the need for an address per interface (as
required by IP), assigning an ASN per node, routing to the
node instead of to the interface [11]. Nonetheless, BGP-4
suffers from many limitations, e.g., path exploration upon
failures, manual configuration of timers, TCP connections
between any pair of connected ASNs, etc. As a result, these
schemes imply a high communication cost and require many
entries in routing and forwarding tables to take optimal routing
decisions and allow route recovery upon failures.

A new trend in intra-DC routing is a Software Defined
Networking (SDN) approach centralizing all forwarding
decisions, where only a few nodes know the state of the full
DCN. For example, Google’s DCN uses its SDN-based
approach to control packet forwarding within the DCN [1].
Although this strategy allows taking efficient decisions at low
communication cost, the complexity of centralized decisions
increases with the network size, potentially imposing
scalability issues as the network grows larger.

III. SCENARIO UNDER STUDY

RINA is a computer network architecture that unifies
distributed computing and telecommunications [5]. RINA's
fundamental principle is that computer networking is Inter-
Process Communication (IPC). RINA reconstructs the overall
structure of the Internet forming a model that comprises a
single repeating layer, the DIF (Distributed IPC Facility). Each
DIF instance implements the same functions and mechanisms,
which are configured via policies in order to adapt to the
specific scope (operating environment). In this paper we focus
on a RINA deployment inside a DC following the DIF setup
depicted in Fig. 1. Such a RINA-enabled DCN network is

partitioned into three main types of DIFs of different scopes: 1)
a single DC-Fabric DIF, acting as a large distributed switch;
ii) a DC DIF that connects all servers in the DC together under
the same pool; and iii) multiple tenant DIFs, isolated and
customized as per the requirements of the different tenants.
Note that in the figure the underlying point-to-point links are
abstracted as “shim” DIFs, which allow the deployment of
RINA over legacy technologies or physical media [12].

Server Server

1 1 T

DC-Cora {ToRs, Edges sic.}

Fig. 1. DIF setup inside a DC between Virtual Machines (VMs) running in
DC servers. The DC-Fabric DIF (violet color) is the focus of this work.

In this work, we focus on the DC-Fabric DIF, that is, the
one providing connectivity between Top-of-the-Rack (ToR)
switches and between edge routers and ToR switches. To
provide outcomes applicable to realistic DC scenarios, we
assume that the DC-Fabric DIF follows the topologies of the
large Google’s and Facebook’s DCNs shown in Fig. 2. As for
the Google’s DCN topology (Fig. 2, top), a unique plane of
spine switches interconnects all pods and edge planes in the
DCN, offering multiple equal cost paths between each pair of
ToRs and edges, even under multi-failure scenarios.
Regarding the Facebook’s DCN (Fig. 2, bottom), the fabric
switches of a pod connect each one to a distinct spine set that
provides connectivity to all other pods and to edge nodes.
Again, high redundancy is introduced to survive multiple
concurrent failures across the DCN.
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Fig.2. Google’s (top) and Facebook’s (bottom) DCN topologies, extracted
from references [1] and [2].

A key benefit of RINA is its programmable behavior using
policies, as well as the automation of the enrollment and
naming processes of a new node in a DIF [6]. This allows to
get rid of the constraints imposed by both the conventional
deterministic routing and the IP-based solutions, opening an
opportunity for cheap customizable hardware. In the following
section we elaborate on topological routing and forwarding



policies particularly designed for a potential DC-Fabric DIF in
the Google’s DC premises, exploiting its DCN characteristics
for superior efficiency and scalability.

IV. RINA-ENABLED GOOGLE’S DCN USE CASE

Taking a look at Google’s DCN, we can see that the DC-
Fabric DIF can be described by only 6 parameters: Number of
spine nodes (s), number of pods (P), number of edge planes
(E), number of fabric nodes per pod/edge plane (f), number of
ToRs per pod (t) and number of edges per edge plane (e).
Moreover, given the regularity of the topology, we find that
only a few types of nodes exist. This becomes particularly
useful for performing topological forwarding, which depends
on the relations between node locations. Specifically, we have
spine switches (hereafter referred as RO nodes), fabric
switches (R1 nodes) and ToR switches/edge routers (R2
nodes).

From now on, we are going to refer to pods and planes (of
spine or edge switches) indistinctly as groups. Taking
advantage of RO, R1 and R2 node groups in the DCN, we
propose a location-dependent but route-independent node-
addressing scheme A.B, where A identifies a group and B is
the identifier of the node within the group. Although simple,
this scheme allows inserting the topological location of any
node in the DCN in its address as follows:

A=0,B €1, s] — Spine B

A € [1, P+E], B € [1, f] — Fabric B at pod/Edge Plane A
A €1, P], B € (f, f+t] — ToR B at pod A

A € (P, P+E], B € (f, f+e] — Edge B at edge Plane A

A. Forwarding policy

A key requirement of any forwarding policy is the ability
to quickly decide the neighboring node to which a packet must
be forwarded to. Forwarding policies in RINA are not
restricted to be a traditional table. Instead, any forwarding
function capable to quickly perform accurate forwarding
decisions can be used. To this avail, we leverage on the
regular topology of Google’s DCN (Fig. 2, top) to design a
minimalistic forwarding function.

Being aware of the specific DCN topology (from the set of
parameters listed at the beginning of this section) and the
location of the node in it, only forwarding entries to adjacent
neighbors need to be stored at DCN nodes and simple
forwarding rules can be used (detailed in the next sub-section).
When failures occur across the DCN, however, it may happen
that primary forwarding rules fail in delivering a packet to its
destination. Thus, we require exceptions to overwrite the
erroneous decisions of primary rules. These exceptions are
similar to traditional forwarding table entries, but are only
required upon certain failure scenarios. Moreover, the total
number of exceptions tends to be considerably smaller than
the number of entries required in a traditional forwarding table
(at most the same in the very worst case), as many
communications across the DCN remain unaffected by
specific link or node failures. Therefore, only storing
exceptions to primary rules upon failures can yield a large
reduction in terms of memory usage compared to a traditional
forwarding table.

1) Forwarding rules

In order to quickly access neighbor information, we assign
a locally unique identifier (Neighbor-Id) to every neighbor,
abstracting its real address. By using Neighbor-Ids as index,
we can store all neighbor nodes’ information, including port
address or status, in a direct access structure. These Neighbor-
Ids are assigned as follows:

AtRO:Rl1 > (A-D*f+B-1

AtRI:RO—>B-1,R2—>s+B-f-1

AtR2:R1 - B-1

Forwarding rules use Neighbor-Ids to easily define the set

of valid neighbors to reach any destination across the DCN.
Given the nature of the communications inside a DC (over the
DC-Fabric DIF in a RINA-enabled scenario), only end-to-end
flows between R2 nodes (ToR switches and edge routers) will
be established. Therefore, forwarding rules only need to
consider R2 nodes as possible destinations. These rules are
depicted in Fig. 3.

AtRO: Rule (A.B) —[(A-1)*fA*f)
At R1: Rule (A.B) — [0, s)
At R2: Rule (A.B) — [0, )

Fig. 3. Pseudo-code of primary forwarding rules in the Google’s DCN

Let us show how those rules work to reach any R2 node
A.B. At RO nodes, any neighbor R1 node of the group A can
be used to reach the destination (an ECMP-like policy can be
chosen to load-balance the traffic). In an R1 node, we have
two possibilities: either we are in a different group than the
destination, so that we can use any RO node to reach that
(again load-balancing can be used), or we are in the same
group (A), never reaching the rule as it is a direct neighbor.
Finally, at R2 nodes we can use any R1 neighbor to reach any
other R2 in the network.

In all cases we have a range of valid neighbors. Then, upon
having an unreachable neighbor, the rules would simply
remove it from the valid ones. This allows keeping most of the
rules still valid when failures affect the current node
(otherwise multiple exceptions could be necessary).

2) Forwarding exceptions

Focusing on the exceptions to reach R2 nodes, we find 3
kinds of them: to a specific node A.B, to a specific group A
and to all other groups. It should be noted that exceptions to
other groups are used neither in RO nodes nor in R1 or R2
nodes for destinations in the same group.

Given the high number of neighbors that some nodes have,
an important point is how Neighbor-Ids are stored at the
exception entries. When encoding exceptions, we use two
different encoding modes, being the use of one or another
specified as a flag in the exception header. With the default
encoding, the stored Neighbor-Ids represent the wvalid
neighbors to reach the destination. When the number of valid
neighbors is high, an inverse encoding can alternatively be
used, where the stored Neighbor-Ids represent the invalid
neighbors to reach a destination. Jointly with inverse encoding
at R1 nodes, a direction flag is used to specify if that list
applies to only RO nodes (UP), R2 nodes (DOWN) or both.
This proposal yields significant memory optimization, as most
exceptions can be described as “To reach X go UP/DOWN,
without using Y.




3) Forwarding decision

Putting together direct routes to neighbors, exceptions and
rules, the full forwarding decision can be described by the
simple pseudo-code in Fig.4.

Forward (A.B)
If is Connected Neighbor (A.B) — Forward (A.B)

IfA=0|B<=f — Unreachable

If is Exception (A.B) — Exception (A.B)

If is Exception (A) — Exception (A)

If My A !'= A & is Exception ()) — Exception ()
Else — Rule (A.B)

connected to at least one R2; 2) an R2 node is reachable if it
has at least one R1 neighbor for which there exists a 1 or 3
hops path to reach it in the group.

C. Computing the forwarding exceptions

Given the list of possible failures in the DC-Fabric DIF,
we parse and process them in order to compute the exceptions
to problematic destinations. For example, for RO nodes, the
pseudo-code in Fig. 5 can be used.

Fig. 4. Forwarding pseudo-code with exceptions and primary rules

The forwarding function needs to be executed per packet.
DCN performance requirement will most probably impose
forwarding rules implementation to be on hardware. For this,
we first have that neighbors can be stored in a direct access
structure, making these last hops automatic. Then, taking
profit from the small number of exceptions, we can have them
ordered as R2 nodes, specific groups or other groups and
simply iterate them until finding the first match. Being
desirable for flows to maintain the same path during its
lifetime (to prevent packet reordering), both rule and
exception execution can use a fast hashing of the flow
identifier of the packet to decide on the next hop, instead of
deciding it randomly.

B. Routing policy

The previously described forwarding policy requires
knowing the affected routes to destinations upon failures and
how to alternatively reach them. Hence, the routing policy has
to provide enough information to populate such exceptions.
While a simple link-state or distance-vector routing protocol
could be used to obtain exceptions to the primary rules upon
failure scenarios, we can compute them more efficiently by
exploiting the complete DCN topology knowledge that nodes
have. Indeed, there is no need for nodes to propagate the state
of operational resources across the network, but only that of
those experiencing failures. To this end, we propose the link-
failure routing policy, a variation of link-state routing based on
failure propagation, where instead of having all nodes
propagating their full neighbor table, only failed links are
propagated while the rest is assumed to be working, resulting
in a large reduction of the information exchanged and stored at
network nodes.

Although we could use the DCN topology and failed links’
knowledge to compute the forwarding exceptions using a
Dijkstra’s routing algorithm, such an approach has a
significant computational cost and does not scale well. Instead,
we found that with a list of failures we could restrict our
search to problematic locations and compute the exceptions
directly, if some constraints on valid paths are considered.
Constraints on valid paths are, in fact, required to reduce the
complexity of the algorithms. Even so, those are thought
taking into account the high number of available paths towards
any R2 node, and that it is better to have unreachable
destinations (with possible movements of VMs) than filling
the network with traffic routed through sub-optimal paths. For
example, we consider the following two constraints at RO
nodes: 1) a group is reachable if it has at least one R1 neighbor

Parsed data and functions used:
unreachableGroups «groups with all R1 unreachable
unreachableNodes «R2 disconnected from all R1
R2Fails «<R2 disconnected from some R1
RInotReachR2 «R1 with problems reaching R2
Reachable (A.B) « Check if neighbor A.B can be reached
reachableGroupR1(A) « reachable A.* R1s
reachableR1At (A.B) « reachable R1s from R2 (A.B)
reachableR2At(A.B) « reachable R2s from R1 (A.B)
Algorithm:
Exceptions =0
if I am disconnected then return Exceptions
GroupsWithProblems = @
for each A.B in RlnotReachR2 do
if Reachable(A.B) then GroupsWithProblems .add(A)
for each (A) in GroupsWithProblems do
validPorts = @
fori=1..fdo
if Reachable(A.i) and A.i € RInotReachR2 then
validPorts .add (A.i)
if validPorts == @ then unreachableGroups.add(A)
else Exceptions.add(A, validPorts )
for each (A) in unreachableGroups do E.add(A.0, ©)
for each (A.B) in unreachableNodes do
if (A) € unreachableGroups then Exceptions.add(A.B, @)
for each A.B in R2Fails do
if A € unreachableGroups then continue
if (A.B) € unreachableNodes then continue
myReach = reachableGroupR1(A)
dstReach = reachableGroupR1At(A.B)
if myReach C dstReach then continue
if myReach N dstReach != @ then
Exceptions.add(A.B, myReach N dstReach)
continue
reachDst =@
for cach node (A.B’) in dstReach do
reachDst .add(reachableR2At (A.B’))
reachNei = 0
for cach node (A.B’) in myReach do
reachNei .add(reachableR2At(A.B’))
validPorts = @
if reachNei N reachDst != @ then
validPorts .add(A.B’)
Exceptions.add(A.B, validPorts )
return Exceptions

Fig. 5. Pseudo-code for computing exceptions

Algorithms to compute exceptions like the one described
in Fig. 5 aim to direct the search toward failures that may




require an exception, while discarding the rest. An example
can be seen when failures between RO and R1 nodes are only
considered for the current node, as other ones are not included
in feasible paths given the imposed constraints. Another case
is seen for failures between R1 and R2 nodes where the depth
of the search depends on the specific failures within the group,
avoiding for example a search in depth if there are some
shared R1 nodes between the current node and the one
affected by failures. While such algorithms are fully
dependent on the topology and require some constraints, they
yield a significant improvement both in time and memory
usage against the traditional route computation, as we do not
need to compute and store reachability information to all
destinations in the network, but only to problematic ones.

V. RINA-ENABLED FACEBOOK’S DCN USE CASE

Looking at the Facebook’s DCN in Fig. 2, we observe that
it can be described by only 5 parameters: Number of pods (P),
number of fabric nodes per pod and spine sets (f), number of
ToRs per pod (t), number of spine nodes per spine set (s) and
number of edges per spine set (e). Although this DCN can be
described by fewer parameters than the Google’s one, here we
have 4 types of distinct nodes: ToRs, fabric switches, spine
switches and edge routers. Hence, we propose the following
addressing scheme based on A.B.C addresses:

ToR: 0.Pod-Id.Tor-Id
Fabric: 1.Pod-Id.Spine-set
Spine: 2.Spine-set.Spine-1d
Edge: 3.Spine-set.Edge-1d
Like for the Google’s DCN, we also propose a forwarding
policy based on rules and exceptions. In this case, Neighbor-
Ids are defined as follows:

At ToR: Fabric — C

At Fabric switch: ToR — s+ C, Spine — C
At Spine switch: Fabric — A, Edge — P+C
At Edge router: Spine — C

VI. COMPARISON WITH CURRENT SOLUTIONS

Current routing and forwarding solutions for IP impose
multiple limitations that the RINA architecture already solves.
For example, for addressing DCN devices, we are not forced
to use 4 or 16-byte addresses as imposed by IPv4 or IPv6, but
can use scenario-specific addresses. Besides, public addresses
of servers/VMs are not propagated with routing updates, only
focusing on the smaller set of node addresses in the DCN.
While the benefits of RINA are enough to contemplate its
usage inside DCs, we also want to quantitatively evaluate the
performance of the proposed routing and forwarding policies
against that of currently available solutions for the same
purposes.

Aiming to analyze the number and size of traditional
Forwarding Table entries vs. Rules plus exceptions in our
policies, we have considered two different DC-Fabric DIFs.
The first one, named DIF-Go, reproduces the Google’s DCN
topology, whereas the second one, named DIF-FB, reproduces
that in the Facebook’s DCs. Table I depict the parametrization
of both DIFs, taking the number of pods (P) as base parameter.
The expressions to determine the rest of parameters (as a
function of P) allow us to obtain similar configurations as
those reported for the real DCNG.

TABLE I. DETAILS OF THE DCN-FABRIC DIFs

Pods (P) P
ToRs per pod (t) P/2
Fabric switches per pod/edge plane (f) Logs(P)
Edge planes (E) P/4
DIF-Go | Edge routers per edge plane (e) P/2
Spine switches (s) P
Edge routers per spine set (e) P?/8f
DIF-FB Spine switches per spine set (s) P/2
Total number of servers P2
Total number of edges P%/8

ToR: Rule (A.B.C)
IfA=3 — {B}, Else —[0,1)
Fabric: Rule (A.B.C)
IfA=3&B!=MyB — s, stt), Else — [0,s)
Spine: Rule (A.B.C)
IfA=0 — {P+C}, Else —[0,P)
Edge: Rule (A.B.C) — [0, s)

Fig. 6. Pseudo-code of primary forwarding rules in the Facebook’s DCN

Fig. 6 details the pseudo-code of the primary forwarding
rules proposed for the Facebook’s DCN. With information of
the current failures, exceptions to overwrite those rules can be
computed in a similar way as in the Google’s DCN (not
detailed here due to the lack of space). Note in this case that
losing a fabric switch automatically multiplies the path length
to reach its pod from some edge routers. Therefore, when
computing the respective exceptions, we require either to have
less restrictive constraints in these cases, thus incrementing the
complexity of the algorithms to avoid unreachable areas
across the DCN, or more restrictive ones, reducing complexity
but at expenses of having unreachable areas.

As a first objective, we compare the number of entries in a
forwarding table against the number of neighbor entries plus
exceptions for large-scale DCNs. For this, we fix in our first
tests P=100, resulting in DCNs with 5000 ToR switches.
Being our approach dependent of the number of concurrent
failures across the DCN, we perform our tests for 0, 1, 2, 5 and
10 concurrent ones, being those either link or node failures
(randomly chosen). We perform 50000 tests for each DIF and
number of failures, averaging the obtained results.

TABLE II. AVG. ENTRIES VS. MAX ENTRIES (%) GIVEN N FAILURES

Method\Failures 0 1 2 5 10

Exceptions 0.21 | 0.22 | 0.23 0.24 | 0.27
DIF-Go FWT 11.6 | 11.9 | 12.3 13.2 14.8
DIF-FB FWT 114 | 12.1 | 12.8 14.8 18.1

In Table II we can see the relative number (in %) of
required entries in each case against the total number of DCN
nodes. With our policies (named as Exceptions in the table),
we require at most one exception per failure (as expected),
thus being most of the stored entries related to adjacent
neighbors’. With traditional forwarding tables (FWT), we
assume that ToR and edge addresses can be aggregated at
pods and edge planes/spines. With this, the number of entries
can be lowered by 11 to 18% compared to the trivial FWT
solution where one entry per destination node is stored. While



this represents a noticeable reduction, it cannot approach by
far the scalability of our proposals.

In addition to the number of entries, we are also interested
in comparing the amount of forwarding data stored. For this
purpose, we focus on the amount of stored ports in the
forwarding entries and exceptions rather than on their
encoding, so as to become independent from specific data
structures. Fig. 7 shows the average number of entries and
stored ports in DIF-Go and DIF-FB for different P sizes
(number of pods in the DCN), in scenarios from 0 to 10
concurrent link/node failures. With forwarding tables, we also
limit the number of stored ports per destination to 16, a
common limit in ECMP implementations. In the figure, we
can see how, the number of forwarding entries and their size
grow steadily with P. In contrast, our proposed solution only
needs to store adjacent neighbors’ information plus
exceptions, remaining the number of forwarding entries
almost constant as the size of the DIFs grows up.
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Fig. 7. Avg. number of entries and stored ports given the number of pods

Although the benefits of our proposals against the
traditional forwarding tables are good enough to justify
topology dependent policies, the benefits on the computational
and communication cost of searching exceptions, given a
specific number of failures, should also be investigated.
Regarding the latter, we have a clear improvement in the sense
that, as we know the topology, we can take some knowledge
as granted. Given this knowledge of the topology, we can
avoid the initial routing information flooding that any
common on link-state or distance-vector routing protocol
needs for populating nodes’ routing and forwarding tables.
Besides, most IP solutions require some type of refresh of
routing information to ensure that the knowledge is updated.
In our case, RINA DIFs can provide reliable communications
between nodes, which can be configured in a DC-Fabric DIF
as well. This makes routing information refreshes
unnecessary.

Finally, in terms of computation cost, in order to validate
our proposed approach to compute forwarding exceptions, we
compare its complexity against a traditional solution based on
link-state routing and Dijkstra’s routing algorithm. For this
purpose, we take the pseudo-code proposed for RO nodes in
the Google DCN in Fig. 5. Moreover, to simplify the results
we consider the same parametrization described in Table I,
and use the number of pods (P) and failures R as the two only
parameters. With the traditional link-state solution, computing
either exceptions or a forwarding table has a complexity lower
bound of o(P**Log(P)). Conversely, with our approach we
find a complexity upper bound of O(R*P). Note that this upper
bound will never be reached, as it would require the same
failures to affect R2 nodes in all groups. Since the number of
concurrent failures in this type of networks is small by design,
we found a lower upper bound, ensured for the cases where R

< P/2. In these cases, if we use the known failures to check
reachability between R1 nodes instead of a brute force
approach, our complexity can be bounded to O(R*Log(R)*
Log(P)), representing a big improvement in performance, still
without considering that in the non-failure scenario we only
have the constant cost of checking that there are no failures in
the network.

VII. CONCLUSIONS

In this paper, we proposed rule-based topological routing
and forwarding policies for RINA-enabled large-scale DCNs,
based on those recently made publicly available by Google
and Facebook. These policies use the knowledge of the DCN
topological characteristics for superior efficiency and
scalability, achieving fast and 100% successful forwarding
decisions in the non-failure scenario with merely neighboring
node information. Upon DCN link or node failures,
forwarding exceptions are computed and stored at DCN nodes
to override the possible invalid forwarding decisions of
primary rules. To minimize the size of the stored exceptions,
only the invalid neighbors (instead of all valid ones) are
contemplated, something that gives a great improvement,
given the large number of redundant paths to any destination.
Regarding the proposed routing policy, only failed link
information is disseminated, reducing the communication cost
to a large extent. The obtained results in large-scale DCNs
illustrate the perfect scalability of our routing and forwarding
policies.
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