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The SmartAgriFood Project

The SmartAgriFood project is funded in the scope of the Future Internet Public Private Partner-
ship Programme (FI-PPP), as part of the 7 ™ Framework Programme of the European Commission.
The key objective is to elaborate requirements that shall be fulfilled by a “Future Internet” to dras-

tically improve the production and delivery of safe & healthy food.

Project Summary

" Hi# $
Project Consortium
- %& ' O* + - ) - J 0 1,02
- ,, *3 - (' *( 4
- +5*+ - 6*
- -30*3 - S#&A&HE&* 3
- 55)3+* -7 8 *3
_ $%$* _ (| * 4
-0 *3 - &0 ) 3 0*3
- - ) - 393 30*3
- 4.% $6%$* 3 - 3 $%*
- +4(*3 - 5+ #H)&( S (P
- (-

More Information

8$:"" 1 2 ' ; $

%& 0 <=9 =9>?@A B=B

#$5%, =A <=9 CD? 9=A>BE

C>EE $ $

SAF-D500.6-FeasibilityAssessment-Final Page 2 of 89

 smart

AqrfFoad



SmartAgriFood 29.03.2013

Dissemination Level

PU Public X
PP Restricted to other programme participants (including the Commission Services)

RE Restricted to a group specified by the consortium (including the Commission Services)

CcoO Confidential, only for members of the consortium (including the Commission Services)

Document Summary

This report presents the evaluation of the SmarBagd pilots from an integral technological
point of view. The purposes are to outline the naggiropriate scenarios for trial specifications
in FI-PPP Phase Il and to assess the feasibili@eieric Enablers to realise the trials. The re-
port presents end-to-end scenarios for collabaradind information exchange across agri-food
supply chain networks. It demonstrates how thesmastos can be realised according to the
SmartAgriFood architecture. From this high leveéwew it zooms in to the technical architec-
ture underlying the prototype realisation and thetgin which details of the end-to-end scenar-
io were tested. The testing aimed both at assefisesngealisation and usability of the prototypes
and at assessing the feasibility of the Core Riatfand individual Generic Enablers. The test
results are documented for each pilot, and for géoh an outlook to the innovative potential of
the Future Internet is presented. The prototype® weesented to farmers’, logistics’, and con-
sumers’ stakeholder forums. The most importantireqents of the actors in the food supply
chain are reliability and security. These issuesganned to have proper attention in Phase II.
Key features of SmartAgriFood concepts will be destated and verified in trials and large
scale demonstration in FI-PPP Phase Il which star®013. These trials have been specified in
close co-operation with the FI-PPP Phase | prdigaést. The Finest and SmartAgriFood con-
cepts and architectures were found complementattyeiogistics stage of the supply chain. The
joint Phase | experience of Flnest and SmartAgriFoonderlies the design of the cSpace plat-
form on top of the Core Platform. The cSpace ptatfbas been proposed and accepted for trials
in FI-PPP Phase Il. The trials will cover the fellag domains:

Crop Protection Information Sharing
Greenhouse Management & Control

Fish Distribution and (Re-)Planning

Fresh Fruit and Vegetables Quality Assurance
Flowers and Plants Supply Chain Monitoring
Meat Information Provenance

Import and Export of Consumer Goods
Tailored Information for Consumers
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Abbreviations

AP
B€
B2B
B2C
BBC
CDI
CEP
Cu
CvVvsS

DB
DSE
EC
EPC
EPCIS
ESB
EU
FAO
Fl

FI-PPP

FMIS

FMS
GDP
GE
GNSS
GRAI
GTIN
GTS
I2ND

ICT

Access Point

Billion Euro

Business to Business

Business to Consumer

British Broadcasting Corporation
Connected Devices Interface
Complex Event Processing
Consumer Unit

Certification Validation Service
Deliverable

Data Base

Domain Specific Enabler
European Commission
Electronic Product Code

EPC Information Service
Enterprise Service Bus
European Union

Food and Agriculture Organisation
Future Internet

Future Internet Public Private
Partnership

Farm Management Information
System

Farm Management System

Gross Domestic Product

Generic Enabler

Global Navigation Satellite System
Global Returnable Asset Identifier
Global Trade Item Number

Global Traceability Standard
Interface to Networks and Devices

Information and Communication
Technology

Identification

IdM
loT
IPv6
LBS
LU
LVS

M2M

NFC
P2P
Pl
PInfS
QoS
QR code
RFID
RIS
ROI
SAF
SIFT
SME
SSCC
SuU
TU
UAV
UK
URI
uwB
VNDB
VRA
WWEF
XML

XMPP

Identity Management
Internet of Things

Internet Protocol version 6
Location-Based Services
Logistics Unit

Logo Validation Service

Machine to Machine communica-
tion

Near Field Communication

Peer to Peer

Parallel Internet

Product Information Service
Quality of Service

Quick Response code

Radio Frequency IDentifiction
Reproducable Information Service
Return On Investment
SmartAgriFood

Scale-Invariant Feature Transform
Small or Medium-sized Enterprise
Serial Shipping Container Code
Shipping Unit

Trade Unit

Unattended Vehicle

United Kingdom

Uniform Resource Identifier

Ultra Wide Band

Virtual Network Data Base
Variable Rate Application

World Wildlife Fund

Extensible Mark-up Language

Extensible Messaging and Pres-
ence Protocol
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1 Introduction

This report presents the evaluation of the SmarFgd pilots from an integral technological
point of view. It assesses the feasibility of teehnical architecture as implemented in the con-
ceptual prototypes used in the pilots, and theilfdag of the Core Platform to support applica-
tions in agriculture and food supply chains withufa Internet technologies.

The intended audience are ICT-architects, systeralysts, and software developers. The report
presents end-to-end scenarios for collaborationi@imdmation exchange across agri-food sup-
ply chain networks. It demonstrates how these stmnhaan be realised according to the
SmartAgriFood architecture with four general sessicthe product information service, the
business relations service, the certification servand the identification service. From this high
level overview it zooms in to the technical arctitee underlying the prototype realisation and
the pilots in which details of the end-to-end scenwere tested. The testing aimed both at as-
sessing the realisation and usability of the pyues and at assessing the feasibility of the Core
Platform and individual Generic Enablers.

1.1 Project background

The SmartAgriFood project is part of the Futuresinet Public-Private Partnership (FI-PPP)
progrant and addresses farming, agri-logistics and foodremess as use cases. Using a user-
centred methodology, the use case specificationsl@veloped with a particular focus on trans-
parency and interoperability of data and knowledg®ss the food supply chain. For each of the
use cases, two prototype applications have beeglafmd, focussing on representative details of
the end-to-end scenario. A set of Generic Enablefgesenting all of the FI-WARE chapters
have been applied in the prototype application® ptototypes were tested in pilots with end
users.

The project’s strategic vision can be summariselésys:

A growing amount of useful data is available, bartdty shared in the agri-food sector.
Future Internet extends the Internet with functlities to handle and use shared data.
The FI-WARE Core Platform (CP) defines and impletaenset of basic functionalities.
On top of the CP, SmartAgriFood offers collabonatamd data sharing applications.

It boosts the SME-driven economy and helps to meswlajor societal food issues.

Key features of SmartAgriFood concepts will be dastated and verified in trials and large
scale demonstration in FI-PPP Phase Il which sta213.

1.2 Purposes of the report

The SmartAgriFood project developed ICT architez$usind conducted experiments with proto-
types for Future Internet support to farmers, symplain partners, and consumers of agri-food
products. The present report documents the evatuati the prototypes to assess the domains
that could be connected to the Core Platform faydeascale trial in FI-PPP Phase Il. The purpos-
es are to outline the most appropriate scenariosifd specifications and to assess the feasgybilit
of Generic Enablers to realise the trials.

1 http://www.fi-ppp.eu/
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1.3 Assessment method

The scope of the project was on testing applicationspecific stages of the supply chain. For
these specific stages, prototype applications lh@em developed with which the functionalities

from a user’s point of view and the feasibility @eneric Enablers from an ICT point of view

have been assessed. In addition, Generic Enabiestested in isolation, i.e. not in the context
of a pilot implementation. The results of the assemnts from the ICT point of view are docu-

mented in this report. The test results were regobty the pilot teams and integrated in the pre-
sent report. Furthermore, the test results arertegpon Generic Enabler evaluation templates,
provided by the FI-WARE team. The completed FI-WAREluation templates are attached as
appendices to this report.

Realisation of full farm-to-fork functionalities waout-of-scope for the present project. In order
to validate the architectural concepts designeddatisation in FI-PPP Phase I, farm-to-fork
scenarios have been specified from farmers’, lagistand consumers’ viewpoints. Simulations
of the scenarios have been realised, includingales of the general SmartAgriFood services
(Product Information Service, Business Relationsise, Certification service, and ldentifica-
tion Service). Using these simulations the architet concepts to be implemented in Phase I
could be validated at the conceptual level.

1.4 Related documents

The present report focusses on technical feasilmfithe overall SmartAgriFood ICT architec-
ture and the Core Platform, to boost supply clkaltaboration and real-time product infor-
mation exchange in agriculture and food supply oeta:. It is closely related the following de-
liverables from the project, which describe the-technical aspects and details of specific sup-
ply chain stages:

D100.4 — Final Strategic Overview

D200.4 - Smart Farming: Final Assessment Report

D300.4 - Smart-Logistics Standardization NeedsRoddmap

D400.4 - Smart Food Awareness: Final AssessmentiiRep

D500.3 - Specification on network elements and fions of Core Platform

D500.4 - Specification on protocols between donmaitworks of stakeholders and Core
Platform

D500.5.2 - Second Release of SmartAgriFood Coneépiuwtotypes

D600.4 - Infrastructure Specifications for Large®dExperimentation

D700.1 - Overall Implementation Plan for Large 8dakperimentation

Figure 1-1 depicts the relations of these repoitis the chapters of the present one.

1.5 Report structure

Chapter 2 presents an overview of the SmartAgriFaretiitecture. It opens with a summary of
the strategic vision, then presents the farm-t&-fmenarios and the relation of the pilots to the
overall scenario, and is concluded by the techrécehitecture of the prototype realisations.
Chapter 3 shortly introduces each pilot and thé sesup, documents the test outcomes, and
formulates a vision and recommendations for extandie pilot to Phase I, form an ICT per-
spective. Chapter 4 summarises the evaluation ttemusers’ viewpoints. Chapter 5 consoli-
dates the pilot evaluations for each FI-WARE GenmEnabler chapter. Chapter 6 presents a first
specifications of large-scale trials, to be elabean the cSpace project in which the Phase |
results of the SmartAgriFood and FInest projectsb@ merged [20].

SAF-D500.6-FeasibilityAssessment-Final Page 10 of 89 \ Smﬂff
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Figure 1-1: Relation between other documents and chapters of the present report.
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2 Overview of SmartAgriFood

This deliverable of the SmartAgriFood project répdhe feasibility of Future Internet technolo-
gies to enable innovations in agriculture and feadply chains. The present chapter introduces
the context of the feasibility assessment. It staith a presentation of the product vision and an
overview of the farm-to-fork scenario, includingdascription of the high-level architecture.
Subsequently it describes global scenario’s, whiabe been simulated to validate the architec-
tural principles. Next, it presents an overviewtld pilots and the technical architecture of the
conceptual prototypes, including the use of FI-WAR&neric Enablers.

2.1 Strategic vision

The purpose of the agri-food supply chain is todpiee plant and animal products and to deliver
the produce to consumers. Nowadays the realisafi@yri-food products and specifically the
operation of supply chains has become increasicghyplex, due to great number and diversity
of actors (smallholders, SME, multinationals, goweent agencies), the composition of food
from a diversity of sources, the uncertainty andltiherisks associated with living and perishable
materials, the dependency on external factors Wkather and pests, and the continuous re-
planning of activities due to these uncertaintless obvious that, given these complexities the
information intensity and the millions of stakehaid involved, the Future Internet holds great
promises for the agri-food sector (Figure 2-1).

Figure 2-1: Agri-food business networks facilitated by the Future Internet

The SmartAgriFood software services build heavitytbe functionalities provided by the FI-
WARE Generic Enablers, as described in the delbtesaD500.3 [11] and D500.4 [12]. As de-
scribed in deliverable D100.4 [1], the SmartAgriBiagervices are to be elaborated for trials in
the FI-PPP’s second phase, in addition to senfmemore specific business functions, such as
dynamic, on-line logistics planning and re-plannivagsed on real-time information, and real-
time exception detection and handling. Togethehwhe general SmartAgriFood services, these
services provide an open platform for the integratf additional, SME-provided services and
legacy systems. They can be integrated in innogaiyri-food applications, based on dynamic
service composition by workflow controllers. By éxipation of the workflow controllers and
the productivity-boosting functionalities offereg¢ the FI-WARE Core Platform, the SmartA-
griFood platform facilitates the availability ofiovative software solutions for the agri-food

SAF-D500.6-FeasibilityAssessment-Final Page 12 of 89 \ Smﬂff
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sector and for the consumers of its produce. Figeadepicts this product vision and shows that
the approach builds heavily on Generic EnabletheénFI-WARE Core Platform.

Agri-food supply chain stakeholders and consumers

Agri-food business processes and awareness

Innovative agri-food applications

SME!rovided : I ; Le!cy
convices #SmartAgrlFood services # e

FI-WARE Core Platform

Figure 2-2: Summary of the SmartAgriFood product vision, building upon the FI-WARE Core Platform

The second as well as the third phase of the FI{tB@ram offers the opportunity to take a next
step in realising the envisaged SmartAgriFood #echire and to further mobilise the diverse
stakeholders that have a serious interest in neglithe SmartAgriFood vision. The main
strengths of the envisaged solutions are in thetiamoof the FI-WARE generic enablers and the
promotion of the domain specific enablers suppgrimoduct information and business rela-
tions, and in the specific controllers for smarinfang and tailored information for consumers,
which are specifically related to agriculture ahd tverall food chain. Diverse aspects and busi-
ness benefits are addressed that can come trud basspecific agri-food functionalities like
quality controlled logistics, quality based vendioventory Management, and tracking and trac-
ing for rapid, high-precision, exception handli@n top of that, SmartAgriFood identified com-
plementary expertise especially with respect toeganlogistics functionalities to realise real-
time logistics support and re-planning. Collabanaton that has already started with the FI-PPP
project FInest that specifically offers these coenpéntary solutions and is therefore an ideal
partner for future joint activities towards FI-PRihase two and three. Hence, Flnest and
SmartAgriFood have already joined their effortsdereloping a joint FI-WARE based platform
for trials in the second phase of FI-PPP, callgubacs [20].

2.2 Overview of the farm-to-fork scenario

Figure 2-3 presents an example supply chain touppated by the SmartAgriFood services.
Tomatoes are grown in a greenhouse. The greenlobinsate is monitored and regulated by
sensors and actuators connected with a farm mareagesystem (FMS). Along with the moni-
toring data, the production data, such as datatgbesticide application, are recorded by the
FMS. The farmer and a trader find each other thnahg internet and close a contract for deliv-
ery of the tomatoes. Before shipping the tomattes farmer packs them in standard reusable
Europool crates with electronically readable lab&lse farmer registers the packaging event in a
GS1 standard event repository (EPCIS). Through rggstration, the production data of the
particular lot are linked with the crate ID. Thader closes contracts with retailers and ships the
crates to the retailers’ distribution centres, wehtdrey are redistributed over shipments to the
supermarkets. During these processes, all locati@mges and other events are registered in
EPCIS event repositories, using the electronicadable crate labels. The trader monitors the
location changes and can through the Internet afigehdiscover sensors (for temperature, hu-
midity, shaking, etc.) in the environment of thenaioes. The sensor data are used to forecast
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quality at point of sales, the result of which denused to re-plan logistics or re-price the toma-
toes. The consumer buying the tomatoes can bemefrabout the tomatoes history and fore-
casted quality, and can give feedback to the farifiee farmer can follow the tomato on its way
to the consumer and use this information, alondy wie feedback from consumers and supply
chain partners, to optimize production processesdalivery schedules. In case of food safety
hazards, e.g., the discovery of bacteria in pradndots or laboratory analyses showing too high
pesticide residue levels, all involved supply chaa@mtners and even consumers who subscribed
to this information, can immediately be notifiedhvhigh precision.

Figure 2-3: Overview of a typical agri-food supply chain
The specific issues for agri-food supply chainbéasolved by the Fl are (see Figure 2-4)

1. product information sharing between supply chairirgas (e.g., farmers, logistics, and
retail) mutually and with consumers, and
2. the collaboration, and associated with it, the @isty of new opportunities in the supply

chain.

Figure 2-4: Main issues to be resolved by the Future Internet
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According to the SmartAgriFood vision, the sharafgroduct information will not be realised
by storing product information in large central aspories or by forwarding the information
along the supply chain, but by opening the suppbirc actor’s private databases to trusted part-
ners. When forwarding the products, the links betwthe data sources are recorded in event
databases, using the GS1 standard solutions O¥gentng Service (ONS) and Electronic Prod-
uct Code Information Service (EPCIS). Products pmdiuct packages are identified by Global
Trade Item Numbers (GTIN) recorded in electronicafladable RFID or QR-code labels. In the
SmartAgriFood architecture, the information shaimgnabled by the Product Information Ser-
vice (Figure 2-5). The Product Information Servnce only enables information forwarding, but
also feedback from consumers to all supply chamnpes, including direct feedback to farmers.
All supply chain partners can use this informatiortune product quality and delivery schedules
to market demands, to an extent which is currantfossible.

C D

C O O D

Figure 2-5: The Product Information Service, enabling data access from farm to fork vice versa

Supply chain collaboration requires specific aitantn the agriculture and food sectors, because
of the large numbers of smallholders and SME in@dlin production and logistics on the one
hand, and the diversity of large food processing r@tail multinationals, combined with a large
number of SME in retail on the other hand. Accogdia the SmartAgriFood architecture, the
Business Relations Service enhances supply chliaboaation in particular for the smallholders
and SME. This service supports the formation aneratpn of dynamic, complex, supply net-
works. It enables identification of potential pants, set up electronic contracts for new business
service networks, real-time and on-time managermtrglationships based on the contracts and
monitors the maintenance of service level agreesndiite main features of the Business Rela-
tions Service are (1) visualisation of businessises options, reducing the barriers for SME to
participate in global business collaborations,if2¢gration of on-line information about service
level agreements, reducing the present overchadyego lack of information, and (3) creation
of trust-building feedback channels, enabling djaks across the supply chain and customer-
specific interventions.

The Product Information Service and the Busineskt®as Service are at the core of the
SmartAgriFood architecture. These two basic sesvare to be supported by the Identification
Service and the Certification Service, which arseasial for building trust across supply net-
works where too many stakeholders are active ierotal build trusted relations based on per-
sonal interactions.

The Identification Service guarantees that eleatrearvices which claim to be acting on
behalf of a particular stakeholder indeed do so @wbunts for the use of internet ser-
vices.

The Certification Services guarantees that inforomaprovided about stakeholders and
products is trustworthy.

The four generic services are depicted is Figufe 2egether they extend the FI-WARE Core
Platform with generic functionalities for realisimghovative agri-food supply chain applications.
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N J & J

Figure 2-6: The four SmartAgriFood Domain Specific Enabler services

The generic services can be composed togetherspehific services for particular farming or
logistics processes or consumer information, byi§ipecontrollers for each supply chain stage,
with user interfaces tailored to the needs of thersiin that specific stage. The architecture sup-
porting the over-all farm-to-fork scenario is ddpit as an Archimate model in Figure 2-7. The
model shows the relationships between the sergpesific for each supply chain stage and the
Domain Specific Enablers. Furthermore, it showsrle of the GS1 Object Naming Service
(ONS) in identifying individual products and linkjrthem to extended product information from
farm and logistics databases, and the role of tREIS repositories in linking information
through location changes and other events. Thaifamtion Service is not included in this pic-
ture; it supports every single service in the SignFood ecosystem, while at the same time
being part of the ecosystem.

Figure 2-7: Archimate model of the SmartAgriFood architecture, supporting the farm-to-fork scenario
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2.3 Simulation of the farm-to-fork scenario

The simulation of role of the Domain Specific Eraablin realistic scenarios is the first step in
the technical feasibility assessment of the archite and the concepts developed in the
SmartAgriFood project. These simulations are peréat with a tool developed by the Universi-
ty of Athens. The tool is based on scenario representation@h, the functioning of which
can be visualised by the simulator. Simulation ades have been developed for the farm-to-
fork scenario from three different viewpoints: flaemers’ viewpoint, the traders’ viewpoint, and
the consumers’ viewpoint. The present section desethe simulated scenarios. Downloadable
XML-representations of the scenarios are avaifable

2.3.1 The farmers’ perspective
Figure 2-8 depicts the simulated farmers’ viewpasirgnario.

In the first step the farmer is authenticated by lithentification Service. This step has several
purposes. First the identity of the farmer is vedf so that supply chain partners and service
providers can trust that the farmer is the farmedeed. Access to data is controlled through this
authentication. Secondly, it makes the farmer'sisersubscriptions available for use in service
composition by the smart farming controller. Furthere, it enables billing for services used.

The smart farming services support the farmer imfanonitoring, decision making, and produc-
tion processes, such as the application of pessciihe smart farming services use the Future
Internet technologies. The use case scenarioshéosinart farming are described in detail in
Chapter 3. In the present chapter we focus on gugpin interactions. It is important to note
that all data recorded during the farming (produttiogs and observations about the produce)
are recorded in the farming system and will notdrevarded along the supply chain.

When products are ready for delivery, the farmiagises call the Product Information Service
to register the link of the data in the farmingteys with the GS1 Object Naming Service
(ONS), and to receive a GTIN (Global Trade Item Nyem for each production lot.

When the farmer is certified, e.g. for the useahe organic farming label, the famer may up-
date the data underlying his certification.

When all has been set to bring the produce to takken, the farmer registers his offering with
the Business Relations Service. Supply chain pertmay, after authentication with the Identifi-
cation Service, register their demand and when tehria found, the product data can be down-
loaded though the Product Information Service &edassociated peer-to-peer business network.
In this process the farmer has control of who ha®ss to which data in his farming system,
based on authentication by the Identification SmErvAfter consulting the certification service to
verify the farmer’s claims about product and sex\goality, a contract is proposed to the supply
chain partner. The Business Relations Service stgppontract drafting and the entailing work-
flow composition. When both partners have agreedst#rvice confirms the contract to both.

Assuming that the contract entails delivery in Bl crates, the farmer can package the pro-
duce, if required label the packaged products wighGTIN (in RFID or QR-code), and call the
agri-food logistics service to register this everth the EPCIS service, which links the individu-
al product or the product production lot GTIN te trates’ RFID labels.

The carrier scans the RFID labels when the cratestdpped and records the location change as
an EPCIS event.

2 Download the simulator softwarkttp://scan.di.uoa.gr/index.php/open-source-sofwar
3 Download the scenario’s:
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Figure 2-8: Example scenario for the Smart Farming sub-use case
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When all subsequent location changes are recorsl&P&IS events, the farmer can follow his
products downstream the supply chain and use tfisgnnation to acquire data (through the
Product Information Service and the peer-to-pedwoik) about quality degradation during
transport, quality at point of sales, time of salead times etc.

Supply chain partners can subscribe with the Proidormation Service to any information to
come available about the product or the produdbbn

In case that the farmer or other parties becomeeawfahealth hazards, e.g., based on revealed
contaminations of inputs or laboratory analysescWighow unacceptable pesticide residue lev-
els, they can report the exception to the Prodnfurination Service. Involved supply chain
partners can rapidly and with high precision bekea through the EPCIS events. The Product
Information Service will notify those partners aheé subscribers about the exception.

2.3.2 The traders’ perspective
Figure 2-8 depicts the simulated traders’ viewpsuo#nario.

Like all actors involved in the supply chain, tresland carriers authenticate with the Identifica-
tion Service.

At every location change or repackaging of the potsl the RFIDs or QR-codes are scanned
and location changes are recorded with the EPC#Bteservice. This allows full tracking and
tracing, beyond just delivering packages. Alsorgqmackaging and, for instance, cutting, slicing
and mixing of meat are recorded as events.

Quality management is an important issue is agriHtogistics. Large volumes of produce are
wasted due to quality degradation before they rehehconsumers. SmartAgriFood logistics
services aim to exploit the Internet of Things &mlvanced quality management. Traders can
monitor in real-time the environments where theveds reside, by discovering and reading the
data on sensors present in those environmentsqUdigy forecast service uses this information
to estimate the future quality development. ltects basic data through the Product Information
Service. Using the ONS the link to the farm anddpat data, such as the quality at shipping
time, can be retrieved. Using the EPCIS event dataent and past locations can be found.
Through the peer-to-peer network, the Product médron Service collects product data and
sensors. Subsequently it reads the sensor dataleivetrs it to the quality forecast service,
which presents the expected quality over time, déget on expected environmental conditions.

Based on the quality forecast and logistics infdroma for instance when a truck is stuck in a
traffic jam or is delayed due to defects, the trame decide to re-plan the logistics and to find
another outlet for the products. An interestedil@ataearby the current location of the truck may
be registered with the Business Information Service

The trader can offer the goods through the Busifedations Service. When a nearby retailer
has registered an interest in the particular prgdhe Business Relations Service can bring them
together, present them with reputation data cabbad the recommender system and propose a
contract. The Business Relations Service assisiegotiating and closing the contract, handling
the payments etc. The trader can then use thdamgtilogistics services to redirect the trucks for
delivery at the retailer, and schedule a new traridpr the original delivery.

Finally, reusable packaging materials, such as [wobcrates, must be returned, and cleaned
after return. These location changes and othertg\a®e also recorded as EPCIS events. Thus
the management of pools of reusable packaging ralteran be optimized, based on precise
knowledge of the location and status of each item.
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Figure 2-9: Example scenario for the smart agri-food logistics sub-use case
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2.3.3 The consumers’ perspective

The viewpoint of the consumer is somewhat diffefem that of the supply chain partners. The
latter are primarily interested in a smooth bussngsocess, and product information is instru-
mental. From the consumers’ perspective produotindtion is the core issue. The modern con-
sumer does not simply buy food, but he/she buys famd the information associated with it
[Kinsey 2001. For instance: How will this produdteat my health? Does it contain any aller-
gens? How long can | keep it? Is it fair tradef? tgganic? What is the footprint? Were the ani-
mals treated well? Is child labour involved? How aroman’s rights guaranteed? The main pur-
pose of the Food Awareness scenario is not pramessization but information. Figure 2-10
depicts the scenario.

Unlike the firms in the supply chain, consumersnad necessarily authenticate. They may re-
main anonymous.

Consumers can ask the certification service foormfation about labels on products, such as
organic or fair trade labels.

Products can be identified by the GTIN in the RIBIDQR-code labels, which can be scanned by
mobile devices. Based on the GTIN supply chainneast including the retailers, can make
product information available on the peer-to-pestsvork, accessible through the product infor-
mation service. Examples of such product infornmatiould be a list of firms involved in the
production and delivery, the origin of feedstuffsather inputs used actual quantities of pesti-
cides or antibiotics used for this product, acfoald miles for this particular product, or allergen
information. The data is delivered to the consumégvice by the Product Information Service
and further processed by the food awareness service

In order to check the reliability of the data ahd products, consumers can consult the certifica-
tion service. Using the GTIN, it can collect alrttiecates related to the product and the supply
chain parties involved in its production and deatiwe

The food awareness services enable the collecfioatiogs given to the product or supply chain
parties by other consumers, through the BusinekdiBes Server or through social media.

Consumers can also provide ratings. The Businessti®es Service will inform the supply
chain partners about the given ratings.

Furthermore, the consumers can provide feedbadkdimidual products or product lots to the

farmers, through the Product Information Servicatnkers can use this feedback to improve
their production and delivery processes, or sal@@trent marketing channels. For instance, a
consumer can ask: “Good tomatoes! | bought themn fshop X. where else | buy them? Or
could you have them delivered at home?”

The quality forecast service is available to constanfor instance for variable best-before-dates.

Consumers can subscribe to updates on productdbtheght, using the GTIN. In case of health
hazards or other exceptions, they will be notitieugh the Product Information Service.
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art
( SmAquFoa y

—

Page 22 of 89

SAF-D500.6-FeasibilityAssessment-Final



SmartAgriFood 29.03.2013

2.4 Overview of the pilots and their relation toth e farm-to-fork scenario

The scenarios presented in Section 2.3 demonghratase of the four generic SmartAgriFood
services in information exchange and collaborationughout agri-food supply chain networks.
The demonstrations illustrate the feasibility oé thmartAgriFood concepts based on Future In-
ternet technologies. Deliverable D500.3 [11] ddxesiin detail which information is exchanged
and how the four generic SmartAgriFood serviceshmmealised on top of the FI-WARE Core
Platform. Deliverable 500.4 specifies the intertaoéthe generic services and the controllers for
each of the supply chain stages.

In the context and the work plan of the project] fealization of these scenarios was not fore-
seen. The project focussed on pilots with concepit@otypes to assess the feasibility of the
Future Internet and the Generic Enablers in diffestages or aspects of the supply chain, in use
case related to farming, logistics, and food awessenFigure 2-11 presents an overview of the
pilots and relates them to the farm-to-fork scemari

Figure 2-11: Relation of the SmartAgriFood pilots to the farm-to-fork scenario.

Together, the pilots cover a great part of the agets presented in Section 2.3. However none
of the pilots covers a full farm-to-fork scenaripimplements the generic SmartAgriFood ser-
vices. The present project is a lead-up to thezatadn of such scenario’s and generic services in
the Phase Il trials. The purpose of the currertpiis to assess the feasibility of Future Internet
and the Generic enablers to realise innovatiorthenuse cases of Smart Farming, Smart Agri-
food Logistics, and Smart Food Awareness.

The following section is the last of this chaptiémpresents the technical architecture underlying
the conceptual prototypes applied in the pilots.
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2.5 Technical architecture

In Section 2.2 of this document a technical ovewdd the farm-to-fork scenario is available.
This description includes the description of then&& SmartAgriFood Services, further ex-
plained in the deliverables D500.3 [11] and D50Q2] already submitted by the project. This
chapter goes a step deeper, and focuses on the teagnd-to-end scenario makes of the Ena-
blers, both the Domain Specific and the Genericspegplaining how these are integrated into
its technical architecture in the three subdom#éias compose the food chain: Smart Farming,
Smart Agri-food Logistics and Smart Food Awareness.

2.5.1 Overview of Domain Specific Enablers

The Domain Specific Enablers (DSE) are software utesdwith a concrete functionality for a
specific domain. For example, a Data Analyser ifaran, gathering data from a sensor in a
greenhouse, will be different from one installedhe venue of a retailer or a trader. Many dif-
ferent DSE have been developed within the systeiniseothree subdomains of the chain, and
are described in Table 2-1. A further explanatibthese modules can be found in the D200.2
[3], D200.3 [3], D300.2 [5], D300.3 [6], D400.2 [8nd D400.3 [9].

Table 2-1: Domain Specific Enablers per sub-domain

Data Collector Its main task is to transfer data to and
from the Data Collector Database and
the Raw Data Database, internal DDBB
of the system.

Data Analyser It is mainly involved with the pro-
cessing and analysis of different types
of data and different types of context/ It
also checks periodically if some re-
ceived values are not inside an expected
range.

Statistical Analyser | It processes an amount of data using
mathematical and statistical functions.
Its main operations include the analysis
of the system’s performance using data
mining techniques as well as the identi-
fication of a malfunctioning farming
machinery or sensor.

Coordination module This module receives input from the
Data Analyser and the Statistical Ana-
lyser and has the “intelligence” to han-
dle a situation. This especially useful|in
cases where two services may try|to
enforce conflicting actions.

Execution module | It is used for actions that can be execut-
ed automatically inside a farm (elg.
open the windows start the ventilation
system, initiate a firmware update, etc.).

Greenhouse
managemen
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Smart
spraying

Fruits and
Vegetables
(FFV)

Plant and
Flowers
(PF)

Notifier module

It will be used to inform stakeheld
(e.g. farmers, buyers, spraying contrac-
tors, agriculturists, etc.) about events| of
the existing system or it will send in-
formation about issues that may be| of
interest to them.

Service framework | Supports functionalities such as User

Registration, Sign In, Service Registra-
tion, Searching and Subscribing to Ser-
vices and Rating Services. It also sup-
ports information exchange and user
interface embedding between the regis-
tered third party services.

Connected Device | This domain specific enabler is in

Handler

Data Management

Request Handler

charge to manage the connections of|the
different de-vices and is implemented|as
an Enterprise Service Bus (ESB)

Module in charge to abstract tiwedo
layer and composed by a NoSQL stor-
age system in order to be able to man-
age heterogeneous information based on
multiple data formats
The responsibilities of this module are
handling all requests about product re-
lated information. Directly connected to
the Identity Management and Security
module, it prevents the misuse and un-
intended disclosure of information

Exception Propaga-lts main responsibility is propagating

tion

User Notification

information caused by anomalies |in
products or processes

In charge to propagate manual notifica-
tions launched directly by users when
irregularities are detected in the prod-
ucts

Session ManagementClosely connected with the Identity

Ext. System
Communication
Handling

Expert System -
Prediction
Web Service

Management GE, it is responsible |to
manage both specific and anonymous
sessions

Module in charge to connect different
systems involved in the FFV Pilot and
manage connections among the differ-
ent providers involved in the Pilot

The expert system predicts the quality
decay of a plant of interest based on the
history of its environment. With this,

SAF-D500.6-FeasibilityAssessment-Final

Page 25 of 89 { Smdff
N Agri—Foad



SmartAgriFood

29.03.2013

higher levels of intelligence in fo
logistics information processing (C
[14]) can be reached. The predicti

functionality is realized as a web se

vice, which communicates with th
main dashboard application

Event Platform

It is charge of gathering all the ever
sent by the different actors in the flow
chain, mainly from sensors, as RF
readers

Cloud Dashboard

Based on the cloud, this dashb
makes possible the management of
Event platform. It is the interface us
by the stakeholder's employees, wh
they can find all the information relate
to a product

1ts
er
ID

oard
the
2d
are
2d

Tailored
Information
for Con-
sumer (TIC)

SmartWebProxy

It is a high level model that alloa
mobile device to carry out tasks that
necessary for the tailoring informatic
process, in form of web technologi
(HTMLS5, JavaScript) instead of havir
native applications.

v

are
n

—d

g

Logo Recognition

A picture/pattern recognition algorith
identifies the specific quality sign ar
compares it with available informatic
on the Future Internet including the si
owner and the manufacture of the pre¢
uct.

m
d
n
gn
hd-

Tracing and
Awareness
in Meat
supply
chains
(TTAM)

Server query cache

The fTRACE server handles laaje
umes of querying. It is vital to cack
query requests to serve identical que
from the cache in the web server inst¢
of making unnecessary database que

e
ies
ad
y

=

B2C query module

It is a web service that generat

HTML5 document from consumer que-

ry response to be sent to the user's r

es

no-

bile device
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2.5.2 Application of Generic Enablers

The SmartAgriFood project has studied many of tls Glready released by FI-WARE, due to
the diversity of functionalities developed by th#etent pilots along the food chain. Many oth-
er GEs were studied by us, although we only had #pecification in the “High Level descrip-
tion document” provided by FI-WARE at the beginniofgthe Phase I. Some of these not yet
released GEs are also very interesting for apjpdicatin agriculture and food supply chains.
Chapter 6 elaborates on the envisaged use of theri@denablers during FI-PPP Phase II.

During Phase |, some GEs have been identified efulur our developments and have been
integrated into them, being used nowadays in oaof8rof Concept (PoC) and demes| [D]. Oth-
ers, although interesting for us, could not begraéed because of technical problems (documen-
tation not in English, some functionalities notdgaproblems accessing to them, etc.) [U] Final-
ly, the functionalities of other studied GEs didt ffib with the requirements of our project or
were not consolidated enough to be used [E]. INeTak2 and Table 2-3 the current usage of the
each GE per PoC can be found.

An evaluation of the GEs has been provided to tR&/ ARE partners, using the templates pro-
vided by them. The filled-out evaluation templases attached to this document as Appendices
A and B.

Table 2-2: Levels of usage of a GE in a PoC

GE integrated in a Demo PoC: -

GE taken into consideration in a design U
GE studied and experimented with E
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Table 2-3: Utilization of each PoC of the released GEs

Cloud Chapter Y

Allocation of VMs laaS Data Center Resource Management
Allocation of Object Storage FI-WARE Implementation U
laaS Service Management - Claudia

lenp . ! ./ | [ |
| D |

Cloud Proxy Cloud Edge / Technicolor
_______
Complex Event Processing (CEP) IBM Proactive Technology Online / IBM ““
Publish/Subscribe Broker SAMSON Broker / Telefonica “ U U U
Publish/Subscribe Broker Context Awareness Platform / Telecom ltalia
BigData Analysis SAMSON / Telefonica
Compressed Domain Video Analysis  Codoan / Siemens
Media-enhanced Query Broker QueryBroker / Siemens
Location LOCS / Thales Alenia Space U U U
Semantic Application Support -/ ATOS
Semantic Annotation SANr / Telecom ltalia
 AppsChapter ./ .| | |
Service Description Repository Service Description Repository / SAP “
Marketplace Marketplace / SAP U | D | U
Light Semantic Composition Editor - COMPEL/
Composition Editor/Execution ATOS
Composition Editor/Execution Mashup Factory / DT “ U
Composition Editor/Execution Ericsson Composition Editor (ECE) / Ericsson
Composition Editor/Execution WireCloud / UPM E
Mediator Mediator_TI / Telecom lItalia . D | u
Mediator SETHAZ2 / Thales

_______

(Backend) Things Management GE Things Management GE - TID/NEC

(Backend) Device Management GE N.A. E E E

(Gateway) Data Handling GE CEP Mobile Manager/Orange,SOL-CEP/ATOS E E E

(Gateway) Protocol Adapter GE ZPA | Telecom ltalia E E E

(Gateway) Device Management GE Ericsson Gateway / Ericsson E E
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 secwiychapter ... .../ /[ | |
Service Level SIEM (SLS) / ATOS; Attack Path
Security Monitoring GE Engine/Thales
Identity Management GCP /DT U ““ E “
Identity Management One-IDM / NSN
Data Handling PPL / SAP E [ D |
DB Anonymizer DBA / SAP
Secure Storage SSS/ Thales
TOTAL 14 8 5 10 7 2
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3 Scenarios tested in the pilots

This chapter reports the results of testing theceptual prototypes in the pilots. Each of the pi-
lots and its roles in the farm-to-fork scenario iateoduced. The test scenarios are described and
the results are presented, with special attentotiné feasibility of the Generic Enablers. Each
section is concluded by an outlook to potentiabiwations and, when applicable, recommenda-
tions to enhance the Core Platform’s functionaditie

3.1 Smart Spraying

The Smart Spraying Pilot targeted to investigate rdquirements for Future Internet technolo-
gies from the point of view of Precision Agricukuand beyond. Precision spraying was chosen
as an example case since it is an information @mnentask, and is sensitive with regard to
weather circumstances, timing, correct chemicaindpgood safety, and environmental impacts.
Well controlled precision spraying with optimal tmg and spraying setups is a complex and
demanding task for a farmer. An extra challengm isope with the unexpected situations like
weather change or machine breakdown during theysgraWhen contracting spraying, the
challenge is also to serve optimally customer farbusiness targets and act correctly in some-
times unfamiliar fields.

The scope of the pilot was to tackle the compleseétgated to precision spraying operation man-
agement and diversity of farms with different besis1 goals and resources.

The challenge is:

Firstly, to create and provide farm/customer spe@isisting services available for flu-
ent task planning and execution, and

Secondly, to enable the employment of the assigergices in an organized and user
friendly way by the farmer or contractor, espegidiliring the mobile work.

The aim is that results are applicable also torofdwening tasks, their management, and execu-
tion support.

During the project we specified and developed usisgr-centric approach (D200.4 [4]) a Ser-
vice Framework solution with tight integration with Global Customer Platform (GCP) identity
management (IdM) and Marketplace Generic EnablBEs] (D200.3 [3], D500.5.2 [14]). The
proposed solution enables tailored farm managesystém services where farmer has freedom
to choose the most suitable service bundle andyeasange the service provider. Global Cus-
tomer Platform and Marketplace integration enabklesy providing and purchasing of services
and registering and taking them in use anywhereaaytime. In sudden or hazardous work situ-
ations, farmer is able to purchase and registeficgsr on-line to receive location and context
aware assistance in real-time, e.g. to avoid enumental emissions. The system takes care of
the complexity of inter-connecting several sub-s@y on behalf of the user. The automatic in-
formation exchange between loosely coupled sengoebles fluent information and work flow.
Usability is improved by third party service Usatdrface exchange and embedding which gives
impression of operating only one application.

3.1.1 Relation of the pilot to the farm-to-fork sce  nario

Related to the farm-to-fork scenario presented hapfer 2 the Smart Spraying pilot per se re-
sides in the farm end. In addition it provides ceo environment related information to the
stakeholders in the food supply chain. The funeiies implemented in the Smart Spraying
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pilot are divided into the general service framawfmctions and the E-agriculturist functions

(D200.3 [3], D500.5.2 [14]). The farm managememvises referred to in Figure 2-8 are a com-
bination of these two building blocks. As a partloé E-agriculturist functions the farm data, the
data collected from the farm operations, is stared a third party data storage service apart
from any of the assisting services.

As pointed out in D100.4 [1] the separation of fatata from applications brings benefits to the
farmer and the whole food supply chain and theisergcosystem related to that as well. With
standardized interfaces several from each othezpedent sub-services and applications of
Farm Management System using the same data saerebla to provide efficiently added value
to the farmer. Also, farm data is able to be usgdther stakeholders for many other purposes,
like product information services in the contextlod whole food chain.

3.1.2 Scenario’s tested

The Smart Spraying and the Fl enabled Smart Sgyasgrnvice concept have been evaluated and
tested during the project with tight interactiorttwilevelopers, end users and other stakeholders.
The process as well as the results is describddtail in D200.4 [4].

Based on the requirements for the Spraying Pilptlree essential FI Generic Enablers were
identified: Global Customer Platform GCP IdM, Maidace and Things Management (Figure
3.1.1). The GCP and the Marketplace GEs are tightegrated into the Smart Spraying Service
Framework architecture (D200.3 [3], D500.5.2 [149T GEs are needed in the context of au-
tomatic discovery and utilization of location awaensors and sensor networks. The GCP I1dM
implementation is fully integrated. The Marketplaoed the 10T GEs are handled at conceptual
level.

Figure 3-1: The Smart Spraying Service Framework relation to FI-WARE GEs

3.1.2.1 Scenario 1l

A user licenses a smart spraying service framewunkement and walks through the sign up
process to register it.

Related GEs:

Global Customer Platform GCP IdM GE: A smart spngyservice framework implement aims
to use the GCP for IdM and session management topesaThe priority is in sign up, sign in
and session management as well as to provide #reeasy-to-use customer self-care manage-
ment tools.

3.1.2.2 Scenario 2

When a user signs up as a smart spraying sendogefvork user, the services already registered
into the GCP IdM become visible through integra@dbally Registered Services view. One of
the core functionalities in the Smart Spraying seryramework is to enable automatic data and
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functionality exchange between the framework regest services (D500.5.2 [14]). A user finds
and licenses a disease pressure service (DPS)dmmtegrated marketplace. Usually a DPS
algorithm needs weather information (either curr@nforecast) for the proper calculations as
well as the information on performed actions on file&d, for current and last year. The DPS
automatically detects that the user has a GCPtesgts weather stations and a weather service
with a license to use it also in third party seegi@nd suggests them as alternatives. The infor-
mation on the farm operations is provided by thenfdata storage service.

Related GEs:

Global Customer Platform GCP IdM GE: The globad#lgistered services of a user become visi-
ble and accessible within the smart spraying serframework. The user's GCP registrations are
gueried using relevant REST API (D500.5.2 [14]).

Marketplace GE: The integrated marketplace enablesiser to easily find, license and switch
the e-agriculturist services needed. The servioéstlae offering relevant to the smart spraying
service framework implement are presented in a Btaview. The contract and money sharing
issues are taken care of by the SLA managementhendevenue sharing and settlement sys-
tems, part of the applications and services etesyand delivery framework.

Things Management GE: 10T encapsulation in weattations and weather station network
makes it easier for a user and third party servicetiscover and access the location aware sen-
sor data.

3.1.2.3 Scenario 3

A user has two weather stations in his/her fielis/she needs to share the weather station data
with minimum efforts with third party services. Aer might also want to sell the current data to
third parties to cover the expenses.

Related GEs:

Things Management GE: Gives a single point of adritathe user. 0T encapsulation in weath-
er stations and weather station network makessiee#or a user and third party services to dis-
cover and access the location aware sensor data.

Marketplace GE: A weather station backend sengaegistered into a marketplace as an offer-
ing.

3.1.2.4 Scenario 4

A spraying contractor receives an order from hiséhasting customer farm to take care of fun-
gicide spraying in certain fields. To fit the neask in his/her work schedule and to carry out the
work in correct time the contractor licenses a asgealarm service using an embedded market-
place in his mobile implement of the service framngD200.3 [3], D500.5.2 [14]) to the cus-
tomer farm’s fields. Due to a trusted relationsthip contractor has an access to the farmer’s
farm data service as well as other relevant sesuioe farmer has registered into the Global Cus-
tomer Platform. For the best disease pressure latitou outcome the contractor selects or the
system suggests the most relevant weather stagstered for the farmer’s use in the GCP to
be used in the calculations. After the set-up thetractor is able to follow the progress of dis-
ease status in the customer’s fields to fit theiatment optimally to his/her own task schedule.

Related GEs:

Global Customer Platform GCP IdM GE: The globad#lgistered services of a user become visi-
ble and accessible within the smart spraying serframework. The user's GCP registrations are
gueried using relevant REST API (D500.5.2 [14]).
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Marketplace GE: The integrated marketplace enablesiser to easily find, license and switch
the e-agriculturist services needed. The servioéstlae offering relevant to the smart spraying
service framework implement are presented in a Btaview. The contract and money sharing
issues are taken care of by the SLA managementhendevenue sharing and settlement sys-
tems, part of the applications and services etesyand delivery framework.

Things Management GE: 10T encapsulation in weattations and weather station network
makes it easier for a user and third party servicetiscover and access the location aware sen-
sor data.

3.1.3 Test results

The overall user feedback related to the possdsliprovided by the FI Generic Enablers in the
context of the Smart Spraying pilot was positive.

As stated in D200.4In conclusion of the end-user validations we mgates that end-users were
able to comprehend and get interested on servitascbuld be opened to them via the FI tech-
nologies. In the earlier interaction with the ensless in 5 different countries the end-users ex-
pressed doubts and even somewhat pessimistic spowWhen we presented a systematically
defined concept and demonstrated a proposal foruger-interface and discussed it with the
end-users they were much more positive towardéuthiee possibilities.

The end-users did see benefits of the proposedcsesmd spraying concepts what regards to
increasing effectiveness of work and reductionafiwad, but in particular they found possibil-
ities to develop the work, create learning and ioyar competence$hese positive effects are
due to the improved utilisation of information founderstanding the complex agricultural
phenomena of farming, and due to the possibilitiesinteract within the network of farmers,
and even the wider communities of the entire fodtht. Direct links to consumers was seen
positive from business, safety and product quaptyint of view.

Even though the overall response was quite poditigee were issues that clearly need attention
when the Smart farming concept is developed furffilee most pressing issues were related to
efficient management and processing of informatemmpatibility between different systems,
reliability of information and security issues, aaditomatic input and registration of infor-
mation.” [4]

From the developer’s point of view, as a GE udex,dverall experience has been positive. The
research and evaluation of GEs performed by reafliimgjuding product vision, architecture
descriptions and open/open API specifications) et & by concrete testing has indicated that
the usage of the GEs in software development psosagports developing new innovative ar-
chitectures to bring ease of use, ad hoc serviggogrment and real time assistance into the
mobile work environment.

3.1.4 Innovations enabled by the Future Internet

The spraying pilot focuses on the external serlggel in the FMS Architecture (D200.3, figure
2-2) [3]. All the functionalities presented on thigraying pilot business process model (D200.2,
chapter 2.4.5, figure 14) [2] are considered asdbocoupled interconnected services. The over-
all architectural decisions are based on servig@nted architecture (SOA) principles and meth-
odologies.

Based on the value proposition and functional megoéents [4] the smart spraying pilot intro-
duces a service framework that provides innovatemices not only to the farmers but to actors
in the whole food chain. An implementation basedtlos framework architecture enables end
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users easily to find, licence, utilize and change $ervices to build meaningful and relevant
farm service ecology.

The initial software requirements (derived from thesiness requirements and value proposition
described in D200.4 [4]) behind the architectuedidions are:

A service should support identity management lik&Bbal Customer Platform

A service should support a FI Marketplace integrati

A service should support information exchange betwany third party service when
applicable

A service should support any third party servicerusterface exchange and embedding
when applicable

The functionalities implemented in the Smart Sprgyrilot are divided into two parts; namely,
the general service framework functions and thecalturist functions. Together with FlI Ge-
neric Enablers the architecture and infrastructfréhe general service framework functions
provide IdM and marketplace services and enabl@nmition exchange and user interface em-
bedding between registered services for enhancaldhslity. The E-agriculturist functions as
third party services enable, among other thingsayspg setup functions and machine break-
down support.

The service framework forms tight integration witie identity management (GCP) and the
marketplace. It uses the 1dM service for sign g, ih and session management as well as to
discover globally registered services of a useke frtarketplace is used to find services. It also
provides for example such service metadata ascgerating. The services bought from the inte-
grated marketplace are registered into the framleweygistry. Registration makes services visi-
ble to each other enabling information and fundliy exchange between them.

Embedding complex third path services that requger interaction usually entails some initial
decisions on hard coding the functionality intoo&uon. This way the functionalities that a so-
lution offers become predefined. For more flexiate cost efficient service integration, the ser-
vice framework implements an external service us@rface exchange and embedding func-
tionality.

The service framework together with employed Fleganenablers enables:

registering of different loT encapsulated farm maety, devices and sensors
automatically to farmer’s use via FlI Global Customlatform (GCP) identity
management (IdM)

providing third party services to provide their Aggtions in a Marketplace

providing 10T encapsulated farm machinery, deviaed sensors as services to possible
customers in a Marketplace

registering of different third party services tonfeers use via FI GCP |dM

separation of farm data from applications so thaimf data can be used by all
applications and services

the farmer to purchase services in the Marketplaed,register and take them in use via
FI GCP

The 10T encapsulation enables automatic discovedyuwilization of location aware things like

farm machinery, devices and sensors. When thecgefrmamework is accessed with the same
credentials or the ones within the trusted credémool the loT encapsulated things become
visible in the globally registered services enaiplihem to communicate automatically with any
framework registered third party service that impdats automatic information exchange inter-
face. In addition, when an IoT compatible data miog sensor entity (weather station or
weather station network as an example) is regdtame an offering into the marketplace the
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owner of the entity can easily sell the data taeothctors like service providers or neighbouring
farmers.

When we think about the spraying event itself tiiedvwspeed data of the IoT compatible weather
stations can be used to adjust the sprayer noaztbé best spraying outcome. With the location
awareness the sprayer can always connect to tleshdal encapsulated location aware weath-
er station or the possible third party assistinyise in the Cloud can make suggestions to the
nozzle controlling system based on the locatiothefsprayer and the nearest weather station.

3.2 Greenhouse Management

The Greenhouse Management prototype is a Futueenktt compliant framework which takes
into account real data (e.g. weather data) frons@snand provides it to a Farm Management
System (FMS) in order to make smart decisions thggractions that need to be done and will
eventually lead to the increase of the farm’s pobeity and product quality. Cloud-based
services have access to the real data collectegatlice results related to smart planning of
farming actions. Notifications and alerts about ¢herent situation and actions are forwarded to
the farmer. In this way, a farmer achieves havingomplete surveillance of his farm. The
Greenhouse Management prototype has been implethémterder to fulfil a number of
innovative concepts. In particular:

Lower investment cost since the intelligence ofghstem is located in the cloud.
Automatic communication of the system with any equent using SOA.

Storage of raw data and guaranteeing user-indepeadeom any FMS.

Service adaptation according to user preference®ad-device capabilities.

One-stop market place facilitating the end-usdrisneveryday needs.

Integration of domain specific services (e.g., adw services).

Learning schemes focusing on improving operatibnsugh exploitation of accumulated
data

3.2.1 Relation of the pilot to the farm-to-fork sce  nario

The Greenhouse pilot is part of a larger ecosystémilots constituting the SAF prototyping
environment. The Greenhouse pilot resides in th@ fand and provides information regarding
the status of the plantation as well as the growihgegetables. Regarding the scenario present-
ed in Section 2.2, modules implementing the greaséilot interact through the following
blocks:

Sensor Data: Raw sensor data are extracted frordeplyed sensors and stored both
locally and in the cloud. These values are usatumerous ways; they provide valuable
input for the deployed service while in parallet arsed for tracking the production life-
cycle of vegetables.

FMS Database: The FMS database comprises the storadule of the FMS Controller.
The database collects and stores the sensor \aaddesther relevant production data after
proper pre-processing.

FMS Services: The term FMS Services encapsuladtésnationalities offered by the var-
ious modules instantiating the Generic and Doma@ec8ic enablers of the Smart Farm-
ing architecture. Thus, it can be instantiatedigyEMS Controller, the FMS Enablers or
the FI Intelligent Services.
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3.2.2 Scenario’s tested

The validity and viability of the concept has beamified by thorough testing in two deployed
instances of the pilot. The first instance of tiletghas been deployed in an actual Greenhouse in
Crete. The greenhouse is approximately 1060®@ving an almost rectangular shape. The de-
ployed nodes are equipped with 3 soil moisture&n3perature, 3 relative humidity, 1 CO2 and 1
PH sensors. There is also a node outside the lypasa equipped with a temperature sensor.
The deployed wireless nodes send their measurerpentdically to the gateway which is de-
ployed on a commodity PC located at the farmerfc®f The information is propagated to the
university premises in Athens, where the FMS Cdiatros hosted. The processed information
and the extracted knowledge are subsequently pesbén the farmer via a web based portal,
deployed on another server.

A second deployment of the pilot has been donellloaga NKUA premises. The deployment
facilitated on-the-spot testing, experimentationhwiew features as well as project dissemina-
tion and demonstration activities [17], [18].

More details regarding the internal design of thetpthe employed GEs, the actual deployment
and its technical requirements can be found in D2(8], D200.4 [4], D500.5.1 [13] and
D500.5.2 [14].

The following use cases were used in order to atdithe system and its functionality:

Internet connection management: Assess the sdiifezpability of the cloud proxy in
case of limited or no internet connectivity. Thers&rio assumes the existence of a net-
work problem; in such case the cloud proxy shoaicrt to local processing and resume
normal operation as soon as the problem is restored

Service registration by service provider: A servicevider registers a service through a
dedicated web page in the portal (part of GE EvadogScenario 1)

User service registration: A user registers toraise (part of GE Evaluation Scenario 1)
User service consumption: The user starts consuthmgervice (part of GE Evaluation
Scenario 1)

Charging and billing: The user checks his billimjormation (part of GE Evaluation
Scenario 1)

Over-the-air firmware update: The farmer uses teapin order to retrieve updates for
the firmware used by his sensors. Installation deoloyment is done with zero human
intervention.

Notification and alert management: The extractetsgevalues are assessed and proper
notification/alert is issued to the farmer. Theificdtions/alerts are emitted by an expert
system, specifically designed for this purposet(pAGE Evaluation Scenario 2).

In the following, we provide additional details egding the testing of the generic enablers inte-
grated in the pilot.

3.22.1 GE Evaluation Scenario 1

A user provider logs in the platform and attemptsegister a service. In order to do so, he ex-
ploits the dedicated user interface available adiges details about his service, company etc.
In general, he provides all details required ineoritd perform proper indexing and storage of his
service (key-words, charging profile etc.). Thevgar description is formulated and transmitted

in linked-USDL format. As soon as the farmer chetties marketplace in his end-user applica-

tion he notices the existence of the new serviak ragisters. Upon registration, the service is
added to his application profile and he is abladoess its functionalities. The usage of the ser-
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vice is constantly monitored; the application pd®rican validate the logs and based on the per-
formed actions charge the user.

The following GEs are used in the context of tlosrario:

Repository GE: Through REST API calls we offer dtionalities regarding upload-
ing/accessing a service description in linked-USDimat. The GE offers the capability to
upload the service description. Therefore we cdoathUSDLSs to the repository and access
all the available services information.

Mediator GE:Acts as a medium between a web service and a weiteselient. Every time
our service (or method of a service) is invokedeaent is logged. Afterwards we count the
number of the events happening in a specified fram@e and use it for charging the users.

3.22.2 GE Evaluation Scenario 2

The user has deployed the pilot in his Greenholise.devices constantly transmit information
to the cloud which before storage is assessedéptatistical Analyser. The latter, upon identi-
fication of a problematic situation, triggers aifichtion action which is in turn forwarded to the
farmer through the appropriate communication chianne

The following GEs are used in the context of tlosrario:

Data Center Resource Management GE: We have useptdphical interface of the portal to
create a Linux virtual machine in which we deplbg Statistical Analyser. Furthermore we
have a dedicated VM in which the Publish/SubsdBleker GE is running.

Publish/Subscribe SAMSON Broker GE: This GE expatefunctionalities through REST
API calls. We register a context with specific iattites to the Publish Subscribe Broker and
guery the attributes to get their values.

Cloud Edge GE: This GE is used in the farmer’s pgesin order to facilitate the communi-
cation of the local system with the cloud infrastuue.

All scenarios have been evaluated in house by tKeIANdevelopment team, consisting of 3
programmers (2 junior and 1 senior). GE Evaluatmenario 2 has also been evaluated by a
single user, whose greenhouse we use for the atdpédyment of the system. The first scenario
has been evaluated on the standalone testing dedtieng December 2012 and January 2013;
the second has been under evaluation since midrallesre2012. The actual scenarios can be
found in video format at [18].

3.2.3 Testresults

From a user perspective the overall experienceaectlo the inclusion of GEs in the pilot was

positive. Additionally, we managed to achieve ardeas transition from the GE-less implemen-
tation to GE-full one without affecting user exgerce (e.g. Cloud Edge GE was incorporated in
the pilot while it was deployed).

However, the testing process also revealed som@gms related to a set of GEs we tried to
exploit. For example, we were unable to perfornmoie gntegration of the Service Composition

and Application Mash up GEs; thus we opted foraséocoupling. The Service Composition &

Application Mashup GE has been integrated in thd Bthtend of the pilot. It can be used to

provide graphic mash ups that exploit the capadslibf the widgets provided by the Mashup
Factory. In the background, these widgets/servtoespose a new one in a service composition
manner. Some additional problems are reportedariatowing:

Object Storage GE: We faced difficulties using fhehentication REST API. Specifically the
authentication procedure needs clarification ofrégpuired parameters.
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Things Management GE: We were unable to registeméext entity. Additionally, it seems that
the NSGI 9 interfaces for the broker were not pitedi (at the time of this writing).

A possible integration scenario using the latter @S already been designed since it enabled
incorporating a larger set of Generic Enablers. 3émsor nodes located inside the greenhouse
transmits measurements through the Cloud Edge @dans of NGSI 9/10 API calls, to the
Things Management GE located in the cloud. The iBlut8ubscribe Samson Broker subscribes
to the Sensors’ context entities and every timg #re updated, it gets notified. This information
is stored inside the database and exploited foficaitons and alerts.

3.2.4 Innovations enabled by the Future Internet

The Greenhouse Management Pilot is competing agexisting Farm Management Information
Systems (FMISs) and Control & Data Acquisition 8yss (SCADAS). An FMIS is a system for
collecting, processing, storing and disseminatirgjadin addition to the smart control of
individual farm operations to provide value-addeddtions in the operations of a farm. SCADA
is an integrated solution consisting of a superyigystem that collects information and issues
commands, remote terminal units connecting to gsrtsocollect their data and transfer them to
the supervisory system, programmable logic comrslland an appropriate human-machine
interface. The designed solution essentially combithese two while in parallel introduces
significant novelties:

Lower investments by use of cloud intelligence
Plug and Play with loT solutions
Independent maintenance infrastructure
Natural language processing

Storage of raw data

Dynamic device dependent service
Marketplace for farming services
Opinion mining

Learning schemes

Context aware networking

Integration into the food supply chain
Integration of existing infrastructure
Yield measurement

Of course, in the limited timeframe of the projemt)y a subset of these features has been im-
plemented and deployed in the real system. Defipjgewe managed to -partially- quantify the
added value introduced by these features is evatghtve present it in the following:

Open APIs enabling the integration of third pamyvices; this means that virtually any-
body can design, implement and provide a servioeekample, regulator authorities can
provide policy services to farmers (e.g. how orgaamatoes should be cultivated) while
in parallel, scientists, exploiting the very samil&an provide task scheduling services
to farmers (e.g. detailed guide of cultivating codaers).

Modular and cost-effective solution for the managetrof a Greenhouse; the actual fi-
nancing of the solution is extremely low (espegiahen compared to current state-of-
the-art systems). A low cost PC for local conteolcommodity ADSL connection, sen-
sors (e.g. 5 sensor boards for 10.00@neenhouse) and an expert for the set up hardly
reach the sum of 3000 euros. Moreover due to tegef the system and the exploita-
tion of Fl technologies, software maintenance mspde and fast since everything comes
with a lifetime guarantee, thanks to the over-thiesaftware download
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Easy to install and configure; Installation, configtion and deployment takes approxi-
mately 5 hours (for a 10.00Gmreenhouse)

Essentially, everything boils down to the fact tha# design and implementation of the pilot
offers a new business case; novel opportunitiee¢onomic growth throughout the value chain.
In principle, a single person with a ground-shakithga can implement it, advertise it through
the framework and gain revenue upon deployment.

Last but not least, it should be pointed out that pilot will be ported in its current form and tugther
extended in the context of the cSpace project [20].

3.2.5 Recommendations to enhance the generic enable rs

Based on the hands-on experience gained so farthatlexperimentation and validation of the
GEs we can concretely report regarding the exteangidhe Identity Management GE. From a
developers’ perspective the GE could be furtheemded by introducing a Java API together
with the currently provided JavaScript one. Dudhe applicability of Java, such an interface
would facilitate integration efforts.

3.3 Fresh fruit and vegetables

Improvements in food networks are based on theoresbpility of the food sector towards man-
kind in delivering food that is safe, affordableadily available, and of the quality and diversity
consumers expect. Assuring food safety and quaétyuires appropriate controls (e.g., on
matching regulatory requirements on the use ofig@dss, etc.) but also transparency and the
support of trust through the provision of infornoatiand of guarantees for its trustworthiness.
Additionally, the communication towards the consurmabout the production of agricultural
products is an important part of increasing awassifier food products.

The FFV pilot concentrates on the topics transparemd information exchange between agri-
food enterprises which includes the managemertkitrg and tracing of the product and return-
able packaging in order to enable the provisiompraiduct quality information from actors to
actors in a supply network. It is based on a dpat@ach concentrating on the “management of
product & information carrier” and the “provisioff product quality information”. Both scenari-
os are elaborated with European-wide acting busipastners from the sector. The major chal-
lenge in this pilot is to communicate product giyalnformation in a complex supply network
with dynamically changing business relationshipsl @aemporary supply chains, which are
formed and cancelled due to seasonal productioragatiability of products. The improvement
of transparency on product quality and safety neguihe linkage of hidden product quality in-
formation in distributed IT systems all over thepgly network and its linkage to physical
transport items handled in the distribution process

3.3.1 Relation of the pilot to the “super scenario”

The pilot in general targets at the creation obmmunication infrastructure from farm to retail
without central coordination based on FI-WARE GEased on this infrastructure the communi-
cation of product quality information has been d&sed in order to improve trust in food safety
measures and to support quality guarantees foedradoducts. The second scenario is the com-
munication of exception notifications to ensuret timasafe or products from unreliable actors are
detected on time and removed from the distribupigtess.

Following the train of thought presented in chag@ehe pilot uses the following Services (see
also Figure 2-11) to realise the previously diseddsusiness scenarios.
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The pilot's range includes all Agri-food compani@sd transport logistic processes from the
farm gate to the retail supermarket. The involvetbs collect and record tremendous amounts
of product-related information related to tradeeims in their local databases. This includes
farmers, who record their agricultural productiard gprocess characteristics in Farm Manage-
ment Systems, as well as traders, who collect,emgde and supplement information on product
quality from their members (farmers) and labor&®rmanaging their pre-harvest and post-
harvest quality controls.

The management of dynamically changing businessi@akhips is required as a starting point to
manage information exchange between specific corapdmked by the distribution process.
The sum of business relationships between diffestages describes a supply network with tem-
porary supply chains. In order to improve inforraatexchange even between short-term con-
nected agri-food companies, the management of éssirelationships has to be supplemented
by EPCIS events that describe the status of thaliiion process between different companies
from creating product batches by:

- inbound and outbound events, where product deéisarrive or leave an agri-food com-
pany, as well as internal events, such as

- aggregation events, where smaller product batehgsfrom different small farmers, are
aggregated to a larger batch,

- disaggregation events, where large product batehgsa truck load of a single product
type is disaggregated to smaller batches whichdaligered to many smaller retail su-
permarkets.

This EPCIS event management represents a logestittic representation of traceability that is
required to enable the previously described busisesnarios by identifying linked enterprises
in the distribution process. The basic principléibd the Product Information exchange along
the supply chain is the creation of a link betw#®n physical transport unit (Trays, Crates, Pal-
lets, Dollies) and Product Quality Information strin local DBs in a way, that every actor han-
dling a specific transport unit can access andigeoinformation backwards and forward in the
supply chain using the Product Information Servidee Business Relation Service is facilitated
to manage access rights to information for spetifisiness partners to protect the competitive-
ness of SMEs against Large enterprises. Figures@a@marises the previous discussion and il-
lustrates the integration of the FFV Pilot into Hugper scenario.

3.3.2 Scenarios tested

To validate the pilot three pilot instances haverbmstalled in three locations in Germany. The
first instance was installed 20km north of Bremersimulate the functionalities of farm. An
instance to simulate the Trader has been deployedsrver in Bremen. To present the solution
to users the distributor instance was installedllgaon a laptop. On top of that a so called ren-
dezvous peer has been deployed in a data centré&lneamberg.

The following scenarios were created to validat t&st the functionalities of the pilot:

Acquisition of data

Provisioning of product related information
Provisioning of tracking data

Exception detection

Propagation of exception

Exception reporting

From this set of scenarios some were used foatestinalysis of the capabilities of the provided
GEs. These are presented in the next subsections.
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Figure 3-2: Integration of the FFV Pilot in the Super-scenario

3.3.2.1 Scenario 1 — Exception Detection

A trader of fresh fruits and vegetables sends aymbsample to a laboratory to determine the
pesticides load and possible contaminations ofsesuand bacteria. The laboratory compiles the
result of its analysis and sends these data efectidy back to the trader. After the message is
received by the FFV Pilot the event analyser moguteesses the data and validates it against
the requirements of the law and the envisaged mestproduct. If the product is above the con-
figured thresholds it raises an exception and m&the corresponding user inside the company.

CEP GE: The GE differentiates based on its condigoin between laboratory data which should
raise an exception and data which doesn’t reqtiire i

3.3.2.2 Scenario 2 — Exception Reporting

Exception reporting is considered as a major reguént for improved food chain management.
Exception reporting follows the term “If somethingnt wrong, notify the decision making per-
sons that are required to be notified”. Currentgidion makers get the information on potential
hazards to late or not at all, when the possibiditthere for corrections in the process and te con
trol the process in a way, which allows the remafainsafe products.

To create an exception the user “A” logs into thebwirontend and creates an exception for a
given product by entering the GRAI of the corregfing box and the reason why the exception
is raised. According to the flow of the product theeption is transmitted to other stakeholders
who were or are in possession of the product.

The FFV instance of a different company receivés ¢lkception and notice the responsible user
“B” about it, allowing him to withdraw the product.

Identity Management GE: The IdM GE was used tohféle public certificate from the sending
user “A” to validate the origin of the transmittedception against the signature of the message.
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3.3.3 Test results

Like the other pilots within the SAF project theeoall experience was positive. From a devel-
oper point of view the provided web sessions aeditining sessions supported the understand-
ing of the capabilities of the GEs and their usage.

Identity Management GE: In the described scentieddM GE was mainly used to identify and
authorise the user of the web interface againstotdekend system. These requirements were
provided as expected and successfully integrated.

CEP GE: The authoring tool is designed to be aemeas possible which makes it too complex
for domain end user. To address this, a domainifspaathoring tool will be developed during
phase two, tailoring the amount of information @agabilities to the users’ need. Furthermore a
wizard based tool will be developed to supportuker by domain specific tasks.

3.3.4 Innovations enabled by the Future Internet

The innovation in the pilot concerns the way prdadoformation is communicated in a complex
and dynamic network of agri-food enterprises ofedlédnt stages and different e-readiness levels.
Today, product information is communicated ovedittanal communication channels, which
are decoupled from ERP systems in general. Thigsinegjtremendous efforts in manual extrac-
tion, processing and input from and into existiggtems at every stage. Electronic data inter-
change has proven to be an efficient way of autmgdhe communicating of transaction infor-
mation; however it excludes dynamic product-relatédrmation. Extensive interface develop-
ment for all suppliers and customers in the dynasupply network would be necessary in order
to establish the electronic exchange of productityuaformation between all involved parties
in the supply network. The pilot prototype showkdttthe problem can be solved on a theoreti-
cal basis by local implementations of the SAF Ld8atvers hosting different GEs, Peer-to-Peer
networking elements and developing a single interfa existing internal systems. The commu-
nication network creation between different SAFaloservers and the standardisation of the
communication between these servers (based on ER€$Sages) reduces the number of neces-
sary interfaces independent from the size of tipplsunetwork always to one, the local one. The
Local Server could also act as cloud-based soluborSMEs with no sophisticated IT infra-
structure, which also solves the question how tolire SMEs with a low e-readiness level.

3.3.5 Recommendations to enhance the generic enable rs

While using the IdM GE we missed the functionabfyauthentication via a certificate approach
beside the username/password mechanism. On tdmbfit would be very useful for the P2P
communication to allow the validation and creatansigned or encrypted messages based on
public/private certificates of the sending usersaoure the message exchange. Although it was
possible to attach public certificates on user ant®) this step should be further elaborated and
automated.

The CEP GE is planned as a central tool for thegssing of product related events; unfortu-
nately the authoring tool was quite undocumentdthoigh the web seminars highly improved
our understanding of this system, this should &ksawvritten down in tutorials (document and
video).

Generally spoken it would support the developmeatess if the FI-Ware project would offer
Java implementation of clients to access the Gertarablers. Furthermore we propose the im-
plementation of an EPCIS generic enabler, whiclyptn essential role in this pilot, but also in
the Flowers and Plants and Tracking, Tracing anauwess in Meat supply chains pilots.
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3.4 Flowers and Plants

The management of product quality is of vital intpace in supply chains of fresh produce such
as flowers and plants. The floricultural industiyrrently uses data loggers that record sensor
data of quality conditions such as temperature lamchidity. However, these data are only
tracked afterwards and not in real time. The corodm of new technologies for tracking and
tracing (e.g. RFID), quality monitoring (e.g. wiesk sensor networks) and internet connectivity
(e.g. cloud computing and web services) enabldgstirra management of product quality in a
supply chain context.

This pilot analyses and demonstrates the possildf Future Internet technologies for dynamic
Quality Controlled Logistics in floricultural suppkhains. In this approach, logistic processes
throughout the supply chain are continuously maedo planned and optimised based on real-
time information of the relevant quality paramet@nsch as temperature, humidity, light, water).

The scope of the pilot is a supply chain from pigdun to retail (Figure 3-3). The focal compa-

ny is a Dutch trader with the role of supply chamchestrator. Via this trader, also a grower,
transporter and auction are involved. The pildei®eraging the trader’s logistic tracking system,
which is based on the ultrahigh-frequency RFID tdgg are attached to the complete pool of
plant trolleys.

/ | \
;oL Ly

Figure 3-3: A specific supply chain was selected to represent the floricultural sector.

3.4.1 Relation of the pilot to the farm-to-fork sce  nario

The pilot “quality controlled logistics” aims atquiding all supply chain stakeholders with in-
formation about the items their current logistiovil This is a prerequisite for development of
smarter logistic (re)scheduling services and slifelfprojection services. Currently, the follow-

ing services are provided to the users:

Tracking and tracing service, which is used to @néghe location of items;

Environment monitor service, which is used to pnéske environmental conditions (air
humidity, temperature, luminance) at a specifimilecation;

Product quality service, which is used to preskeatanvironmental conditions history and
the current and projected quality of items;

Exception notification service; which is used t@gent exception notifications of items
for which quality standards can no longer be met.

In Figure 3-4 the current pilot development focsipiesented in the context of the farm-to-fork
scenario which was presented in Chapter 2. The-faffark scenario identifies the complete
agricultural supply chain from “farm to fork” antbkeholders associated with it, like presented
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in the upper boxes ‘End product flow’ and ‘Otheak&tholders’. The stakeholders that are cur-
rently within the scope of the pilot have an oracg®ur. All stakeholders are supported with
functionality from the three boxes underneathkrdht End”, “Smart Agri-Food Core Function-
ality”, and “Back End”. Different functional senae are identified that are distributed over the
boxes. Domain Specific Services (yellowish greealg)vare identified that express functionality
that is generic for the domain. In the Front End lae find the Identification Service that pro-
vides with end-user access and communication fiasililn the Back End box the Product In-
formation Service is identified which realizes a&x¢0 external data from e.g. event platforms,
ERP systems or third party systems. In betweehefront and back end boxes the Smart Agri-
Food Core Functionality is visualised, including thusiness relations service and certification
service. Here we find Smart Agri-Food specific sas (blue ovals) like Agri-Food Logistics
Services of which the quality controlled logistigsot is part. Functionality that is developed
within the pilot has a red colour.

Figure 3-4: Current focus of pilot development in “quality controlled logistics”.

3.4.2 Scenarios tested

Tests of the developed demonstration software arged out with simulated data. The look, feel
and information value of the demonstration appilcatvas thoroughly evaluated by stakehold-
ers via an open discussion at the stakeholder nggesupplemented by individual question-
naires. Actual testing of scenarios with impleneeindevices for tracking and tracing and condi-
tion sensors are anticipated to be carried outhenniext phase of the pilot. For the contents and
results of the stakeholder evaluation, please tefeleliverable D300.3 [6]. The test scenario’s
that were presented to the stakeholders are deddoidow.

Simulated test data was sent via EPCIS messagie t6osstrak EPCIS platform. The EPCIS
messages contain tracking & tracing data in then&brthat is currently implemented in the
Mieloo & Alexander RFID solution for the horticutei sector. The condition datasets are added
to these EPCIS events with an Extension to the miatel. From that point onwards the devel-
oped technical infrastructure and application fiorality was used as described in deliverable
D500.5.2 [14]. EPCIS messages of items with difiereharacteristics and supply chain stages
were sent to the platform to test the followingibhass scenario:

The supply chain contains items of different catsr Orchid, Geranium, Hibiscus, Lav-
ender, and Campanula
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The items reside at different locations in the $yghain (Grower Greenhouse, Grower
Docking, Inbound Logistics Service Provider, Trad@utbound Logistics Service Pro-
vider, Retailer);

The items are subjected to different environmeotalditions within and outside norms
(Temperature, Humidity, Luminarnce

For each item different events are simulated adogrib the scenarios described above and sent
to the Event platform. The simulated data objemtspaesented in Figure 3-5. Quality projections
are carried out for all items. How these data itamesrepresented in the application is described
in deliverable D500.5.2 [14]. The light red objeate derived from the event data on the event
platform. The light green objects are derived fithie red objects by the quality monitor applica-
tion functionality.

Figure 3-5: Item-associated simulated data objects

On a technical level, the suitability to use then&e& Enabler (GE) Complex Event Processing
(CEP) in the quality projection expert system wasoughly evaluated. The output of a temper-
ature sensor was simulated. If the first recordsdperature is above a certain threshold an out-
put file with all the collected temperatures islhutherwise no action is taken.

With respect to the generic enablers the CompleenERrocessing seems a promising candidate.
A successful proof of concept was built for itsegptation as visualised in Figure 3-6. For this
demonstration, the “file method” was used, follogvthe instructions from the corresponding Fl-
WARE partner were followed. Namely, the configunatiof the CEP Proton engine was de-
scribed in a .JSON file. The SafTestScenario.TXd Wias used to provide input data to the GE.
The CEP component processed the data and respuiithethe TemperatureReport. TXT file as
output.

3.4.3 Test results

The most important outcomes from a user’s pointi@v are the following. From the stakehold-
er evaluation it has become clear that in realy @amount of items in the supply chain at any
given moment in the high season runs into the om#li Therefore showing all data associated
with these items would overwhelm the user. The $ahould be on items that are aberrant. Also
stakeholders would value personalized screengéflatt the information that is most important
to them.
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Figure 3-6: Test scenario for the Complex Event Processing GE

From the evaluation results can be concluded tleagtality projection module needs improve-
ment. In the current implementation, the underlyaigorithm is developed for cut roses and
extended to other potted plant cultivars, whichas realistic. Also, this algorithm gives an idea
on the current quality of a cultivar based on terapege, but is neglects the other environmental
conditions and does not provide in quality projetiThe projection of the quality decay is now
in fact dummy-functionality. The choice for thistg was made to be able to test the idea of a
guality module in the demonstration software anatieck the response of chain stakeholders.
However, to be able to provide valuable input fagistic (re)planning this functionality should
be further developed into a mature quality prog@ctinodule.

Additionally to the point described in the previoparagraph, the results from the anticipated
guality module should be checked with reality oregular basis. The quality assessment made
by the system will be derived from the storage @mmas of the products during their stay in the
chain. However, other factors may be of influeneerefore data on regular sample checks of
the actual quality by experts should be used tibmede the system. Ideas to use that input to
make the system self-learning have been expregssthkeholders and project staff.

During the work on CEP GE integration, several @sswere detected. All problem descriptions
were delivered to FI-WARE in a direct communicatwith the corresponding partner (IBM).
We believe that improvements in these fields waigghificantly enhance the applicability of
CEP GE not only in this pilot, but in other apptioas, as well. As it will be shown in the se-
qguel, some of these issues have been recogniz€#tWARE, and there are concrete solutions
planned for Release 2 of the CEP GE.

In the following the major issues are organizethia categories:

Framework issues (generic about the whole CEP frarig
Authoring tool issues (the web interface used titdlthe .json files describing CEP pro-
cesses and networks).

Framework Issues

External infrastructure needed: The currently amdd CEP GE framework does not
permit direct pushing of data into CEP. This metra in order to communicate with
CEP in a real life scenario, one needs an extenfr@structure running (an application
server with REST accessible web services, an abtesktabase, etc.Y.he response
from FI-WARE regarding this comment was positieythave already implemented a
REST service that allows one to push the inputtewerthe CEP using REST POST.
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No structured input data is supported: Only flétilatites are supported, which can cause
inconveniences for the developers.

The guides contain only one practical example: r€hily there is only one practical ex-
ample with FILE producers and consumers. More exesnovering different situa-
tions/scenarios, would significantly help in undersling the CEP functionality and the
subsequent development.

Authoring Tool Issues

It is impossible to cancel a single element: Thereo cancel functionality for a single
consumer, producer, etc. This might be quite amwpfor the developers using the CEP
GE, since the created events which are not neel@bt be eliminated from the web in-
terface. Currently, this has to be done manually. (én the .json file), since the system
lets one cancel only an entire projgeWARE informed us that this problem has been
recognized, and it will be solved for Release 2.

There is no “import” function: If one has alreadeated a .json file for a CEP project, it
is impossible to load it in an existing Authoringstance FI-WARE responserhis func-
tionality will also be added in the next release.

No import/export function for a single element: Tdés no import/export functionality
for single elements like consumers, producers at,this makes reusing the objects one
has already created, even within a single Authotoodinstance, impossibl&he answer
from FI-WARE regarding this issue is that no singlement import has been implement-
ed, but that an option for duplication of the exigtelements to create a new one (in the
same project) will be provided in Release 2.

There is no debug tool: When using the authorirgd t@ corresponding debug tool is
available, so tests must be done at the prompt. [gvleen a wrong element is detected,
one only gets a warning message when saving tieetobj

There is no possibility to deploy directly from thethoring tool: It would be nice to have
the possibility of exporting the .json file in arpect directory FI-WARE Respons&:he
next release is supposed to have this capabilityaddition, Release 2 will have the op-
tion to run the engine, replace its definition fisexd stop it using REST services, without
the need to actually log into the testbed machine.

3.4.4 Innovations enabled by the Future Internet

Tracking & tracing systems that make use of UHFOREle not new, not even to this sector.
Also the monitoring of environmental parametersptimize the conditions of transport is some-
thing that is common to certain fresh industrieswidver, in the potted plant sector currently no
systems are available that are able to projecftiadity development of plants based on the envi-
ronmental conditions history. Combining that witte tinput of tracking and tracing systems to
realize smart logistic (re)planning is a radicalvng@pproach to logistic management of potted
plants. The in the pilot developed ideas and detnaiien software serves as a basis for further
development of this concept which can potentiadhd to:

a reduction of product waste;

shorter lead times;

better capacity utilisation;

and better product end-quality for consumers.

But on a less ambitious scale the publishing ardisty environmental condition data associated
with specific items in the supply chain is new tddis concept was enthusiastically embraced
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by the involved stakeholders, because it would makeuch easier to track down what hap-
pened where and when received products are belalitygthresholds.

The Complex Event Processing GE can help in idgngf exception notifications. It has the
potential to aid in the configuration of rules fmymplex event processing. It may provide sup-
port for the following application functions:

generating exception notifications when:
0 environmental conditions are outside the normsafspecific cultivar;
o the quality of a cultivar is outside the norms;
o the expected quality of a cultivar is outside tloenms within a certain period of
time;
easily updating CEP rules with improved cultivaalily decay models.

Important additional prerequisites to make theesysivork are:

insight in the factors that influence quality decdyotted plants;
access to expert evaluations of samples of theégpthat reside in the supply chain;
access to the initial quality of plants in the chai

As one of the main advantages of the utilized CEPitsccomparison with the originally devel-
oped prediction service DSE, we see the facilitatban easy and fast creation of various types
of expert systems. While the original solution éxigid limited connection possibilities (e.g., via
the WSDL agreement) and could be considered gtticrior a non-expert, the utilization of
CEP paves the way for exploiting the more advaf®REST principles, while on the other side it
enables (under the assumptions that some improuwsroéthe GE, explained in the following
section, are implemented) also the users with@uifstant experience in software development
to design an algorithm, and extend the functioiealiaccording to their wishes.

3.4.5 Recommendations to enhance the generic enable rs

In the next phase SmartAgriFood and FInest are cwdbto form the C-Space project. The
software functionality from the pilot “quality cawlled logistics” will then be modularized in
the platform. In Figure 3-7 a conceptual desigprissented of a possible way to integrate the
pilot into the platform. In the start-up of the hgkase definite choices have to be made, but for
now this concept represents the ideas of the k. A major benefit would be that generic
functionality from the platform could be used, éotample GUI customization and configuration
functionality and functionality to assure secugtyd privacy.

Based on the pilot outcomes user specific GUI'sukhde developed, to realize management
cockpits that match with the specific interestshaf stakeholders. Customization and configura-
tion tools on the platform may be used to develgsé. That way the development of user spe-
cific GUI's can also be carried out by non-techhmafessionals. This will improve the integra-
tion of the information from the system in the Img&sis processes of the users.

The scope of functionality offered by the qualitpaduale could be expanded to a broader audi-
ence. Next to input for logistics management, thality development of plants in the chain

could also be valuable to consumers and authariiéh some modifications consumers could

be informed about the expected vase life of plaritie they are still in the shop (possibly based
on the home situation of the consumer like brigbsnand temperature of the room). For this
purpose a Shelf Life Service could be developedoAlertain quality indicators could be select-
ed that could inform authorities of the phyto-sanjtrisks associated with certain batches of
plants. This could be done by a Phyto-sanitary Biskvice, but for now that is out of scope.
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Figure 3-7: Plan for embedding the Quality Controlled Logistics functionality in the C-Space platform.

In the following phase the integration with otheodules on the platform can be improved. For
example links to advanced (re)planning modules wtace developed in the FInest project.
Within the quality module an additional (re-)plangiservice is envisioned to be developed for
the detailed interaction with the (re-)planning mied Additionally, the integration with certifi-
cation services may be valuable for the possildeing of quality certificates to plants. Within
the quality module a quality certification servimeuld take care of this.

Additional to or improvement of existing functiortglwithin the quality module it may be the
development of an initial quality service: Functdity to record the initial quality (the quality of
the cultivar after harvest) of items (e.g. trayhwaotted plants), further integration of the excep
tion notification service (based on the CEP). Amo.expert assessment service should be devel-
oped so that the evaluations of experts can besaeddby the system and the quality assessments
can be calibrated.

The communication to back end systems may be furthgroved. Ideas about this are devel-
oped in SmartAgriFood and FInest. In SAF a produoiftirmation service is envisioned to take
care of such functionality. In FInest extensivekband functionality on the platform will. In the
next phase the quality module may reap the bengffitise combination of the ideas of both pro-
jects.
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3.5 Tracking, Tracing and Awareness in Meat supply  chains

This pilot concerns ensuring consumers, regulaaos meat supply chain participants to have
accurate information concerning where a meat priodaginated (production farm) and how it
was affected by its distribution (quality assurgndéne use of common components for smart
distribution and consumption shall help consumershttain better information on the meat they
purchase, and producers to better control the éibtheir goods to the consumer.

From the technical perspective the TTAM pilot rebéaa the TIC pilot in that it enables con-
sumers to request about product information udieg smart devices (smartphones and tablets)
during and after shopping process. It differs fribv@ TIC pilot in a number of aspects. First, the
TTAM pilot is about tracking, tracing and awarenegsa more specific product - meat. In
TTAM we aim to address the requirements of recegulatory requirements (e.g. EU Reg. No.
1169/2011) and increase consumers trust in meatrdyiding trustworthy and certified infor-
mation. Second the TTAM pilot covers the whole nmsgiply chain from farm to retail — in con-
trast the TIC pilot focuses on consumers’ intemactwith retailers. Particularly, we aim to
demonstrate how to provide more information ongrevenance of the meat (place of breeding,
slaughter, deboning, etc.) and other attributesh s1$ recipes to improve consumers’ awareness
of the diverse attributes of meat.

For the TTAM experimentation, the focus was on b&&is meant that we excluded sausages,
minced and diced meats, as well as pork, chickehather types of meat. Also we restricted
ourselves to packed beef. We focused on five grafipsformation, which are: general infor-
mation, origin, quality, production and recipes.isTts achieved by gathering traceability and
transparency information from all partners of thpy chain in a centralized transparency da-
tabase maintained by a third party. Instead ofdmgl a completely new system, the TTAM con-
ceptual prototype builds on an existing applicatialied fTRACE.

3.5.1 Relation of the pilot to the farm-to-fork sce  nario

The current fTRACE system (Figure 3-8) can servarasutput channel for any kind of tracea-
bility data combined with static product data. gdthered information in any contemporary re-
pository can theoretically be called and displatgethe users.

Figure 3-8: Current fTRACE System

SAF-D500.6-FeasibilityAssessment-Final Page 50 of 89 \ Smﬂff
Aq,/—Foad



SmartAgriFood 29.03.2013

All information which were delivered directly toeHfTRACE server, are transported through a
GS1 XML file. This XML file in turn bases on a treability XSD file which contains all neces-
sary definitions for a various amount of branchcdpeinformation (meat production, fisheries,
fruit and vegetables, wood industry etc.). This XKle can be used to communicate traceability
data to all stakeholders.

This was successfully tested with the TIC pilote XML file for a specific dataset was created
for the usual fTRACE system for importing and dagphg it to the users and also processed by
the TIC pilot app.

The XML file can not only be used for deliveringtal@o the fTRACE server, it can also be used
for exchanging transportation-, transformation- pocessing-information along the supply
chain. Every supply chain participant adds his gpeaformation to the XML file and hands it
over to the next participant. The last supply chaamticipant adds his data and transfers the
XML file to the fTRACE server.

3.5.2 Scenario’s tested

In a first step a questionnaire in the meat sewt® part of the preparation for the TTAM pilot.
The questionnaire itself focuses on the attachroéfdbels during the meat production. These
labels are intended for consumers and functionabsl$ that are visible on the meat product
throughout in the retail shop. By interviews witkperts of the meat sector it was intended to get
detailed insight in the source of the data on #irells of consumer meat products. Such insight is
necessary to realize an improved information irtftecsure in meat supply chains. The question-
naire therefore focused on two dimensions:

a) the way of data capturing, storing and provicdinghe one hand and
b) the data items (origin and approval numbergregfce numbers and best before dates) on
the other hand.

Additionally the interviewed partners were askedultheir estimation and prospective desires
related to additional product information and thevinow to share them in future.

In a second step of tests the new transparencgmysased on the existing and proven technolo-
gy of the fTRACE transparency system and mobile wpp expected to demonstrate the novel
approach of TTAM in gathering, processing and presg data from the meat chain. For the

TTAM pilot is was so far very obvious to check winat consumers also like to scan food labels
at a retail shop to get detailed information alibatfood item they are actually buying. The need
and the applicability of such a modern transparesysgem in the meat sector had to be proved
and discussed with end-users.

From this perspective the TTAM team expected aaesp of the supply chain and thus a valida-
tion of the actual system by testing a further dgwed and a to Spanish/ Catalan customers' re-
quirements adapted fTRACE mobile app. It was deitnatexi and explained entirely in Barcelo-
na on January 28th 2013 in a common workshop ighTIC pilot of SAF to a well-known
group of sixteen test-individuals. The volunteeesavasked to experiment with the fTRACE app
in Catalan tongue by using their own smartphoneéssaanning a physical dummy of a package
of meat (see Figure 3-9).

4 fTRACE output viewhttp://www.ftrace.de/de/de/product/0000000298/0GHtraceit
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Figure 3-9: Testing the fTRACE app.

3.5.3 Test results

The results of the first test round were as follolassmost cases of the sent back questionnaires
origin-related information come from physical imtexdiate labels, with which each meat cut
needs to be labelled (for animal document) by rgad (EU) 1760/2000 or accompanying doc-
uments. Otherwise the information in the cases idensd are received electronically (fax,
email) but not as standardized data type, eveonifesof the companies use EANCOM 2002 data
types for traceability data with their customersit Bven in this case, all products additionally
are carrying a product label with all origin anddeability data according to law.

The interviewees pointed out amongst others, th@endetailed information regarding special
biological races, feeding material, use of medicss®monella status, origin (other animal spe-
cies but beef), location/name of farmer/producemdport conditions, animal welfare, and the
level of maturity from their point of view will beecne more important in the future. As long-
term perspective there could (should) be a welraged and transparent platform for consumers
that shows “who, when, what” established. Furtheembwould be preferable to achieve a regu-
lar exchange with existing data bases (e.g. ndtidata bases registering movements of cattle
based on regulation (EC) No. 1760/2000, interntd ases hosted by existing quality and food
safety schemes such as “Qualitat und Sicherheitd)last but not least sharing information from
the veterinary authorities. All interview partnersnsidered that data exchange about a cloud/
web service will be the appropriate and forwardklog solution. As today’s key impediments
the following aspects were mentioned:

inadequate "technologization” upstream

lack of standardization for integrated data exclearmyering the whole chain “from farm
to fork” or rather insufficient convenience e.gt fanging carcasses so far

different systems between farming and meat industry

data exchange at present limited to one step ugtapedown (based on regulation (EC)
No. 178/2002

no common and open approach (,everyone cooks hissowp*)

unbalanced cost-benefit ratio

In the second test round the probands were aska&actoment their practical knowledge from the
test by answering nine short questions in a shquedtionnaire. One of the most import ques-
tions was in what degree the Web app has allowewh tto know more in detail and in an easy
way about the meat. They should answer by evalgi#tieir satisfaction from best with 10 points
down to 1 point - the worst. The average pointthote who were able to use their mobile de-
vice were 8.6 - meaning good to very good. Loolahgrigure 3-10 one can see that this derives
from the estimation between only the 4 top-ranksifiquite good to excellent.
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Figure 3-10: Consumers’ satisfaction with detail and ease of information about the meat

Another the main message was that more than 86gperof the volunteers were not prepared to
pay more money for added value in form of morenmfation to the products they buy. No more

payment for guaranteed meat! Only a few could imagiaying up to 10 per cent more for such
a higher quality of information. Nobody could imiagipaying perhaps 20 per cent or even 30
per cent more.

The conclusion of the results obtained by the viglers during that testing in Barcelona is a pos-
itive one. Not only looking at the very few opesuss which are at the same time also quite en-
couraging, they are all well-meant recommendatifamsfurther improvements. But not only
have the single aspects themselves to be evalaatsdccessful. It is the whole workshop which
resulted in a big success. The volunteers wereyhtgppontribute to research and development
therefore their judgements are honest and realibtie recommendations and estimates made by
the probands are valuable for the progress of Shdtsp The positive evaluation by a group of
real customers of the web-based services for tearapy with fTRACE confirms the right at-
tempt of stepping into the next phase with largaesexperimentation trials.

3.5.4 Innovations enabled by the Future Internet
In TTAM the following domain specific enablers arged / implemented:

1. 2D Barcode reader: Widely available 2D Barcode eeadre the primary means of
reading the 2D Barcode-encoded query from meatguesk The 2D Barcode con-
tains also the address of the fTRACE server and the 2D Barcode reader and the
default browser of the device together the inbzaltnera are used to send a query the
fTRACE server.

2. Database: Relational data bases are used to s&hi@ and dynamic data. The large
volume of dynamic data means the database needdeiable.

3. Server query cache: The fTRACE server handles haogenes of querying. It is vital
to cache query requests to serve identical quénes the cache in the web server in-
stead of making unnecessary database query.

4. B2C query module: The B2C query module is a webiserthat generates HTML5
document from consumer query response to be séim¢ taser’'s mobile device.

5. B2B query module: The B2B query module is web senthat generates XML doc-
ument from business partner query response torigsehe web server of the part-
ner.

3.5.5 Recommendations to enhance the generic enable rs

In the final release of fTRACE, an EPCIS (a glaftahdard) enabler will be implemented. The
application area of an implementation of EPCIS lvawvever be used in many domains (logis-
tics, faming, transparency system, warehouse mamagte to mention the few). We, therefore,
would like to propose the EPCIS implementation thditeing undertaken, as a generic enabler.
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3.6 Tailored Information for Consumers

The TIC pilot focuses on allowing consumers to mpiechase decisions considering compre-
hensive information about the products they camdon retail stores. Based &iuture Internet
consumers can access information behind agri-faodyets, not all information available but
only those attributes that mainly interest a paftéic consumer. Product attributes related with
origin, food processing, environment, health, gyakafety and so on should be tracked and
available in thecloud With the TIC prototype, consumers can defirmasumer profilavhere
they specify the product attributes they are irgm@ in. Then, thanks to scanning technology
(QR) each consumer can get tailored informatioruabee scanned product and also about logos
on the product. A Web-based Application allows sderaccess product information by using
any device with internet access and a camera whi@ping or at home.

Figure 3-11 shows the architecture of the pilot Rigiire 3-12 the operation steps followed by a
consumer using the TIC Web app.

Figure 3-11: Architecture of the TIC pilot

Figure 3-12: Scheme of the Web app operation

SAF-D500.6-FeasibilityAssessment-Final Page 54 of 89 \ Smﬂff
Aq,/—Foad



SmartAgriFood 29.03.2013

The TIC pilot targets all mechanisms (e.g. appiice, infrastructure, data and communication
models) which enable consumers to request infoomatf a specific product using their

Smartphone before/during and after shopping; they get product attributes according to their
profiles. This requires an infrastructure for manggconsumer profile data (taking into account
security and privacy issues) and for managing peodtiributes.

The TIC pilot is mainly focused on the data managenand provision to consumers. As de-
scribed in deliverable D 400.2 [8] there are twarmaformation dissemination approaches:

1) The push approach, which enables consumershgetynchronous information from
products at any time, even if they are out of twpse of the supermarket.

2) The pull approach where consumers get tailanéamation on request during their visit
in the supermarket’s facilities.

The Smart Food Awareness architecture supports dqgthoaches. The first phase of the pilot
specification is focused on the second approacichnil less invasive to costumers and is more
straightforward, in terms of application compattgiamong different mobile devices. Neverthe-
less, it is taken into consideration in the prgbetylesign that the push communication approach-
es offers extended capabilities to the whole Sfhadd Awareness scenario, so developments
are prepared for it.

The data provision to the consumer is basicallyi@dout by two ways:

. Providing tailored product information from seled products costumers will find in the
supermarket.
. Showing hidden information from logos and sigrtsck can be found in some products,

usually processed products.

The generation of tailored information dependstmdonsumer profiles. This characteristic al-
lows more accurate information matching in compmari/ith the generic and fixed information
provision by current product labels.

Having tailored information after a matching pracésverages privacy and security issues. As
this information is supposed to be managed, irfuhee, by external entities in the form of GE,
consumers, inside the TIC pilot, will be ownersatifthe tailored data they consume and pro-
duce. Consumers can also make use of anonymofilepin the case they are not interested on
permanently sharing their information with the suparket, the service cloud and GEs behind.

3.6.1 Relation of the pilot to the farm-to-fork sce  nario

The TIC pilot accomplishes a key role within the @tAgriFood farm-to-fork scenario, being
the link between the food supply chain and the goves. This role is twofold:

Providing the product information to the consunmeaitailored way. The consumer only
receives information he asked for or with an addaldie for him, i.e. indicating that a

product has a nutritional composition not apprdpd&or him.

Gathering the consumer’s feedback into the foodncharoviding to the stakeholders

with valuable information about the acceptanceheirtproducts, which can be used to
enhance them based on the end user preferences.

As explained in Section 3.1.3 of D500.4 [12], thkC Tpilot interacts with the agri-logistics
stakeholders of the chain to exchange informatioa bidirectional way: product information
from the grower to the retailer, and the consumieesiback to the chain.
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To make this exchange possible, the Tailored In&tion System (TIS), core of the pilot, mainly
interacts with the Product Information Service, evhis in charge of gathering the product in-
formation from the appropriate sources. The TI® ahderacts with the Certification Service,
which ensures the reliability of the certificatédssapermarket products regarding product infor-
mation reliability and provides a logo validatioergce that ensures a corrected and reliable use
of the logos. Finally, by using the Business Relatbervice (BRS), supermarkets can search for
product providers and for offers and demands deiht stakeholders, and also can use the
feedback management function of the BRS to prowidi receive ratings regarding their busi-
ness services. A further elaborated explanatiothede interactions can be found in deliverable
D500.4 [12].

The two pilots developed fo€onsumer Awarenedsave been proved to integrate together.
While the TTAM pilot main objective is to gathefammation of meat products through all sup-
ply chain stages. The TIC pilot focused on hownmvjgle value chain information to consumers
in a tailored, transparent, rigorous and clear Wéng integration of the two pilots has been vali-
dated with the last workshop with consumers dortgon Preu.

3.6.2 Scenario’s tested

As detailed in D400.3 [9], the TIC pilot has beapldyed in Bon Preu facilities located in Bar-
celona (Spain). A medium sized supermarket is éat#tere and a room dedicated to consumers
is found above the supermarket. This room is calledsumers’ Spacand it is used for con-
sumer-retailer interaction in order to have fee@étbfaom its regular consumers about different
subjects such as new products offered by the swgkat cooking classes, master classes of
nutrition, etc. It is a room with capacity for menxam 25 people with all the facilities for carry-
ing out workshops, talks, cooking classes, andso o

The deployment of the pilot in Bon Preu facilitiess taken into account that it would be validat-
ed with the involvement of end-users (consumers) ahosed and realistic environment (Figure
3-13). Hence, the physical pilot deployment haseced three areas: (1) the "Consumers’
Space”, where initially (first iteration) an ESBdreected the requests to another ESB server lo-
cated in Atos; (2) Atos facilities where the Taddrinformation Server is located and received
the information requests from Bon Preu ESB and sssx the database and collected the infor-
mation required (Figure 3-14); (3) the access gaiWiFi) installed in the supermarket to which
consumers connected the Smartphone to accessTéGh&eb App (Figure 3-15).

Figure 3-13: Pilot deployment in Bon Preu
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Figure 3-14: ESB in Bon Preu

Figure 3-15: Wi-Fi connection in Bon Preu supermarket

In the second iteration, all the infrastructureestths been contained in the Data Center Re-
sources Management GE; so all the requests arergditloy this single node which has been
hosted in this GE.

For the first version of the pilot, any Generic Blea was taken into account because any of
them was ready so an adaption of the infrastrudtaceto be done. We deployed the application
in the Bonpreu’s facilities and a service layerthe ATOS facilities. There was a connection

between them. Our main idea was to use the Dat&re€CBesource Management GE to upload
the entire software infrastructure to the cloud|uding databases, ESB, webserver, etc.

For the second iteration of the pilot, the DCRM ®&s ready and we could start using it. We
migrated the entire infrastructure to the cloud #mel application was still working perfectly.
Other GEs were taken into account. For the lasititen of the pilot, we integrated the Identity
Management GE — GCP and the Data Handling GE.

Steps followed for pilot implementation and validat pilot test with consumers

Feedback from end users (consumers) is a key padsess viability and compliance with their

expectations. For this, severabrkshopsave been planned in the “Consumers’ Space” inrorde
to involve consumers in the TIC pilot. The objeetiof these workshops has been to involve a
panel of 15-20 consumers in all the process ofTil@ pilot: its conception, development and

evaluation. For this, four workshops have beenqgoeréd according to the pilot development

steps.

Step 1: Conceptualisation of the prototypeTwo workshops were performed to know consum-
ers opinion about the future way of consumptitrst( workshop and stipulating which product
attributes consumers would like to know and heecpnd workshqgp
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Step 2:Pilot development and deploymentAn infrastructure for managing consumer profile
data and for managing product attributes was deeeldy using thre&eneric EnablersData
Centre Resource Management GE; Functional integrabf Data Centre Resources Manage-
ment GE and Data Handling GEhe TIC pilot was deployed iBon Preufacilities for testing.

Step 3: Pilot validation via workshops with consumers.The prototype has been tested in a
closed and realistic environment where the paneloolsumers used the TIC Web App to get
tailored information about a lot sfmartproducts (products with a QR code linked with Hetst

of attributes). Two workshops were performed calmg with two iterations of the Web App,
evaluating consumers’ feedback from a technicalaander point of view.

3.6.3 Test results

The evaluation results of the TIC pilot with con®rsirwhere very satisfying. An evaluation
from a technical and a conceptual point of view b@sn done using surveys that were filled by
the consumers participating in the workshops.

Consumers were able to test two iterations of tli& Web app. The first test allowed detecting
some problems and improvements that were corrdotethe second test. New functionalities
were included to be tested in the 3rd workshop.

Figure 3-16 shows the results of the technicalietain of each functionality of the pilot for the
first and the second test with consumers.

Figure 3-16: Comparison between first and second technical atialu of the web app.

A global evaluation of the TIC Web app regardingiaaptual value for consumers was done.
Figure 3-17 shows the results of the two tests watisumers.
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Figure 3-17: Comparison between first and second global etialuaf the web app.

As a conclusion, we can say that consumers paatioip in the process for pilot evaluation were
very interested and motivated in the TIC pilot ard willing to use the TIC Web app.Figure
3-18 shows the percentage of the panel of consuthatsvould use the TIC Web app after the
first and second tests. We can see a great ingrease

Figure 3-18: Percentage of consumers who would use the web app while shopping

Regarding the utilized Generic Enablers mentiort®ale, the results are quite good. The Data
Centre Resource Management GE has been reallyl isefis. The possibility of creating a new
instance of a virtual machine and can administtat&s very useful to make the pilot’s tests, to
avoid the resources consumption of our serverstamtkcouple the pilot from a specific place
such as Bonpreu’s facilities or ATOS'’s.
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The Identity Management GE provided the expectedtianality to our needs. We could inte-
grate it and combine the login page with the GElltiwed us to avoid keeping he information
related to the users in the used databases. Tbeduks not keep the user’'s personal infor-
mation, just the identifier and password, but isec¢hat the supermarket would decide to keep
this information, the GE could support this funotity without making any changes and this is
an added value to its utilization.

The documentation of the Identity Management GE m@seasy to understand. We had some
troubles because most of the documentation proviged WARE was written in German. In the
end, we could integrate it in a good way.

The Data Handling GE was used to describe the susecurity policies. This functionality was
very useful in order to let the supermarket actestetermined information regarding the user’s
activities. However, it was quite difficult to usehere was a misunderstanding between the open
specifications detailed in the FIWARE wiki and thuectionalities provided in the implemented
version of the Generic Enabler. We contacted tlopleeresponsible of the GE and they provid-
ed the requested functionality. Thanks to this,caeld integrate partially the functionalities ex-
pected. The specifications show some functionalityut keeping different user roles. This func-
tionality would have been useful for us to keep ulser’s food preferences. We expect that for
future versions we could use it this way.

Finally, it was planned to use the CDI GE to manthgecapacities of the devices, in our case, to
manage, for example, the camera of the mobile phomecognize the QR code. The problem
with this Generic Enabler was that there was natgiemented version for this first phase. We
expect that, for phase I, this Generic Enablel belready and we will integrate it in the pilot.

3.6.4 Innovations enabled by the Future Internet

The TIC pilot can provide to consumers static apdaghic information of a product according

to a profile where each consumer can choose whiotiugt attributes he/she want to know. So
the application is adapted to each profile and easfgnformation needs of consumers. The inte-
gration of the TTAM pilot with the TIC pilot meartkat the Web App is prepared for working

with a real standardized tracking and tracing moBekides, the logo recognition functionality

improves awareness of logos and signs by provithiegcriteria that they must accomplish. Fur-
thermore, the TIC pilot is based on an applicaiféeb that is accessible from any gadget with
internet access and camera. Besides, the archigestakes use of Generic Enablers coming
from FIWARE and thus validating their use in thedesector.

The pilot will provide a clear value fmonsumers with better informati@n origin, production
method, quality, safety, nutrition, sustainabilggd other aspects of agri-food producttail
companiesby providing adifferentiation servicehat will attract new customers, increase their
satisfaction and fidelity; and fgeroducers with improvements in assuring that thpnoducts
reach consumers which are informed of all produtitzutes Communicating attributes of their
products will add a clear value.

The Data Centre Resource Management Generic Enatddrles providing the application as a
service for the user, so the cloud providers maniagénfrastructure and platforms on which the
application runs. This “on-demand software” bussnesncept allows the user use the services or
systems that needs exactly, avoiding extra costsdamelopments not related with its real pur-
poses.

The Identity Management Generic Enabler providesmsal feedback to the security of the or-
ganisation that grants access to resources infasmation systems. It's also essential to the se-
curity of the individual who accesses these resgsjrparticularly when they belong or relate to

SAF-D500.6-FeasibilityAssessment-Final Page 60 of 89 \ ,Smﬂff
Aq,/—Foad



SmartAgriFood 29.03.2013

him/her (e.g. personal data such as medical prefes). This Generic Enabler does not offer a
binary choice between full assurance and no asseina@garding the parties to an interaction. It
offers a range of levels of assurance, as apptepag. low, medium or high). The rationale for
selecting the level of assurance primarily includeslignment with the level of risk carried by

the interactions between the parties.

The TIC pilot architecture is ready for scalabilagpd interoperability. As explained in D400.4
[10], with the paradigm of cloud computing embedd#d the TIC pilot, scalability issues relat-

ed to server availability, data and communicatioad, multitenancy, federation, are more of a
factor from the economic point of view than for tieehnical domain. Cloud computing allows

companies to easily upscale or downscale IT remérgs as and when required.

The Tailored Information Systetmas been developed for working with different itelantifiers
(barcode, QR, 2D barcodes, RFID...) and most ofuhetionalities developed in the pilot have
been designed and implemented following the priesi@mnd methodologies of SOA architec-
ture. This provides the added value of interoperaervices, understood as small/medium soft-
ware components which can be reused for differarpigses.

In this first phase of the FI-PPP, one of the diijes to achieve was the study of the Generic
Enablers, their comprehension and utilization tfeximum way we could inside the pilots. For
the second phase, a whole platform based on ther{@denablers will be developed. The trials
defined for this second phase will be based onpaiform.

3.6.5 Recommendations to enhance the generic enable rs

The next challenges and innovations foreseen irs¢bpe of Tailored Information for Consum-
ers pilot are mainly focused on the user’s shoppixgerience. Of course that technical innova-
tions and the adoption of emerging technologiesicgumove the final experience of the user, but
the points assessed in this scope are:

Enhance the user experience in the supermarkatsamyolvement
Integration with trustworthy authorities

Add post-shopping process (payments, claims...)

Integrate new technologies as NFC, augmentedyealit

Gather all supply chain information created by estelkeholder

Mainly, we expected one extra requirement which eamance the functionality and interopera-
bility of the Generic Enablers we’'ve used in thil{p with the growth of services exceeding
predictions, cloud computing will gravitate evemtlier into the enterprise with hybrid clouds, so
the interoperability between clouds of differentura would be a requirement for future trends
in this aspect.
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