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1 Executive Summary

The goal of this document is to detail the TAS? publications, the scientific
communications in peer reviewed journal, policy papers and dissemination
towards standardization bodies.

During the three first years, the project has produced more than 50 scientific
publications in the field of trust and digital identity, which is already beyond the
initial objectives of the project. The first policy papers have been published, and
they will be used as a foundation for the continuation of the project beyond its
financing.

2 Introduction

The purpose of this document is to list the publications related to scientific
journals, books and conferences. For practical reason, it will also list the public
interventions at meetings and conferences.

The IEEE standard of referencing will be followed to ensure consistency and
compliancy to scientific convention. Then, the publications are classified
according to the following groups: periodicals, books, published conferences
proceedings, papers presented at conferences, theses and dissertations,
standards, and policy and white papers.

(See http://www.ieee.org/portal/cms docs iportals/iportals/publications/authors/tr
ansjnl/stylemanual.pdf) .

3 Periodicals

[1] D. W. Chadwick et al., “Coordinating Access Control in Grid Services,”
Concurrency and Computation: Practice And Experience, vol. 20, no. 9, pp.
1071-1094, Jun. 2008.

[2] D. Chadwick, G. Zhao, S. Otenko, R. Laborde, L. Su and T.Anh Nguyen,
“PERMIS: a modular authorization infrastructure,” Concurrency And
Computation: Practice And Experience. vol. 20, no. 11, pp. 1341-1357, Aug.
2008.

[3] B. Van Alsenoy, D. De Cock, K. Simoens, J. Dumortier and B. Preneel,,
"Delegation and digital mandates: Legal requirements and security
objectives," CLSR, vol. 25, pp. 415-431. Sept. 2009.

[4] D. W. Chadwick et al., “Adding Support to XACML for Multi-Domain User

to User Dynamic Delegation of Authority,” International Journal of
Information Security. vol. 8, no. 2, pp. 137-152, Apr. 2009.
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U.M.Mbanaso et al., “Obligations of Trust for Privacy and Confidentiality
in Distributed Transactions,” Internet Research. vol. 19, no. 2, pp. 153-173,
2009.

D. W. Chadwick and G. Inman. “Attribute Aggregation in Federated
Identity Management,” IEEE Computer, pp. 46-53, May 2009,

D. W. Chadwick et al., “A Conceptual Model for Attribute Aggregation,”
Future Generation Computer Systems, vol. 26, no. 7, pp. 1043-1052, Jul.
2010.

G. Inman and D. Chadwick, “A Privacy Preserving Attribute Aggregation
Model for Federated Identity Managements Systems,” Upgrade, vol. XI,
no. 1, pp 21-26, Feb. 2010.

T. Kirkham et al., "Introducing Live ePortfolios to Support Self Organised
Learning," in Educ. Technology & Soc., vol. 12, no. 3, pp. 107-114, 2010.

T. Kirkham et al., "Aggregating Polices in user centric, real-time and
distributed applications", in ICITST. Pp. 1-6, Nov 2009.

K. Béhm et al., "A Flexible Architecture for Privacy-Aware Trust
Management," JTAER, Vol. 5, Issue 2, Aug 2010.

D. W. Chadwick et al., “Interface Intelligence”. Public Service Review:
Home Affairs, PSCA Int., no. 17, pp. 136-138, Spring 2008.

D. W. Chadwick et al., “Handle With Care”, Public Service Review: Home
Affairs, PSCA International. no. 19, pp88-89, Spring 2009.

C. Bartolini, et al., "Bringing White-Box Testing to Service Oriented
Architectures through a Service Oriented Approach", The J. of Syst. and
Software, to be published.

4 Books

[1]

D.W. Chadwick, “Dynamic Delegation of Authority in Web Services,” in
Securing Web Services: Practical Usage of Standards and Specifications.
P. Periorellis. Hershey, PA: IGI International, 2008, ch. 5, pp. 111-137.

A. Ferreira, R. Cruz-Correia, L. Antunes, D. W. Chadwick, “Chapter III.
Security of Electronic Medical Records,” in Handbook of Research on
Distributed Medical Informatics and E-Health, A. A. Lazakidou, K. M.
Siassiakos. Hershey, PA: IGI International, 2008, ch. 3, pp. 30-47.

D.W. Chadwick, “Federated Identity Management,” in Foundations of
Security Analysis and Design V, A Aldini, G. Bathe and R Gorrieri (Eds.) :
FOSAD 2008/2009, LNCS 5705, 2009, pp. 96-120.

TAS3_D11p4_Publications_Final.doc Page 5 of 12



W3 Publications, scientific communications in peer
[ ]

reviewed journals, policy papers, V3.0 Dec 31st, 2010

C. Bartolini et al., “Approaches to functional, structural and security SOA
testing,” in Performance and Dependability in Service Computing:
Concepts, Techniques and Research Directions, V. Cardellini, et al.,
Hershey, PA: IGI International, to be published.

A. Bertolino et al., "Trends and research issues in SOA validation,”" in
Performance and Dependability in Service Computing: Concepts,
Techniques and Research Directions. V. Cardellini, et al., Hershey, PA:
IGI International

D. Chadwick, I. You and H. Chang (Eds.): Proceedings of the 1st
International Workshop on Managing Insider Security Threats
(MIST2009), Purdue University, West Lafayette, USA, June 16, 2009.
(Online copy available here http://sunsite.informatik.rwth-
aachen.de/Publications/ CEUR-WS/Vol-469/)

A. Ferreira, R. Correia, D. W. Chadwick, Henrique Santos, Rui Gomes,
Diogo Reis, Luis Antunes. "Password Sharing and How to Reduce It". In
Certification and Security in Health-Related Web Applications: Concepts
and Solutions, edited by Anargyros Chryssanthou, Ioannis Apostolakis,
and Iraklis Varlamis. pp243-263. Jan, 2011.

5 Published Conferences Proceedings

[1]

I. Dahn “Using Fedora in the European Project TAS® to Handle Person-
Related Information,” in &rd Int. Conf. on Open Repositories,
Southampton, UK., 2008.

P. Inglesant, M. A. Sasse, D. Chadwick, L. L. Shi, “Expressions of
Expertness: The Virtuous Circle of Natural Language for Access Control
Policy Specification,” in Symp. On Usable Privacy and Security,
Pittsburgh, PA. 2008.

BEST PAPER AWARD

D. Bragin and D. Chadwick, “Problems with Using W3C XML schema for
validating XML based security policies,” in 10th Annu. Conf. On World
Wide Web Applications, Cape Town, South Africa. 2008.

A. Ferreira, R. Correia, D. W. Chadwick, L. Antunes, "Improving the
Implementation of Access Control to Electronic Medical Records," in 42nd
IEEE Int. Carnahan Conf. on Security Technology, Prague, Czech
Republic, 2008, pp. 47-50.

D. W. Chadwick and S. F. Lievens. "Enforcing “Sticky” Security Policies
throughout a Distributed Application," presented al the Middleware
Security, Leuven, Belgium, 2008.

A. Bertolino, G. De Angelis, F. Lonetti, A. Sabetta, “Let The Puppets
Move! Automated Testbed Generation for Service-oriented Mobile
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Applications,” in 84th Euromicro Conference on Software Engineering and
Advanced Applications, Parma, Italy, 2008, pp. 11-19.

A. Bertolino, E. Cartaxo, P. Machado, E. Marchetti, “Weighting Influence
of User Behavior in Software Validation”, in Proc of Ist Int. Workshop on
Computer Users’ Behaviour in conjunction with the 19th Int. Conf. on
Database and Expert Systems Applications, Torino, Italy, 2008 pp. 495-
500.

F. Corradini, F. Angelis, A. Polini, A. Polzonetti, “Improving Trust in
Composite eServices Via Run-Time Participants Testing,” in Proc. 7th Int.
Conf. Electronic Government, Turin, Italy, 2008, pp.279-290.

A. Bertolino, G. De Angelis, A. Sabetta, “VCR: Virtual Capture and Replay
for Performance Testing,” in Proc. Int. Conf. Automated Software
Engineering, L'Aquila, Italy, 2008, pp.50-54.

A. Bertolino, G. De Angelis, A. Di Marco, P. Inverardi, A. Sabetta, M.
Tivoli, “A Framework for Analyzing and Testing the Performance of
Software Services,” in Proc. 3rd Int. Symposium on Leveraging
Applications of Formal Methods, Verification and Validation, Porto Sani
Greece, 2008, pp.206-220.

A. Polini, F. Corradini, F. De Angelis, A. Polzonetti, “Improving Trust in
Composite eServices via Run-Time Participants Testing,” in 7t Int. EGOV
Conf. 2008, Torino Italy.

S. Barker et al., “What Are the Key Challenges in Distributed Security” in
LNCS, Volume 5094, Data and Applications Security XXII, vol. 5094/2008,
2008, pp. 219-221.

A. Sorniotti and R. Molva, "A Provably Secure Secret Handshake with
Dynamic Controlled Matching," in 24th Int. Information Security Conf.,
Pafos, Cyprus, 2009

F. Kerschbaum and A. Sorniotti, "RFID-Based Supply Chain Partner
Authentication and Key Agreement," in 2nd ACM Conf. Wireless Network
Security, 2009.

T. Kirkham, I. Dahn, D. W. Chadwick, M. Santos, S. Winfield,
“Aggregating policies in user centric, real-time and distributed
applications,” 4th Int. Conf. Internet Technology and Secured
Transactions, London, UK, 2009.

T. Kirkham, S. Winfield, M. Santos, “Developing user centered
management of personal data in a distributed student placement
application,” in 5% Int. Summer School organised jointly by the PrimeLife
EU project, in cooperation with the IFIP WG 9.2, 9.6/11.7 11.4, 11.6.,
Privacy and Identity Management for Life, Nice, France, 2009

Dr. P. Ferdinand, A. Kiefel, M. Kutscher, M. Santos, “Accomplishing
Privacy and Security requirements in ROLE with TAS3 findings,” in
Stellar Alpine Rendez-vous, Garmisch-Partenkirchen, Germany, 2009.
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A. Bertolino, “On-line Validation of Service Oriented Systems in the
European Project TAS3,” in Int. Workshop PESOS 2009, Vancouver,
Canada, 2009, pp. 107-110.

A. Bertolino, “SOA Test Governance: Enabling Service Integration Testing
across Organization and Technology Borders,” in Ist Int. Workshop on
Web Testing, Denver, CO., 2009, pp. 277-286.

A. Bertolino, “WS-TAXI: a WSDL-based testing tool for Web Services,” in
2nd Int. Conf. Software Testing, Verification, and Validation ICST,
Denver, CO., 2009, pp. 326-335.

A. Bertolino, “Automated Testing of Healthcare Document
Transformations,” in 31st Int. Conf. Software Engineering, Vancouver,
Canada, 2009.

A. Bertolino, “Approaches to testing service-oriented software systems,” in
ACM 1Ist Int. workshop on Quality of service-oriented software systems,
Amsterdam, The Netherlands, 2009, pp. 1-2.

A. Bertolino, "Whitening SOA Testing,” in 7th joint meeting of the
European Software Engineering Conf. and the ACM SIGSOFT
Symposium on the Foundations of Software Engineering, Amsterdam, The
Netherlands, 2009, pp. 161-170.

O. Sinnott, D.W. Chadwick, T. Doherty, D. Martin, A. Stell, G. Stewart, L.
Su, J. Watt, “Advanced Security for Virtual Organizations: The Pros and
Cons of Centralized vs Decentralized Security Models,” in Proc. 8th IEEE
Int. Symp. on Cluster Computing and the Grid, Lyon, France. 2008.

G. Zhao and David W. Chadwick. “On The Modeling of Bell-LaPadula
Security Policies Using RBAC,” in Proc 17th IEEE Int. Workshops on
Enabling Technologies: Infrastructures for Collaborative Enterprises,
Rome, Italy, June 2008.

D. W Chadwick. “FileSpace - An Alternative to CardSpace that supports
Multiple Token Authorisation and Portability Between Devices,” in Proc.
8th Symp. on Identity and Trust on the Internet, Gaithersberg, MD., 2009.
Pp. 94-102.

A. Samer Wazan, R. Laborde, D. W. Chadwick, F. Barrere, A. Benzekri,
“Which web browsers process SSL certificates in a standardized way?,” in
24th IFIP Int. Security Conf., Cyprus, 2009.

D. Chadwick and K. Fatema, "An Advanced Policy Based Authorisation
Infrastructure," in Proc DIM’09, Chicago, I1., 2009, pp. 81-84.

A. Ferreira, D. W. Chadwick, P. Farinha, R. Correia, G. Zhao, R. Chilro, L.
Antunes, “How to securely break into RBAC: the BTG-RBAC model,” in
Annu. Compu. Security Applicat. Conf., Honolulu, HA, 2009, pp. 23-31.

K. Fatema, D. W. Chadwick, S. Lievens, “A Privacy Policy Enforcement
System,” in PrimeLife / IFIP Summer School 2010, Helsingborg, Sweden.
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A. Ferreira, R. Correia, D. W. Chadwick, L. Antunes, “Access Control in
Healthcare: the methodology from legislation to practice,” in 13% World
Congress on Medical and Health Informatics, Medinfo 2010, Cape Town,
South Africa, 2010.

T. Burghardt, K. Béhm, E. Buchmann, J. Kiihling, A. Sivridis, "A Study
on the Lack of Enforcement of Data Protection Acts," in Proc. 3rd Int.
Conf. on e-Democracy, 2009.

Ch. von der Weth, K. Bohm, T. Burghardt, Ch. Hiitter, J. Zhi Yue, "Indirect
Reciprocity in Policy-Based Helping Experiments," in Proc. 7th IEEE
European Conf. on Web Services, 2009.

Ch. von der Weth, K. Bshm, and Ch. Hiitter, "Optimizing Multiple Centrality
Computations for Reputation Systems," in Proc. Int. Conf. on Advances in
Social Networks Analysis and Mining, 2010.

Ch. Hiitter, J. Zhi Yue, Ch. von der Weth and K. Bshm, "Strategic Provider
Selection in a Policy-based Helping Scenario," in Proc. 12th IEEE Conf. on
Commerce and Enterprise Computing, 2010.

J. Miiller, J. Miille, S. von Stackelberg, K. Bshm, "Secure Business Processes
in Service-Oriented Architectures - a Requirements Analysis," in Proc. 8th
IEEE European Conf. on Web Services 2010, 2010.

S. Winfield and T. Kirkham. "Let's Keep It Personal: ePortfolio Data in
Next Generation Distributed Computing Applications," in Learning
Forum London 2010 Proceedings, pp. 219-220.

M.Pascale, M.Roselli, U.Rugani, C.Bartolini, A.Bertolino, F.Lonetti,
E.Marchetti, A.Polini, "Automated Testing of Healthcare Document
Transformations in the PICASSO Interoperability Platform," in Proc. of
31st Int. Conf. on Software Engineering ICSE 2009, Vancouver, Canada,
2009, pp. 163-171.

F. Lonetti and E. Marchetti, "X-MuT: a tool for the generation of XSLT
mutants", in Proc. of 7th Int. Conf. on the Quality of Information and
Communications Technology, Porto, Portugal, 2010, pp. 280-285.

A. Bertolino, F. Lonetti, E. Marchetti, "Systematic XACML Request
Generation for Testing Purposes", in Proc. of EUROMICRO Conference on
Software Engineering and Advanced Applications, Lille, France, 2010, pp.
3-11.

F. De Angelis, G. De Angelis, A. Polini, "A Counter-example Testing Approach
for Orchestrated Services," in Proc. of Int. Conf. on Software Testing,
Verification and Validation, Paris, France 2010, pp. 373-382.

Q. Reul, G. Zhao, R.A. Meersman, "Ontology-based Access Control Policy
Interoperability", in Proc. of 1st Conf. on Mobility, Individualisation,
Socialisation and Connectivity, London, UK., January 2010.
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C. Debruyne, Q. Reul, R.A. Meersman, "GOSPL: grounding Ontologies with
Social Processes and Natural Languages", in Proc. 7th Int. Conf. on
Information Technology: New Generations, Las Vegas, USA, 2010, pp.
1255-1256.

Q. Reul and G. Zhao, "Enabling Access to Web Resources through
SecPODE-based Annotations", in Proc. of the 6th Int. IFIP Workshop on
Semantic Web and Web Semantics, Crete, Greece 2010, pp. 596-605.

D. W. Chadwick, G. Inman, P. Coxwell. “CardSpace in the Cloud,” in Proc.
of the 17th ACM Conf. on Computer and Communications Security. ACM,
New York, NY, USA. 2010, Pages: 657-659. doi 10.1145/1866307.1866388

I. Ciuciu, G. Zhao, D.W. Chadwick, Q. Reul, R. Meersman, C. Vasquez, M.
Hibbert, S. Winfield, T. Kirkham, "Ontology Based Interoperation for
Securely Shared Services," to appear in Proc. of the 4th International
Conference on New Technologies, Mobility and Security, Paris, February
2011, to be published.

6 Papers Presented at Conferences

[1]

A. Pashalidis and S. Schiffner “Evaluating Adversarial Partitions,”
presented at the 15th European Symp. on Research in Computer Security,
Athens, Greece, 2010.

T. Kirkham et al., "Ensuring ePortfolio Data Remains Personal in Next
Generation Distributed Computing Applications," presented at the
EChallenges e-2010, Warsaw, 2010.

J. den Hartog, C. Hiitter, S. Trabelsi, "Combined Trust Management
Architecture," presented at the Int. Conf. on Mobility, Individualisation,
Socialisation and Connectivity, 2010.

J. Miiller, J. Miille, S. von Stackelberg, K. Bshm, "Secure Business Processes
in Service-Oriented Architectures - a Requirements Analysis," presented
at the 8th IEEE European Conf. on Web Services, Cyprus, 2010.

T. Kirkham, S. Winfield, K. Coolin, S. Wood, "An ecosystem for user centric
learning — revolution or evolution," presented at the Learning Forum
London, 2010.

T. Kirkham and S. Winfield. "Developing user centered management of
personal data in a distributed student placement application." presented
at the PrimeLife Summer School, Nice, France, 2009.
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7 Theses and Dissertations

[1]

A. M.argarida Ferreira, "Modelling Access Control for Healthcare
Information Systems - How to control access through policies, human
processes and legislation," PhD thesis, University of Kent and University
of Porto (jointly submitted to), Kent and Porto, 2010.

A. Feduischkin, “Specification and Support of Security Properties of
Workflows as BPMN annotations”, in German, diploma thesis, IPD, KIT,
Karlsruhe, Germany, 2010.

B. Andrachnik, “Transformation of BPMN Security Annotations with
Workflow Patterns”, in German, bachelor thesis, IPD, KIT, Karlsruhe,
Germany, 2010.

G. Ouandja Ngassam, “Structural BPMN/BPEL Process Adaptation and
Application to Intalio”, diploma thesis, IPD, KIT, Karlsruhe, Germany,
2010.

I. Andragna-Lowen, “Investigating Execution States of Active BPEL
Process Instances for Access Control in a Workflow Management System”,
in German, diploma thesis, IPD, KIT, Karlsruhe, Germany, 2010.

8 Standards

[1]

D. W. Chadwick, “Functional Components of Grid Service Provider
Authorisation Service Middleware,” GFD. 156, 29 October 2009, Available
from http://www.ogf.org/documents/GFD.156.pdf

D. W. Chadwick and L. Su, “Use of WS-TRUST and SAML to access a
Credential Validation Service,” GFD.157, 13 November 2009, Available
from http://www.ogf.org/documents/GFD.157.pdf

V. Venturi, T. Scavo, D.W. Chadwick, “Use of SAML to retrieve Authorization
Credentials”, GFD. 158, 13 November 2009, Available
from http://www.ogf.org/documents/GFD.158.pdf

D. W. Chadwick, L. Su, R. Laborde, “Use of XACML Request Context to
Obtain an Authorisation Decision”. GFD.159, 13 November 2009,
Available from http://www.ogf.org/documents/GFD.159.pdf

D.W.Chadwick and S.F.Lievens. “Break The Glass Profile For XACML
V2.0 and V3.0”, 25 Nov 2010.
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9 Policy and White papers

[1] The Internet of Subjects Manifesto, Serge Ravet,
http://docs.google.com/View?id=dg6j3gfd 51gwkdcqdr

[2] What is the Problem, Serge Ravet
http://docs.google.com/View?1d=dg6i3gfd 50hq2m29gc

10 Roadmap and conclusions

Future updates of this document are planned for M48. Until then, the roadmap
for updating the document is a specific section on the Wiki called “publications”
where each partner can update their publications as required following the IEEE
style. This will ensure that the most up-to-date list of TAS3 publications is
maintained at all times.
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