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1 Executive Summary 
The requirements assessment report (D1.2) has pointed out that WP4 
Information Protection has two central high-level requirements. The first refers 
to the possibility to demonstrate to lay users the complex security and trust 
features of the TAS3 system. The second refers to the ability of providers to prove 
that they processed the information and services in accordance to the required 
policies. 
 
The present version of the deliverable version introduces trust and privacy 
negotiation and its integration into K.U.Leuven prototype, as described in the 
previous version of the deliverable. The deliverable has been re-organised as 
follows. 
 

• Section 2 introduces trust negotiation concepts and the extension of the 
TrustBuilder2 framework 

• Section 3 introduces the prototype software 
• Section 4 provides a tutorial on how to use the prototype 
• Section 5 describes the integration of trust negotiation into the prototype 
• Section 6 describes how to execute the “break the glass” scenario, and 
• Section 7 provides a roadmap for future releases 
• Section 8 illustrates an example of the source code of the prototype 

 
This deliverable builds on the system independent and protocol agnostic 
prototype of the TAS3 ecosystem that has been presented in the first version of 
this deliverable. 
 
 
IMPORTANT CAVEAT. Following the project restructuring of the first contract 
amendment, it was decided to no longer build on the K.U.Leuven prototype for 
the TAS3 demonstrators. The Trustbuilder framework and user-centric 
components with graphical user interface have been integrated into this 
prototype, but have not been integrated in the TAS3 demonstrators yet. However, 
these components are available in the component pool and these are ready for 
integration into the TAS3 system. These components have been described in 
D12.2. 
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2 Trust and Privacy Negotiation 
This section introduces and describes the Trust and Privacy Negotiation 
subsystem of TAS3 and its integration into the K.U.Leuven TAS3 demonstrator. 
Since this subsystem is based on credential-based access control, where 
credentials are assumed to be attribute credentials that do not necessarily 
contain unique identifiers (such as distinguished names), the terms “attributes” 
and “credentials” are used interchangeably in this section. Although attribute 
credentials are certified attributes, while attributes are not certified, this 
difference is of no concern in this section. Moreover, it is assumed that each 
attribute has a type (e.g. “employer”) and a value (e.g. “downtown hospital”). 

2.1 Introduction 
Due to the many different ways one may interpret the words “trust”, “privacy”, 
and “negotiation”, it is necessary to first define, on a high level, what is meant by 
these terms. This section (a) explains what is meant by these terms in the context 
of the TAS3 trust and privacy negotiation subsystem, (b) introduces the purpose 
of TAS3 trust negotiation, and (c) states two important requirements that the 
TAS3 trust negotiation subsystem must fulfil. 
 
In TAS3, neither “trust” nor “privacy” is something that can be negotiated; 
instead, trust is either established or not established based on policies that have 
been well-specified by data subjects, data owners, service users or service 
providers that define the types and values of attributes (credentials) that a 
requesting party must possess in order to access a given resource. Similarly, (an 
agreement on) privacy is either reached or not reached, as this is defined by a 
stringent matching process that determines whether or not well-specified privacy 
requirements (such as data retention periods, acceptable data usages, acceptable 
recipients of data) of two interacting parties are compatible with each other. 
 
The main purpose of the TAS3 trust negotiation subsystem is to enable a 
potential client to determine, independently from actually attempting to access a 
given resource, 
 

(a) whether or not it possesses the right attributes (credentials) in order 
to access the resource (i.e. to enable the server to establish trust in the 
client), and 

(b) in case where the client indeed possesses the right attributes, a subset 
of attributes (credentials) that, if disclosed to the server, are sufficient 
to grant access to the resource. 

 
Examples of these resources include accesses to medical data, employment 
information, etc. for which the data owner or the data subject has specified the 
policies that need to be enforced before the corresponding information (and 
services) can be processed.  
 
A naive approach to solve the problem would be for the client to request, from the 
server, the policy that governs access to the desired resource. The client could 
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then determine, by examining the policy, which subset of its attributes (if any) 
suffices to satisfy the policy. 
 
This naive approach, however, neglects two important requirements: 
 

(a) The client may not be willing to indiscriminately disclose its 
credentials to the server; instead each credential may itself have an 
associated access control policy that requires the server to prove 
possession of certain attributes or credentials before the client’s 
credentials may be disclosed to the server. 

(b) Servers may not be (and typically are not) willing to expose their 
policies, at least not in their entirety, to clients. In particular, servers 
may be willing to expose certain parts of a policy to the general public 
(e.g. the rule “medical doctors are allowed to access medical files” 
should be publically accessible), other parts only to clients that possess 
certain credentials (e.g. the rule “nurses of hospital A are allowed to 
access summary medical records” should be accessible only to 
personnel and patients of hospital A), and other parts, such as 
blacklists, not at all. 

 
The “negotiation” aspect of the TAS3 trust negotiation subsystem arises from 
requirement (a) above, as follows. Since the client may require the server to 
disclose credentials before the client discloses its own credentials – and these 
credentials (the ones the client requests from the server) may themselves be 
protected by further policies that, in turn, require the client to disclose further 
credentials which may be again protected by access control policies (and so on), a 
protocol that satisfies requirement (a) would involve the client and the server 
exchanging policies and credentials in multiple rounds of communication. This 
exchange would finish either when all exchanged policies have been satisfied by 
corresponding credential disclosures, or when one party decides that it cannot 
make further progress either because it does not possess a credential that was 
requested by the other side, or because it cannot disclose any of the credentials 
that were requested by the other side (because none of its policies are satisfied). 
 
An interacting party may still choose the exact point in time at which it discloses 
requested credentials, even when their access control policies have been satisfied. 
One obvious choice would be to disclose a requested credential as soon as its 
access control policy has been satisfied by the other party. Another choice would 
be to hold back an entire set of (requested) credentials until all their access 
control policies have been satisfied. (There exists a multitude of other choices, 
some of which will become apparent later.) The exact choice of when to disclose 
which credentials in an ongoing protocol exchange has an impact on both privacy 
and interoperability1

                                                
1 “Interoperability” in this context refers to the ability of two parties to use the protocol in 
order successfully satisfy each other’s policies (i.e. establish trust) whenever their policies 
are theoretically compatible, i.e. would allow for this to happen if credentials were 
disclosed as soon as their respective policies are satisfied. 

; in fact, there is a trade-off between these two qualities. A 
party is, in general, free to decide how exactly to strike this trade-off. Striking 
this trade-off is akin to adopting a negotiation strategy. In practice, a (typically 
configurable) software module takes over this user-centricity task. Such modules 
are called negotiation or negotiation strategy modules. 
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Requirement (a) has an impact on the goal of TAS3 trust negotiation, which is 
now re-defined as follows. (Requirement (b) has, of course, an impact on the 
features that the solution has to support; it does not, however, change the overall 
goal of trust negotiation.) The goal of the TAS3 trust negotiation subsystem is to 
enable a potential client to determine, independently from actually attempting to 
access a given resource, 
 

(a) whether or not itself and the server possess the right attributes 
(credentials) in order for the client to access the resource (i.e. to enable 
the client and the server to establish mutual trust for the purposes of 
the client accessing the resource),  

(b) in case where the client and the server indeed possess the right 
attributes (credentials), a subset of attributes (credentials) that, if the 
client discloses to the server, are sufficient to grant access to the 
resource. 

 

2.2 TAS3 trust negotiation concepts 
This section describes, on a conceptual level, the policies used for TAS3 trust 
negotiation as well as the negotiation. Details on policy language, negotiation 
strategies and further implementation details are given in a later section. 
 
We decided to use the UniPro approach (Winslett, 2003) of automated trust 
negotiation as the basis for TAS3 trust negotiation because it satisfies the two 
requirements identified in the previous section and because it is relatively 
intuitive. We extended and adapted the original abstract approach described in 
(Winslett, 2003) in several ways in order to fit it into the TAS3 scenario 
environment.  
One of the main features of UniPro is that policies are treated in a manner 
identical to resources, i.e. policies are resources. Resources come with two pieces 
of metadata: the identifier of the resource itself, and the identifier of the policy 
that governs access to the resource. Moreover, policies are divided into fragments, 
each of which is treated as a resource in its own right. This allows different parts 
of a policy to be protected by different policies, thereby enabling the selective 
disclosure of only parts of a policy to a client. Furthermore, in UniPro, when a 
given policy fragment is hidden from a client, its resource identifier is 
nevertheless disclosed. Note, however that a single resource may be identified 
using different resource identifiers, which limits the impact of disclosing this 
identifier. This serves two important purposes. Firstly, it explicitly enables the 
other party to determine the presence of a hidden policy fragment, and this is 
crucial in order to observe the “satisfaction agreement” principle2

 

. Secondly, it 
enables the other party to explicitly refer to the hidden fragment and therefore 
independently request access to it, or to start a new trust negotiation for it. 

                                                
2 This principle states that a negotiation protocol should result in an agreement as to the 
outcome of the negotiation. It should not be possible that one party believes that 
negotiation completed successfully while the other believes that it failed. 
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In the remainder of this section we will represent UniPro policies as condition 
trees. Nodes in such trees represent conditions, and are divided into two types: 
logic conditions and leaf conditions. Leaf conditions may only appear in the leaf 
positions of the tree, and are predicates over attribute type/value pairs. Logic 
conditions, which may not appear as leafs, logically connect other conditions 
together in order to form more complex predicates over attribute type/value pairs, 
ultimately resulting in the entire access control policy. Each condition (i.e. node 
in the tree) is treated as a separate resource which may be independently 
protected by another policy and requested by a client. 
 
As an example, consider the example UniPro access control that protects access 
to the resource “Johann’s Medical Record” (JMR), depicted in Figure 1 (left side). 
Since the root of the tree is a logic “or”-condition with three children, there exist 
three ways to gain access to JMR: the first way (“Authz. Resr.”) is by presenting a 
credential of a “researcher” that has been authorised by Johann himself to use 
his medical data for the purposes of research. The second way to obtain access to 
JMR is by presenting a credential that proves that the requester’s name is 
“Johann” (that is, Johann has access to his own medical record). The third and 
last way to access JMR is by satisfying all four conditions under the “and”-
condition: presenting credentials proving the requestor’s status as being a 
medical doctor (“MD”), his employer certificate (“EMP”), that he is employed by 
Downtown Hospital (“EMP=DH”), and that his name (or any of the shown 
attributes/credentials) is not in a blacklist. 
 

OR

Authz. 
Resr.

Name=
Johann AND

MD EMP=
DH

BLACK
LISTEMP

OR

Authz. 
Resr.

Johann AND

MD # 492 # 508EMP

 
Figure 1 - UniPro policy example as a condition tree (left) and applying a filter 

(right).  

 

 
Figure 2 - Policies protecting resources #492 and #508 

 
As mentioned earlier, individual conditions may not be freely accessible by the 
general public, but may themselves be subject to access control. The two red 
conditions from Figure 1 (“EMP=DH” and “BLACKLIST”) may be protected 
“meta”-policies. For example, the “EMP=DH” condition may be protected by a 
policy that dictates that only employees of Downtown Hospital may gain access to 
this condition, while the “BLACKLIST” condition may be protected by a 
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“NEVER” policy, which dictates that this resource is never disclosed, no matter 
what credentials are presented by the client. The two meta-policies are depicted 
in Figure 2, assuming that the resource identifiers of the “EMP=DH” and the 
“BLACKLIST” conditions are #492 and #508, respectively. 
 
In the following two subsections, we present two example negotiation exchanges 
(both leading to success) for the resource JMR, which is assumed to be protected 
by the policy described above. In the first example, the client discloses all 
required credentials as part of the negotiation while, in the second, it does not. 
This is to demonstrate that a negotiation can be successful even when the client 
does not demonstrate to the server that it can satisfy the access control policy of 
the requested resource. 
 
We stress that the negotiation strategies underlying the following examples, and 
those employed by the TAS3 demonstrator negotiation strategy module, do not 
correspond to any of the negotiation strategies defined in (Winslett, 2003); they 
are instead enhanced version with different properties. 
 
2.2.1 Example negotiation where client reveals all required 

credentials 
 
Figure 3 depicts an example negotiation exchange between a medical doctor 
(client) that tries to access JMR and the server that hosts this resource. First the 
client specifies the desired resource (JMR). Then the server sends the access 
control policy (ACP) for JMR to the client. Note that, since at this point the client 
has not disclosed any credentials, the ACP for JMR is filtered before being sent to 
the client (see right side of Figure 1). Filtering removes the content of the 
conditions whose policies are currently not satisfied by the client. Instead only 
the resource identifiers of these conditions are disclosed. 
 
Since the client does not possess an “Authz Researcher” or an “Name=Johann” 
credential or attribute, its negotiation strategy decides to disclose the required 
MD credential at this point in time. However, the requested “EMP” credential is 
protected by a policy, requiring the server to prove its status as a hospital. Hence, 
the ACP for the “EMP” credential is sent to the server. In the next step, the 
server discloses its credential proving that it is a hospital, as requested by the 
client. At that point, the client releases its “EMP” credential, which proves that 
the medical doctor is employed by Downtown Hospital. 
 
At this point in time, the access control policy of the hidden condition #492 has 
been satisfied. The server hence pushes the no longer hidden condition to the 
client. Moreover, assuming that none of the credentials disclosed by the client is 
in the blacklist, the ACP for JPR is also satisfied at this point in time. Hence, the 
server responds with a success message, telling the client that the entire access 
control policy for JMR has now been satisfied. 
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Figure 3 - Example negotiation message exchange 

 
2.2.2 Example negotiation where client does not reveal all 

required credentials 
 
Figure 4 depicts another negotiation exchange for the resource JMR, this time 
initiated by Johann’s client. The first two messages are identical with the 
previous example: the client declares the target resource, and the server responds 
with the filtered ACP from Figure 1 (right side).  
Since Johann’s strategy module, which knows that Johann possesses a 
“Name=Johann” credential, determines that it can satisfy the ACP beyond any 
doubt3

 

, it sends, at this point, a special “FINISH” message to the server, 
informing it that it does not wish to continue with the negotiation. The server 
cannot tell whether or not the client can satisfy JPR’s ACP, since the client might 
have behaved identically, had it determined that it cannot satisfy JPR’s ACP. 
Hence, Johann’s privacy is preserved.  

 
Figure 4 - Example negotiation message exchange 

Johann’s local outcome of the negotiation is, of course, “success”, because it has 
been determined that JPR’s ACP can be satisfied by disclosing the 
“Name=Johann” credential. The server’s local outcome is “indeterminate”. Note 
that this, however, does not violate the satisfaction agreement principle: the 
server does not believe that negotiation failed; instead it does not know the 
outcome on the client’s side.  
This example highlights the importance of negotiation strategies: a different 
strategy may have disclosed the “Name=Johann” credential and waited for the 
“SUCCESS” message from the server. Moreover, it shows that a successful 
negotiation (as per the client’s view) does not imply the client actually satisfying 
the ACP of the target resource (by disclosing the necessary credentials); instead 

                                                
3 This can be determined beyond any doubt because Johann’s credentials satisfy the ACP 
in a way that does not assume that any hidden conditions must also be satisfied. 
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it suffices that the client obtains assurance that it can satisfy that policy in the 
future (using the attributes/credentials is already possesses). 
 

2.3 CUP access control policies and trust negotiation 
This section describes the implementation of the TAS3 trust negotiation 
subsystem. Since it is based on the UniPro approach, but has been enhanced and 
implemented by the COSIC group, we call the resulting system the “COSIC 
UniPro” (CUP) system. The TAS3 trust negotiation subsystem is the result of the 
integration of the CUP system into the TAS3 demonstrator; this integration is 
described in section 3. 
 
The CUP system is essentially a library that extends the TrustBuilder2 (TB2) 
framework (Adam J. Lee 2009) with an enhanced version of the UniPro approach  
(Winslett, 2003).  
 
2.3.1 The TrustBuilder2 framework 
 
The TB2 framework is a Java library that provides an API for trust negotiation 
through iterative disclosure of credentials. It is meant to be extensible in several 
respects, most notably with respect to 
 

• Policy formats 
• Negotiation strategy modules, and 
• Credential formats 
 

After extending the TB2 framework in an appropriate fashion, it should be 
possible that a single TB2 instance is be able to support multiple negotiation 
strategies, policy and credential formats at the same time. At the beginning of a 
negotiation exchange, the two interacting TB2 instances parties agree on a 
“configuration” that specifies in which credential and policy encodings will be 
used in the remainder of the exchange. 
 
The TB2 system and software architecture fully addresses requirement (a) from 
section 2.1. This can be seen easily from the example exchange shown in Figure 
5, where the client (Alice) does not disclose her VISA card credential to the server 
(Bob) in step 5, until the server satisfies the access control policy for this 
credential which states that it must disclose a BBB credential first. 
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Figure 5 - TrustBuilder2 exchange4

 

 

At the time of writing, TB2 supports a single policy language, namely the Jess 
policy language. It also supports a “dummy” credential format which resembles 
X.509 certificates that contain unique identifiers for the subject (such as 
distinguished names).  
 
We now briefly examine the internal workings of the TB2 system, on a level of 
abstraction that is appropriate to understand the extensions explained in the 
next subsection. The exposition here is quite simplified, in order to keep it short 
and easy to understand. For a more comprehensive exposition of these internal 
workings the reader is referred to the TB2 manual (Lee 2007) and the software 
itself (Database and Information Systems Laboratory, Department of Computer 
Science, University of Illinois at Urbana-Champaign n.d.). 
 
 
 

                                                
4 Picture taken from http://dais.cs.illinois.edu/dais/security/trustb.php 
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TB2 Instance

Negotiation 
Strategy Module

Compliance 
Checker

Policy Manager Profile Manager

Session 
State

Attribute/Credential
Store

Policy Repository

Query Mediator

negotiate (incomingMessage): 
nextMessage

startNegotiation 
(targetResource): 
firstMessage

Application
(Client or
Server)

 
Figure 6 - High level overview of internal TB2 structure 

 
Figure 6 depicts some of the internal TB2 components, and illustrates the API 
that TB2 exposes to applications. An application (client or server) that wishes to 
engage in trust negotiation has to create a TB2 instance. Once created, this 
instance will offer two main API calls (functions) to the application: 
startNegotiation() and negotiate(). If the application is a client it will 
make use of both functions; a server will typically make use only of the latter. 
From the application’s point of view, using TB2 is rather simple: 
startNegotiation() expects as the parameter the identifier of the resource 
(“JMR” in the previous example) that should be the target resource of the 
negotiation session. The function returns the negotiation message that should be 
sent to the server and that will initiate the TB2 exchange. Internally, this first 
message is constructed by the Strategy Module (but it typically trivial since it 
merely states the target resource)5

The negotiate() function takes as parameter an incoming negotiation message 
and returns the next message that should be sent to the other party. Before 
sending the outgoing message to the other side, the application should, however, 
examine some of its contents. In particular, it should determine whether or not 
this is the last message of the session (which can be easily derived from the 
message). This is because, if it is the last message of the negotiation session, then 
it should not wait for a reply from the other party. Similarly, before passing an 
incoming message to the negotiate() function, the application should ensure, 

. 

                                                
5 Before the client sends the target resource identifier to the server, a message exchange 
takes place in order to establish a common TB2 configuration (policy language, 
compatible negotiation strategy family, attribute encodings, etc). This discussion assumes 
that a common configuration has been established between client and server. 
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by examining the incoming message, whether or not an answer is expected from 
the remote party. 
 
We now briefly explain the tasks of the different components. 
 
Query Mediator: In TB2, different components do not directly invoke each 
other’s functionalities, but instead communicate by means of “Queries” and 
“Responses”, both of which pass through the Query Mediator. This approach is 
the basis of extensibility, because multiple components can “register” at the 
query mediator to receive specific types of query, and can react upon such 
queries. The resolution of which components to send incoming queries from other 
components, is done during runtime. Several other component types (such a GUI 
components) are possible with this approach, but are not shown in Figure 6. 
 
Profile Manager: The profile manager accepts queries from other TB2 
components for locally stored attributes and credentials, and responds to them. 
During a negotiation, the strategy module typically queries the Profile Manager 
(through the Query Mediator) in order to check which of the 
attributes/credentials that are relevant to the ongoing negotiation are actually 
locally available. The Attribute/Credential store of the TB2 implementation 
consists of simple text files. 
 
Policy Manager: The policy manager accepts queries from other TB2 
components for locally stored authorisation policies. Authorisation policies are 
referred to by their identifier. If the current TB2 instance is a server, then the 
profile manager must be able to resolve and provide the policies for both 
resources and credentials. If it is a client, then the policies in the repository will 
just cover locally stored credentials. The current TB2 policy manager supports 
the Jess policy format. 
 
Session state: The session state is an in-memory repository of the current state 
that is associated with ongoing negotiation sessions. In contains, among other 
things, a copy of the attributes that are relevant to the current negotiation, a list 
of data items that have already been disclosed to the other side (local policies and 
credentials), and a list of “holds”, i.e. items that were requested but cannot be 
disclosed because the other side has not yet satisfied associated policies. The 
session state contains all the information needed by the strategy module in order 
to fulfil the negotiation strategy.  
 
Compliance Checker: The compliance checker performs a central function in 
the TB2 framework. It takes as an input an access control policy and a set of 
attributes (credentials), and it outputs a collection of attribute subsets each of 
which satisfies the given access control policy. These attribute sets are called 
‘satisfying sets’. Two types of compliance checkers are envisioned in the TB2 
framework: type 1 and type 2. Type 1 compliance checkers output only a single 
satisfying set (i.e. the collection contains only a single subset), while a type 2 
compliance checker output all satisfying (sub)sets. Of course, if no subset of 
attributes satisfies the policy, then the compliance checker outputs an empty 
collection.  
The strategy module uses the compliance checker in order to find out which 
subset(s) of locally available attributes (credentials), if any, are sufficient to 
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satisfy any given policy that comes from the remote party. The current TB2 
implementation supports a compliance checker for Jess access control policies. 
 
Strategy Module: The strategy module is the heart of the TB2 framework. It 
builds, given an incoming message, the current session state, and possible 
outputs from the compliance checker, the next message that should be sent to the 
remote party. The current TB2 implementation supports a single strategy called 
the “maximum relevant strategy”. This strategy first uses the compliance checker 
to identify the collection of satisfying sets, then selects one of these credentials 
sets to disclose to the other party, and then waits until the other party satisfies 
the policies for all credentials in this set before disclosing any of the credentials. 
According to this strategy, the client does not check whether or not it has 
satisfied the server’s policy for the target resource during the negotiation, but 
rather waits for the server to declare whether negotiation has succeeded or failed.  
 
2.3.2 Extending the TB2 framework 
 
Unfortunately, the current TB2 implementation has a number of shortcomings, 
including the following. 
 

1. It does not address requirement (b) from section 2.1.  
2. At the end of a negotiation session, the application merely gets to know 

whether or not the negotiation was successful. In case of success, the 
client has no way to query the TB2 instance for the set of credentials that 
were disclosed during the negotiation, or the set of credentials that satisfy 
the access control policy of the requested resource (as determined during 
the negotiation). 

3. According to the TB2 negotiation strategy, in order to reach a successful 
negotiation outcome, the client must disclose to the server a subset of 
credentials that satisfies the access control policy of the requested 
resource. This holds even if it can identify a subset of credentials that 
satisfies, beyond any doubt, the ACP of the target resource, without 
actually disclosing the credentials in this set. 

4. It does not support “attribute certificates”, i.e. certificates that do not 
include a unique subject identifier. 

 
In order to address these shortcomings, the modules shown with thick border in 
Figure 6 were extended with the concepts described in section 2.2. The following 
list describes the new components (CUP stands for “COSIC UniPro”). 
 
CUP Profile Manager: The CUP Profile Manager implements attribute 
credentials and, similar to the TB2 Profile Manager, uses plain text files for their 
storage. Credentials are currently not certified 
 
CUP Policy Manager: The CUP Policy Manager supports CUP policies; CUP 
policies are the COSIC implementation of UniPro policies. The following figure 
shows the CUP policy encoding of the example policy from Figure 1 (the line 
numbers are added for easier readability and are not part of the policy format). 
 
1: policy_jmr:gdRmwFX+oJYKOIEmaa6i+ljJ; 1 
 
2: KjeidHvHvqDbkgNjAYrSMxjZ: TYPE [MEDICAL_DOCTOR]; 1 
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3: fO9812kJDKJ3829DJKS831lj: TYPE [EMPLOYER]; 1 
 
4: x4RNJbFOn61Cp0DSLgFLnp7H: BLACKLIST TYPE [NAME] VALUES [Ferdinand Sauerbach]; 0 
 
5: 0GCEzgUZNz8m77YiB4Tchl6r: AND 
[KjeidHvHvqDbkgNjAYrSMxjZ,8PDmpldfBj1nbEfRIZkUrSqH,1/xqgxNEYrXUPUW6Cyfuerxz,x4RNJbFOn61C
p0DSLgFLnp7H,fO9812kJDKJ3829DJKS831lj]; 1 
 
6: dTKmzVl82uKhhxgNNa3NpEmz: WHITELIST TYPE [NAME] VALUES [Johann]; 1 
 
7: 1/xqgxNEYrXUPUW6Cyfuerxz: TYPE [NAME]; 1 
 
8: gdRmwFX+oJYKOIEmaa6i+ljJ: OR [dTKmzVl82uKhhxgNNa3NpEmz,0GCEzgUZNz8m77YiB4Tchl6r]; 1 
 
9: 8PDmpldfBj1nbEfRIZkUrSqH: WHITELIST TYPE [EMPLOYER] VALUES [DOWNTOWN_HOSPITAL]; 
onlyemps 
 
The first line contains the resource identifier of the current policy (“policy_jmr”), 
followed by the resource identifier of the root condition of this policy 
(“gdRmwFX+oJYKOIEmaa6i+ljJ”), and followed by the resource identifier of the policy 
that protects access to the current policy (“1”). The identifiers “1” and “0” are 
special identifiers referring to the “ALWAYS” and the “NEVER” policy 
respectively. The “ALWAYS” policy states that the resource it protects can be 
disclosed to the general public, while the “NEVER” policy states that the resource 
it protect is never disclosed. 
The remaining lines of the policy may appear in an arbitrary order. The condition 
representing the root of the tree is defined in line 8. It is a logic condition of type 
OR and refers to the conditions with resource identifiers dTKmzVl82uKhhxgNNa3NpEmz 
and 0GCEzgUZNz8m77YiB4Tchl6r. The OR condition is protected by the “ALWAYS” 
policy (resource identifier “1”) and can hence be disclosed to the general public. 
The two conditions it refers to are defined in lines 6 and 5 of the policy file. By 
continuing this analysis the reader will realize that the above file is an encoding 
of the example from from Figure 1. 
 
The CUP Policy Manager currently understands the following types of condition. 
Logic conditions:  

• AND: Conditions that requires all children conditions to be satisfied in 
order to be satisfied itself; may have two or more children conditions. 

• OR: Conditions that requires at least one child condition to be satisfied in 
order to be satisfied itself; may have two or more children conditions. 

Leaf Conditions:  
• WHITELIST: This condition refers to a particular attribute type, and that 

requires the value of that attribute to be equal to one of the values in a 
given list of values. For example the condition WHITELIST TYPE [NAME] VALUES 
[Alice,Bob] requires, in order to be satisfied, the attribute of type “NAME” to 
have a value of either “Alice” or “Bob”. Otherwise, the condition is not 
satisfied. 

• BLACKLIST: This condition refers to a particular attribute type, and that 
requires the value of that attribute to not be equal to one of the values in 
a given list of values. For example the condition BLACKLIST TYPE [NAME] 
VALUES [Eve,Mallory] requires, in order to be satisfied, the attribute of type 
“NAME” to have any value except “Eve” or “Mallory”. Otherwise, the 
condition is not satisfied. 

• TYPE: This condition refers to a particular attribute type, and requires the 
other part to disclose its attribute of that type. Semantically it is 
equivalent to a WHITELIST condition where all values are acceptable. 
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(However, since the WHITELIST condition does not support wildcards, 
adding this condition type was necessary). 

 
CUP Session state: Similar to the TB2 session state, the CUP Session State 
contains all the information needed by the strategy module in order to fulfil the 
negotiation strategy. The CUP session state, however, supports enhanced 
functionality that is necessary for CUP-based negotiation. This includes the 
dynamic update of policies that contain hidden fragments; the other side may, 
during a negotiation, decide to disclose certain conditions of an access control 
policy that were hidden up to that point in time. The session state of the receiver 
must cope with this situation and must be able to amend the policies accordingly. 
The CUP session state achieves this. 
 
CUP Compliance Checker: The CUP compliance check is of type 2: given as 
input a CUP policy with potentially hidden conditions and a set of credentials 
(attributes), it outputs all credential subsets that satisfy the policy. However, due 
to the fact that certain conditions may be hidden, any given satisfying credential 
subset may either be satisfying the policy beyond any doubt (if no hidden 
condition is required to be evaluated is order to satisfy the policy), or may only be 
potentially satisfying (because at least one hidden condition must be evaluated in 
order to satisfy the policy). The CUP compliance checker therefore outputs two 
collections of satisfying credential subsets: the “surely satisfying sets”, and the 
“potentially satisfying sets”. Of course, the compliance checker ensures that the 
intersection of these two collections is empty.  
 
Note: The TB2 framework does not support this distinction of “surely” and 
“potentially” satisfying sets. In order to nevertheless support this feature, the 
framework had to be extended in ways not intended by the TB2 developers. 
 
CUP Strategy Module: The CUP strategy module can cope with CUP policies: 
whenever previously hidden conditions are revealed by the other side, the 
affected polices get re-evaluated. The dynamic nature of CUP policies opens up a 
range of possible negotiation strategies may adopt. The current CUP strategy 
module is still rather simple, as it operates according to the following principles.  

• Hidden conditions are revealed as soon as their access control 
policies are satisfied. This not only potentially increases the degree 
of interoperability (since the other side will know more about which 
credentials to (and which not to) disclose), but also serves as a 
‘transparency enhancing technology’: there is no need to hold back 
conditions from those who should be able to see them.  

• In order to satisfy a policy, the strategy prefers to disclose a 
“surely” satisfying set over a “potentially” satisfying one. In fact, it 
chooses the surely satisfying with the lowest cardinality. Only if no 
surely satisfying sets are available, it chooses a potentially 
satisfying set (again, the one with the lowest cardinality). 

• The strategy does not wait until the policies of the entire selected 
subset of credentials is satisfied; instead, it discloses individual 
credentials (from the selected subset) as soon their access control 
policies are satisfied. The motivation behind this behaviour is to 
enable the other side to reveal hidden conditions as soon as 
possible. 
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• The client immediately stops the negotiation as soon as it identifies 
a surely satisfying subset of credentials for the “primary” policy, 
i.e. the access control policy of the target resource.  

 
We extended the TB2 framework in ways not shown in Figure 6, for example b y 
implementing (“dummy”) attribute certificates (attribute credentials) against 
which CUP policies are evaluated. Another important extension arose from 
addressing the second drawback listed at the beginning of this section. In 
particular, at the end of a successful negotiation, the TB2 instance could return 
one of the following data items to the client: 
 

1. A success/failure indication. 
2. The collection of attributes (credentials) that led to success i.e. that satisfy 

the target resource’s access control policy. 
3. A “ticket” or “token” with which the client can request access to the 

resource. 
4. The target resource itself. 

 
Although Figure 5 suggests that the current TB2 system follows option (4), in 
fact it follows option (1). Our extension follows option (2), for the following 
reasons: 
 

• Option (1) is not informative enough; the client application should be able 
to know, after a successful negotiation, which credentials are required in 
order to gain access to the target resource. 

• Options (3) and (4) are not as privacy friendly as option (2): they require, 
in contrast to option (2), the client to actually disclose all credentials that 
are required to obtaining access during negotiation. In order words, 
options (3) and (4) do not allow for the use case described in section 
2.2.2. 

• Neither option (3) nor option (4) allows negotiation to occur independently 
from attempting to gain access to the resource: option (3) requires the 
server component to be able to verify “tickets” that were issued by the 
server’s negotiation component. Option (4) couples negotiation with 
accessing the resource even more strongly. 
 

2.3.3 Future research directions 
 
The following research questions and directions arose during the implementation 
of the CUP trust negotiation system. 
 

• What is the effect on interoperability if the negotiation strategy would hold 
back credentials in a selected subset until all their access control policies 
are satisfied? 

• Since hidden conditions may be revealed during an ongoing negotiation, it 
may be beneficial for the negotiation strategy to switch the chosen 
credential subset (the one it decides to disclose to the other party). At 
other times switching the set may be compulsory (e.g. when a BLACKLIST 
condition gets revealed that prohibits the use of a certain credential). 
Based on which criteria should such a switch be made? Possible criteria are 
the following 

o How large is the intersection of the new candidate set with the set 
of credentials that have already been disclosed during the 
negotiation? 
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o Is the new candidate set “surely” satisfying while the previously 
selected set only “potentially” satisfying? 

o Is the newly selected set of lower cardinality that the previously 
selected set? 

• Under which conditions is it beneficial for the client to start independent 
trust negotiations for hidden conditions before continuing with the current 
negotiation? 

The negotiation strategy could be augmented with “sensitivity” values of 
attributes, that affect the selection algorithm of attribute subsets. 
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3 The prototype software 
The following section will bring the reader to an understanding of how to install 
and execute the demonstrator framework (section 1.1), how to make use of the 
demonstrator framework (section 2), and how to create and run scenario’s in 
general and the break the glass scenario in this particular case (section 3). 
Because this prototype is a work in progress, future releases are planned (see 
section 5 for the roadmap for future releases). 
 

3.1 Available release and components 

3.2 Software prerequisites 
• Java runtime environment 1.6 

3.3 Hardware prerequisites 
• A genuine Belgian eID card or a developer’s eID card can be used as 

smartcard based authentication method 
• Note that userid/password authentication is supported to enable users 

who do not possess an eID card or developer’s card 

3.4 Installation Guidelines 
1. Download the file 

http://www.esat.kuleuven.be/~decockd/tas3/wp4.prototype/TAS3_D4p3.wp
4.implementation.20090526.tar.zip. 
This file includes all java class files, source files and external jar files that 
are necessary to successfully run and rebuild the prototype 

2. Extract this file (unzip using the password `tasss’ (without quotes), and 
untar the decrypted zip file). This will create a directory shippy.20090526. 

3. Start the demonstrator framework: 
1. On Windows: execute run.bat 
2. On Unix: execute `. ./run.bat` 

3.5 License information 
The present prototype is licensed under the a triple license scheme, namely MPL 
1.1/GPL 2.0/LGPL 2.1. 

http://www.esat.kuleuven.be/~decockd/tas3/wp4.prototype/TAS3_D4p3.wp4.implementation.20090526.tar.zip�
http://www.esat.kuleuven.be/~decockd/tas3/wp4.prototype/TAS3_D4p3.wp4.implementation.20090526.tar.zip�
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4 Tutorial 
In this section the general use of the prototype is explained to enable users to 
easily create a scenario of their choosing. A scenario involves actors (service 
providers or service consumers) that live in their own context. Examples of actors 
that are active in a healthcare context are a Hospital, a Medical Doctor, a 
Patient, etc. 
A typical scenario exists of a network of actors which belong to contexts. An actor 
can belong to one context when running one scenario, and to another context 
when running a different scenario. Therefore, first the creation of contexts and 
actors and the process of interconnecting them are explained. Then, the different 
views which the demonstrator framework offers to adjust and interact with a 
scenario are given and finally the saving and opening of scenarios is explained. 
Adding functionality of a specific actor to the demonstrator framework involves 
straightforward Java-coding. The demonstrator framework has been 
programmed such that the number of lines and simplicity of this Java-coding can 
be kept to a minimum. The interaction of actors is managed through tasks. 
Section 6 includes the source code of such an actor, its tasks and subtasks. 
For simplicity reasons, the scenario that is used to illustrate the functionality of 
the presented prototype, is based on the break-the-glass scenario, cf. D7.1, and 
the consultation of summarized electronic health records (SumEHRs), cf. WP9. 
 

4.1 Creating a scenario 
Once the demonstrator framework is instantiated, the user is presented with an 
empty scenario set. This state can always be obtained by asking for a new 
scenario in the menu file/new. First, the scenario can be given a name with 
scenario/rename scenario and a background image with scenario/add scenario 
background. The scenario background image is positioned on the right top of the 
scenario view and is only decorative in nature. File/save allows the user to save 
the current scenario at any point (see section 2.7 Saving and Loading Scenarios). 
 

4.2 Creating Contexts 
After creating a new scenario, the necessary context(s) can be created with 
context/add context or the same functionality is available by right clicking the 
scenario background. The demonstrator enforces the uniqueness of each context 
name. After the creation of one or more contexts, more functionality becomes 
available in the context menu. Existing contexts can be renamed, given a 
particular color and the context visibility can be toggled. 
 

• The renaming of a context enforces unique context names. 
• To keep a clear view on the created scenario, it often is wise to give 

different contexts different colors. 
• Toggling a context's visibility only makes sense when it contains one or 

more actors. This action changes the visibility of all actors in a 
particular context and of all edges which connect to at least one actor in 
the context. 
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More contexts can always be created and existing contexts can be adjusted when 
this seems necessary to the user. 
 

4.3 Creating Actors 
The creation of actors is available in the edit/add actor menu or in the pop-up 
menu which appears after a right click on the scenario background. The user 
then sees a target which moves along with mouse movements. One needs to left-
click to confirm the future location of the actor to be added or press escape to 
cancel the operation. After confirmation of the actor's location, the user is 
presented with a pop-up dialog which allows the quick creation of the necessary 
actor. This actor is chosen from the first drop down menu named Choose actor 
type. The second drop down box allows specifying the context in which the new 
actor will live. Furthermore, the user also needs to specify whether the actor will 
be a gateway6 Figure 7 or not. The dialog which allows adding the actor ( ) also 
contains a visibility path parameter and an object ID. The default values for 
these two parameters (as well as for the remaining fields) are sufficient for the 
creation of the break the glass scenario. Finally the user can confirm the creation 
of the actor, or choose to cancel the operation. 
The present prototype illustrating the Break-the-Glass scenario involves the 
following actor types: 

- Authoritative source of medical doctors: the authoritative source that is 
able to confirm whether a particular actor (in this case a general 
practitioner) is known as a medical doctor 

- Authorization policy decision point: the PDP that will be involved in 
making the decision whether a service request (in this case fetching a 
patient’s summarized eHealth record (SumEHR) from the patient’s 
medical dossier) 

- Crossroads bank of social security: a mediator service that abstracts the 
authoritative source of medical doctors from actors that are active in the 
social security context 

- E-Health: a mediator service that makes the functionality of service 
providers in the healthcare context available to other service providers 

- General practitioner: a medical doctor who manages the medical dossier of 
a patient 

- General practitioners association: a grouping of two or more general 
practitioners. Each practitioner has access to the medical dossier of each 
patient of who is a client of the association of general practitioners 

- Hospital: an actor that represents a hospital 
- Medical doctor: a medical doctor stores the medical dossier of a patient in 

the database with medical dossiers of the general practitioners association 
to which he is associated 

                                                
6 An actor that is connected with another actor sees the functionality of the other 
actor. Actors are subdivided into two categories: gateways and non-gateways. A 
mediator service provider is a gateway that bridges the functionality of the actors 
that are connected with a gateway.  
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- Medical doctor trainee: a trainee of a medical doctor. A trainee does not 
yet have the necessary credentials that allows him/her to access a 
patient’s SumEHR 

- Patient: a patient is a client with a medical doctor 
- Portal site: an actor that acts as an entry point for users 
- SumEHR reference register: the authoritative source that specifies which 

association of general practitioners holds the medical dossier of a patient. 
The present prototype also supports actors that are not relevant to illustrate the 
Break-the-Glass, but that can be used to illustrate other scenario’s, e.g., 
registration of a newborn child, cross-context exchange of pseudonymized 
information, anonymization of information containers, aggregating financial and 
property information of a legal or natural person: 

- Authoritative source of bailiffs: similar to the authoritative source of 
medical doctors, but dealing with bailiffs 

- Bailiff: similar to a medical doctor, but providing bailiff functionality 
- Belgian official journal: the authoritative source that is able to confirm 

whether a citizen is known to be a civil servant or not 
- Cadaster: the authoritative source that is able to map land and houses to 

physical and legal persons 
- Cross roads bank of enterprises: the authoritative source that hosts a 

database linking information on organizations and enterprises to their 
context specific identifiers 

- Document anonymizer: a service provider that is able to anonymize and 
pseudonymize structured documents and information containers. This 
actor acts as the authoritative source of the pseudonymized information. 
These actors relate to the identifiers engine specified in D4.1 

- Global identifier and document identifier anonymizer: actors that are 
responsible to map global identifiers (e.g., national IDs), document 
identifiers, etc. These actors relate to the identifiers engine specified in 
D4.1 

- Federal, regional and local context identifier issuer: an actor that assumes 
the role of an identifier issuer active at a federal, regional and local level, 
respectively 

- Federal service bus: an actor that acts a gateway to connect different 
actors that are active at the federal level 

- Ministry of Finances: the authoritative source that hosts the financial 
information about natural and legal entities 

- National Register: the authoritative source that hosts the reference 
information on natural persons 

- Time stamping authority: a service provider that issues time stamps on 
information 
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Figure 7: The user interface for adding an actor 

 

4.4 Communication between Actors 
For actors to be able to communicate in a task-driven business process, they need 
to be connected to each other. This can be done by connecting two actors directly 
(1) or by the design of a larger part of the scenario graph by which non-adjacent 
actors are able to communicate (2). 
The first option is the simplest one. One actor needs to be right-clicked. Then, 
from the adaptive actor specific pop-up menu which appears, the add edge 
function can be selected. The scenario visualization will then draw the edge from 
the selected actor to the moving mouse pointer until a second actor is selected as 
edge end point or escape is pressed. For a scenario to be able to run correctly, all 
involved actors need to be connected as specified in the scenario description, see 
section 4.2.3. 
The second option requires that the two actors which need to communicate are 
connected via one or more gateways, which can bridge communication messages 
and functionality offered by actors. Whether or not actors are gateways is 
specified at the actor's creation, see section 2.3. 
 

4.5 Different Views 
The main view of the demonstrator is called overview (Figure 8: The overview of 
the break the glass scenario) and contains the current scenario graph which 
exists out of interconnected actors. Upon the selection of an actor its inspector is 
shown (Figure 8) which is a combination of a detailed view of the actor specific 
information and actor specific functionalities. The last view, at the bottom, is a 
tabbed pane which always contains the status window. This provides the user 
with feedback of the current operation of the demonstrator. Besides the status 
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window, the bottom view will add a tab each time a user interface needs to be 
presented for the execution of a particular scenario. In this way multiple scenario 
components can run at the same time, without losing oversight on the offered 
functionality. 
  
4.5.1 Scenario Graph Overview 
 
This view, illustrated by Figure 8: The overview of the break the glass scenario, 
contains the current scenario graph which exists out of interconnected actors. It 
provides mechanisms for manipulating the scenario graph, the functionalities 
are: 
 

• Creation of actors (see section 2.3), connections between actors (see section 
2.4) and contexts (see section 2.2) by right clicking on the overview's 
background. This presents a menu with the necessary functions. 

• The overview provides an interface for the selection of actors and edges. 
Any number of actors and edges can be selected by holding the control-key 
while selecting or by drawing a rectangle on the overview with the mouse 
left button. 

• The positioning and repositioning of actors is supported. An actor is 
positioned by moving the presented location target visualization with the 
mouse while being in the process of adding an actor (see section 2.3). 
Actors can be repositioned by dragging the mouse or moving the arrow 
keys while one or more actors are selected. Holding the shift-key down 
while moving with the arrow-keys speeds up the movement. Edges cannot 
be moved, positioned or repositioned, because they connect already 
positioned actors and move along when their corresponding actors are 
repositioned. 

• The addition and removal of actors is possible in the scenario graph 
overview. The addition of an actor is explained above. Deletion of one or 
more actors is possible by making a selection of the actor(s) to be removed 
and pressing the delete key. 

• Advanced functionality is offered in the adaptive actor specific pop-up 
menu which is shown after a right click on any of the actors in the 
scenario graph overview. See below for more detailed explanation of these 
functionalities.  

• Any number of selected actors can be quickly moved across contexts by 
using the numeric key pad. (Only supported for less than ten contexts) 
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Figure 8: The overview of the break the glass scenario 

 
Furthermore, the scenario graph overview offers actor specific functionalities by 
means of the actor specific, adaptive pop-up menu which appears by right-
clicking on any of the actors in the scenario graph overview. The functionalities 
are the following: 
 

• Show inspector shows the inspector of the selected actor. This inspector 
provides insight in the actor’s events log. In a next version of this 
prototype, the inspector will consist of the Dashboard component that is 
specified in WP2, cf. D2.1, sections A.7 and D.3. 

• Add edge fixes the starting point, the selected actor, of a new connection.  
• Add edge to all makes a communication link between the selected actor 

and all other visible actors in the scenario graph overview.  
• Add edge to all in context makes a communication link between the 

selected actor and all other visible actors in the context which can be 
selected.  

• Add icon allows the user to browse for an icon to replace the default 
visualization of the actor. The chosen icon should be a representative 
visualization of the actor. To enable icons for actors, the icon view must be 
activated in the demonstrator's view menu. 

• Move to another context offers a choice of contexts to which the 
selected actor can be moved to. 

• Only show this context hides all actors of all other contexts than the 
context to which the selected actor belongs. 

• Only select this context selects all actors of the context to which the 
selected actor belongs. 

• Rename context asks the user to provide a new name for the context to 
which the selected actor belongs. Context name uniqueness is enforced by 
the demonstrator. 
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• Change context color provides an interface to select a new color for the 
context to which the selected actor belongs. All actors in that context will 
change color. 

• Clear task queue clears all running tasks of the selected actor. This can 
be useful when the scenario is in an unwanted stated. 

• Show task queue shows all running tasks of the selected actor in the 
actor's inspector (see section 2.5.2) which is added on the right of the 
scenario graph overview. Although initially created for debugging 
purpose, this functionality could help the user to understand a running 
scenario. 

• Show log opens a new browser window (currently only Firefox supported) 
in which the actor specific log is shown. 

• Visible actors returns all actors which are visible to the selected actor. 
Directly connected actors are always visible. Other actors can be made 
visible by gateways. 

 
4.5.2 Inspector view 
 
An actor-specific inspector view can be obtained by right clicking any visible actor 
and choosing the show inspector option. If the show inspector on selection option 
is selected in the demonstrator's view menu, the selection of any actor directly 
leads to the visualization of its inspector. 
Inspectors are grouped in a tabbed container on the right of the demonstrator 
(Figure 9). They have an informative function as well as an interactive function. 
The informative function provides transparency of the business processes that 
are executed while using the prototype. A business process is executed whenever 
a task or subtask is triggered. As stated before, the inspector view fulfills the role 
of the Dashboard that is specified in D2.1. 
The second function supports auditing the active business process. All events 
that occur and an actor has to process are logged in an audit trail. The inspector 
provides access to these audit trails. The audit function is specified in D2.1, cf. 
section 6.3. 
 
From top to bottom, an inspector's user interface provides the following 
components: 
 

• Inspector tabs Any number of inspectors can be added to the inspector 
view. They will be available through the tabs on top, by which they can be 
closed as well. If the last actor specific inspector is closed, the inspector 
view will be hidden. 

• Visible objects tree This is a tree-representation of the actors which are 
visible to the actor which inspector is used. Actors can be visible through 
direct connections, or they can be made visible through gateways. This is 
a legacy component which used to allow the invocation of services offered 
by other actors. The demonstrator now integrates scenario specific user 
interfaces at the bottom (see 2.5.3). The visible objects tree is still a useful 
component that allows overseeing the available services offered by the 
visible actors, although this functionality is also offered by the adaptive 
actor specific pop-up menu. 
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• Actor's message trail While running a scenario, e.g. the break the glass 
scenario, actors send and receive messages. This is shown in the actors' 
message trails. 

• Security toolbar provides access to the actor’s security setting of the 
secure communications utility of the demonstrator framework. It enables 
point-to-point and end-to-end secure communications according to the 
security policy of the communicating actors. This security policy is 
managed by the actor itself and obliges the communicating party to send 
its replies using a security level that is at least equal to its own security 
level. This feature supports the user-centricity of specifying the security 
level at the communication layer. The term “secure” refers to the property 
that the information sent in a secure communications session (a so-called 
communications tube) is protected using one of the following security 
levels: 

o Not protected (I): the information is sent in an insecure way 
o Data-authenticity (A): the information is sent in such a way that 

the receiver can determine the sender of the information. The 
information is authenticated 

o Data-confidentiality (C): the information is sent so that only the 
intended sender and receiver have access to this information. The 
information is sent confidentially 

o Secure (S): the data-authenticity and data-confidentiality is 
protected at the same time. The sender of the information sent 
through a secure communications tube can indistinguishably be 
determined, and only the intended sender and receiver have access 
to this information. The information is sent securely. 
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Figure 9: Inspector view of a Medical Doctor 

 
4.5.3 Status and Application Front-end View 
 
The last view, at the bottom, is a tabbed pane which always contains the status 
window. This provides the user with feedback of the current operation of the 
demonstrator. This feedback can be any general information, for instance, the 
status window could give a confirmation if a requested function, like saving a 
scenario (see section 2.7), is performed successfully. Furthermore, some details 
might be added dependent on the requested function, like for instance, the 
location where the scenario is saved. 
 
Besides the status window, the bottom view will add a tab each time a user 
interface needs to be presented for the execution of a particular instantiation of 
the a scenario. In this way multiple scenario components can run at the same 
time, without loosing oversight on the offered functionality to the different 
actors.  
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4.6 Policy Manager 
Every actor has a policy manager that manages XACML policies based on the 
actor’s own functionality and the actors that are interconnected with this actor. 
The evaluation of these policies uses off-the-shelve PDPs that can easily be 
linked with those provided by WP5 and WP7. The policy manager can be reached 
by selecting Policy Manager from the actor specific adaptive pop-up menu. When 
this is done the first time, a user interface with zero policies is presented. One 
can start adding one or more policies and later edit, send or remove them. The 
policy manager addresses the requirement with respect to the user-centricity of 
the policy enforcement: each user of an actor can specify which tasks can be used 
or have to be denied access to for any other know actor. The user can also specify 
which PDP should be responsible for evaluating the user’s policy. This 
mechanism has been elaborated on in D7.1, section  
 

• Adding policies is a functionality that allows the user to specify the 
policies he or she needs for the target scenario.   

o A selection needs to be made out of the available services the actor 
offers. At the writing of this document it is possible to create 
contradicting or overlapping policies for which the authorization 
PDP would return “indeterminate” as evaluation (see section 5). 

o The service requester needs to be specified from the drop down box 
that contains the actor's visible actors. 

o The result (permit or deny) of the policy needs to be specified.  
o The authorization policy decision point (authorization PDP) needs 

to be selected from the visible authorization policy decision points. 
o The current policy needs to be confirmed. This results in the policy 

summary.  
• Editing policies is the functionality that allows existing policies to be 

changed. When an existing policy is changed, it needs to be resent to the 
selected authorization PDP. 

• Sending policies can be done on a per policy base or for all policies at 
once. When a policy is edited, and needs to be resent, the user interface 
will make this clear by marking the send button red. It turns green after 
the authorization PDP confirms the receipt of the sent policy. 

• Removing policies communicates the removal of the policy to the 
relevant authorization PDP and removes it from the policy collection of 
the actor's policy manager.  

• Saving the policy collection to persistent storage is done when the 
policy manager is closed. In this way, policies are saved per actor and per 
newly created scenario.  

 
Below (Figure 10) the user interface of the policy manager is shown. The first line 
represents a confirmed policy which is sent to the Authorization PDP. The second 
line represents a new policy being created. The authorization policy enforcement 
point (Authorization PEP) check determines whether the actor (the Authoritative 
Source for Medical Doctors in this case) will enforce the policies which are 
created by its policy manager user interface and sent to the authorization policy 
decision points.  
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The user has the possibility to specify any number of policies referring to any of 
the tasks supported by the actor. This illustrates that a user is able to specify 
fine grained policies in a convenient and user friendly manner. 
 

 
Figure 10: Policy manager user interface 

 

4.7 Saving and Loading Scenarios 
Created scenarios can be saved and loaded afterwards. Saving includes the 
scenario name, background, actors, interconnections between actors, status 
information about actors (for instance, being a gateway or actors’ locations). 
Saving excludes remaining tasks in the actors’ task queues, opened inspectors, 
opened scenario user interface instances. In general, running scenarios are not 
saved, the scenario network and its component are. 
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5 Integration of CUP trust negotiation into 
the Prototype 

Until version 1.1 of this deliverable, the trust negotiation subsystem as described 
in section Error! Reference source not found. was not integrated. In fact, the 
tasks of policy definition, evaluation and enforcement were done as described in 
section 2.6 above.  
 
For the current version of this deliverable, the trust negotiation, evaluation and 
enforcement subsystem as described in section Error! Reference source not 
found. has been integrated in the Prototype. This section briefly describes this 
integration. 
 

5.1 Internal integration 
In a given scenario, each actor acts both as a trust negotiation server, and a trust 
negotiation client. For any given physical machine, each the trust negotiation 
server of each actor listens to a different TCP port. 
 

5.1.1 Service discovery 
Whenever an “edge” is added between two actors, meaning that these actors 
should be able to directly communicate from that point onwards, a special ‘service 
discovery phase’ takes place where the actors exchange messages informing each 
other which service they have to offer. 
 
These messages where extended to include a new piece of metadata, called the 
“negotiation metadata” item, which describes the endpoint at which the sending 
actor accepts trust negotiation sessions. This metadata item contains the IP 
address and the port number at which the trust negotiation server listens, as 
well as the identifier of the resource that corresponds to the service being 
advertised. 
 

5.1.2 Service invocation 
 
The service invocation logic has also been modified. Whenever an actor wishes to 
invoke a service of another actor, using the metadata it collected during the 
discovery phase, it first performs trust negotiation for the specific service. As a 
result of this, the actor will know whether or not the credentials it owns are 
sufficient to obtain access to the service and, if they are, which subset of its 
credential will grant access (or potentially grant access, if there exists hidden 
conditions in the policy). 
 
If sufficient or potentially sufficient credentials are present, then the actor will 
then go ahead and invoke the service by sending a corresponding message. This 
message will contain the subset of credentials as this was determined by trust 
negotiation. 
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If trust negotiation indicates that the actor does not have sufficient credentials 
for invoking the service, the service will not be invoked. 
 

5.1.3 Policy enforcement 
 

When receiving a message that triggers a service to be provided, the receiving 
actor will first check if the subset of attributes/credentials that were included in 
the message suffices for the satisfaction of the policy that is associated with the 
requested resource. If they are, then the service is provided, otherwise the 
message is ignored. 
 
Given that (in the prototype) an actor will not even attempt to invoke a service 
without first having established that the credentials it owns are potentially 
sufficient, it may seem that enforcing the policy at service time is somewhat 
redundant. 
This, however, is not the case, because the service requestor may not disclose any 
or all required credential during trust negotiation. In fact, it will stop the 
negotiation as soon as it can reach a decision as to whether it owns a sufficiently 
attribute subset or not. 
 

5.2 GUI integration 
This section describes the new GUI components that were developed in for the 
integration of trust negotiation into the prototype. 
 
It is now possible to create CUP policies for every actor in a given scenario. This 
is done with the policy editor component. Moreover, each actor can be given a 
number of attribute credentials via the credential editor. Both these components 
have been newly introduced to the prototype. They can be invoked by right-
clicking on any actor, as depicted in Figure 11. 
 

 
Figure 11 Context-sensitive menu (right-click) 
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5.2.1 Policy Editor 

 
The Policy Editor provides a simple graphical interface for the specification of 
CUP policies.  
 

 
Figure 12 - Policy Editor 

 
Figure 12 depicts the main policy editor GUI, as shown when invoked via the 
right-click menu of Figure 11. On the upper left corner, the resources of the 
current actor (in the figure “Portalsite_7”) are listed. The upper right corner lists 
the currently known policies for this actor. When the user selects a policy from 
this list, the lower part shows the policy in tree form (compare to Figure 1, left 
side). Since the depicted policies are local, they never contain any hidden 
conditions. 
 
5.2.1.1 Creating a new CUP policy 
 
 
When the user clicks on the “New Policy” button, the policy editor will first ask 
the user to assign a policy identifier (such as “basicpolicy”) to the new policy 
he/she is about to create. Then the user is asked to create the root condition of 
the new policy, via the GUI shown in Figure 13. 
 

 
Figure 13 - Creating a condition 
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Depending on the type of condition selected by the user, the attribute type and 
values field must also be filled in. Logic conditions (AND and OR) do not require 
the specification of attribute type/value(s). The “type” condition only requires the 
user to specify the type of the attribute that the condition refers to. Finally, the 
“whitelist” and “blacklist” conditions require the user to fill in one or more values 
in the “Values” field before the condition can be accepted. 
 
Once the user has selected the root condition for the new policy, it is immediately 
added to the list of policies (Figure 12). Of course, the policy may not be complete. 
The user can amend any policy by simply double-clicking on the (logic) condition 
to which he/she wishes to add a child condition. By doing so, the interface shown 
in Figure 13 will pop up again, and the user can specify a child condition. This 
can be repeated until the policy is complete. 
 
5.2.1.2 Resources 
 
As described in section 2.2, in the selected trust negotiation approach every 
policy and even every condition is considered to be a resource. This is why, every 
time a new policy or condition is added to the system, the list of resources in the 
upper left corner of the policy editor is amended with the resource identifiers of 
the new policy/condition(s). 
For policies, the user has to specify these identifiers. However, it would be an 
unacceptable burden for the user to specify, for each condition, a separate 
resource identifier. This burden is taken over the system, which generates an 
random resource identifier for each condition. Care is taken that collisions are 
avoided. 
Because the user does not know, beforehand, what identifier is assigned to 
individual conditions, the policy editor shows him/her this, as follows. Whenever 
the user selects a condition in a policy, its identifier is shown in the status bar, 
and also automatically selected in the resource list. This way the user can easily 
identify individual conditions that he/she may wish to protect with a policy. 
 
5.2.1.3 Protecting resources with policies 
 
We have described how to create and store new CUP policies for an actor in the 
prototype. The user may, of course, wish to use these policies to protect resources. 
This assignment is done very easily: the user first clicks on the identifier of the 
resource he/she wishes to protect (in the upper left corner). The user then clicks 
on the identifier of the policy by which he wishes to protect the selected resource. 
The policy editor will then ask for confirmation of the association (see Figure 14) 
and, if confirmed, will store the association. If the resource was already protected 
by another policy, this association will be overwritten. 
 

 
Figure 14 - Storing a resource/policy association 
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The user can, at any time, check if a resource is already protected by a policy, 
simply by selecting the resource; the status bar will inform him about whether an 
association exists. 
 

5.2.2 Credential Editor 
The credential editor is used to assign credentials to actors. It simulates the real-
world situation where actions obtain attribute credential from their respective 
issuers.  
 
When selecting the corresponding item from the right-click menu shown in 
Figure 11, the GUI shown in Figure 15 pops up. This GUI informs the user about 
the credential that the selected actor currently owns. Each credential is a 
collection of attribute type/value pairs. 
 

 
Figure 15 - Obtaining credentials 

 
By clicking on the “Obtain New Credential” button, a new credential can be 
issued to the actor, by means of the GUI shown in Figure 16 and Figure 17. 
There, the user should select the attribute types that he wishes to be included in 
the credential.  
 

 
Figure 16 - New credential composition 

 

 
Figure 17 - Addition of a new attribute/value pair 
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When the user selects an attribute type (by double-clicking), the dialog shown in 
Figure 17 pops up, asking the user to specify the value of the attribute for the 
selected type. The new attribute type/value pair is then added to the credential. 
 

6 Running the software – Executing the 
Break the Glass Scenario  

 
After giving a general explanation of the break the glass scenario and principle to 
consult a summarized electronic health record (also see work packages 7 and 9), 
this chapter walks the reader through both the break the glass scenario creation 
phase and the execution phase. 

6.1 Description of the Break the Glass Scenario 
In order to illustrate the break the glass scenario (cf. section 3 of D7.1), first two 
related scenarios are explained: Initialization of the relationship between the 
general practitioner (GP) and the patient (1) and a patient needing treatment in 
a hospital (2). Then the break the glass scenario illustrates a patient receiving 
treatment from a medical doctor in an emergency hospital. Finally, this last 
scenario is elaborated to treatment given by a medical doctor trainee, thus a 
delegation component added. 
 
A general practitioners association (GPA) is a voluntary cooperation between 
general practitioners belonging to related medical disciplines. A general 
practitioner can prove his relationship to a general practitioners association by 
showing the voucher he receives from the general practitioners association. 
 
There are three different types of patient files manipulated in the following 
scenarios: the patient's global medical dossier, electronic medical dossier and 
Summarized Electronic Health Record (SumEHR).  
 

• The Global Medical Dossier (GMD) is kept by the patient's general 
practitioner or general practitioner's association. The GMD aggregates all 
medical information about the patient to avoid unnecessary double 
treatments and to provide a complete medical history when necessary.  

• An Electronic Medical Dossier (EMD) is a file containing medical 
information about the patient which is stored by, for instance, a hospital 
where the patient receives treatment. The patient's GMD should refer to 
this EMD, accompanied with a summary of the treatment. 

• The Summarized Electronic Health Record (SumEHR) contains useful 
medical information necessary for a specific treatment. Therefore, it 
contains pieces of medical information from the Global Medical Dossier, 
not the whole GMD. The SumEHR enables the communication between 
the patient's general practitioner of preference, and other medical 
professionals like, for instance, medical doctors working in a hospital.  
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6.1.1 Relationship initialization between the GP and the 
patient 

 
A patient can choose to initialize a global medical dossier (GMD) with a general 
practitioner of his or her choice. In the case that this general practitioner belongs 
to a general practitioners association, in fact, the patient chooses to initialize his 
global medical dossier with that general practitioners association. The global 
medical dossier is then stored by this general practitioners association. 
Furthermore, the general practitioners association needs to inform the SumEHR 
Reference Register of this new relationship between the patient and the GPA. 
This enables the SumEHR Reference Register to offer a service that refers to the 
correct GPA for a certain patient. The initialization described above is not a part 
of the break the glass scenario and is done before the scenario starts. The 
necessary data is stored in XML files related to the actors.  
 
6.1.2 Patient needs treatment in a hospital 
 
A patient feeling ill usually first visits his general practitioner, who diagnoses 
the patient and, if applicable, refers him or her to a medical hospital that offers 
the necessary treatment. The patient then goes to that treating hospital which 
initializes a patient file if none exists. This patient file contains a reference to the 
GPA of the patient's choice, as declared by the patient. After the patient has 
received treatment, the patient's file contains the relevant information about that 
treatment, for instance, a tissue analysis and the patient’s general practitioner is 
notified of the results.  
It is also possible to have a reversed information flow. When the patient revisits 
this general practitioner to discuss the results of the treatment, the general 
practitioner might need more information from the treating hospital besides the 
merely the results. Therefore, the general practitioner needs to request the 
patient file from the treating hospital which he can do at the eHealth portal site 
after successful authentication and authorization. In order for the treating 
hospital release the patient's file, the portal site application needs to include with 
the request the voucher the general practitioner received from his GPA which 
proves their relationship. The treating hospital then can verify whether the 
patient, granted access to his or her treatment data, belongs to this GPA by 
verifying the voucher and the local reference to the patients GPA.  
 
6.1.3 Patient needs emergency treatment (Break the glass scenario) 
 
A patient needing emergency treatment goes (or is brought) to the hospital 
closest to the patient's location. The emergency medical doctor then needs to be 
able to retrieve the SumEHR of the patient's GMD in order to be able to treat the 
patient.  
To retrieve this information, the emergency MD turns to the eHealth portal site. 
He authenticates himself and requests a voucher to prove his capacity of medical 
doctor. In the back-office, eHealth mediates this service by forwarding the 
request to the Authoritative Source Medical Doctors (ASMD) which answers with 
a voucher that states the medical doctor's capacity and allows verifying this.  
After successful authentication and authorization, the eHealth portal site offers 
the functionality to request a patient's SumEHR from the GMD stored at the 
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GPA. EHealth, as mediator, first uses the service offered by the SumEHR 
Reference Register which returns a reference to the GPA it has learnt to 
associate to the patient's GMD. Then, the mediator can request a SumEHR from 
the referred GPA, which will refuse to release this information because the 
emergency medical doctor is not a member of the patient's GPA. The eHealth 
front-office notifies the emergency medical doctor and asks him whether he would 
like to "break the glass", which means that he can get access if he documents his 
request with a motivation and provides the necessary proof of capacity. The GPA 
will then return the requested SumEHR and log the emergency medical doctor's 
motivation and capacity voucher.  This process is shown in Figure 18. 
For this demonstration scenario, we assume this will result in enough medical 
information to treat the patient. In a real-life situation, it might be the case that 
this SumEHR refers to relevant medical information stored by medical practices 
or hospitals where the patient has had treatment before. Therefore it might be 
necessary to aggregate this information. This case is also included in Figure 18. 

2.3.4  

 
Figure 18: Break the glass scenario sequence diagram 

 
6.1.4 Patient needs emergency treatment (Break the glass + delegation) 

 
This scenario is similar to the one described above, except that a medical doctor 
trainee will attempt to break the glass. This will fail because his capacity voucher 
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does not specify this capability. He will then request a delegation voucher from 
his supervising medical doctor. This will allow the trainee to break the glass.  
This delegation component is not implemented in the current version of the 
scenario (see section 5). 
 

6.2 Creating the break the glass scenario 
First the different contexts are identified and created in section 4.2.1, then these 
contexts are populated with the, for the break the glass scenario required, actors 
in section 4.2.2. The third step, explained in section 4.2.3, entails interconnecting 
the actors where necessary. After this, the break the glass scenario is ready to be 
executed. This process is explained in section 4.3. 
 
6.2.1 Creating the contexts 
 
The process of creating a context in the demonstrator is explained in section 2.2. 
This process needs to be repeated for each context of the break the glass scenario. 
Although the user is free to choose the context names (this will not break any 
functionality), we suggest the following for the break the glass scenario: 

The (general) medical context 
The federal context 
The treating hospital context  
The emergency hospital context 
The general practitioner's practice context. 

 
6.2.2 Creating the actors 
 
The process of creating an actor in the demonstrator is explained in section 2.3. 
This process needs to be repeated for each actor of the break the glass scenario. 
The necessary information for the actors' creation is presented in Table 1. Note: 
at least two General Practitioners Associations need to be created. 
 
Actor Context     Gateway  
Medical Doctor   Emergency hospital  No 
Medical Doctor Trainee   Emergency hospital  No 
Medical Doctor   Treating hospital  No 
General Practitioner   General practitioner's practice  No 
Patient   Changing context: 

General practitioner's practice 
Treating 
Emergency hospital  

No 

Authoritative Source Order Of 
Doctors 

Medical No 

Authorization Policy Decision 
Point 

Medical No 

SumEHR Reference Register Medical No 
General Practitioners Association Medical No 
Portal Site Federal No 
Cross Roads Bank For Social Federal No 
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Security 
eHealth Federal Yes 

Table 1: Actors with their contexts and gateway status 

 
6.2.3 Making the interconnections 
 
The process of enabling actors to communicate with each other in the 
demonstrator is explained in section 2.4. This process needs to be repeated for 
each communication link between two actors of the break the glass scenario.  
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Connecting actors via an explicit link: 
• Connect SumEHR Reference Register to all General Practitioners 

Associations in the medical context. 
• Connect eHealth to all General Practitioners Associations. 
• Connect eHealth to the SumEHR Reference Register and to the Portal Site. 
• Connect the Cross Roads Bank For Social Security eHealth and to the 

Authoritative Source Order Of Doctors 
• Connect the Authoritative Source Order Of Doctors to its authorization 

PDP. 
• Connect the Portal Site to Medical Doctors, Medical Doctors Trainees and 

General Practitioners. 
• Connect Patient to Medical Doctors, Medical Doctors Trainees and General 

Practitioners. 
• Connect the General Practitioner to the General Practitioners association 

he or she belongs to. (Not necessary for the break the glass functionality, 
just for clarity of the actors' relations)  

 
Connecting actors via gateway functionality forwarding: 
• Connect the Cross Roads Bank for Social Security to the gateway eHealth. 
• Connect the Flemish Portal Site to the gateway eHealth. 

 

6.3 Executing the Break the Glass Scenario 
To execute the break the glass scenario one right clicks the Medical Doctor actor 
from the emergency hospital context. From the list of visible actors (see section 
2.5.1), the Federal Portal Site offers the make front-office functionality. By 
selecting this, the break the glass scenario user interface, also known as the 
front-office portal (see section 4.3.1), appears as a tabbed panel next to the status 
window, as explained in section 2.5.3 and shown in Figure 19. 
 
6.3.1 The Front-Office 
 
The front-office represents the user-interface towards the Medical Doctor actor. It 
allows for entity authentication, authorization and for requesting the patient file 
(with or without breaking the glass). It also gives feedback to the user about the 
status of these processes. 
 
6.3.1.1 Authentication 
 
Entity authentication is implemented by a combination of token-based 
authentication and knowledge-based authentication. The Belgian eID card is 
chosen as the token, which is combined with the personal identification number 
(PIN). The Medical Doctor initiates the authentication process by clicking the 
authenticate button of the front-office user-interface. He will then be prompted 
for his personal identification number. 
Users who do not have a Belgian eID card or a developer’s card can user 
userid/password authentication. The default password is “pwd” (without 
quotes). 
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After successful authentication, the user obtains an authenticity voucher. The 
authentication process entails the communication of two actors, the Medical 
Doctor and the Portal Site. 
In a real life situation, the authenticity voucher will have been issued by an IdP, 
as elaborated on in D2.1. 
 
6.3.1.2 Authorization 
 
In order to be authorized to request a patient's SumEHR, the user needs to claim 
a capacity which entitles him or her to do so. In this example, the break the glass 
scenario, the user needs to claim the capacity of a Medical Doctor. This can be 
done with the Federal Portal front-office application where he can select this 
capacity and claim it with the authorize button. 
The authorization process entails the communication of the Medical Doctor, the 
Federal Portal, the Cross Roads Bank for Social Security and the Authoritative 
Source Order of Doctors. The Federal Portal forwards the request to the Cross 
Roads Bank for Social Security, with eHealth in between as a gateway to forward 
the functionality. The Cross Roads Bank for Social Security has the information 
where to find an authoritative source which can verify the claimed capacity. In 
this case it is the Authoritative Source Order of Doctors which will do the 
verification and which will return proof, an authorization voucher, to the Cross 
Roads Bank for Social Security, which in its turn forwards the authorization 
voucher back to the service requestor. The identifier used across the different 
contexts is the national register number. Furthermore, the front-office also 
allows for multiple claimed capacities and the annulation of a single or all 
claimed capacities. Validating the authorization of an actor and the aggregation 
of the necessary attributes has been described in D7.1. Each actor involved in 
this authorization depends on the PDP to which it has been associated to 
determine the grant or deny decision. 
 
6.3.1.3 Requesting a patient's medical file 
 
After the authentication and authorization step, the Federal Portal front-office 
user-interface allows the Medical Doctor to request the patient's medical file 
(Figure 19). The medical doctor needs to provide the patients ID (national 
registry number for this demonstrator). Then he or she can click on the get 
patient SumEHR button. 
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Figure 19: The Front-Office after initialization 

 
If the medical doctor is a member of the General Practitioners Association, he 
will receive the requested patient's SumEHR. Otherwise, the user interface will 
prompt the medical doctor that he can only retrieve the patient's SumEHR by 
"breaking the glass". He can then check the "I want to break the glass" check box, 
which causes the necessary user interface elements to appear to enter the 
motivation, which is required to break the glass (Figure 20). A new attempt to 
retrieve the patient's SumEHR will then succeed and the General Practitioners 
Association will log the motivation provided by the Medical Doctor.  
 

 
Figure 20: The user interface for breaking the glass 
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7 Roadmap for future release 
 
Version Planned functionality addition 
1.01 As delivered with this document 
1.1 Version delivered to the Commission end of May 2009 
2.0 Incorporate Trust and privacy policy negotiation; 

Redesign of the authentication and authorization user interface 
Make policy persistence more intuitive in the Policy Manager 

2.1 Version delivered to the Commission end of 2009 
 Policy Filter that ensures no contradicting or overlapping policies can 

be specified 
GPA-MD vouchers should replace “medical doctors capacity vouchers 

+ local DB check” 
 Add delegation component to the break the glass scenario (see section 

4.1.4) in the form of a delegation manager 
 Alignment of the prototype with the use cases selected for the pilots 
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8 Examples of an actor’s source code and 
task descriptions 

  
CrossRoadsBankOfSocialSecurity.java 
 
/******************************************************************************* 
 * ***** BEGIN LICENSE BLOCK * Version: MPL 1.1/GPL 2.0/LGPL 2.1 
 *  
 * The contents of this file are subject to the Mozilla Public License Version 
 * 1.1 (the "License"); you may not use this file except in compliance with the 
 * License. You may obtain a copy of the License at http://www.mozilla.org/MPL/ 
 *  
 * Software distributed under the License is distributed on an "AS IS" basis, 
 * WITHOUT WARRANTY OF ANY KIND, either express or implied. See the License for 
 * the specific language governing rights and limitations under the License. 
 *  
 * The Initial Developer of the Original Code is Dennis Vandevenne. 
 *  
 * Portions created by the Initial Developer are Copyright (C) 2008 the Initial 
 * Developer. All Rights Reserved. 
 *  
 * Contributor(s): 
 * Dennis Vandevenne <dennisvandevenne@gmail.com> 
 * Danny De Cock <godot@godot.be> 
 *  
 * Alternatively, the contents of this file may be used under the terms of 
 * either the GNU General Public License Version 2 or later (the "GPL"), or 
 * the GNU Lesser General Public License Version 2.1 or later (the "LGPL"), 
 * in which case the provisions of the GPL or the LGPL are applicable 
 * instead of those above. If you wish to allow use of your version of this 
 * file only under the terms of either the GPL or the LGPL, and not to allow 
 * others to use your version of this file under the terms of the MPL, 
 * indicate your decision by deleting the provisions above and replace them 
 * with the notice and other provisions required by the GPL or the LGPL. If 
 * you do not delete the provisions above, a recipient may use your version 
 * of this file under the terms of any one of the MPL, the GPL or the LGPL. 
 *  
 * ***** END LICENSE BLOCK ***** 
 */ 
package framework.administration.crossroadsbankofsocialsecurity.implementations; 
import javax.swing.ImageIcon; 
 
import framework.administration.AdministrationDefaults; 
import framework.common.DefaultCommandsHandler; 
import framework.common.FrameworkDefaults; 
import framework.generic.genericobject.implementations.GenericEgovernmentObject; 
import framework.generic.genericobject.implementations.GenericObjectCommandHandler; 
import framework.generic.genericobject.implementations.taskmanaging.SubTask; 
import framework.generic.genericobject.implementations.taskmanaging.Task; 
import framework.generic.objectManager.implementations.ObjectManager; 
import framework.policymanagement.utilities.PolicyManagementUtilities; 
import framework.utilities.babel.TranslationEngine; 
import framework.utilities.classnames.ClassPathUtilities; 
import framework.utilities.egovernment.ArgumentParser; 
public class CrossRoadsBankOfSocialSecurity extends GenericEgovernmentObject implements 
CrossRoadsBankOfSocialSecurityCommands,  
                                                                                   
CrossRoadsBankOfSocialSecurityPolicySettings { 
    // 
    public static final String        administrativeRoot                 = 
AdministrationDefaults.administrativeRoot; 
    public static final String        workingEnvironment                 = 
AdministrationDefaults.workingEnvironment; 
    // 
    public final static Class         classCrossRoadsBankSocialSecurity  = CrossRoadsBankOfSocialSecurity.class; 
    public static final String        fullClassName                      = ClassPathUtilities. 
                                                          fullClassNameOf(classCrossRoadsBankSocialSecurity); 
    public final static String        capitalizedClassName               = ClassPathUtilities. 
                                                          classNameOf(classCrossRoadsBankSocialSecurity); 
    // 
    private final static String       objectFamily                       = AdministrationDefaults.objectFamily; 
    // 
    public final static String        frameTitle                         = capitalizedClassName; 
    // 
    public static boolean             useIcon                            = false; 
    public final static String        objectImageIconFilename            = (useIcon) 
                                                                             ? FrameworkDefaults.  
                                                          absoluteDirPathToIcon(objectFamily, capitalizedClassName) 
                                                                             : noIcon; 
    private final static java.net.URL imgURL                             = classCrossRoadsBankSocialSecurity.  
                                                          getResource(objectImageIconFilename); 
    public final static ImageIcon     imageIcon                          = (imgURL != null) ? new ImageIcon(imgURL) 
: null; 
    // 
    private static final long         serialVersionUID                   = 0000000000000000001L; 
    // 
    private static final String       relativeClassPathToImplementations = FrameworkDefaults.  
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                                                          relativeClassPathToImplementations(objectFamily, 
capitalizedClassName); 
    // 
    public static boolean             defaultActAsGateway                = false; 
    public static boolean             defaultClockMaster                 = false; 
    public static boolean             defaultClockSlave                  = false; 
    // 
    static { 
        TranslationEngine.add(capitalizedClassName, TranslationEngine.ENGLISH, "CrossroadsBankOfSocialSecurity", 
"CBSS"); 
        TranslationEngine.add(capitalizedClassName, TranslationEngine.FRENCH, "BanqueCarrefourSecuriteSociale", 
"BCSS"); 
        TranslationEngine.add(capitalizedClassName, TranslationEngine.DUTCH, "KruispuntbankSocialeZekerheid", 
"KSZ"); 
    } 
    // 
    public CrossRoadsBankOfSocialSecurity(String objectId, Boolean actAsGateway, Integer visibilityPathLength, 
ObjectManager  
              objectManager, Boolean clockMaster, Boolean clockSlave) { 
        super(objectId, imageIcon, frameTitle, actAsGateway.booleanValue(), visibilityPathLength.intValue(), 
objectManager,  
              clockMaster.booleanValue(), clockSlave.booleanValue(), false); 
        // 
        this.setObjectFamily(objectFamily); 
        this.setFullClassName(fullClassName); 
        PolicyManagementUtilities.initializePolicySettings(actionsThatAreAllowed, workingEnvironment, objectFamily,  
           capitalizedClassName, myResource, relativeClassPathToImplementations, administrativeRoot, 
defaultActionsOfMine, this); 
    } 
    public void initCommands() { 
        super.initCommands(); 
        this.addCommand(DECLARE_BIRTH_CMD, new GenericObjectCommandHandler(actionForMyResourceDeclareBirth) { 
            public void handleCommand(String sourceObjectId, String arguments, String action) { 
                getTaskMap().handleTask(sourceObjectId, getObjectId(), arguments, getActor()); 
            } 
        }); 
        this.addCommand(CHECK_CAPACITY_MEDICAL_DOCTOR_CMD, new  
                                              
GenericObjectCommandHandler(actionForMyResourceCheckCapacityMedicalDoctor) { 
            public void handleCommand(String sourceObjectId, String arguments, String action) { 
                getTaskMap().handleTask(sourceObjectId, getObjectId(), arguments, getActor()); 
            } 
        }); 
        this.addCommand(CHECK_CAPACITY_NURSE_CMD, new 
GenericObjectCommandHandler(actionForMyResourceCheckCapacityNurse) { 
            public void handleCommand(String sourceObjectId, String arguments, String action) { 
                getTaskMap().handleTask(sourceObjectId, getObjectId(), arguments, getActor()); 
            } 
        }); 
        this.addCommand(CHECK_CAPACITY_CIVIL_SERVANT_CMD, new  
                                               
GenericObjectCommandHandler(actionForMyResourceCheckCapacityCivilServant) { 
            public void handleCommand(String sourceObjectId, String arguments, String action) { 
                getTaskMap().handleTask(sourceObjectId, getObjectId(), arguments, getActor()); 
            } 
        }); 
        this.addCommand(CHECK_CAPACITY_BAILLIF_CMD, new 
GenericObjectCommandHandler(actionForMyResourceCheckCapacityBaillif) { 
            public void handleCommand(String sourceObjectId, String arguments, String action) { 
                getTaskMap().handleTask(sourceObjectId, getObjectId(), arguments, getActor()); 
            } 
        }); 
        this.addCommand(REQUEST_TO_KSZ_CMD, new GenericObjectCommandHandler(actionForMyResourceRequestToKsz) { 
            public void handleCommand(String sourceObjectId, String arguments, String action) { 
                if(ArgumentParser.getArgumentFromString(arguments, "id").equals("requestToKSZ")) { 
                    Task currentTask = taskMap.handleEndTask(sourceObjectId, getObjectId(), arguments, getActor()); 
                    String result = ArgumentParser.encapsulateInTags("answer by KSZ", "answer"); 
                    result += ArgumentParser.encapsulateInTags(ArgumentParser.getArgumentFromString(arguments, 
"servicerequester"), 
                       "servicerequester"); 
                    taskMap.handleTaskDone(currentTask, result); 
                } 
            } 
        }); 
        this.addCommand(TASK_DONE_CMD, new GenericObjectCommandHandler(actionForMyResourceTaskDone) { 
            public void handleCommand(String sourceObjectId, String arguments, String action) { 
                taskMap.handleSubTaskDone(arguments); // handle one of the subtasks 
                String doneSubTaskSeqNr = ArgumentParser.getArgumentFromString(arguments, "seqnr"); 
                SubTask currentSubTask = taskMap.findSubtask(Integer.valueOf(doneSubTaskSeqNr).intValue()); 
                if(currentSubTask == null) { 
                    return; 
                } 
                if(ArgumentParser.getArgumentFromString(arguments, "birthDeclarationStatus") != null) { 
                    if(currentSubTask.getTaskID().equalsIgnoreCase("declareBirth")) { 
                        SubTask currentst = 
currentSubTask.getParrentTask().getSubtask("getRegionalContextIdentifier"); 
                        if(Boolean.parseBoolean(ArgumentParser.getArgumentFromString(currentSubTask.getResult(), 
"accepted"))) { 
                            if(currentst != null) { 
                                if(currentst.getStatus() == 0) { //if idle, of course it's idle, "paranoid check" 
                                    currentst.send(); 
                                    getActor().getTaskMap().show(); //debug 
                                } 
                            } 
                        } 
                        else { 
                            System.out.println("!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!"); 
                            System.out.println("eBirth senario terminated because birth declaration was rejected\n" 
+  
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                                "no data is fed to the regional and local contexts\n" + "birth needs to be declared 
again"); 
                            System.out.println("!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!"); 
                            getTaskMap().removeTask(currentst.getParrentTask()); 
                        } 
                    } 
                } 
                else if(ArgumentParser.getArgumentFromString(arguments, "regionalcontextidentifierdaddy") != null) 
{ 
                    if(currentSubTask.getTaskID().equalsIgnoreCase("getRegionalContextIdentifier")) { 
                        SubTask currentst = currentSubTask.getParrentTask().getSubtask("feedDataToCorve"); 
                        // TODO: implement in generic way 
                        currentst.setReceivedInputArguments(currentst.getReceivedInputArguments() + 
                                ArgumentParser.encapsulateInTags("some data", "dataForCorve")); 
                        if(currentst != null) { 
                            if(currentst.getStatus() == 0) { //if idle, of course it's idle, "paranoid check" 
                                currentst.send(); 
                                getActor().getTaskMap().show(); //debug 
                            } 
                        } 
                    } 
                } 
            } 
        }); 
        DefaultCommandsHandler.addDefaultCommands(this); 
    } 
} 

 
 
CrossRoadsBankOfSocialSecurityTasks/tasks.xml 
 
<?xml version="1.0" encoding="ISO-8859-1"?> 
<?xml-stylesheet type="text/xsl" href="tasks.xsl"?> 
 
<tasks> 
 <actor>CrossRoadsBankOfSocialSecurity</actor> 
 
 <task> 
  <id>declareBirth</id> 
  <requiredArguments> 
   <requiredArgument>declarerRRN</requiredArgument> 
   <requiredArgument>childName</requiredArgument> 
   <requiredArgument>childSurName</requiredArgument> 
   <requiredArgument>rrndaddy</requiredArgument> 
   <requiredArgument>rrnmommy</requiredArgument> 
   <requiredArgument>servicerequester</requiredArgument> 
   <requiredArgument>authenticityvoucher</requiredArgument> 
   <requiredArgument>capacityvoucher</requiredArgument> 
  </requiredArguments> 
  <requiredResults> 
   <requiredResult>birthDeclarationStatus</requiredResult>  
   <requiredResult>rrnbaby</requiredResult>  
   <requiredResult>servicerequester</requiredResult> 
  </requiredResults> 
  <subtasks> 
   <subtask> 
    <id>declareBirth</id> 
   </subtask> 
   <subtask> 
    <id>getRegionalContextIdentifier</id> 
   </subtask> 
   <subtask> 
    <id>feedDataToCorve</id> 
   </subtask> 
  </subtasks> 
 </task> 
 
 <task> 
  <id>requestToKSZ</id> 
  <requiredArguments> 
   <requiredArgument>personalIdentifier</requiredArgument> 
  
 <requiredArgument>organizationIdentifier</requiredArgument> 
   <requiredArgument>servicerequester</requiredArgument> 



  WP4 Implementation, V2.2 Dec 31, 2011 

TAS3-D04p3-secure.integrated.repositories.docx Page 50 of 53 

  </requiredArguments> 
  <requiredResults> 
   <requiredResult>answer</requiredResult>  
   <requiredResult>servicerequester</requiredResult> 
  </requiredResults> 
  <subtasks> 
   <subtask> 
    <id>requestToKSZ</id> 
   </subtask> 
  </subtasks> 
 </task> 
 
 <task> 
  <id>CheckCapacityMedicalDoctor</id> 
  <requiredArguments> 
   <requiredArgument>personalIdentifier</requiredArgument> 
   <requiredArgument>servicerequester</requiredArgument> 
  </requiredArguments> 
  <requiredResults> 
   <requiredResult>capacityvoucher</requiredResult> 
   <requiredResult>servicerequester</requiredResult> 
  </requiredResults> 
  <subtasks> 
   <subtask> 
    <id>CheckCapacityMedicalDoctor</id> 
   </subtask> 
  </subtasks> 
 </task> 
 
 <task> 
  <id>CheckCapacityNurse</id> 
  <requiredArguments> 
   <requiredArgument>personalIdentifier</requiredArgument> 
   <requiredArgument>servicerequester</requiredArgument> 
  </requiredArguments> 
  <requiredResults> 
   <requiredResult>capacityvoucher</requiredResult> 
   <requiredResult>servicerequester</requiredResult> 
  </requiredResults> 
  <subtasks> 
   <subtask> 
    <id>CheckCapacityNurse</id> 
   </subtask> 
  </subtasks> 
 </task> 
 
 <task> 
  <id>CheckCapacityCivilServant</id> 
  <requiredArguments> 
   <requiredArgument>personalIdentifier</requiredArgument> 
   <requiredArgument>servicerequester</requiredArgument> 
  </requiredArguments> 
  <requiredResults> 
   <requiredResult>capacityvoucher</requiredResult> 
   <requiredResult>servicerequester</requiredResult> 
  </requiredResults> 
  <subtasks> 
   <subtask> 
    <id>CheckCapacityCivilServant</id> 
   </subtask> 
  </subtasks> 
 </task> 
 
 <task> 
  <id>CheckCapacityBailiff</id> 
  <requiredArguments> 
   <requiredArgument>personalIdentifier</requiredArgument> 
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   <requiredArgument>servicerequester</requiredArgument> 
  </requiredArguments> 
  <requiredResults> 
   <requiredResult>capacityvoucher</requiredResult> 
   <requiredResult>servicerequester</requiredResult> 
  </requiredResults> 
  <subtasks> 
   <subtask> 
    <id>CheckCapacityBailiff</id> 
   </subtask> 
  </subtasks> 
 </task> 
</tasks> 
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CrossRoadsBankOfSocialSecurityTasks/subTasks/declareBirth.xml 
 
<?xml version="1.0" encoding="ISO-8859-1"?> 
<?xml-stylesheet type="text/xsl" href="subtask.xsl"?> 
 
<subtask type="async"> 
 <id>declareBirth</id> 
 <target>RijksregisterRegistreNational</target> 
 <requiredArguments> 
  
 <requiredArgument>declarerRRN</requiredArgument> 
   <requiredArgument>childName</requiredArgument> 
  
 <requiredArgument>childSurName</requiredArgument> 
   <requiredArgument>rrndaddy</requiredArgument> 
   <requiredArgument>rrnmommy</requiredArgument> 
  
 <requiredArgument>servicerequester</requiredArgument> 
  
 <requiredArgument>authenticityvoucher</requiredArgument> 
  
 <requiredArgument>capacityvoucher</requiredArgument> 
  </requiredArguments> 
  <requiredResults> 
  
 <requiredResult>birthDeclarationStatus</requiredResult>  
   <requiredResult>rrnbaby</requiredResult>  
  
 <requiredResult>servicerequester</requiredResult> 
  </requiredResults> 
 <timeout>10000</timeout> 
</subtask> 
 
 
CrossRoadsBankOfSocialSecurityTasks/subTasks/getLocalContext
Identifier.xml 
 
<?xml version="1.0" encoding="ISO-8859-1"?> 
<?xml-stylesheet type="text/xsl" href="subtask.xsl"?> 
 
<subtask> 
 <id>getLocalContextIdentifier</id> 
 <target>LocalContextIdentifierIssuer</target> 
 <requiredArguments> 
  <requiredArgument>daddyRRN</requiredArgument> 
 </requiredArguments> 
 <requiredResults> 
 
 <requiredResult>localcontextidentifier</requiredResult> 
 </requiredResults> 
 <timeout>600000</timeout> 
</subtask> 
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