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1 Executive Summary 

The TAS
3
 Trust Policy Management architecture [D5.1] consists of a collection trust 

services with the Trust PDP providing the integration of and interface to these 

services. This first iteration of the implementation of this architecture consists of the 

trust PDP, two distinct trust services, a reputation based trust (RTM) service and a 

credential based trust (CTM) service, and supporting tools.  This document focuses on 

the Trust PDP, CTM service and tools with [D5.2] describing the RTM service. 

The Trust PDP is Java based accepts XACML [XACML] request context objects, 

evaluates trust policies embedded in XACML-style XML wrappers and returns 

standard XACML permit/deny responses.  The Trust PDP enables the 

authentication/authorization framework to incorporate trustworthiness of requesters 

in their access decisions.   

A web-service interface to the (Java based) Trust PDP is provided by integrating it in 

the Standalone Authorization Server software package provided by the University of 

Kent, guaranteeing an equal WSDL support/interpretation of the SOAP messages. 

The Trust Information Access Service Provider is a helper component which offers e.g. 

the Service Discovery access to raw trust score information. It accepts the same 

requests as the Trust PDP but, in addition to a permit/deny response it also provides a 

trust ranking according to a specific trust metric. This allows service discovery to offer 

trusted services to the user sorted by their score on the trust metric.   

The CTM service provides trust metric based on credential (chains).  The POLIPO 

trust management system [TSZE09a, TSZE09b] forms the basis of this service. The 

service offers a SAML [SAML] compatible interface and uses SAML assertions to 

encode trust credentials.  A credential cashe implemented in a fedora database is 

included in the Trust PDP.   

Next iteration of the tool set are planned for project month 30 and 42.  The iterations 

will integrate more services in the Trust PDP, update the existing services, use TAS
3
 

technology to improve security and privacy protection offered by the Trust PDP and 

the trust architecture in general.  

1.1 Reading Guide 

The next chapter describes the functionality of the software and its place in the trust 

architecture and the role in the overall TAS
3
 architecture and the limitations of this 

first iteration of the software in general terms. Chapter 3 provides installation and 

configuration information needed to get the software up and running.  Chapter 4 

describes how to use the software. 

Chapters 5-8 provide a detailed description of the inner working of the software for 

developers looking to code against and interface with these components. Chapter 5 

provides the software architecture, Chapter 6 its interfaces (APIs), Chapter 7 the BSD 

style license under which the code is released and Chapter 8 conclusions and further 

work.  
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2 Introduction to the Software 

2.1 Purpose 

The main purpose of the trust tool set is to enable trust evaluation based on different 

sources of trust information within the TAS
3
 architecture. To this end a trust tool set 

is created implementing a standardized XACML style interface to trust evaluation for 

resource access requests and a number of different trust services specialized to 

gathering and processing trust information of a specific type as well as supporting 

components.  

2.2 Scope 

This document covers the trust tool set; the Trust PDP (T3-PDP-T) with trust service 

client software, the Trust Information access service provider (T3-TRU-SP) and TAS
3
 

specific issues of the credential based trust (CTM) service (T3-TRU-CTM). The RTM 

service [D5.2] and the KPITM service [D5.3] are described in dedicated deliverables.   

2.3 Functionality 

This is the first iteration of the trust tool set.  

Several possible levels of policy languages were introduced at a high level of 

abstraction in [D5.1]. The implementation of the trust policy language supported by 

the current Trust PDP (see Section 5.3) uses trust functions to incorporate trust 

metrics in a XML document adhering to the XACML policy standard. This approach 

enables expressing level 1, 2 and level 3 policies [D5.1]. Evaluation of the trust policies 

is supported for 1, 2 and limited level 3 policies. In the current implementation 

specific support is still needed from the trust function to enable embedding implying 

some limitations to the generality of the support for level 3 policies also, the trust PDP 

callback option, needed for more intricate interaction in the evaluation of level 3 

policies is not yet supported in this iteration. 

The current Trust PDP implementation has support for three services built in though 

it can support any number of trust services. Adding an additional trust service in the 

trust PDP requires implementing a web service call wrapper in the form of a function 

(See Section 5.3.1.2) and adding an entry to the trust service configuration file. The 

three services are an `everybody trusted’ trust service for testing, a reputation based 

trust (RTM) service and a credential based trust (CTM) service.  

The CTM service implements the POLIPO framework [POLIPO, TSZE09a, TSZE09b].  

The RTM service is described in detail in [D5.2]. In this document we focus on the 

connectors used to embed these services in the trust framework rather than these 

services themselves. 

 

2.4 Available Releases and Components 

Component T3-PDP-T:  Trust PDP 
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Version Description Notes 

0.1 First release to the project of the 

Trust PDP.  

Defines interfaces but not stable. 

0.2 Updated release with Trust PDP 

supporting both CTM and RTM 

services.  

Stable but only provides a Java 

interface; not yet web service. 

Starting point integration with 

Kent's standalone authorization 

server. 

0.3 Dependency cleanup of Trust 

PDP. Supports web based Trust 

PDP. 

Starting point integration in 

demonstrators. 

 

Component T3-TRU-SP 

Version Description Notes 

0.1 First release to the project of the 

Trust service discovery helper. 

Starting point integration in 

demonstrators. 
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3 Installation Guidelines 

3.1 Hardware and Software Prerequisites 

The trust tool set runs on Java (runtime environment 6 or later). Development and 

testing has been done on Windows XP SP3 though it does not use platform specific 

code and should work on any platform running the Java VM. 

The Trust PDP requires the following external components: 

Component Address Tested Jar Version 

Sun XACML http://sunxacml.sourceforge.net/, build from unstable 

in SVN, 08-10-2009 

Sun XACML-

support 

http://sunxacml.sourceforge.net/ build from unstable 

in SVN, 30-11-2009 

Apache 

logging 

http://logging.apache.org/log4j/1.2/index.html log4j-1.2.15.jar 

JDOM Java 

XML tools 

http://www.jdom.org/ jdom.jar (version 1.0) 

 

The centrality (RTM) trust service interface requires the following external 

component: 

Component Address Tested Jar Version 

PostgreSQL 

JDBC drivers 

http://jdbc.postgresql.org/download.html postgresql-8.3-604-

jdbc3.jar 

 

The Polipo (CTM) trust service and its interface require network connectivity and the 

following components: 

Component Address Tested Jar Version 

Apache 

commons 

http://commons.apache.org/ commons-codec-1.3.jar 

commons-collections-3.1.jar 

commons-httpclient-3.1-beta1.jar 

commons-lang-2.1.jar 

commons-logging-1.0.4.jar 

commons-pool-1.2.jar 

Fedora 

Commons-DB 

client 

http://sourceforge.net/projects/fe

dora-commons/ 

fedora-client.jar 
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Cryptography 

library 

http://www.bouncycastle.org/jav

a.html  

bcprov-jdk14-1.38.jar 

Time-Date 

handling 

http://joda-

time.sourceforge.net/index.html 

joda-time-1.5.1.jar  

Logging http://www.slf4j.org/ logback-classic-0.9.13.jar 

logback-core-0.9.13.jar 

slf4j-api-1.5.6.jar 

SSL utilities http://juliusdavies.ca/commons-

ssl/download.html 

not-yet-commons-ssl-0.3.9.jar 

Open SAML, 

Open WS 

https://spaces.internet2.edu/dis

play/OpenSAML/Home/ 

opensaml-2.2.3.jar 

openws-1.3.0.jar 

xmltooling-1.2.0.jar 

Java Servlet http://tomcat.apache.org/ servlet-api.jar (version 2.4) 

Shibboleth http://shibboleth.internet2.edu/ shibboleth-common-1.1.2.jar 

shibboleth-identityprovider-

2.1.2.jar 

shibboleth-jce-1.0.0.jar 

Spring 

framework 

http://www.springsource.org/ 

 

spring-beans-2.5.5.jar 

spring-context-2.5.5.jar 

spring-context-support-2.5.5.jar 

spring-core-2.5.5.jar 

spring-test.jar 

spring-web-2.5.5.jar 

Apache 

Velocity 

http://velocity.apache.org/ velocity-1.5.jar 

XML security http://santuario.apache.org/ xmlsec-1.4.1.jar 

 

Graph 

visualization  

http://www.jgrapht.org/ jgrapht-jdk1.5-0.7.3.jar  

(dependency XML sec) 

 

The Unit testing requires the following external components: 

Component Address Tested Jar Version 

Unit testing. http://www.junit.org/ junit-4.4.jar 

XML Unit 

test support 

http://xmlunit.sourceforge.net/ xmlunit-1.2.jar 

 

3.2 Installation and Configuration Instructions 

Ensure the Java runtime environment (tested version: v6) is up and running. Next get 

the Trust PDP core running.  After this is working and passes the basic tests install 
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and configure the required trust services.  If the configuration is running correctly 

through the Java interface reuse the configuration files as setup for the web service 

interface. 

3.2.1 Installing the Trust PDP 

Extract trustpdp.jar, and libraries (trustpdp_lib\*.jar) from the component zip file. 

Running Java –jar trustpdp.jar should now work and give a short help message. 

Create a configuration file (e.g. config.xml) which points at to two files containing the 

trust service setup (e.g. trustservices.xml) and trust policies to use (e.g. 

trustpolicies.xml) respectively.  Optionally assign a name to this configuration using 

the PolicyIdentifier element. 

<?xml version="1.0" encoding="UTF-8"?> 

<TrustPDPConfiguration> 

  <PolicyIdentifier>StandardConfig</PolicyIdentifier> 

  <PolicyConfigFile>trustpolicies.xml</PolicyConfigFile> 

  <TrustServiceConfigFile>trustservices.xml</TrustServiceConfigFile>   

</TrustPDPConfiguration> 

 

Select the trust services to use and configure these in the trust service configuration 

file (trustservices.xml).  

<?xml version="1.0" encoding="UTF-8"?> 

<config defaultTrustServiceFactory="TUE-TrustServices"> 

  <trustserviceFactory name="TUE-TrustServices"> 

  <list> 

 <trustService class="eu.tas3.trustpdp.AlwaysTrustedTM"/> 

 <trustService 

class="eu.tas3.trustpdp.centralityrtm.CentralityRTM"/> 

 <trustService class="eu.tas3.trustpdp.polipoctm.PolipoCTM"/> 

  </list> 

  </trustserviceFactory> 

</config> 

 

For a first test just configure the `Always Trusted’ trust service and corresponding 

policy, send any valid request to the server (see Section 3.3) and a PERMIT response 

should be issued. Next configure additional trust services as described below, add 

them and test them with the basic policies/request provided (see Section 3.3).   

Set up the policies that are to be used by the trust service.  The trust policy 

configuration file specifies policy finder modules. Both static policies and references to 

other policies are supported. The configuration below will load policies from 

allow_all_policy.xml and will also check this file for references to other policies. Other 

policy finders may also be used. 

<?xml version="1.0" encoding="UTF-8"?> 

<config defaultPDP="TrustPDP" defaultAttributeFactory="attr" 

defaultCombiningAlgFactory="comb" defaultFunctionFactory="func"> 

<pdp name="TrustPDP"> 

  <policyFinderModule 

class="com.sun.xacml.support.finder.StaticPolicyFinderModule"> 
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<list> 

<string>allow_all_policy.xml</string> 

</list> 

  </policyFinderModule> 

  <policyFinderModule 

class="com.sun.xacml.support.finder.StaticRefPolicyFinderModule"> 

      <list> 

 <string>allow_all_policy.xml</string> 

      </list> 

  </policyFinderModule> 

  <policyFinderModule 

class="com.sun.xacml.support.finder.URLPolicyFinderModule" /> 

  <attributeFinderModule 

class="com.sun.xacml.finder.impl.CurrentEnvModule" /> 

  <attributeFinderModule 

class="com.sun.xacml.finder.impl.SelectorModule" /> 

</pdp> 

  <attributeFactory name="attr" useStandardDatatypes="true" /> 

  <combiningAlgFactory name="comb" useStandardAlgorithms="true" /> 

  <functionFactory name="func" useStandardFunctions="true" /> 

</config> 

 

The trust policy file gives a XACML policy set where any trust functions implemented 

by the configured trust services can be used in the conditions. 

<?xml version="1.0" encoding="UTF-8"?> 

<Policy xmlns="urn:oasis:names:tc:xacml:1.0:policy" 

        xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

        PolicyId="TSP:Rep:requester" 

        RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-

combining-algorithm:permit-overrides"> 

  <Description> 

    Allow read if sufficient reputation. 

  </Description> 

  <Target> 

    <Subjects> <AnySubject/> </Subjects> 

    <Resources> <Resource> 

      <ResourceMatch  

        MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 

      <AttributeValue 

DataType="http://www.w3.org/2001/XMLSchema#string">myfile</AttributeVal

ue> 

      <ResourceAttributeDesignator 

        DataType="http://www.w3.org/2001/XMLSchema#string" 

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-

id"/> 

      </ResourceMatch> 

    </Resource> </Resources> 

    <Actions> <AnyAction/> </Actions> 

  </Target> 

  <Rule RuleId="nurse:role:reptrustmetric" Effect="Permit"> 

    <Target> <Subjects> <AnySubject/> </Subjects> 

    <Resources> <AnyResource/> </Resources> 

    <Actions> <Action>  

      <ActionMatch 

MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 
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        <AttributeValue 

DataType="http://www.w3.org/2001/XMLSchema#string">read</AttributeValue

> 

        <ActionAttributeDesignator 

         DataType="http://www.w3.org/2001/XMLSchema#string" 

         AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"/> 

        </ActionMatch> 

    </Action> </Actions> 

    </Target> 

    <Condition 

FunctionId="http://localhost:8080/trustpdp/names/function#reputation"> 

   <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-

and-only"> 

          <SubjectAttributeDesignator 

DataType="http://www.w3.org/2001/XMLSchema#string" 

AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id" /> 

   </Apply> 

   <AttributeValue 

DataType="http://www.w3.org/2001/XMLSchema#string">pagerank</AttributeV

alue> 

   <AttributeValue 

DataType="http://www.w3.org/2001/XMLSchema#double">0.8</AttributeValue> 

 </Condition> 

 </Rule> 

 <Rule RuleId="DenyAllOthers" Effect="Deny"/> 

</Policy> 

 

The example policy above has a single rule that allows read access to myfile to 

anybody with a reputation of at least 0.8 according to the pagerank centrality 

measure.  Note that to get the identity of the user for which the reputation needs to be 

computed (i.e. the requester subject) the Apply function is used to take one of the 

arguments from the request.  

3.2.2 Supporting a RTM Service 

See [D5.2] for information on deploying a RTM trust service. For the Trust PDP 

interface to the RTM service no additional setup is needed. Simply ensure the 

required libraries are installed and add the server object to the trust service 

configuration file (the trustservices.xml file in the example above) (<trustService 

class="eu.tas3.trustpdp.centralityrtm.CentralityRTM"/>). Optionally set the 

address and port using a <Server> element with address and port settings. Ensure 

that the address and port are reachable. (Without this optional setting the standard 

RTM service running at the KARL site is used. Access to this service requires a 

firewall exception granting access from the location running the Trust PDP.)  

A RTM unit test is available to check correct configuration and reachability of the 

service (eu.tas3.trustpdp.centralityrtm.RTMTestCase). 

3.2.3 Supporting a CTM Service 

Set up the Polipo [POLIPO] framework. The CTM service interface in the PDP 

provides a cashe for credentials using a fedora repository. This requires setting up the 

repository (http://fedora-
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commons.org/confluence/display/FCR30/Installation+and+Configuration+Guide). 

Notes:  

1. When installing the repository:  Do not activate the SSL authentication 

(incompatible with the CTM service cashe). 

2. Installing without tomcat installed is easiest; a quick install will generate a correct 

tomcat server configuration. 

Add the server object to the trust service configuration file (trustservices.xml) 

(<trustService class="eu.tas3.trustpdp.polipoctm.PolipoCTM"/>). Optionally 

add a <FedoraSetup> element to configure the serveradress, username and password 

elements. (These default to localhost:8080, fedoraAdmin and fedoraAdmin 

respectively). 

A CTM unit test is available to check correct installation and reachability of the 

service (eu.tas3.trustpdp.polipoctm.CTMTestCase). 

3.2.4 Deploying the Trust PDP as a webservice: 

This uses the standalone authorization server developed by the University of Kent 

[PERMIS] standalone server adapted to call the Trust PDP rather than the SUN 

XACML PDP. Extract the standalone server to a directory. Configure the desired port, 

the configuration file containing the trust services and the configuration containing 

the trust policies in permis.xml. 

<PERMISStandaloneConfiguration> 

  <TCPConfiguration> 

<ServerPort>1104</ServerPort> 

 <ThreadCount>10</ThreadCount> 

 <Protocol>http</Protocol> 

 <RequireClientAuthentication>false</RequireClientAuthentication> 

  </TCPConfiguration> 

 

  <!-- trust PDP configuration: --> 

  <TrustPDPConfiguration> 

 <PolicyIdentifier>ReputationConfig</PolicyIdentifier> 

 <PolicyConfigFile>trustpolicies.xml</PolicyConfigFile> 

 <TrustServiceConfigFile>trustservices.xml</TrustServiceConfigFile>   

  </TrustPDPConfiguration> 

</PERMISStandaloneConfiguration> 

 

Ensure the XML libraries in lib/endorsed are endorsed. The easiest method to achieve 

this is to copy them to $JAVA_HOME/jre/lib/endorsed. 

This will allow use of the `alwaystrue’ function. For the other services RMI-
wrappers should be used to avoid conflicts between the Trust PDP 

webservice interface and the trust service interfaces. Use of the 

wrappers is selected through the trust function specified in the policies 

(see Section 5.3.1).  

Run standalone.bat (windows) or standalone.sh (unix) to start the server. 
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3.3 Running the Tests 

The following unit tests are available: 

To test the (connection to the) RTM service the class 

eu.tas3.trustpdp.centralityrtm.RTMTestCase offers two test; testEvaluate() 

executes a basic reputation query,   testEvaluateWithAccreditedRater() runs a nested  

query where only the feedback from trusted raters is to be taken into account. 

To test the (connection to the) CTM service the class 

eu.tas3.trustpdp.polipoctm.CTMTestCase offers test testEvaluateSetSubjectVar() 

which queries a fixed credential. Several other unit test routines check internal 

functionality of the CTM interface. 

 

Besides the unit test several simple test policies are available which test the 

functioning of the different trust services. AllowPolicy.xml allows all valid requests 

and can be used to check that the basic TrustPDP setup is working, independent of 

the trust services.  A basic reputation policy ReputationPolicy.xml and credential 

policy CredentialPolicy.xml will test that the corresponding services are running.  To 

run these tesst; update the policy configuration files to select the policy and the trust 

service configuration file to include the service to be tested.  A `Permit’ response 

indicates a successful test. A non applicable response (possibly with warnings from the 

policy finder) indicates the policies could not be read. A ConnectionManager `cannot 

create connection’ error would indicate an unreachable trust service while other errors 

indicate an incorrect configuration/setup of the trust tool set itself. 

Potential issues; 

1. Spaces in the pathnames of the config/policy files can give problems, avoiding these 

is advised. 

2. The current CTM client-SAML configuration requires runtime access to 

http://www.springframework.org/schema/beans/spring-beans-2.0.xsd thus using 

the CTM service will require network access even when it is being run locally.) 
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4 How to Use the Software 

This section describes how to use the trust tool set in evaluating trust as part of the 

TAS
3
 authorization process [D7.1].  It addresses configuring the system for a given 

scenario, creating policies, and calling the Trust PDP to check trust requirements. 

4.1 Tutorial 

We use an example in the setting of the employability integration test scenario 

described in [D9.1].  This scenario has been mapped to a business process 

(`Nottingham process’, see Figure 4.1) in [D3.3].  The key steps in this example are 

(see [D9.1] for a complete scenario description): 

1. Learner Alice seeking placement registers with placement administrator Bob. 

2. Alice is presented suitable programmes and selects one.  

3. Alice provides information needed for the selected program; her CV. Alice sets 

her requirement on access to her data by selecting policies. Different types of 

requirements are used, each expressed in the policy. Alice’s trust policies require 

service providers with a good reputation amongst students.  

4. Service negotiation is used to discover suitable services providers. 

5. Alice selects a service provider. The provider is contacted and offers a choice of 

services from which Alice chooses the `Intern position matching service’. The 

service provider retrieves Alice’s CV and determines and returns matching 

vacancies.   

6. The results are presented to Alice, Alice gives feedback on the service provided 

by the provider. 

Further steps in the application process are out of the scope of this example process. 

In the first step Alice is authenticated details on the authentication process are 

provided in [D7.1]. Here we will simply assume that identity `Alice’ has been 

determined and certified to be an eligible student.  In the third step Alice provides her 

personal information along with her requirements. To implement the protection 

Alice’s requirements need to be expressed as policies and loaded into the Trust PDP: 

A. Create a policy file for Alice’s requirements: 

<?xml version="1.0" encoding="UTF-8"?> 

<Policy xmlns="urn:oasis:names:tc:xacml:1.0:policy" 

        xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" 

        PolicyId="TSP:Rep:requester" 

        RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-

combining-algorithm:permit-overrides"> 

  <Description> 

    Allow read if sufficient reputation amongst student. 

  </Description> 

  <Target> 

    <Subjects> <AnySubject/> </Subjects> 



  Trust Tool Set, V1.0 Dec 16
th
, 2009 

TAS3_D5p4_Trust_Tool_Set_V1p0.doc Page 15 of 32 

    <Resources> <Resource> 

      <ResourceMatch  

        MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 

      <AttributeValue 

DataType="http://www.w3.org/2001/XMLSchema#string">CV-

Alice</AttributeValue> 

      <ResourceAttributeDesignator 

        DataType="http://www.w3.org/2001/XMLSchema#string" 

        AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-

id"/> 

      </ResourceMatch> 

    </Resource> </Resources> 

    <Actions> <AnyAction/> </Actions> 

  </Target> 

  <Rule RuleId="nurse:role:reptrustmetric" Effect="Permit"> 

    <Target> <Subjects> <AnySubject/> </Subjects> 

    <Resources> <AnyResource/> </Resources> 

    <Actions> <Action>  

      <ActionMatch 

MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal"> 

        <AttributeValue 

DataType="http://www.w3.org/2001/XMLSchema#string">read</AttributeValue

> 

        <ActionAttributeDesignator 

         DataType="http://www.w3.org/2001/XMLSchema#string" 

         AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"/> 

        </ActionMatch> 

    </Action> </Actions> 

    </Target> 

    <Condition 

FunctionId="http://localhost:8080/trustpdp/names/function#reputation-

by-accredited-rater"> 

      <!-- Trusted raters: Nothingham.Students --> 

      <Apply 

FunctionId="http://example.org:8080/trustpdp/names/function#credential-

subject-list"> 

        <AttributeValue 

DataType="http://www.w3.org/2001/XMLSchema#string">Nottingham</Attribut

eValue> 

        <AttributeValue 

DataType="http://www.w3.org/2001/XMLSchema#string">Student 

</AttributeValue> 

      </Apply>   

      <!-- The requester (subject id) -->  

      <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-

one-and-only"> 

        <SubjectAttributeDesignator 

DataType="http://www.w3.org/2001/XMLSchema#string" 

AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id" /> 

      </Apply> 

      <!-- The reputation metric to use --> 

      <AttributeValue 

DataType="http://www.w3.org/2001/XMLSchema#string">pagerank</AttributeV

alue> 

      <!-- The required score on this metric --> 

      <AttributeValue 

DataType="http://www.w3.org/2001/XMLSchema#double">0.8</AttributeValue> 

    </Condition> 

  </Rule> 

  <Rule RuleId="DenyAllOthers" Effect="Deny"/> 
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</Policy> 

 

The policy uses the reputation by accredited (i.e. trusted) raters function. This 

function takes a list of trusted entities and takes only their feedback into account 

when computing the reputation. This list of entities in turn is computed by the 

credential subject list function which gives the entities with a given credential (i.e. 

students at Nottingham in this example). The second argument to the reputation 

function is the entity whose reputation needs to be calculate (the requester, i.e. subject 

of the request in this example). The third argument gives the reputation centrality 

metric to use while the last gives the score that needs to be achieved on this metric. 

See section 5.3.1 for the currently available trust functions and how to provide 

additional trust functions. 

Safe the policy in a file, e.g. AlicePolicy.xml 

B. Update the Trust PDP configuration 

Create a PDP configuration file as in Section 3.2.1. The policy of Alice uses the RTM 

and CTM services.  Ensure these are listed in the trustservice configuration file 

(trustservices.xml if the example configuration of Section 3.2.1 is used). Add the policy 

of Alice to the list of policies in trust policy configuration file (trustpolicies.xml). 

C. (Optional) Test the PDP 

Create a sample request in request.xml 

<?xml version="1.0" encoding="UTF-8"?> 

<Request xmlns="urn:oasis:names:tc:xacml:1.0:context" 

         xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"> 

  <Subject> 

    <Attribute 

AttributeId="urn:oasis:names:tc:xacml:1.0:subject:subject-id" 

DataType="http://www.w3.org/2001/XMLSchema#string"> 

      <AttributeValue>ServiceX</AttributeValue> 

    </Attribute> 

  <Resource> 

    <Attribute 

 AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id" 

       DataType="http://www.w3.org/2001/XMLSchema#string"> 

      <AttributeValue>CV-Alice</AttributeValue> 

    </Attribute> 

  </Resource> 

  <Action> 

    <Attribute  

AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"  

DataType="http://www.w3.org/2001/XMLSchema#string"> 

      <AttributeValue>read</AttributeValue> 

    </Attribute> 

  </Action> 

</Request> 

 

and check the response of the Trust PDP  

$ java -jar TrustPDP.jar -config config.xml request.xml 
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A permit or deny response should be issued depending on the reputation of ServiceX. 

D. Start the Trust PDP 

See the instructions in section 3 on how to deploy the Trust PDP as either a Java 

program or a web service. 

E. Configure the PEP to use the PDP (out of the scope of this document). 

 

In step 4 suitable services providers are discovered.  For potential providers we check 

whether they satisfy Alice’s requirements using the Trust PDP. We can make the 

distinction between trusted and untrusted providers but if multiple providers are 

trusted Alice may wish to use the one with the highest reputation or, if no suitable 

providers are found she may wish to lower the required reputation score. This is 

where Trust Data Access Service Provider (TDASP) comes in; its functionality is 

similar to the Trust PDP except that it also returns a trust ranking score if the entity 

is trusted.  (The TDASP functionality has been built into the Trust PDP thus running 

it only requires configuring a Trust PDP as given below.) 

In this example Alice’s requirement consists of a single trust metric and thus the 

metric we would like to use is clear. However, in general a policy can contain many 

different metrics which are combined in different ways.  Thus in general the policy 

does not tell us which trust metric to use for ranking requiring us to set this ranking 

separately. An extra configuration element <Ranking> with sub elements <Service>  

and <Metric> in the main configuration file are used for this. 

<?xml version="1.0" encoding="UTF-8"?> 

<TrustPDPConfiguration> 

  <PolicyIdentifier>StandardConfig</PolicyIdentifier> 

  <PolicyConfigFile>trustpolicies.xml</PolicyConfigFile> 

  <TrustServiceConfigFile>trustservices.xml</TrustServiceConfigFile> 

  <Ranking> 

    <Service>eu.tas3.trustpdp.centralityrtm.RTMEngine</Service> 

    <Metric>CENTRALITY score, id, rater, ratee, value, pagerank FROM 

'Entity', 'Feedback'</Metric> 

  </Ranking> 

</TrustPDPConfiguration> 

 

Typically the most useful TDASP is created by placing the most important criterion 

which is useful for ranking (credential based trust criteria will only return 0 or 1 

which allows only very limited ranking) as the ranking metric rather than as a trust 

requirement in the policy. 

Note that this first iteration of the current TDASP has several limitations; the 

ranking metric is set at service level thus a separate service is needed if a different 

ranking metric is needed. (Though a `meta’ ranking service which determines the 

ranking to use based on the request could be used to overcome this.) An extension of 

the XACML policy schema to support setting trust ranking within policies is an option 

that will be investigated in future iterations.   Also, the metric itself needs to be 

included rather than only the name of the metric as used in the policy.  Though this 
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can be solved in an ad-hoc manner it would also already be solved by the policy 

schema extension. 

In step 5 Alice actually uses the service. The Trust PDP will again be used when the 

service provider tries to access her CV. Note that, even though the service was 

selected from trusted services success of this call is not guaranteed.  For example; the 

reputation of the provider may since have decreased due to recent negative feedback. 

In this case the business process would have to adapt to the fact that the selected 

service is no longer suitable. (Further details are out of scope of this document.) 

In step 6 Alice has the opportunity to provide feedback on the service provider, 

influencing its reputation. See [D5.2] for details on the reputation service and the 

corresponding feedback service. 



  Trust Tool Set, V1.0 Dec 16
th
, 2009 

TAS3_D5p4_Trust_Tool_Set_V1p0.doc Page 19 of 32 

 

Figure 4.1: Nottingham process (Source: [D3.3]) 
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5 Architecture 

5.1 Position in the TAS3 Architecture 

Figure 5.1 shows the TAS
3
 authorization framework [D2.1, D7.1]. It show the core idea 

of using a master PDP to combine policy decisions from different types of policies; be it 

XACML [XACML] policies, PERMIS [PERMIS] policies,  Trust policies, etc.  The 

interaction between the web service and the Master PDP is described in [D7.1].  Here 

we focus on the Trust management sub architecture (the `Trust’ box of the diagram in 

Figure 5.1) and its interaction with the Master PDP.  The Master PDP and each of the 

sub PDPs share the same interface: They evaluate a request formulated as a XACML 

request context and respond with a XACML response context. This allows direct use of 

the sub PDPs if only one such PDP is needed. Again, see [D7.1] for the details on how 

the web service uses a PDP.    

 

 

Figure 5.1 Authorization Process [D2.1] 

 

As mentioned above the Trust PDP evaluates standard XACML requests. The request 

describes a subject, a resource and an action on the resource. Optionally the request 

can also describe the environment. The Trust PDP evaluates whether the subject is 

trusted to perform this action on the resource based on the available trust policies. (In 

the current iteration the policies are installed in the Trust PDP, however, future 
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iterations foresee sticky trust policies which are embedded in the request. See [D7.1] 

for stick policy format and usage.)   

As briefly mentioned in Section 2.3 and examples above, the trust policy language 

[D5.1] is implemented in the XACML language enhanced with trust functions. Trust 

functions capture trust requirements, typically of the requester. For example a trust 

function may express that the requester must have a trust attribute certified by the 

hospital or a reputation score of at least 0.8 according to a given reputation calculation 

schema. The following sections describe how the Trust PDP uses function wrappers 

around calls to trust services to implement the trust functions.  

 

5.2 Position in the Trust Architecture 

As described above, the main interface of the trust policy architecture is the Trust 

Policy Decision Point (Trust PDP) which is called by the master PDP in the TAS
3
 

authorization architecture.  The policies that are evaluated by the trust PDP capture 

different types of trust criteria as trust can depend on different types of information. 

Trust services evaluate trust information and translate these into levels of trust which 

can then be compared to the required level set in the trust criteria. Figure 5.2 

illustrates this:  The trust policy that is set in the trust PDP requires either a high 

score on the reputation metric (the actual metric and required score are not displayed) 

or a credential (the issuer and trust attribute are not displayed).  When evaluating a 

request the trust PDP needs to checks the conditions in the rules.  The trust functions 

that are used in these conditions provide the interface to the trust service.  A trust 

function will take a metric, a requester, a required score and possibly other 

arguments. It formulates a query to the trust service and compares the result to the 

required value and returns whether the required score is obtained.  (Technically it 

does not return a Boolean but rather an EvaluationResult object for added generality.) 

The two main trust services used in this iteration are an reputation based (RTM) trust 

service and a credential based (CTM) service. The RTM service is described in detail 

in [D5.2]. The CTM service provides trust metric based on credential (chains). The 

POLIPO trust management system [TSZE09a, TSZE09b] forms the basis of this 

service. The service offers a SAML [SAML] compatible interface using SAML 

assertions to encode trust credentials. As SAML assertion requests do not cover all 

request formats supported by the trust management system, extensions to the request 

format are being considered. A credential cashe implemented in a fedora database is 

included in the Trust PDP. A local cashe is provided by the CredentialFunction using 

a Fedora Repository allowing credentials to be stored during their validity period 

rather than having to query the POLIPO engine for each request. Note that some care 

needs to be taken when issuing credentials which are derived from credential chains; 

all credentials in the chain will have to be valid for the given validity period. Also, if 

revocation of these credentials is possible then cashing should only occur by parties 

that can validate that no credentials on the chain have been revoked. As described in 

[D5.1] reputations are much more dynamic and cashing results of reputation 

calculations is only safe at the RTM Service itself which can monitor new feedback 

being issued. 
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Figure 5.2 Trust PDP calling Trust Services 

 

5.3 The Trust PDP 

The trust PDP implementation extends Sun’s (prototype) XACML v2.0 PDP 

implementation.  By extending the com.sun.xacml.pdp. object it provides a TrustPDP 

which is a PDP subtype which, thus becomes useable in any context where a sun 

XACML PDP can be used. (Such as the PERMIS web service wrapper, see Section 

3.2.4). 

As already seen in examples in Section 3 and Section 4 and mentioned in Section 5.2 

the overall trust policy is expressed using an XACML style policy set where conditions 

are used to express the trust requirements. E.g.   

<Rule RuleId="id" Effect="Permit"> 

<Condition FunctionId= 

"http://localhost:8080/trustpdp/names/function#reputation"> 

<AttributeValue DataType= 

"http://www.w3.org/2001/XMLSchema#string">pagerank</AttributeValue> 

describes that the reputation service needs to be called. The service call itself is 

provided by a Function object which exists for each supported trust service. 

AttributeValue elements are used to add the arguments that need to be passed to 

the Trust Service, such as the trust metric to use.  (Note that the address is the one 
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for the function space of the Trust PDP not that of the reputation service; that is 

configured in the reputation function object itself.)  

5.3.1 Functions and Trust Service calls 

The Function object provides a wrapper around the trust service call. It implements 

the com.sun.xacml.condition.Function interface (typically be extending 

com.sun.xacml.condition.FunctionBase) to enable trust metric evaluation to 

become part of the standard XACML policy evaluation framework.  

As a trust service may offer different functions (e.g. for different types of metrics with 

different sets of arguments) a com.sun.xacml.condition.cluster.FunctionCluster 

object is used to bundle the functions supported by a trust service. The currently 

supported functions are; (http://localhost:8080/trustpdp/names/function# 

reputation –  (provided by eu.tas3.trustpdp.centralityrtm.CentralityRTM). A 

RTM trust function which takes three arguments; a string given the centrality 

measure to use, a string giving the entity that needs to be evaluated and a 

number(double) that indicates the trust score required of this entity. The function 

does a remote call to the RTM trust service and compares the returned reputation 

with the required trust score.  

reputationrmi –  (provided by eu.tas3.trustpdp.centralityrtm.CentralityRTM). 

The same service as the reputation function except that an rmi call wrapper is used 

for the call to the RTM trust service.  An optional configuration element sets the rmi 

registry (default: Security1.win.tue.nl:1109) to use and servicename (default: 

TrustService-RTM). Running the rmi server requires starting rmiregistry and running 

the rmi-server (startRTM.bat/startRTM.sh) on the same system.  

credential – (provided by eu.tas3.trustpdp.polipoctm.PolipoCTM). A CTM trust 

function which takes three arguments describing the trust metric, i.e. the required 

credential (issuer (string or list), role (string), subject (string)) and a number with the 

required trust score i.e. 1 (optional, assumed to be 1 if missing. Recall that the CTM 

trust metric is binary, only returning 0 or 1). 

reputation-of-issuer –  (provided by   

eu.tas3.trustpdp.centralityrtm.CentralityRTM).  A RTM trust function similar to 

reputation except that rather than check the reputation of  the requester it find 

potential `issuers’ (e.g. of a credential) with a required reputation level.  Typically 

used nested in another function (see e.g. example 4.x). This function takes two 

arguments a string given the metric to use and a number (double) indicating the 

required score on this metric. 

reputation-by-accredited-raters – (provided by  

eu.tas3.trustpdp.centralityrtm.CentralityRTM).  A RTM trust function which is 

similar to reputation except that it only takes into account the feedback from trusted 

`accredited’ raters. Takes four arguments; a list of trusted raters (typically obtained 

from another trust function), the entity to be rated, the centrality measure to use and 

the required score on this metric. 

credential-subject-list – (provided by eu.tas3.trustpdp.polipoctm.PolipoCTM). 

A CTM trust function similar to credential. It differs from this in the same way 
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reputation-of-issuer differs from reputation; rather than checking if the requester has 

a credential this function finds all subjects that have a given credential. This function 

takes three arguments; the credential issuer and role and optionally the required trust 

score (i.e. 1). 

alwaystrue – (provided by eu.tas3.trustpdp.AlwaysTrustedTM). A testing trust 

function in which every entity is trusted. (Allows testing basic Trust PDP functioning 

without requiring access to any trust services.) Takes two optional arguments; a string 

describing the issuer and number (double) describing the required trust level. It 

always confirms that the subject has the required trust level.   

Basic Function 

(return type: Boolean) 

Arguments  

( optional*) 

Providing Service Object 

eu.tas3.trustpdp.  

reputation 

reputationrmi 

String metric, String 

ratee, Double score  

centralityrtm.CentralityRTM 

credential String[] issuer, 

String role, String 

subject, Double 

score* 

polipoctm.PolipoCTM 

reputation-by-

accredited-raters 

String[] raters, 

String ratee, String 

metric, Double score 

centralityrtm.CentralityRTM 

alwaystrue String*, Double 

score* 

AlwaysTrustedTM 

Nesting Functions 

(return type: String[]) 

  

reputation-of-issuer String metric, Double 

score 

centralityrtm.CentralityRTM 

credential-subject-

list 

String issuer, String 

role, Double score* 

polipoctm.PolipoCTM 

 

5.3.1.1 Nesting Functions 

Several functions are specifically meant to be nested in others (e.g. reputation-of-

issuer) or have others embedded (e.g. reputation-by-accredited-rater). However, others 

may also be nested. The nested functions need not be trust specific, any available 

function object can be used.  

A nested function call is achieved by the Apply Function attribute, for example 

 <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-one-
and-only"> 

<SubjectAttributeDesignator DataType= 

"http://www.w3.org/2001/XMLSchema#string" AttributeId= 

"urn:oasis:names:tc:xacml:1.0:subject:subject-id" /> 

gets the identity of the subject (i.e. requester) as a string, which is useful for nearly all 

trust metrics. 
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In this iteration of the trust PDP implementation a trust service callback mechanism 

is not yet included. Still, tough not as general/generic, the nesting of policies using 

specialized functions offers an efficient method of evaluating several classes of 

multilevel policies. 

5.3.1.2 Functions for new trust services 

To support additional trust services the functions for the different supported metrics 

should be created.  The function implementation (multiple functions may be 

implemented by the same object) is responsible for constructing the query from the 

arguments supplied, calling the service and comparing its returned value to the 

required trust level. By adding a wrapper class which implements the 

com.sun.xacml.cond.FunctionCluster interface to the trust service configuration file 

the new functions become available for use in the Trust PDP.  

Much of this is straightforward adaption from the code for the existing supported trust 

services. Generic wrapper function objects which can be configured to support any 

trust service with a fixed interface is planned for the next iteration.  
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6 API and Library Information 

6.1 Trust PDP Web Interface Wrapper 

This wrapper uses the XACMLAuthzRequest WSDL operation definition of Kent's 

standalone authorization server [PERMIS], i.e. it accepts a XACML request context 

and responds with a XACML response context. 

6.2 The Trust PDP 

The Trust PDP interface provides a wrapper around the Trust PDP functionality. 

/** 

 * Get the PDP from the wrapper 

 * @return The XACML PDP contained in this wrapper 

 */ 

public com.sun.xacml.PDP getPDP();  

 

/** 

 * Get the name of this PDP 

 * @return The string identifying this PDP. 

 */ 

public String getPolicyIdentifier();  

 

/** 

 * Check whether this PDP is the default or not. 

 */ 

public boolean isDefault(); 

 

 

The Trust PDP core is provided by the class eu.tas3.trustpdp.SimplePDP. It 

implements the interface above and also offers: 

/** 

 * Build a Trust PDP from a Trust PDP configuration element. 

 * The configuration needs to give the policy configuration file and 

 * the trust service configuration file. It may give a policy 

 * identifier (otherwise the default `Trust PDP' is used). 

 * @param e The element containing the configuration information 

 * for the Trust PDP. Must contain a PolicyConfigFile element and 

 * a TrustServiceConfigFile element. The (first) PolicyIdentifier 

 * element will be used if given. May contain a Ranking element; 

 * this consists of sub elements Service and Metric. Service is 

 * the class of the TrustService to use while ranking is the 

 * metric used to rank 

 * @return The Trust PDP. 

 * @throws Exception 

 */ 

public static TrustPDPInterface buildPDP( org.w3c.dom.Element e ) throws 

Exception; 

 

/** 

 * Main-line testing routine. This method lets you invoke the Trust PDP 

 * directly from the command-line. 



  Trust Tool Set, V1.0 Dec 16
th
, 2009 

TAS3_D5p4_Trust_Tool_Set_V1p0.doc Page 27 of 32 

 * 

 * @param args the input arguments to the class. They are either the 

 * flag "-config" followed by a configuration file and a request file, 

 *   or a request file  followed by one or more policy files (the default 

 *   functions are used). In the case that the configuration file is 

 *   used, the configuration file must provide a configuration element 

 *  (see buildPDP). 

 */ 

public static void main(String [] args) throws Exception; 

 

6.3 The Service Interfaces 

The CTM function cluster is implemented by the class 
eu.tas3.trustpdp.polipoctm.PolipoCTM  

The RTM function cluster is implemented by the class 
eu.tas3.trustpdp.centralityrtm.CentralityRTM  

No methods intended for external use exist in these objects. 

 

6.4 The Trust Data Access Service Provider 

The Trust Data Access Service Provider is obtained by providing a ranking service 

(see Section 6.2). 

/** 

 * Attempt to evaluate a trust request against the policies. If the 

 * response is permit and a ranking service is set, the ranking of 

 * the requester is added to the result. 

 * 

 * @param request the request to evaluate 

 * 

 * @return a response paired to the request 

 */  

public ResponseCtx evaluate(RequestCtx request); 
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7 License Information 

The Software is provided under a BSD style license (license.txt): 

“Copyright (c) 2009 Technische Universiteit Eindhoven. 

All rights reserved. 

This code uses Sun XACML code to which the license given in `license-sun.txt’ applies. 

Redistribution and use in source and binary forms, with or without modification, are permitted 

provided that the following conditions are met: 

* Redistributions of source code must retain the above copyright notice, this list of 

conditions and the following disclaimer. 

* Redistributions in binary form must reproduce the above copyright notice, this list of 

conditions and the following disclaimer in the documentation and/or other materials 

provided with the distribution. 

* Neither the name of the Technische Universiteit Eindhoven nor the names of its 

contributors may be used to endorse or promote products derived from this software 

without specific prior written permission. 

THIS SOFTWARE IS PROVIDED BY Technische Universiteit Eindhoven ''AS IS'' AND ANY 

EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 

PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL Technische Universiteit Eindhoven BE 

LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR 

CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT 

OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR 

BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF 

LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING 

NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS 

SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.” 

This code uses Sun XACML code to which the BSD style sun license applies (license-

sun.txt): 

“Copyright 2003-2004 Sun Microsystems, Inc. All Rights Reserved. 

 Redistribution and use in source and binary forms, with or without modification, are permitted 

provided that the following conditions are met: 

1. Redistribution of source code must retain the above copyright notice, this list of 

conditions and the following disclaimer. 

2. Redistribution in binary form must reproduce the above copyright notice, this list of 

conditions and the following disclaimer in the documentation and/or other materials 

provided with the distribution. 
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Neither the name of Sun Microsystems, Inc. or the names of contributors may be used to endorse 

or promote products derived from this software without specific prior written permission. 

This software is provided "AS IS," without a warranty of any kind. ALL EXPRESS OR 

IMPLIED CONDITIONS, REPRESENTATIONS AND WARRANTIES, INCLUDING ANY 

IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR 

PURPOSE OR NON-INFRINGEMENT, ARE HEREBY EXCLUDED. SUN 

MICROSYSTEMS, INC. ("SUN") AND ITS LICENSORS SHALL NOT BE LIABLE FOR 

ANY DAMAGES SUFFERED BY LICENSEE AS A RESULT OF USING, MODIFYING OR 

DISTRIBUTING THIS SOFTWARE OR ITS DERIVATIVES. IN NO EVENT WILL SUN OR 

ITS LICENSORS BE LIABLE FOR ANY LOST REVENUE, PROFIT OR DATA, OR FOR 

DIRECT, INDIRECT, SPECIAL, CONSEQUENTIAL, INCIDENTAL OR PUNITIVE 

DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY, 

ARISING OUT OF THE USE OF OR INABILITY TO USE THIS SOFTWARE, EVEN IF SUN 

HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 

You acknowledge that this software is not designed or intended for use in the design, 

construction, operation or maintenance of any nuclear facility.” 
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8 Roadmap and Conclusions 

The Trust tool set provides the functionality needed to support the use of trust 

requirements in the authorization and service discovery frameworks of the TAS
3
 

architecture. It does this by providing a standard interface to the different trust 

services in the form of a Trust Policy Decision Point (Trust PDP). As such it is suitable 

to be used in the multi PDP setup, being called by a Master PDP, or as a standalone 

authorization decision point directly called by a Policy Enforcement Point (PEP). 

This is the first iteration of the trust tool set. Further iterations are planned for 

project month 30 and 42. The following improvements are planned for these iterations: 

 [Update the Trust PDP] 

Integration of new results also from other work packages; support novel trust 

metrics. Define and implement trust based on testing results through the 

formulation of testing based Key Performance Indicators (cooperation WP10). 

Support updated version of the RTM and CTM services. For example, the current 

basic implementation of POLIPO [TSZE09a, TSZE09b] will be enhanced and the 

Trust PDP interface to this service will be updated accordingly. 

Implement the trust service callback mechanism. 

[Generalize the Trust Data Access Service Provider (TDASP)] 

The TDASP will inherit the improvements of the Trust PDP.  For example, the 

implementation of the trust service callback mechanism will widen the range of 

metrics usable for trust ranking.   

The specification of the ranking service will be enhanced. 

[Trust PDP webservice wrapper] 

Will be kept in sync with the PERMIS PDP [..] to ensure a consistent interface 

amongst the different PDPs in the project. 

Next iteration of the tool set are planned for project month 30 and 42.  The iterations 

will integrate more services in the Trust PDP, update the existing services, use TAS
3
 

technology to improve security and privacy protection offered by the Trust PDP and 

the trust architecture in general.  
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