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Abstract:

This deliverable describes the optimization models and methods that are
needed in order to: (i) optimize the design and operation of the DISCUS core
network, and (ii) guarantee that the DISCUS architecture is able to guarantee
to the provisioned services survivability in the presence of core network
element failures.

The work presented in the document is divided into three main parts. In the
first one the document starts by introducing a framework for evaluating the
hardware cost (i.e.,, Chapter 2). This information is subsequently used as the
basis for the design of single and multilayer core network solutions (i.e,
Chapter 3 and 4). The second part of the deliverable (i.e., Chapter 5 and 6)
focuses more on the network in operation, i.e., it addresses the problem of
providing survivability against failures of core network elements in the
presence of dynamic traffic. The last part of the deliverable addresses two
additional aspects related to reliability. Chapter 7 provides an insight on what
is the impact of energy saving mechanisms on the lifetime of core network
devices, while Chapter 8 introduces a control architecture that can be
implemented to subport fast and accurate reaction to failures.
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Chapter 1

Introduction

Optical networks are exposed to a wide range of failures affecting single or multiple network
components and disturbing a multitude of connections, possibly over greater geographi-
cal area. Failures can be caused, for example, by physical damage to the infrastructure
- accidental optical fiber cuts due to construction work are the leading cause of network
disruptions. Fatigue, mishandling, or environmental shocks can also result in faults of net-
work components and devices. Aside from individual component failures, entire nodes can
become disabled due to weather conditions, power outages, or natural disasters. Further-
more, the network infrastructure can also be targeted by malicious actions attempting to
disrupt service or gain unauthorized access to information.

Due to the extremely high data rates and traffic volumes carried, nation-wide core networks
must be able to provide quick and efficient recovery of affected connections. In order to
guarantee service survivability in the presence of failures, network resilience must be taken
into account both in the network design and during operation. In addition to be considered
for deployment by the operators, the developed resiliency schemes must maintain high
cost- and resource-efficiency.

The goal of this deliverable is to investigate means of increasing network resilience under
a wide range of failures through judicious network design and connection provisioning in
static and dynamic traffic scenarios. To be able to do so, it is necessary to first establish a
framework for evaluating the hardware cost which then serves as the basis for network de-
sign. Network design further needs to consider the specific constraints of different network
layers as well as interactions between the layers, leading to a very complex integrated plan-
ning problem. Furthermore, the control plane needs to support fast and accurate reaction
to failures by triggering appropriate recovery mechanism.

Network resilience approaches in general rely on providing additional capacity in the net-
work to be used as backup during failures. During network design, this redundancy can
be provided by setting up the interconnections between nodes in a way which ensures
the existence of physically disjoint routes through the network between all pairs of nodes.
This means that additional physical links need to be set up in the network which are not
vital to ensure connectivity under normal operating conditions, but are crucial to maintain
connectivity in the event of failure. Due to the large sizes of the network, deciding which
links to add while keeping the cost at a minimum and satisfying the signal reach entails a
complex optimization procedure.

Redundant backup paths in the network which protect the primary paths of connections
when they are affected by failures can be pre-planned, which is the underlying principle of
protection approaches, or can be reserved dynamically, upon a failure, which is inherent for
restoration. Protection strategies in the DISCUS topology can utilize the dually-homed ac-
cess segment to obtain high connection availability under lower resource usage compared
to the single-homing scenario. One of the goals of the work presented in the deliverable
was to estimate the capacity overshoot needed to provide survivability in the dually-homed
Discus reference topology when different design approaches are applied. In other words,
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it is important to understand how much overprovisioning (in terms of extra WDM transpon-
ders) is needed to obtain a favourable tradeoff between resource usage and connection
survivability.

Protection and restoration strategies can also be combined into a hybrid approach to
achieve a resource-efficient increase of network resiliency under overlapping failures of
more than one link. Under dynamic scenarios, resilience of optical cloud services can sig-
nificantly benefit from the concept of service relocation, where the service is moved from
one data center to another in the occurrence of a failure to allow for greater flexibility in
backup path provisioning.

Survivability from failures of node components can take place at the node level as well
without triggering network level recovery, provided that redundant components are placed
inside the node and that the node architecture supports flexible operation. Reconfigurable
Add Drop Multiplexers (ROADMSs) implemented by Architecture on Demand (AoD) repre-
sent a promising approach for this functionality which could alleviate the resource con-
sumption burden of failure recovery at the network level.

Survivability approaches which protect from component failures might not provide protec-
tion from deliberate, attack-like events in the network because both the primary and the
backup path might be affected by the attack. Thus, such approaches need to identify the
potential risk of the primary and backup path of connections being simultaneously affected
by an attack and establish the paths in a way which reduces that risk, while maintaining
resource-efficiency of conventional, failure-protection approaches.

Finally there is additional survivability aspect that is important to highlight, i.e., the impact
of energy saving mechanisms on the lifetime a device. In fact a possible drawback of a
green approach is that frequent on/sleep switching may negatively impact the failure rate
performance of a device, and consequently increase its reparation costs. In particular, it is
important to make sure that the potential savings brought by a reduced power consumption
level are not lower than possible extra reparation costs caused by a reduced lifetime.

While some of the survivability approaches presented in this document focus on the Dis-
cus reference topology, others have been tested on a variety of reference topologies from
the literature in order to gain a comprehensive insight into their behaviour. This thorough
assessment of their performance will allow us to select the most promising approaches for
the consolidated network design. This deliverable is organized as follows.

Chapter 2 provides a consolidated model of cost and hardware including core photonic
switching, signal regeneration and Raman amplification. A dimensioning exercise is also
provided to provide insight into optimization model parametrization.

The detailed model presented in Chapter 2 then serves as the basis for multi-layer net-
work design study given in Chapter 3. Instead of adopting a common bottom-up approach
of decoupling different network layers, which may lead to sub-optimal results, the work in
Chapter 3 follows an integrated approach which allows for greater flexibility during opti-
mization of the virtual topology and installation cost.

Chapter 4 focuses on resilient network planning by first incorporating resilience and signal
reach constraints into network design. The work further investigates methods of providing
node-level recovery of component faults in synthetic programmable ROADMs implemented
by AoD, proposes an approach for dedicated path protection which minimizes the number
of connections unprotected from physical-layer attacks aimed at service disruption, and
studies the benefits of utilizing dual homing in protection from core link failures.
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Chapter 5 investigates a hybrid approach for resilient service provisioning which combines
path protection with path restoration. It then analyzes the benefits of placing redundant
modules inside AoD-based ROADMs in achieving a beneficial tradeoff between connection
availability and cost. Further, it develops an approach for restoring optical cloud services
based on service relocation.

Chapter 6 deals with the problem of finding a favourable tradeoff between network overdi-
mensioning and the resulting network survivability performance.

Chapter 7 investigates how energy saving mechanisms based on frequent on/sleep switch-
ing may impact the failure rate (i.e., lifetime) performance of a device.

Chapter 8 presents the interaction of the control plane in resilience mechanims in central-
ized and distributed scenarios.
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Chapter 2

Cost modeling

Single Sided Polatis Switch
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Figure 2.1: Cost evaluation based on network dimensioning. Simplified MC-node model:
MPLS-TP, IP, and Photonic switching. IP functionality is needed only for service nodes such as
for data centers (DC) and internet exchanges (IX). For optimization we simplify and assume a
single MPLS-TP, a single IP, and a single Polatis switch. This is feasible as most of the cost
comes from the port count.

In this chapter, we will introduce a cost and hardware model that we will use for any op-
timization related to the core network. This cost model is an extension of the tentative
model presented in Deliverable D2.6 [6]. Starting from the model in [6], we mainly consol-
idated the cost for core photonic switching and added a model for signal regeneration and
Raman amplification. Our model is in large parts based on the capex-models developed in
the IDEALIST project, see [3]. We adapted the model following the Discus architecture. In
particular we add cost values for the Polatis switch (see [8]) as well as for Raman ampilifiers
and the flex-grid signal types used within Discus (see [4, 10]). The flex-grid transponder
model has been consolidated compared to Deliverable D2.6 [6].

Recall that this hardware model is designed to be used for optimization, that is, to
parametrize objective functions of optimization models and to evaluate the cost of opti-
mization solutions. In this respect, it only reflects a coarse view on the capital expenditures
with a clear focus on the main cost-drivers. It cannot replace a detailed cost and cash-flow
analysis. Such an analysis will be reported in Deliverable D2.8 [11].

As already mentioned in [6], for optimization it is feasible to ignore any cost that is indepen-
dent of the solution, e.g. cost that is proportional to the number of customers, a constant.
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In many cases, it is even feasible to further simplify and combine network elements to
blocks of equipment introducing the notion of link or node designs. This will be done for
instance with the core photonic switching elements below similar to what has been done
in [82] and [3].

Tables 2.1, 2.2, and 2.3 present our cost and hardware model for electronic switching and
photonic switching at the MC node, and for the Core fiber link, respectively. All cost values
are given both in EUR and in the IDEALIST cost unit (ICU), where

1 1CU = €50,000.

defines the conversion factor used.

(2.1)

All interfaces in this chapter are bidirectional. Even if we speak of a fiber line interface in
the following, or simply a fiber we refer to a fiber pair in reality (one fiber for each direction).

2.1 Electronic switching at the MC node

The MC node hardware model in Table 2.1 provides cost values for the electronic switching
elements at the MC node, see [7] and Figure 2.2.

As mentioned above, we partially made use of the models developed in the IDEALIST
project and published in [3]. We reuse the 2015 models for IP-MPLS (router, cards) and
MPLS-TP (switches, cards) with a restriction to 400G slot capacities and 40G, 100G, and
400G ports.

Type Provides Costin€ CostinICU
IP-MPLS router 16 400G Slots 215,000 4.3000
32 400G Slots 1,143,500 22.8700

1152 400G Slots 416,451,000 8329.0200

IP-MPLS card 10 40 GE ports 128,000 2.5600
4 100 GE ports 144,000 2.8800

1 400 GE port 137,000 2.7400

MPLS-TP switch, 400G slots 16 400G Slots 192,000 3.8400
32 400G Slots 384,000 7.6800

112 400G Slots 1,344,000 26.8800

MPLS-TP line-card 10 40G ports 43,360 0.8672
4 100G ports 54,200 1.0840

1 400G port 60,680 1.2136

Transceiver, Grey, Short Reach 140G port 400 0.0080
1 100G port 1,600 0.0320

1 400G port 4,000 0.0800

Table 2.1: MC-node hardware and cost model based on the values defined in [82] and [3].
We added OLT cards for MPLS-TP switches with a cost based on the cash-flow modeling in
WP2 (8 port card has been scaled to 40 port card).
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The node model assumes the L2, L3 routing and switching elements to be organized in
three levels: chassis, cards, and transceivers, see [6, Figure 20]. The chassis is character-
ized by its capacity in terms of slots, the cards in terms of throughput and type and number
of ports, and the interfaces in terms of their client rate. Line-Cards are supposed to re-
quire one slot in the chassis. We assume 400G slots for IP-MPLS as well as MPLS-TP.
All cards may be equipped with short reach transceivers which in turn can be connected
to transponders. We do not assume colored long reach transceivers here for simplicity.
In fact, we may assume a colored interface at the cost of a short reach interface plus a
transponder. For the cost of transponders see the optical equipment below.

Type Provides Reach Costin€ CostinICU
Polatis Switch 100 Fiber ports 17,063 0.3413
400 Fiber ports 34,650 0.6930

Fixed Grid

Transponder 140G port 2500 km 24,000 0.4800
1 100G port 2000 km 50,000 1.0000
1 400G port 150 km 68,000 1.3600

WDM Terminal 1 Fiber port 48,000 0.9600

(AWG+Interleaver+OLA)

Flexible Grid

Transponder 140G port 2430 km 47,500 0.9500
1 2x100G port 2430 km 150,000 3.0000
1 100G port 1170 km 50,000 1.0000
1 2x100G port 500 km 55,000 1.1000
1 400G port 1170 km 150,000 3.0000
1 2x400G port 500 km 160,000 3.2000

WDM Terminal 1 Fiber port 78,000 1.56

(WSS + OLA)

Add Drop Block 16 Add Drop ports 32,000 0.64

Table 2.2: Hardware and cost model for optical core equipment. We assume regenerators
at the cost of 1.6 times the corresponding transponder. Regenerators double the reach of
the respective signal. The cost values for WDM terminals combine cost numbers from the
IDEALIST model [3], which states 1 OLA = 0.3 ICU, 1 WSS (1x20/20x1) = 0.48 ICU, 1 AWG =
0.07 ICU, and 1 Interleaver = 0.04 ICU.

We will assume MPLS-TP switches at all MC nodes. For simplicity, in optimization we
will not distinguish core-side and access-side switches. IP-MPLS routers exist only at
service nodes, that is, IP-nodes of service providers (SP), data-center (DC), or internet
peering points (internet exchanges, IX) see [6, Section 2.3] and Figure 2.1 compared to
Figure 2.2(b). We remark that IP-routers with a slot count of more than 16 are multi-chassis
routers. There is a significant cost increase from the single chassis router (16 slots) to the
2-chassis router with 32 slots. However the cost for larger routers then increases roughly
linearly and can be computed with a simple formula based on the number of required slots,
see [3] and [82].
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Figure 2.2: Two options for core photonic switching

2.2 Photonic switching at the MC node

Table 2.2 aims at providing the optical switching hardware and cost. As explained in detail
in [8] and [12] there are two options for core photonic switching at the MC node compatible
with the Discus architecture.

WSS line interfaces

Option (a) as indicated in Figure 2.2(a) and 2.3 is available for both flex-grid and fixed-grid
WDM. It is based on optical cross connects built from WSS (wavelength selected switches)
and Add/Drop blocks with 16 Add/Drop ports each. In this case, the Polatis switch is
not needed for switching core-to-core lambdas. It is used only to have more flexibility in
switching wavelength services between the access network and the core network. We will
refer to the fiber terminating elements as WDM terminals. These include the switches and
amplification. For Option (a) it holds:

1 WDM Terminal = 2 WSS + 2 OLA. (2.2)

We have to provide 1 WDM Terminal for every fiber line interface at the MC node. In ad-
dition we need an appropriate number of Add/Drop ports, one for each terminated lambda

9
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Figure 2.3: 2-degree core photonic switch based on (flex-grid) WSS line interfaces

channel. If f is the number of fiber ports and n the number of terminating channels, then
the cost of the core photonic switching element for Option (a) amounts to

1.56 - f + 0.64 - [1361 ICU, (2.3)

where 1.56 is the ICU cost for on WDM terminal based on WSS and 0.64 is the cost in
ICU for one Add/Drop block with 16 ports. If n is the number of terminating channels, then
we need

Npolatis = 2-n (24)

ports at the Polatis switch.

AWG Mux/Demux and Polatis switch

Option (b) for photonic switching as indicated in Figure 2.2(b) is based on AWG Mux/De-
mux elements to (de)multiplex the WDM signals and the Polatis switch to cross-connect the
individual lambda signals. However, this option with relatively moderate switching cost is
available only for fixed-grid WDM systems. Again we refer to the fiber terminating element
including amplification as WDM terminal. In case of Option (b) we have:

1 WDM Terminal = 4 AWG + 2 OLA + 2 Interleaver. (2.5)

We have to provide 1 WDM Terminal for every fiber line interface at the MC node and no
additional Add/Drop blocks. Instead an appropriate number of ports at the Polatis switch
have to be provided. If f is the number of fiber ports and n the number of terminating
channels, then we need

Npolatis = 176 - f +2-n (2.6)

ports at the Polatis switch. The single-sided Polatis switch has cost
0.0224 + npolatis - 0.00118 ICU, (2.7)

where n,04ti5 1S the number of fiber ports at the Polatis switch. We will assume the Polatis
switch to be used for access side and core side switching.

10
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Type Provides Costin€ Costin ICU Unit
Duct Duct-Space 66,300 1.3260 Km
Cable 276 Fibers 7,859 0.1572 Km
Cable 240 Fibers 7,145 0.1429 Km
Cable 192 Fibers 6,145 0.1229 Km
Cable 144 Fibers 5,145 0.1029 Km
Cable 96 Fibers 4,145 0.0829 Km
Cable 48 Fibers 3,145 0.0629 Km
Cable 24 Fibers 2,716 0.0543 Km
Cable 12 Fibers 2,430 0.0486 Km
Raman amplifier 80 km Raman amplifier 30,000 0.6000 Piece
Optical Line Amplifier (OLA) 80 km EDFA amplifier 15,000 0.3000 Piece
Digital Gain Equalizer (DGE) 320 km equalizer 8,000 0.1600 Piece

Table 2.3: The cost per km of each individual fiber is between €28 (276-fiber cable) and
€43.0 (96-fiber cable). Ignoring smaller cables it may hence be feasible to assume an average
fiber cost of €40.0 per km.

Transponders and regeneration

Transponders (Fixedgrid and Flexgrid) are used on both sides of every core optical channel
in combination with a short-reach transceiver interface at the MPLS-TP (or IP) switches.
Depending on the signal, transponders have a certain signal-reach, see Table 2.2. The
reach can be extended by regenerating the signal at the MC node (after add/drop) which
is done using regenerators. Each transponder has a corresponding regenerator, which
allows to regenerate the signal without going to the electrical switches. That is, the use of a
regenerator doubles the reach of the respective signal types. We will assume regenerators
to have a cost of 1.6 times the cost of the corresponding transponder.

Some of the transponders in Table 2.2 provide 2 client interfaces doubling the bitrate ca-
pacity. Clearly, these need two transceivers on each side.

2.3 Fiber link cost

For most of the studies in this Deliverable we assume spare dark fiber to be available to
the operators at no installation cost. However, even in the spare fiber scenario using a core
fiber incurs cost. First of all Optical Line Amplifiers (OLA) have to be provided every 80
kilometers and secondly, Digital Gain Equalizers (DGE) are needed every 320 kilometers
of the fiber span. OLAs and DGE are already provided at all network nodes (included in
the cost for WDM Terminals, see above). That is, a fiber with length & km between two MC
nodes incurs a cost of

k k
03 | gg) +016- |55

according to the cost for OLA and DGE in Table 2.3. Moreover, notice that the cost for line
termination can be mapped to the fiber cost in all optimization models. That is, for each

individual fiber, the cost for two WDM terminals (one on each end) can be added to the
cost for OLA and DGE.

J1cu, (2.8)

11
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If instead a green-field scenario is considered we add cable installation and duct build cost.
For cable installation we use the values provided by Table 2.3, which are identical to those
used for the backhaul and E-side of the Discus network, see [6]. In addition we assume a
duct build probability of 5%, that is, for each used fiber link in the network (independent of
the number of fibers in use) we assume 5% of € 66,300 = € 3,315 per km duct build cost.

2.4 A dimensioning exercise

In the following we will use the introduced hardware and cost model to dimension the
equipment of a single MC node. This helps us understand how to parametrize the objective
functions of our optimization models.

Independent of the actual hardware and cost-model, the outcome of an optimization of the
access network is the number of LR-PONs connected to every MC node. In fact, for core
network optimization, we start from a given set of MC node locations with already con-
nected customers and LR-PONSs. Similarly, core network optimization returns the number
of terminating fibers and the number of terminating channels at the MC node (independent
of hardware and cost).

It turns out that the main cost incurring at an arbitrary MC node can be estimated starting
from these three figures: (i) connected LR-PONSs, (ii) terminating fibers, and (iii) terminating
channels, see Figure 2.1.

Let us first assume the considered MC node does not provide data center or peering point
services as the one in Figure 2.1. Let us further assume that optimization returns the
following figures for one of the MC nodes:

e p connected LR-PONs
e [ connected fibers

e n400 400G channels, nigg 100G channels, nigy 40G channels.

In this case the cost of the MC node is estimated by counting the necessary network
elements as follows. Electronic equipment depends on the number and type of terminated
channels (core side) and the number connected LR-PONSs. Transceivers, line-cards, and

Element Number
40G transceiver N40
100G transceiver 1100
400G transceiver 1400
40G MPLS-TP line-card cao = [50]
100G MPLS-TP line-card cro0 = [ 0]
400G MPLS-TP line-card €400 = M400
OLT line-card cao = [55]
400G MPLS-TP slots €40 + €100 + €400 + 40

Table 2.4: Dimensioning: Electronic equipment at the MC node for fixed-grid WDM

12
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the MPLS-TP switch are dimensioned accordingly. The resulting dimensioning of the MC
node electronics can be found in Table 2.4.

For the optical equipment we have to count the transponders necessary to terminate the
channels and the WDM terminals to terminate the fibers. In addition the Polatis switch
has to be dimensioned based on the number of fibers and channels. See Table 2.5 and
Table 2.6 for the resulting dimensioning of the MC node optics for fixedgrid and flex-grid
WDM systems, respectively. Recall that in case of flex-grid WDM systems the count of
the Polatis switch ports changes as well as the cost for the WDM terminal. In addition, we
have to provide an appropriate number of Add/Drop blocks, see Table 2.6.

Element Number
WDM Terminal (AWG) f
40G transponder fixed grid N40
100G transponder fixed grid n100
400G transponder fixed grid N400
Polatis switch fiber ports p+ 176 f + 2(n4o + n100 + n4oo)

Table 2.5: Dimensioning: Optical equipment at the MC node for fixed-grid WDM

Element Number
WDM Terminal (WSS) f
Add/Drop blocks [ {e40+m100 47400} |
40G transponder flex-grid N40
100G transponder flex-grid n100
400G transponder flex-grid 1400

Polatis switch fiber ports P + 2(n40 + n100 + N4a00)

Table 2.6: Dimensioning: Optical equipment at the MC node for flex-grid WDM

Based on these device counts and the cost values in Table 2.1 and 2.2 we can easily
provide a reasonable estimate for the cost of a single MC node. Notice that for the cost
of the transponders we need to know the actual signal type in addition to the count of the
interfaces. To determine the total cost of the core network we aggregate the cost at all
MC nodes and add the cost for fibers following the remarks above and values provided in
Table 2.3.
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Chapter 3

Multi-layer network design

In this chapter, we will study the cost and scalability of core networks based on the optical
island concept. In particular, we will compare optical islands with hierarchical architecture
concepts that are based on grooming traffic before entering a smaller inner core network.
We will prove that optical islands are future-proof in the sense that they are the most cost-
effective with respect to increasing traffic volumes. For selected network scenarios, we will
also present the traffic volume threshold above which optical islands are less expensive
than grooming architectures. All cost values are based on the cost model presented in
Chapter 2.

Before we show our computational results and findings we have to introduce the required
mathematical concepts and algorithmic machinery.

Figure 3.1: Client-Server relation in multi-layer networks: Links of the (virtual) client layer are
realized by paths in the (physical) server layer. Each of the paths consumes capacity in the
server.

In practice, telecommunication core networks consist of a stack of technologically differ-
ent network layers, which are embedded into each other following a client-server relation.
In the following we will think of client layers being ‘on top’ server layers. The links of a
client layer can be seen as requests or demands. These request are realized by paths in
the server layer. The server layer has to provide the necessary capacities. The realized
capacities form links in the server layer, which in turn become requests for the next under-
lying network layer in the stack. In this respect each layer may be server and client at the
same time.

Each layer is defined by its provided capacity unit (to realize requests from the above client)
and its consumed capacity unit (the request to the next layer below). Typical capacity units
are Gbps, channel, fiber, cable, ducts. Capacities are typically provided as multiples of
a base unit, e.g. multiples of 40, 100, 400 Gbps, or multiples of 88-slot DWDM systems
(fibers). Each layer may also restrict the possible realization of its demands, e.g. it may
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Layer Provides capacity Requests capacity
in terms of in terms of

Service Traffic in Gbps

Virtual Gbps (40G, 100G, 400G) Channel slots (1,2,4)

Physical Channel slots (88, 120) Fibers

Cable Fibers Ducts

Duct Ducts Trenches

Trench Trenches

Table 3.1: The network layer structure with provided and consumed resources. For core
network design we will ignore Trench and Duct layer and assume the Cable layer with spare
fibers to be given.

force a single path realization instead of a splitting of the request across multiple paths. It
may also claim a certain level of survivability of the realization of its requests.

This strong coupling of capacities embedded in capacities across multiple layers yields one
of the most challenging dimensioning problem in combinatorial optimization often called
multi-layer network design: The task is to dimension all network layers in such a way that
all requests can be realized across all layers, while minimizing the cost for all resources.
We refer to [72] for a detailed mathematical analysis of the structure of the two-layer version
of this problem, also see [77].

3.1 Discus layers

From a schematic and mathematical point of view we may distinguish the following network
layers within the DiIscus core network:

Service layer

Based on the traffic modeling in Deliverable D2.4 [5], Deliverable D2.6 [6] and D2.8 [11]
(forthcoming) we may assume that we are given a demand matrix that defines for each pair
of MC nodes a traffic demand in Gbps. At this point we aggregate the traffic for different
service characteristics (internet exchange traffic, data center traffic, peer-to-peer traffic)
to a single service link. A service link is realized by paths in the underlying electronic
switching layer and consumes Gbps.

Virtual layer

For simplicity, we will refer to the electronic switching layer (IP/MPLS-TP) as the virtual
layer. The virtual layer provides capacity in terms of 40Gbps 100Gbps, or 400Gbps links,
see the hardware and cost model 2. Each virtual link (a 40G,100G, or 400G link) depend-
ing on the signal type (the modulation format) requests a certain channel slot capacity in
the underlying physical fiber layer. The individual slot demands of each signal type are
stated in [10, Table 1].
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Physical layer

For simplicity, we will refer to the optical transport, WDM or fiber layer as the physical layer.
The physical layer provides channel slot capacity in terms of fibers. In fixed grid scenarios
we assume fibers with 88 slots. In flex-grid scenarios a fiber has 120 slots (37.5 GHz
spacing), see [4]. Fibers consume cable capacity.

Cable, duct, and trenching layers

The cable deployment layer provides fiber capacity. We distinguish cables of different
sizes, see Table 2.3. Clearly, cables need duct space. The duct layer provides cable
capacity and might need trenching.

The different layers and their resources are summarized in Table 3.1. Throughout the rest
of this section we will ignore trench capacities and duct capacities. We will further assume
the core cable layer with spare fibers to be given as input, see below. That is, we will
concentrate on the design of the virtual and the physical layer based on a given traffic
matrix (the service layer), which is a two-layer network design problem.

3.2 The Discus architecture: Optical islands

Optical channels
(wavelengths)
Form logical mesh of

ec,s

Physical
cable routes

/

Metro-core Metro-core
node 9
node 8

Figure 3.2: Optical islands: The cable links (with spare fibers) are in blue. The colored paths
are optical channels, that is, virtual links and their realizations in the fiber layer. In the optical
island concept we assume that each service link is realized by direct virtual links (single-hop
virtual paths). It follows that the virtual layer becomes a full-mesh of optical channels. In this
figure we see only a subset of the necessary virtual links.

Metro-core
node 1

Metro-core
node 2

Metro-co
node 3

N

Metro-core
node 7

Optical Island

In most practical situations there is a serious of constraints to be taken into account with
respect to the layer structure. In particular there are restrictions on the allowed path real-
izations of a given client link. The Discus architecture introduces the following constraints
on the client link realizations:
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e Service link realizations: In a pure optical island, each service link is realized as a
single-hop virtual path. That is, the service traffic between two MC nodes is sent
directly using a direct optical channel connection (or multiple such channels). With
this definition of an optical island there is an optical channel for each service link.
Since we expect a service link (a demand) for each pair of MC nodes, the virtual
layer becomes a full-mesh network. This results in a strong restriction on the pos-
sible virtual topologies and network architectures. Below we will study under which
conditions this solution is cost-effective. In particular, we will compare optical islands
with architectures that allow for grooming at intermediate MCs and their MPLS-TP or
IP switches. Grooming may take place at all inner nodes of a virtual path.

e Virtual link realizations: Optical channels (virtual links) are realized as paths in the
physical fiber layer. For these realizations there is a reach limit coming from the signal
types and the corresponding transponders. Within DiIScus we assume 3 signal-types
with reaches of 500km (400G), 2000km (100G), and 2500km (40G) for fixedgrid sys-
tems and 6 signal-types with reaches between 500 and 2430km for flex-grid systems.
To realize an optical channel with a certain capacity and reach we have to provide
the corresponding transponder on both sides of the virtual link, see Table 2.2. The
use of regenerators doubles the reach of an optical channel but adds the additional
cost of one regenerator to the optical channel.

e Physical link realizations: in general, any path in the given cable layer can be seen
as a possible fiber link. For simplicity and flexibility, we will assume that both the
cable links itself and the realization of fiber links do not contain intermediate MC
nodes. That is, if a cable or fiber passes an MC node it is also terminated at that
node. To terminate a fiber we need a WDM terminal at the MC node. Clearly, it might
decrease the cost if a fiber is not terminated at an MC node. However, it removes
flexibility since optical channels cannot be switched without terminating the fiber.

3.3 Data: MC node distributions, cable networks, traffic matri-
ces

MC node distributions

The end-to-end optimization process as introduced in Deliverable D2.6 [6] decomposes
access network and core network optimization. For core network optimization we assume
a given set of MC nodes M. To test our multi-layer network dimensioning tool we use a
series of different MC node distributions based on different reference networks (different
countries) and different additional assumptions, e.g. assumptions on the maximum reach
of the LR-PON.

Table 3.2 summarizes the instance we use for computational studies within this chapter.
In all cases the given MC node distributions allow for a dual homing of all LE sites by
(maximal) disjoint fiber connections within the reference fiber network, see [6]. The number
of MC nodes can be considered to be the minimum under the given constraints. For an
introduction to the reference networks for the UK, Italy, and Spain we also refer to [6].
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Instance
Country maxgm, # MC nodes # Fiber links
UK 110 km 75 137
Italy 115 km 116 219
Spain 115 km 179 321

Table 3.2: Instances used in this chapter with the number of MC nodes and the number of
potential fiber links. Instances are characterized by their reference network (country) and the
maximum LE to MC distance maxy, used to calculate the MC node distribution, see [6].

(@)

Figure 3.3: UK 75 MC node instance: (a) Cable reference (b) Potential fiber links

Cable networks

For the studies in this chapter we assume a brown-field scenario. That is, the core network
is deployed on top of an existing cable and fiber-network. In this respect, we assume that
cables with sufficient spare fibers exist. However, we have no access to the cable networks
of operators in the UK, Italy, or Spain to build cable references along MC node distributions
from Table 3.2.

To come up with a cable and fiber reference network we roughly follow the first step of the
solution approach presented Deliverable D7.4 [10, Chapter 4.1], the “Core Fiber Network
Design”, also see Chapter 4.1. That is, we interconnect neighbored MC nodes with cable
routes that follow short paths in the reference networks. Our aim is a reasonably connected
cable and fiber network for each of the scenarios in Table 3.2.

In contrast to [10, Chapter 4.1] and the approach taken in Chapter 4.1 we use a fast
heuristic based on the following steps:

1. We start from a reference network N = (V| F'), a given MC node distribution: M C V,
and an empty set of fiber links E in the fiber network G = (M, E).

2. Connect each MC to its 3 closest neighbor MCs via a shortest path in the reference
network. Add the corresponding fiber links to E.
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3. Take the pair of MC nodes (mi,m2) with the largest shortest path distance
la(m1,m2) in G. If G is not yet connected, then lg(m1, m2) is infinite.

4. Let Ix(m1,m2) be the shortest path distance in the original reference network N.
5. If ig(my,ma) < 2-Ix(m1,m2), then terminate.

6. Add the fiber link with length i (m1, m2) to E. Go to step 4.

(a)

Figure 3.4: Italy 116 MC node instance: (a) Cable reference (b) Potential fiber links

We interpret the resulting graph G as the network of potential fiber links connecting the
given set of MC nodes, see Figure 3.3(b), Figure 3.4(b), and Figure 3.5(b). For G it holds
that every MC node can reach any other MC node within a distance of at most two times the
shortest path distance in the reference network N. Projecting the shortest path realizations
of the fiber links E to N we obtain the cable reference network which can be seen in
Figure 3.3(a), Figure 3.4(a), and Figure 3.5(a).

We assume that each of the links E' may carry an arbitrary number of fibers. The individual
number of fiber links for each of the instances is reported in Table 3.2.

Traffic matrices

We use mainly three traffic scenarios in this section, which we call A, B, and C. These
are based on the scenarios defined in Deliverable D2.8 [11]. Scenario A assumes a daily
download of about 4.5 GB per user, which is close to the prediction for 2018 of Cisco [33].
Scenarios B and C assume daily downloads of 40 GB and 280 GB, respectively, which can
be seen as 2030, 2040 forecasts. For more details on traffic modeling we refer the reader
to [6] and [11].

For the mentioned network instances this results in traffic matrices with total traffic volumes
reported in Table 3.3. These values depend on the number of households in the respective
countries and the number of MC nodes of the particular instance. We refer to [5, 6] on how
traffic matrices are computed. Notice that we report the sum of the two directional traffic
values between any two nodes. However, for dimensioning we consider the maximum of
the two values because all interfaces are considered being bidirectional, see also [6].
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Figure 3.5: Spain 179 MC node instance: (a) Cable reference (b) Potential fiber links

3.4 Solution methodology

There are several exact and heuristic approaches to tackle multi-layer network design, see
for instance [26, 59, 60, 64—66, 73]. The most common approach used in practice is prob-
ably based on a bottom-up approach and decomposing the layer coupling. Starting from
the highest network layer, each layer is dimensioned individually. Each layer dimensioning
introduces the input in terms of demands for the capacity dimensioning of the next layer
in the stack. In terms of the introduced Discus layers, this means first providing a virtual
topology with capacitated links that is able to handle the given traffic matrix (ignoring the
physical topology), and, only in a second step, routing the virtual capacities (40G, 100G,
400G channels) in the fiber network, while minimizing the fiber cost.

This approach, however, might yield to sub-optimal solutions, and may cause infeasibilities.
In fact, by decomposition it is not guaranteed to find a solution even if there are many,
see [72]. Moreover, decomposition ignores the fact that failures may occur in the lowest
network layers (in the cable or duct layer) but affect paths and services across all layers.

Starting from a given set of MC nodes M, a corresponding fiber network G = (M, E) as
introduced above, and a set of service links S C M x M with demand values d, > 0,s € S
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Instance Traffic in Tbps
Country maxg,, Demand scenario Reflected Core
UK 110 km A 178 221
UK 110 km B 378 956
UK 110 km C 1,373 6,014
Italy 115 km A 152 194
Italy 115 km B 323 833
Iltaly 115 km C 1,174 5,204
Spain 115 km A 253 321
Spain 115 km B 536 1,404
Spain  115km C 1,944 8,736

Table 3.3: Total traffic volumes for the different network and demand scenarios. We state the
total reflected traffic (traffic with source and target below the MC node not entering the core)
and total core traffic.

(the traffic matrix), we will follow an integrated approach that tries to dimension the virtual
topology and physical topology simultaneously while minimizing the installation cost.

Following the terminology from [72] and we use a path-flow over path-flow model (with
explicit light-paths [64, 65] or disaggregated flow [72]). That is, in both layers, the virtual
channel layer, and the physical fiber layer we work with explicit set of paths. We only let the
optimization model decide which of the paths to chose. This approach has the flexibility
to work with different sets of preselected paths, easily integrating additional constraints on
the path realizations such as distance or topology restrictions, see Section 3.2. Of course,
since we do not work with column generation, we can speak of optimality only with respect
to the chosen set of paths.

Starting from the topology G = (M, E) of all potential fiber links we consider a preselection
of paths L in this topology. Each of these paths can be seen as the realization of a virtual
link, a potential channel connection. All preselected potential virtual links connecting the
MC nodes form a virtual topology H = (M, L), see Figure 3.1.

Given the set of signals T, we denote by T, the subset of signals that can be used on the
optical channel link ¢ € L, that is, the length of the realization of ¢ does not exceed the
signal reach. Clearly, we may exclude from L all virtual links ¢ with T, = 0.

In case of fixed-grid T' contains 6 signal types: 40G, 100G, 400G, each either with or
without the use of regenerators leading to a maximum signal reach of 5,000 kilometers.
Similarly in case of flex-grid we have 12 different signal types, depending on the reach, the
bitrate, the required bandwidth slots, and the use of regenerators, see Table 2.2.

We further denote by P all (virtual) paths in the virtual network H = (M, L). All paths
corresponding to a particular service s are denoted by Ps, that is, P, contains all virtual
paths that can be used to realize the service link. Recall that within the strict optical island
concept, any path in P should have not more than one hop, see 3.2.

We introduce the following three types of variables: Binary variable f,, will indicate whether
virtual path p € P is used or not. Integer variables y} counts how many optical channels
with signal type ¢ € T are active on the virtual link ¢ € L. Eventually, integrals z. count how
many fibers are used on the fiber link e.

Given these variables the following model (T'L) optimizes virtual and physical topology
simultaneously:
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(T'L) min Z Z Khyh 4 Z Kele (3.1)

(el teT, ecE
Z fp =1 Vs e S, (3.2)
PEPs
DD ddy =Y dyp <0, Vel (3.3)
s€S pePs teTy
> > rtyi— B <0, Ve e E (3.4)

leL:ecl teT,
f, €{0,1}  VpeP,secS
Yo, ze € Zy Vee LiteTpecE

Constraints (3.2) guarantee that exactly one path is chosen for each service. In an optical
island this path is a direct virtual link between the two MC nodes. The inequality system
(3.3) ensures that enough optical channels are used on a virtual link to carry the (packet)
flow (in Gbps) of all paths using the link. The term d, denotes the traffic of the service
while ¢! is the bitrate capacity of the channel (40G,100G, or 400G). Similarly, system (3.4)
ensures enough fibers on all fiber links. In these inequalities, the term ! refers to the
number of bandwidth slots consumed by signal type ¢ and B is the number of slots provided
by a fiber (88 or 120). Notice that we ignore wavelength assignment in this model.

Objective (3.1) minimizes the cost of all required resources. The term ! denotes the
cost of an optical channel of type ¢t € T. It includes the cost of two transponders and, if
necessary, the cost of a regenerator. The term «, denotes the cost of a fiber. In this case
we include the cost for WDM terminals on both sides, the cost for amplification (OLA) and
the cost for DGE, see 2.2.

3.4.1 Afirst step towards resiliency

Model (T'L) is very flexible if used with different physical path sets L and virtual path sets
P. However, it ignores resiliency in the sense that a failing fiber may cause services to fail.
Resiliency within DIscus is an end-to-end concept that already includes the dual homing
from LE to MC sites. It clearly, has to be tested from an end-to-end perspective, see also
Chapter 4-6. In this chapter, we are not claiming to get solutions that are resilient down to
the level of cables and streets. We show how, in principle, a certain level of survivability
can be guaranteed across multiple layers. However, we go down to the fiber layer only
(ignoring that two different fibers may follow the same street or duct system) and we do
not introduce a hard resiliency constraint. Chapter 4 shows how solutions coming from
our optimizations can be improved such as to increase resiliency even down to the level of
streets.

To introduce a certain level of resiliency we will use the following routing principle:
1. We route the traffic of each service on two different virtual paths p1, ps.

2. We verify that for any two virtual links ¢1, /> with ¢; € p; and 45 € po, the two physical
fiber realizations of ¢; and ¢, do not use a common fiber link.
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This guarantees that any single fiber failure in the core does not lead to service interrup-
tions as there is always a second open path with enough capacity between the end-nodes
of the service. Notice that this ensures survivability on the fiber layer only. It does not
guarantee resiliency on the cable or street level, see Figure 3.6. That is, we implicitly as-
sume that two fibers having a cable/street link in common but take a different path in the
cable/street topology are separated on the common link (in different cables, on different
sides of the street), also see Chapter 4.

(o)

Figure 3.6: Zoom into the fiber (yellow) and cable (red) topologies of the (a) UK and (b) Italy.
We can see that disjointedness on the fiber level does not mean disjointedness on the cable
level. We also see one MC in both cases that has only one possible fiber connection to the
network.

Moreover, it turns out that for some instances caused by non-sufficient connectivity in the
reference network not all MC nodes are connected to the fiber network by two disjoint
core fiber routes, see Figure 3.6. At this point we could simply introduce additional links
to the fiber layer as these would probably exist in practice. Alternatively, we could remove
these MCs from the distribution. However, this might introduce infeasibilities w.r.t the LE-
MC connections. We decided to follow a third approach. We relax requirement 2. above,
introduce a slack variable, and put into the objective function. That is, instead of a hard
constraint 2. we introduce a soft constraint, while minimizing its violation.

The resulting overall survivability enhanced model (T'LS) is as follows:

(TLS) min Z Z Klyh + Z KeTet Z Zs (3.5)

LeL teT, ecE sES
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Notice that we have marked changes to model (TL) in blue. Constraints (3.2) have changed
to (8.6) requiring two virtual paths per service instead of only one. Constraints (3.7) are
the conflict constraints. They forbid paths of the same service to use the same fiber links
unless binary slack variable z; is switched on. In this case at most two paths may use
the same fiber link. However, the number of such situations is minimized in the new ob-
jective (3.5), where the term > __¢ z, counts how many services do violate the resiliency
requirement on at least one fiber link.

3.4.2 Path generation

Before solving models (T'L) or (T'LS) we have to generate reasonable sets of paths L in
the fiber graph G = (M, E) and given the resulting virtual graph H = (M, L) we have to
provide a set of virtual paths P. Clearly, all these paths should be short but they should
also be designed to share common sources (fibers, optical channels). Moreover, in order
to fulfill the resiliency constraint (3.5) (with z; = 0 if possible) we need paths P that are
disjoint when mapped to the fiber graph G.

Recall that in case of the pure optical island concept the set P is in fact identical to L. more
precisely each path in P consists of exactly one link in L. However, we will compare more
general architectures (with optical islands) such that we allow P to contain paths with inner
nodes, allowing to groom traffic at intermediate MCs.

Our path generation process consists of three main steps:

e Path computation
e Path expansion

¢ Path filtering

Path computation

We may distinguish path computation in the physical and the virtual layer.

In the physical layer, we mainly use the Dijkstra’s algorithm [39] to compute short paths
and the Suurballe’s algorithm [57, 90] to compute short and disjoint paths. In addition
we heuristically determine disjoint paths by iteratively computing shortest paths with link
weights that forbid the links of the previous iteration. We call these paths alternative short-
est paths.

In the default settings, for any pair of MC nodes, we compute a shortest path, 3 disjoint
paths using Suurballe’s algorithm, and 2 alternative shortest paths. All these paths create
the set of virtual links L, a set of potentially 6- | M| (] M| —1) elements. Recall that we do not
allow virtual links that are too long in the sense that there is no signal type with sufficient
reach.

In the now created potential virtual layer H = (M, L) we first create all single-hop paths,
that is, all paths that use one of the links in L. We further generate all short two-hop paths
between any pair of MC nodes. We might, however limit the allowed intermediate MCs (the
grooming locations), see below. Then again we compute all shortest paths in H. These
are not necessarily single hop paths as there might be pairs of MC nodes that have no
direct virtual link (because of the mentioned signal reach restrictions).
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We further compute shortest virtual paths with a weight function that is based on the traffic
volume. In this case a virtual link is defined short if there is large demand between its MC
end-nodes. Intuitively, we want to create virtual paths that follow the traffic pattern and use
links/nodes with large demand. All these paths enter the initial set P

We create many more possible virtual paths by Path expansion:

Path expansion

" " " 1 u " -
(a) (b)
I/’—\\I/’—\\I/’—\\l l’”—;____l§§\\l
(c) (d)

Figure 3.7: Path expansion. (a) Original path; (b)-(d) All possible path expansions. Fiber
links are in yellow, virtual links in black.

From each path in p € P we create a series of paths by following the same physical path
but allowing for different intermediate grooming MCs. This can be done by first mapping
the path p to the physical layer G in order to see which MC nodes M, are visited by p.
More precisely, the set M, contains all inner nodes of p (all grooming locations) and all
nodes that are inner nodes of the virtual links contained in p. The latter nodes are optically
bypassed by p.

In a second step, we consider all subsets M, of M), and create new paths p’ by using all
MCs in M,, as inner nodes following the same physical path, see Figure 3.7. We add all
paths p’ corresponding to subsets M), to P. Clearly, all paths p’ use the same fiber links a
p, that is, have the same physical representation but they use different virtual links, which
allows for different intermediate grooming. Notice that the path expansion operation might
create new virtual links that where not generated by the physical path computation above.
These are added to L.

Path expansion can be an expensive operation both in terms of CPU-time and memory
usage since subsets are generated. To control the necessary computing resources we try
to include path filtering mechanisms already in the path expansion.

Path filtering

After path computation and path expansion we use several filtering techniques to reduce
the size of the sets P and L and in order to implement different restrictions on the allowed
path realizations. The main filtering criteria are:

e The number of virtual hops k >= 1. Paths p € P only pass this filter if the number of
hops does not exceed k.

e The set of allowed grooming locations M9 C M. Paths p € P pass the filtering if
they are sing-hop paths or if they contain inner nodes from M 97°°™ C M only.
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e We may further force grooming for selected (e.g. small) MC locations M*™® < M.
If m e Ms™ then any path in p with m as end-node has to contain a location from
M9reo™ |n particular, if both end-nodes are from M*™% path p needs an intermedi-
ate node from M97°°™, We either set M4 .= () or Ms™all .= M\ MIToom,

With the first filter, by setting k& := 1, we force optical island topologies. By combining the
last two criteria we may force two-tier topologies, that is, topologies where the traffic from
preselected (smaller) nodes needs to get aggregated at preselected inner core nodes.

Clearly, all of the filtering criteria can partially be incorporated already in the path compu-
tation and expansion.

Instance Cost in Mio €
Country maxg,, Traffic  Scenario Channel Fiber Switch Total
uk 110km A OPT 331 51 140 522
uk 110km A GROOM 340 46 154 540
uk 110km A ISLAND 475 93 148 716
italy 115km A OopPT 494 107 189 790
italy 115km A GROOM 526 111 202 839
italy 115km A ISLAND 769 230 226 1224
spain  115km A OopPT 833 182 311 1325
spain  115km A GROOM 871 190 326 1387
spain  115km A ISLAND 1784 504 519 2807

Table 3.4: Cost of the core network for different architectures and networks. Traffic
scenario A. Channel cost includes cost for transponders (fixed grid), regenerators, and
transceivers. Fiber cost means cost for WDM terminals, OLAs, and DGEs. Switch cost is
cost for MPLS-TP switches, Polatis switches as well as for line-cards.

3.5 Computations

In this section, we use the presented data and methodology to dimension the core of
the Discus architecture. In the first part, we evaluate the cost of optical islands for the
network instances from Table 3.2 and compare this cost with two alternative architectures.
In the second part we will study how the different architectures scale with increasing traffic
volumes. In particular, we will try to understand under which conditions optical islands are
cost-effective compared to architectures that allow for traffic grooming in the core or use a
second level of traffic aggregation.

To solve the models (TL) and (TLS) we use the solver CPLEX 12.6 multi-threaded with up
to 6 cores and up to 50 GB RAM on a machine with 10 CPUs (2.8 Ghz). We set the time
limit to 10,000 seconds and the emphasis of the solver to finding feasible solutions.

Table 3.4 summarizes the results of our first experiment using the traffic scenario A (2018)
and model (TLS). We distinguish three different runs of the optimization routine with differ-
ent settings w.r.t the envisaged architecture:

e ISLAND: We force an optical island architecture by setting £ := 1 in the path filtering
as explained above. Regenerators are used if necessary.
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e GRoOOM: We force a two-tier type architecture by setting A797°°™ to the 10 biggest
MC locations. All traffic has to be groomed at these nodes (M *™@ .= M\ M9Too™),
The maximum number of virtual hops is restricted to & := 3.

e OPT: We still set M97°°™ to the 10 biggest locations. Grooming is allowed only at
these nodes. However, we do not force grooming (M*™ .= () as in GROOM. The
maximum number of virtual hops is restricted to k := 3.

Notice that the solution space corresponding to the third setting includes the solution
spaces of the first two.

Figure 3.8: Virtual layer of (a) ISLAND: Full mesh optical island solution (b) GROOM: Solution
with grooming at the 10 biggest MCs (in red); all optical channels start or end at one of these
10 nodes.

Table 3.4 shows the cost in Mio € of the different solutions. We state the cost occurring
in the core only. That is, for dimensioning the line-cards and switches, we ignore any
port needed in the access and we ignore traffic that is reflected at the MC node. It can
be seen that a two-tier architecture (GRoOOM) outperforms the optical island (ISLAND) in
terms of cost using traffic scenario A. The cost can be decreased even further if we relax
the requirement to groom at one of the 10 big locations and allow for direct links between
some of the smaller locations. That is, a mixture of the optical island and the two-tier
concept gives the cheapest network. However, the difference between the best cost and
the cost for the optical island decreases with a decreasing number of MC nodes. We save
1,482 Mio € (52.8%) for Spain 434 Mio € (35.5%) for Italy, but only 194 Mio € (27.1%) for
the UK.

We note that all optical island solutions can be considered being optimal (optimality gaps
below 1%). However, in particular the solutions for Italy and Spain and scenarios OPT
and GROOM have potential to be improved (optimality gaps larger than 20%). This means
that the mentioned differences might in fact be even larger. Moreover, even scenario OPT
introduces restrictions on the allowed virtual topologies. Further relaxing these restrictions
(allowing for multi-hop paths with £ > 3, allowing for more grooming locations than 10,
etc.) might further decrease the cost for OPT.

This seems to be bad news for the optical island concept unless we have small countries
with a possibly small number of MC nodes as in the case of the UK. However, the picture

27
FP7-ICT-GA 318137



Bnus.

Instance Cost in Mio €
Country maxg,, Traffic Scenario Channel Fiber Switch Total
uk 110 km 0.01-A opt 19 16 23 58
uk 110 km 0.01-A groom 19 16 23 58
uk 110 km 0.01-A island 284 74 77 435
uk 110 km 0.1-A opt 56 20 35 111
uk 110 km 0.1-A groom 56 20 35 111
uk 110km 0.1-A island 286 74 79 438
uk 110 km 0.3-A opt 143 33 64 240
uk 110 km 0.3-A groom 162 34 73 269
uk 110 km 0.3-A island 311 77 89 477
uk 110km 0.5-A opt 197 36 88 321
uk 110 km 0.5-A groom 224 40 99 363
uk 110 km 0.5:A island 358 82 105 546
uk 110 km A opt 331 51 140 522
uk 110 km A groom 340 46 154 540
uk 110 km A island 475 93 148 716
uk 110 km 2.0-A opt 591 78 235 904
uk 110 km 2.0-A groom 655 73 297 1024
uk 110 km 2.0-A island 721 122 236 1079
uk 110 km 3.0-A opt 877 114 349 1339
uk 110 km 3.0-A groom 954 97 431 1483
uk 110 km 3.0-A island 961 146 329 1435
uk 110 km 4.0-A opt 1096 132 423 1652
uk 110 km 4.0-A groom 1202 113 546 1861
uk 110 km 4.0-A island 1209 175 421 1805
uk 110 km B opt 1348 172 508 2028
uk 110 km B groom 1510 143 680 2332
uk 110 km B island 1445 199 503 2146
uk 110 km 8.0-A opt 2083 234 789 3105
uk 110 km 8.0-A groom 2343 200 1065 3608
uk 110 km 8.0-A island 2189 265 796 3250
uk 110 km C opt 8748 959 3217 12923
uk 110 km C groom 10328 860 4655 15843
uk 110 km C island 8890 1022 3215 13128

Table 3.5: Cost of the core network for the UK network with 75 MC nodes and different traffic
scenarios. We used the traffic scenarios A, B, and C and also scaled scenario A with factors
from {0.01,0.1,0.3,0.5,2.0,3.0, 4.0, 8.0}.

changes completely if we change the size of the traffic matrix focusing on the scalability of
the architectures in terms of future traffic.

In Table 3.5 we report on the same computations (UK network) but with different
(scaled) traffic matrices. We use matrix A as in Table 3.4 scaled with a factor from
{0.01,0.1,0.3,0.5,1.0,2.0,3.0,4.0,5.0} and matrices B, C. It can be seen that for smaller
traffic volumes an architecture based on grooming traffic clearly outperforms any optical
island concept. With traffic matrix 0.01 - A the cost of an optical island is 7.5 times the
cost for a two-tier architecture. In fact with very small traffic, the cost of an optical island is
independent of the traffic as we have to open one channel for each pair of nodes anyway.
In case of the UK the total optical island cost is relatively constant between 435 Mio € and
477 Mio € although the traffic increases by a factor of 300.

However with larger traffic volumes the advantage of grooming decreases and at some
point optical islands outperform architectures which force to groom. Already a matrix of
size 3 times A (around 700 Tbps total core traffic) makes the optical island cheaper than
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Figure 3.9: Cost of different architectures as a function of the traffic volume, UK network with
75 MC nodes, LEs connected with a maximum distance of 110 km.

the grooming architecture (1435 Mio € versus 1483 Mio €). Figure 3.9 shows the cost
curves as a function of the traffic and clearly visualizes the threshold of around 700 Tbps.

Of course, a mixture of both concepts (grooming to fill up the channels and optical islands
for scalability), that is scenario OPT, gives the best results as it allows to groom traffic
when necessary, that is, for very small MC nodes and for traffic values that are not exact
multiples of 40, 100, 400 Gbps. It should also be noticed that for higher volumes of traffic
the value found for OPT converges to that for ISLAND, clearly indicating that the use of
optical islands tends to be the solution of choice for increasing traffic volumes.

We close with Figure 3.10, which presents similar results for the ltalian network. We can
see a similar behavior of the cost curves. However, the cost values for GROOM (and also
OPT) are not as resilient as for the UK because our optimization terminated with relatively
large optimality gaps ( > 20%). They can only be seen as an upper bound to the actual
cost such that the actual cost function for GROOM (and OPT) might (!) be below the one in
Figure 3.10.

3.6 Conclusion

In this chapter, we showed how to solve multi-layer core network design problems in order
to assess the impact of the Discus optical island concept. For different European coun-
tries and different metro-core nodes locations, we solve an integrated planning problem
including the dimensioning of the virtual channel layer and the physical cable/fiber layer.

Using our methodology we optimized different types of core networks based on different
architecture assumptions. We were able to show that optical islands outperform architec-
tures based on aggregating (grooming) traffic towards an inner core once the traffic volume
exceeds a certain threshold depending on the cost model, the number of metro-core nodes
and the available channel capacities (40G, 100G, 400G).

For the UK this threshold is around 700 Tbps total core traffic using the cost model from
Chapter 2 and the smallest channel bitrate being 40 Gbps.
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Figure 3.10: Cost of different architectures as a function of the traffic volume, Italy network
with 116 MC nodes, LEs connected with a maximum distance of 115 km. The curves of sce-
narios OPT and GROOM can only be seen as an upper bound to actual cost as our optimization
terminated with relatively large optimality gaps.
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Chapter 4

Resilient core network planning

Ensuring network survivability in the presence of failures is a crucial prerequisite in provid-
ing highly reliable network operation with low outage times. Optical core networks are vul-
nerable to a wide set of failures, ranging from individual component faults due to physical
damage (e.g., link cuts) or fatigue, over disaster-like events affecting entire M/C nodes or
wider geographical areas, to intentional malicious activities aimed at disrupting the service.
This chapter focuses on ways of providing survivability in the network planning phase by
considering single link- and node-component failures as well as deliberate physical-layer
attacks targeting service disruption.

Section 4.1 addresses the requirement for survivability from link and/or node failures in the
network design phase. Link cuts due to, e.g., construction equipment ploughing through
the ducts are the most common cause of component failures. Failures of entire nodes can
be seen as disasterous events disconnecting thousands of users. To adress this issue
new, 3-step network design approach is proposed which increases the number of DISCUS
reference network node pairs for which physically disjoint paths can be found, such that
the total distance between all node pairs is minimized and the path lengths do not exceed
the optical signal reach.

Section 4.2 focuses on individual node component failures and investigates means of in-
creasing network reliability through the deployment of synthetic programmable ROADMs
implemented by Architecture on Demand (AoD). Such nodes provide unprecedented levels
of flexibility and are capable of so-called self healing, allowing for node components fail-
ures to be healed at the node level without triggering network-level recovery mechanisms.
A connection routing approach is proposed to enhance the self-healing functionality and
reduce the number of failures which require recovery at the network level.

Section 4.3 studies vulnerability of transparent optical networks to deliberate physical-layer
attacks aimed at service disruption. Since such attacks do not occur often, but can cause
major wide-area damage in case they do appear, high resource-efficiency is particularly
desirable in resiliency schemes which consider attacks. Therefore, consideration of attacks
needs to be incorporated into the network planning procedures as an additional damage-
reduction criterion while maintaining standard optimization objectives typically aimed at
minimizing resource usage and cost. To this end, an attack-aware approach for dedicated
path protection is developed to reduce the number of connection which remain unprotected
in the presence of an attack while using the same number of wavelengths as standard,
resource-minimizing protection approach.

Section 4.4 focuses on advantages of dual-homed networks in providing resource-efficient
survivability from core link failures. Dual homing has the potential to improve resource-
usage efficiency by allowing greater flexibility in the selection of backup paths. A dedicated
path protection approach is proposed to utilize this property and satisfy the availability
requirements of connection requests at a lower resource consumption.
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4.1 Resilient core network design

Survivability to device failures is a fundamental requirement in core networks since a sin-
gle failure in the network could interrupt on-line services in social and business life [71].
Finding a minimum distance resilient optical core network is an intractable problem since
it includes the constrained shortest path problem as special case [99]. Even the network
design is fixed, for general undirected graphs, finding node-disjoint paths is NP-complete
[31].

The problem considered in this section is finding the minimum distance design (MDD)
networks for both abstract and street levels where the disjointness is maximised. More
formally, a set of trails from given street network with minimal total length are selected so
that there exists two bounded paths between each pair of metro core nodes with maximal
disjointness. In addition to the theoretical computational complexity of the problem, due
to the size of the nation-wide street networks where nodes and edges refer road junctions
and trails, there is also a scalability problem in practice. Therefore, in this section, we
decompose the problem into three steps.

Developed 3-step approach starts with abstraction process which reduces the street net-
work with road junctions and road links (i.e., trails) to an abstract network where nodes
and edges refer to the metro-core nodes and the links between them. After that, in the
second step of the algorithm, a mixed integer programming (MIP) decomposition based
algorithm is used to find the minimum distance bounded node disjoint resilient abstract
network. Although it is possible to find high level of node disjointness after the second step
in the abstract level, the actual disjointness which is computed after projecting/mapping the
abstract solution into the street network is most likely less than the desired level. Hence,
in the last step of the algorithm, we propose a greedy method to improve the disjointness
of the paths between metro-core nodes. A flowchart of the 3-step algorithm is presented
in the following and details of each step are discussed in the next sections.

Street network input data: Junctions, Local exchanges, Metro-core nodes, trails, traffic between metro-

core nodes.

STEP 2 Optimisation: Find the minimum distance design network in the abstract level that maximises

STEP 1 Abstraction: Find the abstract network.

node disjoint pair of nodes and minimises sharing of nodes and links.

STEP 3 Projection and improvement: Map the abstract network solution into the street network solution

and improve the number of node disjoint pairs, shared nodes and the length of the links shared.

Figure 4.1: Flowchart of the 3-step algorithm for resilient core network design
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4.1.1 STEP 1: Abstraction

In this first step, we reduce the street network with road junctions and trails into an ab-
stract network where metro-core nodes are nodes and the possible links between them
are edges of the graph. Details of the abstraction procedure is given in the following.

e Let G" = (V" E") be the graph corresponding to the street network.

e Let G* = (V* E%) be the graph corresponding to the abstract network. Here V¢
correspond to the set of MC-nodes.

e SP(i,j,G" — B) is the shortest path between metro core nodes i and j in G" which
excludes all other metro-core nodes to guarantee that if it exists, it does not rely on
any other metro-node. If such a path does not exist, initially it is known that there is
no node-disjoint path between the corresponding metro-nodes.

Based on these definitions, the abstraction procedure is given in the following which is
executed for every pair of metro-core nodes and computes the length of the abstract link
between these pairs as the length of the shortest path in the street network.

forall {(i,j)jic NAje NNi#j} do
B« N\ {i,j}
|€| = |SP(’L?]7GT _B)|

Size of the resulting abstract UK, Italy and Spain networks are summarized in Table 4.1.
Note that sizes of the initial abstract and street networks refer to the sum of the all possible
links.

Due to overlapped trails in different abstract network links, size of the sreet network is
much smaller than the abstract network. Assume that it is required to construct a shortest
path between metro core nodes 31 and 95 in the abstract level. And furthermore, first
two links in the shortest path are the abstract links between metro core nodes (31-32) and
(32-84). When we compute the projection of abstract link (31-32) in the street network, we
observe that the last two trails of this abstract link are (in order of occurrence in the path)
trail number 29237 and 15186. Similarly, when we compute the projection of abstract link
(32-84) in the reference network, first two trails are (in the order of the occurrence), trail
numbers 15186 and 29237. In other words, the same trails are used in the path between
31-32 and 32-84 for connecting metro core node 32 to others. Since the length of the
abstract links are immutable, we are incurring the length of these two trails twice in the
abstract level solution. However, when we compute the projection in the street network
level, we're omitting the repeated occurrences of the same trails. Hence, the total length of
the shortest path between 31 and 95 is in the abstract network is longer than its projection
in the street network. Therefore, the total length of the links (i.e., size of the network) in
the abstract level is more than its mapping in the street level.

In addition, an initial analysis on these network topologies also show that some pair of
nodes don’t have node disjoint paths. There are 8 pair of metro-core nodes related with
Sardinia, Sicily and Elba islands for Italy topology which have no node-disjoint paths in
the street network withing the signal reach. Similarly, in UK reference network, metro
core node MC—scotland—Ex—4587 requires a mandatory link to metro-core node MC—
scotland—Ex—4754 to connect to the nationwide UK network. Therefore, any k paths
originating from or terminating in MC—scotland—Ex—4587 are not node disjoint.
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UK Italy Spain

Number of metro core nodes (N) 75 116 179
Number of nodes in the

street network, road junctions, (V") 15608 23689 18819
Number of edges in the

street network, trails, (E") 23027 32702 26480
Number of nodes in the

abstract network (V) 75 116 179
Number of edges in the

abstract network (E?) 2775 6670 15931
Number of not disjoint pair of metro-nodes

in the street network 74 8 0
Number of not disjoint pair of metro-nodes

in the abstract network network 74 8 0
Initial abstract network size, STEP 1 (km) 1279529| 4835343 8765621
Initial street network size, STEP 1 (km) 22880 23155 37606

Table 4.1: Size of the Street and the Initial Abstract Networks

4.1.2 STEP 2: Designing Minimum Distance Node Disjoint Abstract Network

Once we create the abstract graph which consists of metro-core nodes, N, and all possible
links between them, L, in this step, we select a subset of these links to minimise the
total length and to ensure maximal node disjointness between any pair of nodes. Formal
definition of the problem solved in this step is given in the following :

Definition 1 (All-Pairs & Node-Disjoint Length-Bounded Paths Problem). Given a graph
(N, L)y where N is a set of nodes N and L is a set of links, the All-Pairs k Node-Disjoint
Length-Bounded Paths Problem (AKNLPP) is to determine k > 2 bounded paths between
each pair of nodes {i,j} C N. The objective is to first minimise the number of pairs of
nodes whose k paths are not node-disjoint, then minimise the sum of the number of nodes
shared between two or more selected paths associated with the pairs of nodes which are
not node-disjoint, then minimise the sum of the lengths of the links shared between two or
more selected path of pair of nodes that are not node-disjoint, then minimise the weighted
sum of the selected links used by all the selected paths and finally minimise the weighted
sum of the lengths of all the paths.

There are five cases for a given pair of MC-nodes that can be observed while solving
resilient network design problem:

1. There exists k disjoint paths and length of each one of them is within the maximum
signal reach.

2. k disjoint paths do not exist and the length of the shortest path is within maximum
signal reach.

3. k disjoint paths do not exist and the length of the shortest path is more than the
maximum signal reach.

4. There exists k disjoint paths but the length of only some of them is within maximum
signal reach and the length of the others exceeds the reach.
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5. There exists k disjoint paths but the length of each one of them exceeds the maxi-
mum signal reach.

However, even classifying a given pair of nodes into one of these options is also an
NP-hard problem. Hence, there is a need for effective heuristic methods for solving the
AKNLPP problem. Beforehand, in the following, we provide a novel model formulation to
mathematically define the problem with the following multi-objectives in the order of pref-
erences

1. Maximise the number of pairs with 100% node disjoint paths which are classified as
case 1.

2. Maximise partial disjointness which means minimising the number of nodes and the
length of the links shared between paths if 100% node disjoint paths are not possible
which are classified in cases 2- 5.

3. Minimise the distance based size of the network.

4. Minimise the length of the paths due to minimise transponder costs.
where the following constraints must be ensured

1. Find k paths for each pair of metro-nodes 7 € 1.

2. Length of each of k paths must be less than the maximum signal reach.

The reason why we distinguish between the number of pairs with fully disjoint paths (i.e.,
no shared nodes between paths, 100% disjointness) and the partial disjointness (i.e., at
least one node and/or link is common between paths) is due to model five special cases
described above. In other words, any method that aims to solve "All-Pairs &£ Node-Disjoint
Length-Bounded Paths Problem” must search for finding fully & disjoint paths for pair of
metro-nodes and for ones that it is not possible, must find £ paths that shares minimum
number of nodes and length of links common. Finally, the same level of disjointness must
be ensured with a network with minimum size in terms total length of the links and the min-
imum sum of path lengths. In the following, we provide a general mathematical formulation
to model "All-Pairs k& Node-Disjoint Length-Bounded Paths Problem”.

Sets and Indices

1 € N : the set of metro-core nodes,

[ € L : the set of all all possible links between metro-core nodes and is also denoted
as {i,j}

e ¢,a € E: set of all directed edges between metro-core nodes. A link between metro-
nodes ¢ and j is undirected. If a physical link is installed between any pair of metro-
core nodes, say i € N and j € N, then two edges (i, j) and (j, i) are defined because
of bi-directional data transfer.

e ret={(i,j)]ie NANje NAi+#j}:the setof all directed pairs of metro-nodes
between which connection requests can be made
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e k€ K :index of node disjoint paths
Parameters

e ¢;: the costof alink [ € L end is equal to the length of the link.

le|: length of a directed edge e € E which is equal to the length of the corresponding
link.

e In(i) (Out(4)): all edges entering (leaving) node i € N.

e )\ : the maximum reach of any allowed optical signal, which is 2430km.
e s(7) (t(7)) : source and target nodes of pair 7 € t respectively.

e ¢, : traffic between source and target nodes of pair 7 € .

e «, 3, v and 6: big numbers that are used to model preference of objective functions
suchthata > 8>~ > 6.

Variables

e w; : a binary variable for each pair of metro nodes that is true if and only if any two
of the k paths share at least one node. In other words, this binary variable is true if
ad only if all of k& paths are not fully disjoint (i.e., partially disjoint).

e 2., . abinary variable for each pair and node that is true if and only if node i € N is
shared by at least two of £ € K paths of pair 7 € 1.

e 3, : a binary variable for each link [ € L which is true if and only if the link is included
in the resilient optical island.

e ¥ : abinary variable that is true if and only if edge e is used by path & of directed
pair of nodes 7 € 7.

e ¢ : abinary variable that is true if and only if edge e is is shared by at least two of
k € K paths of pair 7 € .

All-Pairs i Node-Disjoint Length-Bounded Paths Problem

minaxZwT+BxZZzTi+fyxZZ\e\que+9chlxyl+ZsTxZ Z |e|><:v”§(i

TET TET IEN TET e€E leL TET ecE keK

(4.1)
VeeiVher © > wh=0, > ak =1 (4.2)

e€In(s()) e€0ut(s(r))
VeetVher : » . ak,=0, Y af =1 (4.3)

e€0ut(t()) e€In(t(7))
VretVien (s(r)p(r Vhek Y @k Z xk (4.4)

e€In(7) e€0ut (i
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VretVeer 3 lel x af, <A
eelE

VretVi=(ijyeLYee (iUt TheK © Y1 = e

VeetVienm(s(ram} D, e ST+ (IK[=1) X 2y
e€In(i),ke K

Vret: Zzn- < IN| x w,
1EN

Vet Ve,ae Bls(e)<tle)ns(e)=tant(e)=s(a) : D Tre + Ty <1+ (K| = 1) X gre

keK
\V/TE'I'\V/’L'GN : Z xﬁe > Zri
e€E,keK|s(e)=iNt(e)=1
VTGTVGEE‘S(€)<t(€) : Z(xﬁe + J‘Jﬂﬁa) > qre
kek a€E|s(a)=t(e)Vt(a)=s(e)

\V/TET twr < ZZT’i
1EN

Zyz > [N
leL
vTeT L Wr & {0, 1}
VreiVien : 27 € {0,1}
VTGTVEEE tQqre € {O, 1}

VretVeeEVReK - xfe € {0,1}

Vier :y1 € {0,1}

(4.11)

(4.12)

(4.13)

(4.14)

(4.15)

(4.16)

(4.17)

(4.18)

Objective function (4.1) minimises the weighted sum of the number of partially disjoint
pairs, total number of shared nodes, weighted sum of the lengths of the shared lengths
for partial disjoint pairs, the total length of the links used and the total length of the paths
for each pair of nodes that are weighted by the traffic between them. Note that we use

weighted-sum method [79] to formulate this multi-criteria objective function (4.1).

Constraints (4.2) - (4.6) are used to model the network design part of the problem. Con-
straints (4.2) and (4.3) ensure that for each pair of nodes, no route should reach the source
node or leave the target node and exactly one edge must leave (reach) from (to) the source
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(the target) node. Constraints (4.4) enforces that at each intermediate node of paths the
incoming degree should be equal to the outgoing degree. The length of the route from
source to target cannot exceed the threshold for each path of = € { with constraints (4.5).
Constraints (4.6) guarantee that a link [ between nodes 7 and j is selected if any corre-
sponding directed edge between them is used by at least one of the k paths of any pair of
nodes.

Constraints (4.7) - 4.9 model node and link sharing. Constraints (4.7) label common inter-
mediate nodes for each = € 1 if they are shared by at least two of k£ paths. Constraints (4.8)
indicate that paths of pair of metro-node 7 € { are not node disjoint if at least one node
is shared between two or more paths. Similarly, 4.9 label common links that are shared
between two or more paths of each 7 € {.

Constraints (4.10) - (4.12) are formulated as valid inequalities which help to prune the
search space. Constraints (4.10) bound the value of z variables for each pair and node
and guarantee that the variable is equal to 1 if and only if that node is used in more than
one path of the corresponding pair of nodes. Similarly, Constraints (4.11) ensure that a link
is labeled as "shared” for a pair of nodes if and only if the link is shared by at least two of
k paths of that pair. Constraints (4.12) give a valid upper-bound for node disjoint indicator
variables for each pair of nodes 7 € t and ensure that w, variable take value 1 if and only if
there exist at most one common node shared by some of & paths of that pair. Total number
of selected link is at least equal to the number of nodes which is a valid inequality for the
resilient optical network design problem and formulated as in (4.13).

The MIP model provided above is able to capture all properties of the problem and aims to
solve the problem at once with all pair of nodes. However, solving the model is intractable
especially for nation-wide networks where the number of pair of metro-core nodes might be
more than 10.000.Therefore, we develop a decomposition algorithm (Algorithm 1) which
solves the optimisation model for only one pair of nodes at a time and updates the set of
used links iteratively.

Algorithm 1 also decomposes the complex objective function in equation 4.1 into two parts
by using two different MIP models called in methods FINDCHEAPESTBOUNDEDFULLYN-
ODEDISJOINTPATHS and FINDCHEAPESTBOUNDEDMAXIMALNODEDISJOINTPATHS. For
a given pair of metro core node 7, Algorithm 1 first tries to find K node disjoint paths
while minimising the distance based cost by calling the FINDCHEAPESTBOUNDEDFUL-
LYNODEDISJOINTPATHS method. If the MIP model used in FINDCHEAPESTBOUNDEDFUL-
LYNODEDISJOINTPATHS method can’t find K node disjoint paths, then FINDCHEAPEST-
BOUNDEDFULLYNODEDISJOINTPATHS method is called and K paths with maximal dis-
jointness are found. Details of these methods are given in Figures 4.2 and 4.3. Note that
constraints 4.25 in Figure 4.2 are formulated to forbid direct links between the source and
target nodes.
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Algorithm 1 BOUNDEDNODEDISJOINTNETWORK(},N,L,K)

1: Sort t based on non-decreasing order of [SHORTESTPATH(7, L)|

2 B« {(i,j) U (,)l{i,j} € L}

3: Vret Viek Veer 2%, is @ binary variable

4: LV < 0, path®™, < 0

5: while 7 # () do

6: Remove the first element 7 from the sorted set t

7. 2. < FINDCHEAPESTBOUNDEDFULLYNODEDISJOINTPATHS(7,N,L,L? K)
8. ifzf, =0 then

9: 2%, < FINDCHEAPESTBOUNDEDMAXIMALNODEDISJOINTPATHS(7,N,L, L, K)
10:  path®, « {e|zk, =1rec E}

11 LV« {I={i,j} |2, =1rne=(i,j) € E}

12: return [LY, path’]

min a X Z Z ch-xﬁe—l—eTXZZM-xﬁe (4.19)

I={i,j}eL\Lb e€{(3,)U{j,i)} kEK ecE keK
Viek : Z z* =0, Z ak =1 (4.20)
e€In(s(T)) e€0ut(s(T))
Viek : Z zk =0, Z k=1 (4.21)
e€0ut(t()) e€In(t(r))
Vie N\{s(r),t(r)} VkeK Z ¥ Z ¥ (4.22)
e€1In(7) ec0ut (i
Vier : Y lel x af, <A (4.23)
eclk
Viemisamy D, T <1 (4.24)
e€In(i),keK
3 2y, <1 (4.25)

e€In(i),keK|s(e)=s(T)At(e)=t(T)

veEEVkEK : Cvﬁe € {07 1} (426)

Figure 4.2: FINDCHEAPESTBOUNDEDFULLYNODEDISJOINTPATHS(7,N,L,L*,K): FIND K
CHEAPEST BOUNDED NODE DISJOINT PATHS BETWEEN THE MC NODES OF 7

Size of the initial networks presented in STEP 1 are reduced as shown in 4.2 by using
Algoritm 1 for K = 2. Note that MDD (Minimum Distance Design) is used to underline the
size of the network after minimum number and total length of the links are selected.
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mianZzT,;+fy><Z]e|que+oz>< Z Z ch-xlﬁe—i—a}xzz le|-zF,

iEN eck I={i,j}eL\Lb ee{(i,j)U(j,i)} kKEK e€E keK
(4.27)
Viex : Y. ab.=0, > ak =1 (4.28)
e€In(s()) e€0ut(s(T))
Veex 1y, ab.=0, > aF =1 (4.29)
e€0ut(¢(7)) e€In(t(t))
VieN\{s(r),t(r)} VkeK Z ak Z ¥, (4.30)
e€In(7) e€0ut(7)
Vier © > le| x 2k, <A (4.31)
ecek
Vien\(stratryy D The S 14 (K| =1) % 2 (4.32)
e€In(i),keK
ve,aGE‘\s(e)<t(e)/\s(e):t(a)/\t(e):s(a) : Z xﬁe + ‘Tﬁa <1+ (’K| - 1) X Qre (433)
keK
Vien : > whe > i (4.34)
e€E.keK|s(e)=iNt(e)=t
veEE\s(e)<t(e) : Z(‘Tﬁe + Z 'Ccia) 2 Gre (435)
kek a€FE|s(a)=t(e)Vt(a)=s(e)
VieN 2 € {0, 1} (436)
VeeE  Gre € {Oa 1} (4.37)
veEEvkEK : xﬁe = {07 1} (438)

Figure 4.3: FINDCHEAPESTBOUNDEDMAXIMALNODEDISJOINTPATHS(7,N,L,L",K): FIND K
CHEAPEST BOUNDED BETWEEN THE MC NODES OF WITH MAXIMAL DISJOINTNESST
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Network

Criteria UK Italy Spain

Metro core nodes 75 116 179
Number of pair of metro nodes 2775 6670 15931
Number of not node disjoint pairs in MDD abstract network 74 8 0
Percentage of Node Disjoint Pairs in the MDD abstract network 97% 99% 100%
MDD abstract network size, Step 2 (km) 11523.79 34639| 25161.51
MDD street network Size, Step 2 (km) 8575.79( 15228.19( 16357.59
Number of links in the MDD street network, Step 2 138 269 326
Percentage of node disjoint pairs in the street network, Step 2 7% 11% 17%
Percentage of edge disjoint pairs in the street network, Step 2 14% 11% 18%
Ratio of total shared edge length (%) in the street network, Step 2 28% 37% 41%

Table 4.2: Size of the Minimum Distance Abstract and Street Networks after Step 2

4.1.3 STEP 3: Projection of Abstract Network Solution into the Street Net-
work and Improving

Although it is most likely to find high node disjointness in the abstract level after STEP
2, as shown in Table 4.2 , due to not using actual trails of paths, some road junctions
might be used by both disjoint paths. Therefore, the actual disjointness in the street level
might be much smaller than the disjointness in the abstract level. However, since there
are still many trails that can be used in the street level solution obtained in STEP 2 can
be repaired. In this step, we provide an algorithm to repair paths of pair of metro-nodes
which are labeled as not node-disjoint after projection in the reference network. Repairing
is based changing the set of trails of an abstract link in the reference network so that the
number of shared nodes between paths of a given pair of metro core nodes is minimised.
Note that the repairing algorithm assumes that K = 2.

e Let P be the set of all pairs of MetroCore (MC) nodes.

e Let F}} and 5, denotes two node-disjoint paths between nodes i and j in the abstract
path. Each path can be viewed as an ordered set of links.

o Let szja be a set of pairs of MC-nodes such that the first path between each pair
of MC-nodes relies on the link between i and j. Similarly R;¢ be a set of pairs of
MC-nodes such that the second path between each pair of MC-nodes relies on the
link between i and j.

e Let G" = (V" E") be the graph corresponding to the street network.

e Let F]; denotes the first path in the street network between MC-nodes i and j which is
a set of ordered arcs. Let S;; denotes the second path in the street network between
MC-nodes ¢ and j.

e Let Q C M? be the set of pairs of MC-nodes that do not have two node disjoint paths.

e Let A(i, j) be an ordered set of edges associated with the path i € M and j € M in
the street network.

e Let N(P) be an ordered set of nodes associated with the path P in the street network
where the source and the target nodes of the path are excluded.
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e Let C7 and (7 refer to links in the F% and S repectively.

The presented algorithm considers the abstract graph and repairs as many links as pos-
sible. The general idea is to first compute the set of pairs of metro-core nodes that are in
conflict. For each such pair of metro-core node, first it tries to repair the first path and then
the second path. For the first path the algorithm computes all the links that are source of
violating disjoint constraint in the reference network. For each such link it iteratively tries to
repair by taking in to account that other metro-core nodes might be relying on this link and
the length of the path associated with any pair of node is within threshold. If an alternate
road path is found then the mapping between abstract link and the road path changes and
consequently the length of abstract links and the total cost. The same procedure is iterated
for the links that are still in conflict in the second path of a given pair of nodes.

Result of the Step 3 is presented in Table 4.3. Under the assumption of using the same
links found in Step 2, the percentage of node disjoint paths are increased from 7% to 66%,
11% to 40% and 17%to 58% for UK, Italy and Spain networks respectively. The cost of
improving the node-disjointness ratio is increasing the size of the network 42%, 21% and
58% based on the reference network sizes in Step 2. Total length of the shared trails in
the street network is also reduced almost 50% for each network.

Network

Criteria UK Italy Spain

Metro core nodes 75 116 179
Number of pair of metro nodes 2775 6670 15931
Number of not node disjoint pairs in MDD abstract network 74 8 0
MDD abstract network size, Step 3 (km) 15814.31] 37281.14] 36185.96
MDD street network size, Step 3 (km) 12239.64] 18442.67] 25920.14
Number of links, Step 3 138 269 326
Diameter in the MDD abstract network, Step 3 (km) 2394.88] 2429.98] 2429.76
Percentage of node disjoint pairs in the street network, Step 3 66% 40% 58%
Percentage of edge disjoint pairs in the street network, Step 3 70% 41% 59%
Ratio of total shared edge length (%) in the street network, Step 3 12% 23% 19%

Table 4.3: Resilient designs for UK, Italy and Spain Networks

We also analyze the length of the working and protection paths in terms of utilising different
optical signal types. Statistics in Table 4.4 show what percentage of the working/protection
paths of the corresponding network can be served with each optical signal type. Results
show that most of the working paths can be served with optical signals that have 1170km
reach. However, the longest optical signals with 2430 km are the most suitable signals for
the protection paths which are usually longer than the working paths. For example, for the
working paths of UK network, 27.09% of the paths can be served with only the longest
signals (i.e., 2430 km). Similarly, 36.14% of them are suitable for serving with the shortest
signals with 500 km. However, 36.75% of them are too long to be served with 500 km
signals and hence the optical signals with at least 1170km reach must be used.
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while @ # () do
select and remove the pair of nodes {i, j} from the set Q
if I/, and S;; are not node-disjoint then

Ct < {{p1, a)[{p1, 1) € F5 A Ip2, q2) € Sfy s.t. N(A(pr,q1)) N N (A(p2, q2)) # 0}

B« N(C%)
for all (p1,q1) € C{ do

for all {ll, lg} € Rfa(pl, q1) s.t. N(A(pl, ql)) N N(A(pg, QQ)) = (0 do

B<—BUN(S{112)

for all {ll, lg} € Rsa(pl, q1) s.t. N(A(pl, ql)) N N(A(pg,(]g)) =0 do

B+ BUN(F},)
temp(p1, q1) <= SP(p1,q1,G" — B)
feasible = true
for all {ll, lz} € Rfa(pl, q1) do
forall (p1,q1) € Ff?, \ Cf do
CurrentPath(ly,ls) < CurrentPath(l1,l2) U A(p1, ¢1)
CurrentPath(ly,ly) < CurrentPath(ly,le) Utemp(p1, q1)
if len(CurrentPath(l1,1l2)) > X then
feasible = false
break
if feasible then
for all {/,,l5} € R**(p1,q1) do
for all (p1,q1) € S;, \ Cf do
CurrentPath(ly,l2) < CurrentPath(li,l2) U A(p1, q1)
CurrentPath(ly,le) + CurrentPath(ly,l2) Utemp(p1, q1)
if len(CurrentPath(ly,1l2)) > A then
feasible = false
break
if feasible then
A(p1, q1) < temp(p1, q1)
for all {ll, lz} S Rfa(pl, ql) do
A(ly, 1) =0
forall (p1,q1) € Fy},, \ C do
A(ll, lz) — A(ll, ZQ) U A(pl, ql)
A(ll, lg) — A(ll, lg) U A(pl, ql)
for all {ll, l2} S Rsa(pl, q1) do
A(l1,l2) =0
forall (p1,q1) € S, \ Cf do
A(ll, lg) — A(ll, lg) U A(pl, ql)
A(ll, lg) — A(ll, lg) @] A(pl, fh)

FP7-ICT-GA 318137
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Percentage of Pairs can be Served with Different Signal Reaches
2430 km 1170 km 500 km
Network |Working Path [Protection Path |Working Path [Protection Path JWorking Path |Protection Path
UK 27.09% 39.89% 36.75% 41.90% 36.14% 18.19%
Italy 27.94% 70.37% 47.21% 18.60% 24.84% 11.01%
Spain 25.44% 55.10% 55.13% 27.50% 19.42% 17.38%

Table 4.4: Optical Signal Distribution for Working and Protection Paths

Finally, we would like to note that the following assumptions can be further relaxed to
improve the percentage of the node disjoint pairs :

¢ A pair of MC-nodes can only be connected via one path in the street network or one
link in the abstract network

e The abstract network is fixed that means the set of abstract links never changes while
repairing

e The disjoint is not quantified. Therefore the path in the reference network associated
with a link in the abstract network is modified only if it reduced the number of pairs of
MC-nodes that have node-disjoint paths.

Furthermore, instead of finding the shortest bounded node disjoint paths in STEP 2, alter-
native bounded node paths can be generated and tested until a desired level of disjointness
in the street network is achieved.

4.2 Resilient core network dimensioning using M/C nodes
based on synthetic programmable ROADMs

In general, approaches for increasing network availability and reducing service disruption,
along with the associated data and revenue losses, include (i) providing redundancy in
the network to be used for failure recovery, and (ii) reducing the number of failure-prone
components used by each optical connection (i.e., lightpath), thus lowering the associated
risk of failure.

Recovery from link and node failures most commonly takes place at the network level by
rerouting connections to disjoint paths when components at links or nodes included in the
working paths of connections fail. Recently introduced synthetic reconfigurable add-drop
multiplexers (ROADMs) implemented by Architecture on Demand (AoD) [21] offer new
prospects of improving network reliability performance by supporting node-level recovery,
i.e. self-healing from failures of node components. Recovery from optical node component
failures at the node level, without triggering network-level recovery, favors the reuse of
existing resources at the node rather than relying on extra spare resources in the network.

Technical requirements necessary to enable such functionality depend strongly on the op-
tical node architecture. A common characteristic of various existing ROADM architectures
[56] is that their constituent components are physically interconnected in a hard-wired
manner. This gives rise to several drawbacks and limitations of such ROADMs, including
restricted architectural flexibility, scalability and upgradability, as well as possibly inefficient
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component usage which can inherently degrade lightpath availability and increase power
consumption.

Recently, synthetic programmable optical switching nodes implemented by Architecture
on Demand (AoD) have been proposed [20] in order to address the limitations of exist-
ing optical nodes by providing flexible processing and switching of optical signals through
programmable architecture. In an AoD node, optical modules, such as optical splitters,
amplifiers, or bandwidth-variable wavelength-selective switches (BV-WSSs) are intercon-
nected through an optical backplane (i.e., optical switch) in contrast to a hard-wired manner
as in conventional ROADMSs. Deployment of AoD nodes has been shown to have superior
performance compared to hard-wired ROADMSs in terms of cost-efficiency [68], power con-
sumption [51], scalability[50] and resiliency[40]. The concept of Architecture on Demand is
suitable for the Discus architecture as the envisioned ROADMs deploy a high-port count
Polatis switch which can be used as the optical backplane.

The prinicple of self-healing in AoD nodes is illustrated in Fig. 4.4. Inside the node, con-
nections use only the components necessary for satisfying the processing requirements
and bypass unneeded components, rendering them idle. When a component of a certain
type fails, the optical backplane can easily be reconfigured to use an idle component of
the same type located at the node, enabling fast failure recovery (down to 10 ms, i.e. the
optical backplane switching time [96]) without activating network-wide survivability mech-
anisms. Note that the backup component can be an idle working component, or it can
be added in the node specifically for failure recovery. In this way, AoD can provide re-
dundancy for any type of components and supports addition of an arbitrary number of
redundant components without disturbing the existing lightpaths.In the example shown in
the figure, the traffic is supported by two splitters and two WSSs, while one splitter and
one WSS remain in idle state. When working WSS 2 fails, the idle WSS (here WSS 3),
takes over the failed connections.

Optical backplane

\V4
s e e e sy e e L T y S F i e = o o ————— S

mi Hﬁ Ti T ] H%ill

Ayt

Figure 4.4: Self-healing in an AoD ROADM.

4.2.1 Enforced Fiber Switching (EFS) Routing Algorithm

A particularly beneficial AoD node functionality from the network reliability performance
point of view is their ability to support switching at the fiber level, i.e., bypass all com-
ponents between an input and an output port. This mechanism reduces the number of
components traversed by each lightpath, which reduces the related risk of failure, and
increases the number of idle components which can be reused for failure recovery [41].
With that in mind, we design a lightpath routing strategy called Enforced Fiber Switching
(EFS) routing, which obtains a targeted portion of lightpaths undergoing fiber switching
(FS) along their paths.
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In order to utilize the adaptive nature of AoD nodes enabling minimization of the number
of used components, we develop the Enforced Fibre Switching (EFS) routing algorithm.
The goal of EFS is to improve lightpath availability by increasing the percentage of fibre-
switched lightpaths at the network level. The subsequent increase in lightpath availability
stems from two factors. To clarify, we consider the effects of establishing fibre switching
between a single port pair in a node traversed by several lightpaths which use different
pairs of input/output ports. Firstly, the lightpaths which are switched on the fibre level
will bypass one active BV-WSS and one splitter in the considered node, which reduces
their probability of failure and renders the bypassed components redundant. Secondly,
lightpaths which are still undergoing switching at the wavelength level can now use one
redundant BV-WSS and one redundant splitter for recovery in the case of failure of any
working BV-WSS or splitter in the node. The impact of such redundancy and the changes
it incurs in lightpath availability are visible from the availability models presented in Section
VI-C. Adversely, some of the lightpaths which had to be rerouted to allow for the FS in
the considered node might end up traversing a greater number of nodes than on their
original, shortest path, comprising a greater number of total components, which might, in
turn, decrease their availability. The strength of the EFS algorithm is precisely in balancing
these two seemingly opposite effects, i.e., releasing sufficient redundancy in the network
to compensate for the extra components traversed by the rerouted paths.

The pseudocode of the EFS algorithm is shown in Algorithm 2. In the beginning, EFS
finds the shortest path in the physical topology for each lightpath and calculates the por-
tion of lightpaths which undergo fibre switching at any node along their path (denoted as
fs_temp). In highly-connected lightpath topologies, this value is typically very small (zero
in most cases). Recall that, in order for FS to be possible between an incoming port from
node i and an outgoing port to node j within node n, all lightpaths present at the port from
i have to also be present at the port towards j. If this condition is not satisfied, lightpaths
which are present on either port from 7 or port to j (extra lightpaths) have to be rerouted
along an alternative path through the network in order to allow for FS between ports from
node i to node j. The ratio between the number of lightpaths which are present on both port
from i and port to j within node n (and can, therefore, be switched at the fibre level) and
the number of lightpaths present only at port from / or port to j (and have to, therefore, be
rerouted), is denoted as fs_ratio(n;i,j). In each step of the algorithm, we choose node n
and its input-output node/port pair (i,j) with the highest value of fs_ratio(n;i, ) to perform
FS. After re-routing of extra lightpaths, the procedure of finding the next node candidate is
repeated until reaching the specified or the highest possible percentage of fibre-switched
lightpaths.

In order to allow for fiber switching between input and output port pair (i,j) of node n, all
lightpaths at port i must be connected to port j without passing any optical modules at
the node. For densely interconnected lightpath topologies, this is not always possible if
fixed shortest path (SP) routing is used. Consequently, in order to enforce FS, EFS must
re-route some lightpaths to alternative, longer paths. When the probability of failures of
physical links is taken into account, added fiber length and node components traversed
by re-routed lightpaths might result in an undesired decrease of connection availability.
Therefore, approaches for protection of AoD-based networks from failures of node com-
ponents and links must pursue an advantageous trade-off between increasing the number
of idle components which can be used as redundancy for failure recovery at the node
level (thus increasing availability of certain connections while reducing the complexity of
network-wide recovery management), and increasing the length of lightpaths re-routed to
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Algorithm 2 Enforced fibre switching (EFS) routing algorithm.
Require: 1. Physical topology G = (E,V);

2. Lightpath demands 7 = {s;,d; };

3. TF'S = targeted portion of fibre-switched lightpaths;
Route lightpaths on their shortest paths and apply possible FS;
Calculate fs_temp = percentage of FS lightpaths in the network;
while fs_temp < TFS do

1. Find the node n and its input-output

node pair (i,j) with the maximum fs_ratio(n;i,j);

if fs_ratio(n;i,j) =0 forall (n;i,7) then

break;

2. Apply FS between ports i and j and reroute extra lightpaths;

if applying FS or re-routing of extra lightpaths not possible then
break;

3. update fs_temp;

release this redundancy (leading to a decrease in availability). To this end, we develop a
survivable routing algorithm for AoD-based networks called Dedicated Path Protection with
Enforced Fiber Switching (DPP-EFS), which combines self-healing at the node level with
1+1 protection at the network level. To the best of our knowledge, no protection schemes
have been developed so far for AoD-based networks.

4.2.2 Dedicated Path Protection with Enforced Fiber Switching (DPP-EFS)

Given a set of connection requests and a physical topology of an optical network based
on AoD, the DPP-EFS algorithm must establish a pair of lightpaths, i.e., physically disjoint
working and backup paths for each connection, while trying to maximize the portion of
lightpaths undergoing FS along their paths. The algorithm begins by routing all working
paths on the shortest paths, followed by an attempt to increase FS by rerouting certain
paths to alternative routes. When no further increase in FS of the working paths is possible,
the algorithm proceeds by establishing a shortest possible link-disjoint backup path for
each connection request without violating the established FS. In order to reflect the fact
that establishing FS restricts port connectivity, physical network G(V, E) is transformed into
network G’(V’, E’) such that V’ is the set of nodes corresponding to ports of nodes from V,
and E’ is the set of links modeling the connectivity of the set V'. If we denote nodes and
edges from V and E as v; and e;, while v;” and e;” denote nodes and edges from V’ and E’,
the steps for the network transformation can be summarized as follows:

1. Create a node v;’ corresponding to each input and output port of each node v;”.

2. Create edges e;’ between appropriate nodes v;’ and v;’ for each edge e;. This maps
the connectivity between nodes v; in the original network topology.

3. To map connectivity inside individual nodes v;, i.e. between nodes v;" and v;’ cor-
responding respectively to an input and an output port of the same node v;, do the
following: if fiber switching is established between v;” and v;’, connect v;” only to v;’
by adding a new edge e;’. If there is no FS between v;” and any v;’, add edges e;’
to connect v;" to all nodes v;” which correspond to output ports of v; that are not
fiber-switched to any input port corresponding to a node vy’
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An illustrative example of transforming a simple 5-node network is shown in Fig. 4.5. After
routing the four lightpaths on the routes shown in the left part of the figure, FS is established
in nodes B and D. The right part of the figure shows the network after transformation.
Vertices 1 to 24 correspond to the input and the output ports of nodes A to E. The red
lines denote FS between a pair of input/output ports inside the same network node. For
example, vertices 5 and 9 of node B correspond to FS ports and are connected only to
each other, because routing any connection from port 5 to any output port but 9 would
violate the established FS. The same applies to ports 15 and 18 of node D. On the other
hand, connectivity of ports not connected via FS to any other port is much greater, as can
be seen, e.g., inside node E in the figure.

Node B: ports from Ato C
Node D: ports from C to D

L 3
—{ 2 B
Fiber switching: 1_, o E uﬁ, s D 17
23
2 16 18

Figure 4.5: Transforming the network to reflect the impact of established FS to port connec-
tivity.

After the network is transformed to incorporate the changes in connectivity introduced by
FS, the backup path for each connection is found by deleting the nodes and links used
by the working path and running Dijkstra’s algorithm. We then evaluate the impact of the
proposed approaches to network availability via simulation.

4.2.3 Numerical results

DPP-EFS was implemented in C++ and evaluated on a country-wide network of Germany
with 11 nodes and 34 bidirectional links (Fig. 4.6 a)). Lightpath requests between node
pairs were created to serve traffic which was generated proportionally to node populations
and inversely proportional to their distances. The total traffic was scaled to model sparser
and denser lightpath topologies. The algorithm was tested on 3 different test instances of
each load. Failures of optical fibers, splitters, BV-WSSs and MEMS mirrors were gener-
ated using Monte Carlo simulations with exponentially distributed times to failure and to
repair, under failure rates expressed in FIT (1 FIT = 1 failure in 10° hours) and summarized
in Fig. 4.6 b), and a mean time to repair equal to 6 h. We simulated total time of 10'° hours
and measured minimum (s,t) connection availability and mean down time (MDT) of the
network, defined as the average number of minutes per year when at least one connection
is in DOWN state due to failures. The results, shown in Fig. 4.7, were compared to a
network deploying (i) hard-wired (H-W) and (ii) AoD ROADMs with DPP using SP routing
for the working and the backup paths (denoted as DPP-SP). As shown in Fig. 4.7 a), the
s,t availability in network deploying AoD under lower traffic load is greater than for H-W
ROADMSs even when SP routing is used, due to the fact that enough components remain
idle and can be used for self-healing. When the logical topology becomes fully connected
(> 122 lightpaths), applying DPP-SP renders all components in AoD nodes utilized. In
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such cases, combining AoD ROADMs with DPP-SP leads to slightly lower availability than
H-W ROADMSs due to the additionally traversed optical backplane elements. As can be
seen from the total number of redundant, i.e., idle components in the network shown in
Fig. 4.7 b), applying DPP-EFS releases extra redundancy in AoD nodes. To utilize this
redundancy, DPP-EFS establishes on average 11% longer paths than DPP-SP. Conse-
quently, DPP-EFS can heal more failures at the node level then DPP-SP applied to AoD
ROADMs, which results in a lower number of failed connections, as shown in Fig. 4.7 c).
Hence, implementing DPP-EFS in a network deploying AoD ROADMSs results in higher st
availability (Fig. 4.7 a) and 12.2% lower MDT (Fig. 4.7 d) than using DPP-SP in a network
based on H-W ROADMs.

Component Failure
I rate in FIT
BV-WSS 10000
Splitter 1:N 75,
(N = degree) N
MEMS mirror 21
Optical fiber 100/km

b)

Figure 4.6: (a) German backbone network and (b) component failure rates used in the sim-
ulations.
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Figure 4.7: (a) s,t availability, (b) number of redundant components in the network, (c) number
of failed connections and (d) network mean down time.

4.3 Protection of the core network in the presence of physical-
layer attacks

Standard optical network protection approaches typically establish link and/or node-disjoint
working and backup paths, focusing on fiber cuts and node equipment failures as the
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leading causes of network interruptions. Although effective in the presence of failures,
such approaches may not provide adequate protection in the presence of attacks due to
their specific propagation characteristics. A number of optical-layer security breaches and
physical-layer attack methods have been identified in the literature [58], [48], [84], [75],
[49], [83], particularly in transparent optical networks. Attacks can induce financial losses
to the clients or cause network-wide service disruption, possibly leading to huge data and
revenue losses for operators. Attacks targeting service degradation, which are in the fo-
cus of this study, such as power jamming, typically involve inserting malicious signals into
the network which can potentially propagate along configured connections causing wide-
spread damage. To deal with this problem, in this section, we introduce the concept of an
Attack Group (AG) defined as a set of connections which can affect each other in case they
carry a malicious attacking signal. A connection is assumed to be attack-protected if its
primary and backup paths are AG-disjoint. Protecting all connections from attacks could
incur significant resource utilization and may not be economically viable. Thus, we incor-
porate attack-awareness into standard link-disjoint dedicated path protection to minimize
the number of attack-unprotected connections only where little or no extra resources are
required. We refer to the approach as Attack-Aware Dedicated Path Protection (AA-DPP).
We develop a 2-step Integer Linear Program (ILP) formulation for AA-DPP, as well as an
iterative heuristic for larger instances.

4.3.1 Propagation characteristics of service degradation attacks

Service degradation attacks generally involve inserting malicious signals into the network,
such as optical signals of excessive power (e.g., 5-20 dB above other, legitimate signals),
to degrade other user connections. Such a signal can be inserted on a legitimate channel
used in the network (in-band jamming) or on a wavelength outside the signal window (out-
of-band jamming) [83] and can degrade co-propagating user channels due to increased
crosstalk and nonlinear effects in fibers. Furthermore, a jamming signal can cause so-
called gain competition in optical amplifiers where the high-powered signal robs weaker
legitimate signals of gain. Even if electronic equalization in amplifiers counteracts gain
competition in the steady-state, initial brief oscillations in gain can occur. Additionally, in-
band jamming signals can increase intra-channel crosstalk in optical switches to other user
signals traversing the switch on the same wavelength. In a ROADM-based network envi-
sioned by DISCUS, a jamming signal would be attenuated at intermediate nodes. However,
some propagation may be achieved depending on the strength of the jamming signal and
the working range of the associated VOAs. In Mixed Line Rate and elastic optical networks,
an alternative service degradation attack could be achieved by inserting a lower line-rate
OOK-modulated signal near a higher line-rate 40/100/200G channel using BPSK, QPSK
or DP-QPSK modulation without allowing for enough guardband [49]. This could cause
increased cross phase modulation effects significantly degrading the higher line-rate sig-
nals. If such a signal were inserted as a legitimate connection, it could propagate through
the network degrading all co-propagating neighboring higher-rate channels. Such a signal
would not be thwarted by power equalizing components or even be detected as malicious
by power monitoring equipment.

4.3.2 Attack groups and the considered propagation model

In order to model the propagation characteristics of various attacks and incorporate them
into the protection process, we introduce the concept of an Attack Group (AG). We de-
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fine an Attack Group of a working or backup path i, denoted as AG(i), to be comprised
of all other working paths which, if carrying an attacking signal, could potentially degrade
path i. Naturally, this depends on the type of attack, its propagation characteristics and
physical routing and wavelength assignment of all the connections in the network. The
concept of AGs can be applied to individual attacks by considering their distinctive propa-
gation characteristics or a combination of them. To cover for the worst-case scenario, we
consider the propagation scenario where an attack inserted on any legitimate connection
could potentially compromise all other connections sharing common links with it, as well as
connections assigned the same wavelength and traversing common switches with it. Cal-
culation of the Attack Groups of individual connections based on our propagation model
and the impact of different path protection schemes is illustrated in Fig. 4.8. Assume four
directed connection requests: c1:(5-4), c2:(5-6), ¢3:(4-2) and c4:(6-2); and three available
wavelengths: A1, A2, and A3. Two different dedicated path protection schemes are shown
in Figs. 4.8 a) and 4.8 b), where the working and backup paths of each connection ¢; are
denoted as ¢V and cP, respectively. In order to find the AG of each connection, we model
attacking relations between connections with a so-called attack graph. In the attack graph,
nodes represent the working and backup paths of individual connections and directed links
indicate whether an attacking signal inserted on one of them can affect the other. Note,
we assume 1:1 protection where only working paths can be the source of attack.

AG(c;")nAG(c:’)={c,", c5"tnfec,}=c," AG(c,")NAG(c,®)=Bn{cs" )=
AG(c,")NAG(c,")={c; "} B=@ AG(c,")NAG(c,Y)=8n{c," ", ¢, }=0
AG(cs")NAG(cs")={er”, e Infe,", ca"f=c" W AG(cs")NAG(cs®)={c,"}nB=@
AG(c,")NAG(c,)={cs"}n =0 ) AG(ca")NAG(c,”)={c;"}n{c,"}=0

Figure 4.8: Two possible DPP schemes as their associated attack graphs.

The attack group of a working or backup path is then composed of all the nodes in the
attack graph with which it is connected with via incoming links. For example, the attack
group of working path ¢}V in Fig. 4.8 a) is AG(c}") = {c¥,c}¥}. Namely, connection ¢}V
could potentially be degraded by an attack inserted on connection ¢} since they share a
common link (5-4), as well as by an attack inserted on ¢} since they share a common
switch (4) and are routed on the same wavelength (\;). To evaluate whether a connection
is attack-protected, the attack groups of the primary and backup paths should be disjoint.
The associated calculations of AG-disjointedness are shown in the figure. We can see
that connection ¢; is not protected because its working and backup paths share a common
AG element, i.e., ¢}. Similar considerations apply to connection c3, whose working and
backup paths can both potentially be degraded by an attack inserted on c}V'. Fig. 4.8 b)
shows a slightly different path protection scheme which achieves better attack-protection
while using the same number of wavelengths and total path length as the solution in Fig.
4.8 a). In Fig. 4.8 b), all connections are attack-protected, i.e. all connections have AG-
disjoint working and backup paths.
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4.3.3 Attack-Aware Dedicated Path Protection: Problem Definition

Given is a physical topology graph G = (V, E), comprised of a set of nodes V intercon-
nected by a set E of directional links. Given are also a set of available wavelengths Wand
a set C of connection requests, each defined by their source and destination nodes. The
Attack-Aware Dedicated Path Protection (AA-DPP) problem consists of finding a pair of
link-disjoint paths for each connection request, along with their associated routing and
wavelength assignment schemes, while minimizing the number of attack-unprotected con-
nections. A connection is assumed attack-unprotected if the working and backup paths of
the connection are not AG-disjoint according to the attack propagation model described
above. Due to the high complexity of the AA-DPP problem with the described propagation
model, we formulate a 2-step ILP which solves the routing and the wavelength assignment
phases subsequently. The routing phase models attacking relations between connection
sharing common links, while the wavelength assignment phase models attacking relations
between connection traversing common switches on the same wavelength.

4.3.4 The 2-step ILP formulation (AA-DPP-ILP)

Due to the high complexity of the AA-DPP problem with the described propagation model,
we formulate a 2-step ILP which solves the routing and the wavelength assignment phases
subsequently. The routing phase models attacking relations between connection sharing
common links, while the wavelength assignment phase models attacking relations between
connection traversing common switches on the same wavelength. Note, an integrated ILP
could be run by combining the two formulations to find a globally optimal solution but
experimental results indicate that the integrated ILP could only be run in reasonable time
for extremely small instances (4 nodes).

Step 1: The routing phase of AA-DPP-ILP

Notation and parameters:

v € V: network nodes

e € E: directed network links

oe,te € Vi the source and destination node of link e, respectively

¢,d € C: connection requests

oe, te € V' the source and destination node of connection ¢, respectively
H: maximal total hop length

Routing variables:

pS = 1if the working path of connection c uses link e, 0 otherwise.
p¢ = 1 if the backup path of connection c uses link e, 0 otherwise.
q; = 1if the working path of connection c uses node v, 0 otherwise.
g, = 1if the backup path of connection c uses node v, 0 otherwise.

Link-sharing and attack-reach variables:

I¢ ; = 1if the working path of connection c shares link e with the working path of connection
d: 0 otherwise.

I¢ , = 1if the backup path of connection ¢ shares link e with the working path of connection
d, 0 otherwise.

lcq = 1 if the working path of connection c shares any link with the working path of con-
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nection d, 0 otherwise.

l.. = 1 if the backup path of connection ¢ shares any link with the working path of connec-
tion d, O otherwise.

aCL’d = 1 if the working and the backup path of connection ¢ both share link(s) with the
working path of connection d (and can, thus, be attacked by d on links), 0 otherwise.

al = 1if the backup path of connection c is attack-unprotected on links, 0 otherwise.

Objective: minimize the number of attack-unprotected connections under the assumption
that an attack inserted on a working path can degrade any other working or backup path if
they share a common link.

min » _ af (4.39)
ceC
Subject to:
1 ifv=o0.0rv==t,
Veeo, Voev - Z pg = . (4.40)
= 2¢¢ otherwise
e€E:v=o0¢,te v
1 if v =o0,0rv="t,
VecoVoev: D, pE= {2—c therwi (4.41)
e€EE:v=0c,te q, otherwise
pe+Pe £ 1,Yee, Yoev (4.42)
DD pitpe<H (4.43)
ceCecE

Egs. 4.40-4.41 define flow conservation and node usage, Eq. 4.42 ensures the working
and back-up paths are link-disjoint and Eq. 4.43 limits the total hop length of all the paths
to H.

Ca=DNDEVeer, Ve aec (4.44)

_g,d = 232 A pg7 veEEa vc,dEC, (445)

lea =\ 1&4 Veaec (4.46)
eck

lea =\ 1&g Vedeo (4.47)
eeFE

Eqgs. 4.44-4.49 of AA-DPP-ILP ensure that if the working and the backup paths of a con-
nection ¢ both share links with the working path of any other connection, then connection
c is marked as attack-unprotected. Egs. 4.44 and 4.45 couple the working and the backup
path of connection ¢, respectively, to any connection d whose working path shares a link
with them, while 4.46 and 4.47 mark link-sharing over all connections. For the sake of
brevity, symbols A and Vv are used to denote logical AND and OR operations, respectively.
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Relation ¢ = a A bis implemented as ¢ < a; ¢ < b; ¢ > a + b — 1. Similarly, relation ¢ = Vv;a;
is implemented as ¢ > a;,V;; ¢ < ). a;.

a’cL,d = lc,d N zC,da vc,dEC’ (4.48)
=\ a4 Veaco (4.49)
deC

Eqg. 4.48 identifies connections ¢ whose both the working and the backup path can be
attacked by a connection d, while 4.49 denotes connection ¢ as unprotected if any such
connection d exists.

Step 2: The wavelength assignment phase of AA-DPP-ILP

In the Wavelength Assignment (WA) phase of AA-DPP-ILP, the values for the routing, link-
sharing and attack-reach variables found by solving the routing phase of AA-DPP-ILP are
used as input parameters, in addition to the set of nodes, links and connection requests.
An additional parameter and the variables for the wavelength assignment phase are as
follows

Notation and parameters:
w € W: Set of available wavelengths

Wavelength assignment variables:
rg, = 1 if the working path of ¢ uses wavelength w; 0 otherwise.
¢, = 1 if the working path of ¢ uses wavelength w; 0 otherwise.

Sw:tch- and Wavelength-sharing and attack-reach variables:
svw = 1 if the working path of connection ¢ shares switch v and wavelength w with the
working path of connection d, 0 otherwise.
Ei‘fu = 1 if the backup path of connection ¢ shares switch v and wavelength w with the
working path of connection d, 0 otherwise.
5“4 = 1 if the working path of connection c shares any common switch and a wavelength
with the working path of connection d, 0 otherwise.
5% = 1 if the working path of connection ¢ shares any common switch and a wavelength
with the working path of connection d, 0 otherwise.
= 1 if the working path of d can attack the working path of ¢ on links, and the backup

peith of ¢ in switches, 0 otherwise.

aL = 1 if the working path of d can attack the working path of ¢ in switches, and the
backup path of ¢ on links, 0 otherwise.
a’ cq = 1if both the working and the backup path of connection c can be attacked by the
workmg path of d in switches, 0 otherwise.
ac.,q = 1 if both the working and the backup path of connection ¢ can be attacked by the
working path of d, 0 otherwise.
a. = 1 if connection ¢ is attack-unprotected on links and/or switches, 0 otherwise.

Objective: minimize the number of connections which remain unprotectedfrom attacks
(on links or inside switches) according to are assumed propagation model described in
Section 4.3.1.
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min E Qe

ceC

Subject to:

Y =1Veeo

weWw

Z F'LCU = 17\V/C€C

weW
Zpgrfu + Zﬁgf’ﬁl = 1,Veer, Vwew
ceC ceC

Equations 4.51-4.53 model the wavelength clash and continuity constraints.

cd _  c,.c d. .d
Sv,w = QT A QUT’LU’VC,d607vU€V7\v/w€W

—c,d __ —Cc=C d, .d
Sv,w = QT A (:IUTw’VC,d607vUEV7\v/’w€W

cd __ c,d
S - \/ Sv,w) vC,dEC
veVweW
—c,d __ =c,d
S - \/ Sv,w) vC,dEC
veVweW

(4.50)

(4.51)

(4.52)

(4.53)

(4.54)

(4.55)

(4.56)

(4.57)

Egs. 4.54-4.57 identify wavelength- and switch-sharing among working and backup path
pairs which determine individual attack groups. Eqs. 4.54 and 4.55 couple the working
and the backup path of connection ¢, respectively, to any connection d whose working
path shares a wavelength and a switch with them, while 4.56 and 4.57 mark wavelength-

and switch-sharing over all connections.

S

a

c,d A =zc,d
od =8NS Vedeo

SL d AT
od = 8" Nled,Veaeo

a
LS =c,d
Qeqg = lqd A 5€ 7vc,d€C

S L SL LS
(167d = ac,d vV (Ic’d V acyd V CLC’d y vc’dec

Qc,d = \/ ac,davceC
deC

(4.58)

(4.59)

(4.60)

(4.61)

(4.62)

Eqgs. 4.58-4.62 identify all possibilities in which the working and the backup path of a
connection ¢ can both be affected by an attacking signal carried on the working path of
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a connection d, i.e. check if the working and backup paths of a connection are attack
group disjoint. Eq. 4.58 identifies connections ¢ whose working and backup paths can
both be attacked by such a connection d in switches. Eq. 4.59 identifies connections ¢
whose working paths can be attacked by connection d in switches, while its backup path
can be attacked by connection d in links (and vice versa for 4.60). Eq. 4.61 identifies
connections ¢ where both the working and backup path can be attacked by a connection
d on links and/or in switches, while 4.62 denotes connection ¢ as attack-unprotected if any
such connection d exists.

4.3.5 Attack-Aware Dedicated Path Protection heuristic (AA-DPP-H)

For larger problem instances, solving the 2-step AA-DPP-ILP becomes computation-
ally intractable. Therefore, we propose an iterative heuristic for attack-aware dedi-
cated path protection, denoted as AA-DPP-H. The pseudocode of the AA-DPP-H al-
gorithm is shown in Fig. 4.9. As in the ILP, the objective of AA-DPP-H is to mini-
mize the number of attack-unprotected connections according to the propagation model
described in Section 4.3.1. Since the heuristic offers more flexibility than the ILP, we
apply a secondary objective to minimize the number of working paths that can simul-
taneously be affected by a single attack inserted on any one of them, referred to as
the Attack Radius (AR). The AR corresponds to the maximal size of the attack group
of any working path. For example, the AR of the example shown in Fig. 4.8 a) is
AR = maz{|AG(V)|, |AG(cI)], |[AG(I)], [AG(c!)|} = max{2,1,2,1} = 2. Analo-
gously, the AR of the DPP scheme in Fig. 4.8 b) is equal to 1.

The AA-DPP-H algorithm takes as input the physical topology G = (V, E'), the number of
available wavelengths W, the set of connection requests C, the maximum allowed number
of iterations iy;4x, and the number of K shortest paths to be considered as candidate
routes. In the beginning, the incumbent solution, denoted as Csoy, is empty, while the
number of unprotected connections (UC) and the AR are initialized to a large numerical
value modeling infinity. The algorithm iteratively constructs a feasible solution Csor,_; us-
ing a greedy attack-aware approach, and updates the incumbent solution if a more secure
solution Csor, is found. The algorithm ends if a solution where all connections are attack
protected is found or the maximal number of iterations is reached. Details of the construc-
tion and evaluation phases are described below.
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Input: G=(V,E) //physical topology L | Construct a feasible solution Csop_;
C //set of connection requests 1: Do
W //set of available wavelengths 2: | CsoLi € {}; feasible €true;
imax //maximum number of iterations 3: | For each connection ¢ € C do
K //number of considered shortest paths 4 cay € o0; UCeyy € oo; V€ 0; cB€ @;
Initialization: 5 For each wavelength w € W do
Csov € {} //final solution; set of connections with assigned working 6 ¢V, € set of up to K shortest paths for the working path available on w;
and backup paths and wavelengths 7: If ¢V, #0 then
UC € //number of connections unprotected from jamming 8: For each candidate working path cV; do
AR € /lattack radius in the network 10: AG(c",) € attack group of ¢V
i=1//number of iterations 11: E(cwm) & set of backup paths which be attacked by c“'“j;
12: UCc €|AG(c%y) N AG(c"y));
13: For cach wavelength z € W do
Evaluate overall security of the solution Csor P 14: Denote links included in ¢%; as temporarily unavailable on z;
28: UC_i € o0; - 15: B, €set of up to K shortest paths for the backup path on z;
29: For each connection ¢ € Csq,, ; do 16: If ¢®, #0 then
30: | AG(c™)€ attack group of the working path of ¢; 17: For each candidate backup path c®, do
31: | AG(c®) € attack group of the backup path of ¢; 18: AG(c®,) €attack group of ¢®;
32: | IFAG(Y) N AG(c®) # @ then 19: ca € AG(cY\y) N AG(c®2);
33: UC_i++; 20: If ca < cayy or (ca== cayyy and UCc < UCcpyy) then
34: | If|JAG(c")|> AR i then 21 Ve Wy P P
350 AR_i €|AG(c"Y)|; 2: ca$ cayy; UCc € UCewy;
36: If UC_i < UC or (UC_i == UC and AR _i < AR) then 23| | IV #0@and c®#0 then
37: CsoL €CsoL i; AR € AR_i; UC € UC_j; 24: CsoL i€ CsoL iU ¢; Delete links of ¢V from w and of ¢® from z;
38: i++; 25:| | Else feasible <false;
26:| If —feasible then Release all network resources and shuffle set C;
ves "o 27: While Csop ; not complete
*—“w

Figure 4.9: Flow-chart of the AA-DPP algorithm.

Construction phase

In order to construct a feasible solution, the algorithm processes one connection request ¢
at a time while attempting to minimize (i) the number of potential common attackers shared
among its working path ¢V and backup path ¢? (denoted as ca in the pseudocode); and (i)
the number of existing connections whose AG-disjointedness is violated by ¢V (denoted as
UCc). We use a layered graph approach where a copy of the physical topology is made for
each wavelength, and occupied wavelength-links in the current partial solution are deleted
from their corresponding layers when searching for paths for subsequent requests. For
each connection request, the approach first searches for up to K available shortest path
candidates for ¢V on each available wavelength (row 6). For each ¢V candidate, denoted
as cfj’j, the corresponding AG is identified (row 10), as well as the set of existing backup
paths which can be attacked by cfﬂ"j, denoted as AG (row 11). The latter is needed to
calculate the value of UCc as the number of elements in the intersection of sets AG and
AG (row 12).

The algorithm proceeds by finding a set of up to K shortest path candidates for ¢” on each
of the available wavelengths, which are link-disjoint with cij (row 15). After calculating the
AG of each ¢” candidate, denoted as ¢ (row 18), common potential attackers on ¢}
and cfk are identified (row 19) and the pair of candidate paths with the minimum value of
ca is selected as the solution for ¢V and c¢? (row 20). If the value of ca is the same for
two candidate path pairs, the pair yielding lower UCc¢ value is selected. The combined
path length of cfu"j and ¢ is used as a second tie-breaking rule to prioritize shorter paths
(omitted from the pseudocode for the sake of brevity). Finally, if ¢V and ¢? are found, they
are added to Cspr._; and their links are marked as unavailable on the selected wavelengths
w and z (row 24). If no feasible solution is found all resources are released and set C'is
shuffled randomly (row 26). The procedure is repeated until a feasible solution Csoy ; is
found.
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Evaluation phase

In the evaluation phase, the feasible solution found in the construction phase is evalu-
ated with respect to the previously described optimization criteria (i.e. number of attack-
unprotected connection and the attack radius). The algorithm calculates the AGs for all
working and backup paths (rows 30-31), identifies attack-unprotected connections (rows
32-33) and calculates the network AR (rows 34-35). If the current solution Csor; has
fewer attack-unprotected connections UC;, or the same UC; but a lower AR (row 36), the
incumbent solution is updated (row 37).

4.3.6 Simulation results

To evaluate the efficiency of the proposed approaches, they are compared to standard
attack-unaware DPP aimed at minimizing the lengths of the established paths and the
number of wavelengths used. We consider 2 non-attack-aware benchmarking approaches,
denoted as DPP-ILP and DPP-H.

DPP-ILP is a 2-step ILP formulation, analogous to AA-DPP-ILP, but instead of minimizing
the number of attack-unprotected connections, the routing phase aims at minimizing the
total path length used, while the wavelength assignment phase minimizes the number of
wavelengths used. The formulation is derived from formulation AA-DPP-ILP as follows.
The link/switch-sharing and attack-reach variables are dropped in both phases, as well
as input parameters H and . The routing sub-problem of DPP-ILP is then solved with
the objective of minimizing the total length of the established paths, equal to the left-hand
side of Eq. 4.43, and by considering only constraints 4.40-4.42 from 4.3.4. The WA sub-
problem of DPP ILP is aimed at minimizing the number of used wavelengths. Thus, the
formulation employs the wavelength assignment variables from 4.3.4 as well as an addi-
tional binary variable y,, indicating whether wavelength w is used in the final solution. The
objective is then to minimize the total number of wavelengths used, i.e. > .y yw- The
WA phase is solved by applying the constraints described in Egs. 4.51-4.53, as well as the
following 2 constraints which indicate the wavelengths used:

Tfu < yunvcEC'; vwEW (463)

F’Z} < ywyvceCavaW (464)

DPP-H is a heuristic approach also run as an iterative process with different connection
request orderings analogous to AA-DPP-H, but without considering attacks. In every it-
eration, it searches for a working and a backup path of all requests with the objective of
minimizing the number of used wavelengths. The working and backup path of each con-
nection are assigned the shortest path on the first available wavelength. In every iteration,
the algorithm begins by using just one wavelength and adds a new one only when the
working or the backup path cannot fit on any of the previously used wavelengths. At the
end of each iteration, the incumbent solution is updated if a solution has been found using
fewer wavelengths, or the same number of wavelengths as the incumbent, but shorter total
path length.

The 2-step ILP formulations AA-DPP-ILP and DPP-ILP were solved using CPLEX v12.4,
while the heuristics AA-DPP-H and DPP-H were implemented as a software tool in C++. All
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Figure 4.10: (a) The 8-node, (b) 14-node NSF, and (c) 28-node EON network used in the
simulations.

algorithms were run on an HP workstation equipped with 8 Intel Xeon 2.67 GHz processors
and 16 GB RAM. Three networks were considered, shown in Figure 4.10. Due to the
complexity of the 2-step attack-aware ILP formulation, AA-DPP-ILP and DPP-ILP were
only tested for the network shown in Fig. 4.10 a) comprising 8 nodes and 12 bi-directional
links, each representing two directed links. The AA-DPP-H and DPP-H heuristics were
evaluated on the 8-node network, as well as on the well-known reference networks shown
in Figs. 4.10 b) and c) corresponding to the US NSF network (14 nodes, 21 bidirectional
link) and European EON network (28 nodes, 41 bidirectional links), respectively. The traffic
for the 8-node network was generated randomly, with the average logical degree equal to
2.86. Traffic for the NSF and EON network was generated based on the node population
and distances, with the average number of lightpaths ranging from 125 to 250.

Fig. 4.11 shows the performance of all the implemented algorithms for the 8-node test
cases. Fig. 4.11 a) shows the percentage of attack-unprotected connections for each test
case. AA-DPP-ILP obtains solutions in which all connection are attack-protected, while
AA-DPP-H leaves an average only 7% of connections attack-unprotected. In comparison,
the attack-unaware approaches, DPP-ILP and DPP-H, obtain solutions with an average
of 71% and 80% connections attack-unprotected, respectively. Figs. 4.11 b) and c) show
resource consumption of the proposed approaches in terms of the total number of hops
in the established paths and the number of used wavelengths. Since the routing phase
of AA-DPP-ILP takes as input the total hop count obtained by the routing phase of DPP-
ILP (whose objective is to minimize hop count), both formulations establish solutions with
equal hops and are, thus, shown together in the figure. All the approaches gave similar
results with respect to the total average hop count. The wavelength usage in the solutions
obtained was also similar for all the approaches. Since the number of wavelengths used
by DPP-ILP and DPP-H (whose objectives are to minimize wavelengths) were fed as input
parameters to their attack-aware counterparts, they yielded the same number in all the
cases tested and are, thus, shown together in the figure.

Fig. 4.12 shows the performance of the heuristics for the NSF and EON test cases. On
average, DPP-H leaves more than 80% of connections unprotected from attacks in both
networks, while AA-DPP-H reduces the number of vulnerable connections to only 3% in the
NSF and 13% in the EON network. Since AA-DPP uses the same number of wavelengths
as wavelength-minimizing DPP while establishing slightly shorter paths, we can conclude
it represents a resource-efficient approach of reducing the potential damage from attacks.
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Figure 4.11: (a) Portion of attack-unprotected connections, (b) total path length and (c) num-
ber of wavelengths used by DPP-ILP, DPP-H, AA-DPP-ILP and AA-DPP-H in the 8-node net-
work.
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Figure 4.12: (a) Portion of attack-unprotected connections and (b) average path length ob-
tained by DPP-H and AA-DPP-H in the NSF and EON network.

4.4 Resilience strategies based on dual homed M/C nodes

This section presents the benefits of dual-homing in the access to provide higher end-
to-end resilience and better load-balancing, where each connection spans from one local
exchange to another through the core network. As evident from Fig. 4.13, each LE con-
nects to two MC nodes using dual-homing. While looking into the end-to-end availabilities
it is also explored whether the path redundancies added by dual-homing play any role in
providing efficient distribution of load across the core network and thereby reduce the cost
of provisioning capacity in terms of number of lightpaths, transponders etc. The resilience
approach mentioned here, focuses on the end-to-end philosophy where each communica-
tion request spans through the access link at the source side, followed by the core links,
and then again an access link at the destination side. Dual homing at both the source and
destination sides benefits survivability by providing more end-to-end path options. The
results presented later, show dual-homed access proves to be advantageous over single-
homed access by effectively utilising the end-to-end path alternatives.
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Figure 4.13: Example of different backup path options enabled by dual homing.

4.4.1 Mathematical model

The problem that we intend to solve, satisfies certain target availabilities of each end-to-
end connection and also tries to minimise the network resources while providing a certain
degree of resilience. We split the problem into two stages for sake of tractability. In the first
step, we consider an extended network topology with both the access and the core links
as illustrated in Fig. 4.13 and find a set of optimum end-to-end routes (i.e., one primary
and one secondary path) that jointly meets a certain target availability. For that, we use
a modified version of the basic link-flow model as described in [85]. We obtain a set of
reliable routes for each connection and also the distribution of flows through the core net-
work links from the first stage results. We utilise those results to obtain a minimum-cost (in
terms of number of wavelengths and lightpaths) network provisioning in the second step.
In the second stage our focus would be to design a transparent optical core network with-
out any grooming or optical-to- electri-cal-to-optical (OEQO) conversions. The transparency
constraint can be relaxed to study variations of the current problem. The entire two-step
problem is beyond the scope of the current deliverable. Currently a methodology to com-
pute end-to-end routes that meet certain resiliency standards in a practical sized network
is presented.

The mathematical formulation to find the optimum pair of end-to-end paths uses the fol-
lowing variables and notations.

b7 = 1 if link e connects node (local exchange) n to its primary home, 0 otherwise.
de,n = 1if node n is an edge node of link e, 0 otherwise.
7?9 = 1if the working path s — d uses link e, 0 otherwise.

yiﬁ = 1 if working path of s — d passes node n, 0 otherwise.

wi;‘f@ = 1 if the working path s — d uses link e;, while the backup path s — d uses link ez, 0

otherwise.

u*?u.: The maximum allowed unavailability between source s and destination d and on
link e respectively.

C': Total capacity in each link.

T3¢ Traffic demand between local exchange s to local exchange d.

mg’fj = 1 if the backup path s — d uses link ¢, 0 otherwise.
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y2 'n = 1 if the backup path s — d passes node n, 0 otherwise.
The MILP model of the problem is the following.

Objective:
Mmzz%e +$2@ (4.65)
s,d eeF
Subject to:
1 f - or = d
Z xig— { s,d o s " (4.66)
e€E:be n=1 2y;, oOtherwise
Z ‘TS:Z = { s,d " S " (4.67)
c€E:b n=1 2y,,, otherwise

Constraints 4.66-4.67 are flow conservation constraints that maps the flow of links and the
associated nodes.

xlegl—bs Vs,deV,ec E (4.68)

el <1-00 Vs, deViee E (4.69)
Constraints 4.68-4.69 denotes that working paths must use the primary homes on both

source and destination sides, i.e. are not allowed to use feeder fiber which connects it to
the dual home.

eyl + a3t <1 Vs, deV,eeE (4.70)

Constraint 4.70 accounts for link-disjointedness between primary and backup paths.

Z(%eﬂc%) T < C Vec E (4.71)
s,deV
Do Wil e ue, Sutt Vs, deV (4.72)
e1€F es€

Constraint 4.71 enforces the capacity constraint whereas constraint 4.72 is the end-to-end
availability constraint. The MILP provides us with the flow of links that each end-to-end
connection follows through the extended topology including both access and core.

The above ILP model is not scalable for practical network instances because the size of
the problem is inherently large as we consider an end-to-end topology including the core
network as well as thou- sands of local exchanges. Therefore, we propose a heuristic
model described in Algorithm 3, to compute the availability-aware routes for each end-to-
end connections.

The algorithm takes the extended topology including the MC nodes as well as local ex-
changes and their associated connectivities as in-put. It also takes an end-to-end demand
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Algorithm 3 Heuristic for Link-Flow Model

Input: End-to-end topology G = (V, E), traffic matrix T = [A4], set of connections S, link
availabilities set A, core network link capacity upper limit C', target availability A,

Output: Set of two disjoint paths between each connection in S meeting target availability
Ay

1. Sort connections in descending orders based on their demand and put them in a list
L.

2. for each connection in L, starting with the first connection, do (a) to (c) until no path
found

(a) Choose primary-home-to-primary-home path as working path.

(b) Reserve capacities for the working path on the intermediate links and update
residual capacities.

(c) Sort 4 backup path options based on their ascending hop counts and store them
in list BP.

(d) for each of the 4 backup path options of the connection in BP, choose the first
option and do:
i. if availability of combination of working and backup path > A;, do

A. Check if residual capacities on the links of the chosen backup path can
support the demand of the connection,

B. If above condition is satisfied, assign the backup path and update the
link capacities of each link in the backup path.

C. Update residual capacities.
D. if condition in (A) not satisfied, go to next backup option.

ii. if availability of combination of working and backup path < A;, go to next
backup path option.

iii. if availability and capacity condition is not satisfied, return ‘no solution’.

3. calculate total path length for all working and backup paths.
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matrix (T), the set of de-mands (S), the link availability set (A), the core network link ca-
pacity limit (C), a set of two disjoint shortest paths between each MC node pair, and the
target availability (A;) as input. The output of the algorithm returns a set of two disjoint
paths between each connection in S meeting target availability A;. The link flow model
heuristic sorts the connections in descending order and for each connection it sets the
primary-home-to-primary-home path for each connection as the working path (as shown
in Fig. 4.13). Out of four choices of secondary or backup paths, the heuristic chooses the
optimum path which meets both the link capacity requirement constrained by the capacity
limit C and the target availability requirement i.e., the combined availability of the working
and the backup path should be greater than the target availability A;.

4.4.2 Numerical results

The results of dual-homing based resilience heuristic are presented in Table 4.5. The ref-
erence topology is a 20-node, 66-link. The different parameters for the illustrative results
on the 6-node topology are as follows: (1) the sustained data rate has been assumed to be
10 Mbps per user; (2) the core network is assumed to have a capacity of 80 wavelengths
per fiber with each wavelength carrying 40 Gbps of capacity; (3) The availability per kilo-
metre of fiber is used to be 0.999979. End-to-end traffic is calculated using the well-known
gravity model.

We observe that dual homing utilizes the core network resources in a better way than
the single homing case. The number of hops and the number of links utilized in the dual
homing case is less which is due to the fact that dual homing provides more options for
end-to-end routing. Moreover, we also observe that the percentage of connections falling
into higher availability class is more in case of dual homing than single homing for the
same target availabilities. This proves that dual homing also provides better end-to-end
resiliency.

The approach was also tested on a Discus UK reference topology and the results are
shown in Table 4.6. The UK topology that we have used here is optimized based on
minimum fiber distances and it is not always ensured that each MC-node pair has two
disjoint paths. Therefore, some of the end-to-end routes only has one path if we do not
consider dual homing. This degrades the availability considerably as we can notice from
the table. Dual homing in this case proves to be significantly beneficial as it improves the
average availabilities and hence the overall resilience.

4.5 Conclusion

In this chapter, we presented planning approaches for providing core-network survivability
in the presence of single link- and node- failures, individual node component faults and de-
liberate physical-layer attacks targeting service disruption. We developed an abstraction-
based design method for increasing the number of node pairs for which there are dis-
joint paths of minimized total length and satisfying the signal reach. Compared to the
preliminary network design approaches which did not take resiliency into account, the
new approach brings a significant increase in the number of node pairs connected by
disjoint paths. To account for failures of individual components within nodes, we con-
sidered self-healing node architecture based on AoD and proposed a connection routing
approach which alleviates the load of network-level recovery mechanisms by supporting
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Scenarios | Total Link | C1(4; >| C2 C3 Average | Average | Mean

Usage 0.99999) | (0.9999 <| (0.999 < | Pri- Sec- Availabil-

Ay < | As < | mary ondary | ity
0.99999) | 0.9999) | Hop Hop

Dual Hom- | 8901295 | 14.76% | 85.22% | 0.014% | 6.39 6.05 0.9999784
ing, A; =
0.99
Single 9438945 | 7.77% | 92.23% | 0 6.39 6.87 0.9999773
Homing,
Ay =0.99
Dual Hom- | 8601283 | 14.76% | 85.22% | 0.017% | 6.39 6.05 0.9999785
ing, A; =
0.999
Single 9438945 | 7.77% | 92.23% | 0 6.39 6.87 0.9999773
Homing,
A; = 0.999
Dual Hom- | 8601270 | 14.76% | 85.24% | O 6.39 6.05 0.9999786
ing, A, =
0.9999
Single 9438945 | 7.77% | 92.23% | 0 6.39 6.87 0.9999773
Homing,
Ay = 0.9999

Table 4.5: Dual Homing vs. Single Homing with the Irish topology
Scenarios Total Link | C1(A; > | Average Average Mean

Usage 0.99) Primary Sec- Availability

Hop ondary
Hop

Dual Hom- | 252746052| 100% 6.83 6.44 0.9998
ing, A; =
0.95
Single 254046744 | 24.38% 6.83 6.48 0.9848
Homing,
A; =0.95
Dual Hom- | 252890573 | 100% 6.83 6.44 0.9998
ing, A, =
0.99
Single 203578793 | 25.09% 6.83 6.44 0.9923
Homing,
Ay =0.99

Table 4.6: Dual Homing vs. Single Homing with the UK topology
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node-level recovery. The proposed approach brings a considerable portion of node com-
ponent failures that can be healed at the node level and decreases the moan down time
in the network. We also developed a protection approach to reduce the potential dam-
age from deliberate physical-layer attacks targeting service disruption while maintaining
resource-efficiency of standard, resource-minimizing protection approaches which con-
sider only component faults. The developed approach dramatically reduces the number of
connections which remain unprotected in the presence of attacks while requiring no extra
resources. Finally, we presented a framework to calculate end-to-end resilient routes for a
network architecture that consists both of a core network and an extended topology includ-
ing access local exchanges. We compared two access architectures viz., dual homing vs.
single homing and found that dual homing which has been an efficient resilience technique
in the access can also provide better end-to-end resiliency and efficient load balancing in
the core network.
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Chapter 5

Resilient service provisioning

The resiliency work presented in Chapter 4 was mainly focused on design problems (i.e,
the traffic matrix describing the services to be provisioned is known before hand). In this
chapter we will consider, on the other hand, scenarios where services needs to be pro-
visioned on the spot, without any prior knowledge of neither their arrival time nor their
duration (i.e., a dynamic service provisioning scenarios).

Section 5.1 presents a study where the aim is to find hybrid network survivability strate-
gies that combine the benefits of both protection- and restoration-based survivable schmes
(i.e., high availability with low blocking rate). More specifically, the paper focuses on a dou-
ble link failure scenario and proposes two strategies. The first one, couples dedicated
path protection DPP (1:1) with path restoration (referred to as DPP+PR) to minimize the
number of dropped connections. The second scheme adds up the concept of backup re-
provisioning (BR), referred to as DPP+BR+PR, in order to further increase the connection
availability achieved by DPP+PR.

Section 5.2 proposes a dynamic connection provisioning strategy which exploits the idle
redundant modules use in survivable synthetic ROADMs to support failure recovery. The
intuition behind the proposed approach is to use these modules to provision regular traffic
with the aim of improving the blocking performance of the overall system.

Finally, Section 5.3 presents a heuristic based on the service relocation concept to be used
for the dynamic restoration of optical cloud services. In other words, upon the occurrence
of a network failure the proposed heuristic solves the routing and resource (i.e., transport
plus cloud) allocation problem for each disrupted cloud service allowing, if necessary, to
relocate some cloud services to different datacenter nodes.

5.1 Survivability Strategies WDM Networks Offering High Reli-
ability Performance

Achieving high reliability performance is a key issue in survivable wavelength division mul-
tiplexing (WDM) networks. This is particularly important for mission-critical dynamic ap-
plications, where it is crucial to avoid data losses as a consequence of traffic-disruptions
caused by failures. Path-protection-based survivability approaches providing fast recov-
ery from fiber cut have been widely studied in the literature and dedicated path protection
(DPP) is the most common strategy utilized by network operators, mainly because of its
fast protection switching times [81] as well as its ease of design and implementation. How-
ever, path protection schemes are typically designed to provide 100% survivability against
single link failures, while the occurrence of multiple link failures will degrade the network
reliability performance. Obviously, adding more backup paths (e.g., DPP 1:N) would im-
prove the reliability but it is costly, thus not preferred by network operators. In this context,
backup reprovisioning (BR) approaches can be used to protect existing connections and
to improve network reliability performance [89, 98]. The key idea is that after the first link
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failure, BR is attempted for the vulnerable connections, i.e. the ones left without protection.
If any of these connections will be affected by a second failure they will have a new backup
path available. However, BR may not always be effective in multiple link failure scenarios,
with total downtime values (i.e., the recovery time, if'when backup resources are available,
or alternatively the remaining portion of the service time during which the connection is
down, if a connection cannot recover from a failure) that tend to increase drastically.

This work presented in this section addresses this problem by involving path restoration
(PR). We propose two failure recovery schemes, i.e., DPP+PR and DPP+BR+PR providing
extra recovery options to vulnerable connections, thus maximizing the average connection
availability. Time-efficient ILP models (i.e., with computation times less then 50ms) have
been studied to implement optimal failure recovery for the proposed schemes in a PCE
(Path Computation Element)-based [13] WDM network. Results show that, in a double link
failure scenario, the proposed schemes can achieve higher connection availability, and
lower downtime (compared to BR-based approaches), while showing far lower blocking
probability compared to protection strategies based on multiple dedicated backup paths
(i.e., DPP 1:2).

5.1.1 Survivable Provisioning Framework and Failure Recovery Schemes

This section first provides a general description of the survivable connection provisioning
framework developed in this work. Then it describes the intuition behind the two proposed
hybrid survivability schemes, i.e., DPP + PR and DPP + BR + PR. Finally, two additional
schemes, i.e., DPP (1:2) and DPP + BR, used for benchmarking purposes are also in-
troduced and described. For space reason the details about the ILP formulation of the
various schemes are omitted but can be found in [17].

Framework for Survivable Connection Provisioning

The work in this section assumes a dynamic traffic provisioning scenario, where no more
than two failures, regardless of their type, can affect the network simultaneously, i.e., only
a double failure scenario in the network is considered.

Fig. 5.1 illustrates the finite state machine describing the various states in which a con-
nection can be when provisioned in the network. Transitions among states are possible
in the presence of specific events: (i) a failure happening in the network, (ii) a failed ele-
ment being successfully repaired, (iii) a backup reprovisioning attempt being successful or
unsuccessful, and (iv) a path restoration attempt being successfully/unsuccessfully made
for a specific connection. Upon the occurrence of a failure, a connection can find itself in
a number of different states depending on what is its current status, the failure recovery
scheme adopted, and on the occurrence of other events (i.e., reparation and/or additional
failure) in the network. More details are provided next.

According to the proposed framework, a connection is established along with a reserved,
dedicated protection path (i.e., DPP). This guarantees the ability to survive to at least
one failure, i.e., the connection is in a PROTECTED state. If a failure affects a protected
connection, then a transition to the VULNERABLE state takes place. This state is used
to characterize a connection that is still working normally but it is vulnerable against a
possible additional failure striking the network, i.e., while already another failure is under
reparation. Note that a connection ends up in the VULNERABLE state regardless of which
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Figure 5.1: Finite State Machine showing: the possible states of a connection and the type
of transition a connection can experience while provisioned in the network.

path (i.e., primary or backup) is affected by the failure. One possibility to get back to the
PROTECTED state is via a backup reprovisioning attempt. If the attempt is not successful
(i.e., lack of wavelength resources) then the connection stays in the VULNERABLE state
until the failure is repaired. In the meantime, if another failure affects this vulnerable con-
nection, then a transition to the FAILED state takes place. This state is used to represent a
connection that is interrupted, i.e., the services provisioned via this connection are down.
At this point two options are available to get back to the VULNERABLE state. The first one
is to do a path restoration attempt. If path restoration is not successful (i.e., lack of wave-
length resources) then the connection ends up in the DROPPED state. Once a connection
is dropped, it cannot be recovered and its wavelength resources are released. Restoration
is chosen in this framework for its reactive nature and for its inherent ability to efficiently
use wavelength resources, i.e., backup paths are computed only after a failure occurs, and
no backup resources are reserved beforehand. The other option to go back to the VUL-
NERABLE state is to just wait until one of the two failures is repaired. This option might
not be always viable, especially for services with strict downtime requirements.

Using the framework described so far it is possible to propose a number of hybrid surviv-
ability schemes that combine one or more of the transitions options just described. The
choice depends on which performance measure (i.e., number of dropped connections vs.
average connection downtime vs. efficient use of network resources) or combination of
them is to be addressed. In this section we propose specifically two survivability schemes,
i.e. DPP + PR and DPP + BR + PR. Finally, the last two survivability schemes described
in this section, i.e., DPP (1:2) and DPP + BR, will be used for benchmarking purposes.

Dedicated Path Protection + Path Restoration (DPP + PR). The DPP + PR scheme
tries to minimize the number of dropped connections while limiting the amount of occu-
pied wavelength resources overall in the network. This is achieved by attempting path
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restoration each time a connection is in the FAILED state but no backup reprovisioning is
attempted in any case. On the other hand, as it was already pointed out, path restoration
does’t give any guarantee to be successful, especially at a medium or high network load
where wavelength resources might become scarce. In addition, the recovery time of path
restoration is relatively long. Both these aspects are addressed in the scheme described
next.

Dedicated Path Protection + Backup Reprovisioning + Path Restoration (DPP + BR
+ PR). The DPP + BR + PR scheme uses the same principle, and has the same objective
as the DPP + PR scheme, i.e., path restoration is attempted for each connection in the
FAILED state. This is done in order to limit the number of dropped connections. However,
the DPP + BR + PR scheme has an additional feature. In order to limit the number of
connections that ultimately will require path restoration, each time a connection ends up in
the VULNERABLE state backup reprovisioning is attempted. This is done with the intent
of reducing the number of connections that, upon the occurrence of a second failure, will
transition to the FAILED state and need path restoration. We expect that it would improve
the average recovery time since protection-based mechanisms are typically faster than
restoration-based techniques. As a result DPP + BR + PR has the ability to provide lower
downtime compared to DPP + PR. On the other hand, backup reprovisioning comes at the
cost of additional backup resources being reserved in the network.

Dedicated Path Protection (1:2). The DPP (1:2) [80] is our first benchmarking scheme. It
assigns two mutually disjoint protection paths to each primary path. In this way DPP (1:2)
guarantees to have connections always in the PROTECTED state as long as a single or
double failure scenario is considered, i.e., there is always a protection path available. DPP
(1:2) is also rather fast because switches on the intermediate nodes can be preconfigured
for the backup paths ahead of time [81]. All these benefits come, on the other hand, at the
expense of very high wavelength resources usage.

Dedicated Path Protection + Backup Reprovisioning (DPP + BR). The DPP +
BR [89, 98] is our second benchmarking scheme. With DPP + BR, each time a con-
nection becomes vulnerable backup reprovisioning is attempted once, in order to bring the
connection back to the PROTECTED state. If backup reprovisioning fails the connection
stays in the VULNERABLE state with the risk that, if affected by another failure, the con-
nection becomes DROPPED, i.e., transition back from the FAILED state to VULNERABLE
state may not be possible for this survivability scheme. It is important to note that upon
the occurrence of a failure not just one, but a considerable number of connections can be
potentially disrupted simultaneously. It will be then up to the selected survivability scheme
to find an alternate backup route for each affected connection. In such a scenario concur-
rent optimization schemes have already been proven to be very efficient in finding routing
solutions that optimize the resource usage in the network [16].

5.1.2 Simulation Setup and Numerical Results

Results are obtained using a Java-based discrete event-driven simulator running on a Red
Hat Enterprise Linux workstation with 12 GB of memory and considering the NSF network
topology [32], modified to become 3-edge-connected. All fiber links are bidirectional, with
16 wavelengths per fiber. Each lightpath is assumed to require an entire wavelength band-
width. The presented results are the average of 32 replications. The connection holding
time is exponentially distributed with an average equal to 1 time-unit. Moreover, Poisson
arrivals of connection requests are considered assuming a uniform load per node pair. The
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Figure 5.2: Blocking Probability (a), Avg. # of Dropped Connections (b), Avg. Connection
Unavailability (c), Number of Used Wavelengths (d) as a function of the network load.

ILP models are solved using the Gurobi Optimizer 4.51 [1]. Time between failures occur-
ring in the whole network is assumed to be exponentially distributed with an average equal
to 2.5 time-units. Mean time to repair (MTTR) of a broken link is considered to be equal
to 0.5 time-units. For dynamic DPP 1:1 connection provisioning, the heuristic presented
in [18] is used. During failure recovery, the original primary path is restored back after a
failed link is repaired. «, 8, ¥1 and ~2 in the ILP objective functions presented in [17] are
assumed to be 10,000, 1.0, 0.5 and 0.25 respectively.

Fig. 5.2(a) shows that the blocking probability (BP) is substantially higher for DPP 1:2 be-
cause it provisions three mutually link-disjoint paths (one primary and two backups) per
each connection. It is also shown that DPP+BR+PR has slightly worse BP performance
compared to DPP+PR because of the BR operations. DPP+PR drops almost twice as
many connections as DPP+BR+PR (Fig. 5.2(b)), but still, both DPP+PR and DPP+BR+PR
have a substantially fewer number of connections dropped than DPP+BR. Both proposed
schemes show low connection unavailability values (Fig. 5.2(c)) which are worse than
DPP 1:2, but way better than DPP+BR. Finally (Fig. 5.2(d)), DPP 1:2 requires significantly
more backup resources as compared to the two proposed schemes. The table reported in
Fig. 5.3 shows the connection downtime values experienced when using different failure
recovery schemes. The connection downtime is defined as the time in which a connection
is not in normal working conditions because of a protection switching event, a restora-
tion attempt being under way, or because of the connection being dropped. As can be
expected from the connection unavailability results presented in Fig. 5.2(c), the DPP+BR
scheme shows the worst downtime values because of the lack of any dynamic restoration
procedure to recover from a failure after an unsuccessful backup reprovisioning attempt.
On the other hand, the DPP + PR and the DPP + BR + PR schemes show much lower
downtime values. Note that the downtime results for DPP (1:2) are not shown because
of their negligible values since the only time a connection is down is during protection
switching.
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DPP+PR DPP+BR+PR DPP+BR
Load [Erlangs] 20 60 100 20 60 100 20 60 100
Downtime [time-units] 0.415 5.31 17.56 | 0.345 3.34 8.68 273 284 309

Figure 5.3: Total connection downtime for different schemes.

5.2 Dynamic Provisioning Utilizing Redundant Modules in
Elastic Optical Networks Based on Architecture on De-
mand Nodes

In order to efficiently accommodate bandwidth-intensive and dynamic network applica-
tions, as well as legacy low bitrate demands, the network infrastructure, and in particular
optical nodes, need to be flexible, cost-effective and reliable. Among different proposed
solutions for elastic nodes, the ones based on Architecture on Demand (AoD) [46] exhibits
remarkable flexibility compared to the existing alternatives [47].

AoD nodes support the switching of optical signals from an input port directly to their tar-
geted output port through the optical backplane without utilizing any (de)multiplexing mod-
ules, i.e., an operation called fiber switching. This aspect of AoD has been exploited for the
cost-efficient design of nodes [45] and networks [67]. Enhancing fiber switching improves
network availability, as a decrease in the number of components traversed by a connection
reduces the related risk of failure. AoD nodes can also replace failed components with idle
(spare) modules on-the-fly for self-healing purposes.

On the other hand, applying cost-efficient network planning techniques [67] based on re-
placing modules with fiber switching might lead to a degradation of the network blocking
performance in dynamic network conditions, where connection requests arrive and de-
part stochastically. In general, connection blocking in dynamic networks based on AoD
nodes can be caused by two factors: (i) an insufficient number of switching modules at
AoD nodes which cannot support the required connectivity; and (ii) a shortage of spec-
trum resources along the route between the source and destination node of a connec-
tion. Blocking inflicted by the former factor can be prevented by increasing the number of
switching modules in an AoD node. Due to the flexibility of AoD nodes, another option is to
utilize modules dedicated for protection to serve connection requests that would otherwise
be blocked due to the restricted port connectivity. However, such utilization of redundant
components might render them unavailable for accepting traffic from failed working com-
ponents within the node, which can in turn decrease connection availability.

Inspired by these observations, this section presents a dynamic connection provisioning
strategy aimed at improving blocking probability caused by the scarcity of switching mod-
ules in AoD nodes, while balancing the trade-off with connection availability. The strategy
utilizes redundant switching modules deployed in a survivable AoD nodes to accommodate
the requests which would otherwise been blocked. By preempting the connections estab-
lished by a redundant module in order to protect connections served by a failed working
module, the proposed strategy is capable of obtaining an advantageous trade-off between
blocking probability and network availability.

5.2.1 Using Preemptable Modules in an AoD Node Architecture

The concept behind the proposed connection provisioning strategy is illustrated in
Fig. 5.4.a, showing a possible configuration of an AoD node with nodal degree 4 support-
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Figure 5.4: Sample scenarios for AoD node with a redundant module.

ing a set of established connections, assuming that each input fiber link has five spectrum
slices. The three connections at input port 1 are fed to a spectrum selective switch (SSS)
to allow flexible spectrum switching towards their respective output ports (i.e., one con-
nection using slices 4-5 switched to port 3, and two connections using slice 1, and slices
2-3, respectively, are switched to port 1). The two connections at input port 2 are both
directed to output port 4 and can be forwarded via a single cross-connect operation (i.e.,
fiber switching). Connections at input port 3 are fed to a SSS where the one using slice 1
is locally dropped, and the one using slice 3 is sent to output port 2. The connections at
input port 4 are cross-connected directly to output port 2.

Aside from the four working SSSs needed to support the existing traffic, the node is also
equipped with one redundant SSS to be used in case a working SSS fails. Suppose now
that a new connection on slice 1 appears at input port 2, with output port 3 as its destination
(Fig. 5.4.b). Assuming a node configuration as in Fig. 5.4.a, this new connection would
have been blocked due to the absence of the required SSS at input port 2. However, the
redundant, currently idle SSS can be put into use at input port 2 to accommodate this new
connection (Fig. 5.4.b). If no failure happens while the spare SSS is used at input port 2, it
will stay in operation as long as needed to switch the incoming traffic at input port 2 (e.g.,
until the connections directed to output port 4 depart from the network), after which it will
go back to idle state.

Similarly, at some other time instance the redundant SSS might be used at output port 1
(Fig. 5.4.c) in order to multiplex a new connection from input port 3 which would otherwise
have been blocked. If the working SSS at output port 2 fails while the redundant SSS is
used, the redundant SSS will need to be disconnected from output port 1 and then used
at output port 2. As a result connection using slice 1 at input port 3 is dropped (Fig. 5.4.d).
Upon successful reparation of the failed SSS, the redundant module is detached from
output port 2 and is put back to idle state, ready to be used again when needed. This
example highlights how a redundant module in an AoD node can be deployed to reduce
the number of blocked connections at the expense of a possible degradation of connection
availability. A provisioning strategy aimed at achieving a beneficial trade-off between these
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two objectives is presented next.

5.2.2 Dynamic Provisioning with Preemptable Spectrum Selective Switches
(DP-PSSS)

This section describes how the concept of preemptable modules introduced in the previ-
ous section can be integrated in a dynamic provisioning strategy for AoD-based optical
networks.

The connection set-up strategy presented in this section (i.e., Dynamic Provisioning with
Preemptable Spectrum Selective Switches, or DP-PSSS) works as follows. Given the
source and the destination node of a connection to be set up, DP-PSSS checks, for each
route within a set of pre-computed k-shortest paths candidate, if all the AoD nodes tra-
versed by a candidate path are capable to switch the signal from the required input to the
required output port. Note that once fiber switching is used to connect an input port i with
an output port j at a given node, it is no longer possible to switch signals from port i to any
output port different from j as long as the connection(s) that is (are) fiber-switched between
ports i and j are active. If the required connectivity at a given node along a candidate route
is not supported due to fiber switching, DP-PSSS checks if there is an idle redundant SSS
in that node. If yes, then the redundant SSS is used to switch the connection. If no spare
SSSs are available, the candidate path is removed from further consideration. If there are
no viable candidate paths for the current request, the connection is blocked. Otherwise,
the spectrum availability is checked on each of the viable candidate paths. If free, continu-
ous, and contiguous spectrum slices are found, the path remains a viable candidate route
for provisioning the connection request. Among all the viable candidate routes, the one
that requires a smaller number of new, previously unused SSSs is selected.

5.2.3 Numerical Results

A custom-built event-driven simulator is used to study the performance of the DP-PSSS
strategy. Simulations are carried out on the NSF topology [42], with 14 nodes and 42
unidirectional fiber links, each supporting 80 spectrum slices. It is assumed that only
single SSS failure can occur in the network, i.e., the probability that two or more SSSs
will fail at the same time is considered to be negligible. Connections are assumed to
arrive in the network following a Poisson process, each one requiring a number of slices
uniformly distributed among {2, 4, 6,8} with an exponentially distributed duration, whose
average value is set to 1 time unit. Source/destination pairs of connection requests are
assumed to be uniformly distributed among all nodes. The number of candidate paths for
each connection request is set to 5. The performance of DP-PSSS is assessed in terms
of the number of demands rejected due to a limited number of switching modules at AoD
nodes, and in terms of average connection availability. Results are compared against a
benchmark strategy that works exactly as DP-PSSS, but does not allow using redundant
SSSs to provision regular traffic. The presented results are averaged over fifty experiments
for each traffic load value.

The number of active SSSs initially placed at each node is determined by the offline de-
sign procedure described in [42], where the network is dimensioned differently for each
specific traffic condition. This translates in an overall number of switching modules in the
network that is relatively small for low loads, and increases for higher load values. Such
approach avoids over-provisioning of switching modules in nodes when and where they
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are not needed. Finally, redundant SSSs are assumed to be placed only in those AoD
nodes where at least one SSS is placed as a result of the design phase.
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Figure 5.5: Blocking probability vs. offered network load.
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Figure 5.6: Average connection availability vs. offered network load.

Fig. 5.5 shows the average network blocking probability for two scenarios, i.e., when AoD
nodes can have at most one or two redundant SSSs. For each load value the dynamic
provisioning of connections is simulated with the number and placement of SSSs deter-
mined in the design phase. The blocking probability of the benchmark strategy first slowly
rises and then sharply declines beyond 80 Erlang. This behavior is due to the fact that
at low loads the number of active SSSs placed by the design phase described above is
relatively small [67], yielding more restricted intra-nodal connectivity, while both parame-
ters increase for higher load values. DP-PSSS achieves a significant reduction in blocking
probability, i.e., an average gain of 53% and 62% with one and two redundant modules,
respectively. The amount of spare resources depends on the load at which the network is
designed. For the case of DP-PSSS with one redundant SSS, the number of spare SSSs
reaches 40% of the total deployed working modules at low loads. At medium loads, this
number drops to 25%. On the other hand, the number of spare SSSs reaches 70% at low
and 50% of total working modules at medium load conditions, respectively, for the case of
DP-PSSS with two redundant SSSs.

Fig. 5.6 shows the average connection availability (i.e., the ratio between the time a con-
nection is operative over the entire connection holding time) as a function of the load. The
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benchmark strategy, which employs the redundant resources only for failure recovery dis-
plays 100% availability. The lower blocking obtained by DP-PSSS comes at the expense
of slightly degraded availability due to preemption of connections which traverse a backup
SSS in the event of a working module failure. However, this degradation is relatively con-
tained, as it is shown that the average value of the connection availability never drops
below four nines.

5.3 Restoring Optical Cloud Services with Service Relocation

The optical cloud is a very popular concept by which storage and computing resources,
also referred to as IT resources, are spread over different datacenter (DC) locations in-
terconnected via high-speed optical wavelength division multiplexing (WDM) links. In this
paradigm cloud services are provisioned in an anycast fashion, where only the source
node needs to be specified in the routing and resource assignment phase, while any of
the DCs can be used to accommodate a cloud service, as long as its IT resource require-
ments are met. Anycast provisioning has a number of advantages already recognized by
optical cloud providers [36, 37]. It allows, for example, for the live relocation of those cloud
services that are already provisioned, i.e., a concept also known as service relocation. If
the DC location is not essential while provisioning a certain cloud service, it becomes then
possible to relocate the job over multiple DC locations. This allows for a more efficient
management of both cloud and transport network resources. There are also energy ben-
efits that might derive from relocating, whenever possible, a service in a DC powered by
green energy source [62].

Service relocation has also the potential to bring an extra degree of flexibility to surviv-
ability strategies. In fact, by opportunely relocating a cloud service it is possible to use
a protection path terminating at a DC that is different from the one used by the primary
path. These benefits have been assessed in the literature showing the ability of service
relocation to improve resource efficiency when used in conjunction with path protection
strategies [37]. Another instance in which service relocation might be beneficial is when
it is combined with restoration-based survivability strategies. These strategies are very
efficient in the way they use backup resources, i.e., they are dynamically provisioned only
upon a failure, but restoration-based approaches suffer from a certain risk that the backup
network resources might not be available when needed [17]. Service relocation can poten-
tially alleviate this problem. Our preliminary study in this direction confirms that relocating
a cloud service disrupted by a network failure is beneficial in terms of both restorability
and average connection availability [19]. The results in [19] are based on the solution of an
integer linear programming (ILP) model, which is fairly complex and does not scale well.

In order to fully assess the benefits of combining the cloud service relocation concept with
restoration, we proposed, in addition to the ILP formulation [19], an efficient and scal-
able heuristic algorithm. A simple but powerful strategy was developed, able to jointly
solve the restoration and service relocation problem. The proposed heuristic, called
H_RELOCATION and presented in this section, selects for each failed cloud service
the best combination of IT and network resources such that the number of restored cloud
services is maximized, while the number of cloud service that need relocation is mini-
mized. Simulation results show that the performance of H_.RELOCATION in terms of
both restorability and average connection availability is very close to the optimal result ob-
tained by the ILP formulation used as a benchmark [19], while offering a significant gain in
terms of processing time.
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Input:

G(N, E), Npc, Qi €0 and network state
Output:

selectedRoute if path is provisioned else NULL
Auxiliary:

curRoute := NULL

1: if ((selectedRoute := shortestPath(s;, di)) != NULL)
return selectedRoute;

2: for each DCi € Npc | (DCEE >= QFHNDCF™ >= QF™)

3:  curRoute := shortestPath(s;, DC);

4:  if (hopCount(curRoute) < hopCount(selectedRoute))

selectedRoute := curRoute;
5: if (selectedRoute = NULL) return NULL;
6: else return selectedRoute;

Figure 5.7: Pseudo-code for H_ RELOCATION heuristic.

5.3.1 Restoration with Service Relocation Heuristic

This section first describes the restoration with service relocation problem and then
presents a heuristic (i.e., H_RELOCATION) specifically tailored to solve it. Let G(N, E)
be the graph describing the status of the optical transport network after the occurrence of
a failure (i.e., where the failed network element(s) are not included in the graph represen-
tation). In this work only a single failure scenario is considered, but the problem and the
proposed heuristic can be easily extended to a multi-failure scenario. G(NN, E) consists
of N nodes and F fiber links. Np¢ represents the set of datacenters nodes (Npc C N)
each one having DC}.*' available storage units, and DC;,** available processing units, with
DCy C Npe. Let Q be the set of disrupted cloud services that need to be restored af-
ter the occurrence of a failure in the network, each one (Q; C Q) requiring Q;** storage
units and Q,;”* processing units. The source node of Q; is s;, while d; represents the DC
node serving Q; before the failure. The auxiliary variable curRoute is used to store the
temporary best route to a cloud service.

The objective of the restoration with service relocation problem is to maximize the number
of recovered cloud services @; C @ while minimizing the number of service relocations.
The remainder of the section presents a heuristic which solves this problem.

The H_RELOCATION heuristic is described in Fig. 5.7. In the figure the shortestPath
function returns the shortest available (i.e., with available wavelengths) path between two
given nodes out of a set of pre-computed & shortest paths between them. If no such path
exists or if there are no available wavelength resources on any of the pre-computed paths
the shortestPath function returns NULL. The function hopCount returns the number of
hops of a given route, or M AX V ALU E when curRoute=NULL.

H_RELOCATION tries to restore each cloud service @; C @ sequentially. For each Q;
the heuristic first checks if there is an available path in G(N, E) from s; to the DC already in
use (i.e., d;). This is done to reduce the number of unnecessary service relocations. If no
such path exists H_ RELOCATION tries to find an alternative DC with enough storage
(i.e.,Q;*") and computing (i.e., Q;**) resources able to accommodate ;. If more than one
DC with enough resources is reachable, the heuristic chooses the one that is the closest
to s; in terms of hop count. Once the new DC is selected the cloud service is relocated
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Datacenter Datacenter

Figure 5.8: NSF topology with 4 DCs.

and a lightpath from s; to the new DC is established. In case neither a suitable DC nor an
available path to it can be found, the cloud service is dropped.

5.3.2 Performance Assessment

The NSF network (Fig. 5.8) is considered as a reference topology [19], where nodes 3,
4, 10 and 11 are assumed to be DC nodes due to their high connectivity. Each DC is
equipped with 3000 storage units and 150 processing units. All fiber links in the network
are bidirectional, comprising 16 wavelengths each (with the exception of the link connect-
ing each DC to its network node, which have unlimited capacity). All nodes have full
wavelength conversion capability.

Each experiment consists of one million anycast cloud services to be provisioned from a
client (i.e., non-DC) node to a DC node (which are uniformly chosen for each cloud service)
with enough storage and processing resources, in the interval from 1 to 100 and from 1
to 5, respectively. Each cloud service is also assumed to require the entire capacity of a
wavelength channel.

In the normal operating conditions each cloud service is provisioned using the
DC_CLOSEST heuristic [61], while upon the occurrence of a failure, H_ RELOCATION
is applied to restore as many cloud services as possible. Each cloud service holding time
is assumed to be exponentially distributed with an average value equal to 60 time-units
while service request arrivals at the client nodes follow a Poisson process, with mean time
between arrivals defined by the current load. Only fiber link failures are considered in
this work. The time between two consecutive failures in the network is exponentially dis-
tributed, with a mean value equal to 1000 time units, while the link reparation time, also
exponential distributed, has a mean time to repair equal to 10 time units.
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Figure 5.9: Simulation results.

All the presented results are the average of 30 different experiments, carried out using
a Java-based discrete event-driven simulator [15]. The workstation used is a Red Hat
Enterprise Linux with 8 Intel Xeon CPUs (4 cores per CPU) clocked at 2.67 GHz and with
16 GB of RAM memory. The confidence interval of the blocking probability is 5% or lower,
with 95% of confidence level, except for the lower loads.

In the performance evaluation phase three survivability strategies are used for bench-
marking purposes. The first one is a protection strategy for anycast cloud services called
Backup Server via Physically disjoint Path (BSPP) [86], while the other two are ILP mod-
els representing: (i) an optimal restoration strategy without relocation capabilities (i.e.,
ILP_PR)[17], and (ii) our optimal restoration strategy with relocation capabilities and min-
imum number of cloud service relocations (i.e., ILP_RELOCATION) [19].

Fig. 5.9 shows some performance results of the H_RELOCATION strategy as a func-
tion of the network load. The first thing that can be noticed is the inherent benefit, in
terms of blocking probability (Fig. 5.9a), when using restoration-based strategies. More
than one order of magnitude can be gained at low to medium loads when no dedicated
protection resources are assigned. In addition it can also be noticed that using cloud ser-
vice relocation (and consequently potentially longer restoration paths) has a little impact
on the blocking probability. Fig. 5.9b shows the ratio between the number of successfully
recovered cloud services over the total number of recovery attempts (i.e., restorability)
as a function of load. As expected, BSPP guarantees 100% recovery against any single
failure. However, as shown in Fig. 5.9a, this comes at the expense of very high block-
ing probability, even in relatively low load conditions. On the other hand, the relocation
feature is quite efficient in increasing the chances of a cloud service being recovered. In
this respect H_ RELOCATION presents restorability values that are very close to the
optimal (i.e., ILP_RELOCATION). Similar conclusions can also be drawn while exam-
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ining the average connection availability (i.e., the ratio between the time a cloud service
is operative over the entire cloud service holding time) value shown in Fig 5.9c. In this
case H_ RELOCATION is slightly worse than ILP_RELOCATION, which is due to
the sequential nature of the heuristic that cannot concurrently optimize the restoration
attempt of batch of disrupted cloud services. Finally, Fig 5.9.d shows efficiency of the pro-
posed H_ RELOCATION heuristic in containing the number of required relocations (i.e.,
ratio between the number of restored cloud service that required relocation over the total
restoration attempts) when compared to their minimal value (i.e., ILPp RRELOCATION).
The graph also shows that when the blocking probability is low, the number of relocations
grows with the load, but after the system saturates, the number of relocations stabilizes,
showing that the DCs and network resources are already highly utilized and it is difficult to
accommodate services to be relocated from the affected DC to another DC, which reduces
the number of possible relocations when the load is further increasing.

5.4 Conclusions

This chapter first addressed the problem of guaranteeing high survivability levels in WDM
transport networks in the presence of multiple failures. More specifically, the work focused
on double link failure scenarios and proposes two hybrid survivability schemes, namely
DPP + PR and DPP + BR + PR. These schemes combine the backup reprovisionig (BR)
concept with an end-to-end path restoration (PR) scheme with a focus on maximizing the
connection availability without a significant impact on the blocking performance. These
two schemes were evaluated against two benchmark solutions, namely DPP (1:2) and
DPP + BR. Simulation results show that both proposed schemes achieve substantially
better blocking probability performance than DPP (1:2), while still maintaining acceptable
connection availability levels. Furthermore, their performance in terms of connection avail-
ability is far better than DPP+BR. Finally, the DPP + BR + PR scheme results in low con-
nection downtime values, and drops only half as many connections as DPP + PR under
high load, which is an important performance parameter for network service providers.

As a second contribution the chapter presented a dynamic connection provisioning strat-
egy for optical networks with programmable ROADMs. The proposed strategy exploits
the presence of switching modules deployed for failure recovery to establish connections,
which would otherwise be dropped. Simulation results confirm that the proposed approach
reduces connection blocking by more than 50% without a drastic impact on the connection
availability performance.

Finally the chapter presented a sequential heuristic (i.e., H_ RELOCATION) aimed at
restoring a set of failed cloud services using service relocation in a dynamic optical cloud
network scenario. When benchmarked against optimal solutions provided by two ILP for-
mulations, H_ RELOCATION shows restorability and average connection availability val-
ues that are very close to the optimum, with only a slightly increase in the number of
services that need to be relocated to a different datacenter.
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Chapter 6

Survivable Optical Metro/Core Networks with
Dual-Homed Access: an Availability vs. Cost
Assessment Study

Long Reach Passive Optical Networks (LR-PONSs) allow to consolidate the number of elec-
tronic nodes in the central office (CO) and to provide maximum reach of the access seg-
ment in the order of a hundred kilometers, while being able to support a large number of
customers in the service area. Nonetheless, certain failures, especially in the feeder part
of a LR-PON, may affect a large number of customers. One possibility to protect customers
from being disconnected after a feeder fiber cut or a CO failure is to use dual-homing.

As can be seen from Fig. 6.1, 100% survivability for a LE-to-LE connection under any sin-
gle M/C node failure scenario can be ensured by provisioning a pair of node-disjoint paths
i.e., applying dedicated-path protection (DPP). However, DPP may be quite expensive in
terms of resources to be deployed and reserved in the M/C nodes, i.e., both the number of
OLTs on the client-side [69] and WDM transponders on the line-side, where lightpaths are
initiated/terminated.

In the work presented in this chapter, we propose a different approach to providing surviv-
ability for dual-homed LE-to-LE connections in the presence of single M/C node failures.
Our hypothesis is that multilayer restoration in combination with an adequate over dimen-
sioning of the number of WDM transponders in the M/C nodes can yield similar connec-
tion availability performance as DPP, but at a significantly smaller resource overbuild (i.e.,
number of WDM transponders deployed in each M/C node). This proposal is based on
the reasoning that allocating extra transponders in M/C nodes increases the chances of
finding backup paths during the restoration process. In this context, the following question
arises: how much overprovisioning (i.e., extra WDM transponders) is needed to obtain a
favorable tradeoff with connection survivability performance?

In order to answer this question we studied two design strategies that can be used to de-
cide what is a reasonable level of overprovisioning for the WDM transponders. The strate-
gies work in a similar way. They both begin by evaluating the number of extra transpon-
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Figure 6.1: Network architecture with dual-homed local exchanges (LEs) with a working path
and different options for backup paths.
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ders needed at each node for ensuring successful restoration of all connections disrupted
in each possible single M/C node failure scenario. The first strategy, denoted as Dual-
Homing Path Restoration Max (DH-PR-MAX), then allocates in each M/C node the number
of extra transponders needed to recover from the M/C node failure scenario which disrupts
the maximum number of connections. The second strategy, denoted as Dual-Homing Path
Restoration Average (DH-PR-AVG), allocates the average number of extra transponders
needed for recovering connections from M/C node failure calculated over all M/C node
failure scenarios. For benchmarking purposes, we propose also a multilayer design algo-
rithm to provide DPP, i.e., Dual-Homing DPP (DH-DPP). This strategy is extended from the
algorithm proposed in [14] to support the wavelength continuity constraint.

The performance of the two proposed design strategies in terms of the number of deployed
transponders is compared with DH-DPP in a realistic network dimensioning scenario. The
three design strategies (i.e., DH-PR-MAX, DH-PR-AVG, and DH-DPP) are then deployed
in a live network operation scenario where LE-to-LE connections and single M/C node
failures appear at random, and evaluated in terms of average connection blocking proba-
bility and connection availability performance. Our results demonstrate that by combining
multilayer restoration with the right amount of transponder overprovisioning it is possible
to achieve average connection availability very similar to DPP but with lower blocking, and
using a lower (up to 35%) number of WDM transponders. The results were obtained using
the open-source Net2Plan tool [74], and source code is available on the website [2].

6.1 Reference Architecture

Without loss of generality, we consider an IP/MPLS-over-WDM multilayer architecture
where LEs represent source and destination of the IP traffic. M/C nodes are in charge
of routing the traffic on top of a full-mesh of lightpaths, built over an arbitrary fiber topology
interconnecting such nodes.

In our model, M/C nodes are equipped with an optical switch (i.e., reconfigurable optical
add/drop multiplexer) co-located with an IP/MPLS router, which aggregates traffic from/to
LEs. Transponders installed between IP/MPLS routers and optical switches are used to
initiate/terminate lightpaths. Installed transponders are assumed to be tunable in each
direction. In addition, M/C nodes acting as homes (Fig. 6.1) are the only electronic pro-
cessing interface between source and destination LEs, and in order to better utilize light-
path capacity, low rate traffic is multiplexed into lightpaths in the source M/C node and
demultiplexed in the destination M/C node.

The design algorithms will be in charge of determining how many transponders have to be
installed in each M/C node to support the forecasted traffic, that is, to establish the required
number of lightpaths and route the traffic on top of them, when the network is failure-free.
Additionally, algorithms should also consider that some failures may happen, and install
extra transponders for backup lightpaths.

Regarding the dynamic scenario, which is used as an assessment framework for block-
ing and availability performance comparison in the second part of our study, we consider
that the network is orchestrated by a centralized controller with full information about the
network state.

This element receives notification of different events (i.e., connection requests, failure no-
tifications) and is taking decisions (i.e., set-up a new lightpath, reroute traffic) according
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Input: Set of LEs and M/C nodes, LE-MC dual-home assignment, fiber
topology, traffic matrix

Output: Number of transponders to be installed in each M/C node
Step 1. Sort demands from traffic matrix according to a certain criteria.

Step 2. For each demand, apply the VTD+RWA allocation algorithm
corresponding to the given resilience scheme.

Step 3: For each M/C node, compute the number of transponders to be
installed as the maximum between the number of incoming and outgoing
lightpaths from/to that node.

Figure 6.2: Scheme of the network design algorithms.

to a control and management plane module that is disseminated to distributed agents in-
stalled in M/C nodes across the network. Protocols and interaction mechanisms between
the controller and the rest of the elements are out of the scope of the section.

6.2 Network Design And Control Plane Algorithms

In this section, we provide a high-level description of the developed algorithms. Due to the
space limitation we do not show all the implementation details, but the source code can be
found in [2].

Our design algorithms solve both the virtual topology design (VTD) problem and the rout-
ing and wavelength assignment (RWA) problem. The former decides how many lightpaths
to install, whereas the latter is devoted to determine their physical route and wavelength.
Inputs of our algorithms are the set of LEs and M/C nodes, the LE-MC dual-home assign-
ment, the fiber topology, and a traffic matrix, which contains aggregated information of the
traffic offered by each LE-LE pair. The output of the algorithm gives the total number of
transponders to be installed in each M/C node, our cost results, calculated as the maxi-
mum between the number of incoming and outgoing lightpaths per M/C node. Recall that
we assume our transponders are tunable independently in each direction (transmission
and reception).

It is well-known that the combined VTD+RWA problem is computationally intractable.
Hence, our algorithms are based on the following heuristic scheme: (i) we sort the set
of static demands from the traffic matrix according to a certain criteria, and (ii) we accom-
modate them on a one-by-one basis, using a certain allocation algorithm. Algorithm 1 in
Fig. 6.2 summarizes the skeleton of the design algorithms.

Interestingly, this scheme is readily adaptable to the dynamic scenario, where connection
requests arrive independently, since the allocation algorithm can be reused. The extended
algorithm for the in-operation scenario should also include three additional functionalities,
each of them related to one of the new possible events received by the network controller:
(i) connection release, (ii) failure detection, and (iii) reparation notification. Naturally, the al-
location algorithm of the design phase is applied upon arrival of connection request events.

In the following subsections, we describe the pseudo-code of the proposed approaches.
To simplify the description, for each resilience scheme (protection and restoration) we first
present the allocation algorithm (called “Connection request”), applied either in the design
phase or in the in-operation phase, and then the other three reaction-to-event procedures.

To avoid ambiguities and for clarity of the description, we remark that whenever we mention
“try to set-up lightpath” and “find a lightpath with spare capacity” actions, we refer to the
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Step 1. If LEs share the same M/C node assignment (either primary/primary +
secondary/secondary or primary/secondary + secondary/primary), go to Step
6. Otherwise, go to Step 2.

Step 2. If LEs share one M/C home node (any combination: primary/primary,
primary/secondary, secondary/primary, secondary/secondary), only a node-
disjoint lightpath (using the other M/C home node) is required.

Step 2.1. Find a node-disjoint lightpath (using the other M/C home nodes)
with spare capacity. If found, go to Step 6. Otherwise, go to Step 2.2.

Step 2.2. Try to set-up a new node-disjoint lightpath (using the other M/C
home nodes). If established, go to Step 6. Otherwise, go to Step 3.

Step 3. Try to find an existing node-disjoint lightpath pair with spare capacity.
If found, go to Step 6. Otherwise, go to Step 4.

Step 4. Try to find a lightpath with spare capacity, and set-up an additional
node-disjoint lightpath. If possible, go to Step 6. Otherwise, go to Step 5.

Step 5. Try to set-up a node-disjoint lightpath pair using the following
adaptation of the wavelength-scan algorithm in [10].

Step 5.1. For each wavelength, run Suurballe’s algorithm and return the
two disjoint paths with the minimum total length. If found, go to Step 6.
Otherwise, go to Step 5.2.

Step 5.2. For all wavelengths, run Dijkstra’s algorithm to find a lightpath
in each of them, and loop over all the wavelengths again to find a node-
disjoint lightpath with the minimum total length. If found, go to Step 6.
Otherwise, block the request.

Step 6. Assign resources to allocate the connection.

Figure 6.3: Connection request procedure for the DH-DPP algorithm.

set of resources that are currently in the operational state, that is, not affected by any
failure. Also as a general rule, to set-up a new lightpath, all the wavelength planes are
explored, taking the shortest path (in km) among all candidates, using first-fit wavelength
assignment. Note that the number of lightpaths that can be established between each
M/C node pair is limited by the number of installed transponders. On the other hand, since
IP/MPLS routes only traverse at most one lightpath, IP traffic is routed using best-fit, that
is, we choose the lightpath whose spare capacity is the closest to the requested bandwidth
of the connections. Ties are broken arbitrarily.

6.2.1 Dual-homing dedicated path protection algorithm (DH-DPP)

The first algorithm is used for 1:1 node-disjoint protection, which guarantees 100% avail-
ability under single M/C node failure by allocating each connection over a pair of node-
disjoint lightpaths. If such pair of lightpaths cannot be found, the connection is blocked.

Before describing the allocation algorithm, we would like to remark that Suurballe’s algo-
rithm [87] is the reference algorithm for finding pairs of node-disjoint paths in IP/MPLS
networks. However, the problem is challenging (in fact NP-complete [22]) in the context
of non-wavelength-convertible IP/MPLS-over-WDM networks due to the additional wave-
length conversion constraint. For this reason we decided to use a modified version of the
algorithm presented in [97], which first tries to apply Suurballe’s algorithm on each wave-
length plane, and if that fails, applies Dijkstra’s algorithm on different wavelength planes.

Connection request allocation algorithm. When a request is received, the algorithm
explores all possible options to allocate the connection. To reduce cost, we try to reuse
resources on existing ligthpaths as much as possible, while we try to set-up new lightpaths
only if we cannot find a node-disjoint pair of existing lightpaths with spare capacity. The
pseudo-code of the procedure is shown in Fig. 6.3.
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Step 1. Find a lightpath with spare capacity. If found, go to Step 3. Otherwise,
go to Step 2.

Step 2. Try to set-up a new lightpath. If established, go to Step 3. Otherwise,
block the request.

Step 3. Assign resources to allocate the connection.

Figure 6.4: Connection request procedure for the DH-PR algorithm.

Connection release. Whenever a connection is released, the related lightpath pair capac-
ity is released. If this leaves some lightpath empty, it is also torn-down and the associated
transponders are released.

Failure detection and reparation notification. Upon a failure, affected connections are
transferred to their pre-reserved backup lightpaths. Upon reparation, they are restored
back to their original working lightpaths.

6.2.2 Dual-homing with path restoration (DH-PR)

This strategy considers that the network is able to set-up backup lightpaths on demand
after a failure occurs, and provisions only working paths in the design phase. In our case
study, we analyze two variants of this algorithm. In the first variant, denoted as “usePrima-
ryMC”, we assume that connections can only be accommodated by primary MC-to-primary
MC lightpaths. In the second variant, denoted as “useAnyMC”, we consider that any of the
four possible path combinations can accommodate connections. The decision on the ap-
plied variant can be made by the operator depending on the technological constraints.

The design algorithm depicted in Fig. 6.2 is used to calculate the number of transponders
for the unprotected (failure-free) scenario, denoted as “DP-PR-UNP”. To ensure additional
resources for connection restoration in case of failures, DH-PR needs to be combined
with different over-dimensioning strategies. As discussed in [92], the number of extra
transponders can be calculated as the worst case among all possible single M/C node
failures (the DH-PR-MAX approach). However, due to the very low utilization of some
lightpaths (below 10%), reasonable availability figures could still be provided at a reduced
cost. Therefore, in the DH-PR-AVG scenario, nodes are equipped with the average number
of extra transponders required across all possible failure scenarios.

Connection request allocation algorithm. The process entails provisioning only the
working path of the request. The pseudo-code of this procedure is shown in Fig. 6.4.

Connection release. Whenever a connection is released, the related lightpath capacity
is released. If this leaves the lightpath empty, it is also torn-down and the associated
transponders are released.

Failure detection. Upon a failure, the algorithm considers a bottom-up escalation strat-
egy [92] based on a refinement of the optical-followed-by-IP restoration mechanism pre-
sented in [54]. The algorithm first tries to reroute the failing lightpaths over the surviving
fiber topology. For restored lightpaths, the IP layer remains unnoticed. For non-restored
lightpaths, their carried connections are rerouted using the allocation algorithm (Fig. 6.4).
If a connection cannot be rerouted, it goes down until resources become available. Note
that, by recovering first at the optical layer only one event has to be treated and the number
of required recovery actions is minimal, compared to rerouting multiple connections at the
IP layer.
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For the “usePrimaryMC” scenario, we always try to reroute the traffic over primary-to-
primary lightpaths, and if and only if primary-to-primary lightpath cannot be found or set-
up, the traffic is switched to any of the other possible combinations. Hence, secondary
homes are used only when primary ones cannot provide backup paths.

Reparation notification. Upon reparation, affected lightpaths and connections are re-
stored to primary paths using a make-before-break policy [88].

6.3 Case study

In this work, we analyze a simple scenario where only one single M/C node may fail at
a time. Depending on the design strategy, we dimension the number of transponders
that should be installed in the M/C nodes accordingly. The case study is divided into a
dimensioning and in-operation phase.

Dimensioning phase. In this first stage, we start with an empty multilayer network design
and a set of LE-LE traffic demands from traffic forecasts. The network design algorithms
are fed these traffic demands sorted in descending order of the requested bandwidth and
physical distance product, so that priority is given to demands requesting high capacity
over long distances.

In-operation simulation. In the second stage of the study, we take as an input the same
empty network design used for the dimensioning, but using the number of transponders
obtained after running the first phase. We then perform a long-run simulation of network
operation, where connections and single M/C node failures appear at random. In each
scenario, we evaluate blocking probability and availability performance. The former refers
to the quotient between the number of offered and accepted connections. The latter rep-
resents the average traffic survivability, which is equal to the average ratio of the up time
over the holding time for the set of accepted connections.

6.4 Results

This section presents an analysis of the resource consumption (in terms of number of
transponders) and blocking/availability metrics obtained by the proposed algorithms in the
case study just described.

In our tests, we consider a country-wide network topology consisting of 1204 LEs and 20
M/C nodes. Information provided by the local operator includes only fiber links (supporting
up to 40 wavelengths [88] of 100 Gbps of capacity) between M/C nodes. We assume that
the M/C node closest to each LE is its primary home, and the second closest one is its
secondary home.

The traffic matrix between LE pairs is obtained from a population-distance model, where
traffic 745 between LE A and B is calculated as: Txap = K x (N4 x Ng)/D?. N4 and Np
represent the number of users served by A and B, respectively, D is the distance between
the two LEs, and K is the traffic load factor. We use different scaling factors K to model
different total offered traffic values.
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Figure 6.5: Total number of transponders required by each dimensioning strategy.

6.4.1 Dimensioning phase

We executed our design algorithms for 34 growing traffic matrices, ranging from a low
traffic scenario with 1 Tbps of total offered traffic to a high traffic load with 34 Tbps of total
offered traffic. We observed that with 35 Tbps of offered traffic, we could not provision
enough resources for all the traffic.

Figure 6.5 shows the total number of transponders to be allocated in the M/C nodes
for each design strategy. As can be seen, trends are similar for both “usePrimaryMC”
(Fig. 6.5a) and “useAnyMC” scenarios (Fig. 6.5b). As expected, DH-PR-MAX is a cheaper
alternative to DH-DPP considering that both provide 100% availability under single M/C
node failure in the design phase, and similar behavior is expected in the in-operation
phase. The number of transponders is reduced by 15% and 35% for the “usePrimaryMC”
and “useAnyMC” scenarios, respectively. Besides, there is a huge gap between DH-PR-
MAX and DH-PR-UNP/AVG. This is due to the fact that there is a single M/C node failure
that dramatically affects the traffic survivability over the whole set of failures. Recall that
if LEs share an M/C home node (the primary home, in case of “usePrimaryMC”, or any
in case of “useAnyMC”), connections between them do not require lightpaths as they do
not enter the core in a failure-free state. In the used topology, we found that there is a
LE pair whose offered traffic accounts for 35% of the total offered traffic, and shares the
primary M/C home. Hence, traffic only enters the M/C network in case of failure, requiring
a lot of additional lightpaths to be established. Differences between “usePrimaryMC” and
“useAnyMC” scenarios come from the following observation: in “usePrimaryMC” scenario,
we enforce traffic to use primary-to-primary lightpaths (except when LEs share primary
homes), even though LEs may share some other M/C node (any possible combination but
primary-to-primary). Hence, the number of lightpaths for the unprotected design is larger
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Figure 6.6: Performance metrics for the in-operation simulation.

than for “useAnyMC”. In contrast, many additional lightpaths (in relative numbers) are re-
quired for the “useAnyMC” approach with respect to “usePrimaryMC” in case of failure,
since all the traffic carried in the network edge for the unprotected case will now enter the
core network. Note that results for DH-DPP do not depend on the scenario because both
scenarios apply the same allocation algorithm.

6.4.2 In-operation simulation

The in-operation simulation allows us to assess the performance of the algorithms in terms
of connection blocking probability and connection availability. In our experiments, the con-
nection inter arrival time and connection holding time are assumed to be exponentially
distributed and independent for each LE-LE pair, where the connection requested band-
width is equal to 1 Gbps. The mean inter arrival time is set to 1 time unit. Holding times
are adjusted to match a certain traffic load, proportional for each LE-LE pair to its value in
the traffic matrix.

Similarly, we assume that the mean times to failure and to reparation of M/C node are also
exponentially distributed, with mean average values equal to 0.9 and 0.1units, respectively.
The failed M/C node is chosen randomly using a uniform distribution. Note that the failure
arrival rate is chosen to be much more aggressive than in reality to test the robustness of
our approaches as well as to obtain statistically meaningful performance results within a
reasonable amount of simulation time. For each scenario, we run the simulation with 103
connection requests (10% of transitory).
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Figure 6.6 shows the results for the two performance metrics for a single design scenario
with 30 Tbps of total offered traffic. The results for other traffic values are similar and
omitted due to lack of space. The holding times are adjusted to match certain loads values
(or fractions of 30 Tbps).

Fig. 6.6a represents the blocking probability. As can be seen, the DH-DPP algorithm per-
forms the poorest. This is due to the fact that a connection cannot be allocated unless two
active node-disjoint lightpaths are found. The DH-PR-UNP and DH-PR-AVG approaches
also obtain high blocking probability. Interestingly, the blocking probability of DH-PR-MAX
approach is relatively poor when it is combined with “usePrimaryMC”, but improves dras-
tically when the “useAnyMC” strategy is applied, remaining below 10~ for all considered
loads. Note that the gap between the “usePrimaryMC” and “useAnyMC” strategies stems
from the allocation algorithm definitions. Namely, while “useAnyMC” considers up to 4
possible combinations for the primary path, the “usePrimaryMC” case enforces the usage
of primary M/C home nodes for the primary path and blocks the connections otherwise.

Fig. 6.6b shows the average connection availability. Apart from DH-DPP, which guarantees
100% availability in the considered single-node failure scenario, DH-PR-MAX achieves
more than six-nine availability at any load, indicating that the suitable degree of overdi-
mensioning has been found. Interestingly, unavailability in the case of “useAnyMC” is
higher than in “usePrimaryMC”. This can be explained by the fact that the higher the num-
ber of active connections (Fig. 6.6a) implies lower spare capacity to reroute traffic in case
of failure. Again, performance of DH-PR-UNP and DH-PR-AVG is poor even at low loads,
which can be expected considering their low number of allocated transponders.

6.5 Conclusions

In this work, we present a study on the dimensioning of metro/core networks with dual-
homed access under the assumption of single metro/core node failure scenario. Our re-
sults show that by equipping each M/C node with just enough transponders to recover
from the most-damaging M/C node failure scenario and by applying path restoration, it is
possible to obtain almost the same availability performance of dedicated path protection
but at a significantly reduced cost (up to 35% less transponders).

89
FP7-ICT-GA 318137



Bnus.

Chapter 7

Impact of Energy-Efficient Techniques on a Device
Lifetime

Telecom operators became particularly interested in energy-efficient techniques, since
they see green ICT as a possible way to reduce their electricity bill. Looking at backbone
networks, the active network elements consume a non-negligible amount of energy [91].
This is due to the fact that they have to handle a huge amount of traffic. This requires
high-capacity devices which are constantly powered on a 24-hour basis. Moreover, the
traffic exchanged by users will continuously increase in the forthcoming years, due to the
penetration of Internet connectivity as well as the multitude of smart devices coupled with
bandwidth-intensive services. As a result, the power consumption of backbone networks is
expected to continue growing [52], unless proper counter measures are taken into account.

To this end, different energy-efficient approaches have been proposed in the literature, tar-
geting both design and dynamic operations of backbone networks (see [28, 38] for detailed
surveys). Focusing on optical backbone networks, the majority of the energy-efficient al-
gorithms are based on putting optical devices (e.g., transponders, regenerators, Reconfig-
urable Optical Add/Drop Multiplexer (ROADMSs), and Erbium Doped Fiber Amplifiers (ED-
FAs)) into an energy-efficient mode (e.g., sleep mode) to reduce their power consumption.
However, a possible drawback of this approach is that frequent on/sleep switching may
negatively impact the failure rate performance of a device, and consequently increase its
reparation costs [29, 30, 94]. This aspect cannot be neglected when considering the over-
all benefits of a green strategy. In particular, it is important to make sure that the potential
savings brought by a reduced power consumption level are not lower than the possible
extra reparation costs caused by a reduced lifetime. The work presented in Deliverable
7.1 [9] pointed out this aspect and assessed different types of active components with the
maximum allowable failure rate increase due to setting them into sleep mode on a regular
basis to save energy.

Leveraging these previous works, the aim of the work presented in this chapter is to pro-
vide answers to the following questions: (i) what are the main sleep mode and hardware
(HW) parameters that influence the failure rate performance of EDFAs in optical backbone
networks?, and (ii) under which conditions may the lifetime of an EDFA increase as a re-
sult of being set into sleep mode? The material presented in the chapter is organized as
follows. We first present the main causes that impact the EDFA lifetime. Then, a failure
rate acceleration factor model is presented in order to understand the role of both sleep
mode and HW parameters in the potential changes of the failure rate of an EDFA . The
model is then evaluated by considering energy-efficient schemes that are based on putting
the EDFA into sleep mode. In particular, the section considers an energy-efficient RWA
algorithm, where the main idea is to route the traffic over already used fiber links. In this
way it is possible to maximize the number of EDFAs that can be set into sleep mode and
therefore save energy.
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7.1 Impact of Sleep Mode Operations on a Device Lifetime

This section provides a general overview of the physical phenomena that may impact the
lifetime of a network device put into sleep mode in order to save energy.

Transitions between on and sleep states affect the conditions in which a device operates,
in particular its temperature [25]. There are several models that describe how temperature
impacts the lifetime of a device. One of them is the Arrhenius law [24], which defines in
terms of an acceleration factor how much the lifetime of a device could increase/decrease
if operated at a temperature different from a reference one. More formally, the acceleration
factor derived from the Arrhenius law can be expressed as:

where E, is the activation energy, K is the Boltzmann constant, and 7t and 47+ are the
failure rate at the operating 71 and reference 7, temperatures, respectively. If the effects
of the Arrhenius law were the only phenomenon to consider, an energy-efficient scheme
would have a positive impact on the lifetime of a device, as the operating temperature of
a device in sleep mode is typically lower than in normal working conditions (i.e., when a
device is powered on).

However, there are also other physical phenomena that need to be considered, which
might negatively impact the lifetime of a device. For example, it is well known that temper-
ature changes may affect differently the expansion of different materials within the same
component due to different Coefficients of Temperature expansion (CTEs). In turn, the
device may suffer strain and fatigue when temperature conditions change, in particular
when this happens in a cyclic way. This phenomenon can be observed for many electronic
devices, in particular in solder junctions. The Coffin-Manson model [34, 63] describes the
effects of material fatigue caused by cyclic thermal stress and it is used to predict the num-
ber of temperature cycles that a component can endure before failing. More formally, the
number of cycles to failure can be expressed by the following equation [35, 55]:

NI = Co(A7 — Agy) ™ (7.2)

where A is the temperature variation, Az, is the maximum temperature variation that
can be afforded without an impact on the failure rate, Cy is a material dependent constant,
and q is the Coffin-Manson exponent. Then using Eq. (7.2), the failure rate due to thermal
cycling can be defined as:

fTC
- NP

where f7C is the frequency of thermal cycling and 427 is the estimated failure rate. The
value of fT¢ can be obtained via experimental measures. In this case, both the frequency
of temperature changes and the temperature variation play an important role. It is because
the more often a device experiences a temperature gradient (i.e., as a result of being put
into sleep mode), the shorter its lifetime might be. There are other models available in
the literature (e.g., Engelmeier [43], Norris-Lanzberg [70]) that introduce additional factors
(e.g., solder dimensions, chemical characteristics, dwell time) into a lifetime prediction
model. On the other hand, they all share their dependence on the temperature variation
and frequency of the temperature cycles.

vAT (7.3)
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One could argue that on/sleep switching (i.e., power cycling) based schemes produce a
localized and internally induced heating in the device (Joule heating) so that the resulting
temperature variation may not be uniformly distributed over the whole device as it happens
with thermal cycling, where the device heating is externally induced. On the other hand,
the work in [78] and [76] confirms that the fast local temperature changes caused by power
cycling (that can be up to 100 times faster [23] than the thermal cycling) also negatively
impact the lifetime of a device. From the consideration above it can be concluded that
temperature and the temperature variations are relevant phenomena that might impact the
lifetime of a device.

When looking at optical backbone networks, the set of elements that may be the target of
an energy-efficient scheme include: transponders, regenerators, ROADMs, and EDFAs.
Among these various elements, the EDFA is the one where the impact of the temperature
conditions and temperature variations is the most critical [94].

7.2 EDFA Failure Rate Model and Average Failure Rate Accel-
eration Factor

This section focuses on modeling the lifetime variations of an EDFA as a function of its
temperature and temperature variations’.

Let us denote as D;;;, the lifetime of the EDFA i placed on the fiber link from node j to
node k. D;;, is defined as the inverse of the EDFA failure rate v;;y.:

! [h]. (7.4)

ijk

Diji, =

When an EDFA is in a low-power state (or sleep state), its temperature is reduced com-
pared to the full-power state. According to the Arrhenius law, Eq. (7.1), this induces a

on—sleep

decrease in the failure rate compared to the full power state. The failure rate ;. of

EDFA i implementing sleep mode capabilities and placed on the fiber link between node j
and node k is:

on—sleep sleep sleep _sleep

Vijk (1- Tijk )'ViojTl?:: + Tk Vijk [1/h], (7.5)

where, yj;,jep is the failure rate when EDFA i is in sleep mode, ~f7} is the failure rate at full

power, and Tzf}l,‘jep € [0, 1] is the normalized time in which EDFA i is in sleep mode (if equal
to 1 the EDFA i is always in sleep mode). Thus, the overall failure rate is the averaged
sum of the failure rates at full power and in sleep mode. The first consideration is that the
longer the EDFA is in sleep mode, the higher the reduction in the failure rate. However, as
reported in Egs. (7.2) and (7.3), also the interval in which the temperature varies (i.e., A7)
and the frequency of thermal cycling (i.e., f7¢ in [cycle/h]) impacts the failure rate. Let us
define {7, as the failure rate of the device when a temperature variation occurs. Following
Eq. (7.3), 7{j, can be defined as:

tr

tr ijk
Yijk = [1/h], (7.6)
" Nz];k

'The model is general enough that can be extended to model the failure rate and the failure rate variations
of any other network device.
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where ffj?“k is the on/sleep frequency and Ni’;k is the number of cycles to failure. From
Eq. (7.6) it can be seen that as the power switching frequency is reduced, the failure rate
vf;’k is also reduced. Moreover, Nf;k is a technological parameter that depends on the

specific HW used to assembly the EDFA.

In order to put together both the effects of Eq. (7.6) and Eq. (7.5), we assume that fyfj?};““p
and vf}’k are statistically independent [27] and their effects are additive [35]. In this way,
the overall failure rate ~;;;, is the sum of the individual failure rates:

YVigk = P + ], (7.7)

Since we are interested in evaluating in which way the sleep mode may impact the lifetime
of an EDFA, we define a failure rate acceleration factor, i.e., AFj;;, similar in concept to
the one defined by the Arrhenius law, i.e., Eq. (7.1). The acceleration factor is a metric that
measures the increase of the failure rate with respect to a reference temperature. In order
to model the value of AF;;;, we first define the failure rate acceleration factor of an EDFA
in sleep mode as:

sleep

1 Vijk
ARG = o (7.8)
ij

which is always lower than one. This term can be computed from using the Arrhenius law
given the difference in the operating temperature of the device and its activation energy.
Moreover, we introduce the parameter x;;z:

1
Xijk = ﬁ[h/cycle], (7.9)
VijktVijk

which is defined as the inverse of the failure rate at full power multiplied by the number
of cycles to failure. Both terms are fixed and can be measured on the device when sleep
modes are not applied. Finally, the overall failure rate acceleration factor of an EDFA can

be defined as: i l z
AFy, = %T;g =1-(1- AFiSj]:ep)T;,:ep + lekflt;k (7.10)

ij

The acceleration factor AF;j, comprises two terms: the first one is (1 — AFjjl,jep)rfjlgeT’
which tends to decrease the AF;;; value, and the second one Xijkffjfk which has the oppo-
site effect. Moreover, AF;;; is influenced by two types of parameters: technological (i.e.,

AFfj’,jep and y;;x) which are strictly related to the HW used to build the EDFA, and sleep-
and ffj?“k) which instead depend on the energy-efficient algorithm

sleep

mode-related (i.e., 7,
used.

When, in a given network, a number of EDFAs are put into sleep mode in order to save en-
ergy (with on/sleep switching frequencies and sleep periods that might not be necessarily
the same for each one of them), it is important to model their overall performance in terms
of failure rate acceleration factor. We define the following metric for this purpose:

Zijk AFijk

AF = 7

(7.11)
The AF in Eq. (7.11) defines the average EDFA failure rate acceleration factor, where I is
the total number of EDFAs deployed in the network. If AF > 1, it can be expected that,
on average, the EDFAs in the network will fail more frequently than in normal operating
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conditions (i.e., when a green strategy is not used). If AF = 1, the average failure rate of
EDFAs will not change, and if AF < 1 it can be expected that, on average, the EDFAs in
the network will fail less frequently. It should be noticed that AF is not the only metric that
can be used. The choice is up to the network operator that might focus also on a different
metric, e.g., on the EDFA with the worst failure rate acceleration performance.

7.3 Case Study

This section presents a case study where a green strategy putting EDFAs into sleep mode
is applied to a specific optical backbone network under a dynamic lightpath provisioning
scenario. We first explain how the green algorithm works, and then present an analysis of
the various parameters impacting the average EDFA failure rate acceleration factor value

7.3.1 Green Strategy and Simulation Scenario

This simulation study is based on a green RWA strategy called Weighted Power Aware
Lightpath Routing (WPA-LR) [93] tested on the COST239 optical backbone network. The
provisioning scenario considers dynamic traffic where each connection request is assumed
to require a full wavelength capacity.

The WPA-LR algorithm works in the following way. A separate network connectivity graph
is considered for each wavelength, i.e., a wavelength plane approach is utilized. If a given
wavelength is already used on a fiber link to provision a lightpath, the fiber link will not
appear on that specific wavelength plane. For an incoming connection request the path
at minimum cost (if any) is computed on each wavelength plane. The path that has the
overall minimum cost (among the ones found on each wavelength plane) is then chosen
as the route for the connection request. If no path can be found on any wavelength plane,
the connection is rejected. Under the assumption that the only devices that are put into
sleep mode (in order to save energy) are the EDFAs (i.e., the other network components
such as transceivers, ROADMs, or higher layer electronics are considered to be always
on), the cost function used in the WPA-LR algorithm works as follows. If a fiber link is
not in use, its cost is equal to the power necessary to operate all the EDFAs deployed
along its length (i.e., the fiber link power consumption cost). If a fiber link is in use, its
routing cost becomes the product of its power consumption cost and a parameter « that
varies in the range (0;1]. Values of « close to 0, encourages WPA-LR to select routes at
minimum power cost, while with 0 < o < 1 WPA-LR tends to make routing choices that are
a compromise between power consumption minimization and (fiber) resource efficiency
maximization. When a = 1, the WPA-LR behaves in the same way as a conventional
shortest path (SP) approach, where still some energy savings can be achieved because
the EDFAs that are not used can be set into sleep mode. More details about the WPA-LR
strategy are available in [93].

In the simulation work on the COST239 network topology it is assumed that each fiber
link comprises two unidirectional fibers each one carrying 16 wavelengths. It is assumed
that wavelength conversion is not available. Connection requests are bidirectional and
their source and destination pairs are uniformly chosen among the network nodes. They
arrive according to a Poisson process while the service time for each connection request is
exponentially distributed with an average holding time equal to 6 hours. EDFAs are placed
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Figure 7.1: Average normalized time in percentage an EDFA is in active state (left), and
average EDFA on/sleep frequency (right) as a function of the network load.

every 80 km and the power consumed by an EDFA in sleep mode is assumed to be 20%
of the power when fully operational.

In the case study the traffic load is varied from 10 to 420 Erlang. These values are chosen
in order to investigate different conditions where the network blocking probability does not
exceed 10%. In order to measure the value of the average EDFA failure rate acceleration
factor (i.e., AF as defined in equation 7.11), it is assumed that all the EDFAs deployed
in the network have the same HW characteristics, while the value of the frequency and
the duration of each sleep cycles are collected by simulating the WPA-LR algorithm for
different values of «. Simulation results are averaged over a series of 10 experiments with
10° connection requests in each experiment.

7.3.2 Impact of Traffic Load on the Sleep Mode Duration and the On/Sleep
Frequency

Fig. 7.1 reports the average normalized time in active state (left) and the on/sleep fre-
quency (right) for the EDFAs in the network as a function of the load. Results are pre-
sented for different values of the parameter «. Several considerations hold in this case.
First, the average normalized time in active state tends to increase with increasing load
values (as expected), since more EDFAs need to be powered on in order to meet the traf-
fic requirements. Moreover, for load higher than 350 Erlang the average normalized time in
active state is nearly equal to 100%, meaning that all the EDFAs in the network are always
powered on. Second, the average on/sleep frequency tends to decrease with increasing
load. However, the maximum value of the on/sleep frequency does not always occur at the
minimum value of load. This is due to the fact that some of the EDFAs are always in sleep
mode when traffic is very low. Third, the parameter a has a strong impact on the results. In
particular, when the algorithm tends to exploit short paths (o = 1) the average normalized
time in active state is higher compared to a pure power minimization approach, i.e., a = 0,
and the average on/sleep frequency is almost one order of magnitude higher since EDFAs
frequently change their power state.

7.3.3 Average EDFA Failure Rate Acceleration Factor

Fig. 7.2 reports a number of level curves representing the average EDFA failure rate ac-
celeration factor (AF) (equation 7.11) as a function of the value of AF*°? defined as
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Figure 7.2: Average EDFA failure rate acceleration factor (AF) as a function of AFs'*e? and
X, With o = 0.5 and a load of 150 Erlang.

(> ijk AFfjl,fep)/I, and x defined as (3_, ;. xijx)/I. The results are obtained with o = 0.5 at
load equal to 150 Erlang.

The red dashed line highlights the level curve AF = 1. The region on the left of this
crossover line represents the zone where on average EDFAs in the network fail less often
when compared to the case in which the WPA-LR algorithm is not used, i.e., AF < 1.
On the contrary, the region on the right is the zone in which AF > 1, i.e., EDFAs on
average are expected to fail more often when compared to the case in which the WPA-
LR algorithm is not used. From the figure, it can be noticed that both AFslecP and x play
a crucial role in determining the effectiveness of an energy-efficient strategy in terms of
average EDFA failure rate increase/decrease. In particular, AFseP is influenced by the
decrease of temperature on the device, which is expected to happen when EDFAs are in
sleep mode. On the other hand x becomes the discriminating factor, meaning that devices
whose x is very high (in this case higher than 2.7 h/cycle) will experience on average an
increase of their failure rate.

Fig. 7.3, on the other hand, considers the impact of the parameter « on the position of the
value for AF = 1. The traffic load is equal to 150 Erlang, which corresponds to medium
traffic conditions. It is interesting to notice that as the algorithm tends to target the power
minimization (low values of «), the region in which AF < 1 is increased. This is mainly
due to the fact that, as shown in Fig. 7.1, with decreasing values of o EDFAs on average
spend more time in sleep mode and the average value of their on/sleep transitions is also
lower.

7.3.4 Impact of the HW parameters

The left part of Fig. 7.4 reports the different values of x (i.e., (3_,;;. xijx)/1), that are re-

quired to have AF = 1. The value of  is presented as a function of the traffic load and for

different values of AFs'er (i.e., (3. AFiS].l,jep)/I). The algorithm parameter « is set to 0.5.

Note that the areas below each curve represent values of x for which AF < 1. For low

values of load y is very small, i.e., x < 1 [h/cycle]. This is due to the fact that the average
frequency of on/sleep transitions is relatively high as shown in Fig. 7.1. This means that
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Figure 7.4: Values of x required to have AF = 1 with o = 0.5 (left), and AF with AFsteer =
0.5 and o = 0.5 (right), both as a function of the load.

even if a device is equipped with better hardware capabilities to limit the thermal cycling
effect, high average on/sleep frequency may still negatively impact the value of AF. How-
ever, for intermediate values of load (between 20 and 125 Erlang), the frequency of cycles
promptly decreases, allowing higher values for y, i.e., up to a max of 5.5 [h/cycle], while
still ensuring favorable conditions in terms of EDFAs average failure rate acceleration fac-
tor, i.e., AF < 1. For high traffic values, the average normalized time EDFAs spend in
active state is almost 100%, setting the value of AF to be greater than 1 even for very
small values of x. Finally, it can be observed that the trend does not change with different
values of AF*eP (even though the absolute values are different).

The right part of Fig. 7.4 presents values of AF for different values of the traffic load and x
when o = 0.5 and AFsleP = 0.5. The figure reports also a lower bound, which corresponds
to the case of x = 0, i.e., no thermal cycling effect. Two considerations hold in this case.
First, for increasing values of the traffic load, AF converges to one, which corresponds to
the situation in which all devices are always powered on, and therefore the average EDFA
failure rate acceleration factor AF remains unchanged. Second, it can be seen that when
x is increasing, the region in which the AF < 1 is reduced. However, the effect is mitigated
for intermediate values of load, meaning that there is a tradeoff between power efficiency
and the value of the average failure rate acceleration factor.
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7.4 Conclusions

The chapter considered the impact that energy-efficient techniques have on the compo-
nent lifetime in an optical backbone network. The focus was on understanding the effects
of putting EDFAs into sleep mode. We have developed a simple model, showing that
the EDFA failure rate variations are influenced by the traffic, the energy-aware algorithm
parameters, the time spent in sleep mode, the frequency of on/sleep cycles, and the char-
acteristics of the EDFA HW. The chapter showed that frequent on/sleep transitions may
have a negative impact on the EDFA failure rate. However, this work is a first step towards
a more comprehensive approach, since there might be conditions under which the failure
rate of a component may benefit from long (and not frequent) sleep periods. As next steps
it will be worth to consider the influence of various traffic patterns (including bursty traffic),
and to investigate energy-efficient algorithms targeting explicitly the increase of lifetime for
optical networks.
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Chapter 8

Control plane interaction for resilience scenarios

The end-to-end optical transport networks where DISCUS control plane architecture is
involved moves huge volumes of data from one point to another in geographically different
locations. It is not uncommon a failure in a fiber links or some component in a DISCUS
node. The source of the failures is related to failure of equipment in a link (e.g., amplifiers),
cuts in the fibers, e.g., because of roadworks , digging, power failure or bad weather. FCC
reports publish findings that long haul networks experience annually 3 cuts for 1500 kms
of fiber. Internal operator data reports even higher fiber cut failure in areas with numerous
roadworks. FCC data implies a cut every four days in a typical long haul network with
45000 km of fiber. Thus, it is necessary to provide the network means of maintaining the
service continuity in the presence of failures. Not only should the network be able to react
to a single failure, but also to a multiple failure situation in which several link or nodes
are affected simultaneously (or one after the other). In this chapter, the relation between
the DISCUS control plane and network survivability is analyzed. First the control plane
architecture and its main components that interact in case of failure are presented. Next, a
comparative between the traditional distributed control plane approach and the centralized
SDN approach is presented. Next, a use case is analyzed. Finally, a study shows which is
the optimal location of a DISCUS core network controller to minimize the restoration time.

8.1 DISCUS control plane architecture

Considering the architecture of the MC node, as defined in Deliverable D6.1, it is possible
to identify three main logical component for the network control plane : the access network
controller, in charge of controlling the access network elements; the core network con-
troller, in charge of controlling the elements carrying out core transmission; the network
orchestrator, in charge of taking requests from the SP and translating them into high-level
commands for the access and core network controllers.

The network orchestrator is defined as a parent controller or a centralized “controller of
controllers”. It handles the automation of end-to-end connectivity provisioning, working at
a higher, abstracted level and covering inter-domain aspects between the access and the
metro/core network. Its functionalities are the following: The access network controller is
in charge of controlling the access network elements, while the core controller is in charge
of receiving commands from the network orchestrator and transforming them in the D-CPI
for the metro/core network. For the core network controller, the technologies that are in
the underlying network are Wavelength Switched Optical Network / Spectrum Switched
Optical Network (WSON/SSON) which are based on the GMPLS distributed control plane.

As it can be seen in the previous definition of the entities, some feedback from the network
is required for failure scenarios. The following section compares the resilience mecha-
nisms in centralized and distributed scenarios.
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8.2 Centralised vs. distributed resilience mechanism

8.2.1 Distributed control plane approach for failure scenarios

When the functions of the control plane are co-located with the nodes and do no rely on a
centralized controller, they need to interact with each other in a distributed way in order to
recover from network failures. Pure distributed GMPLS is an example of such distributed
approach. The main concept in a distributed control plane is that the owner of a service
(e.g. LSP, lambda, etc.) is the responsible of initiating any survivability actions. The main
resilience mechanisms are protection and restoration. In the case of protection, when the
element in control of the service detects a problem in the main path, the service is au-
tomatically switched to the backup path. Resources for both main and backup paths are
always reserved, and thus, there is a huge resource consumption. The main benefit is
the sub-50 ms recovery time that can be achieved with protection. The other main re-
silience mechanism is restoration. In this case, the nodes adjacent to the elements that
have failed (in the case of a fiber cut, the switching nodes adjacent to the fiber) notify via
routing protocol the failure. Then, the routing protocols keeps on disseminating the new
state of the network, and all nodes become aware of the existing resource failed. Also,
a second mechanism is used to speed up the recovery. The signaling mechanism (e.g.
RSVP-TE in distributed GMPLS) maintains state in all the nodes of the path. When a
failure happens, and the adjacent nodes become aware of the failure, using the signaling
protocol, the source node (owner of the service) is notified. Then, each node that owns
services that have failed recomputed a new path. Note that for the new compute path to
be accurate, either the routing protocol has informed about the exact failure, or the sig-
naling protocol carries information about the exact location of the failure. The restoration
procedure takes longer that the protection, but is able to adapt to changing network cir-
cumstances, but cannot achieve an optimal resource usage after the failure, as all path
computation recoveries are performed un-coordinately. Finally, restoration in a distributed
control plane suffers the problem of piggybacking. As mentioned previously, when there
is a failure all nodes that own a service that uses the failed element are notified. At that
point, all of them compute their backup path. It may be entirely possible that the paths
resulting from these almost concurrent computations share resources (e.g. a lambda in
some path). This will trigger a race between signaling sessions. The fastest one gets the
resource, while the following ones, need to piggyback and compute again the path. This
second computation is not done immediately, but a random time is left, to avoid concurring
again in a computation. The problem of piggybacking can lead to high restoration times
when the network is highly utilized. A centralized approach for the computation can solve
the problems of the distributed control plane.

In spite of the problems of the recovery of a distributed control plane, it is a very robust
scheme, as it can survive many failure scenarios (including controllers).

Figure 8.1 shows the message exchange between nodes in the control plane. Let’s as-
sume there is a path from Ny to N3. When there is a failure at a node, for instance N,
this node sends an RSVP Error message to the head-end node (in this case Ny). Once
the head-end node receives the failure notification, it computes a new path avoiding this
failed node and establishes a new connection. This is done using the RSVP Path-Resv
message exchange, as shown in Figure 8.1 .

The restoration in a distributed control plane suffers the problem of piggybacking. As men-
tioned previously, when there is a failure all nodes that own a service that uses the failed
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Figure 8.1: Control plane restoration process.

element are notified. At that point, all of them compute their backup path. It may be en-
tirely possible that the paths resulting from these almost concurrent computations share
resources (e.g. a lambda in some path). This will trigger a race between signaling ses-
sions. The fastest one gets the resource, while the following ones, need to piggyback and
compute again the path. This second computation is not done immediately, but a random
time is left, to avoid concurring again in a computation. The problem of piggybacking can
lead to high restoration times when the network is highly utilized. A centralized approach
for the computation can solve the problems of the distribution control plane. However,
there is a single point of failure in the central control plane entity. In spite of the problems
of the recovery of a distributed control plane, it is a very robust scheme, as it can survive
many failure scenarios (including controllers).

8.2.2 Centralized SDN approach for failure scenarios

The centralized SDN control can also perform protection and restoration. Let's assume
three different schemes: (1) data plane protection, (2) controller based protection and (3)
controller based restoration. Figure 8.2 shows the approaches.

(5) Protection
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Figure 8.2: Protection schemes in SDN environments

The data plane protection mechanism works similar to Network Management System pro-
tection, but driven from the SDN controller. The SDN controller computes and configures
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a working and a protection path, which are instantiated in the network elements. When
there is a failure, the network elements can notify the controller, which can configure the
protection path to recover from the failure in the network. The protection, as well with the
distributed control plane, can be performed by the data plane in case sub-50 ms recovery
time is needed. In this case, the control plane is in charge only of computing and setting
up the working and protection paths, but it is not involved at failure time.

The controller, according to ITU-T [53], can be used to perform a controller-based protec-
tion, or controller-based restoration.

In the controller based protection, SDN controller is in charge of provisioning both working
and protection path and instructs the data plane to notify the controller whenever a failure
happen. When the failure happens, the SDN controller commands to switch to the protec-
tion path. This mechanism is not as fast as the data plane protection, but faster than a
restoration as it does not need to compute path. The advantage is that it lowers the data
plane requirements.

In the controller based restoration, the SDN controller is notified of all the failures. The
main difference with the distributed case is that the SDN controller is the owner of all the
services. When the SDN controller receives the notification of the failed element, it will look
in its database and see how many services are affected by the failure. Then, it performs
the computation of new paths for all the services. Such computation can be performed
in a single computational step, which allows to apply optimization techniques. The result
of the recovery of multiple paths via SDN controller can lead to a very high restorability
degree, and an optimal use of resources. Furthermore, as the controller centralizes the
provisioning and computation, no piggybacking is needed. All paths computed by the SDN
controller will be valid.

The main problem of the centralized SDN controller approach is its high dependability on
the controller, and having a path to the controller. For the availability of the controller,
dual-controller approach (service-backup) is recommended for deployments.

8.3 Impact of a centralized or distributed control plane in DIS-
CuUsS

DISCUS defined use cases in D6.1. One of this scenarios is the PON protection with a
dual-homed N:1 OLT scheme. This scenario emulates the provisioning of a dedicated as-
sured L1 service over PON, describing the interaction between ONU, OLT, node controller,
and network control plane. We assume this service is a point-to-point service between
any two points in the network. In order to understand the requirements on all interfaces
involved we carry out an analysis of the upstream and downstream control messages re-
quired. The interactions between the control plane elements is the following:

1. The fibre cut is identified by a fault management system that triggers an alarm.

2. The access controller in MC node 1 informs the network orchestrator about the fail-
ure.

3. The orchestrator informs the core controller to setup the pre-calculated core backup
paths corresponding to the failure.
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4. The orchestrator then communicates to the access controller in the MC node hosting
the standby OLT, passing the information required to activate the OLT as well as the
appropriate protection paths that need to be activated in the node.

In the meantime the core controller will configure the core nodes
The access controller will configure the access elements

The core controller will then provide feedback to the orchestrator.

5.
6.
7.
8.

Figure 8.3 presents graphically the steps just described in the reference architecture.
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Figure 8.3: PON protection with a dual-homed N:1 OLT scheme.

Two options were considered in the definition of the control plane solution for the core
segment (distributed or centralized control plane). However, in the definition of the control
plane for the access-metro region, DISCUS control plane is configured from the access
network controller. This controller is local and all elements that it is managing are co-
located with it. All actions that happen in the local area are not impacted by the definition
of a distributed or central control plane in the core part. For instance, when there is a fibre
cut, this is identified by a fault management system that triggers an alarm. This information
is local to the access controller in MC node 1, which informs the network orchestrator about
the failure. All actions that are defined in the network orchestrator or the access controller
are not impacted.

On the other hand all actions that has to cross between multiple optical islands are im-
pacted by the utilization of the control plane.
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8.4 Performance analysis of DISCUS control plane

8.4.1 Distributed control plane delay analysis

The control plane performance is analyzed considering a worst-case scenario when a
failure happens. Let us assume a network where the longest shortest path contains Nmax
hops. The worst-case scenario for a failure is when the error is in the last hop of the path.
Figure 8.4 shows the time consumed for this scenario.
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Figure 8.4: Distribute control plane delay analysis for the worst case scenario.

After a failure happens at N,,..-1, this node notifies to the head-end node the failure, so
the path can be restored. This means that N,,.,-1 Notify messages are generated. Each
Notify message is generated and processed. Therefore, the control plane delay to alert the
head-end node of the failure is (Nyuaz-1) (Tyen+Tproc+Iprop), Where, Ty, is the generation
time for the Notify message, 7). is its processing time, and 7)., is the propagation
delay of the packet. We have assumed the same time to process and generate all RSVP
messages as done in previous work [95]. Once the message is received at the head-end,
the end-to-end path must be computed if there is no back-up path precomputed. This time
is defined as T,mp- A similar reasoning can be done for the Path and Resv messages,
so the provisioning time is 2*Nyuz (Tyen+Tproc+Tprop)- Therefore, the recovery time for the
worst-case scenario is:

Trecfwc = (SNmax - 1)(Tgen + Tproc + Tprop) + Tcomp (81)

8.4.2 Centralized control plane delay analysis

The centralized control plane assumes that there is an SDN controller, which can config-
ure the network elements. This entity could follow any of the previous schemes, but for the
sake of comparison let us assume a controller based restoration scheme. As previously

104
FP7-ICT-GA 318137



Bnus.

stated, if the controller instantiates the back-up path too, the recovery time is like a protec-
tion in the distributed control plane scenario. The following figure presents the controller
based restoration scheme scenario:

Timeline N, Ny N, Ny SDN
: I :
1 1 1 1
1 1 \ 1 1
1 1 1 | N
| l | ! 2
: : : : ! $ Tproc+Tcomp+Tgen
< : i ! _
:I: € : N >
TooctToen | | € i ' e
proc™ 'gen | \ . | | Create
! 1 €<
: : ! ! s —
: :\'\:2: Confirm
1 1 1 T ﬁl
1 1 1 1 1 %
! : ! > Error

Figure 8.5: Centralized control plane delay analysis.

The node that detects the failure sends an Error message to the SDN controller to notify the
failure event. Afterwards, the SDN controller processes the message and it computes the
restoration path for the failed path (in case it was not pre-computed). The SDN controller
sends a Create message to each node. Once the node processes the message, it confirms
the resource allocation to the SDN controller. Based on the workflow just described, we
can state that the recovery time for this scenario is the following:

Trec—sdn = 3Tprop + 2(Tgen + Tproc) + Tcomp (82)

Based on the previous analysis, it is clear that the location of the SDN controller is impor-
tant to minimize the delay of the transmission to and from the SDN controller. The aim of
the analysis that is presented the remaining of this section is to find the central point of a
reference network to define which is the best location to position the SDN controller.

The reference network of Telefénica I1+D is shown in Fig. 8.6. A total number of 33 nodes
are present out of which the longest link is the one between node 6 and 32 with a total
length of 1900 km. There are 106 links and the average nodal degree is 3.2121.

The network in Fig. 8.6 has been analyzed on the node-to-node distance and the number of
hops between nodes. Both have been determined using the graphshortestpath — function
in MATLAB that uses Dijkstra as default algorithm.

The results on the node-to-node distance are shown in Fig. 8.7. The x-axis shows the
shortest distance determined by Dijkstra from a particular node to each of the 32 other
nodes in the network. The y-axis then shows the percentage of the total amount of nodes
such that it may be easily determined how many nodes are within a particular distance
from a particular node. The main outcome of Fig. 8.7 is that it indicates node 27 as having
the shortest distance to 90% of the nodes in TID’s reference network. The second closest
node in this case is node 28, and the third one is hode 12. The maximum amount of hops
in the TID reference network is 5 from one node to another one which can be achieved
from nodes 12, 17, 25, 26, and 27. The ideal location of the SDN controller can now only
be either node 12 or node 27 which is determined by the lowest total amount of hops as
shown in Fig. 8.8. This figure shows the amount of hops (nodes) that have to be made in
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Figure 8.6: The reference network of Telefénica 1+D for SDN placement.

order to reach a particular node. It is clearly shown in Fig. 8.8 that node 12 (with a total of
88 hops; node 27 has 96 hops) is the ideal location of the SDN controller in TID’s reference
network.

0.9

Node 27 —
0.8

0.7

T e
500 1000 1500 2000 2500 3000
Distance (km)

Figure 8.7: Distance between nodes vs. Percentage of nodes in TID’s reference network.

8.5 Comparison between both approaches

Once both scenarios are analysed this section compares both control plane approaches
based on a given scenario.

8.5.1 GMPLS control plane delay values

The value of T, is set to 50 ms and the one of 7., to 10 ms [95] . Moreover, the
propagation delay as well as the queuing delays are assumed to be negligible 3. We
have compared the values in the reference with the results in Telefonica GMPLS control
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Figure 8.8: Total number of hops in TID’s reference network (shown per node).

plane. The Telefonica I1+D control plane test bed is composed by GMPLS nodes with
software developed internally. The experimental setup is built with emulated nodes, which
run in an Ubuntu server Linux distribution. Each emulated node implements a GMPLS
stack (including RSVP, OSPFv2, and PCEP) and a Flexible Node emulator. Each GMPLS
controller is a virtual machine and all are running is a server with two processor Intel Xeon
E5-2630 2.30GHz, 6 cores each, and 192 GB RAM. Each VM has 1GB RAM. The GMPLS
control plane stack and Flexible Node emulator are being developed in Java 1.6. Note that
there is no hardware associated to this domain, only an emulation of the nodes. When a
path is provision on a six-hop path, the RSVP message exchange in an intermediate hop
is shown in the next figure:

68 29.817481 192.168.1.1 192.168.1.3 RSVP 214 PATH Message.
71 29.864739 192.168.1.3 192,.168.1.9 RSVP 214 PATH Message.
75 30.117845 192.168.1.9 192.168.1.3 RSVP 254 RESV Message.
76 30.175678 192.168.1.3 192.168.1.1 RSVP 310 RESV Message.

Figure 8.9: Control plane emulated scenario.

The delay between two consecutive PATH messages is 47,3 ms and RESV message is
57,8 ms. These values are in the order of the 50 ms assumed for this analysis.

8.5.2 Computation time delay

Once the processing time is assessed with literature and a validation in the lab, we have
analysed which is the computation time for a state of the art algorithm using a low cost
server. The aim is to have a value for the computation time without requiring to deploy a
datacentre. The IA-RWA algorithm used is based on K shortest path (KSP) for the routing,
First-Fit for the wavelength allocation and for the impairment validation we’'ve used the
same method as in [44]. This method is valid for 10Gbps connections. The server where
the tests are done is a HP Proliant 320, Dual Core Intel(R) Xeon(R) - 2.66GHz and 4GB
RAM. The RWA module is implemented in C++ against a MySQL database. The server
and the database are in the same server.

The KSP algorithm is a variation of Yen’s version. The metric for the KSP is the number
of hops. The physical impairment validation can be done based on the number of spans.
There are two scenarios where the implementation has been tested without load and with
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load. In the first experiment 81 requests are sent between the node 7 and node 3 in the
Telefonica reference network. The average time is 23ms. Figure 8.10 shows the histogram
with the results, while Figure 8.11 shows the computation time with a high load in the

network.
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Figure 8.10: Histogram with the com- Figure 8.11: Histogram with the compu-
putation time in a scenario without load. tation time in high load scenario.

The average time for the request is 23 ms with a variance time of 6.9071 us. The relative
error for a confidence interval of a=95%, is 0.816 us. We can see that the results are
stable. Figure 8.12 shows the network occupation.
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Figure 8.12: Number of wavelength with the load.

As it can be seen in the previous figure, there are some links that are overloaded, but
this does not impact the algorithm performance. This is because the main part of the
computation time is due to the KSP algorithm. The First-Fit can take more time, but the
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main contribution is KSP.

8.5.3 Assessment of central and distributed solution

Based on the values previously defined and justified, the recovery delay for the centralized
and the distributed recovery are compared. Figure 8.13 shows the recovery time for both
approaches.

1.6
—¢— SDN
y
1.2
;
B
V§ 0.8
" 0.6
0.4
0.2
0 0
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Figure 8.13: Recovery time for SDN Figure 8.14: Recovery time for SDN
and GMPLS without propagation delay. and GMPLS with propagation delay.

GMPLS is as fast as the SDN controller only when the number of hops is 2. The reason
is that the SDN controller is at two hops from any failure. The reason is that the failure
is notified to the controller, which, afterwards, configures the nodes with the failure. We
assumed that the propagation delay in the control plane is negligible. However, if this
value were 250ms and the average number of hops to the SDN controller where 5, the
delay figure would be different. Figure 8.14 shows the recovery time.

The SDN approach could minimize the computation time. However for current analysis the
impact of the algorithm is so small that it won’t benefit this scenario.

8.6 Conclusions

Control plane architecture defined in DISCUS project considered distributed control plane
for the core part. The distributed control plane is more resilient that the centralized ap-
proach, but if the SDN controller is in two datacentres with multiple VMs, the resilience
problems are minimized. Based on the analysis done in this document with realistic sce-
narios, the controller-based approach is very promising as it minimized the recovery time.
This validates the DISCUS control plane architecture not only in terms of functional fea-
tures, but also in resilience scenarios.
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Chapter 9

Conclusions

This deliverable presented a number of optimization models and methods that can be used
to dimension the core network segment of the DISCUS architecture. The focus of these
models has been mainly on cost minimisation and on the maximisation of the resiliency
levels that can be offered to the provisioned services. The scenarios considered included
both network design and in-operation optimization problems.

The contribution of the deliverable is manyfold. This was done on purpose since the main
objective of the set of studies carried out so far in the project was to assess the perfor-
mance of a wide set of options in terms of core network optimization strategies. The plan
is to identify the most promising ones to be used in the optimization work for the final con-
solidated/integrated optical core design phase, that will be presented in Deliverable D7.7.
A few concluding remarks about the various contributions presented in this deliverable are
presented next.

Chapter 2 provided a consolidated model of cost and hardware including core photonic
switching, signal regeneration, and Raman amplification, while Chapter 3 presented meth-
ods that can be used to solve multi-layer core network design problems in order to assess
the impact of the Discus optical island concept. It was found that optical islands out-
perform architectures based on aggregating (grooming) traffic towards an inner core once
the traffic volume exceeds a certain threshold. These results are dependent on the cost
model, the number of metro-core nodes, and the available channel capacities (40G, 100G,
400G).

Chapter 4 presented planning approaches for providing core-network survivability in the
presence of single link- and node- failures, individual node component faults and deliberate
physical-layer attacks targeting service disruption. On the other hand Chapter 5 looked
more into the problem of providing resiliency to services in the presence of dynamic traffic
where both single and double link failures scenarios where considered.

Chapter 6 presented a study on the dimensioning of metro/core networks with dual-homed
access under the assumption of single metro/core node failure scenario. The results
demonstrate that multilayer restoration combined with the right amount of transponder
overprovisioning allows to achieve average connection availability levels very similar to the
ones achieved by dedicated path protection but with lower service blocking levels and at
the same time using a lower number of WDM transponders.

Chapter 7 evaluated the impact that energy-efficient techniques have on the component
lifetime in an optical backbone network. The focus was on understanding the effects of
putting EDFAs into sleep mode. The study showed that frequent on/sleep transitions may
have a negative impact on the EDFA failure rate. Finally, Chapter 8 presented a study
evaluating centralized versus distributed control plane architectures in terms of recovery
time offered to services. It was found that the propagation delay of control messages
has a non trascurable impact on the overall recovery time. For this reason the controller
placement within the network needs to be carefully considered.
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Appendix A

Acronyms

Acronym Explanation

AA-DPP Attack-Aware Dedicated Path Protection
AA-DPP-H Attack-Aware Dedicated Path Protection Heuristic
AF Accelleration Factor

AG Attack Group

AKNLPP All-Pairs & Node-Disjoint Length-Bounded Paths Problem
AoD Architecture on Demand

AWG Arrayed Waveguide Grating

BPSK Binary Phase-Shift Keying

BV-WSS Bandwidth-Variable Wavelength Selective Switches
BR Backup Reprovisioning

BSPP Backup Server via Physically disjoint Path

CO Central Office

CTE Coefficient of Temperature Expansion

DC Data Center

DGE Digital Gain Equalizer

DH-DPP Dual Homin Dedicated Path Protection
DH-PR-AVG Dual Homing Path Restoration Average
DH-PR-MAX Dual Homing Path Restoration Max

DH-PR-UNP Dual Homing Path Restoration Unprotected
DP-QPSK Dual Polarization Quadrature Phase-Shift Keying
DPP Dedicated Path Protection

DPP-EFS Dedicated Path Protection with Enforced Fiber Switching
DPP-SP Dedicated Path Protection with Shortest Path routing
DWDM Dense WDM

EDFA Erbium Doped Fiber Amplifiers

EFS Enforced Fiber Switching

FCC Federal Communication Commission

FIT Failure In Time

FS Fiber Switching

GB Gigabyte

Gbps Gigabit per second

HW Hardware

H-W Hard-Wired

KSP K shortest path

IA-RWA Impairment Aware Routing and Wavelength Assignment
ICU Idealist Cost Unit

IP Internet Protocol

ILP Integer Linear Program

IX Internet Exchange, Peering Point
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LE

LP
LR-PON
LSP

MC
Mbps
MDD
MDT
MEMS
MIP
MILP
GMPLS
MPLS
MPLS-TP
ODN
OEO
OLT
OLA
ONU
OOK
OSPF
OXC
PCE
PCEP
PON
PR
QPSK
ROADM
RSVP
RWA
SDN
SD

SSS
SSON
Tbps
TE

UK
VOA
VTD
WDM
WP2/WP4/WP7
WPA-LR
WSON
WSS

Local Exchange

Linear Program

Long Reach PON

Labeled Switched Path

Metro-core

Megabit per second

Minimum Distance Design

Mean Down Time

Micro Electro Mechanical Switches
Mixed Integer Program (MILP)

Mixed ILP

Generalized Multi-Protocol Label Switching
Multi-Protocol Label Switching

MPLS Transport Profile

Optical Distribution Network
Optical-to-Electrical-to-Optical

Optical Line Termination

Optical Line Amplifier

Optical Network Unit

On-Off Keying

Open Shortest Path First

Optical Cross Connect

Path Computation Element

Path Computation Element communication Protocol
Passive Optical Network

Path Restoration

Quadrature Phase-Shift Keying
Reconfigurable Optical Add Drop Multiplexer
Resource Reservation Protocol
Routing and Wavelength Assignment
Software Defined Networks

Standard Definition

Spectrum Selective Switch

Spectrum Switched Optical Networks
Terabit per second

Traffic Engineering

United Kingdom

Variale Optical Attenuator

Virtual Topology Design

Wavelength Division Multiplexing
Discus Work Package 2/4/7

Weighted Power Aware Lightpath Routing
Wavelength Switched Optical Networks
Wavelength Selective Switch
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Appendix B

Versions

Version'

Date submitted

Comments

V1.0

30/04/2015

First version sent to the commission

'Last row represents the current document version
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