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Abstract:
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Executive Summary

This is the deliverable D6.2 System-Level Simulator Overall Functionalities and Consolidated Results, FP7
project ADEL (ICT- 619647). This work was carried out as part of WP6: Platform development and
experimental evaluation. This deliverable mainly relies on the work defined within task T6.3 detailed in
the Description of Work.

Specifically, we present the ADEL System-Level Simulator (SLS) that has been designed and implemented
as a part of task T6.3. The main contribution of this Deliverable to T6.3 is the system-level simulator, which
we proposed as a tool for the benchmark of some of the functionalities and components that have been
proposed in the context of the FP7-ADEL project. These include inter-Mobile Network Operator (MNO)
resource management and misbehaviour detection through a dedicated sensing network. In addition to
this, we assessed the gain of the ADEL LSA framework in terms of Area Spectral Efficiency (ASE) with
respect to a system of only incumbents.

The main effort of this work carried out in fulfillment of T6.3 aimed at the integration of several ADEL
components into the same tool, namely the inter-MNO resource allocation, the dedicated sensing
network, the misbehavior detection algorithm, and the definition of the protection zones to protect the
incumbent operations.

As a whole, D6.2 shows some of the outcomes we achieved as the finalization of the FP7-ADEL project. In
particular, we have shown that, due to the availability of the spectrum which is subject to change over
time and space, the LSA manager necessitates some technique to manage the LSA frequency resources in
an efficient and fair manner. To this end, we advanced an algorithm that allows the LSA manger to allocate
LSA spectrum resources in a fair way among the LSA licensees. We also addressed the task of misbehaviour
detection and we provided a technique that — by using a dedicated sensing network and a detection
algorithm — is shown to give LSA licensees an incentive not to misbehave. Finally, we have investigated
the gain of the ADEL LSA system and we showed that, depending on the activity of the incumbents, the
LSA can achieve Area Spectral Efficiency gains ranging from 10 up to 100s, compared to the case where
only incumbents operate. In the scenario we have addressed for the ADEL-FP7 project, the ASE gain is the
results of (i) a combination of interference estimation of the base stations on the incumbents and of (ii)
opportunistic activation of macro-cell sectors to exploit the diversity over space and time of incumbents’
occupancy of the LSA band.
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1 Introduction

This deliverable provides a description of the ADEL System-Level Simulator (SLS) which was proposed in
order to evaluate the resource allocation and the misbehaviour detection tasks, as well as to assess the
performance gain of the ADEL LSA framework. The contribution we present in this deliverable is twofold.
First, we have designed and built a system level simulator that implements some of the features and
components of the FP7-ADEL project for the LSA framework. Second, we provided an overall picture of
the performance that can be achieved in an LSA scenario according to the ADEL’s view.

As a part of our contribution, we delivered a system-level simulator which specifically targets the LSA
scenario. With respect to existing system-level simulators — such as the Vienna LTE SLS [1] — the ADEL SLS
shifts the focus on the other components of the LSA scenario, which are usually not considered in standard
SLSs. For instance, the LSA context includes the incumbents, the LSA database and LSA manager; in
addition, it could also include a dedicated sensing network, which in the FP7-ADEL consortium we reckon
to be a fundamental element of an LSA system. Furthermore, in order to produce meaningful results, the
scenario to be addressed in an LSA-specific SLS is wider and includes multiple Mobile Network Operators
(MNO), several cells in the order of 100 or more, and a sensing algorithm to detect possible misbehaviour
of the LSA licensees. Due to these new components and functionalities, the ADEL SLS has been designed
with the objectives (i) of reducing the computational complexity of the simulator and (ii) of making it a
flexible tool which allows us to study several different study cases.

In particular, we first addressed the inter-MNO resource allocation problem, which arises when the
spectrum availability varies frequently over time and over space. In this context, we designed an algorithm
that allows the LSA manger to allocate LSA spectrum resources in a fair way among the LSA licensees.
Second, we proposed a misbehaviour detection mechanism that comprises a dedicated sensing network
and an estimation algorithm, with the purpose of estimating possible misbehaviour of the MNOs. Based
on this, we proposed a policy enforcement technique which we show to give LSA licensees an incentive
not to misbehave. Finally, we have investigated the gain of the ADEL LSA system and we showed that,
depending on the activity of the incumbents, the LSA can achieve Area Spectral Efficiency (ASE) gains
ranging from 10 up to 100s, compared to the case where only incumbents operate.

2 Abbreviations

Term Description

3GPP 3rd Generation Partnership Project
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ASE Area Spectral Efficiency
AWGN Additive White Gaussian Noise
BS Base Station
CEPT Conférence des administrations Européennes des Postes et
Telecommunications
CoMP Coordinated MultiPoint
cal Channel Quality Indicator
CSI-RS Channel State Information — Reference Signal
FTP File Transfer Protocol
ICI Inter-Cell Interference
IcIC Inter-Cell Interference Coordination
1P We use this abbreviation to indicate that a value is an input parameter
LOS Line of Sight
LSA Licensed Shared Access
LTE Long Term Evolution
MAC Medium Access Control
MIMO Multiple Input Multiple Output
MNO Mobile Network Operator
NLOS Non Line of Sight
NRA National Regulatory Authority
PHY Physical Layer
PMSE Program Making and Special Events
QoS Quality-of-Service
PRB Physical Resource Block
RRM Radio Resource Management
SLS System Level Simulator
SPPP Spatial Poisson Point Process
TP Transmission Point
T Transmission Time Interval
UE User Equipment

ADEL
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3 Architecture of the LSA system implemented in the ADEL system
level simulator

In this section, we describe the model of the LSA system we implemented in the simulator. The scenario

we consider in this deliverable is shown in Figure 1.

LSA database

LSA manager

terminal
MNO 1
Basestation

@ Sensor @ User

MNO 2
Basestation

Figure 1 - Main components of the LSA scenario implemented in the system level simulator.

As shown in Figure 1, the main components of the LSA system we have considered are the following:

ADEL

Incumbents: these are the primary users of the spectrum, and have the right to use it when they
need it. Incumbents are guaranteed a given Quality-of-Service (QoS) when they have access to
the spectrum, meaning that the LSA system needs to assure them that the interference of other
spectrum users does not impact the incumbent operations.

LSA licensees: in the LSA paradigm, these users can access the spectrum when the incumbents
are not using it. Although the LSA licensees need to free the spectrum when the incumbents
request so, they are also guaranteed Quality-of-Service. In the SLS, the LSA licensees are Mobile
Network Operators (MNOs).

LSA database: The database has the main function of keeping record of the usage of the spectrum
from different users, both incumbents and LSA licensees. In the following, we define the spectrum
users either as the incumbents or as the LSA licensees.

LSA manager or controller: the LSA manager has the function of managing the spectrum
resources within the LSA band. In particular, it is in charge of assigning the different bands to
different incumbents and different operators, depending on the priorities and on the availability
of the spectrum itself. It also performs policy enforcement by penalizing possible misbehaviours
of the LSA licensees.

Dedicated sensing network: The dedicated sensing network has been introduced in the ADEL
project as a component of the system model. In the scenario implemented in the simulator, the
sensing network is in charge of performing the detection of possible LSA licensee’s misbehaviour.

ICT - 619647 Page 9 of 45
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3.1 Components of the ADEL SLS

3.1.1 Incumbents

The incumbent is implemented as a circular area at the centre of which a transmitter is located. The LSA
framework includes several and various types of users of the LSA band, which range from military services,
amateur radio users, and wireless cameras etc. [2]. In this simulator we model the incumbent as a general
device whose parameters — such as transmit power, transmit range, spectrum occupancy etc. — can be
tuned and be assigned different values. This allows us to potentially simulate different kinds of
incumbents.

Protection zone

(™)
A Incumbent’s transmitter

@ Incumbent’s receiver

Figure 2 - Incumbent model showing the area of deployment for the incumbent users and the protection zone.

The model of the incumbent is shown in Figure 2 and its properties are discussed in the list below:

1) Implemented as a protection zone: the incumbent is defined by a radius within which it can have
users (i.e., receivers). The radius is fixed and can be set as a simulation parameter, which can be
potentially different from incumbent to incumbent. However, base stations or other devices
located outside the circle defined by this radius could potentially transmit and interfere with its
users. To prevent this from happening, there is a circular region outside the incumbent user
deployment area where other base stations should not be allowed to transmit; this area is also
referred to as protection zone and cannot be set as a simulation parameter, as it depends on the
interferers transmit power, and on the incumbent user’s receiver’s sensitivity and robustness
against interference. The discussion of how to determine the protection zone is provided in
Section 4.4.2.

2) Transmits with fixed power: the incumbent does not perform power control and transmit with a
fixed and constant power. Different incumbents can be set with different transmit power.

3) Transmits on a fixed channel: The channel used by the incumbent is fixed and is determined by
the LSA manager through the L1 algorithm. In order to simplify the implementation complexity,
we keep the channel each incumbent fixed.

ADEL ICT - 619647 Page 10 of 45
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4) Loops from an “activity state” to a “sleep state” and vice-versa: the incumbent can be either on

5)

6)

variables ~exp(-), with different expected time for active and idle activity.

— during which time it transmits without interruption to serve its users — or off — during which
time it does not transmit but remains is a sleep mode. The active time (i.e., time when the
incumbent is on) and the idle time are modelled as independent exponentially distributed random

Position can vary each time the incumbent wakes up: We assume the incumbent can potentially
change its position when it switches from the idle to the active state, although this is not a
constraint. However, we assume no variation of position can occur while the incumbent is active.
Each incumbent is independent of other incumbents: each incumbent operates independently
of other incumbents, meaning that they switch on and off independently of one another.

We assume the incumbent receiver to be affected by Additive White Gaussian Noise (AWGN) whose
Power Spectral Density (PSD) is -174dBm, and the noise figure is 9dB.3

3.1.2 LSA licensees

In the ADEL SLS, the LSA licensees are assumed to be MNOs. Each MNO operates on an exclusively licensed
band at 2GHz frequency; in addition, it can access a given LSA channel on the 2.4GHz band, provided that
no incumbent is using it. The MNOs can only access the LSA channels once it has been granted access to

it by the LSA manager, which in fact controls the spectrum assignment of the LSA bands.

We assume the MNOs transmit with full buffer and that they use macro-base stations, whose positions
are arranged according to a hexagonal grid. In particular, we consider hexagonal sites with three sectors,

covered by a single base station with directional antennas; each of these sectors is referred to as a macro-

cell, as shown in Figure 3.

Sectors or macro-cells

3-sector site

3-sector macro-base
station with directional
antenna

Figure 3 - Site and macro-cell structure.

3 The value of the noise figure is that recommended by [4] for LTE mobile terminals.
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The number and the size of the area of study depends on the specific scenario and can be set as one of
the simulator parameters.

We consider multiple MNOs that can operate in a common area and that share the locations of the BSs,
i.e., the base stations of different MNQOs are co-located.

3.1.3 LSA Database or Repository

The LSA database is a repository that keeps track of the usage of the LSA spectrum over time, logs the
activity of the incumbent and of the LSA licensees. There are several ways in which the LSA database could
be implemented. For instance, the database could be represented as a set of matrices of which each pixel
represents the channel over a given area. The dimension of the pixel depends on the resolution of the
database, and in the simulator this is set to 50m.

Each time an incumbent changes its activity state (either from on to off or vice-versa), the LSA database
is updated. As far as the frequency resolution is concerned, the resolution adopted in the database is
5MHz, which is the channel bandwidth specified by the LSA standard [3]. In the ADEL SLS, we assume that
a 5MHz-channel is the minimum amount of bandwidth that can be allocated to a MNO in the LSA band.

3.1.4 LSA manager or controller

The LSA manager or controller has three main functionalities:

(1) Scheduling or allocation of LSA available channels to MNOs: given that the number of available
LSA channels can vary over time and over space, there might be a mismatch between number of
MNOs and the number of available channels. Therefore, there is the need to schedule different
resources to different operators, depending on the spectrum availability, on the request from the
MNOs, on the previous and past usage of the spectrum and on possible misbehaviour of the
MNOs. According to the ADEL-FP7, we define the L1 algorithm as the resource allocation process
that assigns common LSA spectrum to different LSA licensees.

(2) Determining the BSs that an MNO is allowed to use and granting them access: depending on the
estimated interference generated by the BSs on the incumbents, only a part of the base stations
could be granted access to the spectrum. The LSA manager is responsible for estimating the
interference generated by the BSs and then for indicating which ones are allowed to transmit over
the designated LSA band.

(3) Applying policy enforcement: The LSA manager is responsible for the policy enforcement task,
which is implemented in the scheduling part by penalizing the misbehaving MNOs. Whenever the
sensing network detects any misbehaviour of a given MNO, the scheduler in the LSA manager
takes this fact into consideration during the next scheduling slot. The details of how the
misbehaviour detection is actually implemented will be exposed in Sections 4.4.1 and 4.4.3.2.

ADEL ICT -619647 Page 12 of 45



Deliverable D6.2 13-Jan-2017

3.1.5 Dedicated sensing network

As part of the ADEL project, we propose the integration of a dedicated sensing network into the LSA
system. In the simulator, we assess how this sensing network can be used to detect the activity of the LSA
licensees and determines whether these are transmitting when not granted access to the spectrum, i.e.,
it determines possible misbehaviours of the MNOs.

We assume the sensors are distributed randomly over the area covered by the LSA licensees, while the
number of used sensors is one of the parameters that can be set in the simulator. The sensors are assumed
to be connected to the LSA manager, to which they report the results of the sensing. It is the LSA manager
then that decides on possible penalizations in the case the MNOs are found to be misbehaving. The
sensing network reports the detection results along with the probability of detection and probability of
false alarm, which will be taken into account by the LSA manager for the severity of the penalization.

We have considered that the sensors perform energy detection when the incumbents are active, which is
the phase when the LSA licensees could potentially misbehave. The details of the detection algorithm
implemented in the simulator are discussed later on in Section 4.5.

3.2 Implementation of the LSA cycle in the SLS

The implemented simulator differs from other existing SL simulators in terms of the LSA related
components. As a matter of fact, what is commonly known as an SLS is only one of the blocks of the ADEL
SLS. The actual ADEL SLS implements the “LSA cycle”, in which the incumbents, the LSA database and the
LSA manager generate events that are processed by the simulator.

ADEL ICT - 619647 Page 13 of 45
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Incumbent activity (ON/OFF)

!

Register on LSA Database

!

Run L1 algorithm
(LSA band manager)

Y

MNOs use allocated bands

!

Perform misbehaviour
detection (AIT algorithm)

!

Policy enforcement (LSA
band manager)

N IR

time

Update database and run L1 algorithm

REPEAT

‘ System level simulation

I Misbehaviour detection

Figure 4 — LSA cycle implemented in the SLS simulator. Figure 5 — Example of the event time line handled in the SLS.

With reference to Figure 4, the first step of the LSA cycle is the incumbent activity. From the point of view
of the MNOs, the incumbents are devices that can switch on and off and random times and, by doing so,
determine the availability of the spectrum over time and over space. Second, whenever an incumbent
switches from an on to an off activity state (or vice-versa), it needs to register its activity on the LSA
database, so that the LSA system can update the resource allocation and possibly assign the available
spectrum to the MINOs.

This is performed as the third step by the LSA manager, which runs the L1 algorithm; specifically, the L1
algorithm takes into account the past spectrum assignment, misbehaviour detection and request from
the MNOs and assigns the available spectrum (over time and space) to the network MNOs. Before the
MNO is granted access to the spectrum, the L1 algorithm estimates the interference generated by each
BSs in the network and determines which BS could potentially interfere with the incumbent users. Only
the base station whose interference is below a given threshold are allowed to transmit.

Once the MNO is assigned a slot to use the LSA frequency resources and their base stations have been
granted access, the ADEL SLS estimates the performance of the network. This step consists in the
performance evaluation of the cellular network, which depends on the available spectrum, on the load of
the cell (in terms of number of users per base station), on the possible misbehaviour of base stations, and
on the resource allocation techniques used for each spectrum operators. This step of the LSA cycle is what

ADEL ICT -619647 Page 14 of 45
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is commonly referred to as system level simulation. As we can see from Figure 4, this is only one of the
steps of the ADEL SLS.

In the ADEL SLS we have also implemented an algorithm that detects the potential misbehaviour of the
base stations from the operators. An operator could misbehave either intentionally — to experience higher
throughput — or accidentally — e.g., due to some malfunctioning of the network — by transmitting from
some of base stations that were not granted access. This algorithm collects the data from the dedicated
sensing network and then estimates which base stations are transmitting against the instructions of the
LSA controller, i.e., estimates the base stations that have misbehaved.

The last step of the LSA cycle is the policy enforcement, which consists in penalizing the MNOs that
misbehave. This is implemented by the L1 algorithm and is performed by penalizing the MNO during the
process of allocation of the spectrum resources to the MNOs.

4 Models and algorithms implemented in the ADEL system level
simulator

In this section, we describe the components of the system level simulator, along with the system model
and main parameters of the system. The block scheme of the ADEL SLS along is shown in Figure 6.

Incumbent
ON/OFF Incumbents
Incumbent

ON/OFF
LSA database
Query Pass
spectrum incumbent
occupancy data Event queue

Run
LSA manager L1 algorith

“Schedule next

- Schedule MNO

MNO” event
- Grant access
to BSs
Detection SLS engine
outcome
BSs activity
Dedicated sensing
network

Figure 6 - Block scheme of the ADEL SLS: main components and logical connections.

As we can see from Figure 6, the ADEL SLS is composed of several blocks that interact among one another
in order to implement the LSA cycle presented in Section 3.2. The incumbent block generates the activity
of the incumbent, i.e., switches on and off the incumbents. The incumbent block communicates with the
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LSA database block — to register the data on incumbent activity over spectrum and space — and with the
event queue block, which is responsible for (i) collecting the activity of the other blocks of the ADEL SLS,
(i) triggering the LSA manager and (iii) controlling the timer of the system. The LSA manager block is

triggered by a new event (see Section 4.1 for more details) and runs the L1 algorithm, which in turn
schedules the MNOs based on the availability of spectrum and based on the activity of the incumbent.
Whenever the LSA manager block schedules an MNO, the SLS engine block is called and runs in order to
produce the results in terms of throughput, band occupancy and misbehaviour of the MNOs. Finally, the
dedicated sensing network block retrieves data from BSs activity from the SLS engine block and run ares

the misbehaviour detection algorithm; the outcome of this process is then fed to the LSA manager for
policy enforcement purposes.

4.1 Event generation and processing

In the ADEL SLS, different components generate events that processed in order to produce the results of
interest. An event can be:

1. Anincumbent waking up;
2. Anincumbent falling into sleep mode;
3. Scheduling of a new MNO.

The events can be generated either by the incumbents (events 1. and 2.) or by the LSA manager (event
3.). Each time an incumbent is generated, it is added to a queue, which reports the time stamp at which
the event will need to be processed.

The processing of each event consists of the steps shown in Figure 8, which were previously discussed in
Section 3.2. The processor might trigger the LSA manager to produce new events, while the event
generation at the incumbent is triggered by a timer. The overall flow-chart of the ADEL SLS event
generation and processing is shown in Figure 7.
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Event processor

Incumbent(s) LSA manager |«g—
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i (LSA band manager)
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MNOs use allocated bands
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Perform misbehaviour
detection (AIT algorithm)

!

Policy enforcement (LSA
band manager)

Event processor

Figure 7 - Event generation and processing. Figure 8 - Steps of the event processing cycle.

4.2 Organization of the LSA spectrum

According to the ECC Report 205 [2], the LSA band ranges from 2.3GHz up to 2.4GHz and is divided in 20
channel, each 5MHz wide. These channels are meant to be accessed in Time Division Duplex (TDD) mode.

In the ADEL SLS we make the following simplification, which enables us the limit the implementation
complexity of the simulator. We assume that the LSA channels are used for the downlink only, in a FDD
fashion; in other words, the operator will only transmit from the base station to the user and not vice-
versa. The rationale behind this assumption is that in the ADEL SLS simulator we study the downlink
transmission only, while the uplink is left for future investigation. Hence, it makes sense to assume that
the whole 5MHz band is used for downlink transmission only.

We also assume that 5MHz is the smallest amount of LSA spectrum that can be assigned to an MNO by
the LSA manager. At each time frame, each 5MHz channel can only be used by either an incumbent or by
one MNO. If incumbents and the MNO BSs are spatially separated by a given distance such that they do
not interfere one another, the same 5MHz channel can be simultaneously assigned to an incumbent and
to a MNO. In other words, the same spectrum resource can be reused by different spectrum operators
(i.e., incumbents and MNOs) provided that they are located in different areas and that do not cause any
mutual harmful interference.
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The same 5MHz channel within a given area can be used by different spectrum operators, provided that
these are active at different time slots.

4.3 System Level Simulator engine

One of the main differences between a standard SLS (e.g., the LTE Vienna Simulator [1]) and the ADEL SLS
pertains the scenario of interest. In the former, the typical scenario includes a network of 7 or 19 sites,
arranged in a hexagonal wrap-around structure,; however, the same scenario might not be suitable to
study LSA systems.

As a matter of fact, one of the goals of the ADEL SLS is to study the coexistence of incumbents and MNOs
in the same area and, in order to do so, one should consider the effect of the interference that the MNOs
cause to the incumbents or vice-versa. This interference can be perceived by the incumbent users even at
long distances from the BSs, meaning that a BS can affects an incumbent which is located a few kilometers
away. If we had to consider a network of 7 or 19 sites in an urban scenario, the distance between a BS and
an incumbent would be too short to allow for their simultaneous transmission (of both BSs and
incumbents) without mutual harmful interference.

Therefore, the study of LSA scenarios requires also network deployments with a larger number of base
stations, and the size of this scenario can be bigger than the standard ones in the order of magnitude of
dozens of times.. This causes some challenges in terms of computational complexity, which had to be
addressed in the design of the ADEL SLS.

For this reason, one of the design criteria of the ADEL SLS was the flexibility in terms of scenario and
related computational complexity. The ADEL SLS can either (i) work with the standard scenario of 19 sites
and implement more accurate physical layer (PHY) and Radio Resource Management (RRM) features or
(ii) work with larger network sizes and implement lighter PHY and RRM models. In the following, we refer
to these scenarios as 19-site scenario and large network scenario, respectively.

4.3.1 Large network scenario

In this scenario we consider a network of hexagonal sites arranged in a regular grid, as shown in Figure 9.
We specifically limit the area of study to a rectangle of size4.3km x 5km, which corresponds to having 121
(11 per each side of the rectangle) with 500m inter-site distance.
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Figure 9 - Large network scenario: representation of the sites, area of interest and incumbents.

4.3.2 19 site scenario
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In this scenario, we consider a limited network of 19 sites, which is part of the larger scenario described
in Section 4.3.1. As we show in Figure 10, the network is composed of 19 sites which covers an area of
approximately 1.09-1.25km radius. Each MNO has one base station per each of the 19 sites, serving an
overall number of 57 macro-cells. It is worth noticing that the incumbents can be located even outside
the area of the simulated cellular network.
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Figure 10 - 19-site network scenario: representation of sites, simulated network and incumbents.

4.4 LSA manager

The LSA manager undertakes three main functionalities - previously listed in Section 3.1.4 - which are
carried out each time the LSA manager is invoked. The order in which the LSA manager executes these
three takes is shown in Figure 11; the details of the algorithm that each functionality implements is

described in the following subsections.
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Figure 11 - Block scheme of LSA manager fuctionalities.

4.4.1 Policy enforcement module

The policy enforcement task is performed by the LSA manager and consists in penalizing the MNOs that
have been detected to misbehave. The penalization is implemented by reducing the share of LSA band to
those MNOs that are found to misbehave. In particular, we implement policy enforcement for the specific

case where MNOs compete for the same LSA channel.

The criteria that defines the policy enforcement protocol we implemented in the simulator are the

following:

ADEL

An MNO that is found to misbehave will be assigned a penalty metric, which decays exponentially
over time. The parameter that defines the speed at which the penalty metric decreases
exponentially is A, which we refer o it as discount parameter.

The penalty metric is additive, i.e., the new penalty metric assigned to an MNO is summed to the
residual of its previous value.

We assign the LSA channel to the MNO that has the lowest penalty metric. This gives the MNOs
an incentive not to misbehave.

When the penalty metric of an MINO exceeds a given threshold, that MNO will be excluded from
the resource assignment until its penalty metric will be once again within the permitted range.
In the case all MNOs are excluded from the resource assignment, the LSA channel will be assigned
to an opportunistic spectrum user. This, for instance, could be an operator which is granted
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temporary access to the LSA spectrum without being subject to any license fee, only for the

purpose of exploiting the unused LSA resources.

e The penalty is set considering that the misbehaviour detection algorithm detects the

misbehaviour of MNOs with probabilities of detection Py and Pr,, respectively.

Each time the LSA manager is invoked, it first updates the Penalty Metrics (PM) of the MNOs based on the
outcome fed to it by the sensing network. The penalty metrics will be used by the L1 algorithm to
implement the polity enforcement task, which is performed by assigning LSA spectrum to MNOs according

to their misbehaviour (e.g., measured by their penalty metrics).

The pseudo-code of the algorithm that assigns and adjusts the penalty metrics over time is given below.

Pseudo-code of the policy enforcement module

Inputs:

- MD_flag_n

- P.dand P_d
- €_cur

- t_last
PenMetric_n
N_MNOs
lambda

Output:
- PenMetric_n

: Flags of detected Misbehaviour for MNO n

: Probability of detection and of false alarm

I current time

: time at which the last penalty update was performed
: previously updated penalty metric for MNO n.

: number of MNOs.

: discount parameter

: penalty metric for MNO n.

INITIALIZE (to run only once at the beginning of the simulation)

For n from 1 to N_MNOs

PenMetric_n = 0;
End for
RUN
A = 100; (magnitude of penalty normalized from O to A);

For n from 1 to N_MNOs

WeightedPenalty = A * max(0,( P_d — P_fa)) * MD_flag_n;
ElapsedValue = floor(PenMetric_n * exp(-(t_cur -_last) / lambda));
PenMetric_n = ElapsedValue + WeightedPenalty;
End for
t_last = t_cur;
ADEL ICT - 619647
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4.4.2 Protection zone estimation

According to the LSA framework defined in [2], both tiers of LSA licensees and incumbents need to be
assured operations in the LSA band with a guaranteed Quality-of-Service. This means that, when using a
given LSA channel, the incumbent needs to be free from interference from other incumbents or LSA
licensees that could potentially harm the incumbent transmission. The same is valid for the LSA licensees.

In the ADEL SLS, we addressed this aspect of the LSA framework as follows:

1. Protection of the incumbent from the LSA licensee interference: we assume the LSA manager
estimates the interference generated by the LSA licensees on the incumbent users. This is
possible from the knowledge on the maximum transmit power, on the directivity of the antenna,
and on the location of both incumbent and MNO base stations, from which the signal attenuation
is estimated. By comparing this interference with a given threshold, the LSA manager determines
which base stations of the LSA licensees will be granted access to the LSA channel, so as to
maintain the interference below a given value.

2. Protection of the LSA licensee from the incumbents: In the scenario we assume in our study, the
incumbent is represented by low power devices such as wireless cameras. These devices transmit
with much lower power than the MNO base stations (i.e., the transmit power of a base station is
43dBm over 5MHz channel, while the transmit power of the incumbent transmitters is 14dBm
over 5MHz channel) and with omni-directional antennas with 0dBi--- while the MNO base station
transmit with directive antennas whose maximum gain reaches 14dBi. In addition, MNO cells are
planned in such a way to be robust to the activity of adjacent cells, which are located
approximately 500m from one another. In contrast to this, the distance that should be kept
between an incumbent and a MNO base station is larger than 500m, as we will show later on
from our simulation results. With this set-up, the incumbents would generate an interference
whose level is much lower compared to that generated by adjacent MNO base stations. This is
due to the combined effect of the low transmit power of the incumbent, of the low antenna gain
and of the larger distance. As a result of this, in the ADEL SLS we neglect the interference of the
incumbents on the LSA licensee cells.

In order to compute the incumbent protection zone, the LSA manager uses the following data:

e Distance from the base station to the incumbent transmitter: This can be computed from the
positions of the incumbent and of the base station, which can be fetched from the LSA repository
or database.

e Radius of the incumbent: This information can be fetched from the LSA database.

¢ Antenna radiation pattern of the MNO base station: We assume this is known and available in
the LSA database, along with the direction of maximum gain.

e Maximum transmit power of the MNO base station: This information can be fetched from the
LSA database.

To estimate the interference Int generated by the BSs, we apply the following formula:
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Int = Pry - Gaingyy - PL(d) - Margin,

Where Py is the maximum transmit power, Gaingyr is the gain of the antenna as a function of the angle
between the receiver and the transmitter, PL(d) is the path-loss between the base station and incumbent
receiver; d is the distance from the base station to the incumbent receiver, which is supposed to be
located at the boarder of the incumbent coverage zone defined by the radius. Margin is an additional
attenuation measure that can be set as a parameter for a more conservative or more permissive
protection zone for the incumbent; we refer to Margin as Shadow fading satefy margin. In Figure 12,
we show a graphical representation of the approach we use to compute the interference from the MNO
BS.

Finally, we measure the ratio INR between the interference Int and the estimate thermal noise power
Py, as shown below:

The LSA manager grants spectrum access to the base stations that satisfy the condition INR < INR;,.
INR,, is a threshold that defines the strength of the interference that can be tolerated by the incumbent
receiver.

d

-
-t >

Figure 12 - Incumbent protection zone.

It should be noted that this approach to compute the protection zone only assures the incumbent receiver
that the interference of each single base station will be maintained below INR;;,. However, it does not
ensure that the overall interference generated by all the base stations meets the constraint INR;,.

Therefore, it is necessary to calibrate the system in order to set the values for INR;, and Margin such
that, statistically, the SINR of the incumbent user will not be significantly impacted by the aggregate
interference of the base stations.
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4.4.3 Resource allocation strategies

The LSA manager is responsible for the assignment of the LSA spectrum resources to different incumbents
and LSA licensees competing for the spectrum. The part of the LSA manager that implements this
functionality is termed L1 algorithm. The policy we assume for the spectrum assignment is the following:

e The incumbent has the right to use the LSA spectrum and can claim the usage of it when it needs
it.

e Incumbents are assumed to be deployed in such a way that they do not cause any mutual
interference among themselves.

e The LSA licensees can use the LSA spectrum when the incumbents are not active and, if they are
active, only in those areas that guarantee interference free operations for the incumbents.

e We assume there is no preference among different MNOs in terms of resource allocation, i.e., all
MNOs have the equal rights to use the LSA spectrum.

In the simulator we consider two different scheduling strategies. The first one, which we refer to as
Spatially Weighted Round Robin (SWRR), targets a fair resource assignment among different operators.
The second one, which we refer to as SWRR with policy enforcement, takes into account the penalty
metrics for the MNOs when assigning spectrum to different LSA licensees.

4.4.3.1 Spatially Weighted Round Robin algorithm

We proposed the Spatially Weighted Round Robin (SWRR) allocation algorithm, which, by taking into
account the spatial availability of the spectrum over time, assigns LSA spectrum to different operators
competing for the same channel, so as to achieve a fair resource allocation. In an LSA context, incumbents
can potentially operate on the spectrum over different areas and during different slots. The resulting
availability of the spectrum over time and space is then heterogeneous; in order to avoid an unfair
allocation of the resources to LSA licensees, spatial availability of the LSA spectrum over time must be
taken into account for the process of resource assignment.

The SWRR algorithm runs in the LSA manager and, after fetching the data on the availability of the
spectrum over the area from the LSA database, weights the spectrum usage of each operator with the
spatial availability. Each operator is assigned resources in different slots and weighted with the spatial
availability of the spectrum. For example, if an operator is assigned spectrum for 1 hour over half of the
area, this slot corresponds to a half an hour of usage of the same channel over the entire area.

The pseudo code of the SWRR is given below.
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Pseudo-code of the Spatially Weighted Round Robin (SWRR) algorithm

ALGORITHM A)

Inputs:

- MNO_idx_last : index of the MNO previously allocated
- N_MNOs > number of MNOs

- N_cell_last : number of cells previously allocated
- N_cell_cur : number of cells to be allocated

- N_cell_tot : total number of cell

- slot_len : length of the allocation slot

- t_next_all : time of next allocation

- t_cur > current time

- t_rem : remaining time to use resources

- t_last : time at which the last penalty update was performed
Output:

- MNO_idx : index of the MNO to be allocated

INITIALIZE (to run only once at the beginning of the simulation)

MNO_idx = choose randomly and uniformly an integer from 1 to N_MNOs
t_rem = slot_len

t_next_all = t_cur + t_rem; (assign time slot for LSA channel usage)
MNO_idx_last = MNO_idx

RUN

IT t_cur >= t_next_all (time to allocate a different MNO)

MNO_idx = sch_next_operator(MNO_idx_last) (allocate next MNO, see ALGORITHM B)
t_rem = slot_len
Else (update t_next_all based on previous allocated cells)
ElapsedTime = (t_cur-t_last)*( N_cell_last/N_cell_tot ) (compute used resources)
t_rem = t_rem - Elapsed_time; (remaining time to use resources)
End
t_next_all = t_cur + t_ rem/( N_cell_cur/N_cell_tot ); (estimate next allocation)
MNO_idx_last = MNO_idx; (operator index to be scheduled)
t_last = t_cur

ALGORITHM B)

sch_next_operator(MNO_idx_last)
index = MNO_idx_last + 1; (restart from 1 after reaching N_MNOs)

return index
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4.4.3.2 SWRR algorithm with policy enforcement

An extended version of the SWRR algorithm is proposed that takes into account the penalty metric of each
MNO. This algorithm prioritizes the MNO with the best behaviour, i.e., the one with the lowest penalty
metric. This is its main difference compared to the SWRR algorithm presented in Section 4.4.3.1, which in
fact ignores the MNO misbehaviour.

We proposed two different versions of the SWRR with policy enforcement, which are labelled as v1 and
v2, respectively. Version vl does not set any limit for the penalty metrics. Regardless of how much and
how often it misbehaves, an MNO could be still granted access and allocated on the LSA channel as long
as that is the MNO with the lowest penalty metric. The rationale behind this is to ensure that the LSA band
always gets exploited, in order to maximize its utility.

The pseudo code of the version 1 is given below:
Pseudo-code of the (SWRR) algorithm with policy enforcement — v1

ALGORITHM A)

Same as Algorithm A in Section 4.4.3.1

ALGORITHM C) This defines the function sch_next_operator( )

Define: sch_next operator( )

Inputs:

- PenMetric_n : penalty metric for MNO n.

- MNO_idx_last : index of the MNO previously allocated

- N_MNOs : number of MNOs.

Output:

- MNO_idx : index of the MNO to be allocated

RUN

IT all( PenMetric_1, ... , PenMetric_n, ... , PenMetric_MNOs ) equal to O
MNO_idx = MNO_idx_last + 1; (restart from 1 after reaching N_MNOs

Else
Find IDX as argmin over n of PenMetric_1, ... , PenMetric_n, ... , PenMetric_MNOs

MNO_idx = IDX;
End

Return MNO_idx

In Version v2 of this algorithm, we tackle the case of excessive misbehaviour of the MNOs. Let us consider
the following example. If two MNOs agree to misbehave with the same probability (or frequency), in the
long term they would be allocated the same amount of resources. In other words, none of the MNOs
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would be penalized, while they could increase their utility (e.g., the throughput delivered by the network)

by activating more BSs than allowed by the LSA manager. To prevent that, we assume there is a maximum

penalty metric that can be tolerated by the LSA manager; whenever an MNO exceeds

that, it will be

excluded from being allocated resources until its penalty metric decreases below the maximum permitted
value. In the case that all MNOs exceed the penalty metric threshold, none of them will be allocated on

the LSA channel.

The pseudo code of the version v2 is given below:

Pseudo-code of the (SWRR) algorithm with policy enforcement — v2

ALGORITHM A)

Same as Algorithm A in Section 4.4.3.1

ALGORITHM D) This defines the function sch_next_operator( )

Define: sch_next operator( )

Inputs:
- PenMetric_n

- MNO_idx_last

- N_MNOs
PenMetrix_threshold
MNO_idx_extra

penalty metric for MNO n.

index of the MNO previously allocated
number of MNOs.

maximum allowed penalty metric

index of the third tier MNO

Output:
- MNO_idx : index of the MNO to be allocated
RUN
IT all( PenMetric_1, ... , PenMetric_n, ... , PenMetric_MNOs ) equal to O
MNO_idx = MNO_idx_last + 1; (restart from 1 after reaching N_MNOs)
Else
Find IDX as argmin over n of PenMetric_1, ... , PenMetric_n, ... , Pen

If PenMetric_IDX > PenMetrix_threshold

MNO_idx = MNO_idx_extra

Else
MNO_idx = IDX;
End
End
Return MNO_idx
ADEL ICT -619647

Metric_MNOs

Page 28 of 45



Deliverable D6.2 13-Jan-2017

4.5 Misbehaviour detection

The misbehaviour detection is carried out by a dedicated sensing network, which is composed of a given
number of sensors spread around the area surrounding the MNO base stations. The sensing network
collects the data from each sensor; the misbehaviour detection is then performed in a centralized manner,
by processing the sensing data collected by all the sensors.

In regard to the sensing network, we make the following assumptions:

e The sensors perform energy detection.

e The sensors are distributed uniformly over the area covered by the MNOs (centred at the origin).

e The sensors initiate sensing operations when the at least an incumbent is active. We assume the
sensors are controlled by the LSA manager which, from the information retrieved by the LSA
database, knows when the incumbents are active.

e Each sensor could potentially receive the signal of several base stations and of the incumbents
active within the LSA channel of interest.

e The channels between the sensors and the sources are frequently learnt; thus, we assume that
the system has perfect channel knowledge.

e Each sensor senses over a band which could be as wide as the LSA channel, i.e., 5MHz, or
narrower, like 180KHz, which is the bandwidth of a Resource Block in LTE. The actual value of the
band used for sensing is not relevant for the kind of investigation we have carried out in this
deliverable.

e The specifications of the device hardware used for sensing are beyond the scope of this work. The
only parameter we are interested in is the thermal noise at the receiver of the sensor. We assume
the Power Spectral Noise is -174dBm/Hz and the Noise Figure is the same as for the operator
mobile terminal, i.e., 9dB. This is the value recommended by the 3GPP standard for LTE devices
[4].

It should also be noted that we assume that only a small number of LSA licensee BSs misbehave, since it
is an illegitimate activity. Thus, the transmitted signal can be modelled as a sparse vector.

Once the sensing data have been collected, these are send to a central controller which performs the
misbehaviour detection using the detection algorithm specified below.

We assume that the signal sample received at the n-th sensor is assumed of the linear form:
y,(t) = hlx,(t) + v,(t),n=1, ..., N, (1)

where v, (t) are assumed i.i.d. random variables with zero mean and bounded variance, uncorrelated
with the channels between the n-th sensor and the i-th source of transmission, denoted as h,. The
number N, denotes the number of sensors of the dedicated network. It should also be noted that the
signal originating from the IUs is also detected; however, it is not taken into consideration in the
penalization process, since the IUs have primary access to the spectrum. Hence, the dimension of the
sparse vector, x,,is N = N; + N, is equal to the number of the incumbent transmitters and the total LSA
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licensee BSs; since x, is a sparse vector, most of its entries are zero and its nonzero coefficients correspond
to the locations of active BSs and incumbent transmitters.

Equation (1) can be written in a more compact form as:

y(t) = Hx,.(t) + v(t), (2)

where y(t) = [yl(t), ...,yNs(t)]T, HT = [h1 ...hNS] and v(t) = [vl(t), ...,vNS(t)]T. In order to
successfully perform the detection of BS transmissions and fairly penalise / reward the respective LSA
licensees, our goal is to recover the support of the sparse vector x, (which reveals the locations of the
active BSs). The detection takes place over a fixed sampling period Ts. For the identification of the activity
of a LSA licensee or MNO (non-transmitting- |, or transmitting-JH; ), a standard energy detector (other
detectors are also applicable) is used on the estimated signal, X(t), which is provided by a detection

algorithm as we will describe next. The estimated energy is given by
Hy
2 1,q(k)k=1,..,N (3)

Ts
1
B =7 ) 12O

St=1 Ho
where 7,4(k) is a model defined threshold which depends on the agreed power transmission levels for
each BS (only the first N; locations are considered in the evaluation process — the values of the last N; BSs
are ignored). In the simplest scenario, where no transmissions are authorized by the IU 7,4 (k) is set at
the noise level for all LSA licensees. For the case that transmission is permitted for the BSs that cause no
interference to the incumbent receivers, the threshold should be set at the value that meets the QoS
guarantees of the incumbents. A poor estimation on the signal could lead to the erroneous classification
of the activity of a LSA licensee BS. Since the Least-Squares method produces a non-sparse solution, we
have used a sparse optimization method which is a refinement of the STELA algorithm, which was
established within the ADEL project [ADEL D5.2].

The so-called Soft-Thresholding with simplified Exact Line search Algorithm (STELA), which also handles a
more general class of minimization tasks, offers good approximation properties, whilst offering
computational advantages against its competitors in terms of cost [Yang2014, Yang2016]. This is very
important in many Cognitive Radio (CR) environments, since transmission operations are extremely fast,
imposing time constraints for successful detections. However, in ADEL D4.3 we have adopted the solution
to a related sparse optimisation task, i.e., the Iteratively Reweighted LASSO (IRWL) task:

MZ
e : 1 D12 -1 [, -
O() = argmin, E”y(t) — Hx(‘)(t)”2 + Az wjjl |le (t)| Ji=1,.., (4)
=1
; 1
(i-1) _
Wij = (5)

G

where £ > 0 is a small threshold for stability of the method and (%) (t) is the solution of the LASSO task
(via STELA). The solution of ( 4 ) is a refinement of the LASSO task, which is solved by a STELA modified
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scheme (IRWL-STELA), iteratively, and it provides better detection properties, as presented in [5]. More
details on the detection can also be found in ADEL D4.3.

5 Models for the system level simulator module

5.1 Antenna’s model for BSs and UEs

Sites are served by base stations, which cover three sectors or macro-cells. Three antennas are placed in
the same BS (in the centre of the site) and are oriented in such a way to uniformly cover the macro-cell
area.

The horizontal pattern of the macro-cell antenna is given by the following equation [4]:

_ 2
AH(<p)=—min[12<(p ‘p") ,Am], (6)

P3dB

where @345 is the antenna’s lobe width defined at 3 dB, ¢, is the horizontal orientation of the antenna
and 4,, is the minimum antenna’s gain. The vertical pattern of the macro-cell antenna is given by the
following equation [4]:

. 0 — eetilt 2
Ay(0) = —min |12 (7) ,SLA,|, (7)

where 0545 is the antenna’s lobe width defined at 3dB, 6,;;;; is the electrical downtilt of the antenna and
SLA, is the minimum vertical antenna’s gain.

The final antenna’s pattern is obtained by combining the vertical and the horizontal antenna’s patterns as
follows [4]:

A(p,0) = —min[—(44(p) + Ay (6)), An]. (8)

Considering the three antennas in the macro-cell with the orientation shown above and with the
horizontal pattern in equation (1), it is possible to plot the coverage of the three antennas (in terms of
horizontal pattern) for the whole macro-cell. This is shown in Fig. 1:
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Horizontal pattern of the three macro-cell sectors antennas
a0

25

Fig. 1 - Horizontal pattern of the three sector antennas. The gain is expressed in dBi with respect to the maximum antenna’s
gain.

The parameter values of the antenna for macro-cell, pico-cell and UE are reported in Table 1:

Table 1- Antenna parameters.

Parametrs Macro-cell UE
Transmission power 46 dBm 23 dBm

. Omnidirectional
Horizontal antenna pattern See eq. (1) A(p) =0 dBi
P3dB 70°
Am 25 dBi

. Omnidirectional
Vertical antenna pattern See eq. (2) A(0) = 0 dBi
U348 10°
ﬁetilt 15°
SLA», 20 dBi

Antenna gain (along the
boresight direction) 14 dBi 0dBi

Noise figure 5dB 9dB
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5.2 Channel model

The channel model considered in the simulator includes path-loss, shadowing, and Rayleigh small-scale
fading. We use two different channel models, one for the 2GHz exclusively licensed band, the other for
the 2.4GHz LSA shared band.

The channel for the 2GHz exclusively licensed band distinguishes LOS from NLOS and specifies different
path-loss expressions for LOS and NLOS propagation; these expressions are given below:

Table 2- Path-loss models.

LOS NLOS
Path-loss model
from macro-cell BS PL(d) = 103.4 + 24.210og,o(d) PL(d) = 131.1 + 42.8log,,(d)
to UE

The path-loss is distance dependent and the variable d in is expressed in kilometers (km). The probability
that a UE is in LOS with respect a given BS is given below:

/0018
Prob;ps(d) = mm( ]

1) (1= (- 5553)) + o (- 503

For the 2.4GHz LSA channel we use Extended Hata path-loss, which is given by [3]. The standard deviation
of the shadow fading for both 2GHz and 2.4GHz is 8dB.

5.3 Physical layer abstraction

To reduce the time required to obtain the results, system level simulators abstract the implementation of
the physical layer [1]. Specifically, we model an OFDMA system, in which each user at a given time slot is
assigned a given number of subchannels (e.g., in the LTE terminology, these subchannels are the Resource
Blocks (RB)[6]). The instantaneous throughput TH (t,,) experienced by a given user is computed by using
the following equation [7].

Ksub
TH(t,) = BW » max(BWealogy(1+ /). ), cimax ), (9)
k=1
where the Kg,;, is the number of subchannels assigned to the user; y; is the SINR of the user over the k-
th subcarrier; BW,,; and y,; are calibration parameters obtained through link-level simulations [7]; BW
is the bandwidth of the subchannel associated with a single subcarrier, while ¢;;,4, is the maximum
spectral efficiency of LTE systems.

5.4 Intra-MNO Radio Resource Management algorithms

We assume each MNO has one exclusively licensed 10MHz band and, in addition to it, it can access one
5MHz LSA channel. While the former is always available, the latter can only be used when granted by the
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LSA manager. The MNOs can transmit simultaneously on the two bands by means of Carrier Aggregation
(CA). We also assume that the user mobile terminals are capable of CA transmissions/receptions.

To allocate resources to their users, two user scheduling algorithms are implemented in the ADEL SLS,
namely, Round Robin and Proportional Fair. We do not provide their code, as these two algorithm are
commonly known and used in mobile networks [6]. Instead, we only provide a brief explanation below.

5.4.1 Round Robin

The goal of the Round Robin scheduler is to assign resources in such a way to achieve long term fairness.
At a given time slot, the algorithm equally distributes the available sub-channels to the users, up to a
maximum of 10 users. The next scheduling round, the algorithm allocates the previously unallocated
users, up to a maximum of 10. The allocation is carried out independently of the channel state, meaning
that Round Robin is a channel-unaware scheduler.

5.4.2 Proportional Fair

Unlike the Round-Robin scheduler, Proportional Fair (PF) scheduler allocate channels based on their
frequency dependent SINR values of the users. The goal of the PF is to maximize a given throughput metric
which accounts for both the current and the past throughput of the UEs. Up to a maximum of 10 users
can be scheduled at each time slot.

At a given time slot t,,, for the k-th subcarrier, the PF allocates the user that maximizes the metric given

(du,k(tn))aPF

below:PFM,, ; = o PP

apr

(dur)
B (ru(tn))BPF.

where d,, ;(t,,) is the forecasted throughput for user u at time over t,,, the k-th subchannel; apr and

PFM,

Bpr are parameters that allow us to tune the fairness of the PF algorithm; 7;,(t,,) is @ measure of the
average past throughput for user u, which is computed as follows:

1, (ty) = (1 = 0)n,(t, — 1) + 8d,(ty,)

where d,,(t,;,) measures the throughput the user u at time t,,, whereas § is the weight of past and the
current throughput experienced by the user. The algorithm updates these equations and allocate
resources at each time slot.

5.5 Simplification of the SLS engine

Running simulations for the LSA scenario can be heavy from a computational point of view. In the ADEL
SLS we consider a simplification for the SLS engine which allows us to reduce sensibly the time required
for the simulation significantly. This simplified SLS engine is optional and can be enable/disabled
depending on the user’s needs. If one requires to simulate large scenarios for a large number of
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repetitions, the simplified SLS engine is to be preferred. However, if one requires to study the impact of
intra-MNO allocation techniques in an LSA context, the SLS engine should instead be used.

In Table 3, we list the differences between the two modules, i.e., the default one and the simplified one.

Table 3 - Comparison between the Default and the Simplified SLS engine.

Default SLS engine Simplified SLS engine
e User throughput computed from a set of users | ® The cell throughput is computed as average
distributed over the network per each cell. cell spectral efficiency multiplied by the
e Users are allocated resource by means of the bandwidth
Round Robin or Proportional Fair scheduler. e We consider the value of 2. 23bps/Hz for cell
e The throughput per is user is computed as per spectral efficiency, which is taken from [4] (2x2
eq.(9). SU-MIMO Rel. 8 - FDD in 3GPP - TR36.814 —

e Cell throughput is computed as the sum of the Tables 10.1.1.1-1, 10.1.1.2-1).
throughput of the users allocated per cell.

6 Simulations results

In this section we present the simulation results we obtained using the ADEL SLS. We have focused on
three aspects of the LSA scenario. The first one is the resource allocation carried out by the L1 algorithm,
which is charge of assigning spectrum to different MNOs. In particular, we assess the SWRR algorithm
which performs the inter-MNO resource management. The second aspect is the misbehaviour detection
and policy enforcement. We used the detection algorithm introduced in Section 4.5 and we tested the
SWRR algorithm with policy enforcement. Finally, as the last aspect of our investigation, we have assessed
the Area Spectral Efficiency gain of the LSA system.

6.1 Inter-MNO resource management

We use the ADEL System Level Simulator (SLS) to test resource management strategies for the LSA
spectrum in a scenario where network operators compete for the same resources.

The setting of the main simulation parameters for the assessment of the ASE gain are reported in Table
4,

Table 4 - Simulation parameters for the SWRR algorithm assessment

Parameter Value
Incumbent duty-cycle 10%

Number of incumbents 10, 30, 50, 70, 100 over a 4.33km x 5km area
Incumbent TX power 20dBm over 20MHz, corresponding to 14dBm
over 5MHz

Incumbent radius 50m
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LSA licensees BS 43dBm TX power per sector, serving a three-
sector site with directive antennas.

Scenario 121 sites per operator with 3 macro-cell each,
over a 4.33km x 5km. No wrap-around structure

Number of network operators 2

MNO cell spectral efficiency Simplified SLS engine with 2.23bps/Hz (2x2 SU-
MIMO Rel. 8 - FDD in 3GPP - TR36.814 — Tables
10.1.1.1-1,10.1.1.2-1)

Incumbent cell spectral efficiency | 2.23 bps/Hz (it is assumed to be the same as that
of the LSA licensees).

Shadow fading safety margin 9dB

INR -2dB

Scheduling algorithm for MNOs SWRR with no policy enforcement

Misbehaving probabilities 0 for each MNO

In Figure 13, we show a snapshot of the throughput over time achieved in a network of small size (for
illustration purposes) with two MNOs competing for the same channel. The results have been obtained
with the SWRR algorithm.

T M

—MNO 1
05+ _MN02 i

Throughput per Network Operator [Gbps]

0 . .
0 50 100 150

Time [hours]

Figure 13 — Throughput per MINOs in a 19 sites network and a single incumbent. Each MNOs is transmitting with full-buffer over
10MHz exclusively licensed band and, in turn, over a 5MHz LSA channel. Variation of the throughput is due to the incumbent
activity over time.

The results of the spectrum allocation for two MNOs over a large network of 121 sites are shown in Table
5.
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Table 5 — Spectrum allocation per MNOs with SWRR algorithm

Density of incumbents % spectrum to MNO1 % spectrum to MNO1
0.46 #/km2 49.73% 50.27%
2.31 #/km2 50.13% 49.87%
4.62 #/km2 49.86% 50.14%

Please, note that the percentage values of the spectrum per MNO reported in Table 5 have been
normalized with respect to the spectrum availability; in other words, the LSA spectrum is also used by the
incumbents and, in addition, in some areas the spectrum would not be used in order to prevent harmful
mutual interference between the incumbent and the LSA licensee tiers.

As we can see from the Table 5, the SWRR algorithm achieves fair allocation between the two MNOs,
regardless of the density per area of the incumbents.

6.2 Test of the detection algorithm
To test the detection algorithm, we consider the following scenario:

e 57 base stations located as reported in Section 4.3.2.
e 5incumbents randomly distributed in a circular area of radius 2.5 km (centred at the origin).
e 50 sensors randomly distributed within the LSA licensee area.

The results of the sensing algorithm, as probabilities of detection and of false alarm, are reported in
Table 6.

Table 6 - Table of the probability of detection and of false alarm.

Moo tiome | P | e
2 95 0.86
4 95.5 5
6 94.71 2.39
8 94.75 3.15
10 94.33 3.74
12 94.33 4.12
14 94.61 4.59
16 94.16 6.56
18 94.06 6.09
20 94.26 6.24
22 93.53 6.47
24 93.58 6.66
26 93.11 8.02
28 93.34 8.12
30 93.34 7.89
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6.3 Policy enforcement

In this section we present the results of policy enforcement task. We consider two different scenarios. In
both scenarios we assume two MNOs sharing a single LSA channel. Whenever an operator is detected to
be misbehaving, a penalty is applied. The penalty takes into account the average probability of (successful)
detection and false alarm, given as a function of the number of sensors and the number of detected
transmitting LSA base stations.

In the first scenario, the LSA resources are allocated to the operator with the lowest penalty, while round
robin scheduling is used when the two operators have the same penalty. In this scenario the LSA resources
are always allocated to one of the competing operators. This maximises the use of LSA resources, but
comes with a drawback; operators are penalised when they misbehave more than other operators. If all
competing operators misbehave at the same rate, they are sharing the LSA resources equally.

The second scenario fixes the drawback described above, assuming that the LSA manager can choose to
not allocate the resources to either of the two operators if they both have penalty scores above a
threshold. We simulate this scheduling approach by assuming a third operator who does not misbehave.
This operator is allocated resources only if both the other two operators have penalty scores above a
defined threshold.

The setting of the main simulation parameters for assessment of the ASE gain are reported in Table 7.

Table 7 - Simulation parameters for the misbehaviour detection and policy enforcement assessment.

Parameter Value

Incumbent duty-cycle 10%

5 incumbents, one of which is fixed in order to
always have some BSs that are not granted access
to the LSA spectrum (for policy enforcement
reasons)

Number of incumbents

20dBm over 20MHz, corresponding to 14dBm
over 5MHz

Incumbent TX power

Incumbent radius 50m

LSA licensees BS 43dBm TX power per sector, serving a three-

sector site with directive antennas.

Scenario 19 sites per operator with 3 macro-cell each

Number of network operators

2

MNO cell spectral efficiency

2.23bps/Hz (2x2 SU-MIMO Rel. 8 - FDD in 3GPP -
TR36.814 — Tables 10.1.1.1-1, 10.1.1.2-1)

Incumbent cell spectral efficiency

2.23 bps/Hz (it is assumed to be the same as that
of the LSA licensees).

ADEL

Shadow fading safety margin 9dB
INR -2dB
ICT - 619647
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Scheduling algorithm for MNOs SWRR with policy enforcement

6.3.1 Scenario without penalty threshold

In Figure 14 and Figure 15, we show a comparison of the throughput over time achieved by two MNOs
when scheduled with the pure SWRR algorithm and with SWRR for policy enforcement v1 (refer to Section
4.4.3.2), respectively. The misbehaviour detection is performed by using the “IRWL STELA” algorithm.
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Figure 14 — Throughput over time per MNO with SWRR  Figure 15 — Throughput over time per MNO with SWRR
algorithm and no policy enforcement. The LSA resource algorithm and policy enforcement. We can see that around
slots assigned to the MNOs do not takes into account their hour 80, MNO 1 is assigned a longer resource slot as a
misbehavior. consequence of the misbehavior from MNO 2.

The usage of the SWRR solely (i.e., without policy enforcement) does not allow any policy enforcement.
As we can see by comparing Figure 14 and Figure 15, the usage of SWRR with policy enforcement makes
it possible to penalize the MNOs that misbehave. In Table 9, we show the results in terms of spectrum
allocation and experienced throughput for two MNOs depending on their misbehaving probabilities.

Table 8 - Spectrum allocation per MNOs with SWRR algorithm, misbehavior detection and policy enforcement

Misbehaviour probabilities LSA reszt:lr:;ats:;a:;: |\gr:)c;;malized Aggregatsat:;cigir;;;;lt on LSA
MNO-1 MNO-2 MNO-1 MNO-2 MNO-1 MNO-2
1% 10% 54.54% 45.46% 312.37 260.49
5% 10% 52.78% 47.22% 302.46 270.65
10% 10% 50.15% 49.85% 287.38 285.69

We notice that, while MNO-1 is clearly allocated more resources when it misbehaves less, the variation in
the allocated resources split does not change significantly. This is because the sharing of resources
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depends on the relative behaviour of all competing MNOs. It is therefore possible that both MNOs benefit
from misbehaving, especially if their misbehaviour only affects the incumbent and not each other.

6.3.2 Scenario with the introduction of a threshold

In this scenario we assume that the LSA manager does not allocate resources to either MNO if their
penalty score is above a defined threshold. Table 9 shows the effect on the split of allocated resources for
various values of misbehaviour frequency for the two MNO operators. These results have been obtained
by using the SWRR with policy enforcement v2 (refer to Section 4.4.3.2).

Table 9 — Spectrum allocation per MNOs with SWRR algorithm, misbehavior detection, policy enforcement and the application
of penalty threshold for allocations.

Misbehaviour A h h LSA
Vi Resource share ggregate throughput on LS
probabilities band [Gbps]

Unallocated

MNO-1 MNO-2 MNO-1 MNO-2 MNO-1 MNO-2
resources

1% 10% 66.49% 25.97% 7.54% 380.99 148.81

5% 10% 45.42% 29.82% 24.76% 260.26 170.87

10% 10% 32.59% 31.41% 36.00% 186.74 179.98

When comparing with Table 8 we notice that the addition of the threshold significantly affects the share
of resources allocated to the two operators. This is because the LSA manager chooses to not allocate any
resources to MNOs whose penalty score is above the threshold. For example, when both MNOs have 10%
probability to misbehave, 36% of the resources remain unallocated. This means that both MNOs have
now the incentive not only to misbehave less than their competing MNO, but also to not misbehave as
this increases the spectrum resources they can use.

Figure 17 shows how the allocation of resources changes over time due to changing behaviour from the
two MNOs. The probability of misbehaviour for the two operators is reported in Table 10. From Figure 17
it can be observed that the even if the level of misbehaviour is translated in absolute capacity gain for the
misbehaving MNO, the total LSA capacity available are less than what would be available if the operators
were complying with the LSA rules. It is therefore always beneficial for the MNOs to respect the LSA rules.
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Figure 16: Change of LSA resources shares over time due to changes in the behavior of the two MNOs.

Table 10: Simulated behavior of MNO-1 and MNO-2 for Figure 17.

Simulation time interval MNO-1 Probability to MNO-2 Probability to
misbehave misbehave
1-300 10% 1%
301 - 600 1% 1%
601 —900 0.1% 1%
901 -1200 0% 1%

6.4 Gain of the ADEL LSA system

We used the ADEL SLS to assess the gain of the LSA system according to the ADEL set-up. We define the

gain as follows:

ASEtor

Gain = :
amn ASEINC

where ASEtqt is the Area Spectral Efficiency or ASE (i.e., the spectral efficiency normalized over the area
of the network) of the whole LSA system (i.e., incumbents and network operators), ASE[nc is the Area
Spectral Efficiency of the system without LSA, i.e., of the incumbents only. The ASE measures how
efficiently the system is making usage of the spectrum resources over a given area of interest. The ASE
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can be measured as the overall throughput of the system over the available bandwidth and over the
overall area.

The value of the gain provides us an indication of how efficiently the LSA spectrum is used; therefore, we
chose to compare the ASE of the LSA system —in which both LSA licensees and incumbents operate — with
the ASE of a non-LSA system — in which incumbents are the only users of the LSA band. The ASE gain is
strongly influenced by the activity time and of the density per area of the incumbents. In the scenario we

have addressed for the ADEL-FP7 project, the ASE gain is the results of (i) a combination of interference
estimation of the base stations on the incumbents and of (ii) opportunistic activation of macro-cell sectors
to exploit the diversity over space and time of incumbents’ occupancy of the LSA band.

In the context of the gain assessment, we define an LSA system as a 2 tier spectrum sharing set-up where
incumbents and LSA licensee base stations are allowed to transmit simultaneously, provided that both
spectrum users are guaranteed Quality-of-Service during simultaneous transmissions. This implies that
the LSA system must ensure there is spatial separation between active incumbents and LSA licensee base
stations. In the ADEL set-up we estimate this separation based on the interference that is generated by
the licensees on the incumbent users.

It should be noticed that the gain depends on the BS interference that the incumbent is able to tolerate.
If the incumbents can operate even under strong interference conditions, the LSA gain would be higher,
as it would be possible to have an active BS operating close to the incumbent; this would increase on
average the density of active base stations in the network and would provide larger throughput.

To assess the effect of the LSA licensees on the incumbents, we measure the following curves:

¢ Incumbent user SNR CDF: This gives the distribution of SNR of the typical incumbent user receiver,
assuming there is no interference. This curve gives insight on how the TX power is set at the
incumbent transmitter.

e Incumbent user SINR with Interference Margin (IM) CDF: This gives the curve of the SINR of the
typical incumbent user receiver, assuming there is an interference margin but no actual
interference. The interference margin emulates the effect of the interference; this curve gives an
indication of the SINR that could be expected for the incumbent user under typical interference
condition (which is modelled by the IM).

¢ Incumbent user SINR CDF: This gives the curve of the SINR of the typical incumbent user receive
accounting for the actual interference generated by the LSA licensees.

In order to ensure that the incumbent does not suffer excessively from the LSA licensee interference, we
set the protection zones in such a wat that the SINR CDF curve is comparable to that of the SINR with IM.

The setting of the main simulation parameters for assessment of the ASE gain are reported in Table 4.

The simulation results are shown in Figure 17, where we can see that effect of the LSA licensees on the
incumbent SINR is limited and comparable with the SINR which is expected for the incumbent users under
interference condition (with 8dB interference margin). To have an idea of the size of the protection zone
with INR;;,=-2dB, Safety margin 9dB, and interference margin 8dB, this is approximately 900 meters.
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Figure 17 — CDF curves of the SNR, SINR and SINR (IM) of the incumbent users. 50 incumbents over the area of interest are
considered.

The ASE gain is shown in Figure 18; from this figure we notice that (i) the LSA considerably enhances the
efficiency of spectrum usage compared to the case where only incumbents operates; (ii) the ASE gain

increases as the density of incumbents per area decreases.
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Figure 18 — ASE gain of the ADEL LSA as a function of the number of incumbents per area of interest.
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7 Conclusions

In this Deliverable, we have focused on the ADEL System Level Simulator (SLS), which we have used as a
tool to benchmark some of the functionalities and components that have been proposed in the context
of the FP7-ADEL project.

As the contributions of this document, first, we have presented an approach to allocate the LSA spectrum
to several MNOs. In particular, we have proposed an algorithm that tackles the problem of highly
heterogeneous availability of LSA spectrum over time and space, which could result in an uneven
distribution of resources among different MNOs; we showed that our solution achieves long-run fair
allocation of resources among the LSA licensees.

Second, we have investigated the misbehaviour of MNOs, which could attempt to use the LSA spectrum
even when not granted access to it. To this end, we have proposed an algorithm that performs
misbehaviour detection of the BSs and its outcome is used later on to apply policy enforcement, i.e., to
penalize the LSA licensees that misbehave. We have shown by means of the SLS that the method we
proposed — inclusive of detection and penalization — provides the MNOs an incentive not to misbehave.

Finally, we have investigated the gain of the ADEL LSA framework in terms of Area Spectral Efficiency (ASE)
with the SLS. In the scenario we have addressed for the ADEL-FP7 project, the ASE gain is the results of (i)
a combination of the estimation of the base station interference on the incumbents and of (ii) the
opportunistic activation of macro-cell sectors to exploit the diversity over space and time of incumbents’
occupancy of the LSA band. We have shown that, depending on the activity of the incumbents, the ADEL
LSA framework can achieve ASE gains ranging from 10 up to 100s, compared to the case where only
incumbents operate.
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