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Introduction

In this first deliverable of Work Package 2 we tried to establish the basis of the mathematical models
that will be exploited in the analyses of the other technical WPs of the project, specially in WP3
and WP4.
Firstly, a taxonomy of the multimedia content operators (target of task T2.1) is proposed in Chapt. 1.
Specifically, our classification goes from the simplest operators, the elementary ones, which are
described and organized depending on their functionality in Sect. 1.1, to the complex processing
chains of operators, studied in Sect. 1.3; the complex chains are defined as a function of the simple
operators and of the corresponding composition topology (detailed in Sect. 1.2). This first part of
the deliverable is closed in Sect. 1.3, with a detailed description of the considered complex chains of
operators, including links with the use cases introduced in D5.2.
Then, in Chapt. 2 the detection and estimation of the ordering and topology defining the rela-
tionships among the simple operators involved in complex chains are performed (consequently, the
results of tasks T2.2 and T2.3 are introduced here). First, in Sect. 2.1 fundamental limits on the
distinguishability between the different processing chains are proposed based on the distributions of
the output contents. This theoretical part is followed by a more practical one (Sect. 2.2) where ad-
hoc mathematical models are proposed for a number of complex processing operator chains, as the
double DPCM (Sect. 2.2.1), double JPEG compression (Sect. 2.2.2), full-frame filtering of blockwise
coded images (Sect. 2.2.3) or resampling (Sect. 2.2.4).
A trending topic in today’s forensics is the the game between a bad-intentioned attacker and the
forensics analyzer. This research line is producing what is known as attacker-aware detectors, which
is the target of T2.4 and the focus of the derivations introduced in Chapt. 3. In a first part
(Sect. 3.1) of this chapter the source identification game established between the attacker and the
forensics analyzer is studied. Then, Sect. 3.2 deals with JPEG compression anti-forensics measure
design.
Finally, a simplified notation, which we tried to follow as much as possible (since different notation
requirements were indeed frequently needed in different sections), is introduced in App. A.
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Chapter 1

Taxonomy

This Chapter is divided into three parts: Elementary Operators, Composition Topology, and De-
scription of complex processing chains of operators.
We will mainly focus on the operators often found in plausible application scenarios when dealing
with audio, images, or video. The basic idea in our approach is that complex processing chains
of operators can be described as the composition of smaller elementary blocks. For this reason, a
taxonomy of simple elementary blocks is proposed first. Then, we discuss the different ways these
elementary blocks can be combined for building complex processing chains of operators, providing
several practical examples.
In the taxonomy that we provide below, we consider the case of sampled signals whose support
is defined from −∞ to +∞. Concerning analog signals, in most cases we will consider highly
oversampled versions with a high resolution in the co-domain (i.e., a large number of bits per
sample), in such a way that we will be able to accurately approximate continuous-time and co-
domain continuous operations; specifically, we will assume that the sampling rate is much larger
than Nyquist frequency. Although from a mathematical point of view this assumption is not enough
for closing the gap between both kinds of signals due to the essential differences between analog and
digital signals, for our purposes an accurate approximation will be enough. By doing so, we will be
able to define a compact tree of operators, without the need of replicating the operator definitions
for the case of analog signals.
Nevertheless, due to the importance of some analog operations, as for example the sampling of analog
signals and the discrete-to-analog conversion, the corresponding operators will be also explicitly
introduced in the continuous framework.

1.1 Elementary operators

In this section we present a taxonomy of elementary operators, used as basic functions to build more
complex processing chains of operators. A hierarchical organization of these elementary operators,
showing the different categories in a tree structure, is represented in Figure 1.1. Furthermore, some
examples of each category are provided.
Throughout the description of the different elementary operators, we will represent vectors by low-
ercase bold letters (e.g. x) and matrices by capital bold letters (e.g. X). The ith component of a
vector x will be denoted as xi, and the element (i, j) of a matrix X will be represented by Xi,j .
Input signals will be defined by the 2-tuple (t,x), where
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CHAPTER 1. TAXONOMY 6

• t ∈ D1 stands for the sample coordinates, where D1 is the input domain. Examples of D1 are:

– R ∩ ID, used, for example, for analog audio.

– Z ∩ ID, used, for example, for digital audio.

– Z2 ∩ ID, used, for example, for digital image.

– Z3 ∩ ID, used, for example, for digital video or digitized 3-D objects.

– Λ ∩ ID, where Λ is an n-dimensional lattice. A particular example could be the case
where Λ is a bidimensional hexagonal lattice, that could be used for sampling an analog
image.

In the general case, D1 ⊂ Rn1 , where n1 ∈ N+. We will assume that in all cases ID is a region
(a non-empty, open and connected set) of the corresponding real space. The objective of this
region is to shape the D1; for example, going back to the case where Z2 ∩ ID, suitable for
dealing with digital images, D1 will be equal to [0, Lx − 1]× [0, Ly − 1], where Lx is the width
of the image and Ly its height.

• x ∈ C1 is the value of the corresponding sample, where C1 is the input co-domain. Examples
of C1 are:

– R ∩ IC , used, for example, for analog audio or analog gray images.

– Z ∩ IC , used, for example, for digital audio or digital gray images.

– Z2 ∩ IC , used, for example, for digital stereo audio.

– Z3 ∩ IC , used, for example, for digital RGB images and for digital color video.

In the general case, C1 ⊂ Rk1 , where k1 ∈ N+. Again, we will assume that IC is a region of
the corresponding real space. Again, we can illustrate the usefulness of IC if one thinks of the
particular case of color images, where typically IC = [0, 255]3.

It is important to stress that the x in (t,x) denotes the value of the input signal at t, i.e., x is not a
fixed vector but it is indeed a function of t. The followed notation was preferred to x(t) or (t,x(t))
for the sake of simplicity. Furthermore, taking into account this definition we will use (t, xi), for
denoting the ith component of the vector obtained by evaluating x at t.
Similarly, output signals will be denoted by (u,y), where u ∈ D2, D2 is the output domain, y ∈ C2,
and C2 is the output co-domain. The previous discussion on the domain and co-domain is still
applicable. Finally, in the general case D2 ⊂ Rn2 , and C2 ⊂ Rk2 , where n2 ∈ N+, and k2 ∈ N+. An
illustrative example is shown in Fig. 1.2, where the operators are considered as a black box, in order
to clarify the relation between the input and the output for the domain and the co-domain.

1. Acting on the domain

Operators acting on the support of the analyzed object (time for audio, space for images, time
and space for video, as well as other domains such as frequency or projective space after a
transformation). If a value is not explicitly assigned to (u,y) for any u ∈ D2, then we will
assume that (u,y) = (u,0).

1.1. Affine: strictly speaking an elementary operator is affine if it is a sum of a linear function
and a constant vector, i.e., if it takes the form Ax+b. Nevertheless, as D1 and D2 might
have different cardinalities, these affine functions will indeed describe the relationships to
be verified between some particular elements of the two sets, so the mentioned change in
cardinality can be described.
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Elementary Operators
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Figure 1.1: Tree structure representing the main categories of elementary operators.

1.1.1. Upsampling: the basic characteristic of this operator is that |D1| < |D2|, with this
increase in the cardinality of the output domain produced in an even way. For
instance, in the uniform scalar case (D1 = ∆Z ∩ I, where I is an interval in R) with
integer upsampling factor L > 1, the resulting domain set is typically obtained as

D2 = ∆Z/L ∩ I,

so

(u,y) = (u,x), if u ∈ D1,

1.1.2. Downsampling/Analog signal sampling: the basic characteristic of this operator is
that |D2| < |D1|, as D2 = D1 ∩ T , where T is a countable set that typically follows
a periodic pattern. Particularly interesting examples of this operator are:

• Discrete uniform scalar case: D1 = ∆Z∩I, where I is an interval in R, T = R∆Z,
and R > 1 is the integer downsampling factor.

• Periodic sampling of continuous signal: D1 = R ∩ I, where I is an interval in R,
T = ∆Z, and ∆ > 0 is the quantization step.

In both cases the input-output relationship can be written as

(u,y) = (u,x).

1.1.3. Scaling: this operator scales all the points of the original domain, multiplying each
coordinate ti by a factor si ∈ R, si 6= 0, 1 ≤ i ≤ n1, so n1 = n2; consequently,
defining A = diag(s1, s2, . . . , sn1

),

D2 = {At : t ∈ D1} ,
(u,y) = (A−1u,x).
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Operator
acting on the

co-domain

Operator
acting on the 

domain

Figure 1.2: Graphical representation of the input/output relation for operators acting on the domain
(top) and operators acting on the co-domain (bottom).

1.1.4. Rotation: the original domain is rotated an angle θ in a counterclockwise way around
the origin. Considering the particular case n1 = n2 = 2, u = At, where the matrix
A can be written like

A =

[
cos θ sin θ
− sin θ cos θ

]
.

Similarly to the previous case

D2 = {At : t ∈ D1} ,
(u,y) = (A−1u,x).

1.1.5. Translation: every point in the original domain is shifted by a constant vector. Thus,
in this case, u = t + b, where b ∈ Rn1 , so

D2 = {t + b : t ∈ D1} ,
(u,y) = (u− b,x).

1.1.6. Shearing: this operation modifies the original domain in one direction, maintaining
the others unchanged; it is typically parameterized by a factor s. For example,
considering n1 = n2 = 2, a shear in the first component is represented by

A =

[
1 s
0 1

]
,

so

D2 = {At : t ∈ D1} ,
(u,y) = (A−1u,x).

1.2. Non-affine: in this case the function mapping t into u is not an affine function. For
instance, an input-output relationship of a non-affine elementary operator could be u =
tT t, where tT denotes the transpose of t, and n2 = 1.

1.2.1. Projective transformation: this operator is formed by composing an affine function
with a perspective projection, i.e., it is computed as the result of normalizing the first
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components of the affine function result by the last component. Mathematically, the
considered affine function is (

A
cT

)
t +

(
b
d

)
,

so after applying the perspective projection one obtains

u = f(t) ,
At + b

cT t + d
,

where A ∈ Rn2×n1 , b ∈ Rn2 , c ∈ Rn1 , and d ∈ R. Consequently,

D2 = {f(t) : t ∈ D1} ,
(u,y) = (f−1(u),x).

In case that there exists a set of different points t(1), t(2), t(r) ∈ D1, such that f(t(1)) =
f(t(2)) = . . . = f(t(r)) = u, the assignment to y can arbitrarily take any value of
those corresponding to x evaluated at the mentioned points. Note that since the
projective transformation is defined in an Euclidean space, it is not affine; instead, if
it were defined in the projective space, it would be indeed affine. Additionally, even
taking into account the definition in the Euclidean space, if c = 0 and d > 0, then
the operator is affine.

1.2.2. Quantization in the domain: it replaces every input value in an interval by a fixed
output value in that interval. Examples of frameworks where this operator could
be used are those where one wants to reduce the precision of the sample coordinate
values, or make that the output signals take values on a structured set of points, e.g.,
a lattice. Denoting by Q(·) the quantization function,

D2 = {Q(t) : t ∈ D1} ,
(u,y) = (Q−1(u),x).

Similarly to the previous operator, in case that there exists a set of different points
t(1), t(2), t(r) ∈ D1, such that Q(t(1)) = Q(t(2)) = . . . = Q(t(r)) = u, the assignment
to y can arbitrarily take any value of those corresponding to x evaluated at the
mentioned points.

1.2.3. Cropping: this operator restricts the original domain of the input object. Denoting
by S the cropping mask, one has D2 = D1 ∩ S, so

(u,y) = (u,x).

1.2.4. Non-linear warping: this operator applies any non-linear function to the original
domain, e.g. polynomial functions, sorting functions, etc. It could be the case that
some points in the transformed domain (typically those close to the signal boundaries)
are not assigned any value from the original signal; in such case, as we mentioned
before we will assume that they are set to zero.

1.2.5. Seam carving: this operator modifies the domain of the input object by determining
a number of paths of connected points with no relevant content (called seams) that
are removed from the original domain, creating a new one. The computation of these
seams is based on a particular cost function.
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2. Acting on the co-domain

Operators acting on the co-domain of the analyzed object (samples or pixel values).

2.1. Scalar (pointwise, memoryless): All the operator definitions provided in this section
allow the use of different function parameters for each sample component (e.g., acting on
each color component). By definition D2 = D1.

2.1.1. Linear

2.1.1.1. Multiplication by a domain-invariant number:

(u, yi) = (u, aixi),

where 1 ≤ i ≤ k1, ai ∈ R, and C1 and C2 could differ (e.g., C1 could be a subset of
the integer numbers and C2 a subset of the real numbers, if ai is a real non-integer
number).

2.1.1.2. Multiplication by a domain-variant number:

(u, yi) = (u, ai(u)xi),

where 1 ≤ i ≤ k1, and ai(t) ∈ R, i.e., the multiplying parameter of the ith
component depends on the position of the sample within the considered vector.
Be aware that the proposed definition allows to use different windows for each
component.

2.1.1.3. Linear color space conversion: given the color conversion matrix W ∈ Rk2×k1

(u,y) = (u,Wx).

Examples of this linear conversion are RGB to gray, RGB to YUV, and YUV to
RGB.

2.1.2. Non-linear

2.1.2.1. Partially-invertible

• Gamma correction:

(u, yi) = (u, aix
γi
i ),

where 1 ≤ i ≤ k1, ai is a constant, and γi > 0 is the gamma value that
corresponds to the ith component of x.

• Histogram equalization/specification: this operator modifies the histogram of
the input object by using its own histogram (for equalization) or a desired
histogram (for specification), i.e.

(u, yi) = (u, PXi(xi)),

where 1 ≤ i ≤ k1, PXi is the sample cumulative distribution function of xi
values. Since the output values yi are mapped into the range [0, 1], it will
be necessary to concatenate this elementary operator with, for instance, the
contrast stretching operator (cf., Section 1.3) in order to recover the desired
range.
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• Logarithm/exponential: in this case the operator applies a logarithmic, e.g.,

(u, yi) = (u, log(xi)),

or an exponential function, e.g.,

(u, yi) = (u, exp(xi)),

to the values of each component xi, where 1 ≤ i ≤ k1.

• Polynomials:

(u, yi) = (u, Ai,px
p
i +Ai,p−1x

p−1
i + · · ·+Ai,2x

2
i +Ai,1xi +Ai,0),

where 1 ≤ i ≤ k1, and A ∈ Rk1×(p+1) is a matrix with constant coefficients.

• Constant addition: this operator adds a constant vector a ∈ Rk1 to the con-
sidered sample value, i.e.,

(u,y) = (u,x + a).

• Multiplicative inverse: this operation performs the multiplicative inverse of the
values of each component xi, i.e.,

(u, yi) =

(
u,

1

xi

)
,

whenever (u, xi) 6= 0, and 1 ≤ i ≤ k1.

• Non-linear color space conversion: the color space conversion is based on a
non-linear conversion, as in the case of the RGB to HSV conversion (and vice-
versa).

2.1.2.2. Non-invertible

• Scalar quantization: typically used in source coding, it replaces the input values
in an interval by a single output value belonging to that interval; denoting by
Q(·) the quantizing function

(u, yi) = (u, Q(xi)),

where 1 ≤ i ≤ k1.
Special cases of this elementary operator are:

– Thresholding: it uses a reference value to split the input values into two sets;
denoting that reference value by α ∈ R

(u, yi) =

{
(u, κ), if (u, xi) > α

(u, 0), otherwise
,

with κ a positive constant, and 1 ≤ i ≤ k1.

– Clipping: given the upper and lower thresholds α ∈ R and β ∈ R, the
clipping function can be described as

(u, yi) =


(u, α), if (u, xi) > α

(u, xi), if β < (u, xi) < α

(u, β), if (u, xi) < β

,

where 1 ≤ i ≤ k1. Saturation is typically modeled by clipping.
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– Bit depth reduction: this operator applies a uniform scalar quantization to
any input value xi in order to reduce the bit depth of the input object to
the desired length.

• Scalar dithering: it randomizes the quantization error by shifting the quantiza-
tion grid; for the scalar uniform quantizer this is typically achieved by adding to
the value to be quantized a sample d of the random vector D ∼ U([−∆

2 ,
∆
2 ]k1),

i.e.,

(u, yi) = (u, xi + di),

where 1 ≤ i ≤ k1, and ∆ is the quantization step.

• Color substitution: applicable to image and video; it can be implemented with
a lookup table, as

(u,y) = (u, lut(x)),

where lut : Rk1 → Rk2 denotes the lookup table function.

2.2. Vectorial (with memory):

2.2.1. Linear

2.2.1.1. Filtering: it is generally used for enhancing or removing features of the input
object. The general definition of discrete linear filtering is given by the sum of
products of the filter coefficients (t, c), where c ∈ Rk1 , and the corresponding
values of the input object (t,x) in the area spanned by the filter taking non-null
values in F ∈ Rn1 . Therefore,

D2 = {r + t : r ∈ F , t ∈ D1} ,
(u, yi) =

∑
r∈F

(r, ci) · (u− r, xi),

where 1 ≤ i ≤ k1. Take into account that if one considers images reshaped as
vectors for performing the filtering, probably a parallel combination (check the
corresponding section) of different filters and subsequent addition should be used.
Different types of filters can be considered, for example: linear time(space)-
invariant filters, linear time(space)-variant filters, interpolation, etc. Filtering
can be also used for modeling CFA interpolation, field combination in deinter-
laced video, lens distortion, or chromatic aberration.
Particular cases of filtering are briefly described below:

• Transforms: extensively used cases are the DCT, the DFT, and the DWT,
where k2 = k1 and the transformation matrix is fixed. In other cases, the
input signal values are projected onto a lower dimensional space (k2 < k1),
using a random (or pseudo-random) matrix; this operator is mainly used for
dimensionality reduction. Just another choice, that can be found for k2 ≤ k1,
is that where the transformation matrix depends on a set of training signals,
as it is the case, for example, of the KLT, SVD, PCA, or ICA.

• Sharpening: this elementary operator is a high-pass filter that is used to en-
hance the edges of the input object.

• Smoothing: this operator is a low-pass filter that is commonly used to reduce
high frequency noise of the input object.
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• Derivation: this filter is a specific example of sharpening filter that enhances
the edges of an input object.

Similarly, the analog linear filtering can be computed as

(u, yi) =

∫
r∈F

(r, ci) · (u− r, xi)dr.

This operator is specially useful for producing continuous signals from discrete
ones.

2.2.1.2. Mean computation: this operator computes the mean value of (t,x), i.e.,

(u, yi) =
1

|D1|

(∑
r∈D1

(r, xi)

)
.

where 1 ≤ i ≤ kj ; be aware that in this case |D2| = 1. The composition of this
operator with windowing yields the so-called mean filter.

2.2.2. Non-linear

2.2.2.1. Partially-invertible

• Vector-valued functions: given a nonlinear function f(·)

(u,y) = (u, f(t,x)), .

where t can take all the values in D1.

• Volterra systems: non-linear system that can be modeled by a Volterra series.
For a continuous time-invariant system (so n1 = n2 = k1 = k2 = 1), the basic
relation between the input (t, x) and output (u, y) of this type of operators can
be described by

(u, y) =

(
u,

N∑
r=1

∫ ∞
−∞
· · ·
∫ ∞
−∞

hr(τ1, . . . , τr)(u− τ1, x)(u− τ2, x) . . .

(u− τr, x)dτ1dτ2 . . . dτr

)

where hr(τ1, . . . , τp) is the rth-order Volterra kernel, and N denotes the maxi-
mum order of the system nonlinearity.
For the discrete case we will approximate this processing by

(u, y) =

(
u,

N∑
r=1

[ ∞∑
i1=−∞

· · ·
∞∑

ir=−∞
hr(∆i1, . . . ,∆ir)(u− i1, x)(u− i2, x) . . .

(u− ir, x)
])

where ∆ is the sampling interval.

• Lumped NLE: non-linear system where the nonlinear behavior of the functional
is entirely to be attributed to an instantaneous nonlinearity in the processing
chain. This case can be treated as one particular category of Volterra systems
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where, in general, the structure is that of a memoryless nonlinearity preceded
and followed by a pair of filters (linear and time-invariant systems). The overall
structure remains that of a Volterra system, but the multi-variate kernels of the
systems turn out to be greatly simplified. This type of representation becomes
particularly agile when the memoryless NLE is represented as a power series
or a polynomial. In fact, using this representation it is possible, with a modest
effort, to perform a full linearization or a partial linearization (up to a given
order) of the system. It is also possible to estimate the coefficients of the
polynomial using LMS procedures applied to post-filtered data.

• Chen-Fliess: the Chen-Fliess series is a mathematical instrument that can be
used for developing an input-output Volterra-type series representation for non-
linear dynamical systems. The representation is based on the Fliess Functional
Expansion in terms of infinite products of exponentials, i.e.,

(u, y) =
(
u, ehs(u)Bsehs−1(u)Bs−1 · · · eh1(u)B1

)
where B1, . . . , Bs denote a Philip Hall basis elements (with s ∈ N the dimen-
sionality of that basis) for a Lie algebra and h1, . . . , hs are functions known as
Philip Hall coordinates. It is typically used for n1 = n2 = k1 = k2 = 1.

• Dynamical systems: these operators provide a means of describing how one
state evolves into the next one over the course of time. Formally, given a
continuous function h and a sequence of K signals, ((t,x(1)), . . . , (t,x(K))),
the evolution of the (t,x(i)), 1 ≤ i ≤ K, can be described by the formula
(t,x(i+1)) = (t, h(x(i))), for any i ∈ {1, . . . ,K − 1}.

2.2.2.2. Non-invertible

• Vector quantization: typically used in source coding, it replaces the input
values in a region by an only output value belonging to that region.

• Order statistic: this operator orders the values in (t,x) in an ascending way
and outputs a value determined by the ranking result; it is typically for n1 = 1,
in order to be able to organize the resulting vector increasingly with the domain
values. The ordered version of (t,x) (following an increasing criterion) will be
denoted by (t, r(x)). The best-known examples of this type of filters are:

– Median computation: in this case the operator is computed as

(u, yi) =

{
((|D1|+ 1)/2, r(x)), if |D1| is odd
1
2 [(|D1|/2, r(x)) + (|D1|/2 + 1, r(x))] , if |D1| is even

,

where 1 ≤ i ≤ k1. Due to this definition, |D2| = 1.

– Max/min computation: for (t,x), max and min operators correspond re-
spectively to

(u, yi) = (|D1|, r(x)),

for the max and

(u, yi) = (1, r(x)),

for the min operator, where 1 ≤ i ≤ k. Be aware that in both cases |D2| = 1.
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The composition of these operators with windowing yields the so-called median
and max/min filters (cf. Section 1.3).

• p-norm computation:

(u,y) =

(∑
s∈D1

k1∑
i=1

(s, xpi )

)1/p

.

Obviously |D2| = 1.

• Vector dithering: this operator generalizes the idea of scalar dithering to the
vector quantization, i.e., it randomizes the quantization error by adding a sam-
ple of a random vector D to the signal to be quantized.

• Morphological operators: used for image processing. Generally, these oper-
ations compute the value of each pixel in the output image according to a
comparison of the corresponding pixel and its neighbors in the input image.
Dilation, erosion, opening and closing are included in this category.

1.2 Composition topology

In this section we review the different ways the elementary operators can be combined in order to
produce complex processing chains of operators. Basically, three different structures are envisaged:

1. Series: elementary operators are connected along a single path. Each connection will be
denoted by the symbol “ ; ”. For example, by [operator1] ; [operator2] we will mean that the
input signal goes first through operator1, and then through operator2. This structure appears,
for instance, when recording a sound in a reverberant room (a series of filters modeling the
room impulse response, then the microphone response and, finally, the possible equalization
steps).

2. Parallel: elementary operators are connected along multiple paths. Furthermore, outputs
of these paths could be connected to a combination operator. In this case, two operators
in parallel will be identified using the symbol “ ‖ ”, i.e., [operator1] ‖ [operator2]. As an
example, we can consider the case of HDR images (parallel of windowing blocks each acting
on a different image).

3. Loop: the output of an elementary operator is used as input to itself or to another operator
located before, using a combination operator. This structure is present in the case of DPCM
or ADPCM where the input depends on the output at a previous time instant.

Combination operators should be used for loops, and generally for parallel interconnections, in order
to generate the desired signal, i.e., the output signal in parallel structures and the feedback signal
in loops. Usually, they will be

• addition, denoted by ⊕, or

• multiplication, denoted by ⊗,

allowing one to define, for example, blending, pixel addition/multiplication, or to normalize
a vector by its maximum value or its norm. These symbols will be prefixed to the set of complex
processing chains of operators they are applied to.
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We consider that several training depending transforms (as KLT, SVD, PCA, or ICA) could be
modeled as a training stage producing the transformation matrix, combined in parallel through a
matrix-vector multiplication with the content to be transformed.

1.3 Description and use cases of complex processing chains
of operators

As it was mentioned before, complex processing chains of operators can be described as the com-
bination of the previously introduced Elementary Operators, other Complex Processing Chains of
Operators, and different Composition Topologies; in order to easily distinguish between Elementary
Operators and Complex Processing Chains of Operators in the operator chains that we will describe
in this section, the former will be encolsed by brackets, while the later by parentheses. For showing
the strength of the proposed approach, we describe several commonly used complex operator chains,
adding some details about their main target, specifying the content of interest and the priority level
(defined as high (1), normal (2) or low (3)) considered for their analysis in this deliverable. Since
the studied Operator Chains could be used in different Use Cases, Table 1.1 illustrates the links
between the considered Operator Chains and the Use Cases described in D5.2, providing a valuable
information about the applicability of the considered operators in different scenarios.
In order to provide these details, the following template will be used

OC-XX Operator Name

• Description as composition of elementary operators: description of the operator ac-
cording to the rules introduced above.

• Target: brief description of the typical target aimed by the considered operator.

• Content of interest: which multimedia content (image, video, audio) the operator is typically
applied to.

• Priority: as it was mentioned, 1 indicates high priority, 2 medium, and 3 low.

OC-01 Median Filter

• Description as composition of elementary operators: ([windowing] ; [median computation]) ‖
([windowing] ; [median computation]) ‖ · · · ‖ ([windowing] ; [median computation]).

• Target: it is a non-linear and non-invertible filter, generally used as a denoising operator
(smoothing noise in signals while preserving high frequency variation). It can also be used to
hide traces left by other OCs (i.e., hiding resampling traces).

• Content of interest: image, video.

• Priority: 3.

OC-02 Max/Min Filter

• Description as composition of elementary operators: ([windowing] ; [max/min computation]) ‖
([windowing] ; [max/min computation]) ‖ · · · ‖ ([windowing] ; [max/min computation]).
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• Target: both, max and min, filters are non-linear and non-invertible. Separately, a max filter
finds and enhances the highest values of a signal and the min filter does the same with the
lowest values of the signal. If both are used jointly, this filter can extract the envelope of a
signal.

• Content of interest: image, video.

• Priority: 3.

OC-03 Nearest neighbor scaling

• Description as composition of elementary operators:
[upsampling] ; [LTI (discrete zero-order hold)] ; [downsampling]

• Target: provides a naive yet efficient way to resize an image.

• Content of interest: image, video.

• Priority: 3.

OC-04 Contrast stretching

• Description as composition of elementary operators:
[multiplication by a positive number] ; [addition of a constant].

• Target: is a widely used operator for image quality enhancement. It is often applied auto-
matically by image editing tools when quality enhancement is required.

• Content of interest: image.

• Priority: 2.

OC-05 Zoom

• Description as composition of elementary operators:
[upsampling] ; [LTI] ; [downsampling].

• Target: very common operator, used to enlarge the size of (part of) the image/video.

• Content of interest: image, video.

• Priority: 3.

OC-06 Resampling

• Description as composition of elementary operators:
[upsampling] ; [warping] ; [LTI] ; [downsampling].

• Target: this operator interpolates the values that are not explicitly assigned in the co-domain
of a signal, when one or more operators perform any linear transformation on the domain.

• Content of interest: audio, image, video.

• Priority: 1.
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OC-07 Blockwise coding

• Description as composition of elementary operators: ([windowing] ; [transform] ; [quantization]) ‖
([windowing] ; [transform] ; [quantization]) ‖ · · · ‖ ([windowing] ; [transform] ; [quantization]).

• Target: it is used for removing the redundancy from uncoded contents, i.e., for source coding.
The advantage of coding lies on the reduction of the coded content size.

• Content of interest: image, video.

• Priority: 2.

OC-08 Motion-compensation

• Description as composition of elementary operators:
(multiple windowing) ; (space variant linear filtering).

• Target: it is a typical operation performed by video codecs (e.g., H.264, MPEG2,...) to
reconstruct some frames from other highly correlated ones.

• Content of interest: video.

• Priority: 2.

OC-09 Motion estimation

• Description as composition of elementary operators: [LTI (cross-correlation)] ; [max operator].

• Target: this operator is present in all practical video encoding schemes, since it allows to
significantly lower the prediction error among temporally adjacent frames.

• Content of interest: video.

• Priority: 2.

OC-10 Packet loss

• Description as composition of elementary operators: [windowing] ; [concealment].

• Target: it is a scheme used to model the loss of packets during transmission (e.g video
streaming over a network).

• Content of interest: video.

• Priority: 3.

OC-11 Transform coding

• Description as composition of elementary operators: ([linear transform] ; [scalar quantizer]).

• Target: similarly to blockwise coding, the target is to remove the redundancy from uncoded
contents, i.e., for source coding. Although the blockwise coding can be seen as a particular case
of transform coding, in this operator chain we will consider those cases where the considered
coefficients to be transformed define overlapping windows (typical in audio coding), and the
case where the transformation is applied to the full content (e.g., full-frame image transform,
used in JPEG 2000). The considered transformation is typically the Discrete Fourier Transform
(DFT), or the Discrete Wavelet Transform (DWT).

• Content of interest: audio, image.

• Priority: 2.
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OC-12 JPEG compression

• Description as composition of elementary operators:
(color space conversion) ; (chroma subsampling) ; (block-wise DCT) ; [scalar quantization] ;
(Huffman coding).

• Target: it is a lossy compression scheme, typically used to encode images before storing or
transmitting them.

• Content of interest: image.

• Priority: 1.

OC-13 JPEG 2000 compression

• Description as composition of elementary operators:
(color space conversion) ; (chroma subsampling) ; (([windowing] ; [DWT] ; [quantization]) ‖
([windowing] ; [DWT] ; [quantization]) ‖ · · · ‖ ([windowing] ; [DWT] ; [quantization])) ;
(entropy coding).

• Target: it is a lossy compression scheme used to encode images before storing/transmitting
them.

• Content of interest: image.

• Priority: 2.

OC-14 Vector normalization

• Description as composition of elementary operators:
⊗ (([norm] ; [inverse]) ‖ (input signal)).

• Target: used as a basic tool in many processing, whenever a normalization of a vector is
needed.

• Content of interest: image, video.

• Priority: 3.

OC-15 Analog-to-Digital conversion

• Description as composition of elementary operators:
[LTI (antialiasing)] ; [downsampling (switch)].

• Target: digital acquisition (capture) of videos and images via a camera or scanner.

• Content of interest: image, video, audio.

• Priority: 2.

OC-16 Digital-to-Analog conversion

• Description as composition of elementary operators: [LTI (interpolator)].

• Target: display of digital videos or images. Could be obtained through a screen, a projector,
or a printer.
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• Content of interest: image, video, audio.

• Priority: 2.

OC-17 Distortion due to recapturing

• Description as composition of elementary operators: (geometrical transformation).

• Target: geometrical distortion during A-D conversion. Can be modeled by a projective trans-
form when cameras are used for acquisition, or by an affine transform in the case of flatbed
scanners. Additional distortions due to, for example, lens aberrations can also be considered.

• Content of interest: image, video.

• Priority: 2.

OC-18 Image rotation constrained to take values in a given grid

• Description as composition of elementary operators:
[domain rotation] ; [upsampling] ; [LTI (interpolator)] ; [downsampling] ; [domain quantization].

• Target: this operator is used both for benign adjustments (e.g. re-align a captured im-
age/video) and for malicious splicing (rotate (part of) an image to make the cut part fit the
host content).

• Content of interest: image, video.

• Priority: 2.

OC-19 One capture ; two compressions

• Description as composition of elementary operators: (analog-to-digital conversion) ;
(transform coding 1) ; (linear transform 1) ; (transform coding 2) ; (linear transform 2) ;
(digital-to-analog conversion) ; (distortion due to recapturing) ; (analog-to-digital conversion).

• Target: this chain can be found in scenarios where the content is transcoded and then captured
again.

• Content of interest: image.

• Priority: 2.

OC-20 Prediction ; Quantization

• Description as composition of elementary operators: (prediction) ; ([quantization])

• Target: typical source coding techniques are based on the quantization of an estimation error,
as this strategy allows to significantly reduce the bitrate of the coded content.

• Content of interest: Video.

• Priority: 1.
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OC-21 Temporal DPCM (without and with motion compensation)

• Description as composition of elementary operators:
(prediction) ; [quantization] ; (entropy coding)

• Target: the aim is the compression of uni or multi-dimensional signals by predicting the
current data samples from the previous ones along temporal (audio signals) or spatial dimension
(images). This class of strategies rely on the fact that it is possible to exploit the native
correlation existing between adjacent samples in order to obtain higher compression gains.

• Content of interest: audio, image, video.

• Priority: 1.

OC-22 Motion compensated frame/data interpolation

• Description as composition of elementary operators:
(multiple windowing) ; (space variant linear filtering)

• Target: it is an operation performed to interpolate frames in time (e.g. to change the frame
rate of a sequence) by exploiting temporal correlation between adjacent frames.

• Content of interest: video.

• Priority: 2.

Several examples of the described processing chains composing complex operators are shown in
Fig. 1.3. Each example illustrates a different Composition Topology, including a series cascade in
Fig. 1.3(a), a parallel structure in Fig. 1.3(b) and, finally, a feedback loop in Fig. 1.3(c). Note that
in the last example, a combination operator, i.e., a multiplication, is used for the feedback loop,
as it was previously defined. A more complex combination of elementary operators can be seen in
Fig. 1.4, where the JPEG compression process is represented.
Furthermore, these complex processing chains of operators could be recombined themselves, produc-
ing a complete processing chain as the ones illustrated in Fig. 1.5. Be aware that, simultaneously,
they are described as a combination of some of the elementary operators described in Section 1.1.
The rationale behind the above chain is that tampering often requires a second compression, and
a possible way to hide tampering is by recapturing the image or video from a display (e.g., movie
recording at theaters).
Finally, in Table 1.1, we mark with a cross (i.e., ×) the links between the detailed complex operator
chains (OC) and the use cases (UC) defined in D5.2.
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Figure 1.3: Processing chain for three different complex operators; each white block represents an
elementary operator.
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Two compressions
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Figure 1.4: Processing chain of a JPEG compression, where each white-block represents an elementary operator.
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Figure 1.5: Processing chain composed by complex operators, for the particular case of one recapture and two compression operations.
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Table 1.1: Relation between the complex operator chains (OC) and their applications to the use cases (UC) defined in D5.2.
PPPPPPPPOC

UC
01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23

01 × × × ×
02 × × × ×
03 × × × × ×
04 × × × ×
05 × × × × × × × ×
06 × × × × × × × × × ×
07 × × × × × × × × × × ×
08 × × × × × × × × × × × ×
09 × × × × × × ×
10 × ×
11 × × × × × ×
12 × × × × × × ×
13 × × × × × × ×
14
15 × × × × × ×
16 × × × × ×
17 × × × ×
18 × × × × × ×
19 × × ×
20 × × × × × × ×
21
22 × × × × × × × × × × × ×



Chapter 2

Statistical analysis for chain
modeling and ordering/topology
detection

2.1 Fundamental limits on distinguishability of signal distri-
butions

2.1.1 Introduction

In the last decades the number of multimedia contents and their impact in our lives has dramatically
increased. The cost reduction of capture devices, especially digital cameras, and the growth of digital
networks where those contents can be published have converted multimedia contents not only in
valuable proofs of our personal evolution and social life, but also in a weapon that can be used to
harm the public image of individuals. Therefore, multimedia contents have evolved to be considered
precious assets with both implicit and explicit value that one would like to preserve. However,
together with this growth, a huge number of editing tools available in applications for non-skilled
users have proliferated during this time, thus compromising the reliability of those contents, and
strongly constraining their use in some applications, for example as court evidence. As a consequence,
trust on multimedia contents has steadily decreased.
In this context, multimedia forensics, an area of multimedia security, has appeared as a possible
solution to the decrease of confidence on multimedia contents. The target of multimedia forensics
can be summarized as assessing the processing, coding and editing steps a content has gone through.
Although much effort has been paid to this topic in the last years, most of the proposed solutions
are somewhat heuristic methods that do not answer to the question of what is the optimal way of
detecting the operators the contents have undergone, or how easily different operator chains can
be distinguished. To provide answers to those fundamental questions is the target of this section;
to this aim, measures rooted in detection and information theory will be used. The optimality of
the proposed measures and their connections are discussed, as well as their links with parameter
estimation. Additionally, due to the generality of the proposed approach these measures can be
applied to virtually any processing/coding/editing scenario, contrarily to previous approaches in the
literature.
The remaining of this section is organized as follows: previous approaches to multimedia forensics
problems, paying special attention to JPEG and double JPEG quantization, are summarized in
Sect. 2.1.2; the newly proposed measures and the links between them are presented in Sect. 2.1.3.
Sect. 2.1.4 introduces the use of such measures to deal with different frameworks depending on
the knowledge available to the forensics analyzer; the links betwen those strategies and maximum
likelihood operator parameter estimation are also highlighted there, while Sect. 2.1.5 presents some
experimental results on three relevant practical scenarios. Finally, Sect. 2.1.6 summarizes the main

25
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conclusions of this section and discusses future lines.

2.1.2 Previous multimedia forensics proposals

In this section we give a brief overview of some state-of-the-art forensics methods dealing with
quantization; our interest in that operator is related to the scenarios analyzed in Sect. 2.1.5: a)
Quantization + AWGN (additive white Gaussian noise), b) Quantization + Quantization, c) Quan-
tization + Quantization + Quantization. In any case, by no means we try to be exhaustive, but
simply provide a rough picture of some of the solutions that have been proposed in the last years,
emphasizing their ad-hoc and/or heuristic nature.
One of the first works in the literature dealing with the single quantization detection and estimation
is due to Fan and Queiroz [1], where the detection statistic depends on the difference between the
histogram of the pixel differences across blocks and within blocks. Once the quantization is detected,
an ML estimator, based on assuming that the AC DCT coefficients follow a Laplacian distribution,
is used for estimating the quantization step. A completely different approach was proposed by Lin
et al. in [2], where in order to check the suitability of a candidate transform, the authors try to
estimate the pdf of the original (unquantized) coefficients by interpolating the histogram of the
observed coefficients, and then compute the normalized correlation between this pdf approximation
and the observed histogram; if the obtained value is high, then the considered transform will likely
be the one used in coding. In another relevant work [3], the variability of the integral of the AC
DCT coefficients in different intervals is exploited in order to detect the quantization artifacts; the
same idea is then used to determine the transform encoder.
Concerning double quantization, in [4] Lukas and Fridrich propose a method for estimating the
first quantization matrix; they study some characteristic features that appear in DCT coefficient
histograms when those coefficients are quantized; although several strategies are proposed, the most
successful one is based on neural networks. An alternative approach is proposed by Fu et al. in [5],
where a generalized version of Benford’s law is exploited for JPEG detection and estimation, and
double JPEG detection. In another proposal, Luo et al. [6] study the blocking artifacts introduced
by mis-aligned double JPEG coding; with the help of a SVM that information is used to determine
if an image is a JPEG original or it was cropped from other JPEG image and re-saved as JPEG.
Further detalis on these and other scenarios can be found in REWIND deliverable D3.1.

2.1.3 Distinguishability measures

Aiming at improving the previous methods, we propose some measures that are suitable for dealing
with a wide range of chains of operators, i.e., capable of reliably determining if a multimedia content
has gone through an arbitrary chain of operators which are arranged in a particular ordering and
topology, and are characterized by a set of parameters which may be known or not by the forensics
analyzer. We also want to quantify how easily two different chains of operators (characterized
by their ordering and topology, and where in some circumstances additional knowledge on the
operator parameters is assumed) can be distinguished; the dual question to this problem can be
written in terms of how many samples of multimedia contents are required to reliably determine
the processing a test content has gone through. Furthermore, we want our proposal to follow some
optimality criterion, as for example minimizing the false positive probability (i.e., determining that
the considered content has gone through a given operator chain, when it has not) for a given false
negative probability (i.e., saying that the content has not undergone a given operator chain, when
indeed it has). Related to the previous point, one also wants to predict the performance , in
order to check if the provided solution is good enough for the studied scenario. We remark that
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this requirement should not be confused with optimality; a given measure could be optimal for
distinguishing between two operator chains, and yet not powerful enough for providing trustable
decisions. Finally, it is also desirable the detection scheme to be blind, meaning that deterministic
knowledge of the original multimedia content should not be required, although some kind of a priori
information about the original statistical distribution will typically be assumed to be known.
Based on these requirements, two different measures are proposed for distinguishing operator chains.

Detection theoretic measure

From a detection theory point of view the problem of determining which distribution out of two
possible candidates produced a given observation, is modeled as a binary hypothesis test; it is well
known that the most powerful test (i.e., that one minimizing the probability of false positive for a
given false negative probability) in that scenario is given by the Neyman-Pearson Lemma, which
uses the likelihood-ratio between the so-called null hypothesis (denoted by θ0) and the alternative
hypothesis (denoted by θ1), i.e.,

Λ(x) =
p(θ0|x)

p(θ1|x)
,

where x denotes the n-dimensional signal under test. Assuming that a priori information about the
different hypothesis is not available, the former ratio is equivalent to

LLR(x) = log

(
p(x|θ0)

p(x|θ1)

)
,

for the case where x belongs to a discrete alphabet and

LLR(x) = log

(
f(x|θ0)

f(x|θ1)

)
,

for the continuous scenario, where p(·) is used for denoting probability mass functions (pmfs),
and f(·) for probability density functions (pdfs). For the sake of notational simplicity we will
use f(x|θi) = fi(x), and p(x|θi) = pi(x).
Be aware that in our application scenario θ0 and θ1 are related to the considered operator chain
topology (i.e., how the operators are linked, in parallel or series) and ordering, as well as the specific
parameters characterizing each operator. Therefore, the generality objective is achieved by this
measure, as it can be useful, among others, for detecting:

• the ordering and topology of the operator chain whenever a fixed set of operators, each of
them using fixed parameters, is considered;

• the presence of different operators in chains sharing the same topology;

• the use of different operator parameters in processing chains using the same operators with
common ordering and topology;

• combinations of the previous scenarios.
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Information theoretic measure

Concerning information theoretic measures devoted to quantify the differences between two different
pdfs/pmfs, probably the most used choice is the Kullback-Leibler divergence (a.k.a. Kullback-Leibler
distance and relative entropy). This measure was proposed, for example, for quantifying the statistic
detectability of the watermark embedding in steganographic applications [7]. It is defined as,

D(p0||p1) =
∑
x∈X

p0(x) log

(
p0(x)

p1(x)

)
,

for the discrete case, where X is the discret alphabet where x takes values, and

D(f0||f1) =

∫
Rn
f0(x) log

(
f0(x)

f1(x)

)
dx,

for the continuous case. It is worth pointing out that the KLD is non-negative, being null if and
only if the two considered distributions are the same almost everywhere.
The intuitive interpretation of this measure is very clear: the closer two distributions are, the smaller
their KLD is. In the context of our problem a small but positive KLD implies that it will be difficult
to distinguish the compared operator chains, or alternatively, that a large number of observations
will be required in order to reliably determine the operator chain undergone by the content. Indeed,
if the KLD were null, then the two operator chains could not be distinguished at all. Of course, the
same considerations made about the generality of the LLR also apply here.
On the other hand, closed formulas for the KLD only exist for very few scenarios, probably the best
known being the n-dimensional multivariate Gaussian, where f0 ∼ N (µ0,Σ0) and f1 ∼ N (µ1,Σ1),
yielding

D(f0||f1) =
1

2

[
tr

(
Σ−1

1 Σ0

)
+ (µ1 − µ0)TΣ−1

1 (µ1 − µ0)

− log

(
detΣ0

detΣ1

)
− n

]
,

where tr(·) stands for the trace operator.

Links between the two proposed measures

Since the use of two different measures is proposed, one may wonder how they are linked, if at all.
The relative entropy version of the Asymptotic Equipartition Property establishes that if X is a
sequence of random variables drawn i.i.d. according to p0(x), then

1

n
log

(
p0(x)

p1(x)

)
→ D(p0||p1),

where convergence takes place in probability [8]. In plain words, this result shows that when the
contents produced under the null hypothesis are i.i.d. and the dimensionality of the considered
problem goes to infinity, then the two measures we have proposed in the previous sections to be
used in forensic applications are asymptotically equivalent. This confirms that both measures are
good candidates for quantifying the distinguishability between different operator chain topologies,
and/or operator chains with different operator parameters, providing a coherent framework.
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Relationship of the proposed measures with error probabilities

Additionally, the Chernoff-Stein Lemma [8] states that the false positive probability error exponent
achievable for a given non-null false negative probability asymptotically converges to D(p0||p1) (as
long as that measure takes a finite value) when the dimensionality of the problem goes to infinity.
Therefore, the intuitive idea behind the application of this lemma to our problem is straightforward:
the larger the differences between the considered pdfs/pmfs, the smaller the probability of confusing
the related operator chains.
This result provides some performance predictability, which was justified in the previous section to
be a suitable requirement for the proposed measures.

2.1.4 Using the proposed measures

Based on the characteristics of the proposed measures, one can argue that a possible choice for
estimating the processing a content has gone through, is to choose that operator chain that minimizes
the value of the proposed measure. Specifically, if we denote by ξ ∈ Ξ the operator chain topology
and parameter values which are supposedly known by the forensics analyzer, by ψ ∈ Ψ the operator
chain topology and parameter values which are unknown by the analyzer, by γ ∈ Γ the original signal
characteristics supposedly known, and by φ ∈ Φ the unknown ones, then the task of estimating the
processing may be formalized as

ψ̂0 = arg min
ψ1∈Ψ1

min
φ1∈Φ1

D(f(x|ξ0, ψ0, γ0, φ0)||f(x|ξ1, ψ1, γ1, φ1)), (2.1)

where the subindex 0 stands for the null hypothesis, meaning the distribution parameters which have
actually produced the content under analysis, and 1 stands for the alternative hypothesis, which in
our problem is the test distribution. Note that whenever ψ0 ∈ Ψ1, φ0 ∈ Φ1, ξ0 = ξ1, and γ0 = γ1,
then at least one point exists where the KLD and the LLR are null.
Be also aware that the sets where the different parameters take values are also indexed indicating if
they correspond to the null or the alternative hypothesis. This notation useful for the case where one
wants to compare (or measure the distinguishability between) different classes of operator chains.
This idea of f0 and f1 (or equivalently p0 and p1) dealing with different classes is also taken into
account when considering the possibility of ξ0 6= ξ1, and γ0 6= γ1; these two cases illustrate the
scenario where the assumed knowledge on the operator chain topology and parameter values, as well
as on the original signal characteristics turns out to be wrong.
Similarly, if the LLR is used as target function, then the estimation of the operator chain can be
formalized as

ψ̂0 = arg min
ψ1∈Ψ1

min
φ1∈Φ1

log

(
f(x|ξ0, ψ0, γ0, φ0)

f(x|ξ1, ψ1, γ1, φ1)

)
. (2.2)

Although both the optimizations in (2.1) and (2.2) seem to make sense from a rather heuristic
point of view, as one is trying to find the closest distribution (in the set of feasible alternative
distributions) to that corresponding to the null hypothesis, one aspect that deserves our attention
is the relationship between the proposed estimators and classical strategies in estimation theory.
Interestingly, (2.2) describes the Maximum Likelihood (ML) estimation criterion, i.e., since the null
hypothesis is fixed, one is trying to find the parameters that maximize the probability of the observed
content. Moreover, as the KLD and the LLR are asymptotically equivalent when the dimensionality
of the problem goes to infinity, in this case the parameter estimation based on the KLD will be also
equivalent to the ML criterion.
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Note that the choice of the ML criterion instead of the Maximum a Posteriori (MAP) one is due to
the assumed unavailability of a priori information about the parameters to be estimated. If such
information were used, then (2.2) could be replaced by its MAP counterpart.
Finally, note that

min
ψ1∈Ψ1

min
φ1∈Φ1

D(f(x|ξ0, ψ0, γ0, φ0)||f(x|ξ1, ψ1, γ1, φ1)),

and

min
ψ1∈Ψ1

min
φ1∈Φ1

log

(
f(x|ξ0, ψ0, γ0, φ0)

f(x|ξ1, ψ1, γ1, φ1)

)
,

are useful tools for quantifying how easy will be to separate the operator chain corresponding to
the null hypothesis from the class of distributions defined by the parameters ξ1 and γ1, and the
classes Ψ1 and Φ1. Similarly, one can be interested in quantifying the distinguishability between two
classes of operator chains defined by the parameters (ξ0, γ0) and (ξ1, γ1), and the classes (Ψ0,Φ0)
and (Ψ1,Φ1) (denoted in general by C(Ψi,Φi, ξi, γi)) by using,

d1(C(Ψ0,Φ0, ξ0, γ0), C(Ψ1,Φ1, ξ1, γ1)) , minψ0∈Ψ0
minφ0∈Φ0

minψ1∈Ψ1 minφ1∈Φ1 D(f(x|ξ0, ψ0, γ0, φ0)||f(x|ξ1, ψ1, γ1, φ1)),

or

d2(C(Ψ0,Φ0, ξ0, γ0), C(Ψ1,Φ1, ξ1, γ1)) , minψ0∈Ψ0
minφ0∈Φ0

minψ1∈Ψ1 minφ1∈Φ1 log
(
f(x|ξ0,ψ0,γ0,φ0)
f(x|ξ1,ψ1,γ1,φ1)

)
.

It is worth noting that these measures resemble the definition of the distance between two sets as
the minimum distance between any pair of points belonging to each of those sets; obviously, this
criterion is completely different of the one using

max
ψ0∈Ψ0

max
φ0∈Φ0

min
ψ1∈Ψ1

min
φ1∈Φ1

D(f(x|ξ0, ψ0, γ0, φ0)||f(x|ξ1, ψ1, γ1, φ1)),

or

max
ψ0∈Ψ0

max
φ0∈Φ0

min
ψ1∈Ψ1

min
φ1∈Φ1

log

(
f(x|ξ0, ψ0, γ0, φ0)

f(x|ξ1, ψ1, γ1, φ1)

)
.

In the latter case we are comparing the probabilities of the considered observations according to
the probability distributions using the ML estimators in both classes (namely, C(Ψ0,Φ0, ξ0, γ0) and
C(Ψ1,Φ1, ξ1, γ1)). This last measure would be of interest when one wishes to compare the most
probable cases of those two classes. For the KLD case, the same interpretation may be asymptotically
done when the dimensionality of the problem goes to infinity.

2.1.5 Analyzed scenarios

In this section the operator parameters used for generating the considered samples (i.e., those cor-
responding to the null hypothesis) will be denoted by the subindex 0, while 1 will refer to the tested
values (corresponding to the alternative hypothesis). In case that a subindex were already used for
denoting the corresponding parameter (e.g., ∆i), a second subindex will be added for denoting the
null or alternative hypothesis (i.e., ∆i,j). Theoretical expressions for the considered pdfs/pmfs have
been derived, using superscript for denoting the corresponding scenario.
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Scenario 1: Quantization and AWGN

• Operator chain description: a scalar quantizer followed by the addition of AWGN.

• Application scenario: this model can be useful for detecting quantization in a domain where
the coefficients of the quantized content are rounded, and also for characterizing filtering of
blockwise quantized contents. As a particular case we can think of detecting quantization
in the transformed domain of images, in the scenario where the pixels are rounded, or the
full-frame filtering of blockwise quantized images.

• PDF theoretical model: in general, the pmf of the quantized content will be given by

pquant1(k∆|∆) =

∫ k∆+∆/2

k∆−∆/2

fX(x)dx,

so the pdf of the quantized content after adding the AWGN can be written as

f1(x|∆, σ2
N ) =

∞∑
k=−∞

pquant1(k∆)
e
−(x−k∆)2

2σ2
N√

2πσ2
N

.

As a particularly interesting case we will consider the scenario where our input is i.i.d. Lapla-
cian distributed. Therefore, denoting by λ the Laplacian distribution parameter, and by ∆
the quantization stepsize, then, the pmf of the quantized signal is

pquant1(k∆|∆) =

∫ k∆+∆/2

k∆−∆/2

e
−|x|
λ

2λ
dx =


e
−|2k∆|+∆

2λ −e
−|2k∆|−∆

2λ

2 , if k ∈ Z, k 6= 0

1− e−∆
2λ , if k = 0

0, otherwise

, (2.3)

where in this case λ = 10 (as the content of the variance is 200).

• Known/unknown parameters: since the quantization is assumed to be performed in a trans-
formed domain known by the forensics analyzer (e.g., the 8× 8 DCT domain for JPEG quan-
tization), the original signal will be modeled by a known distribution (in the case of images,
an i.i.d. zero-mean Laplacian). Although in the results reported in this section we will assume
its parameters to be known, they could be also estimated by using (2.1) or (2.2). The operator
chain parameters to be estimated will be the quantization step ∆ and the AWGN variance σ2

N .

• Obtained results: for the experimental results we will focus in the case where the input signal
i i.i.d. Laplacian. Fig. 2.1 compares the theoretical pdf (red line) and the sample histogram
(for n = 106); this plot helps to show the shape of the pdf. Then, Figs. 2.2 (n = 104), 2.3
(n = 105), 2.4 (n = 106) and 2.5 (n = 107) compare D(f0||f1) and LLR(x) when (σ2

N )1 =
(σ2
N )0, i.e., only variation with respect to ∆1 (the alternative hypothesis quantization stepsize)

is considered. For the Kullback-Leibler Divergence, the results for both the theoretical pdf
(which is indeed quantized in order to compute this measure, so a pmf is really used) and the
histogram (i.e., pemp) for the null hypothesis are plotted. As expected, the minimum of the
considered measures will be located at ∆1 = ∆0, being zero for the Kullback-Leiber Divergence
when the theoretical pdf of the null hypothesis is considered, and for LLR(x). Furthermore,
as theoretically predicted, the larger the value of n, the closer the matching between the
considered measures. Finally, Figs. 2.6, 2.7, and 2.8 show, respecitvely, the KLD between
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Figure 2.1: Theoretical pdf vs. Histogram for Scenario 1. ∆0 = 10, (σ2
N )0 = 10, n = 106.

the theoretical pdf under the null hypothesis and the theoretical pdf under the alternative
hypothesis, the KLD between the empirical pdf (the histogram) under the null hypothesis and
the theoretical pdf under the alternative hypothesis, and the LLR; remember that the label in
the X-axis, (σ2

N )1, stands for the noise variance considered by the alternative hypothesis. As
one would expect, the similarity between the different figures is large, and for all of them the
minimum of the target function is located at ∆1 = ∆0 and (σ2

N )1 = (σ2
N )0 (i.e., when the null

hypothesis parameters coincide with the alternative hypothesis ones).

Scenario 2: Double quantization

• Operator chain description: the considered content is scalar-quantized twice, and the latter
quantization stepsize is known by the forensics analyzer. Therefore, the target will be to
estimate the first quantization stepsize, similarly to the scenario described in [4].

• Application scenario: the typical application of this scenario is the double JPEG quantization
estimation.

• PMF theoretical model: Based on (2.3) the pmf on this scenario is given by

p2(k∆2|∆1,∆2) =
∑

m:Q∆2 (m∆1)=k∆2

pquant1(m∆1|∆1), (2.4)

where Q∆(·) denotes the minimum distance scalar quantizer with stepsize ∆.

• Known/unknown parameters: similarly to the previous scenario, we will assume the quanti-
zation to be performed in a transformed domain, so the content coefficients are modeled by
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Figure 2.2: Theoretical and empirical KLD and LLR for Scenario 1. ∆0 = 10, (σ2
N )0 = (σ2

N )1 = 10,
n = 104.

a Laplacian; we further assume that the variance is known. The first quantization step (∆1)
is not available, so it is estimated following the proposed approach. The second quantization
step (∆2) is assumed to be known; this is a realistic assumption, as the input format to the
forensics analyzer will typically be the result of the latter quantization.

• Obtained results: Fig. 2.9 shows the 3 measures already used in Figs. 2.3 and 2.5 for this
scenario when ∆2,0 = ∆2,1 = 9 (i.e., the second quantizer stepsize under the null hypothesis
is the same that under the alternative hypothesis) and ∆1,0 = 5 (remember that this value,
following the notation introduced at the beginning of this section, stands for the first quantizer
stepsize under the null hypothesis). As one would expect, the minimum of the considered target
is located at ∆1,1 = ∆1,0 (meaning that the first quantizer stepsize considered by the alternative
hypothesis is exactly that one used under the null hypothesis). Special attention should be
paid to the discontinuities on the target functions, due to the characteristic quantization effect.

Scenario 3: Triple quantization

• Operator chain description: the content goes through three scalar quantizers connected in
series. The last quantization stepsize is known.

• Application scenario: this is a generalized version of the typically studied double JPEG quan-
tization. The real target of this scenario is to illustrate the power of the proposed distinguisha-
bility measures.
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Figure 2.3: Theoretical and empirical KLD and LLR for Scenario 1. ∆0 = 10, (σ2
N )0 = (σ2

N )1 = 10,
n = 105.

• PMF theoretical model: Based on (2.4) the pmf on this scenario is given by

p3(k∆3|∆1,∆2,∆3) =
∑

m:Q∆3 (m∆2)=k∆3

p2(m∆2|∆1,∆2).

• Known/unknown parameters: similarly to the two previous scenarios, the input signal is as-
sumed to be Laplacian of known variance. The first two quantization steps (respectively ∆1

and ∆2) are not known, but the third one (∆3) is available at the forensics analyzer.

• Obtained results: the results for this case are shown in Figs. 2.10, 2.12, and 2.14, and details
of those figures in Figs. 2.11, 2.13, and 2.15. Again, the minimum of the considered target
function is located at ∆1,1 = ∆1,0 and ∆2,1 = ∆2,0. Similarly to scenario 2, the discontinuities
due to quantization can be clearly observed.

Scenario 4: Quantization; Gamma correction; Quantization

• Operator chain description: the input content (e.g., an image) is quantized, for example due to
the Analog to Digital Conversion. Then, the obtained digital content goes through a gamma
correction in order to improve the contrast; as the levels of the output signal are not in a
lattice (i.e., they are not at a constant distance), a second quantization is performed in order
to produce a content with a typical coding. The last quantization stepsize is known
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Figure 2.4: Theoretical and empirical KLD and LLR for Scenario 1. ∆0 = 10, (σ2
N )0 = (σ2

N )1 = 10,
n = 106.

• Application scenario: an image is captured using a lossless format (as TIFF), and then it is
processed with a gamma correction to improve its contrast; as the output of the corrector is
in general a real number, a second quantization must be performed in order to produce an
output TIFF image. In this example of use, lossy quantization algorithms (e.g., JPEG) are not
considered, as the quantization and the gamma correction should be performed in the same
domain; given that the gamma correction is usually applied in the pixel domain, that should
be also the case for the quantization, while those lossy quantization algorithms most of times
work in a transform domain (as the DCT). Additionally, as we are working in the pixel domain
the Laplacian model for the considered coefficients is no longer suitable. In this scenario, as
well as in the next one, which deals with a very similar framework, we will try to model pixel
distribution of an image. Although the neighboring pixels of natural images are well known to
be dependent, as the considered processing operates pointwise such that dependence can be
neglected for our model and analysis. Therefore, in this case the input distribution will be an
i.i.d. Gaussian with mean µX = 128 and variance σ2

X = 240, truncated to be in the interval
[0, 255].

• PMF theoretical model: In this case it will be useful to introduce

pquant2(k∆|∆) =


Q
(
k∆−∆/2−µX

σX

)
−Q

(
k∆+∆/2−µX

σX

)
, if k ∈ N, k > 0, and k <

(
255
∆ − 1

2

)
1−Q

(
∆/2−µX
σX

)
, if k = 0

Q
(
k1∆−∆/2−µX

σX

)
, if k = k1

0, otherwise

,
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Figure 2.5: Theoretical and empirical KLD and LLR for Scenario 1. ∆0 = 10, (σ2
N )0 = (σ2

N )1 = 10,
n = 107.
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Figure 2.6: Theoretical KLD for Scenario 1. ∆0 = 10, (σ2
N )0 = 10, n = 107.
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Figure 2.7: Empirical KLD for Scenario 1. ∆0 = 10, (σ2
N )0 = 10, n = 107.
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Figure 2.8: LLR for Scenario 1. ∆0 = 10, (σ2
N )0 = 10, n = 107.
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Figure 2.9: Theoretical and empirical KLD and LLR for Scenario 2. ∆1,0 = 5,∆2,0 = ∆2,1 = 9,
n = 106.
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Figure 2.10: Theoretical KLD for Scenario 3. ∆1,0 = 4, ∆2,0 = 7, ∆3,0 = ∆3,1 = 9, n = 106.
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Figure 2.11: Detail of the theoretical KLD for Scenario 3. ∆1,0 = 4, ∆2,0 = 7, ∆3,0 = ∆3,1 = 9,
n = 106.
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Figure 2.12: Empirical KLD for Scenario 3. ∆1,0 = 4, ∆2,0 = 7, ∆3,0 = ∆3,1 = 9, n = 106.

where k1 = d 255
∆ − 1

2e, and Q(x) =
∫∞
x

e

−x2

2σ2
X√

2π
. Based on this distribution, the pmf on this

scenario is given by

p4(k∆2|∆1, γ,∆2) =
∑

m:Q∆2
([m∆1]γ)=k∆2

pquant2(m∆1|∆1).

• Known/unknown parameters: the first quantization stepsize will be denoted by ∆1, and the
gamma correction parameter by γ; both of them will not be known at the forensics analyzer.
On the other hand, the second quantization stepsize ∆2, as well as the mean (and variance of
the input signal will be assumed to be known.

• Obtained results: Figs. 2.16, 2.18, and 2.20 show the theoretical and empirical KLDs, as well
as the LLR for ∆1,0 = 1 (first quantization stepsize for the null hypothesis), γ0 = 0.9 (gamma
correction factor for the null hypothesis), ∆2,0 = ∆2, 1 = 4 (second quantization stepsize for the
null hypothesis coincide with the the corresponding stepsize under the alternative hypothesis)
, and n = 106; details of those plots can be found in Figs. 2.17, 2.19, and 2.21. Again, as it one
would expect the minimum of the considered functions are located at ∆1,1 = 1 and γ1 = 0.9.
It is interesting to note that for values of γ1 even slightly smaller than γ0 the value of the
considered target functions is very large. This is related to the fact that in that case there will
be observations in the studied sample, and pmf values in the null hypothesis pmf that will be
impossible (due to the first quantization and the truncation of the input signal; otherwise they
would be just very improbable) under the alternative hypothesis.
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Figure 2.13: Detail of the the empirical KLD for Scenario 3. ∆1,0 = 4, ∆2,0 = 7, ∆3,0 = ∆3,1 = 9,
n = 106.
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Figure 2.14: LLR for Scenario 3. ∆1,0 = 4, ∆2,0 = 7, ∆3,0 = ∆3,1 = 9, n = 106.
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Figure 2.15: Detail of the LLR for Scenario 3. ∆1,0 = 4, ∆2,0 = 7, ∆3,0 = ∆3,1 = 9, n = 106.
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Figure 2.16: Theoretical KLD for Scenario 4. ∆1,0 = 1, γ0 = 0.9, ∆2,0 = ∆2,1 = 4, n = 106.
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Figure 2.17: Detail of the theoretical KLD for Scenario 4. ∆1,0 = 1, γ0 = 0.9, ∆2,0 = ∆2,1 = 4,
n = 106.
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Figure 2.18: Empirical KLD for Scenario 4. ∆1,0 = 1, γ0 = 0.9, ∆2,0 = ∆2,1 = 4, n = 106.
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Figure 2.19: Detail of the empirical KLD for Scenario 4. ∆1,0 = 1, γ0 = 0.9, ∆2,0 = ∆2,1 = 4,
n = 106.
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Figure 2.20: LLR for Scenario 4. ∆1,0 = 1, γ0 = 0.9, ∆2,0 = ∆2,1 = 4, n = 106.
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Figure 2.21: Detail of the LLR for Scenario 4. ∆1,0 = 1, γ0 = 0.9, ∆2,0 = ∆2,1 = 4, n = 106.

Scenario 5: Gamma correction; Quantization; Quantization

• Operator chain description: this scenario is very similar to the previous one, but in this case
the first quantization and the gamma correction are swapped. The relevance of considering
these two related scenarios is that later we will show that the proposed measures are able to
distinguished between them, illustrating their ability for determining operator ordering, even
when the parameters used in those operators are not known at the forensics analyzer.

• Application scenario: an example of use of this scenarios is a framework where we have a
camera with an analog gamma corrector; then, the corrected analog signal is digitalized (so a
first fine quantization must be considered). Finally, trying to fool to the forensics analyzer, or
just in order to reduce the size of the produced image (e.g., the original signal could use 12
bits/(channel color) per pixel, while the output of the second quantizer could use just 8), a
second quantizer is used.

• PMF theoretical model: In this case it will be useful to introduce

pquant3(k∆|∆) =



Q
(

(k∆−∆/2)1/γ−µX
σX

)
−Q

(
(k∆+∆/2)1/γ−µX

σX

)
, if k ∈ N, k > 0,

and k <
(

255
∆ − 1

2

)
1−Q

(
(∆/2)1/γ−µX

σX

)
, if k = 0

Q
(

(k2∆−∆/2)1/γ−µX
σX

)
, if k = k2

0, otherwise

,
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Figure 2.22: Theoretical KLD for Scenario 5. γ0 = 0.9, ∆1,0 = 1, ∆2,0 = ∆2,1 = 4, n = 106.

where k2 = d 255γ

∆ − 1
2e. Based on this distribution, the pmf on this scenario is given by

p5(k∆2|γ,∆1,∆2) =
∑

m:Q∆2 (m∆1)=k∆2

pquant3(m∆1|∆1).

• Known/unknown parameters: similarly to the previous case, the gamma correction γ, and the
first quantization stepsize ∆1 will not be known at the forensics analyzer. On the other hand,
the second quantization stepsize ∆2, as well as the mean (and variance of the input signal will
be assumed to be known.

• Obtained results: Figs. 2.22, 2.24, and 2.26 show the theoretical and empirical KLDs, as well
as the LLR for γ0 = 0.9 (gamma correction factor under the null hypothesis), ∆1,0 = 1 (first
quantizer stepsize for the null hypothesis), ∆2,0 = ∆2,1 = 4 (second quantizer stepsizes for the
null and alternative hypothesis, respectively), and n = 106; details of those figures are shown
in Figs. 2.23, 2.25, and 2.27. Again, as it one would expect the minimum of the considered
functions are located at γ1 = 0.9 and ∆1,1 = 1. Also similarly to the previous scenario, values
of γ1 even slightly smaller than γ0 produce very large values (even infinty) of the considered
target functions. Finally, one can observe that the cases where ∆1,1 > ∆2,0 are easily discarded;
again, this is due to the presence of centroids with non-null probability that will not be feasible
under the alternative hypothesis.
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Figure 2.23: Detail of the theoretical KLD for Scenario 5. γ0 = 0.9, ∆1,0 = 1, ∆2,0 = ∆2,1 = 4,
n = 106.
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Figure 2.24: Empirical KLD for Scenario 5. γ0 = 0.9, ∆1,0 = 1, ∆2,0 = ∆2,1 = 4, n = 106.
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Figure 2.25: Detail of the empirical KLD for Scenario 5. γ0 = 0.9, ∆1,0 = 1, ∆2,0 = ∆2,1 = 4,
n = 106.
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Figure 2.26: LLR for Scenario 5. γ0 = 0.9, ∆1,0 = 1, ∆2,0 = ∆2,1 = 4, n = 106.
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Figure 2.27: Detail of the LLR for Scenario 5. γ0 = 0.9, ∆1,0 = 1, ∆2,0 = ∆2,1 = 4, n = 106.

Scenario 6: Filtered AWGN with channel h = (1, h(1), h(2))

• Operator chain description: this scenario considers the effect of filtering AWGN (with mean
µX = 0) with an FIR filter of order 2. This example must be regarded as a very simple case of
filtering detection and estimation, where those tasks are made easier by the fact of the filter
input distribution being known. Additionally to its inherent interest, we think that the study
of this framework is also worth due to the introduced memory.

• Application scenario: this scenario must be regarded as a filtering toy example, showing the
power of the proposed measures for dealing with systems with memory. Due to the memory
constraint, L filtered vectors, each of them of length n, will be studied; the empirical results
in this case are not obtained by using the histogram, but the Gaussian pdfs parameterized by
the sample mean (assumed to the the same for each sample) and covariance matrix (with size
n× n) estimated from the observed samples by using ML.

• PDF theoretical model: in this case it is well known that

f6(x|µY ,Σ) =
e−

1
2 (x−µY )TΣ−1(x−µY )

(2π)
n/2 |Σ|1/2

, (2.5)

where µY is the mean of the filtered content (so if we are computing the theoretical pdf, based
on µX = 0, it is evident that µY = 0) and Σ is the covariance matrix, which for the theoretical
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Figure 2.28: Theoretical KLD for Scenario 6. h0 = (1, 0.4,−0.2), n = 104, L = 102, σ2
X = 2.

pdf, assuming that h = (1, h(1), h(2)) is used, will be computed as

Σ1,1 = σ2
X ,

Σ1,2 = Σ2,1 = h(1)σ2
X ,

Σ2,2 = [1 + h(1)2]σ2
X ,

Σi,i+2 = Σi+2,i = h(2)σ2
X , where i = 1, · · · , n− 2,

Σi,i+1 = Σi+1,i = [1 + h(2)]h(1)σ2
X , where i = 2, · · · , n− 1,

Σi,i = [1 + h(1)2 + h(2)2]σ2
X , where i = 3, · · · , n− 2.

On the other hand, in this scenario when we were interested in dealing with the empirical pdfs,
the use of the histogram would be impractical; instead, the ML estimation of the mean and
covariance matrix will be performed and fed to (2.5).

• Known/unknown parameters: for the sake of simplicity we will assume that the first coefficient
(corresponding to n = 0) of the considered filter will be 1. The other two coefficients of the
filter will not known at the forensics analyzer.

• Obtained results: Figs. 2.28, 2.29, and 2.30 show the theoretical and empirical KLDs, and the
LLR for the considered scenario. The filter used under the null hypothesis is h0 = (1, 0.4,−0.2),
and σ2

X = 2. It is worth highlighting the almost triangular shape of the level curves for all the
3 proposed measures; this fact can be shown to be related to the stability triangle of h0.
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Figure 2.29: Empirical KLD for Scenario 6. h0 = (1, 0.4,−0.2), n = 104, L = 102, σ2
X = 2.
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Figure 2.30: LLR for Scenario 6. h0 = (1, 0.4,−0.2), n = 104, L = 102, σ2
X = 2.
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Distinguishing between different operator chains or distinguishing between different
parameters used in the same operator chain

In the previous 6 scenarios we have checked the distinguishability capabilities of the proposed mea-
sures when the same operators in the same ordering and topology are compared, i.e., we were just
analyzing how easily the impact of the same operator chain could be distinguished for different op-
erator parameters. Indeed, in all the scenarios considered so far the null hypothesis belongs to the
alternative hypothesis search space, so there was at least a point, where the parameters correspond-
ing to the alternative hypothesis are equal to those corresponding to the null hypothesis, that yields
a null value of the KLD between the theoretical pdf/pmf corresponding to the null hypothesis and
its alternative hypothesis counterpart, as well as a null value of the LLR.
On the other hand, in the last two scenarios we will compare two pairs of the previously introduced
scenarios in order to get at least a rough idea of the goodness of those measures for distinguishing
different operator chains. In this sense, we will focus our efforts on distinguishing between the cases
of two quantizations and three quantizations (where we will be also able to estimate the stepsize
corresponding to each of those quantizations), and between scenarios 4 and 5, so the operator
ordering will be determined, and the parameters corresponding to each topology are estimated using
ML (in case that the LLR measure is used; as it was already mentioned, if the KLD were used, the
proposed procedure will just asymptotically converge to ML).

Scenario 7: Quantization+Quantization vs. Quantization+Quantization+Quantization

In this section we will analyze the results of comparing the pdfs and samples produced by Scenarios
2 and 3, where the considered content goes through 2 and 3 quantizers, respectively. The obtained
results can be summarized as

min(∆1,1,∆2,1)∈R+×R+ D(ptheo,2(x|∆1,0 = 5,∆2,0 = 9)||ptheo,3(x|∆1,1,∆2,1,∆3,1 = 9)) = 0,

min(∆1,1,∆2,1)∈R+×R+ D(pemp,2(x|∆1,0 = 5,∆2,0 = 9)||ptheo,3(x|∆1,1,∆2,1,∆3,1 = 9)) = 1.5 · 10−5,

min(∆1,1,∆2,1)∈R+×R+ log
(

ptheo,2(x|∆1,0=5,∆2,0=9)
ptheo,3(x|∆1,1,∆2,1,∆3,1=9)

)
= 0,

min∆1,1∈R+ D(ptheo,3(x|∆1,0 = 4,∆2,0 = 7,∆3,0 = 9)||ptheo,2(x|∆1,1,∆2,1 = 9)) = 0.0438,

min∆1,1∈R+ D(pemp,3(x|∆1,0 = 4,∆2,0 = 7,∆3,0 = 9)||ptheo,2(x|∆1,1,∆2,1 = 9)) = 0.0435,

min∆1,1∈R+ log
(
ptheo,3(x|∆1,0=4,∆2,0=7,∆3,0=9)

ptheo,2(x|∆1,1,∆2,1=9)

)
= 0.0435,

while when the same operator chain topology and ordering is considered

min∆1,1∈R+ D(ptheo,2(x|∆1,0 = 5,∆2,0 = 9)||ptheo,2(x|∆1,1,∆2,1 = 9)) = 0,

min∆1,1∈R+ D(pemp,2(x|∆1,0 = 5,∆2,0 = 9)||ptheo,2(x|∆1,1,∆2,1 = 9)) = 2.1 · 10−5,

min∆1,1∈R+ log
(
ptheo,2(x|∆1,0=5,∆2,0=9)
ptheo,2(x|∆1,1,∆2,1=9)

)
= 0,

min(∆1,1,∆2,1)∈R+×R+ D(ptheo,3(x|∆1,0 = 4,∆2,0 = 7,∆3,0 = 9)||ptheo,3(x|∆1,1,∆2,1,∆3,1 = 9)) = 0,

min(∆1,1,∆2,1)∈R+×R+ D(pemp,3(x|∆1,0 = 4,∆2,0 = 7,∆3,0 = 9)||ptheo,3(x|∆1,1,∆2,1,∆3,1 = 9)) = 1.5 · 10−5,

min(∆1,1,∆2,1)∈R+×R+ log
(
ptheo,3(x|∆1,0=4,∆2,0=7,∆3,0=9)
ptheo,3(x|∆1,1,∆2,1,∆3,1=9)

)
= 0.

n = 106.
It is interesting to note that whenever Scenario 2 is considered as null hypothesis and Scenario 3 is
the alternative one, the obtained results indicate that the two scenarios can not be distinguished.
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This result, although probably a bit surprising at the first sight, can be easily explained; it means
that whenever 3 quantizers are considered for the alternative hypothesis, one can find quantization
stepsizes of the first and second quantizer such that the output of the total system is equivalent to
just consider 2 quantizers (the null hypothesis). In other words, there is at least one subcase within
the alternative hypothesis search space that yields the same results that the null scenario. Indeed,
in the considered framework several of those cases exist; just for the sake of illustration, we will
enumerate some of them:

• (∆1,1,∆2,1) = (5, 5): due to the idempotence of the two first quantizers, the cascade of the
three quantizers in the alternative hypothesis is equivalent to the cascade considered by the
null hypothesis.

• (∆1,1,∆2,1) = (5, 9): one can follow a reasoning similar to the previous point, but considering
in this case the last two quantizers.

• (∆1,1,∆2,1) = (5/(2n + 1), 5), where n is any non-negative integer value: the output of the
second quantizer is the same that if one had (∆1,1,∆2,1) = (5, 5), as the quantization region
boundaries corresponding to ∆ = 5 are a subset of those corresponding to ∆ = 5

2n+1 , where n
is any non-negative integer number.

• (∆1,1,∆2,1) = (5, 9/(2n+ 1)), with n any non-negative integer number: following a reasoning
similar to the previous case, but considering the relationship between the quantization regions
corresponding to the second and third quantizers.

• (∆1,1,∆2,1) = (5, 5/n), where n is any positive integer number: if that relationship between
the quantization stepsizes holds, then the second quantizer does not modify the quantized
values, and consequently the same values will be obtained at the output of the third quantizer.

• (∆1,1,∆2,1) = (5, ξ), where 0 < ξ < 1: since the minimum distance between the points in
5Z and 9Z + 4.5 (the quantizaton boundaries of the third lattice) is 0.5, if the quantization
distortion is smaller than 0.5, then a change in the chosen centroid of the third lattice is not
possible. The mentioned constraint on the quantization distortion is verified if ∆2,1 < 1.

• (∆1,1,∆2,1) = (5,∆∗2), where ∆∗2 is any positive real number verifying{
∀k ∈ Z,∃(k2, k3) : k2 = round

(
k1∆1

∆2

)
, k3 = round

(
k2∆2

∆3

)
, k3 = round

(
k1∆1

∆3

)}
.

Be aware that no any ∆∗2 > 0 is a feasible solution to the previous problem, as the two values
assigned to k3 should coincide. Intuitively, the last formula means that we can consider any
value of ∆2,1, as long as the result of quantizing the output of the first quantizer (k1∆1, for any
integer k1) with the third quantizer, is equivalent to quantize it first with the second quantizer,
and then with the third one. Note that this last bullet is not implied by the previous ones; for
example, ∆∗2 = 1.2 verifies this constraint, while it does not hold any of the previous conditions.

On the other hand, whenever the triple quantization scenario is considered as the null hypothesis (i.e.,
the content under test is produced by going through different quantizers), it is easily distinguished
from the double quantization case.
Finally, we would like to emphasize that the values of D(pemp||ptheo) correspond to consider a
particular sample (n = 106), changing for each realization; in any case, the obtained results were
always in the same order of magnitude that the reported data.
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Scenario 8: Gamma+Quantization+Quantization vs. Quantization+Gamma+Quantization

When dealing with the comparison between the operator chains described in Scenarios 4 and 5 one
has to consider the swapping of the location of the first quantizer and the gamma corrector. The
obtained results are the following,

min(γ1,∆1,1)∈R+×R+ D(ptheo,4(x|∆1,0 = 1, γ0 = 0.9,∆2,0 = 4)||ptheo,5(x|γ1,∆1,1,∆2,1 = 4)) = 1.2 · 10−3,

min(γ1,∆1,1)∈R+×R+ D(pemp,4(x|∆1,0 = 1, γ0 = 0.9,∆2,0 = 4)||ptheo,5(x|γ1,∆1,1,∆2,1 = 4)) = 1.1 · 10−3,

min(γ1,∆1,1)∈R+×R+ log
(
ptheo,4(x|∆1,0=1,γ0=0.9,∆2,0=4)

ptheo,5(x|γ1,∆1,1,∆2,1=4)

)
= 1.1 · 10−3,

min(γ1,∆1,1)∈R+×R+ D(ptheo,5(x|γ0 = 0.9,∆1,0 = 1,∆2,0 = 4)||ptheo,4(x|∆1,1, γ1,∆2,1 = 4)) = 1.7 · 10−3,

min(γ1,∆1,1)∈R+×R+ D(pemp,5(x|γ0 = 0.9,∆1,0 = 1,∆2,0 = 4)||ptheo,4(x|∆1,1, γ1,∆2,1 = 4)) = 1.8 · 10−3,

min(γ1,∆1,1)∈R+×R+ log
(
ptheo,5(x|γ0=0.9,∆1,0=1,∆2,0=4)

ptheo,4(x|∆1,1,γ1,∆2,1=4)

)
= 1.8 · 10−3,

while when the null hypothesis belongs to the search space of the alternative hypothesis (i.e., the
same operator chain topology and ordering is considered)

min(γ1,∆1,1)∈R+×R+ D(ptheo,4(x|∆1,0 = 1, γ0 = 0.9,∆2,0 = 4)||ptheo,4(x|∆1,1, γ1,∆2,1 = 4)) = 0,

min(γ1,∆1,1)∈R+×R+ D(pemp,4(x|∆1,0 = 1, γ0 = 0.9,∆2,0 = 4)||ptheo,4(x|∆1,1, γ1,∆2,1 = 4)) = 8.6 · 10−6,

min(γ1,∆1,1)∈R+×R+ log
(
ptheo,4(x|∆1,0=1,γ0=0.9,∆2,0=4)

ptheo,4(x|∆1,1,γ1,∆2,1=4)

)
= 0,

min(γ1,∆1,1)∈R+×R+ D(ptheo,5(x|γ0 = 0.9,∆1,0 = 1,∆2,0 = 4)||ptheo,5(x|γ1,∆1,1,∆2,1 = 4)) = 0,

min(γ1,∆1,1)∈R+×R+ D(pemp,5(x|γ0 = 0.9,∆1,0 = 1,∆2,0 = 4)||ptheo,5(x|γ1,∆1,1,∆2,1 = 4)) = 7.65 · 10−6,

min(γ1,∆1,1)∈R+×R+ log
(
ptheo,5(x|γ0=0.9,∆1,0=1,∆2,0=4)

ptheo,5(x|γ1,∆1,1,∆2,1=4)

)
= 0.

Similarly to the previous scenario, the results for D(pemp||ptheo) depend on the particular sample
(n = 106), but for different samples the obtained results are in the same order of magnitude.
These results show that the proposed measures are able to distinguish between very similar operator
chains; specifically, in this case they prove to be useful tools for determining the ordering of operators
in complex chains.

2.1.6 Conclusions and future work

In this section two measures are proposed that allow us to determine the fundamental limits on
the distinguishability between processing operator chains, as well as between classes of processing
operator chains. Based on those criteria, optimal or simplified near-optimal detectors can be de-
fined. Additionally, in game theoretic frameworks the proposed measures may be used by attackers
for designing smart attacks where constraints (for instance, on the introduced distortion) can be
introduced. Additional future lines include: a) the summarization of the plots shown in this section
in a kind of ROC curve (false negative vs. false positive error probabilities), which will show the
probability of the KLD/LLR being smaller than a given threshold, b) the consideration of a priori
information about the original signal and system parameters, c) performing experiments with real
images, d) comparing the results obtained with real images with those of existing schemes in the
literature.
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2.2 Analysis of specific scenarios

2.2.1 Analysis of double DPCM

Differential Pulse Code Modulation (DPCM) is a technique used to encode signals exploiting the
correlation between neighboring samples. It has been widely adopted for both mono and multi-
dimensional signals. As an example, DPCM has been the core element of the first effective audio
codecs. Moreover, as it concerns image and video coding, both motion compensation and spatial
prediction are based on enhanced DPCM schemes.
The key tenet in DPCM coding is the fact that samples at neighboring positions are highly correlated.
This fact makes possible to estimate the current sample from the neighboring ones (either in time or
space, depending on the application). By exploiting this correlation, the main idea is to store only
the information about the difference between samples and the previous ones. By encoding only this
difference, the amount of data to be transmitted to the decoder is significantly decreased.
Without loss of generality, in the following we analyze a mono-dimensional DPCM architecture.
Extension to multi-dimensional DPCM is straightforward. Let us consider a sampled signal x(t), t ∈
N, which is a realization of a stochastic process X where the samples x(t) are correlated with the
previous ones (x(t−1), x(t−2), x(t− . . .)). Let us define the prediction error as a weighed difference
between adjacent samples as

e(t) = x(t)− a x(t− 1),

where a is a correlation parameter. The encoder can now quantize e(t) instead of x(t) obtaining

eq(t) = Q∆(e(t)) = round

(
e(t)

∆

)
,

where round(·) is the rounding function to the nearest integer, achieving a better compression rate,
if the x(t) correlation hypothesis holds. Given the value of the sample x(t = t0), the decoder can
reconstruct all the following samples as

xr(t) = ∆ eq(t) + a xr(t− 1), t > t0.

Considering that the decoder has no access to x(t) values, the definition of e(t) can be modified as

e(t) = x(t)− a xr(t− 1),

where the encoder takes into account the fact that x(t) will be decoded using the previously recon-
structed samples xr(t).
Notice that in this schema, at least the first sample needs to be transmitted at the decoder. Moreover,
in case one sample is lost or corrupted, sample xr(t) at the decoder does not correspond to the
reconstructed sample used at the encoder to compute e(t). In this situation, if a sample is decoded
obtaining a wrong reconstruction, all the following reconstructed samples will be affected by an
error. In order to limit this error propagation, which is one of the main problem in DPCM scheme, a
non-predicted sample xr(t) is included in the reconstructed frame at fixed time instants t such that

xr(t) = ∆round

(
x(t)

∆

)
.

Usually, this kind of coding takes place with a fixed frequency (every N samples), i.e., at time
instants k ·N , k ∈ N. In this deliverable, the interval of samples between two non-predicted xr(t) is
called GOP (using a term mutuated from video coding, where GOP stands for Group-Of-Pictures).
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Using the same analogy with video coding, non-predicted samples are called Intra coded. As a matter
of fact, the parameter N is called either Intra period or GOP size.
In our analysis, we adopt as input signal a simple Markov model x(t) = ρ x(t− 1) + w(t), where ρ
is the correlation coefficient between the actual sample x(t) and the preceding sample x(t− 1), and
w(t) is the outcome of a stochastic process of independent-and-identically-distributed (i.i.d) Gaussian
variables (W ∼ N (0, σ)). In this situation, assuming that a = ρ from previous estimations, it is
possible to fully characterize a DPCM loop via the two parameters ∆ and N .
In the following, we will discuss the behavior of signals whenever a DPCM stage is followed by another
DPCM unit with different coding parameters. We will describe the first stage with parameters ∆1

and N1, while parameters ∆2 and N2 are related to the second stage. The signal xr,1(t) is the signal
outputted by the first stage, which is fed as input for the second stage. The resulting prediction
error e1(t) = x(t) − a xr,1(t − 1) is coded into eq,1(t). At the end of the second stage, we have
xr,2 = ∆2 eq,2(t) + a xr,2(t− 1) (in case of a predicted sample).
In the following sections, we will evaluate the relationship between these elements for different values
of coding parameters.

Double DPCM with different quantization steps/GOP sizes

In this section we perform the analysis of a cascade of two DPCM stages with N1 6= N2 and ∆1 6= ∆2.
However, in order to accomplish this goal, we first analyze a simplified version of the problem, and
then we generalize the solution to solve the full problem.
Let us first consider the case N1 = N2 and ∆1 6= ∆2. In this case, the problem of double DPCM
is closely related to a double quantization problem. Indeed, when the Intra period does not change
between the two stages, Intra coded samples after the first DPCM are re-encoded into Intra coded
ones by the second DPCM. The only operation these samples undergo is quantization, in the first
stage with quantization step ∆1, and then with quantization step ∆2.
In this analysis let us consider an exponential variable X, which can be characterized by the param-
eter λ such that its probability density function is f(x) = λ eλ x, with x ≥ 0 and λ > 0. Assuming
that quantization is operated with a floor operation (in order to simplify the overall notation), it is
possible to see that the quantized levels of X follow a geometric distribution since

Xq,1 =

⌊
X

∆1

⌋
such that its pmf is

pXq,1(x) = P [Xq,1 = x] =
∫ (x+1) ∆1

x ∆1
λe−λ udu = e−λ ∆1x

(
1− e−λ ∆1

)
= (1− q) qx,

where the parameter q = e−λ ∆1 characterizes the geometric probability mass function.
The variable Xq,1 can be reconstructed at the decoder into the variable Xr,1 = Xq,1 ∆1. After
decoding it is re-compressed by the second DPCM into

Xq,2 =

⌊
Xr,1

∆2

⌋
=

⌊
Xq,1∆1

∆2

⌋
.

It is possible to describe the probability mass function (pmf) for Xq,2 distinguishing different cases
according to the relation between ∆1 and ∆2. In this analysis, the cases ∆1 = s∆2 or ∆2 = s∆1 for
s ∈ N are quite trivial to deal with. In the first case, ∆1 is an integer multiple of ∆2, thus after the
second quantization step the signal is re-quantized into the same bins. In the other case, if s = 1 the
second quantization has no effect, while if s 6= 1, the quality degradation on the reconstructed values
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Xq,2 · ∆2 would make the reconstructed data useless (for images, doubling the quantization step
would lead approximately to a 6 dB PSNR loss). However it is also easy to show that if ∆2 = s∆1,
s ∈ N, Xq,2 has a geometric distribution with pdf

pXq,2(x) =
∑(x+1)s−1
k=x s (1− q)qs = (1− q)∑(x+1)s−1

k=x s qs = (1− q)
[

1−q(x+1) s

1−q − 1−qs x
1−q

]
= qs y − qs (x+1) = (1− qs) qs x = (1− q2) qx2 ,

(2.6)

with parameter q2 = qs. It is possible to notice that s values of Xq,1 are mapped into one value of
Xq,2, and therefore, the probability mass function of Xq,2 can be obtained summing s-ples of values
from the pmf of Xq,1.
However, in case ∆2 = s ∆1 + r, r 6= 0, the statistics of coefficients gets more complex. Let us
consider the simplest case where ∆1 = h · r, h ∈ N, h > 1 (i.e., the ratio between ∆1 and ∆2 is a
rational number). As in the previous case (see equation (2.6)), for the first h − 1 symbols of Xq,2

it is possible to compute the probability summing s values from the distribution of Xq,1. Every
h-th value we need to include one extra symbol since the interval h ∆2 corresponds to the interval
(s + 1) ∆1. As a matter of fact, following the same derivation of equation (2.6), it is possible to
obtain that the pmf of Xq,2 is

pXq,2(x) = qx2 (1− q2)qbx/hc. (2.7)

Similar results can be obtained for a real r (i.e., with the ratio ∆2/∆1 ∈ R). These cases deal with
the fact that the second quantization is coarser with respect to the first quantization (i.e., ∆2 > ∆1).
However, in case the second quantization is finer (∆2 < ∆1), the structure of the resulting pmf
changes. In case the ∆1 = s∆2 (s ∈ N), the pmf is a sparse geometric distribution

pXq,2(x) =

+∞∑
t=0

qt (1− q) I(x == t s),

where I(·) is the identity function. Sparsity derives from the fact that pmf of Xq,2 is non null only
for those symbols whose output values correspond to the output values of Xq,1. Following the same
generalization of the case ∆1 < ∆2, it is possible to assume that ∆1 = s∆2 +r (s ∈ N, h ∈ N, h > 1).
Also in this case, the pmf of Xq,2 is a sparse geometric distribution, where

pXq,2(x) =

+∞∑
t=0

qt (1− q) I(x == t s+ bt/hc). (2.8)

In both equations (2.7) and (2.8) it is possible to notice an oscillating behavior in coefficient distri-
bution (see Fig. 2.31) with respect to the geometric curve. This fact is derived from the fact that
coefficients are re-distributed among the bins of quantizations. This is expressed by the term by/hc
in equation (2.7) and by the interleaving of zeros in equation (2.8).
It is possible to detect these oscillations by thresholding the probabilities pXq,i(·) with respect to a
given threshold τ . In case the realizations x have been derived from Xq,1, the set S = {x|pXq,1(x) >
τ} proves to be compact and convex (at least up to a certain value τ > τ1). In case x are derived
from Xq,2, the set S proves to be compact and convex only for a smaller set of possible values
τ > τ2 > τ1. As a matter of fact, the computed values τ∗ such that S is compact and convex for
every τ > τ∗ proves to be an interesting feature that allows discriminating whether the signal has
been compressed once or twice. Indeed, when this τ∗ is high (i.e., τ∗ > τ2), the probability that the
sequence has been coded twice is high. If the value of τ∗ which verifies the convex condition on S is
smaller (i.e., τ1 < τ∗ < τ2), the probability that the signal has been double-compressed is decreased.
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Figure 2.31: Comparison between pmfs of pXq,1(x) (single DPCM) and pXq,1(x) (double DPCM).
Actual probabilities are compared with the geometric model.

Fig. 2.32 shows the ROC curves for different couples of ∆1 and ∆2 values. Results were obtained
with the above discussed Markov model with σ = 30. As a result, it is possible to notice that
the efficiency of the detector is decreasing as far as the configurations of the quantizer are getting
closer to the small distortion regimen. This implies that the quantization error is independent from
the quantized signal and its statistics is only characterized by the choice of the quantization step.
For medium-high distortion, the quantization error results correlated with the input signal. As a
consequence, in the latter situation the oscillating behavior is more evident and detectable.
Moreover, if the signal has been double-compressed, the redistribution of values between quantization
bins allow to infer information about ∆1 values (we assume ∆2 known, since it is the last compression
stage).
Now that we are able to assess if the signal has been double quantized, we can remove the hypothesis
N1 = N2. In this situation it is interesting to blindly estimate the value of N1. Remember that N2

is known from the bit stream, and therefore, it is possible to use this information to obtain a more
effective N1 estimation. It is possible to see that the reconstruction error x(t) − xr,1(t) strongly
depends on whether the sample has been predicted or not. This depends on the fact that small
distortion conditions can be verified or not according to the variance of the quantized signal. Since
the variance of x(t) and e1(t) can be different, the reconstruction error con be more or less correlated
with the original signal according to whether we consider a predicted or a non-predicted sample.
This variability is utterly enhanced in the case of double DPCM compression. In this case, four
possible configurations can take place:

• Intra sample recoded as Intra.

• Intra sample recoded as Predicted.

• Predicted sample recoded as Intra.

• Predicted sample recoded as Predicted.
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(a) ROC curve from small distortions (∆1 = 15 and ∆2 = 17)

(b) ROC curve from medium-high distortions (∆1 = 21 and ∆2 = 23)

Figure 2.32: ROC curves for double DPCM detection under different distortion conditions.
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Figure 2.33: MSE values vs. sample number of GOP identification. In the reported graph N1 = 18
and N2 = 15.

Each configuration produce a different probability mass function for samples xq,2(t).
Provided that ∆1 has been correctly estimated, it is possible to use this information to find out N1

value. This estimation relies on the fact that quantization is an idempotent operator, i.e., quantizing
again a sample with the same quantization parameters would produce an output highly correlated
with the input. As a result, it is possible to write that

C(t) ∝ 1/Corr (Q∆1(Xr,2(t)) ∆1, Xr,2(t)) = MSE (Q∆1(Xr,2(t)) ∆1, Xr,2(t))

= E
[
(Q∆1

(Xr,2(t))∆1 − Xr,2(t))
2
]
,

where the correlation C(t) is measured using the MSE between the reconstructed value after the
third quantization (which uses ∆1) and the value Xr,2(t). The smaller the MSE, the higher is the
correlation. Idempotency implies that the correlation is higher (i.e., the MSE is lower) whenever it is
computed on a sample obtained from an Intra sample of the first DPCM stage (i.e., either Intra-Intra
or Intra-Predicted). An explanation for this is that the correlation for predicted samples is altered
by prediction mechanism and by the fact that small distortion condition is scarcely verified. The
GOP size of the first DPCM stage is found by looking at the GOP giving the minimum value of
MSE computed between the samples xq,2(t) and its quantized version round(xr,2(t)/∆1) ∆1. More
precisely, it is possible to find the average MSE value for different frames intervals, i.e.,

C(T ) =
1

M

M∑
k=0

C(k T ),

where M specifies the number of frames in the analysis. A GOP size detector can look at those
values of T that minimize C(T ). These values correspond to N1 and N2.
Fig. 2.33 shows that this is verified for N2 = 15 and N1 = 18. The MSE values present minimum
values at k · 15, k ∈ N, but it is also possible to see that the second smallest MSE values are to be
found at k · 18, k ∈ N.
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Table 2.1: Notation
I image
C quantized DCT coefficients
U unquantized DCT coefficients
Drc 8× 8 block DCT matrix, grid aligned to (r, c) pixel position
Q quantization according to 8× 8 quantization matrix
D dequantization according to 8× 8 quantization matrix
x generic DCT coefficient (either quantized or not)
(r, c) grid shift
Q quantization step
k DCT coefficient frequency index
(i, j) DCT block position within the image
(·)k select kth DCT coefficient from each 8× 8 block
L(i, j) likelihood map

2.2.2 Double JPEG Compression Models

The JPEG format is adopted in most of the digital cameras and image processing tools; many
forensic tools have thus been studied to detect the presence of tampering in this class of images. In
general, the manipulation is detected by analyzing proper artifacts introduced by JPEG recompres-
sion occurring when the forged image is created; in particular, such artifacts can be categorized into
two classes, according to whether the second JPEG compression adopts a discrete cosine transform
(DCT) grid aligned with the one used by the first compression or not. The first case will be referred
to as aligned double JPEG (A-DJPG) compression, whereas the second case will be referred to as
non aligned double JPEG (NA-DJPG) compression.
In this section, we will review the statistical models used to characterize both A-DJPG and NA-
DJPG artifacts. Then, we will introduce some simplifications that will be useful in defining the
proposed detection algorithm, as well as some modifications needed to take into account the effects
of rounding and truncation errors between the first compression and the second compression. The
notation used hereafter is summarized in Table 2.1.

JPEG Compression Model

The JPEG compression algorithm can be modeled by three basic steps [9]: 8 × 8 block DCT of
the image pixels, uniform quantization of DCT coefficients with a quantization matrix whose values
depend on a quality factor QF , entropy encoding of the quantized values. The image resulting from
decompression will be obtained by applying the inverse of each step in reverse order: entropy decod-
ing, dequantization, inverse block DCT. In the following analysis, we will consider that quantization
is achieved by dividing each DCT coefficient by a proper quantization step Q and rounding the
result to the nearest integer, whereas dequantization is achieved by simply multiplying by Q.
Let us then assume that an original uncompressed image I is JPEG compressed with a quality factor
QF , and then decompressed. Since entropy encoding is perfectly reversible, the image obtained after
JPEG decompression can be modeled as follows:

I1 = D−1
00 D(Q(D00I)) + E1 = I + R1.

In the above equation, D00 models an 8×8 block DCT with the grid aligned with the upper left corner
of the image, Q(·) and D(·) model quantization and dequantization processes, respectively, and E1
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is the error introduced by rounding and truncating the output values to eight bit integers. The last
quantity R1 can be thought of as the overall approximation error introduced by JPEG compression
with respect to the original uncompressed image. In the above chain, if rounding/truncation (R/T)
errors are neglected, the only operation causing a loss of information is the quantization process
Q(·).
In the following, we will analyse the artifacts that appear in presence of a double JPEG compression.
These artifacts, caused by the interaction of successive quantization and dequantization processes,
will depend on the alignment or misalignment of the respective block DCTs.

A-DJPG Compression

In the case of A-DJPG compression, we consider that the original image I has been JPEG compressed
with a quality factor QF 1, decompressed, and again compressed with a quality factor QF 2, with
the respective block DCTs perfectly aligned.
Let us consider the quantized DCT coefficients obtained after entropy decoding the doubly com-
pressed image. Such coefficients can be modeled as

C2 = Q2(D00I1) = Q2(D1(Q1(U)) + D00E1) (2.9)

where U = D00I are the unquantized DCT coefficients of I and Q1, Q2 denote that different
quantization matrices may be used. In the above equation, we can recognize a first term taking into
account quantization effects and a second term modeling R/T errors.
Since the JPEG standard uses 64 different quantization steps, one for each of the 64 frequencies
within a 8×8 DCT, the quantized coefficients will be distributed according to 64 different probability
distributions. According to (2.9), each of these distributions can be expressed as

pDQ(x;Q1, Q2) =

Q2x+Q2/2∑
v=Q2x−Q2/2

p1(v;Q1) ∗ gDQ(v) (2.10)

where Q1 and Q2 are the quantization steps of the first and last compression, gDQ(v) models the
distribution of the R/T error in the DCT domain, given by the term D00E1, ∗ models convolution,
and

p1(v;Q1) =

{∑v+Q1/2
u=v−Q1/2

p0(u) v = kQ1

0 elsewhere

models the distribution of the DCT coefficients after quantization by Q1 and dequantization, given
by the term D1(Q1(U)). In the above equation, p0(u) represents the distribution of the unquantized
coefficients.
The R/T error in the DCT domain is obtained as a linear combination of R/T errors on the pixel
values, where the latter can be assumed i.i.d. random variables. Hence, thanks to the central limit
theorem, it can be assumed Gaussian distributed with mean µe and variance σ2

e , i.e.

gDQ(v) =
1

σe
√

2π
e−(v−µe)2/σ2

e .

When A-DJPG is not present, the only visible effect is a single quantization with quality factor QF 2

and the quantized DCT coefficients can be expressed as

pNDQ(x;Q2) =

Q2x+Q2/2∑
v=Q2x−Q2/2

p0(v). (2.11)
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The above model holds also if the image was previously JPEG compressed but the DCT grids were
nor aligned, since this usually destroys the effects of the primary quantization [4].

NA-DJPG Compression

In the case of NA-DJPG compression, we can assume that the original image I has been JPEG
compressed using a DCT grid shifted by (r, c) 6= (0, 0), 0 ≤ r ≤ 7 and 0 ≤ c ≤ 7, with respect to the
upper left corner, so that the image obtained after JPEG decompression can be represented as

I1 = D−1
rc D1(Q1(DrcI)) + E1 (2.12)

where DrcI are the unquantized DCT coefficients of I and Q1, D1 denote that a proper quantization
matrix corresponding to the quality QF 1 was used1.
We then assume that the image has been again JPEG compressed with a quality factor QF 2, but
now with the block grid aligned with the upper left corner of the image. However, if we consider the
image after the second decompression, i.e., I2 = I1 +R2, and we apply a block DCT with alignment
(r, c), we have

DrcI2 = D1(Q1(DrcI)) + Drc(E1 + R2).

According to the above equation, the unquantized DCT coefficients obtained by applying to the
doubly compressed image I2 a block DCT with alignment (r, c) (i.e., the same alignment of the
first compression) can be expressed as the sum of a first term depending from prior quantization
(analogous to the first term in (2.9)) and a second term modeling the approximation error due to
the second JPEG compression. Hence, the distribution of DCT coefficients of a particular frequency
can be modeled as

pQ(x;Q1) = p1(x;Q1) ∗ gQ(x) (2.13)

where gQ(x) models the distribution of the JPEG approximation error due to the second compression
in the DCT domain. If we model the approximation error as the sum of the R/T error plus the
quantization error due to uniform quantization with step Q2

2, by invoking the central limit theorem
we can assume that the approximation error is Gaussian distributed with mean µe and variance
σ2
e +Q2

2/12, i.e.

gQ(x) =
1√

2π(σ2
e +Q2

2/12)
e−(x−µe)2/(σ2

e+Q2
2/12).

In the absence of NA-DJPG compression, that is the image did not undergo a first JPEG compression
with alignment (r, c), the unquantized DCT coefficients obtained by applying a shifted block DCT
can be assumed distributed approximately as the original unquantized coefficients, that is

pNQ(x) = p0(x) (2.14)

since a misalignment of the DCT grids usually destroys the effects of quantization [4].

Simplified Models

Although the models in (2.10) and (2.13) are quite accurate, they require the knowledge of the
distribution of the unquantized coefficients p0(u), which may not be available in practice. However,

1With a slight abuse of notation, in (2.9) and (2.12) we use the same symbols Q1(·) and D1(·) to denote slightly
different operators, since the respective quantization matrices are aligned to different grids.

2This is a strong approximation, since quantization error depends on the whole quantization matrix and the shift
(r, c). However, it allows us to keep the model reasonably simple.
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it is possible to make some simplifications in order to obtain models that are less dependent from
the image content.
In the case of A-DJPG, it was already observed in [10] that by neglecting the effects of R/T errors
the distribution of the quantized DCT coefficients is given by

pDQ(x;Q1, Q2) =

R(x)∑
u=L(x)

p0(u).

where, denoting as dxe and bxc the ceiling and floor function, respectively, L(x) = Q1

(⌈
Q2

Q1

(
x− 1

2

)⌉
− 1

2

)
,

and R(x) = Q1

(⌊
Q2

Q1

(
x+ 1

2

)⌋
+ 1

2

)
[2].

A simplified version of the above model can be obtained by introducing the following approximation
[11]

1

R(x)− L(x)

R(x)∑
u=L(x)

p0(u) ≈ 1

Q2

Q2x+Q2/2∑
u=Q2x−Q2/2

p0(u) =
1

Q2
pNDQ(x;Q2).

The above approximation holds whenever the function nDQ(x) = (R(x) − L(x))/Q2 > 0 and the
histogram of the original DCT coefficient is locally uniform. In practice, we found that for moderate
values of Q2 this is usually true, except for the center bin (x = 0) of the AC coefficients, which have
a Laplacian-like distribution. According to the above approximation, we have

pDQ(x;Q1, Q2) ≈ nDQ(x) · pNDQ(x;Q2), x 6= 0. (2.15)

i.e., we can approximate the distribution of the quantized DCT coefficients in the presence of A-
DJPG compression by multiplying the distribution of the single compressed DCT coefficients by a
periodic function nDQ(x).
The above model can be further modified to take into account the effects of R/T errors. According
to (2.10), R/T errors will cause every bin of p0(u) to spread over the adjacent bins proportionally
to σe, where σe is the standard deviation of the R/T error. Hence, after quantization by Q2, such a
spread will be proportional to σe/Q2. As a first approximation, this can be modeled by convolving
nDQ(x) with a Gaussian kernel having standard deviation σe/Q2.
Besides these effects, truncation often introduces a bias on R/T errors, which will affect the statistics
of the DC coefficients. If the bias is equal to µe, the relationship between the unquantized DC

coefficient u and the doubly quantized DC coefficient x becomes x =
[([

u
Q1

]
Q1 + µe

)
1
Q2

]
. Hence,

only in the case of DC coefficients, the function nDQ(x) must be conveniently modified by redefining

L(x) = Q1

(⌈
Q2

Q1

(
x− µe

Q2
− 1

2

)⌉
− 1

2

)
, and R(x) = Q1

(⌊
Q2

Q1

(
x− µe

Q2
+ 1

2

)⌋
+ 1

2

)
.

An analogous simplification can also be applied in the case of NA-DJPG. Indeed, by making similar
assumptions regarding the smoothness of p0(u), we have

p1(x) ≈
{
Q1p0(x) x = kQ1

0 elsewhere

Hence, if we assume that the JPEG approximation error due to the last compression is smaller than
Q1, and thanks to (2.14), we have that (2.13) can be simplified to

pQ(x;Q1) ≈ nQ(x) · pNQ(x), x 6= 0. (2.16)
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where nQ(x) = nQ,0(x) ∗ gQ(x) and

nQ,0(x) ,

{
Q1 x = kQ1

0 elsewhere
(2.17)

Since the above approximations may not be accurate when x = 0, in practice we choose to empirically
correct the function nQ(x) by setting n′Q(0) = nQ(0)1−RZ , where RZ is the percentage of DCT
coefficients equal to zero. The rationale of the above approach is that the more DCT coefficients are
equal to zero, the less informative is nQ(x) when x = 0.
As an illustrative example, in Fig. 2.34 the models proposed in (2.10), (2.15), and (2.14) are
compared with the histograms of quantized DCT coefficients of a A-DJPG compressed and a singly
compressed image, whereas in Fig. 2.35 the models proposed in (2.13), (2.16), and (2.11) are
compared with the histograms of unquantized DCT coefficients of a NA-DJPG compressed and
a singly compressed image, considering a single DCT frequency in both cases. The figures show
that there is a good agreement between the proposed models and the real distributions and that
the distributions of singly compressed and doubly compressed DCT coefficients can be effectively
separated.
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Figure 2.34: Example of A-DJPG compression model: hDQ and hNDQ denote the histograms of
quantized DCT coefficients of an A-DJPG compressed and a singly compressed image, respectively,
for a single DCT frequency. The distributions obtained according to equations (2.10), (2.15), and
(2.14) are in good agreement with the data.
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Figure 2.35: Example of NA-DJPG compression model: hQ and hNQ denote the histograms of un-
quantized DCT coefficients of a NA-DJPG compressed and a singly compressed image, respectively,
for a single DCT frequency. The distributions obtained according to equations (2.13), (2.16), and
(2.11) are in good agreement with the data.
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2.2.3 DCT coefficients modelling of full-frame linearly filtered JPEG im-
ages

The JPEG standard is one of the most popular image compression schemes in use today, thus
representing an interesting processing operation from a forensic point of view. However, linear im-
age processing, often applied as post-processing for image enhancement, may alter the forensically
significant properties introduced by the compression scheme. In this section we study the DCT coef-
ficients of a full-frame linearly filtered JPEG image; an accurate mathematical analysis establishing
the theoretical relationship between the DCT coefficients before and after filtering is derived. As a
result of that analysis, we show that the extended assumption about the image AC DCT coefficients
for different frequencies being independent, and for the same frequency being i.i.d., does not hold;
indeed, the inter- and intra-block redundancy of the quantized DCT coefficients must be taken into
account. By considering those redundancies on the provided analysis, the studied processing can be
accurately modeled, so the reported results represent a first attempt to study the effects of full-frame
linear operations on block-based compressed images, and may be regarded as a valuable mean in
the forensics field to gather information about the processing the content went through.

Block-wise JPEG compression and full-frame linear filtering

The JPEG standard provides a block-based compression scheme, which operates on 8 × 8 non-
overlapping blocks of DCT coefficients within an image. In its most commonly used format, it is
well known to be a lossy scheme, i.e., some information is lost during the process, mainly due to a
quantization operation.
In particular, an image I of size (Mx ×My) is firstly partitioned into (Bx × By) non-overlapping
blocks of size 8 × 8. Each block is then independently transformed from the spatial domain to the
frequency domain, using the Discrete Cosine Transform (DCT):

d(bxby)(i, j) =
c(i)

2

c(j)

2

7∑
n1=0

7∑
n2=0

b(bxby)(n1, n2) · cos

(
2n1 + 1

16
πi

)
cos

(
2n2 + 1

16
πj

)
, (2.18)

where d(bxby)(i, j) is the frequency coefficient at position (i, j) in the (bxby)-th block, with (i, j) ∈
{0, . . . , 7}, and b(bxby)(m,n) is the pixel at position (m,n) in the (bxby)-th block of the input image.
Moreover, c(s) = 1 if s > 0, and c(s) = 1/

√
2 if s = 0.

Depending on the compression quality, a specific 8 × 8 quantization table is employed to quantize
each DCT frequency, as follows:

d(bxby)
q (i, j) = round

(
d(bxby)(i, j)

q(i, j)

)
, (2.19)

where q(i, j) are the quantization steps associated with each frequency (i, j), and round(·) is the
nearest integer rounding function. Such quantized coefficients are finally entropy-encoded (Huffman
coding) and stored in the JPEG file format. The compressed data stream can be decompressed,
applying all the steps in reverse order. Specifically, a DCT coefficient is reconstructed as

d̂(bxby)
q (i, j) = q(i, j) · d(bxby)

q (i, j),

= q(i, j) · round
(
d(bxby)(i, j)

q(i, j)

)
, (2.20)
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Figure 2.36: Panel (a) shows the original DCT histogram for frequency (2,2) of an uncompressed
image. In panel (b), the same distribution after quantization with q(2, 2) = 10 is presented. Panel
(c) shows the given distribution when a linear filtering operator has been further applied.

and is finally transformed from the frequency to the spatial domain by applying the Inverse DCT
on each 8× 8 block:

J (bxby)(i, j) =

7∑
k1=0

7∑
k2=0

c(k1)

2

c(k2)

2
d̂(bxby)(k1, k2) · cos

(
2i+ 1

16
πk1

)
cos

(
2j + 1

16
πk2

)
, (2.21)

where J (bxby)(i, j) is the pixel value at position (i, j) in the (bx, by)-th block of the JPEG image.
From (2.20), the de-quantized coefficients are mapped to multiples of the quantization step q(i, j),
resulting in specific artifacts in the coefficients distribution. Fig.2.36(a) shows the histogram of the
DCT coefficients at frequency (2,2) of an un-compressed image, while Fig.2.36(b) depicts the distri-
bution of the same data after quantization, with q(2, 2) = 10. It becomes clear that the structure
of such histograms is related to the employed quantization factor. For the sake of presentation
we disregard the rounding and truncation errors introduced by the compression scheme, without
affecting the conducted analysis. Previous works in the literature demonstrate that, by exploiting
the described artifacts in the distribution, it is possible to discover instances of previous JPEG
compression in loosely saved images and even estimate the used quantization steps [12], [13]. How-
ever, the characteristic artifacts present in the DCT distribution of JPEG images may be partially
perturbed by further processing the content with specific full-frame linear operators, making harder
the application of those forensic algorithms. Linear filtering is a very common and useful linear tool
applied for image enhancement, such as edge sharpening, noise removal illumination correcting and
deblurring. It operates by convolving the original image with an appropriate filter kernel. The result
of such a convolution is a filtered image, whose pixel values are a weighted sum of a certain number
of neighboring pixels, depending of the filter kernel size:

F (x, y) =

N∑
s1=−N

N∑
s2=−N

h(s1, s2)J(x+ s1, y + s2), (2.22)

where x ∈ {1, ...,Mx} and y ∈ {1, ...,My}, and h is the filter kernel of size (2N + 1) × (2N + 1).
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Figure 2.37: Block scheme of the considered processing operations. The aim is to establish a
mathematical relationship between the quantized DCT coefficient d̂q(x, y) and that of the JPEG

and filtered image df (x, y) in order to exploit the statistical properties of the distribution of d̂q(x, y).

Fig.2.36(c) shows the histogram of the DCT frequency coefficients of a JPEG image (panel (b)) after
filtering. Here the characteristics of the histogram of the quantized coefficients are clearly perturbed,
but new patterns appear, depending both on the employed quantization factor and the filter kernel.
The aim of this work is to investigate such statistical characteristics in the distribution of the
DCT coefficients of a JPEG filtered image. We derive a mathematical model establishing a clear
relationship with the DCT coefficients of the original JPEG image before filtering. In particular, the
theoretical framework takes into account the inter- and intra-block dependency of DCT coefficients
and, as a result, shows that the DCT coefficients at the same frequency cannot be considered i.i.d. We
strongly believe that this can be a valuable step to eventually reconstruct not only the compression
history the image went through, but jointly disclose the applied linear operator.
With regards to notation, next we present the mathematical model referring to a full-frame reference
system. Given an image I of size Mx × My, we refer to its pixels position as I(x, y) , where
x ∈ {1, ...,M} and y ∈ {1, ..., N}. As required by the DCT transform, the image is divided into
Bx ×By non-overlapping blocks of size 8× 8. The position (i, j) within the (bx, by)-th DCT block,
where (i, j) ∈ {0, . . . , 7}, bx ∈ {1, . . . , Bx} and by ∈ {1, . . . , By} can be expressed with respect to
the full-frame reference system as

i = xmod 8 , j = y mod 8, (2.23)

and the block containing the considered pixel is defined as

bx =
⌈
x
8

⌉
, by =

⌈
y
8

⌉
. (2.24)

Mathematical model

We derive a theoretical model to describe the statistical properties of an image that has been first
JPEG compressed and then linearly filtered. In order to do that, we mathematically express the
deterministic relation between the quantized DCT coefficient d̂q(x, y) and those of the JPEG and
filtered image df (x, y). Then, by exploiting the knowledge about the statistical properties of the

distribution of d̂q(x, y), we further analyze the histograms of df (x, y) and assess the dependency of
the different frequencies.
Following backwards the scheme reported in Fig.2.37, we start considering the DCT coefficients
df (x, y) of a JPEG compressed and filtered image F (x, y) and, according to (2.18) express them
as in (2.25), where (i, j) and (bx, by) are defined as in (2.23) and (2.24), respectively. Substituting
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df (x, y) =
c(i)

2

c(j)

2

7∑
n1=0

7∑
n2=0

cos

(
2n1 + 1

16
πi

)
cos

(
2n2 + 1

16
πj

)
F (n1 + 8(bx − 1), n2 + 8(by − 1)) (2.25)

=

7∑
n1=0

7∑
n2=0

N∑
s1=−N

N∑
s2=−N

c(i)

2

c(j)

2
cos

(
2n1 + 1

16
πi

)
cos

(
2n2 + 1

16
πj

)
h(s1, s2)

J(n1 + 8(bx − 1) + s1, n2 + 8(by − 1) + s2) (2.26)

=

N∑
s1=−N

N∑
s2=−N

7∑
n1=0

7∑
n2=0

7∑
k1=0

7∑
k2=0

φ(n1, n2, s1, s2, k1, k2, x, y) h(s1, s2)

d̂q(k1 + 8(b′x − 1), k2 + 8(b′y − 1)) (2.27)

where:

? φ(n1, n2, s1, s2, k1, k2, x, y) =
c(i)

2

c(j)

2

c(k1)

2

c(k2)

2
cos

(
2n1 + 1

16
πi

)
cos

(
2n2 + 1

16
πj

)
cos

(
2α+ 1

16
πk1

)
cos

(
2β + 1

16
πk2

)

?

{
α = (n1 + s1) mod 8

?

{
b′x =

⌈
n1+8(bx−1)+s1+1

8

⌉
β = (n2 + s2) mod 8 b′y =

⌈
n2+8(by−1)+s2+1

8

⌉

df (x, y) =


N∑

s1=−N

N∑
s2=−N

7∑
n1=0

7∑
n2=0

7∑
k1=0

7∑
k2=0︸ ︷︷ ︸

(s1,s2,n1,n2,k1,k2|x=k1+8(b′x−1) & y=k2+8(b′y−1))

φ(n1, n2, s1, s2, k1, k2) h(s1, s2)

 d̂q(x, y) +

+

N∑
s1=−N

N∑
s2=−N

7∑
n1=0

7∑
n2=0

7∑
k1=0

7∑
k2=0︸ ︷︷ ︸

(s1,s2,n1,n2,k1,k2|x 6=k1+8(b′x−1) or y 6=k2+8(b′y−1)

φ(n1, n2, s1, s2, k1, k2) h(s1, s2)

d̂q((k1 + 8(b′x − 1), k2 + 8(b′y − 1))) (2.28)

F (x, y) by (2.22), and exploiting the linearity property of both the filtering operation and the DCT
transform, we can express df (x, y) as a function of the pixels of the compressed image J , as in (2.26).

Since we want to relate the DCT coefficients of a quantized image d̂q(·, ·) with the DCT coefficients

of the further filtered image df (·, ·), we may express J(x, y) as the Inverse DCT of d̂q(x, y), according
to (2.21), and substitute it in (2.26). The results are illustrated in (2.27), where a clear mathematical

relation between df (x, y) and a set of coefficients d̂q(·, ·) is outlined. Specifically, given a filter kernel

of size smaller than or equal to 17, the coefficients d̂q(·, ·) contributing in the calculation of df (x, y)
are those from the same block of df (x, y) plus those from the 8 immediate surrounding blocks,
resulting in 24× 24 coefficients.
The variables b′x and b′y introduced in (2.27) properly identify the block of the considered coefficient
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during calculation. Next, we will show that only a subset of all the DCT coefficients is effectively
relevant for the computation of each coefficient df (x, y).

Finally, in (2.27) we outline the contribution of DCT coefficient d̂q(x, y) at the same position of
df (x, y).

Probability distribution Once we have derived the deterministic expression in (2.28) for df (x, y),

we can exploit the knowledge about the distribution of the quantized coefficients d̂q(x, y) to analyze
the distribution of the DCT coefficients of the final image F .
Typically, the probability distribution of DCT coefficients in natural images is modeled as a zero-
mean Laplacian distribution parameterized by a parameter λ [14]:

P (d(i, j) = t) =
λ

2
exp(−λ|t|).

Due to quantization, the probability distribution of each quantized DCT coefficient will be [12]

Lλ(kq) ,P (d̂q(i, j) = kq|q)=

∫ (k+ 1
2 )q

(k− 1
2 )q

λ

2
exp(−λ|τ |)dτ,

where k ∈ Z and, for the sake of notation, q = q(i, j). Therefore the probability mass function of
each frequency coefficient of a JPEG image is

P (d̂q(i, j) = τ |q) =
∑
k

δ(τ − kq)Lλ(kq). (2.29)

It becomes clear that the distribution of (2.29) presents specific artifacts, whose structure is related
to the quantization step. In particular, the DCT coefficients corresponding to the (i, j)-th frequency
will be located at multiples of the applied quantization step q(i, j), as illustrated in Fig. 2.36(b).
From probability theory [15], given two independent random variables, the probability density func-
tion (pdf) of their sum is the convolution of their corresponding pdfs. Therefore, according to the
derived mathematical model in (2.28), and based on the common DCT coefficients models, which
typically assume the different frequency components to be independent and the coefficients in a
given frequency to be i.i.d. [16], we would expect the probability distribution of the DCT coeffi-
cients df (x, y) to be the result of a convolution between a train of impulses located at γ · kq(i, j),
with γ ∈ R, and a noise component due to the contributions of all the neighboring coefficients
(2.28). Please note that, for notation simplicity, γ represents the multiplicative factor of d̂q(x, y) as
in (2.28). Moreover, according to the Central Limit theorem, we can model the noise component as
a Gaussian distributed variable. Hence, we demonstrate that indeed the typical assumptions on the
DCT coefficients distribution of natural images do not hold, thus resulting in a divergence between
the classical theoretical models and the empirical data.

Experimental Evaluation

To validate the proposed mathematical framework, we conduct experiments verifying its fitting to
empirical data. Following the popular assumption about the DCT data distribution, we synthetically
generate an i.i.d. Gaussian distributed set of DCT coefficients, quantize them as in (2.19), using a
uniform scalar quantizer with step q(i, j) = 10, and apply a 3 × 3 averaging filter. The histogram
for the DCT frequency (2,2) is shown in Fig. 2.38(a), together with the theoretically evaluated
impulse train identifying the location of the translated quantization step γ · kq(2, 2). The peaks in
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Figure 2.38: Probability distribution, at frequency (2,2), quantized with a step q(2, 2) = 10 and
filtered with a 3 × 3 averaging filter, of i.i.d. distributed DCT coefficients (panel (a)) and of the
gray-scale image Lena.bmp (panel (b)). The impulses represent the location of γ · kq(2, 2). In panel
(a) they perfectly match with location of the peaks in the histogram, while this is no longer true for
natural images, as in panel (b).

the histogram perfectly match the location of the translated impulses. This supports the expectation
for the distribution of df (x, y) being the convolution between an impulse train located at γ · kq(i, j)
and an independent zero-mean Gaussian noise component.
We apply the same processing steps (i.e., quantization with q(2, 2) = 10 and averaging filter of size
3 × 3) to uncompressed natural images. The histogram for the frequency coefficient (2,2) for the
gray-scale un-compressed image Lena.bmp is plotted in Fig. 2.38(b). In this case an offset between
the peaks in the histogram and the impulses is observed. This suggests the need for a different
model for the noise component in (2.28), which cannot any longer be considered as the addition of
independent variables (coefficients of different frequencies) and i.i.d. components (coefficients in the
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same frequency). Therefore, we analyze the mean of the noise component and verify that in the case
of synthetic i.i.d. Gaussian data it is constantly zero, while for real images it monotonically increases
with the quantized samples value. Indeed, in Fig. 2.39, for each of the first 8 AC frequencies, the
mean of the noise component is plotted with respect to each translated quantized value γ · kq(i, j).
Note that we investigate the low frequencies in an 8×8 DCT block since higher frequencies are more
probably quantized to zero. Panel (a) shows that the mean of the synthetic data is constantly null,
while panel (b) shows the non-constant behavior of the noise components for the grayscale image
Lena.bmp.
We investigate the verified divergence between the behavior in natural images and the theoretically
modeled one, by determining the main causes of the noise mean component. For each coefficient
df (x, y), we isolate the contribution of each 24× 24 coefficients and analyze their influence. In Fig.
2.40 (a)-(h) we show the specific pattern of coefficients mainly contributing in the noise, for all the
first 8 AC coefficients. The red curve is the same as in Fig. 2.39, representing the mean of the
total noise component over γ · kq(·, ·), the blue curve represents the contribution of a specific set of
coefficients and the black curve corresponds to the contribution of all the remaining coefficients not
specified in the previous set. This set was determined by isolating those coefficients that provided
a significant noise contribution, in absolute value, over all γ · kq(·, ·) (i.e., above an empirically
determined threshold.) Note that the 24× 24 grid in the upper left part of each plot corresponds to
the 9 DCT blocks taken into account in (2.28), when employing a kernel filter of size smaller than
or equal to 17. The black dot identifies the considered frequency and the blue dots correspond to
set of coefficients which mainly influence the total noise, as verified by the curve matching.
Among the set of contributing coefficients, for all frequencies, we further investigate the meaningful
components which do not sum up to zero due to the sinusoidal moltiplicator φ (2.28). It is shown
that for the frequencies in the first row and first column in an 8 × 8 block, only some of the DC
coefficients are mainly responsible for the total noise component. In particular, in Fig.2.41(a),
depicting a vertical frequency (2, 1) (at an even row) the blue curve represents the contribution
given only by the DC coefficient of the block right above and below the considered one (represented
in blue in the corresponding grid scheme). The match with the total mean of the noise means that
the other DC and AC contributions, illustrated in the corresponding Fig.2.40(a) cancel out each
other due to opposite signs. Similarly, for vertical coefficients at odd rows ((3, 1) in Fig. 2.41(b)) the
DC components are dominant, but including the DC in the considered block. Fig. 2.41(c)-(d) report
a similar behavior for frequencies in the first horizontal row, where the main contributions are given
by the DC coefficients of the horizontally neighboring blocks. The dependency on the particular DC
coefficients might be due to the typical structure of the objects captured in the image.
Different behavior has been observed for all the other frequencies, not at the borders of the block.
Specifically, plots in Fig. 2.41(e)-(h) show that the DC contributions, even if significant in absolute
value, are not meaningful in the total computation since they assume opposite signs. Intuitively,
these results can be explained considering the existing the inter- and intra-block redundancies of the
original contents.
In both cases, these experiments clearly define a specific relation between the noise component of the
quantized and filtered coefficient df (x, y) and the quantized DCT coefficients d̂q(·, ·). The obtained
results allow to show that, for natural images, the AC DCT coefficients for different frequencies are
not independent, and for the same frequency are not i.i.d., thus breaking the classical model for
DCT coefficients distribution with regard to forensic applications.
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Figure 2.39: Mean of the noise component plotted with respect to the values of the quantized filtered
coefficients γ · kq(i, j), for synthetic data (panel(a)) and Lena image (panel(b)). The plots refer to
each of the first 8 AC components.

Conclusion

We have presented a mathematical model to characterize the DCT coefficients distributions of a
full-frame linearly-filtered JPEG image. We explicitly express the theoretical relationship between
the DCT coefficients before and after filtering and show that, in the considered scenario, AC DCT
coefficients for different frequencies cannot be any longer considered independent, nor those for the
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same frequency be i.i.d. By considering the inter- and intra-block redundancy of the quantized DCT
coefficients, we have accurately analyzed the effect of the considered processings. The presented
framework represents a first attempt to analyze the effects of full-frame linear operations on block-
based compressed images, and may be regarded as a forensically helpful means to jointly disclose
the applied compression factors and the filter kernel.
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Figure 2.40: Inter- and intra-block spatial redundancy affecting the computation of the coefficient
df (x, y). In each panel, corresponding to the first 8 low frequencies (black dot in the grid in the
upper left of each subplots), the total mean of the noise component (red curve) is plotted with
respect to the values of the quantized filtered coefficients γ · kq(i, j). The blue curve represents the
contribution of a specific set of coefficients (depicted in blue in the corresponding grid) and the black
curve corresponds to the contribution of all the remaining coefficients not specified in the previous
set.
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Figure 2.41: Inter- and intra-block spatial redundancy affecting the computation of the coefficient
df (x, y). In each panel, corresponding to the first 8 low frequencies (black dot in the grid in the
upper left of each subplots), the total mean of the noise component (red curve) is plotted with
respect to the values of the quantized filtered coefficients γ · kq(i, j). The blue curve represents the
contribution of a specific set of coefficients (depicted in blue in the corresponding grid) and the black
curve corresponds to the contribution of all the remaining coefficients not specified in the previous
set.
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2.2.4 Theoretical analysis of the Resampling operator chain

The presence of forged multimedia contents in the news, in magazines or flowing through the In-
ternet has become prevalent these days. However, even if today anyone can simply manipulate the
information represented by a multimedia object without leaving perceptual traces, the subsequent
change introduced in the intrinsic properties of the content may enable the detection of such al-
terations. For instance, the application of a resampling operation (e.g., zoom or shrinkage) to a
portion of a multimedia object (e.g., image or audio) modifies the original sampling grid of this
region, producing resampling traces that can be detected and, later on, will allow the estimation of
the transformation locally applied.
To solve this problem in the case of images, several techniques have been proposed in the past
few years [1]–[6], providing different ways to detect those resampling traces and estimate the applied
transformation. Although different approaches are considered in each case, all the proposed methods
work, at some point, in the frequency domain to finally detect or estimate the periodicities that are
inherently present when a spatial transformation is carried out in an image. Specifically, in [3]–[6],
the spectrum of the covariance of the resampled blocks is computed to detect the frequency peaks
that enable the estimation of the applied spatial transformation. Derivative filters are used in these
resampling-based methods, to enhance the spectral lines as a way of substantially improving the
estimation performance.
Since the use of certain prefilters, like the derivatives, increases the estimation accuracy of tampered
regions, the question of whether there exist other prefilters yielding better results becomes very
relevant. In a recent work, Dalgaard et al. show analytically that for asymptotically large values of
the resampling factor, the use of derivative filters enhances the detection of the resampling traces
[23].
Nevertheless, in order to avoid perceptible distortions in a tampered content (generated by the
employed transformation), the resampling factor is usually near 1 and rarely larger than 2, so the
hypothesis of an asymptotically large value of this factor does not hold in a realistic scenario. For
this reason, the main goal of this mathematical modelling is to present an analytical framework that
supports the definition of a cost function which gives a measure of the detectability of resampling
traces. Using this criterion, we study different prefilters and compute numerically their performance
in the mentioned range of resampling factors, so as to reach the optimum prefilter for each factor.
The characterization of the mathematical modelling is organized as follows: first, the next section
is intended to clarify the notation we will use along the description and to introduce the bases of
the problem exposed earlier. Then, the specification of the model used for multimedia contents
(specifically for natural images), and the Fourier analysis for the detection of the resampling traces
are presented. Considering this analytical model, the design of the prefilters is performed. Finally,
several conclusions and future research lines are pointed out, concluding this analysis.

Preliminaries

In order to create a credible forgery in a multimedia object (e.g., an audio signal, an image or
the mix of both in a video), the manipulated portions of this one must be adapted to the original
content in most of the cases. The transformation applied in such regions changes the support of the
current region and maps the co-domain value at each position in the original domain to a new one.
This operation must be followed by an interpolation (i.e., a filtering) to get the co-domain values
in those new locations of the transformed domain. As it was shown in [22], the resampling process
introduces periodically correlated fields in the two-dimensional (2-D) space that make possible the
detection of the applied transformation. Of course, this periodicity also arises with signals defined
in the one-dimensional (1-D) space. In fact, given that the analysis of these correlations is more
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tractable in the 1-D space, we will present their frequency analysis using a 1-D model for the source
content.

Notation

A real-valued continuous time signal in the 1-D space will be represented as z(t) (note the paren-
theses), where t ∈ R.
We will use the notation z[n] (with brackets) to represent a real-valued 1-D discrete-index signal
with n ∈ Z. The mean of z[n] will be represented by µz[n] , E{z[n]} and the covariance as
czz[n; τ ] , E{(z[n] − µz[n])(z[n + τ ] − µz[n + τ ])} with τ ∈ Z. We will consider that τ ≥ 0, since
we can always write czz[n;−τ ] = czz[n− τ ; τ ]. We will denote the cyclic correlation of a zero-mean
process z[n] by Czz(αn; τ) and the Fourier Series coefficients if we have a pure cyclostationary process

with period Q will be represented by Czz

(
2π
Q k; τ

)
, or directly by Czz[k; τ ], with k ∈ {0, . . . , Q− 1}.

The Fourier Series coefficients of a sequence z[n] will be denoted by Z[k].
To identify the coefficients of a digital filter of order P with l ∈ {0, . . . , P}, we will use pl. For
a compact notation, we will use mod(a, b) to denote the modulo operation: a mod b. Floor and
ceiling functions will be represented by b·c and d·e, respectively.

Problem statement

As it was stated before, the role of prefiltering as a way to enhance the detectability of resampling
traces in the frequency domain has been analytically supported for asymptotically large values of
interpolation factors in [23]. However, considering that commonly the tampered regions are just
slightly manipulated to mitigate the generated distortions, we are more interested in the study of
which are the prefilters that provide better results for any resampling factor, that we will denote by
Ns, in the range 1 < Ns < 2. In this work, we do not consider the case of downsampling, i.e. when
Ns < 1, because the frequency analysis differs from the one proposed here (due to the presence of
the antialiasing filter), but the mathematical modelling of this operation will be taken into account
as a future research line.
The general case of sampling rate conversion of an input signal u[n] by a factor Ns = L

M (with L
and M integer values and relatively primes3), is carried out by first performing interpolation by
the factor L and then decimating the output of the interpolator by the factor M . The resulting
resampled signal x[n], using any interpolation filter h(t), can be expressed as:

x[n] = x(n∆) =
∑
k

u[k]h(n∆− k), (2.30)

where ∆ = M
L = N−1

s represents the interval between samples in the resampled signal. The low-pass
filter used to preserve the desired spectral characteristics of the input signal u[n] can be linear, cubic
or a truncated sinc among others; but, in this case, with the aim of having a simplified model, we
will only consider the linear filter, i.e.

h(t) =

{
1− |t|, if |t| ≤ 1
0, otherwise

.

Hence, considering this linear interpolator filter, the expression of the resampled signal (2.30) can

3Note that if 1 < Ns < 2, then L > 2 with L > M .
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be formulated as follows:

x[n] =

{
u [bn∆c]h (n∆− bn∆c) + u [dn∆e]h (n∆− dn∆e) , if n∆ 6∈ Z
u [n∆] , if n∆ ∈ Z

= u [bn∆c] (1−mod(n∆, 1)) + u [dn∆e] mod(n∆, 1). (2.31)

Assuming that the input signal u[n] is zero-mean, the covariance of the resampled signal corresponds
to the correlation cxx[n; τ ] = E{x[n]x[n + τ ]}. Thus, considering the simplified version of x[n] in
(2.31) and using v[n] , mod(n∆, 1), we get

cxx[n; τ ] = E {u [bn∆c]u [b(n+ τ)∆c]} (1− v[n])) (1− v[n+ τ ])

+ E {u [bn∆c]u [d(n+ τ)∆e]} (1− v[n]) v[n+ τ ]

+ E {u [dn∆e]u [b(n+ τ)∆c]} v[n] (1− v[n+ τ ])

+ E {u [dn∆e]u [d(n+ τ)∆e]} v[n]v[n+ τ ], (2.32)

that represents the general expression of the correlation of a zero-mean signal interpolated by a
linear filter.
In order to determine if the resampled signal x[n] is (wide-sense) cyclostationary, we have to check
if the above expression (2.32) varies periodically. Sathe and Vaidyanathan showed in [24] that
the resampled signal, in this case, will be a cyclostationary signal with period L/ gcd(L,M) if the
input signal u[n] is wide-sense stationary and the interpolation filter is not ideal. Note that, in the
case that we are considering, L and M are coprime, i.e. gcd(L,M) = 1, and consequently this is
equivalent to saying that the resampled signal x[n] will be a cyclostationary process of period L if
u[n] is wide-sense stationary and the interpolator is not ideal.
Moreover, we can generalize this property by proving that the resampled signal is (wide-sense)
almost cyclostationary if the above expression satisfies cxx

[
n+ k LM ; τ

]
= cxx[n; τ ] with k ∈ Z. Be

aware that due to its definition, the signal v[n] is periodic with period L
M , hence to demonstrate the

periodicity in (2.32), we have to show that the four terms within expectations E{·} are periodic.
Considering one of the expectation terms, i.e., E {u [bn∆c]u [b(n+ τ)∆c]}, and taking into account
that u[n] is wide-sense stationary, we know that this expression depends only on the difference
between bn∆c and b(n+ τ)∆c and such difference has to be cyclic with period L

M , i.e.:⌊(
n+ k LM

)
∆
⌋
−
⌊(
n+ k LM + τ

)
∆
⌋

= bn∆ + kc − b(n+ τ)∆ + kc
= (n∆ + k)−mod(n∆ + k, 1)− ((n+ τ)∆ + k) + mod((n+ τ)∆ + k, 1)

= −mod(n∆, 1)− τ∆ + mod((n+ τ)∆, 1)

= bn∆c − b(n+ τ)∆c,

where we have used the relation:

bn∆c = n∆−mod(n∆, 1). (2.33)

The same applies for the other three expectation terms in (2.32), where additionally we have to use
that

dn∆e = n∆ + mod(−n∆, 1). (2.34)

Therefore, since cxx[n; τ ] is cyclic with an almost-integer period L
M , we can conclude that if the input

signal u[n] is wide-sense stationary then the resampled signal x[n] will be almost cyclostationary.
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Several works, i.e. [2]–[4] and [6], have noticed this periodicity, considering a random i.i.d. Gaussian
signal as input, but in this case we are generalizing this fact for any wide-sense stationary input
signal and a linear interpolator. Our main goal is to analytically characterize the correlation of the
resampled signal in the frequency domain, since the estimation of the resampling factor is performed
in this domain through the detection of the cyclic frequencies.
Taking into account that we will perform the study of the cyclic correlation in the Fourier domain,
it is apparent that a white Gaussian signal will not lead to an accurate model for a natural image or
a natural audio sequence and neither for a video sequence. Therefore, we need a model that better
captures the local correlation of real multimedia contents. Due to the fact that each multimedia
content has its peculiar statistical characteristics, in this analysis we will only consider a model for
natural images. Be aware that this analysis can also be applied to other type of multimedia objects
(e.g., audio) by changing the model of the input source.
Focusing our analysis on images, we propose to use a 1-D autoregressive (AR) process of the first
order that provides a good fit to the power spectral density of real images [25]. Note that this model
could also be used with natural audio signals by adjusting the parameters of the model that better
fits the properties of an audio sequence.
Next section describes the used model for natural images and the Fourier analysis carried out that
will lead us to the design of the optimum prefilter for resampling estimation.

Model description and Fourier analysis

Since a white Gaussian process is not very representative of a non-compressed natural image, we use
a more convenient approximation that corresponds to a first-order AR process with a correlation
coefficient ρ that satisfies |ρ| < 1. The value of ρ enables the adjustment of the model as necessary.
For instance, values of ρ near 1 (e.g. ρ = 0.95) can be employed to model the power spectral density
of natural images, while values of ρ near zero behave like a Gaussian process, and near -1 (e.g.
ρ = −0.95) could represent synthetic images with high frequency content [26].
Therefore, in the resampling image model, we consider that the input signal u[n] is a sequence
generated by a first-order AR model with parameter ρ, so

u[n] = w[n] + ρu[n− 1],

where w[n] is a Gaussian process with zero-mean and unit variance. Taking this into account, we
have µu[n] = 0 and the correlation becomes:

cuu[n; τ ] = E{u[n]u[n+ τ ]} =
ρ|τ |

1− ρ2
.

The correlation of the resampled signal x[n], given this input signal, can be directly obtained from
(2.32), resulting in:

cxx[n; τ ] =
1

1− ρ2

[
ρ|bn∆c−b(n+τ)∆c| (1− v[n]) (1− v[n+ τ ])

+ ρ|bn∆c−d(n+τ)∆e| (1− v[n]) v[n+ τ ]

+ ρ|dn∆e−b(n+τ)∆c|v[n] (1− v[n+ τ ])

+ρ|dn∆e−d(n+τ)∆e|v[n]v[n+ τ ]
]
. (2.35)

Since u[n] is wide-sense stationary, we know from the previous analysis that the resampled signal
will be almost cyclostationary with period L

M and if we consider only pure cyclostationary processes,
then x[n] will be cyclostationary with period L.
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Figure 2.42: Normalized version of the correlation and cyclic correlation of the resampled signal x[n]
for Ns = 11

10 , τ = 0 and different values of ρ.

Fig. 2.42(a) shows an example of the normalized version of cxx[n; τ ]|τ=0 for Ns = 11
10 and different

values of ρ. Two periods of size L = 11 are represented and, as we can see, the periodicity becomes
apparent for ρ = −0.95 and also for ρ ≈ 0, whereas for ρ = 0.95 the correlation of the resampled
signal seems to be constant. From this example, it can be inferred that the estimation in the
frequency domain of the resampling factor for an AR process with ρ = 0.95 (i.e. natural images)
will be more challenging than for ρ = 0 or ρ = −0.95 (i.e. synthetic images). In order to study
the complexity of finding the resampling traces, we have to analyze the correlation in the frequency
domain.
In view of the correlation cxx[n; τ ] is periodic over n with period L, such signal accepts a Fourier
Series expansion whose spectral coefficients are Cxx[k; τ ] with k ∈ {0, . . . , L− 1}. The development
of a closed-form expression is not straightforward, but we can derive the spectral coefficients of
(2.35), by determining the Discrete-Time Fourier Series (DTFS) of the signal v[n] and then writing
each term ρ|·| as a function of v[n].
Starting from the signal v[n], we know that his DTFS corresponds to:

V [k] = DTFS (v[n]) =


(L−1)

2L , if k = 0

− 1
2L + j 1

2L tan
(
πM̃−1

L k
) , if 1 ≤ k ≤ (L− 1)

,

where M̃−1 is the modular multiplicative inverse of M . From the previous relations (2.33) and
(2.34), it is possible to formulate each one of the terms ρ|·| as a function of v[n]. As an example,
using (2.33) and considering that τ ≥ 0, we can rewrite the first term as:

ρ|bn∆c−b(n+τ)∆c| = ρ(b(n+τ)∆c−bn∆c) = ρ((n+τ)∆−v[n+τ ]−(n∆−v[n]))

= ρ(τ∆−v[n+τ ]+v[n]) = ρ(bτ∆c+v[τ ]+v[n]−v[n+τ ])

= ρbτ∆cρ(v[n]+v[τ ]−v[n+τ ]),

and considering that the equation (v[n] + v[τ ]− v[n+ τ ]) can only be equal to 0 or 1, we obtain the
following relation:

ρ|bn∆c−b(n+τ)∆c| = ρbτ∆c (1− (1− ρ)(v[τ ] + v[n]− v[n+ τ ])) .

A similar analysis for the remaining ρ|.| terms allows us to write cxx[n; τ ] as a function of ρ, v[n]
and some constants. Consequently, by using several properties of the discrete-time Fourier series we
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can obtain the theoretical expression of the Fourier coefficients Cxx[k; τ ]. For the sake of brevity, we
only give the expression of the spectral coefficients for the particular case τ = 0:

Cxx[k; 0] = DTFS (cxx[n; 0])

=
1

1− ρ2

[
B[k]− 2V [k] + 2

L−1∑
l=0

V [l]V [k − l] + 2

(
G[k] ~

(
V [k]−

L−1∑
l=0

V [l]V [k − l]
))]

,

(2.36)

where ~ stands for the circular convolution operation of period L, B[k] corresponds to the DTFS
of a constant signal equal to 1 and G[k] describes the following Fourier coefficients:

G[k] ,


1+(L−1)ρ

L , if k = 0

1−ρ
L , if 1 ≤ k ≤ (L− 1).

In Fig. 2.42(b), we represent the normalized magnitude of the cyclic correlation Cxx
[

2π
L k; τ

]
|τ=0

with k ∈ {0, . . . , L − 1}, through the Fourier coefficients in (2.36), for the different values of ρ
considered before and keeping the resampling factor at Ns = 11

10 . From the drawn results, we can
assert that the magnitude of the spectral coefficients (excluding the DC component at k = 0) is
very small for ρ = 0.95. This is due to the fact that the correlation cxx[n; 0], as it was shown in
Fig. 2.42(a), is almost constant and then the periodicity is hidden. Given that the estimation of
the resampling factor depends on the magnitude of those frequencies, it is evident that those peaks
must be enhanced for a correct operation.

Prefilter design

As it has been shown in [2]–[7], the use of a prefilter before the estimation of the cyclic correlation
improves the detection ratio of the correct resampling factor. In this section, we define a measure
that makes possible the design of prefilters that improve the estimate of the resampling rate.
The prefiltering of a resampled signal x[n], with a FIR filter of order P , gives a new signal y[n] with
the form

y[n] =

P∑
l=0

plx[n− l],

where pl denotes the real-valued coefficients of the prefilter. The output correlation of this filtered
version of the resampled signal x[n] becomes

cyy[n; τ ] =

P∑
l=0

P∑
m=0

plpmE {x[n− l]x[n+ τ −m]}

=

P∑
l=0

P∑
m=0

plpmcxx[n− l; τ + l −m],

that is, a linear combination of shifted versions of the correlation described in (2.35), evaluated
in different values of τ . In the Fourier domain, the general expression of the spectral coefficients
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Cyy[k; τ ] can be directly expressed as

Cyy[k; τ ] = DTFS (cyy[n; τ ])

=

P∑
l=0

P∑
m=0

plpm (DTFS (cxx[n− l; τ + l −m]))

=

P∑
l=0

P∑
m=0

plpmCxx[k; τ + l −m]e−j
2πk
L l ,

where Cxx[k; τ ] corresponds to the Fourier series coefficients of (2.35), that have been analytically
characterized in the previous section.
As we have seen before, the resampled signal x[n] is almost cyclostationary with period L

M and
since the prefilter used is a linear time-invariant system, this also applies for the prefiltered signal
y[n]. From this periodicity and considering the fact that spectral coefficients are symmetric for
real-valued signals (i.e. |Cyy[i; τ ]| = |Cyy[L− i; τ ]|), the corresponding cyclic frequencies αy , 2πML
and the replica α′y , 2πL−ML = −2πML will have a larger magnitude than the rest of frequencies

(excluding the DC component). For example, given the cyclic correlation with period Ns = 11
10 shown

in Fig. 2.42(b), we can check that the AC spectral coefficients with largest magnitude are Cxx[1; 0]
and Cxx[10; 0] that match with the corresponding cyclic frequencies α′x = 2π 1

11 and αx = 2π 10
11 ,

respectively.
Therefore, given that the estimation of the resampling rate can be carried out from the AC spectral
coefficients with largest magnitude, because they identify the cyclic frequencies, we use the following
criterion to define the target function Θ as:

Θ(L,M, ρ, p0, . . . , pm) ,
1
2 (|Cyy[M ; 0]|2 + |Cyy[L−M ; 0]|2)

1
L−2

∑L−1
k=0

k 6=M,L−M
|Cyy[k; 0]|2

,

where, viewing this expression as an SNR, the magnitude of the cyclic frequencies αy = 2πML and

α′y = 2πL−ML represent the signal part and the remaining spectral coefficients are considered as
noise. In fact, Θ can be interpreted as a measure of the detectability of the resampling traces.
Our main goal is to maximize this objective function Θ for given values of ρ and the resampling
factor Ns = L

M , so as to obtain the optimum prefilter. The lack of a closed-form solution to the
maximization of Θ makes it difficult to find the fixed optimum prefilter for a range of values of Ns
and ρ. Nevertheless, since all the cyclic correlations can be straightforwardly evaluated from their
analytical expressions, we can numerically find the optimal prefilter maximizing Θ.
In Fig. 2.43 we evaluate the target function for three different values of ρ and resampling factors in
the range 1 < Ns < 2, when no prefilter is applied. As it was expected, we can observe that the
worst performance is reached when the AR process approximates that of natural images, that is,
when the correlation coefficient is ρ = 0.95.
Focusing on the case ρ = 0.95, we start considering a prefilter of order 1 and we analyze the target
function Θ for a particular resampling factor, e.g. Ns = 11

10 . Fig. 2.44 shows the values of Θ for the
coefficients p0 and p1 in the range [−5, 5]. From the representation, it is easy to perceive that the
filters that satisfy the condition p0 = −p1 reach the maximum value of Θ. So, in this particular
case, the first-order derivative with p0 = 1 and p1 = −1 is optimal.
The same analysis is carried out for a FIR filter of order 2, but in order to get representable results,
we fix the first coefficient p0 = 1, without loss of generality. Fig. 2.45 represents the variation of
the objective function Θ with respect to the prefilter coefficients p1 and p2 in the range [−5, 5]. The
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Figure 2.43: Objective function Θ for resampling factors in 1 < Ns < 2 and for different values of ρ.
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Figure 2.44: Objective function Θ considering a first-order prefilter, varying the coefficients p0 and
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Figure 2.45: Objective function Θ considering a second-order prefilter, fixing p0 = 1 and varying the
coefficients p1 and p2 in the range [−5, 5], for Ns = 11

10 and ρ = 0.95.

Table 2.2: Optimum prefilters of order 3 for some values of Ns.
Range of Coefficients of the prefilter

Ns p0 p1 p2 p3
1.05 - 1.1 1 -2.4 2.4 -1

1.3 - 1.35 1 -2.75 2.75 -1

1.4 - 1.45 1 -2.8 2.8 -1

1.6 - 1.65 1 -5 7.5 -3.5

1.85 - 1.95 1 -2 1.1429 -0.1429

largest value of Θ is achieved at p1 = −2 and p2 = 1. Then, in this case, the optimum prefilter
corresponds to the second-order derivative filter.
Thus, these results support the idea of using derivative filters to enhance the spectral peaks. In
Fig. 2.46, we show the values of Θ considering different order for the derivatives. As we can see,
there is a huge gap between the results obtained without any prefilter and the cases where the
derivative filters are used. From these plots we can conclude that the derivative filters improve the
detectability of the cyclic frequencies for all the resampling rates in the range 1 < Ns < 2.
Interestingly, the third-order derivative present lower performance than the second-order filter for
values of Ns > 1.6. Hence, the question is, can we obtain better results with other kinds of filters?
The answer is positive, in fact, as we increase the order of the filter, the optimum prefilter becomes
more dependent on the considered resampling rate and other types of prefilters show up. Performing
an exhaustive search for the first and second order prefilters, the optimizers of Θ turn out to be
respectively the first and second order derivative filters. On the other hand, for third-order prefilters,
the optimal filters turn out to be dependent on the resampling factor. Table 2.2, shows some of the
prefilters achieved for the different values of Ns.

Conclusions and future work

In this mathematical modelling, the design of prefilters to improve the estimation accuracy of the
resampling factor of spatially transformed images has been analytically investigated. Although the
proposed analytical framework only models natural images, this framework could be considered
with other multimedia contents (e.g., audio) by adjusting the input source model or by selecting a
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Figure 2.46: Objective function Θ, considering different prefilters, for resampling factors in 1 <
Ns < 2 and for ρ = 0.95.

different model from the currently used. Moreover, although our study has been limited to the use
of a linear interpolator, the proposed framework can be applied to other interpolators, such as the
cubic or for a truncated sinc.
In order to obtain a better estimate of the cyclic correlation for realistic scenarios, further research
will focus on refining the proposed model, taking into consideration the effects of windowing and
also the influence of the rounding operation carried out after the resampling operation. Further
research will also focus on extending this analytical framework to resampling factors less than one.



Chapter 3

Attacker-aware detectors

3.1 Source identification game between attacker and ana-
lyzer

3.1.1 Introduction

Early works in the area of Multimedia Forensics did not consider the presence of an adversary whose
goal is that of impeding the forensic analysis; as a result, most multimedia forensics techniques do not
work properly if some simple countermeasures (collectively referred to as anti-forensics techniques)
are taken in order to delete the traces left by the acquisition device or the processing tool that
has been used to create the forgery [27, 28, 29]. In an attempt to re-establish the validity of
forensics analysis, researchers has started building new tools to detect the traces left by anti-forensic
algorithms, as in [30], where a so called triangle-test is introduced to prevent the possibility of
transplanting the acquisition traces left by a photocamera into an image taken by a different source.
It is evident that any attempt to improve the forensic analysis will be accompanied by a dual
effort to devise more powerful anti-forensic techniques that leave less and less evidence into the
forged documents. While this is an unavoidable and virtuous loop that will finally lead to powerful
forensics and anti-forensic tools, the need to investigate the ultimate limits of forensic (and anti-
forensic) techniques clearly exists. It is the goal of this contribution (starting from [31]) to move a
first step in this direction, by laying the basis for a theoretical analysis of one of the most studied
problems in multimedia forensics, namely the source identification problem. To be specific, and
without getting into too much details, we consider the following general setup: let X ' PX be a
source of information known to both the Forensics Analyst (FA) and the Adversary (AD). The goal
of the FA is to distinguish sequences generated by X from those generated by other sources. Let
Y ' PY be a second source known to the AD (and possibly to the FA), and let yn = (y1, y2 . . . yn)
be a sequence drawn from Y . It is the aim of the AD to transform yn into a new sequence zn as
close as possible to yn in such a way that FA believes that zn has been generated by X.
Given the above, the first contribution of this study is to propose a rigorous framework based on
game theory and information theory that can be used to analyze the source identification problem.
As it will be evident later on, this is not a trivial task, given the necessity of keeping the model close
to real forensics instances, and the opposite need to simplify the analysis thus leading to a tractable
mathematical problem.
As a second contribution, we derive the equilibrium point of the source identification game for some
simple, yet meaningful cases. Specifically, we show that under certain assumptions on the set of

88
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strategies available to the FA, the game admits an asymptotic Nash equilibrium, and derive the
optimum strategies for the AD and the FA at the equilibrium. We also analyze the asymptotic
behavior of the payoff at the equilibrium and derive a closed form expression for such a behavior for
the case of Bernoulli memoryless sources.
While this work represents a first attempt to build a general theory for the source identification
problem in the presence of an adversary, a number of similar problems have been faced with in
contiguous areas namely digital watermarking [32, 33], hypothesis testing [34, 35] and universal
simulation [36]. The techniques used in this contribution, hence, are borrowed from these fields and
adapted to the peculiarities of multimedia forensics, with particular reference to the game-theoretic
nature of the problem.
In the following, firstly the notations used throughout the discussion is introduced, together with
some basic notions of game theory (section 3.1.2); secondly, the main results of the work are presented
(section 3.1.3).

3.1.2 Basic concepts, notation and definitions

In this section we summarize the notation and definitions used throughout the contribution. We
also introduce the main concepts of game theory that will be used to model the source identification
problem.
For the rest of this work we will use capital letters to indicate scalar random variables (RVs), whose
specific realizations will be represented by the corresponding lower case letters. Random sequences,
whose length will be denoted by n, are indicated by Xn. Instantiations of random sequences are
indicated by the corresponding lowercase letters, so xn indicates a specific realization of the random
sequence Xn, and Xi, xi, i = 1, n indicate the i−th element of Xn and xn respectively. Information
sources will also be defined by capital letters. While strictly speaking this is correct only for the case
of memoryless sources (DMS) since in this case a DMS ultimately corresponds to a random variable,
we will use the same symbol to represent sources with memory, the exact meaning of the notation
being always clear from the context. The alphabet of an information source will be indicated by the
corresponding calligraphic capital letter (e.g. X ). Calligraphic letters will also be used to indicate
classes of information sources (C) and classes of probability density functions (P). The probability
density function (pdf) of a random variable X will be denoted by PX . The same notation will be
used to indicate the probability measure ruling the emission of sequences from a source X, so we
will use the expressions PX(a) and PX(xn) to indicate, respectively, the probability of symbol a ∈ X
and the probability that the source X emits the sequence xn, the exact meaning of PX being always
clearly recoverable from the context wherein it is used. Given an event A (be it a subset of X or
Xn), we will use the notation PX(A) to indicate the probability of the event A under the probability
measure PX . Given two sequences xn and yn, their Hamming distance is defined as the number of
locations for which xi 6= yi, i.e.

dH(xn, yn) = n−
n∑
i=1

δ(xi, yi),

with δ(xi, yi) = 1 if xi = yi and 0 otherwise. Asymptotic equality in the logarithmic scale between
two sequences will be indicated as xn , yn, meaning that:

lim
m→∞

1

m
log

(
xm
ym

)
= 0.

Throughout the work we make extensive use of the concepts of type and type class defined as follows
(for more insights into the use of type classes in information theory and statistics we refer to [8]).
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Let xn be a sequence with elements belonging to an alphabet X . The type Pxn of xn is the empirical
probability distribution induced by the sequence xn, i.e. ∀a ∈ X , Pxn(a) = 1

n

∑n
i=1 δ(xi, a). In the

following we indicate with Pn the set of types with denominator n, i.e. the set of types induced by
sequences of length n. Given P ∈ Pn, we indicate with T (P ) the type class of P , i.e. the set of all
the sequences in Xn having type P .
The Kullback-Leibler (KL) divergence between two distributions P and Q defined on the same finite
alphabet X is defined as:

D(P ||Q) =
∑
a∈X

P (a) log
P (a)

Q(a)
,

where, according to usual conventions, 0 log 0 = 0 and p log p/0 =∞ if p > 0. Empirical distributions
can be used to calculate empirical information theoretic quantities, thus the empirical entropy of a
sequence will be denoted by:

H(Pxn) = −
∑
a∈X

Pxn(a) logPxn(a).

Similar definitions hold for other information theoretic quantities (e.g. KL-divergence and condi-
tional entropy) governed by empirical distributions.

Game theory

Game theory is a well-established branch of mathematics devoted to the analysis of strategic situa-
tions, referred to as games, in which the success of one player depends on the choices made by the
other players. Traditionally, analysis in game theory aims at finding the equilibrium points of the
game, i.e. a set of strategies for the various players of the game such that each player cannot improve
his outcome, given the others’ strategy. Game theory encompasses a great variety of situations de-
pending, among other things, on the number of players, the way the degree of success of each player
is defined, the knowledge that a player has on the strategies adopted by the others, the deterministic
or probabilistic nature of the game and so on. In this work, we are concerned with a rather simple
class of games, i.e. the class of strategic, 2-players, zero-sum games. In this setup, a game is defined
as a 4-uple G(S1,S2, u1, u2), where S1 = {s1,1 . . . s1,n1

} and S2 = {s2,1 . . . s2,n2
} are the set of strate-

gies (actions) the first and the second player can choose from, and ul(s1,i, s2,j), l = 1, 2 is the payoff
of the game for player l, when the first player chooses the strategy s1,i and the second chooses s2,j . A
pair of strategies s1,i and s2,j is called a profile. In a zero-sum competitive game the two payoff func-
tions are strictly related to each other since for any profile we have u1(s1,i, s2,j) + u2(s1,i, s2,j) = 0.
In other words, the win of a player is equal to the loss of the other. In the particular case of a
zero-sum game, then, only one payoff function needs to be defined. Without loss of generality we
can specify the payoff of the first player (generally indicated by u), with the understanding that the
payoff of the second player u2 is equal to −u. In the most common formulation, the sets S1, S2

and the payoff functions are assumed to be known to both players. In addition, it is assumed that
the players choose their strategies before starting the game so that they have no hints about the
strategy actually chosen by the other player (strategic game).
Given a game, the determination of the best strategy that each player should follow to maximize
its payoff is not an easy task, all the more that a profile that is optimum for both the players may
not exist. As we said, a common goal in game theory is to determine the existence of equilibrium
points, i.e. profiles that, in some sense represent a satisfactory choice for both players. While there
are many definitions of equilibrium, the most famous and commonly adopted is the one due by Nash
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[37, 38]. For the particular case of a 2-player game, a profile (s1,i∗ , s2,j∗) is a Nash equilibrium if:

u1((s1,i∗ , s2,j∗)) ≥ u1((s1,i, s2,j∗)) ∀s1,i ∈ S1

u2((s1,i∗ , s2,j∗)) ≥ u2((s1,i∗ , s2,j)) ∀s2,j ∈ S2,
(3.1)

where for a zero-sum game u2 = −u1. In practice, a profile is a Nash equilibrium if each player
does not have any interest in changing its choice assuming the other does not change its strategy.
In the rest of this contribution we will formulate the source identification game as a zero-sum,
competitive game, between the FA and the AD, and we will derive the Nash equilibrium profile for
some particular versions of the game.

3.1.3 Source identification with known sources

Our definition of the Source Identification (SI) game starts from the observation that the task of
the FA is the definition of a test to accept or reject the hypothesis that the sequence under analysis
was produced by a certain source X. On the other side, the goal of the AD is to take a sequence
generated by a different source and modify it in such a way that the FA accepts the hypothesis that
the modified sequence has been generated by X. In doing so the AD may want to minimize the
amount of modifications it has to introduce to deceive the FA. In the following we cast the above
ideas into a rigorous framework. To start with we assume that both the FA and the AD have a full
knowledge of the source X. We assume the source Y is also known to both the FA and the AD.
This may seem a questionable choice, since in practice it may be difficult for the FA to have full
access to the source Y . We will see, however, that, at least asymptotically, the assumption that the
FA knows Y can be removed, thus leading to a more realistic model.
Let, then, C be a class of information sources with finite alphabet X (e.g. the class of memoryless
sources, or the class of k-order Markov source) and let X and Y be two sources belonging to C. As
we said we assume that the probability measures PX and PY ruling the emission of sequences by X
and Y are known to both the FA and the AD.
Let yn be a sequence drawn from Y and let zn be a modified version of yn produced by the AD in
the attempt to deceive the FA. Let H0 be the hypothesis that the test sequence has been generated
by X, and let H1 be the opposite hypothesis that the sequence has been generated by Y . We define
the source identification game under the known source assumption (SIks) as follows.
The SIks(SFA,SAD, u) game is a zero-sum, strategic, game played by the FA and the AD, defined
by the following strategies and payoff.

• The set of strategies the FA can choose from is the set of acceptance regions for H0 for which
the false positive probability (i.e. the probability of rejecting H0 when H0 is true) is below a
certain threshold:

SFA = {Λ0 : PX(xn /∈ Λ0) ≤ Pfp},
where Λ0 is the acceptance region for H0 (similarly we indicate with Λ1 = Λc0 the rejection
region for H0), Pfp is a prescribed maximum false positive probability, and where PX(xn /∈ Λ0)
indicates the probability that a sequence generated by X does not belong to Λ0.

• The set of strategies the AD can choose from is formed by all the functions that map a sequence
yn ∈ Xn into a new sequence zn ∈ Xn subject to a distortion constraint:

SAD = {f(yn) : d(yn, f(yn)) ≤ nD},

where d(·, ·) is a proper distance function and D is the maximum allowed per-letter distortion.
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• The payoff function is defined as the false negative error probability (Pfn), namely:

u(Λ0, f) = −Pfn = −
∑

yn:f(yn)∈Λ0

PY (yn). (3.2)

A few comments are in order to clarify some of the choices we made to formulate the SIks game.
First of all we decided to limit the strategies available to the AD to deterministic functions of yn.
This may seem a limiting choice, however we will see in section 3.1.3 that, at least asymptotically,
the optimum strategy of the FA depends neither on the strategy chosen by the AD nor on PY , then,
it does not make sense for the AD to adopt a randomized strategy to confuse the FA.
The second comment regards the assumption that the FA knows PY . As it is evident from equation
(3.2), this is a necessary assumption, since for a proper definition of the game it is required that
both players have a full knowledge of the payoff for all possible profiles. An alternative possibility
could be to define the payoff under a worst case assumption on PY , however such a choice has two
major drawbacks. First of all, if X and Y belong to the same class of sources C, the worst case for
the FA would always be PX = PY , a condition under which no meaningful analysis can be made to
distinguish sequences drawn from X and Y . One could require that X and Y belong to different
source classes, however such classes should have to be known to the FA for a proper definition of
the game, thus raising the same concerns raised by the assumption that the FA knows Y . Secondly,
adopting a worst case analysis leads to the necessity of differentiating the payoffs of the FA and
the AD, since for the FA the worst case corresponds to the highest false negative error probability
across all Y ∈ C, while the AD knows PY and hence can compute the actual error probability.
This observation would lead to the definition of a non-competitive version of the game in which two
different payoffs are specified for the FA and the AD. While this is an interesting direction to look
into, we leave it for future work, all the more that in the sequel of this section we will focus on the
asymptotic solution of the game for which the optimum strategy of the FA does not depend on PY ,
thus making the assumption that the FA knows PY irrelevant.

Asymptotically optimum strategies for FA with limited resources

Solving the SIks game as stated in its definition is a cumbersome task, hence in this section we focus
on the asymptotic optimum strategies that are obtained when the length n of the observed sequence
tends to infinity. In order to make the problem tractable, we also limit the kind of acceptance regions
the FA can choose from. We will do so by using an approach similar to that used in [32] to derive the
optimal embedding and detection strategies for a general watermarking problem. Specifically, we
limit the complexity of the analysis carried out by the FA by confining it to depend on a limited set
of statistics computed on the test sequence. To fix the ideas, in the subsequent derivation we assume
that the sources X and Y belong to the class of discrete memoryless sources, however our analysis
can be extended to other source classes. Given the memoryless nature of X and Y , it makes sense
to require that the FA bases its decision by relying only on Pxn , i.e. on the empirical probability
density function induced by the test sequence1. Note that, strictly speaking, Pxn is not a sufficient
statistics for the FA; in fact, even if Y is a memoryless source, the AD could introduce some memory
within the sequence as a result of the application of f . This is the reason why we need to introduce
explicitly the requirement that the FA bases its decision only on Pxn .
A fundamental consequence of the limited resource assumption is that it forces Λ0 to be a union
of type classes, i.e. if xn belongs to Λ0, then the whole type class of xn, namely T (Pxn) will be

1In order to keep the notation as light as possible, we use the symbol xn to indicate the test sequence even if, in
principle, it is not known whether xn originates from X or not.
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contained in Λ0. Since a type class is univocally defined by the empirical probability density function
of the sequences contained in it, we can redefine the acceptance region Λ0 as a union of types P ∈ Pn,
where Pn is the set of all possible types with denominator n.
With the above ideas in mind we can define the (asymptotic) SI lrks game as follows.
The SI lrks(SFA,SAD, u) game is a game between the FA and the AD defined by the following strategies
and payoff:

SFA = {Λ0 ∈ 2Pn : Pfp ≤ 2−λn}, (3.3)

SAD = {f(yn) : d(yn, f(yn)) ≤ nD},
u(Λ0, f) = −Pfn,

where in the definition of SFA, 2Pn indicates the power set of Pn, i.e. all the possible unions of
types. Note also that we now ask that the false positive error probability decay exponentially fast
with n, thus opening the way to the asymptotic solution of the game (an analogous setup was used
in [32] to solve a similar problem in watermarking).

Optimal acceptance region Let Λ∗1 be defined as follows:

Λ∗1 =

{
P ∈ Pn : D(P ||PX) ≥ λ− |X | log(n+ 1)

n

}
, (3.4)

and let Λ∗0 be the corresponding acceptance region. Then we have:

1. Pfp ≤ 2−n(λ−δn), with δn → 0 for n→∞,

2. for every Λ0 ∈ SFA (with SFA defined as in (3.3)) we have Λ1 ⊆ Λ∗1.

Proof:
Since Λ∗1 and Λ∗0 are unions of type classes, Pfp(Λ

∗
0) can be rewritten as

Pfp(Λ
∗
0) =

∑
P∈Λ∗1

PX(T (P )),

where by PX(T (P )) we indicated the collective probability (under PX) of all the sequences in T (P ).
For the class of DMS sources, the number of types is bounded by (n+ 1)|X | and the probability of
a type class T (P ) by 2−nD(P ||PX) (see [8]), hence we have:

Pfp(Λ
∗
0) ≤ (n+ 1)|X | max

P∈Λ∗1
PX(T (P ))

≤ (n+ 1)|X |2
−nminP∈Λ∗1

D(P ||PX)

≤ (n+ 1)|X |2−n(λ−|X| log(n+1)
n )

= 2−n(λ−2|X | log(n+1)
n ),

proving the first part of the result with δn = 2|X | log(n+1)
n and where the last inequality derives from

definition (3.4).
We now pass to the second part of the result. Let Λ0 be in SFA and let P be in Λ1. Then we have
(see [8] for a justification of the last inequality):

2−λn ≥ PX(Λ1)

≥ PX(T (P ))

≥ 1

(n+ 1)|X |
2−nD(P ||PX),
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that, by taking the logarithm of both sides, proves that indeed P ∈ Λ∗1.
The first relation proved in the optimal definition of the acceptance region says that asymptotically
Λ∗0 defines a valid strategy for the FA, while the second one implies the optimality of Λ∗1. In fact, if
for a certain strategy of the AD we have that P /∈ Λ∗1, a fortiori we have that P /∈ Λ1 for any other
choice of Λ1 hence resulting in a higher false negative error probability.
An interesting consequence of the optimal definition of the acceptance region is that the optimum
strategy for the FA does not depend on: i) the strategy chosen by the AD, and ii) PY , i.e. the
optimum strategy is universally optimal across all the probability density functions in C. As we
anticipated, this result makes the assumption that the FA knows PY un-necessary. We also observe
that the strategy expressed by equation (3.4) has a simple heuristic interpretation: the FA will
accept only the sequences whose empirical pdf is close enough (in divergence terms) to the known
pdf of source X. As a last remark, we remember that for a memoryless source we have [8]:

nD(Pxn ||PX) = − log(PX(xn))− nH(Pxn),

hence the optimum decision rule for the FA reduces to a comparison between the empirical entropy
of xn and the (log-) probability of xn under PX .
We now pass to the determination of the optimum strategy for the AD. Since the acceptance region
is fixed, the AD can optimize its strategy by assuming that Λ0 = Λ∗0. We start by observing that
the goal of the AD is to maximize Pfn. Such a goal is obtained by trying to bring the sequences
produced by Y within Λ∗0, i.e. by trying to reach the condition:

D(Pf(yn)||PX) < λ− |X | log(n+ 1)

n
.

In doing so the AD must only respect the constraint that d(yn, f(yn)) ≤ nD. The optimum strategy
for the AD can then be expressed as follows:

f∗(yn) = arg min
zn:d(zn,ym)≤nD

D(Pzn ||PX). (3.5)

Together with the definition of the optimal acceptance region, the above observation permits to state
that (Λ∗0, f

∗) define an asymptotic Nash equilibrium for the SI lrks game.
Proof
Adapting equation (3.1) to the case at hand yields:

u(Λ∗0, f
∗) ≥ u(Λ0, f

∗) ∀Λ0 ∈ SFA (3.6)

−u(Λ∗0, f
∗) ≥ −u(Λ∗0, f) ∀f ∈ SAD, (3.7)

where the minus sign in the second inequality is due to the fact that in a zero-sum game we have
u2 = −u1. By remembering that for the SI lrks game −u is the false negative error probability,
the inequality (3.6) derives immediately from the definition of the optimal acceptance region result
provided above. In the same way, since f∗ maximizes the false negative error probability given Λ∗0,
the inequality (3.7) is always verified thus proving the result.

Payoff at the equilibrium and error exponents

The next step is the computation of the payoff at the equilibrium. Given the asymptotic nature of
the solution we found, it makes sense to compute the asymptotic behavior of Pfn at the equilibrium.
From the foregoing discussion it is easy to argue that Pfn will either tend to 0 or to 1 for n → ∞
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depending on the relationship between the maximum allowed distortion and the KL-divergence
between PX and PY . Then, for a more accurate analysis, we will also evaluate the error exponent
of the false negative error probability defined as2

εfn = lim
n→∞

− logPfn
n

.

In this framework we are interested in understanding the conditions under which Pfn tends to 0,
and the value of εfn in this case3.
Let Γfn be the set of sequences generated by Y that can be moved into Λ∗0 since they are close
enough to such a set, and let Γcfn be the complement of Γfn. We can write:

Γfn = {yn : ∃ zn s.t. Pzn ∈ Λ∗0 and d(yn, zn) ≤ nD} . (3.8)

The false negative error probability is clearly equal to the probability that yn ∈ Γfn. The set Γfn
defined in equation 3.8 is a union of type classes for any permutation invariant distance-measure.
Proof Let yn ∈ Γfn. Then there exists a sequence zn ∈ Λ∗0 such that d(yn, zn) ≤ nD. Let ỹn

be a generic sequence belonging to the type class of yn, i.e. ỹn ∈ T (Pyn). Then there exists a
permutation σ of the elements of the sequence yn such that ỹn = σ(yn). If we apply the same
permutation to zn we obtain a sequence z̃n = σ(zn) belonging to T (Pzn). Given that Λ∗0 is a union
of type classes, z̃n ∈ Λ∗0. We now assume that the distance measure used to define the distortion
constraint is invariant to a permutation of the sequence elements. This is the case, for instance, of
all additive distance measures for which:

d(yn, zn) =

n∑
i=1

g(yi, zi),

for any function g(·). Under this assumption d(ỹn, z̃n) = d(yn, zn) ≤ nD, with z̃n ∈ Λ∗0, hence
proving that ỹn ∈ Γfn.
The above property shows that Γfn is a union of type classes for all the most common distance
measures, including Lp distance, the Hamming distance and the max (infinity) distance for which
d(yn, zn) = maxi |yi− zi|. Thanks to property of Γfn being defined in (3.8) as a union of type clases
for any permutation invariant distance-masure, Γfn can be redefined in terms of types instead than
sequences:

Γnfn={P ∈ Pn : ∀yn ∈ T (P ),∃zn ∈ Λ∗0 s.t. d(yn, zn) ≤ nD}
where we have explicitly indicated that we refer to sequences of length n. We are now ready to
investigate the asymptotic behavior of Pfn. To this aim, we first need to introduce the asymptotic
version of Γfn as:

Γ∞fn = cl

(⋃
n

Γnfn

)
,

where cl(S) indicates the closure of a set S.
At this point we can distinguish two cases: PY may either belong to Γ∞fn or not. In the former case
Pfn asymptotically tends to 1, and the FA will no be able to correctly distinguish between original
and fake sequences. In the latter case Pfn tends to 0, and the probability that the FA will not
distinguish original and fake sequences gets vanishingly small when n increases. In both cases, the
error exponent of the false negative error probability can be computed in a way resembling Sanov’s
theorem (see [8]), as stated by the following result.

2Due to equation (3.3), the false positive error exponent εfp is always lower or equal than λ.
3In the same way we could investigate how fast the probability of a correct decision tends to zero when εfn = 0.

Such an analysis follows exactly the same lines we will use for the computation of εfn and will not be detailed.
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False negative error exponent For the SI lrks game, the error exponent of the false negative error
probability at the equilibrium is given by:

εfn = min
P∈Γ∞fn

D(P ||PY ), (3.9)

leading to the following cases:

1. εfn = 0, if PY ∈ Γ∞fn;

2. εfn = min
P∈Γ∞fn

D(P ||PY ), if PY /∈ Γ∞fn.

Proof We start by proving that εfn is lower bounded by the expression in (3.9). Later we demonstrate
that the same expression is also an upper bound for εfn thus proving the result. For any value of n
we have

Pfn =
∑

P∈Γnfn

PY (T (P ))

(a)

≤
∑

P∈Γnfn

2−nD(P ||PY )

(b)

≤ (n+ 1)|X |2
−nminP∈Γn

fn
D(P ||PY )

(c)

≤ (n+ 1)|X |2
−nminP∈Γ∞

fn
D(P ||PY )

,

where inequalities (a) and (b) follow from the properties of types [8], and (c) follows from the fact
that Γnfn ⊆ Γ∞fn. Passing to the error exponent yields:

εfn ≥ − lim
n→∞

1

n
log(n+ 1)|X |2

−nminP∈Γ∞
fn
D(P ||PY )

= − lim
n→∞

|X | log(n+ 1)

n
+ min
P∈Γ∞fn

D(P ||PY )

= min
P∈Γ∞fn

D(P ||PY ).

We now prove that the same expression is also an upper bound for εfn. Let P ∗ the probability
distribution which satisfies (3.9). Even if P ∗ does not need to belong to Γnfn for any n, it is possible
to show that if n is large enough we can find a distribution in Γnfn that is arbitrarily close to
P ∗. Due to the continuity of D, we can then find a sequence of distributions Pn ∈ Γnfn such that
D(Pn||PY )→ D(P ∗||PY ) when n→∞. So, for large n, we have:

Pfn =
∑

P∈Γnfn

PY (T (P ))

≥ PY (T (Pn))

≥ 2−nD(Pn||PY )

(n+ 1)|X |
,
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where the last inequality follows from the properties of types [8]. By passing to the error exponents,
we have:

εfn ≤ − lim
n→∞

1

n
log

2−nD(Pn||PY )

(n+ 1)|X |

= lim
n→∞

|X | log(n+ 1)

n
+ lim
n→∞

D(Pn||PY )

= lim
n→∞

D(Pn||PY )

= D(P ∗||PY ) = min
P∈Γ∞fn

D(P ||PY ).

Combining the two bounds the result is proved.
Even if gives interesting insights into the asymptotic behavior of Pfn, the expression of Γ∞fn, does
not allow an easy computation of the probability density functions PY for which Pfn → 0 and the
corresponding error exponents. We now specialize the expression of Γ∞fn to the case in which the
distortion constraint is expressed in terms of the Hamming distance between yn and zn. In this
case, in fact, a close form expression can be found for Γ∞fn thus greatly simplifying the analysis. The
simplification relies on the fact that if d(yn, zn) = dH(yn, zn), the set Γnfn can be expressed as:

Γfn = Γ∗ = {P ∈ Pn : ∃P ′ ∈ Λ∗0 s.t. ||P − P ′||L1 ≤ 2DH} (3.10)

where the L1 distance between P and P ′ is defined as:

dL1
(P, P ′) = ||P − P ′||L1

=
∑
a∈X
|P (a)− P ′(a)|.

Proof
We start by proving that a sequence whose type has a distance larger than 2DH from all the types
in Λ∗0 can not belong to Γfn. Let yn and zn be two sequences, and let Pyn and Pzn be their types.
The L1 distance between Pyn and Pzn can be rewritten as follows:

||Pyn − Pzn ||L1 =
∑
a∈X+

[Pyn(a)− Pzn(a)]

+
∑
a∈X−

[Pzn(a)− Pyn(a)]

= 2
∑
a∈X+

[Pyn(a)− Pzn(a)],

where X+ (res. X−, X=) indicates the set of a’s for which Pyn(a) > Pzn(a) (res. Pyn(a) < Pzn(a),
Pyn(a) = Pzn(a)), and where the last equality follows from the observation that:∑

a∈X−
Pyn(a) = 1−

∑
a∈X+

Pyn(a)−
∑
a∈X=

Pyn(a).

Let us consider now the Hamming distance between the sequences yn and zn. By considering X+,
we see that dH(yn, zn) is larger or equal to

∑
a∈X+ n[Pyn(a) − Pzn(a)]. In fact, for each a ∈ X+,

there must be at least n[Pyn(a) − Pzn(a)] positions in which the sequences yn and zn differ, so to
justify the presence of n[Pyn(a)− Pzn(a)] more a’s in yn than in zn, thus yielding:

||Pyn − Pzn ||L1
≤ 2dH(yn, zn)

n
.
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For the sequences yn whose type does not satisfy equation (3.10), we have ||Pyn − Pzn ||L1
>

2DH ∀zn ∈ Λ∗0, yielding

2DH < ||Pyn − Pzn ||L1
≤ 2dH(yn, zn)

n
,

showing that Γfn ⊆ Γ∗.
We now show that Γ∗ ⊆ Γfn. Let P be a type in Γ∗. Then there exists a type P ′ ∈ Λ∗0 whose L1

distance from P is lower than or equal to 2DH . Let yn be a sequence belonging to T (P ), the type
class of P . Starting form yn we can easily build a new sequence zn whose type is equal to P ′ by
proceeding as follows. Let X+ be the set of a’s for which Pyn(a) > P ′(a). For each a ∈ X+ we take
n[Pyn(a)− P ′(a)] positions where yi = a, and replace a with a value b ∈ X−, in such a way that at
the end we have Pzn(a) = P ′(a) ∀a ∈ X . Note that this is always possible since we have∑

a∈X+

[Pyn(a)− P ′(a)] =
∑
b∈X−

[P ′(b)− Pyn(b)].

Since to pass from yn to zn we modified only
∑
a∈X+ n[Pyn(a)− P ′(a)] positions of yn we have:

dH(yn, zn) =
∑
a∈X+

n[Pyn(a)− P ′(a)]

=
n||Pyn − P ′||L1

2
≤ nDH ,

showing that yn ∈ Γfn, and hence Γ∗ ⊆ Γfn, thus concluding the proof of the result.
This result permits to use a simpler expression for Γ∞fn, that passes from the definition of the
asymptotic version of Λ∗0, as specified in the following:

Λ∗,∞0 = {P ∈ P : D(P ||PX) < λ}
Λ∗,∞1 = {P ∈ P : D(P ||PX) ≥ λ}
Γ∞fn = cl

{
P ∈ P : ∃P ′ ∈ Λ∗,∞0 s.t. ||P − P ′|| ≤ 2DH

}
. (3.11)

Given the above definition it is easy to restate the result on the false negative error exponent by
adopting the more convenient expression of Γ∞fn. The proof goes along the same lines followed to
prove the mentioned result, and it is omitted for sake of brevity.

Bernoulli sources

The exact computation of Γ∞fn and the payoff at the equilibrium for the SI lrks game in a general case
is very cumbersome, and depends heavily on the particular relationship between PX and PY . In
the following we analyze the case of two Bernoulli sources by the light of the results proved in the
the previous section. For this kind of sequences the Hamming can be used to define the distortion
constraint, thus permitting to adopt the simplified definition of Γ∞fn given in equation (3.11).
Let X and Y be Bernoulli sources with parameters p and q respectively. In this case the acceptance
region for H0 assumes a very simple form. In fact, the KL-divergence between Pxn and PX depends
only on the number of 1’s in xn, the divergence being a monotonic increasing4 function of |νx(1)−p|,

4Actually the KL-divergence may have an asymmetric behavior for nx(1) < np and nx(1) > np however this
asymmetry does not have any impact on our analysis.
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where we indicated with νx(1) the relative frequency of 1’s in xn. When seen as an union of types,
the acceptance region may then be defined in terms of P (1) (the probability of 1 under P ) only:

Λ∗0 = {P ∈ Pn : P (1) ∈ [νinf (λ), νsup(λ)]} ,

with νinf (λ) and νsup(λ) derived from the equality

D(P ||PX) = λ− |X | log(n+ 1)

n
, (3.12)

and where we have explicitly indicated the dependence of νinf and νsup on λ. Note that in some
cases we may have νinf = 0 and/or νsup = 1, since equation (3.12) may admit a solution only for
P (1) > p, P (1) < p, or no solution at all.
The optimum strategy of the AD is also easy to define. Given the monotonic nature of the KL-
divergence noted above, the AD will increase (decrease) the number of 1’s in yn to make the relative
frequency of 1’s in zn as close as possible to p. The AD will succeed in inducing a decision error if the
relative frequency of ones in zn belongs to the interval [νinf , νsup]. Since the distortion constraint
states that d(yn, zn) ≤ nDH , we clearly have:

Γfn = {P ∈ Pn : P (1) ∈ [νinf (λ)−DH , νsup(λ) +DH ]} ,

with the boundaries of the interval truncated to 0 or 1 when needed. For the computation of the
error exponent of Pfn at the equilibrium we first consider the asymptotic version of Λ∗0 and Γfn:

Λ∗,∞0 = {P ∈ P : P (1) ∈ [ν∞inf (λ), ν∞sup(λ)]}

where ν∞inf and νinftysup are now derived from the equality

D(P ||PX) = λ

and
Γ∞fn = {P ∈ P : P (1) ∈ [ν∞inf (λ)−DH , ν

∞
sup(λ) +DH ]}.

As stated by the result on the false negative error exponent, we can distinguish two cases:

q = PY (1) ∈ [ν∞inf (λ)−DH , ν
∞
sup(λ) +DH ]

q = PY (1) /∈ [ν∞inf (λ)−DH , ν
∞
sup(λ) +DH ].

In the first case εfn = 0 and Pfn tends to 1 for n→∞, in the second case Pfn tends to 0 for n→∞
and the error exponent can be computed by resorting to equations (3.9) and (3.11). Let us suppose
for instance that q > ν∞sup +DH . The type in Γ∞fn closest to PY in divergence is a Bernoulli source
with parameter p∗ = ν∞sup +DH , and hence the error exponent will be εfn = D(B(p∗)||B(q)).

Sources with memory

The existence of a Nash equilibrium for the SI lrks game has been proven by assuming that the FA is
restricted to base its analysis on the empirical pdf of the test sequence. This assumption makes sense
for the class of DMS sources whose characteristics are completely described by first order statistics,
but is no more reasonable for sources with memory. A closer inspection to the methods used in
sections 3.1.3 and 3.1.3, however, reveals that the analysis carried out therein can be extended to
sources with memory, as long as the concepts of types and type classes can still be used. As a matter
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of fact, even if the method of types was initially developed to work with memoryless sources [39], it
can be extended to more complex models as well. Given a class C of sources with alphabet X , we
say that a partition of Xn into Nn disjoint sets T1, . . . TNn , is a partition into type classes if all the
sequences in the same Ti are equiprobable for all the sources in C. If the number Nn of type classes
grows sub-exponentially with n, then the method of types can be applied to sources in C, and the
analysis we carried out in sections 3.1.3 and 3.1.3 can be extended to such sources, if we insist with
the limited resources assumption, that is if we continue to assume that the FA is restricted to define
the acceptance region as a union of type classes. Now it turns out that the concept of types can
be applied to some of the most commonly used source models, including Markov sources with finite
order and renewal processes.
For Markov sources with finite memory, a model that is commonly used to described a wide variety
of sources with memory, it is known that the number of type classes grows polynomially with n [39],
hence making the extension of our analysis straightforward. For instance, in this case, the limited
resources assumption is equivalent to ask that the FA bases its decision on the empirical transition
probabilities induced by xn plus x1. While the final form of the optimum acceptance region, and the
minimization problem to be solved by the AD will be much more complicated, their general form
would remain essentially the same.
Renewal processes are another class of sources that is amenable to be analyzed by relying on the
concept of types. Given a binary source, let us indicate by τ0, τ0 + τ1, τ0 + τ1 + τ2 . . . the positions
of the 1’s in the sequences produced by the source. The τi (i ≥ 1) are called inter-arrival times, and
τ0 initial waiting time. If the τi are independent and identically distributed random variables, the
output of the source is called a renewal process. In the same way, if the ti sequence forms a k−order
Markov chain, the output of the source is called a Markov renewal process of order k. Renewal
processes can be used, for instance, to model run length sequences and hence could be of interest
in forensics problems dealing with compressed streams adopting run-length coding (e.g. the JPEG
coding standard). In [40], it is shown that the number of type classes of renewal processes and
Markov renewal processes (of finite order) grows sub-exponentially with n, thus opening the way to
the extension of our analysis to this class of sources.

3.1.4 Final considerations

The definition of the SIks and SI lrks games, and the derivation of the Nash equilibrium of SI lrks,
represent a first step towards the construction of a rigorous theoretical framework to cast multimedia
forensics and anti-forensics in. While, we recognize that the proposed framework does not account
for all the subtleties involved in real forensics analysis, e.g. the necessity of preserving the perceptual
plausibility of the forged documents, and that the statistical models under which some instances of
the problem are solved do not grasp the complexity of real signals, we believe such an analysis to
be an important step towards the construction of a rigorous theoretical background to be used to
guide the search for practical algorithms.
The identification of an efficient numerical procedure to determine the optimum AD strategy, will be
a following step, fundamental towards the application of the theoretical framework to real scenarios,
since it can contribute to fill the gap between the simplicity of theoretical models and the complexity
of real life applications. Other directions for future research can be the extension of the presented
results to more realistic models, e.g. Markov sources or continuous sources, and the definition of
the source identification game when the sources are known only through the availability of training
data.
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3.2 Analysis of cost of JPEG compression anti-forensics

JPEG compression leaves characteristic footprints that can be exploited by the forensic analyst to
reveal traces of tampering. It has been recently shown that a knowledgeable adversary might want
to delete such footprints before tampering with an image, so as to make forensic analysis harder [41].
In this section, we characterize from an analytical point of view JPEG compression anti-forensics,
by showing the cost incurred by the adversary in terms of mean square error distortion added to
the image. We also provide insights on the design of techniques to counter JPEG compression anti-
forensics. Without loss of generality, we consider JPEG compression for grayscale images. However,
the very same principles apply to the luminance and chrominance channels of color images.

3.2.1 JPEG compression footprints

In the JPEG compression standard, the input image is first divided into B non-overlapping pixel
blocks of size 8×8. For each block, the two-dimensional discrete cosine transform (DCT) is computed.
Let Xb

i , 1 ≤ b ≤ B, 1 ≤ i ≤ 64, denote the i-th transform coefficient of the b-th block according
to some scanning order (e.g. zig-zag). That is, there is a one-to-one mapping i ↔ (r, s) between
the index i and the position (r, s), 1 ≤ r, s ≤ B, of a coefficient within a DCT block. Let Xi =
[X1

i , . . . , X
b
i ]T denote the set of DCT coefficients of the i-th subband. Each DCT coefficient Xb

i ,
1 ≤ i ≤ 64, is quantized with a quantization step size qi. The set of qi’s forms the quantization
matrix Q, which is not specified by the standard. In many JPEG implementations, it is customary
to define Q as a scaled version of a template matrix, by adjusting a (scalar) quality factor Q. This
is the case, for instance, of the quantization matrices adopted by the Independent JPEG Group
(IJG) [42], which are obtained by properly scaling the image-independent quantization matrices
suggested in Annex K of the JPEG standard [43]. The quantization levels W b

i are obtained from
the original coefficients Xb

i as W b
i = round

(
Xb
i /qi

)
. The quantization levels are entropy coded and

written in the JPEG bitstream. When the bitstream is decoded, the DCT values are reconstructed
from the quantization levels as X̃b

i = qiW
b
i . Then, the inverse DCT is applied to each block, and

the result is rounded and truncated in order to take integer values on [0, 255].
Due to the quantization process, the dequantized coefficients X̃b

i can only assume values that are
integer multiples of the quantization step size qi. Therefore, the histogram of dequantized coefficients
of the i-th DCT subband, i.e. X̃i = [X̃1

i , . . . , X̃
B
i ], is comb-shaped with peaks spaced apart by qi.

This is depicted in Fig. 3.1, which shows the histogram of transform coefficients in the (2, 1) DCT
subband before (Fig. 3.1(a)) and after (Fig. 3.1(b)) JPEG compression. The process of rounding and
truncating the decompressed pixel values perturbs the comb-shaped distribution of X̃i. However, the
DCT coefficient values typically remain tightly clustered around integer multiples of qi. Hereafter,
we refer to this characteristic comb shape of the DCT coefficients’ histogram as JPEG compression
footprint, as it reveals that: a) a quantization process has occurred; and b) which was the original
quantization step size [1].

3.2.2 JPEG compression anti-forensics

The work in [41] proposes to conceal the traces of JPEG compression by filling the gaps in the
comb-shaped distribution of X̃i by adding a dithering, noise-like, signal Ni in such a way that the
distribution of the dithered coefficients Yi = X̃i + Ni approximates the original distribution of Xi.
The original AC coefficients (2 ≤ i ≤ 64) are typically assumed to be distributed according to the
Laplacian distribution [44]:

fXi
(x) =

λi
2
e−λi|x|, (3.13)
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Figure 3.1: a) Histogram of transform coefficients in the (2, 1) DCT subband for the Lenna im-
age. b) Due to quantization, the coefficients in the JPEG-compressed image have a comb-shaped
distribution. c) The anti-forensic technique in [41] enables to approximately restore the original
distribution, thus removing JPEG-compression footprints.

where the decay parameter λi typically takes values between 10−3 and 1 for natural imagery. In
practice, only the JPEG-compressed version of the image is available, and the original AC coefficients
Xi are unknown. Therefore, the parameter λi in (3.13) must be computed from the quantized
coefficients X̃i, e.g. using the maximum-likelihood method in [45], which will result in an estimated

parameter λ̂i.
According to [41], in order to remove the statistical traces of quantization in X̃i, the dithering signal
Ni needs to be designed in such a way that its distribution depends on whether the corresponding
quantized coefficients X̃i are equal to zero. That is, for DCT coefficients quantized to zero:

fNi
(n|X̃i = 0) =

{
1
c0
e−λ̂i|n| if − qi

2 ≤ n <
qi
2

0 otherwise
, (3.14)

where c0 = 2
λ̂i

(1− e−λ̂iqi/2). Conversely, for the other coefficients

fNi
(n|X̃i = x) =

{
1
c1
e−sign(x)λ̂i(n+qi/2) if − qi

2 ≤ n <
qi
2

0 otherwise
, (3.15)

where c1 = 1
λ̂i

(1 − e−λ̂iqi). Note that the value of the DCT coefficient X̃i enters the definition of

the p.d.f. in (3.15) only through its sign. For some DCT subbands, all the coefficients may be

quantized to zero, and λ̂i cannot be determined. In those cases, the authors of [41] suggest to leave
the reconstructed coefficients unmodified, i.e. Yi = X̃i.
As for the DC coefficients, there is no general model for representing their distribution. Hence, the
anti-forensic dithering signal for the DC coefficient (i = 1) is sampled from the uniform distribution

fN1
(n) =

{
1
qi

if − qi
2 ≤ n <

qi
2

0 otherwise.
(3.16)

Fig. 3.1(c) illustrates that the anti-forensic technique enables to approximately restore the original
Laplacian distribution, thus removing JPEG-compression footprints.
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3.2.3 Analysis of the distortion introduced by anti-forensic dithering

The addition of the anti-forensic dither illustrated in the previous section corresponds to injecting
a noise-like signal in the pixel domain. As a result, the dithered image is distorted with respect to
the JPEG-compressed image. In this section, we characterize analytically the distortion in the DCT
domain, showing that it is a function of both the distribution of the original transform coefficients and
the quantization step size. We arrive to the conclusion that the energy of anti-forensic dithering is
concentrated in the middle DCT frequencies, thus resulting in a grainy noise in the spatial domain.
Then, we analyze the effect of re-quantizing the dithered coefficients in a DCT subband using
different quantization step sizes. We observe that re-quantizing the dithered coefficients with the
original JPEG quantization step annihilates completely the anti-forensic noise.

Characterization of anti-forensic dithering energy

The mean-square-error (MSE) distortion D̂i between the JPEG-compressed coefficients X̃i and the
dithered coefficients Yi in the i-th subband can be measured directly in the DCT domain, since the
transform is orthonormal. That is,

D̂i =
1

B

B∑
b=1

(
Y bi − X̃b

i

)2

=
1

B

B∑
b=1

(
N b
i

)2
.

Since the distribution of the dithering signal Ni is known from (3.14)-(3.16), it is possible to obtain
an analytical expression of the expected value Di = E[D̂i]:

Di =

+∞∑
k=−∞

Pr(X̃i = kqi)

∫ +qi/2

−qi/2
x2fNi

(x|X̃i = kqi)dx, (3.17)

where Pr(X̃i = kqi) represents the probability mass function of the quantized DCT coefficients. For
AC coefficients, equation (3.17) can be rewritten according to the definitions given in (3.14)-(3.15).
That is,

Di = m0
iD

0
i + (1−m0

i )D
1
i , for 1 < i ≤ 64 (3.18)

where

D0
i =

∫ +qi/2

−qi/2
x2fNi

(x|X̃i = 0)dx, (3.19)

D1
i =

∫ +qi/2

−qi/2
x2fNi

(x|X̃i = kqi)dx, (3.20)

and m0
i = 1− e−λ̂qi/2 is the fraction of coefficients quantized to zero.

For DC coefficients, the mean square error D1 is equal to that of a uniform scalar quantizer, i.e.
D1 = q2

1/12. Instead, for AC coefficients, an expression can be found in closed form by solving the
integrals in (3.19) and (3.20), as a function of the quantization step size and the parameter of the
Laplacian distribution. That is:

D0
i (qi, λ̂i) =

λ̂2
i q

2
i + 4λ̂iqi + 8

(
1− e λ̂iqi2

)
4λ̂2

i

(
1− e λ̂iqi2

) ,
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Figure 3.2: MSE distortion Di introduced by anti-forensic dithering for: a) different values of λ̂i; b)
different values of qi.

D1
i (qi, λ̂i) =

1

4
q2
i + 2

qi

λ̂i

(
1

1− eλ̂iqi
− 1

2

)
+

2

λ̂2
i

.

Figure 3.2(a) shows the MSE distortion Di as a function of qi, for different values of λ̂i. As a general
consideration, the distortion introduced by the anti-forensic dither gets larger as the quantization
step size increases. Indeed, a larger value of qi implies a wider spacing between the peaks in the
comb-shaped distribution of X̃i. Thus, a larger amount of noise needs to be added to restore the
original coefficient distribution.
The growth of the mean square error Di depends also on the value of λ̂i, as illustrated in Figure
3.2(b). A larger λ̂i in the Laplacian model (3.13) results in DCT coefficients which are more clustered

around zero (i.e., with smaller energy). When λ̂i is sufficiently large, all coefficients fall into the
zero bin of the quantizer (i.e., m0

i = 1 in (3.18)). Therefore, no anti-forensic noise is added, and the
distortion is exactly zero.
We characterize the distribution of the MSE distortion due to the anti-forensic dither in the DCT
domain in order to understand which DCT frequencies are affected more by dithering. In order to
exploit frequency masking and increase coding efficiency, the quantization step sizes qi’s are gen-
erally larger at higher frequencies. Hence, we expect larger values of D̂i in those DCT subbands
corresponding to higher frequencies. On the other hand, high-frequency components have lower
energy (higher λ̂i) due to the piecewise smoothness of natural images. As a result, we typically
observe larger values of the MSE distortion at intermediate frequencies. This is illustrated in Figure
3.3(a), which shows D̂i averaged over all the 8 × 8 blocks of the images in the UCID color image
database [46], compressed using JPEG at different quality factors Q ∈ [30, 95] with the IJG quanti-
zation matrices. We notice that D̂i is not uniformly distributed across the DCT subbands, and it
is concentrated at medium frequencies. Indeed, the distribution depends on both the image content
and the quantization matrix employed. As a further example, Figure 3.3(b) and Figure 3.3(c) show
the average MSE distortion when all images in the dataset are compressed at a quality factor equal
to, respectively, Q = 30 and Q = 90. When the quality of JPEG compression increases: i) the
overall amount of distortion decreases (see the different scale being used); ii) the distribution of the
MSE distortion is shifted towards DCT subbands that correspond to higher frequencies.

Effect of re-quantization on the dithered image

The distribution of the anti-forensic dither in the i-th DCT subband is designed in such a way that
it is nonzero only in the interval

[
− qi2 ,

qi
2

)
, where qi is the corresponding quantization step size (cfr.

equations (3.14)-(3.16)). Based on this observation, we show that the anti-forensic noise can be
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Figure 3.3: MSE distortion D̂i in the 64 DCT subbands for different JPEG quality factors Q,
averaged over the collection of images in the UCID dataset [46]. (a) Average MSE distortion over
several quality factors in the range [30, 95]. (b) MSE distortion at Q = 30. (c) MSE distortion at
Q = 90.

completely canceled if the dithered image is re-quantized using the same quantization matrix used
in the original JPEG compression step.
For clarity of illustration, we start considering a single coefficient in one DCT subband, re-quantized
according to the scheme illustrated in Figure 3.4. In order to simplify the notation, we drop the sub-
band index, e.g., qi = q. Let X denote the value of a DCT coefficient in the original (uncompressed)
image. During JPEG compression, X is quantized using a uniform quantizer Q with quantization
step size q, thus producing X̃. In order to remove the traces of quantization, an adversary adds the
dithering signal N according to [41], thus producing Y . From the discussion in Section 3.2.2, the
net result is that the p.d.f. fY(y) is indistinguishable from fX(x). Then, the dithered coefficient
Y is re-quantized with a uniform quantizer QA with quantization step size qA, producing the new
coefficient Ỹ . We are interested in computing the MSE distortion, DA(qA), between X̃ and Ỹ . That
is,

DA(qA) = E
[
(X̃ − Ỹ )2

]
=

+∞∑
k=−∞

pk

[∫ + q
2

− q2
(x̃k −QA(x̃k + n))2fN(n) dn

]
, (3.21)

where x̃k = kq, the expectation is taken with respect to the joint distribution of X̃ and N , fN(n) is
the probability density function of the dithering noise as in (3.14)-(3.16), and

pk =

∫ kq+ q
2

kq− q2
fX(x) dx (3.22)

is the probability of the original coefficient X to fall in the k-th quantization bin. Notice that the
output of QA assumes values at integer multiples of qA. Therefore, after a change of variables, (3.21)
can be written as

DA(qA) =

+∞∑
k=−∞

pk

[
+∞∑

h=−∞

(kq − hqA)2ph|k

]
,
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where

ph|k =

∫ hqA+
qA
2

hqA−
qA
2

fN (n− kq) dn

is the probability of quantizing a dithered sample to the h-th bin of QA, given that the original
sample was quantized to the k-th bin of Q. This is illustrated in Figure 3.5. Notice that fN(n− kq)
is nonzero in the interval

[
kq − q

2 , kq + q
2

)
.

We observe that when qA → 0, i.e. re-quantization is almost lossless, DA(qA) → σ2
N , the variance

of N . On the other hand, when qA →∞, Y is always quantized to zero. Therefore, DA(qA)→ σ2
X̃

,

i.e. the variance of X̃. The dithering noise is canceled, i.e. DA(qA) = 0, when qA = k
hq for all the

values h, k for which ph|k > 0. This is achieved when qA = q, such that ph|k = 1, when k = h, and
ph|k = 0 otherwise. It can be easily seen from Fig. 3.5 that this corresponds to the case when all the
noise N added to the coefficients in the k-th bin is re-absorbed by the quantized values kqA = kq,
resulting in DA(qA) = 0.
When qA 6= q, re-quantization does not suppress distortion completely, i.e. DA(qA) > 0. Specifically,
when qA > q, the dithering signal is mostly canceled. Conversely, when qA < q, new non-empty
bins in the histogram of Ỹ are created, due to the dithering signal N leaking to neighboring bins
(see Figure 3.5). In other words, the noise N is more accurately reproduced in Ỹ . Due to the
additive nature of MSE distortion, it is possible to generalize the analysis above from individual
DCT subbands to the whole image.
As an illustrative example, we measured the MSE distortion between the original JPEG-compressed
image and the output of the second JPEG compression for Lenna. We considered the widely used
JPEG quantization matrices suggested by the Independent JPEG Group [42]. Hence, quantization
is adjusted by means of a 100-points quality factor Q = 1, . . . , 100 that scales a template matrix to
obtain the quantization steps qA,i, i = 1, . . . , 64 for each DCT subband. Similarly, re-compression
is driven by a quality factor QA. Fig. 3.6 illustrates the mean-square-error distortion between the
re-compressed image (at quality factor QA) and the JPEG-compressed one, when the latter was
originally compressed at Q = 35, 60, 85. We notice a trend similar to the one predicted for each
DCT coefficient subband, where the distortion is minimized when QA = Q (thus qA,i = qi for all i).
The distortion is not exactly zero due to rounding and truncation of pixel values.
Visual inspection of the re-compressed images reveals that, for QA < Q the re-compressed image
does not contain traces of the dithering signal, which is mostly suppressed together with the high
frequency components of the underlying image. On the other hand, for QA > Q, the dithering signal
is somewhat preserved, and transformed back to the spatial domain, thus resulting in an image
affected by grainy noise. This observation triggers the intuition for practical detection methods
further developed as part of WP4.

Q QAX
X̃

N

Y
Ỹ+ +

Figure 3.4: Scheme of the re-quantization of a DCT coefficient.
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Figure 3.5: Re-quantization of a dithered DCT coefficient (originally quantized with a quantization
step size q), with a quantization step qA. The anti-forensic dither recovers the original distribution
of the coefficient fX(x). When re-quantized, the noise in the k-th quantization bin is redistributed
into several bins.
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Figure 3.6: MSE distortion between the Lenna image, JPEG-compressed at quality Q, and its
re-compressed version at quality QA. The distortion is amost equal to zero when QA = Q.



Appendix A

Simplified notation

In order to have an easier to be used simplified notation, the partners will try to follow (as much as
possible, since different notation requirements will be needed in different sections) the next notation
rules

• Random variable: capital letter, e.g. X.

• Random vector: bold capital letter, e.g. X.

• Random matrix: underlined bold capital letter, e.g. X.

• Outcome of a random variable: lowercase letter, e.g. x.

• Outcome of a random vector: bold lowercase letter, e.g. x.

• Outcome of a random matrix: underlined bold lowercase letter, e.g. x.

• Variable depending on time: x(t), used for example for monochannel audio.

• Vector depending on time: x(t), used for example for stereo audio.

• Matrix depending on time: x(t), used for example for video.

• Transformed version of a vector x or matrix x: we will consider both the use of tilde, i.e. x̃,
and x̃, and, in case that we want the used transform to be explicitly mentioned, transform(x)
and transform(x), e.g., DCT(x) and DCT(x).

• ith component of a vector x: xi.

• (i, j)th component of a matrix x: xi,j .

• Length of a vector x: Lx.

• Size of a matrix x: L1,x × L2,x.

• Set of possible values of a random variable X: X .

• Cardinality of a set X : |X |.

108
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• Uniform scalar quantization with step ∆ of the variable x: Q∆(x). By extension, the com-
ponentwise uniform scalar quantization of the vector x and the matrix x will be denoted by
Q∆(x) and Q∆(x), respectively.

• Multidimensional lattice: Λ.

• Minimum distance lattice quantization of vector x using lattice Λ: QΛ(x).

• Expectation of a random variable X, vector X, or matrix X: E{X}, E{X}, E{X}, respec-
tively.

• Variance of a random variable X (or variance per dimension of an i.i.d. random vector X):
σ2
X .

• Typically, it will be also found to be useful to define ΣX,Y = E{[X − E(X)][Y − E(Y )]T }.

• Estimated value of an unkown parameter x, vector x, or matrix x: x̂, x̂, x̂, respectively.

• The original content will be denoted by using letter “x”, i.e., x x, or x (or their time-depending
versions x(t), x(t), x(t)), according to its nature.

• The content considered by the footprint detector will be denoted by using letter “z”, i.e., z, z,
or z (or their time depending versions z(t), z(t), or z(t)), according to its nature.
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