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Editing conventions

Styles for bullet and numbered lists

Bullet lists comply with the following conventions:
* Anitem that is part of a first-level bullet liské the current one use this style.
» This is another item that is part of a first-lelrst but has sub-items:

- Sub-items like this one must use the “ltemLevelffes

- This is another sub-item that, in turn, may havgisems:
> In which case, they must use the “ltemLevel3” stide this one.
> Or this another one.

* Anitem that is part of a first level list may berediately followed by an indented paragraph Ihe t
following one:

Such paragraph should be indented this way.
Numbered lists are currently allowed only for thstflevel:
1. Thisis an itemin a numbered list.

2. Followed by another one.

Definition or “points to highlight” sections

Formal definitions or any specific text includingipts to highlight will be introduced using greyasted
boxes like the following:

» Terml. This might be the text defining term1l
e Term2. This might be the text defining term2

Figures
Figures will be inserted so that number and titlthe figure are presented right after the figure.

Tables

Tables will be inserted so that the title precatiegable. Here it is an example:

This is a sample table

Id | Description Date Responsible
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Scenarios

Description of an scenario or “user story” will peesented using grey shaded boxes like the follpwin

Scenario 1 Going to the airport
John Davies has to take his flight to Madrid and ...

Sample software code
Sample software code may be inserted in white bbixeshe following.

// comments, of course, should also use the “Software Code” style

int main (argc, argv) {
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1 Introduction

1.1 About this document

This document provides a high-level descriptionth&f FI-WARE Platform, easing development of smart
applications in the Future Internet.

This document is a living document. The most updlaersion of the document can be found at:
* http://www.fi-ware.eu/vision

More information about FI-WARE can be found at:
* http://www.fi-ware.eu

1.2 Intended audience

Anyone who wants to get an overall vision of what EI-WARE project intends to achieve and what are
the kind of functionalities that the FI-WARE platfio is going to provide to developers of future ints
Applications.

1.3 Context

The FI-WARE platform is the Core Platform whose @lepment is being targeted within the Future
Internet PPP initiative launched by the Europeam@dsion in collaboration with the Industry. More
information about Future Internet PPP initiative t& found at:

*  http://www.fi-ppp.eu
» http://ec.europa.eu/information_society/activitieglead/fippp/index_en.htm

The FI-WARE platform is being developed followingnse of the principles of the Agile methodology. As
such, this document corresponds to the FI-WARE ®rodision and is frequently referred as such.

1.4 Structure of this document

A first chapter providing a general overview of HleWARE platform is presented. Here, we introdueed
number of basic concepts and principles that aremge to FI-WARE (Generic Enablers, FI-WARE
Instance, etc). These are key to understand théewision.

The Reference Architecture of the FI-WARE platfasstructured along a number of technical chapters.
description of each of these chapters follows theral FI-WARE vision. Each chapter is structured s
that a general overview of the chapter is provintethe first place. There, main Generic Enablarthe
chapters are identified and briefly described. Theemore detailed description of each of these Gene
Enablers is provided. A precise list of terms aefirition is provided that can work as basic vodabu
that will help to establish the basis for fruitfiscussions around FI-WARE. A list of referenceslso
provided that could be helpful to complement wheg been described. Finally, a description of gastitl
under discussion is included. It will transparemihgsent some topics that are currently being tadgas
part of ongoing discussions within the project.

1.5 Associated documents

There are no specific documents associated tootiésapart from the ones being referred here ohén t
“References” section accompanying the descriptibreach of the technical chapters on which the
FI-WARE Reference Architecture is structured.
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2 FI-WARE Overall Vision

2.1 Vision and Goals

The high-level goal of the FI-WARE project is toilduhe Core Platform of the Future Internet. T@isre
Platform, also referred to as the “FI-WARE Platféron simply “FI-WARE” throughout the rest of this
document, will dramatically increase the global petitiveness of the European ICT economy by
introducing aninnovative infrastructure for cost-effective creaton and delivery of versatile digital
services, providing high QoS and security guarantee As such, it will provide a powerful foundation
for the Future Internet, stimulating and cultivatia sustainable ecosystem for (a) innovative servic
providers delivering new applications and solutiameeting the requirements of established and engprgi
Usage Areas; and (b) end users and consumers lgqiaeicipating in content and service consumption
and creation. Creation of this ecosystem will ggigrinfluence the deployment of new wireless ancedi
infrastructures and will promote innovative busie®dels and their acceptance by final users.

FI-WARE will be open, based upon elements (hereuodiked Generic Enablers) which offer reusable and
commonly shared functions serving a multiplicityldsage Areas across various sectalogether, such a
platform will address the challenges describechafrevious section. Note that not all functioret thre
common to applications in a given Usage Area mag te the identification of Generic Enablers (GHs).

is the ability to serve a multiplicity of Usage Aethat distinguishes Generic Enablers from whatldvbe
labelled as Domain-specific Common Enablers (oretdc Enablers” for short), which are enablersttha
are common to multiple applications but all of thepecific to one particular Usage Area or a vanjtéd

set of Usage Areas.

Key goals of the FI-WARE project are the identifioa and specification of GEs, together with the
development and demonstration of reference impl¢atiens of identified GEs. Any implementation of a
GE comprises a set of components and will offerabdpies and functionalities which can be flexibly
customized, used and combined for many differerdgdsAreas, enabling the development of advanced
and innovative Internet applications and servicEse FI-WARE Architecture comprises the descriptbdn
GEs, relations among them and properties of both.

Specifically, the Core Platform to be provided e tI-WARE project is based on GEs linked to the
following main architectural chapters:

» Service Delivery Framework— the infrastructure to create, publish, managecamsume FI services
across their life cycle, addressing all technical business aspects.

* Cloud Hosting — the fundamental layer which provides the comfputa storage and network
resources, upon which services are provisionedarthged.

» Data/Context Management Services the facilities for effective accessing, procegsiand analyzing
massive streams of data, and semantically clasgifyiem into valuable knowledge.

 |oT Enablement — the bridge whereby FI services interface anderye the ubiquity of
heterogeneous, resource-constrained devices intdgr@et of Things.

» Interface to the Network and Devices— open interfaces to networks and devices, progidhe
connectivity needs of services delivered acrosgligorm.

» Security — the mechanisms which ensure that the delivedywsmage of services is trustworthy and
meets security and privacy requirements.

In order to illustrate the concept of GE, let's lgpa some of the GEs that have been initially idieat as
linked to one of the defined Architecture Chapter&I-WARE, e.g., the chapter linked to Data/Comtex
Management Services. This chapter may comprise somef GE that allows compilation and storage of
massive data from disparate sources. Note thatGRisnay in turn be based on a number of GEs, each
specialized in gathering data from a specific se\ecg., data from connected “things”, data obthiinem

user devices, data provided by the user, data #gby applications, etc.), The Context/Data Manag#
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Service may also comprise a number of GEs dealinilp wrocessing of stored data, enabling
generation/inferencing of new valuable data thg@liegtions may be interested to consume. It maglffn
comprise a GE which supports a well defined APIbéing Future Internet Applications to subscribe to
data they are interested in, making them capablecafiving this data in real time.

To a large degree, the functionalities of the Gertenablers will be driven by requirements from (Gase
projects in the context of the PPP. Therefore, ARE will closely collaborate with Use Case projesisl

the Capacity Building project in the FI-PPP prografowever, it will also be driven by requirements
extrapolated for any other future services. Thekltianal requirements may be brought by partnéthe
FI-WARE consortia (based on input of their respectBusinesses Units) or gathered from third parties
external to PPP projects.

The FI-WARE project will introduce a generic andeexdible ICT platform for Future Internet services.

The platform — also referred to as the “Future imtet Core Platform” or “FI-WARE” — aims to meet th¢

demands of key market stakeholders across maweyatiffsectors, strengthen the innovation-enabling

capabilities in Europe and overall ensure the ldagn success of European companies in a highly,
dynamic market environment.

%

Products implementing FI-WARE GEs can be picked gindged together with complementary products
in order to build FI-WARE Instances, operated byaltled FI-WARE Instance Providers. Complementary
products allow FI-WARE Instance Providers to diffietiate their offerings and implement their desired
business models. For example, a company playieg-thVARE Instance Provider role may decide to
develop and/or integrate their own set of moniwgiimanagement tools, because this will allow iteodfit
from a better integration with the tools alreadgdiby the company for the monitoring/managing ot
services, therefore making operations much morigieft. FI-WARE Instance Providers would also
typically develop their own solutions for monetipat of the services delivered through the FI-WARE
Instance they operate. This solution will typigathply integration with proprietary Billing or Adbrtising
Support Systems. In this respect, GEs defined {WRRE will not impose restrictions on the partiaula
business model a FI-WARE Instance Provider inteadsplement.

FI-WARE GEs are further classified into core FI-WBRGEs and optional FI-WARE GEs. Core FI-
WARE GEs are required to be deployed in every FIREANnstance.
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The set of strategic goals of the FI-WARE projeet as follows:

To specify, design, and develop a Core Platforme{imeder referred to as “FI-WARE”) to be a generic,
flexible, trustworthy and scalable foundation, supipg the equations listed previously.

Design extension mechanisms so as to enable todufgp yet unforeseen Usage Areas not being
addressed in the context of the FI-PPP. This reguarsuitable extrapolation of current technolagy a
business trends and their translation into the iBpedesign and implementation principles of FI-
WARE.

To liaise between the project and relevant starisitidn bodies in order to: a) to keep the projget
to-date with respect to the discussions in thedstatisation bodies; b) to support the submission of
contributions from the project in a coordinated wdje aim is to ensure active contribution of
specifications leading to open standardised intega

To implement and validate the FI-WARE approackriald together with Use Case projects in order to
develop confidence for large scale investment®lations for smart future infrastructures on nation
and European level.

To enable established players (telecoms, etc.)esmerging players in the services and application
domains to tap into new business models by progidimmponents, services, and platforms for these
emerging players to innovate.

To support the development of a new ecosystem ditduagile and innovative service providers
consuming components and services from FI-WAREethebuilding new business models based on
FI-WARE and associated Usage Areas.

To stimulate early market take-up by promoting ecbjresults jointly with the other projects in thie
PPP.
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In the FI-WARE project, there is an equal focusadrancing components/technologies linked to Generic
Enablers as well as integrating them in order t@tntbe actual requirements of all stakeholders. R&D
activities in FI-WARE will comprise:

» Evolving components contributed by partners orlaté on the market in order to:

- incorporate new features not covered by these coemie but required to implement GEs in the
context of the Future Internet

- allow GEs implemented through these component®tmiegrated (pluggable) with other GEs in
the FI-WARE Architecture

» Creating new components that may cover gaps iFth@ARE Architecture

The FI-WARE project will draw upon the wealth ofstdts already achieved through earlier European
research, not only within the FP's but also atomaii- or corporate-funded levels, and to leverdugpant
further through a systematic integration with a ptete system perspective.

2.2 Business Ecosystem

The following table describe the different roleghie overall value chain defined around FI-WARE:

Roles in the value chain defined around FI-WARE

Role Description

Any implementer of a FI-WARE GE. The open and royéilee nature of Flt
WARE GE specifications will allow parties other thaartners in the F
WARE consortium to develop and commercialize présluthat are in
compliance with FI-WARE GE specifications.

FI-WARE GE Provider

FI-WARE Instance ProviderA company or organization which deploys and operat€l-WARE Instanc
and establishes some sort of business model atbahgarticular FI-WARE
Instance. Note that in building a FI-WARE InstanaelI-WARE Instance
Provider may rely on products being developed & FhWARE project or
products being developed by any sort of FI-WARE B&Bvider. Also note
that a FI-WARE Instance Provider may decide to ke tProvider
(implementer) of some of the GEs in the FI-WARE&mee they operate.

4]

v

FI-WARE A company or organization which develops Fl appiee and/or services
Application/Service based on FI-WARE GE APIs and deploys those apjicsiservices on top
Provider of FI-WARE Instances. Note that the open natufeFBWARE GE

specifications enables portability of FI applicasoand/or services across
different FI-WARE Instances.

Many different business stakeholders will be pdrttlee ecosystems creating Future Internet based
applications and services. They are likely to hdi¥ierent business objectives and offerings andetioee

will take one or more of the roles defined abovke Tollowing categorisation summarises the relevant
stakeholders, the roles they are expected to pldya@nsequently, the impact FI-WARE may induce:

2.2.1 Established Telecom Industry

e Telecom Operators: They will typically play theeaf FI-WARE Instance Providers, relying on FI-
WARE technologies to develop new business model$ef@raging the assets they already have, i.e.
exploring possibilities to "open up" their existingtworks and generating new revenue streams (e.qg.



FI-WARE High-level Description (<) fi-ware

by appropriate laaS / NaaS models). They will nieeahderstand the technical hurdles, which need to
be overcome. They can also play a relevant rolelating the development of standards based on FI-
WARE results.

* Network equipment manufacturers (core and accesworis): Develop and provide technical
solutions to support Telecom Operators in theie rab FI-WARE Instance Providers. They may
generate product/platforms and provide servicesvloich Telecom Operators may rely to implement
their role as FI-WARE Instance Providers. They mag existing and adapted assets in new Usage
Areas for such technical solutions. They can al&y phe role of FI-WARE Application/Service
Providers, commercializing compelling ICT-basedrmers based on FI-WARE which can be bundled
together with other Application/Services in thearffolio to bring solutions to different Usage Asea

* Mobile terminal manufacturers: Develop and provéghpropriate terminal devices with new features,
M2M communication equipment and sensors for newiegdppn domains, which can interface easily
with FI-WARE Applications and Services. Based ormgtandardized interfaces, economies of scale
and affordable/interchangeable solutions for custsrean be achieved.

* Telecom solution providers (note that some Tele@perators are also Telecom Solution Providers):
They will typically play the role of FI-WARE Applation/Service Providers. They develop new
services and applications for large Usage Areagrevitelecom-based communication, security and
availability levels as well as support to roamirsgns are required.

2.2.2  IT Industry

» Software vendors: They will typically play the radé FI-WARE GE Provider. Therefore, they will
explore, develop and provide new software companesgrvices, middleware, business services
(delivery) platforms and cloud-based infrastructooenponents needed for emerging Future Internet
applications and services in a converging 10T, E®] loC environment.

» Service providers: They will typically play the eobf FI-WARE Application and Service Providers.
Therefore, they will deal with provisioning and ogion of innovative applications and servicesam t
of FI-WARE Instances. In some cases, they may pllag the role of FI-WARE Instance Providers,
deploying FI-WARE Instances dedicated to run thelfgations and Services they have developed
(e.g. following a sort of ASP model).

e IT Solution providers: They will typically play theole of FI-WARE Application and Service
Providers, adapting to the new challenges of dpieipand integrating new converged Telecom/IT
solutions. Similarly to Service Providers, they naso play the role of FI-WARE Instance Providers,
deploying FI-WARE Instances dedicated to run th@l&ation and Services they have developed.

2.2.3 Usage Areas

The various stakeholders in the Usage Areas arectaqg to have very different objectives. Many ath
suggest basic improvements of their business pseseand the more efficient use of resources okenay
Others request solutions to support them in theeldpwment of new cross-sector solutions currently
considered as complex to implement and operateh Bbtthem are in charge of supporting societal
challenges either based on financial incentivebased on regulatory requirements. FI-WARE is a key
element to support the different sectors in thppraach.

2.2.4  Emerging Future Internet solution aggregators for converged
services
In a converged Future Internet ICT industry newllenges for developing / composing / deploying of

(domain- or sector-specific) solutions emerge. llisthed or new players especially from the SME @ect
will increasingly have to develop solutions in arldoof complex service networks crossing telecom
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services. Therefore, they will play the role of WARE Application and Service Providers, thereby
adapting their business models and technology Knaw-appropriately.

Note that convergence equally well applies to esestor innovation concerning domain-specific sgvi
providers, e.g. from the areas of logistics, health, energy, services, where new services are @sedp
by linking and services from different sectors degteloping new business models around them.

2.25 End users

Further end users affected by the FI-PPP and taonitvhs of FI-WARE are citizens, (non-governmental)
organisations, individuals, employees, and the igeio& of prosumers (possibly also aiming at getmaga
their personal income). Solutions that have dimapact on this group of stakeholders are highlyrdbte.

2.3 Summary of key concepts introduced

Following are the definitions of some terms that &ey to the FI-WARE vision and are widely used
throughout the entire document. As mentioned betbeeterms “Core Platform”, “CP” or “FI-WARE” can
be used indistinctly throughout the document:

* FI-WARE Generic Enabler (GE): A functional building block of FI-WARE. Any implenm¢ation of
a Generic Enabler (GE) is made up of a set of compts which together supports a concrete set of
Functions and provides a concrete set of APIs atetaperable interfaces that are in compliance |with
open specificatiodgublished for that GE.

* FI-WARE compliant Platform Product : A product which implements, totally or in part, BWARE
GE or composition of FI-WARE GEs (therefore, impents a number of FI-WARE Services).
Different FI-WARE compliant Platform Products maxist implementing the same FI-WARE GE|or

! GE Open Specifications will contain all the infation required in order to build compliant products
which can work as alternative implementations os@Eveloped in FI-WARE and therefore may replace a
GE implementation developed in FI-WARE within a tmadar FI-WARE Instance. GE Open
Specifications will typically include, but not nessarily will be limited to, information such as:

» Description of the scope, exhibited behaviour anterided use of the GE
» Terminology, definitions and abbreviations to diathe meanings of the specification

» Signature and behaviour of operations linked tosA@pplication Programming Interfaces) that the
GE should export. Signature may be specified raricular language binding or through a RESTful
interface.

» Description of protocols that support interopelipivith other GE or third party products
o Description of non-functional features
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developed in compliance with FI-WARE GE Open Speatfons are replaceable, components i
to a particular FI-WARE compliant Platform Produtdy not be replaceable.

* FI-WARE Instance: The result of the integration of a number of FARE compliant Platfor

Instances are built by means of integrating a @tecet of FI-WARE compliant Platform Products
* FI-WARE Instance Provider: A company that operates a FI-WARE Instance. Nb& FI-WAR

the market (e.g. integration with own Operating [@up Systems to enhance FI-WARE Inst
operation or with other products supporting sewitteat are complementary to those provided by FI-
WARE GEs) or to enable monetization of its operati@.g., integration with own Billing or
Advertising systems).

e Future Internet Application: An application that is based on APIs defined ast pf GE Open
Specifications. A Future Internet Application shibble portable across different FI-WARE Instances
that implement the GEs that Future Internet Appiicarelies on, no matter if they are linked to
different FI-WARE Instance Providers.

* FI-WARE Testbed: A concrete FI-WARE Instance operated by partoéthe FI-WARE project that
is offered to Use Case projects within the FI-PR&gFRam, enabling them to test their proof-of-coricep
prototypes. The FI-WARE Testbed is also offeredthod parties to test their Future Interpet
Applications although support to them is providedbest-effort basis.

* FI-WARE Instance in production: A FI-WARE Instance run by a FI-WARE Instance Rday in the
context of a trial (e.g., trials in phase 2 of #HePPP) or as part of its service offering to therket,
FI-WARE Instances in production will typically havéheir own certification and developérs
community support environments. However, seveldWARE Instance Providers may establish
alliances to setup common certification or devetsg®mmunity support environments.
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3 Cloud Hosting

3.1 Overview

Cloud computing is nowadays a reality. Cloud ha@stompanies, which can be considered as a particula
type of FI-WARE Instance Providers, are alreadyveeihg on the promise of the Cloud paradigm. They
own and manage large IT infrastructures and offeir tuse as a service on a pay-as-you-go model.

Cloud hosting is particularly appealing to SMEs atatt-ups wanting to offer some new and innovative
service over the Internet. Actually, it offers SMBeneral purpose computing resources that they can
consume (and pay) according to their needs andbigies, e.g. they can start small and grow as the
service they offer becomes successful. All thiadsievable without the need for large initial inwesnt in

the infrastructure. This in turn gives the SMEsasgwbility to competitively price their offeringsnse
there is no need to recover a huge initial capmatstment in infrastructure and, in addition, gmegoing
operational expenses are lowered thanks to thagaywu-go model.

Today, there are two clear trends in the cloud ading market: 1) growing adoption of the full cloud
computing paradigm, as exemplified by public clqualsd, 2) the appearance of private clouds, e, t
adoption of the cloud ideas and technologies ialgrnvithin companies. The latter approach is eidgc
appealing for large companies that are alreadyabiper large data center infrastructures. On onadhan
they are still reluctant to fully adopt the cloudsting model and rely solely on external providerstheir

IT needs (due to various factors such as secunty @ivacy as well as performance and availability
guarantees). On the other hand they do want tofibér@mm advantages that cloud computing paradigm
introduces in terms of cost and flexibility. Suclrade-off also introduces a hybrid approach wipeneate
clouds incorporate facilities to burst workload murblic clouds (cloudbursting), This approach is ooty
fundamental for large companies but is increasiggiyning momentum among SMEs who need to gain the
necessary confidence on the Cloud promise priofulheutsourcing of their computing infrastructare

However, as the IT infrastructure moves from beaagned and managed by the service providers to being
hosted on the cloud, the cloud hosting companiesrhe a critical part of their customers’ busineSdas
creates a dependency relationship that could esad 10 unhealthy and undesirable situations such as
vendor lock-in, if the necessary safeguards in $eofitechnology, market offerings and warrantiesraot

in place.

Moreover, the cloud hosting market is still limitéd a few, very dominant, large companies with
proprietary solutions. The lack of a competitivedaopen market for cloud hosting providers, in furn
slows down the adoption of the cloud paradigm &edeiconomic benefits embodied in it. For the ss&ce
of the Internet-based service economy it is crubial cloud hosting does not become a market ldridea
few strong players, and that future cloud hostmdased on open standards and support interopgrabil
and portability.

The FI-WARE project focuses a great part of itedff on making sure that these standards materiatid

in facilitating their adoption by providing open exjifications and reference implementations. This
standards-based and open approach will cover tieafuental technologies on which the cloud paradigm
is based, such a virtualization, as well as newrgimg technologies that will differentiate FI-WAR#so

in terms of the functionality offered.

In the cloud hosting paradigm there are two masy@is: (1) cloud hosting providers, i.e., FI-WARE
Instance Providers that own physical infrastructamd use it to host compute processes or applisatio
and (2) cloud hosting users, i.e., organizationsinglividuals that own the compute processes or
applications but do not own (or do not want to owrg physical infrastructure to run them, henceyth
lease this infrastructure from cloud hosting preved In a highly distributed cloud model, the phgki
infrastructure is deployed very close to the engl-nd can be controlled by the network and platfor
provider or the end-user directly.
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According to the needs of clients there are threlt-aefined Cloud Service offerings [REF:NIST]:

» Infrastructure as a Service (laaS): in this moleldlient rents raw compute resources such asgstora
servers or network, or some combination of themesehresources become available on the Internet
(public laaS Clouds) or on the Intranets (privaaaS Cloud) with capacities (storage space, CPUs,
bandwith) that scale up or down adapted to realashehof applications that uses them. The advantage
of this model is that enables users to setup tbein personalized runtime system architecture.
However it allows this at the price of still regog system admin skills by the user..

» Platform as a Service (PaaS): in this model thentdi typically application developers, follow a
specific programming model and a standard set ofnelogies to develop applications and/or
application components and then deploy them in iral application container or set of virtual
application containers they rent. How these virapplication containers map into a concrete ruatim
architecture is hidden to the application develpo doesn’t need to have strong admin skills.
However, this happens at the price of loosing pdrtthe control on how the system runtime
architecture is designed. This model enables fagtldpment and deployment of new applications and
components. Usually, in addition to hosting, thea®a@roviders also offer programming utilities and
libraries that expedite development and encourageer.

» Software as a Service (SaaS): in this model tlengliypically end-users, rent the use of a pdercu
hosted Final Application, e.g., word processingC&M without needing to install and executed the
application on top of equipments owned by the tl{ennsumers) or assigned to the client (employees
in a company). Applications delivered following aaS model are always available so that clients get
rid of maintenance tasks (including upgrading, mpmition and management of high-availability and
security aspects, etc). Computing resources needagh applications on owned/assigned clients get
minimized since they are hosted on the Internedit.

While it is possible to implement these models pedelently of each other, i.e., SaaS without PaaS or
laaS, PaaS without laaS, the advantages offeredtly of these models to its potential users are that

we strongly believe that the vast majority of thetufe Internet services will be based on a stacked
implementation of these models as shown in The )>@tagked Model Figure below.

- ]
SaaS Provider
GE GE GE GE GE GE
PaaS Provider -
GE GE GE GE GE
=]

Infrastructure Provider (IaaS)

Figure 1 The XaaS stacked model

In our vision, Application Providers willing to @&f applications following a SaaS model will typlgabpt

to implement this model using the services of aSPama laaS Cloud provider. Usage of a PaaS Cloud
provider will mostly apply to Application Providersho a) have decided to adopt a defined standard
platform for the development of applications andwih to focus their skills in programming and
application architectural aspects without needmdite experts who can deal with the design and fin
tuning of large system runtime architectures. Havepplication Providers may have some speciafinee
that are not properly covered by the PaaS progragnmiodel and tools, or wish to be able to desigh an
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configure the system runtime architecture linkedhiir applications, based on raw computing resesirc
from an laaS provider. Similarly, PaaS providersymely on laaS providers for leasing infrastructure
resources on demand. In this context a cloud hpstiavider may serve the role of a PaaS Cloud pgaayi
or the role of an laaS Cloud provider, or both.

The Cloud Hosting chapter in the FI-WARE RefereAcehitecture will comprise the Generic Enablers
that can serve the needs of companies that maylaa8dCloud hosting capabilities, PaaS Cloud hgstin
capabilities or both, meeting the requirementdierprovision of a cost-efficient, fast, reliabded secure
computing infrastructure “as a Service”.

The basic principle to achieve a cost-efficientasfructure is the ability to share the physicabtgces
among the different users, but sharing needs tobe in a way that ensures isolation (access, @oantid
performance) between these users. These seemmgiadictory requirements can be met by an extensiv
use of virtualisation technology.

Virtualization capabilities are the cornerstoneany laaS Cloud Hosting offering because they enadile
high utilization and secure sharing of physicaloteses, and create a very flexible environment wher
logical computation processes are separated amrgaemdient from the physical infrastructure. FI-WARE’
base functionalities will include a virtualizatidayer that will enable secure sharing of physieslources
through partitioning, support migration without Iltations, and provide a holistic system-wide viemda
control of the infrastructure. Basic managemerthefresulting virtualised infrastructure will autata the
lifecycle of any type of resource by providing dgmia provisioning and de-provisioning of physical
resources, pool management, provisioning, migrasiod de-provisioning of virtual resources, on-going
management of virtual capacity, monitoring etc.

Virtualisation technologies, such as hypervisor®8rcontainers, enable partitioning of a physieaburce
into virtual resources that are functionally eqléva to the physical resource. Moreover, virtudisa
creates a very flexible environment in which logiftanctions are separated from the physical resmirc
laaS Cloud hosting providers can leverage this lifigato further enhance their business. For exiamp
live-migration of virtual resources, i.e., the chility of moving the virtual resource from one ploa
resource to another while the virtual resource mesnéunctional; enable the cloud hosting providiers
optimize the resource utilization. However, runnditferent workloads on a shared infrastructurestad
by a 3 party, introduces new challenges related to sgcamd trust. FI-WARE will address these
challenges by leveraging generic enablers defingéda FI-WARE Security chapter.

In addition to virtualisation and the managemenitotloud hosting providers need a layer of gemeri

enablers that deal with the business aspects dahalbt running their operation. Existing laaS Cloud
Hosting technologies and commercial offerings repné a big step forward in terms of facilitating
management of compute infrastructure by completigtyalising the physical resources used by soféwar

but still do not fully address all the needs ofthéeaS Cloud Hosting Providers and Application and
Service Providers. laaS Cloud Hosting Providerddngreuping and elasticity, policy-driven data centr

optimisation and placement, billing and accountinre control over virtualised Network Resources.
Application and Service Providers need the inftadtire management decisions to be directly driven b
Service Level indicators and not compute parameteis the case today.

Typically existing laaS Cloud Hosting solutions &ased on a centralised infrastructure deployedllysu
on a few data centres distributed geographicallywéi/er, some Future Internet applications may requi
reduced latency and high bandwidth that this apgiv@and current network realities cannot always meet
This becomes especially problematic when the usfeitse hosted applications and services are usbieig t
home broadband connections. Stricter privacy requénts that favour local-only storage of data may b
an additional obstacle to the current approachijt asould place data even further away from the
computational infrastructure. To address thesdaigds, FI-WARE will explore the possibility to ext

the reach of the laaS Cloud Hosting infrastructor¢éhe edge of the networks by incorporating a c&vi
located at the home of an end user, the Cloud Ptbay can host part of the virtualised resources,
applications and data, thereby keeping data clostie user.

Application Providers may rent from laaS Cloud pdevs dynamic infrastructure resources to deploy
service components, but they are on their own imgeof coming up with the deployment architecture,
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managing and deploying enabling SW components, giagand maintaining the software stacks installed
on each virtual machine and controlling the scéitgiif the virtualised infrastructure resourcesVFARE

will build on top of robust virtualisation-basedafa technologies to create a Platform as a Ser¥iegny
that provides a higher level of abstraction forvemr provisioning where the platform itself provide
development tools, application containers, integtatechnologies (libraries, APIs, utilities, etahd
automatic scalability tools, allowing the Appliaati Providers to deploy applications by means of
providing just the description of their Applicatid®omponents. The delivery of standard interfaces an
reference implementations for the above elemesmtbaih in the scope of the FI-WARE.

In order to simplify management of hosted resoule/ARE will provide a self-service portal where
Application and Service Providers will be able tlest, configure, deploy and monitor their whole
applications and services through graphical toafsplication Blueprints and Service Level Agreements
will be used by Cloud Hosting providers to driveamatic provisioning and dynamic management of the
virtualized resources.

Trust and consequentially security concerns are airie top obstacles that hinder Cloud Computing
adoption today. FI-WARE will work towards embeddisgcurity, privacy and isolation warranties, which
can be achieved through use of standard secudiyitgues (authentication, authorization, encryptain)
and partitioning technologies that warranty isolatito all layers of its Cloud Hosting platform.

Cloud Hosting will be an integral part of the FI-\RE platform and together with the Apps/Services
Ecosystem, Data/Context Management Services, kiterihThings Service Enable and Interfaces to the
Network and Devices will offer a complete solutifor: application development that automatically
resolves hosting, deployment and scalability, pfesi the necessary interfaces and services so that
applications can leverage the Internet of Thingsyide intelligent connectivity all through the siato
guarantee QoS, resolve common needs like datagstamrad analysis, access to context and monetization
allow the delivery of applications through a ricbosystem that enables the implementation of flexibl
business models and allows user driven processanesnd personalization.

Summarizing the above:

Building upon existing virtualization technologi¢d;WARE will deliver a next generation Cloud Stalcht will be
open, scalable, resilient, standardised, and secamnel will enable Future Internet applications bypwding service-
driven laaS and PaaS functionalities and extendiegreach of the cloud infrastructure to the ed§¢he networks
much closer toend| users.

To better illustrate the FI-WARE proposition forodH Hosting let us take a look at a typical scentmi a
cloud hosting company.

A start-up company has an idea for an innovativpligption to be offered as Software as Service §a@hey car
calculate pretty accurately how many servers and hauch storage they will need to support a targehber of end-
users of their application, but giving that thisaigotally new application they cannot estimate thlbethey will reach
this number or surpass it. To reduce the risk im&d with a big initial investment in equipmengytdecide to leas
resources on demand from a cloud hosting provid@hey require of the cloud hosting provider teeofiinlimited,
on-demand and automated growth, i.e., they willtstéth a minimum set of resources, and the pravidenmits to
automatically add more resources when the serveaches a particular load, and when the load deczsashe
additional resources will be released again autaosly. They also need from the cloud hosting piteviisolation
and availability guarantees and they want the fidity to painlessly switch providers in case oéach of contract of
a provider going out of business. Finally they \doprefer a provider that can give them raw compsources for
those tasks unique to their application, and alspp®rts composition and hosting of commonly usequliegtion

components, for example a web-based user intetéatteeir application.

D

FI-WARE offers to Cloud Hosting companies the towsded to answer these requirements from theintial
customers, in this case the start-up company il oé@ flexible on-demand infrastructure.
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Figure 2 illustrates the Reference Architecture tlee Cloud Hosting chapter in FI-WARE, each box
representing one of the Generic Enablers (GEshwhiuld be part of it.
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Figure 2 Cloud Hosting Reference Architecture

Herein we provide a brief description of the radele GE plays and their major interfaces with otBES:

» laaS Data Center Resource Management this GE provides VM hosting capabilities to theer, and
handles everything related to individual VMs aneithresources — including compute, memory,
network and block storage. This includes provisigniand life cycle management, capacity
management and admission control, resource alwcatid QoS management, placement optimization,
etc.

» laaS Cloud-Edge Resource Management this GE allows the application developer to gesand
deploy the application so that it can leverageusses located at the cloud edge, close to the sad-u

* laaS Service Management- this GE provides hosting of compound VM-basedises, including
their definition and composition, deployment arfé kkycle management, as well as monitoring and
elasticity. This GE uses the laaS Resource Manage®@€& to handle individual VMs and their
resources. This GE is also able to communicate etiter clouds, in scenarios of cloud federations.

 PaaS Management- this GE provides hosting of application contesnesuch as Web container,
database instance, etc. It leverages laaS undbrneatautomate the lifecycle of the underlying
infrastructure and OS stack.

» Object Storage— this GE provides the capabilities to store astdave storage objects accompanied
by metadata.

* Monitoring — this GE will be responsible for collecting mesrand usage data of the various resources
in the cloud.

+ CMDB - this GE will be responsible for storing the aemal configuration of the Cloud
environment, used by the various other GEs. Duesc@lability requirements, it is likely to be
implemented as a distributed service.

» Data Warehouse- this GE will be responsible for storing the bigtal data of the different metrics
and resource usage data of the Cloud environmehécted by the monitoring & metering GE and
consumed by the SLO management GE (to monitor Siriptiance), as well as by the billing GE.

* Metering & Accounting — this GE will be responsible for collecting anmdgessing the data related to
usage and monetization of cloud services (viaxéereal Billing system, which is not part of thi€ls
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Each GE is described in more detail in Sectiondgl2ajo de.

Last but not least, there are two main users ofi€ldosting GEs:

* Cloud hosting provider: uses the provided capabilities to build a hostiffgring, and to perform
ongoing administration tasks

» Cloud hosting user e.g., a Application/Service providers who uses gihovided platform to develop
and/or test and/or deploy their applications.

Self-service interfaces will be provided so thdfedent types of users would be able to interad¢hulie
entire the FI-WARE cloud infrastructure in a comntmrt unified fashion. It should adapt to differexser
mental models in order that it is easy to use. pipgl techniqgues common in “Web 2.0” can also help t
make it more usable. It is foreseen that there belldifferent kinds of users with different levels
expertise and adaptation to their expectationsnaeds should be a goal.

Our objective is that using this infrastructuraipositive, simple and easy experience for alRRé&/ARE

and other Future Internet users. This will be a teguirement regarding self-service interfacestfebent
users have varying requirements in how the intesdttt Information Technology devices and servidss.
a result we foresee different types of supporatss/ these requirements. Amongst those are:

* A portal,
* A high-level toolkit that may be integrated with magement or development tools and
e Scripts to automate the task are required.

Direct access to the underlying APIs will also Iffered should the support listed above be insufiti

3.2 Generic Enablers

3.2.1 laaS DataCenter Resource Management

3.2.1.1 Target usage

The laaS DataCenter Resource Management GE provigedasic Virtual Machine (VM) hosting
capabilities, as well as management of the corredipg resources within the DataCenter that hosts a
particular FI-WARE Cloud Instance.

The main capabilities provided forcboud hosting userare:

* Browse VM template catalogue and provision a VMhwétspecified virtual machine image
* Manage life cycle of the provisioned VM

* Manage network and storage of the VM

» Resource monitoring of the VM

* Resiliency of the persistent data associated Wwehv

* Manage resource allocation (with guarantees) fdividual VMs and groups of VMs

» Secure access to the VM

For acloud hosting provider, the following capabilities are provided:
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* Resource optimization and over-commit (aimed ateasing the utilization and decreasing the
hardware cost)

» Capacity management and admission control (allowengasily monitor and control the capacity and
the utilization of the infrastructure)

* Multi-tenancy (support isolation between VMs offdient accounts)
» Automation of typical admin tasks (aimed at dedrepthe admin cost)

* Resiliency of the infrastructure and of the managetmstack (aimed at reducing outage due to
hardware failures)

3.2.1.2 GE description

In order to achievescalability, the infrastructure is managed in a hierarchicahmer, as shown in Figure 3

At the top, the DataCenter-wide Resource Manag@RM) is responsible for surfacing the functions and
capabilities required for the provision and lifecly management of VMs and associated resources, as
specified above. At the bottom, the Node Manageesponsible for managing the resources provided by
individual physical nodes. In between, a numbeBydtem Pools may be defined, typically encapsuatin
homogenous and physically co-located pools of nessu(compute, storage, and network). Each system
pool has some self-management capabilities, praviyeSystem Pool Resource Manager (SPRM) which
exposes to DCRM an abstracted view of its resoyragdf it was a 'mega-node’, while delegating the
operations on individual resources to the nextli®RRM (if there are multiple levels of System Byobr

to the corresponding Node Manager.
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Figure 3 GE Architecture: Data Center Resource Management

Across the three management layers (node, pod, aatter) and three resource types (compute, storag
network), the following resource management fumgiand capabilities are provided:

* Request orchestration and dispatching

» Discovery & inventory

» Provisioning and life cycle management

» Capacity management & admission control
» Placement optimization
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* QoS management & resource allocation guarantees
* Resource reservation and over-commit

* Monitoring & metering

» Isolation and security

* Resiliency

For flexibility, the RMs at the different levels tife hierarchy will usenified interfacesto communicate
between them. This interface will include a corsotece model which can be extended for the needs of
each resource type to be managed. Each RM coultispud profile that details its specific resource
management capabilities. Given the importancetefaperability, especially within the context of @eic
Enablers, the API and related model should aimedodésed on existing open, IPR-unencumbered work.
The Open Cloud Computing Interface (OCCI) will ls=d in FI-WARE for this purpose (see below).

For resiliency, the individual RMs will share a common group commication fabric, enabling efficient
messaging as well as high availability and faukerence of the individual management components (by
implementing heartbeat and failover to a standleho

One of the unique capabilities that FI-WARE is aih# is providingresources allocation guarantees
specified via Resource Allocation Service Level éatives RA-SLOS), enforced by this GE. See more
details below.

In order to achieve highesource utilization, the RMs will apply intelligent placement optimiza and
resource over-commit. This task is especially emgling when applied in conjunction with support for
performance and RA-SLOs (mentioned above), andnesjgignificant innovation.

Open Cloud Computing Interface

OCCI is a RESTful protocol and API for the managetre# cloud service resources. It comprises a et o
open community-lead specifications delivered thtotige Open Grid Forum. OCCI was originally initicite
to create a remote management API for laaS modeldoServices. It has since evolved into a flexiié
with a strong focus on integration, portabilitytaroperability and innovation while still offerirg high
degree of extensibility.

OCCI aims to leverage existing SDO specificationd mtegrate those such that where a OCCI specified
feature may not be rich enough a more capable ande brought into play. An excellent example o th

is the integration of both CDMI and OVF. In parteuto those 2 previously mentioned standards, when
combined together provide a profile for open anderimperable infrastructural cloud services
[OCCI_OVF_CDMI].

The main design foci of OCCI are:
* Flexibility: enabling a dynamic, adaptable model,

» Simplicity: do not mandate a large number of regmients for compliance with the specification. Look
to provide the lowest common denominator in terffeatures and then allow providers supply their
own differentiating features that are discoveratlid compliant with the OCCI core model,

» Extensibility: enable providers to specify and esgpoheir own service features that are discoverable
and commonly understood (via core model).

The specification itself currently comprises ah8dular parts:

» Core [OCCI_CORE]: This specifies the basic typed presents them through a meta-model. It is this
specification that dictates the common functiogadihd behaviour that all specialisations of it must
respect. It specifies how extensions may be defined

* Infrastructure [OCCI_INFRA]: This specification a extension of Core (provides a good example of
how other parties can create extensions). It defithee types necessary to provide the a basic
infrastructure as a service offering.
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* HTTP Rendering [OCCI_HTTP]: this document specifiesv the OCCI model is communicated both
semantically and syntactically using the RESTfahéectural-style.

From an architectural point of view OCCI sits or tioundary

of a service provider (figure belowddes

not seek to replace the proprietary protocols/ARds a service provider may have as legacy.
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Figure 4 OCCl interface

The main capabilities of OCCI are:

» Definitions (attributes, actions, relationships)asic types:

- Compute: defines an entity that processes dateatyypimplemented as a virtual machine.

- Storage: defines an entity that stores informatanmd data, typically block-level devices,

implemented with technologies like iISCSI and AoE.

- Network: defines both client (network interface)daservice (L2/L3 switch) networking entities,
typically implemented with software defined netwiackframeworks.

» Discovery system - Types and their instances' URhema (provider can dictate their own) is
discovered. Extensions are also discoverable thrthig system.
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» Extension Mechanism allows service providers expbse differentiating features. Those features are
comprehended by clients through the discovery ryste

* Resource (REST) handling (CRUD) of individual amdugps of resource instances

» Tagging & Grouping of Resources

» Dynamic Composition that allows for the runtime #&dd of new attributes and functional capabilities
» Template support for both operating systems aralres types

* Independent of provisioning system

The current release of the Open Cloud Computingrfiate is suitable to serve other models in additmo
laaS, including e.g. PaaS [OCCI_GCDM]. It has wiolgen source software adoption with many
implementatior’sand a number of supporting toblst is has been recommended by the UK G-Cloud
initiative®, is currently in the process of consideration b8 in the US and also supported by the
SIENA® and EGH initiatives here in the European Union. OCCI hise &een contributed to significantly
by EU FP7 projects including RESERVOIR and SLA@ SEdrth-coming extension to the specification
include those that expose monitofrmgd SLA capabiliti€s

Resource Allocation SLOs

SLOs are technical clauses in legally bounding dwmts called Service Level Agreements (SLAS),
specifying the terms and conditions of service @ioning. SLOs specify non-functional guaranteeghef
cloud provider with respect to the virtualized wodds and resources, which the cloud provider sffer
its users.

Enterprise grade SLO compliance is one of thecatitfeatures that are insufficiently addressed Hgy t
current cloud offerings [Reservoir-Computer2011, s&teoir-Architecture2009, SLA@SOI-
Architecturel0].

In this GE, we focus omesource allocation SLOs(RA-SLOs), which guarantee the actual resource
allocation according to the nominal capacity of Mtances. They are useful both in the contextasitie
and non-elastic services. In particular, RA-SLO c#ies that a VM is guaranteed to receive all its
resources according to the specification of the &/Mstance type with probability p throughout aghén
billing period. It should be noted that today timechanism does not exist as part of public clotefiois.

2 http://www.occi-wg.org/community/implementations

3 http://www.occi-wg.org/community/tools

* http://occi-wg.org/2011/02/21/occi-and-the-uk-gavaent-cloud/
® http://www.nist.goV/itl/cloud/sajacc.cfm

® http://www.sienainitiative.eu/

" http://www.egi.eu

8 http://www.iolanes.eu

® http://en.wikipedia.org/wiki/D-Grid
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RA-SLO guarantees are orthogonal to those of thénup SLOs. Thus, if an up-time SLO guarantees
95.5% of compliance within a single billing peridtien RA-SLO guarantees that throughout this time
resource allocation is in accordance to the nongaphcity specification with the percentile of cdisupce

p. that may be either greater, less or equal to plenoe percentile of compliance p.

Providing RA-SLO guarantees is especially challeggn conjunction with the natural desire of the Fl
WARE Cloud Instance Provider to minimize the hartweost by over-booking resources. Such an over-
booking is typically done by multiplexing existinghysical capacity among multiple workloads, and
relying on the assumption that different workloagisuld typically achieve peak capacity demand at
different times. To guarantee RA-SLO compliance, haS DataCenter Resource Management GE will
execute an admission control mechanism that all@kdating feasibility of RA-SLO guarantees ovendi

for a given workload before actually committingth@se guarantees under the over-booking model.

While this GE will be responsible for enforcemerit RA-SLOs, they will be submitted to the laaS
DataCenter Resource Management GE by the laaSc8dvidnagement GE, described in Section 3.2.2.

3.2.1.3 Critical product attributes

e Infrastructure scalability

» Resiliency of the management stack

» Enforcement Resource Allocation SLOs (RA-SLOs)

* Optimized placement of virtual resources on physicdes ensuring high resource utilization

3.2.2 laaS Service Management

3.2.2.1 Target Usage

The laaS Service Management GE introduces a lagetop of laaS Resource Manager GEs (both
DataCenter and Cloud-edge) in order to provide ghditlevel of abstraction to Application/Service
providers. Thus, the Service Provider does not havenanage the individual placement of virtual
machines, storage and networks on physical reselmaedeal with the definition of the virtual resces it
needs to run an application/service, how thesealiresources relate each other and the elastidég that
should govern the dynamic deployment or deactivadiovirtual resources as well as the dynamic assig
of values to resource parameters linked to virtaaburces (CPUs, memory and local storage capaity
VMs, capacity on virtual storage and bandwith am$@n virtual networks, for example).

3.2.2.2 GE description

Overview

The laaS Service Management GE relies on the confep\pp and Virtual Data Centers (VDC). A vVApp
comprises:

+ asetof VMs
» optionally, a set of nested vApps

A Virtual Data Center (VDC) maps to a virtual irdteucture defined by the user to host the execudfon
application/services. A VDC is made up of a numtievApps, and a set of virtual networks and virtual
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storage systems. In order to deploy VMs linked teApp, we have to provide information about their
configuration, needed files to run it, license mfation, security issues, and so on. In additioft,tthe
VM can require the specific technology stack irsthlon top of the Operating System (e.g., DB,
Application Server). Finally, the provider can algmecify some hardware characteristics (numberRij,C
RAM size and characteristics of network interfacsyvell as local storage capacity..

This GE would be the one responsible of the follmpfiunctions:

» Deployment Lifecycle Management: it coordinateswoekflow that is responsible for the deployment
and re-deployment (i.e., on the fly change of tkevise definition not just VMs) of VDCs and
applications/services based on an laaS Service fé&nit also maintains the service configuration
status at runtime, allowing the application of eiffint optimization policies for deployment and
scalability control.

» Dynamic Scalability: it will automatically contraghe elasticity of services by scaling up/down the
service in a vertical (adding/removing horsepowerhsus CPU, memory or bandwidth) or horizontal
(adding/removing service nodes replicas) way. $erfcalability would be based on Elasticity Rules
defined by the user through the Self-Service P@aakend or generated by the Advanced laaS/PaaS
Management GEs (which in turn are configured basethput provided by the user through the Self-
service Portal/Backend). To perform this functidns GE will rely on monitoring and accounting aat
provided by the Monitoring/Accounting GE.

» Federation and Interoperability: In a private Claahema there could be some clusters providing
different virtualization technologies or differeservice quality levels (from best effort to high
availability). In a hybrid Cloud schema, local idtructures are federated to remote (public orape)v
Clouds to cope with peaks of demand which cannatdtisfied locally. In both cases, this layer will
allow to distribute service components among défierlocal virtual Hosting Centers or among local
and remote virtual Hosting Centers using functioffered by the laaS DataCenter Basic Resource
Management GE.

The laaS Service Management GE will offer as "rontkerface a standard Cloud Service Management
API which will enable to program the creation oétlaaS Service Manifest definitions based on DMTF's
OVF (Open Virtualization Format) and gathering afnitoring data from GEs in lower layers of the Glou
Hosting Reference Architecture (laaS DataCenterGodd-edge Resource Management GEs). Usage of
this API, together with definition of portable VNhages would guarantee portability and interopetgbil

of deployments. That's why one of the goals relatethe laaS Service Management GE in FI-WARE will
have to do with pushing standardization of this Athin DMTF's Cloud Management Working Group
(CMWG).

laaS Service Manifest

The input to the laaS Service Manager GE is theicemanifest, where the application/service prewid
specifies the features and requirements of thealimhfrastructure hosting the execution of a numife
applications/services. The service definition iSAL document containing information such as:

» Service features (application and features, soéwwaoperties, etc.).

* VApps, virtual networks, virtual storage systemd ather virtual resources required to deploy the

service
» Hardware requirements to deploy each VM
» Restrictions and service KPIs for scaling up or dow

As FI-WARE works with different sites and with ariy of services, it is required that virtual macs

will be portable between sites. It is required t@@ntee interoperability in service and virtualchmae
definitions between the sites. In a cloud environthene key element of the interaction between iServ
Providers (SPs) and the infrastructure is the sergefinition mechanism. In laaS clouds this is camly
specified by packaging the software stack (opegasiystems, middleware and service components) into
one or more virtual machines hosting an applic&senvice, but one problem commonly mentioned i tha
each cloud infrastructure provider has its own petary mechanism for service definition. This
complicates interoperability between clouds anddom service provider to a particular vendor. Tfoeee



FI-WARE High-level Description (<) fi-ware

there is a need for standardizing the service digimin order to avoid vendor lock-in and facitia
interoperability among laaS clouds.

The Open Virtualization Format (OVF) [OVF 08] isstandard from the DMTF [ServiceManifest 10]
which can provide this service manifest. Its obyecis to specify a portable packaging mechanism to
foster the adoption of Virtual Appliances (VApp) asiew software deploy and management model (e.g.
through the development of virtual appliance lifdeymanagement tools) in a vendor and platformragut
way (i.e., not oriented to any virtual machine teamlbgy in particular). OVF is optimized for distation

and automation, enabling streamlined installatimingApps.

Deployment Lifecycle Management

As previously mentioned, the laaS Service Managé@é&ncoordinates the deployment and redeployment
(on the fly change of the service definition) wdoki and maintains the service configuration statts
runtime, allowing the application of different apization policies for deployment and scalabilityntrol.

As commented above, FI-WARE considers the conceptDC as a set of virtual machine, network and
storage support as a whole. The Service managerctsarge of managing the VDC as a whole instead of
independent virtual machines and networks. The [Ba&ice Manager GE is able to process the laaS
Service Manifest it receives as input and transtateo the right requests to the laaS DataCeR&source
Management GE, distributed Cloud-edge Resource anaand even third IaaS Cloud providers. These
requests cover the deployment of the different elgsthat comprise a VDC, as well, as other opmrati
(undeployment and so on). Finally, the laaS SerMesmager GE is in charge of managing the service
lifecycle as presented in next figure.
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The typical lifecycle of a VDC service in the Cloisgdshown in Figure 5It can be observed how onelsiee
to develop and package appropriately a servicehidCloud [Vaquero et al. 2011], i.e., the transitirom

our in-house premises to the Cloud is no yet dttlogvard. After the service is packaged, the rat&p
takes us to the definition of what we want our E&rvto be. In laaS Clouds, this second step caskipped

as they offer a virtual machine level API that deaiss the specification of an application (undsostas a

set of services or virtual appliances) to a setetdched “commands” for every VM. The next stepstsia

on deploying the service based on requests upota#® DataCenter Resource Manager GE, distributed
Cloud-edge Resource Management GEs and third [za8/ Clouds. Having the service deployed leads us
to the running phase, the one in which the apptinawill be laying most of the time and that in whiand
appropriate control on the services' behaviour stndesirable. When the service is running, two
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prominent processes are identified: 1) monitorihg services status in order to 2) react, by scaling
up/down [Caceres et al. 2010], and keep the pratgselity of service and economic performance. At a
later stage, the service can be stopped (to be agsumed) or undeployed and destroyed.

Dynamic Scalability

The cloud computing automated provisioning mechmasigan help applications to scale up and down
systems in a way that performance and economicateras are balanced. Scalability can be defined as
“the ability of a particular system to fit a probieas the scope of that problem increases (number of
elements or objects, growing volumes of work and¥eing susceptible to enlargement)” [Caceres et al.
10]. Under the FI-WARE context, scalability is mged at the service level, i.e., by the laaS Service
Manager GE. The actions to scale may be classififdaceres et al. 10]:

* Vertical scaling by adding more horsepower (momessors, memory, bandwidth, etc.) to deployed
virtual resources. This is the way applicationsdeployed on large shared-memory servers.

» Horizontal scaling by adding more virtual resourdes example, in a typical two-layer service, more
front-end VMs are added (or released) when the rurmmbusers and workload increases (decreases).

The service manager, besides managing the sehasep manage monitoring events and scalabiligsrul

It is responsible for avoiding over/under provisign and over-costs. The laaS Service Manager GE
protects SLOs specified for services using busimekes protection techniques. It provides a meams f
users to specify their application behaviour inm®rof vertically or horizontally scaling virtualseurces
[Caceres et al. 10] by means of elasticity rulebg@nan 10]. The elasticity rules follow the Event-
Condition-Action approach, where automated actibmsresize a specific service component (e.g.
increase/decrease allocated memory) or the deplayameleployment of specific service instances are
triggered when certain conditions relating to thesmitoring events (KPIs) hold. In certain circuargtes,
some Resource Allocation - SLOs are passed toah8 DataCenter Resource Manager so that it can
govern placement decisions.

Regarding the scalability, our solutions is muchrenitexible, richer and the actions are not ontyited to
up and down scaling [Vaquero et al. 2011] compéaoesther solutions like Cloud Formation, Right $cal
or Amazon Elastic Beanstalk. Other differentiatampect from this solution is that it is based @mdard
solutions and does not use proprietary APIs.

Service Monitoring

Every system needs to incorporate monitoring mesh@s in order be able to constantly check the
performance of the system. This is especially tnugervice clouds that are governed by SLOs, whieh
measurable technical artefacts derived from thasels of Service Levels Agreements (SLAs) and so the
system needs to be able to constantly check tegbeiformance adheres to the terms contractedrder

to guarantee the SLOs of the SLAs, the service ganaffers scalability mechanism to satisfy the
customer’s demand. This scalability is driven byvee monitoring metrics. The service monitoring
metrics can vary from virtual hardware attributieskey Performance Indicators (KPI), event to mati-
level metrics installed in the virtual machine aaldo at the service KPI level (this is the caseHaaS
platforms)

Federation and Interoperability

In a private Cloud schema there could be someearksigtroviding different virtualization technologies
different service quality levels. Also, in hybrido@d schema, local infrastructures are federateénmwte
(public or private) Clouds to cope with peaks oma@ad, which cannot be satisfied locally. In bothesa a
service or a virtual machine can be deployed ifedéht Cloud provider in a federation scenario. ldeer,

the Cloud providers use proprietary interfaces dath models which introduce problems related to
heterogeneity in operations and data. Thus, the@e need for interoperability in order to avoid remt-
developments and the increase of the time-to-mafket solution should offer a common access tacerv
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providers based on the existence of a common ARdest allows to aggregate different Cloud provale
APIs. In order to guarantee interoperability, téadmodel in the aggregator API should be standard.

Cloud Service Management API

The Cloud Service Management API allows to deplayise manifests, or fragments of service manifests
based on the standard Open Virtualization FormatH)@defined by the DMTF [OVF 08]. This APl is a
RESTful, resource-oriented API accessed via HTTRjchv uses XML-based representations for
information interchange. It will be based on thedu@ API [TCloud 10] being proposed at the CMWG of
the DMTF, which is based on already consolidatedFQ3pecifications and the vCloud specification
[VMWare 09] published by VMware and submitted te thMTF for consideration. It is the goal that the
Cloud Management API evolves to align with speatiiens approved at the CMWG in DMTF.

The Cloud Service Management API will define adfaiperations to perform actions over:
* Virtual Appliances (VApp), which is a Virtual Maate running on top of a hypervisor,
* Hw resources the virtual hardware resources tleat/thpp contains,

* Network both public and private networks, and

» Virtual Data Center (VDC) as a set of virtual res@s (e.g. networks, computing capacities) which
incarnate VApps, which are owned by Organizatiéhgy] (independent unit).

The Cloud Service Management APl will define opera to perform actions over above resources
categorized as follows: Self-Provisioning operagion instantiating VApps and VDC resources and-Self
Management to manage the instantiated VApps (powex VApp...). In addition, it provides extensions

on monitoring, storage, and so on.

In addition, the Cloud Service Management API wél focused on adding network intelligence, religbil
and security features to cloud computing empowérse@nhanced telecom network integration [TCloud
10]. Moreover, it will aim to extend current cloadmputing models providing more flexibility and ¢l

to cloud computing customers. DMTF defines clouthpating as “an approach to delivering IT services
that promises to be highly agile and lower costsctimsumers, especially up-front costs”. This appho
impacts not only the way computing is used but tieaechnology and processes that are used ttrgons
and manage IT within enterprises and service parsid

Compatibility for the main operations and data gypefined in vCloud [VMWare 09] will be maintained
in the Cloud Service Management API, but it wilbpide extensions for advanced Cloud Computing
management capabilities including additional shatedage for service data, network element promism
(different flavors of load balancers and firewalls)onitoring, snapshot management, etc. The fotligwi
table summarizes main characteristics currenthpstpd in the TCloud APl and therefore going to be
supported by the Cloud Service Management API

Cloud Service Management API characteristics

Characteristics Description

Aggregation paradigm | The auto-browser APl shows the extension and fanatities provided by
the implementation. If there is some support witissimg operations, th
interface will be implemented and OperationNotSupedException will be
thrown when the client calls non-supported openatip

1)

API type The API will be a RESTful API. A Java bind easing programming to thjs
programming will also be provided. Binding to othi@nguages may also be
considered.

Support for 3rd party The API implementation wiliclude drivers to handling access to the laaS
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Characteristics

Description

driver integration

DataCenter Resource Manager @H &  party GEs exporting OCC
However, additional drivers (to handle Amazon E@#, instance) will be
easy to add..

There is the intention to support drivers for AmamzZC2, OpenNebulaf

Emotive and Flexiscale.

VM type

The data model is based on OVF. It willgmssible to define:

» Virtualization technology (xen, kvm...)

* The URL where the image is located

* Virtual hardware parameters (CPU, ram, disk)

* Network information (public, private)

» Software configuration information (contextualizatinformation)
* The definition of the service as a whole (not ovils)

e Scalability information

» Storage information (NAS, SAN...)

VM image

No restriction about supported OS.
It is possible to deploy a VM or attached a imambée deployed.

VM lifecycle

Supported states: deploy, start/stefpoot, suspend, activate, undeploy

Reconfiguration support (state constraints): t@ fioVvM and deploy a ne
one.

Storage

Support for various storage types: NAS, SAMcluding integration with
CDMI APL.

Lifecycle, operations:
» create/delete

» attach/detach

* snapshots

Network

Supports declaration and configuration e$aurces linked to Public ar
Private Virtual Networks.

<

nd

User & account
management

The customer concept will be related to the VDCoemt. It is possible t
add/delete/modify... a VDC

A=

Advanced features

Monitoring
Multi-VM deployment (like OVF)

Local resource
accounting

No. It has not information about resources (ittgpe of the Cloud Providers

)

Support for lengthy
operations

The API will support asynchronous interactions g a task Id.

Polling and pushing mechanisms are also provided
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3.2.2.3 Critical product attributes

* Management of the service as a whole (consideiimigal machines, networks and storage support).
» Management of the overall service lifecycle.
» Scalability at the service level with powerful eleiy rules.

e Service monitoring not only at Infrastructure letek Service and Software (installed in the VM) KPI
levels.

Interaction with different laaS providers accordtogicher placement policies.

3.2.3 PaaS Management

3.2.3.1 Target usage

The PaaS Management GE will provide to the usegsfakility to manage their applications without
worrying about the underlying infrastructure of tual resources (VMs, virtual networks and virtual
storage) required for the execution of the appgbcatomponents. This means that the user will only
describe the structure of the application, the dirkmong Application Components (ACs) and the
requirements for each Application Component. This @ill deal with the deployment of applications
based on an abstract Application Description (ABgttwill specify the software stack required foe th
application components to run. This software staitkbe structured into Platform Container Nodeacle
linked to a concrete software stack supportingetkecution of a number of Application Components and
allowing to structure the Application into seve@bftware Tiers. Besides, the AD will describe the
Elasticity Rules and configuration parameters thay help to define how initial deployment is configd
(generation of Service Manifest definition) and wimdtial elasticity rules will be established.
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The main difference between laaS and Paa$S isdh& manages the structure and lifecycle of theatirt
infrastructure required for applications to runaBan the other hand, manages the structure auydie
of the applications and platform containers..

3.2.3.2 GE Description
Overview

Application description

In the context of a PaaS provider, a descriptiorthef Application is required in order to deploy the
application onto the platform. This Application Rdption (AD) will contain:

» The structure of the application: The Applicatisnstructured into Application Components, which in
turn are distributed across an number of conndelaifiorm Container Nodes.

* Requirements in terms of:

- Software stack linked to each Platform Containedé&lavebserver technology, application server
technology, services composition technology, datakiachnology, etc. The catalogue of available
technologies and products will be provided and rgaday the platform.

- Resource execution requirements in terms of CPledspdisk storage, storage types linked to each
Platform Container Node

- Network resource requirements. This level only ggecthese requirements and furthermore the
laaS Service Manager GE will be responsible to meartaem.

- Connection with FI-WARE GEs. In case the FI-WARBEO@I Instance Provider offers additional
GEs to be used by the application, like the Datat&®d Management GEs or Security GE. In this
case, the description of the application shouldaiordetails about usage of services provided by
the GEs that allow the platform to configure thegar access of the application to these services.

- Elasticity rules. The client can specify the wag #pplication scale based on measurements.

- Other requirements can be also included dependinge capabilities of the platform, like backup
policies, or placement policies, etc.

The description of the application at this stagahistract in the sense that the user describespifiation
without considering how such description will magoi a final 1aaS Service manifest or changes into
existing laaS deployments. Thus, the user will detcribe how Platform Container Nodes will map into
VMs.

The users will also define the Elasticity Rulesdmh®n KPIs that are relevant from an application
perspective (i.e. maximum number of DB connectimaximum number of concurrent access to an Web
Server, and so on). It is the PaaS Management &Ektiows the way in which these application-oridnte
elasticity rules will be mapped into elasticityeslhandled by the laaS Service Manager GE.

One possible standard to use as a basis for thss@aet ADs is the OVF (defined by DMTF) [OVF 08],
which is also used for the description of VDCshe taaS context. The support of PaaS concepts could
imply the future extension of the OVF to includencepts relevant to PaaS as described above. FI-WARE
will carefully monitor results relevant to this rextcoming out from the 4CaaSt EU FP7 project.

Deployment Runtime design

Before the application is deployed, a more detailescriptor of the application is designed basedhen
requirements specified by the client.
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The input of this process will be the Applicatioedaription (AD). Based on the requirements impazsed
the different Application Components (ACs) the Pasl@nager GE will generate an Application
Deployment Descriptor (ADD) which will comprise amtial 1aaS Service Manifest or set of changes to
existing laaS deployment that will be deliveredhe laaS Service Management GE. It will also cos®ri
information necessary to install, configure and tm different Application Components. Some example
of decisions taken while mapping an AD into infotiba to be submitted to the laaS Service Management
GE could be:

* One Platform Container Node requires a large amoti@PU speed and that cannot be provided by
one single VM so the Platform Container Node is peabinto a number of VMs with a load balancer
in front of then.

* Two equivalent Platform Containers Nodes (defingdraa compatible technology stack) have very
small requirements so the system decides to mdpiiat a single VM.

Note that these decisions affect the final netwsmfiguration and also the definition of softwaregucts
included into the different VMs on which the Apgltton Components will finally run.

The process described above is illustrated indhewiing figure. Once again, the Application Deptagnt
Descriptor (ADD) may be expressed based on an sixternf OVF.

Figure 7 Deployment design process

Runtime and Application deployment

Once the Deployment Runtime design is done anditia¢ Application Deployment Descriptor (ADD)
generated, the actual provisioning and deploymériie application is performed. This implies plawi
the sequence of steps that will be required toémgint that deployment:

1. Interaction with the laaS Service Management GE, detting-up the VDC on top of which
Application Components will run. This will requipassing a laaS Service manifest or a set of changes
to existing laaS deployment to the laaS Serviceddament GE.

2. Installation of the software linked to Applicati@omponents and Provision of the connection to other
FI-WARE GE services (e.g., Data/Context Managen@ts) that the application is going to use.

3. Start of the different Application Components onichithe Application is structured.

Once the first step is finished, the VMs, virtuatwiorks and virtual storage capabilities neededhay
Application will be deployed into the laaS. A givPhatform Container Node will be mapped into a kng
or several VMs that will be instances of VM imadaken from the VM image repository. Therefore, the
software stack linked to the Platform Container dligimapped into software configured in the imaafes
the corresponding VMs.

After the VDC is set up, some parameters linkedts will be configured for the correct installatiar
Application Components or the proper connectiodmplementary FI-WARE GEs (e.g., Data/Context
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Management GESs). Besides, the installation of thplidation Components themselves will be carrietl ou
This process of setting configuration parametexs iastalling additional software on an existing VM
called contextualisation.

Once the Application Components are installed asrdectly configured, the application will be stakte
The order in which the different application compots are started is defined in the application rijetsen
(AD). This will allow to handle some dependenciesaeen Application Components.

During the execution of the application, monitorimjormation will be collected and used for various
reasons: like scaling of the application, SLO Mamagnt, etc.

The application will be finally terminated by théeat (final user), this process will free the resmes
assigned to the application (inside the laaS aedlidud services used).

Adaptation and scalability of deployed applicatigefvices

The PaaS Management GE will allow applicationsdapa during execution to the changing demands of
users or resource shortages. This could be linkeédd the SLOs of the application’s SLA in place or
scalability rules defined by the application praaid

The scalability capability is closely related witie monitoring system to collect and process tffereint
KPIs that could affect the scaling of the applicati

The scalability can affect application componentsptatform elements (products implementing the
software stack linked to Platform Container Nodesjomplementary FI-WAGE GE services integrated as
Cloud Services. This layer should know about tharatteristics of the different elements to know how
they scale and their limitations.

Not only the scale-up (in the same physical hasgcale-out (to multiple VMs) will be supportedsalthe
shrinking of resources will be performed when theimnment of the application allows this.

There will be an interaction between the scalagbd@dmponents, the provisioning and deployment layer
create, stop, destroy, and reconfigure VMs, inftecstire and/or network resources.

The PaaS Management GE will drive resource allonatising the underlying laaS layer according to the
elasticity rules.

3.2.3.3 Ciritical product attributes

» A common specification for the definition of thengplete application structure and its requirements.

* The ability to automatically design the final stwe of the deployment based on the abstract
description of the application and its requiremeamid restrictions.

* Automatic management of the low level conceptgwvalig the client to focus on the application. The
deployment of application containers, database] lm#ancers and the scalability of the application
will be managed by the PaaS layer.

* Common interface API for multiple and different $aproviders.
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3.2.4  Object Storage

3.2.4.1 Target usage

The Storage Hosting GE comprises a storage sethateoperates at a more abstract level than that of
block-based storage (e.g. iISCSI-, AoE-type techyief). Rather than storing a sequence of bits gtesp

it stores items as units of both opaque data artd-dea. An example of object-based storage is Amaz

S3 service offering where data (objects) are storduaickets (containers of objects).

The users of such a service will be both the FI-VEARoud Instance Provider (FCIP) and the FI-WARE
Cloud Instance User (FCIU).

» FCIP usage: The CHP can take two roles: one asupmrsof the service and another as its manager.
From a consumer perspective, the FCIP will use ghsiem in order to store certain types of data. A
good example of this is in the storage of monitgrireporting and auditing data. That data coula the
be made available to the FCIUs or not dependintherwants of the FCIP. The Object storage service
could also be used as a virtual machine stagirg dtas has two aspects, the FCIP and FCIU aspects.
In the case of the FCIP, a FCIU will upload a \éittachine image to the object storage service and
once received, the FCIP will make this virtual maehmage available to the FCIU in order to satisfy
a particular customized virtual machine request (thse here is that the virtual machine images that
the FCIP offers are not sufficient and the userhegésto supply their own). From a management
perspective, the FCIP will expect that the systathrequire as little maintenance as is possibleisT
entails that where:

- Stale data exists it should be purged,
- Deactivated accounts present they are removed,
- Corrupt data is discovered, it is replaced witlabdvwreplica

- Issues are discovered, they are raised to an ateédrsarvice that will attempt to resolve. If they
cannot then notifications to the FCIP should be.sen

- Necessary a full statistics system should be availep inspect system and the user's utilisation of
the system

- New hardware (storage capability) is required thean be easily added to the system without any
drop in service. This will allow the storage capatd grow over time.

» FCIU usage: The FCIU will use the object storag®ise as a means to distribute static content rathe
than incur the additional load of serving statiatemt from an application. Taking this approachwas
the FCIP to optimize the distribution of those dil&he FCIP can also use this as a building block t
offer further content distribution network capaieé. The FCIU could also use the object storage
service as a means to supply a customized virtaghine that only they have access to (the stosage i
isolated by user). This would follow in a similashion to how customized virtual machine images are
supplied on Amazon EC2.

3.2.4.2 GE description

The Object Storage GE in FI-WARE will be composéddlamsely coupled components. A potential
architecting of this would be to separate the camepts for APl handling, authentication, storage
management and storage handling. Separating theforaitional components of the system will allow fo
scaling. Given that the demand on storage systents ever increase the storage capacity, the system
should scale with commodity hardware horizontallyhigh level view of the Architecture of the Object
Storage GE could look like:
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Figure 8 Object Storage GE

The OS GE should support integration of externahZyauthorization) and AuthN (authentication) katt
integration with Security GEs can easily be acciashpd.

In order to remain interoperable and mitigate lotkthe Object Storage GE will rely on open, patent
unencumbered standards for the definition of iam¥t and where appropriate will seek to integratie w

other related and complimentary ones. These imtesfashould implement techniques to allow the
migration of data held under the management ofQB& to other services (see CDMI). This is core to
providing this as a generic enabler. Currently thest prolific cloud-oriented storage standard is th

SNIA’'s CDMI specification. This is a specificatidhat is well aligned to other specifications such a

DMTF's OVF and OGF's OCCI.

The Object Storage GE will offer the basic intei@attof CRUD to the objects it stores and manages.
Along with this, the OS GE will:

» Store objects (any opaque data entity) along watr and provider specified metadata into logica. (e
hierarchical filesystem or tagging) and/or physigedupings (e.g. location). Those grouping in some
systems are known otherwise as 'containers'. Tétesed objects must be then listable according to
how they have been grouped.

» Allow users through meta-data, specify particulaglifies of the service (e.g. number of replicas,
geographic location of the data) that must be aathty. This should be done on not only a per-object
basis but also on a group of objects.

» Enable versioning of objects. Every time there madification (update, delete) to an existing objec
the previous copy to the now current object shbeldept.

* Provide a means to retrieve metrics associatedohigrcts and sets of objects.
* Provide a means to retrieve audit and accountnmition such as access logs and billing information

» As mentioned above, we should consider providifgeiobptimal endpoints for integration with other
provider infrastructural services

» Offer a discovery mechanism so that potential téi@an discover what service offerings are avaslabl
It is taken for granted that the service will bstarage service however a client will need to knavat
tuneable parameters and service specialisationsavaidable. This is an important interoperability
feature.

From a management perspective, the Object Stor&geil

* Provide system-wide policies. Though a user miget#y certain quality of service attributes thrbug
an object's meta-data, it might violate a systewheywprovider set policy. The reconciliation of uaad
provider requirements should be considered andegsad by the system. This aspect would include
the notions such as provider-imposed limitatiorshsas per-user rate limiting.
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* Allow for the use of commodity hardware and for neardware to be easily added to the system at
runtime to deal with a growing system. This growftthe system entails that it should be architected
so that is scales horizontally.

* Integrate with different back-end storage systems

* Integrate with different authentication and autbation systems. The system should have a pluggable
mechanism to enable this.

CDMI API

The SNIA Cloud Data Management Interface (CDMI) [@DL1] is the interface that it is used to create,
retrieve, update, and delete (CRUD) data contamis the cloud. The CDMI standard uses RESTful
principles in the interface design. As part of tiiterface, the client will be able to discover ttieud
storage capabilities offering and to use this fatmr to manage containers. These containers have th
storage units that have the data placed in thersidBe it, Containers may set the data system ntetada
through this interface.

The main characteristic of the CDMI is that it laqmed not only to move data but (and most impdistan
metadata from cloud to cloud. When managing largeumts of data with differing requirements, metadat
is used to reflect those requirements in a wayuhderlying data services may differentiate thesatment
of the data to meet those requirements.

Management and administrative applications may assothis interface to deal with containers, dosain
security access, and monitoring/billing informatidoreover, the storage functionality is accessibée
legacy or proprietary protocols too in order t@allthe utilization of legacy cloud storage system.

This standard manages important attributes fronptiet of view of cloud services, like pay as yay the
illusion of infinity capacity (through elasticityand finally use and management simplicity whidbvalto

The common operations that CDMI manage are theviotig:
» Discover the Capabilities of a Cloud Storage Prewid

* Create a New Container

* Create a Data Object in a Container

» List the Contents of a Container

* Read the Contents of a Data Object

» Read Only the Value of a Data Object

* Delete a Data Object

3.2.4.3 Ciritical product attributes

» Horizontally scaling service that allows for thendynic addition of commodity hardware
* Can integrate a number of different backend stofagjéties

* Implements open and standard API to clients

» Offers efficient management access

e Can be integrated with other provider infrastruakservices (TBD)

» Offers storage services with client specified giesiof service

» Enables provider policies to govern client requieats

» Pluggable back-end authentication services

* Monitoring, logging and statistics system for botimsumer and provider
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3.2.5 laaS Cloud-edge Resource Management

3.2.5.1 Target usage

At first glance computing and storing in the claymkns unlimited perspectives to the services pebts
the end user: the cloud virtual platform, made ofiass of high-performance servers connected vigy man
high speed links, seems to be an inexhaustibleireson term of computing and storage capabilities.

However, the link between the cloud and the endworers (as well as many SMESs) appears to be a weak
point of the system: it sometimes may be uniquerétore a single point of failure) and it may ofer
relatively low bandwidth in some scenarios. Actyatypical ADSL bandwidths are in the range of salve
Mbit/s while a private LAN like a home network atkt offers 100 Mb/s and more and more commonly 1
GB/s. One could indeed argue that new home coromebised on optical fibre technologies shall ineeea
this bandwidth to 100 Mb/s and even more. Howewar,can reasonably consider that, in the constant
movement of technology improvement, carrying airfside a home network shall remain less costly and
more effective than carrying a bit between the hamevork and the cloud. And, even if the bandwidth
goes up, the unigueness of the link remains.

For these reasons, it may be helpful to use annm@@iate entity, which we call “cloud proxy”, loeak in
the home system and equipped with storage and ¢losting capabilities. The cloud proxy is the cloud
agent close to the user. It may host part of acchqplication, therefore handling communicationsvieen
cloud applications an the end user, even whendherwnication with centralized DataCenters is down o
the user is not active anymore; it may providerintliate storage facilities between the user aed th
cloud, etc.

The cloud proxy may first be a hardware device with advantageous characteristics. First, it isagw
powered on making possible a permanent connectitintie cloud, independently of the presence of the
end-user. Secondly, it is connected with each @eefcthe home network making possible that each end
user, whatever his device is, can take benefihefdoud proxy presence. Such hardware with these t
characteristics typically corresponds to the hoaieway. The home gateway (i.e. the cloud proxy) bey
owned by the ISP (typically playing the role of\WIARE Cloud Instance Provider or privileged partoer
the FI-WARE Cloud Instance Provider) which makesviilable for the user.

The cloud proxy may also comprise a number of so#wcomponents. Connecting each device in an
appropriate manner (i.e., with the ad hoc protgcoiay require computer skills if this operationnist
automated. The software part of the cloud proxy ldidoe owned by the FI-WARE Cloud Instance
Provider (who might be the ISP or a privileged partof the ISP, therefore guaranteeing a trusted
environment execution). One purpose of the softi@orid proxy” may be to ensure the automationhef t
connection to the diverse devices making the homepenent. It may also to provide the appropriate
computing platform to host a program that the clmal advantageously chose to download and execute
locally on the cloud proxy. This computing platformay include middleware through which local
applications and cloud applications can interachepurpose to offer the best service to the essil-u

The picture below illustrates the here outlinedosmt of cloud proxy.
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Figure 9 Cloud Edge and Cloud Proxy

Application developers shall be aware of the eristeof a cloud proxy, as far as it may help thernuitd
applications/services providing a better experietacthe end-users. Cloud proxy functions in FI-WARE
will be available to Application developers or atl@Es in FI-WARE through a set of APIs that stiivie

to be defined. The laaS Cloud-edge Resource Maramgje@®E comprise those functions that enable to
allocate virtual computing, storage and communacatiesources in cloud proxies. It provides an Atk t
may be exposed as part of the Self-Service APligeavby FI-WARE Cloud Instances. Given the fact tha
it will also allow to deploy Virtual Machines (VMgshat comprise a standard technology stack, thell sh
also be considered as one element of the Paa®atieapplication/service developers.

Several use cases are given here to illustratedheept of cloud proxy presented in the here alobepter
and how applications developers may take profit. of

From Cloud to User: download a Video On-Demand (VOIpcatalogue

The user has subscribed a VOD service. In additidhe simple delivery of movies, the VOD servitsoa
includes a browsing service including the visionofdrailers. The reaction speed of the browsingise

is a key point of its attractiveness. Storing lbcéhe VOD database, in particular trailers (atstgaart of
them), helps to improve the reaction speed, becawsess to the database is through the high speedep
LAN instead of the ADSL link. The VOD cloud applttan may download on the cloud proxy a part of its
database and an associated application which oftethe user a browsing service. The exact inter-
operation way between the VOD cloud application #ral downloaded browsing application has to be
specified.

The VOD application developer shall be aware thatdloud proxy has storage capabilities and is tble
store part of the VOD database. Ways for gettingegotiating how many storage capabilities the alou
proxy offers to the VOD application have to be sfied. Knowing the amount of storage available ba t
cloud proxy, the VOD application may decide whietpf its data shall be downloaded and wherelfen t
cloud proxy). When the user shall request for aceief data downloaded on its cloud proxy, the
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application shall re-address the request to theesponding local storage. Exact mechanism for re-
addressing has still to be specified.

From User to Cloud: upload personal pictures

The user has subscribed a picture storing andrghaervice (typically like Picasa). He wants tooal a
picture album, i.e. a certain number of pictureseo the relative low bandwidth offered by the ADS
link, total time for uploading all the picturestime cloud may represent several hours, constrathimgiser

to remain online several hours. Alternatively, pies to upload may be temporarily stored on the
intermediate storage capabilities offered by trmudlproxy. Time for uploading pictures from the ruse
device to the cloud proxy may be relatively sheanfe minutes). The cloud proxy will then be in ¢eanf
uploading the pictures in the cloud as a backgrdasH, letting the user free to leave the home odtw
Exact organization and relationships between tlee dsvice, the cloud proxy and the service in tbed
have to be specified.

The service may be offered to the end-user by dasgawo applications: one running on the cloudxgro
which offers an interface to the end-user and @sstire intermediate storage; and the second oméngun
one the cloud which ensures the final backup. Ti@ation running on the cloud proxy may be prexdd
by the application/service provider and the comibimaof the two applications may be seen by the ase
one cloud application.

Peer-Assisted application: offload a distributed sirage system

Storage services in the cloud may require importtorage resources. To avoid a huge increase r@afgsto
capabilities need in the cloud, the idea to offlgemdt of the stored data down to end users has been
developed. Distributed storage systems (with maréess storage in the cloud) are proposed: the user
exchanges part of his storage capabilities withagi® capabilities in the distributed storage systiem
other words, the distributed storage system organize exchange of data between users, a usendiosti
data belonging to other users while this user'a daalso hosted by other users. One importantezieof
such a system, beyond the amount of storage céjgabivhich a user makes available to the systerthé
availability of these storage capabilities. A usaly present one hour per day, thus making availaid
storage capabilities to the system only one houdpg, contributes less than a user present 24leday.
However, to be present 24 hours a day is a strongt@int for user. It is not for a cloud proxy wiicould
make available its storage capabilities to theesysbn behalf of the user. And, for its part, thtoaid proxy
could make available to the user the storage dpasegained in the distributed storage system.

3.2.5.2 GE Description

The cloud proxy matches to a hardware device wlemumber of virtual computing, storage and
communication resources can be allocated to supipertxecution of application components or evdin fu
applications. The laaS Cloud-edge Resource Manage@E corresponds to software running on the
cloud proxy that will enable the deployment anédifcle management of Virtual Machines comprising
application components or full applications plusht@logy stack (operating system, middleware, commo
facilities) they require to run.

The laaS Cloud-edge Resource Management GE com@is® management module that is in charge to
start, stop and monitor execution of a VM when el The VM to be deployed will be based on a VM
image previously downloaded based on functions algpported by the laaS Cloud-edge Resource
Management GE. Communication with this VM managenasd VM image download modules may be
based on an APIs capable to rely on a optimizedfisemmunications between the cloud proxy andcalou
data centers. The exact specification of this A#d &till to be defined. Using this API, the laaSv&e
Management GE should be capable to deploy servicefests (deployment descriptors) which include the
distribution of applications partly in centralizedta centers and partly on a highly distributedvoekt of
cloud proxies.
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Note that, to some extend, the laaS Cloud-edge ResdManagement GE software that run on cloud
proxies play a role similar to that of the laaSduiznter Resource Management GE but being ablerto wo
at the scale of a single device (the home gatewagyoup of devices (federated home gateways).t'Sha
why to some extend a cloud proxy may be referrsd a$ a “nano-datacenter”.

FI-WARE will not only define and develop the soft@alinked to the laaS Cloud-edge Resource
Management GE but also software linked to middlemachnologies and common facility libraries that
will be used in VM images to be deployed in cloudxees. This way, cloud proxies become one type of
Platform Contanier Node in the FI-WARE PaaS offgrinMiddleware technologies will ease
communication between applications running on tbed proxy with a) applications running on devices
associated to the home environments b) applicatemsing in data centers or c) applications rugron
another proxies. Common facilities will ease acdesm® applications to storage resources locateadoaid
proxies (and maybe shared across several cloud plexices) or to some cloud proxy device capabdliti
(camera, sensors, etc if any). These middlewadecammon facility technologies will be defined and
developed as part of the I2ND (Interface to Netwamki Devices) chapter.

3.2.5.3 Ciritical product attributes

* Cloud proxy as evolution of the home hub, able to federate dbenected devices and expase
functionalities to support a large variety of seevbundles

» Capability to host applications and govern allamatof computational resources beyond centralized
data centers.

3.2.6  Resource Monitoring

3.2.6.1 Target usage

It has been said that "If you can’t measure it gan't manage it", and this maxim is as true in cotap
science as in industrial management. Ability to itwnthe different GEs (via exposed metrics) angirth
interaction is an absolute requirement in ordesugport SLOs and SLAs, as well as investigate caasd
pin responsibility for SLO infringements. The sagaes for the infrastructure of the cloud, including
hardware, OS and driver setup, host schedulingesalirce sharing decisions, etc.

Monitoring data is also indispensable in order tovle dynamic scaling of resource deployment by
supervisory processes. Metrics provided by a manigcsystem will enable a provider to understarabes

of the system and know when to scale a sub-sydtatrics should be offered to users of cloud hostiag
that they may build their own self-management sgster as an offer to enable further trust and Witsib
into their provisioned services/resources.

3.2.6.2 GE description

Although monitoring is a crosscutting concern foe GESs, the specific metrics are GE-specific. HEaéh
would define a set of metrics to be provided bysdme of them raw metrics and some computed from
combinations of other data. Whether a metric is sawomputed is an implementation matter for a tBE,
user need not know which is which. The figure betmwlines the possible implementation of monitoring
by a GE.
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Monitoring configurations should include the follimg dimensions:
* Metrics to monitor

* Metric configuration

e Granularity of monitoring

* Overhead targets

» Distribution mode (push/pull) for the collected alat

Data collection is very much dependent on the §ipg8E and metric.

The work of monitoring is not finished once thead& collected. The data actually collected maydree
be post-processed before being provided to itssuddser-defined metrics should be offered. Thiks dar
supporting services (e.g., CEP). A storage systemeieded to store the metrics. Additionally, data
retention rules may apply to some of the datapfminess or legal purposes in order to be availfale
audits or failure analysis.

The collected data needs to be distributed toested parties using a publish/subscribe messagsigns
supporting both push and pull protocols. Metricsudtt only be distributed in a push fashion whersaru
or system set threshold is reached. These threslsbiduld be simple and let further processing ef th
metric data done by subscribers.

Finally, since the GE providers are the best ierppiteting the GE's monitoring data, a Monitoringl an
Metering GE may go one step further and provideitiaéil analysis of the collected data, highlightin
performance anti-patterns in the data or identgyinigh-level effects that may follow from the ol
phenomena.
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3.3 Question Marks

We list hereafter a number of questions that remgien. Further discussion on these questions aké t
place in the coming months.

3.3.1  Security aspects

Very much like monitoring, security is a cross mgtconcern of all generic enablers and components
within the FI-WARE Cloud Hosting chapter. Whereasnitoring mainly deals with aspects "of the
moment”, security has additional dimensions to ictersnamely pre- and post- execution of any action
initiated by actors of the system. The common ateasnsider aspects of security are:

» Authentication (AuthN): This is one of the pre-enion dimensions. Users must first be authenticated
to carry out various operations upon the resousoésservices that the cloud hosting chapter wigérof
For efficient operations in a provider who may hameltiple but related services, this authorisation
should be of the single-sign-on type.

» Access/Authorization (AuthZ): Again this is anotipge-execution dimension. Although a user may be
authenticated, they may not have the credentiedutry out certain actions.

e Audit & Accounting: This dimension is most closalglated to monitoring. Audit and accounting
operations are taking when decisions and actioasreade throughout the lifecycle of a service and
form a historical record of all operations takerompservices. By exposing as much auditing and
monitoring information to the client, that clientiiwbe imbued with greater trust in the service
provider.

Related to post-execution dimensions these couldele® more related to the decommissioning policies
that a provider enforces. An example of such a meaigsioning policy might be all previous machine
images are securely wiped or another may be thatdit and accounting logs must be kept for a ifipec
period of time after decommissioning. As a redutbuld be required that policy GEs be requirednable
such policy enforcement.

Other prescient questions that need resolution are:

» What Security GEs are suitable for integration imithhe Cloud Hosting chapter?

* How should this integration occur? What APIs amah$ports are offered?

» Are/will those GE's interchangable with systemg thay be specific and linked to the Cloud Hosting
chapter?

3.3.2  Other topics still under discussion

Following is a list of some questions still to bddeess. They are listed here so that the readéds fout
that they haven’t been ignored.

* What value-add services beyond basic PaaS (andctOBfjerage) capability do we plan to provide?
E.g., DB, messaging/queuing, etc.

» What level of integration do we envision betweesn'tGloud Edge" GE and other GEs?

* What is the exact division of labor and interfabesveen the Cloud Edge Resource Management GE
in this chapter, and the Cloud Edge GE in the |2%Bpter?

* What capabilities of 12ND GE, particularly NetlC &3C Ges, will be leveraged by our service
management layer?

» What monitoring capabilities do we need to provietled-to-end?
* Should we prioritise horizontal scaling (the “cléwehy) over vertical scaling?
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* What is the exact scope of what we are going twigeoin the area of Metering, Accounting and
Billing, and what capabilities will we (or the ClduHosting users) be able to leverage from the
Business Framework provided by the Apps/Services{atem and Delivery chapter?

» There could be the need (e.g. from monitoring)af@omplex event processing system. Can we use the
CPE GE from another the Data/Context Managemermteh§resumably yes)?

* It seems that there will be the necessity for ngiaga—based communication. Is a single technology
going to be used all across FI-WARE?

3.4 Terms and definitions

This section comprises a summary of terms and itlefis introduced during the previous sections. It
intends to establish a vocabulary that will be helgarry out discussions internally and with thiatties
(e.g., Use Case projects in the EU FP7 Futureriatd?PP)

e Infrastructure as a Service(laaS) -- a model of delivering general-purpoggual machines (VMs)
and associated resources (CPU, memory, disk spateork connectivity) on-demand, typically vig a
self-service interface and following a pay-per-pseing model. The virtual machines can be directly
accessed and used by the laaS consumer (e.g.pacatipn developer, an IT provider or a servjce
provider), to easily deploy and manage arbitrafinware stacks.

» Platform as a Service(PaaS -- an application delivery model in which the etits, typically
application developers, follow a specific programgiimodel to develop their applications and| or
application components and then deploy them inddbstintime environments. This model enables
fast development and deployment of new applicatesmscomponents.

e Virtual Appliances (VApp, also referred to asérvice") -- pre-built software solutions, comprised |of
one or more Virtual Machines that are packagedatgu maintained and managed as a unit. Vintual
appliances are typically packaged in an Open Migaton Format QVF), developed by Distributed
Management Task Force (DMTF) standardization body.

» Key Performance Indicators (KPIs) -- quantifiable metrics reflecting the level dfesed service with
respect to specific non-functional requirementhsag performance, availability, resiliency, etc.l kP
usually computed as a function of one or more levelmetrics — analytical, quantative measurements
intended to quantify the state of a process, ser@icsystem. KPIs may relate either to the lonmter
measures of the service level where raw metricaageaged and summarized over a long time scale to
guide strategic decisions about the service prowisg, or short term measures of service leyvel,
triggering proactive optimization.

e Service Elasticity is the capability of the hosting infrastructuresttale a service up and down pn
demand. There are two types of elasticityertical (typically of a single VM), implying the abilityot
add or remove resources to a running VM instance harizontal (typically of a clustered multi-VIM
service), implying the ability to add or removetarxces to/from an application cluster, on-demand.
Elasticity can be triggered manually by the useryia anAuto-Scaling framework, providing the
capability to define and enforce automated eldgtfmlicies based on application-specific KPIs.

e Service Level Agreemeni{SLA) is legally binding contract between a servicevjgter and a servic
consumer specifying terms and conditions of seryimevisioning and consumption. Specific SLA
clauses, calle&ervice Level ObjectiveqSLOs), define non-functional aspects of service prarisig
such as performance, resiliency, high availabildgcurity, maintenance, etc. SLA also specifies|the
agreed upon means for verifying SLA compliancetamer compensation plan that should be pyt in
effect in case of SLA incompliance, and temporahfework that defines validity of the contract.

» Cloud Proxy devices are located outside the Cloud. May coordpgo end-user devices (any devjce
the user may use to interact with cloud applicatilike a PC or a tablet, but also sensors, displdy
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or to a more complex structure like a home gateway,a special device located in the home netw
Cloud proxies provide the ability to host applioat or use storage resources located closer tenith
user, intended to provide an improved user expegien

CDMI. The Cloud Data Management Interface (CDMI) defintke functional interface th
applications will use to create, retrieve, update delete (CRUD) data elements from the ClI
defined by the Storage Networking Industry Assacra{SNIA) group

Cloud Service Management APk a RESTfull, resource-oriented APl accessedidP which uses
XML-based representations for information interapamand allows deployment of OVF-based ser
manifests or manifest fragments (thus enablingemental deployment). It supports extensions to
Open Virtualization Format (OVF) in order to suppadvanced Cloud capabilities and is based orn
vCloud specification (published by VMware) and sitted to the DMTF for consideration.

OCCI is a protocol and API for the management of clsevice resources. It comprises a set of g
community-lead specifications delivered through @pen Grid Forum. OCCI was originally initiate
to create a remote management API for laaS modedoServices. It has since evolved into a flex
AP with a strong focus on integration, portabililpteroperability and innovation while still offag a
high degree of extensibility.
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4 Data/Context Management

4.1 Overview

The availablity of advanced platform functionaktidealing with gathering, processing, interchanug a
exploitation of data at large scale is going tacbmerstone in the development of intelligent, costed,
personalized, context-aware and enriched applicatitd services beyond those available on the durren
Internet. These functionalities will foster the atien of new business models and opportunities kvkie
WARE should be able to capture.

Data in FI-WARE refers to information that is produceggnerated, collected or observed that may be
relevant for processing, carrying out further as&yand knowledge extraction. It has associatedta
type and avalue. FI-WARE will support a set of built-ibasic data typessimilar to those existing in most
programming languages. Values linked to basic tigies supported in FI-WARE are referredbasic
data values As an example, basic data values like ‘2’, ‘7385’ belong to the integer basic data type.

A data elementrefers to data whose value is defined as congistira sequence of one or more <name,
type, value> triplets referred amta element attributes where the type and value of each attribute is
either mapped to a basic data type and a basicvdhata or mapped to the data type and value ofhanot
data element. Note that each data element hassaciat®d data type in this formalism. This dateetyp
determines what concrete sequence of attributeactesizes the data element.

There may beneta-data (also referred as semantic data) linked to atie®in a data element. However,
existence of meta-data linked to a data elemenilbatie is optional.

Applications may assign an identifier to data eleteén order to store them in a givBata Storage e.g.
a Data Base. Such identifier will not be considgraed of the structure of the data element andmée it
can be generated is out of the scope of this spatitfh. Note that a given application may decideise
the value of some attribute linked to a data eldraerits identifier in a given Data Storage bugiagthere
is no identifier associated to the representaticanaata element.

The structure associated tdaa elementis represented in Figure 11.

: Data Element i— ﬁ Data Element attributes

« DataType "has + Name + Name
< + Type = Type
1 " + Value + Value

Figure 11  Data Element Structure

A cornerstone concept in FI-WARE is that data eleim@re not bound to a specific format represemntati
They can be represented as an XML document at qum¢ and then translated into another XML
document representation later on, or marshaledasais g a binary message being transferred. Data
elements can be stored e.g. in a Relational Dagalrasn RDF Repository or as entries in a noSQh da
base like MongoDB, adopting a particular storagentd that may be the same or different respectiteely
the format used for their transfer. It should lbegible to infer the data type of a given data elembased

on the XML document or on the transferred messageadt (e.g., by a specific element of the XML
document if the same XML style and encoding is useekpresent data elements of different typesyax b
specific used XML style) or based on the speatmrage structure format used to store it (e.gy bea
inferred from the name of the table in which theadgdement is stored).
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The way data elements are represented in memoryl-WWARE Data/Context Generic Enablers is not
specified. Therefore, the implementer of a FI-WAR&tat/Context Generic Enabler may decide the way
data elements are represented in memory.

Context in FI-WARE is represented througlontext elements A context element extends the concept of
data elementby associating an Entityld and EntityType to itjquely identifying the entity (which in turn
may map to a group of entities) in the FI-WARE systo which the context element information reférs.
addition, there may be some attributes as well estlata associated to attributes that we may elefn
mandatory for context elements as compared toalataents.

Context elements are typically created containirgtalue of attributes characterizing a given graita
given moment. As an example, a context element eoayain values of the “last measured temperature”,
“square meters” and “wall color” attributes asstmibto a room in a building.

Note that there might be many different contextnaets referring to the same entity in a systemh eac
containing the values of a different set of attréfsu This allows that different applications hardiféerent
context elements for the same entity, each comgionly those attributes of that entity relevanthe
corresponding application. It will also allow repeating updates on the set of attributes linkea tiven
entity: each of these updates can actually takdatme of a context element and contain only theigadf
those attributes that have changed.

The structure of a context element is represemé&dgure 12.

Context Element —| Context Element attributes

Meta-data

« Entityld “has" « MName « Name
+ EntityType ® + Type « Type
1 n + Value = Value

Figure 12  Context Element Structure Model

Note that all the statements made with respectata elements in the previous section would alsdy&pp
context elements.

An eventis an occurrence within a particular system or aiamit is something that has happened, or is
contemplated as having happened in that domaimtgwgpically lead to creation of some data or ernt
element, thus enabling that information descrilingelated to events be handled by applicatioresvent-
aware FI-WARE GEs (e.g., the Publish/Subscribe BrdRE, when handling update/natifications, or the
CEP GE). As an example, a sensor device may bsumneg the temperature and pressure of a given
boiler, sending a context element every five miawssociated to that entity (the boiler) that idekithe
value of these to attributes (temperature and pres®r just the one that has changed. The creatioin
sending of the context element is an event, icgneshing that has occurred (the sensor devicedrdasisw
measures). As another example, a mobile handseerpayt attributes like “Operating System” or “Same
size”. A given application may query for the vabfe¢hese two attributes in order to adapt the aurtie be
delivered to the device. As a result, the mobiladsat creates and replies a context element battieto
application. This response may be considered abk amekvent, i.e., something that has occurred (the
mobile handset has replied to a request issued laypjplication).

Since the data/context elements that are geneliatadd] to an event are the way events get visibla i
computing system, it is common to refer to dataexirelements related to events simply as "evenisle
describing the features of, or the interaction ywéhent-aware FI-WARE GEs. For convenience, we also
may use the terms “data event” and “context evehttata event” refers to an event leading to éozabf

a data element, while a “context event” refersrit@eent leading to creation of a context element.

The wordevent objectis used to mean a programming entity that reptesrch an occurrence (event) in
a computing system [EPIA]. Events are representedevent objects within computing systems to
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distinguish them from other types of objects andgéoform operations on them, also knowneagnt
processing

In FI-WARE, event objects are created internallyséane GEs like the Complex Event Processing GE or
the Publish/Subscribe Broker GE. These event abgee defined as a data element (or a context atgme
representing an event to which a number of standasht object properties (similar to a header) are
associated internally. These standard event olpjexqierties support certain event processing funstio
The concrete set of standard event object progeitieFI-WARE is still to be defined but we may
anticipate that one of these properties would Ieetithe at which the event object is detected byGEe
(arrives to the GE). This will, for example, allae support functions that can operate on everas th
exceed certain age in the system. Tools will bevideml enabling applications or admin users to assig
values to those event object properties based lorevaf data element attributes (e.g., source ektrent

or actual capture time). An event object may wdifferent characteristics of the data element,(i.e.
DataType) or the context element (i.e., Entityld &mtityType).

Unless otherwise specified, all staments in thé ofsthe chapter that make use of the term “data
(element)” also apply to context (element) as waslto events, related or not to data/context elesnen

Figure 13 presents a high-level view of the RefegeArchitecture of the Data/Context Management
chapter in FI-WARE. Defined GEs (marked in ligha®lin the figure) can be instantiated in a flexihel
coherent way, enabling different FI-WARE Instantespick and configure different GEs according to
demands and requirements of applications thatrwillon top. Following is a brief description oéth:

» Publish/Subscribe Broker GE that allows applications to interchange hetereges events
following a standard publish — subscribe paradigm.

» Complex Event Processing GEwhich has to do with the processing of eventeshi®in real-time that
will generate immediate insight, enabling applieas$ to instantly response to changing conditions on
certain customers or objects (entities such asdsyapplications, systems, etc.).

» BigData Analysis GE which enables to perform a map-reduce analyslargé amount of data both
on the go or previously stored.

e Multimedia Analysis Generation GE, which performs the automatic or semiautomaticagtion of
meta-information (knowledge) based on the analysisultimedia content.

* Unstructured data analysis GE which enables the extraction of meta-data basethe analysis of
unnstructured information obtained from web resesrc

* Meta-data pre-processing GE which ease the generation of programming objécis several
metadata-formats.

» Localization GE, which provides geo-location information as a eshtinformation obtained from
devices.

* Query Broker GE, which deals with the problem of providing a unifoquery access mechanism for
retrieval of data stored in heterogeneous formats.

* Semantic Annotation GE which allows to enrich multimedia information @ther data with semantic
meta-data tags to be exploited by semantic webcgioins.

* Semantic Application Support GE which provides support for the core set of semanteb
functionalities that ease programming of semangb applications.
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\\

Specific Data
Gathering enablers Standard Context/Data I
Gathering GEs Intelligent Services
(e.g., Localization, " | Plug-ins (algorithms) |
unstructured text meta-data) | |
'l | : : Semantic
Massive Data — BigData Analysis App Support
Gathering Enabler \ / 1 ]
? f Semantic
| Transformation Annotation
\ enablers
=,
Multimedia " Pub/Sub |
metadata Broker
Multimedia | ?
analysis > Complex Event Processing = QueryAcces —
Multlmedla : 7
Multimedia . Managementtools
repository

Figure 13  High-Level view of GEs in the Data/Context Managema chapter

In addition to these GEs, specific enablers implaing intelligent services have been defined. These
enablers interact with off-line and real time prexiag enablers, as well as with data both in memory
persistent, to provide analytical and algorithmapahbilities in the following areas:

» Social Network Analysis

* Mobility and Behaviour Analysis
* Real-time recommendations

» Behavioural and Web profiling

* Opinion mining

The following sections describe these Generic E1ab{GE) in more detail. Figure 13 displays some
guestion marks that are reviewed at the end ofctapter.
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4.2 Generic Enablers

42.1 Publish/Subscribe Broker

4.2.1.1 Target usage

The Publish/Subscribe Broker is a GE of the FI-WARERtform that enables publication of events by
entities, referred as Event Producers, so thatighdd events becomes available to other entitisrred

as Event Consumers, which are interested in primeetise published everifs Applications or even other
GEs in the FI-WARE platform may play the role ofd&t Producers, Event Consumers or both.

A fundamental principle supported by this GE isttb& achieving a total decoupling between Event

Producers and Event Consumers. On one hand, trasmigmihat Event Producers publish data without
knowing which Event Consumers will consume publishata; therefore they don’t need to be connected
to them. On the other hand, Event Consumers conslatee of their interest, without this meaning they

know which Event Producer has published a partiNant: they are just interested in the eventfitag

not in who generated it.

4.2.1.2 GE description

The conceptual model and set of interfaces deffoethe Publish/Subscribe Broker GE are alignedwit
the technical specifications of the NGSI-10 integfawhich is one of the interfaces associated tioteod
Management Functions in the Next Generation Serintefaces (NGSI) defined by the Open Mobile
Alliance [OMA-TS-NGSI-Context]. Specifications dfi¢ Publish/Subscribe Broker GE in FI-WARE will
not support all the interfaces and operations ddfifor Context Management Functions in NGSI: it wil
just focus on the NGSI-10 interface and even ohlys¢ parts of the specifications associated to this
interface that are considered most useful to sugf@relopment of applications in the Future Inter@m

the other hand, it will extend the scope of NGSisp@cifications as to be able to deal with datenefds,

not just context elements.

Figure 14 Iillustrates the basic operations that nEvBroducers and Consumers can invoke on
Publish/Subscribe Broker GEs in order to interaith whem. Event Producers publish events by invgki
the update operation on a Publish/Subscribe BrGierNote that when used to publish context elements
representing updates on the values of attributd®di to existing entities, only the value of atitiés that
have changed may be passed. Despite not curramtlydied in the NGSI-10 specifications, Event
Producers in FI-WARE also export the query opergtanabling a Publish/Subscriber Broker GE to pull
for events, as illustrated in Figure 14.

10 As explained earlier by “event” we are here indefdrring to data or context elements describingetated to an
event.
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The Publish/Subscribe Broker GE exports interfaaesbling Event Consumers to consume events in two

basic modes:

* Request/response mode, enabling retrieval of evestsresponse to query requests on the
Publish/Subscribe Broker GE issued by Event Consgime

» Subscription mode, enabling to setup the conditiander which events will be pushed to a given
Event Consumers. The Publish/Subscribe Broker GEmwboke the notify operation exported by the
Event Consumer every time an event fulfilling thendition established in its subscription arrives.
Subscriptions may be setup by third applicationd aat necessarily the Event Consumer itself, as
illustrated in the figure. An expiration time che defined for each subscription by means of invgki
operations exported by the Publish/Subscribe Br@ér If the expiration time is missing, then defaul
values may be used.

When an Event Consumer or a Publish/Subscribe Bfokewulates a query, it may formulate it relattee
attributes of a given entity (or group of entities)The context elements being sent as response are
considered as events.

application

subscription_id_1 = subscribe (consumer1, expr1, duration1)

query . o
4_|_ notify (subscription_id_1, data/context)
—} >
update
Event Producer Publish/Subscribe EventConsumer1
BrokerGE1 query

EventConsumer2

Figure 14  Basic interaction with the Publish/Subscribe BrokerGE

Note that events are kept in memory by the PulSisbécribe Broker GE while events do not exceed a
given expiration time. Therefore, they are not ghexb from the Publish/Subscribe Broker GE persistent
memory/storage just because the result of a queguést/response mode) returns a copy of them.ighat
the same query on a Publish/Subscribe Broker GEretlrn the same events (provided they haven't
expired). However, events are notified just onceuiescribed Event Consumers in the subscriptionemod

Data/context elements associated to events coutit bBry type. Besides, Event Producers could it
components integrated and embedded into a FI-WAREGbeing part of an application as far as they
respect the described interfaces. Therefore, dateget elements in events could be of any provessien
and of any granularity such as both raw data (motgssed yet through any FI-WARE GE) or a higher
level of data abstraction (e.g., insights extradteth the raw data by means of some of the GEsritbest
within this document and shown in Figure 13).

An entity playing the role of Event Producer iseaity that publishes events in this model but dalso
play the role of an Event Consumer, e.g. may comeserents and publish other events based on the
consumed ones. Besides, the Publish/Subscribe B@Ekeanay be connected to many Event Producers so
that, the number of Event Producers as well ag theiilability shall be hidden to the Event Consume
The Publish/Subscribe Broker GE acts as a interaedingle access point to multiple Event Consumers
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for accessing events published by multiple EverddBcers. An example of an architecture involving
multiple Event Producers and Consumers connectedRoblish/Subscribe Broker GE is shown in Figure
15.

Publish/Subscribe Broker GE

consumers

= | il .. » C : - T : qu ery
, H 5
producers | ® @ ------ ® | k

p— —
\ | / oty .

update / | T : "’_'/_‘\—’
L > L " .
’\/Eg‘ ' o N : ‘ notify

Figure 15  Multiple Event Producers and Consumers connected ta Publish/Subscribe Broker GE

A Publish/Subscribe Broker GE may play the roleegént Consumers, therefore being able to consume
events published by another Publish/Subscribe BrG#e (in either of the two existing modes). Thidlwi
support the ability to federate Publish/SubscrilbekBr GEs, even in the case that their implemesmas
different. This will be useful in scenarios likeetthanagement of the Internet of Things, where théght

be Publish/Subscribe Broker GEs running in devided, gateways or centralized. A service for
discovering Publish/Subscribe Broker GEs basedriveria will be defined in FI-WARE, making it easie

to support these highly distributed scenarios g multiple Publish/Subscribe Broker GEs.

4.2.1.3 Ciritical product attributes

» All data types (generic data or context elements) available for consumption through the sgme
Publish/Subscribe GE interface

e Comprehensive publish/subscribe interfaces enahdifigrmulate powerful subscription conditions

» Simple publish/subscribe interface enabling easy fast integration with consumer applicatigns
following a pull or push style of communication

« OMA-based standard interfaces, easing the interwgnkith many devices while still being useful for
event publication/subscription at backend systems

e Ability to develop light and efficient implementatis (capable to address real- or near real-fime
delivery of events and to run on small devices)

» Extendible (ability to extend interfaces or adcerifdces in order to introduce new or domain-specifi
features)

e Scalable (enabled through Publish/Subscribe BrGiefederation)
» Reserved facility to be auto-cleaning and self-auled (to purge unused or forgotten subscriptions
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4.2.2 Complex Event Processing

4.2.2.1 Target usage

Complex Event Processing (CEP) is the analysisvehtedata in real-time to generate immediate irisigh
and enable instant response to changing conditi®sne functional requirements this technology
addresses include event-based routing, observationitoring and event correlation. The technologyg a
implementations of CEP provide means to expressiaeld flexibly define and maintain the event
processing logic of the application, and in runtitheés designed to meet all the functional and non-
functional requirements without taking a toll ore thpplication performance, removing one issue filoen
application developer’'s and system managers coscern

For the primary user of the real-time processingege enabler, namely the consumer of the inforomati
generated, the Complex Event Processing GE (CEPa@&desses the user’'s concerns of receiving the
relevant events at the relevant time with the mh¢\data in a consumable format. Relevant - meaoiing
relevance to the consumer\subscriber to react &emse of the event appropriately. Figure 16 dsyhis

role through a pseudo ARlerivedEvent(type,payload)y which, at the very least, an event object is
received with the name of the event, derived ouhefprocessing of other events, and its payload.

The designer of the event processing logic is nesipte for creating event specifications and dabns
(including where to receive them) from the datéhgetd by the Massive Data Gathering Generic Enabler
The designer should also be able to discover amtbrstand existing event definitions. Therefore FI-
WARE, in providing an implementation of a Real-tifdEP GE, will also provide the tools for the
designer. In addition, APIs will be provided tooa¥l generation of event definitions and instructidms
operations on these events programmatically, suchyaan application or by other tools for other
programming models that require Complex Event Psiog such as the orchestration of several
applications into a composed application using s@went processing. In Figure 16 these roles are
described as Designer and Programs making use @isttudo APdleploy definitions/instructions

Finally, the CEP GE addresses the needs of an esystgm manager and operator, could be either real
people or management components, by allowing farfigorations (such as security adjustments),
exposing processing performance, handling problemd, monitoring the system’s health, represented in
Figure 16 as Management role making use of thedosARI configuration/tuning/monitoring

[ Designer ][ Programs ]

Data
Gathering dzppley dafinitions S instrocions Pu b/SUb
J | Broker
Real-time
procesiBvantitvp: paylead) .
Complex Event Processing derivadfeantityps. b avloads
l Storage Generic Enabler
»| Storage
Other confiquation taging [ monitoring }
. Other
Processing : .
Processing
Management

Figure 16 Interactions with and APIs of the Real-time CEP Geeric Enabler
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4.2.2.2 GE description

The Complex Event Processing Generic Enabler (CEPp®vides:

* tools to define event processing applications ote daterpreted as events, either manually or
programmatically

» execution of the event processing application am&vas they occur and generation of derived events
accordingly

* management of the runtime
The functions supported by such a GE aligns with filmctional architecture view produced by the

Reference Architecture Work Group of the Event Bssing Technical Society (EPTS) [EPTS][EPTS-RA
10], depicted in Figure 17 and further elaborateitbl.

Event Processing, Complex
Event Processing, Event
Stream Processing

Event Abstraction, Event Pattern
Detection, Event Composition

etc. etc.

Event Management

Event Producer Event Consumer

Event Type Definitions,
Event Processing Rules, etc.

{Event Source, (Event sink, event
Event Emitter) handler, event
listener)

Figure 17  Functional View of Event Processing

Entities connected to the CEP GE (application iestior some other GEs like the Publish/Subscrilmk@&r
GE) can play two different roles: the role ®fent Producer or the role ofEvent Consumers Note that
nothing precludes that a given entity plays botagso

Event Producers are the source of events for grenessing. They can provide events in two modes:

» "Push" mode: The Event Producers push events litdComplex Event Processing GE by means of
invoking a standard operation the GE exports.

* "Pull” mode: The Event Producer exports a stanagueration that the Complex Event Processing GE
can invoke to retrieve events.

Event Consumers are the sink point of events. wilig are some examples of event consumers:

» Dashboard: a type of event consumer that displéysna defined when certain conditions hold on
events related to some user community or produgedriumber of devices..

* Handling process: a type of event consumer thaswoes processed events and performs a concrete
action.

* The Publish/Subscribe Broker GE (see section 4.21type of event consumer that forwards the
events it consumes to all interested applicati@s®t on a subscription model.
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Despite not being decided yet, it is most likely tase that Event Producers and Event Consumersatha
be connected to the CEP GE in FI-WARE export therfaces of Event Producers and Consumers as
specified in section 4.2.1 (description of the KdBubscribe Broker GE). This will allow that a
Publish/Subscribe Broker GE is connected to forveaehts to a CEP GE or, viceversa, a CEP GE forward
events result of processing to a Publish/Subs@ib&er GE.

The CEP GE in FI-WARE implements event processimctions based on the design and execution of
Event Processing Networks (EPN). Processing notles make up this network are called Event
Processing Agents (EPAS) as described in the béeerit Processing in Action” [EPIA]. The network
describes the flow of events originating at evewidpcers and flowing through various event procegsi
agents to eventually reach event consumers, seeeFi@ for an illustration. Here we see that evéis
Producer 1 are processed by Agent 1. Events debye&tent 1 are of interest to Consumer 1 but &se a
processed by Agent 3 together with events derived\gent 2. Note that the intermediary processing
between producers and consumers in every installédimade up of several functions and often tineesa
function is applied to different events for diffatgourposes at different stages of the proces3ing.EPN
approach allows to deal with this in an efficieranmer, because a given agent may receive evemts fro
different sources. At runtime, this approach alows for a flexible allocation of agents in phyalic
computing nodes as the entire event processingcatiph can be executed as a single runtime attifac
such as Agent 1 and Agent 2 in Node 1 in Figuredt8s multiple runtime artifacts according to the
individual agents that make up the network, sucAgent 1 and Agent 3 running within different nodes
Thus scale, performance and optimization requirésnemy be addressed by design. The reasons for
running pieces of the network in different nodegiwvironments vary, for example:

» Distributing the processing power

» Distributing for geographical reasons — procesd@se to the source as possible for lower netwgrkin
* Optimized and specialized processors that deal spiitific event processing logic

Another benefit in representing event processingliegitions as networks is that entire networks ban

nested as agents in other networks allowing foseeand composition of existing event processing
applications.

Event | S| Agent1 [ Event
Producer1 | b= | Consumer1 |

 Event || [ ) [ Event |
LProduceer L A J ﬁ Agent3 LConsumerZJ
Node 1 Node 2
- J @

Figure 18 lllustration of an Event Processing Network made oproducers, agents and consumers

The event processing agents and their assemblyaimetwork is where most of the functions of this G
are implemented. In FI-WARE, behavior of an evericpssing agent is specified using a rule-oriented
language that is inspired by the ECA (Event-Coodifction) concept and may better be described as
Pattern-Condition-Action. Rules in this languagél wensist in three parts:

* A pattern detectionthat makes a rule of relevance
» A set ofconditions (logical tests) formulated on events as well dereal data
» A set ofactionsto be carried out when all the established coonlitiare satisfied
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Following is an indication of the capabilities te bupport in each part of the rule language. A rijgsmn
of how such rules are assembled with simplificatimndescribed in Event Processing Agent in Detail.

Pattern Detection

In the pattern detection part the user may progpatierns overselected events within an event
processing contexi(such as a time window or segmentation) and drilye pattern is matched the rule is
of relevance and according to conditions, the agbart is executed. Examples for such patterns are:

» Sequencemeaning events need to occur in a specified dodehe pattern to be matched
* Count, a number of events need to occur for the pattebe matched

Event Processing Context [EPIA] is defined as a ewhrspecification of conditions that groups event
instances so that they can be processed in adelag. It assigns each event instance to one oe mor
context partitions. A context may have one or mayetext dimensions and can give rise to one or more
context partitions. Context dimension tells us Wwkeethe context is for a temporal, spatial, staterted,

or segmentation-oriented context, or whether & omposite context that is to say one made uphafro
context specifications. Context partition is aiat which event instances have been classified.

Conditions

The user of the CEP GE may program the followingllof conditions in a given rule:
» Simple conditions which are established as predicates definedsingle events of a certain type
» Complex conditions which are established as logical operations @dipates defined over a set of
events of a certain type:
- All (conjunction) meaning that all defined predicatesst be true
- Any (disjunction) meaning that at least one of thengef predicates must be true
- Absence(negation) meaning that none of the defined pegd&can be true

Predicates defined on events can be expressed tlasedumber of predefined operators applicable: ove
» values of event data fields
» values of other properties inherent to an evegt,(bfetime of the event)

» external functions the GE can invoke and to whieéné data field values or event property values can
be passed

Note that the conditions selected for a given mgtablish whether processing of that rule is satebr
stateful. Stateless processing requires that thditwons apply to a single event and are only fdatad
over properties of the event, without relying oneemal variables. Stateful processing applies tétiphe
events or even when a single event is processeddout of the conditions rely on external variabkes.
processing agent is stateless when processind niles governing its behavior are stateless. Qtfser,
the processing agent is stateful.

Actions

The user of the GE may program the following kifi@ctions in a given rule:

» Transformations, defined over events satisfying the rule, whichyrsansist in generating a new
event whose data is the result of:

- Projecting a subset of the data fields from one or severti®events satisfying the rule

- Translating values of projected data fields into new valuesaasesult of applying some
programmed function

- Enriching data of the new event with data not present orilyina
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» Forwarding actions, which would consist in forwarding one or sevaahe events satisfying the rule
» Invocation of external serviceghat allow achieving some desired effect in therail system.

Note that several transformations can be programimetie same rule. This allows an event or set of
events to be split in multiple derived events. didition, external processes being executed asethétrof

an action may lead to updates of variables basedtich certain functions used in predicates of rule
conditions are formulated.

Designing EPNs

At design time the functional aspects of this Gendgnabler include the definition, modelling,
improvement, and maintenance of the artefacts imsegent processing. This is an integration poiithw
FI-WARE Tools GEs through the management toolss€leatefacts are:

» event definitions, includes at the very least &tgame and in most cases also definition of théopdy
» event processing network assembled by event priogeagents

These artefacts can be programmatically developelddaployed on the fly to the execution or can be
developed by users with form based tools (eclipseeh based) and manually deployed to the execution
also on the fly.

Event Processing Agent in Detail

To simplify the specification of an event procegsrdt, rather than requiring to model the logic aeisged
to the event processing using a rule-oriented laggua framework based on a number of buildingksloc
is provided to assist in specifying the logic. Tallews the user to express his intent without péamiliar
with the logical and temporal operators in the 1afiented language and without the need to writgchd
statements that are long and sometime difficultinderstand. This is done by specifying three bogdi
blocks that make up and agent as well as inputoamgut terminals that specify the type of eventbeo
considered in a rule and the type of events that beaderived by the rule respectively, as depidted

Figure 19.
/ Event Processing Agent \
input filtering

&ontext /

Figure 19  The building block of Event Processing Agent — sinmipr specification of the logic

output

Only events of the type that have been specifietheninput terminals of the agent will be considefer
the rule. Then, the following building blocks arefided:

» The first building block is the filter block, an tignal block, where filters can be applied on indixal
input events whether to consider them or not ithierexecution of the rule.
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* The second building block is the matching block,ogtional block, where the events are matched
against a specified pattern and where matchingasetsreated.

* The final building block is the derivation blockiet only mandatory block, where matching sets,
filtered events or direct input events are useddmpose one or more derived events according to
conditions and expressions.

The derived events are specified in the outputiteal® to be selected as inputs by other agents.

This entire rule may be executed in a processimgesd (temporal, segmentation (group-by), statacep
and spatiotemporal) which is also specified fomgent when needed. This is equivalent to the psoogs
context of the pattern part of the rule.

For example, if only the derivation block is spedfthen the agent provides transformation operat{the
type of transformation is dependent on the devati if the same event type is derived with onsubset
of its attributes then it's a projection type)

The two most common contexts of a rule executiorvaluation are interval (window) and segmentation
(group-by) of events:

» The interval context may be a fixed interval whire user specifies the exact times of start and &nd
sliding interval where the user specifies how titerval slides either by time or number of eveats]
an event-based interval where the user specifieevent that will initiate the interval and the eve
that will terminate it. Only events that occur viiththe same interval are considered for procedsing
the agent for that interval, i.e. will satisfy thattern part of the rule.

* The segmentation context is specified by the useyugh a data element by which all events are
grouped-by if their values match. Only events wiith same specified data value will be considered fo
processing by the agent for a particular segmeantwiill satisfy the pattern part of the rule.

The syntax of the building blocks is also availdiolespecifying event processing agents progranuabyi
and the artefacts are deployable through APIs & pgfocessing engine (whether single, clustered or
distributed). This is for the same reason as tadggagramming sound logical temporal statements.

4.2.2.3 Critical product attributes

» Business\Application agility — change patterns abpat the end user level, ability to implement and
change more rapidly, react and adapt to eventistinea monitoring, continuous intelligence

» Business\Application optimization — early detectiability to dynamically assemble needed process
components at runtime, dynamic services composéiwhorchestration

» Business\Application efficiency — support decisinaking, sophisticated action initiation
» Event Processing Network as a CEP logic abstrattwards standardization

* Lower cost of operations — lower maintenance dfgpas and rules

* Lower cost of implementation — reduce in designidoand test costs and time

e Scale — increase scale of response and volumeiptauthannels of events, widely distributed event
sources
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4.2.3 Big Data Analysis

4.2.3.1 Target usage

Big Data Crunching (also known as Big Data BatcbcBssing) is the technology used to process huge
amounts of previously stored data in order to gétvantinsights in scenarios where latency is not a
highly relevant parameter. These insights takedha of newly-generated data which will be at disal

of applications using the same mechanisms througbhwnitially stored data is available.

On the other hand, Big Data Streaming could benddfias the technology to process continuous
unbounded and large streams of data extractingamiensights on the go. This technology could be
applied to scenarios where it is not necessaryai® @Il incoming data or it has to be processedtte
go”, immediately after it becomes available. Adualglly, this technology would be more suitable ig- b
data problems where low latency in generation efgints is expected. In this particular case, irtsigh
would be continuously generated, parallel to ing@nidata, allowing continuous estimations and
predictions.

Finally, several Real-Time Stream Processing telclgies have been defined targeted to real-time
generation of insights from a continuous streamaté received at a reasonable input rate.

Lately, a number of commercial solutions for thenahing problem have appeared; most of them based o
open-source projects like Hadoop. On the other hsewkral Real-Time Stream Processing engines&an b
found starting from those specialized in particus&enarios, like real-time user modeling for web-
advertisement, to those intended to be more genéwthe ones based on Complex Event Processing
techniques (see 4.2.2). The approach taken in tinesscenarios is radically different, not offeriagingle
elegant solution that can be the most efficientftadble one for Big Data Crunching scenario wtldlethe
same time is able to cope with Big Data Streamaamarios.

The Big Data Analysis Support GE offers a contirsisalution for both Big Data crunching and Big Data
Streaming. A key characteristic of this GE is tihatould present a unified set of tools and APIswing
developers to program the analysis on large amofudata and extract relevant insights in both sdesa
Using this API, developers will be able to prograntelligent Services like the ones described irtieac
4.3. These Intelligent Services will be pluggedhe Big Data Analysis GE using a number of toold an
APIs that this GE will support.

Input to the Big Data Analysis GE will be providedtwo forms: as stored data so that analysis risech
out in batch mode or as a continuous stream ofstathat analysis is carried out on-the-fly.

The first is adequate when latency is not a releparameter or additional data (not previously exitd)
is required for the process (i.e. access to auyililta on external databases, crawling of extesites,
etc). The second is better suited in applicationere lower latency is expected.

Algorithms developed using the API provided by Big Data Analysis GE in oder to process data vell b
interchangeable between the batch and stream naddgseration. In other words, the API available fo
programming Intelligent Services will be the sam&oth modes.

In both cases, the focus of this enabler is in"tig data" consideration, that is, developers tdlable to
plug ‘intelligence" to the data-processing (batchr stream) without worrying about the
parallelization/distribution or size/scalability tife problem. In the batch processing case, thenméhat
the enabler should be able to scale with the siz¢he data-set and the complexity of the applied
algorithms. On the other hand, in the stream mtideenabler has to scale with both input rate hadize

of the continuous updated analytics (usually calktdte"). Note that other GEs in FI-WARE are more
focused on real-time response of a continuous ratretievents not making emphasis in the big-data
consideration (see section 4.2.2).
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4.2.3.2 GE description

Technologically speaking, big data crunching waslgionized by Google, introducing a flexible and
simple framework called map&reduce. This paradidiowes developers to process big data sets using a
really simple APl without having to worry about pHlelization or distribution. This paradigm is well
suited for batch processing in highly distributeatadsets but it is not focused on high-performaanoe
events, so it is less suited for stream-like openat

The GE we present here is originally based on thp&reduce paradigm but extends it in order to offer
high performance in batch mode while still makihguitable for stream processing.

The following diagram offers a general overviewtlodé Big Data Analysis GE, showing main blocks and
concepts.
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Figure 20  Big Data Analysis GE

First of all, it is important to realize that theodule manager contains all algorithms and operation
developed to process data and they can be usedrbtite stream and batch process unit. These medule
are developed using a simple API of the enablgriied by the original map&reduce interface but more
focused on intense data processing, allowing ta#qom to be more oriented to high performance.

The obvious difference between these two engindisaisthe batch processing engine receives the inpu
data from a distributed storage while the streagirenreceives the input data on the fly. Althoubb t
execution model is really different, the enablémvas the user to abstract from this difference.

Finally, although the engines (batch and streampapicted separately in this figure, they are tbkhare
resources.
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Platform Node X

Data-set in o
Result out Monitorization &

Control

Plugin Modules

Figure 21 Big-data Platform
Third party plugin libraries

What differs this GE from conventional Map-RedulHR] platforms are primarily:

* the extensions added to basic MR primitives,

e its stream-oriented MR functionality (a new wayptocess logs incrementally), and

» its plug-in support system enablng to integratedtparty software to process the input data.

This GE is a fully distributed processing engin@essally designed for efficient analysis of log-eds
streams of data.

Prior to execution of this GE, a cluster of nodesds to be set-up. In this cluster, the data digidn is
based on the key-value content, making the platimone efficient since the operations are alway®thas
on local data. Also, it allows to implement an @#nt stream MR technology. The drawback is when
you're facing unevenly distributed data sets.

As all input data is managed by the platform, fidihtrol of the process is gained. This increases th
efficiency of the platform since all the resour¢egemory, I/O, CPU cores, etc.) are controlled by th
platform itself. This GE would not be a good salutif external data was required (crawling).
We see three mayor areas of benefit using thisnStead of any other known big data platform:
» Efficiency
This GE is efficient enough to provide low latenagalysis for big data sets. Near-real time (or
continuous) processing is possible even at a hagh idput rate.
» Stream Processing

This GE is able to process continuous input sowpesiting internal status using stream map&reduce
paradigm. This is an important point since Had®omo slow to do this, and Yahoo S4 is too light (S
keeps all the data in memory).

* Big Joins
“Big Joins” are executed efficiently since this GEs a key-based distribution of all data-sets & th

cluster, allowing the execution of joins using llodata only. The key point here is not to perform
really huge joins (Hadoop can do that), but to grenflow-latency join operations.

One of the main ideas behind this GE is to stota kieally in the file system of the node where diaga is
to be processed. This is one of the reasons tie3h is faster, in terms of processing, than ahitso
competitors.
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Figure 22  The two phases during upload of data to the platfan

When data to be processed is first uploaded tpldtéorm, this data is immediately shuffled andcglad on

the machine in the cluster where the data is tprbeessed. This is a huge advantage for the speed o
processing, but, it limits the platform in termsRédundancy and Fault Tolerance of the data regidin
the file system. Both Redundancy and Fault tolexazan of course be employed in the platform, biit no
without implementing them 'from scratch'. We cantaite for example HDFS and use it as the generic
distributed file system for the platform; the pépah processing time would be far too impacting fact
doing something like that would make the whole @ptcof this GE loose its meaning. Now, what is
planned to be added to the platform is an extestmhge solution for the final results and the trgata.
Proprietary Redundancy and Fault tolerance ohalldata is in the roadmap.

Execution Module API

Third party libraries to extend the functionaliti/this GE are added to the platform at run-timd. third
party code is executed in separate processesnas thisturb the engine itself. Shared librariesuaed for
these extensions and the platform is able to addifynextensions to a running system without pausing
restarting it.

In order to add an execution module for this GEyied party developer would start by editing a tébet
for the platform where the whole pluggable funcsiity is described in a proprietary language. Albut
and output data types are described here, as svétleanumber of input sources and output sinkseaed
scripting code. This input file is used by the fadan to create a source code module (C++ is thguage
adopted in this GE for performance reasons), ctingief a header file and a source code file whiodn
third party developer must edit in order to accasfpthe desired operation. A shared library is ciedp
for each module and these libraries are loadedrdirme by the platform. Serialization of the outpata is
crucial to the platform, for it to understand howv distribute the data over the cluster, so thigd mr
implemented as platform libraries that the thirdydeveloper will use in the development of thedule.

For interaction with the platform, a console baseal is developed, connecting the user to the mmni
platform and where he/she can execute his/her raedptetty much like any shell scripting language.

Key functionality in this scripting language is to:
» upload data sets,
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* process these data sets using the extended MRdnality the platform offers (implemented in the
module previously described),

» upload the resulting output, and
» supervising the entire platform.
A graphical tool for the same purpose is planneoktpart of some future FI-WARE release.

The controlling mechanisms of the platform is irude of supervising the resources in the clustdrtlais
makes sure the engine is never overloaded, nothbatluster ever tries to use more memory thart vgha
available. These mechanisms are crucial for anieffi usage of the hardware resources.

4.2.3.3 Critical product attributes

» Highly-efficient solution for both batch and streaig-data problems.

» Abstraction of the execution model (batch or stream

» Flexible interface to develop ad-hoc operationgrticess incoming streams in both modes
* Low latency continuous complex analytics

Plug-in functionality, enabling to ad& ®arty software in run-time

» Extensions to the traditional set of MR operatienabling more flexible big data analysis

4.2.4  Multimedia analysis

4.2.4.1 Target usage

The target users of the Multimedia Analysis GE alleapplications that want to extract meaningful
information from multimedia content (image, audimeo, etc.) of any kind and that need to autoraliyic
find characteristics in multimedia data bases aremitasks and (decision) rules. The GE can work for
previously stored multimedia data as well as foitimedia data streams (e.g., received from a carnmera
real time).

In the media era of the web, much content is useegated (UGC) and span over any possible kind) fro
amateur to professional, nature, parties, etc.ulth scontext, multimedia content analysis can pmvid
several advantages for classifying content and kdarch, or to provide additional information atothe
content itself.

Today in many situations a photo or and music fragincan be already used to query a system for
information, via mobile phone or the web, thus lgasnabling the retrieval of information in an reimhe
and ubiquitous way for the end user.

At the same time, most of such services are vémit@s targeting a single domain or media, in castt
with the general purpose essence of UGC. This @allbrokering systems than can smartly address any
type of multimedia content in the best possible whyther leveraging cross-domain knowledge to
augment information and recognition itself.

Example applications in different industries addeesby this Generic Enabler are:

» Telecom industry: Identify characteristics in medantent (e.g., image/video) recorder by single
mobile users; identify communalities in the recogdi across several mobile users (e.g., within the
same cell).
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* Mobile users: (Semi-)automated annotation of reedrdontent (e.g., images/video), point of interest
recognition and tourist information in augmentedlitg scenarios, social services (e.g., facial
recognition).

* IT companies: Automated processing of multimediatent in databases.

» Surveillance industry: Automated detection of ralevevents (e.g., alarms, etc.).

» Marketing industry: Object/brand recognition andesanformation offered (shops near user, similar
products, ...).

4.2.4.2 GE description

The Multimedia Analysis GE is a modular platformattienables to provide and build services in the fié
multimedia recognition easily accessible througket of APIs for integration in next generation alu
added services.

Its main characteristics can be summarized asvollo

* It is a single central point of integration of selecontent detection/recognition technologiesp als
encompassing real-time processing.

* It is capable of selecting the appropriate processechnologies based on type of content submitted
and aggregate responses to provide consolidatelisres

* It can further provide additional information based the recognized content through external
Information Providers and/or semantic annotations.

» It provides a central provisioning feature to exppagference datasets for recognition.
* It provides a central feature to provide feedbackh® results of the detection/recognition process.

» It offers a set of APIs to allow processing of filed streaming content, both in real-time or omeryg
base.

Note that not all realizations of the GE necesganiplement all the features, e.g., some do not oel
external Information Providers.

A generic description of the Multimedia Analysis G& shown in Figure 23. It depicts the generic
functional blocks of this GE.

Multimedia *
metadata

Metadata Interface

£ o _
i g o9 Media (Stream)
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(streamingf/file)

Media T
data

Figure 23  Multimedia Analysis GE — Generic description
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The four components of the Multimedia Analysis Gie dMedia Interface, Media (Stream) Analysis,

Metadata Interface, and the API:

» TheMedia Interface receives the media data through different form@eszeral streams/files can be
accessed in parallel (e.g., different RTP sesstanse handled). Different interchange formats fldee
streaming and file access can be realized. Exafopteats are:

- Real-time Transport Protocol (RTP) as standardigeFC 3550 [RFC3550]. Payload formats to
describe the contained compression format can tieeuspecified (e.g., RFC 3984 [RFC3984] for
the H.264/AVC payload).

- 1SO Base Media File Format as standardized in IB014496-12 [ISO 08].

- HTTP-based interfaces (e.g., REST-like APIs). URIRIs could be used to identify the relevant
media resources.

The media type can be, e.g., image content or védetent but, in principle, also other types of raed

content (e.g., audio, speech, etc.) can be prodesse

» TheMedia (Stream) Analysiscomponent: As mentioned above, two different typlealgorithms can
be differentiated for this component: Algorithmseogting in the compressed domain and those
performing the analysis in the decompressed domain.

- In thecompressed domairthe media data is analyzed without prior decodiigs allows for low-
complexity and therefore resource-efficient proregsand analysis of the media stream. The
analytics can happen on different semantic layérth® compressed media (e.g., packet layer,
symbol layer, etc.). The higher (i.e., more absjrte layer, the lower the necessary computing
power. Some schemes work codec-agnostic (i.e.ssa@ovariety of compression/media formats)
while other schemes require a specific compredsionat.

- Analysis in thedecompressed domain(e.g., the pixel domain) requires decompressiorthef
media data by a dedicated media decoder prioetondia analysis step.

Furthermore, different kind of tasks can be addm@sxy this core component of the GE:
- Change detection
- Face detection

- Object tracking

In principle, the analytics operations can be doneeal time. In practical implementations, this
depends on computational resources, the compledfitthe algorithm, and the quality of the
implementation. In general, low complexity implertagions are targeted for the realization of this GE
In some more sophisticated realizations of this (€., crawling through a multimedia database), a
larger time span of the stream is needed for aalyin this case, real-time processing is in ppiec

not possible and also not intended.

The Media (Stream) Analysis component itself carfusther structured in sub-components (e.g., for
dispatching detectors and recognizers, aggregaéisglts provided by detectors/recognizers, etc. as
depicted in Figure 26). These components can asoidwed as part of the API in case they are
accessed/configured from outside the GE (see agwd-24).

» TheMetadata Interface: A metadata format used for subsequent process$iagld be used here. The
format could, for instance, be HTTP-based (e.g.SRiike APIs) or XML-based. Binary encoding,
e.g., using EXI [W3C 11] or BiM [ISO 06], are uslyaladvantages to avoid repeated parsing
operations.

« TheAPI component is used to access and configure theirvkdta Analysis GE from outside. The
different features that can be implemented for pligpose are explained in the following.

Figure 24 describes a more detailed but still gergechitecture of the Multimedia Analysis GE. Esjpdly
the different APIs on how to access the Generichlemeaare emphasized. Note that in this view, “Image
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Recognition Broker” and “Video Processor” are twamples for the Media (Stream) Analysis component,
which can optionally inter-work. Since this is anmdunctional view, the Media Interface and the adletta
Interface are not depicted.

Submission

> Image Recognition Broker

Query

Notification

Feedback

Provisioning > Video Processor

APls

Figure 24  Multimedia Analysis GE — Generic description with cetailed interfaces

This enabler relies on three major components:
* APIs

* Image Recognition Broker

* Video processor

The enabler’'s APIs provide two different ways tference media whesubmitting the analysis process:

» Upload mode An existing multimedia file (taken from a mobjiaone or stored on a server in a file
system or in a database) already exists and isassbésic content for processing. The file (engage,
video) is uploaded contextually through the API wiequesting the analysis process. For analyss, th
media file can be accessed independently of thggnadi timing. This means that analysis can happen
off-line and random access on the timed media catebe performed. The analysis is performed in the
“Media Analysis” operation mode.

» Reference modeThe media content is referenced through a URI gjinadhe APl when requesting the
analysis process. This media can either alreadst agia file stored on a server or can be a mulieme
stream that is generated by a device (e.g., a \ddawra) and streamed over a network using dedicate
transport protocols (e.g., RTP, DASH). In both sase reference to this file (e.g., HTTP URL) or
stream (e.g., RTSP URL) is provided. When the ezfeed media is a stream generated in real time, or
in case of media playout of a file, the analysipasformed in the “Media Stream Analysis” operation
mode.

Besides reference to media, the submission inteidiso supports the (optional) insertion of:
* metadata such as a title, description, tags, etpa
» callback interface, if notifications are requested.
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After submission, the API provides back a referefentifier) to the submission for matching resuln
addition, this API provides different ways to accése results of the analysis (e.g., metadata, antgd
information):

* Query-based interface (pull mode) Based on the identifier of the submission, anliegfion can
request the status and related metadata/informhtiqrolling the enabler.

* Notification-based interface (push mode)In this case, as the analysis process goes ergrhbler
notifies the application on the provided callbankeiface. In case the provided interface contains a
HTTP URI, the notification happens periodically.eThotification interface can also support streaming
URIs to stream notification results if applicable.

The APl component is in charge of exposing the above fonalities from a functional point of view (e.qg.,
submit a media-based query, poll for metadata/in&tion), but also exposes interfaces for providing
feedback to the provided results (and thus imprewsequent results, e.g., confirming the naméef t
identified face) or to provision datasets for remtign (e.g., to insert a new monument available fo
recognition). In particular, th€&eedback and Provisioning functionalities are in charge of the internal
management of the respective features, furtheudaf) dispatching requests to the appropriate Bemre
(image/video) and backend Detectors & RecogniZexgplicable, to improve future analyses.

Despite not being decided yet, it is most likelg tase that the Multimedia Analysis GE will conntedthe
Query Broker GE and the Publish/Subscribe Broker $8Ethat the proposed API will be based on
interfaces defined for these two GEs.

Internally to the enabler, the API dispatches sssians to backend processors based on the typedam
Images are sent to the Image Recognition Brokellstiwideos are sent to the Video Processor. Nudt t
in a future release, frames of video streams magx@cted and sent to the Image Recognition Braker
improve the results.

A realization of a Multimedia Analysis GE consisfsa composition of different types of realizatidios

the four building blocks (i.e., components). Theecfunctionality of the realization is determiney the
selection of the Media (Stream) Analysis compor(entl the related sub-components). Input and output
format are determined by the selection of the imoband outbound interface component, i.e., Media
Interface and Metadata Interface components. Tteefates can be stream-oriented, but also (forrothe
realizations) can allow polling or pushing of infeation.

Figure 25 describes two example realizations ofMiudtimedia Analysis GE and related example usage.
Since this example focuses more on the analysikblof the enabler, the APIs are not illustratethis
figure.

Two different usage scenarios are regarded:

* File Access A multimedia file has already been generatediarsiored on a server in a file system or
in a database. For analysis, the media file caadsessed independently of the original timing. This
means that analysis can happen slower or fastarré@-time and random access on the timed media
data can be performed. The analysis is performégeiriMedia Analysis” operation mode. Note that in
some cases also a streaming interface might betagedlize file access, e.g., in case media playou
realized in addition to (automated) multimedia gs@l. In this case, the “Media Stream Analysis”
operation mode might be used.

« Streaming: A multimedia stream is generated by a device.(e.gideo camera) and streamed over a
network using dedicated transport protocols (&dF, DASH). For analysis, the media stream can be
accessed only in its original timing, since theeatn is generated in real time. The analysis is
performed in the “Media Stream Analysis” operatinode.
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Figure 25  Multimedia Analysis GE — Example realizations

Figure 26 depicts the characteristics of the ImRgeognition Broker component as an example for a
Media (Stream) Analysis component (gray boxes @remote).

* The Dispatcher component is in charge of selecting the most gpmate set of detectors and/or
recognizers to process the content. Possibly,net iinformation available can also provide metadat
to help the analysis process.

» Detectors and Recognizersare specialized components that relate to speddinains (e.g., music,
face, cover, text, ...) and/or media types (e.g.j@uchage). Such components can be either locat (pa
of the local process) or remote, thus leveragingxarnal capability of a remote platform. Based on
their capabilities, such components can providelt®including text, web links, a set of coordirsgta
level of confidence, etc. Beside their functionakrying interface, such components can provide a
provisioning interface (e.g., for managing refeeertatasets) and/or a feedback interface (e.g., for
confirming, refining or invalidating the returnedsults). The results provided by the Detectors and
Recognizers are consolidated within tkggregator, which can further enhance the results with some
additional information received from some extepralviders.

* Information Providers are typically remote components used by the aggoedo further enrich the
information provided by the Detectors/Recognizersrashing it with extra content (e.g., based on a
remote search, semantic analysis, etc).
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Detectors
Dispatcher
Recognizers
Aggregator
Information
Providers

Image Recognition Broker

Figure 26  Multimedia Analyser - Image Recognition Broker

Critical product attributes for the Multimedia Agals GE are especially high detection/recognitiatios
containing only few false positives and low-comjitiexperation. Furthermore, partitioning to indegent
functional blocks enables the GE to support a tyanéanalysis methods on several media types augett
easily extended by new features. Even several tipesacan be combined (e.g., as shown in Figure 24)
The mentioned attributes are also reflected irQtitical product attributes listed below.

4.2.4.3 Critical product attributes

e General purpose enabler for multimedia analysisiafiadmation extraction
* Automated detection of relevant/critical eventsnedia streams

e (Semi-)automated annotation & enrichment of multimecontent

* Pluggable approach for adding specialized dete&sexognizers

e Low complexity algorithms for processing of multidi@ data in massively parallel streams and in
huge databases

» Parallel processing of a single media stream réggudifferent criteria

* Fully-featured for feedback and dataset provisigniowards content processors for continupus
improvement

4.2.5 Unstructured data analysis

4.2.5.1 Target usage

In some domains there is a clear need of using vofimes of unstructured data coming from the hter
(blog posts, rss feeds, new, etc.) in almost ea for a later process and analysis. Target umersany
stakeholder that needs to first transform unstrectalata from Internet into machine-readable datass
for further almost-real time analysis, decisionpsan systems, etc.
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4.2.5.2 GE Description

Information is amongst the most valuable assetharfuture Internet. Most of the information exsfiin
the current Web is mostly of unstructured natutegqiposts, HTML pages, news, feeds, etc.). The ritgjo
of the existing applications today are using otifyctured data, and therefore overlooking all tbeeptial
hidden knowledge that resides in those unstructtgsdurces. There is a clear need of providinggela
scale, near real-time, automatic data acquisitidrastructure that allows the processing of unstmec
data from over the Web.

This data acquisition should transform this vasban of data into processable streams in ordeppdya
the necessary information extraction algorithmsdeeeto transform the raw data into machine-readable
information. Algorithms for extraction of high-lelvéeatures (sentiments, opinions, etc.) tailored tfe
specific needs of different domains are also neau#ds context.

Therefore the system should be able to generatganodss massive non-structured and semi-structured
data streams in a uniform manner. Once acquired dtta passes through multiple stages where it is
processed, resulting in relevant knowledge beintaeted. Each stage analyses and processes tlivetece
data, enriches it with annotations, and passestiite next stage. In the final stage, the outcanpeesented

to the end-user. The whole process can be divittedd main stages as illustrated in Figure 27 below

Ontology Information Sentiment
Evolution Extraction Analysis
“Cleaning” semi-structured  Evolving ontologies Named entity extraction  Analyzing sentimentrelated to
and unstructured data, with regard to the data and natural language identified objects.
removing noise and  stream being processed. processing.
boilerplate

Figure 27  High Level Unstructured data processing enabler

The depicted process covers all functional parth Wieir proper order and direction of data process
Pipelining is the fundamental idea of near reaktimassive stream processing in the Unstructured Dat
Processing Enabler. Every stage of the pipelirabis to process data at the same time, ensurinhighe
throughput that is required for handling massiveants of data.

The Unstructured Data Processing Enabler pipesisdown in the figure below.
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Figure 28  Architecture of Unstructured data processing enablgipeline

From the technical point of view, the pipeline dstsof multiple stages (components, depicted aarsq
blocks) that continuously processes data as thegathered in the form of document streams. Fastqf
the pipeline, called “Data Cleaning and Ontologylgtion” performs necessary preparatory and fiitgri
steps in order to extract only the relevant and text from documents streams and make it suitatre f
later processing. It consists of the following cooenponents:

» Language detection — preliminary filter of docunsetitat cannot be processed because of language
limitations. Word-based algorithms or n-gram altforis play significant role at this step.

» Boilerplate removal — filtering the content of ealdtument, by removing unnecessary and boilerplate
information from web documents, such as like adsentents, navigation elements, copyright notices,
etc. Numerous techniques might be applied herdy asgrobabilistic or statistical methods or shallo
text features.

» Duplicate removal — ensure that the same or sirdd@uments are not processed twice. To achieve that
near-duplicates might be discarded by analysinggeaeh document’s simhash.

» Off-topic removal, Opinion spam removal — ensurat thnly quality data can pass through, thus
avoiding spam to bias the computation of high-ldgatures.

* Ontology evolution — semi automatic topic ontologyolution from massive textual stream of
documents.

Second part of the processing pipeline “Informatixtraction and Sentiment Analysis” is applying NLP
techniques in order to extract higher-level feauirem the document stream, such as sentiments. Thi
second part can be assimilated to an intelligentice generic enabler that extracts sentimentsafor
particular domain. Other relevant semantic featbesides sentiments would potentially be extraearsd
analysed. In the case of sentiments this enabfersoén ontology-supported process, making uséef t
knowledgebase from ontology evolution componergrtsure improvement of information acquisition over
time. Extracted sentiments are stored and aggmrgatéhe way that it is possible to dig down from
aggregated sentiment result into the concrete jioithie source document.
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4.2.5.3 Critical product attributes

e Massive web-based information from different sosrdée extracted, cleaned and transformed to
streams.

e The resulting streams are ready to be analysed dfierent data analysis intelligent services.

» The system provides an ontology evolution modude ik capable of evolving an existing ontology for
sentiment classification automatically.

4.2.6 Meta-data Pre-processing

4.2.6.1 Target usage

Target users are all stakeholders that need toecbmvetadata formats or need to generate objests (a
instantiation of classes) that carry metadata mé&tion. The requirements to transform metadatac&ylyi
stem from the fact that in real life various comeots implementing different metadata formats need t
inter-work. However, typically products from difart vendors are plugged together. In this case, the
“Metadata Pre-Processor” acts as a mediator bettheevarious products.

4.2.6.2 GE description

Figure 29 depicts the components of the “MetadatHPocessor” Generic Enabler. These functional
blocks are the Metadata Interface for inbound stsgaMetadata Transformation, Metadata Filteringl an
Metadata/Class Interface for outbound (procesdesirss.

Class / T
processed metadata

Metadata/Class

Interface
S <
—
<) Metadata
s a2 N
S 3 Filtering
T O . <
g o
0 5 Metadata
1 .
= () Transformation
o \ b

Metadata Interface
(streaming/file)

Metadata

Figure 29  GE “Metadata Pre-Processor”

The functionality of the components is describethafollowing.

* Metadata Interface: This interface for inbound streams. Differentenchange formats like for
streaming and file access can be realized. An ebeafgpmats is the Real-time Transport Protocol
(RTP) as standardized in RFC 3550 [RFC3550]. Defférpacketization formats for the contained
payload data (i.e., the metadata) depending oagpkcation might be used.
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* Metadata Transformation: The Metadata Transformation component is the coraponent of this
Generic Enabler. Based on an XML Stylesheet Langudag Transformations (XSLT) and a related
stylesheet, the processing of the metadata is npeefh In principle, also other kind of transforms
(other than XSLT) can be applied. The output of thiep is an new encapsulation of the metadata
received. This could also be a instantiation obas(e.g., JAVA, C++, C#, etc.)

* Metadata Filtering: Metadata Filtering is an optional step in thegessing chain. The filtering can be
used, e.g., for thinning and aggregation of thdadega, or simple fact generation (i.e., simple
reasoning on the transformed metadata).

* Metadata/Class Interface Through this interface, the transformed (and ibbgsiltered) metadata or
metadata stream is accessed. Alternatively, inatadt classes containing the metadata can be
received.

Figure 30 shows an example realization of the “ldata Pre-Processor” Generic Enabler.

=
o 5
RTSP/RTP/UDP E c 2 . c |
Metadata % 5’ |¢_,§ S E S
Lo - o o |
0% 7 g |
X g | Fact class
. . _____________ . instances
SensorAbstraction

O

Figure 30 Example metadata pre-processing chain

The internal structure is implemented using a pugpproach in this example, but this does not rieed
the case necessarily. In the example, timed metadateceived over an RTSP/RTP interface, which
implements the metadata interface for inbound dims. Different RTP sessions can be handled;
therefore metadata streams can be received froaraledevices (e.g., cameras or other type of sepsor
The target in such a realization could be the iowi of metadata as facts to the metadata brokechw
would be the receiver of the outbound stream. hatity the metadata items (‘facts’) are represebiedne
class per task, which leads to Java classes vathiérarchy. (In principle, also derivation of sdas for
the representation of metadata could be used iéthee advantages for the application.) As mentione
above, the Metadata Transformation itself is penfmt by an XSLT stylesheet. The schema for this
transform defines a XML-to-'XML serialized JavaBsatransformation, which produces the Java classes
that incorporate the metadata. Individual styleshean be used in order to customize the different
metadata schemas. Further metadata filtering capiugged in, which, however, was not necessarién t
imaged application of XML-to-"XML serialized Java8as’ transformation.

The external API is yet to be defined, but we eovisa RESTful API that permits easy integratioroint
web services other components requiring metadassa@and transformation services.

4.2.6.3 Critical product attributes

* Encapsulation of transport and metadata transfoomags-a-service, usable from other web
applications or components
» Generic metadata transformation approach

e Transformation based on standardized and commordgd uXML Stylesheet Language fpr
Transformations (XSLT).
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* In addition to encapsulation in (XML- or JSON-basadetadata formats, also incorporation of the
metadata into objects (e.g., serialized Java/C+<l&#ses) can be realized (by simply exchanging the
stylesheet for the XSLT).

427 Localization Platform

4.2.7.1 Target usage

The Localization GE in FI-WARE targets any applicaf GEs in FI-WARE, or any complementary
platform enabler, that aims to retrieve mobile devpositions and localization area events. Thdikateaon
GE is based on various positioning techniques saisch-GPS, WiFi and Cell-Id whilst taking into acabu
the end-user privacy.

This GE addresses issues related to localizationatfile devices in difficult environments such alban
canyons and light indoor environments where the &®8iver in the mobile device is not able to acgui
GPS signals. It improves GPS coverage whilst waitim a GPS position, which helps to enhance tlee us
experience of end-users using location-aware agphts through their mobile handsets, and the
performance of applications requesting the posiiomobile devices.

4.2.7.2 GE description

The following figure describes the main modulestlid Localization GE, also called SUPL Location
Platform (SLP) as detailed in the Open Mobile Alia (OMA) standard. This platform relies on twdyful
standardised protocols:

 SUPL: The “Secure User Plane Location” protocol faailiis the communication between the SUPL
Location Platform (SLP) and any SUPL Enabled Teah{8ET) over TCP/IP. Two main scenarios are
standardised:

- Set-initiated: the SET requests GPS assistancedatathe SLP to compute a GPS fix or requests
the computation of a WiFi position from measureragnt

- Net-initiated: a third party application requedis position of a SET via MLP (see below) which
triggers the sending of a binary SMS to the SETtH®y SLP. The mobile can then communicate
with the SLP over TCP/IP to exchange assistanag WéFi measurements or send event reports.

* MLP: The “Mobile Location Protocol” facilitates the romunication to and from an application such
as Yellow Pages over HTTP/XML. The request contaartous parameters that are used by the SLP to
determine the best or preferred location methods® and return mobile positions or event reports.
Another alternatives for the interface between$h® and the applications, wrapping usage of MLP,
are being considered but are still under discugsea section 4.4.2).

Page 29



. - e
FI-WARE High-level Description (<) fi-ware

(A-GNSS/MIFI/CID) A

‘ SUPL vt
(TCP/IP)

GPS2SBAS QoP Manager
Receivers LKL

Access Control

W7oRa Third Parties

& Privacy
Management

SLP

Figure 31  SUPL Location Platform

The following describes the main modules of the SLP

» Access Control and Privacy ManagementA third party requesting the location of an ersguusing
a SET is first authorised based on login/passwapglication invoked, number of location requests pe
month, per second. If the request is acceptedptivacy of the end-user is then verified based on a
global profile for all applications or based onpedfic application profile. The end-user configaiits
profiles via SMS or web-pages (self-care); a feamagles are listed below:

- Localisation allowed permanently, once, on spetificc windows of the day or refused,
- Localisation allowed for specific level of accuratyw (CID), medium (WiFi), high (GPS),

- Localisation allowed for list of friends at the gin of the location request (contained in MLP
request), being the list of friends managed byptloger Security, Trust and Privacy GEs

- Option to receive notification SMS each time thd-eser is being localised,

- Option to active or deactivate the caching ofatsation.

* Quality of Positioning (QoP) Manager Based on parameters contained in MLP requeseting
request and the rough location of the SET (cellitde SLP is able to select the best positioning
method to use. This selection mechanism is dyndiyicanfigurable in the internal cell database and
multiple location technologies can be triggered.

The criteria for the location technology supporthe terminal can also be fully configured insite t
cell database. For example, yellow pages may wametraquick and rough location, where a “find a
friend” application may be more permissive regagdatency in getting a friend location.

When multiple locations are returned by the termittee QoP manager is in charge of selecting the
best location to use or even perform hybridisatibthose locations to generate the final positign f

A coherence check of the two locations is alsogueréd to ensure the integrity of the end-user
location; this feature is also called location @uiiication.

« SPC The SUPL Positioning Centre has in charge thétipnscalculation of the SET, based on the
following positioning techniques:

- A-GPS: Based on GPS&SBAS receivers, the SPC computegaasse GPS data that is used by the
SET to enhance its time to first fix and receivensgtivity, and offer a worldwide coverage of the
service. The platform offers additional enhancememated to GPS integrity (allowing the
detection of a faulty GPS satellite) and GPS diffitial corrections used to smooth pseudo-distance
measurement degradations. This technique requiesSPC to know the rough location of the
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terminal with an uncertainty of hundreds of kilonest The Cell Id data base is either provided by
third party, or can be automatically provisioned.

WiFi: Based on WiFi hotspot signal strength measuresrseit by the SET to the SLP, the SPC is
able to compute a position by standard triangutatéhnique. This technique requires the SPC to
have a direct mapping between hotspot Medium AcCesdrol (MAC) address and its position.

Cell-Id: Cell identifiers sent by the terminal to the SB@ converted to a position thanks to the
internal cell database, which can be provisionathdycally.

The SUPL Positioning Centre has also in chargestlemt triggering and processing of event reports
from the terminal as requested by a third-partytkie MLP interface. The event triggering facilitate
the following scenarios:

Inside: Each time the terminal is within a specific an¢ayill send a report back to the SPC which
is transferred back to the original third-party lqgiion as an event-driven response (Trigger
Location Report). Note that it is possible to comohdahe terminal to send periodic reports at
configurable intervals as long as it is within Hrea.

Outside: Each time the terminal is outside a specific ageeeport will be sent back to the third-
party application,

Entering: Each time the terminal enters a specific argapart will be sent back to the third-party
application,

Leaving: Each time the terminal leaves a specific areapart will be sent back to the third-party
application.

All those reports are based on the area requestdédebthird-party application in the MLP request,
which can be a polygon, a list of GSM cells or ewar single cell. In case a polygon is requested, t
SPC computes all GSM cells that are within thisygoh and borderline to make the terminal
computation easier.

Event triggering is illustrated on the followinggtire, taken from OMA SUPL standard with a third-
party application requesting periodic reportingragbile inside a specific cell:

SET starts here

Repeated report

Repeated reports

Figure 32  Event Triggers

4.2.7.3 Critical product attributes

» Provides mobile location and geo-fencing eventedasn standard lightweight protocols.
* Fully configurable end-user privacy managementlpied-party application.

* Bestin class GPS assistance data allowing a leigice availability, worldwide.

» Dynamic location technology selection based onesef-environment.

Page 31



FI-WARE High-level Description (<) fi-ware

4.2.8  Query Broker

4.2.8.1 Target usage

The Query Broker GE provides an intelligent, aluting interface for retrieval of data from the FIARE
data management layer. This is provided in additiothe publish/subscribe interface as another titgda
for accessing data.

Principal users of the Query Broker GE include maplons that require a selective, on-demand view o
the content/context data in the FI-WARE data mamage platform via a single, unified API, without
taking care about the specifics of the internaadabrage and DB implementations and interfaces.

Therefore, this GE provides support for integratmfnquery-functions into the users’ applications by
abstracting the access to databases and seardhegr@gyailable in the FI-WARE data management
platform while also offering the option to simuleanusly access outside data sources. At the sametim
API offers an abstraction from the distributed &eterogeneous nature of the underlying storagaevet
and DB / metadata schema implementations.

The Query Broker GE provides support for highlyulag (“structured”) data such as the one used in
relational databases and queried by SQL like laggsiaOn the other hand it also supports less negula
“semi-structured” data, which are quite commonhi@ XML tree-structured world and can be accessed by
the XQuery language. Another data structure supddsly the Query Broker is RDF as a well structured
graph-based data model that is queried using tHeR®R language. In addition, the Query Broker GE
provides support for specific search and query tians required in (metadata based) multimedia cudnte
search (e.g., image similarity search using feadleseriptors).

The question about how non-relational or “NoSQLtad@ses, which are becoming an increasingly
important part of the database landscape, cantégrated, is one of the open points to be addretseog
the FI-WARE project.

The underlying approach for the extension of theel®uBroker GE is to try identifying families of
(abstract) query languages (based on minimum comdenominators of existing query languages)
together with preferred representatives allowingcébegorize the capabilities of the data resoumces
respect to what and how they can be queried.

4.2.8.2 GE description

Main Functionality

The Query Broker GE is implemented as a middlewarestablish unified retrieval in distributed and
heterogeneous environments with extensions forgiateng (meta-)data in the query and retrieval
processes. To ensure interoperability between tieeygapplications and the registered databasecestvi
the QueryBroker is based on the following intehedign principles:

* Query language abstraction:

The Query Broker GE will be capable to handle qseformulated in any of a defined set of query
languages/APls (e.g., XQuery or SQL or SPARQL) usgdhe services for retrieval. Following this
concept, all incoming queries will be convertedoirn internal abstract format that will be then
translated into the respective specific query laggs/APIs when accessing the actual data
repositories. Addressing this requirement, thistrabs query format may be based on and extend
XQuery functionalities. As an example, this formay be based on the MPEG Query Format (MPQF)
[Smith 08], which supports most of the functiongraditional query Inaguages and also incorporates
several types of multimedia specific queries (eigmporal, spatial, or query-by-example). By this,
requests focusing on data centric evaluation (eegact matches by comparison operators) are
inherently supported.
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* Multiple retrieval paradigms

Retrieval systems are not always following the sala retrieval paradigms. Here, a broad variety
exists, e.g. relational, No-SQL or XML-based sterag triple stores. The Query Broker GE attempts
to shield the applications from this variety. Ferthit is most likely in such systems, that momntione
data base has to be accessed for query evalusttighis case, the query has to be segmented and
distributed to applicable retrieval services. Twesy, the Query Broker GE acts as a federated dsgaba
management system.

* Metadata format interoperability:

For an efficient retrieval process, metadata fosnaae used to describe syntactic or semantic atidxgh

of resources. Currently there exist a huge numibestandardized/proprietary metadata formats for
nearly any use case or domain. Therefore it caesbmated, that more than one metadata format is in
use in a heterogeneous retrieval scenario. They@®mker GE therefore provides functionalities to

perform the transformation between diverse metaftataats where a defined mapping exists and is
made available.

Query Processing Strategies

The Query Broker GE is a middleware that can beaaipd in different facets within a distributed and
heterogeneous search and retrieval framework inmguchultimedia retrieval systems. In general, dmks

of each internal component of the Query Broker {Sgare 34) depend on the registered databasesrand
the use cases.

In this context, two main query processing straegire supported, as illustrated in Figure 33

Query

Query-
Broker

\ 4
A

Other Ontology
search * |database i| | search Database search * | (Triple-Store)
engine 1 engine n engines
| Data set 1 || | Data set i || | Data set n || | Data set ||| Data set ||| Data set |||
(a) Local processing (b) Didbated processing

Figure 33  Query processing strategies

The first paradigm deals with registered and piadiing retrieval systems that are able to prodbkes
whole query locally, see Figure 33(a). In this senlkose heterogeneous systems may provide thugil lo
metadata format and a local / autonomous dataAsgiiery transmitted to such systems is understcaoa a
whole and the items of the result set are the omtcof an execution of the query. In case of diffgri
metadata formats in the back ends a transformatiothe metadata format may be needed before the
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(sub)query is transmitted. In addition, depending tbe degree of overlap among the data sets, the
individual result sets may contain duplicates. Hegvea result aggregation process only needs fonper

an overall ranking of the result items of the il retrieval systems. Here, duplication eliminatio
algorithms may be applied as well.

The second paradigm deals with registered andcpaating retrieval systems that allow distributed
processing on the basis of a global data set, gpeeF33 (b). The involved heterogeneous systemg ma
depend on different data representation (e.g. logydased semantic annotations and XML-based rfeatu
values) and query interfaces (e.g., SPARQL and X@Qumut describe a common (linked) global data set.
In this context, a query transmitted to the Queoidr needs to be evaluated and optimized, whiahitses
into a specific query execution plan. In seriegnsents of the query are forwarded to the respective
engines and executed. Now, the result aggregatienidhdeal with a correct consolidation and (ifuiesp)
format conversion of the partial result sets. lis tontext, the Query Broker GE behaves like arizee
Database Management System.

QueryBroker Architecture

Figure 34 illustrates an end-to-end workflow scenar a distributed retrieval scenario. At its cotiee
Query Broker GE transforms incoming user queriek didferent formats) to a common internal
repesentation for further processing and distrdvutio registered data resources and aggregates the
returned results before delivering it back to thent. In the following, the subcomponents of agmial
reference implementation of the Query Broker GEgbleon internal usage of the the MPEG Query Format
(MPQF), are briefly described.
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Figure 34  Architecture of the QueryBroker
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Backend Management Layer

The main functionalities of the Backend Managenheyer are the (de-)registration of backends witirth
capability descriptions and the service discoveoy the distribution of queries. These capability
descriptions are standardized in ISO 15938-12watig the specification of the retrieval charactiess of
registered backends. Such characteristics conémieinstance the supported query types or metadata
formats. In series, depending on those capabilittis component is able to filter registered baclse
during the search process (service discovery)aregistered retrieval system, it is very likelgttimot all
functions specified in the incoming queries arepsufed. In such an environment, one of the impaortan
tasks for a client is to identify the backends whprovide the desired query functions or suppogt th
desired result representation formats identifiee lgy an MIME type using the service discovery.

MPQF Factory Layer

The main purpose of the MPQF Factory Layer is #r@egation and validation of (internal) MPQF queries
The transformation of incoming user queries is fethdhrough an API. In general, the internal MPQF
guery representation consists of two main partst,Rihe QueryCondition element holds the filtatecia

in an arbitrary complex condition tree. Second,@hgputDescription element defines the structuréhef
result set. In this object, the needed informatibout required result items, grouping or sortingt@ed.
After finalizing the query creation step, the getted MPQF query will be registered to the QueryBrok
A set of query templates at the client side carediablished to simplify the query creation proagsiag
the API approach. In case an instance of a quecyeiated at the client side in MPQF format thes thi
guery will be directly registered to the QueryBroke

This layer optionally also encapsulates interfaigsinserting preprocessing plug-ins. These could f
example support perform file conversations.

Query Management Layer

The Query Management Layer organizes the registrati queries and their distribution to the apgilea
retrieval services. After the registration with mque identifier of the entire query, the distriout of the
guery depends on the underlying search concepttheofocal processing scenario, the whole query is
transmitted to the backends in parallel. In comttaghat, in a distributed processing scenarie, dbhery
will be automatically divided in segments by analgzthe query types used in the condition tree.eHer
well known tree algorithms like depth-first seadn be used. The key intention of this segmentdtion
that every backend only gets a query segment, whiotan process as a whole. In addition, the
transformation between metadata formats is andtis&rof the management layer. In order to monitat a
manage the progress of received queries, the QuekgB implements the following query lifecycle:
pending (query registered, process not startetfleval (search started, some results missing;gasing
(all results available, aggregation in progressjsiied (result can be fetched) and closed (réstdhed or
query lifetime expired). These states are alsadvali the individual query segments, since theyaise
valid MPQF queries.

MPQF Interpreter

MPQF interpreters act as a mediator between theyBueker and a particular retrieval service. An
interpreter receives an MPQF formatted query aadsforms it into native calls of the underlying gue
language of the backend database or search engites In this context, several interpreters (megpe
for heterogeneous data stores have been implemdptgd Flickr, XQuery, etc.). Furthermore, an
interpreter for object- or relational data storesenvisaged. After a successful retrieval, therpmeger
converts the result set in a valid MPQF formateshonse and forwards it to the QueryBroker.
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Response Layer and (planned) Backend Benchmarkirayér

The Response Layer performs the result aggregatmohreturns the aggregated result set. The current
implementation provides a Round Robin aggregatieshanism. Additional result aggregation algorithms

are under consideration [Ddller 08b], which alsaldotake advantage of the Backend Benchmarking

Layer.

In order to describe the main advantage of then(d) Backend Benchmarking Layer (BBL), let us
assume a scenario as shown in Figure 33(a). Tleergstance image retrieval may be realized byery

by example search. A query may be sent directitht®d Query Broker GE and the whole query is
distributed to the applicable backends. The magsk tin this case is not the distribution, but thsuitt
aggregation of the different result sets. The QuBngker GE has to aggregate the results on thesiolge

by eliminating all duplicates and on the other digieperforming a ranking of the individual resuéms.
The initial implementation uses the round robinrapph which provides efficient processing of resetlis

of autonomous retrieval systems. However, it ispsgable that different backends use different
implementations and quality measures for procesfiegfuzzy retrieval leading to quality discrepasci
between the result sets. Therefore, similar to @ggres such as [Crashwell 99] where statistics tabou
sources are collected, the BBL will provide infotroa about the search quality of a supporting aemor
intelligent re-ranking and aggregation of the ressgt. This information and a respective query
classification model may be realized by a new baraking environment that allows to rate the search
guality of registered backends. This subcomporseatiirently under investigation.

4.2.8.3 Critical product attributes

» Middleware component for unified access to distedu and heterogeneous repositories (with
extensions supporting multimedia repositories)

e Provisioning of metadata format interoperabilitg gichema transformation
» Abstraction from heterogeneous retrieval paradignibe underlying data bases and search engings

429 Semantic Annotation

4.2.9.1 Target usage

Target users are all stakeholders that want texlenextual data (tags or text) with meaningful anternal
content.

In the media era of the web, much content is tested or partially contains text, either as medefior as
metadata (e.g. title, description, tags, etc). Saghis typically used for searching and classiflycontent,
either through folksonomies (tag-based searchyjgfied categories, or through full-text based gser
To limit information overload with meaningless riésuhere is a clear need to assist this seargimogess
with semantic knowledge, thus helping in clarifyitite intention of the user. This knowledge can be
further exploited not only to provide the requestedtent, but also to enrich results with additionget
meaningful content, which can further satisfy teerneeds.

Semantics, and in particular Linked Open Data (LOIS)helpful in both annotating & categorizing
content, but also in providing additional rich infaation that can improve the user experience.

As end-user content can be of any type, and inlamyuage, such enabler requires a general purpose &
multilingual approach in addressing the annotatiask.
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Typical users or applications can be thus founthearea of eTourism or eReading, where content can
benefit from such functionality when visiting a péaor reading a book, for example being provideith wi
additional information regarding the location dedi characters.

The pure semantic annotation capabilities can farded as helpful for editors to categorize coniterat
meaningful manner thus limiting ambiguous searchilte (e.g. an article wouldn’'t be simply taggedhwi
apple, but with its exact concept, i.e. a fruitWNeéork City or the brand)

4.2.9.2 Description of Generic Enabler

Figure 29 depicts the components of the “Semantinodator” Generic Enabler. The internal functional
blocks are the Text Processor, the Semantic Breket related resolvers, the Semantic Filter, the
Aggregator, and the API.

Text Semantic Resolvers |
Processor Broker ‘
%
Aggregator Semantic
Filter

Figure 35  GE “Semantic Annotation”

The functionalities of the components are describete following.

» Text Processor this component is in charge of performing a fastlysis of the text to be annotated,
namely language detection, text cleaning, and aktanguage processing. The goal of this component
IS to pre-process the original text to extract uls@fiformation for the next step, for example by
identifying specific terms that may be of highetenest for the user. Depending on the tools used in
this component, a rich multiword Named Entity Redtign can be performed, as well as some generic
text classification to assist the following process

» Semantic Broker. this component is composed of a broker itseHisésd by a set of resolvers that can
perform full-text or term-based analysis based lmn pirevious output. Such resolvers are aimed at
providing candidate semantic concepts referrind.ittked Open Data as well as additional related
information if available. The exact set of resobs/esind how they are invoked is an implementation
issue. Resolvers may be domain- or language-spgegifgeneral purpose.

» Semantic Filter. Such component is essential in filtering out ¢datk LOD concepts coming from the
broker, and can include algorithms for scoring ftss(potentially provided by the single resolvers),
ranking & validating candidates. This componenthigs responsible for solving disambiguations by
comparing results together, and with the origiraitext to achieve the best fitted concept. Thieffil
can further cross-check consistency & relation keetwcandidate concepts to improve disambiguation.

» Aggregator: This component is in charge of further expandimgrmation related to the concepts
identified after the filtering process, thus pofsibggregating information from related concepts,
and/or from several resolvers to provide a unigomposite view of the concept related to a textual
term.

* API: Through this interface, the semantic annotatimt@ss is triggered and provides the candidate
LOD concepts and related links.

Figure 36 shows an example realization of the “Sgima&nnotator” Generic Enabler.
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Figure 36  Example Semantic Annotator

The internal structure of this example implementatises a plug-in approach for invoking resolvbts,
this does not need be the case necessarily. lexample, the Text processor is implemented usieg th
FreelLing language analyzer, coupled with a languat@yzer to identify the text language first. This
feature distinguish the enabler from most curremipgators (e.g. Zemanta, Evri) which are mostlyufmo

on English-based concepts and content.

The resolvers used in this implementation are mpddBPedia and Geonames (for location concepts only)
as they proof to be generic enough to annotateygreyof text.

The current implemented filter is applying an aitjon based on syntactic and semantic matching ef th
concepts against the original terms.

The API module provides a JSON-based interfacenwtely interact with the enabler. Such API proside
a list of candidate concepts and related informmafiim each term considered ‘relevant’ within thegiral
text.

4.2.9.3 Ciritical product attributes

* Semantic annotation as a service: general purppabler to provide related LOD concepts and
information to any text

» Dual usage: editorial (semantic classification) and-user (content augmentation)
*  Multilingual support
* Pluggable approach for adding resolvers
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4.2.10 Semantic Application Support

4.2.10.1 Target usage

Target users are mainly ontology engineers andloleses of semantically-enabled applications thadne
RDF storage and retrieval capabilities. Other Gdinfrthe FI-WARE, such as for example the GE for
semantic service composition or the query brokefram the usage areas of the PPP that need semanti
infrastructure for storage and querying are alsgetausers of this GE.

4.2.10.2 Description of GE

Ten years had passed since Tim Berners-Lee engisiamew future for the Web, the Semantic Web. In
this future, the Web, that had been mostly undedstale by humans, will evolve into a machine

understandable Web, increasing its exploitatiorabdjies. During these years, Semantic Web hasded

the efforts of many researchers, institutions dngrhctitioners. As a result of these efforts,rgéaamount

of mark-up languages, techniques and applicatioasging from semantic search engines to query
answering system, have been developed. Neverthblessloption of Semantic Web from IT industry has
been a hard and slow way.

In the past few years, several authors had thebabeut the reasons preventing Semantic Web panadig
adoption. Reasons can be categorized into two sw#fects: technical reasons and engineering reasons
Technical reasons focus on the lack of infrastmecta meet industry requirements in terms of sdktiab
distribution, security, etc. Engineering reasomesst that methodologies, best practices and supgort
tools are needed to allow enterprises developimga&c Web applications in an efficient way.

Semantic Application Support enabler will addresshbengineering and technical aspects, from a data
management point of view, by providing:

* An infrastructure for metadata publishing, retrreyiand subscription that meets industry requirement
like scalability, distribution and security.

» A set of tools for infrastructure and data managensupporting most adopted methodologies and best
practices.

Therefore Semantic Web Application Support enabldirallow users of the GE efficient and effective
development of high quality Semantic Web basediegipns.

Figure 37 illustrates the architecture of the Sdinalveb Application Support Enabler.

Three main areas can be identified: Semantic Itrfresire, Semantic Engineering and External
Components.

* Semantic Infrastructure contains services and Adfdwiding core functionalities for both Semantic
Engineering and External components.

» Semantic Engineering contains tools and servicés diutop of Semantic Infrastructure functionality
that provides ontology management and engineeeatyfes to human users.

» External Components are the clients of the funation provided by this GE. It contains software
agents that take advantage of the functionalityidemd by the Semantic Infrastructure. In the scafpe
FI-WARE, two main kinds of External Components ¢enforeseen: GE from other FI-WARE areas
and applications developed by FI-WARE Usage Are&s.Semantic Engineering and External
Components share the same Semantic Infrastrudiur@ans can use engineering functionality to
easily modify and mange the behaviour of Exterr@h@onents by modifying stored information.
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Figure 37  Semantic Web Application Support Enabler architectue

The Semantic Infrastructure is composed of tworkyhe storage layer and the utility layer.

The storage layer contains components providingage for semantic based metadata. Therefore, the
repository would storage RDF triples, while theiséy would storage ontologies making them avadabl
through HTTP protocol. Both repository and regissfiould meet strong security, scalability and
performance requisites in order to support largdesapplications.

The utility layer contains components providing ibess logic that allows applications exploit RDEI
ontologies semantic capabilities. These comporiraksde:

* Querying component, that allows the execution ABBRL queries against a RDF repository.
* Publishing component, that allows the publicatibRDF data to a repository.
» Subscribing component, that allows the subscrigiorspecific data.

» Reasoning component, that allows the generationesi knowledge from current knowledge and
ontologies.

Due to performance reasons, historically reasofingtionality has been provided by repositoriesaad
of a dedicated component. In the scope of FI-WARE s$eparation between reasoning and storage
component would need further investigations.

The Semantic Engineering is also composed of tyera the services layer and the tools layer.

The services layer contains services that suppodegses related with ontology and data enginestinb
us ontology modularization, ontology translatiomtadogy search, inconsistency resolutions, etc. As
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engineering and methodologies are continually emglvthe services layer will allow the deployment o
new services. The interfaces of these servicesne@d further identification.

The tools layer presents a set of tools suppodiriglogy engineering processes and ontology dewetop
methodologies in an integrated way. As methodokgi®d engineering processes are continually exglvin
the tools layer should provide mechanisms to imtiegnew tools into the current framework. An iniat

of tools has been identified:

» The ontology browser, that allows users to navigat visualize through ontology networks.
* The ontology editor, that allows users to edit tod®s stored in the system.

 The repository management, that allows users terdnt with the repository in the Semantic
Infrastructure area.

4.2.10.3 Critical product attributes

» Provide an infrastructure for semantic web applces that support large scale applications inclgdjn
metadata storage in RDF, publication of RDF triptpserying by SPARQL and inference.

* Provide a framework for supporting methodologied angineering processes related with metagata
management and ontology development.

4.3 Generic Enablers Implementing Intelligent Servi  ces

The Intelligent Services plug-ins interact with tféline and real-time stream processing enabbssyell

as with data that resides in memory and the persist layer, to provide analytical and algorithmic
capabilities in the following main areas: a) Sodgtwork Analysis, b) Mobility Analysis, c) Realihe
Recommendations, d) Behavioural and Web Profilamgl €) Opinion Mining.

These services will be consumed by other Fl-Warmpmments for providing a personalised user
interaction, either by adapting the functionalitydabehaviour based on the user profiles and aggega

knowledge generated (for example the social comti@snior common itineraries of a user), or by
embedding their functionalities into these compdséfor example displaying recommendations provided
by the real-time recommendations service).

4.3.1 Social Network Analysis

4.3.1.1 GE description

The Social Network Analysis (SNA) plug-ins analyse social interactions of users to unveil theriab
relationships and social communities, and alsadbaiiocial profile of both individuals and commigst
Social Network intelligent services will add thecied dimension to the platform, necessary for pdng a
truly personalised interaction to users.

Data capturing social interactions between useasdlfook posts or comments, re-tweets, SMSs sent and
received...) will be processed and analysed to itgtwork of social connections, including the ragta
and nature of such connections. The social netderived from interactions will be further analyged

» Detect the social communities that appear on theork.

* Build a social profile for the individual user: salcconnectivity, potential influence on peers, fam
of communities the user belongs to, etc.
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» Build a social profile for communities: number oémbers, group cohesion, etc.

» Profile the communities across a number of attebuinterests, sociodemographics...) based on the
homophily principles that appear in social groups.

Other plug-ins can be provided in this group tomoag others, model and predict social diffusion
processes, or to provide identity information tlglouhe construction of a social fingerprint thah dse
used for detecting user identity thefts and otleeusty threats.

The SNA plug-ins rely on the following enablers:

* The off-line processing enablers to execute, ire@ogdic manner, the social network algorithms over
the data of social interactions periodically gadieirom the various sources available.

* The persistency layer and in-memory storage toestotermediate and final results that will be
consumed by other components or plug-ins to proladexample social recommendations.

» The stream processing enablers to make incremagpdialttes to the social network knowledge with low
latency.

4.3.1.2 Critical product attributes

e The Social Network Analytical capabilities providetly the service integrate social
communications of different nature (on-line societworks and mobile communications) to unyeil
the true social network of users.

e The nature of the communications and their temppadtern is analyzed to identify truly stropg
social connections, eliminating noise from the data finding the social relationships that are
really important for users. These relationshipstheeones that are relevant for social influence
propagation or group behaviours.

* The social communities found on the social netwazak overlap, i.e., a user can belong to more
than one social community e.g. family, friends,leafjues, and they are detected following a
scalable and explainable algorithm.

» Community profiles are created across a numbendividual attributes like interests or socio-
demographic characteristics.

» The influence power calculated for users, whichtwags the potential influence a user can exeft in
his social circles, has been proven in a numbéusiness applications.

4.3.2  Mobility Analysis

4.3.2.1 GE description

The mobility analysis plug-ins transform geo-lochteser activity information into a mobility profikf the
user. Specifically, geo-located events that coniiaiormation about the user generating the evedtan
timestamp are analysed to extract meaningful pegtef the user’s behaviour.

The events processed by the plug-ins must contaigitude and latitude coordinates or have IDs e.g.
mobile cell IDs that can be converted into long&uand latitude information through a mobile cell
catalogue.

The following information is derived for the useided on the events gathered by the data management
platform:

» Points of Interest of the user (home, workplacealkeisure areas, etc.) and frequent activitygher
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» Usual area of activity of the user.
* Frequent itineraries between points of interest.

Other plug-in will receive real-time updates of theer current user-location (longitude-latitudedl awill
add meaning to this location. The mobility userfigdhat gets built will be used to provide meanto the
current location of the user, e.g. at home or cotimgu This information will be consumed by other
services to provide a personalised user interati@sed on the current context of the user.
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Figure 38  The mobility analysis intelligent services transfom geo-located user events into a mobility
profile

The mobility analysis plug-ins rely on the followjienablers:

* The off-line processing enablers to create the htphiser profiles, as these profiles refer to usua
mobility patterns that do not change frequentlyerBfiore, batch updates will be run, as the
expected latency demands do not require streanegsow.

* The persistency layer and in-memory storage teestaermediate and final results that will be
consumed by other components or plug-ins to, foangle, provide communications or a
personalised interaction based on the estimatedrdupcation of the customer.

* The stream processing enablers to process cursentlecation and provide its meaning to other
components.

4.3.2.2 Critical product attributes

* Mobility analysis intelligent services transformog@cated user events into a mobility profile that
provides a complete view on the usual mobility grau$ of the user. This profile is built at a user
level and in an automatic fashion, including theedgon and labeling of the user points of interest

» The services go beyond current location data, lattgcmeaning to real-time locations and
transforming it into more actionable and valuatdatext information.

* The algorithms and models have been used over \aigenes of data, and they have been prgven
to be both efficient and scalable.
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4.3.3 Real-time recommendations

4.3.3.1 GE description

The real-time recommendation module analyses thaveur of a user through a service in order toenak
a recommendation of an item that such a user valitrlikely be interested in. This can be used deoto
increase sales, downloads, or simply to improveuger experience and navigation by showing overall
more related content to its interests.
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Figure 39 Recommendation system

This module receives two different types of infotima as input:

* Information from the catalogue of items that wik ecommended, such as applications in an
application store, ring back tones, music songsamds, concerts, movies and TV series, etc. Eaeh on
of the items in the catalogue needs to have sofeemation describing it such as a title, a unique
identifier, possibly a category associated, pricé eurrency if to be sold, a textual descriptiorwed
as a set of metadata associated to the domaitethebelongs to (e.g., device where it runs in teec
of applications, actors and director for moviesydand genre for concerts, etc.).

» Activity events generated by users while accesaimg) interacting with the service and the different
items in the catalogue. This information is usedntier to compute a profile of the customer as all
a likelihood model to build the recommendationsnfroExample of types of events include the
visualization of an item (showing interest of theer), a rating (explicit feedback), purchases and
downloads, etc.

Using this information, this module is able to gene generic (top purchased, top downloaded, most
popular, etc.) as well as personalised recommer@ato a given user.
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4.3.3.2 Critical product attributes

» The Recommendations Module provided by the semiq#oits user activity information in order fo
create an individual profile of the customer asl\asla global profile of the usage of the service

e Such profiles are used in order to generate genemommendations as well as personalised
recommendations for items to be the most relevanddich individual user

4.3.4  Web behaviour analysis for profiling

4.3.4.1 GE description

The behavioural and web profiling intelligent seevis responsible for the derivation of profilesrasted
from the activity of each individual user. Generapeaking, in order to profile a user, it is nekdae or
more feeds of activity, where different types afde might be used, such as

* Transactions of a user within a service (e.g., wtheruser downloads an element, purchases it, etc.)

* Click-stream within a service (e.g., when a usesualises an item or a classified page of the
application)

* Web navigation log (e.g., which web pages the ecustas visiting)
Each of these activity feeds might allow for thierence of different information, mostly including
e Categories of interest of a user in a service

« Domain specific information of the activity of aarsn a service (e.g., if it is a heavy user, wherses
it, day or night user, devices/channels used teszcthe service, etc.)

* Main categories visited on the Web, or even maywkeds of the web pages visited
* Etc.

4.3.4.2 Critical product attributes

e The Behavioural and Web Profiling capabilities pdex by the service allows to fully exploit the aat
generated as part of the interactions of a usér avitervice.

» These interactions can be analysed and with the configuration, information is extracted out of i
for each individual user, therefore allowing foetmference of an individual user profile extracted
purely from the behavior of a user.
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4.3.5  Opinion mining

4.3.5.1 GE description

Users frequently express their opinions about dvéopics across different channels (blog postsetsy
Facebook comments, ratings and reviews, calls stomer care...), and this information provides useful
insights on both the user and the object of theiops.

The opinion mining plug-ins provide the analysistextual sources to derive information about user’'s
opinions, performing the following tasks:

* Language detection.
» Topic detection and classification.
» Sentiment analysis (positive, neutral or negative).

Opinions are provided at three different levelgm@nularity:
* Opinions of an individual user.
» Aggregated, general opinions

» Structure of the opinions, providing an aggregatesv but where different opinion groups e.g. tech-
savvy users or elderly people are found based erstlurce where the opinion was found and the
profile of the users expressing the opinion.

For providing an accurate view the bias inhererth&source is taken into account. For examplesayss
sent to customer care have a negative bias andetkess opinions of users of the service or prpduc
while public blog posts can come from non-usersc¥@analysis in voice calls — like rate of words(sed,
pitch, whether certain words are used or not etar-also be input sources.

The opinion mining plug-ins rely on the followingablers:

» The off-line processing enablers to process theudd)sources and perform the required analysis to
extract opinions from them.

* The persistency layer and in-memory storage toestotermediate and final results that will be
consumed by other components or plug-ins.
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Figure 40  Functionalities of the opinion mining intelligent rvices

4.3.5.2 Critical product attributes

e Textual information from different sources is arsagt to extract topics and classify sentiment.

» Both an individual and structured view of opinidnem different sources is created, as compared to
market solutions that only address the extractiansingle aggregated view of opinions.

* Not all opinion sources and users are treated Bqukthe services handle the bias inherent to|the
sources and benefit from the user profile knowledge

4.4 Question Marks

We list hereafter a number of questions that remgien. Further discussion on these questions aké t
place in the coming months.

4.4.1  Security aspects

Privacy Management

End users are concerned about privacy of their. iééahanisms ensuring that applications cannotga®c
data nor subscribe to data without the consentsodwner should be put in place. In addition, esdrsi
should be able to revoke access to data they ovestablish time limitations with respect to thatess.
They should be able to mask/partially mask/deleg¢dr tdata. This is a particular function of an cufation
policy management system. They should also betaldelete data they own as well. Supporting thi§ wi
require to carefully define the concept of “datanewship” (not only for data provided by end useus b
generated as a result of processing it), creatiaghanisms for establishing and managing differighits
based on data ownership.
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It should be able to establish privacy control neggtms enabling enforcement of laws establishethéy
regulatory entities, such as government laws fonagament of citizens privacy data, or laws esthinigs
rules for management of data privacy within eniegs (e.g., data collected within companies alweit t
employees). This, for example, will warrant thatadaccess rights be set by default at a highesagyi
enforcement level, only enabling the customer ttuce control within certain limit (this limit shalie
anyway governed for some types of sensitive dath as, e.g., enforced control over minority data).

An mechanism shall be put in place for an automaaiatrol of the privacy issues by, e.g. formal sule
(policies) accessed and asserted by data ownersgewvetrnment authorities (regulators) entities and
processed by a sort of policy enforcement. It sthdnal able to configure the data (context, eventsodimer
including meta-data) that is going to be governeden privacy policies. This mechanism should be &bl
provide proofs of data privacy policy enforcement

The platform should favour a "privacy by design'pagach which in particular makes it possible to
deliver/retrieve/store only the necessary data.

Last but not least, provision will be made to mandlge re-configurability of security policies ineth
context of highly dynamic service composition eawiments. However, the user should be given a
consistent view of his attached policies.

Auditing

Access of applications to data should be auditeadlsacured manner. This may imply that some operati
be logged and generated logs be protected. Howaudit should take place in a way it doesn’t pexeali
the overall performance.

Transparency of data usage should be ensured:wiwdt/hen data has been collected and how it has bee
exploited

Trustworthy data

Data may have different level of trustworthineskyokithms dealing with analysis of data, and agtlons
in general, should be able to categorize handlelwksed on trustworthiness level.

A candidate GE is currently under study, which wlodéal with assessing the quality of informatiamg a

in particular the confidence that can be placedtinSuch GE may constitute an essential tool for
informational watch, especially in the context lo¢ tdevelopment of so-called open sources: thedseck
use of the Web makes it possible for everyone toggaate in the information spread and to be acawof
information, and thus the quality of informationlleoted on the internet must be assessed. Metadata
typically source reliability but also source cemtgi— may be processed and analysed by this GE to
determine information value. Relationships betwedonrmation sources, such as affinity and hostility
relations, would also be taken into account in otdee.g., reduce the confirmation effect wherrces are
known to be friends.

In addition, several aspects should be accountaldle as the data storage entity, the data hosideroand
the component which exposes some given data.

Data Quality and Control

Data quality concept shall be introduced in FI-WAREorder to allow to the services and applications
running on top of FI-WARE capabilities to be sedetin and treated accordingly to SLA (Service Level
Agreement) and QoS (Quality of Service). Howevehjlevthe quality of data is optional, its handling

within the FI-WARE GE is a mandatory, so that whieem QoS/SLA requires certain quality of data ared th

date are tagged with meta-data about their qudlig,FI-WARE shall enable its control and procegsin

respectively.
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Identification of Entities and Data

Once data are available within FI-WARE platformytiehould be univocally identified in order to avoid
ambiguity and uncertainty during their handling.

All the entities within FI-WARE shall be unequivdigaidentified at least within the same application
domain in order to process the business logicabe®f coexistence of many service domains wittén t
same application domain, e.g. many different Sadietlworks providers within the same SN application
domain, an arbitrary mechanism, such as a brokeddcexist in order to create a strong linking loé t
same entities even if differently identified, as aternative to an unique identification among Sdicial
Networks. Then this identification mechanism slhalltransparent for the application and servicels bni
top of that domain, e.g. many applications usingg@mers’ data from different Social Networks.

Also entities authentication and data usage awhtioins can be built and used upon the aforemestion
identification technology.

Data Usage Monitoring and Data Access Control

A dedicated mechanism or framework shall be builtsi or enabled by FI-WARE platform that allows the
real-time data access control by the entities atd dsage management in order to set up the dekd
data management and avoid incorrect data accesdarar data misuse respectively. The framework shoul
support the authentication of the data/context woes.

Data and Connectivity Availability and Reliability

FI-WARE platform shall integrate or employ mechamsensuring data and connectivity availability and
reliability at a certain level (e.g. required by/tr QoS) implemented through “standard” technigsiesh

as redundancy and high-availability. Moreover,eéded by the service or application or by the datare
the overall FI-WARE system shall support resilisrdde and fault-tolerance.

The platform should secure flows during data regiiein order to preserve data confidentiality ettsure
authenticity of data as well as ensure data intedrieliability of the storing of the data.

Non-repudiation of Data Handling and Communications

Non-repudiation property, if required by applicaticservice or by a data nature, shall be suppateti
provided accordingly by the FI-WARE platform by aayailable technological means such as e.g. digital
certificates and digital signatures.

4.4.2  Other topics still under discussion

Internal GE communication

The method of communication between GEs is undsrudision whether it is proprietary and therefore

optimized or standard (perhaps using the samefacts we expect data be accessible to the Contelxt a

Data Management and vise versa). For example, wh#te method of communication between the

Massive Data Gathering GEs and the Processing What is the method of communication between GEs
and the storage for accessing or writing? And howhe processing GEs communicate with the Pub/Sub
GE.

When to use Big Data GE and when to use Complexri\Rrocessing GE

Looking closely at the descriptions of the Comdent Processing GE and the stream processingporti
of the Big Data GE they may appear to be addregsbimgame requirements. Indeed both address tlie nee
to continuously process data on the move, dataflinats or streams continuously and that sense ean b
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made out of this data continuously. However thegress these requirements differently and for diffier
purposes, thus it is important to describe the comatities, differences and probably more important
give insight which GE to use, when and for whaipose.

The most important distinction between the two apphes is the programming paradigm. CEP takes more
of a declarative (rule-based) approach wherebyldpges of event processing applications have &l th
necessary constructs to declare the necessarysgimgewithout programming and can therefore be
targeted to more business oriented users and slaiteldigher rates of change of the processing logic
Stream processing is more algorithmic, requiringgpemming skill and is therefore targeted to IT
programmers, where the processing logic is prograthmssembled, compiled and then deployed.

Another distinction is in performance aspects aod the two approaches are designed to address them.
Generally, the stream processing approach is designm cope with very high rates of receiving data
usually more than the CEP approach. The latencgenerating results is usually lower in stream
processing than CEP. This comparison, howeventibased on executing the same processing logiein
two approaches, rather it is based on the natufeeccenarios the approaches are applied to.

Additional insights [Chandy11] to be aware of:
* Complex pattern matching is common in CEP butdgeserally not central to stream processing.

e Stream processing queries tend to be compositibastabase-style operators (e.g., joins) and user-
defined operators. These queries mostly representibnality of aggregation and transformation.

e Stream processing tends to place a higher empbiasiggh data volumes with relatively fewer queries.

» CEP tends to consider the effect of sharing evaatess many queries or many patterns as a central
problem.

» Processing unstructured data is typically not atereid a scenario for CEP.

» Streaming systems, having originated mainly fromdatabase community, tend to have a schema that
is compatible with relational database schematereds CEP systems support a larger variety of
schema types.

Data gathering

In Figure 13, a Massive Data Gathering Enableef@iated that collects data from different sourédghe
moment, this Generic Enabler is not covered (fully)the GEs listed under section 4.1. However, work
fill this gap is taking place. There are mainly t®&s that already provide part of the functionalitiiese
GEs can be seen as Transformation Enablers (eaised as plug-ins) to the Massive Data Gathering
Enabler.

The GE on pre-processing of meta-data (sectioyttansforms and filters incoming meta-data ineord
to prepare the data for subsequent processing.&tgansformation of inbound meta-data to (Jalagses
can be performed to supply the correct input forfoata stream processing engine requiring a deglicat
meta-data format.

The GE on pre-processing of unstructed data (seetia.5) works on data without explicit semantic or
formatting in contrast to the above enabler. Thaasdic and ontology of these kinds of input data ar
derived during the operations inside the GE, éafa cleaning, ontology evolution, information extion,
and sentiment analysis.

The two Gerneric Enablers could even interworkdesa Massive Data Gathering Enabler, i.e., the GE o
pre-processing of unstructed data serving as itapilte GE on pre-processing of meta-data. A firasion

of the Massive Data Gathering Enabler is envisior®@ generic sink/collector for various kinds afad
sources in order to provide input for subsequeotgssing like Complex Event Processing (sectior2}.2
and Big Data Analysis (section 4.2.3).
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Query Broker

The Query Broker GE targets the ambitious goaleifidp capable to handle queries formulated in any of
defined set of query languages/APIs (e.g., XQuBQl- or SPARQL). This requires all incoming queries
to be converted into an internal abstract format th turn be translated into the respective speqifiery
languages/APIs supported by the actual data repiesit This also requires to deal with differerttiexal
systems, not always following the same data ratiparadigms. A careful analysis should be made on
whether this GE can be recommended for generaleusagust as a mechanism enabling federation of
multiple and heterogeneous data sources, involwviotiiple data storage formats and retrieval paradig
when usage scenarios require such federation. ditmef case would require that execution of queries
expressed in a given language do not suffer anfoqmeance penalty when issued to a data repository
natively supporting that query language.

The Publish/Subscribe Broker GE export operationgfierying data/context elements being generaged b
Event Producers. It would be highly desirable t@cification of these operations are aligned ts¢h
exported by the Query Broker GE. This would allamong other things, treating Publish/Subscribe GEs
as data sources which may be federated with otitersburces. However, this requires further aralysi

Last but not least, the question about how nortioglal or “NoSQL” databases, which are becoming an
increasingly important part of the database langiscean be integrated, is also one of the operngtirbe
addressed during the FI-WARE project.

Localization services

Some topics has been identified for further discussegarding capabilities supported by the Loeaion

GE beyond those related to support of SUPL and MBRLP protocol, timing advance info from base
stations, base station visibility and RX level galrirom SIM/ME interface etc. It has also been femrout
that this GE should not be a centralized GE, bdis&ibuted one, that has components running inside
smart/feature phones and/or SIM cards. Yet additignthis should have optionally a “proactive” feee,
determining devices to “make noise” if an applicatiwants more accurate location information about
them.

The current Localization GE establishes MLP asbtsc interface that applications may use to netribe
current position of a mobile device or get evemorés linked to variation of these positions (whba
device enters, leaves, remains inside, or remaitsde a given area). However, discussion is tghace
to design how an instance of the Publish/Subs®&ro&er GE may be connected to the Localization GE s
this information may be delivered in the form ohtext events. This has the advantage of beingtable
merge handling of location-related events with Hhiagdof any other kind of context and even datanéve
relevant to a given application. In addition, itwle allow to setup parameters for the reportingpotion
events linked to a given set of mobile devices thatld be common to several applications whild stil
allowing each application to handle its subscriptio location events, changing it dynamically witho
affecting others. Last but not least, it may aisake it easier to forward location events to a Cemp
Event Processing GE or BigData Analysis GE.

Other topics still under discussion regarding tleedlization GE have to do with enriching its funa as

to include location propagation and learning feadutocation propagation features are used whextidoc

of a desired mobile device is unknown and cannotdigeved, while that device is in a detectable
proximity with another entity (e.g., mobile deviokanother user, thing that can be detected a3 wdch
location is known and could be retrieved. In ttdse; the location of the mobile device is obtaitedugh

the propagation of the location of the entity (om& location calculated as adjustment of the looabif

the entity). Learning features require registeriogations of mobile devices as they are resolved a
location of entities based on some applicationrauiions (e.g., check-in of users in restaurants).
Data/context that is learned can then be furthploged to enhance location of mobile devices amtities

by the SLP, including the enhancement of propagagohniques.
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4.5 Terms and definitions

This section comprises a summary of terms and itiefis introduced during the previous sections. It
intends to establish a vocabulary that will be helgarry out discussions internally and with thpalties
(e.g., Use Case projects in the EU FP7 Futurerlatd?PP)

» Data refers to information that is produced, generatetlected or observed that may be relevant for
processing, carrying out further analysis and keoge extraction. Data in FI-WARE has associatéd a
data type and avalue. FI-WARE will support a set of built-ilbasic data typessimilar to those
existing in most programming languages. Valueselihto basic data types supported in FI-WARE |are
referred asdasic data values As an example, basic data values like 2’, ‘7'‘865’ belong to the
integer basic data type.

* A data elementrefers to data whose value is defined as congisiina sequence of one or mare
<name, type, value> triplets referred deta element attributes where the type and value of each
attribute is either mapped to a basic data typeaabdsic data value or mapped to the data typg and
value of another data element.

e Contextin FI-WARE is represented througlbntext elements A context element extends the concept
of data elementby associating an Entityld and EntityType to itjquely identifying the entity (which
in turn may map to a group of entities) in the FARE system to which the context element
information refers. In addition, there may be soateibutes as well as meta-data associated to
attributes that we may define as mandatory forexdrglements as compared to data elements.

Context elements are typically created containimgvialue of attributes characterizing a given gratit
a given moment. As an example, a context elemegtauatain values of some of the attributes “last
measured temperature”, “square meters” and “wadirt@ssociated to a room in a building.

Note that there might be many different contexingets referring to the same entity in a systemh eac
containing the value of a different set of attré=mit This allows that different applications handle
different context elements for the same entity,heagntaining only those attributes of that entity
relevant to the corresponding application. It wailléo allow representing updates on set of attribute
linked to a given entity: each of these updates aztoally take the form of a context element and
contain only the value of those attributes thaehevanged.

* Aneventis an occurrence within a particular system or @omt is something that has happened, ar is
contemplated as having happened in that domainntEwgpically lead to creation of some datal or
context element describing or representing the tsyethus allowing them to processed. As|an
example, a sensor device may be measuring the tatape and pressure of a given boiler, sending a
context element every five minutes associatedadbehtity (the boiler) that includes the value luége
to attributes (temperature and pressure). Theioreahd sending of the context element is an event,
i.e., what has occurred. Since the data/contexhasi¢s that are generated linked to an event are the
way events get visible in a computing system, itasnmon to refer to these data/context elements
simply as "events".

* A data eventrefers to an event leading to creation of a dizaent.

* A context eventrefers to an event leading to creation of a cdrgéement.

e An event objectis used to mean a programming entity that reptesamevent in a computing system
[EPIA] like event-aware GEs. Event objects allowp&rform operations on event, also knowreasnt
processing Event objects are defined as a data element ontext element) representing an event to
which a number of standard event object propefasilar to a header) are associated internally.
These standard event object properties suppodioervent processing functions.
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5 Applications/Services Ecosystem & Delivery

5.1 Overview

The Application and Services Ecosystem and Deliv@amework in FI-WARE comprises a set of generic
enablers (i.e. reusable and commonly shared furadtibuilding blocks serving a multiplicity of usage
areas across various sectors) for creation, cotiposdelivery, monetisation, and usage of applicet
and services on the Future Internet. It suppores riacessary lifecycle management of services and
applications from a technical and business pers@edhe latter including business aspects sucthas
management of the terms and conditions associateket offering, accounting, billing and SLAs, thus
enabling the definition of a wide range of new bass models in an agile and flexible way along with
their association with the different applicationdaservices available in the ecosystem. The cap&uity
monetize applications and services based on thesindss models, adapting the offering to userstaeid
context and dealing with the fact that they mayehbeen built through the composition of components
developed and provided by different parties isyadgjective for theousiness frameworkinfrastructure.

FI-WARE Apps/Services delivery framework considére ability to access and handle services linked to
processes, ‘things’ and contents uniformly, enaplihem to be mashed up in a natural way. The
framework brings the necessamymposition and mash-upools that will empower users, from developers
to domain experts to citizens without programminglls to create and share in a crowd-sourcing
environment new added value applications and ses\aclapted to their real needs, based on thoseadffe
from the available business frameworks. A sehafti-channel/multi-device adaptation enablers are also
contributed to allow publication and delivery ofettapplications through different and configurable
channels, including those social web networks whiely be more popular at the moment, and their acces
from any sort of (mobile) device.

The high-level architecture illustrated in Figuré i structured according to the key business rates
their relationships within the overall servicesigsly framework and existing IT landscapes. Thémazal
architectures implementing these business rolegeaationships are more complex and will be disedss
and illustrated in more detail in the subsequeati@as. The applications and services delivery rark
comprises the internal key business roles: AggoegBtroker, Gateway, and Channel Maker. Furthermore
there are the external key roles: Provider, Hogtexmise, and Consumer.

The Provider role supports partners that hold governance amdatipnal responsibility for services and
apps through their business operations and prazeBke Provider role allows services and applicatim

be exposed into a business network and servicesygtlemn so that they can be accessed without
compromise to the given delivery mechanisms. Farmgte, a provider should be able to publish a servi
to a third-party, while still requiring that it rutrough its current hosting environment and beuisdyg
interacted with. Some providers may have servicebd re-hosted onto a third-party cloud or to be
downloaded and running in the users’ environmeitesthat the service will be accessed by different
parties, the provider needs to ensure that thaéceeiv comprehensively described to ensure it dpery
used, especially for the benefit of consumers. Tfarsexample the description of a service hasnittude:
data about service ownership, functional descmgtiodependencies on other services, pricing, and
consumer rights, penalties and obligations in tewohsservice performance, exceptions, information
disclosure and other legal aspects. For servickgetk in wider business contexts, domain-specific
semantic descriptions, vertical industry standaedsl other documents containing service-related
information (like policy, legislation and best ptiaes documents) are also useful to enhance service
discovery and consumer comprehension of servicéerefore, they need to be linked to service
descriptions and used during service discoveryamedss through unstructured search techniques.
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Figure 41  High-level architecture

The Broker role supports exposing services from diverse pierng into new markets, matching consumer
requests with capabilities of services advertisebugh it. The Broker will provide the Business
Framework consisting of the “front-desk” deliverf services to consumers and a flexible set of “back
office” support for the secure and trusted executib the service. The Broker is central to the hess
network and is used to expose services from prosjde be onboarded and delivered through the Bioke
service delivery functionality (e.g. run-time se®iaccess environment, billing/invoicing, meterinthe
Provider interacts with the Broker to publish amdjister service details so that they can be acdesse
through the Broker. Services consumed through sedswr applications, or services offered in armss
network through intermediaries can be publishekealin the Broker. Third-parties can extend and
repurpose services through the Broker, by usingfuhetionality of the Broker to discover, contrastd
make use of services through design-time toolileg @bsequent sections for further details). Utiiga
service delivery is managed through the Broker whervices are accessed at run-time by end users,
applications, and business processes. In shorBithieer provides anonetizationinfrastructure including
directory and delivery resources for service access

Although services are accessed through a brokerexiecution of their core parts resides elsewhee i
hosted environment. Certain types of services apgs acould be re-hosted from their on-premise
environments to cloud-based, on-demand environntergract new users at much lower cost, withbat t
overheads of requiring access to large applicdiaarkends.

The Hoster role allows representing the different cloud hagtiproviders involved as part of the
provisioning chain of an application in a businesswvork. An application/service can be deployedant
specific cloud using the Hoster's self-service iifaee. By providing a generic interface for Hosttrs
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report Usage Accounting Records, FI-WARE opensheppbssibility to access several cloud provideds an
implement interesting revenue share models betWeeviders and Hosters. By defining a standard self-
service interface, in turn, FI-WARE opens up thegplity to migrate among alternative FI-WARE Ctbu
Instance Providers, which would play the Hostee ralvoiding “lock-in". Work in the Apps and service
delivery framework chapter will closely interacttivivork in the Cloud Hosting chapter in order talieds
the Hoster interfaces topics (Usage Accounting Ricaeporting and Self-service interfaces). Cloud
services are highly commoditized with slim margidare subject to business volatility. Cloud sersic
exposed to a business network should be advettisedgh the Broker. When a service needs to bestpst
the Broker can help to match its hosting needs. (@agform services, operating systems) with cloud
services (advertised through the Broker). The Brgserforms the matching and lists candidate cloud
services for a user (a provider requiring hostia@aart of exposing a service offer in a busimessork

or a consumer negotiating hosting options/costsnvehservice is ordered). Once hosted, the cloudcser
may be monitored for performance and reliabiliti WARE Cloud Instance Providers playing the role of
Hosters offer business networks partners the pbgsiio shift cloud providers efficiently, avoidinbeing
“lock-in" a concrete Cloud Hosting Provider.

The Aggregatorrole supports domain specialists and third-partiesgygregating services and apps for new
and unforeseen opportunities and needs. Applica@rices may be integrated into corporate solgtion
creating greater value for its users not othenansalable in their applications, or they could lpgr@gated

as value-added, reusable services made availableider use by business network users. In eithse,ca
the Aggregator provides the dedicated tooling fogragating services at different levels - Ul, segvi
operation, business process or business objedsleve

Aggregators are similar to providers however, ther@n important difference. Aggregators do notrafse

all services that they aggregate. Rather, theyimlotastodial rights from providers to repurposevises,
subject to usage context, cost, trust and othdorsicDespite new aggregated services being created
constituent services execute within their existamyironments and arrangements: they continue being
accessed through the Broker based on a deliveryelm@d discussed above). The delivery framework
offers service-level agreement support throughditferent roles so that providers and aggregatars c
understand the constraints and risks when provisgorapplication/services in different situations,
including aggregation of services.

The Aggregator provides design-time and run-tin@ing functionality. It interacts with the Brokeorf
discovery of services to be aggregated and forighib aggregated services for use by the business
network partners.

The Gatewayrole supports Providers and Aggregators in selgai choice of solutions that may provide
interoperability, as a service, for their applioa8. This can include design-time business message
mapping as well as run-time message store-forwaddnaessage translation from required to proprietary
interfaces of applications. This is beneficial wisamvices need to be exposed on a business nesmork
that they can be accessed by different parties.éhgrovider exposes a service onto a businessoretw
different service versions can be created that Inateefaces allowing interactions with different ssage
standards of the partners that are allowed todnotawith the service.

The gateway services are advertised through thkeBrallowing providers and aggregators to seaoch f
candidate gateway services for interface adaptatigrarticular message standards. Key differensedoe
the different pricing models, different communitezsgaging in their hubs, and different quality eféces.
The gateway services may address design time nggppgiwell as run-time adaptation.

The Channel Maker role provides support for creating outlets throwghich services are consumed.
Channels, in a broad sense, are resources, silelasites/portals, social networks, mobile chanaats
work centres, through which application/services accessed. The mode of access is governed by
technical channels like the Web, mobile, and voasponse.

The notion of channelling has obvious resonancé wérvice brokerage. Virtually all the prominent
examples of Web-based brokers like iTunes, eBayfandzon expose services directly for consumption
and can also be seen as channels. The serviceppadalivery framework’s separate designationsef t
service channel and the service broker addresdagher level of flexibility for market penetratioof
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services: service channels are purely points ofic@iconsumption while brokers are points of adogss
services situated between channels and hostingomménts where the core parts of service residis. Th
separation allows different service Uls and chasmitelbe created, outside the capacity of thoseigedv
by brokers. In fact, different channels can be tex#or services registered through the same brdke
delivery framework, in other words, allows for colidation of service discovery and access throungh t
Broker and independent consumption points throuiferdnt channels enabled through the Channel
Maker. This is especially useful for mainstreamticats like the public sector dedicating whole-of-
government resources for service discovery andsacteit requiring a variety of channels for itfatiént
and emerging audiences.

The creation of a channel involves selection ofises consumed through a channel, constrainingtwhic
service operations are to be used, what businesstramts apply (e.g. availability constraints)dé&row

the output of an operation should be displayednifotemplate) in the channel. The Channel Maker
interacts with the Broker for discovery of serviahsring the process of creating or updating channel
specifications as well as for storing channel dpmtions and channelled service constraints bacthé
Broker.

The Consumerrole completes the service supply chain, effettifestered by the delivery framework.
Through the Consumer, parties can manage therfidst integration where application and services ar
consumed through different environments. This imgslthe allocation of resources consuming sentizes
consumer environments in which they operate andntegfacing of consumer environments so that the
services required can be accessed at run-timseécware and reliable way.

As discussed above, the resources that consumeeserre either explicit channels or applicatidmest t
have services integrated (“hard-wired” into codepocessible (through a discover/access interfade).
Channel Maker and Aggregator are used for supmpriire processes of integration of channels and
applications, respectively. Since the allocation afplications in organizations is a specialized
consideration controlled through administrationteys, the Consumer is used mostly for allocating
channels in consumer environments (inside orgapizabr wider availability on the Web).

The Consumer supports consumer environments sahbatervices they require are integrated with the
Broker through inbound and outbound run-time irtBoms. Recall, the Broker allows services to be
accessed through different delivery models. Intex$aare required on remote consumer environments so
that, on the one hand, applications running ingheironments have well-defined operations thatvallo
interactions with the Broker. Channels can be disoed through the Broker and allocated through the
Consumer for usage through designated users/giotips business network.

In the following sections we describe the architexs realizing the introduced roles in more dedai
identify generic enablers. The sections are orgahiz the following way:

» The business framework infrastructure realizeBitoker functionality
» Composition and Mashup infrastructure covers thgrAgator and Gateway functionality
* The Channel Maker is addressed by Multi-ServicetiMidvice adaptation
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5.2 Generic Enablers of the Business Framework

Figure 42 illustrates the high-level architectuffetlte business framework infrastructure realiziheg t
Broker. The architecture identifies the followingre components of the business framework: Markegpla
Shop, USDL Repository and Registry, Business El¢sn@and Models Provisioning System (BE&BM
Provisioning), Revenue Sharing Engine, and SLA Menzent. Furthermore, it shows the core
relationships to external parties and systems sacgso make the business framework infrastructure
operational.
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Figure 42  High-level architecture of the Business Framework

The set of Generic Enablers (GE) identified are:

" The red question marks indicate issues discuss#wiquestion marks section (5.6)
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 USDL Repository: The service repository is a place to store serdiescriptions or parts of it. A
location for storage (centrally or distributed aeglicated), for reference and/or safety. The uUsa o
repository is required in order to prepare sendescriptions to appear at a store, marketplace and
other components of the business framework.

 USDL Registry: The registry is a universal directory of inforneatti used for the maintenance,
administration, deployment and retrieval of sersige the service delivery framework environments.
Existing (running) service endpoints as well a®infation to create an actual service instance and
endpoint are registered. The USDL Registry linksDUSJescriptions in the USDL repository with
technical information about instances availablahie platform. Similar to UDDI Registry for web
services it is a place to find information for tamal integration. Only if the service endpoint is
registered it actually can be used for service amsitipn and coordination by the FI-Ware platform.

» Marketplace and Store: We differentiate the marketplace from a store um architecture. While a
store is owned by a store owner who has full cémver the specific (limited) service/app portfglio
and offerings a marketplace is a platform for matoyes to place their offerings to a broader awdien
and consumers to search and compare services rahdhft store, where to buy. The final business
transaction (buying) is done at the store and thelevback office process is handled by the store.
There are existing Internet sales platforms thatigdly have marketplace and store functionality
combined. However, conceptually the distinctioruseful in order to simplify the architecture and
have a better separation of concerns. Due to @ laagiety of already existing stores and offered
functionalities, the store is considered as exteomenmponent to be integrated with the business
framework infrastructure. The main focus will be daveloping a secure marketplace as a generic
enabler and providing interfaces to the store.

» Business Elements and Models Provisioning Systerithe aim of the BE&BM Provisioning is the
monetization of services, applications, and theimpositions/aggregations. It is necessary to have a
flexible way to define the manner in which servieesl applications can be sold and delivered to the
final customers; it can be summarized as the bssim@del definition. While the published USDL
description represents the public view of the bessnmodel offered to the customer, the business
model defines the way in which customers pay byliegon and services and the way in which the
incomes are to be splitted among the involved @artOnce, the business model is defined, it is
necessary to provision these details in the rath@gging/billing systems.

* Revenue Settlement and Sharing Systenin the Future Internet there is a need to managa i
common way how to distribute the revenues produmech user’'s charges for the application and
services consumed. When a consumer buys/contracgjlication or service, he pays for its usage.
This charge can be distributed and split amongerfit actors involved (for instance store or
marketplace owner earns money and mash-ups hasplitathe money). There will be a common
pattern for service delivery in service-orientedimnments. Independent of service type, composite
services based on the aggregation of multiple atgfrom the viewpoint of compaosition) services are
expected to play an important role in applicatiand services ecosystems. Beyond the complexities of
the management of composite services (design, ooing, etc.), there is a complex issue to solve
when dealing with the business aspects. Both theosite and the atomic services must be accounted,
rated and charged according to their business madel each of the service providers must receive
their corresponding payment. The Revenue SettlemedtSharing System serves to the purpose to
split the charged amounts and revenues among ffieeedhit services providers.

* SLA Management: The management of Service Level Agreements (SkAlEbe an essential aspect
of service delivery in the future internet. In anqeetitive service market place, potential customells
not be looking for “a” service, but for “the bestérvice at the “best price”. That is, the qualify o
services (QoS) — such as their performance, ecan@md security characteristics - are just as
important, in the market place, as their functiopebperties. Providers who can offer hard QoS
guarantees will have the competitive edge overdladso promote services as mere ‘functional units’.
SLAs provide these hard guarantees: they are Yebaiding contracts which specify not just that the
provider will deliver some service, but that thisxgce will also, say, be delivered on time, atiaeg
price, and with money back if the pledge is brok&he cost of this increased quality assurance,
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however, is increased complexity. A comprehensivé systematic approach to SLA management is
required to ensure this complexity is handled ¢iffety, in a cohesive fashion, throughout the SLA
life-cycle.

5.2.1 USDL Service Descriptions

5.2.1.1 Target usage

The Unified Service Description Language (USDLgiplatform-neutral language for describing services

It was consolidated from SAP Research projects @womtg services-related research as an enabler for
wide leverage of services on the Internet. Withrike of commaoditized, on-demand services, theesiag

set for the acceleration of and access to seranesn Internet scale. It is provided by major innents
through public co-funded projects, under the Interaf Services theme, where services from various
domains including cloud computing, service marlatps and business networks, have been investigated
for access, repurposing and trading in large smtife.g., FAST? RESERVOIR® MASTERM
ServFace? SHAPE;® SLA@SOI;’ SOA4ALL"), and the Australian Smart Services CRC.

The kinds of services targeted for coverage thrdd§bL include: purely human/professional (e.g. coj
management and consultancy), transactional (emghpse order requisition), informational (e.g. Edat
and demography look-ups), software component gafjware widgets for download), digital media (e.g.
video & audio clips), platform (e.g. middleware \8ees such as message store-forward), security and
infrastructure (e.g. CPU and storage services).

User roles
» Service providers are describing all aspects os#meice from their business point of view.
» Brokers search and use the USDL information feerfihg, aggregation and bundling of services.

» Consumers can search and read information from U8&icriptions indirectly via the marketplace
user interface.

» Shop owners to specify their offerings on the mignlkee.
* Marketplace owner to do a comparison of serviceroffs.

12 http://fast-fp7project.morfeo-project.org/
13 hitp://www.reservoir-fp7.eu/

% http://www.master-fp7.eu/

15 http://141.76.40.158/Servface/

16 http://www.shape-project.eu/

Y http://sla-at-soi.eu/

18 http://www.soadall.eu/

19 http://www.smartservicescrc.com.au/

Page 60



7N

FI-WARE High-level Description (<) fi-ware

A generic service description language for domaass diverse and complex as banking/financials,
healthcare, manufacturing and supply chains, ficdif to use and therefore not sufficient. Firtad, not

all aspects of USDL apply to all domains. RatheB[Dlll needs to be configured for the particular nexds
applications where some concepts are removed q@tedlavhile new and unforeseen ones are introduced.
A particular consideration of this is allowing sj@dized, domain-specific classifications such assth
available through vertical industry standards tddwveraged through USDL. In addition to this, thayvin
which USDL is applied for deployment consideratiogg., the way lifecycle versioning applies, neteds

be managed without compromising the fundamentateotis of USDL. In other words, USDL needs to be
applied through a framework which allows separatibrconcerns for how it is applied and tailored to
concrete applications. This need has led to the lUB&mework where the concepts of the USDL meta-
model as a core are specialized through the USDIpliégtion meta-model. A non-normative
specialization of the USDL meta-model with the USbdmework is provided to illustrate how a service
directory of a specific Service Delivery Framewdpkoposed by SAP Research) can be conceptualized
through USDL. In this way, an insight is availafde an application of USDL.

To make FI applications and services more widelgilable for such composition and consumption, a
uniform standardized way of describing and refeirepthem is required. A variety of service desdoipt
efforts has been proposed in the past. Howevery mbtinese approaches (e.g. UDDI, WSMO, or OWL-S)
only prescribe tiny schemata and leave the modetihservice description concepts such as a generic
schema for defining a price model or licenses ¢osérvice developer.
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Figure 43  Roles of participants in the Internet of Services Eosystem

5.2.1.2 GE description

The Fl-Ware approach will allow comprehensive serwlescriptions by employing the Unified Service
Description Language (USDL) in its registry andasipory. USDL builds on standards for the technical
description of services, such as WSDL, but addsnbas and operational information on top. With its
ability to describe both human and IT-supportedises that not only implement business processds, b
also tie in assets linked to contents and thenetesf Things, USDL is set apart from many of thkated
approaches mentioned above.

USDL is modularized to describe various aspecteofices:

» Foundational Module: This module provides a comreenof concepts and properties, such as time,
location, organization, etc. that are used in atloies.

» Service Module: Describes the general informatiooua the service type, nature, titles, taxonomy and
descriptions.

» Participant Module: This module describes the pguditing organizations, contact persons and their
role within the service fulfilment.

* Functional Module: This module contains informatiabout the specific capabilities of a service,
input/output parameters and constraints.

* Interaction Module: A module that describes thenfwbf interaction and the responsible participants
or participant roles in course of the service foiént.
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* Technical Module: Describes how functions (captes) of a service are mapped to technical
realizations of the service (e.g. WSDL operatiggasameters, faults, etc.)

* Pricing Module: Contains information about pricars, price components, fences, etc. for a service.

» Service Level Module: The module which specifiesvise level agreements, such as time schedules,
locations, and other constraints.

Legal Module: Contains information about the teand conditions, IPR, licenses, and rights of us¢He
participating parties.
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Figure 44  USDL modules and relationships

Necessary extensions to USDL for business, opetiand technical perspective of supported frowt-en
mashups and backend composite services will beifigehand defined in the context of FI-WARE prdjec
Furthermore, USDL extensions for artefacts fromdhapters listed below will be considered:

» Internet of Things Service Enablement

Applications and services may have specific requimgts of handling access to and management of
sensor data and things within the “real” world.niany application scenarios, such as logisticsjlyeta
or manufacturing, these capabilities will have anpaction even on business, as well as operational
aspects. It will be necessary to investigate thersston of USDL according to aspects of the service
lifecycle, which allows describing the relevant pedies and capabilities of the Internet of Thiys
respect to accessing data as well as managingroesou

» Security, Privacy, Trust

The future internet platform will heavily depend sgcurity, privacy and trust in any business raieva
activity. Especially crowd-sourcing, flexible congition and mashups require adequate mechanisms to
maintain security related characteristics. At thesiness framework level it is necessary to make
security-specific information transparent. USDL a0 be extended by modules that allow describing
the security related qualities and requirementeofices and applications.

» Cloud Hosting (XaaS monetization)

Many services/apps will rely on specific hostinglatoud services, which will have technical as well
as business relevant implications. The servicerg#®n needs to contain the relevant information o
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hosting in order to cover these implications. Thene XaaS description modules for describing
various hosting modules need to be provided.

» Data/Context Management Services

For security monitoring and analytics of activitiesthe platform it will be necessary to emit and
collect events and data for real-time or post-nmorenalysis. For the various stakeholders it need to
made transparent, when, how, and which data wilddected for which purpose and to whom. So the
service description needs to be enriched by dataantext information accordingly.

USDL will provide the means for integration of tiese areas, FI-Ware generic enablers and thectagpe
platform products. It allows tracing informationdaprocesses across the whole service lifecycle.

5.2.1.3 Ciritical product attributes

* rely on Web standards such as HTML, XML, RDF, ...

* openness integrate into different contexts

* extensibility for addressing unforeseen or domaecsic aspects

» flexibility to adapt to different domains via moe@wariants

* harmonized with other information descriptions be Web (existing schemas)
» ability to link-up with other information on the We

* simplicity, easy to understand

» expressive power to specify at an appropriate level

» graceful degradation, keep the platform operatiowé&h partially incomplete and inconsistent
descriptions

Existing products

There exists a plethora of existing service detionpefforts that can be grouped into differenasts.
Each of the strands has its own motivation andesgmtation needs for capturing service informafidre
individual efforts can be attributed to the follogi criteria: (i) whether the scope of the effodsliin
capturing IT or business aspects of services orwhele service system. (i) the purpose of the
corresponding effort, e.g., enabling of normatiaadexchange, facilitation of software engineeriog,
acting as reference model. (iii) Whether the eff@dble to capture business network relationshéiaeen
services. (iv) Whether the effort is standardized.

The first strand of service description effort$hs field of Service-oriented Architectures (SO8PA is a
way of thinking about IT assets as service comptser., functions in a large application are daized

in stand-alone services that can be accessed t@paBecause of their IT focus, most approachesd li
their attention to the field of software architeetuOriginally, several standards bodies specif@gyhly
two dozens of different aspects which are colletyivknown as WS-* (incl. WSDL, WS-Policy, Ws-
Security, etc.). Since one of the key components 80A is a service registry, the OASIS standaoity b
introduced the concept of Universal Descriptiorsdovery and Integration (UDDI), i.e., a specifioatior

a platform-independent registry. UDDI services ki@ discovered according to information such as
address, contact, known identifiers, or industriatiegorizations based on standard taxonomies. Hawev
UDDI does hardly prescribe any schema for suchrinédion. As the concept of SOA matured, calls for
support in software and service engineering in@@asence, the OMG standards body dedicated itssfoc
to software engineering for SOA, and, subsequetfyined the Service-oriented architecture Modeling
Language (SoaML). Finally, the multitude of destioip efforts and different definitions of SOA led &
Reference Model for Service Oriented Architect8®A-RM) from OASIS. Similarly, The Open Group
drafts an alternative reference model in form ofamtology for Service-Oriented Architectures (SOA
Ontology).
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A second strand consists mainly of ontologies m field of Semantic Web Services. The main goal of
Semantic Web Services approaches is automatioisod\ery, composition, and invocation of serviaes i

a SOA by ontology reasoners and planning algorithiiee most prominent efforts are OWL-S and
WSMO. Many similar efforts have surfaced in literg With the many approaches around came the need
to specify a reference model for semantic SOAs.s€quently, the OASIS is also about to specify a
Reference Ontology for Semantic Service OrientechAgctures (RO-SOA).

The third strand is rooted in the rise of on-demapglications that led to the notion of softwareaas
service (SaaS), covering software applications.,(€BM on-demand) and business process outsourcing
(e.g., gross-to-payroll processing, insurance aimocessing) to cloud and platform services. The
emphasis of service here implies that the consuyeés the designated functionality he/she requested
together with hosting through a pay-per-use modkus, software-as-a-service is not synonymous with
SOA. This difference triggered the Software-as-ad8e Description Language (SaaS-DL). SaaS-DL
builds on WS-* to capture SaaS specificities ineortb support model-driven engineering. The straihd
SaaS also contains a standard, namely, the W3Qmrmeendation called SML (Service Modelling
Language). One anticipated use for SML is to defirmnsistent way to express how computer networks,
applications, servers, and other IT resources aseritbed or modelled so businesses can more easily
manage the services that are built on these resaurc

The fourth strand is driven by schools of businadministration and focuses on capturing the purely
economic aspects of services regardless of thaira@with less or no focus on IT services andveare
architectures). The German standard DIN PAS 10%8remlly prescribes a form for the description of
services for tendering. The structure is speciffed non-machine-readable way by introducing maorgat
and optional, non-functional attributes specifiedniatural language, such as, classification, ressur
location, etc. The PhD thesis of (O’Sullivan) adoptwider scope and contributes a domain indepénden
taxonomy that is capable of representing the nowtfanal properties of conventional, electronic aveb
services. The work compiles the non-functional prtips into a series of 80 conceptual models that a
categorized according to availability (both tempanad locative), payment, price, discounts, oblmys,
rights, penalties, trust, security, and quality.

The fifth strand is also economic but draws atentmainly to describing Service Networks, i.e., the
ecosystem and value chain relationships betweericesrof economic value. The e3Service ontology
models services from the perspective of the useds€eThis offers constructs for service marketing,in

a computational way, such that automated reasmupgort can be developed to match consumer needs
with IT-services. The main focus of this work isdgenerate service bundles under the considerafion o
customer needs. The Service Network Notation (Sbiytures similar aspects to the e3Service ontology.
However, SNN is an UML model that can be analyzmdnfieasurements of added value for each single
participant as well as for the whole network optation of value flows.

Finally, there are overarching efforts that concaet on the bigger picture of service systems oricee
science also taking into account socio-economietsp Stephen Alter was one of the first to reatinss
the concept of a service system is not well arditad in the service literature. Therefore, he doutes
three informal frameworks as a first attempt toimkefthe fundamentals of service systems. The wérk o
Ferrario and Guarino can be seen as a continuatimh formalization of Alter’s approach. Although
differing in its main notions, they present a refere ontology for ontological foundations of seevic
science which is founded on the basic principlegrablogical analysis. In turn, this reference togy
forms the core part of the TEXO Service Ontologyolbextends it by ontology modules for pricing,d&g
innovation, or rating information.

USDL is the only effort which covers IT and Busisesspects, serves both a reference and exchange
purpose, considers business network related infi@mand is about to be standardized.
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5.2.2 Repository

5.2.2.1 Target usage

The Repository is a place to store service moaepecially USDL descriptions but also other models
required by components of the overall delivery fearark (e.g. technical models for service compositio
and mashup). The repository provides a common itmtafor storage (centrally or distributed and
replicated), reference and/or safety.

The use of a repository is required in order toeappt the marketplace or other tools referring tumber
of central repositories for information relevant foteroperation of the enablers and roles withia El-
Ware platform. The repository contains publishesicdetions which can be utilized by any component i
respect to privacy and authorization constraintgsosed by the business models. Usually a reposisory
under control of an authority and usually is keggiack of versions, authenticity and publicati@tes.

User roles

* The Provider creates services and has an origesdrightion describing basic service information as
well as technical information. He needs to upload publish service descriptions on the repository i
order to make them available to other componentghef platform, such as the Shops/Stores,
Aggregators, etc.

 The Aggregator can use for example technical amdicgelevel information for existing in the
repository for the purpose creating composite ses/ior mashups from existing services. The
Aggregator needs information about the functiomad &echnical interfaces of a service in order to
provide an implementation. Service descriptions tloe newly created composite service can be
uploaded and published to the repository again.

» The Broker needs all kind of business relevant @sans of services, such as general descriptions,
business partners, service-levels, and pricingb¢opresented in the shop/store. Also technical
information can be required, on a level to be aoledo comparisons between services for the
consumer.

* The Channel Maker needs detailed information atlmithannel to ensure the proper channel creation
or selection. Further a channel may require emingdali wrapping the service so it can be accessed by
the user through the specific channel. Various obBnand devices such as Web (browser), Android,
iOS but also global as well as local social netwarkand community platforms such as Facebook,
LinkedIn, MySpace, Xing, KWICK! might be supported.

 The Hoster requires information on service-levetadptions, deployment and hosting platform
requirements to provide the necessary infrastradgtua reliable and scalable way.

 The Gateway will use information about technicdkerfaces to provide data, protocol and process
mediation services. The gateway also provides aesvior mediation towards premise systems outside
of the FI-Ware platform.

The repository provides also a shared storagelfonetadata related to application components, ithat
information related to the description of an apgticn component, its associated business modeljgbe
feedback, technical information and other relevdatlarative/descriptive information. To make this
possible thaJSDL model will be used and extended in order to spetigyinitial meta-information, both
technical and business/market related, empowetiegaicquisition and integration of new application
components from external sources.

The repository will allow managing and sharing albplication and services ecosystem relevant
information for the whole platform. This includégetprovision of relevant semantic information te -
WARE Data/Context Management in order to be exabdé by the whole FI-WARE platform to improve
and enrich the platform's recommendation abilities.

Page 65



FI-WARE High-level Description (<) fi-ware

There can be many repositories. A repository caroferated by the service provider (his own web
presence), the market place owner as well as dney stakeholder.

Users of the repository have to cope with multglitributed instances based on different implentarta
technologies. Therefore the API and format spedtiibms need to be defined clearly.

Hence, the developers, domain experts, and usaraseadifferent composition tools interacting wathe
or multiple repositories to create compositionslevait the same time taking into account a multitatle
different (business) aspects, such as participgiangies, ownership and licenses, pricing, sendsel
constraints, and technical implementation.

5.2.2.2 GE description

A suitable API for reading, filtering, and aggreggtservice information from the repository as wael
maintaining service descriptions will be made alzl@ for the interaction of other tools and compuse
with the repository and such allowing a tight imgn. Figure 45 shows the interaction of some
components and tools with the service repositonye @nportant source for service descriptions in the
repository is the USDL Authoring tool. In differemérsions it allows the various stakeholders tatere
services descriptions or parts of the descriptiorespect to certain aspects. The Authoring Tool use
the Repository API to retrieve, write and publigvice descriptions on the repository built-in inte
tool. The USDL Crawler can find service descriptidim its serialized form such as XML/RDF or RDFa)
on the Web and import it into the repository byngsthe writing functionality of the Repository AFA.
special Web-based Repository Management applic&tioaxample can be used to organize and maintain
information in the repository.

— 06

USDL Authoring

Tool
RY
| <R
: USDL Data
Repositor -
o vy —O USDL Crawler on the Web
# "
Repository
Management

> -0—

Figure 45  Model Repository for USDL
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Other components using the repository are compeniain the Aggregator, Channel Maker, Broker,
Gateway, Provider, and Hoster (see Figure 41).

Functionality

* The repository allows storing service model desions such as expressed by USDL.
e Searching and filtering allows to access conte&tHje information.

* Retrieve specific service description elements.

» Import and export of service descriptions for tggors from and into other systems.

* Organizational management

* Maintain consistency and constraints within theosi{ory.

* Provide version management and version tracking.

» Authorization and access control realized by th&\iare framework services.

5.2.2.3 Ciritical product attributes

* Flexible object model for covering various models.

» Allows for extensions and variants of existing msde

» Scalability: The repository must be able to starghamount of models.
» Optionally distributed architecture.

* Based on Internet standards

» Easy on-boarding (e.g. through Web-based accessimaptke registration)
* Web-API for integration into other tools/applicat

Existing products

There are various approaches for metadata repiesitdepending on the underlying information model.
Most prominent are the relational data model @diby relational databases, the XML information eiod
and XML databases like eXist, or RDF graph model &DF repositories like iServe. However, the
databases are only the technical foundation fomtbdel repository. One important issue for a repogi

of service descriptions is to ensure consistenayetidata. Data stored into the repository anderséed

by applications and platform components need ikgep the information consistent in order to ensure
reliable operation of the platform. Within previotlge projects TEXO and Premium Services various
implementations of a USDL repository based on anlLXddrialization of the USDL eCore model were
developed and used. Within FI-Ware we will considieked Date representations of USDL in order cope
with various extensions and variants of USDL. Seimametadata repository enablers provided by FI-
Ware, which can be the basis of a Linked Data warsf the model repository.

5.2.3 Reqgistry

5.2.3.1 Target usage

The Registry acts as a universal directory of imfation used for the maintenance, administration,
deployment and retrieval of services. Existing (ing) service endpoints as well as information reate
an actual service instance and endpoint are registe
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User roles

* Provider uses the registry to discover actual serendpoints at runtime.
» Platform operator provides deployment informationdervices.

* Hoster updates actual address and access to sendpeints

» Service provider provides deployment options.

5.2.3.2 GE description

The Registry links model descriptions (f.i. USDLsdgptions in the USDL repository) with technical

runtime information. Similar to a UDDI Registry feveb services it is a place to find information for

technical integration. Only if the service endpoistregistered it can actually be used for service
composition and coordination by the FI-Ware platfor

The registry maintains the master data that is exténl ensure proper (inter-)operation of the ptatfand
their components.

Functionality

» Create/read/update/delete entries

» Searching and querying entries

* Management (authorization, logging, ...)

* Locating services (find service endpoints)

» Description of deployment according to the techinicadels

5.2.3.3 Ciritical product attributes

» High scalability to support large number of actbezvices and users.

» High availability to ensure mission-critical reaht business processes.
» Easy on-boarding of new members and services.

»  Web-API for integration into other tools/applicats

Existing products

Today the UDDI registry fills some of the functiditiaof the Model Repository but has a limited seop
and is not used in a larger Web context. LDAP eduss yellow pages for maintaining organizatiorsahd
or technical directories.

5.2.4  Marketplace

5.2.4.1 Target usage

Internet based business networks require a madast@nd stores, where people can offer and delal wit
services like goods and finally combine them taieadded services. On the marketplace you canlguick
find and compare services, which enable you todten industry-ecosystem better than before. Sesvic
become tradable goods, which can be offered andirachon internet based marketplaces. Beside
automated internet services this also applies @wices that are provided by individuals. Partner
companies can combine existing services to newicgsrwhereby new business models will be incurred
and the value added chain is extended.
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Given the multitude of apps and services that bgllavailable on the Future Internet, providingoséfnt
and seamless capabilities to locate those seraicggheir providers will become key to establistvise

and app stores. Besides well-known existing comialkeapplication stores like Apple App Store, Google
Android Market, and Nokia Ovi, there are first effoto establish open service and app marketplacgs,

in the U.S. Government's Apps.Gov repository amnButer Associates' Cloud Commons Marketplace.
While these marketplaces already contain a coraiflernumber of services, they are currently, at a
premature stage, offering little more than a dosctservice. FI-WARE will fill this gap by defining
generic enablers for marketplaces and providingregice implementations for them.

User roles

» Service provider will place offers on the marketgl@r in a service/app store.
* Consumer can search, browse and compare offers

» Repository will be used to get services description

* Registry will be used to register stores, providerarketplaces, ...

» Service store will participate on a marketplace pmblishes offerings.

* Channel Maker will consumers give access to th&etplace

5.2.4.2 GE description

We differentiate the service marketplace from a&iserstore in our architecture. While a store isied by

a store owner who has full control over the spedlfinited) service portfolio, and offerings a meilace

is a platform for many stores to place their ofigs to a broader audience and consumers to seadch a
compare services and find the store, where to Bbg. final business transaction (buying) is donéhat
store and the whole back office process is hano\ethe store. There are existing Internet salesqofas
that actually have marketplace and store functiphabmbined. However, conceptually the distinctien
useful in order to simplify the architecture andiédna better separation of concerns.
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Figure 46  Service Marketplace and Store to Consumer

Figure 46 depicts the interaction of the marketpland store to bring their services to the consuwiger
different channels. The marketplace for instanceuse a Web channel, which can be used with aatdnd
Web browser, whereas the store is delivering sesvia a Android device using native applicatiorse
marketplace generic enabler does not have a sirggle interface. It rather enables to offer marlestpl
functionality (services) through different channels

Figure 47 shows the interaction of the marketplaitk the repository, registry and store. There rhigh
multiple instances of all components. A marketpldoe instance can use multiple repositories and
registries as a source and can have a large nushiséores offering their services. Both, marketplaod
store are using the repository and registry toeetrand maintain service descriptions.

As a special value added tool for providers andregmtors, a pricing simulator can be offered at the
marketplace. The pricing simulator is a decisioppguit system for strategic pricing management. dihe

is to support complex pricing decisions that takehbinter-temporal and strategic dependencies into
consideration by providing a comprehensive marketleh representation. A tool to tackle complex
strategic pricing decisions has to be capable kihgainto account the competitive landscape and its
development over time. The cornerstone of sucho&isothe realization of a stochastic multi-atttéu
utility model (probably into an agent-based simolatnvironment), where it can subsequently bebigd
either the fitted part-worth of a conjoint studytbe relative quality and price scores of a custovadue
analysis. The result of the tool provides a foretasv different initial price strategies may unfafdthe
market.
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Figure 47  Marketplace and Store to Registry

The functionality listed here contains a numbemaindatory features and also a number of nice-te-hav
features as well. While searching for services, mamimg services, and managing connections and
interactions with shops are absolutely necessheypther features are nice-to-have for a markedplac

the FI-WARE context, request for quotations, ragingnd strategic pricing support seem to offer ddde

value.

Functionality

Search and browse offers from different serviceesto

Compare offers from different stores.

Check availability of an offering in the store.

Request for quotation processing / negotiatiorafoertain need (optional).
Independent trustee and clearing house.

Auction, bidding (optional).

Advertisement, campaigns (optional).

Rating, feedback, recommendation of stores andiofe.

Pricing support, price monitoring, sales cyclethim market across different stores.

Manage connections and interactions with serviopsh

5.2.4.3 Ciritical product attributes

Customizable for different application domains/eext
Multi-channel access (Web-based access, mobile, ...).
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» Easy on-boarding for store owners and consumers

Existing products

There is a plethora of marketplaces for various alom It is useless to give an extended list here.
Prominent examples are ebay.com, craigslist, milsend Amazof!. In the area of services there are
markets for craftsman such as myhammer.de. Theralap market places for regional players. Since
there is no standard in respect to offerings as agekervices and products and no common busirress o
technical framework, it is quite difficult for shapvners to be present on multiple market placeshdén
area of software applications we find a numberootalled App Stores (Apple, Google, and Amazon) tha
are somehow closed environments controlled by glesiowner. The AGORA Service Marketplace was
developed within the THESEUS/TEXO project.

5.2.5 Business Models & Elements Provisioning Syste m

5.2.5.1 Target usage

The more important question for an applicationewige when it is available to be launched in trerkat

is to define the business model and the offers @imks available for the customers. The aim is the
monetization of those new services and applicatidhen it is necessary to have a flexible way tfinde
the manner in which services and applications @asdid and delivered to the final customers; it ban
summarized as the business model definition. Tisenbas model will define the way in which customers
pay by application and services and the way in fwhie incomes will be split among the parties (&ng
party and multiparty models). Once time the busimesdel is defined, is necessary to provision these
details in the rating/charging/billing systems.

User roles

 Managers will setup available business models dmed parts of them that will be available for
applications, services, parties and users.

» Parties/providers have to setup the business met&fents of their applications and services.

5.2.5.2 GE description

There is a complex issue to solve when dealing with aggregation and composition of new services
based on other ones that affect to business aspects

Business models & elements description:
» Offers and price descriptions

2 Amazon is actually a certain mix of a store amiaketplace. At the one hand Amazon sells produtiés own
but also lists product offers from external supglie
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Policy rules to manage prices
Promotions description about the offer and prices
Business SLA (violations and penalties)

Techniques regarding aggregation, composition, lmmdmash-ups, settlement and revenue sharing
business models

Conceptual architecture about BMEPS is shown iniféig8.
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Figure 48  Business Models & Elements Provisioning System

Functionality

To define all the business models elements to baadoke for applications and services
To associate business models elements to apphisadiod services

To define revenue settlement and sharing models

To link revenue sharing models to applicationsrsise/and user groups.

To provision business models elements in exteatalg/charging systems and RSSS.

Relations to other components

Settlement and revenue sharing system
Developers portal

5.2.5.3 Ciritical product attributes

There must be possible to support different kindudiness models.
Business models and elements must be customizable.
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Existing products

This kind of functionality must exist in an ad-heay inside AppStores (Apple, Google, and Amazom) an
open APIs from Telco initiatives. It would be atted to rating and billing systems. Inside them aym
exists similar tools that may provide this functdty.

5.2.6 Revenue Settlement & Sharing System

5.2.6.1 Target usage

In the Future Internet there is a need to managecommon way how to distribute the revenues preduc
by a user’'s charges for the application and sesvoamsumed. When a customer buys an application or
service, he pays for it. But this charge can béribdiged and split among different actors involJgor
instance marketplace owner earns money and mashawesto split the money).

User roles
* Managers will setup available business models ani$ pf them are the revenue share model.

» Service provider will setup revenue share moded@ated to Applications and services, and they have
to be loaded in the Revenue Settlement & Sharirsge!y.

» Developers have to know about the revenues of #pgilications and services.

* Involved service/applications providers have townabout the revenues of their applications and
services.

5.2.6.2 GE description

In the services oriented environments, there wdlladbcommon pattern for services delivery: it does n
matter the type of service, each time there willnt@re composite services based on the aggregation o
multiple atomic services. Beyond the complexitiéstiie management of composite services (design,
provision, etc.), there is a complex issue to solMeen dealing with the business aspects. Both the
composite and the atomic services must be accouratied and charged according to their businesemod
and each of the service providers must receive toeresponding payment.

The service composition process will end up in laezaetwork of services (an oriented tree) in wittoh
price model of each service and its share of ppdiion in the overall services is representedit@nother
hand, depending on its business model, the busirsework may play different roles in relationthe
service providers. These realities will lead tdediént scenarios in which the revenues generatethédy
services must be settled between the service mmrid

» If the business framework charges the user forctiraposite service, a settlement process must be
executed in order to redistribute the incomes asdlearing house.

» If the business framework charges for all the s@wiin the value network, then besides the settieme
function, there could be a revenue sharing probgsshich a service provider might decide to share a
part of its incomes with the service provider tisagenerating the income.
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S3

52
< 54
S5 = S6

] >

< Revenue Sharing Settlement
ﬂPaymcnt

Figure 49  Payments, Settlement and Revenue Sharing in a Seres Value Network

S1

In this context, a service must be understood braad sense, that is, not only as a remote deaduple
execution of some functionality, but also considgrother types of services: the business frameitseK,
content services, advertisement services, etc.

Nowadays, there are some examples in which revdistigbution is needed. The best known example is
Apple Application Stord, which pays a percentage of the incomes form gficagpion download to its
developer. Another example is Telco API usage. @hame two sides like Telefénica’s Blue¥izor
Orange’s Partnét, in which the application developers receive rexeshare for the usage of Telco APIs
by the ggal users. There are also examples of ithithe cloud computing services, like dbBfeand
Rollbas

The Figure 50 shows a conceptual architecture yfstem for settling and sharing revenues. Therexare
number of different sources of revenues for a gsenvice that will be integrated and processedraatg

to the business model of each service and the wevelmaring policies specified for each partner. fired
revenues balance will be transferred to a paymertken to deliver the payments to each
provider/developer.

2 http://store.apple.com

22 hitp://www.bluevia.com/

2 http://www.orangepartner.com

24 http://www.dbflex.net/

2 http://www.rollbase.com/
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Figure 50  Revenue Settlement & Sharing System

Functionality

* Receive or interact with other external systemléading business models models regarding sharing
and settlement.

» Define and store the different revenue sharing tsatdebe applied taking into account Applicatioran
Services Ecosystems business models.

» To receive, store and load call data records orgihg logs about the different sources of chardes o
the application and services ecosystem to the st

» Creation of aggregated information and data todsel to distribute the revenues.
» The information of developers or users to be paslitbh be stored.

» Daily revenue share execution and generation.

» Payment file generation and sending to the payimexker.

Relations to other components

» Business Models Provision System

* Revenue sources systems (application stores, seshia@ps, advertising, etc)
» Payment broker

» Developers portal

5.2.6.3 Critical product attributes

* Revenue sharing models must be customizable.

* There must be available simulations of RS modetsahtime.
» High scalability and high volume of CDRs

» There must be possible to process different revenueces.

* Report generation API to extract information.
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Existing products

There exist various application stores and sem@asystem from different domains. There are wedhim
examples like AppStores (Apple, Google, and Amazmg BlueVia and Orange Partner initiatives from
the Telco world. Inside his commercial productsexsimilar systems that provides this functiogalit

5.2.7 SLA Management

5.2.7.1 Target usage

The management of Service Level Agreements (SLAEbw& an essential aspect of service deliveryhim t
future internet. In a competitive service markedicgl, potential customers will not be looking fof “a
service, but for “the best” service at the “bestg. That is, the quality of services (QoS) — sashtheir
performance, economic and security characteristiage just as important, in the market place, & th
functional properties. Providers who can offer h@uaS guarantees will have the competitive edge over
those who promote services as mere ‘functionalsun8LAs provide these hard guarantees: they are
legally binding contracts which specify not jusathhe provider will deliver some service, but thas
service will also, say, be delivered on time, given price, and with money back if the pledgeriskien.
The cost of this increased quality assurance, hewes increased complexity. A comprehensive and
systematic approach to SLA management is requaethsure this complexity is handled effectivelyain
cohesive fashion, throughout the SLA life-cycle.

User roles

Specifications will cover the following use cases:
» Service providers design & publish SLA templatesiets descriptions of their service offers.

 Consumers search SLA template repositories foriceregffers matching their functional & non-
functional (QoS, economic, security) requirements.

» Consumers and providers negotiate SLAs.

» Brokers/Hosters (possibly third party) observe $kete of service delivery mechanisms in order to
detect & report (potential) violations of SLA guatees.

» Autonomic controllers (managers) respond to changontingencies (e.g. violation notifications) - by
making appropriate modifications to SLA assets andérvice delivery systems - to ensure business
value is optimised.

5.2.7.2 GE description

SLAs have implications for the entire enterprisateat (Figure 51). In particular, SLAs have:

* Legal Impactan SLA represents a binding legal agreement.r@grang an agreement, the agreement
parties commit themselves to satisfying the termthe agreement and fulfilling its obligations. To
have any significance at all, these obligations tnmesenforceable — by one means or another - such
that failure to abide by the agreement carriesvalaled penalties.

e Systems Impactproviders must ensure they have the means & ressuto deliver the agreed
functional capabilities within the guaranteed Qa@S8its. Customers must ensure that restrictions or
requirements on service usage are observed. Msnitast ensure that relevant system state properties
are observed, and that timely, accurate warnindfamotifications of violation are posted.

» Business ImpactSLAs represent revenue, investment and risk. dbusts pay for the services they
consume. Providers pay for the resources they éxXplaleliver services. SLA guarantee violations
incur penalties. The goal of SLA management is émage SLA assets in order to optimise business
value.
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A prerequisite of effective SLA management is thetematic integration of knowledge at all theseslsv

Businass
Significance

-t

Systems . SLA Legal
Significance Significance

Figure 51  The impact of SLAs on the enterprise context

The SLA life-cycle (Figure 52) begins with an ungtanding of the service provider's business objesti

& models and their relation to available resoureesl service delivery capabilities. This combined
knowledge informs thdesignof the provider’s service offer, encoded and mifgd in the form of an SLA
“template” (an SLA with open, customisable “slotsi’ customer specific information) to support ehed,
QoS-based servicdiscovery Having located a suitable or merely promising pgkxte, the customer
initiates negotiationwith the provider, which proceeds in rounds of Shdposals and counter-proposals
until agreement is reached. If agreement is readmedSLA is signed; resources allocated, and cervi
delivery and (possibly third partyinonitoring mechanisms commissioned. Once in effect, the SLA
guarantees must be monitored for violation, and@enalties paid. If possible, steps may also bertadk
assure optimal business value: service deliveryraaoditoring systems can be reconfigurefl {nternal
service level management) and SLAs renegotiatesien terminated. For the future internet, we expect
and so wish to support — increasinglytonomic controbf negotiation, service-delivery and monitoring.
Finally, there are various management issues (mhtated in Figure 52) relating to tlversioning of
templates (offers) anarchiving of SLAs, monitored data, SLA state & negotiatiostdries, and any other
information that may prove useful to the desigfutdire service offers.
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Figure 52  Process view of the SLA life-cycle
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To reiterate, the key point is that managemenhefSLA life-cycle critically, and fundamentally, gends
on understanding thagnificanceof SLAS to the whole enterprise. SLAs hdegal impact,systemsmpact
andbusinessmpact. SLA management is all about controllinig impact, throughout the entire SLA life-
cycle, in order to optimise business value. To l@athis highly complex problem space, we first nézd
understand it. Current standards and technolodfes at best only partial solutions: tackling eitlene
aspect in isolation, or looking at the whole buthwiverly restrictive assumptions. What is missmghe
big picture:a comprehensive and highly integrated set of geriaformation & process models detailing
SLA management over the entire SLA life-cytle FI-WARE generic enabler for SLA Managemerit wi
look to develop this integrated view.

Specifically, the generic enabler will consist of@mprehensive “SLA Model” comprising three mutyall
specified sub-models (Figure 53):

* SLA content modelfformal conceptual, syntactic and semantic speaifins of SLA content. In
particular, SLA content must lmear and preciselt should be possible to get a clear indicatibthe
terms of the SLA from only a superficial readingutBhese same terms must also have a precise
significance at the technical systems level — angbarticular they must translate to unambiguous
monitoring requirements.

» SLA life-cycle modeformal specifications of SLA state-transitiongdastate semantics. For example,

the precise conditions under which an SLA can bendédly described as “agreed”, “terminated” or
“violated”.

» SLA management modébrmal specifications of processes & mechanigmgaicting SLA state. —e.g.
functional capabilities & abstract machines.

SLA
Content
Model

SLA
Life-Cycle
Modael
Bpol
juswabeuey
Yis

Figure 53  The SLA Model

The SLA Model will not be designed from scratcht Will instead be consolidated from existing saus.

In particular, we will look to extend and generaliwork undertaken as part of the FP7 ICT Integrated
Project SLA@SOP, and to consolidate these results with other netafforts such as: WS-Agreeant
(re: negotiation), WSLA? (re: content & monitoring) and SLARY(re: monitoring).

2 5LA@SOI, seehttp://sla-at-soi.eu
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In terms of the high-level business framework congra architecture, there is no need for a dedicated
SLA Manager component. All the SLA management pees described above can be viewed as either
advanced functions of existing components or asreat service dependencielscoveryis properly the
province of the Marketplacenegotiation the province of the Shopmonitoring is ideally left to
independent, trusted, third-parties; and the remgimformation requirements are covered by USDH an
Business Elements & Model Provisioning. This saiisting tools and services (e.g. from SLA@SOI) wil
be employed if and where applicable, and proofasfeept and/or prototype demonstrators will be
constructed for the more advanced features of Slakagement. The goal of the FI-WARE generic
enabler for SLA Management, however, is to devedapintegrated SLA Model that can serve as the
foundation for the development of robust SLA-awapelications in the future internet.

Functionality

Specifications supporting:

* SLA content authoring.

* SLA life-cycle management.

» SLA-based service level management (SLM).

Relations to other components

e USDL: e.g. for SLM support

* Business Models and Elements: for encoding busvedse

* Revenue sharing

» External (third party) services: e.g. for third4gamonitoring and secure penalty payments.
» Marketplace: for QoS-based discovery mechanisms

* Shop: for SLA negotiation.

5.2.7.3 Ciritical product attributes
» Extensibility and customizability to meet (unforesgdomain-specific requirements.

» Clarity and precision of SLA content: the significa of SLA guarantees at system, business & legal
levels must be immediate & intuitive and technigalhambiguous.

» Harmonised, comprehensive and integrated SLA Mspletifications.

* Modular and extensible design supporting customlieggpn to (unforeseen) domain-specific
requirements.

2T\WS-Agreement, seditp://forge.gridforum.org/projects/graap-wg

B \WSLA, seehttp://www.research.ibm.com/wsla/

29 SLANg, seehttp://uclslang.sourceforge.net/index.php
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Existing products

« SLA@SOI

*  WS-Agreement
* WSLA

« SLANg

5.3 Generic Enablers for Composition and Mashup

The recent social, economic, and technological Idpweents lead to a new phenomenon often called
servification, which is supposed to become the datitig principle in the economy of the future.
Wikipedia, Amazon, YouTube, Apple AppStore, Facdb@md many others show the unprecedented
success of Internet-based platforms in many areelsiding knowledge and content delivery, social
networking, and services and apps marketplace8VARE is supposed to play a key role as the main
technological driver bringing together cloud conipgt mobile networks, Web2.0, Apps, services, data
sources, and things on a broadband Internet andlieganulti-channel consumption and mobile multi-
device acces#Application and Services Ecosystemable to exploit the innovative value proposition of
servification to its full potential from the tecHogy as well as from the business perspective are
envisioned as one of the main pillars of the Futaternet.

Few applications can really become killer applmasi alone, but many of them could have better asanc
in combination with othersSupport of cross-selling through compositiorwould therefore become a
highly desirable feature in Application and Sergiesosystems. However, most relevant ecosysterag tod
do not incorporate these features or do not indatpahem at the right level. FI-WARE strives t@lext
the composable nature of the application and sesviechnologies in order to support cross-sellimg a
achieve the derived network scaling effects in ipldtways. It will enable composition either frotmet
front-end perspective mash-upsor the back-end perspectiveemposite services

Phenomena like Wikipedia and YouTube have tauglious end consumers may become major drivers of
innovation whenever suitable authoring tools, canpnted by social tools that maximize their abiiiy
exchange knowledge and gain recognition, are pealvitHowever, whilerowd-sourcing and social web
technologieshave experienced a relevant development in thedradormation and multimedia content,
they are still immature in the application and gmy space. In FI-WARE, the mash-up and composition
capabilities offered by the different types of soqipd components are expected to leverage their
reusability as well as the creation of value-addggs/services not only by application and service
providers but also by intermediaries and end uaetsig as composers @rosumers The supported
framework will rely on a defined set of user, pawnsi and intermediary roles defining the skills, afzifities

and responsibilities of the actors and relationshimong them. The value network spanned by the afle
the actors and relationships among them defines ctieation and distribution of the value-added
applications from the technical perspective. As ¢hpabilities and skills of actors are expectedatmye
from technical experts with programming skills tonthin experts without technical expertise or even
simple end-users with no programming or technidallss all kinds of usability aspects, conceptual
simplification, recommendation, autonomous provigig (incl. composition, description and
deployment), as well as procurement and user ga&aiill be taken into consideration.

There are two main functional components that candentified in service composition and application
mashups: the aggregator and the mediator rolesré-tey). The aggregator allows the creation, exjoosi
and execution of composed (or mashed up) servicdsapplications. Whenever a composed service or
application is used the need might arise to useediator for components to properly communicate and
interact.
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Figure 54  High-level architecture of Aggregator and Mediator

Future convergent composition techniques requsmart integration of process know how, heterogeseou
data sources, management of things, communicatorices, context information, social elements and
business aspects. Communication services are erxathir than process driven by nature. Thus, a
composition paradigm for the Future Internet ndedsnable composition of business logic also driven
asynchronous events. The framework will support the-time selection of Mashable Application
Components (MACs) and the creation/modificatiommhestration workflows based on composition logic
defined at design-time, to adapt to the state efabmmunication and the environment at run-time2 Th
integration of Things into the composition requitieat the special characteristic of 0T servicestaken
into account, like lower granularity, locality okecution, quality of information aspects etc. Mareg the
framework allows the transparent usage of appboatiover many networks and protocols (HTTP/REST,
Web Services, SIP/IMS) and corresponding execuglatforms (both Web and native apps) via a multi-
protocol/multi-device layer that adapts communmatnd presentation functionality.

The aggregator can be further split int@@nposition editingtool used for the creation of design time
compositions (described by a specific composit@amgliage), aexecution environmento expose and
execute the composed services, amepositoryfor keeping the relevant information in the meaitevh
Before presenting the functional components of ggregator we make a short presentation of relevant
concepts and technologies.
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Front-end vs. back-end composition

Roughly speaking an application represents a sodtwanstruct that exposes a set of functions dyréct
the consumer via a user interface, without exposing functionality to other software constructs. A
service on the other side is a software consthattprovides functions for other services or appiins is
accessible via a set of well defined programmingrfaces.

From the compositional perspective we can diffea¢mttwo broad categories: service composition or
application mashup. The two represent compositromfeither the front-end perspective — composed
applications (or mashups), or the back-end persfgeet composite services. The main difference & th
interaction with the human end-user. In the casbauk-end composition, the composed service is yet
another back-end service, the end-user being obbvio the composition process. In the case ot-#od
composition, every component will interface bothestcomponents and the end-user through some kind o
user interface. Thus the front-end compositionn@ashup) will have direct influence on the appliaati
look and feel; every component will add a new usgeraction feature. This of course will heavily
influence the functionality of the components. Whback-end components are created by atomizing
information processing, front-end components (refitralso as widgets or gadgets) are created by
atomizing information presentation and user intiioac Another difference is that the creation and
execution of the front-end components will headigpend on the available runtime environment (eafp-w
browser, device OS, 2/3D presentation platform, the different presentation channels they areseg
through (Facebook, Yahoo Widgets).

Composition vs. mashup

The capabilities and skills of composite serviceators are expected to range from technical expéitts
programming skills to domain experts without teclhiexpertise or even simple end-users with no
programming or technical skills. Actually one oétmain advantages of a component-based architasture
the democratization of the service creation pracées don’t need to be a technical expert and khow

a component is built in order to use it. Of coutee expressivity of the composition language will
determine the amount of technical knowledge requiceuse it. A smart composition editor could céer
different user expertise and roles (from serviaeators, to resellers and finally to prosumers) igjnky
complexity behind different types construction lsptrading off flexibility for simplicity. For exapie, a
technical expert could write the composition iregttbased format with full access to the constrotthie
composition language, while an end-user could ugmphical building block construction employingyon
the most basic features of the language. Neveg$dle complexity and expressivity of the compositi
language could be pragmatically restricted by p@ieation area or by the support offered in thecetion
environment.

Due to the reasons previously explained we expackdend compositions to employ a more complex
composition language and environment (notwithstaotlie fact that users such as domain expertsnaeith
technical background may use only simple composigmguage subsets). Front-end compositions on the
other hand will most likely use simple constructa ébe suitable for manipulation by end users and
presentation designers, and more expressivelyreefels mashups. In the next sections we describe
common characteristics for both the front-end mpsimd the back-end composition.

Data vs. service composition

Another differentiation that is sometimes made rdgalata vs. service composition. Data compositon
used to denote a composition process where ondy fttavs are transformed and aggregated (e.g. Yahoo
Pipes, JackBe), in contrast to service compositridnich entails more complex dataflow, workflow, and
synchronisation mechanisms (e.g. BPEL). Nevertkeles can regard “service composition” as being a
superset of “data composition”.
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Workflow-based composition

Composite services consist of a set of componenices and definition of the control and data flow
among them. The actual exchange between elememisamposition can be understood as a workflow
with specific actors (the services) and the flowaofions (e.g. a data dependency - one operatiedsne
data produced by another operation) to be exechyedhem towards achieving the goals specified.
Typically such a composition and the related wankfhas to be created before the composite serdaice c
be executed and thereafter created compositionsvarkflows will be executed unchanged repeatedly in
the same or in different contexts.

Composition creation is the first logical phasethe service composition process. Composition agati
functionality aims to support the creation phaseebbling the automated checking of dependencies
between services, so that created compositiongadickand useful. General practice in workflow défon

and description languages is the definition ofbfatk services to compensate for faulty executiarthS
fallback services can clearly only be defined dyitime creation phase.

The explicit representation of the execution omafethe composition steps in a workflow providesleac
and easy way to express chronological control dégrecies. Typically, workflows can express sequéntia
and parallel flows as well as use conditional shetets. More advanced approaches can support naultipl
entry points, error and exceptions handling, intioos of external services. Most often, workflows a
defined implicitly by implementations of applicat® written using typical imperative programming
languages. To overcome the aforementioned disaalgestof the implicit workflows and to offer a more
formal and programming language independent wayexgressing the workflows several workflow
definition languages were proposed and standardiB&REL4WS and BPMN 2.0 are technologies of
choice for XML Web Services based workflows). Wdolf scripts are executed by an orchestration
engine (e.g. a BPEL execution engine executes BRRES 4vorkflows). The orchestration denomination
represents an analogy to the composition. Whilemfoosition” is employed at creation time, the
“orchestration” is supervising the execution.

Event-based dynamic composition

Alternatively, workflows can be dynamically created adapted during composition execution. Suitable
services are identified and executed as neededl lmas¢he current context (depending on external and
internal events and results from previous servigegations).

Such workflows are valid only during execution tiared under the particular circumstances. The dymami
creation of compositions can be achieved througtesys with the capacity to solve problems using
inference procedures with a traceable line of neiagpbased on application domain specific knowledge
(e.g. model-driven systems). In contrast to ruleseld and case-based systems that rely on expesaadce
observations gathered by human users, model-dgystems rely exclusively on formalised knowledge
stored within the system itself.

Model-driven systems are enhanced by modelling dbestraints that influence the behaviour and
functionality of a system and its components. Qands are constructs connecting two unknown or
variable components and their respective attripudefines the values the variables are allowedat@eh
and defines the relationship between the two vallesther words, constraints can ensure that 8peci
components are put together in a correct fashidhowt having to specify any component related roles
calculations.

The model-driven template-based approach to conipoesireation is based on composition templates
(composition skeletons). The skeleton includes rif@n parts of the business logic of the composed
service, but is not complete with regard to someplémentation parts. For example, certain
implementation parts should invoke some kind ofises (SIP, WS, EJB, etc.) or should require soata d
from a particular source, but neither concreteisermor data source are known at the moment ofcgerv
development. Instead, such points in a templatenarked in a special way, so that this place caioined

at the runtime.
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During the run-time (and/or even at the assemblgiemioyment time), the composition engine is inwbke
at those places and it dynamically decides aboat wrvices to invoke or which data source to ased
on constraints evaluated at that particular tingsetially the composition engine is creating tloekflow
step-by-step during runtime, and different compositlecisions can be taken depending on exterrgltsv
or on the return values of previously executedisesv It should be noted, that the selected semédre
itself be another skeleton build in the same way.

As mentioned above, the composition engine craatekflows on the fly at runtime. Ideally it shouhbt
deal with the protocol implementation of the invikma of different service technologies (e.g. SIPSW
REST, RMI, etc.). These are left to the Compositixecution Agents (CEAS), which are responsible for
enforcing composition decisions in a technology gmdtocol specific way. Actually the CEAs are
orchestration engines for the different servicehtetogies and they receive the workflow from the
composition engine step-by-step via a uniform ARdbte that there could be considerable differences
between these CEAs. For example WS entails regasgtnse invocations in a hierarchical tree stractu
while SIP deals with asynchronous events and piersiservices in a chain structure.

5.3.1 Composition editors

5.3.1.1 Target usage

The Composition editorareGeneric Enablershat help the service provider to create applcathashups
and composed services. Editors should provide simagmment to combine and configure applications and
services in graphical way.

Different editors could cater for different userpexise (from technical experts with skilled in the
composition language to domain experts without el expertise or even simple end-users with no
programming or technical skills) and roles (frommpmsed service creators, to resellers and finally t
prosumers) by hiding complexity behind differenpag of construction blocs, trading off flexibilitgr
simplicity. By prosumer we denote a consumer-sidé-ieser who cannot find a service which fits her
needs and therefore modifies/creates services addroc manner for her own consumption.

Editors should support facilities for consistenbgecking of interfaces and simple debugging. Theyukh
connect to the Execution Engines allow testing,udging, installing, executing, controlling and post
execution analysis of the composed applications.

Composition descriptions and technical service rilgsons should be edited/created in the editor and
stored/fetched to/from the Repository.

When creating compositions/mashups editors mighhect o the business infrastructure:
- Marketplace to search for services

- Shops to purchase component services them fongestieployment, and to expose composed
services for purchase

- USDL Registry to browse business information relateservices

Editors could be connected to a user and identisnagement service for controlling access to the
applications.

5.3.1.2 Descriptions of GEs

As presented in Figure 54 we have identified thdféerent types of GEs that pertain to specific
aggregation needs. These are the Application masHiipr, the Dataflow-oriented service composition
editor and the Event- and constraint-based composditor, which are detailed next.
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Application mashup editor

Regarding application mashup, FI-WARE referencehitgcture should offer an editor to create
applications built from discrete front-end compaise(e.g. gadgets/widgets, apps) and connectedeat th
front-end layer. These components rely on a sefiesther plain or composed backend data/serviees.
testing and debugging and presentation of logged the editor will connect to the Mashup Execution
Engine.

The editor should offer functionality for creatirgn application front-end as a mashup built from
gadgets/widgets that rely on a series of eitheénmacomposed backend services. Client-side igaglget
communication facilities should be supported inclgdsupport for optional filters (wiring). Desigitre
semi-assisted modelling aids, such as suggestiomslevant relationships amongst gadgets and mashup
(e.g. consumed data vs. produced data) togethbrdyitamic discovery facilities from the gadget/vétig
and mashup repository will ease the mashup creatasik. For persistence/sharing purposes the mashup
needs to generate a MDL (mashup description lareguagdel.

The application consumer, acting as a prosumengbleer domain experts, business professionals ar en
users), uses the application mashup componentnastid@ composition editor to develop mashups. The
application mashup provider develops their own able gadgets or even mashups and offers them as
building blocks. These gadgets/mashups are addsudtprovided via the repository.

Dataflow-oriented service composition editor

We characterize an editor for dataflow oriented gositions intended to support subject matter expert
without programming competence and additional sdpdr features design-time composition. Service
providers of different roles (subject matter expehusiness professionals or end user prosumezshas
editor to describe and operate services. The sace added to the repository and provided via the
library. Operator of the application composer ma&sagnd controls application composer access and
functionality.

The dataflow oriented application composer is madepéd, with major functionalities described next.
Composition studio: This module provides a graghigser interface to combine appropriate services,
connect services and data flows, configure senacelscheck consistency of the composition. It suigp
file transactions (open, store, rename) and disgptions (e.g. expand, link types, descriptions).
Debug/Simulation: This module allows the step ®psipplication execution. It supports to displajata
flow and the change of the data for every singteise. Service Library: This module provides areiféce

to the repository to browse information about theviee categories, services, description, datatiapd
data output. Deployment and governance: This modlidsvs configuring, deploying and managing an
application. Aspects to be controlled are start emd time for service execution, authorized usedsuser
groups to execute the application, remove and rer@an application. The deployment feature sugport
composition model translation into executable lags such as BPEL. The execution is supportedeby th
service orchestration engine (especially BPEL feasiu

Important features are: (a) Extensions for desige-tservice composition that can be provided irasse
libraries, (b) Modelling workflow, (c) Supportingmplex behavioural patterns, using modelling elasen
such as gateways (exclusive, parallel, loops, é&ig)Modelling data flow, including support for cptax
data flow mapping, transformation and consistenicgck, (e) Modelling of orthogonal (independent)
composition work and data flow, (f) Design-time $essisted (in opposition to manual modelling)
modelling aids, such as dynamic binding, data ftmmeration, data flow mapping, data flow consisgenc
(g) Task expansion with matching composition (sutepsses).

Event- and constraint-based composition editor

Next we describe the functionality of an editorttisapports convergent composition techniques that
include asynchronous event-driven communicationices in a SOA manner.

The editor allows the creation of composed sersiadetons. The skeletons provide the business, |ttgc
data and control flow, and service placeholdersil&boking similar to workflows, they are not, tee
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skeletons only provide placeholders for serviced #re going to be resolved at runtime. Moreovey th
may not provide a clear ordering of service execufexplicit parallelism). The order can be cholgithe
execution engine at runtime depending on the gpecitonstraints that trigger the execution (data
availability, external events, etc.).

Specification of global (valid throughout the comsjtion) and local (valid only on that template)
constraints are used to decide runtime servicet@eand event filtering. While the choice of nedat
services can differ at runtime compared to desige,tstill for many cases the set available atinumtis a
subset of the one available at design time. The<ethtor should apply smart constraint resolutitso at
design time to help the designer get an idea oft wévices might resolve at runtime, an help hepare
all the relevant inputs and outputs. This inclugsiesrt automatic editing suggestions to the user t@b-
completion).

Many communication-type services depend heavilgwmts, and first class support for events neetle to
provided. External and internal events may stdaib@as, events can be filtered, events can be thrand
scopes can be defined on parts of the skeletonsudrs®quently used in event filtering.

Several services might be suitable to implemeniaagholder template. These services can have eliffer
input and output parameters and the editor needsdféo the possibility to correctly map the diffate
dataflow types, while providing an easy way to teeunified interface.

5.3.1.3 Ciritical product attributes

Application mashup editor

* Visually compose (mashup), configure, deploy, axd tomposite (mashup-based) applications in
an easy-to-use environment.

e Support for innovation at the service front-endqgatahg it to their actual necessities.

» Availability of a Web2.0-based (crowd-sourced) sltlacatalogue of combinable gadgets/widgets,
mashups and services. Find easy-to-understandrmutdbcks, descriptions and examples.

» Easy configuration, modification and arrangemergadgets/widgets and mashups.
* Rely on Web standards including standards on magdesgription languages.

* Openness and extensibility

» Ability of integration in multiple channels (e.go@al network, portal, widget)

Dataflow-oriented service composition editor

» Compose, configure, deploy, and test applicationsaisy- to-use environment for tech-savvy end
users without programming competencies.

» Easy-to-understand descriptions of atomic seraceksdiscovery in repository.
» Easy configuration, modification and arrangemergeasi/iices and applications.
Providing easy-to-use control and monitoring feasusf application execution and management.

* Using open web standards for technologies. Thugp@tsp extensibility to integrate other
standardised (REST, SOAP interface) services.

Event- and constraint-based composition editor
* Use Web and Web Service standards and SOA and EiDéiges.
» Ability to interface many service technologies, e&splly communication-type services.

» Designer should find easy-to-understand descriptiand examples of atomic and composed
services.

e Support for asynchronous event-driven services.
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» Support for constraint-based composition with lziteling.
 Compose, configure, deploy, and test composedagtjgins in easy-to-use environment.

Existing products

Regarding mashup and gadget specification, theaedisaft widgets specification published by the W3C
Software vendors (like Microsoft or Google) defintbair own widget model. Mashup platforms such as
NetVibes use the compelling Universal Widget Arebitire (UWA), whilst others, such as OpenAjax,
have no component model per se but vital stratefgiesitting/putting Web components together in the
same mashup.

There are a large number of FLOSS and Commergaialu@ing free or community editions) service
composition editors for BPMN, BPEL, etc, such ag»Qintalio, ActiveBPEL, Eclipse BPEL, Eclipse
BPMN, JBoss jBPM, Activi BPMN Eclipse Plugin, OradBPM Studio.

An event-and constrained-based editor is implentebyethe Ericsson Composition Editor.
5.3.2 Composition execution engines

5.3.2.1 Target usage

The Execution engine is exposing and executingcttraposed services. The service provider/operator
deploys services/mashups by fetching technicalieedescriptions and composition description frém t
repository. This most likely will happen throughyieaphical user interface in the Composition Edifdre
service provider/operator controls execution mgdest, stop, debug), and can fetch logs and tgadita,
most likely through the Composition Editor GUI.

5.3.2.2 Descriptions of GEs

We can differentiate three generic enablers forcetten engines presented next: front-end mashup
execution engines, service orchestration engimeksegent-based late-binding composition engines.

Mashup execution engine

The FI-WARE reference architecture should offer @ashup container able to execute applications built
from discrete front-end components (e.g. gadgetigfets, apps) and connected at the front-end layem
architectural level the concept of mashup contaialsting on a well-defined platform API vertebrates
reference architecture. This APl will offer inteadget communication and mashup state persistence
facilities. The decentralized nature of mashupsatais the Mashup execution engine to coordinateegadg
execution and communication within the mashup. abailability of a standardized mashup description
language will help decoupling the mashup enginmftioe registry and repository.

The functionality should ensure coordination of getdexecution and communication within the mashup,
creating the communication channels (data flowjvben gadgets. It should also handle deployment and
execution of mashups, and guaranteeing the magshtgpersistence, and finally generating an exétata
mashup from a MDL (Mashup Description Language) ehod

Service orchestration engine

Orchestration describes the automated arrangeroeotdination, and management of complex services.
Orchestration provides an executable business ggpo@ehere multiple internal and external web sesvic
can be combined. The process flow is controlleth@a execution environment. WS-BPEL (Web Service
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Business Process Execution Language) and BPMN Buirfess Process Modelling Notation) are
examples for languages for the orchestration of seghices.

Orchestrations based on WS-BPEL and BPMN 2.0 lagegidave a) facilities to enable sending and
receiving messages, b) a property-based messagelaton mechanism, c) XML and WSDL typed
variables, d) an extensible language plug-in madedllow writing expressions and queries in mudipl
languages (BPEL and BPMN 2.0 supports XPath 1.@dfault), e) structured programming constructs
including if-then-else, if-else, while, sequenaedhable executing commands in order) and floveliable
executing commands in parallel), f) a scoping syste allow the encapsulation of logic with local
variables, fault-handlers, compensation-handlejssagialized scopes to control concurrent access to
variables.

Alternatively, an orchestration engine could execsequential workflows steps delivered from a
composition engine through a uniform API. Differartgines would execute only steps suitable to the
protocol/technology implemented (e.g. : SIP, WSSREWARP, RMI, JBI).

Common functionality includes a) configuration ardorcement of runtime behaviour of a process using
standard policies, b) performing server-based mmtimessage correlation and handling service
communication retries, ¢) endpoint management t&enit easy to deploy an orchestration from one
environment to another, or deal with a change polimgy, d) suspension of a running process using
process exception management capabilities to hdratledata which would otherwise have unnecessarily
failed a transaction, and €) a management consai®hitor server activity and set performance thotds

for notification.

Service composition engine

For the dynamic late-binding composition, the cosifion engine creates a workflow on the fly from a
matching skeleton. The process is triggered by mposition execution agent (CEA) that receives a
triggering event and requests the next step froencttmposition engine. Based on what the triggering
events was, the composition engine selects thehingtskeleton and creates a new session. Theacht e
step it selects a suitable service that matchdbealjlobal and local constraints and servestiiécagent to
execute. Execution results from the previous stegsther with potential external events can infaesthe
constraint-based decision process selecting thdceefor the new step. If several services areablét to
implement a certain step one of them is chosea.ddmponent service fails during execution, thet nex
compatible one might be executed instead.

The engine starts by fetching service descriptiod aomposition description (skeletons) from USDL
Repository, and then it executes the business lagitt manages the dataflow transformation and the
control flow elements specified in the skeletorpdtg-step. At each step it chooses the relevawicssr

for the skeleton execution by applying constraggotution on context information. The composition
engine uses orchestration engine(s) to deliveoththe-fly created workflow step-by-step via a onifh

API. It is also responsible for maintaining an opdate structured shared state across sessions, and
provides execution traces for debugging and siaist

5.3.2.3 Ciritical product attributes

Mashup execution engine

* Rely on Web standards including standards on madasgription languages.
* Openness, Extensibility

» Ability of integration in multiple channels (e.gp@al network, portal, widget)
» Users executing their mashups from their favoumitavser.

* Persistence of the state of the mashup.
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Service orchestration engine
» High scalability

» High availability

* High configurability

* High robustness

Service composition engine

* Flexible and robust service composition (includinvgnt-based semantic, late binding of services, and
constraint resolution).

» Ability to integrate multiple composition executiagents (CEA) orchestrating different protocols via
a common API.

» High scalability and high performance

Existing products

Regarding mashup execution engines, there aretfeopdeof products, including EzWeb, Jack Be, Google
IG, Yahoo! Pipes, NetVives, Open Kapow. Each ofrthe tackling the problem with a different approach

Orchestration engines examples are as followingeIBRBM WebSphere Business Integration Server
Foundation, Oracle: BPEL-PM, CapeClear. Open-sourggementations: Apache ODE, OW2 Bonita,
ActiveBPEL, Bexee, PXE BPEL. BPMN 2.0, JBoss jBPMfresco Activiti, and Ericsson Composition

Execution Agents: SIP, WS, REST, WARP, RMI, and.JBI

The Ericsson Composition Engine implements a dyo@went- and constraint-based execution engine.

54 Generic Enablers for Gateway
5.4.1 Mediation

5.4.1.1 Target usage

Providing interoperability solutions is the mainnétionality of the mediation functionality. The
heterogeneity that exists among the ways to reptatsa (i.e. to represent syntactically and seivaliht

the information items that are requested or praVibg an application or a service), and to represi@at
communication pattern or the public process ne¢dedquest a functionality (executing a composifion

a different execution environment or implementingaimic run-time changes might require a process
mediation function), are problems that arises a s a services has been dynamically discovenedat
time. Acknowledging the necessity to deal with thé®terogeneities, dynamic mediation solutions are
required in FIWARE.

5.4.1.2 Description of GEs

The mediation GEs are divided in three main paafs,detailed bellow: Data Mediation, Protocol
Mediation, and Process Mediation. In any casesntbeiation component should act alsraker between
service consumers and providers, and it shoul&slieaasparent as possible.

Moreover mediation should include some non-fun@iorequirements like built-in monitoring and
management capabilities in order to be able toubenaatically re-configured and to track mediatiteps.
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Data Mediation
Various mechanisms can be utilized to perform Datansformation between different data models
employed by the sender and receiver:

* Using a library of built-in transformers in cadeaell-known formats

» Using templates for more flexible data transforomatapabilities

» Using DSL (Domain Specific Language) or code congm® in order to fulfil more complex data
transformation requirements
* Using LILO schema (Lifting and Lowering) and ontgyjomappings

Data mediation can be used at design time seraiggasition in data flow generation, including dfitav
mapping and consistency check.

For highly dynamic cases (when services at disaulat runtime, also callddte-binding of services),
data mediation provides the glue between heteraysngystem by:

* Semantic matching, at runtime (also supported atgdetime), of requested and provided data
types. It is based on semantic annotations/meta-@adr service descriptions (SAWSDL, USDL),
extracted from ontologies (RDF/S, OWL, WSMO, etc).

» Providing semantic matching algorithms that canl,dea runtime, with potential syntactic
discrepancies in exchanged data types (from paeamand return values of services operations).

* Increasing, as a result, the agility of systems.

* Integrating with legacy systems (non-intrusive,@ation based).

Service providers are describing and operating se&kices. Semantic annotations can be put on gervic
descriptions and data-types. Additionally, serjiteviders can issue pure semantic service desmmipti
using schemas such as OWL-S, WSMO and its lighhtewparts: WSMO Lite, MicroWSMO. Service
consumers are describing their needs in a sinaktrion.

Protocol Mediation

» Support for hybrid service compositions that inwlaither WSDL based or REST based external
services or other protocols based services (fompl@ binary protocols like Hessian or vertical
industry standard like FiX and HL7)

e Support, at runtime, for mediation of heterogenecosnmunication protocols used by service
providers and consumers (each integrated systenus®its own communication channels/means).

* Provides a combined JBI/ESB environment on whidtdata will be exchanged and heterogeneous
protocols “translated” to the internal protocoltioé bus.

» Provides service virtualization and routing cagtiesd in order to transparently add protocol mediat
strategy to a specific service.

* Provides a modular OSGi Environment that enablesasy composition of built-in and custom
developed capabilities

» Support for communication protocol extensions sashextending a protocol that allows intra-web
browser communication to inter-browser communicatio

Process Mediation

» Design time service composition task resolutionm@osition tasks are resolved at design time with
best matching sub process (service compositiorgredirg to the task description (for instance, based
on its light semantic description), following a netlthg by reused paradigm.

» Deployment time executable service composition g from a design time service composition
model. Support for translation into executable laagges, such as BPEL and BPMN 2.0.
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* Semantic matching of service capabilities. Capadsliare high-level business features offered by a
Web service that are defined as a valid sequenaaltsf (e.g. a BPEL business process) to several
distinct operations of an individual service ingexd.

» Provides routing capabilities through Enterpris¢éedmation patterns implementation (i.e. message
splitting, aggregation and iteration) in order tediate different processes

* Provides an execution runtime where composite egjitin can be deployed in order to provide more
complex process mediation capabilities

* Provides an execution environment where BPMN 29@8grocess can be executed

5.4.1.3 Ciritical product attributes
» Seamlessly providing and requesting services withauing to worry about mediation problems.
» Design time and runtime mediation support.

» Process adaptation at design and runtime includipgamic binding, data flow generation and
semantic consistency checking.

* Template based generation of processes by reuse.
» Adaptive process deployment, supporting differeatceition engines.

Existing products

The SETHA2 framework from THALES is a software fework that deals with dynamicity and
heterogeneity concerns in the SOA context and mposed of several components/tools that can be
deployed independently, depending on the targetedsiof FI-WARE. A major part of SETHAZ2 is about
providing libraries/facilities dedicated to datadiaion.

ICT-SERVICE from TI (customization of the WSO2 SGhite) includes some Data Transformation

capability provided by libraries based on the ogenrce project Apache Camel. Currently it does not
provide semantic annotation management. It alswiges provides a modular execution environment
where a composite application runtime and a BPMINr@ntime can be plugged in; moreover it povides
some protocol mediation capabilities and a mod@861 environment that enables easy composition of
built-in and custom developed capabilities.

SOA4AIl Design Time Composer provides some desigre tsemi-assisted modelling features for data
mediation and hybrid REST / WSDL based service asitipns

PetalsESB is an extensible ESB that supports Bad been successfully deployed in the SemEUsSE ANR
project and is currently being deployed in the CHOR European/FP7 project.

Ericsson Composition Execution Agents: SIP, WS, REWARP, RMI, JBI fulfil the automatic
translation from from/to such services to the cooeposition engine input/output. Moreover Ericsson
provides the WebCommunication mediator (WARP) tonpose browser gadgets also across different
device/browser boundaries.
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55 Generic Enablers for Multi-channel and Multi-de  vice
Access

5.5.1  Multi-channel/Multi-device Access System

5.5.1.1 Target usage

Nowadays, the huge spread of mobile devices — gohantes, tablets, connected devices of all song- a
the broad spectrum of social networking platformrasehprompted the need for delivering Fl application
and services by means of multiple channels (sudoeial and content platforms, application marlaes,
and so on), while ensuring the best user experiah@y time allowing their access from any kind of
device (multi-device), adapting usability and preagon when necessary. It is also important to agan
user’s contextual information in order to suppa@tvi&e composition adaptation corresponding to’'siser
preferences and profile. The more detailed and/aetethe information at hand and the smarter thigyab
to reach the end-user the greater are the chaocascelerate time to market, close a sale, or iagro
customer satisfaction.

User roles

» Application Developer will provide channel specificser interfaces, including the corresponding
workflow definition.

* Managers will provide both the content of the knedge base and access mechanisms to get data from
it.

5.5.1.2 GE description

In order to support the ideas behind this stagapplications must be able to give up the contvelr adheir

user interfaces to take advantage of an externdti-omannel and multi-device access enabler.
Applications must provide device-independent abstuser interfaces by means of a standardized user
interface definition authoring language, in ordehave it properly rendered according to the chband
device’'s properties and features, publicly avadabh a shared and standardized knowledge base.
Moreover, giving up the control over the user if#tee also implies the adapter to be on charge ef th
interface workflow execution, which will be able tall back the application backend through service
access points, and control the selection of red@msvs.

Apart from solving rendering aspects, which is n&ody for enabling both multi-channel and multi-
device access, multi-channel adaptation also regdealing with the diversity of APIs and capaietit
provided by the different channels. More specificadach channel requires its own specific workfland
thus there must be support for describing the agiitin workflow in a generic enough abstract warkfl
language that can be concretized on demand taitbettchannel.

A workflow engine and a number of renderers, astleme per channel, leveraging the device’s pragsert
and the delivery context can tackle multi-devicagédtion within a channel.
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Figure 55  Multi-channel / multi-device Access System

Functionality

Creating a channel/device-specific user interfaoemf a device/channel-independent definition
language.

Storing and delivering specific data regarding tapes, features, and constrains of all targeted
devices and channels.

Using data from device description knowledge béseslapt the user interface.

Handling the channel specific workflow and perfothe backend invocations when necessary,
redirecting to the adapted interface.

Rendering the specific channel user interface atagito the Device & Channel Knowledge Base.

Rendering the specific device user interface adogrtb the Device & Channel Knowledge Base and
the targeted channel.

Relations to other components

Components resulting from chapter “Data/Context &fpament Services”. Specifically user’s
contextual information managed by the Service [@eivFramework such as user's preferences and
profile, user’s location, etc.

Service Delivery Framework

5.5.1.3 Ciritical product attributes

Access to services and applications from a diversitdevices and distribution channels, including
social web networks, content platforms, dedicatell portals, iOS, etc.

Multi-channel/multi-device access to the FI-WARRtfbrm itself (business framework, repository and
registry, and to the application and services tledvas from any available delivery context).
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* Channels that can be used in a multi-device fasimost get some kind of device id in order to besabl
to discover its properties into the knowledge base.

Existing products
W3C'’s initiative DIAL aimed at standardizing an laoting language for device independence.

Products such as MyMobileWeb, HAWHAW, Volantis Midgi Server, Mobile Aware’s Mobile
Interaction Server, Sevanval’'s Multichannel Serigtbiscuits provide a rendering engine based ein th
own proprietary authoring language.

Cyntelix provides a social media distribution angigr@gation platform that addresses multi-channel
deployment.

5.6 Question Marks

5.6.1  Security Aspects

This section identifies potential security issuased by the proposed high-level architecture. Tfits¢
analysis has shown that the currently available USBcurity extension needs conceptual rework. The
usefulness of the security enablers to applicatamg services ecosystems needs further analyses. Th
architectures, protocols, and description languages to realize composition and mashup GEs hale to
identified and collected to enable in-depth seguaitalysis.

Service registry and repository

The following topics require further analysis:

* Management of identities and authorization for plelication/management of service descriptions in
the repository
Only the owner of the service should be able tandeimodify and delete a service description in the
registry

» Access control / authentication for the discoveng @&ervice search (who can access to a service
description)
Private or corporate services should not be vidinany user

Users should have a guarantee about the authgnticthe published services, for example an SAP
service must be certified and during the searchga®only certified services should appear to #ee u
if it is required

» Protection against replays
Replaying discovery requests/response should baften to prevent against Phishing attacks

* Prevent against misusage and coalition attackihéouser feedback system
If the reputation of a service depends on the faekib of non authenticated users, this would lead to
positive/negative feedbacks exaggerations. Presgatition attack to promote or discredit a service.

* Message Confidentiality between registries, serwessrs

Marketplace

The following topics require further analysis:
» Virus and malware scanning for the deployed apfitioa in the “store”
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Services that are exposed to the users should stedt@gainst viruses, malwares and adwares to
protect the users during the consumption.

e Service signature to authenticate services

* Revocation list maintenance
If a service had a malicious behavior and was tegefrom the marketplace, his clone should not be
re-published.

* Authentication for the services

Revenue Settlement and Sharing System

» Confidentiality and integrity during the paymenbgess

e Strong authentication to verify the payment origim destination

* Privacy protection of the sensitive payment infaiiora(Credit cards, traces, logs etc.),
» Accountability to keep trace about the payments

» Secure payment (virtual money ?)

Compostion and Mashup
* Cross domain authentication and access contrati@on)
If services are using different identity providersd roles attributions a federation mechanism shoul

be put in place in order to harmonize the transfatietween the two domains and preserve the sgcurit
policy effects.

* Avoid conflicts when composing security policietated to services

A composite service composed of two services: oeypting messages and another one passing it in
clear will create a conflict.

» Keep the coherence of composed security policies

Avoid redundancy when enforcing security functidgties: double authentication for example.

Data Mediation
» Data privacy: the mediator should not access wafgidata

5.6.2 Preliminary Generic Enablers

Store is considered to be an important part oftihginess framework. However, there are many stores
already in commercial use so that an implementaifan store within the business framework will gosy

no real value. Hence, a store is considered tabexgernal system that can be integrated into tisinkbss
framework through the interface to the marketplaReference integration with an existing store is
envisaged depending on the availability of resasirce

Aggregator Repository is probably not a genericb@araon its own. It could be seen as a specific
implementation of the Model Repository.

5.6.3 Domain specific extensions for aggregation

In order to augment the orchestration engine tosvapplicability for loT-aware services there iseed to
also provide extensions to the composition languesgel in the orchestration engine.
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There are idiosyncrasies of 10T services that impsignificant differences between current and &itur
business processes that will be loT-aware. Thadada among others an inherently distributed exenut
The automated and semi-automated execution of alieddousiness process is one of the key bendfits o
process modelling. In contrast to having a cergratess engine in a WoS process, the executioheof t
process steps is usually distributed over the @svic an loT-enabled process. The orchestratidhesfe
distributed execution activities must be possibléghwan loT-aware process modelling language.
Furthermore, loT deals with distributed data: WHarsiness processes are realized in the standard
enterprise world, central data storage, e.g. édataserver, is normally the only data storagéhdnoT it

is possible to distribute the data over severahefresources of a device, potentially even elitimigaa
central storage. A modelling language must alloraraging this distribution of data. Related to tisishe
issue of Scalability: In standard business procesare is generally only one central device asduece
repository, but in the loT processes multiple desiand resources (e.g. sensors and actuatorgidfe)f
can appear. The complexity of the modelled prosésaild be independent from the number of devices,
resources, and services. Additionally, the grownugnber of devices should not have an impact on the
performance of the process execution. Therefore, ntodelling language must provide concepts to
describe the expected performance even for marngeeyv

There are even more 10T specific aspects to busipexess modelling such as availability/ mobiligult
tolerance, or the uncertainty of information thatoften an issue with information gathered from loT
sensors. Within FI-WARE we will provide loT notatioextensions in a similar way as the USDL
extensions.

5.6.4 Relationship to I2ND chapter

Interface to Network and Devices: A number of cosipon and mashup GEs is expected to consume
Telco services. The relationship to Interface towdek and Devices requires in-depth analysi

5.7 Terms and Definitions

This section comprises a summary of terms and itlefis introduced during the previous sections. It
intends to establish a vocabulary that will be helgarry out discussions internally and with thiatties
(e.g., Use Case projects in the EU FP7 Futureriatd?PP)

e Aggregator (Role): Supports domain specialists and third-partiegggregating services and apps (!or
new and unforeseen opportunities and needs. It doeby providing the dedicated tooling for
aggregating services at different levels: Ul, ssrvoperation, business process or business gbject
levels.

» Broker (Role): The business network’s central point of serviceeas, being used to expose services
from providers that are to be delivered throughBheker’s service delivery functionality. The broke
is the central instance for enabling monetization.

* Business ElementCore element of a business model, such as pnoodgls, revenue sharing mode
promotions, SLAs, etc.

» Business Framework:Set of concepts and assets responsible for supgdtie implementation @
innovative business models in a flexible way.

» Business Model:Strategy and approach that defines how a partiselasice/application is supposed|to
generate revenue and profit. Therefore, a BusiiMimdel can be implemented as a set of business
elements which can be combined and customizedfliexile way and in accordance to business and
market requirements and other characteristics.

» Business ProcessSet of related and structured activities producngpecific service or produgt,
thereby achieving one or more business objectesperational business process clearly defines the
roles and tasks of all involved parties inside eganization to achieve one specific goal.

S,

—h
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» Business RoleSet of responsibilities and tasks that can begasdito concrete business role owners,
such as a human person or a software component.

e Channel: Resources through which services are accesseddyusers. Examples for well-known
channels are Web sites/portals, web-based brokkesiTunes, eBay and Amazon), social networks
(like Facebook, LinkedIn and MySpace), mobile clsrfAndroid, iOS) and work centres. The mode
of access to these channels is governed by tedruiaanels like the Web, mobile devices and vgice
response, where each of these channels requi@sritspecific workflow.

» Channel Maker (Role): Supports parties in creating outlets (the Chanrtletsligh which services are
consumed, i.e. Web sites, social networks or magtdagforms. The Channel Maker interacts with the
Broker for discovery of services during the proceksreating or updating channel specificationg as
well as for storing channel specifications and ciedled service constraints back in the Broker.

e Composite Service (composition)Executable composition of business back-end MAGsnmon
composite services are either orchestrated or ofoaiphed. Orchestrated compositions are defined by
a centralized control flow managed by a unique @ssdhat orchestrates all the interactions (aacgrdi
to the control flow) between the external servittest participate in the composition. Choreographed
compositions do not have a centralized process tha services participating in the composition
autonomously coordinate each other according toesapecified coordination rules. Backend
compositions are executed in dedicated processug@rcengines. Target users of tools for creating
Composites Services are technical users with dlgoic and process management skills.

» Consumer (Role):Actor who searches for and consumes particulanbss functionality exposed an
the Web as a service/application that satisfieoter needs.

» Desktop Environment: Multi-channel client platform enabling users tocess and use their
applications and services.

e Event-driven Composition: Components concerned with the composition of bgsihegic which ig
driven by asynchronous events. This implies ruretgalection of MACs and the creation/modification
of orchestration workflows based on compositiondagefined at design-time and adapted to context
and the state of the communication at run-time.

* Front-end/Back-end Composition: Front-end compositions define a front-end applcatas an
aggregation of visual mashable application pieoased as widgets, gadgets, portlets, etc.) and back
end services. Front-end compositions interact weittl-users, in the sense that front-end compositions
consume data provided by the end-users and praoltieto them. Thus the frontend composition|(or
mashup) will have direct influence on the applimatiook and feel; every component will add a new
user interaction feature.

» Back-end compositions define a back-end businasgegalso known as process) as an aggregation
of backend services as defined for service compastierm, the end-user being oblivious to the
composition process. While back-end componentsesgmt atomization of business logic and
information processing, front-end components represtomization of information presentation and
user interaction.

e Gateway (Role): The Gateway role enables linking between sepayiEms and services, allowing
them to exchange information in a controlled wagpite different technologies and authoritatjve
realms. A Gateway provides interoperability solnsidor other applications, including data mappiag a
well as run-time data store-forward and messageslation. Gateway services are advertised thraugh
the Broker, allowing providers and aggregatorsearch for candidate gateway services for intertace
adaptation to particular message standards. Theialitad is the central generic enabler. Other
important functionalities are eventing, dispatchirsgcurity, connectors and integration adaptors,
configuration, and change propagation.

» Hoster (Role): Allows the various infrastructure services in @l@anvironments to be leveraged as part
of provisioning an application in a business nekwéx service can be deployed onto a specific clpud
using the Hoster’s interface. This enables serpicwiders to re-host services and applications from
their on-premise environments to cloud-based, onashel environments to attract new users at much

=
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lower cost.

» Marketplace: Part of the business framework providing meanss@wice providers to publish their
service offerings and service consumers to compacdeselect a specific service implementation. A
marketplace can offer services from different stamed thus different service providers. The actual
buying of a specific service is handled by theteslaservice store.

» Mashup: Executable composition of front-end MACs. There several kinds of mashups, depending
on the technique of compaosition (spatial rearrareggnwiring, piping, etc.) and the MACs used. They
are called application mashups when applicatiorss amposed to build new applications and
services/data mash-ups if services are composgehterate new services. While composite service is a
common term in backend services implementing bssin@ocesses, the term ‘mashup’ is widely
adopted when referring to Web resources (datajcssnand applications). Front-end compositions
heavily depend on the available device environn{ertluding the chosen presentation channels).
Target users of mashup platforms are typicallysisgthout technical or programming expertise.

* Mashable Application Component (MAC): Functional entity able to be consumed executed or
combined. Usually this applies to components thltoffer not only their main behaviour but alseeth
necessary functionality to allow further composigowith other components. It is envisioned that
MACs will offer access, through applications anddervices, to any available FI-WARE resource or
functionality, including gadgets, services, datarses, content, and things. Alternatively, it can|b
denoted as ‘service component’ or ‘application comgnt’.

* Mediator: A mediator can facilitate proper communication anteraction amongst components
whenever a composed service or application iszatlli There are three major mediation area: Data
Mediation (adapting syntactic and/or semantic d@amats), Protocol Mediation (adapting the
communication protocol), and Process Mediation ftidg the process implementing the business
logic of a composed service).

* Monetization: Process or activity to provide a product (in thémtext: a service) in exchange for
money. The Provider publishes certain functionadibd makes it available through the Broker. The
service access by the Consumer is being accountedaing to the underlying business model and the
resulting revenue is shared across the involvedcgeproviders.

* Premise (Role):On-Premise operators provide in-house or on-siketiens, which are used within|a
company (such as ERP) or are offered to businassgpa under specific terms and conditions. These
systems and services are to be regarded as exésmhédgacy to the FI-Ware platform because they do
not conform to the architecture and API specifimagi of FI-Ware. They will only be accessible to FI-
Ware services and applications through the Gateway.

e Prosumer: A user role able to produce, share and consumie dla products and modify/adapt
products made by others.

» Provider (Role): Actor who publishes and offers (provides) certaiisiness functionality on the Web
through a service/application endpoint. This rolsoatakes care of maintaining this busingess
functionality.

* Registry and Repository: Generic enablers that able to store models andgroation information
along with all the necessary meta-information tat#@ searching, social search, recommendation and
browsing, so end users as well as services ard@bisily find what they need.

» Revenue SettlementProcess of transferring the actual charges fociBpeervice consumption fron
the consumer to the service provider.

 Revenue Sharing: Process of splitting the charges of particulaviser consumption between the
parties providing the specific service (compositiaocording to a specified revenue sharing model

» Service Composition:in SOA domain, a service composition is an addaldes service created by
aggregation of existing third party services actwdto some predefined work and data flqw.
Aggregated services provide specialized businesstifinality on which the service compositipn
functionality has been split down.

e Service Delivery Framework: Service Delivery Framework (or Service Delivenatfirm (SDP))

=
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refers to a set of components that provide serdimlevery functionality (such as service creatipn,
session control & protocols) for a type of servitethe context of FI-WARE, it is defined as a et
functional building blocks and tools to (1) mandlge lifecycle of software services, (2) creatingvne
services by creating service compositions and npssh8) providing means for publishing serviges
through different channels on different platforr), offering marketplaces and stores for monetizing
available services and (5) sharing the servicemae® between the involved service providers.

e Service Level Agreement (SLA)A service level agreement is a legally binding &rdhally defined
service contract between a service provider anceraice consumer, specifying the contracted
qualitative aspects of a specific service (e.g.fgperance, security, privacy, availability or
redundancy). In other words, SLAs not only spetit the provider will just deliver some serviceat
that this service will also be delivered on timeaagiven price, and with money back if the pledky
broken.

o

e Service Orchestration:in SOA domain, a service orchestration is a paldicarchitectural choice fgr
service composition where a central orchestratedgas manages the service composition work|and
data flow invocations the external third party $s#® in the order determined by the work flqw.
Service orchestrations are specified by suitabthestration languages and deployed in execution
engines who interpret these specifications.

» Store: An external component integrated with the busirfemsiework offering a set of services that
are published to a selected set of marketplaces. stbre thereby holds the service portfolio of a
specific service provider. In case a specific sEris purchased on a service marketplace, thecegrvi
store handles the actual buying of a specific ser{as a financial business transaction).

» Unified Service Description Language (USDL)USDL is a platform-neutral language for describjng
services, covering a variety of service types, sastpurely human services, transactional services,
informational services, software components, digiteedia, platform services and infrastructure
services. The core set of language modules offerspecification of functional and technical sesvic
properties, legal and financial aspects, servioel$e interaction information and correspond|ng
participants. USDL is offering extension points ftre derivation of domain-specific service
description languages by extending or changingtiagable language modules.
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6 Internet of Things (loT) Services Enablement

6.1 Overview

Contemporary society is demanding more servicesdan smart environments all the time. Smart grids,
smart metering, home automation, eHealth, logistiesisportation, environmental monitoring are jast
few examples of the new wave of services we willMdgely using in the following years. These solago
will be driven by the Internet of Things (IoT) wieethe power of combining ubiquitous networking with
embedded systems, RFID, sensors and actuators rfakeshysical world itself a relevant part of any
information system. RFID has played a big role stablishing the concept of an Internet of Thinghe-
term was first introduced by the MIT Auto-ID Centiar 1999, the precursor to the current EPCglobal
organisation, and at that time stood for the vi©sba world where all physical objects are taggéith an
RFID transponder with a globally unique ID. Basedilms initial work, companies like WalMart in thS
and Metro in Europe have built new relationshipthwieir more than 5,000 suppliers to improve syppl
chain operations. Technological improvements inOR&hd the inclusion of sensing and other technekgi
have expanded the scope of the Internet of Thingsaze leading to many new opportunities in the way
how communicating things can support new generdifiestyles. In the short-term, it is estimatedtttiee
number ofM2M devices outnumber end users by at least onerafimagnitude [Juniper 1Hnd some
industrial projections indicate that the world netrkor technologies, products, applications andok=ta
smart services related to 10T will increase sigaifitly to more than €290 billion by 2014 [Harbo@].1
The relevance of the 10T is not only recognizethim EU, as shown by the report [loT Brussels 0&pad,
China and Korea already include 10T initiativestheir national R&D programs, and the U.S. National
Intelligence Council has included the IoT among $e technologies with potential impacts on U.S.
interests out to 2025. The important role of thernet of Things is also highlighted by the facttmany
international standard-developing organizationsehastablished dedicated standardization initiatimes
the topic: ETSI TC M2M, ITU-T USN, ISO/IEC WGSN, T, W3C, 3GPP.

* Thing. Physical object, living organism, person or comceperesting from the perspective of an
application.

To address the important challenges and oppontsritie 10T represents, FI-WARE includes the Interne
of Things Service Enablement as one of the chapteoe addressed within the Reference Architeabire
the FI-WARE Platform. The loT Service Enablemengagtler comprises those Generic Enablers in Fl-
WARE enabling a large number of distributed anderageneous things and associated loT resources to
become available, searchable, accessible and usaBlgture Internet Applications and Services.

Several key technologies must still be developeblkemg the Internet of Things vision to become aitg
Current services and technologies for accessingwadd information are typically closed leading to
vertically integrated solutions for niche applicaits. This approach leads to inefficient and expensi
service infrastructures that lack interoperabitityd prevent the true IoT paradigm from being sisfody
developed. Obviously each vertical domain of bussrepplications can have various types of pectiéayi
nevertheless development of cross-domain horizeotations, including common functionalities, wadul
lead to more efficient and cost effective solutidagrthermore, in this way, an infrastructure dgpbbfor
use by a vertical solution, can be shared to peogioimpletely different services, opening new bissine
opportunities based on innovative business mo&elfowing this direction the 10T Service Enablemant
FI-WARE will provide a set of loT-oriented Genetmablers further classified into sub-chapters dgali
with: IoT communications, heterogeneous resourceag@ment, data handling and process automation.
This substrate of loT-oriented Generic Enablers pvibvide important efficiency gains in many inchiess
and usage areas, particularly when combined witardel-WARE Generic Enablers.
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The termloT resource refers to the computational elements (i.e. sokwanning on devices), enabling to
gather information about things and act upon thEhe number of devices is expected to outnumber the
human population by orders of magnitude [Junipe], THus the development of efficient means for
communication, management and interaction with théirbe a necessity, coping with the need to suppo
the co-existence of a variety of existing and enimgrggommunication technologies. Actually, the loT
application environment is extremely heterogenetaeding to different interaction patterns (pushll,p
converge-cast, multicast, periodic, event-based) ahd different interaction constraints compaethe
current Internet (in terms of reliability, timingapabilities of devices, etc.) This heterogenequi@ation
environment will thus also entail a pronounced wgfeneity of the underlying communication layerseT
IoT Communication function in FI-WARE will allow ufired communications regardless of the different
network standards and will enable data transfesices agnostic to the underlying connection protoco

» Device. Hardware entity, component or system that eitheasuees properties of a thing/group |of
things or influences the properties of a thing/grof things or both measures/influences. Sensalg an
actuators are devices.

* |oT Gateway. A device hosting a number of features of one oesEVGeneric Enablers of the IaT
Service Enablement. It is usually located at pratyirof the devices to be connected.

* |oT Resource.Computational elements (software) that providetéodinical means to perform sensing
and/or actuation on the device. The resource iallysiosted on the device.

Together with communication protocols abstractiomill also address communication service capaddjt
discontinuous connectivity, mobility, session masragnt, traffic flow management as well as access
security policy control.

Scenario 1.Dynamic association, roaming

Winter 2012 — 7:25 AM, starting the car, David's aevice asks for activation regarding traffic and
pollution applications. David chooses traffic amaliion and the car device sends a signal to theeslp
gateway that the vehicle is active and in the itaffhe gateway, based on the planned route hoffiwee of
defined in the car device, diffuses to the gatewssygork that a new actuator is alive and the ekgec
time instant when it will roam from the first arégateway 1) to the second area (gateway 2).

Being able to identify, discover and manage loOueses is not an add-on but a basic need. Howther,
devices linked to these resources that have tmbeected are per se very heterogeneous in termseof
technology, protocols, capabilities and interactipatterns. Currently, each technology (i.e. ZigBee,
6LOWPAN, etc.) provides some of these functions different ways. FI-WARE will integrate
heterogeneous identification, naming and addressialgnologies using unequivocal identifiers. Sdalab
discovery and look-up will make 10T resources alai to all type of applications considering impoit
real-world aspects like location, time, availalilittapabilities, quality, etc. It will also providéne
necessary functionality to monitor dynamic link$vibeen 0T resources and things. Finally, FI-WARH wi
enable 10T resources to become citizens of thernateby providing scalable global schemes for
deployment, operation, maintenance and fully rermasé@agement of these resources, including abstract
models for the resources, common resource manageémenaces, status monitoring, and fault handling

Scenario 2.Sensor measurement sharing

During the journey to David's office, the car devieceives a short message from gateway 7 to &etiva
weather data collection to draw snow storm prograsshe city map. As David is driving, the car devi
launched a request to the profile database to edid>avid choices. Based on the latest informatiiam
yesterday 10:00 AM, David has no objection to comigaie weather information. Immediately, the car
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device begins to send temperature, windscreenigcthumidity level...

The loT realization will imply managing a huge nwmniof highly distributed I0T resources running on
devices, which are continuously generating a elagount of data. Efficient data processing mecnasi
executing near or adjacent to the resources andragmg a smaller set of elaborated data may be
necessary, preventing the flooding of the backestesn and the storage of large amounts of raw dtata.
addition, data filtering and routing capabilitieave to be placed along the communication path liwe
resources and the backend systems, dynamicallytingajne traffic of data to the real demand of
application/services at any given moment. The agraent of new application and services will thely re
on the capability to extract information from presed/filtered data applying new generation minind a
analysis techniques. FI-WARE will include loT-orted Generic Enablers, which would implement the
same or a subset of the interfaces defined for ARE Data/Context Management Generic Enablers
(Publish/Subscribe GE, Complex Event Processing IGE)would be better suited to run on distributed
devices or device gateways and exploit P2P meadmani§urthermore, due to the specificity of data
handling in de-centralized loT environments, th& IGeneric Enablers will address data models for
dedicated protocols, data models integration andage relationships between micro databases hogted b
IoT resources and other database services. Theigatiadn of Generic Enablers running both in disitéd
locations and centralized backend systems willaboscalable, elastic and high performing managémen
of the entire Internet of Things.

Scenario 3 Data aggregation

Tomorrow: David wants to go sooner to his officedaese the home clock screen advertises that weather
forecast was too optimistic today and that bad weatvill come during the night. The picture, based
357 climate sensors, shows clearly that the snowrstvill arrive around 7:30 AM. When he begins| to

cook his dinner, his home gateway informs the eity-management application that a new consumption
cycle is planned in this district. All cities tdround 100 km from his home are sending informatidre
357 sensors indicate clearly that air pressureaitirig quickly and some mobile sensors in this aaea
providing real-time temperature indications. Nighuld be very cold and a snow storm is now forecast
for tomorrow evening.

The full potential of the 10T can only be unleashédten 10T resources and data are composed, aggdegat
and integrated into processes fulfilling specifitsiness needs. For scalability, this has to happem
automated and distributed manner. To do so, theSievice Enablement chapter in FI-WARE will provide
several Generic Enablers targeted to support &deadized automation of micro-processes, managed 0
different elements at the edge of the network. &@sneric Enablers will be capable to deal withdow
granularity, locality of execution, quality of irnfmation aspects etc. They will extend other FI-WARE
Generic Enablers dealing with orchestration andpmsition at a higher level, thus providing the secu
configurable and scalable end-to-end process atitmm@quired in future IoT Applications.

Summarizing the abové&l-WARE will build the relevant Generic Enablers for Internet of Things
Service Enablement, in order for things to becomeitizens of the Internet — available, searchable,
accessible, and usable — and for FI services to ete value from real-world interaction enabled by
the ubiquity of heterogeneous and resource-constnaéd devices.

FI-WARE has been conceived as an end-to-end ofoph intended to be used in a broad range of lIoT
application scenarios and by different kinds ofrasehich are the following:

 FI-WARE IloT instance providers: they provide valagdded and/or managed services towards loT
customers from different usage areas. For exartipg could be system integrators or service
companies offering turn-key FI-WARE instance inst&n projects to a government or an enterprise
or operating FI-WARE instance as a managed service.

* |oT application developers: they develop end custoapplications utilizing APIs/SDKs. For example,
home energy management applications for consuméos atility companies.
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* loT end customers: they utilize I0T services as phatheir business processes. Alternatively, tbay
be individual consumers with no programming skitlat need to capture and make sense of data and
events

- from the things through the associated devices bganms of 10T resources as input to Internet
applications and services

- from the applications and services to drive thitly®ugh the associated devices (actuators) by
means of loT resources

Applications & Services Ecosystem and Delivery Framework

Exposure GE

Semantic GE
o Data
Q Handling Template Handlers GE
= GE
?
4+ Data %
- 9]
o Access c
% Policy GE Discovery and Resolution of Things Er
: GE o
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Figure 56 GEs of the 10T Service Enablement platform and it€onnections to other technical chapters

6.2 Generic Enablers

The deployment of the architecture of the loT Sarvdtnablement chapter is typically distributed asra
large number of devices, several 0T Gateways haddT Backend. The Generic Enablers described in
this chapter, shown in Figure 1, implement funcidres distributed across IoT resources hosted by
devices, 10T Gateways and in the 10T backend.
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The loT Gateway and IoT Backend will interface widach other through an open standardized
communication interface. In addition, the loT gaagwwill provide a protocol adaptation and control
service that will contribute to supporting hetenogiéy in the physical world. The protocol adaptatio
service will handle communication with differentvales, while the control service will contain inigént
control logic that will deal with differences betare the various implementations of the Gateway and
access technologies, as shown in Figure 3.

loT Process Automation

loT
Data Handling loT Resources Management

loT Communication

o
IoT Resources Management

ToT
Data Handiing

Open, standardized
communication interface

loT backend

Protocol adaptatidall LN EN

loT Device loT Device loT Device

Figure 57 10T SE “stack” (above), instances of the stack infte backend, 0T gateway and various
devices and the control/protocol adaptation servican the 10T gateway (below)

Management functionalities will be provided for tbevices and IoT domain-specific support will be
provided for the applications. In order to do 8w loT Service Enablement adopts and integrates th
following four technical sub-chapters, each intégma set of relatetbT Generic Enablers

e |oT Communications

* |oT Resources Management
* |oT Data Handling

* |oT Process Automation

The following section elaborates on each of thedselapters, describing their target usage, thefdefl
Generic Enablers that compose them and the lisCritical product attributes were added-value is
provided.
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6.2.1 loT Communications

6.2.1.1 Target usage

IoT communications will provide common and genexécess to every kind of things regardless of any
technological constraint on communications, tyfjcaintegrating several protocols and manage
discontinuity of connectivity for nomadic devicédtswill allow Application Providers to gain homogeous
access to dedicated things and devices and toledcatmanage Quality of Service in Communicatiothwi
the devices.

6.2.1.2 Description of GEs

A communication abstraction layer will be specifiedorder to integrate different underlying prottsco
used by various devices and gateways,. This willbheed on a uniform protocol view and will be
generalised to cover common solutions and techredag the underlying communication layers.

As a result of the investigation of the state-af-tit of communication technologies, only a few
approaches were found and most of them have ne¢dtior the generalisation deemed necessary for lo
These are networked RFID systems, wireless senstworks and machine-to-machine (M2M)
communications.

Networked RFID systems use two different commuidcastacks. The reader-to-tag communication is
governed by RFID protocols, while the communicattack between reader and the business logic varies
according to the reader’'s specification. In the fasv years readers have evolved providing bettet a
more complex interfaces to edge and middlewarevaof. Currently, the state-of-the-art readers &e a
capable of processing raw data, providing infororatvia Secure Socket Layer or Web services.
Standalone reader abstraction protocols such @sRRglobal Reader Protocol (abandoned by EPCGlobal,
even though ratified) or WinRFID [Prabhu 06] exigtile many middleware solutions leverage on reader
device-specific device abstraction drivers. Therapphes regarding RFID are determined by relevahce
the generalised service and communication intesface

The distributed sensor networks and in particulairel&ss Sensor Network (WSN) platforms are
increasingly used as enabling technologies to engadlerlying layers of 0T systems and the ReatldlVo
Internet. These platforms usually implement atdbemunication layer protocols such as 6LoWPan or at
the physical layer IEEE 802.15 based protocols. dureent sensor nodes are mainly equipped withoradi
interface to enable communication between thems Triterface is a low power, low range radio system
covering physical layer and media access layer. @amication protocols such as 6LOWPAN enable
sensor nodes to be directly accessible througinteenet, but some platforms do not support thetquol.

The heterogeneous nature of WSNs requires a fexdold interoperable solution to enable seamless
communication and interaction between high-levegiliaption and services and the underlying network,
the platforms existing today are not able to prewttese kinds of solutions.

An area of investigation that is closer to 10T reedmachine-to-machine (M2M) communication. M2M
interfaces have been originally envisaged to deedtie communication between electronic deviced use
for special purposes, such as sensing, metering camttol. Recognizing the importance of M2M

technologies, the ETSI in 2009 launched the MactorAglachine (M2M) Technical Committee [ETSI-

M2M]. The goals of the ETSI M2M committee includeveloping and maintaining of an end-to-end
architecture for M2M, identifying the gaps in currestandardization and filling these gaps, targgtin

sensor-network integration, naming, addressing,atioo, QoS, security, charging, management,
application interfaces and hardware interfaces.

The following key M2M technology trends could bgtlighted: dealing with an increased complexity of
internetworking M2M networks, devices and data veititerprise applications, networks, devices and;dat
migration from M2M proprietary bus architectures htternet-based open standards; evolving from
centralized, decentralized and distributed computiarchitectures towards dynamic and hybrid
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architectures based on intelligence at the edgleeohetwork. This is a shift in process controllsimag, in
some cases, autonomous or semi-autonomous codtiamhsto emerge and/or be determined at the efdge o
the network independent of human or “server” audfadion. Distributed or even autonomous process
control however poses challenges regarding manageoheoftware, firmware or execution rules as well
as overall system reliability.

IoT communication Generic Enablers will utilize trebove-mentioned technologies that support
communications between distributed things and @sv{e.g. gateway and middleware solutions) and will
develop standard interfaces and interoperableispkito coordinate the communication and interactio
between things and high-level applications and isesv They will also take into consideration the
resource-constrained nature of devices and wilpa@doergy-aware and efficient mechanisms to provide
communication solutions between devices, servindsaaplications.

More specifically, the loT Communication Genericalblers will provide the necessary communication
agents that can be integrated into the 10T Devacekthe 10T Gateways, enabling communication vath |
resources from the 10T backend. -

Figure 58 shows the main Generic Enablers impleimgrioT Communication functions. These Generic
Enablers will provide altogether at least the failag functions:

» Communication protocols abstraction: a mechanisantible unified communications between the loT
resources and the loT backend

 Communication service capabilities: identificatioof and communication to IoT resources
(identification of an IoT resource includes the miag of physical network addresses to the loT
resource identifier)

* Managed connectivity: definition of the interfadesvards the networks for the management of the
connectivity

» Discontinuous connectivity: management of the leJources that are not always-on.

* Mobility: support of the IoT mobility for the loTesources that may physically move or may change
the access network ( e.g.: fixed or mobile, IP KHISS.

» Session management: management of the communicsg&sions to support mechanisms to handle
reliability associated to network connections

» Traffic flow management: development of the mectiasi to deal with abnormal and occasional traffic
conditions (e.g. overload traffic conditions)
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Figure 58  Architecture of loT Communications and its 4 GEs

The architecture supporting the loT Communicatitunsctions relies on the existence of four Generic
Enablers: Front-end, Naming, Connectivity Managetieamd Content Control.

The Front-end GE deals with the incoming/outgoingffic from/to Devices and loT Gateways. It
comprises a number of Connection Protocol Adagadsa component dealing with the Communication
Protocol Abstraction Definition. Each of the Conti@t Protocol Adapters is capable of handling ohe o
the protocols that are accepted in FI-WARE, traimgiait into a unique internal language, which
normalizes the different communication protocolshwi the platform. The definition of this “internal
language” is contained in the Communication Prdtddustraction Definition that provides a number of
“templates” that can be used to translate the pobtée.g. this translation can be achieved by @rgadn
object, i.e. a “token”, specific for each incomingessage type, containing all the data containethen
incoming message, that can be “injected” into tlf@m; likewise an outgoing token can be trareslat
into a protocol message that will be sent by tiaf@im to the specific Device or IoT Gateway).

The Front-end GE will rely on Security, Privacy &ubt Generic Enablers in order to perform the
necessary management of security aspects. As anpéxathe Front-end GE relies on Security Generic
Enablers to decrypt and encrypt the traffic incaminto and outgoing from Devices and IoT Gateways
(e.g. managing of the asymmetric cryptography basegublic and private keys). It also relies onBitg
Generic Enablers coping with management of acdghssras it will be described later. Additionally,
relies on the loT Data handling for storing andie®ing the templates from the Communication Protoc
Abstraction Definition.

Moreover the Front-end GE exploits also the fumgiof the Name Resolution GE. This is a GE that can
be shared between IoT Communication and lIoT Ressuianagement. For the IoT Communication it
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translates the physical addresses received by d@hgork into the addresses used internally withia th
platform and gives support to lIoT Resources Managetoo for other address related functions.

The Connectivity Management GE deals with loweeldayers of the communication from/to Devices,
IoT Gateways and the Content Control block withhieiglevel layers. It consists of components dealing
with Session Management, Mobility Management andcBitinuous Connectivity Management. The
Session Management controls the communication@essitween the 10T Services Enablement platform,
the Devices and loT Gateways. The Mobility Managetmgeals with the Devices and loT Gateways
mobility, both the connection through different &ss Networks and the physical mobility of the “tfgh
The Discontinuous Connectivity Management allowsicmnicating between 10T Gateways and Devices
that are not always on. It manages especiallyrdféa towards them that may need to be cachedinggit
for the Device or IoT Gateway to wake up.

The Content Control GE is composed by componenddirge with Traffic Flow Management, Access
Policy Control and Quality of Service Control. Theaffic Flow Management monitors the overload
conditions of the 10T Services Enablement platfoimcase the platform is under stress conditiorcsuit
command the Front-end GE to redirect or rejectnmiog messages without any further treatment but log
the received messages (this component can affégtirmoming traffic). The Access Policy Control and
the Quality of Service Control components deal i permissions to access the 0T Resourcesi(tte f
one basing the control on the identities of theuestpr, of the requested resource and of the rexflies
operation, and the second one on a contractuatiegnet (Service Level Agreement — SLA) on a qualfty
service (QoS) applicable to the requestor or torduiested resource). Both controls can be perfbrme
either at loT Communication level or at 10T Reseufdanagement level. If applied within the IoT
Communication they can prevent the 10T Resourceddament to receive traffic that will be rejected,
otherwise all the traffic can be passed to theR&Bource Management applying these kinds of cantiol
any case the Security, Privacy & Trust will proviggevant mechanisms for access rights since they a
strictly related with privacy issues.

6.2.1.3 Critical product attributes

« Common connectivity management and service intesfato access, control and manage
communications with and about physical things;

* Interworking of things protocols including mobilitymanagement, disconnected operations,
virtualization of resources, overlay managementsewlirity

* Opened and easy to use APIs and tools for conmelcéterogeneity of physical things

6.2.2 10T Resources Management

6.2.2.1 Target usage

IoT Resources Management will propose unified sendand operational support management functions
enabling the different loT applications and endrsise discover, utilise and activate small or laggeups

of loT resources and manage their properties. ingdeo, the IoT Service Enablement will focus oobgil
identification and information model schemes for leesources, providing a resolution infrastructtoe
link them with relevant things and developing a omon remote management tool for configuring,
operating and maintaining the loT resources omgelacale and with minimum human intervention.
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A particular challenge represents the handling etetogeneous identification schemes that will
unavoidably exist in an loT infrastructure and tieterogeneous addressing schemes that will betased
access the devices. I0T resources can be idenbffedifferent identification schemes, e.g. RFID dxhs
identities such as EPC, UID etc. From the perspedf addressing schemes MAC or IP addresses er oth
device identifiers such as HIP may be deployed.il&8imheterogeneity can be expected from the
assignment of identifiers to the real world entitie

In order to find information and services assodadteobjects in the Internet of Things, it is nexzgyg to
have a resolution infrastructure available, whiclatdes the unequivocal and universal identificatidn
both things and 10T resources (and implicitly thevide hosting them), and their mapping into network
resources. The Name Resolution GE mentioned iraliove section is related to this functionality, but
positioned on a slightly different level. In loT g&irces Management the resolution is more abouttbow
find an 10T resource of particular properties orlam resource associated to a particular thinglolh
Communications it is about the way to find the ptgisdevice (address, port, protocol etc) that Hitisis
particular loT resource.

Maybe the most prominent example of such infrastines is given by the so-called "Object Name
Service" (ONS) in the EPCglobal Network. The ON&rsk the same hierarchical design as the Internet
Domain Name System (DNS), with queries being deéshdrom a global root server down to local
instances of individual organizations. Because @INS is allowed only to point to the manufacturer's
EPCIS repository, the EPC Network includes EPC ®iscy Services. These services allow applications
to find third parties' EPCIS repositories acrosohbject's individual supply chain, which can theovide
detailed event information to others. It is likehat multiple discovery services will coexist iretfuture.
However the EPC Network is just one example foesolution infrastructure and mainly used in thaitet
and consumer products industries, while other wieni infrastructures have been proposed and are al
being used, as for example the ucode and assosietedes originated in Japan.

Beyond identification, resource modelling is a kesue for lookup and discovery. Many state of the a
proposals for modelling sensors and sensor netwaaks been evolved from particular application gt
specific devices or wireless sensor network tecgies.

The look-up and discovery of the 10T resourceslmaperformed by searching in the resource desonipti
Ideas from Web search and concepts of semantictsean contribute to the development of efficient
look-up and discovery mechanisms. UDDI [UDDI 04Pasther methods for discovery of Web services
can be extended to provide loT resources look-uapdiscovery.

IoT resources management can consider current-cftéite-art in autonomic computing architectures
fundamentally as a control loop, self-managemesgarch and self-awareness properties, in partiselér
optimisation; -organisation; -configuration; addjaa/contextualisation; -healing; -protection.

IoT Service Enablement will rely on the current magnand resolution infrastructures defined in difat
projects (e.g. Bridge, SENSEI and 10T-A) by introthg scalable customizable information and resource
modelling and discovery mechanisms with relatiomghte Usage Area projects scenarios. It will also
develop mechanisms to provide (automated) assocsabetween 10T resources and the things.

6.2.2.2 Description of GEs
Figure 59 shows the main Generic Enablers impleimgribT Resource Management functions. These
Generic Enablers will provide altogether at lebstfbllowing functions:

» |oT resources identification: through an unequivodntifier in order to address exiting known
resources using a key or identifier (also knownloaé-up) for representing a common ground for
resource management.

» |oT resolution as a way where a device ID or aiserlD is mapped to an address or locator that will
allow the communication with the device or service.

» 0T discovery for finding unknown resources/sersidcgmsed on a rough specification of the desired
result by loT applications. Based on unique idesf UIDs, an loT resolution infrastructure wikk b
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able to resolve names and identities to addregs#dogators used by communication services. loT
requires the development of resource discoveryics\wo make things available and discoverable to
applications.

» 10T resource information model: unified informatiomdels to describe loT resources will be proposed
to enhance availability and accessibility for seegi and end-users. Many loT applications will regui
not only a static description of resource capaéditout also dynamic descriptions based on their
interaction with other resources and things, tmabéng a true federation of things.

* |oT resolution infrastructure: intended to provitthe necessary functionality for discovery, look-up
and monitoring dynamic links of 10T resources witings, obtaining the hierarchical dependencies
and context between the different elements, and, rapplying semantic technologies be able to
provide the associated values to one element ohéitork, directly through it or indirectly thought
other container elements of its network.

» |oT linking mechanism: sensors, actuators and patsnobile devices are used to interact with things
An efficient linking mechanism should consider &aility and mobility aspects for both for the ths
and devices. In some cases the ability of 10T nessuto interact with things relies on sensors and
actuators physically attached to them. In otheegaparticular real-world contexts that in partcul
translate to properties of the virtual entities banderived from the collaborative interaction bedw
several 10T resources.

» |oT resources management: in the very dynamic simeoBloT, |0T resources can evolve with varying
degrees of autonomy integrating different techniel®gover different infrastructure providers. To
guarantee an efficient and effective deploymenrib®f global schemes for operation and maintenance
management should be developed.

- Fully remote management enabling the initial camfigion, activation, software update, de-
activation, and re-activation of I0oT resources ¥éltilitate the 10T deployment.

- Using abstract models as a framework for understgrgignificant relationships among the 10T of
some environment. It enables the development ofpeciic reference model or a concrete
architecture using consistent standards or spatiies for supporting the environment. A reference
model consists of a minimal set of unifying coneeptxioms and relationships within a particular
problem domain, and is independent of specificddas, technologies, implementations, or other
concrete details. A common configuration and sggticould be easily applied to different groups of
resources, including enterprise specific groupd,thimgs type specific groups.

- Common resource management, relying on open toulsstandardized management interfaces,
will ease the integration of connectivity modules w&ell as software management: firmware
updates, operating systems, and application logic.

Remote status monitoring will track operational armhnection status of resources into the IoT. Fault
handling for 10T resources should consider integtadlarm events management and on-demand remote
diagnostics to allow specific fault recovery froaesources failures.
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Figure 59  Architecture of IoT Resource Management and its BEs

The architecture supporting 10T Resources Managefo@ctions relies on the existence of two Generic
Enablers: the Discovery and Resolution of Thingsa@# the Services and Resources Interaction GE.

The Discovery & Resolution of Things GE will prdei functionalities for retrieving lists of servicémt
expose resources related to particular things. GEwill be based on the following components:

A Thing Resolution component that will provide theictionality to discover the thing based on a
general description discovery, if the thing is dlearly identified by the user.

A Thing and loT Service Monitoring component thall wynamically maintain associations between
Things, loT resources, and exposed supervision madagement services. This component is
supported by Service and Resource Interaction GEetdeve the thing to which resources are
associated.

A Things Manager component that will manage thireated information, including the insertion,
update, and deletion of things descriptions andsthéic association among them and resources. It
supports the Service and Resource Interaction QRatoage how |oT resources can be observed and
exposed by a given device and, for instance thateg running in sleep mode may no longer hosts all
the resources.

The functionality provided by the Services and Reses Interaction GE is offered in two ways,
synchronous and asynchronous, by means of theviodpfunctional components:

The IoT Resource Directory component is respoadii keeping all the information of the different
devices registered in the loT service enablemikeat physical address, status, location, etc

The IoT Directory Handler component acts as inta$abetween the system and loT Resource
information providers, throught 10T communicatidhmaintains and provides information regarding
an identified 10T resource, allowing to update description of a resource, to retrieve its desioipbr

to provide the address of a identified service.th@rmore it is in charge of the automatic resource
registry in the 10T Services & Resource Directdrgirough the interface with loT Communication, this
component provides access to the device commumicatid connectivity status and resources can be
retrieved from devices.

The loT Catalogue and Location component provideshanisms in a distributed environment to
discover which of the different instances of thditexs can support the request a user might be

Page 112



FI-WARE High-level Description (<) fi-ware

interested in. For example, in an architecture wisaveral Resource Description components exist, a
client might be interested in a particular IoT Rase. The client should interrogate the CLB to know
which particular existing Resource Description comgnts contain the information requested.

* The loT Resource & Service Discovery will interadth 10T Process Automation to provide access to
services associated to things, allowing web sesvicefind these resources. This collaboration will
manage mostly dynamic discovering new associatietween I0T resources and associated services,
supporting discovery qualifiers such as locatiompxpmity and other context information. The
Resource & Service Discovery will publish to D&tantext Management GE integrated context
information about things and their associationséyic and static) with other things and resources
based on information provided by loT Data Handlidg interface between Resource & Service
Discovery and Security, Privacy and Trust Geneneliters will support checking access permission
before publishing the context information and pding access to resources. A trusted authoritylweill
accessed to verify that only resources providettustworthy entities are considered.

6.2.2.3 Critical product attributes

» Uniform access to the things in the virtual woddd transparent mapping to a real world access

» Sophisticated "Resolution infrastructure" to disegvidentify and access information about things
through heterogeneous identification systems

* Range of sophisticated look-up mechanism that endbiding the correct things in the millions |of
available with a large range of selection critdik@ object types and type hierarchies, geographic
areas of interest, properties of things, relatigmsbetween things, semantic tags

6.2.3 |oT Data handling

6.2.3.1 Target usage

IoT Data Handling will be essential for Applicatiand Data Service Providers to collect large amofint
loT-related data, produced by a huge number ofrésburces almost in real-time.

loT Data Handling GEs will be supported by secuaerd privacy policies in collecting and forwardinatal
to Application/Services.

The 10T Data Handling sub-chapter will comprise Giete to handle efficient data representation fésma
(including semantic data) and execute near or edjao the 10T resources. They will be able to exec
data processing functions aiming to generate alemaét of elaborated data locally, preventing the
flooding of the backend system and the storagealyel amounts of raw data. These GEs can be placed
along the communication path between resourcestlamdackend systems, dynamically adapting the
traffic of data to the real demand of applicatienv&ces at any given moment. 1oT Data Handling Gitls
therefore include loT-oriented Generic Enablergrifig the same or a subset of the interfaces peoviy

the Publish/Subscribe Broker and Complex Event é3siog GEs defined in the Data/Context
Management chapter of FI-WARE. However, they mayifmplemented as complementary products
tailored to execute in devices and loT gatewaysh wibnstrained computing (including storage)
capabilities. They may also exploit P2P mechanitmmperform their functions in a distributed manner,
involving multiple devices. As mentioned at thegip@ing of this chapter, the combination of Generic
Enablers running both in distributed locations eedtralized backend systems will allow a scaladilestic
and high performing management of the entire loT.
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loT Data handling will include GEs dealing withetligent analysis and mining within massive amowfts
data generated by devices and 10T Resources, inglbdth data generated in real-time and histodes.
These intelligent analysis/mining will, to a largetent, utilize the BigData Analysis GEs definedthe
Data/Context Management chapter and will be basddTi-specific or application domain (Usage Area)
determined logic.
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Data Handling GE
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\

Data Access Policy

loT publish/
subscribe/notify

|

: <::> Data Aggregation
Access Rights & filtering
Events
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Figure 60  Architecture of IoT Data Handling and its 4 GEs

6.2.3.2 Description of GEs

Sheth et al. in [Sheth 08] defined a semantic a6seWeb within Space, Time, and Theme attributes t
describe the IoT resources in their respective dgonBarnaghi et al in [Barnaghi 10] use the consdgmm
the semantic sensor Web and provide a platfornsdosor data description and publication using tinke
data technologies. In a related work, Wang et aiig/09] describe a model for annotation and reagoni
over sensor data and discuss possible scenariostéopretation of this data using linked-data @pts.
The SENSEI project also demonstrates the core iturscfor storing, querying and managing distributed
IoT resource description data [SENSEI 10]. A gehsuavey on the 10T that describes its differemienss,
components and layers as well as data integritiesss also provided in [Atzori 10].

loT Service Enablement will extend the current @dScription models and will create an integrated an
interoperable solution for 10T data handling. lilvailso provide solutions for processing of theotgses
information about real world and loT knowledge.
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It is expected that things will produce large anmtoohdata in different contexts, depending of egerg
consumption constraints, privacy rules or nomadiforeseen turn of events. The IoT Data Handling GEs
will provide functions to be able to manage thygees of data:

* instantaneous real-time data, which are not rekevanstore but could be useful for dedicated
applications at a specific time

» locally stored data for privacy and security conseor due to unreliable and unstable hazardous
connectivity across networks, sometimes deriveohfemergy or motion constraints

» globally stored data, which will be stored and jed by any provider for access to elementary or
historical data.

For privacy and security concerns, access andgaaights should be defined at the closer levalaif
production, to devices or to 10T resources. Asxan®le, the Data Access Policy GE is not includethe
Security, Privacy, Trust technical chapter whicla isiore centralized chapter. Data Access PolicySGE
dedicated additional component to the Securitya@si and Trust since it comprises functionalityides
the device/loT gateway supported by Security, ghvend Trust which does not have components running
at this level of data production, close to the desior I0oT resources.

As IoT would target highly heterogeneous discordiraly connected devices (sensors, actuators or
personal mobile terminals) loT Data Handling woalsio deal with the different data-models relatethto
different technologies and protocols in order tovie an homogeneous access to all relevant data fo
Future Internet applications. IoT Communicationsildarely on this capability to retrieve the techomy

and protocol-related data models, providing oreitsl the homogeneous access to the devices, in other
words, hiding the heterogeneity of the devices ftbeFuture Internet applications.

The data models will be identified through differélsage Area requirements and based on previous wor
already described above. Thus, a common data nallible provided at device, gateway and loT Backend
level to support semantic integration of Futureinet Applications and Services. This data modélbei
consistent with the general data model definediWRRE as described in the Data/Context Management
chapter.

Some data could be stored locally in micro-datalf@sdevices or 10T resources with energy constsaim
order to limit the number of synchronization orat&nships with global storage system. This micro-
database is also part of nomadic devices or gatewapected to overcome connectivity problems or
emphasize local reactivity.

Access rights features will be manageable by loBoReEes management regarding both Applications
policy rules and devices and loT Resources rulégsé& rules could be associated to a device or IoT
resource profile to enhance privacy management@aptbvide human and context based changes.

Each device or loT Resource could change its pailidgs, for privacy reasons, especially to provide
anonymous or personal data. Security, privacy andtiGeneric Enablers will support loT Data Hangllin
to define what kind of anonymous mechanisms cowdpbt in place to protect privacy and provide
relevant information for applications.

Data flow processing will be supported in orderdicect the relevant data from its sources to their
respective destinations. It has to be scalabletieland high performing distributed across devide$
Resources and Gateways. Devices, linked to 10T iRess and gateways, will be able to manage lodal da
and process data based on pattern-condition-adtémed on loT-tailored Complex Event Processing
Generic Enablers running in the devices.

IoT Data Handling will also implement mechanismsdigdiver data in P2P mode between devices and
things and to support a more efficient communicatibdata between 10T resources and applicatias. |
oriented Publish/Subscribe Broker GEs supportings tfeature will interwork with centralized
Publish/Subscribe Broker GEs both supporting therfaces defined in the Data/Context Management
chapter. This way, it will be feasible to createrediable network of Publish/Subscribe Brokers that
propagates subscription service conditions downTaesources.
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A proper utilization of GEs both in centralizedvans and in devices closer to 10T resources wilkenid
feasible to satisfy the challenging requirementssoéle and real-time response linked to IoT Data
Handling.

6.2.3.3 Critical product attributes

» Flexible data handling including support for vasowata models, data transformations, data
mediations and semantic integrations

e Distributed data management including local storage processing as well as mechanisms to easily
handle the massive amount of 10T data, online strpeocessing with real-time support and offline
processing of collected information based on maaialgesecurity rules

» Global definition, real-time access and/or storafydistributed loT events

6.2.4 loT Process Automation

6.2.4.1 Target usage

loT Process Automation will propose to Applicati®arfvices Providers generic capabilities enablingse
subscription and rules templates that will easegpmming of automatic processes involving loT
resources. They will allow to setup high-level citiods that may i.e. trigger new actions in a psxe

The distributed nature of the loT architecturejudag mobility of things, requires new forms ofdiness
integration and process automation with severatltewf collaboration, for example, between devices,
gateways and/or components at application levels Ty involve, among other aspects, the need to
execute part of the process on distributed nodgs (eT gateways) near or adjacent to loT resaurce

A necessary step for improving loT processes igelascale solutions is the ability to combine data
generated by loT with business processes that esponsible for scheduling and control. For IoT
scenarios, it is necessary to devise a reasonatileamplete modelling construct meaning that tloeess
interactions, which may include asynchrony and oommncy, are correct with respect to runtime input-
output pairs and that all possible intra- and Hptecess interactions are captured adequately &y th
modelling construct.

Based on semantic capabilities as well as disgtbor P2P mechanisms, 10T Process Automation GIEs wi
complement the capabilities and extend the scojBaokend Service Compositions and Front-end Mashup
GEs defined in the Applications/Service deliveryagpter in FI-WARE. They will allow that the
intelligence in Applications/Services dealing wilte Future IoT will be based not only on centralibeit
also on local as well as on distributed procesaimg) decisions executed near or adjacent to loTuress.
These local and distributed processing and decsithimprove reactivity in lots of processes aeduire
new approach for Business Process modelling

6.2.4.2 Description of GEs

Process automation is dealing with low level preessdescribing the interactions of the loT resaurce
hosted by devices and IoT gateways (micro businglss), providing modelling constructs to describe
these interactions, templates to capture the ewmsusrring at this level of interaction and knowded
accumulation from the observation of interactiottgras occurring between the devices and IoT gatewa
More specifically, the following features were itiéiad:

» |oT knowledge management: increasing the intelibgenf 10T Services capabilities over a long period
of time, including
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- handler of application domain ontologies,

- knowledge base collector

- a design reasoner to execute classification ofrésse and other semantic queries, target a
collaborative framework between micro businesssrpi®cessing engines

* Support to loT-aware Business Process Managemeaibling the programming of Business Processes
where part of the process is able to run near jaicadt to IoT resources and gateways. This mayyimpl
defining means supporting important IoT charactiesgdirectly into business processes notations.
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Figure 61  Architecture of IoT Process Automation and its 3 &s

The Process Automation sub-chapter is organize8 ®Es, which are the Template Handler GE, the
Semantic GE and the Exposure GE.

Data events could be produced and stored locallydmpending on local rules could trigger Usage Area
processes or applications.

* The functionality of the Template Handler GE ispimvide the means to define templates that 10T-
oriented GEs running in proximity to IoT resourcesild take into use. The following components
would be considered as part of this GE:

- The loT resource tasking component that will allsgrvices to perform request operations from
things to the devices

- The BPM template handler that will provide meansteate and to maintain templates for the
definition of low level business processes, whiekides should execute among themselves without
the need to be always connected to the loT backemd. component will also interact with the
Knowledge Base Collector/Accessor in order to ddtéeraction patterns and, as a result, to define
new templates for the future interactions. As aangyle, a certain pattern of intrusion might be
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detected at the level of the Knowledge Base Callégtcessor. This would results in a
recommendation from the BPM Template Handler tangééhpply a new low level business process
to avoid this new detected and learned intrusion.

The data event subscription/processing templatellbarhat will provide means to create and
maintain templates for the definition of low lexalbscription queries or complex event processing
rules to be submitted to loT-oriented Publish/Stbscand Complex Event Processing GEs,
respectively.

* The Semantic GE implements functionality through fillowing components:

The knowledge base collector that will collect lelegm knowledge from the 0T resources, relying
on the functionality provided by IloT Data HandlinGEs and trigger (or propose
triggering)applications or business processesdhtime.

The ontology component that will enable various désAreas to deploy their respective domain
ontologies on the loT subsystem.

* The Exposure GE includes:

The Template Exposer that will expose the structuré functionality (template) being provided
with atemplate handler.

The process exposer that will expose the charatitsyiand operational capabilities of the loT
Resources and Things.

The semantic exposer that will expose interfacestds the ontology handler and towards/from
the knowledge base collector

Critical product attributes

Templates, methodology, modeling tools and supfoorthe orchestrated execution of 0T busingss

processes synchronized with application level lassrprocesses using loT information and triggered

by distributed real-time events

Knowledge generation from long-term events obs@wmaht the low level of devices and 0T
resources

6.3

Question Marks

6.3.1.1 Security issues

Issue 1

Anonymous mechanisms for Data Handling, espectallgefine what kind of data could be stored for
medium and long time following privacy rules definley ,Security, trust, Privacy” technical chaptedda
provided as requirements by usage area projects

Issue 2

Access security policy control for the managemdmirivacy and security aspects of the loT resources
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Issue 3

lIoT Security & Protection schemes for the secuptyvacy, identity and access management challeofyes
the loT process automation function. It providedigms for design or runtime configuration, policy
enforcement mechanisms and access authenticatimmscfrom/towards loT resources and elementary
applications hosted by things. Configurable roleragement and multi-tenant scenarios are supposted a
well.

6.3.1.2 10T Data as a Service

While 10T focuses on delivery of data to and frdra tlevices and the application layer, often da¢alsi¢o

be stored and later accessed by applications amdb¥ the loT Services for its proper operation and
management of loT resources. This storage shoulfiohow only structured approach but has to suppor
consistency during time-to-time synchronization sporadic events and provide "Data as a Service"
depending on the place, the type and access rightihe relevant events and data demanded by
applications. This topic should be addressed im@dinated fashion together with functionality ohesi
Data and Context Management.

Once data or events are collected and stored,sta@fuanalytics tools could require lots of compatal
resources. loT-oriented Analytics relying on theobgll BigData Analysis GE defined within the
Data/Context Management chapter will be appliedistorical data with potential additional real-timiata.

It needs further clarification how the results gpplied to 10T and which GEs are influenced.

6.4 Terms and definitions

This section comprises a summary of terms and itlefis introduced during the previous sections. It
intends to establish a vocabulary that will be helgarry out discussions internally and with thiatties
(e.g., Usage Area projects in the EU FP7 Futurerhet PPP)

The following figure describes the relationshipsi®en the concepts defined in this section.
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Figure 62  Concepts defined within the 0T Service Enablemertechnical chapter

Page 119



FI-WARE High-level Description (<) fi-ware

* Thing. One instance of a physical object, living orgamiperson or concept interesting to a person or
an application from the perspective of a FI-WAREtamce, one particular usage area or to seyeral
usage areas. Examples of physical objects aredibgjltable, bridge (classes), the Kreml, the tenni
table from John’s garden, the Tower bridge (instahcExamples of living organisms are: frog, tree,
person (classes), the green frog from the gartiemak tree in front of this building, Dr. Green.

» Class of thing Defines the type of a thing in the style of objedented programming: a construct that
is used as a blueprint to create instances, deficimstituent members which enable class instaioces
have state and behavior. An example of class ofjtig “person”, whereas an instance of a thing is
“Dr. Green”, with all the static/dynamically changiproperties of this particular person.

» Group of things. A physical/logical group of things. Examples afkeoffice buildings from Munich
all bridges above the Thames, all screws from aveirathe planes of Lufthansa currently above
Germany, all cars inside a traffic jam driven bfemale driver, the trees from the Amazonian forest,
the squids from the Mediterranean see the mushrdoms Alice’s garden, all the fish from the
aquarium of John., the soccer team of Manchestercaolleagues from OrangelLabs currently working
abroad (from the perspective of France), all patients @60 years of age of Dr. Green, the traffic
jams from Budapest, the wheat crop in France inyia 2011, the Research and Development
Department of the company Telefénica.

» Device Hardware entity, component or system that mainkzerelationship with #éhing or agroup of
things called association A device has the means either to measure prepeofi a thing/group of
things and convert it to an analog or digital slgtieat can be read by a program or user of to
potentially influence the properties of a thinglgpoof things or both to measure/influence. In case
when it can only measure the properties, then vieitca sensor. In case when it can potentially
influence the properties of a thing, we call itastuator. Sensors and actuators may be elementary o
composed from a set of elementary sensors/actudibes simplest elementary sensor is a piece of
hardware measuring a simple quantity, such as spke#te wind, and displaying it in a mechanical
fashion. Sensors may be the combination of softwackhardware components, such as a vehicle on-
board unit, that consists of simple sensors meagwarious quantities such as the speed of the car,
fuel consumption etc and a wireless module trarsmithe measurement result to an application
platform. The simplest elementary actuator is htlgwitch. We have emphasizpdtentially because
as a result of the light switch being switched tis not sure that the effect will be that lightlibgoes
on: only anassociatedsensor will be able to determine whether it wamtoo not. Other examples of
devices are smart meters, mobile POS devices. Momhisticated devices may have a unigue
identifier, embedded computing capabilities andalodata storage utilities, as well as embedded
communication capabilities over short and/or lorggashces to communicate with 10T backend. Simple
devices may not have all these capabilities any tla@ for instance only disclose the measurement
results via mechanical means. In this latter cése further disclosure of the measurement result
towards loT backend requires another kind of dewadled loT Gateway.

e Association It is a physical/logical relationship betweenewide and a thing or a device and a group
of things or a group of devices and a group ofghifrom the perspective of a FI-WARE instance, an
application within a usage area project or othakettolder. A device is associated with a thing ¢ain
sense or (potentially) influence at least one prtypef the thing, property capturing an aspectaf
thing interesting to a person or an applicationmfrthe perspective of a FI-WARE instance, ¢one
particular usage area or to several usage areagcd3eare associated with thingsfully dynamicor
mainly staticor fully staticmanner. The association may have several diffeneiodimentsphysical
attachment physical embeddingphysical neighborhood, logical relatioetc. Physical attachment
means that the device is physically attached tothiy in order to monitor and interact with |it,
enabling the thing to be connected to the InterArtexample is the on-board device installed ingide
the vehicle to allow sending sensor data from tirete the FI-WARE instances. Physical embedding
means that the device is deeply built inside thegttor almost part of the thing. An example |of
physical embedding is the GPS sensor inside a smqbibne. Physical neighborhood means that the
device is in the physical neighborhood of the thimgt not in physical contact with it. An examplie|o

—
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physical neighborhood is the association of theifagihone of a subscriber who is caught in a taffi
jam with the traffic jam itself: the mobile phong the device, the traffic jam is the thing and the
association means that the mobile phone is in bysipal neighborhood of the area inside which |the
traffic jam is constrained (e.g. within 100 m frohe region where the average speed of cars is elow
km/h). Logical association means that there idatiomship between the device and the thing which i

neither fully physical in the sense of attachmergrmbedding, nor fully physical proximity relate&h
example of logical association is between the carthe garage door opener of the garage where the
car usually parks during the night.

* |oT gateway. A device that additionally to or instead of segsactuating provides inter-networking
and protocol conversion functionalities between icky and IoT backend potentially in apy
combination of these hosts a number of featuremefor several Generic Enablers of the 10T Seryvice
Enablement. It is usually located at proximity bé tdevices to be connected. An example of an|loT
gateway is a home gateway that may represent aegagen point for all the sensors/actuators inside
a smart home. The 10T gateway will support all ’iiE backend features, taking into consideration|the
local constraints of devices such as the availabtaputing, power, storage and energy consumption.
The level of functional split between the loT bawtteand the IoT gateway will also depend on the
available resources on the lIoT gateway, the codtoamlity of connectivity and the desired level for
the distribution of intelligence and service abdicn.

* |oT resource. Computational elements (software) that providetéthnical means to perform sensjng
and/or actuation on the device. There may be ofexoor one-to-many relationship between a deyice
and its loT resource. Actuation capabilities expldsg the 10T resource may comprise configuration of
the management/application features of the degigelh as connectivity, access control, informatjon,
while sensing may comprise the gathering of faydexformance metrics, accounting/administration
data from the device, as well as application dataitithe properties of the thing with which the idey
is associated. The resource is usually hostededetiice.

 Management servicelt is the feature of the IoT resource providimggrammatic access to readable
and/or writable data belonging to the functionirfgtiee device, comprising a subset of the FCAPS
categories, that s, configuration management, tfawmhanagement, accounting /access
management/administration, performance managemewmning and security management. The
extent of the subset depends on the usage aremplexaf configuration management data is the IP
endpoint of the 10T backend instance to which theiae communicates. Example of fault management
IS an error given as a result of the overheatinthefdevice because of extensive exposure to the su
Example of accounting/administration is setting timk quota for applications using data from a
certain sensor. Example of security managemertasptovisioning of a list of device ID-s of peer
devices with which the device may directly commatec

» Application service. It is the feature of the I0T resource providimggrammatic access to readablg or
writable data in connection with the thing whicrassociated with the device hosting the resource.| T
application service exchanges application data ambther device (including loT gateway) and/or the
loT backend. Measured sensory data are examplpplitation data flowing from devices to sensars.
Setting the steering angle of a security camerseading a “start wetting” command to the irrigatjon
system are examples of application data flowingnftbe application towards the sensor.

» Event. An event can be defined as an activity that happeccurs in a device, gateway, 0T backend
or is created by a software component inside thieskrvice enablement. The digital representation of
this activity in a device, loT resource, IoT gatgwea 0T backend instance, or more generally, ki-a
WARE instance, is also called an event. Events loeagimple and complex. A simple event is an event
that is not an abstraction or composition of otagnts. An example of a simple event is that “smart
meter X got broken”. A complex event is an abstoacof other events called member events. |For
example a stock market crash or a cellular netvatakkout is an abstraction denoting many thougand
of member events. In many cases a complex evesrterafes the set of its members, the implication
being that the event contains a reference. For pbaarthe cellular network blackout may be caused by
a power failure of the air conditioning in the og@r’s data center. In other cases such a refereag
not exist. For example there is no accepted agneeam to which events are members of a stock
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market crash complex event. Complex events maydsged of simple events or other complex eve
by an IoT resource or the IoT backend instance.

loT Backend. Provides management functionalities for the deviged 10T domain-specific suppq
for the applications. Integrant component of FI-\\WARstances.

loT application. An application that uses the application programgmnterface of the IoT servig
enablement component. May have parts running ofsenef devices, one/set of 10T gateways
one/set of 10T backends.

Virtual thing . It is the digital representation of a thing iresithe 0T service enablement compong
Consists of a set of properties which are intemgsto a person or an application from the perspeq
of a FI-WARE instance, one particular usage are@ geveral usage areas. Classes of things hay

same set of properties, only the value of the ptegsechange from instance to instance.
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7 Interface to Networks and Devices

7.1 Overview

The growing number of heterogeneous devices whachbe used to access a variety of physical networks
contents, services, and information provided bycadh range of network, application and service iolers

has clearly created the conditions required foineneasing number of users to be always in toudh wi
what is going on in the world, both for personall avork-related purposes. Driven by mobility, morsla
more services are consumed on the move. Therefobdlity is to be provided, and a certain Quality of
Experience (QoE) and security are expected. Unfattly, the complexity of the problem, as well las t
lack of standardised interfaces and protocols, sakalifficult to easily and seamlessly supporttsuc
features at the application layer.

Moreover, in the attempt to differentiate the offéevice manufacturers are continuously introduciegy
and more sophisticated features in their produedsther, to make the scenario even more fragmemated,
variety of development paradigms and technologiesamailable for different types of connected desic
We can broadly define three programming paradigsmseterence for developers interested to deploying
their applications on connected devices (and nbt fam them), i.e. the native programming technaésg
(Java, Objective-C, C, C++, etc.), the interprgisajramming technologies (Java, .NET, Python, etiad)
the script programming technologies (HTML, CSS,a%avipt, XML, etc.). The difficulties found in the
interoperability among applications running on eliéint devices and the portability of applicationsoas
devices, both due to lack of standards and existefdragmented paradigms, are often a big issubdn
development of global Internet Applications. FI-WBRwill address the definition of Generic Enablers
implementing a common and standarterface to Devicesthat helps to minimize these limitations.

As a further element to be addressed, in the pastrnication solutions were mainly developed
according to their usage. Typical examples are lasimmunication, analogue and digital telephomg, a
Internet. Each of these technologies had their glatforms, environments, and infrastructures. This
resulted to silo platforms within the infrastruasarof telecommunication providers. With the fixedhihe-
convergence (FMC) strategy, where mobile and fixed Internet grew together, it was necessary til bui
and replace the communication technologies by goeciic and unique technology and protocol
environments. Driven by the economic benefits {ndly cheap network nodes) and the success of
Internet end-systems (such as laptops and deskioputers) the packet based technology had its
triumphal procession. The Internet is based omwlsi transport stack (TCP/IP). To solve the specifi
application and usage area challenges, overlays luglt. More and more the overlay philosophy eedbl
the clustering of technologies, service and apfitinamanagement, and the control of networks. The
Internet had also the philosophy to push the igeit of networks to the edge, using transport nete/as
dumb pipes and developing applications/servicesf‘tive top”.

FI-WARE considers thdntelligent Connectivity at the basis of the Future Internet. The Intetiige
Connectivity concept will mean connecting applioat and application platforms to the network
intelligently, leveraging on the full potential tiie features of the network, through the definitmin
Generic Enablers implementing a standémterface to the Networks This way, FI-WARE will be
capable of exploiting the features of networks ririg “smart pipe” functionalities as compare totjbs
designed to run “over the top”.

The Generic Enablers provided to implement a stalsksd Interface to Networks and DevicéaND),
can be used by other FI-WARE elements, such asdGtmsting, Internet of Things, etc. They can also b
directly used by the applications in multiple Us@geas.

A fundamental challenge for the implementationhef tequired interfaces is that the network funetiiy
is typically distributed over different elementstgtially implemented internally in different waym
multi-vendor environments), and that the interfabage to take into account the constraints of dhfie
providers (in multi-network service scenarios) a&dl\as legal and regulatory requirements.
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For logical reasons, explanations, and implemesragsues, a common reference model is needed. The
model should reflect the standard communicatioretstdnding as well as future and ongoing activities
the field of packet (Internet) based communicatioaffic engineering, and service offering. The ttoh

and the management of packet (Internet) based retwbould be included as well.

A good reference communication model is an extensiothe model from the Telemanagement Forum
(TMF) [TMF] — the three Strata Model [StrataModé&idm the IPsphere Project [IPsphere] is shown in
Figure 63. These strata can be seen as overlayishvg in line with the already mentioned overlay

philosophy of the Internet.
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Figure 63  Three strata model for communication in an IP driven operator infrastructure

TMF, within the Service-structuring stratum, addess essential requirement of composition of sesvice
across multiple stakeholders and multiple techriekgin (TR158 IPsphere_ R2-0 Arch_Doc), the TM
Forum IPsphere Framework (IPSF) is introducedaaméwork for service providers to service provider
Business-to-Business (B2B) interactions and autedhatollaboration. This IPSF contains main
functionalities for service negotiation (Publishirgpmposition, fulfilment and assurance) that aeg k
aspects for delivering of network services base@@nmvice Level Agreement.

Remark: In the framework of this activity it is pleed to use the existing results from IPsphere/Evi&
the related EU-R&D-activities, which are in coogama with IPsphere/TMF. It is also planned to pushv

— in the framework of FI-WARE developed — resulishelp of the partners into the TMF for discussion
and to shape new releases.

Therefore, all FI-WARE Generic Enablers aiming la¢ provisioning of services with agreed QoS (like
Generic Enablers in the Cloud Hosting chapter)lstesd to take into account that ‘Negotiation’ psses
can be put in place with the control stratum of Negworks and Devices infrastructure, using therfiaces
being defined in the FI-WARE I2ND chapter. By impienting this negotiation, they will be able to lgrin
a differential value compared to other applicagtatforms merely designed over the top.

In [Cube01] and [Cube02], the authors have extertdedStrata Model with three planes: the Data plane
the Control plane, and the Management plane aatptdiFigure 64
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Figure 64  Three strata model for communication extended by N@ principles

The previous figure depicts in the left the curreittiation in the Internet. Within domains, diffete
interfaces and protocols are implemented to sugherbperator in the more or less difficult taskua a
network efficiently and to give access to end-con&n third party providers, content providers adl a®
interconnection to other network service providéds the right side, this is mapped to the proposed
communication model, where:

* The Packet Handling Stratum represents the comrmatioic technology. Typical examples include
access networks such as the 3GPP Long Term Ewol(itibE) or Digital Subscriber Lines (DSL), as
well as backbone/core technologies like Carrierd8tathernet and other optical network technologies.

 The Control and Policy Stratum is a layer that @sponsible for inter-technology issues within
operator/network service provider environments. @éteptial implementation in wireless access
networks can be based on the Evolved Packet CR€)E

* The Service Structuring Stratum deals with the &nrend-service provisioning.

The architecture of communication networks camtente separated into three planes: data plan&pton
plane, and management plane. For illustration amdsiimplification the following description useseth
“three Strata Model” without explicitly distinguisty their respective separation in the data plaogtrol,
and management plane according to the NGN arctrect

7.1.1  I2ND high-level Architecture

The 12ND chapter will address four different classé interfacesconnected device, cloud proxy, open
networking, and network services These four functional components directly folldsem the four
different entities that an interface can refer (b} Interfaces to end devices (addressed by coeaect
device), (2) interfaces to gateways (cloud prof®),interfaces to connectivity functions inside tietwork
(open networking), and (4) interfaces to servidésred by the network operators (network services).

In each case, the purpose of the interface is tooetxpose the corresponding network state infoomatid
the user of the interface as well as to offer aneeff level of control and management (network ojeng

in order to overcome the limitations of today'swmk and device interfaces. A control and policy
strata/system handles interactions between theferedit functional components and inter-domain
operation.

The four classes of interfaces can be mapped t@ohemunication Model (without the planes) as degpict
in Figure 65
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Figure 65  Mapping of the Generic Enablers into the Communicabn Model

The 12ND chapter addresses the interfaces at tle ¢d different strata. The Service StructuringaBtm
includes interfaces towards applications in a wiglege of Usage Areas. The chapter will not hanude t
implementation of the Service Structuring Stratmside the network. The Packet Handling Stratunihén t
devices and Cloud proxies, as well as the Polidy@ontrol Stratum in the Cloud Proxies, are wefirosd
and standardised and therefore well establishedfates will be used.

Figure 66 provides a high level view of the Integfao Network and Devices architecture, composed of
the following four Generic Enablers:

Connected Device Interfacing (CDI) this is the Generic Enabler (GE) providing toWARE and
Use Case Project applications the possibility fol@kthe device features and capabilities, throtigh
implementation of interfaces and related APIs talsahe connected devices. The CDI GE interfaces
the FI-WARE applications providing unified APIs fapp developers. It also interfaces services
offered by other FI-WARE GEs, through the interiméérface with the S3C Generic Enabler shown as
a dotted line in Figure 6b6heinterfaces provided b@DI GE will reflect the status and the situation of
devices and their connected users. Network cormtésxtmation, location data (generated by network
nodes) and subsets of the user profiles will bevideal in aopen, standardised way towards the
executing systems. Current standaahd discudsns in international initiatives and bodies, in
particular GSMA (oneAPI) WAC and W3C, will be taken into account, as wellths evolution of
device platforms (e.g. MeeGandroid). The CDI GE, on one hand, will specify interfaces and APIs
according to the standardised frameworkentioned and will also further improve them, by
contributing tothe relevantinitiatives with proposals for an evolution, which takes into act¢die
Future Internet requirements emerging from FI-WAdRTE the Use Case Projects.

Cloud Edge (CE) this is the GE in charge of interfacing the Cldembxies with the FI-WARE and
legacy cloud services. Usessin and usenore and more complex home netwotksnectingmany
consumer electronic devices and broadband homewaggse providing more and more advanced
functionalifes. The interface and interoperability between a#iséh devices is still a challenge, even
after years of development of interoperability smas such as UPNP or DLNA. In the future,
gateways will be further extended to specificatiglude cloud functionality, e. g., in the form ofdho
data centres” or “advanced home hubs” that supmoitate cloud functions, execution of
downloadable applications in virtualised environisenadvanced storage, intelligent content
distribution, or translation to local loT-relateétworks. This means that home gateways have to be
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able to expose interfaces towatts FI-WARE platform to access cloud proxy features/uding the
interfaces to access objects and devices conntxtbé cloud proxy, to manage/access local data and
to manage devicesThe interfaces provided by the CE GE cover a wariet cloud proxies
functionalities: end-device communication, hometexsys management, virtual machine management,
protocol adaptation, etc. The CE interfaces are aked internally by the S3C Generic Enabler to
control the cloud proxies.

* Network Information & Control (NetIC) : this is the GE providing a homogeneous access to
heterogeneous open networking devices. It expostgork status information and it enables a certain
level of programmability within the network, e.gancerning flow processing, routing, addressing, an
resource management at flow and circuit level. Saotdrfaces also enable network virtualisatiorm, ,i.
the abstraction of the physical network resourcewell as their control by a virtual network prosid
A key advantage of open networking is the implemgon of tailored network mechanisms (own
addressing schemes or protocols, dynamic tunné&s). élso, premium network services can be
implemented, e.g., for the interconnection of pevand public clouds by dedicated links with
guaranteed Quality-of-Service (QoRotential users ofNetIC interfaces include network service
providers or other components of FI-WARE, suchlaaahosting. Network operators, but also virtual
network operators and service providers withindbastraints defined by contracts with the operators
may access, by means of specific FI-WARE servitles,open networks to both set control policies
and optimally exploit the network capabilities, aaldo to retrieve information and statistics about
network utilization (e.g., a usage area implemenérsmart grid application will rent from an operat
resources to build its own virtual network, theis thisage area will interface directly with NetlThis
GE also offers a set of I2ND internal interfacethi® S3C in order to control the open networks.

* Service, Capability, Connectivity and Control (S3C) this is the GE providing access to legacy
network devices features, capabilities and serviceparticular, the aim of this GE is to mitigate
challenges of packet core networks by offering ea#a interfaces for various service platforms. S3C
definesinterfaces that are used to control the accessetdéterogeneous network infrastructures, and
interfaces that provide information from the netwaonanagement and/or operation support systems,
such as auditing data-sets that can be used forgbdnd charging, or legal interception informatio
that can be used in case of violation of the ndtwanmvironment usage ruleShe S3Cfunctional
component therefore mainly considers interfaceseatice level, whereas tinetIC interface focuses
on transport mechanisms. Yet, both functional camepts may depend on each other, e. g., in case of
inter-domain operation, and I2ND will thereforegalithese interfaces. A central instantiation of the
network management is the policy and control systéhe targeted policy and control system is a
further developed IP Multimedia Subsystem (IMS) /andEvolved Packet Core (EPC) platform. For
inter-connection of network service providers ameirt domains for example the provisioning of QoS,
an inter-carrier sub-enabler will be defined. Thealger will not be accessible directly only through
high level interface for other operators and appion developers In addition, it also exposes aket
interfaces to the CE GE that may be used by Claundi&s
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Figure 66  General Architecture of Interface to the Network ard Devices (I2ND)

a

The four I2ND Generic Enablers build the interfaetween the legacy domain (Devices, Open networks,
Legacy network services and Cloud proxies) andréise of the FI-WARE domain (applications, services
and clouds) as illustrated in Figure 66. The dadimed shown in Figure 66 represent the internathfw

the 12ND scope) interfaces; the dotted lines raprethe interactions between the I2ND Generic Earabl
and the underlying legacy domain elements; theddoties represent the interfaces between the 12ND
Generic Enablers and the rest of the FI-WARE ptatfoThe S3C GE is the central component, which
interfaces all other three GEs (CDI, CE, and Net&C)ne common I2ND platform.

The interfaces provided externally (solid lines)tbg I2ND Generic Enablers are used by:

» Applications: applications running on connectedicey and interacting with the end user by means of
proper graphic user interface. Applications make wé device features (i.e. sensors, profile
information, stored data, etc.) as well as featwe information accessible remotely (i.e. network
services or cloud services) by means of the coivigyalevice capabilities;

* FI-WARE Services: business-to-business or busiteessnsumer services provided by the FI-WARE
platform that make use of the I2ND interfaces tbapeess to the underlying features, functionalitie
and information. In particular, the FI-WARE senscare provided by other FI-WARE Generic
Enablers that interact with the 12ND Generic Enefle

» Cloud Services: they include both legacy cloud isessas well as dedicated cloud services provided
by the FI-WARE platform.

Page 132



7N

FI-WARE High-level Description (<) fi-ware

7.2 Generic Enablers

7.2.1  Connected Devices Interfacing (CDI)

7.2.1.1 Target Usage

The Connected Devices Interface (CDI) Generic lEergksE) will provide, to FI-WARE chapters and Use
Case Projects applications and services, the meadstect and to optimally exploit capabilitiesdan
aspects about the status of devices, through tipbementation of interfaces and application program
interfaces (APIs) towards device features.

More specifically (see Figure 67) the CDI is a @Edted in the connected device with the aim to igeov
to the network services and the developer’'s apbica common APIs to exploit the device capabsitie
resources, contextual information and contents.

s
Apps < Contents
App ' ' Content
Developer Provider
Store ) Cloud
CONNECTED
DEVICES  <— Services

IlNTERFACING >

End

User Capabilities

Network
_ Connected Device . Network ) Provider

Figure 67  Connected Devices Interfacing (CDI) target usage

CDI will expose proper APIs to control all the chjiities and to get the related information of the
connected device, including battery power, netwstdtus, location systems, quality of service, media
capabilities, phone available features and sengwidjle information, status information and remote
management facilities. As shown in Figure 67, asxample, the CDI can be exploited by the applceti
developers thanks to a common set of APIs expogetido CDI allowing each app to get access to the
device capabilities independently from the handsatufacturer, the OS vendor or the specific sofwar
embedded into the device. Also, the network opereén exploit the CDI APIs to remotely manage the
parameters used by the device for establishingoh@ectivity to the network such as policies focess
network discovery and selection, attachment anchectivity policies as well as management of the
Quality of Service control and in-device routindipies in order to enable the mobile device to Imeatch

and react on its own to contextual situation (eagxistence of WiFi and 3G coverage, usage of anoth
connection over another access network for bet®® ©tc.) The result is that end user can enjoy his
favourite contents, anywhere and anytime, usingpnégerred apps across heterogeneous networks and
connected devices.

This means that same applications and networkcasian be used consistently over dissimilar caedec
devices, if they are equipped with the CDI. Moreovime apps provided by FI-WARE application
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developers will be able to exploit the capabiliteesl features the specific device platforms pravides
allows cloud hosted application services for exampb render their interfaces to make best use of
individual devices and their relative connectivifyo realise this, the CDI GE will offer a unifornmch
standardized access and easy portability acrodfpiawdevice classes of the features mentioned.

Here the term “connected devices” refers to a braade of networked electronic components, inclgdin
Handsets (cellular phones, smartphones), TablegglidMphones, Smart TVs, Set-Top-Boxes, In-Vehicle
Infotainment, Information kiosks, each being ablednnect to a communication network.

To look at this in terms of practical benefits,ygpbthetical scenario may involve a cloud-hostedimedh
service which is accessed by many consumers afpasd or mobile terminal devices. The service
provider will want to ensure that all consumers tet best possible experience, as a function af the
connectivity, and the display and processing pofueting remaining battery power) of their device. B
programmatically enabling the service with theibtio detect relevant details of the client devigel its
connectivity, decisions can be made at run-timeeims of selecting different levels of media ‘rielsg’
including sizing, resolution, 2d or 3d, etc., fodividual users

Another example might relate to location-basedisesy where the location of the device (shopping)ma
might be a useful indication of the customer’s mtiten, and suggest useful sidebar links in the fofm
advertising offers. Yet another might be the avmlity of triaxial accelerometers on the device andser
profile indicating a preference for this as a usput modality, which could be comprehended disertto
the rendered Ul configuration of a service.

7.2.1.2 GE description

Overview

The CDI GE is in charge of addressing a broad sebonected devices, not only the mobile ones, each
adopting specific technology solutions in termsafdware, software, middleware and runtime platrm
in particular concerning the development of appidces.

A first challenge to be faced by the CDI GE is tmypde homogeneous interfaces for application
development. It is recognised that the extremenfiexgation of platforms adopted for connected deyice
including a variety of different OSes and programgnianguages, is introducing several troubles to
developonce for allthe application and make it run on all such dexig®s introduced in Section 3.1,
different programming paradigms can be considesbith are exemplified in Figure 68. One step toward
solution to fragmentation is represented by thepido of middleware technologies (Java is one ef th
most relevant in this context), although not equalkll supported by the majority of connected devic
platforms. Other emerging solutions rely on webelatechnologies available on most terminals. Treisd
seems to favour the development of applicationgkvban run on web browsers or runtime engines.
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Figure 68  Applications programming paradigms

To cope with such heterogeneity of available butwianing solutions to fragmentation, the CDI GEesr

to find a convergence point at least on the inted$a The basic assumption for the definition of CDI
interfaces is that they will be defined as muchepehdent as possible from specific technology
implementation and programming paradigm, thus srgaa sort of layer on top of the technology
dependent layer(s) of the devices that communicatts the applications and the network service by
means of a interface layer as shown in Figure 69
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Figure 69  CDl virtualisation features of the connected device
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As shown in the figure, the CDI GE interfaces th&\FARE services and applications with the connected
device capabilities, such as: embedded sensore(aamGPS, accelerometer, compass, etc.), conitgctiv
(short range radio, radio interfaces, wifi, blugtgstreaming, etc.), data (PIM, user profile, mgmetc.),
management, graphics and so on. In order to cojrealveady available solutions, the CDI GE decosiple
technology dependent adaptation layer from then@lclyy independent interface layer. While the CH G
interfaces are common for FI-WARE services and iapfions, their implementation and deployment on
the connected device depends on the specific adaptayer used to support the interface layer.

The adaptation layer can be implemented, as angaas a stand-alone application (e.g. Java o#€)/C

as a stand-alone run-time environment (e.g. OSBias a web based run-time environment (e.g. WAC).
Whatever solution is chosen for the adaptation rlayeinterfaces the connected device capabilities
exploiting the primitives offered by the operatisgstem. Thus the adaptation layer is technology
dependent.

Instead, the interface layer relies exclusivelyttom required interfaces to support the FI-WARE ¢biep
and Use Case Projects applications and servicesintérface layer will not be defined from scrattth.
will inherit the experience gained from other iafives (such as WAC and W3C) and most of the iatexd$

will be re-used. However a gap analysis performgairest the FI-WARE chapters and Use Case Projects
requirements will lead to the identification of siigg interfaces that will be formalised in the nfdee
layer.

High level architecture

The high level architecture of the CDI GE derivesnt the convergence of current trends on widget
execution environments architectures. An exampl¢he$e standard, reference architectures is depicte
below:

Applications
Browser-based JVM-based Flash-based Proprietary
Widget ) ) [
(Java-script) | Widget | Widget (ActionScript) Widget
Interface Layer
N \ - RSS ( Widget Engine Y[, _ _
WAP HTTP ECMA Flash Exts |
\lstack | HTML \scnpt o) | ('\/”Dlet) L Plai?er )\ Llérearrrl]:s Wldget Englne
SW ‘ ‘ SW SW Platform
Platform ) Java ME Platform - (BREW, WIPI)
Platform Adaptation Layer

Hardware

Connected Device

Figure 70  Reference execution environment for applications (idgets)
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The architecture of the CDI GE, as anticipatedieris composed of two main elements: the interfac
layer and the adaptation layer (Figure 71). Thst fellement, namely the Connected Device Interfacing
Layer (CDIL), is in charge to provide to the higleyers the CDIL-NET and CDIL-APP interfaces. These
interfaces can be further decomposed into a numbetementary interfaces, each exposing the sgecifi
APIs for a given feature of the connected deviche Platform Adaptation Layer (PAL) deals with
interaction towards the specific platform, in orderadapt to the different architectures, prograngmi
paradigms, OSes, etc. This element can optionajywse the technology independent FI-WARE CDIL-
PAL interfaces or directly interact with the Contezt Device Interfacing Layer with proprietary,
technology or language or OS dependent APIs.

)

Network <y d B S
Services (/) Interprete () et \ Native
=" Applications =" Applications —¥ Applications
fi-ware (Java,.NET) fi-ware (widget) fi-ware (C/c++)
':;; Applications
CDIL-NET [MANDATORY] CDIL-APP
'::' T Connected Devices Interfacing Layer
CDIL-PALl [OPTIONAL]
(=) Platform Adaptation Layer
g -~ System
Calls
l Operating System
T Hardware Abstraction Layer (HAL)

Hardware

Connected Device

Figure 71  Layered architecture of CDI Generic Enabler

TheConnected Device Interface Layer (CDIL)element exposes a set of interfaces providing epeass

to several features of connected devices. As showigure 72 the CDIL exposes a set of interfacethe
apps created by the application developers (CDIIRARS well as to the network services owned by the
network operators (CDIL-NET). On the other hana: @DIL exposes a set of interfaces to interact with
the underlying connected device capabilities, festuinformation, etc. (CDIL-PAL). It is worth toote
that all the CDIL set of interfaces are totally trology independent. They do not rely on specific
technology requirements such as hardware condraimperating system limitations, programming
language syntax and semantic or whatever. The Gbtdrfaces are specified using a formal language
(UML, IDL, etc.) and any implementation which isngpliant with that specifications, can be part af th
FI-WARE platform, execute FI-WARE apps and explioita transparent way the FI-WARE network
services as well as the device capabilities.
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Figure 72 Overview of the CDI interfaces

In order to cope with the fragmentation of avaikatdchnologies, networks, devices, sensors, afiplsa

it is necessary to introduce well defined standadliinterfaces among well-defined layers. This taye
isolation paradigm has assured some convergeneeialp in the telecommunication field. The TCP/IP
represent at the moment a good point of convergdwteTCP/IP is only the basis on which applicasion
services, contents and information rely to be mtegito the end users. End users enjoy their apipinsa
over dissimilar equipment, using heterogeneousatipgy systems, software and runtime platform. Totli
this fragmentation, it is MANDATORY for the CDI GEo define proper CDIL-NET and CDIL-APP
interfaces specifying their syntax, pre and postddmns, exceptions, semantics, implementatiomitigt
etc.. While the CDIL-NET and CDIL-APP interfaces anandatory, is it not the same as for the CDIL-
PAL. Indeed while it is mandatory to solve fragnadiun at least at the top of the layered structurs,
below the layer where application and network s®wirun, it is not necessary to solve the fragnienta
below. Thus CDIL aims to provide a mandatory setntérfaces usable by app developer and network
operators to develop application and network sesvindependently from the end user equipment.deror
to provide the CDIL-NET and CDIL-APP interfaces ®l must interact with the underlying hardware,
software and middleware capabilities offered bydbenected device.

The CDIL can optionally rely on proper CDIL-PAL @arfaces in order to interact with the connected
device capabilities by means of an intermedRit#form Adaptation Layer (PAL) that virtualizes the
heterogeneous device hardware and software cajphitito homogeneous, syntactically and semaitical
specified interfaces. If the CDI adopts the CDILtPi#sterfaces is it fully technology independent.tBu
CDI implementation can also get direct access ® dbnnected device capabilities, thus becoming
technology dependent. It means that if a new harelvaoftware or middleware version on which the CDI
is relying on is released, the whole CDI must beatipd as well. Instead, in case the CDI adoptSDik -
PAL interfaces, only the Platform Adaptation Layeust be updated, while the CDIL and its interfaces
remains unaltered.

The FI-WARE decision to make the CDIL-NET and CDARP interfaces MANDATORY has been done
to solve the fragmentation problem, adopting arr-ueatric paradigm (where the user is intended the
network service provider or the app developer).t@nother hand, the decision to make the CDIL-PAL
interfaces OPTIONAL, is to give the maximum freedtorthe CDIL implementation and to guarantee at
the same time the maximum backward compatibilitthuwhe already existent initiatives and standaiés (
WAC) that do not rely necessary on a two layersl{CDPAL) architecture.
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The architecture shown in Figure 73 is a functiamedv of what will be practically exposed to thestsof
the CDI GE, i.e. the FI-WARE network services amglecations. The internal developments might be
slightly different from the schematic view of Figur3. Nonetheless, the main impact on the useldevil
hidden by the clear and open definition of therfiaiges and related APIs on top of the CDI GE.

Clearly not all the interfaces to the device feasuare currently defined: the set of interfacesaaly
identified in Figure 73 as interfaces which cani@nithe application development of FI-WARE users
comes from the identified needs by the projectrems. However a deeper gap analysis of currently
available interfaces and APIs against the requiregs will be performedihat is found missing will be
added in response to the requirements expresseldebyse Case Projects, and by the other sources of
requirements the FI-WARE team is considering, ailidr@fine the CDI GE architecture.

As a matter of fact, most device interfaces havenbalready considered by different standardisation
initiatives (OMA, W3C, WAC, etc). The aim pursuetdthe definition of CDI GE is to operate in a suofit
‘closed loop’ taking as foundation of its architeet the wealth of information and specificationsefe
reference implementations) produced by such ingat adopting them wherever already well
consolidated, encouraging their adoption through ERWARE Instances, extending those portions and
features which are at the moment missing and, lfinpfomoting and supporting their inclusion in the
standards evolution.. In this way, the CDI GE v# able to offer enhanced specifications to comuakect
device features, that can be more complete anabluo programmers, thus supporting successfody t
wave of application developments of the Futurerhee

]\ [MANDATORY] /[
[CDI GE - fil:i — — v I
T CDIL-APP ‘ CDIL-NET N
n - PIM Graphics
E)J Network Messaging Remote Rendering
I Status — Mgmt
- Device Sensors
% Features Streaming —
(- Short Range ‘ User Privacy Local Features > =
Z Radio I/F Profile Security Data @) o
- = . . QoS/QoE oA
- Connected Devices Interfacing Layer 6‘ >
CDIL-PAL > L
- 4l
T et I
O
Z [OPTIONAL] B %
'5 ’ Platform Adaption Layer =
21!
< \ j > —
o pa
USRS Qg
G a
Operating System ®) E
zZ ’ Z
8 Hardware Abstraction Layer (HAL) T &
e O a)
O g s s s s ~ - N\ - N h Lu
|§I<J _Cameras | | Sensors PIM ‘ Hardware Memory Positioning | Serial /0| =
w . . L Ny L i
Short Range User Local Remote Streaming Graphics External
Radio A Profile JEN Data )\ Management i\ Features J Rendering | \ Memory

Figure 73 Functional architecture CDI Generic Enabler

Page 139



FI-WARE High-level Description (<) fi-ware

List of functionalities

A number of functionalities will be provided by tl@&DIl GE through the CDIL interfaces to the upper
layers. A preliminary list includes:

« Communication Services

Network Status: of the device is represented by static informavonthe device itself (e.g. the
number of device interfaces available), dynamiorimiation on the connectivity (e.g. connected to
3G network) as well as the information receivednifrthe network operator on the possible
available resources in the vicinity of the mobikvide (e.g. a specific WiFi access in the vicinity
can be used if more resources are required bygbigcations). This information has to be gathered
from the network and from the device informatiordahen presented in a unique form to the
applications on the mobile device. Applications nmeeed a connection towards the Internet, or
towards other devices, in order to exchange inftionaor to retrieve data or contents. Usually,
devices are provided with several different comroation interfaces (e.g., 3G, Wi-Fi, Bluetooth,
etc.) and it is important to expose to the apglcest and services the communication features of the
device, together with relevant information regagdihe status of the connection and its availability

Quality of Service/Quality of Experience(QoE) is a fundamental task for the IT Industry and it
will play even more important role in the Futuréeimet. Quality of Service is an important feature
for measure QoE but it is not the only one. Theleamentation of passive (like users' habits or
zapping) and active (MOS, OneClick, etc.) estimaifor measure QOE is a determinant step for
refine it. Combining these elements will providebetter service for the end-users while the
operators will be more reliable. A joint QoS/QoEperach must be faced off by the CDI GE,
providing a feasible set of dedicated APIs to measat the end point, the QoS as well as the QoS
perceived by the end user, thus the QoE.

* Device Services

Sensorsare today part of the devices and are importatit@sprovide a set of information that can
be used by applications and services. As an exanpk GPS receiver provides location
information that can be used for location orientggblication and services. Other examples of
sensors usually integrated with today’s devices thee accelerometer and the camera, but the
interface will not limit the exposure of sensors,iawill be designed in a modular way so that it
will be possible to expose also other sensors whesraevailable.

Device Features (information about the device: bagry, display, CPU, etc?¥I-Ware and hosted
application services will need to determine thetless, capabilities and status of the connected
device, in order to optimise the experience of diegices user. I/O status and options, screen
resolution (and associated codecs), local compudimdy memory and remaining battery power,
accessed via the CDIL API can be used to makeinmm-decisions on service rendering. Emerging
features such as hardware enabled authenticati@camierated encryption can make end-to-end
security less burdensome on the end user.

Inclusion of Short Range Radio (or proximity) technologies in the CDI interfaceases the
interaction of connected devices with 10T, enablitige interconnection and exchange of
information with surrounding things and nodes. Tadio capabilities should be able to manage
virtually any kind of possible technologies. Ths however a challenging aspect, and needs a
thorough exploration during the interface defimtiphase, to include at least the most common
technologies and those recently emerging (e.g.tBhile Low Energy, ZigBee).

Privacy and security aspects will be faced in conjunction with othenpters of FI-WARE (i.e.
Security one), and will be in line with the approallowed by other initiatives (e.g. WAC
includes mechanisms to securely manage how applsatccess device features, along with
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supporting privacy policies as defined by W3C) atller standardization bodies. This interface
will thus deal with the secure access to devicéufea and user’s data, as well as to assure the
origin and the integrity of the application andvéeg running on the device.

Remote Managementaspects will be considered as to empower the mothéeice with
information on the vicinity network status includiaccess networks discovery information, inter-
system mobility and routing policies enabling tieéestion and the forwarding of data traffic from
the mobile device to the most appropriate accesgonk based on the connectivity requirements of
the various applications on the mobile device aocoaling to the indications of the network
providers.

Personal/Data Services

User Profile (Identity, Authentication, etc) information isfundamental to provide advanced user-
aware services, it is hence necessary to corraotlysafely develop a functionality to identify the
user of the device. This is a functionality whiagquires a strong cooperation with the general
security aspects provided by the FI-WARE developsésee Security chapter).

Access to Personal Information Management (PIM)providesa functionality to access, add,
remove or update information there contained. Elgmef PIM include theCalendar (collection

of events described in specific formats, accordmgtandards definitions like e.g. RFC 5545)
Contacts (information about a person, including e.g. phonembers, email addresses, etc)
collected into an Address Book amasks(a list of items to be done/completed, each desdréag.
with a priority, deadline, etc).

Access td_ocal Data of a device will be ensured by this interfacingdtionality. This will enable
the application developers to get access to andageam.g. pictures, videos, data files,
applications, etc stored on the devicg®ne particular aspect to be carefully evaluatdd ianit the
access strictly to specified data, making sure thergportions of local data will be affected in any
way.

Messaging capabilitiedike sending messages through different techne®(®MS, MMS, Email,
etc) are among the most typical device capabilitigsch can be exploited by an application,
therefore corresponding APIs are necessary tdgatish requirements.

Media Services

Graphics rendering (3D, HD, etc) )rich media and graphically oriented applicationviees will
need to be both interoperable (through scalingh &ibroad range of devices, but also to make the
best use of facilities on the more advanced devidegermining the capabilities of different device
classes at run-time enables the most optimal rerglfor the end-user.

Streaming Features (transcoding capabilities, etc§imilar to the Graphics Rendering situation,

the presence of onboard accelerators or specifitea can signal to a hosted service that a
particular device class is capable of receivingcher format of graphical or other data. Such a
decision would need to comprehend availability eost of the necessary bandwidth also.
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7.2.1.3 Critical product attributes

» Consistent access to device capabilities and coriitesn both hosted and native running services
regardless of device class or middleware/OS, thraugimple API layer.

* API layer to be readily extensible to accommodateare device classes and software stacks, resulting
in significant efficiency, scalability and flexiiiy benefits for service providers and application
developers, and expanded choice and optimal QualiBxperience for service consumers

7.2.2 Cloud Edge

7.2.2.1 Target Usage

The concept of Cloud Proxy has been introducetien‘Cloud Hosting” Chapter. We just remind here the
concept of cloud proxy and a few associated ilaiste use cases.

The concept of cloud proxy comes from the assedsthaty despite the apparent inexhaustible comgutin
or storage resources offered by the cloud condbgt]ink between the end-user and the cloud remains
unique, providing a relative low bandwidth (commhr® the internal home network bandwidth, in
particular). The idea consists in using an interatedentity, called cloud proxy, located in the lom
network and provided with computing and storageabdipies. The cloud proxy can therefore take biénef
of the high speed connection with each device efftbme network and is in a position to act as aiClo
agent closer to end devices.

To illustrate this concept, we also described sose cases in the Cloud Hosting chapter. One, ftam t
cloud to the user, consists in pushing part of abV€&atalogue's content in the cloud proxy (including
movies trailers for instance). The purpose is toebrate the browsing of the database which may be
considered as a key element of the VOD applicatttnactiveness.

Another use case, from user to cloud this timesist® in, when uploading data into the cloud, tetfi
upload it in the intermediate storage offered by ¢toud proxy. Time required to upload data diseatl

the cloud may be relatively long, while relativedgort in the cloud proxy (hours versus minutestifigr
same amount of data). Using the intermediate stocdghe cloud proxy makes possible for the user to
leave the home network after the few minutes regufor the local upload, while the cloud proxy shal
then be in charge to upload data in the cloudlzecaground task.

Figure 74 illustrates the concept of cloud proxy.
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Figure 74  Cloud Proxy concept

The laaS Cloud-edge Resource Management GE deifindte Cloud Hosting chapter comprises those
functions that enable to allocate virtual computisigprage and communication resources in cloudi@sox
However, FI-WARE will not only define and develdpetsoftware linked to the laaS Cloud-edge Resource
Management GE but also software linked to middlemachnologies and common facility libraries that
will be used in VM images to be deployed in clowudxes. These middleware technologies and common
facility libraries are defined and developed witle 12ND chapter and described in the following isecin
more detail.

7.2.2.2 GE description

We give here a high level description of the diéferfunctional modules and associated interfacebeof
cloud proxy, as represented in Figure 75

End-device communication

End-devices do implement various communicationquais. Consumer Electronic devices may preferably
use UPNP/DLNA protocols, while PCs may use NFSMBSCIFS depending on their Operating System
(Linux/Windows). Lastly some devices like iPhoneymaquire a dedicate software for communication as
far as they do not allow a direct communicatiorhwiite file system level.

The end-device communication module is in chargémgflementing ad-hoc protocols and software in
order to ensure an optimized data exchange beteeéevices and the cloud proxy. Exact list of used
protocols has to be precised.
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Home system management

UPNP is a zero-configuration protocol, requiringus@r manipulation to establish the connection betw
two devices. This is not the case for SMB or NF$ amany other protocols which the end-device
abstraction layer may implement. In order to avoidhe user complex manipulations requiring specifi
skills, user manipulation required by the variooshmunication protocols shall be automated. Thihés
first task of the Home system management module.

This module shall also be in charge of creatingpacistorage spaces on the end-devices as welh &lseo
cloud proxy storage capabilities, and possibly grenf various monitoring task on these devices. #lish
eventually report to the applications the resouas@slable in the home environment.

The home network management module will be in cdntdth other modules of the cloud proxy, in
particular the Outside communication module andehd-device communication module. APIs between
these modules shall be defined. Exact contentesgAPIs have to be detailed.

Outside communication module

We just mentioned that the Home system organisatiodule may report information to applications
regarding resources available in the home envirotntexchanges with the Cloud may also concern end-
devices or the permanent storage module via thedemde communication module, when a cloud
application may download data in the home systarm&iance.

Outside communication may also concern inter-horygesn communication. In case of distributed
application, cloud proxies may directly interacether.

A set of APIs shall be defined, comprising API ke thome system organisation module, basically for
monitoring or resource description, and API to eedices and permanent storage, basically for data
exchange. The APIs may include the Connected Ddntegfacing Layer (CDIL) as defined for the CDI
GE. Exact content of theses APIs has to be precised

Virtual machines management

Cloud application developers may wish to download execute piece of software in the cloud proxy. Fo

the sake of security (both in term of insulationdata and software execution) and flexibility (alkttion

of a service close to the user), the cloud proxy swpport the deployment of Virtual Machines (VMSs).

The detailed definition of this module can be foundthe FI-WARE chapter devoted to Cloud Hosting.

We however mention it here, in order to provideoanplete picture of components running on the cloud

proxy.

Protocol adaptation

The “outside communication”, “end device commurimat and “device management” blocks include a
“protocol adaptation” subfunction. This subfunctioan translate various protocols to an unifiedrirae
vision that is much easy to manipulate, it can gise the cloud proxy the opportunity to embed pcots
inside protocols (for example, do some tunnelling)must be also noticed that in some cases, this
“protocol adaptation” can act transparently, even fion-standard protocols. For example, a virtual
machine deployed on the cloud proxy could implemantiTunes-compatible module and could
transparently communicate with an end-device sulara Apple product (iPad, iPhone ...). Another
example is the implementation of the “Internet loihgjs” concepts inside a virtual machine that could
include protocol / language interfaces to non-staththome-automation devices.
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Figure 75  Cloud proxy main functional modules and APls

Summary of Interfaces

The set of interfaces related to the CE GE is ifledtby the numbers in Figure 75. We can broadWyde

the interfaces in internal (i.e. inside the CloudX¥y GE and not exposed to outside entities) aridreal
(i.e accessible by outside entities). Internal riatges can further be related to Cloud Hosting tdrap
implementation or shared between that chapter ahdDl The former are listed here for the sake of
uniformity, but will be taken care of in Cloud Hiogg chapter, the latter will be part of the CE Gtere is

a short description of the functionality they implent:

1. (external): interface between the applications debsh the cloud proxy and external applicatiohs
these interfaces depend on the application andotdmenstandardized. They are application-dependent,
for example, a specific application can be architex in such a way it is executed partly in theud|
and partly inside the cloud proxy, the interfacéwaen these 2 parts depends on the application
architecture itself. The cloud proxy provides tlsib communication protocols to implement this API

2. (external): interface between external applicatiansl the cloud proxy> all the communications
between external applications and the cloud pragglfi (except for the VM-related and specific
communications) are transported through this iatexf This API will provide ways for the cloud-based
application to communicate with the managementufeat of the cloud proxy and will support
transparent or adapted communications to the evidete

3. (internal): communication with other cloud proxi€s a potential extension allowing applications
running on different proxies to communicate usimgiraized protocols and also enabling multiple
cloud proxies mutualising their resources in otdesupport Cloud Hosting functions.
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4. (internal): interface between the VMs and the VMAaagement entity> this API allows the cloud-
based application and/or the cloud proxy itselfiiteract and to manage the VMs (life cycle
management (load, unload, launch, kill and geststs of the VMs).

5. (internal): interface between the cloud proxy mamagnt and the VM management entitti®s
transport of the life cycle management controlfaat the VMs

6. (internal): interface between the outside commuitinaentity and the managemett transports the
various management / control / status coming fratarea applications or the Cloud Hosting functions
linked to VM management.

7. (internal): interface between the inside commuincaentity and the managemesit same as 6.
Allows local devices to have interaction with thamagement entity

8. (internal): communication with the local devicesthis interface is device-dependant (ie: an iPdd wi
not interact the same way a uPnP/Dilna device wll)pport of standard protocols will be th& 1
priority, especially uPnP/Dina

9. (internal): interface to the local storage this interface will give access to permanent Imstatage.
Available APIs (VFS, NFS, FTP ...) will be used

10. (internal): interface between outside and insidédgo> this interface will transport data and controls
between external applications and the local devicemn channel). The protocol adaptations will
allow protocol / language transformations as welpassible tunnelling if required.

7.2.2.3 Critical product attributes

e Cloud proxy as evolution of the home hub, able to federate dbenected devices and expase
functionalities to support a large variety of seevbundles

» API layer provided by the Cloud proxy to allow ttleud-based applications to interface properly and
easily with devices associated to the home envissrirand manage/access to local data.

7.2.3  Network Information and Control (NetIC)

7.2.3.1 Target usage

The Network Information and Control (NetlC) Geneticabler will provide to FI-WARE chapters as well
as usage area applications and services the nmeaptirhally exploit the network capabilities, by ames of
the implementation of an interfaces and APIs towaretworking elements. NetIC will both expose edat
network state information to the user of the irdeef as well as offer a defined level of control and
management of the network.

The beneficiaries of the interfaces include, amotigers, content providers, cloud hosting providers,
context providers/brokers, and (virtual) network\pders/operators, which need to have informatiooua
the network between them and their clients and kvhight want to set up flows/virtual networks betmwe
them and their clients and may want to control dilmls/virtual networks in order to respect preidedi
Service Level Agreements (SLAs), for example im®iof provided Quality of Service (QoS). There are
several use cases for the NetlC Generic Enableexiample the following:

* A cloud hosting provider has a couple of data aeloigations. In order to distribute the allocatioin
VMs and applications to the various locations, theud hosting provider should know about the
characteristics of the paths between the locatidaky, available capacity). To get this informatio
the cloud hosting provider can request via Netl@nfrthe network provider (regularly or per
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scheduling event) the characteristics of the pattsveen his data centers. NetlC will provide the
requested information by a corresponding interfdteaddition, when dealing with migration of VMs
and applications across data centers, the clouthggsrovider may request to setup temporal virtual
private connections with a certain quality of seevbeing guaranteed during the time of migration.

* To deliver a service to a client, a service provit@y need a certain minimum link quality, e. gr, &
high-definition live video streaming service. Ietllient is willing to pay for this, the serviceopider
will request via NetIC from the network provideethetup of a virtual connection with certain qualit
characteristics between the server and the cidattC will do so if capacity is available.

* A network service provider wants to implement newgsibess models based on the "pay-as-you-go"
paradigm, setting up a specialized service for @ugrof clients. The specialized service is built
orchestrating the network resources dynamically.thig he needs a virtual network (optical or packe
based) connecting some servers, network elemerdsttan involved clients, potentially running
customized protocols. The service provider canestjuia NetlC from the network provider to setup a
virtual network between the involved endpoints,gildly also with some specified constraints (quality
characteristics, isolation against other virtudlvoeks, energy efficiency metrics)

» A service provider wants to set up a specializaegice for a group of clients. For this he needs a
virtual network connecting some servers and thelimd clients, potentially running customized
protocols. The service provider can request viad@étom the network provider to setup a virtual
network between the involved endpoints, possildp alith some specified quality characteristics and
isolation against other virtual networks.

* A cellular service provider wants to run its bussen top of a virtual network which is able to
“breathe” (to be re-configured as demand chang@®esload in idle and busy hours differ
significantly. Benefits are reduced expenses (CARHXed into pay-per-use OPEX), reduction of
energy consumption and management flexibility. lyod#obile traffic is mapped into static MPLS
tunnels, and the infrastructure providing theseélsmare owned by the cellular service providey, to

A fundamental challenge for the implementation @t is that the network functionality is typically
distributed over different elements potentially Ieypented internally in different ways (in multi-vabor
environments), and that the interfaces have to tadceaccount the constraints of different provedén
multi-network service scenarios) as well as legadl aegulatory requirements. This problem has been
solved in the past by different standardized comtane solutions. This readily available functibiya
could be re-used by NetIC in order to provide aatmevolution path rather than a disruptive revotut
NetIC instances may be deployed by the differemblived parties (e.g. virtual network providers/¢oes,

and virtual network operators/users running a lassinon top). As a consequence, several instances of
NetIC with different scopes may have to work togetto deal with a request from e.g. a service pl@vi

or an application. Each might cover a different pathe network, for instance in horizontal difeaot(i.e.,
type of access) or in vertical direction (i.e., @mship, virtual network).

7.2.3.2 GE description

NetIC will implement interfaces (potentially spiiito several sub interfaces in later phases ohiiefih)
that provide open access to network status andafoling functions inside the network (see Figure 76)
NetIC will provide an abstraction of the physica&twork resources, as well as the capability to rabnt
them (up to certain limitations given by the phgsitesources’ owner and operator), opening the tvay
the utilization of the same network infrastructime different (even virtual) network providers. With
these limitations, a key advantage of open netwgris the possibility for each different networkeogtor

to implement its tailored network mechanisms ewadgimg on the same common network infrastructure
(own addressing schemes or protocols, dynamic tenete.). Also, premium network services (in retpe
to virtual network providers) can be implementedy.efor the interconnection of private and pulslicuds

by dedicated links with guaranteed Quality of Ss#v{Qo0S). The NetlC GE provides an interface for
dynamically controlling network QoS parameters dasione administrative domain. The interdomain
provisioning of QoS guarantees will likely haveuse the API exposed by the S3C GE, since it regjuire
authentication, authorization, accounting, and $bAformance checks.
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On the one hand, NetIC will provide access to netwtatus information. Network status informatioil w
be used by the users of the interface in orderoth lgollect statistics regarding the utilization tbe

network and to acquire near real-time informatibowt the status of the network. As for exampleicgip
network status information of interest for the gs@ay be related to the network topology, interfstegus,

and end-to-end path performance in terms of détssr, packet loss, available bandwidth, etc.

The capability to acquire information from the netlw will enable service providers or applications t
either scale their services to the effective coowlit in the network to deliver optimum Quality of
Experience (QOE) or to select the best suited acpest for a certain service. In particular, raseu
management algorithms as well as other optimizatitgorithms (e.g. algorithms related to mobility
management and handover optimization) will berfeditn near real-time input information describing th
status of the network. The information will be colidated in the abstraction layer, where the networ
operator will bundle the information to forward tfespective parameters to the usage area speniol &
platforms and the different core-platform entities.

On the other hand, NetlC will provide access to fimevarding functions of the network nodes. The
advantage of having this is twofold. As an immesliegsult, the capability offered by NetIC to have a
direct and controlled access to nodes’ forwardumgcfions will enable a certain level of programnligipi
within the network, fostering the Software Definddtworking (SDN) paradigm. According to the SDN
paradigm, the user of the interface can developwsoé application to automatically control and ngsa
the network on the basis of its rules and policieg. flow processing, routing, and addressing.
Furthermore, there can be access to the netwodkimes management functions. At the same time, NetIC
will also provide the mean to enable network vilik&ion to open a controlled way for virtual netwo
provider operations. Figure 76 shows the main Né&tl€tions and APIs of NetIC.

Fiware-internal and —external use cases
(represented by, e.g., network providers, cloud hosting providers, content providers
S3CAP| = == == o o o o o e e = =

NetiCAPI === = e e e e e e e e e e e e e e e e e e m = s

Interface Path
Control Statistics
Traffic
Topology Path Control Control

NetIC

transport network B

Figure 76  Main NetIC functions and APIs
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The NetlC Generic Enabler is expected to providess to the following functions:

* Interface Control: This function will provide information about th&atus of a network element
interface. Callers may also be able to change teelegarameters. An example would be interface
activation or deactivation.

» Topology. This function will provide abstract informatio@ut the nodes, edges, and how they are
interconnected. Furthermore it may allow the madifion of network topology. An example for the
latter case would be the setup of a virtual network

» Path Statistics This function will allow querying the propertie$ an end-to-end path. An example
query function would be an estimation of the adddabandwidth on a path, or its packet end-to-end
delay.

e Path Control: This function will provide mechanisms to changpe tturrent status of a path. The
realization of this function as well as its actsabpe of operation will be technology dependenttdue
e.g., the different realization of packet-orientadl circuit-switched networks. It will affect thetsp,
modification, and teardown of paths. An example tadnfunction would be the definition of a
customized routing scheme via the OpenFlow interfakhis supports implementation of QoS by
isolation of paths (IntServ).

» Traffic Statistics: Various types of information about the networlages may be of interest. This
function will provide access to such statistics potentially a control over the monitoring process.

» Traffic Control : This function will allow influencing, e.g., theahdling of different traffic types in the
network (e.g. priorization of traffic according BffServ). This enables differentiated provisioniaf)
QosS.

There are further relevant network functions thaghnhbe of interest to be exposed via NetlC APK an
further analysis is required whether correspondimgrfaces will be needed. For instance, address
resolution could be a potential use case to firnduether a given address is present in a network.

Depending of the network, the types of nodes, aplitips, only a subset of these functions may be
available to a user of the NetlC interface. Therfdhe NetlC generic enabler will also provide a
mechanism that will advertise the actually suppgbféatures.

The challenge for providing network status inforimatis to find a good trade-off between accuracy,
timeliness, and overhead. Providing accurate indtion and a global insight of the network situatiay
require extensive continuous measurements. Furthrerrdata may be unreliable, incomplete, inconsiste

or misleading, or not even be available due to atperpolicies (inter-domain topology hiding paradig

In this respect, NetlC has to address several isers in order to provide to its users the infaiomathey
really may need with an adequate level of accur&eyeral techniques to obtain network measurements
and status information will be considered, spanfiiag active techniques to passive approaches.

The monitoring process regarding physical resoucoesists of gathering metrics about the statéhef t
resources available on each network element thadrisof the monitored infrastructure. This is penied

by a monitoring agent installed on each elemenichviwill send the gathered data to a collector for
processing and persistence.

The challenge for providing some means for netwawhtrol is that such a generic interface should be
technology and implementation independent as fapassible. Specifically, it should support packet
switching as well as circuit switching, e. g., iptical networks. This is challenging since netwoki
technologies differ in the granularity of capadihat can be allocated. There are existing and éntgrg
standards in that domain, such as General Switchaljlement Protocol (GSMP) or the Forwarding and
Control Element Separation (ForCES) standardizédarnternet Engineering Task Force (IETF). Anothe
interface is OpenFlow, which is driven by the Op&tworking Forum (ONF). But all those solutions are
still limited to specific networking environmentad they offer limited control and management
capabilities. They also have limitations concerngoglability and flexibility, and they are still navell
integrated into cloud management solutions. In tbgpect, NetlC aim is to define a proper interfexce
enable network control, which will be based on itentioned available protocols and will maybe extend

Page 149



FI-WARE High-level Description (<) fi-ware

them in order to cope with all the requirements iognboth from other FI-WARE GEs and applications
running on top of FI-WARE Instances.

The challenge of common sets of parameters welerstood by the different usage areas will be the
translation. The underlying network infrastructwidl follow different standardisation rules. Curtgnthe
Internet world follows mainly the IETF, the mobitemmunication follows 3GPP, whereas the fixed line
world have standards from ETSI, ITU-T and IEEE. Afl them have to be translated into a common
language and interface description.

The NetIC generic enabler targets open networksettigose interfaces. Technological limitations ok
operator policies, or other constraints may prewerh open interfaces. For instance, the NetlC rgene
enabler may not be applicable in walled gardenrenments, such as 3GPP cellular access networks. In
that case, certain functions may partly be avaslddy other means, e. g., by the S3C generic endhler
general, the NetlC and S3C generic enablers wiltha be aligned. Most notably, the inter-domaiages

of NetIC functions may require authentication, awitation, and accounting, for instance by using th
corresponding service-level interface of the S3@ege enabler, which then calls the NetIC interface

7.2.3.3 Ciritical product attributes

* The NetlC Generic Enabler will provide to its usacsess to network status information. Interfgces
available today are already able to provide spesiformation, but the interface highly dependsiosn
specific network technology. The aim of NetIC id&fine a set of general functions to access nétwor
status information in a technology independent wayercoming the heterogeneity of today’'s
solutions.

* There are several standard technology and impletientdependent interfaces to control and manage
specific networks. To overcome this heterogendiig, objective of the NetlC Generic Enabler is to
provide a generic interface to control and managenonetworks, which shall be technology and
implementation independent.

7.2.4  Service, Capability, Connectivity, and Contro | (S3C)

Target usage

The Service, Capability, Connectivity, and Cont(83C) Generic Enabler is the manifestation of an
adaption layer between the targeted network cotday@r for Fixed-Mobile-Convergence: Evolved Packet
Core (EPC) and all possible applications and sesvic

Driven by the roll-out of new wireless access tedbgies providing only packet transport capab#itide

the 3GPP Long Term Evolution (LTE), the future msswvireless broadband environment is bound to
transform into a data dominant environment. In orte respond to the requirements of the new
environment, 8 Generation Partnership Project defined the EvolRedket Core (EPC) as a new IP
connectivity control platform enabling wireless ess network diversity (including LTE, UMTS, WIMAX,
WiFi etc.) and offering seamless connectivity foe tvarious service platforms. It maintains the same
central concepts as previous 3GPP architectutles, IMS: policy based QoS and charging, subscription
based access control, handover support and secffitying a scalable alternative to the currenglodged
architectures.

By using all-IP based communication protocols amacfionality, the EPC is designed to support large
number of subscribed devices, their signaling amath dexchanges through its flat network design
supporting mobility management inside the samenadifferent access technologies, subscription based
resource management and accounting along withigesupport of the communication.
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EPC provides a transparent convergent network fi@yehe IP Services. From the perspective of giser
provider without a modification of the way the dees communicate, it enables a high degree of
satisfaction, by transparently supporting featuiles access control, QoS assurance, seamless tyobili
between the different access networks, prioritmatind security.

Also due to the resource reservation mechanisnes, sérvices have a guaranteed quality of the
communication which is an addition to the typiddldommunication and a high added value for broadiban
communication on mobile devices with reduced preiogspower.

EPC provides also a set of control mechanisms legtvibe service platform and the network core.
Through these mechanisms, the EPC aware applisatenmtransmit indications on the resources that ha
to be reserved for the specific users at specifienants of time. They can also receive upon request
information on events happening at the link andvogt layers e.g. the connected device lost corviecti

or a handover to another access network occurngthdse mechanisms, the applications can be adapted
the momentary context of the mobile device andffier services customized not only based on theicerv
level user profile, but also to the mobile devicause, the mobility pattern and to the surroundiegvork
context.

Although not yet standardized, EPC is able to expaet of enablers to the applications which offezn
more flexibility in the service delivered to the bile user. For example, services may use the lmtaf
the connected device or even ambient informationttan vicinity of the connected device and the
subscriber identity of the mobile device, in orttefurther more adapt to the environment conditiand to
ensure a more secure communication.

With the deployment of new devices such as serswisactuators along with the further increase ages
of the IP capable mobile devices such as laptafdets and smartphones, it is foreseen a highdseri
signaling and data traffic expanding the overajuieed resources from the network.

Also new service paradigms are expected to be durtleveloped such as mobile cloud computing or
machine-to-machine communication which will evenrenbroaden the types of communication both as
communication patterns, mobility and resourcesirequ

However, the EPC was designed with point-to-poimhan communication as the main service paradigm
which will require a new adjustment in customizihg IP connectivity according to the momentary seed
of a high number of devices using the broad fuinternet services.

7.2.4.1 GE description

The S3C Generic Enabler comes to mitigate theskeolgas of the packet core networks by offering an
extended API for the various service platforms agddynamically adapting these requirements for the
packet core network. This adaptation includes nomelimized data transmission mechanisms for
broadcast/multicast and for small data exchangegesas mechanisms for data caching and aggregatio
S3C also provides the control of the network resesithrough the inclusion and the orchestratiothef
new management functionality addressing both thsaibers and the services such as network identity
and network connectivity, events, resources, chgrgind inter-carrier management, security AAA and
accounting as well as network context data managesueh as location enablers.

Currently, the EPC has an open API through the Btamprotocol enabling a minimal synchronous
reservation of resources which implies that any mamication has to be signalled between the mobile
device and the service platform as well as betwenservice platform and the core network control.
However, for legacy services, such an interfaagoisavailable, thus the functionality of the EP@ cet

be enabled to legacy and Web-services (e.g. RESIO@P services). In order to tailor better thegesy

of operations and to reduce the overhead signaliind data required, the S3C will execute an
interpretation and a translation of the specificviee requirements and will interact directly witie core
network accordingly.
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Also the S3C can transmit its resource requiremainestly to the NetlC Generic Enabler for an optied
handling of the subscriber based functionalityhat forwarding level as well as to the CDI-Net eeralals
part of the connectivity management inside the ieatevices.

: Network Event | Resource Mgmt.
N (computation,
Application Dpmains Memt. QoS ...
ervices X
Bl Identity Mgmt. SALC & LI
Connectivity

Mgmt. BC/MC

Network Data Mgmt.
Caching and

push/pull
Network
Mgmt. Mgmt.

S3C Generic Enabler

3GPP
Evolved Packet Core

Trusted
Non-3GPP

MME Q 26/3G Untrusted
Non-3GPP

Figure 77  Function blocks within the adaptation layer betweerFMC control layer and service layer

Functional blocks within the S3C GE will identifiye different needs for “translation”:
* Network Event Management (NEM)

The NEM function of the S3C Generic Enabler progide the different services mechanisms for
subscribing and receiving notifications on datdpatents related to the mobile devices.

The events, to which a service platform subscribelkides the loss of connectivity from the mobile
device, the access network change, modificatichetharging characteristics etc.

Through this mechanism the services are able &iwvednformation which enables the establishment,
adaptation or smooth termination of the activeisess

* Resource Management (RM, e.g. Computation, QoS)

For the various services to be able to communiadtte the mobile devices, the S3G Generic Enabler
includes a Resource Management function which esahle aggregation and convergent presentation
of the applications requirements towards the ceteork.

The functionality of the Resource Management inefuthe management of the required resources at
specific locations for the mobile device, the mitypimanagement and the access network discovery
and selection enabling the optimization of the asafgthe core network resources for various purpose
such as load balancing, scalable usage of the riet@sources, access network and data traffic axdflo
enabling an efficient network support for servisash as computation offload which require low delay
and high throughput for short time intervals.

The Resource Management sends these requiremergmidally, based on the connectivity status of
the mobile devices to the control entities of theecnetwork enabling it to establish the parametérs
the communication of the mobile devices accordingly
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* Network Identity Management (NIM)

The NIM functionality of the S3C GE allows the sexunanagement of identities in the network.

Hereby, identities refer not only to user idensfiebut also to identities of devices, services,

applications or end device functionalities and gowf such. This puts users and services in the
position to verify the identities of each other, that a user/device/service can be sure to perform
transaction with the correct peer.

Services are enabled to create and manage netvesdl broupings of identities for optimal
communication purposes, e.g. exploit network maédicbuilding blocks. The NIM also provides
methods to authenticate identities, e.g. by useygitographic methods.

Identities are associated with different attribsgés, according to the context in which they appeay.
an online shop application may only retrieve thievant attributes, belonging to that applications
context.

The NIM also supports S3C internal charging andinigilby resolving identity groups to separate
chargeable identities, related to service useitsalso to service providers.

Last but not least, these functions have to coewist and/or provide support to the functions pdad
by Identity Management GEs in the FI-WARE Secucitapter.

* Operator SA4C (OSA4C) including Legal Intercept{bi)
The OSA4C function will deal with different sub fttions:

- Security — in the sense of encryption and decryptadgorithms and of keying and key
management.

- Authentication, Authorisation, Accounting, and Giiag — Authentication and Authorisation are
responsible to get access, whereas Accounting angiitg ensue to fulfil the possibility to perform
business aspects for an operator.

- Auditing — will offer the possibility to keep traskith the business transfer.

Accounting and in auditing mechanisms are alsd#s® for Legal Interception. Which data and which
aggregated state will be provided to governmemistitutions are defined in each country separately,
even so in a globalised market it would be goocotme to a common few.

The challenge is to implement a system functioopimise the access to third party providers as wel
as not to loose the control for the network serpiaevider, which own the virtual or real infrasttuie.
This requires analysis of how this functions caexist with GEs defined in the FI-WARE Security
chapter.

* Connectivity Management Entity (CME)

The CME is responsible for monitoring and contnglithe attachment of mobile devices. In other
words, the CME controls via which access netwonksffaces a mobile device connects to the core
network.

Monitoring involves maintaining a list of availabdecess nodes for every mobile device. An available
access node is a node to which the mobile deviakl gmtentially set up a connection. Monitoringoals
involves keeping track of the mobile device stades the access node status, e.g. the number of
connected devices.

Controlling involves initial configuration and assation of an interface to an access node. In piac

it can be distinguished between single technologyias and multi technology devices. In the first
case the CME controls to which access node of tladladle technology the mobile node should
connect to. In the second case the CME controlslwaccess node of which technology to use for a
specific service. This could also mean that mudtipkerfaces (technologies) on a single devicebgan
active at the same time to serve different appbosat

In addition to that the controller could also iaté handovers (horizontal and vertical) from ongeas
node to another.

Page 153



FI-WARE High-level Description (<) fi-ware

The CME also has an interface to the Resource Mamagt function in order to base its decisions on
current resource situation in the network.

* Multicast/Broadcast (MC/BC) Management (MC-BC-M)

In an end-to-end communication pattern, many neksvand network types are typically involved.
This starts with the RAN at the mobile terminalotiner last-mile network for DSL, then goes through
the access and core networks until it either remehservice or another mobile/fixed terminal. These
networks can offer specific properties for MC or B@nmunication within their own scope.

The MC-BC-M function has the purpose to exploittsppcoperties and to enable the usage of such to
services in order to allow an optimized communaatiespecially towards fixed/mobile terminals, e.qg.
by exploiting the broadcast capabilities of a RAN.

The main use case is optimized real time video dwasting to mobile terminals, but also group
information services.

* Network Data Caching and Aggregation (NDCA)

Parameters from (mobile) terminals and network saidese to the terminals will over a huge range of
information to optimise the network, applicatiomdaservice usage in the network as well as in the
devices and the cloud.

In special cases, it is not necessary to acceseitmnal which acts as an information source dyec
Such cases are, when there was no change in tlverketontext information. This information can be
stored and cached in the node close to the ternathat spare resources — e.g. the air intedfatiee
energy in a terminal is low — will not be used ahd information can be requested from these nodes
(e.g. a base station). The node is also respontiléggregate the information and to provide a full
information packet to the requesting network inséan

The challenge is to use existing protocols to baidi manage such an environment and define the
proper information data set and interface to trmtfe information to the cloud infrastructure.

* Small Data Pull/Push (SDPP)

SDPP messages are required for various applicateogsto request new data or to notify a specific
service (running on the device or in the cloud)ub®vents. Such messages are very small in size
compared to ordinary messages. SDPP aims at pngvithita channels that can be used to transmit
small messages (e.g. a few bytes) to a specifiticagipn.

There are existing concepts that allow for SDPE. (pple Push Notification Service, Android Cloud
to Device Messaging). However, they utilize plal@P connections and involve a lot of unnecessary
overhead (e.g. keep alive messages, radio modalsrte stay powered on etc). The latter problem is
caused by the plurality of applications, which rarthe background and frequently request or receive
information from distant servers.

The challenge for SDPP is to design an interfacthe@tetworking layer that accepts push and pull
request from multiple sources and delivers theiciefftly by taking into account the characteristi€s
the wireless carrier. On the other hand, the waysviich this capability can be exploited in the
implementation of Publish/Subscribe Broker GEs adfindd in the FI-WARE Data/Context
Management chapter have to be explored.

* Network Context Data Management (NCDM)

Context data comprises information such as locatiewice status or user activity, but also network
context data that is derived from nearby networtaso

The NCDM aims at collecting and provisioning su@tadto mobile services and applications as well
as Internet services and applications. The challamiated to NCDM is to define an appropriate
interface that enables the access to the contéxtashal allow e.g. to subscribe to certain contant
location-based events. The way in which these fonstlink to Data/Context Management GEs in Fl-
WARE, have to be analyzed.
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* Inter Carrier Management (ICM)

The Internet is an accumulation of different Inttrmetwork service providers, which run their
business in a quite independent way. Even in theeot Best-Effort basis, there are some Service
Level Agreements in place.

Since the service request for the Internet willdmee in the framework of Fixed-Mobile-Convergence
highly dynamic, we need mechanisms in place tosuppese dynamics.

Currently a lot of effort is done in the framewat&finition, optimisation, and integration of dynami
and QoS based peering. The necessary protocoldevillsed and extended to the needs of the Use
Case projects and other potential Use Case areas.

7.2.4.2 Critical product attributes

» Based on the philosophy of Future Internet, FixeabNMe-Convergence, and all-IP communication,
S3C GE will bundle — and if needed — extend exgstitandards and implementations to manage| and
control all up-coming services and applicationsepehdently on top of a heterogeneous network
infrastructures and multi-provider domain scenamusduding connected third party provider, content
providers, and cloud infrastructure providers.

* In details, the S3C GE will provide a unique comegrce layer towards the current and future
communication world by implementing interfaces tioe operator driven network infrastructure (S|B-
driven), and for the Web and Cloud community s&si(REST and SOAP-driven), as well as towards
the rest of applications and services which havdafimned APIs and interfaces .

e S3C GE will enable a higher level of scalability fbe core network operations through customization
on a subscriber base with the goal of enablingyhdrinumber of devices to connect and to accegs|the
services in an efficient manner without requirimy anore physical and functional extensions.

e S3C GE will include certain interfaces and APIsliasiness and legal functions and processes.

7.3 Question Marks

7.3.1  Security aspects

Identity & Privacy Management

Management of Identity of user and definition oferuto provide access to the data in a secure and
controlled way are mechanisms expected to be pedvidr connected devices, cloud proxies, as well as
network connections, services and applications ingnion top of the FI-WARE platform. It however
necessary a detailed analysis of the best solutmbs applied through the GE functionalities.

7.3.2  Other topics still under discussion

Interoperability of Generic Enablers

There are functionalities that, at first sight, htidbe considered as possible superposition amoag th
Generic Enablers. While this is an issue to belg@dédressed in some situation where the complede a
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precise functionality is not yet fully exploredi@twill be one important activity in the next projgeriod),
in general the apparently similar functionalitiese aather inter-operation functionalities among the
different GEs.

This is the case of CDI and S3C Generic Enablesth) BEs provide functionalities concerning network
connectivity, where:

» CDI offers management info/policies which the devitses to better manage on its own connectivity
parameters (e.g. when to attach to a network, tchwimterface to forward a data packet) which are
further exposed to applications,

e S3C offers a control of the communication operai¢a.g. how the data pipe is established over a
connection of the device).

On the other hand, the interconnection and its fhomong the GEs (unidirectional/bidirectional), heven

in Figure 66, is based on the current definitiontted functional elements belonging to each GEslt i
expected that, due to further requirements commghe future (e.g. from Use Case projects) such
interconnections will be updated according to therging needs. The same will apply of course fer th
inter-operability with all the other GEs of the WIARE architecture.

7.4 Terms and definitions

» Connected DevicesA connected or smart device can be an advanceded®cated at home, such as
a set top box and multimedia device (including adeal TVs), PCs, storage (NAS like), indoor
handset (home/advanced DECT), or game consolethefomore, mobile devices, such as mobile/smart
phones (GSM/3-4G), tablets, netbooks, on-boardsuribh-car devices) or information kiosks are
connected devices, too. It is very likely that neewices will appear and fall in this “smart devices
category during the project execution (femto celts,).

e Cloud Proxy: A device encompassing broadband connectivity, | l@mnnectivity, routing and
networking functionalities as well as service emapfunctionalities supported by a modular software
execution environment (virtual machines, advancéattlaware). The “Cloud Proxy” or “Home Hub”
is powerful enough to run local applications (forample home automation related tasks such as
heating control or content related ones such as ®eBeer (P2P) or content backup). It will also
generally include local storage and may be an endbt controlling privacy as some contents or data
could be stored locally and could be controlledydoy the user without having the risk of seejng
his/her data controlled by third parties under adersition of the overall security architecture.

* Open Networking: Open networking is a concept that enables netwodes to provide intelligen
network connectivity by dynamic configuration vipem interfaces. Examples for provided features are
the fulfilment of bandwidth or quality requirementseamless mobility, or highly efficient data
transport optimised for the application (e. g.hwitinimum network resource or energy consumptign).

» Network Service: Network Service is a control and policy layer/sirat within the network
architecture of a service provider. The Network vider provides access to capabilities of the
telecommunication network, accessed through opensacure Application Programming Interfages
(APIs) and other interfaces/sub-layers. The Netw®ekvice concept aims at providing stratum that
serves value-added services and applications aglreerhapplication and service layer and exploits
features of the underlying transport and technolaggr (e. g. by NetIC interfaces).

—
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8 Security

8.1 Overview

Future Internet is expected to implement what immonly called as a “Internet of Services”(IoS), a
generalized service-oriented architecture wherevices and service providers will collaborate and
compete.

In this l0S, the necessity of individualization mikquire the capacity to guarantee that the paison
information provided by users will be processe@doordance with the user rights and requiremergsaa A
common example, let's say you want to create aiMolial travel made easy, online services offer a
traveler a wide range of travel and transport ei@ccording to the user’s preferences, for allsiages

of a trip that may use various modes including puibhnsport, car, and non-motorized means. In¢hae
new security and privacy functions are requiretopagate geo-localization and geo-referencing data
facilitating safe and easy rendezvous between mdrivand travelers, payment information allowing
proportional automatic contribution to journey gresific security functions ensuring the safety of a
participants through a careful set of preventiveraite and forensics functions.

Future Internet services will always be exposedifferent types of threats that can lead to sevasise
and damage. Creating safe and trusted serviceowritbacrificing much of the desired functionality,
usability, performance and cost efficiency is aagj@hallenge, especially in a dynamic environmemene
new threats and attack methods emerge on a dailg.ba

The Future Internet will provide an environmentwhich a diverse range of services are offered by a
diverse range of suppliers, and users are likelyrtbnowingly invoke underlying services in a more
dynamic and ad hoc manner. Moving from today’sistsgérvices, we will see service consumers that
transparently mix and match service components ritBpg on service availability, quality, price and
security attributes. Consequently, the applicatibiesend-users sees may be composed of multiplessr
emanating from many different providers, and thé eser may have little in the way of guarantee ¢hat
particular service or service supplier will actyaiffer the security that they claim.

In this context it becomes essential to have meéisecurity monitoring extremely efficient and read
quickly to attacks. Terrorist groups express théjective to unleash cyber attacks that are haodetect
and defend against them. Indeed, future acts odrtenay come not only from suicide bombers wearing
explosives belts but from a few keystrokes on thmpmuter: a weapon of mass disruption. Of course, th
Security monitoring covers more common threat® tidl-fraud, impersonation, service high jackiribo.
defend ourselves, Future Internet services neeck nmielligent early attack detection and support fo
decision and rapid action making faced with cortgtagvolving threats. This is one of the challengés
FI-WARE.

The current landscapes of service delivery ecosyst@o not fully address principals such as openness
usability and simplicity. FI-WARE aims to balancetWween simplified service usage and end user trust
(including underlying security) in the service.\WIARE will be designed in a flexible manner in order
reflect generic as well individual requirements. Bat FI-WARE will be easily adaptable to upcoming
needs. Furthermore this also is supported by imetudocial interactions being part of the working
community, e.g. by offering a “security market @agvhere anyone interested could contribute. Adgbi
example of such a marketplace can be the sharinguloferable configuration descriptions within a
community of users, allowing faster reactions aneneprevention from potential attacks exploitingsé
vulnerabilities.

The overall ambition of the Security Architecture Fi-WARE is to demonstrate that the Vision of an
Internet that is "secure by design" is becomindjtiedased on achievements to date and/or to contfee
short-term (both from a technological but alsoandardization perspective) we will show that "sedoy
design" is possible for the most important coresidtdaand shared (generic) security functionalitess
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anticipated by the FI-WARE project and in accoraandth the requirements of external stakeholdets an
users such as the FI PPP Use Case projects. Toarésby design” concept will, therefore, addresth bo
the security properties of the FI-WARE platfornelfsand the applications that will be built on tojit. As
such, the Security Architecture will focus on keacurity functionalities such as identity managenant
security monitoring to be delivered as so-calledege security enablers that will be integratedhwte
design and implementation of the FI-WARE. The basgcurity architecture will be designed to be
extensible to meet additional security requirementaing from both the FI-WARE project (development
and research activities, market analysis and ctinaosspecific exploitation requirements) and thePHP
Use Case (UC) projects and their trials.

Security, Privacy and Trust in FI-WARE will be mbirfocusing on delivering tools and techniques to
have the above-mentioned security needs property Thés will be performed by design and some semi-
automation and assistive technology to alleviate wlorkload of users and administrators while raisin

their security awareness to make informed decision.

In this section the foreseen high-level functioasathitecture is described, introducing the main ohesl
and their expected relationships, then depictirgntiost important modules in detail along with theéin
functionalities.

The high level architecture is formed by four maindules: Security monitoring mechanisms (M1), a set
of General Core Security Mechanisms (e.g. Iderilgnagement and Privacy solutions) (M2), Context-
Based Security and Compliance (M3) where an enlthweesion of USDL for security will support the
matching of security goals with available secusigyvices while addressing compliance managemedt, an
a set of universally discoverable Optional Gen&ecurity Services (M4) that will be instantiated at
runtime and can be dynamically reconfigured (triggeby M3) based on the needs of specific scenarios

The overall security plane of the FI-WARE architeet will interlink with practically all its functioal
modules. In order to simplify the description oésk links subsequently the main components asasell
their technical relationships with only the Applica and Service Ecosystem and Delivery Framewaotk a
FI PPP Use Case projects are depicted:

The core general security mechanisms for the FI-\EAWRoject will be provided by M2, including support
for Identity Management, Authentication Authorizatiand Access, and Privacy. M3 will provide the
required language and tools for describing servinethe FI and their security needs. Where specific
scenarios will require optional generic securityvies these can be consumed on a basis of what is
provided by M4. A key architectural assumption hattsecurity services may fail. Security monitoring
mechanisms as provided by M1 may detect deviatitis respect to the expected behaviour and signal
this to M3 to take action (e.g. invoke alternatBecurity services or trigger countermeasures ifeund
attack).

FI-WARE GEs to be developed and/or integrated as @athe Security chapter will materialize the
(Security) Reference Architecture sketched in FégiB. This Reference Architecture comprises:

* A component able to dynamically invoke and compsseurity services to answer related security
needs while dealing with constraints which may ggelg. regulatory).

* A set of GEs for a number of shared security careére. identity and access management as well as
privacy and auditing) that are considered corethatefore present in any FI-WARE Instance.

* A set of optional Security GEs to address curredtfature requests from concrete Usage Areas.

* An advanced security monitoring system that cotleeswhole spectrum from acquisition of events up
to display, going through analysis but also goiegdnd thanks to a digital forensic tool and asdiste
decision support in case of cyber attacks.
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Figure 78 FI-WARE High Level Security Architecture

8.2 Generic Enablers

8.2.1  Security monitoring

8.2.1.1 Target usage

The Security Monitoring GE is part of the overafic8rity Management System in FI-WARE and as such
is part of each and every FI-WARE instance. Thgdhausers are: FI-WARE Instance Providers and Fl-
WARE Application/Service Providers.

Security monitoring is the first step towards umtiEnding the real security state of a future irgern
environment and, hence, towards realizing the di@twf services with desired security behavioud an
detection of potential attacks or non-authorizeabes

Security monitoring is focused essentially on maniity alarms from network equipment, systems and
security sensors. By the collection, filtering aodrrelation of data from large-scale heterogeneous
environments, including sensitive data from segubls and devices, SCADA events, raw sensor data,
suspicions behaviours, etc., coupled with a dynaisicanalysis engine, decision making support raxet
oriented visualization engine, the security stakddrs can take appropriate actions to prevent atidate

the impact of abnormal behaviour.
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In addition, the availability of digital forensividence models and tools will provide a digitalefosic for
evidence solution to analyze abnormal behaviouryaaut a criminal investigation and provide eviden
with legal value.

8.2.1.2 GE description

Overview

The GE as envisaged will address security monigoand beyond, up to pro-active cyber-security i.e.
protection of “assets” at large. The figure belomvides a high-level initial architectural sketchtbe
Security Monitoring GE as envisaged in FI-WARE.shows both how it is structured and how it is
expected to work. The targeted functional compaassociated to this GE are described in the faligw
subsections.
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Normalization of heterogeneous events and corredati

This component is shown as [1] in Figure 79. It wilver the following functionalities:

» Massive security events collectioe.g. Firewalls, Intrusion Detection Systems, Siéggunformation
and Events Managers, (non-exhaustive list)
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- sensitive data events, Things events, FI-WARE serevents,

- raw sensor data & wireless event agents,
Normalization and correlation of security events

The Monitoring Security Enabler will exploit thecseity events logged by FI-WARE services and
applications (i.e. non-Authorized access attengsyice disabling, denial of service attempt..)e W
will exploit them to detect an intrusion. Event mdation technology has been available in the
monitoring field for years, but until now it hasdsebased on static rules which are very hard tatere
(several sources of events), update (thousandsttamgands of event identifiers) and understand
(identifiers are just numbers). The proposed famality employs artificial intelligence algorithnts
create correlations based on tags instead of fa@stiwhich are much easier to understand andvallo
independent sources of events. Changes in thepaftéhe attacks do not require major updatesief t
algorithms.

Anomaly detection

Anomaly detection is a monitoring technology thamplements signature-based intrusion detection,
based on searching for deviations from a normaawelir model. It helps in detecting 0-day malware,
encrypted attacks and in general, all those attdsuse common protocols such as http, SMTP, etc
and, thus, are invisible for the majority of moniitgy systems.

The Behaviour Anomalies Network Detection SystemFRWARE goes beyond statistical and
aggregated anomaly detection, and uses artifiofalligence algorithms to learn the normal behawiou
of each user. Behaviour Anomalies Network Detectleystem enables the creation of several
behaviour models per user.

Security compliance violation alarms
Attack detection alarms

Risk analysis
This component is shown as [2] in Figure 79. If wiver the following functionalities:

Vulnerabilities collection and normalization

The Open Vulnerability and Assessment Language (DVand the Information Systems Threat
analysis Open Product (ISTOP) solutions are dedigoecontextually evaluate and manage the
vulnerability level of Information Systems.

The OVAL language standardizes the three main stdpthe assessment process: representing
configuration information of systems for testingalyzing the system for the presence of the sgetifi
machine state (vulnerability, configuration, pasthte, etc.); reporting the results of this asseatm
The repositories are collections of publicly avialéeand open content that utilize the language.

The vulnerabilities collection is used by the tagptal vulnerability analysis.

Exploits collection

An easy to navigate exploits database enablesdheragtion of automated multiple attack scenarios,
utilizing vulnerability collection to determine tiseiccess of an exploit series.

Attack penetration modeling

A series of exploits is an attack path and theokatl possible paths of attack is an attack gréyides

and arcs represent actions the attacker takeslardyes in the network state caused by these actions
The goal of these actions is for the attacker t@miobnormally restricted privileges on one or more
target hosts.

Attack path identification

The objective is to preemptively identify the akgmaths. These attack paths will be identified by
simulation of advanced exploits, with these expldiaking account of the vulnerabilities of the
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monitored environment. The discovery of these pa#tgires, a priori, a vulnerability topological
analysis and the environment modeling. Normalizelderability collection (i.e. coming from CERTA
collection) as well as a collection of the explartsst frequently used by the hackers will be used.

Business risk impact evaluation

Of course, it's not easy to evaluate the businegzact without to mention urbanization map or
complex business processes, but it is possibledntify critical services and sensitive data and to
establish some priorities and adapted countermeasuBusiness risk management includes the
methods and processes used by organizations togmarsks and seize opportunities related to the
achievement of their objectives. Business risk rgangnt objectives cover two main circumstances:

adopting measures to prevent situations that cathpwrganizations business at risk, such as

>

Determine the common security level of the compotgwork or system under protection
and calculate a set of security metrics describiifigrent aspects of security on various
levels

Detect vulnerabilities and errors in security seggimechanisms/policies and network
configuration that reveal possible assault actfonsglifferent security threats

Determine critical network or system resources ahdose effective security policies
appropriate to threats

actions to identify events or circumstances relevathe organization's objectives, assessing them
in terms of likelihood and magnitude of impact,adgtining a response strategy, and monitoring
progress. The methodologies of business risk aisadys able to:

>

Detect risks affecting the realization of comparyjectives and non-compliance with
regulatory requirements.

Map the risks identified to discrete business pgees in order to obtain a list of the
business processes to be considered.

Measure risks according to the probability of tlverg occurring and the impact of the
event and taking into account the consequenceslagsaof confidentiality, integrity and
availability.

Determine whether the level of risk is acceptableequires mitigation.

Obtain management buy-in for the project and assitgs and responsibilities as well as a
timeline for the implementation

Both processes should provide a reasonable assgisgna@ organization is achieving its high-level
objectives and regulatory requirements like:

Operational and strategic objectives (includingithprovement of performance),

Effective reporting (accurate and reliable),

Compliance with laws and regulations.

Decision making support and countermeasures

The Security Monitoring GE support manual or sentbmated selection of countermeasures (shown as
[3] in Figure 79) mitigating cyber-attacks and rees the risk level. This functionality is capable o
proposing the most appropriate mitigation respobssgd on results of the risk analysis functiopalit

Countermeasures can involve business experts,itseand process managers, and watch keepers.
therefore highly beneficial to accomplish a riskessment, the goal of which is to weigh uncovenesbts
based on their probability (influenced for instabgethe preparedness of a potential attacker), dtnfeag.

by estimating the costs of a successful attack)sammde additional factors (like the costs of thespue
countermeasures). Such an assessment will helpdirttie most appropriate balance between security
level and the associated costs.
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Visualization and reporting

The Security Monitoring GE will provide a dynamintuitive and role-based User System Interface
(shown as [4] in Figure 79) for the various stakdérs to use in order to understand the currenirggc
situation, to make decisions, and to take apprapgations. It will support the following features:

* Multi-view and multi-perspective user interfaceleato present a high-level business view, illugtigat
the impact on the current business operation, disasdower level, more technical, views such as at
the system or network level.

* Rapidly customizable views to enable the user tecsehe data and information they need to see,
along with the visualizations they find most effeet There are many potential visualizations, same
which are more suited for users in some roles tthers, and indeed users will find some easier to
work with for them personally compared to otherrsse the same role. The interface must enable the
user to rapidly and easily select and arrange lmimns as they see fit.

* Rapid addition of new data and information sourasswvell as visualizations. In order to assess the
likely dynamic and complex security situations bé tFuture Internet, the ability to rapidly add and
visualize new sources of data and information &y trise will enhance the user’s ability to make
decisions.

Digital forensics for evidence

The high-level process of digital forensics (shasn5] in Figure 79) in the Security Monitoring @Eals
with the acquisition of data from a source, thelysia of the data and extraction of evidence, dral t
preservation and presentation of the evidence. digi#tal evidence is intended to facilitate the
reconstruction of events found to be malevolertedping to anticipate unauthorized actions

Digital evidence, by its very nature, is fragiledacan be altered, damaged, or destroyed by improper
handling or examination. For these reasons specidautions should be taken to preserve this type o
evidence. Failure to do so may render it unusaBtaginal evidence will be acquired in a manner that
protects and preserves the integrity of the eviden& protection will be initiated to preserve gmtect
original evidence.

Correlating events provides the means to suppers#arch for evidence process. Timeframe analgsis c
be useful in determining when events occurred.tikisr we can review the time and data stamps aoedai
in the file system metadata, linking error logsarections logs, security events, alarms and fifésterest

to the timeframes relevant to the investigation.

Analyzing every bit of data is a daunting task wieenfronted with the increasing size of storagéesys.
A second problem is that acquired data are typiclthe lowest and most raw format, which is ofien
difficult for humans to understand. The purposedigfital forensic analysis tools will be to accutate
analyse data forensic collections at a layer ofrabson and format that can be effectively usedahy
investigator to identify evidence.

8.2.1.3 Critical product attributes

Compared to existing products and services, ther#ggamonitoring service as targeted in FI-WARE,
offers a unique selling point. Today, no comprehensecurity monitoring service ranging from netlwor
to the application exists for the Internet and egapions running on top of it. Of course there nexyst
some products that could be used either in isalaiidin conjunction but none of them has been hattegl
by design nor would offer the level of functionigé targeted here and described above.

Furthermore apart from satisfying the needs ideatifthe security monitoring service of FI-WARE wil
also be targeting some unique features not onlyadeled but also key to its success and wide adqption
including:

* Integrity of the security monitoring service (agglito all security services)
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» Service usability and intelligibility,
* Performance,
» Pro-active cyber-security enablement

» Assisted and informed decision making in case afnas raised (e.g., events anticipating attacks,
events reporting compliance violations)

In summary the Security Monitoring service of FI-\RBE seen as GE according to the definition shared
and agreed by project team offers several unigaieifes:

» A comprehensive and pro-active security monitosggtem ranging from acquisition of events to rgle-
oriented display, providing “intelligibility” of th visualization according to each of the stakehslde
perspective)

» Business-oriented decision making support (in chsgyber threats).
» Digital forensics tool, also targeting at Services

» Facilities to promote Collaborative Security (thartk the openness of the GE able to serve agther
security-related purposes (e.g. normalized evemtitddbe shared with other EU Security Operatignal
Centers to foster Collaborative Security at EU lleve

o Better Trust and Confidence in using Future InteBervices (main benefit for the EU Citizen)
» Significant aid to fight cyber crime which todagsriously impede the EU Economy.

8.2.2 Identity Management

8.2.2.1 Target usage

This enabler provides authentication and identityifaite assertions as a service to relying parflds

relying parties are typically service providersttheovide easy access to their services to usersdans of
single sign-on (SSO), and that rely on personat aebutes (e.g. preferences, location, home esidr
etc).

The users need easy access (SSO) to the growingenwh services, and many of them also prefer their
personal/identity attributes to be maintained lyuated party which also protects the users’ pgivade
Identity Management core generic enabler can be bsesuch a trusted party which we also call an
identity provider (for SSO) and attribute broker.

The Identity Management GE is a core Security Gi fprovides services to its relying parties viarope
protocols such as OpenID [Openld] and OASIS SAMLOvZSaml] (Security Assertion Markup
Language). Motivated by the 10T, the enabler al®eecs new user attributes such as things, as wetl a
manages the identity of things themselves (attefuturrent users, location, use history, etc). [ahge
number of sensors and mobile devices poses nevecbas; identity federation and single-sign-on supp
ease of use.

Furthermore, the authentication feature of the lematiso covers the authentication of things fovises,
other objects or users as relying parties, andtiieentication of users, services and other tHioigghings
as relying parties. It also supports user SSO acmdtiple things. Motivated by Cloud computinge th
enabler can be run in the cloud as well; when demgspecial care is taken so that the sensititeeigdanot
exposed to the threats related to the nature afisl¢e.g. deployment in a public cloud).
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Figure 80  Identity Management core functional architecture

8.2.2.2 GE description

IdMaas is the “front end” of the IdM solution; ibmmunicates with the relying parties (services)dh) as
well as with the subjects of authentication andlaites assertions (users, things). Given the bgéareity
of the FI Core Platform, identities are usable ssrtrust domains. Hence identity translation sesvic
(Secure Token Services) are expected to be a kapawent of the IdM solution.

The Authentication Support connects the front emdhe underlying authentication machinery where
applicable; e.g. beyond the simplest password-bagttentication of users, it can support the reaiisbe
network/telco-level authentication of users or ¢jsimt communication services providers (telco dpesa
by means of GAA/GBA [GaaBook08] or by connecting ttee Authentication-Authorization-Access
function of the access network.

The Identity Store is a database of identities udiclg identifiers and other attributes. It can be
complemented with external stores as well.

The Administration elements provide access todbatity data for administration purposes.

Privacy protection is done by means of standard MACXacml] machinery. The requests for PII
(personally identifiable information) are intercegtand controlled by a Policy Enforcement PointRRE
The PEP hands the request over to the Context Eiai@bH) in its native request format, optionally
including attributes of the subjects, resourceioacand environment. The CoH constructs an XACML
request context and sends it to the Policy DeciBioimt (PDP). The PDP requests any additional stibje
resource, action and environment attributes froexdbntext handler. The PDP evaluates the applicable
policies and returns the response (authorizatiamsws) to the PEP. If access is permitted, thenREP
permits access to the resource; otherwise, it demieess. For a more detailed description, cotiselt
XACML specification. And important part of the stkn is the GUI (graphical user interface) by which
end-users can manage their own privacy policies.
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8.2.2.3 Ciritical product attributes

» Authentication and attribute assertions about ugatsthings as a service to relying parties viangpe
protocols (OpenID, SAML).

e Single sign-on (SSO) for end-users.

* Enforcement of end-users’ privacy policies in btite assertions.

» Extensibility with external identity stores and laentication support functions.
* A graphical user interface (GUI) for end-users &nage their privacy policies.

8.2.3  PrimeLife Policy Language (PPL) Engine

8.2.3.1 Target usage

This enabler supports the Identity Management gemeric enabler as well as other attribute provider
services in respecting the end-users’ privacy peefes.

8.2.3.2 GE description

This GE supports the Identity Management core G&edsas other attribute provider services in fliifg
the end-users’ privacy preferences.

End-users should be provided with strong contrarahe disclosure and use of their personal data by
application/service providers and devices. Thenmeth solution guarantees the correct enforcemetiieo
privacy policies and regulations.

Currently, websites and online applications actisgdata controllers [EuPriv95] are obliged to mlbla
privacy policy stating how the data collected frasers will be handled and treated. This privacycyak

a text is written by layers and most of the timé meally easy to understand for the common usegsid@

the lack of clarity of such privacy statementsjrtie@forcement is not automated. That means tleaetls

not technical mean to execute the actions and i@ntst described in such documents. Then it becomes
very hard to check whether a data controller ismg@amnt with his declared privacy policy. For instana
user will not be able to verify if the data conkeolshared his data with a third party. For thizsan, we
propose to provide a machine readable languagedcBIPL [Ppl] that is able to express the rulesainad

in the standard privacy policies. This languag@as only designed to express privacy policy bubals
privacy preferences expressed by the users. Thesergnces can then be compared or matched with the
privacy policy of the data controller. The PPL laage can express at the same time access con@sl ru
(how can access the data and under which conditioia)) usage control rules (how the data should/trist
treated after being collected and for which purjpo®éligations can also been expressed in ordiEnrte a
data controller to perform an obligation on theadafter collecting it (ex. Deletion after a certpieriod,
user notification when the data is used or shated). The language is symmetric and use similatasyto
express privacy preferences of the user, and thagyrpolicies of data controller. The agreemeritivieen
these two parties is expressed into a sticky pdahey will travel along with the data in order tedp trace

of the applicable privacy rules. This concept iefuswhen the data is shared and forwarded through
various data controllers. At any time the data mler can enforces the privacy rules related edhta.
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Figure 81  PrimeLife Policy Language (PPL) engine architecture
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8.2.3.3 Ciritical product attributes

» Card-based access control with data minimization.

* Integrated access control and data handling: whfarmation needs to be revealed, and how will
information be treated.

» Automated matching between user's data handlirffignereces and server's data handling policy.

8.2.4 Identity Mixer (IdeMix)

8.2.4.1 Target usage

This enabler provides private credential systend @mmimal disclosure tokens for enhanced privacy
protection mechanisms.

End-users are provided with anonymity and the pdgyi of selectively disclosing their assertedvatte
attributes.

8.2.4.2 GE description

Besides the policy-based access control mechanischgled in the previous generic enablers, theee ar
further technology measures for privacy protectibhey are usually referred to as Privacy Enhancing
Technologies (PETs) and include e.g. interesting) surprising cryptographic solutions such as pevat

information retrieval, zero-knowledge proofs, alinds of privacy-enhancing signature schemes,
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anonymous browsing, secure multi-party computagbn, though these techniques are still not in wiske
at the moment.

One of these privacy-enhancing technologies aratericredential systems and minimal disclosurertske
which are a privacy-friendly realisation of attribibased certificates. In a private credentialesystusers
can have different identities with different idéytproviders and identity consumers. In fact, agntity
should be seen as the collection of attribute dhatknown to a party about the users. Furthernigdeatity
providers can issue a credential asserting atethtid a user. A user can then selectively reveal th
attributes contained in a credential to an iderddpsumer. That is, the consumer will only learat tthe
identity provider asserted the revealed attributei® not able to learn any other asserted ati#uthe
users can repeat this disclosure process as nrapg s she wishes without that these transactambe
linked to each (unless the disclosed attributes uamigue). Thus, together with attribute-based acces
control, private credential offer the best possilsigacy protection. Finally, we note that the ItgnMixer
private credential system also offers all the staddfeature of a public key infrastructure such as
revocation of credentials or hardware-binding.

u e
Credential Anonymous siG,:gfupres
system attestation Y

Efficient zero-knowledge proofs

Building 0 Verifiable Pseudonyms 9 Verifiable
blocks s o1 messages EncryptioOn Commitments [Reugeetiol Random Functions
(Credentials)

Instan- U-Prove

Figure 82  Identity Mixer framework

8.2.4.3 Critical product attributes

« Data minimization: only reveal the information tigstrictly necessary.

» Optional unlinkability: Different tokens created tiye same user cannot be linked -- unless the tpken
was explicitly created in a linkable way.

» Optional untraceability: The user who created stokannot be identified -- unless the token was
explicitly to be traceable by a trusted authority.

8.2.5 Context-based security and compliance

8.2.5.1 Target usage

The role of this Generic Enabler is to support &ddal security requirements requested by a specifi
subset of applications as a result of the appboadf very specific regulatory constraints.
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The GE will accept security request from a cliepplecation and will select the best Optional Seguri
Enabler to fulfil it.

The deployed security enabler will implement thenpbance between the client security request aiyd an
applicable regulation from Private and or Publiarses.

The framework has also monitoring capabilities\terseen the system performance.

As a result of this monitoring, if a hon-conformaris detected, the framework is capable of perfogmi
run-time and context-based reconfiguration of dggdbsecurity enablers, such that the client apjiica
will be provided with a new configuration for thecsirity enabler it is utilizing, or it can receive
instructions to stop using that security enabler ase a newly provided one.

The figure below provides a high-level initial atelctural sketch of the components of this Generic
Enabler.

Enablers Repository

Rules & Compliance

Run-time
context

Client

Figure 83  Context-based Security and Compliance

8.2.5.2 GE description

The communication between the inner componentshefenabler and the client applications that will
require its services will be performed by a newdsad language to be defined. This new businesgser
oriented language is able to describe & registenrsy services or capabilities.

The main characteristics of this software will:

» Describe functional services provided by the platf@and needed by applications

» Describe the interface offered by the security &@rab the applications

* Provide mechanisms to cover from high level desiompof the service to detail functionalities &
implementations.

* Provide event management capabilities to allow toosiget the context event information from the
security enablers they overseen.

Extend standard USDL 3.0 by implementing a new nieodacurity oriented where security specifications
may be referred to existing standards like WS-3g@uolicy and even management to Common Base
Event.
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The model is also defining four main functional gaments which should meet these requirements:

Rules & Compliance:
- Support business process modeling capabilitiepamdde an authority policies generator

- Ensure that process and policies are complianir(gdementing Protection Level Agreements)

- Compliance solutions should be describe in an atisimnguage and stored in a model repository

- Provide and store compliance-based metrics to pleapby monitoring components
Dynamic S&D Framework

- Run-time & context based reconfiguration of deptbgecurity enablers capabilities

- Onreceiving request from client applications il weturn an Executable Component that fulfils it

- The security component provided should implemept ¢cbmpliance between the client security

request and any applicable regulation from Prieaig or Public sources

- Deployment of an associate monitoring system whigth monitor the rules to oversee the

compliance of the new context application

- On non-compliance notifications from the monitorisgstem S&D Framework will take the

necessary actions to provide another securityisolatynamically.
Context Monitor

- Gets the monitoring rules from the S&D Framework
- Get then context information from Security enablers
- Check the applications context fulfils securityuggments and any applicable compliance rule.

- Trigger the framework in case of rule violation
Enablers Repository
- Generic and optional enablers already describettighchapter should be register in a secu

repository to be at the disposal of the framewavitch will deploy them as security solutions
the external applications

rity
to

- The enablers should describe their functionaliieterfaces, deployment requirements, compliance

capabilities and events

8.2.5.3 Ciritical product attributes

Provide run-time security support for applicatiobg, managing S&D Solutions and monitoring {
systems’ context

Enhanced security and dependability by supportimgraated integration, configuration, monitori
and adaptation

Dynamic compliance of software services to busimegalations and user requirements
Tools for modeling business relations & agreemamntsan abstract set of rules

Compliance Repository not only to store, but alsanaging compliance requirements at th
abstraction levels

A new business service oriented language to deséritegister security services or capabilities.

This language will provide mechanism to cover frbigh level description of the service to det
functionalities & implementations.

ese

ail

Page 172



FI-WARE High-level Description (<) fi-ware

8.2.6  Optional Security Service Enabler

8.2.6.1 Target usage

The Security Architecture has also been designesupport the optional generic security services tha
usage areas can potentially integrate as a gesmaialer (soealled —optionall as they are common across
many usage areas, but not all). On the basis efexted set of already available assets, this neodill
provide use case dependent security services. Tdmgmal security services will be described belaw
this section. Module 4 (in Figure 2) will equallyopide the necessary technical means for integraifo
future security services. The requirements andrggagoals to be supported will stem from M3, which
will enforce the compliant usage of the invokedamtl generic security mechanisms and services.

One of the main goals for this asset should beettiension and the consolidation of the USDL-SEC
service description language [l0S], in parallelhatihe work that will be done in M3. USDL-SEC should
cover as much as possible the security propergéset! in the different generic security enabl&i. this
task we require inputs from all the modules in\¥8 in order to capture the different security gries

of the generic enablers. The optional security isesvare defined as a modular extension of the main
USDL-SEC specification although if the security pedies exposed there are domain specific. For this
reason we have to define an optional element thatbe used to extend the specifications with domain
specific security properties such as security phsgthat can be developed in addition to the bseauirity
features. The second phase of this goal is to tkesgrechanisms, publish then invoke the optionalices

as an extension of the basic USDL-SEC framework.

The optional security services do not propose atwmid mandatory security functionalities as prediéh
M2 (Authentication, Access control, usage contrmist, etc.), but they offer some security captiedithat
are applicable for specific cases and scenariossd bptional serves cannot be used by all thecapioins
deployed in FI-Ware. Each optional security servicexdependent from any other generic securityiser
and not restricted to a specific application domaitme usage of these services must be as eas\ssiblpo
with no strong configuration requirement.
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Figure 84  Optional Security Service Enabler

8.2.6.2 GE description

The optional security service enabler is used &iarnize the security service description within WSD
SEC when the security functionality is not coveladthe specification. This asset targets diredtly t
application domain usage. The goal is to make yeasitendible the security service description for
customized usage. This functionality will encouradiethe developers to define and describe thein ow
services through the USDL standard by adding newtfonalities and new capabilities.

In Fi-Ware we want to overcome the limitationstod traditional service description languages tkaglly

do not take into account the extensions wantedheysers. Most of the time the user has to add afignu
new elements and modify the delivery framework ideo to take into account the new functionalities.
Such approach is not feasible for any user. Witk tiptional security services we will provide dilet
technical support to let users add and extend BIBLLUSEC service description easily.

Some example of possible optional security servicesd be:

* A database risk evaluation and anonymization serve used to check a shared database is not
vulnerable to the re-identification of the non @thpart of the database. The service can be used to
support these DB administrators to evaluate thelalisre risk for all their types of data; by
recommending the safest configurations using a tshmatstrapping system. The service will provide
the user with a feedback on the re-identificatisk when disclosing certain information and propgsi
safe combinations in order to help him during tifermation disclosure. Albeit privacy risk estimeto
have already been developed in some specific ctin{etatistical databases), they have had limited
impact, since they are often too specific for aegivwcontext, and do not provide the user with the
necessary feedback to mitigate the risk. In adujttbey can be computationally expensive on large
datasets.
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Figure 85 DB Risk Evaluation and Anonymization Service

» Secure storage servicghat offers the possibility to safely backup h&adand delegates the access to
parts of data to third party. Data leaks are regyiirom the lack of additional information on data
sensitivity, access rights, lifetime, etc... The teige and the availability of these kinds of atités
are necessary to master the storage and the exchaingensitive data. The concept consists in
providing an secure storage service, manipulatatigpsotected metadata only. This (optional) sexvic
can be used or not by other services, dependingherprivacy level of implied data. The main
objective of SSS is to provide a secure storageefsitive / private data, privacy-oriented capesiti
according to legislation.

Data access
Conficential
Private
PLibiic

Data owner © Mr Smith

Data recuest

Data reques
Access to Puiiic Data of Mr Srith on Access o Private Data of Mr Smith
SP1 SP2
(trusted by
Mr Smith)

Figure 86  Secure Storage Service
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* Morphus: Malware detection servicethat explores a data structure in order to chehbkther this
dataset contains malware applications. Morphus igeneric malware detector based on graph
signatures. Unlike the traditional notion of dei@ectbased on string pattern matching, graphs adow
behavioral analysis of programs, thus providingueimfiner description of malwares.

Morphus

Exe file | Scanning phase | Database

Figure 87  Morphus

8.2.6.3 Ciritical product attributes

* Make USDL-SEC service description extensible aaxiliile so that it can be used by anyone interested
in making using of it (i.e.company, organizatiamgividuals, ...)

* Provide a technical framework to deploy easily sigservices
e Optional security services can be deployed as pplupplications.
» Break the description limits of the standard USpEedfication

8.3 Question Marks

We list hereafter a number of questions that reropen. Further discussion on these questions aki# t
place in the coming months.

8.3.1  Questions still under discussion

Forensics for evidence

The complexity problem in digital forensics is tlzaiguired data are typically at the lowest and mast
format, which is often too difficult for humans tomderstand. It is not necessarily impossible, tgnothe
skill required to do so is great, and it is notadint to require every forensic analyst to be dbldo so. To
solve the complexity problem, tools are used todi@e data through one or more layers of abstracti
until it can be understood.

Similarly, the quantity problem in digital forensits that the amount of data to analyze can be leegg.

It is inefficient to analyze every single pieceibfData reduction techniques are used to solvg thy
grouping data into one larger event or by remowngwn data. For example: identifying known network
packets using Intrusion Detection System (IDS) a&figres, unknown entries during log processing.

Proactive attack detection in a SOA context
It will very difficult to prevent attack in SOA caext, if service providers are constantly changing.

Indeed, we must make, as a preliminary, a topoddgiuinerability analysis, using components and
services stable enough to search their vulneriggiland to identify the most likely paths of attatke
problem is that it is not possible, in this casadentify such paths.
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Business risk impact assessment

The difficulty to identify the attack paths in alatile environment also can be applied to the mgsrisk
impact assessment. It is not possible to do ith&é tesources used by business process are always
indeterminate.

Identification of the Information System

Identification of the Information System assets acts the efficiency of the security monitoring Gida
more specifically the efficiency of the vulneratyilassessment capacity. System discovery is naobeg

to be a good solution because of false positivésalso isolation mechanisms put in place (NAT ,iiadls

...) which often hide numbers of assets. MoreoWeis type of identification doesn't meet real time
requirements. As a consequence, the support offiaielet configuration manager included in FIWARE
(WP?) feeding a global Configuration Managementabase (CMDB) is needed to achieve effective &
efficient security monitoring through precise ardlrtime knowledge of assets.

Identity, Trust & Privacy management

The identity, trust, and privacy management compbigeconcerned with authorization and authenticati
This includes a (credential requirements) policyglaage to define with attributes (roles, identig) and
credentials are requested to grant access to reEsodt further include a (data handling) policpdaage
that defines how the requested data (attributeegjeattials...) is handled and to whom it is passed o
Finally, it includes the means to release and yetifich attributes and credentials. That raisegtissies:

» The integration of the two policy languages inte #tcess control system (e.g., XACML) of the FI-
platform;

» The definition of the interfaces of the Generic 8&g Enabler;

* The integration of the different assets into congyds that realize the generic security enabler
interfaces.

Accountability and Trust

The PPL privacy engine is designed to specify arfdree access and usage control rules on the tadlec
data. But once the data collected and the privadgsrexecuted in theory how can we verify the
accountability of the data controller? Accountapitf the controller can be used to enhance that tiithe
subjects that their data is not misused. One apprizato deploy an accountability mechanism fovaucy
policies which makes it possible to check a postethe logs of the system to check whether theast
performed over the data are compliant with thegmyregulation rules of the sticky policies. Thetftnat

a controller agrees to implement a given compliasggtem can be a factor of trust for the subjects.
Additionally, the level of compliance of each datatroller could also be formalized as a trust roetsed

to describe the privacy reputation of a data cdietro

Auditing

It must be possible to verify whether the systemksaas expected. (1) Logging of user activitiesain
standardized way is a key requirement. We shousdirenthat all the relevant data that is neededafor
meaningful analysis is logged. (2) Logs may havebéoexchanged across trust domains. We should
provide mechanisms that support the analysis amcelation of logs that originated in different ttus
domains. Auditing also comprises the analysis d¢ifh@uzation and usage control policies based oramet
policies such as Separation of Duties (SoD) coimtra
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New security/privacy threats related to Web2.0

How can we mitigate the threats that come fromne¥eéeb2.0 developments (e.g. “clickjacking”, “coeki
jacking”, the threat that users of social netwoskeh as Facebook trust their friends and hencdyeasi
accept malicious content from them, HTML5 geolamath\PI threat, etc).

Event interface definition

The event interface which will implement the commeation between the Security enabler — User
Application and Monitor systems would need to biingel asap.

Monitoring capabilities

Some of the monitor capabilities Context-based rsgcand compliance will need to be developed,
especially those referred to probe functionalitiegy be fulfiled by Security monitoring enablers.
Furthermore each of every monitoring capabilitiddrassed at WP8 level would have to be put back int
perspective of overall monitoring capabilities offé by FI-WARE seen here as the FI PPP Core Piatfor

Securing the deployment of new services

The definition and the deployment of the new omi®ecurity service require sometimes the compuositi
with some generic security services (ex. ldentitgnagement, authentication, etc.). Then the service
composition functionality should be supported by Ei-WARE service framework.

USDL-SEC specification

The current version of the USDL-SEC specificatisraivery early draft designed before the beginning
the Fi-Ware project. It does not reflect yet theusity capabilities proposed in the generic segugitablers
exposed in WP8. The main task of the WP8 in thé menths is to list these security capabilities arap
them to a new version of the USDL-SEC specificatiororder to be able to publish correctly all the
security services and make them available for enyice deployed in the FI-WARE platform.

8.4 Terms and definitions

This section comprises a summary of terms and itlefis introduced during the previous sections. It
intends to establish a vocabulary that will be helgarry out discussions internally and with thiatties
(e.g., Use Case projects in the EU FP7 Futureriatd?PP)

» Attack. Any kind of malicious activity that attempts tolleot, disrupt, deny, degrade, or destroy
information system resources or the informatioaliits

» Business impact analysisAn analysis of a business’s requirements, prosessal interdependencies
used to characterize information system contingenecuirements and priorities in the event of a
significant disruption.

e Countermeasures Action, device, procedure, technique or other susa that reduces the
vulnerability of an information system.

» Cyber attack. An attack, via cyberspace, targeting an entitg(strial, financial, public...) and using
cyberspace for the purpose of disrupting, disablitegtroying, or maliciously controlling a computin
environment/infrastructure; or destroying the imitggpf the data or stealing controlled information

e Exploit. A program or technique that takes advantage aferability in software and that can be used
for breaking security, or otherwise attacking atloa®r the network

» Forensics for evidenceThe use of scientifically derived and proven mdthtoward the preservation,
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collection, validation, identification, analysistérpretation, documentation and presentation gitadi
evidence derived from digital sources for the pagpof facilitating or furthering the reconstructioh
events found to be criminal, or helping to antitgpanauthorized actions shown to be disruptive to
planned operations.

* |dentity. In the narrow sense, identity is the persistéaniifier of users (user name), things or services
by which other parties “remember” them and, heiace,able to store or retrieve specific informatjon
about them and are able to control their accestffierent resources. In the wider sense, ideniisp a
covers further attributes of users, things andisesy e.g. for users, such information may include
personal information such as context, group menhiigend profile.

e Identity Management. Identity Management (IDM) is a term related tahasers, things and services
are identified and authorized across computer mésvdt covers issues such as how users, thingg and
services are given an identity, the protection ldt tidentity and the technologies supporting that
protection such as network protocols, digital dedtes, passwords and so on.

* Impact. The adverse effect resulting from a successfrgathexercise of vulnerability. Can be
described in terms of loss or degradation of amya @ombination of any, of the following three
security goals: integrity, availability, and cordiatiality. Partial identity: a partial identity is a set @
attributes of a user. Thus, an identity is compaxfesll attributes of a user, a partial identityaisubse
of a user's identity. Typically, a user is knownatoother party only as a partial identity. A pdrtia
identity can have a unique identifier. The latterai strong identifier if it is allows for a strong
authentication of the user (holder) of the partiahtity, such a cryptographic "identification" poool

» Privacy. Dictionary definitions of privacy refer to "theiaglity or state of being apart from company] or
observation, seclusion [...] freedom from unauttexti intrusion” (Merriam-Webster online
[MerrWebPriv]). In the online world, we rely on aagmatic definition of privacy, saying that privacy
is the state of being free from certain privacyetts.

e Privacy threats. The fundamental privacy threats are: traceabilthe digital traces left during
transactions), linkability (profile accumulation deal on the digital traces), loss of control (over
personal data) and identity theft (impersonation).

e Risk analysis The process of identifying security risks, det@ing their magnitude, and identifying
areas needing safeguards. An analysis of an og#ons information resources, its existing corstrol
and its remaining organizational and MIS vulneiitibs8. It combines the loss potential for each
resource or combination of resources with an eséicheate of occurrence to establish a potentiallev
of damage

e Security monitoring. Usage of tools to prevent and detect compliarefaults, security events and
malicious actions taken by subjects suspected sdising the information system.

» S&D: Security and Dependability

e Threat. An event, process, activity being perpetuated bg on more threat agents, which, when
realized, has an adverse effect on organizatioet@sgesulting in losses (service delays or denjials
disclosure of sensitive information, undesired pattprograms or data, reputation...)

e USDL and USDL-Sec:The Unified Service Description Language (USDL)aisplatform-neutral
language for describing services. The securityrestom of this language is going to be developed FlI-
WARE project.

* Vulnerability. A weakness or finding that is non-compliant, nohergnce to a requirement,| a
specification or a standard, or unprotected aremnastherwise secure system, which leaves thersyste
open to potential attack or other problem.

* WS-SecurityPolicy: It is an extension to SOAP to apply security to webvices. It is a member of the
WS-* family of web service specifications and wablshed by OASIS.

e The protocol specifies how integrity and confidentiality can éx@orced on messages and allows [the
communication of various security token formatshsas SAML, Kerberos, and X.509. Its main focus
is the use of XML Signature and XML Encryption t@pide end-to-end security.

—h
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