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1 Introduction 

Social media analytics has emerged as a fairly new technique, mainly in the field of business 

intelligence and marketing. However, this technique starts to reach out also into areas of 

public welfare, such as the detection of infectious diseases (e.g. http://www.meco-

project.eu/). The analysis of large amounts of user-generated data thereby helps to bring 

attention and react to phenomena which otherwise take longer or more intense effort to fath-

om. Furthermore, users of social media analytic tools can learn about and value opinions of 

the people who generated this content. 

However, there are not only positive aspects to social media. Facebook is probably the cur-

rently most employed example of a social media site which also raises concerns about its 

users' privacy. Beyond discussions about the company's access to very personal data of its 

users, more and more human resource departments, for example, make use of the site to 

investigate potential employees’ personal backgrounds. Also questions of security had come 

up in diverse contexts such as business secrets or child protection.   

While issues of privacy and data security used to be effectively regulated in national legisla-

tion, they become more difficult to be applied in a global online situation with very different 

legal scopes and approaches. In the first part of this deliverable we shall focus on these as-

pects by investigating which legal codes are relevant to the UniteEurope project and which 

measures the consortium has to undertake in order to be acting in a legally appropriate man-

ner.  

Taking these legal precautions into account will help us protect the individual user from being 

targeted as a single subject under investigation. However, it is not and was never the aim of 

UniteEurope to carry out research on individuals. Rather it is the improvement of policies and 

measures related to the integration of migrants as a group which is the purpose of our en-

deavour. Therefore we have to also consider cultural concerns of the production and usage 

of the software.  

In the second part on cultural aspects of UniteEurope, this deliverable focuses on two ques-

tions: First, we shall investigate the relationship of technology and culture, mainly in the con-

text of technology production. This will help us to better understand who is taking part in the 

assemblage of the tool and what this means for its usage. Second, as the project will analyse 

the contributions of social media users on the subject matter of migrant integration, this part 

of the deliverable will consider the usage of social media more generally. Who is active in 

social media? Who makes use of it for political purposes? What is the role of migrants in the 

prosumption of social media? This contextualisation will help us and the later users to inter-

pret the results of the tool. It reminds us that what happens on social media is not a proper 

representation of what happens in the brick and mortar world of migrant integration policy. 

Undertaking research of content produced by people on the Internet is ethically a compara-

tively poorly charted area. While some ethical guidelines for online research on humans had 

been developed in the last years, they are musing in the field of social media research. 



1 Introduction 

© Copyright 2012, UniteEurope 
Deliverable 2.6 Legal, cultural and ethical aspects report 

Lead Beneficiary: UP 
 

6 
 

Working on migration-related issues makes this endeavour even more challenging, as (some 

groups of) migrants constitute a particularly vulnerable group of people. Ethics in social sci-

ence research is always a gradual process which cannot be sorted out in the beginning. Dur-

ing the development of this deliverable it became clear, too, that rather than sorting all ethical 

aspects out at the beginning of the project, it is important to focus on them in all production 

stages of UniteEurope as well as during the usage of the tool.  

We identified three particularly important ethical aspects which we shall take into account 

during the entire development and usage of the tool:  

1. The content we are investigating is publicly available on social media though might 

not be produced by the person whose data this concerns. Furthermore, people 

producing personal data might not be aware of the fact that this will be automatically 

analysed by software of organisations potentially unknown to them. While parts of this 

aspect are dealt with also in the legal part of the deliverable, we shall shed light on 

this from an ethical perspective in the ethical part of the deliverable. 

 

2. The content concerning issues, policies and measures of migrant integration is 

framed in particular manners by different social groups. The question arises of how 

this discourse will be represented by the UniteEurope tool. Whilst this question will 

also be dealt with in the cultural part of the deliverable, the ethical section is focusing 

more on what that means for the capacity of the tool to acknowledge this in forms of 

output.  

 

3. The third aspect concerns the potential misuse of the tool. UniteEurope is set up to 

support city administrations and NGOs in their aim to produce better policies and 

more effective measures. This implies that the tool will be built for internal usage in 

these organisations. While working on this deliverable, we became aware that in spite 

of tight safeguarding measures, we cannot completely exclude that a future end user 

might potentially have an interest in misusing the tool in one or another aspect, or be 

doing this unintended. Since misuse of any type cannot be entirely averted by 

technical means, we are discussing the option of preventing misuse by other, e.g. 

legal means and awareness-raising.   

 

All three – legal, cultural and ethical – aspects of UniteEurope are strongly interlinked with 

each other. The purpose of this deliverable is to identify the most urgent among them and 

propose possibilities to deal with them appropriately. However, rather than producing final 

solutions, this deliverable is also meant to openly communicate these challenges and en-

gage with project partners, the advisory board and external actors in a discursive interaction. 

We are aware that this is not the end point, but rather the start to tackle these challenges 

during the whole production process of the tool and thereafter. The content of this deliverable 

will certainly inform user training, handbooks and manuals.   
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2 Development History of this Document 

This report is the result of extensive research and discussions having taken place since the 

very beginning of the UniteEurope project. It is divided into three parts, the legal, cultural and 

ethical aspects of the UniteEurope project. On the one hand these perspectives are in them-

selves very different and require various kinds of expertise. On the other hand, however, they 

are strongly related to each other and benefit from inter-disciplinary knowledge and discus-

sion. The involved partners acknowledge this specific situation and decided to follow an in-

cremental approach in the production of this document:  

1. At the beginning of the process, three teams were set up to undertake desk research, 

literature analysis and unstructured interviews in the fields of legal aspects (INSET), 

cultural perspectives (Universities of Rotterdam and Malmö), as well as ethical issues 

(ZARA) of the UniteEurope project. The University of Potsdam took over a coordinative 

role, outlining the general direction of the deliverable, as well as providing input, 

particularly to the ethical part.  

 

2. On the June 4 and 5, 2012, the involved project partners met for a two day workshop. 

There they provided preliminary findings of the undertaken research. Furthermore, our 

legal expert, Dr. Christian Schmaus, as well as the ethical advisor to our related EU-

FP7-project “Maseltov” (www.maseltov.eu), Christina Hollomey, were invited to present 

challenges and procedures in similar fields inside and outside the Framework 

Programme of the European Commission. Finally, the involved partners had extensive 

discussions on the structure, content, production process and communication strategy 

of this deliverable.  

 

3. Thereafter, the involved partners set out to formulate their respective parts of the 

deliverable which were then internally discussed in two further telephone conferences. 

 

4. After agreeing on a joint draft, the latter was sent for review to the before mentioned 

legal and ethical experts as well as to the advisory board of the UniteEurope project. 

Altogether, we have received feedback from the following institutions (in alphabetical 

order; in this context we would like to thank all reviewers for their helpful feedback on 

the report): 

 Anti-Defamation League – ADL (Jonathan Vick) 

 Gemeente Rotterdam (M.C. Auw Yang-Rolle, W. Babbeko-de Groen, R. Schuttevaar) 

 International Centre for Migration Policy Development – ICMPD (Alina Cibea, 

Madalina Rogoz) 

 jugendschutz.net (Stefan Glaser) 

 Magenta Foundation / INACH Member (Ronald Eissens) 
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 RADAR  

5. In a final step, the involved project partners discussed this feedback and incorporated it 

into the final draft of the document.  

 

Finally, it must be stated that, while this report is based upon in-depth research, it does not in 

itself constitute a research paper. Rather it is to be considered as a scheme that informs the 

further development and usage of the tool. It therefore contains recommendations for a varie-

ty of actors, including our own consortium.   
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3 Legal Aspects 

UniteEurope is meant to analyse public social media contents authored by individual users of 

social media sites. This represents a “listening”, respectively an observing of opinions, atti-

tudes and sentiments among social media users. Whilst with its filtering and analytics mech-

anisms UniteEurope is not in any respect aiming at revealing private or personal contents, 

the handling with social media in general is very closely connected to data security issues. 

The consortium is very well aware of the fact that we are working in the realm of a delicate 

field and therefore considers it indispensable to consult legal advice, especially with regards 

to data protection law. The following section represents the outcome of an extensive analysis 

by our external legal advisor, Dr Christian Schmaus, external scientific assistant at the Lud-

wig Boltzmann Institute for Human Rights and expert on data protection issues, including his 

participation at the legal aspects session of our workshop on Deliverable D2.6 in June 2012 

in Vienna.  

Having gained a comprehensive understanding of our project, Christian Schmaus has come 

to the conclusion that indeed, data protection provisions can – under certain circumstances – 

be considered relevant for our undertakings. In this regard, we identify the need to thoroughly 

screen our project for compliance with relevant data protection standards. Thus, this report is 

focusing on the UniteEurope project in the light of these principles. Intentionally, this deliver-

able spares out discussions of other spheres of law, since they can be considered a lot less 

contested and in large parts less relevant with regards to our undertakings. Another notable 

sphere could be seen in issues of copy right, however in current legal discourses (e.g. Ul-

bricht 2011) of social media analytics, copy right tends to be omitted. This report will cover 

the topic of copy right merely in the frame of an excursus. In general, the UniteEurope con-

sortium will closely follow legal developments also in this sphere and will consult legal advice 

as soon as the need is identified.  

To begin with, this deliverable summarises the basic aspects of UniteEurope in order to de-

fine the legal scope that should be covered. Secondly, the relevant data protection provisions 

will be introduced with regards to the role that they play throughout our project. Finally, we 

shall demonstrate the precautions we are going to undertake in order to guarantee an entire-

ly lawful process and argue for recommendations to projects with a similar approach. 

3.1 The basic principles of UniteEurope 

For defining applicable law and the relevant data protection provisions, we begin by laying 

down UniteEurope’s approach pointing out the necessary information for a legal assessment. 

In general, jurisdiction is not yet very advanced with regards to social media, which is why a 

precise description of our undertaking is essential for defining the sources of law that apply 

for our project, but also for revealing possible legal issues.  
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Geographical scope 

The UniteEurope software will be created by a European consortium under the lead of the 

coordinator INSET Research & Advisory GmbH, having their registered office in Vienna, Aus-

tria. The software is planned to be used in different member states of the European Union. 

After the end of the project, exploitation rights remain with INSET and SYNYO; both are lo-

cated in Austria (see UniteEurope Consortium Agreement). 

Sources used by the software 

The software will be able to search through different global and local social media sources 

which will be predefined by the consortium (see deliverables D3.4 and D3.9). Contents can 

be searched with the help of one or more keyword(s); results will be presented as an over-

view of (extracts from) postings containing the keywords in question. The original source will 

be indicated (e.g. with a link) so that the posting can be viewed in full length at the original 

site.  

Processing of results 

The results of a search query can be displayed in predefined categories (areas and subare-

as) of integration (see D3.1, D3.3, D3.8) as well as by source and by authoring language. 

Furthermore, results can be shown by the means of statistical or graphical descriptions. Also 

comparison of aggregated data will be possible. This means that the contents remain availa-

ble over the tool for a certain period of time after their original publication. 

Type of data 

UniteEurope is only working with user-generated contents from publicly available, generally 

accessible internet sites. By no means UniteEurope is intending to analyse or trace back any 

data to the author or any other person. Only the written text is of interest, whereas the au-

thors – be it under their real names or by using acronyms – will not be subject to any re-

search. Geographical mapping will only be done with the features to be found in the written 

text (“city-based keywords” etc.). 

Purpose of analyses 

The software is based upon an in-depth research on migrant integration as well as prevalent 

conditions in the respective cities and municipalities. It works in accordance with scientific 

standards and produces results which are themselves used for scientific and/or statistical 

purposes. End-users will be public institutions (city municipalities) as well as local and pan-

European non-governmental organisations, both situated in member states of the European 

Union. 
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3.2 Relevant Data Protection Provisions 

Even though UniteEurope is explicitly not intending to be dealing with personal data or hav-

ing any interest in individuals’ personal statements, we do consider it essential to thoroughly 

take into account the relevant data protection provisions in order to safeguard an entirely 

lawful procedure. This holds especially true in the face of data protection relevant incidents 

that are frequently reported concerning social media, mainly with regards to misuse of data. 

The UniteEurope consortium explicitly wants to avoid any occurrence of this type, not only by 

prudent selection of social media sources, but also by relying on legal advice. 

We uphold the fact that data protection is a fundamental right and we are therefore going to 

act in full accordance with respective provisions, notably: 

„Everyone has the right to respect for his private and family life, his home and his corre-

spondence.“ (Art. 8 of the European Convention of Human Rights) 

„Everyone has the right to the protection of personal data concerning him or her.“ (Art. 8 of 

the Charter of Fundamental Rights of the European Union) 

„Everybody shall have the right to secrecy in respect of personal data concerning him (…), to 

the extent that he has an interest deserving such protection.“ (Art. 1 of the Austrian Data Pro-

tection Act) 

With regards to our social media analytics approach, we are eager to fulfilling the require-

ment laid down in Art. 8 of the Fundamental Rights Charter of the European Union (FRC) 

which obliges us to process our collected data in a fair manner and on a legitimate basis laid 

down by the law.  

In this aspect, particularly two sources of law are of relevance for our undertakings: 

 The European Data Protection Directive (Directive 95/46/EC) which provides for prin-

ciples and standards of legitimate data processing; and 

 The Austrian Data Protection Act (DSG 2000), as well as other relevant acts which 

transpose the Data Protection Directive in the member states. 

3.2.1 EU Data Protection Principles 

On the level of secondary legislation, the EU Data Protection Directive (DPD) provides for 

principles and standards with regards to legitimate data processing. In this regard, the DPD 

lays down minimum standards which need to be guaranteed by all member states of the Eu-

ropean Union by the means of national legislation. The UniteEurope consortium, comprising 

institutions from several European member states, understands the DPD to be giving us a 

first important point of reference in our project. 

The DPD basically forbids any handling with sensitive personal data, though foresees sever-

al exceptions. As mentioned above, UniteEurope is not intending to touch upon personal 
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data at all; however, given that the term “personal data” is defined very broadly in the DPD, 

we are eager to make sure to take safeguarding measures in all directions. 

The Directive defines “personal data” as "any information relating to an identified or identifia-

ble natural person (‘data subject’); an identifiable person is one who can be identified, directly 

or indirectly, in particular by reference to an identification number or to one or more factors 

specific to his physical, physiological, mental, economic, cultural or social identity;" (Art. 2 (a) 

DPD). This means that data can be classified as “personal data” as soon as somebody 

would be able to link information out of these data to a person, be it the person holding the 

data or somebody else. 

For the term “processing”, the DPD is introducing a definition stating "any operation or set of 

operations which is performed upon personal data, whether or not by automatic means, such 

as collection, recording, organization, storage, adaptation or alteration, retrieval, consultation, 

use, disclosure by transmission, dissemination or otherwise making available, alignment or 

combination, blocking, erasure or destruction;" (Art. 2 (b) DPD).  

Another important term is that of the “controller”, “the natural or artificial person, public au-

thority, agency or any other body which alone or jointly with others determines the purposes 

and means of the processing of personal data;” (Art. 2 (d) DPD). The controller carries the 

ultimate responsibility for compliance with the data protection law. According to our legal ad-

visor Christian Schmaus, with regard to INSET, coordinator with headquarters in Vienna, 

Austrian law is applicable. 

3.2.2 Austrian Data Protection Legislation 

For the reasons mentioned above, special attention needs to be attributed to the Austrian 

Data Protection Act (DPA) which transposes the EU Data Protection Directive. Comparing 

the DPD and the DPA, as Christian Schmaus states, Austrian legislation is, in some aspects, 

slightly more restrictive than the European Directive. Also, compared to other countries rep-

resented in the UniteEurope consortium, Austria traditionally rates data protection considera-

bly higher than the freedom of information – two spheres that use to compete with each oth-

er. The consortium is pursuing compliance with the more restrictive Austrian legislation and 

is thereby assuring a high level of data protection throughout the project. 

Art. 1 of the Austrian Data Protection Act states that „Everybody shall have the right to se-

crecy of the personal data concerning him, especially with regard to his private and family 

life, to the extent that he has an interest deserving such protection. Such an interest is pre-

cluded when data cannot be subject to the right to secrecy due to their general availability 

or because they cannot be traced back to the data subject“ (words in bold highlighted by 

the author). 

Furthermore, the DPA defines the term “direct personal data” as follows: “(…) information 

relating to the data subjects (…) who are identified or identifiable; data are ‘only indirectly 

http://en.wikipedia.org/wiki/Natural_person
http://en.wikipedia.org/wiki/Natural_person
http://en.wikipedia.org/wiki/Juristic_person
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personal’ (…) when data relate to the subject in such a manner that the controller (…) cannot 

establish the identity of the data subject by legal means.” 

As to the term “identifiable”, the DPD states: Recital 26: “(…) to determine whether a person 

is identifiable, account should be taken of all means likely reasonable to be used either by 

the controller or by any other person to identify the said person; whereas the principles of 

protection shall not apply to data rendered anonymous in such a way that the data subject is 

no longer identifiable.” 

Who is the “data subject”? 

According to the DPA, the data subject is any “natural or legal person (…) whose data is pro-

cessed”. Therefore one posting can have one or even more data subjects.  

First of all the author of a posting can be a data subject – which, as observations suggest, is 

true in the majority of cases. UniteEurope can state to have no intention to trace back any 

information to any person. For this reason it was decided to reduce to the greatest possible 

extent the personal reference of the information. The UniteEurope software itself will not al-

low nor be able to trace back the information to their authors because all entries will be 

anonymised, i.e. names and/or nicknames will not be collected. Only a click back to the orig-

inal source might reveal further information about the author in case they have decided 

themselves to appear with their real names or other personal information on the respective 

social media websites.  

In this context it should also be considered that one posting can have more than one data 

subject, which is basically the case if an author publishes (personal) data about a third natu-

ral or legal person.  

Therefore, UniteEurope could indeed happen to be dealing with personal data without having 

the intention to do that. Thereby, the question is whether the processed data can be classi-

fied as “sensitive data”. 

Special categories of data 

Whereas the DPD uses the broader term of “special categories of data”, which are “personal 

data revealing racial or ethnic origin, political opinion, religious or philosophical beliefs, trade-

union membership, and (…) data concerning health or sex life” as well as “data relating to 

offences, criminal convictions or security measures”, the DPA uses the term of “sensitive 

data”. These are, according to the DPA, “Data relating to natural persons concerning their 

racial or ethnic origin, political opinion, trade-union membership, religious or philosophical 

beliefs, and data concerning health or sex life.” Furthermore, the DPA contains special provi-

sions concerning crime-related data. 

The processing of sensitive personal data, however, is not ruled out by principle. According 

to the DPD, data that can be classified as sensitive in the sense of the DPA can be pro-

cessed if, inter alia, „the processing relates to data which are manifestly made public by the 
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data subject“. In other words, if the author of a posting is deliberately publishing sensitive 

personal data on publicly available social media sites, the processing of these data is legally 

possible. The issue is more difficult though if there are two or more data subjects that can be 

linked to a posting. 

The processing of personal data 

For the reasons argued above, we cannot exclude with complete certainty to come across 

(directly or indirectly) personal data in the course of our undertakings.  

If these “personal data” in question are “non-sensitive”, Christian Schmaus states that their 

use is in line with the DPA if, inter alia, “overriding legitimate interest pursued by the control-

ler or by a third party require the use of data”. Furthermore “the use of legitimately published 

data and data that are only indirectly personal does not constitute an infringement of inter-

ests in secrecy deserving protection”. 

Regarding “sensitive personal data”, their use is in line with the DPA according to Christian 

Schmaus, if, inter alia, “the data subject has obviously made public the data himself or the 

data are used only in indirectly personal form (…) or data are used (…) for scientific research 

or statistics”. 

Use of Data for Scientific Research and Statistics 

As already stated above, UniteEurope is not intending to identify any data subject, but merely 

uses data for scientific research and – once the end-user has the software in use – for learn-

ing about general tendencies. According to the DPA, for the purpose of scientific or statistical 

research projects whose goal is not to obtain results in a form relating to specific data sub-

jects, the controller shall have the right to use all data that 

1. are accessible to the public or (…) 

2. are only indirectly personal for him/her 

Data are “only indirectly personal” for a controller “when the data relate to the subject in such 

a manner that the controller (…) cannot establish the identity of the data subject by legal 

means”.  

3.3 Consequences for UniteEurope 

Being aware of the legal requirements outlined above, the UniteEurope consortium is eager 

to fulfil them in the best possible manner by explicitly choosing a way that guarantees com-

pliance with the relevant provisions. Under advice of legal expert Christian Schmaus, the 

consortium will take safeguarding measures that will provide for a lawful process. 
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3.3.1 Selection of sources 

Safeguarding measures will begin with a prudent selection of sources which is being laid 

down in Deliverables D3.4 and D3.9. Thereby, we will encounter the dilemma of relevance 

for our research and the respective results on the one hand, and reliability with a view to data 

protection requirements on the other.  

In this regard, the UniteEurope consortium has agreed to weigh data protection issues 

stronger, meaning that we are ready to rather renounce relevant sources if we see that their 

operators do not act in line with data protection requirements.  

In preparation of D3.4, we have been screening global and local social media sources for 

their compliance with the relevant provisions. Whereas in principle, we have not encountered 

major concerns, we are figuring that at least some of the sources might require a deeper 

observation throughout the upcoming months. In this regard, we want to mention “Facebook” 

since in our first consultation with the Austrian Data Protection Commission its representative 

expressed his concerns and advised us to carefully check if its inclusion was necessary.  

Both from a social scientific as well as from a technical point of view, the inclusion of “Face-

book” would be highly valuable for our research since studies suggest that it is very widely 

used amongst persons with a migration background (e.g. ARD-Medienkommission 2012) so 

that we expect a considerable amount of findings. In this light, the consortium will keep the 

source for its first exemplary testings, but will closely follow the developments with regards to 

“Facebook’s” data protection issues with the option to eventually withdraw certain “Face-

book”-pages from our sources if alarming data protection relevant incidents keep on accumu-

lating.  

As to other projects dealing with social media, we can highly recommend to undertake an 

accurate screening of sources for their necessity to be included in the research. UniteEurope 

wants to set an example in weighing research interests against data protection requirements 

and decide for the latter in case standards can be considered at risk not to be accomplished. 

3.3.2 Usage of data 

Concerning the usage of data, the UniteEurope consortium is aware of its responsibility to 

guarantee a procedure that is in compliance with the provisions introduced above. This 

means, above all, that UniteEurope is not going to use private social media profiles of indi-

viduals, or any other sites which are not explicitly available to the public. Thus, we can take it 

that all the information that will be filtered by UniteEurope will have been published by the 

authors themselves. 

Having said that, our legal advisor has pointed out that this principle of using merely public 

data is not yet sufficient to guarantee a full alignment with all relevant provisions, in parts 

because of the question of legitimacy of the published data. Also, as argued above, once that 

a posting has more than one data subjects, compliance can already be at risk. This holds 
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especially true if sensitive data are involved, and if the data can be classified as “directly per-

sonal” (definitions see above). 

As figure 1 shows, in awareness of the potential risks, UniteEurope is seeking the ideal way 

through these issues and makes its way by setting two essential rules: Firstly, UniteEurope is 

using the data for the purpose of research and statistics; and secondly, as a consequence, 

individuals’ personal data are not of any interest. Thus, it is neither intended by the UniteEu-

rope consortium nor by the end users of the software to identify individuals.  

Having said this, UniteEurope will work with anonymised postings hiding the authors’ names 

or acronyms. It will merely show extracts of the original postings containing the interested 

keywords, whereas the full length can only be seen with a click to the original source. 

UniteEurope will not provide the technical means to identify any data subject, neither for the 

end user nor for the consortium during its research. Over all, the identification of a data sub-

ject is clearly neither intended, nor would it give any extra value to the end user. The interest 

will be to learn about tendencies in the city based on analyses that accurately follow the 

standards of scientific research and will be processed in a quantitative manner or according 

to the standards of qualitative research methods in social sciences. 

 

Figure 1: UniteEurope's way through issues of data protection 

3.3.3 Registering with the Austrian Data Protection Commission 

Before taking up our first analyses with the UniteEurope software, an essential step in the 

course of taking safeguarding measures will be the registration at the Austrian Data Protec-

tion Commission (ADPC; www.dsk.gv.at). Furthermore, it will be examined whether notifica-

tion of further Supervisory Authorities is necessary. 

http://www.dsk.gv.at/
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According to Christian Schmaus, the ADPC will have to decide whether our undertakings are 

falling into their competencies and therefore need to be registered. According to the DPA, 

there is the legal exception from the duty to notify with the Data Protection Commission if the 

data application contains solely published data. Art. 17 para 2 DPA states: “Data applications 

are not subject to notification  

1. which solely contain published data or (…)  

3. which contain only indirectly personal data (…).” 

In spite of the unlikeliness that our project needs to be registered with the ADPC at all, our 

consortium wants to be at the safe side and moreover make a statement in favor of data pro-

tection principles. At the moment of completion of this deliverable at hand, the legal process 

which should decide about our need for registration has not yet been concluded. We can 

state, however, that both our legal advisor as well as the representative of the ADPC have 

indicated that our project might not need registration. 

Finally, our consortium wants to encourage similar projects to consult the ADPC for safe-

guarding compliance with data protection principles. As overarching objective, we thereby 

want to contribute to accelerate the development of legal regulations with regards to the us-

age of data in social media. Social media analytics is promising to become increasingly im-

portant as source of information and as research method, whereas legislation concerning the 

usage of these data is still very vague. By informing the ADPC about ongoing projects in this 

field, we expect increasing awareness and better legal guidance. 

3.3.4 Awareness-raising with end users 

For UniteEurope to be in line with relevant data protection principles, only the basis can be 

laid by the consortium. A considerable part of the responsibility rests with the end users, 

which makes it indispensable to raise their awareness for data protection issues. 

Our advisor Christian Schmaus recommends the UniteEurope consortium to prepare a li-

cense agreement which will point out the most important principles as well as a reference to 

their respective national legislation. At the moment of completion of this report, the elabora-

tion of the license agreement has been commenced. 

Furthermore, we consider it necessary to sensitise the end users for the legal and ethical 

aspects of UniteEurope. Therefore the consortium intends to use the software handbook 

and training materials as well as our demonstration activities which are to be accom-

plished in the run of work packages 5 and 6. These should not only serve for technical in-

structions, but should contain sessions about data protection principles and the prevention of 

misuse through the end users. These steps are being further elaborated in the ethical as-

pects section below. 
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For similar projects, we do again recommend awareness raising measures for sensitising 

end users. The UniteEurope consortium figures that even the best safeguarding measures 

cannot per se avoid misuse. However, awareness raising measures as those that we are 

presenting here will help to prevent unintended violations of data protection principles and 

make users aware of the opportunities as well as the risks and limits of the usage of social 

media data.  

Finally, apart from pure data protection aspects, an essential question will be the handling of 

the information that is generated by UniteEurope. Also in this respect, end-users will be in 

large parts responsible for information security. Whilst the software will in itself be designed 

in a way that it provides for privacy concerning the results produced by the tool for each or-

ganisation, end-users will have to be made aware that beyond technical safeguards, infor-

mation security is lying to a high extent in their own hands (privacy settings, prudent handling 

of log ins, etc.). 

3.3.5 Continuous legal advisory and observation of legal developments 

Legislation and jurisdiction lag behind the opportunities that social media offer. As Christian 

Schmaus states, legal provisions come a lot more slowly than the fast technological devel-

opment, which has led to the fact that, to a some extent, social media are in a legal “grey 

zone” still nowadays. All the more important the UniteEurope consortium considers it to be 

having continuous legal advice in order to be accurately aware of new developments in the 

European and Austrian jurisdiction.  

In this context it has to be mentioned that the European Court of Justice (EJC) has already 

had to deal with the question of the extent to which published data are still subject to the 

DPD. In the case of Tietosuojavaltuutettu v. Satakunnan Markkinapörssi Oy and Satamedia 

Oy the ECJ held that “a general derogation from the application of the directive in respect of 

published information would largely deprive the directive of its effect. It would be sufficient for 

the Member States to publish data in order for those data to cease to enjoy the protection 

afforded by the directive” (C-73/07 Satakunnan Markkinapörssi and Satamedia [2008] ECR 

I-9831, § 48). Therefore, the Court concluded that (also) the processing of data that has al-

ready been published in the media falls within the scope of application of the directive (ibid, § 

49). The Court followed in this respect the Opinion of Advocate General Kokott. The latter 

pointed out that in the case of published information it should, as a rule, be presumed that 

the right to the protection of privacy is of less weight. “However”, he continued, “the right to 

privacy may preclude the perpetuation and intensification of interference by means of further 

processing of information, for instance, in the case of erroneous information, libel or infor-

mation concerning intimate matters” (Opinion of Advocate General Kokott, 08.05.2008). The 

Court followed the Opinion of Advocate General and stressed that the (further) use of pub-

lished information also falls within the scope of the DPD (and therefore the corresponding 

national legislation). 
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Regarding the further development in the field of the data protection in the EU, it has to be 

pointed out that the Commission of the European Union has recently started an amendment 

process: in November 2010 the European Commission published a document with the title “A 

comprehensive approach on personal data protection in the European Union” (COM(2010) 

609 final). In the paper the DPD is addressed as a “milestone in the history of the protection 

of personal data in the European Union”. However, “rapid technological developments and 

globalisation have profoundly changed the world”, as the Commission states, “and brought 

new challenges for the protection of personal data.” Today technology allows individuals to 

easily share information about their behaviour and preferences and make it publicly and 

globally available on an unprecedented scale, the Commission continues. Social networking 

sites are explicitly named as the most obvious, but not the only example of this phenomenon. 

Further, the document highlights that the "ways of collecting personal data have become 

increasingly elaborated and less detectable".  

To address these challenges, the Commission has launched a review of the current legal 

framework. In January 2012 the Commission published a proposal for both a Directive and a 

Regulation pertaining to data protection. The latter (COM(2012) 11 final), which is to replace 

the DPD, sets out a general EU framework for data protection. The proposed Directive 

(COM(2012) 10 final), which is to replace the Framework Decision 2008/977/JHA, sets out 

rules on the protection of personal data processed for the purposes of prevention, detection, 

investigation or prosecution of criminal offences and related judicial activities. The amend-

ment process is currently ongoing. 

3.4 Excursus: Aspects of copy right 

As mentioned in the introduction of this chapter, copy right aspects are barely discussed in 

the current legal discourses on social media analytics (see e.g. Ulbricht 2011). Thus, after 

thorough pertinent research, the consortium has come to the conclusion that, similarly to 

other social media analytic mechanisms, questions of copy right can a priori be omitted. The 

arguments that lead to this conclusion can be summarised as follows:  

- UniteEurope will only process contents which have already been made public by their 

authors via publicly available sites of social media sources. “Processing” merely 

means that these contents will be collected according to keywords and will be ar-

ranged according to a filter that the end user can apply (e.g. search for postings con-

taining the keyword “national” having appeared in the source “Twitter” over a period 

of the last three weeks). 

- Displayed results will only be extracts of postings containing the keyword of interest. 

They will clearly refer to the source by a link. Only when clicking on the link, the end 

user can see the full posting. Moreover, the contents will not be saved or stored by 

the tool: Once the original posting has been erased, UniteEurope can longer display 

its extracts. 
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Since currently, copy right aspects are not discussed more in depth with regards to social 

media analytics, the consortium is relying on its preliminary safeguards as outlined here and 

is therefore not taking external legal advice in this specific field at the moment. However, we 

will closely scrutinise legal developments in this area and will consult specialised legal advice 

when deemed necessary. 

3.5 Summary 

Dealing with social media contents, the UniteEurope consortium has to consider relevant 

data protection provisions as a matter of fact. This is bearing several issues which are, 

amongst others, caused by the fact that legislation and jurisdiction are lagging behind tech-

nological developments. In other words: data protection rules are not originally made for so-

cial media but, if so at all, adapted and therefore cannot entirely cover this legally new situa-

tion where every user becomes an author in their own right. At the same time, users are not 

necessarily aware of their role as “authors” and as a consequence they do not tend to be 

very much informed about their rights and obligations. 

Nevertheless, the method of social media analytics is becoming increasingly important and 

recognised in different (scientific) fields. The UniteEurope consortium is considering our un-

dertaking as cutting-edge project and is therefore eager to a) take the safest way through 

potential data protection issues which is in line with all relevant provisions, and b) set an ex-

ample for similar and future projects in this field by demonstrating a clear compliance with 

data protection law. 

In order to achieve these goals, we are supported by a legal expert on data protection princi-

ples and human rights, who has contributed to this section of the deliverable through a pre-

paratory workshop with the authors of this report and some follow up revising work of this 

document. Regarding our undertakings in the frame of filtering, analysing and processing 

public social media contents, we in general do not intend to process any data that could 

be traced back to the author or any other person, i.e. personal data. However, as our 

legal advisor Christian Schmaus states, we (respectively the end user) can happen to en-

counter personal data, which is why he advices us to take safeguarding measures in order to 

be in line with the law. 

Put in a nutshell, these safeguards are, amongst others: 

 Careful selection of our social media sources: We will screen each potential 

source for compliance with European/national data protection principles. This is es-

pecially due to recommendations from the Austrian Data Protection Commission 

which advised us weigh research necessities against data protection compliance.  

 Prudent data usage: The usage of the data will happen according to the European 

Data Protection Directive and the relevant national transpositions. This is particularly 

important for the cases of postings with more than one data subjects which include 
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sensitive personal data. We are aware that, even though this might be a rare case, 

we or the end user could encounter such situation.  

 ADPC-registration: The UniteEurope consortium has decided to initiate the process 

for registering with the Austrian Data Protection Commission, even though according 

to legal experts, our project may be considered not to be obliged to register because 

we are going to use public data. Furthermore, we are also not intending to deal with 

personal data (e.g. references to persons concerned are excluded to the greatest 

possible extent and are thus not stored in the data base, etc.). In general we want to 

make advantage of consulting the ADPC for learning more about potential risks of our 

undertakings, but also to set an example for future projects dealing with social media 

contents. 

 Awareness-raising: Even though we can pave the path for compliance with data 

protection principles, the future end user is holding a certain responsibility, too. 

Awareness-raising measures like a license agreement, handbook, trainings or 

demonstration activities that do not only cover technical but also legal and ethical as-

pects of the software should contribute to reduce the risk for (unintended) misuse. 

This will mainly be part of work packages 5 and 6 and will be accompanied by legal 

and ethical advisors. 

 Observation of legal developments: Finally, with the help of our legal advisor we 

are eager to follow future legislative developments in the area of social media analyt-

ics in order to guarantee sustainable compliance with all relevant provisions. 
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4 Cultural Aspects 

4.1 Culture of technology 

The technology debate is an ongoing debate in philosophy of science as well as in sociology 

and technical studies. The technology debate revolves around technology and humans, 

technology and society and technology itself. It reflects on questions of whom drives technol-

ogy, are humans the drives of technology, or does technology drive humans? Does technol-

ogy possess any values of its own and are these values given to technology by humans or 

does technology have no values whatsoever and is it completely neutral? What is the rela-

tionship between technology and society, does technology constitute society or is it the other 

way around?  

A large number of authors have described the technology debate and placed their opinion 

(see: Smith & Marx, 1994; Scharff & Dusek, 2003; Kaplan, 2004).  

In the technology debate several issues are discussed. A central issue is who masters the 

other, are humans master over technology, or does technology control humans. Another key 

theme is the question whether technology is autonomous and determines its own causality. 

Another key feature is whether technology incorporates values or should be seen as neutral. 

Finally the relationship between technology and society is important, which drives the other?  

Within the technology debate four positions can be identified, technological instrumentalism, 

technological determinism, social construction of technology and information ecology. Below 

each position will be elaborated on shortly.  

The first approach to be dealt with is technological instrumentalism. Several authors have 

contributed in developing this approach (see: Noble, 1999; Postman, 1992). In this approach 

technology is seen as a neutral and value free tool. This means a number of things. Firstly 

that the technology can be used to any end. Secondly this means that technology is indiffer-

ent to politics. The technology can simply be used in any social or political context since it is 

not intertwined with any context. Thirdly technology is viewed as being rational. It is based on 

causal propositions; it can therefore be transferred into any other context as well. Finally 

technology is seen as universal, it stands under the same norm of efficiency in any and every 

context (Feenberg, 1991). Within the approach of technological instrumentalism technology 

is not attributed with any agency. This means that technology itself cannot account for any 

form of causality, humans cause this causality. Technological progress therefore is viewed 

as desired progress since it is the human actor who pursues it (Bekkers et al. 2005).  

Technology is developed and implemented with the purpose of achieving one’s goal and the 

technology serves as a mean to achieve this goal. This means that humans become the us-

er, the controller and the master of technology. Humans therefore determine the technologi-

cal progress, the scope and the role of this progress. The progress which occurs is, within 

the approach of technological instrumentalism, always intended progress. It must be noted 
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that the same technology can be used in different ways by different actors. Within technolog-

ical instrumentalism this can be explained by the reasoning that technology is merely a tool 

and can therefore be used for different purposes (Van de Donk & Depla, 1994). 

The relationship between technology and society within the approach of technological in-

strumentalism is unambiguously. Technology is seen as integrated into culture since its sole 

purpose is to help the user achieve his goals. Technology therefore does not interfere with 

the dignity or integrity of the culture in which it is introduced (Postman, 1992). 

A second approach in the technology debate is technological determinism. A number of au-

thors have contributed to the approach of technological determinism (Ellul, 1954; 1990; 1995; 

Zuboff, 1994; Heilbroner, 1967; 1994; Winner, 1977; 1980; 1983; 1993;). Contrary to techno-

logical instrumentalism, this approach holds that technology is not neutral or value free. 

Technology can be good or bad or a mixture of both, this goes for effects as well as conse-

quences. These consequences may not be dependent on the desired goal but are depend-

ent on the technology (Frissen, 1996). Technological development therefore does not de-

pend primarily on the intention of the user but is fixed within the technology itself, it is inevita-

ble and cannot be steered or controlled by humans (Ellul, 1990; 1995; Bimber, 1994). 

Agency here is not given to the human user but is attributed to technology. It is argued that 

certain political and social norms and values are hidden inside the technology. Therefore the 

technology will bring about consequences according to these norms and values (Van de 

Donk & Depla, 1994). The outcome of the implementation of technology is therefore fixed 

and the consequences of the use of the technology cannot be traced back to the intention of 

the user (Bekkers et al. 2005). The relationship between technology and society differs from 

the approach of technological instrumentalism as well. In technological determinism the posi-

tion is held that technology shapes the world (Zuboff, 1988). The nature and the characteris-

tics of technology determine the societal consequences (Bekkers et al. 2005; Van de Donk & 

Delpla, 1994; Ellul, 1954; 1990). Therefore technology can account for certain behavior in 

society and organizations like for example forms of standardization or discipline (Beniger, 

1986; Frissen, 1989). The relationship between technology and society can be characterized 

by five characteristics. Firstly automatism, this holds that the choice for a certain mean to 

reach a goal is done by technology and not by humans. This is so because technology will 

destroy any non-technological activity like for example emotion. A second characteristic is 

self-augmentation, this means that technology is moving forward and developing itself, leav-

ing humans powerless to stop this. Technical progress is irreversible and one new develop-

ment will automatically lead to many more new developments. Thirdly monism must be dealt 

with, technologies are not individual but are part of a technical complex and all technologies 

are interconnected. This implies technology can have a completely independent technical 

morality. A fourth characteristic is technical universalism. This means that technology is inter-

twined with all elements of a culture and therefore cannot be seen apart from culture or soci-

ety. Finally autonomy is dealt with; technological determinists argue that technology is au-

tonomous to politics, morality and spiritual values. This autonomy is dominant over human 

autonomy. Technology has become the judge of what is morally just; it is the creator of a 
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new morality (Ellul, 1965) and therefore will make sure of certain outcomes. Technology has 

the power to “reorder the rules of the game and thus our experiences as players” (Zuboff, 

1988. p. 389). 

A third approach in the technology debate is social construction of technology; this approach, 

in a lot of ways, contradicts the approach of technological determinism. A large number of 

authors have contributed to forming this approach (see: Bijker, 1995; Williams & Edge, 1996; 

Orlikowski, 1992; 2000; Orlikowski & Gash, 1994; Pinch & Bijker, 1984; Wajcman, 2002; 

Latour, 1990). Central to this approach is that choices need to be made in the design and the 

direction of technology. Economy, society, institutions and culture shape the direction and 

scope of technological development, the form of technology, the practice and the outcome of 

technological change (Williams & Edge, 1996). 

Agency in this approach is given back to humans. Technology is not seen as autonomous 

and neither does it have a fixed outcome with inevitable consequences. All technology is 

seen as a human construct and is thus shaped, or made by humans. This is different from 

the approach of technological instrumentalism since there it is believed that technology is a 

tool, not an object of social construction. In social construction of technology the core idea is 

that humans shape reality, reality becomes how humans view this reality and the reality of 

technology is how it is perceived by others (Bijker, 1993; 1995; Hoff, 2000). The process of 

shaping technology proceeds along a number of steps. First of all the relevant social groups 

must be identified, these are the groups which design, implement, use or experience the 

consequences of technological developments. These groups carry the process of technolog-

ical development (Bijker, 1995). These groups then give meaning to technology, making the 

technology into a technological artifact. This makes sure technology is never autonomous; 

the artifact must be seen as they are viewed by the relevant social groups, in terms of prob-

lems and solutions. Each relevant social group can give a different meaning to the same 

technological artifact. The artifact is constituted by this meaning (Bijker, 1995). After a tech-

nological artifact had been given meaning and thus is constituted stabilization can occur. 

This means that within the relevant social groups the members begin to agree on what the 

meaning of the artifact is. After this closure on the meaning of technology can occur. Con-

sensus on the meaning of technology between groups is established making sure all relevant 

social groups give the same meaning to the artifact (Bijker, 1995). In this process of reaching 

consensus, power is an important concept; the amount of power of each relevant social 

group holds determines which meaning of the technology becomes dominant. In this way the 

meaning of a specific technology, how this meaning is accepted in society and gains stability 

is partially dependent on the power relations between the relevant social groups (Bijker, 

1995). 

What is very important in understanding the approach of social construction of technology is 

the technological frame. This technological frame consists of goals, problems, problem solv-

ing strategies, requirements to be met by problem solutions, current theories, tacit 

knowledge, testing procedures, design methods and criteria, users practice perceived substi-

tution function and exemplary artifacts (Bijker, 1995). The technological frame is thus the set 
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of rules, ideas and meanings within a group and it determines the interaction between the 

members of a group. This means the technological frame determines which meaning a group 

will attribute to a technology (Bijker, 1995). 

The final standpoint in the technology debate is information ecology. In this approach the 

question is less about whom holds agency but more on the influence of context. Within this 

approach society is seen as an ecology. Effects of technology therefore can only be under-

stood when interaction between actors and the technology is viewed in their own specific and 

local environment. In the ecology there are interrelationships and interdependencies among 

different parts of the system. If one part of the system changes, all other parts are affected. 

This systemic change will come about since the system is dynamic and will coevolve (Nardi 

& O’Day, 1997).  

Technological developments are not seen as neutral and value free, these values are 

shaped by humans and the technology itself. This means there is some social shaping as in 

the social construction of technology approach, but there are also some values embedded in 

the technology, as in the technological determinism approach. The emphasis is on choice. 

The use of a particular technology is always a political or social choice and that choice de-

termines access and use (Bekkers & Homburg, 2005; Nardi & O’Day, 1997).  

Neither technology nor humans are thus seen as autonomous or as given, humans decide 

the direction of technological development; people therefore master technology while tech-

nology still holds a certain amount of influence. This is consistent with the emphasis on co-

evolution, mutual shaping and interdependency in the ecology  (Davenport, 1997). 

The relationship between technology and society is already established through the ecology 

line of thinking. Here it is important to stress that all interactions and all mutual shaping takes 

place within a specific cultural, political, intellectual and economic environment (Bekkers & 

Homburg, 2005).  

When using technology for any given purpose it is important to establish from which episte-

mological position in the technology debate one is coming (Moody, 2010) So also for Unite 

Europe. In terms of technological culture it must be established that the Unite Europe tool in 

inherently a coproduction between technicians, social scientist and other organizations who, 

together will contribute to the tool.  

While most applications might seem deterministic and technology-push in nature the Unite 

Europe tool will move away from this position and will position itself more in the ecology posi-

tion in the epistemological debate. This can be justified by several arguments.  

Firstly the tool itself cannot be regarded as deterministic, not only the end user holds a large 

part of agency over the tool. He or she is able to search in the way which is pleased and 

therefore is not mastered by the technology. Secondly also in the design process of the tool it 

becomes clear through triangulation of results on the input side as well as through feedback 

mechanisms the tool cannot be regarded as holding values in itself. Through the advisory 
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board within the Unite Europe project, as well as through a transparent methodology on the 

social science side as on the technical side the tool itself can be regarded as neutral. How-

ever not neutral as in an instrumental point of view but neutral as in the idea that it will serve 

the purpose it is used for. 

This brings us to our second point. While the tool is neutral in values and can be used for any 

purpose it is a bridge too far to name it social constructivist. Even though the user and the 

designer hold agency over the tool and the tool will be subject to attribution of meaning it 

does not mean that the tool can be regarded as fully social constructivist since the impact it 

will have on its context will not only be explained by its social meaning and the technological 

frame it holds but also on more deterministic points which are inherent in the functionalities of 

the tool. 

This will lead us to a conclusion that the tool can be positioned in a more ecological point in 

the epistemological debate. While the tool will be attributed meaning and while it therefore 

will be subject to its meaning its functionalities will hold some deterministic characteristics 

which will reflect on its surroundings and context.  

This point is also supported by the design process of the tool. The design process, next to 

the use of the tool is very important in understanding the epistemological position of the re-

search project (Gerrits & Moody, 2011). Here we find that while the tool is very technically 

based and its functionalities are predetermined, the data input in the tool is very social con-

structivist in nature. Since the tool leans on the taxonomy report on integration which has 

been made the entire setup reveals a social constructivist approach. However, the proposed 

use of the tool will serve certain deterministic consequences which cannot be altered by the 

end user. The type of knowledge the tool will provide for cannot be changed, only the mean-

ing attributed to this knowledge. On one hand the tool may serve different values at the same 

time, on the other hand the knowledge generated by the tool is determined and therefore 

cannot be altered. While the tool is designed for purposes of decision support and infor-

mation of public agencies this will reflect on other systems within the public sphere as well. 

Therefore in terms of cultural aspects of technology the Unite Europe project must be re-

garded as ecological in nature. 

4.2 Selection of sources 

There are several considerations to make about the representation and social media 

sources, sources that make up the content of Unit Europe.  

4.2.1 Representation and ideology 

At the moment there is a debate about journalism and political sympathies in Sweden. The 

recent book, The Swedish journalists 1989-2011 is based on representative surveys of jour-

nalists, the public and parliamentarians conducted on five different occasions during the pe-

riod 1988/89-2010/11 (Kent 2012). The book shows that the ideological distance has in-
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creased between journalists and the public in Sweden. Journalists are ideologically signifi-

cantly more to the left than the Swedish people. And since the late 1980s, the distance be-

tween journalists on one hand and the public and the politicians on the other have become 

larger. These facts can imply that there is a problem of representation in mainstream media, 

where left-wing ideology is over represented. But it must be noted that the left-wing bias does 

not mean that it necessarily influences the media content. For professional news journalists - 

and the majority of Swedish journalists are professionals - it is against the professional 

standards to let one's own political leanings leave a mark on the journalistic coverage. 

On the other hand, the explosion of social media shows a different trend. In the Alexa rating1 

of the 500 most visited web-sites in Sweden we find many sources with a distinct populist 

and immigrant-critical ideology. In place 50 is Avpixlat.se, a website that almost entirely is 

about criticizing immigration and multiculturalism. Other similar websites are Sweden Confi-

dential (place 128) and Realisten.se (235). Nationell.nu (217) and Nationellidag.se (450) are 

two more clearly racist web-sites in the top 500. This can be compared to the most visited 

anti-racist website Expo.se which is in place 826 in the rankings. The radical left does not 

have a single entry in the top 500. The political left and right are not better off. For example, 

Dagensarena.se which are closely connected to the unions and the Social democratic party 

is not even in the top 10.000. The conservative magazine Axess.se is on place 2452. Those 

magazines/websites are two of the most visible in the Swedish debate about integration is-

sues and are often cited in mainstream media, but they are clearly not very successful in 

getting online visitors. All in all, in the Swedish context there is an obvious bias of populist 

and anti-immigrant opinion amongst the most influential and popular social media sources. 

Of course there are many blogs that are pro-immigration and are contesting the image of the 

immigrant as a problem, as shown in the German case on the Sarrazin debate (Macgilchrist, 

Böhming 2012). But, in Sweden, it is clear that they are not as popular among the population. 

It could very well be that the number of pro-immigrant entries in social media is as many as 

the anti-immigrant entries, but that these are expressed in less popular blogs. As we are 

manually entering media sources in the tool, those voices risk not to be heard.  

Is this a problem? One can argue that social media balances the traditional media, which is 

leaning to the left and rarely is critical of immigration and multiculturalism. In this line of ar-

gument the social media content can be seen as more in line with the public opinion on these 

matters. But one can also argue that the populist and anti-immigration sentiments in social 

media are not representative of public opinion. It could be that a small percentage of those 

who are most critical of immigration are the ones making their voices heard in social media.  

4.2.2 Representation on social media and their users 

There are several indications that persons using social media are not representative of the 

total population and that they are using social media in a different way. Due to stratified ac-

                                                
1 http://www.alexa.com/topsites/countries;1/SE 
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cess to ICT by different social groups a social media analytics tool cannot guarantee for an 

equal representation (see Simões; Do Carmo Barriga; Jerónimo in SOTICS 2011). Whereas 

young people make increasingly use of the web 2.0 as a means of communication and ex-

change older people on average seem to be less familiar with the use of ICT and social me-

dia. It is especially well-educated young men who use Twitter daily. Besides students, it is 

young people who work with IT and data, consultants and management personnel. It is also 

young people from 16-35 years of age that most often discuss politics on Facebook and ex-

press their political opinion on Internet (Findahl 2011). When studying political activity on 

Facebook, Gustafsson (2012) found that political active people tend to use Facebook to dis-

cuss politics while non-organized stay silent.  

Political party members explicitly stated that they had gotten a Facebook account for 

obtaining information from their party and discussing politics with other party mem-

bers. They were encouraged to do so by leadership and peers. Both party members 

and interest organization members viewed Facebook and other social network sites 

and other social media services as valuable tools for their engagement, especially for 

intra-organizational communication and for information. Non-organized respondents, 

for obvious reasons, did not report any changes to the way they engaged in politics. 

(p.6) 

4.2.3 Representation of migrants 

As the UniteEurope tool aims at supporting city administrations in integration-related deci-

sion-making, knowledge about the social media use of migrants and migrant communities is 

essential in order to have their opinion represented within the information provided.  

E-participation as a means of social inclusion of migrants has since the ECs launch of the 

European i2010 initiative on e-Inclusion in 2007 gained importance on the European political 

level.2 Nonetheless, knowledge on migrants´ qualitative and quantitative usage of social me-

dia/the internet is still lacking. Figures do not provide much information about the context or 

purpose of ICT use or the geographical focus of the websites (Borkert; Cingolani; Premazzi 

2009:11). Existing research on the uptake of migrants and ethnic minorities of ICT (ibid. 10f.) 

shows rates of ICT usage by migrants and ethnic minorities that, despite their often worse 

economic situation, are almost comparable to the general European population. This is main-

ly explained by a stronger “need to connect” in order to access social services of the host 

societies, to keep in touch with other members of certain migrant communities and by trying 

to maintain roots with their countries of origin (ibid.). In Germany for example the Internet has 

become an integral part of the media use of young Turkish migrants (Hugger 2009: 69). 

However, in contrast to the optimistic positions where internet is seen as democratic space 

allowing for equal participation, some authors argue that the structural participation are simi-

                                                
2 For more detailed information on e-inclusion on the European Union level see: 

http://ec.europa.eu/information_society/activities/einclusion/index_en.htm.  

http://ec.europa.eu/information_society/activities/einclusion/index_en.htm
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lar to the offline world; unequally distributed along factors such as gender, age, ethnic be-

longing or income (Simões; Do Carmo Barriga; Jerónimo in SOTICS 2011). 

We should also be careful not to attribute everything published by migrants on the internet to 

their migration background or ethnic identity (Hollomey 2012). Other aspects such as gender, 

the socio-economic situation, interests and might just as well be relevant. Thus “[t]he sense 

of belonging is not always built on ethnic basis: migrants can also belong to groups without 

ethnicity background, to micro-communities based on shared interests or needs” (Appadurai 

in Borkert; Cingolani; Premazzi 2009: 5). 

While anti-immigrant sources risk being overrepresented, other voices as migrant and mi-

grant groups might not be identified by UniteEurope at all. Firstly, those sources can be hard 

to find. Secondly, the sources can be written in other languages. Therefore we should make 

special efforts to find local forums and blogs where migrant and migrant groups are repre-

sented when we develop the tool even if those sources are not as popular as others. 

4.2.4 Representation and methodology 

In line with the arguments introduced above, we are aware of the problem with representa-

tion when we add social media sources to the UniteEurope information library. At the same 

time we attach great importance to a sound methodology when adding the sources since it 

would not be appropriate to select the sources randomly, based on subjective preferences or 

according to a certain political standpoint. The content should primarily reflect what is actual-

ly written and read in newspapers and social media. To pick and choose media sources 

would also distort the research we are going to conduct with the help of the UniteEurope tool. 

Considering this, we are taking precautions in order to deal with racist propaganda and hate 

speech in social media in an appropriate manner.  

Some tentative conclusions which we will thoroughly consider for our further work on the 

UniteEurope tool can be drawn: 

 Anti-immigration sentiments are very strongly represented in social media and 

internet in general. We will consider this fact in developing our methodology and will 

take according safeguarding measures.  

 

 There is a risk that migrants or certain migrant groups are underrepresented in the 

social media sources. We will spend more research efforts in order to get a clearer 

image of the current situation, which will influence the methodology we are going to 

develop for the selection of sources.  

 

Social media users are not representative of the general population. There is a general pat-

tern that it is mostly young people that use social media and that it is the most political active 

and organized that voices their political opinions in Facebook and other social media. This is 

a general issue concerning all instruments using social media as information source. We will 
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thoroughly inform the end user of all the possibilities and limits of UniteEurope and make 

clear that in they cannot act on the assumption of representativeness. 
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5 Ethical Aspects 

This section aims at putting emphasis on general ethical aspects of the UniteEurope Social 

Media Analytics tool in order to guarantee for an ethically and “morally” sound project 

outcome.  

“The internet has become an essential element of the everyday lives of many. The greatest 

change is that all of us have the ability to publish content and express opinions which can 

potentially reach lots of people.” (ZARA 2010: 29) Nonetheless on a European level the 

question how social media or online research can capture this potentially publicly available 

content has not been readily addressed from a legal and ethical point of view. (See Krieger 

2004) Besides the European Union data protection directives and the European Member 

States’ national data protection laws there is a lack of common national or European ethical 

guidelines for online or social media research. However there are a number of international 

codes of ethics for social scientific research as the “Declaration of Helsinki” (1964) and the 

“Belmont Report” (1978). More recently the European Commission Respect Report for 

Socio-Economic Research serves as a basis for undertaking socio-economic research on the 

European Union level. (Bilger; Van Liempt 2009: 10f.) Some of the principles of this report 

have been taken into account to define some general ethics of research in a first step. 

Besides, the existing academic debate on ethical principles of online research will be 

included in the subsequent discussion as well.  

Two subjects could have been identified that might potentially constitute the main ethical 

challenges for the UniteEurope Social Media Analytics Tool: 

Situation 1 - who is active in social media including the questions of - equal representation of 

different social groups and - how and by whom social media contents are framed 

Situation 2 - privacy infringements in the light of the shifting of the meaning of the private and 

public space in the web 2.0.  

An additional third subject, the risk of abuse of the UniteEurope technology, is inter-related to 

the two points enlisted above and will be addressed accordingly. 

The subsequent discussion shall facilitate drawing conclusions and recommendations for the 

UniteEurope research project including the Social Media Analytics Tool and the 

dissemination and exploitation of the results of the UniteEurope tool.  

5.1 Some general considerations on ethics in research 

According to the European Commission´s Respect Report (see 2004: 19) one of the most 

general principles of research ethics is the respect for national and international law, ergo 

researchers must not contravene national or international legal provisions. (Ibid.) The 

previous legal aspects part (part I) therefore dealt with those legal requirements on personal 

data protection and privacy potentially applying for the UniteEurope project.  
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The boundaries between legal and ethical considerations thus are closely linked to each 

other. However in general ethical responsibilities “go far beyond rigid sets of rules and 

guidelines. Elements such as moral values, ideals, personal and professional standards, 

empathy or intuition all play an important part in these research projects.” (Bilger; Van Liempt 

2009: 12)  

The most intrinsic ethical principle of social scientific research is “respect for human dignity, 

justice and beneficence” (Bilger; Van Liempt 2009: 11) Thus, social scientific research must 

“benefit society and minimise social harm” and the benefits “derived from the research 

should outweigh any harm caused.” (Respect 2004: viii ; 5) These principles must apply for 

all individuals and groups that become part of the analysis of the UniteEurope tool through 

content they have generated/published in social media/the internet but it must especially ap-

ply for persons or groups in vulnerable positions such as minorities, migrants or refugees. 

(See Bilger; Van Liempt 2009: 1) 

In this light, two overall ethical principles shall underlie the UniteEurope project: 

Overall ethical principles of the UniteEurope project: 

Minimising harm or distress for those researched  

This means that harming groups in vulnerable positions such as migrants, migrant 
communities, persons generating content within the internet/social media through 
postings/communicating/publishing absolutely needs to be avoided. 

Maximising benefits for the project with regard to the results and the outcome 

The UniteEurope project aims at supporting urban administrations and decision makers in 
identifying focal points with regard to the topic of urban integration, giving citizens and 
main actors of integration a voice, increasing the understanding of the effects of policies in 
the field of integration and identifying best-practice examples of integration measures on 
the city-level. Accordingly the project aims at delivering an added value for the society. 

Table 1: Overall ethical principles 

The subsequent chapter by discussing different situations and problems will provide essen-

tial insights into existing ethical challenges that need to be reflected upon in order to provide 

suitable and effective solutions that shall prevent any harm that may be generated by the use 

of the tool.  

5.2 Ethical considerations on specific aspects of the UniteEurope project 

With regard to the analysis of social media content and the dissemination and exploitation of 

user-generated content in the web 2.0 by the UniteEurope tool two main aspects need to be 

addressed. 
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1. When it is up to who is active and publishes content in the internet/in social media two 

interrelated questions are arising: On the one hand the question of equal representation of 

different groups such as immigrants and autochthons. On the other hand the increasing use 

of the internet by xenophobic and extremist groups which increasingly becomes a huge prob-

lem as these groups are very visible on social media and may therefore dominate the results 

of the tool.  

2. The users privacy and potential infringements to privacy beyond legal provisions such as 

data protection need to be addressed hereinafter; especially due to different perceptions and 

meanings of the domains ‘private’ and ‘public’. 

5.2.1 Situation 1 – who is active in social media 

Equal representation on the web? 

From an ethical point of view it is essential that underrepresented social groups are neither 

being marginalized through the research design nor through the findings and outcome of a 

scientific project or study. (See Respect 2004: x) 

The previous cultural aspects part already mapped available research findings on migrants’ 

usage of social media/the internet across Europe and came to the result that although social 

media may provide facilitated access to underprivileged groups that might be excluded oth-

erwise it should not be neglected that there exists some form of digital divide and unequal 

access to the web as a consequence of existing inequalities. Such a divide might be caused 

by factors such as gender, income, the social and professional category and the ethnic origin 

of a person as these factors are likewise structuring and stratifying human societies in offline 

contexts (See Simões; Do Carmo Barriga; Jerónimo in SOTICS 2011: 55).  

Studies on the use of the internet by immigrants in Europe seem to suggest a rather high 

internet take-up. However there is no evidence about how immigrants make use of the inter-

net and if they are commenting or posting on the issue of integration or immigration. Neither 

can there be drawn conclusions on the geographical focus of websites (local, national etc.) 

immigrants would visit. 

Indeed, due to stratified access to ICT by different social groups in general (see ibid.) the 

social media analytics tool cannot guarantee for an equal representation of all social groups 

which is to be taken into account as an ethical aspect. Although the UniteEurope consortium 

is very aware of the importance of equal representation of different groups through research, 

it aims at providing information on published contents, opinions and discussion of citizens in 

social media which, as a consequence of the factors described above, do not mirror the so-

ciety as a whole.  

The question on who is active in social media next to the issue of equal representation 

touches another important subject:  
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Who drives and pushes content and topics in the internet/social media? 

Many initiatives, that are dealing with migration and integration issues, are at least to a cer-

tain degree affiliated with state or local government policies and also receive some funding 

by these institutions, as many of them run programmes and deliver services such as legal 

counselling on behalf of the government. Only in a few cases, these outlets may reflect the 

opinions of migrants/citizens with migratory background – this of course only applies to con-

tent that is being published by the organisations itself and not for posts, comments, op eds 

etc.  

So the content that might be looked at, especially since the tool is searching public and 

“open” content only, the results may not be as “bottom-up” und unbiased as wanted. Benefi-

ciaries of public funds may, because they heavily rely on these financial sources, not be as 

independent and outspoken as they should ideally be. In many cases, because of a lack of 

resources, the civil society and especially NGO`s, use social media almost exclusively to 

spread news on their programmes, projects and successes and not for dialogues, so that 

their input does not generate so much opinions or identification of local problems.  

→ As a result it can be stated that social media content is already affiliated and even driven 

by governmental policies, rules and views. Immigrants and migrant groups might be under-

represented due to the prevalence of state-driven stakeholders. 

With regard to the question “who drives social media?” xenophobic and populist groups need 

to be taken into account, much more than state or governmental actors, as powerful opinion 

makers in the offline and online world; although in some countries right wing parties are al-

ready in power respectively are part of the national governments of their countries. Right 

wing groups are becoming increasingly visible players on the internet by using the internet to 

spreading their views, to campaign and even recruit new follows (see INACH 2007: 5) and 

thus gain significant political influence and weight in ever more European Union Member 

states (Bartlett/Birdwell/Littler in DEMOS 2011). As the discourses they produce might under-

lie the contents published within the internet and social media to a significant extent they 

pose a crucial challenge for the UniteEurope tool, because the information disseminated by 

the tool is not neutral or objective but highly framed by different discourses and opinions. 

This especially applies for the topics of integration and immigration that are highly value-

laden and contested by diverse stakeholders having different interests. 

Against this background the increasing recognition of the internet as a space for measuring 

dominant discourses for academic purposes seems to be even more relevant (see migra-

tion.macht.schule). In the context of the Austrian project “migration.macht.schule” a team of 

linguistic researchers together with a class of Austrian students conducts research on exist-

ing online discourses on the topics “migration and integration” in terms of discriminatory and 

racist language use. In cooperation with ZARA – Zivilcourage und Anti-Rassismus-Arbeit3 the 

                                                
3 ZARA – Zivilcourage und Anti-Rassismus-Arbeit is an Austrian anti-racism NGO founded in 1999 with the 

aim to enhance civil courage and to help building a racism-free society, combat all forms of racism, and 
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students are being assisted in reflecting discriminatory and racist praxis on the web (see 

ibid.). 

This example shows that the internet on the one hand offers the chance to reflect people`s 

opinions as well as stereotypes that underlie them. On the other hand the existing discourses 

need to be reflected as they may strongly influence people´s opinions. In addition cyber hate 

and cyber bullying can have negative consequences for the real lives of those affected by it. 

(See Racism Report 2010: 29) 

Although media education, as it is the case in Austria, increasingly becomes part of the edu-

cational system of European countries – “youngsters seem rather badly prepared for using 

the internet in a responsible and meaningful way”. (Liegl/ZARA, INACH conference 2010) 

This particularly raises concerns as for example right-wing extremism often appears as up-

to-date and moderate social criticism whereas it resorts to the characteristic discriminating 

and exclusive behaviour.  

In addition, especially right-wing parties all over Europe seem to be extremely successful in 

campaigning and recruiting via web 2.0 applications. They do not only make use of pertinent 

websites but increasingly employ social networks. In Austria, the leader of the right wing par-

ty FPÖ, Heinz-Christian Strache, is with more than 110.0004 fans the European “facebook 

champion”. According to a study by the British think tank Demos (Bartlett; Birdwell; Littler in 

DEMOS 2011), that looked at 14 right wing parties in 11 countries and sent out more than 

10.000 questionnaires to find out more on the online-supporters of these parties, the “typical” 

online supporter is male, under 30, is a voter or even a member of one of these parties and 

shows a higher motivation to demonstrate on the streets than the average citizen. What 

unites them is the fear that “immigration and multiculturalism are destroying their national 

values and culture”. According to the study, they seem to be “disgruntled democrats. Alt-

hough they believe that voting matters..., they do not believe that politics is an effective way 

to respond to their concerns. “ (Ibid.: 19) In the light of the high social media take-up of young 

people the finding of the DEMOS study that 20 percent of the 16 to 20 aged feel attracted or 

join populist groups because of the topic of immigration raises particular concerns. (See 

Ibid.) As such, the discourse on these sites is driven by negative sentiments towards migra-

tion and integration issues. 

The ZARA Counselling Service for Victims and Witnesses of racist discrimination has been 

observing a constant increase of racism on the web since its foundation in 2000 but has 

been especially alerted to this phenomenon since 2007. Between 2010 and 2011 only, the 

number of cases of racist discrimination on the internet reported to ZARA rose from 9 to 19 

per cent (see Racism Report 2010, 2011). In 2010 the International Network Against Cyber 

                                                                                                                                                   
promote the legal as well as virtual equal treatment of all human beings residing in Austria irrespective of 
their skin colour, language, appearance, religion, citizenship and/or origin. ZARA is a project partner within 
the UniteEurope project and as such belongs to the UniteEurope consortium. 

4 The latest number of facebook fans of Heinz Christian Strache accounts for 117.000 (2012/06/19) 
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Hate registered more than 15.000 cases of discrimination and hate on the web. (See INACH 

Report 2010: 10) In addition the OSCE since 2003 has increasingly been aware about rac-

ism, anti-Semitic and hateful content in the internet in general and their potential for fuelling 

hate crime. (See ODIHR Report 2010) 

With regard to internet security the removal of xenophobic and discriminating contents repre-

sents an additional challenge.  

“One problem is that legal provisions are insufficient to effectively fight dehumanising con-

tent. Another problem however seems to be that national institutions are not sufficiently 

aware of the issue. This means that everyone must take individual responsibility and promote 

the ongoing fight against racism on the internet by civil society.” (ZARA 2010: 29, INACH 

conference 2010). Security authorities may only persecute those cases that are likely to vio-

late the national penal codes, which raises the question of what happens to content on the 

web that does not breach the law but might negatively influence the users, especially young 

people. (See Liegl/ZARA, INACH conference 2010) For this reason, the International Net-

work Against Cyber Hate, INACH, has dedicated its conference in 2010 to the topic “Modern 

Times, New Networking: Youth, Hate and Web 2.0”  

“But even in cases of blatantly illegal content, deletion is often not possible, if the site 

is hosted in a country with less sensitive legal structures, or which prioritised freedom 

of expression over prevention of dehumanising propaganda. The attempt to close the 

Neo-Nazi site Alpen-Donau.info failed in Austria for example, because of this legal 

barrier, because the right to freedom of expression in the USA, where the provider is 

based, allows such content.” (Racism Report 2010: 29)  

Accordingly removing racist content on the internet can fail due to divergent national legisla-

tions.  

As described above there is a lack of awareness amongst many users of the web 2.0. on the 

negative effects and consequences for the real lives of those affected by it (Racism Report 

2010: 29) The International Network Against Cyber Hate (INACH)5 therefore tries to “rein-

force the human rights of internet users” (INACH 2009: 7) and the mainstreaming of stand-

ards for respect and responsibility in the offline and online word: “Discriminatory, racist or 

otherwise hateful actions are unacceptable offline – this certainly also applies for the Inter-

net.” (INACH 2010: 10). In this context, members of the network have reported that content 

in social networks or in online forums generally appears to be more direct, polarizing and 

also more radical and violent. Many users seem to have a different online than offline “self”. 

Simply the situation of expressing oneself in an anonymous way may lead to the expression 

of views that would not be appropriate and accepted in the real world.  

                                                
5 The International Network Against Cyber Hate was founded in 2002 with the main objective to combat dis-

crimination on the Internet. It is seated in Amsterdam and currently consists of 19 member organisations. 



5 Ethical Aspects 

© Copyright 2012, UniteEurope 
Deliverable 2.6 Legal, cultural and ethical aspects report 

Lead Beneficiary: UP 
 

37 
 

→ It can be resumed that content especially in social media is to a high degree driven by 

very present groups of xenophobic activists with a hostile attitude towards immigration. Ad-

dressing these phenomena is being hampered through inappropriate political answers to 

these problems, a lack of mainstreaming in legal provisions on a global scale and in me-

dia/internet education as well as due to the extensive amount of data circulating on the web. 

Whereas the possibility for measuring different discourses can be considered as a gain on 

the one hand it represents a significant ethical challenge on the other hand: 

The large social media presence of xenophobic, extremist and anti-immigrant groups in gen-

eral leaves a big question in terms of how the outcome of the UniteEurope tool should be 

looked at, especially when it comes to counting numbers of posts. If a very high number of 

comments and posts on one particular issue appears and at the same time is reflecting simi-

lar opinions, it may be likely that the topic or at least the most popular opinion has been trig-

gered or driven by a political party or other professional activist. On the contrary pro-

immigrant organisations, groups or simply opinions of migrants and migrant communities will 

most likely never be represented in a comparable size. Instead it is an ethical concern to run 

the risk of giving xenophobic groups who seem to frame social media content so significantly 

an additional outlet as the information disseminated could be dominated by their views and 

ideas. It has to be taken into consideration that in some cases social media content may be 

dominated by blunt hate speech and not contains as much fruitful or policy-oriented infor-

mation as expected.  

The discussion above showed the importance of taking into account questions of representa-

tion and the extent of hate speech and xenophobic views circulating within social media from 

an ethical point of view. However UniteEurope tool still wants to provide information about 

what is going on in social media. Accordingly the absence of equal representation and con-

tents framed by different groups will inevitably be reflected in the information provided.  

However, who is being represented through contents processed by the tool is not only a ran-

dom choice and dependent on those who publish content, but is influenced by the selection 

of sources the tool is being populated with. The selection of sources has previously also 

been reflected from a legal and cultural perspective. As referred to within point 3.2. and in the 

previous paragraphs pro-immigrant voices expressed in less popular blogs compared to  

anti-immigrant ones probably might not be heard to the same extent as these may be less 

well known. Given the fact that sources are entered manually into the tool unknown sources 

may accordingly be neglected. 

To avoid an arbitrary selection of sources the selection process needs to underlie a certain 

methodology that from an ethical and scientific point of view is neither further marginalizing 

already underrepresented social groups nor over-researching those groups in order to avoid 

that research becomes a burden for the researched (see Respect 2004).Thus, a sound 

methodological approach could to a certain degree reduce an over-representation of right-

wing or xenophobic parties/groups and avoid random and opinion-driven selection of sources 

in general. 
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5.2.2 Situation 2 – data protection – ethical challenges in the light of the shift-
ing of the meaning of ‘public’ and ‘private’ 

“The internet can be defined as a semi-public area where the borders between public and 

private are shifting and being redefined daily.” (ZARA 2010: 29) With regard to online and 

social media research the questions if everything that is freely available on the web is public 

and if ‘informed-consent’ by those researched is a condition to be met need to be taken into 

consideration. (See Krieger 2004) 

 

Whereas it might be more or less uncontested that the private space from the users point of 

view may be regarded as ‘private’ in terms of being non-accessible but for ‘community mem-

bers’ the boundaries between what is considered as “public” and “semi-public” space in the 

internet seem to be blurred. (Mareck 2011) According to Mareck (ibid.) a semi-public space 

although it is publicly accessible for everyone, might not necessarily be expected to be read 

by a person not being part of a discussion or group (e. g. open sites, niche forums or com-

munities on Facebook, Twitter and open chat rooms). The public space instead was charac-

terised by the intention of the contributor to have his or her contents spread, distributed or at 

least read by others (e. g. Public blogs, comments on newspaper websites etc.) (Ibid.). 

According to Krieger (2004) “it is probably people´s most obstinate assumptions that 

the Internet is freely available and this is the source of the claim that everything which 

happens ‘in’ it belongs to the public domain. This is of course not the case.” 

The relevance of “informed-consent” for conducting online research in present times thus is 

to avoid intruding individuals’ private sphere and causing psychological or any other harm to 

online users. (See ibid.) The state of the art of existing academic discussion on the issue 

indicates diverging approaches on the necessity of informed-consent. On the one hand the 

necessity of informed-consent is related to the technical point of view, ergo the degree of 

accessibility for the public, others refer to the psychological perception of the us-

ers/contributors on the information researched. (Frankel/Siang 1999: 11)  

According to the above mentioned technical perspective informed-consent would not be nec-

essary if contents were publicly accessible as it is the case with the Unite Europe Social Me-

dia Analytics Tool that analyses public posts, comments and articles only. As mentioned in 

2.4. some users however might not be aware of their role as authors and therefore could 

possibly disagree to the use of their content for research purposes, in particular in the case 

of being individually identifiable. 

→ In the light of both ethical and legal considerations and attempts of the Unite Europe con-

sortium to fulfil relevant data protection provisions in the best possible manner (see point 

2.3.; 2.3.2.) the tool shall be reported in a way that protects users from harm. This means 

that persons who published content in social media and therefore become part of the 

UniteEurope analysis must not be individually be identifiable through the tool.  
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This is of special importance as the tool resorts to all those comments, content and articles 

referring to the topic of integration of sources that have been entered into the software and 

the condition of ‘informed-consent’ due to the massive amount of data cannot be met. 

Thus, anonymisation can prevent users from risks and harm in case of unintended use of the 

tool by end-users. To demonstrate an example: a poster complains in a public forum about a 

new regulation, that makes the knowledge of the local language a precondition for access to 

public housing. The city administrator working with the tool could not only pick up the topic 

but also start finding out more on the poster. In a worst case scenario, the critical character 

of the post towards the upcoming public policy may lead to a negative reaction of the civil 

servant who may drop the issue because negative publicity is unwanted or even try to harm 

the poster by forwarding her/ his id to other authorities for further research on the person.  

5.3 Conclusions/Ethical guidelines 

The previous findings on the use of social media and potential privacy infringements need to 

be addressed seriously within the Unite Europe project. Especially the ideological, xenopho-

bic, political or state-driven framing of contents published in the internet by different groups 

needs to be taken into account. Likewise ways of dealing with the question of how to avoid 

harming online users without asking for “informed-consent” as considered above need to be 

worked out. 

To draw conclusions from the findings above the following section of the report will provide  

recommendations on the – methodological approach and privacy issues with regard to the 

dissemination of results of the tool as well as – on the licensing and - training of end-users 

concerning the exploitation of results. 

The most essential question also coming up when reflecting on potential abuse of the 

UniteEurope tool is how the data processed is going to be used and who in the end will have 

access to the tool. In order to do everything possible to prevent any misuse of the UniteEu-

rope technology recommendations and ethical guidelines will include a note on a training 

manual for end-users and licensing terms to be developed.  

Conclusion 1: Anonymise users in order to protect their privacy and to prevent misuse of the 

tool 

Users that generate content in social media/in the internet that is collected and disseminated 

by the UniteEurope tool need to be anonymised. Re-publishing their identity may harm their 

private sphere and could be used against them. Although the tool analyses, as described 

above, public posts, comments and articles only, users might not be aware of the fact that 

their content is being used for research and might not agree to the use of their content for 

research purposes. The anonymisation does not only count for the factual name of the users 

outside of the internet but also counts for their pseudonym that is used for communication in 

the internet. As ‘informed consent’ is not a condition that is met within Unite Europe, users 
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publishing content in social media should automatically be protected by anonymising their 

names/pseudonyms. If a post or comment that has been filtered by the tool is being copied 

and published, it would require anonymisation of the user anyway in order to be in accord-

ance with data protection guidelines that are in place in many European countries. 

In addition, the anonymisation of the content-giver reduces the risk of using the tool for a 

different purpose than intended. Therefore, the anonymisation of the users within the frame 

of the UniteEurope software is a must, because the original source and therefore the users’ 

name could still be tracked by going back to the original source. 

Conclusion 2: Choosing a suitable methodological way of selecting sources and reporting 

results of the tool in order to protect users from harm 

While it has been clearly stated that the UniteEurope project aims at providing information 

about user-generated content on integration-related issues and about what is actually hap-

pening in social media, one of the main concerns of the ethical part of this Report was to 

forward racist content and hate speech through the dissemination of the tool. This concern 

was expressed against the background of the increasing presence of xenophobic groups and 

right-wing parties on the web and especially within social media contents. Therefore it is rec-

ommended to particularly focus on two methodological aspects: 

First, in order to be in line with the high academic standards the UniteEurope consortium 

aims to fulfil, the selection of sources needs to underlie methodological considerations in 

order to avoid it to be biased or random. This might additionally reduce the risk of having 

certain groups over- or under-represented as a result of the selection process.  

The second aspect to be looked at concerns the reporting of results. The UniteEurope tool 

aims at providing both quantitative as well as qualitative information on integration-related 

topics to the end-users. Taking into account the very value-laden discussions these issues 

might bring along, it is important that the end-user receives, next to statistics or quantitative 

information, also qualitative information that allows looking at the disseminated results in a 

complex and context-related manner. As the interpretation of numbers alone could lead to a 

neglect of other relevant aspects, the blogs or sites where an issue came up should be dis-

played in case of large numbers of posts on a certain topic. For measuring the impact of cer-

tain opinions it might be essential, if 100 comments on a similar topic have either been post-

ed on 80 different blogs or resulted from one discussion on a particular blog only. The possi-

bility of resorting to the sources of public comments, texts and statements thus allows to re-

ceive additional context-information such as information on the quality of sources, where 

public discussions originated from and how they have developed. 

In order to clarify questions such as how numbers will be displayed by the tool it is recom-

mended that the UniteEurope consortium develops some sort of algorithm that regulates and 

defines dimensions to be taken into account with regard to the evaluation of numbers.  
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Conclusion 3: Define access and use of the tool through licensing terms and agreements in 

order to avoid potential misuse of the UniteEurope technology 

The purpose of the UniteEurope tool and the question who can access the tool shall be regu-

lated within licensing terms and agreements – these shall not underlie legal provisions only 

but also include ethical aspects and considerations as discussed above. 

The terms of licensing need to regulate who is considered as a legitimate end-user (current 

city-administrations, NGOs etc.) of the UniteEurope technology. In addition terms should 

regulate that those end-users enlisted in the licensing are legitimate users only and transfer 

of the technology to third parties is not being permitted. Under no circumstances political 

parties shall be the end-users of the UniteEurope tool that could misuse the software to spin 

populist topics. 

The purpose of the UniteEurope technology and the definition of abuse of the tool should be 

dealt with as two inter-related questions. This means that using the tool for any other inten-

tion than regulated in the licensing terms such as for political campaigning or tracing back on 

individuals is considered as abusive use of the software.  

In order to prevent it from any unintentional use, it is recommended that project partners only 

should be provided with the whole UniteEurope database as they are aware of all risks and 

challenges that have being discussed throughout the research process. Potential end-users 

not being part of the UniteEurope Consortium shall receive a service version of the UniteEu-

rope tool. 

Conclusion 4: Drafting a training manual/developing sensitisation trainings for end-users of 

the UniteEurope tool: 

In order to maximise the benefits of the UniteEurope tool for the end-users and avoiding that 

citizens and especially persons and groups in vulnerable positions are being harmed or fur-

ther marginalized by the exploitation or interpretation of results of the tool a training manual 

for end-users of the tool shall be developed. Thus, the end-users of the tool shall receive 

trainings providing information about relevant technical aspects and about the use and pur-

pose of the tool. Besides, particular attention should be given to the sensitisation of end-

users in dealing with more challenging aspects of the UniteEurope tool such as the treatment 

of statistics. One strategy for the training of end-users in making use of the tool is constituted 

by the training through multipliers. These would be trained in order to be sent to train the 

end-users. (Hollomey 2012) 

Connection of conclusions to the overall communication strategy: 

These recommendations and ethical guidelines shall be part of the overall communication 

strategy of the UniteEurope project as avoiding any misunderstanding on the intention and 

the purpose of the tool is essential. The civil society, stakeholder dealing with migration is-
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sues as well as city administrations shall be informed on the purpose of the tool and its dedi-

cated outcome.  
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6 Summary and conclusions 

This deliverable drew the attention to legal, cultural and ethical aspects of UniteEurope, 

which led to a veritable sensitisation within the consortium for concerns beyond research and 

development. Being advised by several external experts and under strong guidance of our 

NGO-partner ZARA, we have pointed out the most essential challenges in these fields which 

were presented in the sections above. 

Dealing with the legal, cultural and ethical aspects as three distinct sections, we became very 

well aware of the fact that in many respects, the issues in these fields that we are confronted 

with are intertwined and require a comprehensive approach when it is about elaborating ef-

fective solutions. Summing up the conclusions and recommendations of each section, we 

can globally name four decisive subject areas that we shall profoundly take into account in 

the further course of the project: 

Considerations on data protection 

Both from a legal as well as from an ethical viewpoint, sensitivity towards data protection 

issues is one of the core outcomes of working on this deliverable. Even though in legal terms 

our undertakings are not obviously touching data protection provisions, we have learnt that in 

theory we can happen to be dealing with personal data and thus we have taken safeguarding 

measures in order to acquire legal certainty.  

Being in compliance with the law is one step to diminish ethical concerns, but must be con-

sidered a minimum standard only for coming up to ethical requirements concerning data pro-

tection. In this regard, the lack of “informed consent” is an issue that requires precautions in 

order to protect the authors of postings who might not be aware of the public availability of 

their contents, let alone of their deployment for research purposes.  

The latter can be considered a question of general ethics in science comparable to that of 

the method of observation, however considerably more delicate due to the very nature of 

“digital reality” that allows fast and easy detection of data. All the more we consider it essen-

tial to take endeavours assuring complete anonymity by blanking out the authors’ names or 

acronyms which they are using for communicating on the internet.  

Selection of sources and the question of representativeness  

The selection of social media sources was picked out as a central theme in all three sections. 

This is owed to the fact that, next to the keywords that the tool will be reactive to, the sources 

are the fundamental basis of all content that will be produced by UniteEurope. Thus, particu-

lar relevance must be accorded to the methodological approach of selecting social media 

sources.  

Whilst from a legal point of view, the core condition is that sources must be selected in a 

prudent manner with regards to their compliance with relevant data protection standards, the 

cultural and ethical perspectives impose more complex demands, coming close to the matter 
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of representation in social media. These demands are centred on the question of “Who is 

active in social media?”, which brings about issues of “digital divide” (exclusion of certain 

groups of people depending on variables such as age, computer literacy, gender, etc.), the 

strong presence of populist and extremist positions in social networks and, in contrast, the 

weak presence of (certain groups of) migrants. 

Whilst, due to the very nature of social media, UniteEurope will not be able to claim repre-

sentativeness with its results, we are identifying two essential tasks with regards to the de-

velopment and communication of our tool: Firstly, we are working on a sound methodological 

approach in order to provide for a set of social media sources that comes up to scientific 

standards and avoids random or biased results. Secondly, we will take measures to ensure 

the end users’ awareness that UniteEurope is merely displaying opinions within the perpetu-

ally changing virtual or “social media society” which, as a matter of fact, does not allow valid 

conclusions with regards to the situations in urban populations. 

Processing and reporting of results 

Following up the sources debate, also the question of how to process and report results will 

be of essential importance. This has been thoroughly discussed in the ethical part of this 

document. Whilst existing social media analytics tools almost exclusively rely on quantitative 

display formats, UniteEurope will go for a hybrid of a quantitative and qualitative presentation 

of results.  

This is mainly owed to the fact that in the (often very value-laden) discussion of integration 

related issues, the use of quantitative data only can be misleading in the sense that individu-

al sources and/or individual users can produce above-average amounts of partial contents. 

As a matter of fact, it is important that those will be counted and considered by the tool; how-

ever, by providing additional context information (indication of sources and number of 

sources, extracts from the postings, links to the original pages, etc.), we make sure that the 

end user will be able to estimate the general relevance of the results by learning about their 

backgrounds. 

Communication to stakeholders 

As particularly identified in the legal and ethical parts of this report, the responsibility to fulfil 

the requirements brought up in this deliverable is shared between the consortium and the 

end users of the tool. Hence, we are attaching great importance to raise the end users’ 

awareness of legal, cultural and ethical concerns and thereby contribute to prevent potential 

misuse. 

With regards to the end users, a license agreement, manual and training materials will be 

equipped with sensitising information concerning the critical aspects as well as the possibili-

ties and limits of the tool with regards to the points mentioned above. Furthermore, for assur-

ing a wider impact, the recommendations and conclusions in this deliverable will be part of 
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the overall communication strategy of the UniteEurope project in order to inform stakeholders 

about the purpose of the tool and its dedicated outcome.  
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