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Abstract

Following deliverable D3.1, the aim of this deliverable D3.3 is to specify the final mechanisms for
measurement, modelling, and prediction of social-content interdependencies. As such, D3.3 outlines
the final design of active large-scale crawling tools and passive measurement mechanisms to collect
content-related information in online social networks (OSNs) and content distribution infrastructures
and applications. Moreover, D3.3 provides the final approaches on modelling of different aspects
related to social network users and content, e.g., user behaviour, social network graphs, and content
popularity. Finally, D3.3 provides the final design of mechanisms for prediction of content popularity
and social cascades of contents as well as completed analyses of the impact of the social dimension
on content interests.
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of Social-Content Interdependencies (Final Version)

EXECUTIVE SUMMARY

Following the initial version documented in deliverable D3.1 [D3.1], the aim of this deliverable D3.3 is
to specify the final mechanisms for measurement, modelling, and prediction of social-content
interdependencies. Towards this end, D3.3 outlines the final design of active large-scale crawling
tools and passive measurement mechanisms to collect content-related information in Online Social
Networks (OSNs) and content distribution infrastructures and applications (e.g., BitTorrent, YouTube,
BTLive). Moreover, D3.3 provides the final approaches on modelling of different aspects related to
social network users and content, e.g., user behaviour, social network graphs, and content
popularity. Finally, D3.3 provides the final design of mechanisms for prediction of content popularity
and social cascades of contents as well as initial analyses of the impact of the social dimension on
content interests.

Therefore, the main results of this deliverable include:

e An update of active crawling and passive measurement mechanisms (Section 1). This includes a
documentation of the social observer / social data collector implemented by Telecom ltalia.

e A description of social interaction models (Section 2). This includes a prediction of interest
similarity based on Facebook, a prediction of user location using partial information available in
Facebook profiles, as well as a characterization of professional publisher activity across Twitter,
Facebook and Google+. Furthermore, an analysis of BTLive content distribution, an analysis of
partial and social aware prefetching in YouTube, as well as an analysis of fake views in Youtube
are provided here. The section is completed with a description of exploring D2D opportunity
using the Orange traces and an analysis of Orange's CUTV dataset, TSP's Facebook data, and the
Flixter dataset.

e An update on social-aware content diffusion approaches (Section 3). The outcome of this work
includes a microscopic information propagation analysis in Google+ and its comparison with
Twitter, as well as macroscopic geographical information propagation analysis in Twitter.
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INTRODUCTION

On-line Social Networks (OSNs) have become the most successful application in the Internet in only
few years accounting with billions of users every day. The huge success of these systems along with
the enormous possibilities they open to end users and commercial players have defined their study
as a hot topic in the research arena. Therefore, the study of OSNs and the way in which they can be
exploited by third parties is a core element of the eCOUSIN project. A necessary first step was to
gather data from various OSNs to later analyse them and derive social interactions required for the
development of the project. For this purpose, the eCOUSIN consortium — specifically WP3 — was
developing tools to gather data from different OSNs such as Twitter, Facebook and Google+.

Correspondingly, eCOUSIN WP3 includes three tasks: Task 3.1 dealt with the design of active crawling
and passive measurement tools to collect content-related information in Online Social Networks
(OSNs) and content distribution infrastructures and applications. Furthermore, Task 3.2 developed
approaches on modelling of different aspects related to social network users and content, e.g., user
behaviour, social network graphs, and content popularity. Finally, Task 3.3 designed mechanisms for
prediction of content popularity and social cascades of contents as well as initial analyses of the
impact of the social dimension on content interests.

Thus, following the initial version documented in deliverable D3.1, the aim of this deliverable D3.3 is
to provide an update about those measurement tools and datasets that have been collected in the
scope of WP3. Furthermore, the final results on modelling and prediction of social-content
interdependencies are presented.

Specific activities related to Task 3.1 include the design and implementation of efficient algorithms
for crawling, monitoring, and data gathering in social-based content centric infrastructures and large
scale crawling and measurement of OSNs as well as measurement of content distribution and
content portals and monitoring of OSN and content distribution traffic in operational networks.
Correspondingly, Section 1 provides an update on active crawling and passive measurement
mechanisms. This includes a documentation of the social observer / social data collector
implemented by Telecom ltalia.

Task 3.2 specifically developed models that allow describing user behaviours and user incentives in
terms of social networks and content distribution. Furthermore, it models user influence in content
popularity, online social networks usage patterns, and content dynamics, as well as identifies and
analyses social relationships, social network structures, and social interaction models.
Correspondingly, Section 2 describes social interaction models. This includes a prediction of interest
similarity based on Facebook, a prediction of user location using partial information available in
Facebook profiles, as well as a characterization of professional publisher activity across Twitter,
Facebook and Google+. Furthermore, an analysis of BTLive content distribution, an analysis of partial
and social aware prefetching in YouTube, as well as an analysis of fake views in Youtube are provided
here. The section is completed with a description of exploring D2D opportunity using the Orange
traces and an analysis of Orange's CUTV dataset, TSP's Facebook data, and the Flixter dataset.

Moreover, Task 3.3 specifically dealt with the prediction of popularity of content and content
consumption patterns driven by social networks, prediction of social cascades, and the analysis of
the impact of the social dimension on content interests. Correspondingly, Section 3 provides an
update on social-aware content diffusion approaches. The outcome of this work includes a
microscopic information propagation analysis in Google+ and its comparison with Twitter, as well as
macroscopic geographical information propagation analysis in Twitter.

The deliverable is completed by Section 5 which summarizes the main findings and provides final
conclusions.
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1. ACTIVE CRAWLING AND PASSIVE MEASUREMENTS

The aim of the first task (Task 3.1) of WP3 was to design large scale monitoring tools based on active
crawling and passive measurement mechanisms for obtaining content information related to online
social networks (OSNs) and content distribution infrastructures. The tools developed in this task
include real-time monitoring mechanisms to collect publicly available information from distributed
vantage points (e.g., using Planetlab) as well as to implement tools to analyse network traffic in local
environments (e.g. a university campus) and in an operator’s network, using dedicated probes. These
mechanisms were specifically tailored at different OSNs (e.g., Facebook, Twitter, and Google+),
content distribution networks (e.g., BitTorrent), and large content portals (e.g., YouTube). The design
of monitoring tools was based on tree- or mesh/gossip-based mechanisms with the goal to collect
accurate data from these infrastructures in a scalable and robust manner and at a low overhead.

A detailed overview on crawling tools developed in the consortium was already given in [D3.1].
Accordingly, only a minor update of active crawling and passive measurement mechanisms is
presented here. This includes a documentation of the social observer / social data collector
implemented by Telecom lItalia.

1.1 Social Observer / Social Data Collector

Social Observer is the name of the implementation of the Social Data Collector Module into the
eCOUSIN architecture for the Personal Sharing Clouds Use Case.

Figure 1 and the associated explanations are extracted from Deliverable D2.1. They summarize the
different functional steps of this use case:

BOB
> (Milan)
Zwdaidi Social Netwo Cubovision
n '- Federation B

WL 0

<dina / dina

u

Bob’s device

Figure 1. Personal content sharing clouds

A. Alice has a DLNA-enabled Smart TV she usually exploits to browse the Internet, e.g., to read news
and access Facebook. Bob has a Telecom Italia’s Cubovision (or any other similar set-top box) where
he stores his own pictures and music files, to be available on other remote nodes via DLNA AV Media
Server. Smart TV and Telecom Italia’s Cubovision devices are deployed in Alice and Bob home
networks respectively;

B. Alice and Bob meet on their summer holiday; when they come back home, they become friends on
their preferred Online Social Networks (OSNs), eventually exploiting the Federated Social Networking
Standard Implementations (FSN). The creation of a new social relationship triggers the automatic
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generation of a communication link among Alice’s and Bob’s gateways, already deployed in their
home networks to provide Internet connectivity;

C. Once friends, Alice uses her Smart TV to access via DLNA the pictures, videos and music that Bob
stores on his Telecom Italia’s Cubovision and has tagged as “shared with friends”. Alice accesses
Bob’s Telecom Italia’s Cubovision without any specific goal, just for her own curiosity to see pictures
and videos of her new friend, e.g., to view photos of his previous vacations or check his music
selection;

D. After a couple of days, Bob saves his holiday pictures in the “Summer 2012” directory on the
Telecom Italia’s Cubovision and then notifies via FSN his friends (including Alice) of the new photo
album. Alice clicks on the FSN post exploiting her Smart TV and accesses via HTTP the whole
directory content;

E. Bob takes a new video with his smartphone. The FSN client automatically uploads the video on his
Telecom lItalia’s Cubovision at home and notifies his friends of the new video location. Alice can
access that specific video stored in the Bob’s home private network simply clicking on the new post.

F. Finally, Bob accesses a YouTube video from his mobile and decides to share it in using one or more
OSNs. Automatically, this video is downloaded and stored in his Telecom Italia’s Cubovision system.
While Alice is browsing her OSNs contacts she clicks on the YouTube video Bob shared, and the
Content provider (i.e. YouTube) redirects Alice to Bob’s Cubovision that serves the video to Alice.

The technical architecture implementing this use case is depicted on Figure 2 and the modules
composing it are detailed below, with a specific focus on the Social Observer.

Social Data Collector

\ / [Sccial Data Collector ]
Y . — -
edia Storage / Play =g = o (Media Storage/Player
Alice as i Bob
22 18 FSN
Content S8 é @ Eonient
n S g« = ook-up —
Access Crl T las20lsUB_J) L~ " Access Ctrl |

Ecousin Ecousin
Proxy Proxy

Content Content
Algorithms Algorithms
I

BOB

JIM JIM

Figure 2. Personal content sharing clouds detailed architecture

The social data collector shown on Figure 2 is responsible for interfacing online social networks with
the media centres. It provides the following functionality:
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e Allow users to connect their social network identities to the media centres. For example, in the
case where Facebook is the considered OSN, the user links his Facebook account to the media
centre using the Facebook Connect API.

e Explore the user’s social relationships in order to detect the OSN friends/followers who have
already an account linked to a media centre ;

e Collect all data required to set direct connections among media centres: IP address of the media
center (if it has more than one interface, the one hosting the service), TCP port, status
(online/offline);

e Monitor changes in the user’s social relationships as well as changes in the parameters used for
connecting media centres;

e (Optionally) Publish information about the possibility to connect to media centres. Since this
module uses social networks as meeting point, it gives the possibility to publish on the social
network the info above (IP address, port and eventually some extra meta-data about the type of
hardware). For Facebook, for example, the media centre leverages on a Facebook APP, which is
responsible both to scan friends to grab connection data and publish a user’s connection data on
his wall if he wants.

From the user’s viewpoint, he connects to the personal content sharing cloud service via a specific
App. He gives the right to the service to access to his list of OSN friends and the right to publish
information related to his media centre. Then, the social data collector may access to his list of
friends of this newly connected user and can detect the ones who have also subscribed to the
service. The social data collector saves locally the information on how to access their media centre
and it passes this information to the other modules, which are responsible for setting the network
connection and for locating shared resources and content.

During the prototype implementation phase (reported in WP6) we came up against some issues with
the users who have a high number of social relationships. We plan to fix this issues for the final
prototype implementation. The app to connect to the system will also be enriched in the final
prototype to ease the process for the user. Both modifications will involve the Social Observer.

The App Mechanism is a typical Facebook Mechanism to collect and exchange information among
users, but in general any mechanism to collect information about who the user wants to reach and
how to reach him/her is something that can be managed into this module as it is for example in the
case of Federated Social Networks.

The Opensocial/Ostatus Protocol Suite aims at standardizing the interactions among different social
networks, in order to overtake the typical “walled garden” paradigm. The basic idea is to have an
account on a preferred social network, which is able to give access to some content (matching
specific rules) to users belonging to other social networks.

This last feature could open the way to a scenario in which the “social network” is actually a “home
social network”, thanks to a software running on the media centre itself. The Opensocial/Ostatus
Protocol suite, which is now becoming a W3C standard, covers both client to server and server to
server communication. So we envisioned a two-fold level of integration with the personal sharing
clouds use case, both involving the Social Observer:

e Exploit Opensocial to publish data (for example via Mobile) on the media center: In this case the
files published standing on specific folder into the media centre will automatically get accessible
as local resources from remote endpoints according to the normal behaviour of the use case ;

e Exploit Opensocial to collect information on how to connect to my friends’ remote media centre
searching for this information into the profile data.
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2. SOCIAL INTERACTIONS MODELLING

In the second task of WP3 (Task 3.2), the data collected by the tools developed in Task 3.1 (as
reported in Section 1 above as well as [D3.1]) were used to study, analyse, and model different
aspects related to social network users and content dynamics in local domains. These aspects include
but were not limited to user incentives that influence user behaviour, content popularity, online
social networks usage patterns (e.g., rate of tweets posted in twitter), as well as user's social network
structure based on social relationships between users. Those aspects were used to model the links
between OSNs and the underlying content distribution networks and to infer key social properties,
such as ad hoc communities in large social networks, that drive the content distribution/information
cascade and that could be exploited to enhance content distribution networks, e.g., by using them as
input for content placement.

An initial set of models for user behaviour, content popularity, and online social networks usage
patterns was documented in [D3.1]. Accordingly, this section provides a description of the final social
interaction models. This includes a prediction of interest similarity based on Facebook, a prediction
of user location using partial information available in Facebook profiles, as well as a characterization
of professional publisher activity across Twitter, Facebook and Google+. Furthermore, an analysis of
BTLive content distribution, an analysis of partial and social aware prefetching in YouTube, as well as
an analysis of fake views in Youtube are provided here. The section is completed with a description
of exploring D2D opportunity using the Orange traces and an analysis of Orange's CUTV dataset,
TSP's Facebook data, and the Flixter dataset.

2.1 Prediction of Interest Similarity based on FB

Online Social Networks (OSNs) have boomed and attracted a huge number of people to join them
over the last decade. In OSNs, the participants publish their profiles, make friends, and produce
various content (photos, answers/questions, videos, etc.). Unlike legacy web systems, OSNs are
organized around both people and content, which provide us with unprecedented opportunities to
understand human relationships, human communities, human behaviours and human preferences
[MMGO07] [LHO8] [UKB11].

With the evolution of OSNs, understanding to which extent two individuals are alike in their interests
(i.e., interest similarity) has become a basic requirement for the organization and maintenance of
vibrant OSNs. On the one hand, users’ interest similarity could be leveraged to support friend
recommendation and social circle maintenance. For instance, the decision to recommend the users
who share many interests with each other to be friends could increase users’ approval rate of
recommendation, because people usually aggregate by their mutual interests [LGK12]. On the other
hand, knowing interest similarity between users also facilitates social applications and advertising.
For example, instead of randomly hunting clients, exploring those users of a high interest similarity
with the existing clients could efficiently enlarge client groups for application providers and
businesses.

Although many previous studies have been widely conducted on various OSN platforms, most of
them have only focused on discovering various structural properties including the small world effect,
community structures, and clustering [[LHO8] [UKB11] [LGK12]. Such investigations could not be
directly applied to the above-mentioned applications (e.g., personalized advertisements). Aiming to
enhance specific social-based services and applications (e.g., friend prediction, recommendation),
several existing researches have already examined how interest similarity changes with very limited
social features: [AA03] [LB10] have studied that friends share more interests than strangers; [ZG07]
has verified that interest similarity strongly correlates to the trust between users. However, none of
them has extended this study to discuss how interest similarity varies with various social features.
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Therefore, in this research, we are motivated to carry out empirical studies on how users’ interest
similarity relates to various social features in a wide variety of cases. In particular, we quantify
interest similarity over an aggregation of user pairs based on a cosine method to capture interest
overlaps between two users. Besides, we extract the social features (e.g. profile similarity,
geographic distance, friend similarity) from users’ social information regarding three aspects:
demographic information (e.g., age, gender, location), social relations (i.e., friendship), and users’
interests. Specifically, we conduct the study in three interest domains, namely movie, music and TV,
over a large dataset including 479,048 users and 5,263,351 user-generated interests crawled from
Facebook.

To highlight our key findings, we reveal the homophily regarding interest similarity in Facebook
based on the comprehensive analysis. Generally, homophily shows homogeneity in people’s social
networks regarding many sociodemographic, behavioral and intrapersonal characteristics [MSCO01].
Specifically, in this research:

e homophily reveals that people are more likely to be interested in the same movie, music and TV
series when they are more similar in their demographic information, such as age, gender and
location ;

e homophily also implies that friends have higher interest similarity than strangers do.
Furthermore, the interest similarity becomes higher if two users share more common friends.

This study is distinct from the existing work on interest similarity by three aspects. Firstly, we carry
out a more comprehensive analysis on the correlations between users’ interest similarity and diverse
social features. We attempt to dig out more relative factors which can be harnessed to enhance
social recommendations and advertisement services. Secondly, the majority of existing studies on
interest have not distinguished the different types of interests; they usually relied merely on users’
favorite music or movies [LGK12]. Additionally, they typically measure interests in terms of genre. In
this research, we consider interest similarity with respect to three interest domains: movie, music
and TV, respectively. And we measure interest similarity founded on every single interest item - a
finer grain.

In summary, the main contributions of this research include:

e Relying on a large dataset crawled from Facebook, the analytical results can advance the
collective knowledge of OSNs ;

e The findings about homophily regarding interest similarity could practically benefit numerous
applications and services, such as recommendation system and advertisement service.

2.1.1 Effects on Interest Similarity

Facebook is the largest online social network in the world, and leaves open-ended spaces for users to
explicitly present their interests in several domains, such as movies, music, TV, books and so on. For
studies about interest similarity among users, we crawled Facebook from March to June in 2012 and
collected data from 479,048 users. To our knowledge, these data represent one of the largest and
most comprehensive social information databases up to date, involving 9 interest domains and
5,263,351 user-generated interest items (including 626,294 distinct items). The analyzed data can be
split into three parts: User Interest, Demographic Information, and Social Relationship:

e User Interest: We conduct the analysis across three representative interest domains - music,
movie and television (TV) - since more users report interests in these three than the other
domains.
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e Demographic Information: It contains 7 attributes of users’ profiles including age, gender,
current city, hometown, high school, college and employer.

e Social Relationship: This is represented by users’ friend list. The friendship relation in Facebook is
bidirectional, i.e., A is B’s friend when B is a friend of A. Note that we construct our dataset
merely with users’ public information and anonymize all the users during the analysis.

2.1.1.1 Statistical Analysis of Data

In this section, we first examine some high-level characteristics and patterns of demographics that
emerge from the collective users.

1) Demographic characteristics of individuals: Gender, location, and age are the three specific
demographic attributes being considered. 256,163 (53.5%) users in our dataset report their gender,
while 173,027 (36.1%) users publish their current city which is used to represent users’ location.
Compared with reporting gender and current city, users are more reluctant to uncover their age and
only 14, 055 (2.9%) users have their age in the crawled profiles.

Music Movie TV

Male 35516 50692 | 40620
Female 42648 58850 47225
Male (%) 26.4 379 30.2

Female (%) 34.2 472 379

Table 1. Distributions of interests by gender

Among the 256,163 gender reporters, 124,677 of them are self-reported as females while 134,486
are males. Although males account for a slightly greater proportion than females in our dataset,
females dominate over males of reporting interests. Table 1 presents the numbers and percentages
of females and males who report their interests in terms of music, movie and TV respectively. The
results infer that females are more likely to report their interests than males.

18d W

Figure 3. Location distribution

Figure 3 displays the geographical location distribution of 173,027 current city reporters over the
globe. We decode the geographical coordinate of users’ current city with latitude and longitude via
Facebook Graph API. The color of each dot in the figure corresponds to the number of users in a city,
applying a spectrum of colors ranging from blue (low), green, yellow to red (high). We can see that
the red dots are mainly located in the east coast of North America as well as Europe, thus we infer
that people from North America and Europe are the dominant users on Facebook. We also observe
that people in coastal regions are more active than people situated inland. In addition, a few blue
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dots are noticed in the oceans, which might indicate some users report fake locations. We ignore
them as the number is very small.
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Figure 4. User distribution by age
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Figure 5. Interest distribution by age

Moreover, we study the distribution of users by age. Figure 4 displays the distributions of age
reporters with respect to female, male, unknown gender and all. Among all the age reporters, 4196
are male and 4096 are female. We notice that the age distributions of males and females are similar
to each other. We also observe that the user distributions are skewed by age following with a long
tail. The users in the 20-30 span of years are the most representative users in our dataset; while the
proportion of the users older than 40 or younger than 20 in our dataset is rather small (less than 10%
in total). Besides, we choose 3 years as an age interval and cluster age reporters in the age range of
20-40 into seven age groups. Figure 5 examines the average number of interests that each user
exhibits according to different age groups. It reveals that the young users report more interests than
middle-age users.

2) Demographic characteristics of friends: In this section, we further reveal the demographic
characteristics between friends in terms of gender, location, and age respectively.

We first examine the distribution of friends by gender combinations: cross-gender friends and same-
gender friends. This analysis is conducted on 256,163 gender reporters. Particularly, for each gender
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reporter, we rely on his/her friends that are also gender reporters and calculate the percentage of
friends in the same-/cross- gender respectively. Figure 6 displays the CDF of the percentage of
friends by gender combinations. We observe that only around 40% of users exhibit the same gender
with less than half of their friends, while more than 60% of gender reporters make fewer friends (i.e.,

less than half) with opposite gender. It indicates that people prefer to make friends with others of
the same gender, especially for men.

1
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Figure 6. CDF of friends distribution by gender combination
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Figure 7. Pairs distribution by age difference

In addition, we track how age affects the friendship between people. Figure 7 displays the
distribution of pairs at various age differences. It reveals that people are more likely to make friends
with others at the same age or at an age gap of 1-2 years. The percentage of friend pairs decreases
rapidly as age difference increases when it is larger than 1 year. Besides, we also notice that the
percentages of friend pairs are less than the numbers of random pairs at the age differences in the
range of 3 - 13 years. When age difference is larger than 13 years, people make friends following the
random probabilities. We infer that people are more likely to make friends with others who are in
the similar ages.

We calculate geographical distances between pairs and illustrate the pairs distribution with distances
in Figure 6. From the upper subfigure, we see that the distance distribution of friend pairs is strongly
skewed to the left. It falls dramatically from the start, bottoms out at the distance of 400 kilometers,
and then stays at a very low value as the distance increases. Among all the friend pairs in the
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experiments, 28.9% of them come from the same city and 43.43% of the friends live less than 100
kilometers apart. Whereas, the lower subfigure shows that the percentages of random pairs
fluctuate by distances with a gradual downward trend. The peaks and drops at some specific
distances may reveal geographical characteristics. For instance, the peaks at distances of 5000 km
and 6500 km may respectively indicate the width of America and the width of Atlantic. The different
distributions of friend pairs and random pairs, in other words, mean that people tend to make
friends within a short distance.
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Figure 8. Pairs distribution by pairs
2.1.2 Effects on Interest Similarity

In this section, we first define the metric of interest similarity, followed by the studies on how
interest similarity correlates to demographic information, social relationships and interest
individuality sequentially.

2.1.2.1 Definition of Interest Similarity

We formalize a notion of Interest Similarity that measures how much two users’ interests overlap.
We denote user U’s interests by an interest set |, instead of a binary interest vector, in order to avoid
the very sparse interest vector. Drawing on the calculation of cosine similarity, interest similarity
between users u and v is then defined as the cosine distance between their respective interests sets
as:

I O Ll
1(4,9) = LT TLIG

In the dataset, each user might report various items in various interest domains. We think of users’
interest similarity separately in different domains, i.e., interest similarity in terms of movie, music,
TV. For the analysis of each particular interest domain, we only consider the users who have more
than three items in the domain.

2.1.2.2 Homophily of Interest Similarity by Demographics

In this section, we study how demographic information affects interest similarity between users. We
separately conduct several experiments by using different user samples. For instance, to test the
relation between gender and interest similarity on movie, we select users who present gender and
more than three interested movies and construct a gender/movie set of pairs.
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1) Profile similarity with interest similarity: We first look into how the interest similarity between
users changes with their profile similarity. Similar to the interest similarity evaluation, we perform
cosine to profile vectors of two users and formulate profile similarity as:

[ Pu () Polly
SplU,vV) =
I,)_( ? ) _“Puuz'”Pv”z

In particular, 7 demographic attributes of age, gender, current city, hometown, high school, college
and employer are considered.

We generate 500,000 user pairs for each interest domain and show the collective relation between
interest similarity and profile similarity in Figure 9. Regarding all the three interest domains of movie,
music and TV, we observe that the profile similarity gets higher if the users share more common
interests. We can fit their relations with linear functions as y = ax + b. In other words, the
observations reveal the positive correlation between interest similarity and profile similarity
regardless of interest domains, whereas the coefficients are different in these domains.
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Figure 9. Profile similarity with interest similarity

2) Interest similarity by gender: We group user pairs according to the categories of their gender
combinations. Table 2 shows the average interest similarities of male-male pairs, female-female
pairs, as well as male-female pairs. We observe that people have a higher interest similarity with the
others when they are in the same sex. For instance, the interest similarity regarding movies between
two males is close to 0.02 while the value between female and male only exhibits 0.014. This
demonstrates that the homophily of interest similarity holds for gender.

Movie Music TV
Male & Male 0.0202 0.0190 | 0.0347
Female & Female 0.0188 0.0154 0.0430
Female & Male 0.0136 | 0.0145 | 0.0276

Table 2. Interest similarity by gender

In addition, we also notice that user pairs share much higher interest similarity in terms of TV than
the other two interest domains. For example, the male-female user pairs generate an average
interest similarity of 0.028 regarding TV, compared with 0.014 and 0.015 for movie and music
respectively. It might be due to the fewer selections for TV shows (there are 66, 396, 93, 846 and
370, 456 distinct items of TV, movie and music respectively in our dataset). Moreover, we find that
males are more alike to each other on the interests of movie and music whereas females have higher
similarity in the domain of TV.

3) Interest similarity by distance: We intuitively hypothesized that the pairs would exhibit a higher
interest similarity if they are geographically closer to each other. Figure 10 plots the aggregate
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relation between distance and interest similarity based on 500,000 pairs in each interest domains.
We observe that interest similarity changes with the distance between users: the average distance of
pairs decreases with the increase of interest similarity.
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Figure 10. Geographical distance with interest similarity

4) Interest similarity by age: Intuitively, people in various generations appreciate diverse styles of
music or have different tastes of movies in specific areas. For instance, young generation of 1990s
probably likes Justin Bieber; while middle-age people born in 1970s might listen to the music from
The Beatles more. Therefore, in this section, we are interested in how the age difference influences
the interest similarity of pairs.

According to the distribution of users by age (shown in Figure 4), the experiments in this section only
depend on the users whose age falls between 20 and 45 years. Therefore, the age difference ranges
from 0 to 25 years. In addition, although the number of age reporters is relatively small (14,055), the
amount of user pairs generated by randomly coupling users is huge enough. We also produce
500,000 user pairs for each interest domain.

Figure 11 displays how the interest similarity of user pairs changes with their age difference. We
observe that the interest similarity declines as the age difference goes up with respect to all the
three interest domains. This observation demonstrates that the homophily of interest similarity
holds for age - the users share more interests if they are more similar at age. We employ linear
models to depict the trends of the correlations.
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Figure 11. Age difference with interest similarity

2.1.2.3 Friendliness of Interest Similarity

Relationship is considered as a special element, which distinguishes social network from general web
sites and blogs. With user-generated relationships, OSNs are constructed by connecting people.
These relationships generally involve many real social relations. For example, the friends on OSNs
perhaps have known each other in their real life or have engaged in a same event or in a same
interest group. We hypothesize that the friendship among users in Facebook would strongly
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correlates to their interest similarity. And the examinations are carried out in two parts: the effects
of friendship relations of pairs and quantified friend similarity.

Interest Similarity (%) Music Movie TV
Friends 3.58 4.98 7.45
Indirect Friends 1.73 1.71 3.67
Random Pairs 1.54 1.41 3.04

Table 3. Interest similarity by friendship

1) Interest similarity by relation of pairs: We take into account users’ friendships by two hops and
categorize users’ relations into three groups: pairs of friends, pairs of indirect friends and random
pairs. We define two users u and v as indirect friends if u is a friend of v’s friend. We report interest
similarity by friendship in Table 3. We observe that the interest similarity between friends is the
highest, and indirect friends also share more interests than random pairs. For various interest
domains, the average interest similarity of friend pairs could be 1 to 4 times larger than the one of
random pairs. Therefore, we conclude that friends are more likely to have same tastes on any
interest domain.

2) Interest similarity with friend similarity: Much previous work differentiates the relationship
between two users by its strength [XNR10] [MVG10]: strong connections (e.g., intimate friends, or
close friends) and weak connections (e.g., acquaintances, or strangers). In this section, we further
measure the effect of relationship on interest similarity by its strength. We quantify the strength of
the connection between two users by friend similarity and assume that the pairs with a stronger
relationship have a higher friend similarity.

Similar to the calculation of interest similarity explained above, friend similarity is measured by the
overlap of friends between two users, based on the method of cosine similarity.
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Figure 12. Friend similarity with interest similarity.

Figure 12 plots the aggregated relation of interest similarity versus friend similarity among 1,000,000
pairs for each interest domain. We observe that interest similarity is positively correlated to friend
similarity in all the three interest domains. In other words, the observations demonstrate that user
pairs generally share more interests if they obtain a higher friend similarity.

2.1.3 Conclusion

In this research, we conduct a comprehensive empirical study on how users’ interest similarity
relates to various social features in a large Facebook dataset including 479,048 users and 5,263,351
user-generated interests. We conduct the study in three interest domains (i.e. movie, music, and TV).
The result reveals that interest similarity follows the homophily principle and correlates with many
social features: people tend to exhibit more similar tastes if they have similar demographic
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information (e.g., age, location) or share more common friends. We believe the observations could
be harnessed to improve various social applications and services.

2.2 Prediction of User Location using partial information available
in FB profiles

During the last decade, Online Social Networks (OSNs) have successfully attracted people to share
huge amount of personal information through the Internet, such as personal background,
preferences and social connections. Owing to the increase of potential dangers such as stalking,
identity theft and victimization in OSNs, in recent years, more and more users start to get concerned
about their privacy in OSNs and become reluctant to expose all their personal information to public
[RJR12]. Consequently, the users may hide some privacy-sensitive attributes (e.g., location, age, or
contact information) from strangers and merely allow such information visible to their friends.

While hiding the privacy-sensitive attributes, users usually expose to public some other information
that seems not private to them. As reported, the users on Facebook reveal four attributes on average
and 63% of them uncover their friends list [FHC13]. Due to the correlations among various attributes,
some of these self-exposed information may indicate the invisible privacy-sensitive attributes to
some extent [CHC13][PMV12]. In such a case, whether the privacy-sensitive attribute that a user
intends to hold is really undercover is in doubt.

In this work, leveraging users’ information about location as a representative, we attempt to
understand what is the risk that a user’s invisible information would be exposed. Several reasons
lead us to conduct this study based on location information. First, among various kinds of
information, location is usually one of the privacy-sensitive attributes to a user. In real-life OSNs, we
notice that users are quite careful to reveal their location information: 16% of users in Twitter reveal
home city [LWC12] and 0.6% of Facebook users publish home address [BSM10]. Moreover, to third-
parties, location is an interesting attribute to be utilized for commercial purposes. This may lead the
third parties to discover users’ hidden location information. Even worse, the discovered location
information might be misused by unscrupulous businesses to bombard a user with unsolicited
marketing, or even lead to more severe harms such as stalking and physical attacks [DKO6].
Therefore, protecting the hidden location information for a user becomes rather critical. In
particular, as Facebook is the largest and most important OSN [STE14], we concentrate on the
attribute of current city in Facebook and investigate the following issues:

1) Is the private current city that a user expects to hide really undercover? In other words, if a user
hides his current city but exposes some other information, can we predict a user’s current city by
using his self-exposed information?

2) For an individual user, can we help him understand the actual risk (probability) that his private
current city could be correctly predicted based on his self-exposed information? Furthermore, can
we provide some countermeasures to increase the security of his hidden current city?

To address the aforementioned issues, first, a current city prediction approach is required to predict
users’ hidden current city. Although many location prediction approaches have been developed for
Twitter [CKM11][CCL12][IVR13][RM14] and Foursquare [PMV12][PVA12], they cannot be
appropriately leveraged to Facebook because of the different properties (e.g., obtainable
information) in various OSNs. For Facebook, Backstrom et al. predict users’ locations based on their
friends’ locations [BSM10]. Besides friends’ locations, users’ profile attributes, such as hometown,
school and workplace, may also indicate their current city to some extent [CHC13]. In order to
achieve high prediction accuracy in Facebook, we devise a novel current city prediction approach by
extracting location indications from integrated self-exposed information including profile attributes
and friends list.
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Second, based on the proposed prediction approach, we construct a current city exposure estimator
to estimate the exposure probability that a user’s invisible current city may be correctly inferred via
his self-exposed information. The exposure estimator can also provide a user with some
countermeasures to keep his hidden current city undercover. To the best of our knowledge, this is
the first work that attempts to estimate a user’s exposure probability of an invisible attribute by his
self-exposed information.

2.2.1 Problem Statement

In this section, we formulate the current city prediction problem. Facebook, as a social network
containing location information, can be viewed as an undirected graph G = (U,E,L), where U is a set of
users; E is a set of edges e(u,v) representing the friend relationship between users u and v, where u
and v € U; and L is a candidate locations list composed of all the user-generated locations.

Typically, a user u in Facebook might contribute various information, e.g., his basic profile
information, friends, comments, photos. The core information of the user u in this research is his
current city, denoted as I(u). According to the accessibility of users’ current city, the users are
classified into two sets: current city available users (LA-users) and current city unavailable users (LN-
users). We, respectively, use U” and U" to denote the sets of LA-users and LN-users. Thus, we have
u=u"uu™.

To predict users’ current city, we tend to exploit the users’ location sensitive attributes and friends
list. Assume that there exist m types of location sensitive attributes, denoted as A = {aj, a,, ...., am}.
Specifically, we denote a user u’s location sensitive attributes as A (u) = {ai1(u), a2(u), ...., am(u)}. The
users may also have a friends list, denoted as F(u), where F(u) = {f € U A e(u,f) € E}. Therefore, we
use a tuple to represent a user as u: (I(u), A(u), F (u)).

Additionally, we attempt to use a tuple to denote a location. In fact, each location is associated with
a unified ID (i.e., lig). Then, with this ID, we can obtain its latitude and longitude coordinate through
Facebook Graph API Explorer. Herefore, a location can be written as a tuple | : <l4, lat, lon> and the
candidate locations list can be denoted as a set of location tuples: L = {tuple | : <li4, lat, lon>}y, where
lat and lon respectively stand for the latitude and longitude of a location, and N is the number of
candidate locations in the list. Thus, the current city prediction problem can be formally stated as:
Given,

e AgraphG=(U"UU"E,L)
e the public location I(u) for LA-users u € u”

e the location sensitive attributes A(u) and the friends list F(u) for all the users ue(u’u ULN)

we predict current city Al(u) for each LN-user u € U", so as to make Al(u) close to the user’s real
current city.

We want to note that the current city of a user’s friends can be either available (f € U LA) or
unavailable (f € ULN). Thus, we introduce two notations to represent the two groups of friends:
current city available friends (LA-friends) and current city unavailable friends (LN-friends). Let denote
a user’s LA-friends as F(u) and LN-friends as F" (u), where F(u) = F (u) U F" (u).

2.2.2 Overview of Current City Predictor

The goal of current city prediction is to correctly infer a coordinate point with latitude and longitude
for a LN-user, given the candidate locations list L and the user’s self-exposed information including
his location sensitive attributes and friends list. To achieve this goal, the basic idea is training a
unified location indication model by extracting and integrating location indications from the given
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self-exposed information. This trained model is expected to estimate the probability of the given LN-
user being at each location in the candidate locations list. Then a prediction approach is proposed to
properly select a location from the candidate locations as the predicted current city.
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Figure 13. Framework of current city prediction

Figure 13 illustrates the framework of our proposed current city prediction approach. We separately
consider the location indications from location sensitive attributes and friends, and consequently
train two sub-models: profile location indication (PLI) model and friend location indication (FLI)
model. Both PLI model and FLI model calculate a probability vector in which the element stands for
the probability of a user being at a certain candidate location. Note that, FLI model leverages the
location indications from both LA-friends and LN-friends. By summing up the probability vectors
generated by PLI and FLI model with proper parameters, a unified profile and friends location
indication (PFLI) model is derived. This PFLI model gives an integrated probability vector and tells the
probabilities that a user may currently lives in the candidate locations.

With the candidate locations and the corresponding probabilities, we use a two-step location
selection strategy — including cluster selection and location selection — to predict a user’s current
city. First, we aggregate the nearby locations into a location cluster. Then, we calculate the
probability of a user being in a cluster by summing up the probabilities of all the candidate locations
belonging to this cluster. Subsequently the cluster with the highest probability is picked out as a
candidate cluster. Finally, we try to select the ‘best’ location from the candidate cluster as the
predicted current city.

In the next two sections, we are going to introduce how we set up the PFLI model and devise the
current city prediction approach in detail.

2.2.3 Profile and Friend-location Indication Model

In this section, we go into details about the design of the probabilistic models which can point out
the probabilities of users being at all candidate locations. We first introduce the profile location
indication (PLI) model which estimates the probability merely relying on a user’s location sensitive
attributes. Then, we describe the friend location indication (FLI) model depending on a user’s friends.
Eventually, we integrate these two models together and obtain the integrated profile and friend
location indication (PFLI) model.

2.2.3.1 Profile Location Indication Model

Two problems are concerned to construct PLI model. First, multiple location sensitive attributes may
be captured from a user’s profile. This requires us to integrate the location indications extracted
from different location sensitive attributes; Second, one value of a location sensitive attribute may
indicate several locations. Therefore, for each attribute value, we need to consider its all possible
location indications with the corresponding probabilities.
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In order to capture the multiple possible location indications from one attribute value, we first define
a location-attribute indication matrix for each (k-th) location sensitive attribute ax € A, denoted as R.
The rows of this matrix represent the candidate locations (i.e., | € Ly). We use |; while the columns
stand for the possible values of ax. We use |; to represent the i-th candiate location ay; to denote the j-
th possible value of ax. Then, a cell in o’ in the matrix calculates the indication probablity of aito | —
the probability a user, whose k-th location sensitive attribute (ax) equals ay;, currently lives in the city
lie L. Specifically, it equals the number of users who live in |;and have a value of ay divided by the
total number of users who have a value ay. For instance, considering workplace, if 10 out of 100
employees from TELECOM SUDPARIS state that they live in EVRY in the whole dataset, then the
indication probability of TELECOM SUDPARIS to EVRY is 0.1. Moreover, if we take one column (e.g., j-
th) out of the Ry, it represents the multiple location indications of ay;.

Assume that ax refers to M possible values except for ‘null’; N is the total number of the candidate
locations. The location attribute indication matrix can be written as:

R = {0"}nem = {p(I(u) = li[ak(u) = ak ) }nem

Based on the above location-attribute indication matrix (R), we model the probability of a user’s
current city at l; EL by combining all the user’s available location sensitive attributes in his profile:

ar €A,k (u)Fnull
= arok(ak(u),l;)
ar €A, a (u)#Enull

(1

where ok(ak(u), i) can be easily obtained by indexing the corresponding location-attribute indication

matrix (R«) according to u’s value ai (ayj) and the given location (i), namely ok”; ak is a parameter to
adjust the significance of the different location sensitive attribute.

Not all attributes of a user can be observed by public. Therefore, in Eq. 1, we merely consider the
location sensitive attributes where the user publishes a value (i.e., ax(u) # null). That means the
indication probability of a user at any location is equal to zero if the user’s attribute a(u) is invisible.
In addition, if all the location sensitive attributes are invisible for a user, we rely on the other
information (e.g., his friends) to infer his current city, which we will discuss in the next section.

2.2.3.2 Friend Location Indication Model

Besides a user’s location sensitive attributes, a plenty of location related information can be
extracted from the user’s friends. The existing work points out that the locations of around 92% of
the crawled users from Twitter are also revealed in their relationships [LWC12]; We can find 87% of
users’ current city from their friends’ locations in our crawled Facebook dataset. Hence, in this
section, we exploit the location indication from users’ friends to construct a FLI model.

A user’s friends can be either a LA-friend (current city available) or a LN-friend (current city
unavailable). The existing work focuses on a user’s LA-friends and uses these LA-friends’ locations to
infer the user’s location [BSM10][LWD12]. Since various friends may indicate different places, and
sometimes these places may be far apart; then, the question is how to distinguish the various friends
and assign a higher weight to the friends who may live closer to the user. Besides, another question
is raised to understand whether the LN-friends can help to predict the user’s location.

To answer the above two questions and construct an accurate FLI model, let us look at two examples
shown in the Figure 14, where we have three LA-users u3, u4, u5 and two LN-users ul, u2. First,
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concerning a LN-user and his various LA-friends, we expect to find a clue from the examples to
distinguish the LA-friends’ significance so as to improve the current city prediction for the LN-user.
Focusing on LN-user u2 and his LA-friends u3, u4 and u5, we notice that u2 and u3, u4 work in the
same institute, while u5 works in another company which is very far away (different cities) from u2’s
workplace. In this case, it is natural to infer that u2 is more likely to be living in the same city with u3
and u4 than with u5; then u3 and u4 should be assigned with higher weights than u5 because of the
location similarity indicated by their workplace. This example inspires us to measure a friend’s weight
based on the location similarity indicated by the user and the friend’s location sensitive attributes.

Work: Telecom SudPairs
Uz Current City: <PARIS,FR,48.9,2.4>

Work: Telecom Sudpyir/ Hometown: < PARIS,FR,48.9,2.4>

Current City:??uz Work: Telecom SudPairs
Hometown: 28— U4 Current City: < EVRY,FR,48.6,2.5 >

Hometown: <PARIS,48.9,2.4>

Work: ? Work: Baidu

Current City: ? Ul\ Current City: <Beijing,CN,39.9,16.4 >
Hometown: <ZIJ,CN ,29.3,110.55 ~ U5 jometown: <z11,CN,29.3,110.5>

U LA-user U LN-user

Figure 14. An example: visualized social relations and profile information

Second, we attempt to inspect the possible utility value of a LN-user’s LN-friends for his current city
prediction. In Figure 14, we observe that u2, being a LN-friend of ul, does not expose his current city;
whereas, the workplace of u2, TELECOM SUDPARIS, indicates two cities — PARIS and EVRY —
according to the current cities of the users u3 and u4 who are also the employees of TELECOM
SUDPARIS. From this example, we notice that the LN-friends also reveal some location indications in
their exposed attributes, which may help the prediction.

Based on the two-side observations from the examples, FLI model takes into account the location
indications from both a user’s LA-friends and LN-friends. On one hand, FLI model is constructed
primarily depending on the location indications from LA-friends; on the other hand, we also consider
the location indications from LN-friends as a small regulator to modulate FLI model. Accordingly, FLI
model contains two components: LA-friends location indication model (LA-FLI) and LN-friends
location indication model (LN-FLI).

1) LA-FLI Model: A straight-forward idea of a location prediction model equally treats all the friends
and determines a user’s current city according to the frequencies of the locations that appear in his
LA-friends. However, LA-FLI model differentiates the weights of a user’s LA-friends and estimates the
probability of the user living in a certain candidate location (l) by the weighted frequency of I. In
other words, we sum up the weights of a user’ LA-friends that live in |; to measure the possibility of
the user currently being at ;.

To bias LA-friends’ weights, we construct an attribute-based location similarity matrix (e.g., W) to
estimate the location similarity between two users in terms of each (k-th) location sensitive attribute
(ak € A). The rows and columns in the matrix are the possible values regarding ak. The cells in the

matrix (i.e., wk”) calculate the location similarity of two users— the probability that the two users live
in the same city — when they respectively have values of ai and ay. Specifically, we compute the
total number of friend pairs where one user has a value of ax and the other has a value of ay;
denoted as |{ak (u) = ax A ak (v) = a5 }|. Among these friend pairs, we further count the number of
friend pairs where the two users live in the same city, denoted as |{l(u) = I(v)Aak(u) = ax A ak(v) = ay
}. Then, the attribute-based location similarity matrix is defined as:
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Wi = {w¥ }amrxms
= {p(l(u) = I(v)|ar(uv) = ar, Aar(v) = ax,)}mxm
_ {I{l(U) = l(v) A ar(u) = ar, A ak(v) = ax, }
[{ar(u) = ar, A ar(v) = ax, }

}MxM

where M is the number of possible values of attribute ak. Note that LA-FLI model considers the
location similarity as O if any of the user or his LA-friend does not expose attribute ak. For a certain
attribute ay, assume that the user u and his LA-friend v have a value of ai and ay respectively. Then,
the location similarity between u and v on ak can be easily obtained by indexing the i-th row and j-th
column of W, denoted as wi(u, v) = wj, v € FLA(u). On the basis of the location similarity on a certain
attribute, we combine all the location similarities on multiple location sensitive attributes with a set
of trained parameters (B« for ax) to measure the weight of the LA-friend v. This combined attribute-
based weight describes the probability that u and v live in the same city concerning all of their
location sensitive attributes (e.g., work, hometown). v will be assigned to a large weight if he has a
high probability to be in the same city with u. Then, taking into account LA-friends’ weights, LA-FLI
model calculates the probability of u living in li € L by integrating all the location indications from LA-
friends and it can be written as:

Prar(t, ;) = ﬁfﬂw!ﬂ(uav)pLA—U (v,l;)) ()
vEFLA(u)ar€EA

where Piau (v, i) represents the probability of the LA-friend v living in .. It equals 1 if v states his
current city is |;; otherwise, the probability is 0. We denote this probability as:

1 lfl('{)) = lz

Pra-u(V;li) = 0 others

2) LN-FLI Model: For a LN-friend (v), relying on his exposed location sensitive attributes, we first use
PLI model to predict v's location, as:

Ppros (v, 1) = ap(l(v) = li|ax(v) = ax,)
ap€A,ar (v)F#null

In addition, we regard all the LN-friends as equal and sum up all the location indications from LN-
friends. Consequently, for |; € L, LN-FLI model can be written as:

pLN—F(uﬁli) == mef(v: li) ()]
vEFLN (y)

Eventually, primarily relying on LA-FLI model and being adjusted by LN-FLI model with a very small
regulator A, FLI model estimates the probability that u currently lives at |; by:

Pr (TL, 'F'z) :pLA_F(u&gz') +APLN—F(U"J Iz) (4)

2.2.3.3 Integrated Profile and Friend Indication Model

So far, we have introduced PLI model and FLI model, which abstract the probabilities of a user at
various candidate locations, respectively, from his own location sensitive attributes and friends list.
Then, we integrate them into a hybrid probabilistic location indication model, so as to capture
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complete location indications from two sides. In summary, PFLI model calculates the probability of u
atli€Las:

p(u, ;) = 0,.0p,0p (U, ;) + 0,0 (u, ;) (5)

Parameter Computation: To obtain a set of good parameters for the model, we first write the model
in the following way:

p(ﬂ, "fi) - gppProj' (?L, ’!i) 7 GFPF‘ (ua Iz’)
= QPQka(ak (u),ﬁi)

apcA

= GF‘.'Bk wk(uﬁv)pLA—F‘(rU!Ei)
ar€A veEFLA(y)

+ /\95‘, (}:ka(ak(’U),ﬁg)
ar€A vEFLN ()

= {[pror(ar(u), i) + vidr(u, ;)
E;;EA

+ [Aamk(u, )]}

(6)

where,

o up =00 v =0.0k Ao = A0,

o BMwl) = epiag Wk 0)pa p (1)
o (uli) = eprn() ok(ak(v),l)

As A is a regulator of very small value, we take the location indications extracted from a user’s
location sensitive attributes and his LA-friends as primary indications, while the part captured from
the LN-friends as a micro-regulating indication. Thus, we compute the parameters by two separate
steps. We first optimize the parameters pi and vi together for the main indication. We also try to find
a set of local optimal parameters for PLI model so as to have a good regulating value from the LN-
friends.

We use LA-users as a training dataset to obtain a group of good parameters. We consider all the
locations that indicated either by the user’s location sensitive attributes or his friends and classify
these indicated locations into two groups by their distances to u’s actual location. If the distance is
larger than a certain value we label the corresponding indicated location as a far location (i.e., label =
0); otherwise, we regard it as a close location (i.e., label = 1). Based on each indicated location of the
user u, we generate an independent item (label, ok(u,li), 6«(u,li)). We apply these items to construct a
logistic regression model in the format of f(y|x; 8) = he(x)"(1 - he(x))'Y, where y is the label of the
indicated location, x is either the value of o(u,li) or of &«(u,li), and hg(x) is the hypothesis function.
Then we can apply gradient descent method to maximize f(y|x;8) and compute the parameters.
Similarly, we can obtain a set of parameters for PLI model which works for the LN-friends.

Model Adjustment: Concerning the incompletion of users’ self-exposure information, the proposed
PFLI model needs to fully satisfy all types of users. For users who hide their friends lists from public,
PFLI model only relies on the users’ location sensitive attributes and degenerates into PLI model.
Similarly, PFLI model is simplified into FLI model when all of the users’ location sensitive attributes
are unobserved.

Besides, for a completely latent user (i.e., u?) who exposes neither location sensitive attributes nor
friends, we take two steps: (S1) we try to capture the friends of u? in reverse from other users who
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expose their friends. The implicit principle is derived from the indirect friend relationship — v is also
a friend of u? if u? is a friend of v. That is to say, user v could be referred to as a friend of u?, if u?is in
Vv’ friends list. Thus, we can apply FLI model to u@ once we can determine some friends of u?. (S2) For
the u? whose friends cannot be detected by S1, we use a global frequency probability model:

By T gt
Poo(li) = 5= frea@

2.2.4 Current-City Prediction Approach

Based on the results of PFLI model — the corresponding probabilities of a user currently living in all
the candidate locations, we devise a current city prediction approach in this section. Recall the
example we illustrated in Challenge 3 of Sec. |. Assuming the PFLI model suggests that a user u has a
probability of, respectively, 40% in BEUJING, 35% in PAIRS and 25% in EVRY which is very close to
PARIS. In this case, u might live in the area around PAIRS and EVRY with a larger probability than
BEIJING since the aggregated probability of u in the area around PAIRS and EVRY are higher than
BEIJING. Therefore, rather than directly deal with the problem on a single-city
[BSM10][LWC12][CCL12][AKT12], we aggregate the candidate locations which are very close to each
other into a location cluster. We attempt to predict a user’s current city by two steps: cluster
selection and location selection. Refer to Figure 13, this prediction approach has been implemented
with several main functions, including Candidate Locations Cluster, Cluster Selector and Location
Selector. We are going to explain the main functions and illustrate how the prediction approach
performs.

2.2.4.1 Candidate Location Cluster

We draw on hierarchical clustering method [HTFO1] to generate location clusters. The hierarchical
clustering method arranges all the candidate locations in a hierarchy with a treelike structure based
on the distance between two locations, and successively merges the closest locations into clusters.
Specifically, we first treat all the candidate locations as an independent location cluster and calculate
the distance between any two candidate locations (Step 1). We find the closest pair of the location
clusters and merge them into a new location cluster (Step 2). Then, we compute the average
distance between the new cluster and each of the old ones (Step 3). We repeat the Step 2 and Step 3
until all the candidate locations are organized into one cluster tree. Eventually, we choose an ideal
distance threshold (i.e., the average distance between any of two locations in the neighboring
location clusters) to cut the cluster tree into clusters (Step 4).
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Figure 15. Example of candidate locations cluster
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Figure 15 illustrates an example of clusters on the user-generated candidate locations that locate in
the area with latitude in 47°N ~ 49°N and longitude in 1°W ~ 6°E. There exist 154 candidate locations
in this area mentioned by users in our Facebook dataset. With the hierarchical clustering method, we
divide them into 7 location clusters which are marked in different color. We note several properties
of our candidate locations clusters. First, all the regions are formed by clustering the user-generated
locations according to their distances, instead of dividing areas with equal-sized grid cells [LNKO5]
[HTFO1]. In our clustering, the areas that the users do not mention are out of consideration. Second,
the densities inside the clusters are different. However, the average distances between all the
candidate locations in any two neighboring clusters are equal (100km in Figure 15). Third, the
complexity of the Step 2 and Step 3 is O(k®) and the complexity of the Step 4 is O(2%). Although the
computation of location clustering is expensive, it can be preprocessed and only needs to be run
once.

2.2.4.2 Cluster Selector

Cluster selector selects the best cluster for a user where the user may reside with the highest
probability. We leverage the proposed PFLI model to obtain the user’s probability living at each
candidate location. The probability of a user locating in a cluster is equal to the aggregated
probability of all the candidate locations inside the cluster. Therefore, for each cluster, we sum up
the probabilities of its candidate locations and select the cluster with the highest probability.

2.2.4.3 Location Selector

Eventually, we tend to select a best point from the selected cluster for the user. Three alternatives
are considered here. First, we select the point with the highest probability (i.e., point of highest
probability) inside the selected cluster as the best point. Second, we consider the geographic
centroid of the selected cluster as the user’s best point. The geographic centroid is the average
coordinate for all the points in a cluster while the probability of each point is considered as its
weight. Third, we calculate the center of minimum distance which minimizes the overall distance
form itself to all the rest of locations in a cluster. We will further discuss and compare the three
methods in the experiment.

2.2.4.4 Implementation of Prediction Approach

Practically, each user only associates with a very limited number of locations compared to the total
number of the candidate locations. Hence, according to the PFLI model, we do not calculate the
probability for each candidate location and simplify the computation by three steps.

First, we initiate a probability vector (i.e., po(u)) of candidate locations for a user, which merely
includes the location indications from the user’s location sensitive attributes and his LN-friends.
Recall that the j-th column in the location-attribute indication matrix R¢ stands for the probabilities
that a user lives in the corresponding locations if the user presents a value of ay in terms of the
attribute ax. We rewrite the indication matrix as Rc = [Rk1, Rk2, ..., Rm 1, where M is the number of
possible values of ax. Thus, we obtain the following initial probability vector:

po(u) = [mep(ak(u) = ax;) + Ao p(ak(v) = ax,)]
ar€A veEFLN
= (JukR.kj + Aa akR.kj)
ap €A veEFLN
(7)
Second, we look at the location indications from the user’s LA-friends. In fact, such indications
correspond to two factors: LA-friends’ current city and their weight. The current city of the user’s LA-
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friends are aggregated into a set, denoted as Lia-r . According to the LA-FLI model, we can compute
the probabilities that the user lives in li€Lia-f . As the number of the locations in Lia-f is much smaller
than the total number of candidate locations in L, we can dramatically improve the computation
rate.

Eventually, obtaining the probabilities of u in all possible locations, we can easily compute the
aggregated probability of u in each cluster and select the cluster with the highest probability.
Furthermore, we predict a current city for u from the selected cluster by exploiting the location
selector.

Algorithm 1 Current City Prediction

Input: 1) A LN-user u’s location sensitive attributes
2) u’s friends list and friends’ location sensitive attributes
3) location clusters set C = {cj,¢9, ++ ,¢s} (s is the
number of clusters)

Output: Predicted current city for w: (lat, lon)

1: Initiate a probability vector (i.e., pp(u)) for u (Eq. 7);

2: Obtain all of LA-friends’ current city, i.e., £, ,_,;

3: p(u) = po(v);

4. forl; €L, , , do

5 pLA—j-‘(u! 31) (Eq 2)5

6: pos=1ind(L,I;)

7. p(u) < p(u)POS +Prar(u,li)

8: end for

9: for ¢, € C do

10: p(u)c:x = lEecy, p(uﬂ '!)

11: end for )

12: Cluster selection: ¢, where p(u)., > p(u).,, Ve, € C

13: Location selection from ¢, (Sec. VI-C)

14: return The predicted current city of u: {lat, lon)

Figure 16. Algorithm

We summarize the current city prediction approach in Figure 16. In this algorithm, we assume that
we have acquired the trained PFLI model with parameters (W, Vi, A«), the candidate locations (L), the
location attribute indication matrices (R«), the attribute-based location similarity matrix (W) and the
location clusters set (C). Then we try to predict the user u’s current city according to u’s self-exposed
information. Finally, we obtain a location with its latitude and longitude.

2.2.5 Empirical Evaluation

In this section, we evaluate our proposed approach on a dataset crawled from Facebook. We first
introduce this dataset, the compared approaches and the measurement. Then, we report the
experiment results.

2.2.5.1 Experimental Setup

We crawled Facebook by a Bread First Search (BFS) [GKB11] strategy from March to June in 2012 and
collected social information from 371,913 users including their profiles and friends lists. Among all
these users, 153,909 users publicly report their current city (LA-users) and the rest 225,314 users do
not reveal their current city (LN-users). In our evaluation, we use the 153,909 LA-users as the train
and test set for the prediction. All the LN-users’ information is also involved in the experiments, as
the proposed approach considers the integrated location indications not only from a user’ location
sensitive attributes and LA-friends but also from LN-friends. We extract a user’s latest work or
education experience as a location sensitive attribute, named ‘Work and Education’; we also exploit
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a user’s ‘Hometown’ as another location sensitive attribute. In our dataset, 122,899 LA-users show
their ‘Hometown’ and 54,097 LA-users expose ‘Work and Education’ to the public. In addition,
115,807 of the LA-users publish their friends list.

Based on our current city prediction model and the two-step location selection strategy (cluster
selection; then location selection), we propose three cluster based prediction approaches with
different location selectors. We tend to compare the performance of these approaches and
determine a good location selector to obtain a prediction approach with high prediction accuracy.
We also propose a non-cluster prediction approach based on our current city prediction model to
evaluate the effectiveness of location cluster. Specifically, these model based approaches can be
denoted as:

® PFlLlyop is a cluster based approach which selects the point of highest probability from the
selected cluster as the predicted location.

®  PFlLlent is a cluster based approach which selects the geographic centroid from the selected
cluster as the best prediction.

e PFllys is a cluster based approach which selects the center of minimum distance from the
selected cluster.

®  PFllyast is @ non-cluster approach which selects the point of highest probability from all
candidate locations as the predicted location.

Besides, we compare the model based approaches with several state-of-the-art prediction
approaches:

e Base,m maps any location sensitive attribute value to a certain location and apply artificial neural
network to train a current city prediction model [CHC13], which is our previous work.

e Baseseq infers a user’s location according to the location frequency extracted from his friends’
location-specific tweets [CKM11][CCL12]. We borrow the idea of counting the frequency of
locations that emerge in a user’s friends and predict his current city by the most frequent
location.

e Baseinn also relies on the frequency idea for Twitter; however, it merely counts on a user’s k
closest friends who have the most common friends with him to compute the most frequent
location [AK10][AKT12].

e Basegist predicts a user's location based on the observation that the likelihood of friendship
between two persons is decreasing with the distance [BSM10]

Among the above approaches, Basegis: and Baseann are originally devised for Facebook; while Basefreq
and Baseinn for Twitter. We leverage the main ideas from Basef.q and Basexn, and modify them to fit
our dataset. By comparing our approach to Basegist, Baseweq and Baseinn which mainly depend on
friendships, we attempt to reveal the advantage of our approach: integrating location sensitive
attributes. Using Baseann, we verify the newly introduced one-attribute/multiple-locations mapping
method.

We exploit the same measurements as used in the existing work [CKM11][CCL12][LWD12]: Average
Error Distance (AED) and Accuracy within K km (ACC@K).

Error Distance of a user u’s predicted result (i.e., ErrDist(u)) is defined as the distance in kilometers
between the user’s real location and his predicted location. AED averages the Error Distances of the
overall evaluated users denoted as,
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Y wev ErrDist(u)
1%

In addition, we rank the users by their Error Distance in descending order and report AED of the top
60%, 80% and 100% of the evaluated users in the ranking list, denoted as AED@60%, AED@80% and
AED@100% respectively [16]. Accuracy within K km reveals the percentage of users being predicted
with an Error Distance less than K km. It can be represented,

ACC@K — [{u|lu€UAErrDist(u)<K}|
. 1U|

ACC@K shows the predication capability of an approach at a specific required Error Distance.

2.2.5.2 Evaluation

Many relationship-based methods (e.g., Basegist, Basesweq and Basexnn) heavily rely on users’ LA-friends
whose locations are exposed. In general, such methods can work well for the users who have a
certain number of LA-friends. But when they are applied to the overall users (either have or have not
LA-friends), the performance decreases notably. We evaluate the prediction performance
respectively on two user sets: users with LA-friends and overall users. And we report the evaluation
results on AED and ACC@K subsequently.

AED =

Approach Basej; st Basegnn Base f.cq Basejnn PFLI, ol st PFLI ;44 PFLIcent PFLI, 01
AED@60% 8.6 3.7 59 10.8 2.5 49.5 5.6 2.1
AED@80% 85.0 643 91.8 100.0 40.1 77.4 38.0 36.9
AED@100% 1288.5 1129.0 1160.5 1397.6 874.0 885.9 8553 854.4

Table 4. Prediction results (AED) for users with LA-friends.

Approach Baseg;st Basegnn Base freq Basepnn PFLI oclst PFLIgist PFLIcent PFLI 08
AED@60% 102.8 6.7 739 119.5 35 50.6 6.3 3.1
AED@80% 1368.8 74.7 1257.2 1429.6 32.5 88.2 50.2 49.1
AED@100% 2671 1204.0 25235 2698.5 981.0 989.9 960.8 960.0

Table 5. Prediction results (AED) for overall users

1) Evaluation on AED: Table 4 and Table 5 show the AEDs of all the compared approaches for two
user sets respectively. We use bold font to highlight the shortest AED in the tables. From the results,
we observe that the approaches based on our proposed PFLI model perform much better than all the
other baselines. Among the model-based approaches, PFLIyr0b, Which selects the point with highest
probability from the selected cluster, generates less AED than the other approaches with different
location selectors; whereas the differences are quite small among all these model-based approaches.
For instance, comparing PFLIprob and PFLIcent, the differences of AED@100% are only 0.9 and 0.8 km
for two user sets respectively. However, PFLIyob reduces the AED significantly compared to Baseann —
the best baseline. This observation demonstrates that our integrated probabilistic model can better
describe users’ location than the other compared models.

Comparing the results of AED@60%, AED@80% and AED@100%, we notice that we can predict the
top 60% and the top 80% of the users’ current city at relatively small AEDs by our proposed
approaches; while the AEDs increase by 10-23 times when we consider all of the users
(AEDs@100%). It is similar when it comes to the other approaches: AED@100% is much larger than
AED@60% and AED@80%. From the perspective of the approaches’ capacity, this observation
demonstrates that the approaches can predict most of the users’ current city with a small Error
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Distance. While from the perspective of privacy, it implies that many users may be not security
enough to hide their current city. We will discuss it further in the next section.

In addition, we notice that the AEDs of Basegist, Basefeq and Baseinn for the overall users are almost 2
times the values for users with LA-friends. However, for the PFLI model based approach, the AEDs
differ slightly for two user sets. For example, the AED of PFLIyo, for overall users is only 74.4 km
larger than the result for users with friends. Based on the evaluation comparisons on two users set,
we can tell that, with the integrated location indications from users’ profile and friends, our
proposed prediction approaches is not constrained to users’ LA-friends. Even for some users without
knowing LA-friends in the overall users, our proposed approaches can still predict their location
based on their profile and LN-friends. Lastly, we compare the AEDs of the approaches using our
proposed PFLI model. First, we compare PFLIocst and PFLIrob. PFLInoaist directly selects the location of
the highest probability from the probability vector generated by PFLI model; while, relying on a
cluster strategy, PFLI b successively takes a cluster selection and a location selection which selects
the location of the highest probability inside a selected cluster. The experiment results demonstrate
that the cluster based approach outperforms the non-cluster based approach. Second, we
investigate the cluster based approaches with different location selection solutions. From the results,
PFLIgist generates the largest AEDs and PFLIyo, achieves the smallest ones. This may suggest us a good
solution — selecting the point with the highest probability — to select a location inside a cluster. We
will further compare these three approaches on ACC@K and determine a good location selection
solution to achieve a prediction approach with high accuracy in the next section.

2) Evaluation on ACC@K: In this section, we first study ACC@K of the three proposed prediction
approaches with different location selectors, attempting to understand their strengths. Based on this
study, we will develop a combined approach strategy by combining the best prediction approaches
under certain conditions, so as to obtain better performance than solely using any one of them.
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Figure 17. ACC@K comparison among different location selectors

Figure 17 compares the three proposed prediction approaches and plots ACC@Ks at different Error
Distances for two user sets in two subfigures. In both subfigures, we observe that the accuracy of
PFLIorob goes up steadily with the increase of Error Distance. Compared to PFLIyrob, PFLIcent may lead to
very low accuracy when the required Error Distance is quite small; but it can achieve higher accuracy
than PFLIgob, When the Error Distance is larger than 40 km. It reveals the properties of these two
prediction approaches: PFLI.nt selects the geographic centroid of a cluster, which generates a short
average Error Distance to all the locations in the cluster but loses chance to pick the user’s exact
coordinate once it is not the centroid; while PFLI,0p might produce a large Error Distance if the
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location of the highest probability is not the user’s real location. Besides, PFLI4ist is not competitive
with the other two approaches.

In this case, we propose a combined-approach strategy which uses PFLIyo, when the required Error
Distance is smaller than 40 km and otherwise applies PFLl.ent. We believe the combination is
reasonable and practical. Because if third parties want to identify users according to their locations,
they usually expect to identify users in a city or an area which allows certain Error Distance. Then, if a
third party can tolerate a larger Error Distance, we can exploit PFLIcent. Otherwise, we apply PFLIgrob.
We also plot the combination line in Figure 17, named PFLI¢mp.
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Figure 18. ACC@K comparison between the proposed approach and other baselines

Figure 18 compares PFLI.mb to various baseline methods in terms of prediction accuracy. We observe
that the proposed PFLI.m, outperforms all the compared baselines with the highest accuracy for both
user sets. Compared to PFLIhodst, PFLIcmp increases around 1.5% and 1.2% of accuracy on average
respectively for users with LA-friends and overall users. It proves the effectiveness of the cluster
strategy with successive cluster selection and location selection. Comparing the results respectively
for users with LA-friends and overall users, we observe a huge accuracy gap for Basefreq, Basedist and
Basexnn. These approaches severely depend on friends’ locations which lead to dramatic fall of
performance when they are applied for users who do not have LA-friends. However, our proposed
approaches integrating location sensitive attributes and friends (including our previous work Baseann
[3]) can almost hold the prediction effectiveness for the overall users.

To summarize, first, we propose to combine PFLIyob @and PFLIcen: into @ PFLIcmp approach inspired by
the experiment observations. PFLI.mp can flexibly change the prediction approach according to their
performance under different required Error Distances. Second, our proposed approach outperforms
the other compared baselines. Especially for the overall users, our proposed approach could gain
20% higher of accuracy than Basegis: which is also a city prediction approach on Facebook.

2.2.6 Current-City Exposure Estimator

In this section, we pay attention to estimating the exposure probability of current city for a user who
hides his current city. We formally formulate the current city exposure estimation problem as: Given,

e agraph G=(UAUUW, E, L)
e the public location I(u) for LA-users u € U*A

e the location sensitive attributes A(u) and the friends list F(u) for all the users ue(U** U U")
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e arequired Error Distance K km

we forecast the current city exposure probability within K km and report exposure risk level for each
LN-user u € UV,

To solve this problem, we run the proposed prediction approach on an aggregation of users and
conduct analysis on the aggregated prediction results. Furthermore, we apply a regression method to
construct the exposure model according to the analysis observations. Relying on this model, we
devise a current city exposure estimator to tell a user the current city Exposure Probability within K
km and Exposure Risk Level.

The Exposure Probability within K km (EP@K) represents the probability that a user’ current city
could be inferred correctly if the required Error Distance is K km. As it has the similar concept as the
metric of ACC@K, we compute it by the same formula:

|{u|lu€UAErrDist(u)<K}|
U]

Additionally, we set up 5 Exposure Risk Level according to value of Exposure Probability, shown in
Table 6. We regard Level 5 as the most risky level which indicates an Exposure Probability larger than
0.9, while Level 1 as the safe one which represents a small Exposure Probability less than 0.25.

Exposure || 119 1] | [0.75,0.9) | [0.5,0.75) | [0.5,0.25) | [0.25,0]
Probability
Risk Level Level 5 Level 4 Level 3 Level 2 Level 1

Table 6. Risk level vs. exposure probability

Next, we first show some observations of inspections on the prediction for an aggregated user. Then
we introduce the current city exposure model and the model based estimator. Finally, we illustrate
some case studies to show the use of our proposed exposure estimator. We also summarize some
guidelines to reduce the exposure risk.

2.2.6.1 Current City Exposure Inspection

Assume that we have run the proposed prediction approach on an aggregation of users whose
current city is visible. We then obtain a collection of prediction results which includes users’ self-
exposed information, predicted current city and actual current city. We also develop some
measurements to describe the characteristics of users’ self-exposed information. Based on these
prediction results, we can learn the correlation between the current city exposure probability and
the measurable characteristics of users’ self-exposed information. First, we classify users into diverse
categories with respect to the combinations of visible/invisible properties of their location sensitive
attributes and friends lists. Table 7 lists the obtained seven User Categories. User Category measures
the types and amount of users’ self-exposed information.
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User’s Visible Attributes Abbreviation
‘Hometown’ ‘HT’
‘Work and Education’ ‘WE’
‘Friends’ ‘¥
‘Hometown’ and “Work and Education’ ‘HT+WE’
‘Hometown’ and ‘Friends’ ‘HT+F’
‘Work and Education’ and ‘Friends’ ‘WE+F’
‘Hometown’, “Work and Education’ and ‘Friends’ ‘HT+WE+F’

Table 7. Users categories by visible attributes combination

Figure 19 inspects the Exposure Probabilities for various User Categories. From this figure, we
observe that different types of self-exposed information may divulge users’ current city to different
extent. For instance, users in ‘WE’ category are normally more dangerous to disclose their current
city than users in ‘HT’ or ‘F’ category. We also find that the users who publish their ‘WE’ (in category
‘WE’, ‘HT+WFE’, ‘WE+F’ and ‘HT+WE+F’) exhibit a high Exposure Probability. This means that ‘WE’ is a
very risky attribute to leak users’ current city. The results also reveal that ‘HT’ is more sensitive to
disclose current city than ‘F’, although ‘F’ is generally regarded as a significant location indication.

1

o
(s}

Exposure Probability (EP@K)

0 20 40 60 80 100 120
Error Distance (km)

Figure 19. Current city exposure probability by user category

Besides, generally speaking, Figure 19 displays that a user’s current city could be predicted with a
larger probability if the user exposes more information. For example, users who expose ‘HT+F
exhibit a higher exposure probability than users only revealing either ‘HT’ or ‘F’. Note that, for a user
who exposes ‘WE+HT’, his current city exposure probability can be up to 90% which approaches to
the exposure probability of users who expose ‘HT+WE+F'. In other words, merely exposing ‘WE+HT’
but not ‘F’ can almost lead to the leakage of current city.

According to the results displayed in Figure 19, we conclude that User Category, distinguishing users
by the types and amount of their self-exposed information, relates to Exposure Probability.

Apart from User Category, we define a new metric named Exposure Coefficient. It estimates the ratio
of the probabilities of candidate locations in the selected cluster c, to the overall probabilities of all
the candidate locations (equal 1), calculated as follows:

. p(u,l)
EC(u) = —E¢n == w,l
o I
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Exposure Coefficient represents the centrality of the users’ location indications. For example,
Exposure Coefficient with a value of 100% means that all of a user’s location indications point to an
exclusive location cluster. We further look into the change of exposure probability according to
Exposure Coefficient for each User Category.

Figure 20 reveals how Exposure Probability varies with diverse Exposure Coefficient and Error
Distances in different User Categories. In this figure, each subfigure represents one User Category;
the X, Y and Z axes in each subfigure are Exposure Coefficient (EC), Error Distances (ED) and Exposure
Probability (EP) respectively. We observe that the Exposure Probability normally grows up when the
Exposure Coefficient gets larger. When the Exposure Coefficient equals 100%, the Exposure
Probability surpasses 90% within a required Error Distance of 20 km almost for all User Categories.

& 50
50 0 50
Pl oy T Pl 0 Bl

(@) HT (b) WE (c) F (d) HT+WE  (e) HT+F (f) WE+F  (g) HT+WE+F
Figure 20. Exposure probability by exposure coefficient in different user categories

This observation indicates that the current city is more dangerous to be predicted when a user’s
location indications are more likely to point to one city or to multiple cities that are in the same
cluster. In other words, a user’s current city is easy to disclose if the centrality of the user’s self-
exposed information is high.

Note that, there exists an exception for the users only exposing their ‘F’: the decline of Exposure
Probability when the Exposure Coefficient is larger than 0.9. One reasonable explanation is that only
the users with an extremely small number of friends (e.g., only 1 friend) can have an Exposure
Coefficient higher than 0.9, which might reduce the risk of current city exposure due to the limited
information.

2.2.6.2 Estimating Current City Exposure Risk

In the previous section, we observe that the current city Exposure Probability for a user is influenced
by three factors: Error Distance, User Category and Exposure Coefficient. According to the
observation which are shown in Figure 20, we try to use a polynomial multiple regression method to
model the relation among the current city Exposure Probability, Exposure Coefficient and Error
Distance for each User Category. We can denote the model as: y = funy (X2, X3), where x1, X, and x3
represent a user’s User Category, Exposure Coefficient and Error Distance respectively; and funy (x2,
x3) represents a polynomial function of Exposure Coefficient x, and Error Distance x; given the User
Category xi1. y is the computed Exposure Probability.

Current City Exposure Estimator

Input
User Info Handler Exposure Risk
LN-User 5{?|f-E)\po.S(-‘.d User Exposure Level Decision
( Information Category Coefficient
Decision Calculator | v
- ¥ Exposure Risk

Error Distance ‘Current City’ Probability level

Exposure Model Output
Do | expose "Current City’? < Y

Figure 21. Framework of current city exposure estimator
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By exploiting the proposed current city exposure model, we construct an exposure estimator to
forecast the exposure risk of a user’s private current city. Figure 21 illustrates the framework of
current city exposure estimator. The exposure estimator contains three main function modules: user
information handler, current city exposure model and exposure risk level decision. The inputs of the
exposure estimator include a user’s self-exposed information and a pre-established Error Distance.
Given the user’s self-exposure information, user information handler determines User category and
computes Exposure Coefficient. Based on the pre-established Error Distance, the obtained User
category and Exposure Coefficient, the exposure model calculates the current city exposure
probability for the user. Exposure risk module determines a risk level according to the exposure
probability. Eventually, the exposure estimator provides two risk measurements of current city:
Exposure probability and Risk Level.

2.2.6.3 Case Studies: Exposure Estimator and Privacy Protection

Table 8 illustrates several use cases, where we estimate the Exposure Probability and Risk Level for
some LN-users. In this study, we observe that some of the LN-users are not really safe to hide their
current city if they leave some other information visible. For instance, considering U7, even only
publishing ‘EM’, his current city is almost leaked with an extremely high Exposure Probability of
0.987 within an Error Distance of 20 km. In addition, for users in the same User Category, the ones
who exhibit a higher Exposure Coefficient are more likely to divulge his current city. Looking at U2
and U3 who are both in ‘F’ category, the current city of U2 who exhibits an extremely high Exposure
Coefficients is much more dangerous than U3's current city.

In addition, the exposure estimator can give some countermeasures on privacy configuration to
avoid information leakage. Assume users hide some part of their exposed information, the exposure
estimator estimates and reports the corresponding Exposure Probability and Exposure Risk Level.
Then users can decide a new privacy configuration accordingly. We take U1l as an example and list
some possible exposure risks assuming that he adjusts his privacy configuration. The results shown in
Table 9 reveal that the privacy could increase obviously if U1 hides his ‘WE’ or ‘WE+F’. The results
also point out that merely hiding ‘F’ could not protect U1’s current city privacy.

Visei User Exposure Error Exposure Risk
Category Coefficient | Distance Probability Level
U1l ‘HT+WE+F’ 0.491 100km 0.93 Level 5
Ul ‘HT+WE+F 0.491 20km 0.88 Level 4
U2 ‘F 0.905 100km 0.796 Level 4
U3 ‘F 0.125 100km 0.128 Level 1
U4 ‘WE+F’ 0.54 20km 0.461 Level 2
U5 ‘HT+F 0.694 20km 0.683 Level 3
U6 ‘HT 0.191 100km 0.254 Level 2
Uur ‘WE’ 1 20km 0.987 Level 5
Table 8. Exposure estimator cases study
U1l ‘HT+WE+F’ | Hide ‘WE’ | Hide ‘F’ | Hide ‘WE+F’
SEpOE 0.93 0.46 0.906 0.436
Probability
Risk Level Level 5 Level 2 Level 5 Level 2

Table 9. Exposure guidelines for U1: the exposure risks if he adjusts some privacy configurations
with an error distance of 100k.
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Eventually, according to the studies on the current city exposure risk, we summarize the following
pieces of general suggestions:

e As all the location indications may expose the hidden current city, close all of location sensitive
information including “‘WE’, ‘F’ and ‘HT’ so as to achieve a high current city security.

e Hide the most sensitive exposed information (e.g., ‘WE’) if users want to publicly share some
personal information (e.g., ‘F’), since the most sensitive information can independently lead to a
quite high Exposure Probability. For example, ‘WE’ alone can lead an Exposure Probability higher
than 80%.

e According to the centrality principle which refers to the Exposure Coefficient, hide ‘F’ if most
friends indicate the same place where the user lives. For instance, U2 in Table 8 is necessarily
suggested hiding his ‘F’.

2.2.7 Conclusion

This research starts with two open questions regarding the security of users’ hidden privacy-sensitive
attributes. To answer these questions, we first proposes a novel current city prediction approach to
infer users’ current city by leveraging users’ self-exposed information including location sensitive
attributes and friends list. We validate the new prediction approach on a Facebook dataset including
371,913 user and the results reveal that the users’ hidden current city may be dangerous to be
predicted. Then we apply the proposed prediction approach to predict users’ current city and model
the exposure probability to Exposure Coefficient at different Error Distances for each User Category.
Based on the model, we propose a current city exposure estimator to measure the exposure
probability and risk level of a user’s current city according to his self-exposed information. The
exposure estimator also can help users to adjust their privacy configuration to achieve their privacy
intention. Note that, although this work studies the potential risk of users’ privacy-sensitive
attributes with a representative attribute of current city in Facebook, the proposed idea and
approach could be easily extended to other attributes and utilized by other OSNs.

2.3 Characterization of Professional Publisher Activity across
Twitter, Facebook and Google+

Online Social Networks (OSNs) have become one of the most popular services in the Internet
attracting billions of subscribers and millions of daily active users. This tremendous success has
created a golden opportunity to professional players (i.e. big industry brands, politicians, celebrities,
etc.) in order to: interact with a huge amount of potential customers/voters/fans, improve their
reputation and popularity, run marketing campaigns, etc. The presence and interest of professional
users in OSNs as well as their concern to engage more people [WWE13] with their OSNs accounts is
becoming so relevant that we can even find an award ceremony to best professionals users in social
media [ASA14].

In this context there is an increasing research interest, especially in the area of management and
marketing, to study what are the strategies that professional users apply in their use of OSNs [BT10,
DM13, EVA10]. It seems that understanding the factors that allow professional users to engage more
people with their OSN activity will have a tremendous value in the future for marketing purposes. To
the best of our knowledge most of the studies available in the literature only focus on a limited
number of users and extract very particular conclusions for those users that cannot be generalized.
Furthermore, all previous studies are either based on manual inspection of OSNs accounts [WBL09]
or interviews [WYS12] that cover very few aspects that again lead to not generalizable conclusions.
Therefore, we believe that a large-scale data-driven approach based on the actual activity of a large
number of professional users across major OSNs will help to shed light into the challenging problem
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of devising the way professional users utilize OSNs. Towards this end in this research we rely on a
dataset formed by 616 very popular users with active accounts in FB, TW and G+. For each user we
capture his activity (i.e., published posts) in the three systems over a long-term time window that
overall generates a corpus of 2M posts.

In contrast to previous studies we do not aim at studying the strategy of individual users. Instead, our
main goal is to make a global analysis to characterize the strategy of a particular sector/category
(e.g., Cars Industry, Politician, Athletes, News Media, etc.) in OSNs. This analysis can be only
conducted for those sectors that fulfil the following hypothesis: professional users that belong to a
particular sector present a similar strategy in OSNs. Therefore, the first objective of this research is to
determine whether this hypothesis is true for some sector. For this we classify the 616 users in our
dataset into 62 categories according to the sector reflected by their FB account. Out of these 62
groups only 16 had enough users to perform a meaningful validation of the hypothesis. We apply the
methodology proposed in [FVM13] that determines whether the behaviour of the users within a
category is significantly similar and, in addition, differs from the behaviour of the users outside that
category. The results reveal 8 categories whose users present a common behaviour. These categories
are: Athletes, Cars, Media News, Movie, Musician-Band, News Website, Politician, and Sports Teams.
After discovering 8 sectors fulfilling the baseline hypothesis, we devote our effort to derive the
behavioural elements that characterize their use of OSNs.

We base our analysis in a set of meaningful behavioural elements that allow us to discriminate the
strategy of each sector. These elements include: activity rate, preference among FB, TW and G+,
popularity and type of content published. Using these behavioural elements we are able to describe
the strategy and highlight the differential characteristics of each category. There is a last element
that, to the best of our knowledge, has never been used to analyze the strategy of professional users
across multiple OSNs, which is referred to as cross-posting activity. This element captures the volume
of common information that a user publishes in more than one OSN. This means, when a
professional user wants to post some information he can decide to publish it in a single OSN, or in
multiple OSNs. Even more, when he decides to post it in multiple OSNs, there are several
combinations of OSNs he could use (e.g., FB-TW or FB-G+ or TW-G+, or the three OSNs in our work).
Hence, we believe that the cross-posting activity of a user is an important behavioural element that
for instance reveals whether a user utilizes each OSN for different purposes or not. In this research
we dedicate a full section to characterize the cross-posting phenomenon across professional users.

Finally, to conclude this research we address the very challenging question of whether the strategies
implemented by each category are successful or not. To the best of our knowledge there is no
standard mechanism in the literature that allows measuring the success of a strategy in OSNs.
Therefore, in this research we propose a simple methodology to quantitatively measure such
success. The rationale of this methodology is to estimate the number of reactions per post a category
should attract based on its popularity, and compare that estimation to the actual number of
reactions received by the category. We provide an estimation of the success of each category for
eight types of reaction: FB Likes, FB comments, FB shares, G+ +1s, G+ reshares, TW favourite and TW
retweets.

The main findings of our research can be summarized as follows:

(1) Cross-posting is a frequent practice across professional users. In addition, the cross-posting
phenomenon mainly happens between FB and TW, but it is also relevant between FB and G+.
However, professional users rarely publish the same information in their TW and G+ accounts.

(2) We demonstrated that for some sectors professional users present a common behaviour. The
sectors we found that fulfil this statement are: Athletes, Cars, Media News, Movie, Musician-Band,
News Website, Politician, and Sports Teams.
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(3) Each of the categories listed above present differential elements in their use of OSNs. For
instance, Athletes activity and preference is biased to TW; categories related to news are extremely
active in the three OSNs; Cars is the category with major interest in G+, and Movie shows a low
activity and a clear preference for FB.

(4) The categories listed above can be further clustered into three significant groups based on the
similarities in their strategies: individual users (Athletes, Musician-Band, and Politician), commercial
brands (Cars and Sport Teams) and news (Media News and News Website).

(5) We demonstrate that the level of engagement of a professional user is linearly correlated to his
popularity, which allows us to define a model that estimates the number of reactions per post a
category should obtain according to its popularity.

(6) The only categories with a successful strategy in FB are Movie (which is successful in all OSNs) and
Politician, which is the only category that does not cover the engagement expectation in G+.
Similarly, the only two categories that fail in attracting the expected number of reactions in TW are
Media News and News Website.

2.3.1 Data Collection Methodology

In this section we explain the selection of professional OSNs, describe our crawlers to collect data
from those users, and introduce the way we classify the users into categories.

The first concept we need to define is what we refer to as OSNs professional user. It corresponds to a
social profile behind a private company, public body or very popular individuals that usually have
presence in most of the major OSNs and pursuit different goals than regular OSN users. These
professional users utilize OSNs to increase their visibility, improve their popularity, enhance their
reputation, etc. Some examples of professional users include companies, celebrities, politicians, etc.

Our first challenge was to identify a numerous group of relevant professional users having active and
popular accounts across FB, TW and G+. To this end, we rely on a large dataset collected for a
previous work [MGF13] that includes thousands of very popular professional and regular users with
an account in at least one of these OSNs. From these users we were interested in those ones that
meet two requirements: (i) have an active account in FB, TW and G+; (ii) present a high popularity in
at least two of the systems. We found 616 professional users that have an active account in the three
systems and satisfy the popularity requirement. We validated that the selected users were actually
very relevant in at least two of the three considered OSNs by means of an external source?! that ranks
professional users in each system in terms of popularity. It must be noted that in many cases the
selected users appear in relatively high positions in the three rankings.

In order to define the strategies of these users we need to collect the activity of these users as well
as information associated to each activity (i.e., post) like: timestamp, type of content, number of
reactions, description of the post, etc. We used the crawlers developed in eCOUSIN for FB, TW and
G+ for this purpose.

Following we highlight three relevant elements related to the data collection process and the
implications they have for our research. (i) Our crawlers only collect public posts. However, for this
particular research this is not a limiting factor since most professional publishers’ posts are public. (ii)
We had to convert the timestamp associated to the collected posts to a common time zone taking
into account seasonal time changes. We decided to use GMT. (iii) In order to properly study the
strategy of a user across FB, TW and G+ we need to use the same temporal window in the three
systems. TW only allows to retrieve the last 3,200 tweets of a user that imposes a temporal limitation

Lhttp://www.socialbakers.com/
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that should be extrapolated to FB and G+. Then, the time window employed in each user ranges
between the last collection day, 24 Aug. 2013 (which is the same for all users), and the date from
which we can retrieve the oldest tweet (which varies from user to user). This guarantees an analysis
of the activity for each user in the three systems during the same period.

Table 10 summarizes the datasets used in this research. In total, we analyse more than 2M posts
published by 616 professional publishers in FB, TW and G+.

[ OSN | #posts avg(posts]  Teross posts  #like  #comments  dshares |

FB 423K G495 33.63 2.08 BEM 2350
G4 ITHK 304 20,36 2TM 6M 3M
TW 1.7M 2648 7.17 2T4M - 491 M

Table 10. Dataset description

Finally, in order to address the main goal of the research we need to assign the 616 users to the
categories they are representing. Towards this end we have used a straightforward approach based
on the category each professional user selects when they register their FB page. Therefore we assign
each user to the category they have selected in FB. Overall, the 616 users are classified into 62
different categories. The goal of this research is to find whether users in some category present a
common behaviour on their utilization of OSNs, describe the strategy in that category and determine
its degree of success in FB, TW and G+. We can only perform that analysis for those categories in our
dataset that includes enough users. Then, we have decided to study categories represented by at
least 10 users in our dataset. Table 11 shows the number of users associated to the 15 categories
that meet that requirement. We have made an exception for the category Politician, which is formed
by only 6 users. Although we acknowledge that 6 users must not be enough to generalize the
strategy of politicians, we believe it is worthy to study such an interesting category. We believe the
16 categories we are going to analyse present a quite interesting heterogeneity of sectors (e.g.,
popular individuals, big industrial companies, news agencies, TV or the Internet) that address
different audiences.

# category Fuser | #  category Fuser
1 Musiclan_band 134 %  Food_beverages 18
2 Tvshow 40 v Website 16
3 Public_figure 32 11 Cars 15
4 Medianews_publishing 249 12 Clothing 13
5 Actordirector 28 13 Movie 12
6 Athlete 24 14 News.media website 12
T  Sports.team 23 1% Twvonetwork 12
& Product_service 20 16 Politician ]

Table 11. Categories in the dataset with more than 10 users.
2.3.2 Cross-Posting
2.3.2.1 Methodology to Identify Cross-posts

In order to compare the cross-posting activity of professional users we need to have an accurate
mechanism that detects when two posts are actually containing the same information. Hence, we
have implemented a hierarchical classification algorithm that determines whether two posts can be
considered as cross-posts in two steps. Then, given the description (i.e. the text associated with a
post) of the two posts, P1 retrieved from the account of user U in OSNA and P2 published by U in his
account in OSNB, our algorithm proceeds as follows:

(1) We compare P1 and P2 using NTLK Fuzzy Match [NTL13] which provides a binary decision based
on the similarity of the compared texts. NTLK Fuzzy Match generates a positive answer (i.e., the
same text) when both texts are very similar and only differ in some few characters. Therefore, in the
context of cross-posting analysis if NTLK Fuzzy Match determines that P1 and P2 are similar, we can

Page 44 of 154
Copyright © eCOUSIN Consortium, December 2014



Deliverable D3.3 Measurement, Modelling & Prediction
of Social-Content Interdependencies (Final Version)

safely classify them as cross-post. However, in the case in which the output is negative we cannot
guarantee that P1 and P2 are not referring to the same information, thus we cannot classify them as
regular posts. In summary, all the pairs of posts receiving a positive classification are labelled as
cross-posts while the remaining pairs need to go through the second step of our algorithm.

(2) We compare P1 and P2 using two similarity metrics: cosine similarity [SINO1] and string similarity.
These two metrics provide as output a value ranging between 0 and 1, so that the closer the output
is to 1, the more similar P1 is to P2. Based on the obtained results, we classify P1 and P2 as cross-post
if both metrics, cosine similarity and string similarity, are 2 0.5. Later in this section we validate our
methodology and demonstrate why we have selected the 0.5 threshold. It must be noted that P1 is
compared to P2 in case P2 was published in a period ranging between one week before and one
week after P1 was published. In addition, we highlight that our algorithm is not bound to any
particular alphabet so it can be applied in multiple languages.

2100 slmilnelty 2106 slmileelty | 51007 slmilereley
Fie ] Fr T FI Foe

115 L14% L.12'% 100K (R

Table 12. Validation of the cross-posts identification methodology. The table shows the false
positive (FP) and false negative (FN) ratio for different similarity thresholds (ST) in percentage.

In order to ensure the accuracy of the proposed methodology 3 people manually classified 13K
random posts as cross-posts or regular-posts. In order to have a meaningful validation set we
ensured that half of the posts had been labelled as cross-post and half as regular-post by our
classification tool. Then, given two posts published by a user in two different OSNs we classify them
as a cross-post if at least 2 out of the 3 individuals performing the manual inspection indicate that
both posts contain the same information. Based on the ground truth set we compute the false
negative and false positive rate for our methodology using three different thresholds for the second
step of the algorithm: 0.3, 0.5 and 0.7. Table 12 shows the false positive and false negative rate for
our algorithm for each of the selected thresholds. The results clearly determine that 0.5 is a very
good threshold since it presents a very low rate for false positives (0.14%) and false negatives
(1.11%).

We applied the described methodology to the selected 616 OSN professional users and found 176K
cross-posts across their OSNs accounts.

2.3.2.2 Cross-Posting Characterization

The first question we aim to answer is whether the cross-posting phenomenon exists in the activity
of professional users, and what is its weight in FB, TW and G+. We then look at how this cross-
posting occurs among the three OSNs under analysis. To this end, we quantify the fraction of cross-
posting between FB-G+, FB-TW, TW-G+ and FB-TW-G+, in order to determine what set of OSNs is
actually used more frequently by users to publish the same information. Finally, we also look at the
preference of the users in our dataset for FB, TW and G+. We borrow the concept of preference from
[25]. The authors define preference for an OSN as the bias of a user to choose more frequently that
OSN as initial source of information when he aims at posting a given information in several OSNs.

2.3.2.2.1 Quantification of Cross-posting Activity

The goal is to quantify the cross-posting phenomenon for professional users in FB, TW and G+.
Towards this end, we compute for each user and each OSN the portion of cross-posts with respect to
all the posts each user has published. For instance, given a user U and his FB account we compute
how many posts published in that account also appear in TW, G+ or both. We quantify the same
parameter for the TW and G+ accounts of user U. Figure 22 shows the CDF for the portion of cross
posts across the users in the three OSNs. The x axis refers to the portion of posts and the y axis to the
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portion of users. For instance, the point {x=0.2, y=0.4} in the line associated to FB indicates that 40%
of the users have <20% of cross-posts in their FB accounts.

1
0.8

0.6

0.4

Portion of Users

0.2k _FB
" -G+
- TW

0 0.2 0.4 0.6 0.8 1
Portion of cross posts

Figure 22. CDF for the portion of cross-posts per user in FB, G+ and TW.

The first immediate conclusion extracted from the graph is that most of the professional users have
published some cross-posts. Only 6%, 15% and 28% of the users in FB, G+ and TW, respectively, did
not present any cross-post. Hence, the first conclusion is that in general professional users find some
value in cross-posting.

If we compare the results obtained for the three OSNs, we clearly observe that, in relative terms,
cross-posting activity is more frequent for those posts published in FB and G+ than in TW. The results
for TW show that most of the tweets are not replicated neither in FB nor in G+. The median value,
which indicates the typical portion of cross-posts for a user in each OSN, shows that for a typical
professional user around 1/4 of the posts that appear in FB and 1/4 of the posts that appear in G+
are also available in other OSN. However, in the case of TW, out of 100 tweets only 3 of them are
replicated in other OSNs. Finally, we can find quite a large portion of professional users with
intensive cross posting activity. In particular, 25%, 23% and 1.5% of the analyzed users, in FB, G+ and
TW, respectively, published more cross-posts than regular-posts.

The previous analysis refers to the cross-posting activity in relative terms. However, it is important to
notice that, according to the overall activity of the professional users in our dataset, the publishing
rate of professional users in TW is four times higher than in FB and G+. Hence, although TW presents
a much lower cross-posting activity in relative terms, it actually has a larger number of cross-posts
than G+, and it is much closer to FB in the absolute number of cross-posts. In median, a professional
user presents 114, 85 and 20 cross-posts in FB, TW and G+, respectively.

2.3.2.2.2 Inter-OSN Cross-posting

Once we have demonstrated that cross-posting is a common practice among professional users in FB,
TW and G+, we analyze how cross-posting happens among them. Our goal is quantifying whether
professional users prefer to share information in FB and TW, or rather it is more frequent finding
common posts in FB and G+, or if they have more cross-posts published in TW and G+. In order to
perform this analysis we proceed as follows. For a given user U we get all his cross-posts in FB
(independently of whether the first appearance was in that OSN or another one) and compute which
portion of them also appears in TW, which portion in G+ and which portion in both TW and G+. We
repeat the same process for user U’s TW and G+ accounts. Therefore, for each user we know the
cross-posting level for the following relations: FB - TW, FB - G+, TW - G+and FB-T W - G+.
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Figure 23. CDF for the portion of cross-posts and in each possible cross-posting pattern (FB-TW, FB-
G+, TW-G+ or FB-TW-G+).

Figure 23 shows the CDF for the portion of cross-posts that occurs for the four referred relations
across the 616 users in our dataset. Again in this figure the x axis refers to portion of posts and the y
axis shows the portion of users. For instance the point x=0.4, y=0.3 in the FB-TW line indicates that
30% of the users publish <40% of their cross posts in FB and TW. The results reveal that professional
users perform much more cross-posting between FB and TW than in any other combination of OSNs.
This claim is supported by the fact that in median a professional user publishes 70% of their cross-
posts on FB and TW. In addition, we find that only 8% of the users never shared a post between their
FB and TW accounts, while this value grows to 30% between FB and G+, to 40% when the three OSNs
are involved, and goes to 55% when we consider TW and G+. Therefore, this last result surprisingly
states that is more likely that a user publishes a given information in the three OSNs than just in TW
and G+.

2.3.2.2.3 Preference of Professional Publishers

We want to understand which OSN professional users prefer to publish first the information.
Answering this question will roughly determine which OSN professional users value most for
publishing an information that they plan to post in two or more OSNs. We define the preferred OSN
of a user as the one he selected in first place for most of his cross-posts [25]. For instance, if a user
has generated 20 cross-posts from which 10 were first published on FB, 6 on G+ and 4 on TW, we
define FB as the preferred OSN for that user. Table 4 shows the number and portion of users in our
dataset that prefer each OSN. The results reveal that half of the professional users prefer FB, closely
followed by 45% of the users that prefer TW, while only 5% of the users choose G+ as their initial
OSN for publishing their post. Furthermore, we compute the number of users that select first a
particular OSN for more than 80% of their cross-posts, which shows a strong preference. There are
102 (16.56%), 75 (12.18%), and 5 (0.8%) users with a strong preference for TW, FB and G+,
respectively. In summary, professional users are (more or less) equally divided into those that prefer
TW and those that prefer FB, and very few cases that show a preference for G+.

Lot i LUscrs o U scrs
FE | 307 | 5
[ 3l 5

W 275 45

Table 13. Preferred OSN per user
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2.3.3 Detection of Common Strategies by Sectors

The goal of this section is to verify the baseline hypothesis of whether the users of a particular sector
present a similar behaviour in their use of OSNs. Then we first introduce the behavioural metrics
used to describe the strategy of a user, and later apply the methodology proposed in [FVM13] to
discriminate which categories follow our hypothesis.

2.3.3.1 Metrics to Capture Behaviour

The strategy of a user is defined by the decisions that he takes when posting information across
several OSNs. Therefore, the elements we use to define the activity are behavioural metrics directly
related to those decisions. Each behavioural metric is captured with one (or more) values in each
OSN as it is detailed below. Overall each user is represented with a behavioural vector of 33 values
that defines his strategy across FB, TW and G+. We wanted to provide the same weight to all the
parameters, hence all the values range between 0 and 1 in the vector. This has led us to normalize
one of the metrics, the activity rate. We have performed the normalization using the 90th-percentile
of that parameter considering all the users in our dataset. All the users with a value above the 90th-
percentile was assigned a value equal to 1 in the normalization. Note that we perform the
normalization individually for each OSN.

Activity rate: We measure the average posts per day published by the user. As it is reported in [24],
OSN users are intrinsically much more active in TW than in FB and G+. Therefore, we are interested
on knowing how active is a user in a particular OSN with respect to the activity of other users in that
OSN. With the proposed normalization for this metric we achieve that goal. This metric generates 3
values in the behavioural vector, one per OSN.

Fraction of Cross-Posting: We use as metric the portion of cross-posts in each OSN per user (3 values
in the vector).

Cross-Posting pattern: We use as metric the portion of cross-posts happening in each possible OSN
combination, i.e., FB-TW, FB-G+, TW-G+ or FB-TW-G+ (4 values in the vector).

Preference: This element is measured using the portion of cross-posts initiated in each OSN. This
metric allows us to establish what is the preference of a user among the evaluated OSNs (3 values in
the vector).

Type of content in regular-posts: This metric measures the portion of posts assigned to different
types of content from the regular posts published by the user. In the case of FB and G+ the options
are photo, video, link and text (only text or link in the case of TW). This metric generates 4 values in
the vector for FB, one per type of content, 4 values in G+ and 2 Values in TW (10 values in total in the
vector).

Type of content in cross-posts: This metric is similar to the previous one but in this case it only
considers cross-posts (10 values in the vector).

2.3.3.2 Identifying Categories whose Users Present a Similar Strategy

We compare the similarity in the strategy of two different users by computing the Euclidean distance
between their vectors. Hence, the lower the Euclidean distance the closer the strategies of the two
users are. We can apply this process to compute what we refer to as intra-category and inter-
category similarity. The former refers to the Euclidean distance between each pair of users within the
category, while the latter is represented by the Euclidean distance of each user in the category to all
the users outside that category.

We now apply the methodology proposed in [FVM13] to find the categories whose users present a
similar strategy across FB, TW and G+. First, we measure the intra-category and inter-category
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cohesion of each category using a Kernel Density Estimation (KDE) [HTFO1] method, where cohesion
is measured based on the Euclidean distance. In addition, for each category, we run the Wilcoxon
rank-sum test [WIL45] on the distributions of the intra-category and inter-category Euclidean
distance. This is a non-parametric test of the null hypothesis that two populations are the same. The
Wilcoxon test also provides the parameter W that measures the distance between the median of
both distributions. In our analysis W equals Median inter minus Median intra, thus the larger W is the
stronger is the intra-category cohesion. We note that we compute the parameter W as the
difference of the medians in percentage (instead of absolute term) that provides clearer insights.
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Figure 24. Kernel density estimation of the intra-category and inter-category Euclidean distance for
those categories whose users do not present a common strategy
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Figure 25. Kernel density estimation of the intra-category and inter-category Euclidean distance for
those categories whose users present a common strategy
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Figure 24 shows the KDE results for those categories in which the Euclidean distance among the
users inside the category is very similar to the Euclidean distance with external users. This can be
easily observed since the distributions are overlapped. Aligned to this result, the Wilcoxon test
validates the null-hypothesis in all the cases (i.e., the distributions are the same), and W is below
2.5% in all the cases. Therefore, we conclude that the users in those eight categories do not present
a common behaviour.

Contrary, Figure 25 depicts the KDE for those categories with a major intra-category cohesion. In this
case, the Wilcoxon test rejects the null-hypothesis in all cases. This means that the intra-category
and inter-category distributions are statistically different (p-value<0.001) for these eight categories.
This statement is supported by the fact that for these categories W ranges between 15% and 30%.
Therefore, these results uncover eight categories whose members present common behavioural
elements (i.e., strategy) that globally differ from the strategy of the users outside that category.
These eight categories are: Athletes, Cars, Media News, Movie, Musician-Band, News Website,
Politician and Sport Team.

We note that from now on in the research the strategy of each category will be represented by the
centroid of the category.

2.3.3.3 Similarity Between Categories’ Behaviour

We have demonstrated that there are 8 categories whose users present a similar use of OSNs.
However, the previous analysis neither says how close are the strategies of these categories nor
defines the main elements of each strategy. In this subsection we address the first point, while the
second question is covered in the next section.

To compare the strategies between two categories we calculate the Euclidean distance between
their centroids. Figure 26 shows a colormap in which each cell unveils the Euclidean distance
between the centroids of two categories. Visually, the closer the strategy of two categories is the
darker the cell is.

Movies
Sports—team

Cars

News-website

Media-news

Politician

Musician-B

Athletes

Figure 26. Colormap that represents the Euclidean distance between the behaviour of the eight

categories with a similar strategy. The closer the strategy of two categories is the darker the cell

representing their Euclidean distance. We find three relevant clusters among the analyzed users
that are highlighted using a yellow dotted line.
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The results reveal three interesting clusters. First, Media News and News Website have very different
strategies to any other category, while they present some commonalties in their use of OSNs.
Second, the categories that represent individual users, i.e., Athletes, Music-Band and Politician,
present a more similar strategy among them than to other categories. Third, Cars and Sport Teams,
the two categories representing companies, present a major similarity to each other than to any
other category. Finally, Movie present a strategy that is neither far away nor close to any other
category except the two categories referring to news.

It is important to highlight that the fact that two categories present a higher similarity in their
strategy does not mean they present exactly the same behaviour (i.e., the same values in the
metrics). Instead, the correct interpretation is that those two categories will present some
commonalities in some behavioural elements that make their strategies closer with respect to other
categories.

2.3.4 Unveiling Strategies

In this section we reveal and discuss what are the most significant elements in the strategy of the 8
categories under analysis. Towards this end we use all the behavioural elements introduced above
except cross-posting pattern because it is only relevant in the strategy of Cars. The other categories
closely follow the general results reported before for this metric. In addition to the behavioural
parameters, we use the popularity (i.e., number of followers) of each category in each OSN in the
analysis. The reason is that although the popularity is not a behavioural element itself, it can
influence the decisions of a user. As we did for the activity rate, we have normalized the popularity
using the 90th-percentile in each OSN.

Figure 27 shows one bar plot per category in which each bar shows the value of popularity, activity
rate, preference and fraction of cross-posts in each OSN, respectively. We have highlighted in full
color the bars that represent the most significant elements of the behaviour of each category. In
addition, Figure 28 shows the types of content in regular-posts and the types of content in cross-
posts for each category and OSN, respectively. Following, we describe the strategy of each category:
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Figure 27. Bar plot that shows the value of the following metric for each category and OSN:

popularity, activity rate, preference and fraction of cross-posts
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Figure 28. Bar plot that shows the types of content published in each category per OSN

Athlete: It is the category with the strongest preference for FB and with the most intense cross-
posting activity in the three OSNs. It presents a low activity in all OSNs compared to other categories.
Regular posts are mostly photos and links in FB and G+, however cross-posts are dominated by text
in these two OSNs. This is explained because most of the cross-posts are initiated by TW (as shown
by the strong TW preference) and replicated in FB and G+ as text. Finally, it is the most popular
category in TW, which may explain its strong preference for this OSN.

Musician-Band: This category presents a clear preference for TW and an important level of cross-
posting in this OSN (only surpassed by Athletes). The posts published in FB and G+ are mostly
audiovisual content, both in cross-posts and regular-posts. The activity rate is low in the three OSNs.
Finally, in terms of popularity, Musician-Band is the second most popular category in FB and TW
behind Movie and Athlete, respectively.

Politician: Similar to Athlete and Musician-Band this category presents a preference for TW as well as
a low activity in all 3 OSNs. The most interesting behavioural element of Politician is that it uses
different content in FB and G+. Politician publishes more links in FB than in G+, where it mostly
publishes audiovisual content. They also opt for using links in most of the tweets.

Media News: The differential strategy of this category is clearly a very high activity rate in the three
OSNs. Actually, this seems reasonable since the users in this category are professional users (news
agencies, portals, etc.) that are continuously publishing recent news. In addition, a second
particularity of Media News is that the most common type of content in FB and G+ is link. However,
it very rarely uses links in TW. In addition, together with News Website, this category shows a more
balanced preference between FB and TW.

News Website: As the previous category, the differential behavioural element of News Website is its
extraordinary high activity rate in all OSNs. In addition, News Media Website also shows a quite
balanced preference between FB and TW. Contrary to Media News, in this case posts in FB are
mostly photos, while in G+ they are balanced between photos and links.

Cars: Cars is the category with a major interest in G+, which may be due to its high popularity in that
OSN. The behavioural elements that shows that interest are: (i) it is the only category in which the
selection of G+ as initial source of information is relevant (it happens in almost 10% of the cross-

Page 52 of 154
Copyright © eCOUSIN Consortium, December 2014



Deliverable D3.3 Measurement, Modelling & Prediction
of Social-Content Interdependencies (Final Version)

posts), (ii) Cars is the only category in which its (relative) activity rate is higher in G+ than in TW and
FB, and (iii) Cars is the only category in which the cross-posting activity between TW and G+ is not
negligible since this pattern appears in 15% of the cross-posts. Apart from its interest in G+, Cars is
clearly biased to FB in terms of preference and mostly uses audiovisual content in its posts. This
seems reasonable since the business of Cars companies has a lot to do with presenting an attractive
view of their cars and this requires the use of audiovisual material.

Sports Team: There are three elements that denote the behaviour of Sport Teams: first, a clear
preference for FB, and second, an intense use of photos in its posts. Three, a considerably high
activity in the three OSNs compared to the other categories (with the exception of the two
categories related to news).

Movie: The behaviour of this category is defined by a strong preference of FB, the use of photos in
most of its FB and G+ posts, and the lowest activity rate in the three OSN among the categories
under analysis. This happens because the OSN accounts associated to movies are only active in a
short period of time around their release and later they just keep a residual activity. Finally, there is a
big contrast in its popularity since it is the most popular category in FB, but the least popular in TW
and G+.

We conclude our analysis by enumerating the common behavioural aspects for the three clusters
identified before. (1) All the individual users present a preference for TW and a relatively low activity
in all OSNs compared to other categories. (2) Cars and Sports Teams, which represent commercial
companies, shows a clear preference for FB and mostly post audiovisual content in FB and G+. (3)
The categories related to news reporting coincide in having a very high activity rate.

2.3.5 Evaluation of Strategies Success

To conclude this research we want to assess the success of the strategies adopted by the analyzed
categories. To the best of our knowledge it does not exist any standard metric or methodology to
evaluate the success of a strategy in OSNs. Our approach is based on the conviction that the number
of reactions that a user attracts in his posts is the only objective available metric to capture the
interest/engagement of end-users in the activity of a professional user. Therefore, in this research
we propose to measure the success of the strategy of a category as a function of the average number
of reactions that the category attracts per post. We believe that the proposed methodology is a
useful tool to estimate the success of a particular strategy in the context of this section. However, we
do not pretend to present it as a reference methodology to globally evaluate success in OSNs.
Following, we first introduce our methodology and later we discuss the results extracted from

applying it.
2.3.5.1 Methodology to Measure the Success Degree of Strategies

Our methodology proposes to compute the success of the strategy of a category as the difference
between the expected number of reactions per post that category should receive and the actual
number of reactions it receives. Therefore, our goal is to propose a model that estimates the
expected volume of reactions per post for the eight categories under discussion.

Our intuition is that the number of reactions that a user attracts in a post in an OSN is strongly
correlated to his popularity in that OSN. Therefore, our first step is to validate this hypothesis that
would allow us to formulate the expected number of reactions as a function of the popularity.
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Table 14. Pearson coefficient, p-value, and Regression Coefficient of the correlation between
popularity and reactions.

We calculate the Pearson Product-Moment Correlation Coefficient (PPMCC) between the popularity
and all the reaction types separately. The PPMCC measures the degree of linear dependence
between two variables, which becomes higher as the PPMCC moves to 1. Table 14 shows the PPMCC
and p-value for the correlation associated to each reaction type. The results reveal a very strong
linear positive correlation between popularity and volume of reactions per post for all types of
reaction in all OSNs (PPMCC>0.7 and p-value<0.05). There is only one exception, G+ comments (p-
value>0.05), which are omitted from our analysis in the rest of the section.

Based on these results, we propose a simple linear model that estimates the number of reactions a
category should receive based on its popularity. Hence, we perform a linear regression to obtain the
regression coefficient, listed in Table 5, associated to each type of reaction. In a nutshell, we
estimate the number of reactions per post for a particular type of reaction in a category multiplying
the popularity of that category by the regression coefficient for that reaction type.

Once we have the model to estimate the expected number of reactions we are able to evaluate the
success of the different strategies. Figure 29 shows a colormap that represents the level of success of
each category for each type of reaction. The colormap shows a positive (associated to green color)
and negative (associated to red color) scale. For instance, a value of +2 implies that the category
under analysis obtains twice as many reactions per post than what our model suggests. In contrast, a
value of -2 indicates that the category is attracting half of the expected reactions per post. Note that
the darker is the green color in a cell the higher is the success. Similarly, the darker is the red color in
a cell the less efficient the strategy is. Each row corresponds to one category and presents a visual
overview of the success of its strategy across the different OSNs and types of reactions.
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Figure 29. Colormap that represents the success of the strategy of each category across different
types of reaction. The green color represents success and the red color represents failure.
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2.3.5.2 Discussion of Strategies’ Success

Movies is the only category with a successful strategy in all OSNs according to the volume of
reactions it receives per post. This is an indicator that the adopted strategy is well adapted to the
requirements of its audience in each OSN.

Athletes and Musician-Band are successful in TW and G+, but they fail in FB. Based on their clear
preference for TW, it seems its strategy is adequate to cover their main objective, however they
should modify their behaviour in FB in order to increase the engagement of end-users.

Politician has a successful strategy in FB, especially on attracting comments, but it fails in G+. In the
case of TW it manages to get more retweets than expected, but does not cover the expectation in
number of favourites. Its strategy is fair enough in FB to cover the expected reactions. In the case of
TW, if its major interest focuses on spreading tweets its strategy is also adequate.

It seems that the interest of Cars in G+ is obtaining its reward since it manages to attract more
reactions than the estimation of our model. In contrast, it seems Cars should revise their behaviour
in FB since it only succeeds on the number of shares, even though it has a strong preference for this
OSN.

Sports Team fails in FB, but is successful in TW and G+. Therefore, it should change some behavioural
aspects to increase their engagement in FB.

Finally, Media News and News Website categories present a quite similar success pattern with the
exception of G+ likes. We believe the most important types of reactions for news agencies and
portals are share, reshare and retweet, since their goal is to spread the reported news as much as
possible. For these reactions they present an almost identical result that reflects a success in FB and
G+, but a failure in TW. This is a quite negative outcome since TW is considered a very relevant
communication channel to disseminate news nowadays.

2.3.6 Conclusions

This research advances the state of the art regarding the strategy used by professional users in OSNs
in three main elements. (i) To the best of our knowledge this is the first study that follows a data-
driven approach to analyze the strategy of professional users in OSNs. (ii) We evaluate the global
strategy of some professional sectors in the three major OSNs, namely FB, TW and G+. In contrast,
most previous work focuses in the analysis of individual users and obtain adhoc conclusions. (iii) To
the best of our knowledge, this research is the first one that proposes a quantitative estimation of
the success of a strategy. In order to be able to make an analysis per sector, our first step has been to
demonstrate that there are sectors whose users present similar behavioural elements that define a
common strategy in OSNs. In particular, we have found eight sectors with a common strategy:
Athletes, Cars, Media News, Movie, Musician-Band, News Website, Politician, and Sports Teams. The
more interesting findings for the analyzed sectors are: (i) the two categories related to news show an
extremely intense activity in the three OSNs; (ii) Athlete shows a strong preference for TW that
directly impacts the information published in FB and G+; (iii) Cars gives a high value to G+ where they
have a much stronger presence than any other category, and, (iv) Movie is very active around the
release of the film but later the activity becomes residual. Finally, we estimate the success of each
strategy. The success is measured as the difference between the actual volume of engagement (i.e.,
reactions per post) and the expected volume of engagement based on the popularity of the category.
Movie is the only category that overpasses the engagement expectation in all OSNs. Politician is the
only category, in addition to Movie, with a clear success in FB, but it is the only category that does
not reach the expectation in G+. Finally, the news-related categories are the only ones that do not
reach the expected engagement in TW, neither in retweets nor in favourites. In addition to all the
previous findings, this work presents an aside contribution that characterizes the cross-posting
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phenomenon for professional users across FB, TW and G+. We have demonstrated that this
phenomenon exists and is relevant. The dominant cross-posting pattern is FB-TW, while it is very rare
to find information shared between TW and G+.

2.4 Analysis of BTLive Content Distribution

In deliverable D3.1 [D3.1], the first steps for the study of BitTorrent Live were presented. Since then,
the measurements were continued and models for the system were derived to better understand
the content distribution process of this new system. To this end, the following content was published
as conference paper [RKH14] with the title “Clubbing with the Peers: A Measurement Study of
BitTorrent Live” at the IEEE International Conference on Peer-to-Peer Computing 2014 in London and
was awarded with the best paper award.

2.4.1 Introduction

The distribution of media content over the Internet has gained increasing attention over the last
decades, resulting in a dominating part of worldwide network traffic [Cis13], [San13]. The increasing
access bandwidth of consumers combined with the development of highly efficient video codecs, as
well as new classes of end-user devices are inevitably changing the user behaviour in media
consumption [Eri13] and have coined new application scenarios and business models for over-the-
top video streaming. Examples include video-on-demand services like YouTube? for user generated
content or Netflix*> for movies and TV series. Even traditional TV broadcasters recently started
providing their content as catch-up TV. In spite of these new services, studies show that linearly
broadcasted TV content as well as live delivery of events still play an important role for the users
[Eri12], [Eri13]. As a result, also more and more live content shifts to the Internet [Med13].

The distribution of live video content on an Internet scale has been extensively studied both in
research and industry. While IP multicast would be a desirable and efficient approach for distributing
live streams to a large number of users, it has a number of considerable drawbacks for network
providers that could not completely be addressed in the last decades [DLL+00]. As a result, IP
multicast is not available on an Internet scale and, in particular, not for the delivery of over-the-top
traffic. Today, mostly cost-intensive centralized streaming systems are used, relying on individual IP
unicast streams to clients. Due to the inherent limitations of this approach, content-delivery
networks (CDNs) were deployed, such as the largest one by Akamai [NSS10]. With hundred
thousands of servers all over the world, Akamai forms an overlay network on top of the Internet that
is able to widely distribute content before it is delivered to the end users by nearby CDN nodes
relying on unicast.

To further improve the distribution of content and to reduce costs for the content provider, a large
number of decentralized, i.e. peer-to-peer (P2P) streaming approaches have been proposed [ZH12].
While some of them are meant to operate completely decentralized, also hybrid CDN-P2P
approaches, such as Akamai’s NetSession [ZCL+13] have been recently proposed and successfully
applied. Using otherwise idle client resources i.e. upload bandwidth, P2P streaming systems are able
to greatly reduce the load on the content providers as well as on CDNs. Especially for small content
providers and live streams with hard to predict dynamics in the number of users, P2P streaming
remains a promising approach. The key factors that are usually applied to investigate the streaming
quality of such decentralized live streaming approaches include the achievable playback delay, i.e.
the time between broadcasting at the streaming source and playback at the clients, as well as the

2 https://www.youtube.com/ [Accessed July 30, 2014]
3 https://www.netflix.com/ [Accessed July 30, 2014]
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caused overhead. Depending on the delivery coordination and built topology, playback delays can
vary between less than a second and minutes [ZH12].

In September 2012, Bram Cohen presented a novel P2P streaming system based on the so called
screamer protocol [Coh12], specifically targeting live streaming with low delays and low overhead.
The approach was filed as a US patent [Coh13] and published as a first implementation, called
BitTorrent Live 4(BTLive), in March 2013. According to [Coh13], the specific benefits of the BTLive
system are its low latency and low overhead. For content providers considering to use BTLive to
broadcast potentially large-scale live events, it is essential to get an in-depth understanding of its
properties and limitations. To the best of the authors’ knowledge, there currently exists no publicly
available study on BTLive's performance characteristics. For P2P streaming, in particular, the tradeoff
between performance, in terms of delay imposed by the system, and the costs in terms of server
load on the content provider itself, as well as the overhead imposed on the individual clients need to
be well understood. As clients are contributing with their resources, they become a crucial part of
the system.

To this end, this work presents a detailed measurement study of the BTLive streaming system
conducted since March 2013. The system is currently down as the BTLive developers are preparing
for a mobile version of the system. As basis for measurements, the official beta version of BTLive was
used, which was accessible on the BitTorrent webpage until February 2014. The goal of this work is
to quantify BTLive’s key system characteristics and, thus, answer the following three key questions:
(1) How P2P is BTLive? (2) How delay optimized is BTLive? (3) What is the overhead of BTLive?

2.4.2 BitTorrent Live

A huge variety of P2P live streaming protocols have been proposed over the years (see [ZH12] for an
overview). In comparison to those systems, BTLive can be classified as hybrid streaming overlay that
applies a number of different mechanisms at the same time. Figure 30 shows the structure of the
stream delivery for an example configuration. This approach, which was introduced in [Coh12], could
be confirmed during the measurement study presented in this work. The process conceptually
consists of three stages: (1) a push injection of video blocks from the streaming source into the so
called clubs, (2) an in-club controlled flooding, and (3) a push delivery to leaf peers outside the
individual clubs.

The source divides the video stream into substreams, which is a well-known concept in multi-tree-
based streaming [CDK+03], [LGLOS8]. A tracker is used for peer discovery, similar to the concept
known from BitTorrent [Coh03]. The peers are divided into clubs, whereby each substream belongs
to one of the clubs. The assignment to clubs is done by the tracker when a peer joins the system. A
peer belongs to a fixed number of clubs in that it is an active contributor. In all other clubs, the peer
is a leaf node and solely acts as downloader. The source plays a special role and always belongs to all
clubs to inject the video stream to the individual clubs. Peers strive to establish multiple in-club
download connections with members belonging to the same club as well as a single out-club
download connection within each of the other clubs. To contribute to the distribution of blocks,
peers can establish multiple upload connections to peers within the same club as well as to leaf
nodes outside the club. The objective of a club is to spread video blocks of its respective substream
as fast as possible to many nodes that can then help in the further distribution process. According to
[Coh12], peers can be part of multiple clubs at the same time. This has the advantage of being able
to balance upload resources across clubs, but is not required for the approach to work.

As mentioned, peers strive to establish a number of upload and download connections inside their
own clubs to help in fastly spreading blocks of the respective substreams. In contrast to pure multi-

4 http://live.bittorrent.com/ [Accessed July 30, 2014]
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tree approaches, BTLive does not build up a single, stable datapath within the clubs. Instead, it builds
a structure that can be classified as mesh topology, where peers may receive blocks within the club
from any of the peers they have a download connection with. While typical mesh based streaming
systems use a pull-based mechanism for a controlled block delivery process, BTLive relies on a
pushbased mechanism, where peers push newly received blocks to all its upload connections within
a club. This way, the costly exchange of blockmaps as well as the requesting of blocks, inherent to
pull-based streaming, is avoided. While this implies a significant reduction of delays for the spreading
of blocks, it also has a major drawback: it introduces the problem of duplicate block transfers. The
reason is that the forwarding process is similar to a flooding of the mesh inside the club. While peers
can locally avoid duplicate forwarding of the same block to the same neighbors, they cannot
eliminate the high chance of delivering blocks that other peers concurrently send to the same
neighbors. Due to the large size and number of video blocks, this can cause a significant overhead,
reducing the overall efficiency of the streaming process.

Push
Injection

In-Club Controlled
Flooding

®® G ™\
O e 6 60600 e

Figure 30: Three-stage delivery process of BTLive: (1) push injection of substreams into clubs; (2) in-
club controlled flooding; (3) push delivery to peers outside the individual clubs

Out-Club
Push Delivery

To mitigate this problem, BTLive includes an additional concept: Every time a peer receives a block
within a club, it immediately sends out a message to all other download connections inside the same
club to announce the arrival of the block to them. As this message is much smaller than a message
including video payload, the chance of sending duplicates can be reduced as neighbors can quickly
learn which blocks were already received by the peer and, thus, should not be pushed to the peer a
second time. This reduces the chance of duplicates but cannot avoid them. Especially the fast
spreading of new blocks and the inherent time dependency between blocks implies a high chance of
peers within a club concurrently sending the same block at the same time.

In summary, BTLive’s design strives to reduce the streaming delay at the cost of duplicate block
transfers. In Section 2.4.4, this tradeoff is further discussed and the overhead caused by the beta
version of BTLive is investigated under realistic conditions. The latter is important information to
understand the performance and costs of the approach and to compare it to other state-of-the-art
streaming solutions.

2.4.2.1 Theoretical Model

A simplified theoretical model has been derived to describe the processes of data distribution in
BTLive and the bandwidth required at the streaming source, i.e. the broadcasting server. The model
is derived from the protocol definition and, in particular, the delivery mechanisms that are tightly
coupled to the concept of clubs. The purpose of this model is to allow for a worst-and best-case
estimation of the required upload bandwidth at the source. Thus, it can help to describe when the

Page 58 of 154
Copyright © eCOUSIN Consortium, December 2014



Deliverable D3.3 Measurement, Modelling & Prediction
of Social-Content Interdependencies (Final Version)

P2P effect can take over, meaning that new peers can completely be served by other peers, not
affecting the bandwidth of the source.

For the model, in the following, it is assumed that each peer is a member of exactly one club, while
the source is a member of all clubs. For simplification purposes, it is further assumed that all peers
have sufficient upload bandwidth.

Two cases are distinguished: In the static case, connections remain active once established, while in
the dynamic case connections with the source can be detached in the process to optimize the
overlay structure. The former describes the worst case and the latter the best case in terms of
required upload capacity at the source. Depending on the specific implementation of the protocol,
overlay structures are expected to result in required capacities in-between these two cases.

1) Static case: The overlay structure resulting from the pure static case is depicted in Figure 31 on the
left. In state 1, the first peer (A) joins the swarmb5. It belongs to club 1 and requires 6 download
connections with the source (S), one for each club. When the next peer (B) joins, the first peer
provides it with the stream for club 1. The remaining streams are served by the source. The third
peer (C) receives the streams for club 1 and 2 from the first and second peer and the remaining
streams from the source. This case is called static as existing connections are not replaced by
connections to other peers that join later. In this case, a peer is only served in full P2P fashion if at
least one peer in each club already exists.

Static Dynamic
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Figure 31: Comparison of the two cases for the first three joining peers

The minimum bandwidth requires at the source for the static case can be calculated using the
following non-closed or closed-form expression:

> The term “swarm” refers to all active peers participating in the overlay.
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where c is the total number of clubs and btrans the bitrate required for transmitting the video
stream using the BTLive message format. The latter can be calculated by adding the BTLive protocol

overhead to the average video bitrate.

For 6 clubs, bwstatic would result in 3.5 times the transmission bitrate btrans. This factor increases to
6.5 for 12 clubs. The ratio of the number of clubs to the required resources in the static case is
illustrated in Figure 32. As expected, it shows that the required source upload bitrate increases
steadily until there is one member for each club. Subsequently, it levels off and the peers are fully
providing the streams for all additional peers that join thereafter.
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Figure 32: Required source upload bandwidth in the static case. The absolute value is calculated by
multiplying this factor by the transmission bandwidth.

2) Dynamic case: This case is depicted in Figure 31 on the right. A suitable replacement of
connections results in less bandwidth required at the source. Thereby, it is the most ideal process for
minimizing required source bandwidth. In state 1, (A) joins and subsequently gets all clubs from (S).
In this state, there is no difference between the two cases. The difference comes into effect in state
2, where (A) terminates its connection for club 2 and establishes the same connection with (B)
instead, which is member of club 2 and, thus, can help to offload the source.

In the dynamic case, the minimum bandwidth required at the source can be calculated as follows:
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For brevity reasons, the closed-form variant is omitted here.

For 6 clubs, bwgynamic results in twice the transmission bitrate btrans. The factor increases to 3.5 for
12 clubs. The ratio of the number of clubs to the required resources in the dynamic case is illustrated
in Figure 33. It shows that the required source upload bitrate increases steadily until there is one
member for c¢/2 clubs. Subsequently, the peers start to release the source and the required source
upload bitrate decreases until there is one member for each club. It then remains at a level of the
transmission bitrate btrans and the P2P effect completely takes over all remaining upload.

The theoretical model shows that the minimum number of peers necessary for the P2P effect to start
as well as the minimum upload bandwidth required at the source both strongly depend on the
number of clubs. The higher the total number of clubs, the more upload bandwidth is to be provided
by the source and the more peers are required for the P2P effect to take over. In the remainder of
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the document, this inherent limitation of BTLive is referred to as source bottleneck problem.
Following the theoretical model, this problem leads to increased server bandwidth requirements in
scenarios where the number of peers is smaller than the number of clubs. As the number of clubs is a
fixed configuration parameter of the BTLive system, it cannot easily be changed during runtime.
Furthermore, having a minimum number of clubs is essential to maintain a multi-tree topology with
all its benefits [LGLO8]. Thus, an adequate choice for this parameter is important and can be highly
dependent on the target scenario.
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Figure 33: Required source upload bandwidth in the dynamic case. The absolute value is calculated
by multiplying this factor by the transmission bandwidth.

2.4.3 Measurement Methodology

The Emanicslab testbed® with 20 nodes distributed all over Europe was used to run the streaming
source and the clients during the study. Depending on the number of peers involved in the individual
measurements, all available sites of the testbed were used. For experiments exceeding the number
of physical nodes, multiple peers were run at individual machines within the testbed. The tracker
software was not published and, thus, could only be run by BitTorrent Inc. Based on the observed IP
address during the study, a single tracker seemed to be run most likely using Amazon EC2 web
services’.

The network traffic at the individual clients as well as the source was captured and studied to derive
statistics related to individual peer connections, different packet types, and the protocol flow.
Besides, timing-related measurements were conducted to study the streaming delay properties of
BTLive. Hereby, the streaming delay is defined as the difference in time between the source sending
out a media block and an individual client receiving it. This can be a block that was forwarded directly
in only one hop from the source to the client or a block that was propagated throughout the
streaming overlay over several hops. Therefore, it describes how long a client has to wait until
content is available at its side and can be handed over to the media player for playback. The actual
playback delay can be longer, depending on the decoding process and the playback state of the video
player. As the used player software could not further be investigated and the playback and the
buffering strategies are usually out of control of the streaming overlay, it is not considered here.

6 http://www.emanicslab.org/
7 https://aws.amazon.com/de/ec2/
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2.4.3.1 Network Traffic Capturing and Analysis

Figure 34 schematically shows the measurement setup across different entities used as vantage
points in the study. The streaming software was provided by BitTorrent Inc. as binary that is to be
installed by the user and includes the streaming client only. For video playback, the Adobe Flash
Player is used, communicating with the local streaming client using RTMP. A client usually visits a
channel-specific webpage, where the Flash-based video player is embedded, initializing the
connection to the local streaming client and passing it the required information to connect to the
channel’s swarm. The information includes a channel identifier as well as the contact information of
the tracker, which are embedded in the webpage. To be able to run the client software on the
headless nodes of the testbed, the tool RTMPdump was used to emulate a video player that is
connected to the streaming client and to dump the received video stream to a file. This was done to
be able to check the playback quality of the individual clients.

TCPdump?® was used as measurement tool to capture traces of the incoming and outgoing BTLive
network traffic as well as the local RTMP traffic for later analysis. The BTLive traffic is further
analyzed using a Wireshark plugin®, which was developed for this purpose®. The RTMP traffic is used
to determine the streaming delay. Moreover, the payload of the BTLive traffic needed to be analyzed
in detail, as the BTLive protocol structure was not published at the time of this study. Nevertheless,
the most important parts of the packet format were identified by using the available information
from [Coh12] and an in-depth study of recorded network traffic traces. This way, the role of the
different message types and relevant fields of these messages could be decoded.

2.4.3.2 Measuring Streaming Delay

For the streaming delay measurement, first, the clock differences of the nodes were determined
using NTP at the beginning of each evaluation run. Using the RTMP traffic traces of the streaming
source as well as the individual clients, different methods were investigated to determine the
streaming delay. It turned out that the payload of the captured audio packets allows for a reliable
identification of individual data blocks within the media stream. As the audio is played back
synchronously with the video, this showed to be a good way to study the delay of the overall
streaming process in a very finegranular manner. Therefore, the RTMP traffic was processed using a
custom-built software tool, comparing and matching the individual audio packets sent out by the
source and the ones received at the individual clients. Using the time difference information
between the machines and the timestamps captured within the TCPdump?! traces, the delay could
be calculated for each individual packet. To make sure that matching of audio packets works
correctly and does not falsely match duplicates in the stream, duplicates were recorded and
excluded during the processing of the data. Duplicates can occur, e.g., if a short video is broadcasted
in a loop or a video includes exactly the same audio sample multiple times. After identifying this
problem and using a video longer than the duration of the evaluation runs, duplicates were avoided
completely. As presented in the evaluation, using this method, in average between 10,000 and
12,000 matching samples per client in a 5-minute streaming session were recorded, allowing a
detailed and accurate study of the delay characteristics.

& http://rtmpdump.mplayerhg.hu/
% http://www.wireshark.org/
10 http://www.ps.tu-darmstadt.de/research/btlive

1 http://www.tcpdump.org/
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Figure 34: The setup of measurement tools across the different vantage points of the
measurement: the streaming source and the measurement nodes.

2.4.4 Measurement Results

All experiments were conducted using an own channel, where a test video was broadcasted by a
streaming source running on a dedicated host. The test video!? was encoded with an average bitrate
of 471 kbit/s. Depending on the experiment, different numbers of peers were run on Emanicslab
machines. For the measurements, the latest published version (0.4.12.335) of the BTLive client was
used. Using the Linux TC (traffic control) tool, the upload bandwidth of the source was limited to 4
times the average video bitrate, as recommended by BitTorrent Inc. as minimal upload bandwidth
for the source. Experiments were repeated 10 times and 95% confidence intervals are reported for
all averaged values.

2.4.4.1 How P2P is BTLive?

Even if P2P live streaming cannot work without a streaming source, the goal of any P2P approach is
to shift load away from the source to the peers, i.e. the amount of data delivered by the source
should be small in comparison to the peers. To understand how well BTLive achieves this goal,
different system configurations with respect to the swarm size were studied, comparing their traffic
characteristics. In all cases, the traffic measurements were conducted at a single peer that enters the
system after all other peers already joined the swarm. This way, the start-up phase of bootstrapping
the overlay is skipped as the goal was to study the streaming process after the system stabilized. The
overlay traffic was recorded at the measurement peer for five minutes, after which the peer left the
system. The five different swarm sizes studied are labelled according the number of peers present in
the swarm, excluding the source and the measurement peer itself: 0, 2, 10, 50, and 90. As mentioned
before, for scenarios with more than 20 peers, multiple peers were run on the individual testbed
machines.

First of all, the number of clubs used by the overlay was studied based on a sample BTLive traffic
trace. The trace revealed that in the observed BTLive version the number of clubs is configured to be
6, a number much smaller than expected, since from [Coh12] it seemed that a number of 12 clubs
would be a desired configuration. Besides, the traces showed that, as expected, the source is an
active contributor to all of the 6 clubs as it initially injects the data into the clubs. Furthermore, it
turned out that the peers exclusively belong to only one club, which reveals that the advertised load
balancing mechanism [Coh12] to efficiently distribute heterogeneous peer resources among clubs is
not implemented so far.

In the context of the previous finding, the observed reduction in the number of clubs could be
explained by the source bottleneck problem that was identified in Section 2.4.2. A study of the

2 http://www.bigbuckbunny.org/
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channel popularity of the beta version of BTLive over several months, which was conducted in
parallel to this measurement study, showed that often most channels were not used at all or only by
a small number of clients. While for large-scale streaming scenarios a higher number of clubs is
desirable [Coh13], for scenarios where the number of peers is most of the time smaller than the
number of clubs, the source bottleneck problem would clearly hinder the P2P effect and force the
source to handle most load of the system. This could explain why the developers configured the
protocol to use only 6 clubs. Furthermore, this implies that the number of clubs has to be chosen
carefully, depending on the scenario.

Building up on these findings, Figure 35 shows the relation between video data served by the source
and peers, for the five different swarm sizes as described above. Figure 35 and Figure 36 depict the
data volume and total number of BTLive packets, respectively, sent and received by the
measurement peer and averaged over 10 repetitions of the measurement. The peer received on
average roughly the same amount of data and packets for all five swarm sizes. As expected, for a
swarm size of 0 and 2, the measurement peer has no or only limited chances to contribute to the
video packet distribution. Almost all packets are coming from the source. With no other peers in the
channel, the measurement peer on average received 20.1 MB of video packets (17.1 thousand) and
did not sent any video packet. It further received 0.5 MB (9.1 thousand) control packets from the
source and sent 1.4 MB (24.2 thousand) control packets to the source. The average size of the video
that was received and saved by RTMPdump was 16.4 MB. The difference between the video data and
the volume of received video packets of around 3.7 MB (18.4%) is assumed to be caused by message
overhead (i.e. roughly 5% for video packet headers) and the transport format used for video data
transmission. The latter is supported by the observation that video data was transformed by
RTMPdump after receiving and before storing it for later investigation.
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Figure 35: Data volume of BTLive packets at measurement peer for different swarm sizes
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Figure 36: Number of BTLive packets at measurement peer for different swarm sizes
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Figure 37: Comparison of upload bandwidth contributed by source and peers over time for the
complete streaming session averaged over 10 measurements
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Figure 38: Upload bandwidth contributed by the source within first 75 seconds averaged over 10
measurements

In all settings, the data volume for sending and receiving control packets was below 3 MB, which
roughly refers to less than 11% of the overall sent and received data. For the amount of received
video data, the expected P2P effect is clearly visible with an increasing swarm size. If the peer is the
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only peer in the swarm, it naturally receives only packets from the source. With 2 other peers in the
swarm, on average about 11% of the video data is delivered by peers. With 10 other peers, the share
already increases to about 61% in average served by peers. With 50 peers, on average about 90% are
served by peers, while with 90 peers, the measurement peer did not receive any video data from the
source. The communication with the tracker is negligible and thus not visible in the figures. For the
number of received and sent video packets, the trends look similar. A major difference is visible for
the control packets. While they only make up for less than 11% of the data traffic, in all cases more
control packets are sent than video packets are received. Besides, looking at the confidence intervals,
the number of received control packets reaches a level that is not significantly different to the
number of received video packets. This rather high number of control packets is assumed to be a
result of the screamer protocol [Coh13] where the arrival of video packets is announced to all in-club
download connections to avoid duplicate video packet transmissions.

Figure 37 provides an alternative view on the streaming process as it shows the contribution of
upload bandwidth by the source and the peers over time for a swarm size of 10 peers (plus the
measurement peer), averaged over the 10 repetitions. Here, the traffic was captured and aggregated
at all peers to provide a swarm-wide view on the used resources. Figure 38 shows the upload
bandwidth used at the source for only the first 75 seconds of the measurement. Both figures show
that the average upload rate of the source increases by each newly joining peer until it reaches its
maximum of 2,436 kbit/s after 44 seconds, i.e. after the 7th peer joined the channel. Subsequently,
the upload rate of the source decreases, even though 3 more peers join the swarm. At the same
time, the upload rate of the active peers is increasing, especially directly after peers number 8 and 9
join. It reaches its maximum at 6,816 kbit/s after 56 seconds, with 10 peers in the channel. The peak
in the contributed upload bandwidth at the source confirms the theoretical model in Section 2.4.2,
according to which for 6 clubs the minimum upload bandwidth is between 2 (dynamic case) and 3.5
(static case) times the transmission bitrate, which on average was about 662 kbit/s in this case.

Both the dynamic and the static cases are also depicted in Figure 38. The comparison of the actually
observed source bandwidth with the two theoretically derived curves shows that the BTLive beta
version closely follows the worst (static) case until second 46. Afterwards, it slightly decreases, which
is also visible in Figure 38 for the rest of the measurement duration. This shows that connections by
the source seem to be only occasionally replaced by connections from other peers. Thus, the P2P
effect could be easily improved if the source would more aggressively close connections to clubs that
are served by multiple connections, forcing peers to take over more load. If this should actually be
done, is up to the content provider as surplus source bandwidth could also help to cope with peer
churn and temporal inefficiencies in the streaming process.

Furthermore, the upload bitrates in an exemplary period of the steady state (i.e. between seconds
310 and 369) were determined. This period of time is considered steady as it lies between the initial
decline on the source and the first leave of a peer. Any other period between about seconds 70 and
370 could have been used here. In this state, with 11 peers in the swarm, the total upload bitrate
was 7,285 kbit/s, which on average corresponds to a 662 kbit download bitrate for each of the 11
peers in the channel. The average upload bitrate of the source in steady state was 1,648 kbit/s
(22.62% of the load), while the average total upload bitrate of all peers in steady state was 5,637
kbit/s (77.38%).

In a recent interview [Drel3], an employee of BitTorrent Inc. stated that the P2P effect takes over at
around 10 to 20 concurrent viewers and that from there on it scales with a growing number of users
with no extra cost at the source. Indeed, the measurement results showed that the peers take over
more load after a minimum number of 6 peers are present to help spreading the blocks of the
stream to all 6 clubs. Before that, the identified source bottleneck problem hinders the P2P effect to
take over. If peers do not have enough upload bandwidth to forward the blocks of their club, clearly
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the effect takes more peers to take over. Yet, it was also shown that the P2P effect could even be
improved by more aggressively reducing contributions by the source.

2.4.4.2 How Delay Optimized is BTLive?

BitTorrent Inc. recommended a source upload bandwidth of at least four times the average video
bitrate. Thus, for the delay study, an experiment was conducted where the source upload bandwidth
was limited to 2,000 kbit/s (roughly 4x471 kbit/s). Especially for configurations with low peer
bandwidths, this setting showed to be too low to maintain a stable streaming process. This can be
explained using the model presented in Section 2.4.2. Following the worst (static) case of the model
and the observed parameters of BTLive, the source should be configured to provide at least 3.5 times
the transmission bandwidth (662 kbit/s), resulting in 2,317 kbit/s. Therefore, a second experiment
was conducted with an increased source bandwidth of 2,400 kbit/s, which showed a stable streaming
behaviour across the measurement peers. This implies that the recommendation for the minimum
bandwidth should be higher.

To investigate BTLive’s delay characteristics, a number of experiments with changing peer bandwidth
configurations were conducted. For realistic network delays, 10 peers were deployed on dedicated
machines at distinct Emanicslab sites. The observed average streaming delays for the different
configurations are depicted in Figure 39. Additionally, the figure includes the number of matched
samples that were used to calculate the average delays. The latter was added to verify that a
sufficient number of samples was matched to draw valid conclusions. Although the number is slightly
lower for the measurement with a low source and peer bandwidth, the total number of 10,000
samples is still on a high level.
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Figure 39: Average measured streaming delay and number of matched samples

For the first measurement series with a reduced source upload bandwidth (2,000 kbit/s), an
interesting effect can be observed when also limiting the peers to a low upload bandwidth (700
kbit/s). The average delay (around 8 seconds) was significantly higher than for all other
configurations. At the same time, a drop in the number of matched samples by around 2,000
samples was observed. An in-depth analysis of the captured data showed that the collected traces
were significantly smaller than the ones of the other measurements, reducing also the number
matching samples. Both can be explained by peers either not receiving the complete stream due to
the scarce resources, or by peers leaving the swarm due to bad performance. By increasing the
upload bandwidth at the source to 2,400 kbit/s, the average streaming delay significantly dropped to
around 2 seconds, although the peer’s upload bandwidth was slightly decreased to 650 kbit/s in the
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second measurement series. For all other configurations, the average streaming delay was observed
to be below 2 seconds.
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Figure 40: Average startup delay over the different configurations

Besides the average streaming delay, another important aspect is the startup delay as it greatly
influences the abandonment rate of users in video streaming systems [Sit13]. Startup delay was
defined as the time between a peer sending a first packet (i.e. the join message to tracker) and the
arrival of the first media packet. This definition only captures the overlay characteristics. The real
startup delay observed by the users is higher and depends on the video player, its buffer
management, and the implemented playback policy. Figure 40 shows that the observed average
startup delay is very low and stable, ranging between roughly 0.6 and 1.2 seconds for 95% of the
measurements across all configurations. However, in all configurations single outliers were observed
were the startup delay was significantly higher, ranging up to 15.5 seconds. To study this in more
detail, Figure 41 shows the distribution of the measured delays over all samples. Here, the difference
between the configuration with scarce source upload capacities becomes clearly visible. While for all
other cases, the delays spread between 0.7 and 4.6 seconds, for this configuration, it varies much
more and spreads from roughly 2 to 17 seconds. This clearly shows that the streaming process was
suffering due to insufficient resources at the source, implying that the minimum capacity specified by
BitTorrent Inc. is too low for cases were peers have low capacities as well. Some more measurements
were conducted in which the source bandwidth was set to even lower values than 2,000 kbit/s,
resulting in highly unstable streaming processes. This observation initially led to the theoretical
considerations presented in Section 2.4.2, providing a good explanation of the system behaviour.

According to BitTorrent Inc. [Drel3], the streaming delay averages around five seconds, regardless of
the swarm size. With 10 peers in the channel, the lowest average latency observed was 1.631
seconds in the case of 2,400 kbit/s source and 1,300 kbit/s peer upload bandwidth. In sum, the low
delay properties of BTLive could be confirmed in the measurement study for small swarm sizes, as
long as the source capacity was higher than the theoretically derived threshold.

2.4.4.3 What is the Overhead of BTLive?

Overhead in video streaming is mainly a result of control traffic or duplicate transmissions due to lack
of coordination.

For P2P overlay maintenance and data exchange coordination, control traffic is inevitable and can
greatly differ depending on the applied topology and delivery concepts. In comparison to the
delivered media data, the volume of control traffic is usually negligible. Nevertheless, the large
number of control messages can cause a significant load on the network.

Besides control traffic, duplicate packets can significantly contribute to overhead. As described
earlier, due to its aim to reduce streaming delay, BTLive follows a controlled flooding approach in
which peers send out announcements of packet arrivals to other in-club peers as soon as a packet
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was received. This approach accepts that media packets may actually be delivered multiple times to
the same peer. To show that this is actually the case, Figure 42 depicts the data volume caused by
both control traffic and duplicate media packets. For the same configurations as here, Figure 35 and
Figure 36 above showed how the data volume compares to the number of packets. It is notable that
the increase in volume and number of video packets due to duplicate video packets is very well
visible for 10, 50, and 90 peers. Distinguishing further between unique and duplicate video packets,
unique video packets of about 20 MB on average per peer were observed with only small variation
across all measurements. In contrast, the data volume caused by duplicate media packets shows
more variation as the steep increase between a swarm size of 2 and 10 peers shows. It is apparent in
Figure 42 that for a swarm size of 10 peers or higher, the overhead from duplicates ranges between
1.7 and 1.9 MB, relating to roughly 8% of the video data. At the same time, the overhead from
control traffic ranges between 0.5 and 1.1 MB. In sum, the overhead, including both duplicates and
control traffic, on average accounts for roughly 12% of the overall traffic, where around 65% of the
overhead is caused by duplicates. Compared to other state-of-the-art systems this overhead is very
high. In [WRR+14] it was shown that typical mesh and tree-based approaches exhibit roughly
between 0.5 and 5.5% overhead and that a hybrid approach can achieve less than 1% overhead, even
for challenging scenarios. This clearly shows the price BTLive pays for low streaming delays.
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Figure 41: Average data volume of control traffic and duplicate video packets observed at the
measurement peer in scenarios with different numbers of peers

To further study the overhead, the traffic caused inside and outside clubs was distinguished. Figure
43 shows the different classes of overhead and, for comparison, the unique video packets delivered.
The result supports the earlier findings for the cause of overheads. For each club that a peer is not a
member of, the peer has one out-club download connection.
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Figure 44: Average data volume for different traffic classes, inside and outside clubs captured at
the measurement peer in the scenario with 90 peers

Using these connections, most of the unique media packets are delivered, which on average account
for 16.8 MB, while almost no duplicates were observed. For the club to which the peer is an active
contributor, it was observed that it has between 2 and 3 in-club download connections. Here, it is
possible that multiple in-club uploaders send the same media packet at the same time, causing a
duplicate transmission for the receiving peer. Therefore, both unique and duplicate video
transmissions were observed for the in-club case. On average, about 3.4 MB of unique and 1.9 MB of
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duplicate media packets occurred. The latter translates to roughly 8.6% of all received media
packets. CDFs are not shown due to space restrictions. They showed very stable results for all traffic
classes except for the duplicate in-club packets, which varied between 0.06 and 3.29 MB. This means
that in some cases, the data volume caused by in-club duplicates were as high as for the unique
media packets, even though around 0.79 MB of control packets were received inside the club, mainly
caused by packets that announce the arrival of new media blocks. This is observable in Figure 36,
which shows that the controlled flooding approach inside the mesh-based clubs imposes significant
overhead, compared to the media data transmitted within the club. Out-club deliveries happen
without any duplicates, as expected for a pure push-delivery over a tree topology.

In sum, while BTLive avoids exchanging block maps in the mesh-based clubs, it compensates for that
by sending announcement packets for the arrival of blocks, resulting in a large number of control
packets being sent. In spite of this delivery coordination, BTLive causes significant overhead in form
of duplicate video packets that are avoided by other approaches not combining mesh-and push-
based delivery.

2.4.5 Related Work

To the best of the authors’ knowledge, there currently exists no publicly available measurement
study for BTLive. However, various studies have been conducted over the last decade analyzing other
P2P streaming systems. Most of these studies analyzed PPLive or PPStream.

Vu et al. [VGL+07] and Hei et al. [HLL+13] conducted active measurements to study overlay and
streaming session characteristics of PPLive. The first work studied graph properties of the overlay
and, e.g., shows that PPLive overlays up to a certain size can be described as random graphs and that
the average peer degree is independent of channel populations. The second work shows that PPLive
causes long start-up and playback delays, ranging from several seconds to a couple of minutes.

Liang et al. [LWB+09], in contrast, conducted passive measurements of PPStream during the 29th
Beijing Olympics to study streaming characteristics. The authors show that the Olympics’ channels
differed from the rest of the channels in terms of playback delay and smaller scheduling units to
achieve a timelier and more reliable, yet less efficient delivery of the streams. Another passive
measurement study was conducted by Gao et al. [GLx13], showing that both systems PPLive and
PPStream can provide an excellent viewing experience for popular channels but are rather inefficient
for unpopular channels. Alessandria et al. [AGLO9] conducted a passive measurement study for
different commercial streaming systems, namely PPLive, SOPCast, TVants, and TVUPlayer. The
authors observed that all applications avoid bad network paths and carefully select neighbors.
Furthermore, they found that the behaviour of the peers can get aggressive if there is a bottleneck
which affects all peers, for example at the access link. A more recent study from 2013 on SopCast by
Vieira et al. [VSH+13] observed that SopCast channels tend to have users in the order of hundreds
but can become much larger during special events. Their measurements show that almost 75% of all
packets exchanged between peers were control messages.

Some of the studies discussed above used a similar approach as the one applied here for measuring a
given P2P streaming system under realistic conditions. Moreover, this work studied BTLive in a
controlled environment, i.e. the source and all peers in the study were under the authors’ control.
This allowed for an in-depth understanding of the streaming process primitives of this novel
streaming protocol.

2.4.6 Discussion and Conclusion

As stated in the beginning, the goal of this work was to answer three key questions related to the
characteristics of BTLive. The first question was: how P2P is BTLive? This work shows that the P2P
effect takes over with an increasing number of peers in the swarm, above a minimum number of 6
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peers (equal to the number of observed clubs). In addition, the used bandwidth at both source and
peers was studied over time. The required upload resources at the source were described by a
theoretical model, matching the observed source bottleneck with a small number of peers. The
model includes both an estimate for the lower and the upper limit for the required upload
bandwidth at the source over time. The results show that there exists great potential to reduce the
load at the source by more aggressively dropping connections. Finding the right balance between
sufficient capacity and adequate overprovisioning is the key in this aspect. The system should be able
to cope with peer churn and temporal inefficiencies in the delivery process, while keeping the costs
for the content provider as low as possible.

The second question asked how delay optimized BTLive is. To answer it, a set of controlled
experiments with bandwidth limitations at the source and peers to limit the delivery paths were
conducted. It is shown that BTLive is able to maintain both very small startup delays of less than 1.2
seconds for the considered scenarios as well as small streaming delays, as long as the source
contributes a minimum bandwidth. In this context it was shown that the recommended minimum
source bandwidth of 4 times the video bitrate was not enough to provide a stable system
performance, which also can be explained by the proposed theoretical model. For experiments with
sufficient source capacities, BTLive was confirmed to have low delays for the studied configurations.
Yet, the delay properties require further investigation for larger swarms.

The final question was: What is the overhead of BTLive? To answer this question, the exchanged
streaming traffic was studied in more detail. It could be shown that the advertised low delays that
can be achieved by the system comes at a high cost, in terms of control and video traffic inside the
clubs which is caused by the controlled flooding approach. The announcements used within the clubs
to avoid the transfer of duplicate media packets between peers were not able to avoid duplicates. In
some cases the number of unique and duplicate video packets delivered to a peer within the club
was even the same, i.e. double the data volume was produced inside the club as desired. In future
measurement studies it is to be investigated how this problem affects streaming in larger swarms.
Especially the envisioned application of BTLive in mobile environments could require a rethinking of
the controlled flooding approach inside clubs.

2.5 Analysis of Partial and Social Aware Prefetching in YouTube

YouTube is the most popular streaming platform for user generated content (UGC) in America
and Europe according to Cisco [Cis14]. For mobile networks it is the major source of real-time
entertainment traffic almost everywhere over the world. They estimate that roughly 6 billion
hours of videos are streamed to users each month. About 40% of these are consumed from
mobile devices. In the future, as they forecast, mobile traffic will increase nearly 11-fold from 2013
to 2018. This growth is in large parts driven by video streaming traffic. This brings new challenges to
mobile network operators, since the data volume is increasing faster than the offered mobile
data rates. Even LTE might not fix this problem on the long run [Sol13]. The problem is further
amplified by Online Social Networks (OSNs) which offer an easy way to distribute multimedia
content, like videos, pictures, and music amongst their users. The concept of subscription to
content feeds or channels enables users to get notifications for interesting content items
automatically and thereby increases the likelihood that they request these content items within
a narrow time frame. E.g., if a video is requested, it is typically played with the smartphone’s
video player. Due to fluctuations in bandwidth and delay, these players use playback buffering.
As shown in [FMM11, MAC+13] there is a potential for optimization as current buffering policies on
mobile devices can cause up to 25% of data being transferred unnecessarily, since users tend to
abort the playback early.
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Recent studies have been conducted on video segment caching and prefetching. An approach that
leverages the fact that usually video segments are consumed in a linear manner is presented
in [WSL+12]. Cache replacement mechanisms are proposed which are especially beneficial for
proxies with small cache sizes. This approach keeps in the cache chunks of videos which most of
the users are currently watching or probably requesting soon. The authors of SocialTube [LSW+12]
and NetTube [CLO9] present a prefix-based prefetching scheme for videos. Their goal is to
increase the users’ Quality of Experience (QoE), which is sensitive to stalling events at the start of
a video [KS12]. YouTube itself provides users with the option to download videos in advance
[Anw14]. In the YouTube app available in India, the user can select videos for downloading, which is
performed as soon as Wi-Fi is available. Afterwards, the user can play the video from a local cache
without using the precious mobile data volume.

The existing works are not able to fully answer the question of which content items, especially
videos, and how much of a content item should be selected for prefetching. To this end, this
work strives to give an answer to this question by, first, investigating the YouTube video
consumption of 700 thousand users from a new dataset to extract relevant usage patterns and,
second, draws inferences from the dataset to be used for developing efficient prefetching
mechanisms. These mechanisms can be used to identify the right content items to be prefetched
for an individual user and to decide on how much (how many segments) and when to issue the
prefetching. In this work, real mobile traffic traces, covering a whole country for two weeks are
used. To our best knowledge we are the first using real mobile traffic traces, covering a whole
country for two weeks. The contribution of this work is two-fold. Predictive features for
offloading complete videos on Wi-Fi are proposed and evaluated. As the download of data by Wi-
Fi is about 10-times more energy-efficient [GKS+13], our main focus is to perform content
offloading to Wi-Fi networks.

2.5.1 Related Work

Due to the use of real mobile traffic traces, covering a whole country for two weeks, this work’s
results are likely to have minimal biases in the conclusions drawn based on the dataset. Previous
research in this area relies mostly on small or fixed- network traces.

A couple of studies have been conducted on partial video caching. Wu et al. [WSL+12] propose,
develop and evaluate a proxy caching system which leverages the sequential playback of video
segments. The authors consider the client behaviour of all simultaneous users to predict which
segments are most likely to be consumed in the near future.

The client behaviour of mobile devices with iOS and Android in combination with the streaming
players of YouTube, Netflix, and Hulu is compared by Ahmed Mansy et al. [MAC13]. They
investigate the segment length used by the client players with regard to the operating system, the
type of connection and the video length. An interesting observation they made is that YouTube
relies on progressive streaming for videos shorter than 15 minutes without segment-based
delivery. The approach presented in the work mitigates the heavy network load introduced by
progressive streaming and strives for lower pausing events during the playback at the same time.

Cheng et al. [CDLO8] investigate statistics about YouTube videos, e.g. the length access pattern,
their growth trend and the active live span. From the vantage point of a social network they
found that YouTube videos build a strong interconnection with small world properties. A video in
the related video list is considered as social neighbour of the original video. One remarkable
observation is that most of the videos they crawled are marked as music videos by the uploader.
Music (22.9%), Entertainment (17.8%), and Comedy (12.1%) are the most frequent video
categories observed during their study. 97.9% of the videos had a length of 10 minutes or less.
The authors study the active life span of videos, which is the time when videos gain considerable
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amounts of views. The majority of the observed videos have an active life span of 10 to 100
weeks. In the work presented, a comparison is made between their results based on a fixed
network to our large mobile network dataset.

Only a few studies have been conducted on prefetching performed on the user’s mobile device.
Yet, Khemmarat et al. [KZK+12] propose a recommendation-aware prefetching approach, which
was able to achieve an overall hit ratio up to 80% if performed on a network proxy by using
4.76TB memory. Applied on a stationary client device, e.g. a PC, they were able to reach about 50%
hit rate. Based on traces from different places, they simulated a video player and the stalling
events happening during the playback to motivate prefetching. As their goal is to increase the
playback quality, the authors suggest using variable-length prefix prefetching, based on the video
properties and the current network environment. Therefore, they define the amount of bytes
which should be prefetched as the video’s duration times the difference between the video’s bit-rate
and the download rate. This can be done at the client or by a network proxy. One of their
findings is that about 30% of videos were accessed from a related video list and another 30%
from the YouTube search result list. Less than 20% of the requests came from YouTube pages and
external links, each. Their video selection is based on the search result page of YouTube, where
they start to prefetch the top 20 videos of the list. Second, they prefetch the top 25 videos of the
related video list when a YouTube video page is accessed. The approach presented in this work also
leverages the related videos of a video and goes beyond by considering the partial consumption of
videos from different categories.

2.5.2 Datasets

The performed analysis involves three datasets. The first dataset contains real user traces for
mobile YouTube video requests. The second dataset contains YouTube meta data for each video in
the first dataset. The third dataset contains the first ten related videos for each video in the first
dataset.

2.5.2.1 Mobile Network Dataset

This dataset consists of mobile video requests from mobile users for YouTube. It covers the whole
area of France and accounts for two consecutive weeks in April 2014. Roughly 10,000,000
requests from more than 700,000 users, accessing more than 1,600,000 different videos are
included in the dataset. The data was collected by packet header inspection of TCP traffic in
Gateway GPRS Support Nodes (GGSNs*3), deployed by the network operator. More than 10,000,000
HTTP- GET requests for YouTube videos are captured. Included are requests issued on 2G, 3G,
HSPA, HSPA+, and LTE mobile networks. These GGSNs were used by more than 700,000 unique
users during the measurement time. For a subset of 3,685,172 requests, the number of
requested chunks of the viewers is available. This applies to users requesting videos by Http Live
Streaming (HLS) only. HLS is used by devices running Apple iOS if they are connected to 3G
networks. Furthermore, for HLS to be used, the video has to be longer than 15 minutes.
Additional details about mobile video client behaviour can be found in [MAC13]. For shorter
videos, YouTube relies on progressive streaming [MAC13]. These preconditions are met by
465,000 users (65%) and requests (%) for the dataset used.

This information allows analyzing how much of a video has been watched. The collected values are
precise to the length of one chunk, since it is not known if the viewer watched the requested
chunk completely. This is only a minor imprecision since a chunk is typically 5 seconds long while

3 http://www.radio-electronics.com/info/cellulartelecomms/gprs/gprs-network-architecture.php
14 http://tools.ietf.org/html/draft-pantos-http-live-streaming-13
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this part of the analysis focuses on videos longer than 15 minutes. Therefore, the implicit
imprecision introduced is at maximum 0.6% (5/[60 x 15]) of the video length. It is assumed that the
viewer does not jump backwards or forwards during the playback, since the data on this is not
available. A further reason for imprecision can be the retransmission of chunks due to bad
connectivity and packet corruption. In few cases multiple requests from the same user for the same
video within a short time span were observed. These entries are replaced by a single request
where the number of requested chunks is summarized and the request time is set to the time
of the first request. Reasons for these entries might be that the user has switched the network
cell or got connected to another GGSN. Additionally to mobile devices; there are also public
hotspots which transfer their traffic through GGSNs. They state a minority of the whole dataset
and are removed from the evaluation as they show much higher requests counts than the average
users.

2.5.2.2 YouTube Dataset

For each YouTube video ID in the Mobile Network Dataset, the available meta data was requested
using the YouTube Data API. This meta data consists of the following information: duration of the
video, upload date and time, category (as one of YouTube’s predefines category chosen by the
uploader), rating, number of ratings, number of likes, number of views, number of users which
saved the video as favourite, and number of comments. This dataset was collected three months
later then the Mobile Network Dataset which is expected to lead to different values e.g., for the
number of likes and comments compared to the time when the videos were requested by the
users. Yet, it allows to better characterize the requests seen in the mobile dataset despite the
imprecision caused by this approach.

2.5.2.3 Related Videos

For all videos in the Mobile Network Dataset, we retrieved the first ten related videos using the
YouTube Data API. The dataset contains about 16 million video IDs together with the ID of the video
which they are related to. Previous works showed that these first ten results do not change much,
independent from which location they are crawled [KZG13]. The collection of this information
happened at the beginning of September 2014 which might introduce videos that did not exist
during the trace collection in the related video list for some of the videos.

2.5.3 Trace Analysis

In this section an in-depth analysis of the collected datasets is performed. The emphasis of this
chapter is on the YouTube requests on a mobile network. Thereby, a focus is set on observations
usable for prefetching mechanisms.

2.5.3.1 Request Distribution

Many users in the dataset have only requested a few videos. About 16.6% of all users in the dataset
requested only a single video during the two weeks of data collection. To distinguish the users
w.r.t. the number of requests they issued, a CCDF was plotted shown in Figure 45. It is assumed
that the user behaviour differs between those who request a high number of videos, compared to
those with a low number of requests. Overall, most of the users requested 30 videos or less. These
users are considered as Light Users. Users which requested more than 30 videos, but less than 100
are considered as Heavy Users and state 10.9% of all users. They state a minority of users but are
responsible for a large fraction of all video requests. More than 100 requests are issued by 1.8% of
the users and considered as outliers. In the dataset, a few users exceeded 1,000 video requests
and are most likely Wi-Fi hotspots connected to the cellular network as described in Section
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2.5.2.1. Considering all users, the mean request count is 15, the median is 6, and the standard

derivation is 27.52.
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Figure 45: Number of requests

2.5.3.2 Video Category

YouTube videos belong to a certain category assigned by the content creator. Most of the videos
requested belong to the category Music which is not surprising since this was observed before for
YouTube video requests in general [CDLO8]. However, according to the new mobile dataset, on
mobile networks, the portion of music videos is about twice as high and therefore, even more
important to consider than in fixed networks. Videos of the category sports are less likely to be
watched mobile according to the dataset. This supports the assumption that it is important to
consider content meta data when designing a prefetching mechanism.
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Mobile
YouTube
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Figure 46: YouTube request distribution compared between all [CDL0O8] and mobile requests by
category

2.5.3.3 Video Source

In Figure 47, a CDF of the number of requests made by the users divided by the number of YouTube
channels they consumed from is given. There is a clear difference in the behaviour of heavier users
compared to light users. While almost 40% of all users watched only a few videos from different
channels each, the heavier users tend to watch more videos from the same channel. Figure 47
shows clearly that 50% of the requests from the 100,000 heaviest users had a request/channel
ratio greater than 3. This shows clearly that the channels from which videos have been requested
previously are useful for predicting the source of future requests. This has been observed
especially for heavy users.
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Figure 47: Average ratio between the number of requests and the number of channels for each
user classified according to the number of requests.

To clarify this finding, also the single users and their request/channel ratio has been investigated.
Many users which requested a lot of videos from only a few channels have been observed. This
underlines the potential of the video source, e.g. YouTube channels, as a prediction feature for
prefetching mechanisms. Additionally, this leads to the assumption that the user has a special
relation to this channel, e.g. has subscribed to it. For those users, it would be beneficial to prefetch
videos based on the channel the user is likely subscribed to. Surprisingly, almost every combination
of number of requests and number of unique channels consumed from exists. A cloud of
combinations observed in the dataset is shown in Figure 48. The blue line in the figure indicates a
linear function with an overall minimal distance to all points. It is shown that for, e.g., 100 channels
this function maps to 200 video requests. The many points which are on the left side of the figure
indicate a huge potential of using the video source as a prefetching criteria.

#requests

#channels

Figure 48: Number of channels vs. the number of requests for each user
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2.5.3.4 Related Videos

According to [KZG13] about 45% of all videos watched on YouTube are requested from the related
videos section on YouTube video website. A dataset of 10 related videos for each video in the
dataset was collected to investigate if this observation holds for mobile requests, too. It is likely
that the number is lower, because the related video section is placed beyond the video on Android
and iOS and to this end not in the user’s view while watching a video. Furthermore, the dataset
contains only HTTP requests for YouTube videos like, e.g. caused by embedded videos. Videos
requested by a browser where the user has logged in his YouTube account or requests issued by
the YouTube app are raising HTTPS requests. Therefore, the analysis targets at the consumption of
non-logged in users on the YouTube websites or embedded videos.

In Figure 49 an example of a user trace is sketched. Simplified, two types of video requests can be
distinguished. On the one hand there are videos from a channel the user is likely subscribed to,
indicated by a box containing the letter C. On the other hand, videos which look randomly requested,
e.g., because of a custom video search, a link clicked, or random video browsing. In this work the
connection between these videos based on YouTube’s related video list, which is provided for each
YouTube video, has been investigated. Thereby a part of the randomly seeming video requests were
identified as videos from the related video section of a previously requested video.

A

Video from subscribed Channel
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Figure 49: Simplified example of a video trace for a user with explanations: C — video from a
channel the user has subscribed, X — random video

Figure 50 shows clear differences between heavy and light users w.r.t. the portion of videos watched
based on the related section of the previously watched video. Light users tend to watch very few
related videos sequentially, e.g., for 75% of the users 0% of all video requests have been related to
the previously watched video. Contrary to the light users, heavy users request much more related
videos, e.g. 50% of the heavy users watched about 6% related videos. About 20% of the heavy
users watched more than 15% of videos related to each other. This finding shows a potential for
predicting content based on the videos a user has requested previously. E.g., assuming a 10%
correct prediction ratio, it still is reasonable to prefetch the first 10% of the related videos. This
portion can be used as an initial buffer filling if the video is requested and allows downloading the
rest of the video while the player consumes from the prefetched portion. Therefore, stalling events
are reduced and the users QoE increases.
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Figure 50: Video requests issued based on YouTube’s related video section

2.5.3.5 Content Related Behaviour

Figure 51 shows that most of the requested videos do not have a huge likes or comments count. 50%
of the requested videos have less than 1,000 likes. As the effort to write a comment is higher than to
like a video, the number of comments is typically less than the number of likes. It has been observed
that 50% of the requested videos have less than 100 comments. The CDFs of the comments and likes
are parallel to each other after 200 likes and comments. This indicates a stable relation between this
two metrics for the videos’ popularity. For prefetching mechanism design, this allows to state that
videos with fewer likes and comments have a higher probability of being requested. One reason for
this might be, that such videos, which tend to have restricted popularity, are often more popular for
a close circle of people. Such a social circle can be defined by geographic location, memberships,
interests, and content published amongst only a few friends or family.
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Figure 51: CDF of comments and likes based on all requests

2.5.4 Conclusion

By analyzing a new dataset of mobile YouTube requests, some observations have been made which
are useful for the design of a mobile prefetching mechanism. First, it has been shown that videos of a
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certain category are more likely of being requested mobile. This applies especially for videos of the
category music, while videos of other categories, e.g. sport, are more likely to be watched non
mobile. Second, especially for heavy users the videos’ source has been shown to be a prefetching
predictor with high potential, as many videos are requested from the same channels. This feature
has to be considered carefully and adapted to a user’s behavior since this observation has shown to
be predictive for many users but not for all, independent of their number of requests. Third, related
videos have been shown to be predictive for a part of the requested videos and might serve as a start
point for further research in the direction of partial prefetching since it seems too costly w.r.t. energy
to prefetch related videos completely. Fourth, likes and comments turned out to be less predictive
for the popularity of the users. The users, e.g. tend to request content with a comment count under
200 in about 60% of all requests seen in the dataset.

2.6 Analysis of Fake Views in Youtube

Online advertising sustains a large fraction of Internet businesses. The International Advertisement
Bureau (IAB) [IAB1] recently reported that online advertising generated $42B revenue in 2013, which
corresponds to 17% more than in 2012. The dimension of this market brings as no surprise that
online advertising attracts fraud. Indeed, fraud is considered to be endemic in the ecosystem: current
estimations indicate that 15-30% of ad-impressions are fraudulent [L13, J3, V14] leading to losses in
the order of billions of dollars for advertisers [SMS14]. Understanding and containing the impact of
this fraud is critically important to maintain the brand value of the online advertising.

Moreover in the area of content distribution, most of the existing solutions such as Content Delivery
Network (CDN) based their algorithms on estimating where a content is going to be consumed. Fake
views may severely affect these prediction algorithms and lead them to cache/prefetch content in
wrong locations, close to where fake views have been produced.

Practitioners and researchers have analyzed and proposed solutions [DGZ13, DGZ12, MAAOQ7,
MPG+11, LZX+12, SSZ+11, 1AB2, CPA, IMP] to address fraud in traditional forms of online advertising
such as search or display ads. With this type of fraud, known as click fraud, the fraudster generates
artificial clicks in ads to generate revenues (for instance, in its own websites). Indeed, the typical
business model in this case, Cost-per-Click (CPC), monetizes a click in the ad only if it produces a visit
to the associated landing webpage (own by the advertiser). Therefore, advertisers have partial
information (e.g., the session time in their webpage) that can be used along with other information
provided by ad networks to identify fraudulent activities.

As the technology evolves, new forms of online advertising, e.g., mobile ads or video ads, are
becoming more popular. Of particular interest to this work is video advertising. Surveys indicate that
93% of marketeers had at some point in the calendar year of 2013 used video for online marketing
[eM14], and of these, 65% used specifically YouTube to deliver the video advert. These numbers
have strong monetary implications: it is estimated that the online video advertising sector had grown
from $2.2B in 2012 to S3B in 2013 and is expected to double to $8B by 2016 [IAB1, em13].
Furthermore, it was estimated to be responsible for approximately 7% of the total revenue
generated by online advertisements in 2013 [IAB1].

The profitability of this growing business has attracted the interest of fraudsters in the area of video
advertising, which have become very active in the last years resulting in substantial economical
losses for advertisers [AW14, K14]. For instance, in December 2012, YouTube removed more than 2B
fake views associated to videos uploaded by accounts associated to the music industry [G12, H12].
Moreover, it is very easy to find paid services that offer to generate up to ten thousand views to a
video hosted in different popular platforms (YouTube, Dailymotion or Vimeo) at a low price. For
instance, in Fiverr.com one can find several of these services.
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All these episodes have raised the alarms of the main players of the video advertising industry,
including video platforms, whose reputation as advertising venues may be seriously affected, and
advertisers, which may incur significant losses if this situation is not properly addressed [SMS14].
Indeed, YouTube, the major player in the online video advertising industry, has explicitly indicated its
concern and intention to address this problem [GooS14].

The common attack in video advertising fraud aims at artificially inflating the view count of one (or
more) video(s) using bots or other means (e.g., persons in cheap labor countries) to perform fake
views on this video. The goal of the attack could be to simply increase the popularity and visibility of
the video for marketing purposes or, in case the views are monetized, to generate revenues for the
uploader of the video.

The business model used by major video platforms like YouTube or Dailymotion is based on CPV
(Cost Per View) so that the advertiser is charged when the user watches the ad. Moreover, the video
ad is hosted by the video platform. Therefore, contrary to the case of traditional ads, in this case the
advertiser cannot register any information regarding the user activity that could be used to identify
fraudsters. Thus, the responsibility (and ability) of identifying fraudulent activity falls entirely in the
fraud detection system of online video platforms.

The scenario described above depicts a situation in which we lack a standard way to auditing or
monitoring the performance of the fraud detection algorithm used by video platforms. In this work,
we first propose a methodology that helps to fill this gap and can be used to evaluate the
performance of different platforms. By employing a simple probing technique, our methodology
shows that two major online video platforms such as YouTube and Dailymotion seem to present
weaknesses to detect fraudulent views.

Based on these initial results, we extend our methodology to analyze key parameters of the fake
view detection mechanism of a video portal using a modular automated software. Given the
potentially very large space of parameters that can be considered by the adversarial model of video
portals, we focus on those parameters that can be directly manipulated by external agents,
including: the overall behaviour of an IP address in terms of number of views and number of videos
visited per day, the inter-arrival time between consecutive views to a video, the view-duration, the
utilization of cookies, etc. In this research we apply our methodology to YouTube since it is, as
indicated above, the most important online video platform. Finally, we use two real traces with
roughly 20M YouTube sessions collected in two different vantage points of a commercial ISP to
validate the penalization (or view-discount) strategy of YouTube from a statistical perspective.

Our main findings can be summarized as follows:

(1) The global behaviour of an IP address (rate of views and number of visited videos) is the main
factor the fake view detection algorithm of YouTube uses to discount views. In particular, the most
critical parameter is the rate of views coming from an IP address. For a small number of views, and
depending on the number of videos across which the views are distributed, YouTube counts all
views. However, from a given threshold on, the fake view detection algorithm applies a punishment
factor that increases exponentially with the number of performed views. Finally, we observe
YouTube applies a more conservative punishment factor, discounting less views, to NATed IP
addresses.

(2) Another relevant parameter considered by the fake view detection mechanism of YouTube is the
inter-arrival time between views on a video. The algorithm is especially severe with views coming in
bursts. Moreover, the detection system uses cookies to identify suspicious behaviours.
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(3) The statistics obtained from the real YouTube sessions in our traces indicate that the penalization
strategy of YouTube is conservative and seems to be designed to minimize the number of false
negatives.

(4) Our methodology reveals that YouTube uses different algorithms to detect fake views when
counting the views that are monetized and when counting the views that appear in the public view
counter. This seems to indicate that a large fraction of views that YouTube considers suspicious, and
thus are discounted from the view counter, are nonetheless monetized.

2.6.1 Background

In this section, we briefly discuss the basic concepts related to YouTube’s view counting and
monetization systems.

2.6.1.1 YouTube’s View Counting System

YouTube associates each uploaded video to a webpage, which embeds a public view counter every
user can see. Plus, YouTube offers exclusively to the uploaders the Analytics service, which provides
detailed statistics about their videos.

e Public View Counter: While YouTube updates in real time most of the statistics shown in a video
webpage (e.g., number of likes or comments) or a in channel webpage (e.g., number of
subscribers), the public view counter follows a different procedure. Specifically, YouTube updates
the view counter in real time with every view up to 301 views. Once overcome this threshold,
YouTube freezes the counter [Gool14] and starts a validation process of the views to filter out
fake views, i.e., views which do not look as generated by a human. Based on our experience, this
review process may take hours or even days before letting the view counter overtake the 301
view limit. Once the validation process ends, YouTube updates the view counter with a rate that
varies from once every 30 minutes to once every 2 hours [GooD], and it counts only validated
views. Indeed, the counter discards all the views, which the validation process labels as fake.

e YouTube Analytics: Alongside the public counter, which only provides the number of views
corresponding to a given instant in time, YouTube offers to its uploaders the Analytics service,
which collects and shows several statistics with a finer time granularity and over a tunable time
window, e.g., the number of views grouped by day, by country, by users’ age and gender, by
playback location (the user can watch a video directly in its webpage or in another website which
embeds it), etc. Besides, Analytics provides the uploader with reports about his channel
subscribers, e.g., their likes and dislikes, comments, etc. Analytics updates these statistics once a
day [Goo]. Based on our experiments Analytics counts only validated views.

In addition, Analytics provides monetization statistics to the uploaders participating to YouTube’s
monetization program, i.e., uploaders who agreed to let YouTube attach ads to their videos. These
statistics show: (i) the estimated number of monetized views, i.e., the number of users who watched
the associated video-ad, (ii) the estimated revenue based on the Cost per Mille (CPM), i.e., the
revenue for each thousand monetized views; and (iii) the total gross revenue the video generated.
Furthermore, these metrics are available per country, per day and per type of ad.

2.6.1.2 YouTube’s Monetization Service

YouTube’s data monetization model is very simple. The uploader activates the monetization program
for a video, thus explicitly allowing YouTube to associate ads to this video. YouTube supports two
different kind of ads: (i) the Overlay in-video ad, a banner shown in the lower part of the video, and
whose monetization is based on clicks (as traditional banner ads); and (ii) Video-ads, which are
attached at some point of the video playback (typically before the video starts). In this work we focus
on the latter kind of ads, while the former kind is out of the scope of the work. YouTube offers two
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kinds of video-ads: (i) TrueView in-stream ads, which allow the viewer to skip the video-ad after 5
seconds, and (ii) the Non-skippable in-stream ads, which the user cannot skip. The video-ads belong
to an advertiser that uses the Google AdWords service [AW] to launch an advertisement campaign
associated to YouTube videos. In the planning of the campaign, the advertiser chooses the daily
budget, the maximum Cost per View (CPV), as well as some marketing preferences to target specific
audiences, e.g., users’ age, country, etc.

When a user starts the playback of a YouTube video, Google runs a complex bidding algorithm to
select the ad to attach to the video (which executes in a few milliseconds). YouTube charges the
advertiser only if the user watches the video-ad for at least 30 seconds and shares the revenue with
the uploader. The charged amount is variable since Google typically follows a variant of a Vickrey
auction, named Generalized Second-Price auction [EOS+05] for which the advertiser winning the bid
pays the price of the second-highest bid (that varies depending on the video). We remark that the
uploaders can access all the statistics about the monetized views associated to their videos in their
YouTube Analytics dashboard.

2.6.2 Performance Analysis of the Fake View Detection Mechanism of
YouTube

The performance of any detection mechanism is characterized by its rates of false positives and false
negatives. In this section, we present a basic methodology to estimate the false positives and
negatives ratios of YouTube’s fake views detection mechanism and compare them with those
obtained for another video portal, which is based on the same business model, namely, Dailymotion.

2.6.2.1 False Positives

In the context of this work, we define false positives as those fake views that are counted as good
ones by YouTube. In order to evaluate the rate of false positives, we need to design a methodology
that (i) generates (and counts) fake views, and (ii) measures how many of them YouTube labels as
good ones. To this end, we design a software based on the Selenium Webdriver [SEL], a library for
the testing of webpages that allows to emulate human actions on a browser. Our software loads a
video webpage, reproduces the video for a given time and logs the view. In the default configuration
of our software, we keep fixed the view duration and the time between two consecutive views.

To estimate the rate of false positives, we use our tool to perform fake views on videos, which we
upload to YouTube. Using our own videos allows us to not interfere with the rest of the YouTube
system and, thus, make sure that we do not affect other users in the system with our experiments.
Moreover, we properly hide our videos (e.g., naming them with random hashes and descriptions and
removing external links to them) to prevent other YouTube users to find them and “pollute” our
measurements. In this way, we are reasonably confident that all views reaching our videos come
from our automatic software. In addition, as uploaders of these videos, we have access to their
YouTube Analytics, which provides statistics as the number of views counted by YouTube. Thus, we
can compute the false positive rate (Rfp) of YouTube’s fake view detection mechanism as:

Rep — #Y ouT'ube counted views
FP= #T ool per formed views

eY)

We pick 70 different PlanetLab nodes [CCR+03], and we divide them in 3 independent sets of
different size N = 10, 20 and 40. We assign each set of nodes a different video we uploaded to
YouTube, and we configure each PlanetLab node to generate fake views to the video corresponding
to its set using our software. We instrument each node to perform 3 fake views per day (one every 8
hours) for a fixed duration of 40 sec each. We conduct these experiments for a total period of 29
days. Finally, we monitor the number of views which YouTube reports in the public counter
embedded in the webpage of each of our three videos.
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Figure 52 shows the temporal evolution of the aggregate number of views counted by YouTube for
each one of the three experiments. As shown, the growth in number of views over time is linear for
all of them, and we observe an overall Rfp equal to 97.4%, 100% and 99.1% for N equal to 10, 20 and
40, respectively. From this preliminary analysis we observe that: (i) YouTube’s fake view detection
system looks not effective in preventing false positives; (ii) it seems that getting fake views counted
as real is relatively easy. The latter observation is particularly worrisome, as it implies that an
attacker (for instance, with access to a botnet with a large number of IP addresses) could generate a
large number of fake views, which could lead to an important benefit for her. For instance, an
attacker could “sell” fake views to increase the popularity and the revenue of a YouTube channel,
while inflicting important costs on advertisers. Indeed, it is easy to find paid services that offer for a
low price to inflate the view-count of YouTube (and other video platforms) videos up to tens of
thousand views in a short period of time and at a low price. Some examples of these services can be
found at Fiverr.com.

2500 ¢
== 40 nodes
" 2000+ 20-nodes -
q% 10 nodes
: 1500+
o
—
2 1000]
g
5
Z
500 F
0t ‘ . S o
0 ) 10 15 20 25 30
Days

Figure 52: Number of views in the public view counter for three different experiments using 10, 20
and 40 PlanetLab nodes.

2.6.2.2 False Negatives

In this work we define false negatives as those real views, which YouTube labels as fake, and it
discounts from the public counter in the video webpage. In order to evaluate false negatives, we
develop a methodology that (i) lets us enroll real users to generate views, and (ii) counts the number
of real views to match against the number of views counted by YouTube.

In order to measure the number of real views a video attracts, we embed our video into a webpage
we can govern and monitor. Thus, we track the users accessing the webpage, those watching the
embedded video and the duration of their eventual views. Based on this methodology, we can
compute the rate of false negatives Rfn as:

#YouTube counted views
#Views registered in the webpage

Rpny =1-— 2

To evaluate the rate of false negatives with the above setup, we conduct two different experiments.
For the first experiment, we use social media to announce the URL of our webpage and request
collaboration from our contacts and friends. For the second experiment, we use a crowd-sourcing
website. The data provided by YouTube Analytics shows in both experiments the typical spatially
localized distribution of visits. Indeed, most of the users accessing the webpage are mostly localized
in a specific geographical region: in the first experiment most of the views come from Spain, whereas
in the second experiment most of the views come from India and Bangladesh. The results of our
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experiments are shown in Table 15. We observe that he Rfn is reasonably small in both experiments
and therefore we conclude that YouTube detection mechanism is able to properly distinguish views
coming from real users. Interestingly, we observe that the first experiment presents a smaller Rfn.
This difference may be due to the fact that many of the views come from Spain, a country that is
reported to present a very low volume of fraudulent activities in online advertising [S10, B13,
OFS14].

Experiment  # performed real views # counted views Rpy
Social Media 330 322 2,4%
Crowd-sourcing 599 537 10,3%

Table 15: False negative ratio for the two conducted experiments.

2.6.2.3 Comparison with other Video Portals

YouTube dominates the marketplace for online video portals. The main competitor following the
same advertising-based business model is Dailymotion. Based on some recent statistics YouTube and
Dailymotion held 73% and 1.5% of the market share in August 2014 in US [STA14]. Other important
competitors are Netflix, Hulu or Vimeo, but they follow different business models based on
subscription schemes.

Therefore, for the sake of completeness, we repeat the experiments described in previous sections
for videos we upload to Dailymotion. The Rfp also exceeds 90% whereas the Rfn reaches 10.9% and
12.2% for the social media and crowd-sourcing experiments, respectively. Therefore, the
performance of the fake view detection mechanism of YouTube and of its immediate competitor are
similar. This indicates that the problem of fake views identification is common to (at least) the two
major video portals supporting (and funded by) video advertising.

In summary, there are currently no proper auditing solutions that monitor the performance of the
fraud detection mechanism of video portal platforms, and this section has described a first basic
methodology to fill this gap. The obtained results reveal that fake view detection mechanisms of the
most important video portals perform reasonably well in the identification and counting of real views.
In contrast, they show a worrisome under-performance in the detection of fake views. Performing a
complete reverse engineering of these complex detection algorithms is a challenging (if not
impossible) task to accomplish. However, even knowing partial elements of them can provide
sufficient clues for the design of a second generation of more robust detection mechanisms. With
this in mind, in the rest of the work we try to characterize some key aspects of the adversary model
and fake view detection mechanism used by YouTube. Note that we focus on YouTube (and leave
Dailymotion for future work) due to its major impact on the video advertising industry.

2.6.3 Unveiling Key Elements of the Adversary Model used by YouTube’s
Fake View Detection Mechanism

In this section we explore different parameters we believe YouTube may employ to detect fake

views. This allows us to unveil some fundamental aspects of the behaviour of YouTube’s fake view

detection system. We acknowledge that the spectrum of parameters and their interactions the

detection mechanism actually considers may be too large to make a full exploratory exercise.

Instead, we analyze the impact of a subset of meaningful parameters that other detection

mechanisms use, and at the same time, an attacker aiming to generate fake views could easily
configure to increase the false positive rate.

2.6.3.1 Methodology

To understand the key elements in the adversary model of YouTube, we use a more sophisticated
version of the software introduced in Section 2.6.2. This version implements different independent

Page 85 of 154
Copyright © eCOUSIN Consortium, December 2014



Deliverable D3.3 Measurement, Modelling & Prediction
of Social-Content Interdependencies (Final Version)

modules, which allow us to configure specific parameters. Thus, by enabling or disabling a module
we can study the effect of the corresponding parameter on the performance of YouTube's fake view
detection mechanism. Table 16 summarizes the different modules and their main functionality.

To properly characterize the key elements of the fake views detection mechanism of YouTube we
conduct an extensive measurement campaign using hundreds of videos during several months.
These extensive experiments require the use of hundreds of IP addresses. We collect more than 100
public IP addresses from two different institutions (located in Spain and Germany). Plus, employ 300
PlanetLab nodes. We rely on this large set of IP addresses to deploy proxies to relay the views
generated by our software instances running in our local datacenter. Note that we use the
transparent proxy software Squid [SQ] that prevents the destination server to identify proxied HTTP
requests. Indeed, we observe that YouTube treats equally direct requests and requests proxied by
Squid.

Module Description Default Value
This module allows us to use differ-
ent user-agent names when generat-
ing views, thus emulating different
web clients.

For each view this module picks a
referer among this set: Email Client, | YouTube
Facebook, Twitter, YouTube Search | Search
and Direct Link.

This module signs in YouTube using
Signed-in an actual account, performs the views
users and clicks on the “Like” or “Dislike”
buttons in the video web page.

This module enables the usage of
cookies during the views.

This module controls the duration of
the view: it can last for a fixed time or
View duration | for an exponentially distributed ran- | Fixed (40 sec)
dom time with mean the duration of
the video.

This module imposes the inter-arrival
time between views to follow a Pois- | Fixed (func-

User-agent Linux/Firefox

Referrer

Not signed-in

Cookies No cookies

Inter-arrival L i

ime between | OB Process or a deterministic pat- | tion of the

N tern with constant inter-arrival times | number of

views ] N .
(zeroed when we generate views in | daily views)
bursts).

Table 16: Description of our software modules and their default setting

2.6.3.2 Impact of Different Parameters in the Detection of Fake Views

We leverage the modularity of our software to define different configurations that allow isolating the
impact of different parameters on the fake view detection mechanism. In our experiments, each
software instance uses a single public IP address chosen from our collection and reproduces a
seemingly aggressive behaviour, performing 20 views per day to the same video for 8 consecutive
days. The goal of such aggressive behaviour is to guarantee that the detection mechanism of
YouTube is triggered. Next we describe the software configurations we use in our experiments:

e Complete (C): This software enables all modules. It generates views using different user-agents,
different referrers and some of them are from signed users that sometimes click the like button
in the video webpage. The duration of the view and the time between views follow a Poisson
process. This configuration emulates the closest behaviour to a human being among all the
configurations. Thus, we expect its views to be the most difficult to label as fake, adding to the
highest false positives rate. This is our benchmark configuration.

e Poisson (P): The time between two consecutive views follows a Poisson process whereas we set
all the other parameters to their default values.
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e Deterministic (D): This setup eliminates any randomness from the instance behaviour by setting
the view time and the time between views to constant values, 40 sec and 72 min, respectively.
All other parameters take their default values. This fully deterministic behaviour may result
suspicious for a detection system and thus we expect a lower false positive rate for its views with
respect to the previous configurations.

e Short views (SV): This is a version of the Deterministic setup with a fixed view time equal to 1 sec.
We believe that the extremely short duration of the view may raise some further suspicion and
thus we expect a lower false positive rate for its views with respect to the Deterministic setup.

e Burst (B): This is a version of the deterministic setup that sets the time between consecutive
views to 0, thus generating a burst of 20 consecutive views every day. The time between bursts is
configured to 24 hours. Again, views in bursts are typical of misbehaving patterns, and we expect
this configuration to show a false positive rate lower than the Deterministic setup.

e (Cookies (CK): This last configuration only activates the Cookies module, and let the others take
their default values. The usage of the cookies is a standard way for web services to track users’
online activity. We rely on this module to understand to what extent YouTube uses cookies in the
detection of fake views. We make all the views for each experiment using the same cookie.

For each setup we run an experiment 5 times using proxies located in Spain and Germany. Figure 53
presents the false positive rate for the different setups. The main bar and the error bar represent the
average Rfp and the max/min Rfp for each setup, respectively. First, as expected, the Complete
configuration shows the highest false positive rate (35%). However, surprisingly, it is very closely
followed by the Poisson (30%). This indicates that the fake view detection algorithm of YouTube
neglects the parameters that are not common to these two configurations, i.e., the referrer, the
user-agent and the presence of signed-in users. Second, if we compare the configurations with a
different setting of the time between views, i.e., Poisson, Deterministic and Burst we conclude that
this parameter is indeed considered by the detection mechanism of YouTube. More precisely, there
exists a small Rfp difference (~7%) between the cases in which we generate views with random and
fixed inter-arrival times. However, YouTube inflicts a severe punishment to bursty behaviours,
discounting almost 95% of the views from the Burst configuration. Moreover, comparing the
Deterministic and the Short Views configurations we observe that the detection mechanism ignores
the view duration despite we expect it to be an obvious candidate for the identification of fake or (at
least) not worthy views. Finally, as expected, the detection mechanism leverages cookies, as we
observe that the system punishes more severely suspicious, but traceable behaviours.
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Figure 53: False positive rate obtained for each one of our experiment configurations
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In summary, the results in this section unveil that across the studied parameters, the YouTube’s fake
views detection mechanism leverages solely the time between views and the cookies to identify fake
views. While these results explain the Rfp difference between the considered configurations and our
benchmark, they do not explain the 65% discounted fake views common to all our setups. This
percentage of views is indeed discounted from all our configurations. The only aspect which is
common to all our configurations and which may be responsible of such large penalization is that
they perform their views from a unique public IP address. This, along with the fact that IP addresses
are one of the strongest online users identifiers [CZC14] and one of the key parameters many
security online services rely on [MAAQ07, PSF+07, RF06] lead us to conclude that the video-viewing
pattern from an IP address is a key element for the fake view detection mechanism of YouTube. We
analyze this hypothesis in the next section.

2.6.4 The Impact of Video-Viewing Patterns on YouTube’s Fake View
Detection Algorithm

We devote this section to dissect the reaction of the fake view detection algorithm of YouTube to
different video-viewing patterns from an IP address using the false positives rate as metric. To
perform the experiments described in this section we use the Deterministic configuration of our
software introduced in Section 2.6.3.

2.6.4.1 Impact of the Number of Daily Views from a Single IP Address to a
Single Video

We start our analysis by examining whether YouTube imposes any discounting on the views a single
IP address performs to a single video. In particular, we aim at measuring the view per day threshold
to overcome before the detection algorithm begins to discount views. Therefore, we conduct a
simple experiment in which our software generates W =1, 4, 7, 8, 9, 10, 20, 30, 40, 50 and 60 daily
views to a given video for 8 days. Figure 54 shows the Rfp for the different values of W. We observe
that the fake view detection system counts all the views up to a rate of 8 views per day, that seems
to be a fixed threshold. From 9 views on, the Rfp decays drastically, as we observe that for 20 and 60
daily views the Rfp is ~ 30% and almost ~ 0%, respectively. We can model the Rfp with respect to
the daily number of views (W) as an exponential decay function with the following expression that

offers an R2 =0.98:

1 it W <8,

RFP(W):{ e~ 0-1098(n—8)  uperiise (3)

We repeat the experiment 3 times from IP addresses located in Spain and Germany obtaining similar
results.
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Figure 54: The false positive rate and its fitting model when increasing the number of daily views
performed by a single IP address

In order to understand whether the popularity of the video has any impact on the detection of fake
views, we also conduct this experiment for two popular videos with roughly 12K (100 in the last
month) and 300K (5K in the last month) registered views at the moment we conduct the experiment.
To differentiate the views coming from real users and those coming from our software to these
popular videos, we configure our software to use rare user-agents (Bada, HitTop, MeeGo and
Nintendo 3DS) from which these videos have not received any view in the last 6 months. Indeed,
thanks to YouTube Analytics which reports the number of views per user-agent, we can compute the
false positive rate associated to views to these popular videos coming from our software. In
particular, we run the experiments with W = 8, 9, 10 and 20 daily views finding that also in this case
the fake view detection mechanism for these popular videos starts discounting views from 8 views
per day. This suggests that the threshold chosen by the fake view detection algorithm of YouTube
seems to be the same regardless of the popularity of the video.

It is worthwhile noting that the above observations are in line with the results of the experiments in
Section 2.6.2.1 in which each IP address performs only 3 views per day: indeed, this is much below
the discounting threshold we observe in Figure 54.

2.6.4.2 Penalization of Global Behaviour of an IP Address

In the previous experiment we have analyzed the penalization when an IP address views a single
video multiple times. We are now interested in analyzing how the fake view detection system reacts
when the views coming from a single IP address are distributed over several videos. We indeed
expect YouTube to discount all the views of an aggressive IP address, independently on the number
of videos it targets.

In the following we first validate this hypothesis with a simple experiment. Second, we present the
results of a large scale measurement study we run to characterize the Rfp as function of the overall
behaviour of an IP address defined by the number of performed views and visited videos.
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Figure 55: Number of views counted by YouTube for both the conservative and the aggressive IP
addresses

Hypothesis Validation: To validate the above claim, we have performed the following
experiment. We run a “good-behaving” instance of our software from a single IP address that
performs one view per day for 34 days to a video (Conservative IP address). From a second IP
address, we start another “good-behaving” instance, but, additionally, we overlap the watching
activity of a second “malicious” instance of our software that performs 25 views per day, starting
at day 8 and stopping at day 24 (Aggressive IP address). Figure 55 shows the number of views the
fake view detection system counts over time for the good-behaving instances in the two IP
addresses. Since our good-behaving instances perform just 1 daily view to the video, this value
can be 1 (in case there is not punishment) or 0 (in case there is punishment). The results show
that the fake view detection system punishes the aggressive IP address from day 9 to day 26, i.e.,
the punishment starts the day after the malicious instance starts its activity and it ends two days
after we stop the malicious instance. Observe that the conservative IP address does not receive
any punishment. Hence, we conclude that YouTube’s fake view detection mechanism punishes IP
addresses globally for their overall behaviour, rather than punishing the behaviour for each
individual video separately. Note that we repeat this experiment twice obtaining the same
results.
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Figure 56: Rfp for several combinations of the number of views W and the number of watched
videos D

Characterization of global IP punishment: The previous experiment shows that when viewing
multiple videos, the punishment depends on global behaviour of all the videos. To characterize
the punishment inflicted by the fake view detection mechanism of YouTube to an IP address
when watching multiple videos, we conduct a large scale experiment in which we perform W =1,
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3,5,7,10, 15, and 20 daily views uniformly distributed across D=1, 3, 5, 7, 10, 15, and 20 videos
during a period of 7 days. In total, we run 28 experiments combining different numbers of views
and videos. For each experiment we use a different Planet-Lab node as proxy. Figure 56 shows
the false positive rate for each one of the 28 considered combinations. First, if we analyze the
evolution of Rfp for a fixed number of videos, we observe the exponential decay reported in
Section 2.6.4.1 in every case. However, the threshold in the number of overall daily views that
defines the start of the exponential decay varies. It seems to be set to (at least) 10 views for D 2
1, whereas we know from Section 2.6.4.1 that it is 8 views for D=1. If we now consider the
evolution of Rfp for a fixed number of daily views, we observe that when we concentrate all
views in a single video, the punishment is much more severe than when they spread across two
or more videos. Moreover, the differences in Rfp for the cases of 2 or more videos are relatively
small (£ 7%).

In summary, we draw the following conclusions form the results obtained. First, the rate of daily
views has a much larger influence on the fake view detection algorithm of YouTube than the number
of visited videos. Second, for the number of visited videos YouTube makes a clear distinction between
the case in which the views target a single video and the case in which they target multiple videos.
Indeed, when we distribute the views across multiple videos we do not observe the same severe
punishment we observe when views target a single video.

2.6.4.3 Are NATed and Regular IP Addresses Treated Equally?

NAT devices aggregate the traffic and, thus, the video viewing activity coming from multiple, usually
private, IP addresses into a single public IP address. In large NATed networks such as campus
networks, corporate networks and, in some cases, ISP networks, this activity may be significantly
large. Therefore, we are interested in understanding how the fake view detection mechanism of
YouTube counts the views coming from NATed networks. To this end, we install our software on four
machines accessing the Internet from NATed networks located at four different institutions and we
configure it to perform 20 (Institution 1), 50 (Institution 2), 75 (Institution 3) and 100 (Institution 4)
daily views for a period of 8 days. We remark we use the Deterministic configuration, in which we
disable the usage of the cookies. Table 17: Rfp and information about the four scenarios for the
experiments we conduct from NATed IP addressesTable 17 shows the Rfp for each experiment along
with some information of the different NATed scenarios. Notice that, although our software
generates views rather aggressively, the Rfp is surprisingly large in all cases. This suggests that the
fake view detection algorithm of YouTube seems to be able to identify NATed IP addresses and
applies a conservative punishment strategy to them, possibly with the intention of minimizing the
false negative rate (i.e., wrongly discounting views from legitimate users). This clearly offers an
attacker the chance of generating fake views by gaining access to machines behind large NATed
networks, e.g., a public campus network. Finally, we observe a remarkable difference between Rfp
across the different experiments that, contrary to our expectation, seems not to be exclusively due
to the aggressiveness of the daily view rate. Instead, it seems that the volume of activity originated
from the NATed IP address is considered to define the punishment level (note that some other
factors that we cannot unveil with our experiments may also be taken into account).

Experiment W (views/day) U (users behind the NAT) U/W Rpp

Inst. 1 20 ~350 ~25 087
Inst. 2 50 ~35 ~ 0.7 063
Inst. 3 75 ~100 ~1.33 093
Inst. 4 100 ~30s ~05 045

Table 17: Rfp and information about the four scenarios for the experiments we conduct from
NATed IP addresses
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2.6.4.4 Punishment of IP Prefixes

Our analysis so far shows that an IP address is punished by its global behaviour. In this subsection,
we go one step further to analyze whether YouTube’s fake view detection algorithm punishes ranges
of IP addresses when one of them is misbehaving. Note that punishing IP prefixes due to the
misbehaviour of a single IP address is a common technique that, for instance, we have experienced
when querying BitTorrent trackers in previous studies [CMC+13]. In addition, some existing solutions
propose to consider IP address within the same prefixes as it has been observed that botnet-infected
machines choose as potential future members of the botnet machines within the same IP prefix
[PFS+07].

We perform a similar experiment to the one described in Section 2.6.4.2. We start an instance from
IP address IP-A that behaves properly and makes 1 daily view to a video. After a few days, we start a
second instance from IP address IP-B, which misbehaves and performs 20 daily views to a second
video. Note that IP-A and IP-B belong to the same /X prefix. We conduct this experiment for values of
X ranging between 24 and 30 and we observe punishment only for the case of /30 prefixes.
Therefore, we conclude that YouTube detection mechanism punishes consecutive IP addresses as
long as one of them misbehaves within a /30 prefix.

2.6.4.5 Detection Time

Figure 57 presents the CDF of the 90th percentiles of daily number of views and of daily number of
visited videos per IP address from our traces YT-the 90th percentile of daily visited videos 1 and YT-2.
This figure, as well as those of other experiments, indicate that the punishment does not start right
after the IP address begins to misbehave. This suggests that YouTube’s fake views detection
mechanism requires some time before it starts punishing a misbehaving IP address. Our aim in this
subsection is to quantify this “detection time” with respect to the past history of an IP address. In
particular, we consider three types of IP addresses based on their history: (i) a fully-clean IP address
that we have never used to connect to YouTube, (ii) an IP address that we have used before to watch
YouTube videos but has never shown a misbehaving watching pattern; and (iii) an IP address that has
shown a misbehaving watching pattern in the past. For each one of these IP addresses, we start 7
instances of our software performing W =3, 5, 7, 10, 15, 20 and 25 views per day, respectively. This
aggressive behaviour guarantees that the fake view detection system will mark the IP addresses as
suspicious and will discount their views. Our results show that the system punishes the fully-clean IP
address after 12 days, whereas it starts punishing the other two IP addresses one day after the
experiment starts. Therefore, it seems that YouTube monitors and logs any IP address that connects
to the system, and as soon as an already logged IP address misbehaves, the YouTube detection
mechanism start discounting its views just after one day. However, for IP addresses which are
unknown to the system, the detection mechanism is much more conservative and does not discounts
their views until some days have passed.

In summary, the systematic analysis we present in this section reveals some fundamental aspects of
YouTube’s fake view detection mechanism. We observe that the mechanism uses the IP address as
basic identifier and discounts its views based on its global video-viewing pattern. Furthermore, we
show that YouTube punishes two consecutive IP addresses whenever one of them misbehaves. We
quantify some thresholds used by YouTube and report the punishment factor for few representative
cases. Finally, we provide solid evidences that YouTube detection mechanism uses a more
conservative punishment strategy for NATed IP addresses. In the next section, we use a large-scale
trace that includes information of millions of YouTube sessions and discuss (based on the statistical
metrics derived from the traces) whether the punishment factors used by YouTube are appropriate
or not.
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Figure 57: CDF of the 90th percentiles of daily number of views and of daily number of visited
videos per IP address from our traces YT-the 90th percentile of daily visited videos 1 and YT-2

2.6.5 Statistical Validation of YouTube’s Penalization Strategy

As shown above, YouTube fake view detection mechanism monitors the global video-viewing pattern
from an IP address and penalizes those ones overcoming a certain threshold. In the following, we
analyze the appropriateness of these thresholds by using a dataset obtained from a large European
ISP. Our dataset consists of two TCP-level traffic traces that we obtain by using the traffic monitoring
tool Tstat and the trace analysis techniques described in [FMM11].

Trace Period Length IP addresses Views Videos

¥Y7-1  01/03/13-30/04/13 2 months 28071 3.94M 1.37TM
¥Y1-2  01/05/13-30/11/13 7 months 16781 159M 3.95M

Table 18: Measurement traces

Table 18 provides details about the two traces we employ in our study. We collect the two traces at
two different vantage points within the same ISP. Measurements have been performed on both
incoming and outgoing traffic over two different periods (March-April 2013 and May-November
2013) and together cover approximately 10 months. In total, we observe the activity of about 35K
end-users regularly accessing the Internet, and we identify the TCP flows corresponding to almost
20M YouTube video requests and downloads.
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Figure 58: Conditional Probability Distribution of the 90th percentile of daily views given the 90th
percentile of daily visited videos from out trace YT-2
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We process the collected data to obtain the video-view pattern associated to each IP address in the
dataset. First, we notice that the average number of daily views per IP address is 1.29 (3.16) for trace
YT-1 (YT-2), whereas the average number of watched videos per day is 1.15 (2.78) for trace YT-1 (YT-
2). However, a detection system based on averages would cause a high number of false negatives. As
we saw in Section 2.6.2 the YouTube detection mechanism tends to avoid false negatives, thus, for
this comparison we decide to use the 90th percentile of the daily made views and visited videos for
each IP address as a conservative value to characterize the video-viewing pattern. Figure 57 shows
the CDF for the calculated 90th percentiles of daily number of views and visited videos per IP address
for both our traces. We can observe that for YT-1 (YT-2) less than 5% (10%) of IP addresses perform
more than 10 daily views or watch more than 10 videos. To show the video-viewing pattern of an IP
address in more detail, for each IP address in trace YT-2 we have computed the 90th percentile of
watched videos per day (D) and the 90th percentile of daily views (W). Figure 58 presents a color
map in which the cell (x,y) represents the probability that D equals x and W equals y across the
samples. We observe that the region (x,y) < 15 includes all the most likely video-viewing patterns.
This confirms that most users make < 15 views per day and watch < 15 videos per day. In addition,
we observe a clear linear correlation between the two variables. This indicates that the IP addresses
watch between 1 and 15 videos per day and watch each of these videos only once in 91% of the
cases. We observe similar results in trace YT-1.

IM

This statistical analysis gives us a good indication of the “typical” video-viewing pattern of YouTube
users and thus provides useful information to define an appropriate penalization strategy. For
instance, it is very unlikely that an IP address makes more than 20 views or watches 20 videos per
day; therefore, if we repeatedly observe this video-viewing pattern in an IP address, a high view-
discount factor should be applied.
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Figure 59: The CDF of the number of views performed by the sample of IP addresses viewing
exactly one video in any given day for our traces YT-1 and YT-2

Based on the above initial observations, it seems that the view-discount factors unveiled in Section
2.6.4 for few representative cases are reasonable, as they severely penalize watching-video patterns
that perform a large number of views. To further validate this claim, we analyze the appropriateness
of the discount factor for the number of daily views to a single video (shown in Figure 54). To this
end, we have extracted all the sessions in our trace YT-2 that watch a single video (once or multiple
times) in a day, and show the distribution of the number of views in Figure 59. This result shows that
for both our traces more than 99.9% of the IP addresses watching a single video in a day perform < 8
views to that video. This confirms that the view-discount factor used by YouTube for the number of
daily views to a single video seems to be appropriate to penalize outlying behaviours, thus
minimizing the number of false negatives.
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From the above results, we conclude that YouTube seems to follow a generally appropriate view
penalization strategy to identify outliers and minimize the number of false negatives. This seems to
be aligned with the results from the performance evaluation we present in Section 2.6.2.

2.6.6 Detection of Fake Views for Monetized Services

Our analysis so far has focused on understanding how YouTube interprets and discounts the views
displayed by the public counter. Since inflating the view counter is amongst the most obvious of
threats to YouTube’s Monetization Program, in this section, we look at how fake views are handled in
videos enrolled in the monetization program.

To do so, we enroll 7 different videos in YouTube’s Monetization Program. Of these, we enroll four
videos (1, 5, 6 and 7) on to the program from the start, and we enroll the remaining videos (2, 3 and
4) after they attain 301 views. To reduce the probability of our videos attracting legitimate user
attention, as indicated in Section 2.6.2, we use random hashes for their names and descriptions and
make sure that they are not externally linked. Then, we instrument a given instance of our software
(on a unique IP address) to access each video with a daily view rate equal to 20 views per day for the
duration of the experiment (64, 27, 33, 33, 20, 20 and 20 days, respectively). Finally, when accessing
the video, the instance watches the complete video (at most 194 sec) as well as any ads presented
with it entirely. We remark that we have not received any money while running these experiments
and all the statistics we report are those we retrieve from the YouTube Analytics channel page.

Figure 60 presents, for each video, the total number of views our tool performs (W) along with the
false positive rate we compute from both the YouTube Analytics counter and the number of
monetized views (also reported by YouTube Analytics). Surprisingly, our results indicate that the
number of views YouTube Analytics counts is significantly smaller than the number of monetized
views for all videos. Indeed, the false positive rate ranges between 16.9-33% for the number of views
counted by YouTube Analytics and 87.2-94.9% for the monetized views, respectively. Since YouTube
Analytics counters are those presented in YouTube’s public view count for videos, this suggests that
the algorithm used to detect fake views is much more conservative for the public view counter than
for the monetized views. In other words, a large fraction of views that YouTube labels as suspicious,
and are not counted by YouTube Analytics for the public counter, are still monetized. Additionally, we
do not observe significant differences between videos that have not reached the 301 views threshold
and those which have overcome it.

1l 1 Counted Monetized

0.75¢
0.5

G il

Video 1 Video 2 Video 3 Video 4 Video 5 Video 6 Video 7
W =1268W =523 W =652 W =652 W = 350 W = 345 W = 350

Ratio of bot views (V) converted (Ryp)

o

Figure 60: Comparison of false positive ratio for the number of monetized views and the number of
counted views by YouTube for 7 different videos
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This unexpected result has also been reported by some YouTube video uploaders in the YouTube
Analytics page. They report that during some periods of time, the number of monetized views is
larger than the counted views. The answer from YouTube suggests that when the number of
monetized views is higher than the number of counted views, this may be due to users watching the
ad but not the video, and as a result such views would be monetized but not counted for the public
counter. However, this claim does not hold in our case, since (as mentioned before) our software
instance watches both the video-ad and the video entirely.

Finally, we highlight that we have reported the above findings to YouTube and we plan to present
their feedback and explanations, once we receive them, in the next version of this work.

2.6.7 Related Work

The research community has devoted an important amount of effort to the identification of
malicious behaviours in online services and to the design of counter-measures to such behaviours
[SAM12, CIB08, VBS]. Similarly to YouTube’s fake view detection mechanism, most of the detection
system designs rely on the IP address as the main id (identifier) to track and identify malicious
behaviour. Some examples of such mechanisms are the classical monitoring tools looking for sources
of attacks, such as port scanning [SHMO02] and DDoS attacks [PLR0O4], or the detection systems which
counteract malicious users in P2P applications [CKG+14]. Only those systems requiring the user
registration to gain access to the service, e.g., Online Social Networks, implement detection
mechanisms that use both the IP address and the user-id as basic units to detect inappropriate
behaviours. For instance, Facebook traces the requests pattern from a given account and if it is
unusual the user is warned and if the behaviour persists the account is closed [GKB11]. In the case of
YouTube, both registered and non-registered users can access to the service, although as our results
suggest it seems that the detection algorithm does not make distinction between both types of users
unless cookies are enabled.

More recently, the rapid proliferation of botnets and specialized bots to attack specific services has
led the research community to work on the identification, characterization and elimination of
botnets and bots [KRHO7, XYA+08, LCW10, SKV10, ZP11, ZZY13, YHG11]. Additionally, following a
similar methodology to the one we use in this work, Boshmaf et al. [BMB11] and Bilge et al. [BSB09]
create their own automatic software to evaluate the efficiency of the detection and defense of
different social networks from different types of attacks such as user impersonation.

In the field of fraud detection and mitigation in online advertising, most of the literature focuses on
traditional type of ads such as search or display ads. In this case, the fraud problem is referred to as
click fraud since the fraudulent activity is associated to fake clicks on ads, typically performed from
bots. Metwally et al. [MAAQ7] present an early study in which they use the IP address as the
parameter to detect coalition of fraudulent users or fraudsters. In a more recent work, Li et al.
[LZX+12] propose to analyze the paths of ad’s redirects and the nodes found in the content delivery
path to identify malicious advertisement activities. Furthermore, Stone-Gross et al. [SSZ+11]
managed to get access to a command-and-control botnet used for advertisement fraud in which the
bot master sends commands with fake referrers. On a complementary work, Miller et al. [MPG+11]
study the behaviour of two clicking robots: Fiesta and 7cy. Fiesta uses a middleman that probably
shares its revenue with advertiser sub-syndicates. 7cy tries to emulate a human behaviour and
presents different behaviours depending on the location of the infected computer. Finally, Dave et
al. [DGZ12] design an algorithm to identify click fraud from the advertiser perspective; to design this
algorithm, the authors propose to measure different aspects of the user behaviour in the advertiser
webpage such as the mouse movements or the time spent in the website. Based on their initial work,
the same authors propose, implement and test ViceROI [DGZ13], a solution to discount fake clicks
from ad networks. The basis of ViceROI detection algorithm is the fact that click-spammers will lead
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to a higher ROI (Return of Investment) than a legitimate publisher, as the authors claim that a
realistic ROl is difficult to obtain with robots.

All the above works establish a very solid basis for the design of tools to mitigate fraud associated to
traditional ads. However, they are (in general) not applicable to fraud associated to video-ads due to
the different nature of video-ads and click-based ads. To the best of the authors’ knowledge, there is
only a very recent study that analyzes fraud in video-ads [CZC14]. The authors of this study use traces
from a video platform in China to identify statistically outlying video-viewing patterns and, based on
these observations, suggest a fake view detection algorithm built on parameters such as the number
of views made from an IP address to a video or the number of different IP addresses watching a
given video. Unfortunately, as the authors acknowledge, they do not count with a ground truth
dataset to validate their designed solution. In contrast to this work, our study focuses on YouTube,
the most important video platform worldwide, and pursues a different goal. We propose a
methodology to generate ground truth scenarios so that we can evaluate the performance (and
unveil basic functionality principles) of YouTube’s fake view detection mechanism for both the
number of counted and monetized views. As our methodology is extensible to other video platforms,
the authors from [CZC14] could use it to validate their proposed solution in their considered video
platform. Finally, although less related to our work, it also is worth referring the reader to a recent
work by Krishnan and Sitaraman [KS13], which presents a large scale analysis of the different factors
that influence the effectiveness of video-ads.

2.6.8 Conclusions and Future Work

The increasing fraudulent activity in the area of online video advertising has raised concerns among
the affected players, including advertisers and video platforms. The advertising business model of
online video portals limits the means to detect fraudulent activity (i.e., fake views) to the detection
systems of video portals. However, there are not standard auditing or monitoring techniques to
measure the performance of these detection systems. In this work we have presented a
methodology based on active measurements that may serve as an initial tool to advertisers,
regulators, etc., to assess the performance as well as to understand some key elements of the fake
view detection system of a video portal. We applied this methodology to YouTube that is the most
important online video portal in both number of visits and advertising revenue.

Our results indicate that the detection system of YouTube monitors the behaviour of an IP address in
terms of the rate of views and the number of visited videos. If the rate of views is small (in the order
of 8-10 daily views) the detection system does not discount views. However, higher rates of views
trigger a punishment (or views discount) factor that grows exponentially as we increase the rate.
Interestingly, this punishment factor is lower when views come from a NATed IP address. Moreover,
the detection mechanism also takes into account the inter-arrival time between views, applying a
severe punishment factor for bursts of views on a video. Finally, the detection mechanism takes
advantage of cookies to trace users, and applies larger discount rates to the suspicious ones. The
validation of the punishment strategy of YouTube conducted using the statistical information from
20M YouTube sessions indicates that YouTube’s strategy is globally reasonable and seems to aim at
minimizing the number of false negatives.

Finally, our experiments provide solid evidences suggesting that YouTube is monetizing views that,
on the other hand, it discounts from the public view counter. This indicates that the punishment
strategy used to discount monetized views is significantly softer than for discounting views from the
public counter.

As immediate future work we plan to apply this methodology to other online video portals starting
by Dailymotion. Moreover, we plan to periodically apply our methodology to YouTube and other
video portals in order to monitor the evolution of their detection systems. In parallel, we will work in
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the design of more robust detection systems that would implement obvious functionalities missed in
current systems (e.g., discount views that watch a video less than X sec, X = 1 or 2). Moreover, we
will explore the utilization of machine learning theory for the identification of outlying video-viewing
patterns, not responding to human behaviour as well as the application of signatures that may serve
to identify common malicious behaviours across multiple IP addresses.

2.7 Exploring D2D Opportunity using Orange Traces

Device-to-Device (D2D) content delivery can only be effective under certain circumstances. On the
one hand, a certain content popularity is necessary; on the other hand the device density has to be
high (like in urban areas). These two factors are essential, so that it is likely that at least one device in
range is able to serve the desired content, even when using an optimal device-to-device discovery
and delivery strategy.

For further research on D2D content delivery, it is of interest if the quota of requests that may be
served via D2D is high enough to justify the implementation of D2D mechanisms in mobile devices. In
this project, we suggest an evaluation mechanism to give an answer to this question, based on real-
world measurement traces of mobile devices.

The benefit of different stakeholders from participating in a D2D content delivery system is discussed
in Deliverable 2.3 (Section 3.3). The quota of requests that can be served via D2D is the basis to
quantify the benefit of users and their overall, direct incentive to participate in a D2D scenario under
certain conditions: with growing quota of D2D-retrievable content, the infrastructure expenses of
the user are reduced accordingly. Thus, if the quota is sufficiently high, this reduction justifies the
implementation and overhead expenses induced by D2D.

2.7.1 Input Data

The input data can be obtained from tracing users of a large mobile network operator. The
evaluation is based on two datasets (e.g. CSV files), the position and the request samples. Both
datasets have to be collected over the same time period.

The position samples are based on a user’s cell associations. We do not use exact positioning (e.g.
GPS), as it is too privacy-sensitive, hard to anonymize, and hard to obtain. At random but frequent
time intervals (not more than 15 minutes apart if a user is online), the dataset contains information
for every user being associated to a specific cell. It is comprised of the following fields:

e The current time. It must be accurate, and it can be relative (e.g. 0 = start time of experiment).
e AuserID. The ID is anonymized by using any random unique number for a user.

e Acell ID. The ID uniquely identifies a mobile base station. The cell ID can also be anonymized like
the user ID, without any geographical information.

The request samples contain information about a particular user consuming content. It holds the
information whenever a user requests content.

e The current time of content request, which can be relative (e.g. 0 = start time of experiment).

e Auser ID. The ID is anonymized by using any random unique number for a user, but correlated to
the request dataset.

e A content ID. The ID uniquely identifies content. It can also be anonymized by using a random
unique number, without any further information about the content.

We can evaluate the quota of successful D2D deliveries like if the users in the trace data had used
D2D content delivery in reality, by simulating it with the following model.
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2.7.2 Delivery Model

We use a one-hop delivery model. This means, a device can retrieve content only from devices in
direct communication range that have this content stored for own purposes. There are no “selfless”
or artificially rewarded intermediate devices that relay content for others.

Our model assumes a prediction mechanism which can tell if the user is likely to consume a certain
content item (video/audio file, application) in the future. In our model (Figure 61), a prediction can
be made at most t, before the time of the content consumption tieq. This time interval is the
prediction phase. After treq, the content remains in the device’s cache for t. until it becomes
unavailable (the caching phase).

Time
—_—
| t, t,
| / req
Request predicted Content in cache

Figure 61: Assumed model for device-to-device content delivery

In our model, a request of a device for content is the point in time where the user wants to actually
consume the content, i.e. when it is needed. We assume a device d makes a request reqq for a
content item at time tieq ¢. If at any time tenc in the prediction phase of reqq, a device e was in
communication range (proximity) of d which requested the same content and is currently in the
caching phase of the request for this content, then (Figure 62):

e A D2D content delivery of a device d for a request reqq, is assumed to be successful.

e The start of the caching phase for reqqis shifted back in time; it does not start at treq ¢ but at tenc.
This is because in a successful D2D transfer, the content is assumed to be transferred at the first
time the devices are in proximity, and remain in the cache until requested (and longer).

Otherwise, the D2D transfer is assumed to be not successful (as there is no device in range having
the content cached). The caching phase then starts at the time of request, as in this case the content
is assumed to be retrieved on-demand via infrastructure. In either case, the content is stored for t.
after the request.

Time

| req Device e

>< Devices in proximity

req

Device d

prolonged cache phase

Figure 62: Example of a successful D2D content delivery

2.7.3 Proximity Model

It is assumed that peers (devices) are in communication range, if they are in the same mobile cell.
This is only an approximation to real-world scenarios, as two users in the same cell may be in range
of the cell, but not in range to each other.
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No continuous cell join/leave data is supposed, but instead time samples. Peers are in range to each
other if the following two conditions hold:

e Both peers generated a sample in the cell.

e These samples are at most ts (Sample Tolerance) apart from each other. This is a global time
parameter, by default set to 10 minutes.

Cell X
Peer A I
Cell X
Peer B i
Peer C Cie” X
A

sampleTimeTolerance

Figure 63: Example of the proximity model: peer A and peer B are in communication range, peer C
to neither peer A nor peer B.

2.7.4 Evaluation Algorithm

First of all, the following algorithm is executed separately for every distinct content item. It works
on a queue Q of request objects (containing all requests of all devices for the particular content
item). A request object r=(ti, tv, d, p) consists of a parameter t, which is the time of the request, and a
variable parameter t,, which resembles the time the content item starts to be in a device’s cache.
Initially, ty=t;. The queue Q is always ordered by the variable t, in a device’s cache, this means it may
be reordered if it changes. d is a Boolean parameter which expresses if this request could be served
via D2D. It is initially false, p is the peer that does the request. The function prox(ti, t;): returns a set
of tuples (p, t) with all peers in the same cell between time t;, and t;, according to our proximity
model, and the corresponding time of proximity.

The following pseudocode algorithm describes our method of evaluation:
d2d_requests = 0

total_requests = 0

While (Q not empty):
Get first element r=(tr, tb, d, p) from Q
For all peers (p_prox, t_prox) in prox(tb, tr + tc):

Is there an element r2=(t2,tb2,d2,p2) in Q where, p2==p_prox && t_prox
< 12 < t_prox + tp?

IT yes:
d2=true (Mark content as D2D-served)
th2 = t prox (set tb to time of proximity)
Break the for-loop.
IT d=true: d2d_requests++
total_requests++

quota = d2d_requests / total_requests
The result is the quota of possible requests that can be served via D2D.
Page 100 of 154
Copyright © eCOUSIN Consortium, December 2014



Deliverable D3.3 Measurement, Modelling & Prediction
of Social-Content Interdependencies (Final Version)

2.7.5 Evaluation Implementation

We implemented the evaluation algorithm on the Java Platform and Language. We used Java
Collections to reduce complexity in map, list and queue operations. Our simulation server is based on
Debian with 128GB of memory. A run on the dataset (approximately 80 million entries) currently
lasts about 30-40 minutes.

In future work, we can classify the cells (urban, rural). Furthermore, the proximity model may be
refined.

2.8 Analysis of Datasets: Orange's CUTV, TSP's FB Data, Flixter

In this section we investigate which model is best suited to capture the correlations in various
datasets. The knowledge which model fits the dataset best gives us insight how to design better pre-
fetching and caching algorithms.

We consider two kinds of datasets: datasets wherein users gave a rating to content items and
datasets expressing which content items users actually consumed. In some datasets there is also
timing information, but we ignore this timing information in this section. Instead we randomly split
the dataset in a training set and a test set (of roughly equal size). The training set is used to tune the
parameters of the model, while the test set is used to assess the performance (which will be detailed
below). The model that has the best performance on the test set (being trained on the training set) is
considered to be the best model.

The models that we consider are extensions of the models introduced in Deliverable D4.2 [D4.2].

The first model that we consider assumes that each user n and each content item k can be
characterised by an L-dimensional vector, where L is a parameter. The rating that user n would give
to item k or the likelihood that user n will consumes content k is given by the dot product of the
vector associated with user n and content item k. As in Deliverable 4.2 [D4.2], the vectors associated
with users are the rows of a matrix P, while the vectors associated with the content items are the

rows of a matrix Q, so that the (n,k)-th entry of the matrix product P-Q’ is the prediction of how
much user n likes item k. The matrices P and Q are determined on the test set. In deliverable D4.2
[D4.2] we also introduced a regularisation parameter (that forces the entries of P and Q to be small),
but we found there that it has not a lot of impact, so that here we omit it.

The second model that we consider assumes that the reaction of a user n towards content item k can
be predicted as an average over the reactions of a subset of users and content items. Which subset
of the users and content items is used is determined by the correlation that exists in the training set
between users and content items respectively. The community of user n is captured in the n-th row
of matrix C. The (n,m)-th component of this matrix C is 1 only if user m is in the community of user n
and is 0 otherwise. Likewise the genre of item k is captured in the k-th row of matrix G. The (k,I)-the
entry of this matrix G is 1 if item m is sufficiently similar to item k and 0 otherwise. How user n will

react to content item k, is proportional to the (n.k)-the element of the product C-R-G’. Notice that
this is an extension with respect to deliverable D4.2 [D4.2], where G was the identity matrix. We
construct C via determining the Ns users that have the highest correlation with user n and G via
determining the Ks content items that have the highest correlation with content item k in the training
set (where Ns and Ks are the parameters of the model).

When we predict user ratings we use the RMSE (root mean squared error) as performance metric.
When we predict whether or not a user will consume a content item, we compare the predicted
likelihood of consumption with various thresholds. For each value of the threshold, we determine
the CP (correct predictions) and UP (useless predictions). The model that provides the best trade-off
between those two metrics is the best model.
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2.8.1 Orange CUTV Dataset

The Orange CUTV dataset (see deliverable D3.2 [D3.2]) captures which user n watched content item
k at which time. Its overall characteristics are described in deliverable D4.2 [D4.2]. As discussed we
ignore the timings, to determine the structure in this dataset. In Figure 64 the performance (in terms
of the UP vs CP curve) of both models is shown. For both models the optimal parameters were
determined. For the first model it was L=20 and for the second N.=Ks=40. It can be seen from this
figure that the first model outperforms the second.
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Figure 64: Comparison of both models on the CUTV dataset.

2.8.2 Flixter Dataset

The Flixter dataset [FLIX] contains the rating users gave to content items. Its broad characteristics
were described in deliverable D4.2 [D4.2]. Figure 65 illustrates the impact of the number of features
L on the RMSE of the training and test dataset. Notice that as the number of features increases, the
RMSE on the training set keeps decreasing, but that while there is an initial decrease of the RMSE on
the test set, it starts increasing if L gets too large. In that region of large L there is over-fitting. The
figure shows that the best value for the number of features L is 5, and that the minimum is very
broad. It also shows that choosing the value of L a little bit too large is less damaging than choosing
the value of L too small.
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Figure 65: Best parameter for the first model for the Flixter dataset.

2.8.3 Conclusion

In this section we proposed two models to predict consumption or appraisals and analysed their
performance on some dataset. The model based on learning a feature vector for each user and each
content item and where the prediction consists of a dot product of the feature vector associated
with the user and content item, outperforms the model in which the prediction is based on making
an average within a set of close users and content items.
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3. SOCIAL-AWARE CONTENT DIFFUSION

Based on Tasks 3.1 and 3.2 as reported in [D3.1] as well as Sections 1 and 2 above respectively, the
goal of Task 3.3 of WP3 was to predict aspects related to content diffusion, e.g., prediction of
content popularity, content consumption patterns (where a content is expected to be consumed),
and social cascades of content taking into account the social structure of users and their personality,
e.g., estimated through language analysis. Additionally, Task 3.3 analysed the impact that the social
dimension has on content interests within the users social graphs to exploit potential content
diffusion.

An initial set of mechanisms for prediction of content popularity and consumption patterns as well as
the social impact on content interests was documented in [D3.1]. Accordingly, this section provides
the final update on social-aware content diffusion approaches. The outcome of this work includes a
microscopic information propagation analysis in Google+ and its comparison with Twitter, as well as
macroscopic geographical information propagation analysis in Twitter.

3.1 Miicroscopic Information Propagation Analysis in Google+ and
its Comparison with Twitter

Information propagation is an inherent property of human beings that are continuously
retransmitting and sharing the information they receive with other human beings. The process of
propagating the information has evolve over the history from the creation of the first human
language, passing through the invention of writing, up to more recent propagation mechanism based
on technology innovations such as mass media communication (e.g., radio, TV, etc.). Researchers in
different areas have always been interested in answering questions like how, when or how fast the
information is propagated. For example, we can find relatively old studies digging into this intriguing
issue in fields like traditional media communication [G64] or social science [BR87]. Furthermore, the
irruption of the Internet have brought the modern society to the so called Information Era in which
human beings have access to a huge volume of information as it never happened before in the
History. This trend has been multiplied by the recent irruption of OSNs that have rapidly become one
of the most used information propagation media for hundreds of millions of people. Therefore, the
described context has defined the understanding of the information propagation in OSNs as a topic
of great relevance for the scientific community that have performed initial characterization studies of
information propagation in some popular OSNs like Twitter (TW) [KLP+10], Facebook [SRM09].

In this research we focus on characterizing the propagation information in a new OSN, Google+ (G+).
In G+, similarly to other networks such as Facebook, the basic piece of information is the so called
post. A post can attach different types of content (e.g., a simple text, a video, a photo, etc.). The
process to propagate information in Google+ occurs as follow: First, the post is initially fed into the
system by a user that we refer to as root user. From this moment the post is available in the G+ wall
of the root user and it is accessible either to all users in G+ (if the root user defines it as a public post)
or to a limited number of users selected by the root user (e.g., his work colleagues). Any G+ user with
access to the post can reshare it, which makes that post available in that user’s wall. Then, the post is
exposed to a new set of users that in turn could decide to also reshare the post. Therefore, each post
in G+ generates a propagation tree (or reshare tree) that constitutes the basic information
propagation structure that we use for our analysis. In addition, a piece of external content to the
OSN (e.g., an URL) can be posted by multiple root users within the system, each of them generating
an individual propagation tree. These trees form a meta-structure that indeed represents the
propagation of that piece of external content in the OSN. We refer to this meta-structure as
propagation forest.
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To the best of the authors’ knowledge, there is any previous large-scale study of the properties of the
propagation forests for a major OSN.

In particular, the main goal of this research is the characterization of the main properties of the
propagation trees and forests in G+. To achieve this goal, we have developed a sophisticated
crawling tool that allowed us to collect all public posts available in the system and related
information to each of them like the total number of reshares and the type of post (e.g., text, video,
photo, etc.). Overall, we collected 540M of posts since the release date of G+ (June 28th 2011) during
a period of two years (until July 3rd 2013). Next, we leverage a public feature of G+ named Ripples
[VWB+13] that provides the reshare tree of each post that has been reshared at least once and the
reshare forest associate with each external content that has been shared through an URL in G+. In
addition, the Ripple of a post (or external content) provides detailed information such as the
timestamp or the user-id associated to each reshare. Our final dataset includes almost 30M reshare
trees after filtering those activities without reshares and more than 34M reshare forests. We will
leverage this data to carefully characterize the propagation trees and forests in G+ as follows.

In the first part of the research we focus on the analysis of the main properties of reshare trees in
G+. Our analysis addresses the following questions: which volume of posts is actually propagated in
G+?, how many users typically propagate a post in G+?, how far and how fast a post travels in G+? To
this end we study the main spatial and temporal properties associated to each one of the 30M
resharers trees in our dataset. First, we study the spatial properties of the reshare trees. This is, what
are the size and the height of the reshare trees in G+ that permit us to characterize the volume of
posts that propagates, the number of users that typically propagate a post and how far posts travel
in G+. Second, to characterize how fast information travels in G+, we use a temporal metric named
root delay that measures the time difference between the original posting time and the time of each
reshare in the associated tree. Finally, we compare the results obtained for the analysis of the spatial
and temporal metrics with those obtained for TW by two different sources: our own dataset
including information of more than 2.3M tweets and the results reported in [KLP+10]. To the best of
the author’s knowledge, our comparative analysis is the largest-scale study comparing the
information propagation between two major OSNs performed so far.

In the second part of this research we focus on the characterization of the reshare forests. In this
case we address the next questions: what is the typical number of root users for a given external
content? Does the most popular content propagates through a large number of small trees or
through few very large trees? For this purpose, we again characterize the main spatial and temporal
properties of the propagation forests.

Finally, to conclude our study of the information propagation in G+, we analyze the importance that
the social links established in the OSN has for the content dissemination; in other words, whether
posts are typically propagated between users that have previously established a social link or, on the
contrary, information propagation follows different paths to those defined by the social connectivity
graph.

In summary, this research presents four main contributions that extend the existing work: (i) We
present the first characterization study of information propagation in Google+ (G+) using all the
publicly available information in the system; (ii) To the best of our knowledge, this research presents
the largest-scale head-to-head comparison of information propagation between two major OSNs,
Google+ and Twitter; (iii) We present the first large-scale study that characterize the propagation
forests in a major OSN; (iv) We also present (to the best of the authors knowledge) the first analysis
of the importance that the social connectivity graph has in the information propagation.

The analyses conducted in the research led to the following main findings:
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e We confirm that only a minor fraction of the information published in OSNs is propagated. This
indicates that most of the information posted in major OSNs is not interesting enough for anyone
to share it.

e Although the information is propagated faster in Twitter than in G+, it gets more reshares and
travels longer paths in G+. Furthermore, the probability of getting a post reshared is higher in G+
than in TW. This is a side effect of the selective way in which G+ shows the content to the users
rather than the sequential way followed by Twitter.

e Most of the popular external content in G+ present forests formed by a large number of small
trees rather than few big trees. Moreover, the lifespan of external content through their
associated forests is significantly longer than the lifespan of posts through their associated trees.

e Around two thirds of posts propagate between users that do not have a social connection
established. It seems that hot topics and communities plays an important role in this
phenomenon since they enable a user to reshare posts made by users with whom the former has
not established social connections. Furthermore, our analysis reveals that information travels
faster through existing social links. This seems to be due to the fact that the information posted
by a user appears immediately in its followers’ walls, but a third user would need to access to the
hot topics or to the specific community to see the post and reshare it what logically takes more
time.

3.1.1 Measurement Methodology & Datasets

The activity unit in G+, similarly to Facebook, is the post. When a user publishes a post, his followers
can forward (i.e., propagate) that post to their respective followers by means of a reshare. The
followers of the followers can also reshare the post and so on. Then, an original post along with all its
reshares can be organized in a tree that we refer to as reshare tree or propagation tree. Moreover,
the posts published can contain external content as a Youtube video or a link to an online
newspaper. All the propagation trees referring to the same external content can be grouped in
propagation forests.

By analyzing the main properties of the reshare tree associated to a large number of posts in G+ we
can characterize the information propagation in G+. Moreover, the analysis of the propagation
forests allows us to understand the importance of external factors (as the external popularity of the
content) in the propagation of the information in the network.

In this section we describe our measurement methodology to collect all public posts and its public
reshares in G+ that form the basic data to conduct our characterization study. Furthermore, we also
present the filtering techniques used to process the collected data.

3.1.1.1 Measurement Methodology

Our aim is to collect all posts in G+ and its associated reshare trees as well as the propagation forests
associated to a given external content. To this end, we follow a methodology divided in 3 phases.

In the first phase we leverage the technique described in our previous work [GCR+13] to capture the
ids of all users connected to the Largest Connected Component (LCC) of G+ in July 2013.

Using as input the collected list of user ids, in the second phase, we leverage the G+ API to collect all
public posts of each user in the LCC of G+. Since the G+ API limits the number of queries that can be
done from a single IP address to 10K per day, we use a distributed architecture of proxies installed in
PlanetLab nodes and more than 600 G+ accounts in order to speed up our data collection process. In
particular, using our tool we collected every single (public) post published by every user within the
LCC of G+ from the release date of G+ (June 28th 2011) until the date in which we started this second
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phase (July 3rd 2013). Our crawler needed 72 days to collect 540M (public) posts. For each post the
crawler retrieved the following information of interest for this research: total number of reshares
(including both public and private reshares) and type of post (e.g., photo, video, text, etc.).

Finally, in the third phase, we leverage a public feature of G+ named Ripples [VWB+13]. Each public
post reshared at least once in G+ has an associated Ripple page in which the reshare tree associated
to the post is available including relevant information such as the id and the language (if available) of
each user, the timestamp of each reshare and the parent-child relationships within the reshare tree.
We also leverage this G+ feature in order to obtain the propagation forest associated to each
external content published in G+

We use a web crawler that retrieves the previous information for the reshare trees associated to
each public post (with at least one reshare) obtained in the second phase.

Using the previous methodology we obtain a dataset formed by 29.6M reshare trees that overall
include 90M nodes. We refer to this dataset as G+ reshares. Furthermore, our G+ forests dataset is
composed for 34.7M propagation forests referring to a content that has been shared more than one
time in the Online Social Network. All these propagation forests together are composed by more
than 615M nodes. Finally, we want to clarify that both the original posts and the reshares collected
with our tool are public since neither the G+ API nor the Ripples provide information about private
posts or reshares.

3.1.1.2 Dataset Filtering

In a first manual inspection of our dataset we discovered the presence of an important fraction of
large reshare trees in which the original post and most of the reshares were done by the same user.
In some cases, the same user reshared its post more than 1K times. We suspect that these users are
bots (an example of such users can be found at
https://plus.google.com/u/0/112555830876915762462).

The goal of our research is to characterize the information propagation in G+ and thus if a user
reshares its own post no propagation event occurs. Then, we filter all links in which the parent and
child are the same user by merging both nodes in a single one in the propagation tree.

3.1.1.3 Other Datasets

In order to compare the main characteristics of the information propagation in G+ and TW, we have
collected a dataset including the number of retweets for 2.3M tweets collected from more than 17K
randomly selected users. We refer to this dataset as TW-retweets. This dataset was collected
between March 28th 2013 and April 2nd 2013. Furthermore, part of our comparison analysis with
TW will refer to the results obtained by Kwak et al. [KLP+10] using a dataset collected in 2009 (3
years after the release of TW).

3.1.2 Basic Characterization of Information Propagation in G+

Our goal in this section is to characterize the information propagation in G+. To this end, we analyze
a set of spatial and temporal properties along with other metrics associated to the propagation trees
in our G+ reshares dataset. Furthermore, in order to put our results into a meaningful context we
compare them with those reported for TW in [KLP+10] or obtained from our TW-reshares dataset.

3.1.2.1 Fraction of Propagated Information

The first step to characterize the information propagation in an OSN is to understand what fraction
of the available information in the system actually propagates. To this end, we have computed the
percentage of posts (tweets) in our G+ reshares (TW reshares) dataset that have at least 1 reshare
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(retweet). The results indicate that just a small fraction of posts is propagated in both networks. In
particular, only 6.8% and 3.3% of the posts/tweets are reshared in G+ and TW, respectively.
However, despite both percentages are small, it is important to highlight that the probability of
getting a post reshared in G+ is roughly double than in TW. We conjecture that this is due to the fact
that the overall volume of activity is over an order of magnitude larger in TW than in G+ [GCR+13]
and then TW presents a much longer tail of non-propagated tweets that leads to the reported result.

3.1.2.2 Public vs. Private Information Propagation

In Twitter most of the available information is public due to its broadcasting nature [KLP+10].
However, in G+ (similar to FB) users can set up different privacy configurations and decide whether
their posts are public (available to anyone) or private (accessible just to some selected users). An
early study revealed that around 30% of the posts published in G+ are public [KBH+12].

We can accurately compute the percentage of public reshares for each post within our G+ reshares
dataset. As indicated in Section 3.1.1, the G+ API provides the total number of reshares (private and
public) for each post whereas the Ripples functionality only reports the public reshares. Then, we can
divide the number of public reshares by the number of total reshares to obtain the fraction of public
reshares for each post in our dataset.

Our results indicate that, overall, 51% of the reshares in our dataset are public. This suggests that
roughly half of the propagated information in G+ is disseminated in a public way. Furthermore,
Figure 66 presents the CDF of the percentage of public reshares for the posts in our G+ reshares
dataset. In particular, we consider three groups of posts for our analysis: All represents all posts that
have at least 1 reshare in our dataset; +10 includes all posts that have at least 10 reshares in our
dataset (i.e., mid-popular posts); +100 has all posts that have at least 100 reshares in our dataset
(i.e., popular posts). For All we observe that more than 50% of posts have either 0 or 100% public
reshares. Most of these are posts with just a single reshare that can be either private or public. In
addition, as we increase the popularity (i.e., number of reshares) of the group of posts under
consideration there is a reduction in the fraction of public reshares. This suggests that popular posts
tend to keep a larger fraction of their propagation trees private.

Note that, unless otherwise stated, in the rest of the document we analyze the public part of the
propagation trees associated to the posts within our dataset. Therefore, most of our results refer to
the propagation of public information in G+, that as reported above represents roughly half of the
whole public propagated information.
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Figure 66. CDF of percentage of public resharers per post. We plot the results for three set of posts
grouped according to the number of reshares they attract.
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3.1.2.3 Spatial Properties of Propagation Trees in G+

In this subsection we study two spatial properties that are essential to properly characterize the
information propagation phenomenon in G+:

-Tree Size is defined as the total number of nodes that form the propagation tree of a post. This is,
the original post (we refer to this node as root node) and all the reshares. This metric captures the
popularity of a post.

-Tree Height is defined as the number of levels forming the longest branch of a tree. This metric
captures how far the information travels from the root node.

3.1.2.3.1 Tree Size Analysis

Let us start by analyzing the distribution of the size of propagation trees in G+. To this end Figure 67
shows the CDF of the size for the propagation trees within our G+ reshares dataset. In particular we
consider the following groups of posts: All includes all posts with at least 1 reshare in our dataset; All-
Public includes all posts in our G+ reshares dataset with at least 1 public reshare; +10-Public includes
the posts in our G+ reshares dataset with at least 10 public reshares (mid-popular posts); +100-Public
includes the posts in our G+ reshares dataset with at least 100 public reshares (popular posts).
Furthermore, the figure presents the distribution of the size for the propagation trees of tweets with
at least 1 retweet in our TW-retweets dataset. We refer to this group as TW-AII.

The results indicate that 90% of the trees have a size < 5 and < 6 for All-Public and All, respectively.
Surprisingly, this value is 3 in the case of All-TW. Finally, there is not any remarkable observation to
mention for +10-Public or +100-Public.

Therefore, our results indicate that the propagated information attracts more reshares in G+ than in
TW.
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Figure 67: CDF of the tree size per post for different groups of posts within our G+ reshares and TW
retweets datasets

3.1.2.3.2 Tree Height Analysis

Now we focus in analyzing the height for the propagation trees in G+. Figure 68 presents the CDF of
the tree height for the propagation trees in our G+ reshares dataset. In this case we only have
information for the groups of posts including public reshares (All-Public, +10-Public and +100-Public).
Furthermore, our TW retweets dataset does not include information about the height of the
propagation trees. Then, we refer to the results obtained by Kwak et al. [KLP10+] for the comparison
with TW.
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We observe that 6.8% of All-Public trees have a height 2 1 in G+ in front of the 3.3% reported for TW.
Furthermore, it is interesting to notice that the highest tree in our G+ dataset presents 129 levels

whereas Kwak et al. [KLP10+] report a maximum height equal to 11 for Twitter3.

In short, our results indicate that information travels longer paths in G+ than in TW.
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Figure 68: CDF of tree height for different groups of posts within our G+ reshares dataset

3.1.2.4 Temporal Properties of Propagation Trees in G+

The aim of this subsection is to analyze the temporal properties of the propagation trees. To this end
we define the Root Delay as the time elapsed between the instant a node reshares a post and the
original posting time. This metric captures the overall propagation delay of a post across the entire

reshare tree.
Note that, as it occurred for the case of the tree height, we can only obtain the value of this temporal

metric for the public reshares in our dataset and then we present the results for All-Public, +10-
Public and +100-Public. Furthermore, our TW-retweets dataset does not include information
regarding these temporal metrics. Thus we will refer to the results reported by Kwak et al. [KLP10+]

for the comparison between G+ and TW, as we did for the discussion of trees’ height.

Figure 69 shows the distribution of the root delay for nodes in All-Public, +10-Public and +100-Public.
The results show that 80% of all public reshares happen in the first 24 hours after the original post
was published and the median root delay is equal to 4.4 hours. Furthermore, Kwak et al. report a
median root delay lower than 1 hour for Twitter. These results are a side effect of the way in which
each system shows the information to the users, sequentially in the case of Twitter and selectively in

the case of G+
Hence, we conclude that information propagates faster in Twitter than in G+.
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Figure 69: CDF of root delay. We plot the results for three sets of public posts grouped according to
the number of public reshares they attract

3.1.2.5 Users Participation in Resharers Trees

The contribution of different users to the information propagation in major OSNs such as Twitter has
been reported to be skewed [CHB+10]. Indeed, the capacity of a user to disseminate information is
dictated by its influence. In this section we study the skewness in the contribution of users to the
information propagation in G+.

In order to conduct our analysis we rely on a metric that we refer to as Reach (R). The Reach of user
uin a tree t is computed as the number of nodes in t located in the subtree below u. If u is the root
node, then R(u, t) is equal to the tree size - 1.

Using this basic concept we define two metrics that capture two different types of user’s influence:

e Total Reach (TR): This metric is computed as the sum of the Reach of user u across all the
propagation trees in which u participates. The formal expression of T R for a user u that has
participated in T trees is as follows:

TR(u) =% R(u,t) (1)

e Avg. Reach (R): This metric is computed as the average Reach of user u across all the propagation
trees in which u participates (including those original posts from u without reshares). The formal
expression of R for a user u that has participated in T trees is as follows:

= 11“ iﬁ(u, " 2)

t=1

In Figure 70 we present a graphical example with two propagation trees in order to further clarify the
introduced metrics. We compute the Reach for nodes A, B, C and D in both trees and present it
beside these nodes. In addition, we include a table at the bottom of the figure that shows the Total
Reach and Average Reach for those nodes.

The Total Reach and the Avg Reach present complementary versions of a user’s influence. On the
one hand, TR of a user u captures the aggregate number of people that u has reached with all his
posts and reshares. Thus, it measures the overall capacity of a user to propagate information. On the
other hand, the R measure the capacity of the user to attract attention with each one of his posts.
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(At1)=9
R(D,t1)=2

e R(B,t2)=7

R(C.12)=4

TR(A)=9  TR(B)=10  TR(C)=4 TR(D)=2
R(A)=45  R(B)=5 R(C)=2 R(D)=2

Figure 70: Graphical example to explain the metrics Reach, Total Reach (TR), Avg. Reach (R) using
two propagation trees

We start our analysis by studying the contribution of different users to the propagation of
information in G+. A skewed contribution would reveal the presence of influential users. In
particular, we study the distribution for the two defined metrics, TR and R.

Figure 71 shows the portion of reshares included in our dataset (y-axis) associated to a given
percentage of users (x-axis). In other words, it depicts the skewness of the distribution of Total Reach
across G+ users. We observe that there are few users (1%) with a very high Total Reach that
concentrate most of the reshares (85%).
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Figure 71: Skewness of the total reach across G+ users

Figure 72 presents the CDF of the Avg. Reach across G+ users. We observe that just 140 and 31 users
present an R =50 and =100, respectively. Then, we confirm that only a very low fraction of users is
able to systematically attract a large number of reshares for their posts.
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Figure 72: CDF of the average reach for G+ users
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3.1.2.6 Summary

In this section we have characterized the main properties of information propagation in G+ and
compared them with those of another major OSN such as TW. The main outcomes of our analysis
are:

e A common characteristic of propagation information in major OSNs is that a very small fraction
(< 7%) of the information available in these systems propagates. This provides an indicator of the
fraction of interesting information available in major OSNs.

e The information propagates faster but follows shorter paths in Twitter than in G+. This is a
consequence of the way in which information is shown in each system. Sequential-based systems
such as Twitter force short-term conversations among their users whereas Selective-based
systems such as those used in G+ or Facebook chooses which content to show to each user
based on his preferences, volume of interactions with other users, etc. This helps to prolong the
lifespan of conversations in the OSN.

e The higher popularity of a post in G+ translates into a longer lifespan of that post in the system.
As future work, it would be interesting to analyze this aspect in other major OSNs in order to
confirm if this is a common property of major OSNs. This property differentiates G+ (and possibly
other OSNs) from other popular applications in the Internet (e.g., p2p file-sharing) in which
popularity is mapped into flash-crowd events.

e We observe a very skewed distribution for the Total Reach and Average Reach among the G+
users. It indicates only a few users are attracting the attention of the network.

3.1.3 Basic Characterization of Content Propagation in G+

In this section we characterize how a given external content propagates on the network. For this
purpose we analyze some spatial and temporal properties of the propagation forests associated to
external URLs in G+.

3.1.3.1 Spatial Properties of Propagation Forests in G+

In this section we study two of the main spatial properties of the propagation forests in G+:
-Number of trees per forest is the number of times a content has been originally posted in the social
network. This variable give us an intuition of the external content popularity, since the social network
activity does not affect to the number of times an external content is originally posted.

-Forest size is the number of nodes forming the forest. This includes the original posts and all the
reshares generated by any of them. This metric captures the popularity of a given content inside the
social network.

It is worthy to remark from the more than 113M out of the 148M forests in our dataset have been
shared by a single users who have not attracted any reshare. We do not take these ”single node”
forests into account for the following analysis.
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Figure 73: Forest composition
3.1.3.1.1 Number of Trees per Forest

Figure 73(a) shows the CDF for the number of trees per forest and the number of different root users
generating these trees. We can observe only 5% of the forests contains a unique tree. It suggest that
the propagation of a given content depends on external factors since if a content is popular enough
to attract the attention of more than one person it usually will be originally shared more than once.
Moreover, only 6.7% of the forests have more than 10 trees and only 0.8% of them have more than
100. Finally, the widest forest includes more than 10K trees.

Focusing now in the number of users who originally share the same content we can observe for
about 30% of the forests a unique user has originated all the reshared trees. Since we have
previously observe that only a 15% of the forests contains only one tree it seems that at least for 15%
of the forests under study a single user is sharing more than one time the same content.
Nevertheless as in the case of the number of trees we can find forests in which more than 10K users
are originally sharing the same content.

3.1.3.1.2 Forest Size

Figure 73(b) present the CDF of the number of nodes per forest as well as the CDF for the number of
different users participating in each forest. We observe that almost 55% of the nodes are composed
for only two nodes. Moreover, the distribution is very similar to the distribution obtained for the
number of trees. This indicates that the number of trees and nodes per forest is usually very similar,
thus, we conjecture that forests are typically composed by very small trees. We validate this
hypothesis in the next subsection.

3.1.3.1.3 Forest Size vs. Number of Trees

To validate the above hypothesis in which we stated that forests are typically formed by very small
trees we carefully analyze the relation between the forest size and the number of trees in the forest.

Figure 74 presents the boxplot for the average tree size dividing the population under study in
different groups using the size of the tree. The results in any case give us an average tree size
between 1 and 1.25. This result confirms our previous hypothesis: the forests are usually composed
by small trees.
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Figure 74: Average tree size per forest

3.1.3.2 Temporal Properties of Propagation Forests in G+

As we did in Section 3.1.2, after analyzing the spatial properties of forests we now focus on studying
their temporal properties. In this case we analyze the Forest Delay, a metric analogue to the Root
Delay. This metric is defined as the time elapsed between the instant when a user share or reshare a
content and the instant when this content was posted for the first time. This metric captures the
overall propagation delay of a content across the entire reshare forest.

Figure 75(a) shows the CDF of the forest delay for all the nodes across our dataset. Contrary to the
case of the root delay, where 80% of the reshares happened during the first 24 hours, for the forest
delays we obtain higher delays. We can observe that after 1 month just 20% of the reshares have
been performed. While an internal content (e.g. a Photo) posted by a user will be available in his
followers’ wall during a limited period of time and external content (e.g., a YouTube video) can be
accessed by a user and posted in G+ at any moment. This explains the shorter lifespan of propagation
trees compared to propagation forests. Indeed, we observe that half of the reshares associated to a
forest typically happen 1 year after the content was originally shared by a user in G+. This finding is
of high interests in disciplines like marketing since it indicates that the popularity of, for instance, a
publicity spot may peak in OSNs not at the release of it but several months after.

Finally, we would like to understand the temporal properties of the forest generated by different
type of external content. For this purpose we use the domain of the URL to identify the type of
associated content. Figure 75(b) shows the CDF for the forest delay for each one of the defined
categories. We observe that for news webpages like cnn.com or nytimes.com 50% of the
propagation is made during the first day. While this result is far from the observations made in the
previous section for a single post it indicates that this kind of content tend to be consumed in the
first hours after it is generated. Finally, we observe two unexpected results: first, the lifespan of
videos shared in Youtube is much longer than the lifespan of videos shared in other services like
vimeo.com or dailymotion.com and second, a careful analysis of the forests for OSN domains reveals
that these long lifespan is not due to the continuous active presence of the link during the reported
lifespan. Instead, we observe that the trees associated to other OSN links are typically very far apart
in time. Finally, the links to other G+ pages propagates faster than the links to other external OSNs.
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Figure 75: CDF of the forest delay

3.1.3.3 Users Participation in Resharers Forests

This section analyzes the behaviour of the users who have participated in the propagation forests in
our dataset. For this purpose and following the methodology used in the previous section we analyze
three variables:

-The Number of times a user has participated in the forests indicates the activity level of a given user.
In this sense, it is also important to analyze whether users post the same content several times or if
they tend to share content that usually come from the same domain.

-The User average reach (R) and total reach (TR) as defined in Section 3.1.3.3.
3.1.3.3.1 How Much the Users Post?

Figure 76 presents the CDF of the number of times the same user appears in our G+ forests dataset,
the number of different contents this user has shared in the system and from how many different
domains this content comes. For this purpose, we use as domain the hostname of the shared URL
removing the subdomains starting with m. or www. (i.e., m.youtube.com and www.youtube.com
count as youtube.com while play.google.com and feedproxy.google.com count as different domains).
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Figure 76: CDF of the number of contents posted per user

We observe that half of the users participates only once in the propagation Forests in our dataset.
Moreover, the distribution of the number of times and of the number of different contents are very

Page 116 of 154
Copyright © eCOUSIN Consortium, December 2014



Deliverable D3.3 Measurement, Modelling & Prediction
of Social-Content Interdependencies (Final Version)

similar. It indicates that users usually share each content only once. To explain why we observed in
the previous section a non-negligible number of trees where a user shares the same content several
times we should focus in the tail of the distribution. A manual inspection of these users allows us to
identify some accounts that belongs to robots/spammers that automatically post a huge amount of
links several times. As an example the user https://plus.google.com/106373251267437926474/
appears more than 8M times in our dataset, but it shares less than 52K different URLs coming from
less than 220 different domains.

Moreover, we can observe the number of domains from where the information comes is smaller
than the number of different URLs. More than 80% of the users post content from only one domain.
While the effect of the aforementioned robots/spammers is important in this metric, it is also worth
to mention that youtube.com is the most popular domain accounting for 37.8% of the total reshares
and 18% of the different URLs in our dataset while the second one, ow.ly, only represents 1% of the
reshares, 2% of the different URLs and 0.2% of the users.

3.1.3.3.2 Capacity of the Users to Attract Resharers

Our previous analyses demonstrate the existence of a major portion of trees with a single node
inside the studied forest. This suggests that it is very difficult for standard G+ users to obtain reshares
of their posts.

First, it is important to remark that only 1.3M (3.43%) out of the 37M of users participating in the
Forests in our dataset have obtained at least one reshare across the forests where they have
participated. Figure 77 presents the CDF of the R and TR for these 1.3M users receiving at least 1
reshare. The R for 88.75% of the users is smaller than 1. This indicates that these users receive less
than one reshare per post. Nevertheless, there is a small number of users (5.3K) receiving more than
5 reshares per publication.

Finally, we can observe that the value of TR is equal to 1 for about 50% of the users who only
manage to obtain one reshare among all their posts. In this case only 2% of the users have attracted
more than 100 resharers summing up all their posts.
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Figure 77: CDF of the avg. and total reach per user
3.1.3.4 Summary

In this section we have characterized the main properties of the propagation forests in G+. The main
outcomes of our analysis are:

Page 117 of 154
Copyright © eCOUSIN Consortium, December 2014



Deliverable D3.3 Measurement, Modelling & Prediction
of Social-Content Interdependencies (Final Version)

e The propagation forests in Google+ are composed basically of small trees. It suggests external
factors as the content popularity have a key importance in order to understand the content
propagation inside a social network.

e In contrast to previous studies and the section 3.1.3, the lifespan of a content inside the social
network is usually very long and it depends on the kind of content.

e Standard users does not usually share the same content more than once and it is easy to identify
a non-negligible number of robots/spammer by only identifying users who post the same
content several times. Nevertheless it is common for standard users to post different URLs
belonging to the same domain (i.e., youtube.com).

3.1.4 Mapping of Connectivity Graph and Propagation Trees

To conclude our analysis, in this section we study whether the public information in G+ is propagated
following the social connectivity graph or it follows other paths. To this end, we check whether each
link in the propagation trees in our dataset exists in the social connectivity graph of G+. Surprisingly,
only 34.4% of the observed reshares happen between a user and one of his followers.

Figure 78 presents a boxplot for the percentage of reshares received per user that have been done
by the user’s followers. The users have been divided in different groups depending on the number of
different users from which they have received reactions. Intuitively, we can expect non popular users
will have a strong dependency on the social graph in order to disseminate the information posted,
nevertheless, if we consider users with a single reshare, only 25% of them receive this reshare from a
follower. Moreover, when the users receive a higher number of reshares the percentage of their
followers resharing them decreases. A manual inspection of the post receiving this non-follower
resharers suggest the effect of the Google+ communities and the Hot Topics as a possible cause for
this non expected results.

To further understand the role played by the social graph in the propagation of the information
Figure 79(a) presents the CDF of the average time needed to reshare a post from another user,
depending on whether there exists a relation or not. We can observe that the propagation is faster
during the first hours when the relation between the users exists. This is an expected result since any
user can see his friends' activities in his own wall just after the publication has been posted.
However, when the relation does not exist the information propagates faster after the first day. This
effect can be caused by the time needed for a post to become a hot topic or due to the difference in
the access time of the users to the G+ community page.
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Finally, we analyze the number of reshares associated to a link between two users. For example, if
user A has reshared 4 contents published by user B, we will assign a value of 4 to this metric. Figure
79(b) shows the CDF of this metric. We observe that the reshares are more frequent when the social
link exists. Nevertheless, the difference observed is smaller than we could expect. For example, when
the social link exists, 40% of the times the users reshare more than one content from the same users
whereas this percentage only decreases to 35% if the social link does not exist.
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Figure 79: Effect of the social graph in the propagation of the content

3.1.4.1 Summary

In this section we have studied how the social graph maps the content propagation in G+. The main
findings are:

e Only one third of the reshares happen between users without a social connection established.
Moreover, this percentage decreases for popular users attracting a bigger number of reshares.

e The role played by the social graph in the content propagation is important during the first hours
after the content has been published. Nevertheless, after this initial phase other factors, such as
the G+ Hot Topics or the communities, are more important.

3.1.5 Related Work

OSN characterization. The successful irruption of social networks in our daily life has attracted the
attention of the research community in the last years. We can find several works that characterize
the main properties of the most popular OSNs such as Facebook [BBR+12, UKB11] or Twitter
[HRWO0S8, KLP+10]. More interesting for our research, there exists a number of efforts that are
focused on the characterization of Google+. The first works in this area studied G+ graph properties
[SSS+12, MCS+12]. More recent research has made a step further and has investigated the evolution
of the graph and the activity of users in G+ [GCR+13, GHM+12]. Finally, there are some studies that
have focused on concrete aspects like the new circle feature introduced in Google+ [KBH+12, FFL12]
or the study of collaborative privacy management solutions [HAJ12].

Information propagation characterization. The propagation of information and the factors that
influence it have been historically studied in areas like social science [BR87] or traditional media
communication [G64]. However, these studies were usually limited to a small population. The
irruption of technologies like Web 2.0 and OSNs, which allow hundreds of millions of users to
interact among them every day, have allowed extending the information propagation studies to a
much larger population. Therefore, in the recent years, we have experienced an increasing
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proliferation of works that address the information propagation in areas like viral marketing [KKTO03,
LAHO7], Internet blogs [10] or systems like Arxiv [8]. In addition, we can also find several studies that
analyze the propagation of the information in social networks like Flickr [CAA+09, CAG09, YFQ9],
Twitter [KLP+10, CHB+10, YW10], Digg [LG10] or Facebook [SRMO09]. Finally, some works exploit the
knowledge extracted from previous studies and propose novel solutions that, for instance, improve
the performance of OSNs [SMM+11, SYC08] or define a system to quickly detect natural disasters
[SOM10].

Our research presents four main contributions in the area of information propagation in OSNs. (i)
This is the first effort to characterize information propagation in G+. (ii) Previous studies have just
analyzed the information propagation in a sample of the OSN. In contrast, our work considers all the
information that is publicly propagated in G+. (iii) To the best of our knowledge, this research is the
most extensive head to head comparison in the information propagation between two major OSNs,
G+ and Twitter. (iv) Finally, this work presents the first large-scale characterization of the
propagation of external content in a major OSN.

3.1.6 Conclusions

This research characterizes the propagation of the information in one of the major OSNs, Google+,
using all the public available information in the system including 540M posts, 30M propagation trees
and 34M propagation forests. We present the largest-scale head to head comparison of the
information propagation between two major OSNs, Twitter and G+. The comparison has revealed
that a standard post is disseminated quicker in Twitter, but it attracts more reshares and travels
longer paths in G+. Furthermore, the probability of getting a post reshared is higher in G+ than in
TW. These results are a side effect of the way in which each system shows the information to the
users, sequentially in the case of Twitter and selectively in the case of G+.

In addition, this research presents the first large-scale characterization of the external content
propagation through propagation forests in a major OSN. The analysis reveals that external popular
content is typically shared in a large number of small trees instead of few big trees. Moreover, the
results indicate that the lifespan of an external content within the OSN through multiple trees
reaches usually months or even years and depends on the type of external content.

Finally, we have also analyzed the influence of the social connectivity graph in the propagation of
information in G+. We conclude that around two thirds of the reshares happen between users that
do not have an established social connection. This suggests that other factors, such as the Hot Topics
or the G+ communities, in addition to the social graph, play a key role in the information propagation
in G+.

Overall, the extensive conducted analysis poses us in a better position to understand the basis of
information propagation in G+, in particular, and OSNs, in general.

3.2 Macroscopic Geographical Information Propagation Analysis in
Twitter

Since the existence of online social media, citizens around the world use it to communicate beyond
media blackouts. For example, IRC channels served as a way for individuals to report news in 1991
during the media blocks in the Soviet union putsch and in the Gulf War [CAGW]. The growth of social
media use in developed societies allowed individuals to take one step further, organizing actions and
spreading relevant news around their environment. One example of such emergence of coordination
away from mass media are the reports and actions taken by anonymous users against the Church of
Scientology in 2008 [BMH+11], which they claimed to manipulate mass media channels. More
recently, the widespread adoption of social media around the world has triggered events that were
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reported by individuals beyond media blockages, including actions of social movements like the
Spanish ”Indignados” [BRG+11], the Gezi protests in Turkey [T14], and the revolutions during the
Arab Spring [Z14].

While social media is clearly relevant in news reporting nowadays, there are still many open
guestions about their potential, their role in informing the population, and their limitations and
inherent biases. Social media overcome some limitations of traditional mass media that are
commonly attributed as sources of biases. First, the cost to set up an information channel in social
media is negligible, allowing individual users to become news channels themselves. This overcomes
the ownership barrier of news in traditional media [HCO8] and potentially weaken biases related to
information centralization. Second, social media have the potential of a very broad and deep
coverage of all kinds of news, allowing any news piece to be found, reported, and eventually attract
collective attention under the right circumstances. On the other hand, social media are not free of
the influence of other biases that can limit their transparency and coverage. For example, a major
part of the funding in social media comes from advertising strategies, in which the product is the
attention of users and not the reported news [H13]. Furthermore, social media are not isolated
communities, and traditional mass media biases are likely to resonate in each social medium.

The selection and content of news media can be affected by subjective and/or systemic biases.
Subjective biases operate at the level of the individual information of the news reporter, during the
evaluation of the informativeness of a news piece in the context of current events [GR65]. In that
evaluation of what is newsworthy and what is not, additional subjective factors can bias individual
choice, including beliefs, information overload [GGS14], and cultural preferences [GT13]. Systemic
biases operate at a mesoscopic level, creating patterns that cannot be observed at the level of a
news piece or a journalist, but can be observed at larger scales when sufficient content is analyzed
[HCO7]. In the context of international news, there is no evidence that can attribute these biases to
supranational power structures [W98], but incentive mechanisms can bias news if journalists and
news media are subject to economic and social forces [065, HCO8]. Examples of empirically tested
presence of these systemic biases relate them to increase reporting with GDP of the country where
news originate [I96], and decreases with geographical distance [CSB87] and political stability [KA14].

International factors in mass media have been an active field of research for the last decades, but
works on news in social media mainly focused on individual selection [SCL13] and political biases
[AQC+14, AQC], as well as collective dynamics [CHP+14] and emotional reactions [CMM14]. Our aim
is to study the international structure of news in social media, testing for the existence of systemic
biases related to economic factors and for the role of subjective biases with respect to cultural
similarity. News are defined as selected information on current events, shared through a
communication channel that allows a group or a society to access them as they happen [SO8]. One of
the main roles of news media is to select what is relevant or newsworthy, filtering out information
that is not of interest for their audiences. While the data sources for mass media news are trivially
defined by newspapers, radio and television channels, news in social media can aggregate in
Facebook discussion groups, link sharing communities like Reddit [SFM+14], or aggregation
mechanisms in microblogging platforms. In this research, we focus on Twitter Trending Topics (TTs),
which serve as a global filtering mechanism for Twitter users to define in a collective manner which
information is relevant and when. This way, TTs serve as a centralized channel of communication
from many to many, constituting news due to their self-organized public interest and their strong
time component and global reach through the Twitter interface. TTs serve as a contrast with the
traditional view of mass media in which information flows to many from very few, and those few are
the ones who unilaterally decide what is newsworthy.

From a methodological perspective this research presents two mayor contributions:

Page 121 of 154
Copyright © eCOUSIN Consortium, December 2014



Deliverable D3.3 Measurement, Modelling & Prediction
of Social-Content Interdependencies (Final Version)

(1) We analyze the international coverage of hundreds of thousands of TTs across tens of countries in
2013 and 2014. Applying state-of-the-art community detection techniques and some basic network
theory concepts on these datasets we derive the international structure of TTs coverage. Moreover,
we analyze the underlying demographic, economical and cultural biases of the unveiled structure.

(2) We develop a novel methodology, that leverages the Google News service, to classify TTs into
external (news appearing in mass media that are also reported in Twitter in the form of TTs) and
internal (not reported by mass media).

Moreover, the main findings resulting from our analysis can be summarized as follows:

(1) The international coverage of TTs inherits some demographic and economical biases from mass
media since the flow of TTs also follows the gradient of wealth from big richer to poorer countries.
However, contrary to mass media, cultural similarity is the dominant factor that determines the flow
of TTs between countries.

(2) Similarities between the international coverage of TTs in Twitter and news in mass media lead to
a large overlapping in the specific news covered by both media. Moreover, the mentioned
fundamental differences make Twitter an alternative media that distributes, across countries, news
not reported in mass media.

(3) The comparison of the surging date of thousands of overlapping news in mass media and Twitter
(as TTs) reveals that Twitter is, typically, ahead than mass media in news reporting.

3.2.1 Methodology & Datasets

In this section we describe our measurement methodology to collect thousands of Local TTs across
tens of countries over several months and to present the datasets that we use for our analysis in the
rest of the research.

Twitter provides different APIs to access the information available in the system [TWAPI]. In our
methodology we leverage the REST API that, among other information, provides the list of 10 TTs at
a given instant and for a given location (e.g., a country). We query the Twitter API from a created
Twitter application. However, Twitter imposes a maximum rate of queries per application, then in
order to speed up the data collection process we created multiple Twitter applications to query the
API. This parallel crawling technique allows us to collect the list of Local TTs for each country every 5
minutes that is the interval used by Twitter to update the list of TTs in a given location [TTAPI].

We have collected two datasets using the measurement methodology described above. The first one
includes 112K Local TTs from 35 countries and was collected over a period of 3 months between
February 20, 2013 and May 20, 2013. The second one includes 188K Local TTs from 62 countriesl
and was collected over a period of roughly 3 month between April 14, 2014 and July 04, 2014. We
refer to these two datasets as TT-2013 and TT-2014, respectively. Other Datasets: Finally, to
complete our analysis we use two complementary datasets: (i) the World Bank database (year 2010)
[TWB] from where we extract different demographic and economic related metrics such as the GDP
of a country or the trade cost and immigration flow between a pair of countries; (ii) The Hofstede
cultural dimension dataset [LBH80], which quantifies the culture of various countries into dimensions
of shared values, from which we use the 4 principal ones: Power Distance, Individualism, Masculinity,
and Uncertainty Avoidance.

3.2.2 Detecting Leader-Follower Relationships

The temporal sequence of appearance of Local TTs allows us to analyze the structure of leader-
follower relationships among countries in Twitter. This type of relationship constitutes a media bias
in which the temporal patterns of news are a manifestation of an alignment of incentives, rather
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than a causal relationship. Herman and Chomsky detail this kind of bias in their Propaganda model
[HCO8], operationalizing it as a sourcing filter in which some sources are overlooked, distorting the
information presented to the public. Thus, leader-follower relationships can appear without a hidden
power that manipulates media outlets in different countries; they can be the product of a set of
shared interests that create ordered patterns where news originate and where they are consumed

afterwards. After all, timing in trending news is critical, and details of news might not be as important
as reporting them the first.

We detect leader-follower relationships among countries through the ordering of the appearance of
Local TTs. If such relationship exists, there will be a tendency for Local TTs to appear in the leader
country before they emerge in the follower country. Thus, we take into account in our analysis the
events in which a Local TT appears in country Ci at time ti, and later in country Cj at time tj > ti. To
test if these temporal sequences are not the product of independent events unrelated to leader-
follower relationships, we apply the model of priority processes and bursty patterns in queue theory
[OBO5, VOD+06]. If Local TTs appear in pairs of countries by chance, as the result of independent
phenomena, the time intervals between the appearance At will follow an exponential distribution
P(At) ~ Ae-AAt as the result of decoupled Poisson processes [VOD+06]. On the other hand, if the
appearances of Local TTs follow communication channels in which countries take TTs from other
countries, the correlations present in the time sequence will make the distribution of At follow a
power-law P (At) ~ At—-a [VOD+06, WZX+10]. This kind of temporal patterns are known to appear in
communication processes, including the correspondence of Einstein and Darwin [OBO05], e-mail

communication [VOD+06], mobile phone messaging [WZX+10], chatroom interaction [GGS+12], and
Twitter dialogues [GWR+14].
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Figure 80: Distribution of time intervals between the appearance of TT for both datasets, including
power-law and exponential fits. Inset: KS Distance between the empirical distribution and a
power-law fit for ranging values of the minimum At of the fit.

Figure 80 shows the distributions of times between the appearance of TTs in different countries
P(At), for both TT-2013 and TT-2014 datasets. To test the alternative hypotheses of the existence or
nonexistence of correlations between TTs appearances, we fit power-law and exponential
distributions through maximum likelihood on the Kolmogorov-Smirnov criterion [CRNO8, ABP14]. The
resulting theoretical distributions are plotted in Figure 80, suggesting that a power-law fit is better
than the exponential alternative. Log likelihood ratio tests [ABP14] between the empirical data and
the power-law models give significant estimates of 198.22 (TT-2013) and 293.03 (TT-2014), providing
very strong support to reject the independent events hypothesis, in favour of the hypothesis that the
appearance of TTs follows a correlated process in the leader-follower relationships.
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The exponent of the fits are aTT-2013 = 1.00005 + 10-6 and aTT-2014 =1.004+10-5, indicating that
the process of following TTs is saturated and has a finite queue [VOD+06], i.e. countries have strong
limitations in their capacity to adopt TTs in comparison to how many are generated in the rest of the
world. However, note that these correlations are not observable at all timescales, as the power-law
distributions are fit above a minimum value of At. The inset of Figure 80 shows the Kolmogorov-
Smirnov estimate (KS) for a set of minimum values, revealing that the minimum for TT-2013 and TT-
2014 are 3 and 5 minutes, respectively. This means that correlations at a timescale smaller than 3
minutes cannot be observed in any of our datasets, and that between 3 and 5 minutes the results are
inconsistent. Thus, we take 5 minutes as a minimum criterion to deduce the manifestation of a
leader-follower event. This coincides with our sampling frequency, allowing us to remove from the
data those co-occurrences for which we do not have sufficient evidence to consider them product of
a leader-follower process.

We quantify the tendency for country Cf to follow county Cl through the amount of TTs that
appeared in Cf at least 5 minutes after they appeared in Cl. When applied to every pair of countries
in our dataset, these counts define a weighted, directed network in which nodes are countries and
links have weights corresponding to the number of TTs that appeared in the leader-follower
relationship. We refer to this graph as the international structure of TTs coverage

Some further considerations about our model are:

e We refer to the countries in which a given TT appears in the first At (i.e., 5 minutes) after the
surge of a TT as sources since based on our model they cannot be followers of any other country
for this TT. Then, source countries seem to participate in the generation of TTs.

e Our model captures well the appearance sequence between countries located in different time
zones. For instance, a TT that surges in a western European country during the early morning and
appears, after few hours, in a Latin American country during its early morning represents a
leader-follower relationship between the two involved countries. Our model would accurately
identifies this as a precedence event between the European and the Latin American country.

3.2.3 Analysis of Individual Countries’ Properties

In this section we first analyze the capacity of each individual country to generate local (i.e., non-
shared) and internationally shared TTs. Afterwards, we focus on shared TTs in order to understand
whether the sharing activity of a country concentrates in few or, contrary, spreads across a large
number of other countries. We present the results for the TT-2014 dataset in this section.

Generation of non-shared Trending Topics: Figure 81 shows the percentages of TTs that (i) remain
local within a country (i.e., are not shared with other countries) and (ii) are shared with other
countries. Moreover, the figure presents the total number of TTs associated to each country (in the
right y-axis). First, we observe that a large fraction of TTs corresponds to local events in a country
that do not attract enough attention among users abroad to become TTs in other countries. Indeed,
half of countries in our dataset have more than 50% non-shared TTs. Second, some countries such as
Japan, Korea and Turkey present an extreme localization with 99, 96 and 95% of non-shared TTs,
respectively. This leads them to an almost isolated condition by which they exchange a negligible
volume of TTs with other countries. The use of non-Latin alphabets and special characters by these
three countries is a plausible explanation for their observed isolation.
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Figure 81: Fraction of local and shared TTs (x-axis) and total number of TTs (right y-axis) for
countries (represented by their country code in the left y-axis) in our TT-2014

Generation of shared Trending Topics: A first indication of the contribution of individual countries to
the international sharing of TTs is given by their overall number of shared TTs. Figure 81 provides this
information as the product of the total number of TTs and the fraction of shared TTs. US and GB
share a significant larger number of TTs than any other country. Specifically, they share 67% and 50%
more TTs than the third largest contributor (Canada), respectively. This is a first indication of the
important role that these two countries may have.

However, a more critical aspect to define the importance of a country is its capacity to generate TTs
that are afterwards consumed by others. The right-y axis in Figure 82 presents the number of TTs
that has been generated in each country, according to our model in Section 3.1.3 these are TTs for
which the country is a source. The results show that US and GB are the countries generating a larger
number of TTs. In this case the gap with the third contributor (Canada) grows up to 333% and 232%
for US and GB, respectively. This confirms the key role of US and GB in the international sharing of
TTs.
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Figure 82: Source Ration (x-axis) and total number of generated TTs (right y-axis) for countries
(represented by their country code in the left y-axis) in our TT-2014

Finally, we study the bias of countries towards generating or consuming TTs. To this end we compute
the Source Ratio (SR) as the ratio between the number of TTs in which the country acts as a source
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and the number of TTs in which it is not a source but a consumer. Figure 82 presents the SR for each
country in the x-axis. We observe that all but four countries (US, GB, Kuwait and Russia) present a SR
< 0.5 and indicating that they consume more than twice TTs than they generate. This result is a clear
sign of centralization in which few countries generate a large fraction of TTs internationally
consumed. In addition, it is worth reporting that US is the sole country presenting a generator
profile, indeed, it generates 25% more TTs than it consumes. Surprisingly, GB presents a SR equal
0.75, then, despite its important contribution of generated TTs, its volume of consumed TTs is even
higher.

Dispersion of countries’ sharing activity: To conclude the analysis of individual countries properties,
in this subsection we analyze the distribution of shared TTs of a country across other countries in
order to understand whether the attention of a country concentrates in few other countries (i.e.,
share TTs with few other countries) or, contrary, it disperses across many other countries. Note that
our model defines bidirectional relationships between countries, and then we study the dispersion
from the perspective of both leading and following activity of a country.

To compute the dispersion of the attention for the leading activity of a country Ci, we calculate the
number of TTs for which each other country has followed Ci. Then we compute the Gini Coefficient
across these samples. The Gini Coefficient is a measure of statistical dispersion commonly used to
measure inequality. It varies between 0 (complete equality) and 1 (complete inequality). In our case,
a small (high) Gini coefficient indicates dispersion (concentration) in the attention of Ci’s followers.

Moreover to compute the dispersion of the attention for the following activity of a country Ci, we
calculate the number of TTs in which Ci follows each other country. Then, we compute the Gini
coefficient across these samples to conclude whether the attention of Ci is concentrated (dispersed)
in few (across many) other countries.

The Gini coefficient is a relative metric and then we need to provide some context to properly
interpret the obtained results. To this end, we have calculated the leading and following Gini
coefficients for the nodes of a random Erdos-Renyi graph with the same properties (number of
nodes, number of links and overall weight) as our empirical graph.

Figure 83 shows the leading and following Gini coefficients for each of the countries in our dataset
and for the equivalent nodes in the correspondent random graph. Note that the horizontal lines
represent the median values of the Gini coefficient for each case. In particular, the median leading
(following) Gini coefficient is 5 (3) times larger in the empirical graph than in the correspondent
random graph. This shows an important level of concentration in both the attention attracted by
countries from others and the attention countries dedicate to others. Moreover, the attention
dedicated to others is concentrated in fewer countries than the attention received.
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Figure 83: Leading and following Gini coefficients for the graph of countries derived from our TT-
2014 dataset and its equivalent random graph

In summary, the conducted analyses of the properties of individual countries reveal some initial
insights about the international structure of TTs coverage: (i) An important fraction of TTs are
associated to internal events in a country that do not attract much interest abroad and thus become
TT only in that country; (ii) There are few isolated countries that share a negligible fraction of TTs
with other countries; (iii) There seems to be a large heterogeneity in the contribution of different
countries to the international structure of TTs coverage. While US and GB generate a large volume of
internationally shared TTs, most other countries present a strong consumer profile; (iv) Most
countries receive the attention from few other countries and concentrate their attention in an ever
smaller group of other countries. The last observation suggests that international structure of TTs
coverage may be formed by communities of countries with stronger socio-economical ties that
present a higher sharing activity among them than with others. We analyze this hypothesis in detail
in the next section.

3.2.4 International Structure of TTs Coverage

The analysis of individual countries’ properties conducted in the previous section provided initial
evidences about some key aspects of the international structure of TTs coverage such as the
existence of different communities of countries with similar interests and the presence of countries
(US and GB) with a very relevant role in the sharing of TTs. In this section, we leverage the weighted
directed graph representation of our TT-2013 and TT-2014 datasets to apply community detection
techniques and network theory metrics to confirm the two previous observations. Indeed, the
application of these techniques will allow to accurately characterize the international structure of TTs
coverage. Moreover, we will study demographic, economical and cultural biases of the unveiled
structure. Finally, we present a brief qualitative comparison of the international structure of TTs
coverage and its counterpart for traditional news reported in the literature in order to discuss the
differences on the international sharing of news through mass media and social media as well as the
underneath biases of such phenomena.

3.2.4.1 Identifying Main Components of the Structure

Identifying Community Structure: We identified the communities in the graphs of TT-2013 and TT-
2014 datasets through the Q-modularity for weighted, directed graphs [ADF+07, GJAQ9]. To find the
optimal partition into communities, we used the fast heuristic method of radatools with 1000
bootstraps, ensuring an optimal solution thanks to the reduced size of the networks under analysis.
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Once we got a partition, we applied the same method to each of the communities, to analyze if they
can be further divided in a hierarchical way. Figure 84 presents the main communities in a world map
for our TT-2013 and TT-2014 datasets.
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Figure 84: Representation of main communities in a world map for TT-2013 and TT-2014 datasets.
We recommend to see this figure in color.

The 35 countries in TT-2013 form 5 different communities: Community 1 formed by the Latin-
America countries and Spain. This community includes all the Spanish-speaking countries in our
dataset; Community 2 formed by US, CA and European countries; Community 3 formed by East-Asian
countries; Community 4 formed by West Asian and African Countries; Community 5 formed by
Australia, New Zealand, Russia and Sweden. All these communities seem to include countries with
strong cultural, economical and geographical ties, excepting Community 5 in which the relation
between AU and NZ with SE and RU is not clear.

Our TT-2014 dataset includes 62 countries and thus the number of communities increases to 10. The
4 relevant communities reported for 2013 are still present in 2014, with some slight differences that
we describe next: (i) Community 1, losses Brazil and incorporates new countries from Central
America and the Caribbean such as Paraguay or Puerto Rico. With the lose of Brazil this community is
formed exclusively by the Spanish Speaking countries in our dataset; (ii) Community 2 in 2013 is split
into two communities, 2 and 5, in 2014. Community 2 is formed by US and CA and two European
countries (GB and FR) with strong ties to US and CA. Finally, BR joins this community that overall is
formed by countries where Twitter has a very high penetration [CGC+14, RCC+13]. Community 5 is
mainly formed by the majority of European countries in our dataset; (iii) Community 3 and 4
incorporate few new countries from their respective geographical areas, e.g., Community 3
incorporates Thailand and Vietnam whereas Community 4 incorporates Ghana and Kenya. Therefore,
it seems that the international structure of TTs coverage in 2014 is a natural evolution from the one
in 2013. Moreover, among the new communities we find a mid-size one formed mainly by Middle
East countries (Community 6), whereas the rest are small communities formed by 2 or 3 countries
with low representativeness.
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Figure 85: Kernel density probabilities (KDP) for the intra- and inter-community connectivity
distribution for the communities including more than 4 countries in TT-2014 dataset and W and p-
value for the Wilcoxon test on the KDP distributions for each community
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To evaluate the statistical significance of the most relevant unveiled communities we have computed
the intra- and inter-community cohesion for those communities with more than four members in our
TT-2014 dataset using a Kernel Density Estimation (KDE) method [HTFO1], where cohesion is
measured based on the weights of the leader-follower links. Figure 85 shows the obtained results. In
addition, for each of these communities, we have conducted a Wilcoxon test [W45] on the
distributions of intra- and inter-community edge weights. The Wilcoxon test indicates whether the
two compared distributions have the same average (null hypothesis) without assuming normality,
and its point estimate W measures the difference between the medians of the compared
distributions. Therefore, a positive value of W indicates a stronger internal than external cohesion for
a community. In addition, the larger W is the stronger the intra-community cohesion is. Figure 85
presents the W and p-values obtained from the Wilcoxon test for each analyzed community. The test
rejects the null hypothesis in all cases, and thus the intra- and inter-community similarity
distributions are statistically different (p-value< 0.05) for all communities excepting community 6.
Moreover, the internal cohesion of these communities is higher than its external cohesion. In
particular, communities 1 and 2 show the strongest internal cohesion with W values equal to 96 and
316, respectively. Finally, note that initially Community 3 was not statistically significant (p-value >
0.05). The cause was the presence of two strongly isolated countries (JP and KR) as members of this
community. The reported values in Figure 85 are obtained after removing JP and KR from the
community.

Identifying main country hubs in the structure: After identifying and characterizing the main
communities present in the international structure of TTs coverage, we focus on evaluating the
relevance of individual countries in this structure. To this end, we compute different centrality
metrics for each country in the graph representation of such structure. The centrality metrics are
commonly used in graph theory to identify important nodes in a graph. In particular, we have
computed the out degree (i.e., the number of relationships for which a country is a leader) and the
betweenness centralities. The obtained results confirm that US and GB are the main communication
hubs in the international structure of TTs coverage. For instance, US (GB) show an out-degree and a
betweenness centrality at least 52% (36%) and 523% (469%) larger than any other country in our TT-
2014 dataset, respectively.

Finally, to conclude this section, Figure 86 shows the graphical representation of the unveiled
international structure of TTs coverage for 2013 and 2014 as a weighted, directed graph using the
cuttlefish visualization software [CBW] and the ARF layout algorithm [GO7]. The size and darkness of
each link are proportional to its weight whereas the size of each node is proportional to its out-
degree. Moreover, the location of nodes is arranged according to attractive and repulsive forces,
with additional attraction that clusters nodes in the same communities.
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Figure 86: Visual representation of the international structure of TTs coverage for TT-2013 and TT-
2014 datasets

3.2.4.2 Bias Factors of the Structure

In this subsection we analyze the socio-economical biases that have driven the generation of the
reported structure of TTs coverage across countries. In particular we first consider demographic and
economical biases and afterwards we study the existence of cultural biases.

Demographic and Economical Biases: Combining data from the TTs datasets with World Bank
statistics allows us to test the existence of demographic and economical biases in the international
structure of TTs coverage. To do so, we apply a linear regression model to all pairs of countries (C1,
C2), in which the dependent variable is the rank of the amount of TTs in the leader-follower
relationship where C1 leads and C2 follows. The rank transformation allows us to cope with the
skewness of the link weight distribution, calculating this way Spearman type correlations through our
linear regression. Note that this implies a non-linear relation of the variables, and effect sizes cannot
be interpreted in the scale of amount of TTs, but on the scale of positions in the ranking. The
independent variables, obtained from the World Bank database, are the amount of migrants from
country C1 to country C2 (migrationl), the amount of migrants in the reverse direction during the
same period (migration2), the trade costs between both countries, and the difference in GDP (GDP1-
GDP2).

The results of this model (referred to as model 1) are shown in the first rows of Table 19. Migration
in both ways is significant, but the effect size of migration from C1 to C2 is larger, showing that there
is a strong tendency for immigrants of a country to give relevance to the TTs appearing in their
country of origin. The difference in GDP is significant in both datasets, with an effect size of 14 (2013)
and 34 (2014) positions in the rank of TTs per trillion USD in GDP differences. This suggests that TTs
follow the gradient of wealth: TTs created in rich and big countries are more likely to appear in
follower countries with less wealth and power. This bias has been also reported for the coverage of
traditional news over mass media [W93, W02]. In the presence of GDP and migration statistics, trade
cost is not significant, showing that the phenomenon of TTs biases is not related to the state of
economic relations among countries but on their inequalities and demographics. Finally, all effect
sizes are stronger and p-values smaller in 2014 than in 2013, indicating that the extension of our
analysis to more countries reveals clearer biases.
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Year | model migrationl migration2 trade cost GDP difference Cultural distance
2013 1 0.00011(0.0012) | 0.00007(0.027) | —0.0009(0.103) | 1.487-10" (< 1077
2014 1 0.00056(< 107 %) | 0.00048(< 10~°) | —0.0013(0.098) | 3.451-10 ' (< 107 ¥
2013 2 0.00008(0.0093) 0.00006(0.067) —0.0003(0.785) | 1.390-10 (< 107°
2014 2 0.00035(0.0008) | 0.00032(0.002) | —0.0024(0.087) | 2.655 - 10~ '1{0.0004

)

) -

) | —1.445(0.00222)
) | —4.772(< 107%)

Table 19: Regression weights and p-values for models 1 and 2 in both TT-2013 and TT-2014.
Significant values (p < 0.05) are reported in boldface

Cultural Bias: A simple inspection of the members of the main reported communities (see Figure 84)
suggests the existence of a clear cultural bias in the formation of the international structure of TTs
coverage. In order to test this claim we compute the Hofstede’s cultural distance between each pair
of countries in our two datasets. Note that we calculate the cultural distance between two countries
as the Euclidean distance in the space of Hofstede’s cultural dimensions. To test the role of culture in
the presence of demographic and economic biases, we extend the linear regression model adding
cultural distance as an independent variable (we refer to this model as model 2). The result is shown
in the last rows of Table 1, revealing that cultural distance has a negative weight on the amount of
TTs shared from one country to another, and thus countries closer in cultural space are more likely to
follow each other. It is worth to notice that adding this effect of cultural distance weakens the effect
sizes of other variables, where migration and GDP differences remain significant. This dominance of
cultural biases is a differentiating factor with respect to the international coverage of traditional
news by mass media [W02, W93].
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Figure 87: KDPs and W and p-values from the Wilcoxon test for the intra- and inter-community
cultural distances

In addition, to test if the reported cultural bias is expressed within the communities of the structure
of TTs coverage, we group the cultural distances into: intra-community distances between countries
belonging to the same community and inter-community distances between countries belonging to
different communities. Then, we compute the Kernel Density Probability for the intra- and inter-
community distances in our TT-2013 and TT-2014 datasets and run a Wilcoxon test to compare both
distributions. Figure 87 presents the obtained results. The Wilcoxon test reveals that distributions of
inter- and intra-community distances are statistically different in both TT-2013 and TT-2014.
Moreover, the intra-community cultural distance is clearly smaller than the inter-community
distance, confirming the existence of cultural bias within the reported communities.

Finally, the presence of a strong Spanish-speaking community (Community 1) suggests that language
is a cultural determinant that biases the formation of the depicted structure of TTs coverage. To
confirm this hypothesis we have divided the countries in our TT-2014 datasets into three groups
based on their official languages: "Spanish-speaking” countries, “English-speaking” countries and
”Others”. Figure 88 shows the distribution of the leader-follower links weights across countries
within each group in the form of a boxplot. The results confirm that leader-follower relationships are
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stronger between countries with a common language. Furthermore, the results suggest that Spanish
creates stronger relationships than English, explaining the presence of a community that includes all
Spanish-speaking countries in TT-2014.
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Figure 88: Distribution of the weight of leader-follower relationships for countries grouped by
language (The number in brackets refers to the number of members within the group)

3.2.5 Mass Media and Twitter Interaction in News Reporting

TTs capture events of national interest that may be also reported by national mass media. In this
section, we present a methodology that leverages Google News service [GNS] in order to identify the
overlapping news between national mass media and TTs for a given country. We refer to these TTs as
External TTs as opposite to those news that appear exclusively as TTs in Twitter, and thus are not
reported by mass media that we refer to as Internal TTs. We have applied our methodology to the
TTs of 4 countries (US, GB, CA and ES) collected over a period of one month. We leverage the
obtained results to understand the influence of mass media in news reported as TTs in Twitter and
the extent to which Twitter is used as an independent channel for the propagation of exclusive news
not reported by mass media. Moreover, we provide quantitative evidences of which venue, Twitter
or traditional mass media, reports earlier overlapping news appearing in both.

3.2.5.1 Methodology

A TT appearing in country C at a given date d is External if an associated piece of news appears in
other traditional mass media (e.g., a newspaper) of the same country in a small time window around
d (e.g., £ 2 days). Otherwise, it can be considered Internal and not newsworthy for traditional media.

Based on this definition, we leverage the Google News service [GNS], which provides all the news
reported by the most important media of a country in a given time window, in order to identify
whether the analyzed TT appeared also in other media and thus it should be marked as External.

For a given TT our methodology is divided into a pre-processing phase to translate the TT into an
appropriate format to query the Google News service, and a search phase in which the Google News
service seeks for news including the words forming our TT. Next we describe in detail the operations
done during each phase.

e The pre-processing phase is divided into two steps. First, (when required) we transform the TT in
a set of meaningful words. For instance a TT “#BarackObamalnNewYork” would be transformed
into “Barack Obama in New York” (the # is removed and the words forming the TT are properly
separated). Second, for every word obtained in the previous step, we check if it is included in the
list of the Top 1000 most frequent words in the language of the country. If all the words forming
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a TT are among the Top 1000 most frequent words of the language, we filter out that TT and do
not consider it in our analysis.

e Inthe search phase we query the Google News service with the following information: (i) we use
as keyword(s) the set of words obtained from the pre-processing phase; (ii) the specific media
outlet to make the search; (iii) a time window to perform the search. Furthermore, we force the
Google News service to search the keyword(s) in both the headline and the body of the articles.
The Google News service returns all those news that include all the keyword(s) indicated in the
qguery in either the headline or the body. It also provides the date of appearance of each
returned piece of news.

e Therefore, if as result of the search phase the Google News service returns at least one piece of
news, we classify the associated TT as External. We mark the TT as Internal otherwise. Moreover,
for External TTs with several associated news, we consider that the piece of news appeared in
external media on the earliest date among the associated news. We can analyze if news usually
appear earlier in Twitter or in mass media comparing the appearance dates of External TTs and
their associated news.

We have manually evaluated the accuracy of the described methodology using a random set of 1000
TTs from Spain. Specifically, three independent panelists subjectively classified each TT as Internal or
External. To the best of our knowledge, there is not an automated technique able to perform
accuracy tests for this type of contextual classification exercises. Then, we rely on human subjective
validation that has also been used in previous works [CGC+13, LPN+11, ZSF+11]. The obtained results
indicate that our methodology classified correctly 96% of the TTs and thus we can conclude that it
provides accurate results.

We have applied the described methodology to the TTs of four countries (US, ES, CA and GB)
collected over a period of time of 1 month between Apr-14-2014 and May-12-2014. In particular, US,
ES, CA and GB presented 5297, 2598, 2385 and 4598 TTs during this period, respectively.
Furthermore, we have used a time window of + 2 days around the date of the TT appearance to
search for associated news in the online version of three main newspapers of each country. A 5-days
time window seems to be a conservative period around a breaking new such as a TT to be reported
by traditional mass media. We have repeated the experiments for a time window of 7 days obtaining
similar results.

3.2.5.2 Influence of Mass Media News in Twitter TTs

Figure 89 depicts the percentage of External TTs for each one of the analyzed countries. The results
demonstrate that Twitter is not isolated from mass media, since slightly more than half of the TTs are
associated to news also reported in mass media. Despite this important interaction between Twitter
and mass media, still roughly between 40-46% of the TTs are associated to events or news only
reported in Twitter. Our data shows that hashtaging is a clear differentiating factor between Internal
and External TTs. Figure 89 presents the percentage of Internal and External TTs that are hashtags
across the four studied countries. We observe that roughly 60-80% Internal TTs are hashtags
whereas these values shrink to 10-25% for External TTs. This suggests that in order to become TT,
without the back up of news reported by mass media, a communication mechanism is required. The
hashtaging functionality seems to be such mechanism in Twitter, allowing both the collective
discussion about the topic and the semiotic creation of a symbol to refer to it [LGR+12].
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Figure 89: (Left) Ratio of external TTs; (Right) Ratio of external and internal TTs that are hashtags.
Considered countries US, ES, CA and GB

3.2.5.3 Twitter as an Independent Media for International News Coverage

We have analyzed the TTs shared by each pair of the four considered countries. Note that if a TT is
Internal in both countries, then it was shared internally within Twitter and it was not reported by
traditional media in either country. Moreover, if a shared TT is External in any of the two countries,
the sharing process may have occurred through either mass media or Twitter. Then, to be
conservative, we consider that the TT was shared through external media in this case. Based on
these considerations, Figure 90 shows the conditional probability that a TT is shared internally within
Twitter or externally through other media. We confirm that, for the four analyzed countries, a TT is
more likely to be shared internally. Indeed, the probability of being shared internally is 50-100%
higher than externally. In conclusion, the flow of TTs between countries is mainly formed by internal
news generated in Twitter rather than news of interest to traditional mass media. This confirms the
role of Twitter as an alternative communication venue to mass media.
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Figure 90: Conditional probability of shared TTs being internal for US, ES, CA and GB

3.2.5.4 Recency in News Reporting: Twitter vs. Mass Media

To conclude our analysis, in this subsection, we compare the surging dates of External TTs and their
associated news in mass media to check in which communication venue news are (typically) reported
earlier. Specifically, we have computed the difference in number of days between the appearance
date of every external TT and its associated piece of news in online newspapers in the four
considered countries. Note that the difference ranges between * 2 days from the appearance date of
the TT since this is the window time that we have configured to query the Google News service.
Figure 91 shows the percentage of news that surged two days before, one day before, the same day,
one day after and two days after in traditional media than in Twitter. Roughly 70-75% news are
reported earlier in Twitter than in the online edition of main newspapers whereas less than 10% of
the news appeared earlier in those newspapers. The rest appeared the same day in both venues.
These results highlight the role of Twitter as a main venue for breaking news reporting.
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Figure 91: Percentage of news appearing 2 days before, 1 day before, the same day, 1 day after or
2 days after in principal newspapers than in Twitter for US, ES, CA and GB

3.2.6 Related Work

The analysis of propagation of different pieces of information in social media has received the
attention of the research community in the last years. Huffaker et al. [HTS11] analyze the diffusion
process from the perspective of the importance of the role of groups in virtual worlds (e.g., Second
Life). Moreover, the impact of social networks on users’ behaviour and thus, indirectly, in the
information dissemination is analyzed in [BRM+12]. Other studies have specifically focused in the
geographical propagation of information in social media including the flow of music [LC12] or the
evolution of information pathways in the online media space (e.g., blog sites) [GLS13]. These studies
analyze the spread of different types of pieces of information in various social venues not covered by
our work and thus their results are complementary to ours.

Of more interest to this research, other works have focused on the analysis of information
propagation in Twitter. Scellato et al. [SMM+11] study the social cascades of Youtube links in Twitter.
Cha et al. [CHB+10] use the spread of popular news topics to investigate influence in Twitter. Kamath
et al. [KCL+13] have analyzed the geographical diffusion of hashtags in Twitter. The paper concludes
that hashtags are mostly a local phenomenon. We have also observed a high locality among TTs.
Moreover, Wilkinson et al. [WT12] analyze the external socio-economic factors that influence the
propagation of popular topics in Twitter (among english-speaking countries). Saez-Trumper et al.
[STCL13] have demonstrated a strong correlation of the coverage distribution of different pieces of
information with geographical regions. They also conclude that sources from a given geographical
region tend to share the same stories. Romero et al. [RMK11] have classified Twitter hashtags in 8
different categories and have analyzed how these hashtags spread over the Twitter users
interactions’ network finding significant variation depending on the category. Finally, the work by An
et al. [ACG+11] studies the media landscape in Twitter. The authors conclude that traditional media
has an important presence in the media landscape in Twitter. This result is aligned with our
observation of a high overlapping between TTs and news reported by mass media. To the best of the
authors’ knowledge, Ferrara et al. [FVM13] performed the only work addressing the geographical
coverage of TTs in Twitter. However, they focus on the internal propagation of TTs among cities in US
and do not analyze the socio economic biases of the resulting structure. In general, these studies
target different type of information (e.g., Youtube links or hashtags), different geographical scope
(e.g., english-speaking countries or cities in US) or focus exclusively on Twitter whereas in our
research we analyze TTs as a piece of information with a worldwide scope and also analyze the
interaction of Twitter and traditional mass media. In this context, Kwak et al. [KLP+10] analyze the
overlapping between TTs and mass media news in 2009. First, the authors confirm the condition of
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breaking news of TTs. Furthermore, they compare news coverage by World Wide Twitter TTs with
Hot Topics from Google Trends and headlines of CNN news concluding that CNN was ahead in
reporting. Our results reveal that this situation has been reversed in the last years, and now Twitter
seems to be ahead mass media in news reporting.

Finally, the research community has dedicated an important amount of effort to understand the
structure that drives the international coverage of traditional news over mass media as well as the
determinants that influence the news coverage [EKP08, GJW10, W00, W93]. The conducted research
conclude that there is an established structure in the propagation of news that (typically) flows from
a set of core countries towards other countries located in the semi-periphery and periphery.
Furthermore, factors such as the GDP or the trade volume of a country determine its role in the news
coverage structure.

The goal of our research is of similar nature, but we focus on the international coverage of news in
social media channels using TTs as reference.

3.2.7 Conclusion

We showed how news in social media manifest through Local TTs in Twitter, analyzing two
alternative large-scale datasets of TTs in different countries. We validated our analysis of the leader-
follower relationships between countries testing the hypothesis of priority processes in queue
systems [OBO5, VOD+06], finding a power-law distribution of delay times between the appearance of
TTs. This finding conveys knowledge about the dynamics of how TTs travel across countries, in an
analogous manner as how power-law degree distributions reveal dynamics of preferential
attachment or edge copying mechanisms [MO04]. Applying the statistical physics of priority processes
has potential applications to the analysis of communication dynamics in other online communities,
from dialogues to collective reactions.

Leader-follower relationships among countries reveal patterns of heterogeneity in both influence
and attention, allowing us to test hypotheses inspired in mass media about the role of economic and
social factors in news coverage [065, HC08, 196]. We found that news in social media follow the
gradient of wealth from rich to poor countries, and that TT across countries are closely related to
migrations across them. Our combination of data about TT with Hofstede’s quantification of culture
[LBH80] contributes to the wider scientific field of online ethnography [K02] and resonates with
works about the online manifestation of cultural traits [GQJ13, WSS14] and cultural affinity [GT13].

Our addition of cultural factors adds a new dimension to the analysis of social media usage across
nations. The modular structure of the TTs network is clustered around communities with high
internal cultural similarity, and longer cultural distances across communities. This inspires future
possible validation of clustering and community detection techniques at the international level, in
which cultural distances can be taken as ground truth to evaluate community detection algorithms.

To analyze the role of mass media in TTs, we designed a method to match TTs to news in mass media
close to the TT appearance. Using this method, we found that internal TTs are much more likely to
manifest around a hashtag, which serves as a symbol to centralize communication in the absence of
important mass media channels. This method also allowed us to statistically control for mass media
in how TTs are shared across countries, revealing that external TTs are less likely to cross country
borders in Twitter than those TTs that were not considered newsworthy by the mass media. Further
applications of this tool have the potential to enhance the analysis of dynamic collective response
patterns in Twitter [LGR+12], allowing the measurement of reach and social interaction around news
channels.

Our work shows how news in social media can break international borders through Twitter TTs,
revealing that Twitter is used as an alternative communication channel with respect to mass media.
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On the other hand, we found significant biases with respect to economic, demographic, and cultural
factors. This portrays Twitter as a mixed and multipurpose community, in which news can flow
without constraints, but also in which mass media have a strong influence that replicates the same
biases as previously found in traditional media research.
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4. SUMMARY AND CONCLUSIONS

In the scope of WP3, active crawling and passive measurement tools have been developed for online
social networks such as Facebook, Twitter, and Google+, as well as content portals and content
distribution networks such as YouTube, BitTorrent, and BTLive, which were used for data collection.
Specifically, a number of datasets have been collected using these tools, which were exploited in
WP3, as well as in WP4 and WP5.

Based on the analysis of these datasets we were able to draw a number of conclusions related to
modelling social-content interdependencies. To this end, Section 2.1 presented a methodology to
analyze interest similarity among FB users and studied the homophily of such similarity using
different demographic metrics. Moreover, Section 2.2 presented a model to predict the location of a
user based on the public available information of that user and the information of their friends in
Facebook. In addition, a novel methodology to measure the location exposure level for Facebook
end-users was proposed. Section 2.3 demonstrated that professional FB players present different
publishing strategies in major OSNs according to the sector they belong to. We characterized the
strategy of some sectors and evaluated their success.

Furthermore, Section 2.4 analyzed the characteristics of BTLive. The work showed that the P2P effect
takes over with an increasing number of peers in the swarm. However, there exists great potential to
reduce the load at the source by more aggressively dropping connections. It was also shown that
BTLive is able to maintain very small startup and streaming delays. However, those delays come at a
high cost in terms of traffic overhead. Section 2.5 identified different predictive features for videos
shared over Online Social Networks. It turned out that, e.g., the video category is an efficient
criterion for mobile prefetching, as well the related video section of YouTube, while the number of
likes and comments has turned out to be less predictive. At the same time, Section 2.6 showed that
video platforms present important deficiencies in the detection of fake views. This may seriously
impact the capacity of predicting the right location where a content is going to be consumed and
thus leading the existing caching and prefetching algorithms to make wrong decisions. A detailed
analysis of the detection algorithm of YouTube (the most important online video portal) has revealed
that the most important aspect considered is the behaviour of the IP address whereas our results
demonstrate that other relevant parameters such as the duration of the view are not considered.

Furthermore, Section 2.7 identified that D2D content delivery is only effective under certain
circumstances. It is important to investigate if these circumstances are given in the real world. Thus,
we described a model for the evaluation of position and request traces of a mobile network
operator, by simulating D2D content exchange on the collected user behaviour. Finally, Section 2.8
showed that the model based on learning a feature vector for each user and each content item and
where the prediction consists of a dot product of the feature vector associated with the user and
content item, outperforms the model in which the prediction is based on making an average within a
set of close users and content items.

We have also used the datasets and derived models to predict certain characteristics. To this end,
the comparative analysis of the social cascades in Google+ and Twitter reported in Section 3.1
revealed that in any major OSN only a very small percentage of the information is propagated.
Moreover, the specific functionality of each OSN defines the spatio-temporal properties of its social
cascades. The sequential manner of showing the tweets in Twitter leads to social cascades of small
size and length and of short duration of times. Instead, the selective algorithm used by Google+ to
show information to the users makes that both the size and the duration of the social cascades is
larger in Google+ than in Twitter. In addition, we have presented a pioneer study in the area of social
cascades to study the social cascades in the form of forests with multiple roots for a specific content.
Our analysis of the overlapping of social cascades and the social graph indicates that around 70% of
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the information propagated in Google+ does not use the social graph and instead it is propagated
through other venues such as communities or hashtags. Finally, in Section 3.2 the analysis of the
macroscopic information flow in social networks through Trending Topics have revealed the
presence of clear communities of countries that tend to share a higher volume of information. These
communities seem to be driven by socio-economic factors. Moreover, the comparison between
Twitter and traditional mass media indicates that Twitter can be considered as an independent
channel of information. Besides, for those pieces of information that appear both in Twitter and
mass media, around 70% of them appear earlier in Twitter.
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ACRONYMS
ACC Accuracy
AED Average Error Distance
CDF Cumulative Distribution Function
CP Correct Predictions
csv Comma-Separated Values
CUTV Catch-Up Television
D2D Device-to-Device
DLNA Digital Living Network Alliance
EC Exposure coefficient
ED Error Distance
EP Exposure probability
F Friend
FB Facebook
FLI Friend Location Indication
GB Gigabyte
GGSN GPRS Support Node
GPS Global Positioning System
G+ Google+
HSDPA High Speed Downlink Packet Access
HT Hometown
ID Identifier
KDE Kernel Density Estimation
LA Location Available
LA-FLI Location available Friend Location Indication
LCC Largest Connected Component
LN-FLI Location non-available Friend Location Indication
LN Location Non-Available
FSN Federated Social Networks
LTE Long Term Evolution
NAT Network Address Translator
OSN Online Social Network
PFLI Profile and Friend Location Indication
PLI Profile Location Indication
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QoE

RMSE
TCP
TR

T
T™W
UGC
up
WE

Quality of Experience
Average Reach

Root Mean Squared Error
Transmission Control Protocol
Total Reach

Trending Topic

Twitter

User Generated Content
Useless Predictions

Work and Education
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