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Smart Objects and the Internet of Things provide umparalleled means to connect the physical
world with the digital world, enabling important ap plications such as Smart Infrastructures,
Smart Cities, and Smart Toys. But existing systemare typically proprietary and tailored to
one specific application and sacrifice interoperalbity for low power consumption.

Main objectives

The EU-FP7 CALIPSO project is devoted to the dgwelent of Internet Protocol (IP) connected
smart object networks, but with novel methods t@iatvery low power consumption, thereby
providing both interoperability and long lifetimes.

* CALIPSO leans on the significant body of work oms& networks to integrate radio duty
cycling and data-centric mechanisms into the IR@6ks something that existing work has
not previously done. CALIPSO works at three layeh® network, the routing, and the
application layer. We also revisit architecturatidens on naming, identification, and the
use of middle-boxes.

* CALIPSO works within the IETF/IPv6 framework, whiarcludes the recent IETF RPL and
CoAP protocols. This gives a structure for evalwathat has not previously been available.
We use Contiki open source OS, Europe’s leadingrtsmbject OS, as the target
development environment for prototyping and experital evaluation.

* We use three applications to drive our work: Sndrastructures, Smart Cities, and Smart
Toys, all of which need both standardized interfaaad extremely low power operation.
We see experimental validation and evaluation iéisalrto the success of the project.

CALIPSO’s Project Vision

Despite significant recent advances in standaindizdor IP-based smart object networks, there are
still questions left in terms of achieving extregné&w power consumption at the radio and MAC
layers and its impact on the higher layers, as aglh reliability and data-centric approachesat t
transport and application layers. CALIPSO idensiftexd addresses those issues.

Architectural Vision. CALIPSO sees that smart object networks both neeztbimmunicate with
other smart object, other smart object networksy@bas Internet-based systems. We push IP end-
to-end connectivity all the way into the smart abgethrough compact, energy efficient, and
loss/failure tolerant routing and radio protocols.

The need for all-IP smart objects lies in theirenetjeneity where many vendors propose their
technologies that are usually incompatible withheather and tailored to a specific application.
Interconnecting them with the Internet protocolguiees multiple adaptation devices, which is
inefficient and costly. In contrast to this approaae promote the use of a single interconnection
protocol and aim at investigating all open reseasshes raised by pushing IP to smart objects.




Technical Vision. CALIPSO focuses on three specific layers of thetltk: the routing layer, the
transport layer, and the application layer. CALIP3$akes a unified approach, where we
acknowledge the dynamics between the layers, waglof today are not yet understood. With
deepened understanding of the complex interactiebween the layers, CALIPSO will be able to
significantly increase the performance and redtneeppwer consumption of IP-based smart object
networks, thereby removing major barriers to IPpaai@gon. We define a transport layer adaptation
and a suitable sublayer for SANET mapping, enhaheelETF CoAP RESTful protocol, and
provide a large scale service to discover possiata sources and consumers.

Expected impact and applications

We expect CALIPSO results to impact four areasnddeds, open source software, scientific
research, and commercial products. Project parimave extensive experience in the application
domains, the IETF, sensor networks, and open s@afteare.
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Figure 1: CALIPSO's vision

We focus on three types of smart objects and agpics: (1) Smart Toys, (2) Smart City, and (3)
Critical Infrastructures. All three have in commibiat they usually support a single application and
use proprietary protocols and wireless technologieismized for reduced energy consumption.
Significant recent efforts aim at making them mgemeric and interconnecting with end-hosts on
the Internet in an energy efficient way.




Overall strategy of the work plan

CALIPSO achieves its objectives by conducting higlmality research structured in six work
packages:

WP1 Efficient project management and interaction wita Commission.

WP2 Wide dissemination of project results, pushing wative solutions to standardisation bodies
(mainly IETF and IEEE), exploiting the technologgveéloped in the project by industrial partners,
and stimulating the reuse of project results irustoy.

WP3 Designing an architecture for the Internet of Sn@bjects. This work package considers all
architectural issues related to IP protocols igdascale networks of smart objects, and provide a
framework of use cases and requirements to othe packages.

WP4 Developing required mechanisms and solutions dogd-scale IP interconnection of smart
objects operating over duty-cycling access methbdshis work package, we enhance MAC-IP
integration, optimize the operation of RPL, andigiesew data-oriented mechanisms.

WP5 Designing a support for applications and end-to-eathmunications. This work package
provides solutions for supporting a high-level viefasmart objects: optimized CoAP with security
extensions, large-scale service discovery, andaataic application support.

WP6 Experimentally validating the integrated IP stagih target applications. We commit to
testbed deployment and experimental validation with applications: Smart Toys in theme parks
and Smart City/Parking.

WP1 - Project Management

WP2 — Dissemination, Standardisation, and Exploitation

Figure 2 Work package structure.




Project objectives & achievements for the period

While project management and dissemination actwitire maintained during the whole project
duration, work packages 3—6 go through three phases

Phase 1 (9 months): During the first phase of tlogept, we will focus on the architectural issues,
uses cases, and requirements of target applicatienarios. This work is mainly related to the
activities of WP3 (Architecture).

Phase 2 (15 months): The second phase aims atogewglrequired mechanisms and solutions at
all layers. This work is mainly related to the aities of WP4 (IP connectivity) and WP5
(Transport and Application support).

Phase 3 (12 months): The third phase will focusesting and evaluating the proposed mechanisms
of the integrated stack in two target applicatimerarios. This work is mainly related to the
activities of WP6 (Experimental Validation).

In this first period, we thus finalized Phase 1 and

CALIPSO'’s use cases

The project targets three main applications: i) &mays, ii) Smart City/Parking, and iii)
Critical Infrastructures.

* Smart Toys are radio-enabled devices whose prifuggtion is entertainment/gaming, but
they may also provide additional functionalities¢ls as sensing/monitoring, education, and
multimedia communication. They may appear in vaitarms depending on the target user
group (kids, teenagers, adults) and may be equipithda variety of sensors (microphone,
camera, accelerometer), user interfaces (displagitscreen, buttons/keyboard, or none),
and radios (IEEE 802.11 and its low power versidslsgtooth, IEEE 802.15.4/Zigbee).
Toys can be used in theme parks, homes, schoalpitals.

* Smart parking uses sensor nodes to communicaténgaskace availability/traffic flow to
neighbouring sensors until they reach the gatewayti-hop routing is used when direct
contact with the gateway cannot be made. A cem@dlcontrol system stores and processes
all data gathered from sensors. The resulting médion and implemented services are
offered to citizens by means of mobile applicatiand city panels.

» Critical infrastructure makes use of low-cost, Basleployable sensors can increase
situation awareness and help anticipating bettezath within or around an area. The
requirements are to detect as soon and as relegbfossible an abnormal event, raise an
early warning to the operator, which in turn issaesaction in response. Public safety
operators can deploy low power additional obseovatneans that are discovered and usable
by a mobile or fixed (Control & Command) C2 rightay.

CALIPSO'’s architecture

CALIPSO sees that smart object networks both needmmunicate with other smart object, other
smart object networks, as well as Internet-basstesys. We thus push IP end-to-end connectivity




all the way into the smart objects through compawergy efficient, and loss/failure tolerant rogtin
and radio protocols. CALIPSO takes one step furthebringing IP to low-power, duty cycled
devices.

The need for all-IP smart objects lies in theirehegeneity where many vendors propose their
technologies that are usually incompatible withheather and tailored to a specific application.
Interconnecting them with the Internet protocolguiees multiple adaptation devices, which is
inefficient and costly. In contrast to this apprioaae promote the use of a single interconnection
protocol and aim at investigating all open reseashes raised by pushing IP to smart objects. This
leads to a cost-effective, scalable, secure, arenbled architecture that connects physical and
digital smart object worlds.

Analysing the CALIPSO use cases, we have identtfiedenhancements required to the standard IP
stack to operate in networks of Smart Objects getify the interactions between layers. Figure 3
presents a layered view of the architecture fonme$ Object node and a border gateway. The
gateway (or LBR, the border router in the IETF texwtogy) supports the standard TCP/IP protocol
stack and adapts its operation to Smart Objectsi100@e main function of the gateway relates to
the 6LOWPAN layer that takes care of fragmentingkess longer that the L2 MTU and compresses
headers. It can also provide interfacing CoAP vgthndard HTTP. We can observe that lower
layers include several different PHY/MAC layerstttige project may use in different testbeds.
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Figure 3: CALIPSO Architecture.

Figure 4 illustrates a functional view of the atebture. Bold shapes indicate the blocks on which
the project will focus by providing enhancementgtimizations, or adaptations to Smart Objects
constraints. The figure shows that almost all aspeancern our project and only two protocols are
used as is in the project: 6LOWPAN header compoeassnd fragmentation, and legacy transport.

For each of the building blocks of the architectune have proposed a number of technical
solutions available in more details in the follogidocuments:




» DA4.41 “Protocols for Low Power MAC—IP”

* D4.42 "Enhancements to ROLL Routing and RPL”

» D4.43 “Protocols for data aggregation and datarmeadmmunications”
» D5.51 “Transport adaptation and data-centric suppor

* D5.52 “Secure and large-scale service discovery”

» D5.53 “Mobility and security support”
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Figure 4: Functional view

After the experimentation phase that project isigdp start in WP6, we will refine the proposed
architecture in deliverable D3.33.

For further information: At a Glance

Information Desk Project

European Commission - Information SociegBALIPSO: Connect All IP-based Smart Objects!
and Media DG Project coordinator

Office: BU31 01/18 B-1049 Brussels Thales Communications & Security (France)
Email: infso-desk@ec.europa.eu Partners:

Tel: +32 2 299 93 99 CNRS (France)

Fax: +32 2 299 94 99 Swedish Institute of Computer Science (Sweden)
http://europa.eu/information_society University of Parma (ltaly)

Disney Research Zurich (Switzerland)
Worldsensing (Spain)

CISCO (Netherlands)

Duration

36 months (09/2010 — 08/2014)

Total cost: 4,56 M€




3 Work progress and achievements during the period

This section reviews the progress and achievenuératié the work packages listed in Table 1.

Work- Workpackage title Lead Person- | Start End Deliv-
package contractor| months® | month | month erab3|e
No

WP1 | Project Management TCS 15 M1 M3p1.122
Dissemination,

WP2 |Standardisation, and WOS 45 M1 | M3 |D2.231
Exploitation D2.241
Integrated Architecture: use D3.32a

WP3 [cases, requirements, and CNRS 53 M1 M30 [D3.32b
specifications
Bringing IP-connectivity into D4.41

WP4 Smart Object SICS 68 M9 M24 (D4.42

D4.43
D5.51

WP5 Enhgnced transport and UPA 46 MO M24 |Ds ap

service layers :
D5.53

WP6 Experlmen_tal \_/alldatlon with DRZ 51 M24 M36
target applications
TOTAL 278

Table 1: Work package list, schedule, efforts andealiverable (for the reporting period only)

2 The total number of person-months allocated th e#orkpackage.
3 Deliverable number: Number for the deliverableésult(s) mentioned in the workpackage: D1 - Dn.
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3.1 WPL1 - Project Management

WP1 Start date Month 1

Leader: | TCS End Date: Month 36

Participants TCS [CNRS SICS | UPA| DRZ| WOS| Ciscq
Resources|Planned 9 6 0 0 0 0 0
(PMs) Actual | 5.30| 3.95[ 0.0 0.0 0.0 0.0 0.0

3.1.1 Objectives and organization of the Work Packa ge

The main objectives of this work package are toupethe management infrastructure, to provide
technical and administrative assistance to thedioator and partners, to provide financial and
contractual management of the consortium, to ensxeeution of the project in conformity with
the Commission contract and the Consortium Agreé¢nmennegotiate any necessary changes to
these agreements during the project, and to marisgeand to perform contingency planning.
Namely:

to perform the administrative, scientific/technjcahd financial management of the project
to co-ordinate the contacts with the European Cssiwom

to control quality and timing of project resultdaio resolve conflicts

to set up inter-project communication rules andmacsms

to achieve timely submission of progress reportd aost statements to the European
Commission

to ensure that the Description of Work and the @dnsn Agreement are maintained and
updated where and when necessary

This work package is composed of the following sask

Task 1.1 [Lead TCF] — Project Administration.
Task 1.2 [Lead TCF] — Project Quality Assurance.

3.1.2 Tasks addressed during the period

During the reporting period, the following actionsre carried out within the different tasks of the
work package to satisfy the success criteria:

Planning and global work plan.

Analysis of reviewers comments for D3.321 and dVégahnical planning
CALIPSO plenary meetings preparation (Parma, Grendarcelona).
Organization and handling conference calls

Coordination of quarterly reporting activities

Preparation of 2nd year project review (Octobeh28td 30th)
Preparation of D1.121 “Periodic activity report” 2
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« Communication of the™ period deliverables to the Advisory Board and dawation for
the preparation to answers from the consortium.

3.1.3 Major achievements and next steps

The major achievements of the work package are:
« 1% project review meeting in Brussels, Belgium
 Preparation of D1.121 ®1Periodic Management Report” (M24)
* Quality assessments of reporting and deliverabteiohents.

» Planning and global workplan.

The next steps planned for the WP are:

« Manage the feedback from th&? Droject review and coming comments from Advisory
board members

* Organize the next project meeting and conferenlte ca
* Quality assessments of reporting and deliverabteiohents.

» Coordination of quarterly reporting activities

3.1.4 List of project meetings, dates and venues
* Project review meeting - October 10th, 2012

0 Brussels, Belgium
* Fifth plenary meeting - November 5th & 6th, 2012
0 UPA, Parma, Italy
» Sixth plenary meeting — February 21th & 22th, 2013
0 CNRS, Grenoble, France
» Seventh plenary meeting - June 6th & 7th, 2013
o WOS, Barcelona, Spain

3.1.5 CALIPSO Advisory Board
The Advisory Board is composed of the following niem(help here):

Name Organization Role

Thomas Wattenye | Dust Networks, USA | Involved in the ROLL IETF working group. Authors of
IETF RFC 5548.

Laurent Toutain Telecom Bretagng Research assistant. Contributor in the French ARESA2
France R
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Dr. Andreas Terzis

Johns
University, USA

Hopkins

Andreas Terzis is an Associate Professor in|the
Department of Computer Science at the Jaghns
Hopkins University, where he heads the Hopkins

InterNetworking Research (HINRG) Group.

is

research interests are in the area of computer

networks with an emphasis on low-power

nd

sensor networks. Dr. Terzis is a recipient of jthe

NSF CAREER award (NSF being the main fund
agency for non-medical research and educat
Dr Terzis is also active at the IETF and
authored 3 RFC, rfc2745, rfc2746 and rfc3836,
the Resource Reservation Protocol (RSVP)
Open Pluggable Web Services (OPES).

ng
on).
CO-
on
and

Prof. Dr.
José Marron

Pedro

University
Duisburg-Essen,
Germany

of

Pedro José Marron is a Professor at the Unive
of Duisbourg Essen, where he leads the Netwo
Embedded Systems (NES) group. Prof. Marrén
an extensive experience with EU projects. He
the coordinator of the CONET FP7 Network
Excellence (NoE). He also is or has bg
coordinating and/or participating to a number
other EU-projects including Embedded WiSeN

rsity
rked
has
vas
of
ben
of
Its,

EMMA, AWARE, PECES, and PLANET.

3.1.6 Advisory board feedback and answers

The deliverables has been sent to advisory boamb®es. The consortium is waiting for their

feedback.
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3.1.7 Project planning and overall status
The following tables summarize the current resaurper work package and per partner with
regards to planned resources for the whole duratidine project.

TCS CNRS SICS UPA DRZ WOS CISCO Total Progress (%)
WP1 - Project Management ctual 5,30 3,95 0,00 0,00 0,00 0,00 0,00 9,25 61,67
M1-M36 |planned 9,00 6,00 0,00 0,00 0,00 0,00 0,00 15,00
WP2 - Dissemination, Standardisation agtual 4,60 1,08 1,92 4,15 3,50 7,10 4,50 26,85 50.67
M1-M36 |planned 7,00 4,00 4,00 5,00 7,00 8,00 10,00 45,00 ’
WP3 - CALIPSO Architecture gctual 9,35 9,14 6,52 4,55 8,00 13,80 1,90 53,26 100,50
M1-M30 |planned 8,00 9,00 7,00 4,00 8,00 13,00 4,00 53,00
WP4 - Bringing IP-connectivity into Smart Objects ac| tual 6,45 19,09 11,00 13,09 8,50 14,40 1,40 73,93 108,72
M9-M24 |planned 6,00 19,00 11,00 12,00 4,00 12,00 4,00 68,00
WP5 - Secure applications for mobile Smart Objects a | ctual 15,00 3,05 10,00 11,01 1,00 0,00 0,00 40,06 87,09
M9-M24  |planned 17,00 3,00 10,00 10,00 6,00 0,00 0,00 46,00 ’
WP6 - Experimental validation agtual 0,50 0,00 0,00 0,00 1,00 0,56 0,00 2,06 404
M24-M36 |planned 5,00 6,00 3,00 3,00 14,00 20,00 0,00 51,00 '
Total actual 41,20 36,31 29,44 32,81 22,00 35,86 7,80 205,42 73.89
planned 52,00 47,00 35,00 34,00 39,00 53,00 18,00 278,00 ’
Progress (%) 79,23 77,26 84,11 96,50 56,41 67,66 43,33 73,89

Figure 5: Effort consumption during the reporting period
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3.1.8 Deviation and corrective actions

TCS

TCS has consumed 41.20PM over 52PM in the proJdwt.efforts are inline with the original plan.
A slight shift of efforts (about 1PM) has occurifedm WP5 to WP4 to work on RAWMAC which
was necessary for the Smart Infrastructure usetbasd hales is leading.

CNRS

CNRS has consumed 36.31 PM over the total of 47rPiMe project, which represent 77.25%. The
increased consumption with the respect to the umifdistribution of PMs over the project duration
comes from the particular effort during the secgedr of the project devoted to the work WP4 and
WP5: the technical work packages terminate at thet & the second year and CNRS has an
important allocation of resources in these pack@gé34 - 19PMs, WP5 - 3PMs).

SICS

SICS has consumed 29.44 PM (19.93 in year 2) ouhef35 PM available in total. This is
explained by WP4 and WP5, where the bulk of SI@Sburces is, having ended at M24. In the
third year, SICS will focus on dissemination anghstardization (WP2, more than 50% of the SICS
manpower left for third year) and on experimentldation (WP6, starting year 3).

UPA

UPA has consumed (over the first two years of CAdR 32.81 PM over the total of 34 PM in the
project, which represent 96.5%. The increased gopson with the respect to the initially foreseen
number of PMs over the project duration comes ftenparticular effort (already started at the end
of the first year and due to the academic naturdRA) dedicated to WP4 and WP5. In particular,
UPA dedicated one more PM for each of these twdkwarckages (13.1 PM, instead of 12.0 PM,
for WP4; 11.01 PM, instead of 10.00, for WP5), tbge with supplementary 0.56 PM dedicated to
WP3 (4.56 PM instead than 4.00 PM). This has beenal a relevant internal research activity.

RZ

DRZ has consumed (over the first two years of CAIR 8.5 PM in WP4, which is an increase
over the panned 4 PM. However, in WP5, only 1 PM wansumed out of planned 6 PM. The
reason is because mobility support work has beevechrom WP5 to WP4. The cumulative PM
consumption for WP4 and WP5 (9.5 PM) is still imdiwith the planned consumption (10 PM).

WQOS

WOS has consumed 35,9 over the total of 63,45 Pkhenproject, which represent 56,5%. The

deviation over the uniform distribution of PMs ovbke project duration is produced because during
the first and the second year of the project tiskstacarried have been mainly research activities
more focused for academia, while the third yeahefproject focuses more on industrial tasks. This
last third year WOS will provide a huge effort gang the tasks of WP6.

Cisco

The reasons for claiming less MMs than in the fyesar are related to less time spent by a senior
Consultant Engineer which implies a higher costuding his salary and overhead. We budgeted
less cost / MMs during the preparation of the peahavhich was based on different contributors

15




which were impacted by an internal restructuringwdver Cisco assures their responsibility and
will maintain and fulfil their commitments duringe whole project.

3.1.9 Comments on the overall progress

The overall technical progress was important duthey second year. Much work has been done
within WP4 and WP5. The work in these work packagesiinates by the end of the second year,
so the project has done the design and technis@lajnment of the main mechanisms. The results
of WP4 and WP5 are reported in several deliverafidds41, D4.42, and D4.43, D5.51, D5.52, and
D5.53). We have integrated the results within tksigh of the CALIPSO Architecture reported
D3.322. The work has proceeded as planned.
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3.2 WP2 - Dissemination, Standardisation, and Exploitation

WP2 Start date Month 1

Leader: | WOS End Date: Month 36

Participants TCS |CNRS SICS | UPA| DRZ| WOS | Cisco
Resources|Planned 7 4 4 5 7 8 10
(PMs) Actual | 460 1,08 1,92] 4,15 350 7,10 450

3.2.1 Objectives and organization of the Work Packa ge

This work package is set up to ensure the best-sgdie integration, communication, and
synergetic presentation of the project resultsvilt promote the results, disseminate them to the
scientific community via journals and conferenaas] contribute to standardisation bodies.

The detailed objectives are the following:

Market assessment and analysis concerning IP eh8ohart Objects.

Promote and disseminate the results of the pr@sdhey become available in reputable
journals, magazines, conferences.

Disseminate evolving project results by activelytipgating in exhibitions and/or organise
events, such as conferences, workshops, speaiakigs magazines/journals.

Create a framework for the successful exploitatainproject results and specify the
exploitation plans of the project as a whole andefach partner individually.

Contribute to standardisation bodies such as IEIKSI, and IEEE.

This work package is composed of the following sask

Task 2.1 [Lead CNRS] — Project Web site.

Task 2.2 [Lead TCF] — Market Assessment and Exation Plans.
Task 2.3 [Lead UPA] — Dissemination and Workshops.

Task 2.4 [Lead CISCO] — Contribution to Standartiiisa

3.2.2 Tasks addressed during the period

During the reporting period, the following actionsre carried out:

Periodic update of the CALIPSO web site with eveptblications and use cases
Preparation and delivery of D2.231 “Market Analysisl Exploitation Plan” (M18)
Preparation and delivery of D2.241 “Disseminatiod &tandardisation Report” (M24)

Main publications produced through CALIPSO'’s reshaactivities in reverse chronological
order, distinguishing between journal publicatiansl conference

o Journals

1. L. Wallgren, Shahid Raza, and Thiemo Voigt, Routiagacks and
countermeasures in the RPL-based Internet of Thimgsrnational Journal
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of Distributed Sensor Networks, vol. 2013, Artidle 794326, 11 pages,
2013. DOI:10.1155/2013/794326.

2. Prasant Misra, Luca Mottola, Shahid Raza, Simon ueuqoy, Nicolas
Tsiftes, Joel Hoglund, and Thiemo Voigt. Supporti@yber-Physical
Systems with Wireless Sensor Networks: An Outlodk Seftware and
Services. Journal of the Indian Institute of SceenCyber Physical Systems
Issue, September 2013.

3. S. Raza, H. Shafagh, K. Hewage, R. Hummen, and digtyV Lithe:
Lightweight secure CoAP for the Internet of ThingsSEE Sensors Journal,
available online in August 2013. DOI: 10.1109/JSKEN.3.2277656.

4. A. Angles, X. Vilajosana, J. L. Vicario, A. Starosiski, I. Vilajosana, A
generic empirical channel model for low power los®tworks at the 868
MHz band for smart cities, Wireless Communicatioasd Mobile
Computing. Under review. April 2013.

5. L. Veltri, S. Cirani, S. Busanelli, and G. Ferraki,novel batch-based group
key management protocol applied to the InternetThfngs, Ad Hoc
Networks, available online June 2013, in press. :DOI
10.1016/j.adhoc.2013.05.009.

6. P. Gonizzi, G. Ferrari, V. Gay, and J. Leguay, Dhssemination scheme for
distributed storage for 10T observation systemsaege scale, Information
Fusion, Special Issue on "Collaborative Wirelessns®e Networks:
Architectures, Algorithms and Applications,” avdila online April 2013, in
press. DOI: 10.1016/}.inffus.2013.04.003.

7. M. Amoretti and G. Ferrari, Investigating the resice of unstructured
supernode networks, IEEE Communications Letters, v no. 6, pp. 1272-
1275, June 2013. DOI: 10.1109/LCOMM.2013.0430133080

8. S. Raza, L. Wallgren, and T. Voigt, SVELTE: Reahdi intrusion detection
in the Internet of Things, Ad Hoc Networks, Avaialonline May 2013.
DOI: 10.1016/j.adhoc. 2013.04.014.

9. S. Cirani, G. Ferrari, and L. Veltri, Enforcing seity mechanisms in the IP-
based Internet of Things: an algorithmic overvidgorithms, Special Issue
on “Sensor Network,” vol. 6, no. 2, pp. 197-226, 120 DOI:
10.3390/a6020197.

10.M. Martalo, C. Buratti, G. Ferrari, and R. Verdo@uystered IEEE 802.15.4
sensor networks with data aggregation: energy copsan and probability
of error, IEEE Wireless Communications Letters,.\&l no. 1, pp. 70-73,
February 2013. DOI: 10.1109/WCL.2012.112012.120644.

11.G. Ferrari, Moving towards autonomic, gateway-fre®ss networking,
Awareness Magazine, 24 September 2012, 3 pages. : DOI
10.2417/3201209.004373. Invited paper.

12.T. Watteyne, X. Vilajosana, B. Kerkez, F. Chraim,\Weekly, Q. Wang, S.
Glaser, K.s Pister, OpenWSN: A standards-based plower wireless
development environment, Transactions on Emergiagcbmmunications
Technologies, vol. 23. no. 5, pp. 480-493, AugushlZ2 DOI:
10.1002/ett.2558.

18




13.A. Morell , X. Vilajosana , J.L. Vicario , T.Wattag, Label Switching over
IEEE802.15.4e Networks, Transactions on Emergingcbenmunications
Technologies. April 2013

14.D. Stanislowski, X. Vilajosana, Q. Wang, T. WatteyiK. Pister, Adaptive
Synchronization in IEEE802.15.4e Networks, Indastinformatics, IEEE
Transactions on, vol.PP, no0.99, pp.1,1, O doi: 1@O1TII.2013.2255062
March 2013

15. M. Palattella, N. Accettura, X. Vilajosana, T.Watte, L. Grieco, G. Boggia,
and M. Dohler. Standardized Protocol Stack forltiternet of (Important)
Things. Communications Surveys & Tutorials, IEEE%9:1 —18, 2012.
ISSN 1553-877X. doi: 10.1109/SURV.2012.111412.00158 6.311 — 1st
journal on Computer Science JCR Index

o Conferences and Workshops

16.S. Duquennoy, O. Landsiedel, and T. Voigt, Let tte® bloom: scalable
opportunistic routing with ORPL, Proc. of the Imtational Conference on
Embedded Networked Sensor Systems (ACM SenSys 2&i8he, lItaly,
November 2013.

17.G. Romaniello, E.l Potetsianakis, O. Alphand, R.iz@etti, and A. Duda,
Fast and Energy-Efficient Topology Construction Multi-Hop Multi-
Channel 802.15.4 Networks, Proc. 9th IEEE Inteomati Conference on
Wireless and Mobile Computing, Networking and Comroations (WiMob
2013), Lyon, France, October 2013.

18.A. Bildea, O. Alphand, F. Rousseau, and A. DudakLguality metrics in
large scale indoor wireless sensor networks, P&tth Annual IEEE
International Symposium on Personal, Indoor and iMobRadio
Communications (PIMRC 2013), London, UK, Septenfi3.

19.C.-A. La, M. Heusse, and A. Duda, Link reversal asalctive routing in low
power and lossy networks, Proc. 24th Annual IEBErimational Symposium
on Personal, Indoor and Mobile Radio CommunicatiABMRC 2013),
London, UK, September 2013. 5. |. Glaropoulos, Sanlyold, and V.
Vukadinovic, Enhanced IEEE 802.11 power savingnioiti-hop toy-to-toy
communication, Proc. IEEE International Conferenoelnternet of Things
(iThings), Beijing, China, August 2013.

20.P. Gonizzi, G. Ferrari, P. Medagliani, and J. LeguBata storage and
retrieval with RPL routing, Proc. 9th InternatioVdireless Communications
& Mobile Computing Conference (IWCMC 2013), Cagh8ardinia, Italy,
July 2013.

21.L. Veltri, S. Cirani, G. Ferrari, and S. BusaneHlBatch-based group key
management with shared key derivation in the Irtieaf Things, Proc. 9th
International Wireless Communications & Mobile Cartipg Conference
(IWCMC 2013), Cagliari-Sardinia, Italy, July 2013.

22.P. Gonizzi, R. Monica, and G. Ferrari, Design andl@ation of a delay-
efficient RPL routing metric, Proc. 9th Internatn Wireless
Communications & Mobile Computing Conference (IWCM@013),
Cagliari-Sardinia, Italy, July 2013.
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23.R. Hummen, J. H. Ziegeldorf, H. Shafagh, S. Rard, k&. Wehrle, Towards
viable certificate-based authentication for thesiinét of Things, Proc. 2nd
ACM Workshop on Hot Topics on Wireless Network Séguand Privacy
(HotWiSec’13), Budapest, Hungary, April 2013.

24.N. Abdeddaim, F. Theoleyre, M. Heusse, and A. Dulldaptive IEEE
802.15.4 MAC for throughput and energy optimizatioRroc. 9th
International Conference on Distributed Computing $ensor Systems
(DCOSS’13), Cambridge, MA, USA, May 2013.

25.R.Leone, P. Medagliani, and J. Leguay, Optimisatieria qualité de service
par l'utilisation de m’emoire cache, Proc. 15mesdeatres Francophones
sur les Aspects Algorithmiques des Télécommunioati@AlgoTel), Pornic,
France, May 2013.

26.M. Vucinic, B. Tourancheau, and A. Duda, Perfornreanomparison of the
RPL and LOADNg routing protocols in a home autooratscenario, Proc.
IEEE Wireless Communications and Networking Confee2s(WCNC 2013),
Shangai, China, April 2013.

27.M. I. Vergara Gallego and F. Rousseau, Energy ieffic neighborhood
maintenance and medium access with wake on idlec. P32nd IEEE
International Conference on Computer Communicati®hsEOCOM 2013),
Torino, Italy, April 2013.

28.D. Trabalza, S. Raza, and T. Voigt, INDIGO: seddo#AP for smartphones-
Enabling E2E secure communication in the 6loT, Priternational
Conference on Wireless Sensor Networks for DevalppiCountries
(WSN4DC '13), Jamshoro, Pakistan, April 2013.

29.S. Duquennoy and O. Landsiedel, Opportunistic RPigc. of the 10th
European Conference on Wireless Sensor NetworksS[E\B), Ghent,
Belgium, February 2013. Poster Abstract.

30.R. Leone, P. Medagliani, and J. Leguay, OptimiZ@afS in wireless sensor
networks using a caching platform, Proc. 2nd Irdgamal Conference on
Sensor Networks (SENSORNETS 2013), Barcelona, Spaioruary 2013.

31.S. Dawans and S. Duquennoy, On link estimatioreimsd RPL deployments,
Proc. of the International Workshop on Practicaués in Building Sensor
Network Applications (IEEE SenseApp 2012), CleaewatFL, USA,
October 2012.

32.N. Abdeddaim, F. Theoleyre, F. Rousseau, and A.aDWdulti-channel
cluster tree for 802.15.4 wireless sensor netwopkec. of the 23rd IEEE
International Symposium on Personal, Indoor and iMobRadio
Communications (PIMRC’12). Sydney, Australia, Seqber 2012.

33.P. Gonizzi, G. Ferrari, V. Gay, and J. Leguay Reldum distributed data
storage: experimentation with the SensLab testBed¢. 1st International
Conference on Sensor Networks (SENSORNETS 2012)neRoltaly,
February 2012, pp. 15-23. DOI: 10.5220/000380390028. Best paper
award.
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34. 1. Glaropoulos, S. Mangold, and V. Vukadinovic, tiamced IEEE 802.11
Power Saving for Multi-Hop Toy-to-Toy Communicatiddroc. IEEE
Internet of Things (iThings), Beijing, China, Auzp13.

35.[CoSIP] S. Cirani, M. Picone, and L. Veltri, CoSIR: constrained
session initiation protocol for the Internet of Mgs, European Conference on
Service-Oriented and Cloud Computing (ESOCC 20&R);kshop Cloud for
loT (CLIoT 2013), Malaga, Spain, September 2013.

36.[IETF draft] S. Raza, S. Duquennoy, and G. Seland@ompression of
IPsec AH and ESP Headers for Constrained EnvirotsyieBeptember 2013.
[Online]. Available:http://tools.ietf.org/html/draft-raza-6lowpan-ipset

37.R. Leone, P. Medagliani, and J. Leguay, Optimisatie la qualité de service
par l'utilisation de m"emoire cache, Proc. 15mesideatres Francophones
sur les Aspects Algorithmiques des Télécommunioati@AlgoTel), Pornic,
France, May 2013.

38.R. Leone, P. Medagliani, and J. Leguay, OptimiZpafS in wireless sensor
networks using a caching platform, Proc. 2nd Irdgomal Conference on
Sensor Networks (SENSORNETS 2013), Barcelona, Spaioruary 2013.

o Book Chapters

39.P. Gonizzi, G. Ferrari, J. Leguay, and P. Medagli@istributed Data
Storage and Retrieval Schemes in RPL/IPv6-basedvoniet, chapter
contribution in Wireless Sensor Networks: From Tiyeto Applications,
edited by I. M. M. El Emary and S. Ramakrishnan,GCRress, Taylor and
Francis Group, 2013. ISBN: 9781466518100.

o Main talks/presentations related to CALIPSO’s dtits

= |oT Week 2013, June 2013, Helsinki, Finland. Palledagliani (TCS),
presented the activities of CALIPSO (through a ttititled “Challenges in
Future Smart Cities Services”) in the Panel Ses8@hfor Smart City.”

= |ERC AC1 meeting (IOT architectures), November 20d2SAP Research
premises, Regensdorf (Zurich), Switzerland. Theviiets of CALIPSO were
presented by Andrzej Duda (CNRS) and Vladimir Vukauic (DRZ).

= Presentation by Mischa Dohler, within the IEEE Camistinguished
Lectureship Tour China, on “Machine-to-Machine argtards, Technologies,
Applications,” @ Shenzhen ComSoc Chapter, July 2012

= |loT Week 2012, June 2012, Venice, Italy. Gianldigrrari (UPA) presented
the project CALIPSO at the IERC panel on IPv6 (wtthe session IoT and
IPv6, http://www.iotweek eul/iot-week-2012/programme-1l/wednesday-
1/ipv6-and-iot).

= Participation to the workshop on 10T Interoperabpi(held in parralel of the
Berlin IETF meeting), an IERC meeting organisedlisy PROBE-IT project
(http://www.probe-it.eu)

Note that two papers were published at the mostcseé and prestigious venues in networking —
ACM SenSys and ACM/IEEE Infocom.
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CALIPSQO'’s events

e CALIPSO workshop at FIA in Dublin (May 2013)

CALIPSO organized a half-day Pre FIA Workshop (omiection with the IERC cluster projects
Butler, iCore, and 10T6) at the 2013 Future IntérAssembly (FIA) event, Dublin, Ireland, May
2013 (held in association with the Irish presidenéythe Council of the EU). Presentations by
Mischa Dohler \Sensors and Machine-to-Machine Teldgies" and Andrzej Duda \All IP loT
solutions, where we are today?"

* Summer School on Internet of Things and Smart €itie

In order to provide an opportunity for the CALIP$@ject to disseminate, in a coordinated and
extensive way, the results of the CALIPSO projed2A has taken the lead, with the support of all
CALIPSO consortium, in the organization of the 8mitet of Things and Smart Cities Ph.D. School
2013,” which will be held in Lerici (SP), Italy, tveeen 16-21 September 2013.
The aim of the Ph.D. School is to address youngarefers to the forefront of research activity on
Internet of Things & Smart Cities, by presentingtastof-the-art research together with the current
and future challenges in building smart citiesnrefficient and sustainable way, in order to previd
a thorough overview of the main topics about Inéemmf Things (IoT) and Smart Cities and their
envisioned integration. International speakers fraoademia and industry will give lectures
tailoring their research field for an interdisci@ry audience. A dedicated discussion panel will
focus on the interaction and the collaboration leetwacademia and industry in order to depict the
future vision of Smart Cities and loT. Participamtl also have the opportunity to present their
research activities during a dedicated session.stheol will allow participants to be exposed to
cutting edge results in one of the most challengesgarch area, while at the same time enjoying
the relaxing atmosphere of one of the most bedutélian locations.
The Ph.D. school will allow the CALIPSO projectreach out and have interactions with other on-
going projects. Namely, some of the non-CALIPSQakpes are involved in other EU projects and
it envisioned that these interactions will likelgad to collaboration and further joining project
proposals, which build on CALIPSO to further promdtte integration of 10T with smatrt cities.
The audience included:

» post-graduate students, Ph.D. students, and yasegrchers from universities;

» researchers and engineers from academic and iradUahoratories around the world;

» people from industry who wish to discover the inatbxe applications of 10T, Smart Cities

and sensor networks.
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Internet of Things and Smart Cities Ph.D. School 2013
Lerici (SP), Italy - Septernber 16th - 20th, 2013

Summer School participants

The list of keynote speakers has been the following
» Prof. Mischa Dohler, King's College London, Unit&tchgdom, and WorldSensing, Spain
(CALIPSO consortium);
» Prof. Andrzej Duda, INP-Ensimag Grenoble, Franc&L((®SO consortium).
The lecturers are the following:
» Olivier Dupont, Cisco Systems, The Netherlands (G780 consortium);
* Dr. Simon Duquennoy, Swedish Institute of CompuBsmience, Sweden (CALIPSO
consortium);
» Prof. Luca Veltri, University of Parma, Italy (CARSO consortium);
» Claudio de Paoli, Bip.CyberSec;
» Dr Paolo Medagliani from Thales (CALIPSO consart)y
* Prof. Roberto Verdone and Dr. Chiara Buratti, Ursitg of Bologna, Italy;
* Dr. Christos Efstratiou, University of Cambridgenitéd Kingdom,;
» Dr. Marius Monton, WorldSensing, Spain (CALIPSO sortium);
* Prof. Luis Munoz, Polytechnical University of Catah (UPC), Spain;
» Dr. Emilio Calvanese Strinati, Centre for Atomicegy (CEA), Grenoble, France.

We remark that: Prof. Roberto Verdone and Dr. GhBuratti, both of the University of Bologna,
are currently involved (as CNIT-Research Unit ofld@ma) in the \Network of Excellence in
Wireless COMmunications#" (NEWCOM#http://www.newcom-project.e)y/ Grant Agreement
No. 318306; Prof. Luis Mu~noz (UPC, Spain) and Emilio Calvanese Strinati (CEA, France) are
currently involved in the SmartSantander projectForure Internet Research & Experimentation,
Grant agreement No. 257992. The SmartSantandezgbrdjy considering the application of loT
technologies to smart cities scenarios, is veryesyistic with the main research activities of
CALIPSO and with the school topic.
The School will also feature two sessions:

* Hands on Contiki OS and Cooja Simulator," givenOoy Simon Duquennoy (SICS) and

Pietro Gonizzi (UPA);
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* Hands on CoAP and Service Discovery," given by$mone Cirani (UPA) and Dr. Marco
Picone (UPA).
The goal of these \hands on" sessions is to allmvparticipant PhD students to develop and
present project ideas (in the last day of the sghoo
Finally, the school will also feature and Induséyd Academia Panel Session. In particular, the
industrial participants were: CISCO (Netherlandaglielmo (Italy), Thales Communication and
Security (France), WorldSensing (Spain), SelexdiEy], AT&T (USA), BIP CyberSEC (ltaly).

Talks and Presentations

The main talks/presentations related to CALIPSOWivaies (either presentation of the
CALIPSO'’s project itself or on topics strictly rédal to the research activities carried out within
CALIPSO) can be summarized as follows.

* loT Week 2013, June 2013, Helsinki, Finland. Pabledagliani (TCS), presented the
activities of CALIPSO (through a talk entitled “Glemges in Future Smart Cities
Services”) in the Panel Session “loT for Smart City

* |ERC AC1 meeting (IOT architectures), November 2042 SAP Research premises,
Regensdorf (Zurich), Switzerland. The activities@ALIPSO were presented by Andrzej
Duda (CNRS) and Vladimir Vukadinovic (DRZ).

* Presentation by Mischa Dohler, within the IEEE Cam®istinguished Lectureship Tour
China, on “Machine-to-Machine - Standards, Techgie®, Applications,” @ Shenzhen
ComSoc Chapter, July 2012.

* loT Week 2012, June 2012, Venice, ltaly. Gianltkgirrari (UPA) presented the project
CALIPSO at the IERC panel on IPv6 (within the sessioT and IPv6, http://www.iot-
week.eu/iot-week-2012/programme-1/wednesday-1/gwéd-ot).

* Workshop on loT Interoperability (held in parratélthe IETF meeting), an IERC meeting
organised by the PROBE-IT project (http://www.probeu/?p=183), Paris, France, March
2012. Jérémie Leguay presented CALIPSO.

» Participation of CNRS in the 1st 6LOWPAN Interopert (Plugtests) co-located with the
87th IETF meeting (28 July - 02 August 2013) inlBeiGermany. The event was supported
by IPSO Alliance, FP7 PROBE-IT and IPV6 Forum. toperability tests of the Calipso
Contiki based stack.

Standardization activities
o |ETF

o Participation by CISCO, WOS, TCS, CNRS and SIC$h®87" IETF meeting in
Sophia Berlin (28 July to 2% August October 2013)

» Participation of Cisco to the IPSO Alliance: Sntanergy committee

New IETF group on 6TSCH

Low power and Lossy Networks (LLNs) interconnect mossibly large number of

resourceconstrained nodes to form a wireless meskiork. The 6LOWPAN, ROLL and CoRE

IETF Working Groups have defined protocols at wvasidayers of the LLN protocol stack,

including an IPv6 adaptation layer, a routing peotoand a web transfer protocol. This protocol
stack has been used with IEEE802.15.4 low-poweosad
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The IEEE802.15.4e Timeslotted Channel Hopping (TP{H is a recent amendment to the
Medium Access Control portion of the IEEE802.15tdndard. It inherits from long-standing
industrial process control standards such as VéselART and ISA100.11a, while significantly
improving reliability, determinism, and power congotion.

The nodes in a IEEE802.15.4e TSCH network commtmiby following a TDMA schedule. A
timeslot in this schedule provides a unit of bartttvithat is allocated for communication between
neighbor nodes. The allocation can be programmel that the predictable transmission pattern
matches the traffic. This avoids idle listeningdaxtends battery lifetime for constrained nodes.
Channel-hopping improves reliability in front ofrmaw-band interference and multi-path fading.

These techniques enable a new range of use cadds\s, including:
» Control loops in a wireless process control networkvhich high reliability and a fully
deterministic behavior are required.
* Umbrella networks transporting data from differamtependent clients, and for which an
operator needs flow isolation and traffic shaping.
* Energy harvesting networks, which require an exélgritow and predictable average
power consumption.
IEEE802.15.4e only defines the link-layer mechasisit does not define how the network
communication schedule is built and matched tatrihiéic requirements of the network. The IETF
6TSCH Working Group will focus on enabling IPv6 otke TSCH mode of the IEEE802.15.4e
standard. The scope of the WG includes one or rhbMs, each one connected to a backbone
through one or more BackBone Routers (BBRS). liytiadhe WG will consider a framework to
install a static schedule. In this case, a node'®dule remains unchanged after the node is done
joining a network. The Routing Protocol for LLNsSKR) is used on the resulting network. If
successful, the intent is to recharter to allowdgnamic schedules. For example, an entity located
on the backbone can centrally compute a dynamiedsdh for traffic to be switched by the timeslot
sublayer. Alternatively, the amount of timeslotbextuled between two neighbors may be adapted
dynamically to the amount of traffic routed betwebase two nodes. The WG will interface with
other IETF WGs, potentially including ROLL, 6Lo, B&, 6MAN, LWIG, and other appropriate
groups in the IETF Internet, Routing and Secunas.

Contribution to the new IETF group 6lo

IPv6 over networks of resource-constrained noded ésproposed working group that focuses on
IP-over-foo standardization (adaptation layers)cmmstrained node networks, working closely with
the INT area working groups and other IETF WGs $stlion constrained node networks. 6lo is
needed to continue the work started in 6LOWPAN waglgroup that has completed its charter and
now closed for further contribution.

6Lo focuses on INT area work that is needed fostramed node networks. Specifically, it is
working on:
» Adaptation layer specifications for link layer tedhogies of interest in constrained node
Networks
Related MIBs
« Common infrastructure specification such as headepression specific to constrained
node networks
» Maintenance and informational documents requiredhe existing IETF specifications in
this space.
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Open source strategy and organisation

One of the goals of CALIPSO is to contribute to demsor networking community through the
release of open source software and contributionise Contiki OS. To this end, we have created a
public github project (https://github.com/sics-aatlipso) that gathers contributions from all
partners. The repository has one top-level dirgctor every contribution. Each contribution
includes a README file, that summarizes a numbeingbortant information, namely: a short
description, a contact person, the author listaffitlations, the chosen license, the contiki versi
intended CALIPSO scenario and hardware platforme tested hardware platforms and
environment. Regarding the hosting of the actudecave offer two options: (1) directly hosting
the code in the directory of the contribution, néxtits readme file; (2) linking to an external
directory.

In addition to this public github repository, weeated a private one (https://github.com/sics-

iot/calipso-private), working along the same prmotes. The private repository is used for code that
can not be disseminated (or not yet) as open spduoeeto possible pending patent or other reasons.

Open source realeases in the Contiki community

Open Source contributions have already been peermithin the CALIPSO project on the
following topics:

 RPL

« ORPL
 |IKEV2

* COAPs Lithe
e SVELTE

* Multi-Hop PSM for 802.11
» Caching proxy

3.2.3 Major achievements and next steps

The major achievements of the work package are:
» Periodic update of the CALIPSO web site with eveptlications and use cases

» Preparation and delivery of D2.231 “Market Analyasinsl Exploitation Plan” (M18)
» Preparation and delivery of D2.241 “Disseminatiod &tandardisation Report” (M24)

» Participation to IERC activities (project portfglioequirements sharing, presentations at
cluster meetings)

* Presentation and scientific publications

* Review and planning of standardization activities

3.2.4 Deviation and corrective actions

The project has been very active at disseminatimgegt results leading to a high number of
publications, a few open source releases and jpaticns to standardisation groups. The next year
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will be further dedicated to implementations anstite. This should lead to more open source
releases and a confirmed activity in IETF.
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3.3 Integrated Architecture: use cases, requirements, and
specifications

WP3 Start date Month 1

Leader: | CNRS End Date: Month 30

Participants TCS |CNRS| SICS | UPA| DRZ| WOS| Ciscq
Resources|Planned 8 9 7 4 8 13 4
(PMs) Actual [ 9,35 | 9,14 652 4,55 8] 13,80 1,90

3.3.1 Objectives of the Work Package

The objectives of this workpackage pertain to idginig the application scenarios, use cases, and
requirements that influence the approach proposgdCBLIPSO. With the use cases and
requirements at hand, an integrated CALIPSO arctoite will be designed and technical
specifications will be derived to guide furtherhatcal development in subsequent workpackages.
This can be summarised in the following set of Heyrel objectives:

* to define the details of application scenarios aisé cases influencing the CALIPSO
protocol stack.

» to define the requirements for the CALIPSO integpiagtack.

» to identify the enhancements required to the st@htfa stack to operate in networks of
Smart Objects

» to specify the interactions between layers andfextes of the integrated protocol stack.
This work package is composed of the following sask

* Task 3.1 [Lead DRZ] — CALIPSO application scenarios
* Task 3.2 [Lead CNRS] — Requirements for the CALIRS®grated architecture.
* Task 3.3 [Lead TCF] — Design of CALIPSO architeetand enhancements to the IP stack.

3.3.2 Tasks addressed during the period

During the reporting period, the following actionsre carried out within the different tasks of the
work package to satisfy the success criteria:
* Refinement of the architecture based on the reveswlts.

0 Analysis of interactions between CALIPSO’s modules

Define the variant of the CALIPSO architecture éach use case scenario
Discussion on the experimentations

Mapping between functionalities and experimentation

Positioning of WP4/WP5 contributions in the overalthitecture

O O O O O

Reconsideration of the architecture for the upcandeliverables of WP4 and WP5
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* Preparation of D3.321 “Integrated architecture wipnoposed mechanisms” (M18)
deliverable following the review recommendations.

* Preparation of D3.322 “Integrated architecture wipinoposed mechanisms” (M24)
Deliverable (M24)

3.3.3 Major achievements and next steps

The major achievements of the work package are:
» D3.321 “Integrated architecture with proposed madms” (M18)
* D3.322 “Integrated architecture with proposed madms” (M24)

The next steps planned for the WP are:

* Coordination of the work of WP6 for the first dempiment and implementation phases
according to the architecture.

* Preparation of D3.33: (Month 30) “Final architeeur

3.3.4 Key results

See publishable summary.

3.3.5 Deviation and corrective actions

We have delivered two deliverables on the architectrequested by the reviewers, D3.321
presented the refined architecture, the answettset@omments of the experts, and the preliminary
results of WP4 and WP5. The architecture includesl mapping of the planned testbeds to the
variants of the architecture that will be involved each use case. D3.322 presented further
refinement of the architecture. The detailed meidmas developed in WP4 and WP5 are reported
in respective deliverables of WP4 and WP5.
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3.4 WP4 - Bringing IP-connectivity into Smart Objects

WP4 Start date Month 8

Leader: | SICS End Date: Month 26

Participants TCS |CNRS$ SICS | UPA | DRZ | WOS| Cisco
Resources|Planned 6 19 11 12 4 12 4
(PMs) Actual | 6,45] 19,09 11,00| 13,09 8,50 14,4p 1,40

3.4.1 Objectives of the Work Package

This work package aims at optimizing and enhandignabled networking over duty-cycled and
lossy links as well as defining new mechanisms saugport required by target applications such as
mobility. Efficient routing and forwarding is atdhcore of this WP: the project proposes first to
enhance MAC-IP integration by considering how RBLUting can efficiently use duty-cycled
MAC layers. It will also analyse how mobility impacRPL routing and propose required
enhancements. Then, we will analyse RPL objectivetions and metrics and defined advanced
metrics for most common radio PHY layers as welbbgctive functions that take into account
energy savings and security. Moreover, the projglttdesign new protocols for data aggregation
and data centric communications.

This work package is composed of the following sask
* Task 4.1 [Lead UPA] — Low power MAC integration.
* Task 4.2 [Lead SICS] — ROLL routing and RPL metrics
* Task 4.3 [Lead CNRS] — Data aggregation and dataiceommunications.

3.4.2 Tasks addressed during the period

During the reporting period, the following actiowsre carried out within the different tasks of the
work package to satisfy the success criteria:

» Task 4.1: Low-power MAC integration
o0 Work on the interaction between L2 (802.15.4) aBdRPL routing) (TCS and UPA)

o Continuation of the work on the interaction betw&@n(802.15.4) and L3 (RPL routing)
(CNRS)

= Evaluation of the Beacon Enabled mode for low powyaration.

= Design and evaluation of the adaptive IEEE 802.MALC for throughput and
energy optimization.

= Design of Wake-on-ldle, a mechanism for maintainiihg neighborhood in an
energy efficient way.
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Design of Sleep-on-Idle, a mechanism for energyngavin 802.15.4 multi-hop
networks.

o Proposal of a mechanism to reduce duty cycling §ipmgia technique that estimates

clock drift (WOS)

o0 Work on duty-cycling in 802.11 (DRZ):

(0]

(0]

Proposed an enhanced power save mode (MH-PSMpvatdtency multi-hop
communication in 802.11 networks

Implemented MH-PSM in a simulator and evaluategp@gformance against the
standard 802.11 PSM

Created a flexible Contiki-based open-source platféor experimentation with
MAC layer management functions in 802.11

Implemented MH-PSM as a part of a Contiki driver Addheros AR9170 Wi-Fi
chipset

Experimentally evaluated MH-PSM and compared itsfgpmance to the
standard 801.11 PSM

Implementation of infrastructure-less 802.11 poveaive mode (PSM) in Jemula
simulator

Simulation study of PSM performance in ad hoc reobcenarios (Smart Toys
in a park)

Implementing 802.11 U-MAC on Contiki, including PS{duty-cycling) for ad
hoc mode

Standard PSM and MH-PSM evaluation (indoor), prafpan for outdoor
measurements

Practical implementation of the multi-hop PSM (MI3R) published at iThings

Continue with the proposal of a scheduler over TDMAusing MPLS. (WOS)
RPL and ContikiMAC: interplay, link estimation, duation in Twist (SICS)
Multi-channel ContikiMAC (SICS)

Implementation and cooja evaluation of a multi-aterversion of contikimac

Testbed evaluation of the multi-channel ContikiMAC

Task 4.2: ROLL routing and RPL metrics

Experimental study of RPL routing over 802.15.4nweks and evaluation of L2 metrics
for RPL

Design of a lightweight routing protocol for LLNy IENRS

o

Opportunistic routing in RPL, based on anycasttikonac and bloom filters (SICS)

Design of ORPL
Implementation in Contiki

Evaluation and comparison against RPL, in the jradtestbed 135 nodes over 3
floors in a Singapore building

Paper accepted at ACM SenSys 2013
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o Review of the role of sensor networks in Cyber-ptaisSystems, and overview of
current IP-based academic solutions, availableemphtations, and applications (SICS)

o Energy efficiency and delay efficiency optimizatiafi the RPL objective function
(UPA)

Internal meetings and Research on RPL scalab@it$CO)
ContikiMAC Phase Synchronization through RPL (UPA)
Analysis of issues with mobility support in RPL (AP

O O O O

Performance comparison of the RPL and LOADnNg ragutprotocols in a Home
Automation scenario (CNRS)

o Design of a lightweight routing protocol for LLNENRS)

» Task 4.3: Data aggregation and data centric comeatian (to be updated)

0 TCF-UPA collaboration on a protocol for in-netwatorage

o Distributed data storage with SensLab experimerdghtiation of analytical framework
(UPA)

o Distributed data storage and retrieval with RPL aadluty cycling (UPA)

o Investigation of a datacast primitive for in-netwqorocessing and data aggregation
(CNRS)

o Design of RAWMAC, an Advanced Cross-layer Data €dibn Protocol (CNRS)
o Evaluation of data aggregation techniques for timar® Parking use (WOS)

3.4.3 Major achievements and next steps

The major achievements of this work package are:

Execution of planned technical work on low-power ®@Arouting, and data-centric
communication

Publication of 19 referred papers in prestigiousjals and conferences

Our IETF draft reporting on performance evaluat@inRPL had become Informational
RFC6687

Contribution to the Contiki OS, mostly regarding timplementation of RPL and neighbor
management (core redesign, updates, and fixes)

Writing of the three WP4 deliverables, D4.41, D4.4hd D4.43, reporting on WP4
technical activities

The second year marks the end of this work packBged year will be dedicated to dissemination
and field experimentation of the techniques we bges.
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3.4.4 Key results

The consortium has first investigated issues réla&deow-power IP connectivity in the context of
the CALIPSO application scenarios.

We have devised a number of technical solutionheaatMAC, routing layer, and at the interaction
between both.

Our resulted in publications in 19 peer-revieweaspgious journals and conferences. Reference
numbers are the one of WP2.

Task 4.1: Low-power MAC integration

This task investigates the interaction between -dytjed (low-power) MAC layers and the RPL
(routing) protocol. In order to address the neddt® different CALIPSO applications, we worked
on different duty-cycled MAC layers, namely 8024l Beacon-Enabled, 802.15.4 with low-power
listening (ContikiMAC), 802.15.4e Time Synchroniz€&hannel Hoping (TSCH), and 802.11
Power Saving Mode (PSM).

802.15.4 Beacon-Enabled

We propose a neighborhood maintenance mechanisied cédfake on Idle (Wol) that allows
keeping connectivity between energy-constraineg@enodes [27]. We apply the approach based
on Idle Sense (802.11) to 802.15.4 Beacon-Enaldeaarks, finding the right balance between the
time spent in backoffs and collisions to maximizetighput [24].

We also have to contributions that are submittegédolication, on (1) Sleep on Idle, a mechanism
that strikes good tradeoffs between reactivity andrgy, and on (2) the Multi-Channel Beacon
Train protocol for fast an energy-efficient topojogonstruction in multi hop 802.15.4 Beacon-
Enabled networks.

802.15.4e TSCH

We propose a clock drift compensation mechanism8fit.15.4e TSCH. We have developed a
simple adaptive synchronization technique thateitirer reduce the keep-alive interval, or shorten
the guard time [4]. We apply RSVP-TE to manage dtieedule in a IEEE802.15.4e network at
layer 2.5 and install LSPs to connect sensor nod#éege network [13].

802.15.4 Low-power Listening

We propose a multi-channel extension to the Cdi#iC duty cycling protocol. We show that a
simple channel hopping approach provides substagdias in reliability, latency, and energy. This
work resulted in a Master thesis report by BeshNAhas. We plan to perform a testbed evaluation
and publish the results.
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802.11 PSM

We consider the problem of energy consumption i8.BD networks that can be used for radio-
enabled toys. We propose a mechanism that exteed3dwer-Saving Mode (PSM) by waking up
downstream stations so that data frames can beafded over multiple hops in a single beacon
interval [19].

Task 4.2: ROLL routing and RPL metrics

This task focuses on RPL routing optimization ityetycled environment.
Interaction between RPL and low-power MAC layers

We first investigate in a link quality estimatiomhich we have identified in Task 4.1 as
a critical component for routing over duty-cyclaakks [18].

We extend RPL with the opportunistic routing apptoaWe demonstrate the benefits of our
approach in robustness, delay and energy througextamsive testbed evaluation, encompassing
various scenarios and traffic patterns [29,16].

We have two contributions currently under submiss{@) on RAWMAC, a phase synchronization
mechanism for low-power listening MAC layers, ar®) 6n the integration of 80215.4 Beacon-
enabled cluster-tree topology and RPL's DODAG togwl

RPL enhancements and performance evaluation

We introduce new routing metrics for RPL, in adufitito the traditional ETX and hop count,
aiming at optimizing either for low-delay or lowengy paths [22]. We evaluate RPL against
LoadNG, a proactive routing protocol for low-povaerd lossy networks. We find that RPL offers
better performance in delay and hop count, at tiee pf higher implementation complexity than
LoadNG [26].

We propose new routing enhancements for Low Powdrlassy Networks: first, a link reversal
for RPL, and second, an hybrid routing protocot teéboth proactive (based on RPL) and reactive
(based on LoadNG). Our evaluation demonstratesfibene convergence time, which also reduces
the time and cost of link failure recovery, whishain important property for robustness [34].

Finally, we also conducted a yet unpublished prielary evaluation of RPL in mobile environment,
which is particularly useful in the Smart Toys apalion scenario.

Task 4.3: Data aggreqgation and data centric commupation

This task investigates how to apply the concepts data aggregation and data-centric
communication to IP-based sensor networks, andosespnew solutions for data collection over
duty-cycled MACs.
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Data-centric communication

We propose a redundant distributed data storageedndval mechanism to increase the resilience
and storage capacity of a RPL-based WSN againat foemory shortage. Results show that RPL
can be used for robust and energy-efficient distet) data storage and retrieval [20].

We present Datacast, a new communication primitivet provides support for in-network
processing and aggregation of sensor data. Themiess work is preliminary, not yet published,
and subject to on-going work of evaluation.

Duty-cycled data collection

We present the Hybrid Data Collection Protocol (HD)@hat addresses the problem of transferring
data from some intended sources to a given sink tnéeeRAWMAC layer. In HDCP, we align the
wakeup schedule of nodes along the path towardsetveork sink, aiming at minimizing delay.

Data aggregation

We propose a study of data aggregation in stanoiasdd low-power networks, in the context of the
WOS smart parking application scenario. Our conecfugreported on in D3.2, section 7.9 and

D4.3, section 3.1) was that the only relevant tgpaggregation in this scenario was hop-by-hop
aggregation, which breaks the layered IP stack.tiierreason, we decided to pursue work in this
direction. WOS has instead focused on a more atitispect for the smart parking scenario, that of
enhancing 802.15.4e TSCH and its interaction with. RTask 4.1).

3.4.5 Deviation and corrective actions

An important component of Task 4.3 was initiallyalaggregation, especially for the smart parking
application scenario with WOS.

A preliminary study (reported on in D3.321, sectib® and D4.43, section 3.1) showed that data
aggregation in the smart parking scenario needée toop-by-hop, which breaks the layered model
of the IP stack. WOS has re-focused its effort @2.85.4e TSCH time synchronization and
scheduling (Task 4.1), an aspect that turned oubdovery important in the smart parking
application.

DRZ has also move its effort on mobility from WRGEWPA4.
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3.5 WP5 - Enhanced transport and service layers

WP5 Start date Month 8

Leader: | UPA End Date: Month 26

Participants TCS |CNRS$ SICS | UPA | DRZ | WOS| Cisco
Resources|Planned 17 3 10 10 6 0 0
(PMs) Actual | 15,00] 3,05| 10,00/ 11,01 1,00 0,0 0,0

3.5.1 Objectives of the Work Package

This work package aims at enhancing and adaptedgramsport and application layers. The project
proposes to analyse transport protocols and tiediavwiour over duty cycled MAC layers. Our goal
is to develop a new protocol over UDP oriented talsdow power data streaming. The project
aims at enhancing CoAP and 6LowApp upcoming dewetys with respect to performance and
robustness. Large-scale service discovery mechanisupporting a large number of distributed
objects, have been investigated. Finally, WP5 palgoals included the support for mobility and
security to meet the application requirements @efim WP3.

This work package is composed of the followinds$as

. Task 5.1 [Lead TCF] — Transport adaptation and-datdric support.
. Task 5.2 [Lead TCF] — Secure and large-scale sedigcovery.

. Task 5.3 [Lead DRZ] — Mobility and security support

3.5.2 Tasks addressed during the period

During the reporting period, the following actionsre carried out within the different tasks of the
work package:
Task 5.1: Transport adaptation and data-centrip@up

- Design and evaluation of a HTTP/CoAP proxy and tagkystem (TCS)
Implementation of a proxy node with caching capaéd (using Couch DB)
2 Translation of HTTP requests into CoAP requestsvacel versa

- Design of a data-centric scheme oriented towargaeiwork processing and featurecast.
(CNRS)

- Analysis of the performance of TCP with radio doygling (UPA)
Task 5.2: Secure and large-scale service discovery

- Application of OAuth authorization protocol to CoABPA)

- Design and implementation of CoSIP, a session n@amagt protocol for constrained
nodes (UPA)

- Design and implementation of 6LowPAN compressiarC@LS protocol (SICS)
1. Implementation of the DTLS header compression seh@nContiki OS
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- Implementation of certificate-based authentication DTLS with novel techniques
(SICS)

- Design and Implementation of a Service discoverghmaaism for CoAP using Zero
Configuration protocol (UPA and TCS)

- Task 5.3: Mobility and security support
- Study of routing attacks and countermeasures far &fl 6LowPAN (SICS)

- Design, implementation and evaluation of a reaktintrusion detection system for 0T
(SICS)

- Design of a group key distribution protocol for wex distribution of symmetric
cryptographic keys (UPA)

- Study of lightweight security algorithms for IPvBdaloT (UPA).
- Design and evaluation of a distributed key veriima protocol (CNRS)

- |IETF draft on IPsec header compression submittgat//tools.ietf.org/html/draft-raza-
6lowpan-ipsec-0QSICS)

3.5.3 Major achievements and next steps
The major achievements of the work package are:

. Execution of planned technical work on transpogadtion, service discovery, and security
support

. D5.51 “Transport adaptation and data-centric supgbt24)

. D5.52 “Secure and large-scale service discovery24M

. D5.53 “Mobility and security support” (M24)
. 9 scientific publications, 1 submitted IETF draft

. Contribution to the Contiki OS, mostly regarding implementation of DTLS, IKEv2 and
IPsec 6LowPAN compression

The second year marks the end of this work packBged year will be dedicated to dissemination
and field experimentation of the techniques we biges.

3.5.4 Key results

The consortium has first investigated issues réladetransport and service layers in the context of
the CALIPSO application scenarios.

We have devised a number of technical solutiontheatapplication layer, at security, and at the

interaction between both.

Our work resulted in publications in 9 peer-reviewprestigious journals and conferences, and a
submitted IETF draft. Reference numbers are the oh&/P2.
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Task 5.1: Transport adaptation and data-centric suport

This task aims at adapting the transport layergoas to duty-cycled MAC and to explore data
centric approaches to communication using publigigsribe paradigm.

HTTP/CoAP Proxy

We have proposed a solution for proxing data betwe€oAP network and a HTTP network. In

order to avoid useless communications from a caim&d wireless network, we have implemented
a caching system. An optimization strategy to edigthoose the lifetime duration of cached data
has also been presented.

This work was presented at Sensornets 2013 comke[80].

Data-centric Protocol Featurecast

We have introduced Featurecast, a data-centricoqubtto efficiently handle one-to-many
communications. In particular, Featurecast alloavdispatch information to all the devices sharing
the same set of characteristics of interest. Thgaach is totally distributed since the addresses
used for data routing are self-determined by th#espwithout requiring a central coordinator that
orchestrates route creation.

This work has been submitted for publication.

Task 5.2: Secure and large-scale service discovery

This task focuses on the secure and large-scalesealiscovery for smart objects.

Application of OAuth authorization protocol to CoAP

We have introduced an authentication service faarsmbjects that relieves the constrained nodes
from implementing and handling the authenticationcpdure. All the required operations are
delegated to an external trusted node which awtéstihe user issuing a token.

CoAP and CoSIP

We have introduced CoSIP, a session managemertdcptdior constrained networks based on
UDP. Unlike CoAP, CoSIP first negotiates the sesgiarameters and then performs a lighter
communication using the above mentioned parameléis.work has been presented at the CLIoT
2013 workshop [CoSIP].

Lightweight Secure CoAP for the Internet of Things

We have propose 6LOWPAN compressed DTLS, enabigigweight CoAP support for the IoT.
The DTLS header compression has been implementebdeirContiki OS. This work has been
published into the IEEE Sensors journal [3].

Certificate-based Authentication for the Web of Thihgs

We have designed a certificate-based authenticatystem for 10T. This mechanism reduces the
transmission overhead for session setup and regumt order to decentralize large part of the
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computation operations to more powerful devicesraddce the amount of exchanged control data.
This work has been presented at the HotWiSec wogk§23].

A peer-to-peer overlay for service discovery

We have investigated the use of a peer-to-peer) (p2prlay network to implement a service
discovery mechanism for large scale networks. Usanscontact the service discovery to retrieve
the list of resources in a given area of interd$tis system easily scales when the network
dimension increases.

Task 5.3: Mobility and security support

This task aims to evaluate and optimize the LLQGinguprotocols for scenarios where smart object
are highly mobile and to develop IP security medras for data centric communication, including
secure aggregation of encrypted data.

Analysis of network, transport, and application layer security mechanisms for 6LoOWPAN

We have carried out an extensive review of netwardnsport, and application layer security
protocols that are the most commonly used for segulP-based end-to-end communications
between smart objects. This activity has led tonbek published in [9].

Routing Attacks and Countermeasures in the RPL-baskeNetworks

We have studied how RPL routing protocol behavethénpresence of some of the most common
routing attacks in 6LOWPAN networks. Moreover, wavé also investigated how security features
in IPv6 can be used for intrusion detection or eiptl by the attackers.

This work has been published in the Internationakdal of Distributed Sensor Networks [1].

Real-time Intrusion Detection in the Internet of Things

We have designed, implemented, and evaluated SVElaTrBovel Intrusion Detection system
specifically designed for the 1oT. It primarily tgats routing attacks, but it is extensible and lvan
used to detect other attacks.

This work has been published in the Ad Hoc Netwgoksnal [8].

Compression of IPsec AH and ESP Headers for Constireed Environments

We have introduced a header compression mechaasntise IPsec, which is compliant with the
6LOWPAN header encoding scheme standardized in 6282.

The work has been published as an IETF Interneft DEATF draft].

Secure distribution of shared keys

We have presented a group key distribution protdool secure distribution of symmetric
cryptographic keys. The protocol is tailored forywelynamic ad-hoc networks, either wired or
wireless. It provides proper mechanisms to dedi witpredictable leave events and to resist against
collusive attacks.

This work has been published in the Ad Hoc Netwgoksnal [5].

Distributed key verification and management
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We have proposed a distributed key verificationtquol that does not require certification
authorities and certificates. Under this protoaguddes autonomously verify the authenticity of
public keys they exchange using one-way accumudator

This work has been submitted for publication.

3.5.5 Deviation and corrective actions

With respect to the original work plan, the follewi deviations can be summarized. For each
deviation, the corresponding corrective actionasalibed.

In Task 5.1, one of the originally planned actastiincluded the design a new protocol over UDP
for robust low power data streaming with guaraniadatency and packet loss. In this case, rather
than considering a new protocol on top of UDP, & @a@plication layer protocol, named CoSIP,
has been defined to allow the instantiation ofisessamong smart objects.

In Task 5.2, one of the planned activities wasteeldo the design of robust routing protocols for
seamless IP connectivity in the presence of mabilart objects. This has been considered in T4.2,
where the impact of mobility (in terms of networdnoectivity in LLNS) has been investigated.

In Task 5.3, we proposed to study secure dateeggtion of encrypted data. This activity has been
actually investigated in T4.3, where it is showmttlthe processing cost does not warrant its
applicability, especially at the light of experint@hnactivities foreseen in WP6 (year 3 of the
project).
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3.6 WP6 - Experimental validation with target applications

WPG6 Start date Month 24

Leader: | DRZ End Date: Month 36

Participants TCS |CNRS$ SICS | UPA| DRz | WOS | Cisco
Resources|Planned 5 6 3 3 14 20 0
(PMs) Actual | 05| 0O 0 0 10| 0,56 0

3.6.1 Objectives of the Work Package

The objectives of this work package concern intixgnavalidation and experimental evaluation of
the CALIPSO stack. We will provide an ultimate probd the viability of the new architecture. The
ability to verify the stack through an implemertatiand to deploy it in real-world applications is
crucial for that purpose.

The main objectives are to:

» integrate all protocols/mechanisms on testbeds

» evaluate each proposed protocol/mechanism andatalitle global integration
» develop benchmarks and performance indicatord®oekperimental evaluation
» deploy the protocol stack in two real-world appiicas and perform trials

» identify missing aspects and issues for furtheroapment.

This work package is composed of the following sask

* Task 6.1 [Lead WOS] — Integration and validatioriref CALIPSO stack.
» Task 6.2 [Lead DRZ] — Experiments and showcases.

3.6.2 Tasks addressed during the period

During the reporting period, the following actionsre carried out within the different tasks of the
work package:
* Preparation of preliminary demonstrators for theew
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4 Deliverables and milestones tables

Deliverables (excluding the periodic and final repds)

TABLE 1. DELIVERABLES

Del. no. Deliverable name WP no. Lead N Dissemination | Due Delivered | Actual / Forecast Comments
. . ature . .
particip level delivery Yes/No delivery date
ant date from
Annex |

Market Analysis and

D2.231 Exploitation Blglan WP2 TCS R RE M18 Yes | March 11th 2013
Integrated architecture with

D3.321 oroposed mechanisms WP3 CNRS R RE M18 Yes March 11th 2013
Protocols for low power

D441 | macip integration WP4 1 UPA R RE M22 Yes July 92013
Enhancements to ROLL

D4.42 routing and RPL WP4 SICS R RE M22 Yes July 9t 2013
Dissemination and

D2241 | Standardisation Report Wp2 | UPA R RE M24 Yes Sept 18" 2013
Integrated architecture with

D3.322 oroposed mechanisms WP3 | CNRS R RE M24 Yes Sept 181 2013
Protocols for data

D4.43 | aggregation and data WP4 | CNRS R PU M24 Yes Sept 181 2013
centric communications
Transport adaptation and

D5.51 data-centric support WP5 TCS R RE M24 Yes Sept 181 2013
Secure and large-scale

D5.52 service discovery WP5 TCS R RE M24 Yes Sept 18t 2013
Mobility and securit

D5.53 suppo% y WP5 | DRZ | R PU M24 Yes | Sept18h2013
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Milestones

TABLE 2. MILESTONES

Milestone Milestone name Due achievement Achieved Actual / Forecast Comments
no. date from Annex | Yes/No achievement date
Market analysis and
M4 exploitation plan | M18 Yes M18 D2.231 has been delivered
delivered.
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5 Explanation of the use of the resources

This section provides an explanation of personmeats; subcontracting and any major costs
incurred by each beneficiary, such as the purclodsenportant equipment, travel costs, large
consumable items, etc. linking them to work package

Please not that all figures in the rest of the doeot are estimations (i.e., non audited figures).

PERSONNEL, SUBCONTRACTING AND OTHER MAJOR COST ITEMS FOR TCS FOR THE PERIOD

Work Package

Item description

Amount

Explanations

1,2,34,5

Personnel costs

170,966

WP1: project management (2.5 PM)

WP2: market assessment for Smart infrastructure (2.4 PM)
WP3: architecture work (2.55PM)

WP4: data centric communication (replication) (5.64PM)
WP5: protocol adaptation and service discovery(11.40PM)

Total 24,6PM of efforts from 1 PhD student, 1 Engineer and 1
program manager.

Subcontracting

1,2,34,5

Travel costs

11,221

- Project review meeting in Brussels - October 10th, 2012.
Attendees: J. Leguay, P. Medagliani, S. Raynaud

- 5th plenary meeting in Parma - November 5th and 6th
2012. Attendees: J. Leguay, P. Medagliani

- 6th plenary meeting in Grenoble - February 21th and 22nd
2013. Attendees: J. Leguay, P. Medagliani

- Participation of R. Leone to SensorNets in Barcelona,
Spain, February 2013

- Participation of Paolo Medagliani to the CALIPSO FIA
Workshop in Dublin, Ireland, May 2013

- 7th plenary meeting in Barcelona - June 6th and 7th 2013.
Attendees: J. Leguay, P. Medagliani

- Participation of R.Leone, P. Medagliani, and J. Leguay to
AlgoTel 2013, Pornic, France, May 2013

- loT Week 2013, June 2013, Helsinki, Finland. Paolo
Medagliani (TCS), presented the activities of CALIPSO
(through a talk entitled “Challenges in Future Smart Cities
Services”) in the Panel Session “loT for Smart City.” (930€)

- Participation of Jeremie Leguay to IETF meeting in Berlin—
July 2013

Equipment

0

Remaining costs

0

TOTAL DIRECT COSTS
AS CLAIMED ON FORM C

182,187

PERSONNEL, SUBCONTRACTING AND OTHER MAJOR COST ITEMS FOR CNRS FOR THE PERIOD
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Work Package ltem description Amount Explanations
12,345 Personnel costs 161466¢€ | Salary of two professors and two associate professor:
WP1: project management (2.24 PM)
WP2: dissemination (0.36 PM)
WP3: architecture work (0.36PM)
WP4: low-level mechanisms (15.86PM)
WP5: featurecast and security (2.69PM)
Total 21.51PM.
Subcontracting 0
Travel costs 8407 | Travel Duda to Brussels 21/11/12
Travel Alphand, Rousseau to Zurich 3/12/12
Travel Duda Regensdorf 14/12/12
Travel Rousseau Torino, 22/5/12
Travel Duda Dublin 2/5/12
Travel Alphand, Heusse to Barcelona 3/6/12
Travel Alphand, Duble Berlin 26/7/12
Equipment 0
Remaining costs 0
TOTAL DIRECT COSTS 169874
AS CLAIMED ON FORM C

PERSONNEL, SUBCONTRACTING AND OTHER MAJOR COST ITEMS FOR SICS FOR THE PERIOD

Work Package Item description Amount Explanations
2,345 Personnel costs 114705 [ WP2: g2 PM, 4471 €
WP3: A PM, 666 €
WP4: 9.26 PM, 58867 €
WP5: 9,85 PM 50701 €
Subcontracting 0
2,345 Travel costs 8080.00| Project meeting, Brussels, Belgium, Oct. 18-19, 2012, 1
attendee, 652€
Fifth Plenary meeting, Parma, ltaly, Nov. 5-7, 2012, 2
attendees, 1298€
Robosense Winter School, Hammanet, Tunisia, Dec. 18-20,
2012, 1 attendee, 951€
EWSN conference, Gent, Belgium, Feb. 13-15, 2013, 1
attendee, 998€
Plenary meeting, Grenoble, France, Feb. 21-23, 2013, 1
attendee, 792€
WSN4DC Conference, Jamshoro, Pakistan, April 22-27,
2013, 1 attendee, 1282€
lot Week 2013, Helsinki, Finland, June 15-21, 2013, 1
attendee, 1214€
IETF 87 meeting, Berlin, Germany, July 29-Aug. 1, 2013, 1
attendee, 893€
Equipment
Remaining costs 1027.00 | 1 poster, 32€
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1 Courier service to Paris, 67€

1 article publication charge, 928€ ("Routing attacks and
countermeasures in the RPL-based Internet of Things", in
International Journal of Distributed Sensor Networks, 2013.

TOTAL DIRECT COSTS
AS CLAIMED ON FORM C

123812.00

PERSONNEL, SUBCONTRACTING AND OTHER MAJOR COST ITEMS FOR UPA FOR THE PERIOD

Work Package

Item description

Amount

Explanations

2,345

Personnel costs

98332.81

WP2: contribution to website, paper presentation at
SENSORNETS 2012, Participation to dissemination activities
(presentation of CALIPSO at 10T week In June 2012). PMs:
2.83. Cost: € 8,288.42.

WP3: contribution to the CALIPSO architectural design,
partecipation to skype calls and project meetings. PMs: 0.74.
Cost: € 1,329.34.

WP4: design of efficient MAC protocols, distributed data
storage and retrieval mechanisms, impact of duty cycling on
higher layer performance, RPL metric optimization, joint
MAC and routing protocol design. PMs: 10.56. Cost: €
57,124.60.

WP5: transport and service layer design, design of security
mechanisms for loT scenarios, design of efficient group key
distribution, design of efficient service discovery
mechanisms. PMs: 6.70. Cost: € 31,590.45.

Subcontracting

0
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Travel costs

6672.92

* Participation of Pietro Gonizzi to the loT week in Venice
(Italy), with dissemination of CALIPSO results with other loT
EU projects' participants June. 19-21, 2012. Cost: € 149.65.
WP2. The travel took formally place in year 1, but it was paid
in year 2.

* Participation of Luca Veltri to the third project meeting in
Grenobles (France), Apr. 10-12, 2012. Presents activities of
UPA related to WP5. Cost: € 776.43. WP5. The travel took
formally place in year 1, but it was paid in year 2. It is
indicated as cost in WP5 as the activities of Luca Veltri
mostly focused on WP5.

* Participation of Simone Cirani to the fourth project meeting
in Stockolm (Sweden), Jun. 26-27, 2012. Presents activities
of UPA related to WP5. Cost: € 830.02 WP5. The travel took
formally place in year 1, but it was paid in year 2. It is
indicated as cost in WP5 as the activities of Luca Veltri
mostly focused on WP5.

* Participation of Gianluigi Ferrari at the first project review
meeting in Brussels (Belgium), Oct. 18-19, 2012. Presents
the overall CALIPSO activities of WP5. Cost: € 625.54.
WP5. It is indicated as cost in WP5 as UPA is WP5 leader
and presented the summary of the first year activities in
WP5.

* Participation of Luca Veltri at the first project review
meeting in Brussels (Belgium), Oct. 18-19, 2012. Cost: €
415.29. WP5. 1t is indicated as cost in WP5 as UPA is WP5
leader and presented the summary of the first year activities
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in WP5.

* Participation of Gianluigi Ferrari to the fifth project meeting
in Grenobles (France), Feb. 21-22, 2013. Coordinated the
workshop on WP5. Cost: € 603.18. WP5. It is indicated as
cost in WP5 as UPA (Gianluigi Ferrari) was responsible for
the WP5 workshop within the meeting.

* Participation of Pietro Gonizzi to the fifth project meeting in
Grenoble (France), Feb. 21-22, 2013. Presents a contribution
of UPA to WP4. Cost: € 93.21. WP4. It is indicated as cost in
WP4 as the activities of Pietro Gonizzi mostly focused on
WP4.

* Participation of Luca Veltri to the fifth project meeting in
Grenoble (France),  Feb. 21-22, 2013. Presents a
contribution of UPA to WP5. Cost: € 93.21. WP5. It is
indicated as cost in WP5 as the activities of Luca Veltri
mostly focused on WP5.

* Participation of Gianluigi Ferrari to the sixth project meeting
in Barcelona (Spain), Jun. 2-4, 2013. Coordinated the
workshop on WP5. Cost: € 517.41. WP5. It is indicated as
cost in WP5 as UPA (Gianluigi Ferrari) was responsible for
the WP5 workshop within the meeting.

* Participation of Pietro Gonizzi to the sixth project meeting in
Barcelona (Spain), Jun. 2-4, 2013. Presents a contribution of
UPA to WP4. Cost: € 371.75. WP4. It is indicated as cost in
WP4 as the activities of Pietro Gonizzi mostly focused on
WP4.

* Participation of Simone Cirani to the sixth project meeting in
Barcelona (Spain), Jun. 2-4, 2013. Presents a contribution of
UPA to WP5. Cost: € 400.18. WP5. It is indicated as cost in
WP5 as the activities of Simone Cirani mostly focused on
WP5,

* Participation of Pietro Gonizzi at the National (ltalian)
Telecommunication meeting GTTI 2013, to present an
accepted paper, Jun. 24-25, 2013. The paper is P. Gonizzi,
R. Monica, G. Ferrari, "Design and evaluation of a delay-
efficient RPL routing metric," riunione annuale 2013 del
Gruppo  nazionale  Telecomunicazioni e  Teoria
dell'Informazione (GTTI), Session on Telecommunication
Networks, Ancona, Italy, June 2013, 6 pages. Cost: € 177.80.
WP4., Travel and registration costs. It is indicated as cost in
WP4 as the content of the presented paper pertains to WP4.

* Participation of Pietro Gonizzi at IWCMC'13, to present two
accepted papers, Jun. 30-Jul.3, 2013. The presented papers
are: (1) P. Gonizzi, R. Monica, and G. Ferrari, "Design and
evaluation of a delay-efficient RPL routing metric,™ 9th
International Wireless Communications & Mobile Computing
Conference (IWCMC 2013), Cagliari-Sardinia, ltaly, July
2013. (2) P. Gonizzi, G. Ferrari, P. Medagliani, and J.
Leguay, ""Data storage and retrieval with RPL routing," 9th
International Wireless Communications & Mobile Computing
Conference (IWCMC 2013), Cagliari-Sardinia, ltaly, July
2013." Cost: € 933.49. WP4. Travel and registration cost. It is
indicated as cost in WP4 as the content of the presented
papers pertain to WP4,

* Participation of Simone Cirani at INCMC'13, to present an
accepted paper, Jun. 30-Jul.3, 2013. The presented paper is
L. Veltri, S. Cirani, G. Ferrari, and S. Busanelli, "Batch-
based group key management with shared key derivation in
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the Internet of Things,” 9th International Wireless
Communications & Mobile Computing Conference (IWCMC
2013), Cagliari-Sardinia, Italy, July 2013." € 472.54. WP5.
Travel cost. It is indicated as cost in WP5 as the content of
the presented paper pertains to WP5.

* Partecipation of Simone Cirani at the inaugural event of the
EUWin testbed in Bologna (ltaly), organized by the EU
project NEWCOMM#, related to the activities of CALIPSO,
July 8-9, 2013. UPA has been subsequently invited to
become Associate Partner of NEWCOMM#." Cost: € 213.22.
WP2. Travel and registration cost.
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Equipment

148.31

Computer and monitor acquired in year 1 (cost: € 650).
Amortized cost over the second year: € 108.33.

Electronic material for the WSN testbed (formally acquired in
September 2013, i.e., in year 3 of the project). Cost: € 39.98 .

2,5

Remaining costs

245.54

Publication costs for the paper: S. Cirani, G. Ferrari, and L.
Veltri, "Enforcing security mechanisms in the [P-based
Internet of Things: an algorithmic overview," Algorithms,
Special Issue "Sensor Network," vol. 6, no. 2, pp. 197-226,
2013. doi:10.3390/a6020197. Cost: € 245.54.

TOTAL DIRECT COSTS
AS CLAIMED ON FORM C

105399.58

PERSONNEL, SUBCONTRACTING AND OTHER MAJOR COST ITEMS FOR DRZ FOR THE PERIOD

Work Package

Item description

Amount

Explanations

2,346

Personnel costs

128'673

WP2: market assessment and exploitation plans for Smart
Toys, conf. paper at IEEE iThings, journal paper in Ad Hoc
Networks (under review) (2.9 PM)

WP3: contributing to the CALIPSO architectural design for
Smart Toys (0.7 PM)

WP4: work on low-power 802.11 MAC (7.5 PM)
WP6: work on demo for 21 year review (1 PM)

Total 12.1 PM of efforts from 1 postdoc and 1 senior
researcher.

Subcontracting

2,34

Travel costs

4'408

- 1st year project review meeting in Brussels, October 10t
2012: V. Vukadinovic (686 eur)

- 5t plenary meeting in Parma, November 5t 2012: V.
Vukadinovic, G. Corbellini (753 eur)

- 6 plenary meeting in Grenoble, February 21st 2013: V.
Vukadinovic (353 eur)

- Calipso meeting in Brussles, May 27, Stefan Mangold (128
eur)

- 70 plenary meeting in Barcelona, June 60 2013: V.
Vukadinovic (542 eur)
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- presentation at the |EEE iThings in Beijing, August 22nd
2013: V. Vukadinovic (1946 eur)

Equipment 3149 | - Arduino boards, battery packs, LCD shields, Wi-Fi adapters,
powerbanks
Remaining costs 0
TOTAL DIRECT COSTS 136'230
AS CLAIMED ON FORM C

PERSONNEL, SUBCONTRACTING AND OTHER MAJOR COST ITEMS FOR WOS FOR THE PERIOD

Work Package Item description Amount Explanations
2,3,4,6 Personnel costs 74.116,00€ 20,36 PM
Approximate contribution to each work-package:
WP2: 4,8 PM - 17.473,32€
WP3: 2,4 PM - 8.736,66€
WP4: 12,6 PM - 45.867,47€
WP6: 0,56 PM - 2.038,55€
Subcontracting 0€
2,3,4,6 Travel costs 742,91€| 06/11/2011. Parma (M.Domingo): 457,98€
28-29/11/2011. Brussels (1.Vilajosana): 284,93€
2,3,4,6 Equipment 11.254,22€] Material, electronic components
Remaining costs 0€
TOTAL DIRECT COSTS 137.781,004
AS CLAIMED ON FORM C

PERSONNEL, SUBCONTRACTING AND OTHER MAJOR COST ITEMS FOR CISCO FOR THE PERIOD

Work Package

Item description

Amount

Explanations

WP2,3,4

Personnel costs

20,225

WP2 -> 1 PM

Dissemination, Standardization and Exploitation:

IETF meetings participation (Atlanta and Orlando|

Administrative support and guidance for submisgion

of "Compression of IPsec AH and ESP headers
constrained Environments" IETF draft.

for

Preparation of 1oT PhD Summer School: Routing

protocols for 10T, Industry panel
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Deliverable 2.23 : Market analysis and exploitaﬂon

and

ith

ent

plan
1012250 | WP3->0.5 MM
Calipso architecture: use cases, requirements
specifications:
IPSO Alliance
Deliverable 3.322 : Integrated architecture W
proposed mechanisms
WP4 -> 0.5 MM
10,112.50
Bringing IP connectivity into Smart Objects:
Experience from large scale RPL deploym
section of deliverable 4.41
Subcontracting 0
Travel costs 0
Equipment 0
Remaining costs 0
TOTAL DIRECT COSTS 40,450
AS CLAIMED ON FORM C
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6 Financial statements — Form C and Summary financi al
report

Please find on next pages a copy of Forms C fdr padner and the Summary Financial Report.
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7 Certificates

This section presents the list of Certificates, aahare due for this period, in accordance with
Article 11.4.4 of the Grant Agreement:

Beneficiary | Organisation | Certificate on | Any useful comment, in
short name | the financial particular if a certificate is not
statements provided
provided?
yes/ no
1 TCS NO Expenditure threshold not reached
2 CNRS NO Expenditure threshold not reached
3 SICS NO Expenditure threshold not reached
4 UPA NO Expenditure threshold not reached
5 DRZ NO Expenditure threshold not reached
6 WOS NO Expenditure threshold not reached
7 CISCO NO Expenditure threshold not reached
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