1. Research

1.1.Web Crawler

Research has been carried out into improving auiomab crawling. An analysis showed a
number of data extraction problems with existinghteques for the kinds of websites relevant
to SCIIMS (including online classified advertisertgrsocial networks and job websites). An
improved algorithm has been produced with beyoatésif the art features. Subsequent
experiments have shown that this achieves a sucatesms excess of 85%.

Research has also been carried into improved atoinvgeb browsing. Most previous web
automation systems use conventional browsers toraie navigation sequences. This is
computationally expensive in terms of both CPU aramory, especially with the new breed of
websites (Ajax, etc.). This causes scalability peots where many browsers may be executing
at the same time, which is the typical case in agiomation applications. The approach is
based on the insight that, in the case of automagation, browsing sequences are known in
advance. Therefore it is possible to carry oustaédgecution to find what elements in the
website pages are needed to execute the targefatiavi sequence and then only load and
execute the required elements for subsequent ezasutThis has proved to be very effective,
for instance automated web navigations with MicfoBaplorer are over 5 times slower than
with the specialised browser. Figure 1 shows amgie of this: to correctly process a click on
the greyed A node, only the greyed nodes are neggld¢eicting the required nodes involves a
complex process described in other documents) oftier nodes/scripts need not be loaded or
executed, resulting in a significant decrease ahory and CPU usage.
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Figure 1 SCIIMS Web Navigation



1.2.Data Mining

Research has been carried out into Entity Resol &) which covers the problem of
identifying distinct representations of real-woedtities in heterogeneous databases. This
examined the trade-off between the storage need®rmance, and the efficiency of Entity
Resolution. Consequently several research papeesitbeen published. An example of this is
the paper Infrastructures and Bounds for Distriduatity Resolution which includes Figure 2
showing the execution time for different ER methadd number of records.
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Figure 2 Entity Resolution Execution Time Against &e Entity Resolution

Research has been carried out into techniquesdorisualisation of heterogeneous data sets as
a network of entity nodes with arbitrary connectioAs a result improved and new tools for
visual analytics have been produced. An exampthisfirom the Prototype/Demonstration
System (described in Section 3) is shown in

Figure 3.
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2. Dissemination
2.1.Newsletter and Poster

A newsletter and poster have been produced aloagsedweb site (www.sciims.eu) to
communicate the work carried out on the projedhterested parties (see Figure 4).

Design l‘.‘omidemﬂons

SCIIMS rmst—

ﬂmnﬂﬂmnmolm

* Demonsiration System ittt

Waloome o the SCIMS Newslamer which Nas Disin Drockucsd in Meapone 10 pour st frieued
« Exparimonts Serimd bom hi data

for mone SCINS. since 2009 ard has made
g Drogress AUrng TS Tme. Somss of The SChssveersnts NOU DG
operational and adversary modals. 3 st of usar and systam RgURments and caTying out
vl e Ceyond sl of Te ot reseanh, Curenby e focus B on U syafonm design

B ——

chond State of the Art I:ompnmrm Lioitiernz
» S
B o

e T ONRokogy Thil undker Dine SCIMS. This sue deacrites The achisssrmants of e
cofmartium sinod the s1art of tho pejact and contaifie wome bacl rtidos Fhout some of tho

Figure 4 Newsletter and Poster



3. Prototype/Demonstration System
3.1.Modules and Basic Architecture

A working Prototype/Demonstration System has beedyred to demonstrate the capabilities
of SCIIMS and also for system level experimentgyufe 5 shows the modules and basic
architecture of the Prototype/Demonstration system.
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Figure 5 SCIIMS Demonstration System Components
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Supporting this are the:

a) Data Services Layer (Module 5) which combines,grages and transforms
information obtained from the different data sosrtm use by the SCIIMS modules.
This includes data virtualization technology for RDOWL which is beyond state of
the art,

b) Integration Module (Module 17) which deals with #émynchronous aspects (for
instance Data Mining and Web Crawling). To supploetService Orientated
Architecture (SOA) an Enterprise Service Bus (EBR)sed.

Not shown on this diagram is the Netica tool whikhsed to construct graphically Bayesian
Belief networks as necessary to support an invesbig (see

Figure 6)



3.2.0Organising a Criminal Investigation

A number of techniques have been identified fovliog computer-assistance to an
Investigator and combined into a conceptual sysiethinking.

The originating techniques are:

a) Pirolli-Card (P-C) — a cognitive model that shows how an ingasbr typically
conducts an Investigation

b) Goal Structured Notation (GSN) — a general information-representation tepie
that can be used in SCIIMS to show a hierarchymafiigs, linking evidence to
actionable conclusions

c) Assessment of Competing HypotheséACH) — an investigative technique that
helps to avoid making premature conclusions. Thedngator is supported in
maintaining several hypotheses that explain sonurig, only excluding those
explanations when evidence contradicts them.

Bayesian Belief NetworkéBBN) — a probabilistic technique used to reason ith a system of related hypotheses. In
SCIIMS it is used to process the hypotheses of arCAl when the ACH would otherwise be too difficult to
consider mentally (see
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Figure 6 Example BBN

SCIIMS allows a simple investigation to be showd #ren enhanced using GSN, ACH and
BBN techniques as the need arises. This is depicted



Figure 7 below.
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Figure 7 Increasingly Complex Investigations

Figure 8 shows how an argument can be representdte SCIIMS Prototype/Demonstration

System using GSN.
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Figure 8 Example of an Analyst using the ACH Investjation Structure in the Ontology

3.3.Ontology

Central to the SCIIMS Prototype/demonstration Systethe Ontology which has the
following major sections (see

Figure 9):

a) Operational - aligned with the Adversaries Modad anntaining persons, places,
relationships, events etc.

b) Process — for the Pirolli and Card business proeesss identification etc.

c) Investigation — for shoebox data, searches, adtcts
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Figure 9 SCIIMS Ontology

Figure 10 illustrates how an investigation is dtwmoed within the Ontology both for entities for
hypotheses, evidence file items, shoebox itemsaetttheir associations.
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Figure 10 Investigation Structure in the Ontology

Associated with the Ontology is the Graphical Queearch Module. This can be used to
construct detailed searches both graphically amyu8PARQL for information available from

the Ontology. Figure 11 shows an example of thduteand the results.
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Figure 11 SCIIMS Graphical query Module

The Entity Editor allows a user to navigate an @gyp (a graphical structure is displayed - see
Figure 12) and provides direct read and write aces
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Figure 12 Entity Editor

Figure 13 shows an example of the SCIIMS Protofpeionstration System HCI, in this case
the HCI for the classification of advertisements.
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Figure 13 Example Prototype/Demonstration System HICScreen

4. System Test, Demonstrations and Experiments (STED)

A number of demonstrations and system level exparis(where “human in the loop”
experiments are carried out).using the Prototype@estration System have been conducted to
gain feedback on the various SCIIMS capabilities ®iaerall concept was to produce a test
script based on the Adversaries Model Scenaris (tescribes in detail an example of an
investigation into people trafficking ) and usasta basis for the System Tests, Demonstrations
(which uses a subset of the tests) and experimentat~igure 14 illustrates how the
Adversaries Model is used as a basis for the syststndemonstration and experimentation
scripts as well as defining the test data for tt@d®ype/Demonstration System relational
databases, ontology and web pages.
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Figure 14 Innovative Process for Developing SCIIMS

Figure 15 summarises the three stages to the AalvesdViodel investigation. The separate test
scripts were written to cover phases 1a, 1b anghich separate the scripts covering the
foraging parts (e.g. web crawling and data mineng) the sense making scripts.

Investigation 1a:

Is people trafficking a
problem in SCIIMS
Town, London?

Just using available
observations, quickly

answer

Investigation 1b:

What are the

characteristics of the

sex trafficking
problem?

Where are the brothels?
How many victims are
there?

Where do they come
from and how do they
get here?

What do we know about
the perpetrators?

Investigation 1c:
Who are the Culprits?

+ Who are the gang
members and what role
do they take?

Have we got them all?
Is there evidence of a
criminal act?

Where do the criminals
live?

+ This sequence occurs over several weeks in August 2016 as the criminal details emerge

Figure 15 Adversaries Model Investigation Scenario

4.1. Demonstration Results

Figure 16 shows an example of the results frond#raonstrations. Anything above O is a
useful capability.
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Figure 16 Usefulness and comparison with existingystem

4.2. Experimentation Results

Figure 17 shows an example of the results fromepeeriments. Anything at or above the green

line is easy to use.
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Figure 17 Ease of Use and Comparison with Existing§ystems



