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2.

Executive Summary (1 page)

The PANDORA project has developed a smart, novel digital support environment and crisis
simulation system to enhance and expand training exercises for Gold Commanders in crisis
management. Gold Commanders are specifically engaged in the development of strategic plans to
deal with a wide range of potential crisis situations that can arise in civil society. These crisis
situations could include:







Natural events e.g. extreme weather.
Transport events e.g. plane, train or vehicle crashes
Service failures e.g. water supply failure
Health crises e.g. pandemics
Technology failures e.g. breakdown of automated control systems
Policing and terrorism events

The role of individuals identified as Gold Commanders is explicitly strategic, rather than tactical
(Silver) or operational (Bronze). In an actual crisis situation Gold Commanders from different
areas, e.g. police, fire, health, will be expected to work together as a team and therefore need to
be trained as a team to help develop their:





Collaborative, Strategic thinking, Negotiation and Decision-making skills
Flexibility and capability under pressure
Ability to recognise and challenge assumptions, both their own and those of others in the team
Ability to think of innovative solutions to problems when pre-prepared plans are no longer appropriate

Currently, the primary model of training offered to Gold Commanders consists of group-based,
table-top activities led by an expert trainer. The bulk of the information provided to the trainees is
paper-based, with some limited audio-visual input, and the activities take place during an
intensive, time constrained training event. These can be seen as unrealistic, make it difficult to
engage the Gold Commanders in the stress of a real crisis situation, and are almost entirely
dependent on the ability of the trainer to engage and motivate the trainees, and to assess their
performance subjectively in the training event. The PANDORA system addresses the shortcomings
of the existing training model, enhances the range and scope of the training events, and offers the
potential for future development by:









Offering a fully-featured multimedia environment to provide information to the trainees, including
audio, video, maps, texts, email, graphics and text
Developing a crisis scenario model based on a structured, timeline-based, event network, running in a
computer-based simulation environment controlled by the trainer
Providing real-time operational inputs demonstrating strategic decision outcomes to trainees, asking
them to dynamically revise strategic plans and decisions
Capturing trainee behaviour and emotional state, through the use of pre-event information capture,
direct sensor inputs, self-reporting by trainees, and trainer inputs, and using affective media to induce
changes to those behavioural and emotional states
Providing a graphical virtual representation of the training environment to support on-line distributed
training events
Providing virtual characters, in any form from textual through to full animation, to engage in the event,
including replacements for missing trainees, to ensure the full scenario enactment is supported in all
training events
Providing the trainer with a full control system for the training event, including the ability to change
events, add new events, expand and compress timelines, provide direct interventions into the scenario,
and increase or decrease the emotional stress applied to individual trainees.
Maintaining a detailed log of the training event, to permit rerun of some or all events, modelling of
individual trainee performance, and capture of relevant and useful events as exemplars for future
training
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Maintaining configurable scenario models, knowledge, multimedia asset and data bases to enable the
system to build a wide range of crisis scenarios, to use as training events for those involved in crisis
management at all levels
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2. Summary description of the project context and the main
objectives (4 pages)
Context and Background
It is often human behaviour alone that prevents a disaster from becoming a crisis, however major
crises are rare events and although those required to deal with them will have pre-prepared plans,
they may have little or no experience of a real crisis situation or any understanding of how they
might personally react in the event of a real crisis situation. Training is therefore extremely important
in order to prepare people to take on leadership roles in a crisis situation. The vast majority of the
training systems currently available focus on preparing people at the tactical (Silver) and operational
(Bronze) levels, however it is the strategic (Gold) level personnel who make the key decisions and set
the direction for managing a crisis, and, where necessary, make life and death decisions. Typical crisis
situations will present complex problems to solve, and require a coordinated, multi-agency response.
Examples of crises can include one or more of the following situations:







Policing and terrorism events - fire or explosions
Natural events - extreme weather, earthquake, landslides, storms, wind, heat-wave etc.
Transport events – sea, air, train or vehicle crashes.
Service failures - electrical power plant failure, water supply failure, etc.
Health crises - pandemics, epidemics, containment conditions, disease (including animal disease),
toxic chemical release impacting the environment etc.
Technology failures - breakdown of automated control systems, central services

Gold Commanders are typically involved in a crisis when an event threatens health, life, service
infrastructures etc. Their remit is quite wide and can include:
 Relieving suffering, saving and protecting life and promoting / facilitating self-help
 Containing the emergency, ensuring the health and safety of staff are protected
 Protecting property and safeguarding the environment
 Maintaining/restoring critical services
 Facilitating the investigation/inquiry and evaluating and identifying lessons learned.
 Providing the public with information as appropriate, including management of the media.
Strategic level commanders, henceforward referred to as Gold Commanders (a UK terminology), are
typically trained in one of two ways. The first, and dominant approach, is through the use of tabletop exercises. These are where a group of trainees (typically representing different emergency
services e.g. fire, police, health) sit around a table, and are given a written description of an initial
crisis scenario e.g. lorry carrying inflammable liquid has crashed into a tunnel wall, which caused a
fire to break out and the loss of mains electricity to the local town. The group might be presented
with the occasional audio or video clip of some news for example but fundamentally it is a paperbased exercise and it is down to the enthusiasm of the trainer to try and engage the trainees in the
scenario and make it feel as realistic as possible. Another key problem with this approach is that
management of a crisis scenario will often require that key emergency roles are represented in order
to make a scenario realistic. However, if, for example, the Fire Chief was unable to attend the
training session that day, then the trainer will often have to act out that role which is hard to do as
they know the implications of the decisions but it also detracts from their role as a trainer, making
the training session considerable more challenging to run. The second approach is a live training
exercise where part of a scenario is realistically simulated. Whilst these will inevitably engage
trainees in the emotion and stress of a real crisis situation, they are very expensive, time consuming
to run and can only ever simulate part of a real crisis situation with a limited number of outcomes.
The key outcomes planned for training events designed for Gold Commanders are:
 Collaborative, Strategic thinking, Negotiation and Decision-making skills.

7








Ability to work in teams, demonstrating flexibility and capability under pressure and to come up
with solutions in a time constrained manner.
Ability to understand the impact of their decisions on other emergency services.
Ability to recognise and challenge assumptions, both their own and those of other team
members, ensuring that they can provide a full justification after the event, as if something goes
wrong during the management of the crisis assumptions will be a key focus of any investigation.
Ability to think of innovative and alternative solutions to problems when pre-prepared plans are
no longer appropriate.
Ability to reflect on whether the decisions made during the course of the crisis management
made the situation worse or better.
Ability to deal with the media, which is inevitable in the event of a crisis.

From the trainer’s perspective, the outcomes will be:
 Monitoring the risk taking behaviour of the group, given research shows that appetite for risk
tends to increase in a group situation.
 Assessing the capabilities of each individual and determining whether it would be appropriate to
involve them in a real crisis situation.
Research tells us that many of the characteristics identified above and carried out by individuals in
everyday life, e.g. the ability to consider alternative solutions before making a decision, may not
occur in very stressful situations. For example when time is precious and lives are at stake it can be
all too easy to implement the first solution thought of. A key part of the reason that training must be
realistic is so that people can discover how they might really behave in a real crisis situation.
The context for the development of the Pandora system, named the Pandora Advanced Training
Environment (PATE), is to bridge the gap between the table-top exercises and live exercises,
providing an environment that can run a crisis scenario that feels realistic and can engage trainees at
an emotional level, ensuring that they experience the stress of a real crisis situation.
The Pandora Training Environment
In the Pandora system, training takes place in a crisis training room which has two interfaces: a
software client that can be downloaded and installed on a local workstation, and a 3D virtual room
delivered through a web browser in which trainees are represented by avatars. Both of these can be
used to deliver training in the following ways:
i) At a training site which would be typically used for training Gold Commanders. In this mode, the
trainer and trainees are co-located in the same room. In the middle of the room there is a table
around which the trainees will periodically meet, at the request of the chair (one of the trainees)
to discuss strategy. However, for the majority of the training, the trainees are physically
separated, working at their own workstations and using the Pandora system to communicate. In
addition, several large screens may be used to display multimedia information to all the trainees
such as sound, pictures, maps, animations, videos, to simulate receiving information about the
crisis, such as news broadcasts.
ii) Same as i) however delivered at a non-specialised site such as the offices of one of the Gold
Commanders (portable mode).
iii) The trainer and the trainees and are geographically dispersed and communicate only through
the Pandora system (distributed mode).
A crisis scenario is described in terms of a sequence of events that occur as the crisis unfolds, e.g.
event 1 = plane crashes into a dam, event 2 = flood in local town, event 3 = town loses electricity
supply etc. All of these events are represented on a timeline within an event network, and can be
delivered to the trainees through a variety of media, e.g. via text message, through a news
broadcast, or through a multimedia clip.
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Trainer Support Framework
The crisis room is managed through the Trainer Support Framework, which provides a number of
facilities to setup and configure the system both prior to, and during a training session. For example:
loading a scenario; the ability to interject new events into a scenario prior to execution or
dynamically as the scenario is executing; rollback a scenario to a previous decision point, or jump
forward to a future point; and speed up or slow down the execution of the scenario as it is running.
The trainer is also able to configure the scenario to set up non-playing characters (NPC), for example
to role play an emergency service not represented within the group of trainees (some scenarios
require that certain roles are filled e.g. Chief of Police, if no physical trainee is available to undertake
that role); subject matter experts; higher control (HICON), such as Government ministers; and lower
control (LOCON) - representing the lower levels of command within the crisis team. The system can
be configured to play the roles automatically, but the trainer can also take over and simulate
responses by these NPCs at any time during the execution of the scenario if they so desire.
A record of every event, trainee decision, action, email, use of the chat facility etc. is logged and can
be viewed or printed at the end of the training session to support an objective post-training analysis,
reflection and feedback by both the trainer and the individual trainee.
Emotional Modelling and Use of Augmented Reality to create Affect
In order to impact the emotions of trainees and provide personalisation of a training plan, various
psychological traits that have been shown to impact decision-making under stress are assessed prior
to the training event. Examples of these psychological traits are background experience (known as a
static trait, as this cannot change) and stress and anxiety (which are dynamic traits, which can vary
during a training session). These traits are ascertained through a pre-training questionnaire, and are
used in conjunction with goals set by the trainer for each individual trainee (e.g. trainee profile shows
insecurity so the system needs to put them through a confidence building exercise) to adapt the
training as the scenario unfolds.
During scenario execution, the system runs through a continuous cycle of planning, execution and replanning. Throughout the training, the stress level of individual trainees is measured through a
number of means such as self-reporting, physiological sensors (such as a heart rate monitor), and
trainer observation. At some point the trainer might decide that one or more trainees appears too
relaxed or too stressed and that the stress levels for one or more trainees should be increased or
decreased, to better reflect a real world crisis scenario. This can be done through a variety of manual
interventions such as compressing timelines thus forcing decisions to be taken faster or by
interjecting new events into the system manually. More importantly, however, it can be addressed in
an automated mode by the Pandora system.
Within the Pandora training environment, the relationship between affective state and learning is
key, and in order to optimise that the project has to have techniques to determine the affective state
of the trainee, described above, and make appropriate changes to the environment and scenario to
address that state. Pandora uses a W3C standard on emotional modelling, to which the project has
contributed and which is still under development, called EmotionML, to develop the Pandora
affective model and mark-up affective content. Having determined the emotional and behavioural
state of each trainee, the calculation of the desired state may be pre-defined within the training
scenario, dynamically generated by the system, or as a result of direct trainer input. If the desired
state differs from the existing state, the system has to plan suitable events to affect trainee emotions
towards the target state. The information related to the existing and target states is passed to an
internal rule-based mash-up engine, which can construct multimedia content representations, using
affectively marked content, in a multi-channel, polyphonic, time-constrained model driven by a
trajectory definition to move from an existing trainee state towards a desired state.
The key argument for the use of affect in the Pandora scenario is in the creation of affective
ambience, by which we mean the use of multimedia assets and information management and
manipulation to engender requisite levels of emotional impact on the trainees at the decision making
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points. Although there is some consideration of the use of avatar representations of emotion in the
distributed mode of the Pandora Box, the key affective representation is associated with the creation
of ambience or atmosphere. A number of techniques have been taken from film and TV production,
combined with a number of known issues in information distribution and management, to create a
set of rules by which multimedia mashups can be created and made available to the trainees across a
set of configured media channels. This provides the potential to induce stress in the trainees through
the use of vocative inflections, video and image representations of crisis situations, and textual
updates from those situations. An example of this might be to show a picture of a hospital that is
flooded, and overlay an appropriate piece of audio either saying that the water is receding, if the
desired effect is to reduce the stress of a trainee, or that the water is rising and people are about to
drown, if the desired effect is to increase the stress of a trainee.
However, the system can also induce stress through the corruption of media channels, incomplete
information, missing information, noisy channels, and a variety of other techniques to diminish the
certainty of information available to trainees at those points in the scenario where they are required
to make decisions. Using this kind of induced stress the system can impact on trainees in terms of
their self-efficacy, leadership capability, and existing personality traits, to determine their capability
to make effective and appropriate decisions under stress.
Testing and Evaluation
The Pandora system was thoroughly tested over three days of user trials with 13 different Gold
Commanders with a range of experience, at the UK Government Emergency Planning College. All
trainees were completely immersed in the solving the crisis situation they had been presented with
for the entire day of training. The feedback was overwhelmingly positive and, without exception, the
trainees described the training experience as far more realistic than any other training models they
had experienced. Similarly positive feedback was received from the trainers. There was also
considerable enthusiasm from both trainees and trainers that the Pandora system be made available
to them for practical use.
Conclusions
Unlike existing systems, the Pandora system has been developed both as an augmented and virtual
reality environment, with a view to offering both blended learning and a fully virtual experience,
where this is appropriate and desired. The system has the potential to encompass crisis situations of
all types and perspectives and to support strategic level training in all of them. The Pandora box
(PATE), being the set of tools and the methodological approach to configure the system and
environment, have intentionally been developed to be generic rather than specific, and could
therefore be applied to event-based scenarios in domains other than crisis management, e.g. inter
alia stock portfolio planning or health service delivery planning.
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3.

Description of the main S & T results/foregrounds (25 pages)

3.1 The Pandora Advanced Training Environment (system prototype)
3.1.1 Introduction
This report provides a guided walkthrough of the key components that have been developed in the
Pandora Advanced Training Environment. This is shown predominantly from the perspective of the
trainer support framework, which provides a view and interaction mechanism for all the
functionalities of the system. The system is in a beta prototype stage, addressing a severe weather
scenario and the examples provided in this section should be viewed in that context. The following
schema presents the different blocks that compose the Trainer Support Framework, which is
composed of 4 main sub modules:
 A GUI trainer manager: which is the global interface between the trainers and the whole
PANDORA system;
 The learning strategies expert system, which is devoted to the elaboration of the best
pedagogical methods according to the training objectives, which the trainer has defined at
the beginning of the training session, and to the profile of the trainees.
 The trainer runtime manipulation manager, which allows the trainer to modify the course of
events in the training session. This means for example being able to go forward and
backward in terms of timing, to accelerate or decelerate the session and so on. This
component allows also changes in the event flow of the event network (Event Network
Manipulation). In addition, the module also allows the NPC(s) to be manipulated in order to
answer a specific learning need (NPC manipulation manager);
 The De-briefing support manager, which supports the trainer during or at the end of the
training session to prepare the report for debriefing. It receives information from the trainee
performance during the training session, in order to organise that information into a report
to which the trainer can add his evaluation and comments.
The Trainer Support Framework architecture is shown in Error! Reference source not found.1.

Figure 1 Trainer support framework architecture
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Our walkthrough begins here:

3.1.2 Classroom and Event network management
By clicking on the “Create Class”

button, the Trainer can set-up the classroom

Figure 2 Pandora main screen updated with the list of trainees composing the class
The class can be composed of both “real trainees” and “virtual trainees” in case not all the agencies’
representatives are present. Indeed if some of the trainees are not present they will be replaced by
what we call “missing trainees”. On-line real trainees are displayed on the left-list (see Error!
Reference source not found.2). By selecting them to be part of the class, the corresponding missing
trainees of the same role will be automatically de-selected. The class is then automatically completed
by adding the missing players that have the roles not already included in the class group.

3.1.3 Scenario management
By pressing the “Scenario”
System (see Figure 3)

Icon you can select one of the available scenarios in the Pandora

Figure 3 Selecting the scenario
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Clicking on the “Ok” button, the scenario will be loaded into the system as presented below:

Figure 41 Scenario loaded in the PANDORA system

3.1.4 Handling Missing Trainees
Right-clicking one of the missing trainees will allow the trainer to select whether to take control of it
automatically or manually (in that case the trainer will have to answer each request for this missing
trainee). Note: the red point on the Missing Trainee Icon means that this Missing player is under
control of the Trainer, whilst other missing Trainees are under control of the system.

Figure 52 Taking control of a missing trainee
More detail: by default, running a training session, the missing trainees “Default Behaviours” are
given as answers to each request in the scenario. This is an automatic process, except if the Trainer
decides, for a particular trainee, to take control of him/her (that is to provide an answer for all
requests); in that case, the Trainer will see a pop-up window in order to answer on behalf of the
trainee (that will automatically disappear after 10 minutes by sending the default behaviours
answers to the system; thus avoiding the trainer missing an answer if they were otherwise engaged.
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3.1.5 The Trainer Framework Main Screen
Figure 6 shows the PANDORA main screen after a scenario has been loaded. The different parts of
the window will be presented hereafter:

Figure 6 Pandora main screen after a scenario has been loaded
The Upper Part is displaying the set of Functionalities available for the Trainer for creating a
ClassRoom
, for loading a scenario
, for playing it
, for pausing it
, stopping it
for speeding-up the execution speed of the scenario, for sending a custom resource sheet to
trainees

, for “putting pressure on Trainees” with the Hurry-up Countdown

Events for the scenario

,

, for Creating

, for managing Non Player Characters and events related to them

for accessing the Debriefing functionality

, for accessing the Recording functionality

,
:

At the top of the Trainer support framework tab, a progress bar will show the advancement of the
Scenario in terms of percentage of time, 100% progress will be reached when the last scheduled
event has been executed. Adding, removing or editing events in the scenario will change the status of
this progress bar. This progress bar can also act as a time-jump selector: moving the mouse over the
bar, a little panel will be displayed showing for each point, the immediately previous and next event
related to the point. This facility is shown into the picture below (see Figure ):
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Figure 7 Moving back and forward in time
Double Clicking on a resource-row a dialog will appear where is it possible to modify the progress
of the selected resource by adding consumptions or productions. The Chart will display the full
state of the resource from the start point to the end point of the Scenario.

Figure 8 Modifying Resources values
The “Expert View” Tab depicts graphs representing each timeline of the scenario (see Figure ):

Figure 9 The PANDORA expert view: timelines of the scenario
This perspective directly shows the timeline based Pandora core. The timelines represented are as
follows:
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one timeline for each resource
one set of timelines representing the dynamic behavioural parameters per Trainee
three timelines that represent decision consequences in terms for instance of dead, injured,
property damage.
one output timeline per trainee containing the decisions taken by trainees.
one main scenario timeline in which the main scenario flow is scheduled. Through this
timeline, all the scenario material, questions to trainees, decision points are represented.

The “Trainee Control Panel” Tab displays information on Trainees:

Figure 10 Trainee information panel
This panel shows all the persistent (stored in Database or Knowledge base) information about
trainees. Through this panel, this data can be edited. It is also possible to quickly create or remove
trainees. From this panel it is also possible to view the information collected through the
questionnaires submitted to the trainees in the registration phase. These data are displayed in the
‘Behavioural Data’ tab and they are also updatable.

3.1.6 Interacting with Trainees during Scenario execution
Right-clicking on each Trainee allows Trainers to have access to a menu with different facilities (Chat,
Mail, Take Control, …)
Chatting facility
For chatting

with a specific trainee or with the group (to send a message to all the trainees)

Chat Facility to discuss issues with trainees is presented below:
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Figure 11 Chat Panel
As a trainer, you can also speak with trainees through the Missing Player Characters.

3.1.7 NPC (Non Playing Characters) manipulation manager
Description: A GUI exists for manipulating NPC (Non Playing Characters that represent the External
characters that act in the scenario: Specialists, High Level commanders, Low Level Commander and
also missing Trainees) events, that can be used before the scenario execution and also during the
run-time of a training session. One can use already existing NPCs (characters or Stimulis) in order to
“send” to the targeted trainees multimedia messages with a realistic rendering.
The aim of an NPC is to enable the trainer to create character and Stimuli, based on pre-existing
models that can be customized by the trainer to represent a character needed in the scenario, such
as an external specialist, or the wife of one trainees that needs to call her husband, etc.
Managing NPC Models for Characters and Stimulis
NPC model management for Characters and Stimulis can be achieved by selecting a pre-existing
model of an NPC in the drop-down list as shown below and by defining a set of attributes for that
model, such as Name, Description, Role, etc…and emotional type (that will be used to represent the
character (sad, happy, nervous, anxious, yes, no, angry, …) that is particularly important for character
definition.
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Figure 12 Creating new NPC Models

3.1.8 Creating my own NPC Events
Using Existing Assets
By using the “Open Asset Selector” button, the Trainer can select existing Assets and use them in
NPC Rendering sequences.

Figure 13 Managing NPC: Selecting existing assets
When modifying an existing asset or adding new one, the asset manager is displayed.
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Recording Audio Assets using a microphone
Press the Start Audio Recording button, the recording is starting,

Figure 14 Managing NPC: recording your own audio message assets
You should see the Duration label changing every second, once your audio message has been
recorded, press the “Press to stop recording” button to stop the recording. A pop-up (shown below)
will appear, fill-in the attribute of that audio message:

Figure 15 Managing NPC: recording your own audio message assets, storing the asset
Press the “Create Asset” button to save your asset into the Asset Store.
You can play your asset to verify the audio message by pressing the “Play …’ button:

Figure 16 Managing NPC: recording your own audio message assets, playing it
Ordering the sequence to be displayed to trainees

19

Figure 17 Managing NPC: ordering the sequence of assets to be rendered

3.1.9 Live Streaming GUI
Clicking on the Debriefing Icon
will display the Live Streaming GUI as presented below.
This GUI allows the connection with a remote webcam that can be instructed to record what
happens in the training room. The connection must be configured with a proper dialog.

Figure 18 LiveStream GUI: Settings

3.1.10 Trainee Debriefing
Clicking on the Debriefing
Icon will display the Debriefing GUI as presented below.
The Debriefing GUI can be displayed at any time, however it will only contain data when the STOP
Scenario
button has been pressed at the end of the training session. Otherwise the Load
Scenario From the File button must be pressed to select the folder in which the xml file of all training
session recorded events and the recorded video file are stored.
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Figure 19 Debriefing part: Loading an existing session
In any case, when the recorded events are retrieved, the Debriefing GUI displays them appropriately.
There are three main areas in the GUI:
 The event list and the corresponding related information.
 The Trainee information part
 The Trainees connection graph.
In the event list area, all the main recorded events are displayed in a list. There is also the video
display and control buttons that shows the video file if it is available. When one event in the list is
selected, the GUI shows the corresponding details in the Event list text area and, if the video is
available, the video control changes the start video position to the timestamp of the selected
recorded event. Furthermore the trainer can add notes in the underneath notes text area. When
saved, these notes are added to the recorded events information and can be displayed when the
event is selected again.
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Figure 20 Debriefing part: Viewing event details
In the trainee information part, the recorded events are subdivided and organized for each trainee.
Each trainee has its own tab that can provide all the available information (single decisions, sent
emails, chats, holter data, resource usage, inserted notes, and so on) including the notes that the
trainer has added on the performance of that trainee during the training session. Moreover, the
trainer, analysing the available data, can add further debriefing notes on a trainee’s performance by
clicking on the “Add Notes for the Trainee” button. The trainer can also print this data for each
trainee in an Excel file using the “Save Trainee Report” button.

3.1.11 The Behavioural Monitoring functionality
Another functionality of the PANDORA system is the Behavioural Monitoring of trainees. The panel to
assess this functionality is the Behavioural Control Panel, which aims to bring together in one general
view the set of behavioural parameters defined in the PANDORA context.
It also provides simple features to help the trainer to collect data and update at strategic points, the
information on each trainee’s profile. For instance, through the list of trainees available on the left of
the panel (see Figure ) it is possible to send direct requests to trainees to self assess their level of
confidence and anxiety.
Answers to these questions, directly update each psychological trainees’ profiles. Specifically,
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pressing the appropriate icon of the selected trainee, he/she will receive a question, whose answer
will be processed by the PANDORA engine and will be then displayed through the main behavioural
chart presented here. Specifically, the main chart exposes several parameters, some of which, are
initialized with the static values gathered from the questionnaires, filled during registration. The
coloured bars on the chart, representing the individual parameters, are arranged in a temporal
disposition from the beginning to the end of the scenario. A vertical bar is updated with the progress
of the scenario, hiding the part not yet executed. If a trainee has worn the Holter device, a heart icon
will appear on the trainee list indicating the active heart beat monitor status. Clicking on the trainee,
a further panel will be available containing the graph of his/her heartbeats with two information
lines represented by two horizontal lines (see figure 22) as follows:



Baseline: the average of the heartbeats for such person calculated by the Holter System
during the initialization phase of that device.
Threshold: the number of beats per minute that discriminates the low/high stress conditions
for each trainee computed using his/her baseline.

Figure 21 Behavioural Control Panel

Figure 22 Heart Activity Monitoring
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3.1.12 Multi-screen Display Scenarisation Editor (MDS Editor)
The MDS Editor is an application, called from Trainer Support Framework that enables a trainer to
create multi-screen display audiovisual sequences. The trainer uses the MDS Editor before running a
training session as a tool to edit the multi-screen display content to be used in a training scenario.
The MDS editorial space is divided into two main functional areas, namely:
o Screens topology setting
o Display content editing
The screen display topology setting allows the trainer to specify how many screens are to be used for
a set of contents to be displayed, whilst the display content editing enables the trainer to create the
different scenarised content pieces that will be played on the selected multi-screen topology. In
order to call the MDS Editor, the trainer clicks on the “Tools” menu and then on the “MDS Editor”:

Figure 23 MDS: Accessing the tool
The trainer is now ready to start creating / editing MDS sequences by: specifying the number of
screens; importing the audiovisual content (images, videos, links) s/he wants to display; and
scenarising along a timeline the content to be displayed.
a) Multi-screen topology setting
The trainer may create one or many screen displays for each card part of an MDS sequence, by
specifying for each card a single or a multiple mosaic screens topology of 1, 4, 9 or 16 display screens
as follows:
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Figure 24 MDS: Topology settings
b) Audio visual content importing
The trainer, before starting the creation of a multi-screen display sequence, must first import the
images and the videos s/he wants to display as follows:

Figure 25 MDS: Contents importation
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3.1.13 Trainee Perspective
In the fixed site training and even in the deployed site, the session can take place only when each
trainee joins the virtual table by logging in with the personal console. The system then displays
his/her name on class register. The Fig. 2 below shows the personal console as it appeared in the
evaluation tests carried out at FUB-Rome by Italian usability experts using the Heuristics of NielsenShneiderman.

Figure 26 The Trainee’s personal console in PANDORA (beta version).
As the picture shows the console makes the trainees able to adequately receive into the main central
box all media from the Pandora system running the flooding scenario, or to handle the personal
communication either from/to the other colleagues and/or the trainer. The console provides from
the beginning the material needed for all participants, it manages a channel to control the
individual/group decision process and it forwards the decision made through a dedicated side box. A
register of the actions taken by the trainees is also available to be displayed with other environment
facilities to give the session the much more effective as possible. The experts pointed out the
usability problems and violations by rating them into a severity scale. These results were finally
delivered to the developers for the necessary improvement of the GUI.
Lesson plan adaptation to user actions, making use of planning features, can be demonstrated
through the Run Time Trainer Interface. Once the class of trainee has been created and a scenario is
loaded, the exercise can start by clicking on the execution button. Each trainee starts receiving,
several events and among them, specific request events, identifiable by a red flag on their interface.
Indeed during the training session, trainees are often involved in taking some decision, or asked to
express their own opinion on some aspects of the decision making process. Different ways to submit
user’s decisions are implemented within PANDORA: a Free Text mode, the Yes-No mode and the
Multi-choice mode.
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The following Figure shows an example where, double-clicking on the flag marked with a “There is a
flood in Termini station…” label a new window pops-up asking whether or not the Termini Station
should be closed (Yes-No mode).

Figure 27 Action request to trainees
An affirmative answer causes the posting of an action event (the cyan event in Figure ) having
consequences on the scenario timeline and, consequently, on the document timeline of the group.
This simple example shows how the addition of an event to the current event network triggers the
planning process to re-establish world consistency. The affirmative answer generates, through a
planning rule, a document event on the scenario timeline that, in turns, needs to be supported (subgoaling process at work). Consequently, a document event on the group timeline is added to the
event network. The planning process goes on until no flaws are present in the current state ending
up with a consistent event network.

Figure 28 Posting new events on a timeline, as trainees’ actions, triggers planning features
Multi-choice request events have similar effects but give more flexibility than simple yes/no
requests. Notice that consequences of user actions can be more complicated than those of the
provided example including more than a target value on any timeline generating, eventually, new
requests to the user and thus a complex and involving evolution of the simulated scenario.
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3.2 Results
3.2.1 Testbed infrastructure
The Pandora testbed consists of a Pandora server and several personal laptops - one for each
Trainee. In the current solution, the Pandora server is the trainer’s personal computer while in the
future it will be decoupled. All computers run in a private network, either local (LAN) or virtual (VPN).
Direct IP visibility is required between all computers. The required minimum network speed is 10
Mbps - for high quality video and small delays.

3.2.2 Pandora Server
The Pandora server is a virtual machine running on a standard Xen host. Virtualization is used to
support multiple instances in case several testbeds were needed. Its hardware requirements are
small - currently 1GB of memory and 8GB of disk are sufficient, both parameters are extendable by
means of the used virtualization platform.
The Pandora server is a standard Linux server running the following software:
 Ubuntu server 10.10
 Apache HTTP Server (for static content)
Scenario assets, statics material and other static content is stored on a dedicated disk folder
and exposed as a web folder and over NFS.
 MySQL 5
Crisis Knowledge Base (CKB) uses database storage.
 GlassFish v3 Web Application Server (for web applications)
Not used in the current deployment, but RMI might be exchanged with REST or Web Service
API. In that case an advanced web application container would be useful. Such an approach
would also allow easier firewall transition. That would eliminate the need for VPN in the
distributed training use case while still ensuring sufficient security.
 Sun JDK6 + Pandora Backend solution
Sun/Oracle JDK has been used, being the most widely accepted as a standard. Pandora BE is
a standalone Java executable running in its JVM.

3.2.3 Trainee Laptop
A trainee uses a personal computer for his/her personal console to run the Pandora Training System.
In single site and deployed training use cases the trainee receives, takes actions and communicates
with others, using the Desktop Trainee GUI. It is designed for a large volume and frequency of events,
rich multimedia interactions and advanced training features. In parallel the group events intended
for all trainees are presented on a videowall controlled by the Group Trainee GUI (running on
another computer).
In the distributed environment the group events are presented in a Distributed Virtual Environment
Trainee GUI - a completely new trainee experience that also allows communication between trainees
in a virtual world (like Second Life).
Desktop Trainee GUI (suited for large volume and frequency of events, rich multimedia interaction
and advanced training features):
 Windows 7 or XP
 VLC player installed
 Desktop Trainee GUI application installed
Distributed Virtual Environment Trainee GUI (presentation of group events in a virtual world crisis
room, no backward information):
 Windows 7 or XP
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DVE Client installed
Desktop Trainee GUI application installed

Group Trainee GUI (presentation of group events on the videowall, no backward information):
 Windows 7 or XP
 Group Trainee GUI application installed (with MDS application included)
The Group Trainee GUI is designed to run on a separate computer, but could also run on any existing
computer in the system.

3.2.4 Portability
The whole solution is developed more or less in Java therefore it should work on all standard
operation systems (Windows, Linux, MacOS, etc.), but that gets trickier when it comes to the display
of multimedia components and every port to a new operating system (OS) has to be thoroughly
tested.
The Pandora BE is designed only to run on a Linux virtual machine, which can run on a host with any
OS.
All three types of Trainee GUI focus on Windows, however the Desktop Trainee GUI has the potential
to run on both Linux and MAC OS with minimal reconfiguration. For all early adopters we plan to
provide a virtual machine with the Desktop Trainee GUI so that it can run on a host with any OS.

3.2.5 Testing plan and outcomes
In this sub-section we give a brief description of the sequence of tests carried out in the development
of the Pandora system. All tests have been carried out with an acceptable success rate, ensuring that
all core functionality was fully functional and operational, and peripheral functionality was
predominantly functional and operational.
Basic static testing was performed; mainly interfaces review, inspection of configuration and brief
review of main classes.
Functionality testing, based on technical requirements, follows the grey box approach. The same
applies to non-functional testing.
Unit tests were written, making use of the JUnit framework, for the most important sections of the
application, and regularly executed through the whole development cycle. We also made use of the
Hudson platform for continuous integration that automatically and periodically re-builds the entire
system and runs all defined tests when there are changes in the source code repository (checked
every hour), alerting the developers if the changes introduced compilation problems, and preparing a
full report of the testing results. This was integrated with the code coverage and analysis tool
Cobertura, which provides automatic up-to-date fine grained line, branch, method, class and
package code coverage statistics for the entire project. The goal was that all substantial parts of the
code were properly covered by unit tests. Every module author was responsible for delivering tests
together with the module code.
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Figure 29: Hudson interface displaying details for the 16 failing tests out of 82 during development
Unit tests are very useful for testing processes and functions, but are ill suited for testing heavily
interactive programs, especially those driven by events such as graphical user interfaces. In those
cases the functional and integration tests are imperative for the interaction with the user interface,
and the triggering of events can only be validated that way.
Integration tests were prepared, updated and performed by the testing team. Their aim was to
thoroughly test the behavior of the modules and their interaction with other modules when working
together in the final solution. Test cases were based on technical specifications and technical
requirements.
The majority of these tests required a human tester to execute and evaluate the results. Defects
were reported. When the issue was resolved, the tester repeated the related tests to verify the
resolution, as well as confirming that new defects had not been introduced.
System testing followed the successful integration testing phase. System tests were also prepared
and performed by the testing team and were based on the technical specification and developed
software solution.
There was a smaller subset of key integration and system tests used for regression testing. Those
tests were repeated at each major code modification and before every milestone.
A usability test was performed as the last part of the development, and its results were used by the
development team (particularly that of the user interface) to improve the usability of the application.
User acceptance tests, alpha and beta testing were also carried out successfully at end user sites in
Paris and York.
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3.3
User Evaluation
3.3.1 Usability of Pandora System (GUIs)
The Pandora evaluation utilised a range of heuristic evaluation techniques based on NielsenShneiderman heuristics combined with other heuristics set out in the work of Nielsen and Molich, to
evaluate Pandora’s GUIs, these being:
- Simplified think aloud, a discount usability method used in case of small scale tests.
- Cognitive walkthrough, a method based on the assumption that users make selections based
on the expectation that the action will help to achieve the current goal.
- Guideline review, a method in which the reviewers check the product for conformance to a
list of standing guidelines and/or golden rules:
o Simply presented information
o Content reduced to essentials
o Manageable logical structure
o Intuitive usability
o Uniform appearance, consistently designed
o Good design and appealing graphics
o Quick delivery information
The Pandora’s GUIs for trainee and trainer were evaluated in line with the principles above in order
to find and return some useful information on the usability of the system, and to recommend
improvements for the design of the final product. Standard questionnaires, SUMI and QUIS, were
deployed as they could be used by naïve potential users. These also permit the integration of
measures on:
 Efficiency
 Affect
 Helpfulness
 Control
 Learnability
 Satisfaction

3.3.2 User Experience and Acceptance
Since end users, in the case the trainer and the trainees, are required to interact with the Pandora
Advanced Training Environment, consideration of their view of the user experience and their
acceptance of the technology is important in the evaluation of the system. The user experience
issues to assess can be identified as follows, the intention being that each measure below reflects
user opinion or perception:
-

-

Realism, that is the sense for the trainee to be in the real crisis situation during the training
session. Different features of the technological system may contribute to the perception of
realism such as the representation of the context of actual crisis and the capability of the
system to induce in the training context the same psychological processes that are
experienced in attending the current crisis.
Quality of interaction during the training session in a technology mediated environment. In
addition to the bidirectional interactions of trainer and trainees, multidirectional (or
cooperative) interactions within trainees are of great interest. Typical variables from this side
are dealing, e.g., either with the trainer interventions, the trainees spontaneous
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-

-

-

interventions, the trainees interventions inspired by the trainer, the turn taking, and so on,
or by subjective scales to measure the trainees’ freedom (perception of) to attend the
training session, naturalness of conversation, appropriateness of interruptions, etc.
Learning climate. An important aspect influencing training effectiveness is the so called
learning climate which can be defined as the perception by the trainee about interpersonal
relationships between the trainee and the trainer (instructor) and also among the trainees.
The indicators to measure the perception of the “learning climate” can include: the
perception of friendliness, the degree of cooperation, creativity, and capability to promote
learning.
Quality of the tutorials (pre-session) delivered to both trainees and trainer about properly
using/interacting with Pandora tools. An adequate procedure to instruct the trainer has so to
be activated, and as well as an adequate procedure to instruct the trainees before any demo
session. Indicators of such issue typically are clearness and exhaustiveness of the provided
instructions.
Security and privacy of the end-users. In this context important factors affecting the usability
are security and privacy as perceived by the end-users. These include procedures of
registration and access to the system, and also the conformity to security protocols and
confidentiality of personal data.

The results generated in relation to these variables have contributed to improve our understanding
of user interaction with the Pandora system. Despite the complexity of the system and the setting of
the training environment, the end-users were positively impressed by the scenario represented as
they were quickly able to develop both an understanding of the system and its use, interact with the
scenario, and experience some emotional engagement, at the familiarisation stage and at run time.
None of them encountered problems in the areas of privacy and security, as they exhibited
confidence in the system, and trusted it along with their fellow trainees and the trainer, to achieve a
positive outcome.
This leads us to the conclusion that the Pandora system successfully met the criteria for user
acceptance, and provided a more than positive user experience. This outcome is a significant
achievement from the evaluation, especially given the fact that all end-users involved in the exercise
were real-world Gold Commanders. Most of them had very positive reactions towards the Pandora
training system, finding it easy to use, engaging, credible as a work tool, and potentially extremely
useful for their respective work situations. A few minor comments were raised on improvements to
the GUI and the processes and procedures of the training tutorial, but all of these were seen to be
positive enhancements to an already very successful system.

3.3.3 Individual and Group Performance
Following the IPO (Input-Process-Output) model, we analysed differences between the participants,
independent from the training group (in terms of personality and level of expertise), training process
(in terms of anxiety and confidence experienced by trainees during sessions, communication and
activity) and outcome (in terms of user experience and user acceptance). Although theoretically the
process should be interpreted as linear (that is from input to output) some individual characteristics
could directly affect the perceptions of the trainee experience.
Eleven participants, from three trainee groups, were analysed using the IPO method. With the
expectation of levels of expertise, when Input and Process variables were used as independent
variables the analysis resulted in a normal distribution. To test for statistically significant variances a
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one way ANOVA for each independent variable was run. Due to the very small sample size, the
significant level was set at p<0.10. The measure employed were:

3.3.4 Input
Expertise: level of prior content experience (8 with high experience, 3 with medium experience).
Big Five: 15 adjectives assessing the five basic personality factors: Extraversion, Agreeableness,
Conscientiousness, Neuroticism and Openness to Experience (three adjectives for each dimension).
Mean analysis and distributions of participants in the big five were little bit higher compared to the
normal population, in particular for the Conscientiousness dimension.

3.3.5 Process
Anxiety: Level of Anxiety was assessed during the session by questions embedded in the training
scenario asking directly how anxious each trainee felt in that moment. The mean score was used as
measure. Overall the mean was quite low, which may be explained in part by the fact that all
participants had at least some level of expertise as Gold Commanders.
Confidence: as with anxiety, the level of confidence was assessed during the training session through
direct questions to the trainees asking them to evaluate their level of confidence at given decision
points. Again, the mean score was used as measure, and the overall mean was reasonably high.
Potentially this also reflects the experience within the group.
Communication: communication was measured through the number of chat messages sent during
the session. In this case, frequencies of chat sent are quite differentiated between the trainees. This
measure maybe less useful, since it may be indicative of personal preference of familiarity with
digital chat facilities, data on which was not captured in advance.
Activity: the volume of activity amongst trainees was measured by their utilisation of the tools and
facilities provided within the system, calculated by the number opened and used during the session.

3.3.6 Output
User Acceptance: user acceptance was assessed via a post-session questionnaire, asking participants
to evaluate the technology (e.g. performance, quality etc.). The overall evaluation was extremely
positive from all participants, irrespective of previous familiarity with such technologies.
User Experience: the user experience evaluates the system on different sub-dimensions: Learning
Climate, Self Perception of Learning, Oral Instructions, Tutorial and User Interface. As described
earlier in this report overall the evaluation was extremely positive, (with a particularly high score for
the learning climate). Minor comments were received with suggestions to improve the Tutorial and
Oral Instructions for use of the system.

3.3.7 Evaluation results
A considerably body of data was collected in relation to the evaluation experiments carried out for
the Pandora Advanced Training Environment. The data was collected from a group of real-world endusers, all with some experience as Gold Commanders, therefore representing expert users within the
domain. This data has been analysed in detail and will be presented and disseminated through a
number of papers in relevant journals and presentations at international conferences and
workshops. A short summary of the evaluation findings follows:
 The prototype was found to be easily usable, reflecting both the use of standard designs in the
interface and well understood domain process flow within the scenario presentation.
 The trainees found the representation of information realistic and stimulating, commenting on
that they found this training considerably closer to the real situation than traditional training
systems they had encountered.
 The system was compared favourable, by the trainees, with existing commercial systems with
which they were familiar, with some trainees even suggesting they would be prepared to use the
prototype as it stood.

33






There was considerable enthusiasm amongst both trainers and trainees for the physiological and
behavioural monitoring system, and the feedback it provided linked to the debriefing system.
In terms of the IPO model, all variables were assessed as positive to the success and acceptance
of the Pandora system.
With regard to the user experience, the evaluation was extremely positive, with some minor
criticisms on the tutorial and oral information being provided.
With regard to the user interface, trainees were impressed by ease of use and were familiar with
the metaphors employed. A number of minor criticisms were raised on layout and functionality,
all of which have been addressed in the revisions to the prototype.

Overall, the outcomes of the Pandora evaluation experiments were considerably more positive than
the project partners could have hoped, given that the system was being tested in beta prototype.
The view of trainers and trainees alike was that the system represented an improvement on existing
training methods and tools for Gold Commanders, was comparable, if not better than, existing
commercial tools for crisis management used in training situations, and provided a more realistic
training experience. In this context, we can clearly argue that Pandora has met and exceeded the
objectives of the project.

3.3.8 Contribution to the state-of-the-art
The Pandora project has developed a number of innovative ideas, techniques, components,
algorithms, all of which make a contribution to the state-of-the-art in training for crisis management
and may make a wider contribution. Additionally, contributions have been made to standards
development, and in the utilisation of technologies from other disciplines and domains into crisis
management training. A list of the contributions is provided below:
 The Pandora Advanced Training Environment (PATE):
o Has introduced a rich multimedia, augmented reality to extend the existing table-top
model.
o Can be utilised in three modes, dedicated site deployment, user site deployment and
distributed (web-based.)
o Also offers a full immersive virtual reality deployment.
o Provides a dynamic, emotionally affective, realistic training experience.
o Provides a mechanism through NPC utilisation to ensure that training exercises are
always fully populated.
 Pandora has developed a new ontology to:
o Represent event information within a crisis training scenario utilising timeline based
planning (from space research).
o Develop a component service model mediated by an open source middleware tool
developed in the project.
 The timeline based event model technology:
o Generate stimuli for trainees
o Supports user modelling (psychological and physiological data)
o Connects personalisation and simulation environment
o Provides abstraction for the trainer to use (link from scenarios event to internal timeline
representation).
 The system provides real-time interactive control by the trainer, providing the ability to:
o Interject new events within the scenario.
o Compress and expand timelines.
o Communicate directly with trainees individually or group, personally or by taking control
of an NPC.
 The system provides a multiple virtual displays (MDS) facility, which can:
o Synchronise different feeds to a range of displays.
o Allow the trainer an editing facility to create several feeds each with different content.
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The system supports realistic crisis scenarios through the use of affect to impact stress levels in
trainees by:
o Classifying trainees and modelling their behaviour, which, combined with emotionally
affective multimedia information, supports individualised customised decision making
under stress within the learning environment.
o Manipulation of information feeds to provide various forms of information inconsistency,
e.g. information overload, missing information, etc. to impact decision-making and
thereby reflect real-world constraints.
o Dynamically creating new multimedia feeds, set at appropriate affective levels to impact
trainee stress, by combining multimedia assets using automated mashup rules.
Training can be reinforced through the use of behavioural feedback to trainees, achieved by:
o Profiling trainees before and during training through the use of pre-training
questionnaires, in-training physiological monitoring and in-training trainee self-reporting.
o Consideration of decision-making performance during training through rollback facility,
and post-training using recording and debriefing framework to provide detailed
feedback.
Whilst developed for crisis management training, the system has the potential to:
o Be generalised, and then utilised to support a large number of application areas such as
military strategic planning, health service delivery planning, organisational strategic
planning, local government service delivery planning, stock portfolio planning, business
continuity planning and any other application area which can be categorised as a
sequence of information and decision events within a timeline based model.
o Evolve to provide a significant range of potential outcomes, overcoming the limitations
of a constrained desktop or table-top exercise environment.
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4. Potential impact (including the socio-economic impact and the wider
societal implications of the project so far) and the main dissemination
activities and the exploitation of results
4.1 Awareness and Wider Societal Implications
4.1.1 Pandora Awareness of Differentiation between users
The Pandora project has made considerable effort to ensure that the services, facilities and tools
provided within the Pandora system are equable, or neutral in their treatment of differences between
users. To achieve this, we can consider each of the major differentiating characteristics within the
system:


Gender – there is no distinction within the Pandora system to indicate whether a trainee is male or
female or, perhaps more importantly whether a specified role within the trainee team is
associated to a particular gender. This means that NPC characters can be gender specified when
instantiated, and human trainees are not expected to represent any gender other than their own.
As a result, we can argue that Pandora treats all subjects equally in terms of gender, although
there may be some gender attributes identified in behaviour analysis, but these will be related
back into the individual feedback provided to trainees. It is important to stress that the project has
sought to ensure that no actor associated either within a scenario, or as an active participant in a
training event, is prejudiced by reason of their gender.



Ethnicity – as with gender above, the project has sought to ensure that there is no prejudice
associated with any actor in the system or using the system, by reason of ethnicity. The role
specified within the scenario in the demonstrator prototype could be occupied by people of any
racial background, and the ethnicity of NPC characters can be explicitly selected at run-time.



Age – There are age characteristics associated with both the trainees and the roles operational
during an instantiation of the Pandora system. This is inevitable, since the trainees are Gold
Commanders, as that status cannot be achieved without having achieved a rank and / or position
commensurate with a number of years’ experience and associated senior responsibility within a
real-world role. Accordingly, the age profile of trainees within the Pandora system can be
identified as between 30 and 70 years of age, since it is unlikely that trainees would have achieved
the necessary status and responsibility before the age of 30, and we would anticipate that anyone
over the age of 70, would have retired rather than occupying a Gold Commander role. There are
obviously exceptions and exceptional situations but since the system makes no use of age data, as
opposed to experience, these exceptions do not cause any problems for the system. In keeping
with the age profile of the trainees NPC characters are also represented as fitting the relevant age
profile. This has the advantage of ensuring consistency of representation and one hopes,
understanding between all actors in the crisis scenario.



Social status – As with age, we would anticipate that Gold Commander trainees, occupying senior
roles in public services and industry, would be representative of the A, B social status groupings.
These groupings imply certain standards of language, behaviour and social performance, which
would be expected not only of the trainees but also of all other actors engaged in the scenario,
and the Pandora environment, information and NPC characters are all configured to be compliant
and consistent with such standards of behaviour. It is likely that were the system to be configured
for operational level training a wider range of groupings and behaviours would be deemed
acceptable and necessary for the systems to be fully representative.



Educational background – it is reasonable to assume that Gold Commander trainees will have
achieved a tertiary level of education, whether by formal qualification, or through practice or
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experience. As such, the Pandora system, and in particular the language and terminology in use
within the system, is reflective of that level of knowledge and understanding and all actors in the
system including the trainees are expected to operate comfortably at that level . Once again, if the
system were to be used more widely, particularly at an operational level, then consideration would
have to be given to extending the terminology and lowering the expectations of knowledge and
understanding of the trainees.


Creed / Religion – Within the system there is no explicit representation nor consideration of
secular issues associated with any particular creed or religion. However, it cannot be guaranteed
that the use of mainstream information and media representations will be holy consistent or
compliant with the demands of different religious groups. It is therefore important that where the
system is to be used in areas predominated by particular religious groups, or where we can
anticipate that the trainees will all be representative of a particular religious grouping,
consideration is given to ensuring that information within the system is acceptable for use with
that group. There may be additional religious rules which impact on the processes and procedures
for crisis management in different societies, of which the project is currently unaware, and to
ensure the usability of the system within such situations, all aspects or process and information
related to the crisis scenarios is completely configurable.



Legal and cultural issues – The Pandora system has been developed to be compliant with the
regulatory systems, rules and cultural dynamics of the EU member states and, as far as is possible,
we believe that this has been achieved. However, outwith of the EU, different regulatory models
may well apply which will impact the viability and appropriateness of the processes currently
enacted within the Pandora demonstrator prototype. Variability of cultural models will
undoubtedly impact on decision processes and outcomes within the crisis scenario, and may also
have impacts on the procedures and processes utilised within the system. Once again, in an
attempt to address these issues, the Pandora system has been made completely configurable
however, this would require authoring effort by trainers experienced in crisis management and
expert in the relevant regulatory and cultural models.

It should be noted, that while the project has sought to make the system configurable and thereby
flexible for a wide variety of usage, the major outcome of the project at this time is a methodological
approach to the development of crisis scenario within the Pandora system, the Pandora box from
which the system can be instantiated, and a demonstrator prototype utilising a severe weather
scenario. The project has not had the time, or resources, to separately develop an authoring tool for
crisis scenarios, for use by trainers outwith of the Pandora consortium. As a result, authoring of new
scenarios and configuration of the Pandora system currently requires significantly more expertise and
knowledge of the Pandora box than we would wish. This will have an impact on the take up of the
system, however, since the intention of the project is to make the Pandora outcomes available as open
source, our goal will be to build a user community and help them develop the relevant expertise, while
also seeking further funding to enable the development of appropriate authoring tools.

4.1.2 Scientific Impact
The Pandora system, has been designed and developed both to provide a useable and working system
for crisis management trainers, training Gold Commanders, and to advance the state of the art in
terms of tools and technological approaches to crisis management training. To this end, the project
has incorporated and further developed technologies from a range of different sources:
 Event network planning - the crisis scenario models are enacted within the Pandora system as
timeline based event networks, where every actor, media stream, decision thread, and relevant
groupings thereof are addressed by their own timeline. These timelines provide a range of facilities
within the training scenario, including:
o Generating stimuli for trainees;
o Supporting user modelling (psychological & physiological data);
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o Connecting the personalisation and simulation environments.
This technology has been adapted from space research activity in AI planning and extended to meet
the needs of the Pandora system, in particular in dynamic re-planning and redistribution of
resources as a result of trainer and trainee decisions. Additionally, the system provides the ability
for the trainer to compress and expand timelines, and to interject new events dynamically into a
training scenario, to increase or decrease the complexity of the situation and the stress applied to
the trainees.


Behavioural analysis – the Pandora system develops user models of the trainees before and during
training through:
o Pre-modelling of behavioural and personality traits.
o In training capture of physiological stress indicators and decision making performance to
assess individuals performance
This information is used within the system by the Affective State Framework, to capture levels of
user stress and impact on that as required, and after the training, to support analysis of trainee
decision-making and performance under stress. This behavioural capture and reporting is novel for
training systems of this kind, and extends the state of the art to provide more targeted indications
of the impact of the training scenario.



Knowledge base utilisation – Pandora has taken on board existing knowledge base research in
particular from expert systems, to provide decision point support and information management
within the crisis scenario, combined with an appropriate rules base to govern trainee interactions
and event sequencing.



Representation of actors within the Pandora system – one key aspect of any multi-agency training
event, such as Gold Commander training, is the requirement that all key agencies are represented
in order for the training to be effective. Owing to the demands and pressures of the work place on
the individuals, this can prove difficult to achieve with the result that training events occur less
frequently that might be desirable. The Pandora system offers a solution to this problem through
the use of NPC characters, a term taken from games technology meaning non-playing characters,
although in this instance these characters have a greater level of engagement that would be the
norm. The NPC Framework provides the opportunity to introduce a range of NPC actors into the
scenario, each of which can be configured with specific characteristics such as experience,
expertise, communication skills, emotional type. The range of NPC actors that can be represented
are:
o Missing trainees e.g. Police, Fire, Hospital, Local Authorities.
o Locon: staff at operational level reporting to Trainees
o Hicon: people at higher level to whom Trainees report
o Experts who may provide advice / information
This facility enables the Pandora system to ensure that each training event has a complete set of
actors involved in the scenario and in all decision-making events, even when some human actors
are unavailable. This frees the trainer from any responsibility in having to represent a missing
trainee, allowing them to concentrate on running the training event itself, but it also provides the
trainer with the opportunity to take over NPC actors to provide additional inputs, scenario changes,
better information or expert input as required. Again, this functionality is unique to the Pandora
system and provides a significant advance on the current state of the art in table-top training.



Affective computing – The emotion engine within the Pandora system, which comprises the NPC
Framework and the Affective State Framework is based on research work carried out by the
affective computing community on the representation of emotion and the affective impact of
emotion on users. The project has extended this work, in the process providing a contribution to
the development of the EmotionML markup language standard, to develop a combination of
emotive tagging of multimedia assets and mashup rules for the combination of those assets to
develop multimedia information at a specified level of emotional affect. This has been combined
with empirical models of the use of multimedia information to create emotional ambience from
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film and TV, combined with information management rules based on issues identified for research
within the information and data management community. The combination of these different
sources provides Pandora with a unique mechanism for the creation of emotionally affective
presentations of information which can directly impact the stress levels of the trainees using the
system either at an individual or group level , and can be used therefore to create more realistic
training impacts.


Immersive virtual reality – In addition to the rich multimedia environment created for in person,
co-located training events, which provides an augmented reality experience, the project has also
developed an immersive VR model for crisis management training. This model utilises games and
avatar technologies to provide a virtual crisis room in which the trainees, represented by human
avatar characters, can carry out the set of actions, processes and procedures that represent the
actual training event. The project has attempted to ensure consistency between the augmented
reality and virtual reality scenarios, with a view to achieving a reasonably common learning
experience for trainees utilising either model. The Pandora approach has extended the capabilities
of immersive VR, both in the use of the timeline event network model described earlier, and in
extending the use of emotional affect within such an environment building on work that has
already been done within that community.



Software Engineering – as part of the integration process carried out for the project a new and
extended middleware facility has been developed to support component level integration, readily
allowing the Pandora box to be extended by the integration of open source and proprietary
technologies and facilities. For example, within the multimedia environment provided by Pandora
two background utilities provided by partners, namely a GIS tool provided by XLAB called GAEA,
and a multi-screen display tool provided by ORT France, are both integrated into the Pandora
prototype demonstrator. The middleware utility allows for these components to be readily
replaced by other components, such as Bing for the GIS system and some other multi-screen
display system, with limited or no reconfiguration of the Pandora Box. As with the other tools and
utilities developed within the project, the middleware utility will be made available to the wider
scientific community as an open source tools.



The crisis management community – whilst this community may be seen as the end users of the
Pandora system, there is clearly a significant body of scientific research that has been and is taking
place in relation to all aspects of crisis management. Therefore the Pandora system does
contribute a considerable scientific impact into the research in this community, not least in
considering the use of a rich multimedia augmented reality system to provide training support,
thereby enriching the existing table top models and providing a greater level of generality than
existing simulation models. Pandora has also developed a recording and feedback utility, which
will be used to capture and feedback on trainee performance, offering the potential for a greater
level of selectivity for crisis manager roles, and the potential for more specific and targeted
training to improve individual performance. The impact on this community can therefore be said
to straddle both a scientific impact and a societal impact.

4.1.3 Societal Impact
Crisis management is an extremely important service necessary to maintain the integrity and capability
of social and industrial operations in extreme circumstances. As such, it has a major societal impact,
particularly when poor or ineffectual. It can therefore be argued that any system which improves the
performance of crisis managers will have significant positive societal and industrial impacts as a result.
This can be argued as:


Economic impact – reduced down time for industry and major services, plus reduced cost for
deployment of emergency services through better planning and more effective and efficient use of
resources during a crisis.
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Industrial impact – reduced downtime through crisis leading to greater profitability, reduced loss
of production, and reduced diversion of manpower.



Societal impacts – more effective and efficient crisis management will lead to:
o Reduced loss of life in life threatening crises;
o Reductions in interruption to normal life patterns in wider society;
o Less disruption to transport infrastructure and technological failures;
o More robust critical infrastructure;
o Better policing and management of terrorism events;
o Improved epidemiological and disease control.
These benefits, amongst others, can be directly attributed to the provision of an improved crisis
management service through better, more effective crisis management training. The Pandora
system can offer these improvements in training, and therefore result in these impacts.



An additional benefit of improved crisis management training for Gold Commanders will be in an
enhanced understanding of the role and activities of other Gold Commanders leading to
improvements in inter-agency operation and reducing the societal impact of inter-agency conflict
and mismatch. It can also be argued that the improved feedback and reflection process provided in
the Pandora system as part of the crisis management training will enable individual Gold
Commanders to become more effective decision makers and have a clearer understanding of their
own strengths and weaknesses, with commensurate benefits in their normal roles and activities.



The wider potential of the Pandora system is that it has been developed as a generic methodology
and toolset, to support event network-based training scenarios, and then instantiated for a crisis
management scenario. This means that the development of better authoring capabilities discussed
at the end of section 1.1 will enable the system to be applicable to a large number of different
application areas as well as crisis management e.g. transport, military strategic planning, health
service delivery planning, organisational strategic planning, local government service delivery
planning, stock portfolio planning. As a result, the potential market for the Pandora system is
extremely significant and its impact could be far wider than the crisis management community.
The discussion above on the capabilities of the Pandora system has to a large extent already been
realised, in the sense that an existing demonstrator prototype is available and has just been
thoroughly tested and evaluated with real trainees and we are confident that the test and evaluation
results demonstrate that it achieves the improvements in the provision of a training scenario and the
impact on trainees that we anticipated. However, the larger scale scientific and societal impacts
described above will only come about through the widespread deployment of Pandora and its use to
train significant numbers of Gold Commander crisis managers. Therefore the next stage of the
project is in the widespread dissemination of information about the system, exploitation and further
development of the Pandora system, and the development of a large user community supporting the
user of Pandora across the EU and further afield. If we can achieve this, in the next two to three
years, then we are confident the societal and scientific impacts we have described above will be
realised.

4.2 Main Dissemination Activities
The partners have undertaken considerable dissemination in a variety of forms, briefly described
below:
1. The Pandora website was developed for the project and can be found at:
http://www.pandoraproject.eu/
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2. A 7 minute 48 second YouTube video about the Pandora project can be found at
http://www.youtube.com/watch?v=WBtABSPaW9s
3. Two leaflets advertising the Pandora Project were generated during the lifetime of the project,
written in the four languages of the partners: English, French, Italian and Slovenian.
4. Two newsletters advertising the Pandora Project were generated during the lifetime of the
project. These were printed in English only.
5. Throughout the lifetime of the project the consortium published the following:
 2 Journal paper
 13 conference papers
 6 conference workshop papers
 1 conference poster
 1 book chapter
 2 news articles
 1 report
Further papers are under development, and will be published by individual partners, and by
the consortium as a whole, as the exploitation and further development of the Pandora
system continues.
6. Other publicity activities include:
 3 demonstrations of Pandora at conferences
 6 invited talks at conferences
7. A major symposium to dissemination the work of Pandora, alongside 9 other EU projects was
held in London on 29th March 2012.

4.3 Exploitation of Results
4.3.1 Business Models
To support the business planning of the Pandora Consortium, we can identify two generic types of
business model within the “Serious Games” industry, the B2B (Business to Business) and B2C
(Business to Consumer) models.
In the B2B model we further identify two methods of product/application delivery:
1. The order-based model, where a client organisation (either a business, association, or public or
private institution) hires a contractor to design and develop a “Serious Game”. This
product/application is for the exclusive use of the client, as it is designed according to its needs,
and can have a range of applications, such as in education, communications, health, security etc.
2. The licence-based model, where the Serious Game is produced by an organisation specialised in
the field of serious games, and is made available for a fee. The application can be either a readyto-use Serious Game (customised or non-customised), or a serious Game integrated within
another application or product. Within the framework of a commercial licence, the entity that
acquires the licence is able to make use of the application functionalities within its own activities.
However, the acquisition of the licence does not generally allow the entity to modify, distribute or
profit from the application source code, or even part of it.
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The B2C model is where a publisher, company, independent, association or public or private
institution designs and develops a Serious Game, and then offers it for sale directly to all types of
consumer, without any prior demand or order.
The Pandora Consortium is applying the B2B model, operating primarily with an annual licence fee
but also by providing pay-per use learning applications in the form of certified on-line or colocated one-day workshops. Furthermore, since Pandora will be offering training to service bodies
governed by public law, such as civil protection organisations, public academic institutions and
first responders, it is also applying a B2G (Business to Government) model.

4.3.2 Consortium Agreement
The consortium has decided that it will proceed to develop an exploitation model for the project
outcomes on the basis of an extended and formalised Consortium Agreement. This agreement will
be formulated by the consortium over the next few months, based on a shared-profit model and a
dual licencing approach to the promotion and marketing of the Pandora product, named the
Pandora Advanced Training Environment (PATE). Each partner will sign a Statement of Intent to
form the Consortium once the project ends and all the subsequent final reporting is complete.
Each partner will then be entitled to an equal share of the income generated from the product as
it stands at that date.
Further development of the PATE can then be undertaken by direct investment by the partners in
the consortium, or by seeking external strategic partners with funding to support or undertake this
work, with associated income and profit share agreements. Fundamentally, the existing Pandora
product would become background to such further work, with an associated licence cost, and the
foreground development would then generate a further income to be shared on the basis of
agreements and licences signed off by the Pandora consortium.
Individual partners in the Pandora Consortium can also exploit the project outcomes in terms of
their own business models and activities, subject to agreement and, where necessary, licencing
from the consortium.
Immediately post-project, a Pandora Consortium Committee (PCC) will be formed, with one offical
representative from each partner. The purpose of this committee is to monitor the exploitation,
licencing and further development of the PATE and any associated use or activity generated from
it, and to develop and manage the profit-share model for partners. This committee will meet at
least once a year face-to-face, and may meet more frequently using on-line video conferencing
tools. Each partner in the Pandora project is entitled to an official representation on the PCC,
subject to signing a Statement of Intent. However, this does not imply any specific future
commitment of resources, funds or activities by partners, other than those identified in this plan
and the Statement of Intent. All such future commitments will be subject to negotiation and
agreement, including licencing, where necessary, and profit-share agreement through the PCC.

4.3.3 Intellectual Property
The Pandora Consortium has agreed an IP assignment strategy on the basis of the standard EU IP
agreement model, which means that each partner has identified background IP brought into the
project, for which they have provided an open access licence for the foreground work carried out
in the project. All foregorund IP generated within the project is equally owned and shared by the
project partners, and this will be explicitly quantified at the end of the project, as it forms the basis
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of the profit share model for the exploitation of the project outcomes. Any continued use of
individual partner background IP in the exploitation of the project outcomes will be subject to
licencing conditions from that individual partner. Use and exploitation of the foreground Pandora
outcomes will be subject to licencing and partnership agreements with the PCC.

4.3.4 Financial Entities
There will be no financial entity that is the Pandora Consortium, it will instead be formed by a
group of financial entities, namely the individual partners. They will own a shared responsibility for
the maintenance and development of the Pandora outcomes, and for the development of
appropriate legal and financial instruments to ensure appropriate handling of licencing,
partnership agreements, and profit-sharing.

4.3.5 Consortium Development and Exploitation Plans
Each individual partner has produced their own development and exploitation plan. UoG and EPC
have been working closely on an analysis of the opportunities and potential for exploitation and
further development of the PATE within the UK market, as an exemplar of what might be achieved
in other EU countries in which the consortium has a presence, most notably Italy and France. The
analysis presented below, therefore, although it concentrates on the UK since that is the market
we have concentrated on initially, should be read as setting out a strategy that can and will be
applied in each country where we seek to exploit and develop the PATE. This model has been
discussed and shared with the Pandora partners, to aid them in developing their own individual
exploitation and development plans, and to consider consortium approaches in other countries.
We will work on this exploitation model, while establishing the PCC and setting up the licencing
and partnership agreement structures. As identified in the individual reports in the sections above,
we will also continue to seek research funding for further development and deployment of
Pandora, but this section will concentrate on exploitation and development.
Another reason for concentrating initially on the UK market is that the final dissemination event of
the Pandora project, the 2nd International Symposium on Crisis Management, was held in London
in March 2012, for an invited audience of predominantly UK organisations with a requirement for
crisis management training. We have already followed up with the attending organisations,
providing us with the potential to address a range of potential exploitation options, described
later in this section.
Vision:
‘To make a significant contribution to EU resilience in general and UK resilience specifically, by
providing high quality, relevant and cost-effective scenario based training for all organisations
charged with the effective management of the consequences that will arise from major
emergency and disaster situations’.

Groundwork:
The Pandora training system should develop and evolve to become a training product of first
choice for all organisations, be they Public or Private Sector, single or multi-agency, seeking to
improve their capabilities to manage the consequences that may result from major emergencies
and common resilience challenges.
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Constraints:
The delivery of the vision outlined above is subject to two main constraints:
Available Resources.
This is a standing constraint that is implicit in all public sector supported business initiatives within
the UK during the fiscally challenged environment that is likely to pertain over the next 2-3 years
at least. Thus, the obvious approach to take the Pandora product to market would be to identify a
line of additional investment derived from market exploitation above or in place of the minimum
annual training targets set for the UK Public Sector emergency preparedness workstream or
resources set aside to manage risk and consequences within major Private Sector companies. To
access existing training budgets Pandora will need to exploit value for money and additional utility
against existing products and training cultures. This is very doable provided that Pandora can be
demonstrated successfully to potential customers. To demonstrate that Pandora can deliver value
for money to customers while also providing sufficient income to support continuous
development and improvement, the Business Plan will need to have access to tight cost control;
maximisation of earnings; changes in the business model (identifying additional business
opportunities to utilise the training system in different and innovative ways); structural and
process efficiencies; and the exploitation of partnering, teaming and other strategic alliances. This
in turn will require robust fiscal management systems to be put in place that can cope easily with
changed operating models.
Market Uptake.
Pandora will need to create a market in two critical areas - Training Providers and Training Users.
Both of these market areas are currently experiencing a severe downturn particularly within the
Public Sector. However, the fiscal situation is not only a threat to exploitation it is also an
overwhelming opportunity, as both market segments are actively seeking more efficient and
innovative training solutions. With the right cost model, Pandora could gain a significant market
share during the downturn and be well placed to exploit the upturn in the fiscal conditions when
that occurs.
Active Business Exploitation Options:
There are 4 main and one subsidiary exploitation opportunities that have been identified as having
immediate potential. These are:
a) Identify and bring on board an existing major training provider within the UK sphere of activity. The
Cabinet Office preference would be for the EPC training contractor (Serco plc), to take on Pandora and
use it to support the whole gambit of training that it currently provides to the UK Public sector on
behalf of the UK Central Government overseen by the Cabinet Office. Serco has approximately 30% of
this market (about 6,000 trainees per year) with designs on growing its market share significantly over
the next 2-3 years. It also has designs upon overseas markets beyond the EU.
b) Identify large, preferably multi-national customers to take the Pandora system for use in-house. This
would give high visibility to the system, particularly if it was used by a ‘blue chip’ company or
organisation. Of course it would have to be tailored to deliver bespoke training and this would
inevitably constrain its initial further development to meet very specific and potentially narrow user
requirements. The UK Civil Aviation Authority, Regional elements of the UK National Health Service
(nationally the biggest employer in Europe with over 1.3 million staff) and the UK Civil Nuclear Power
sector, which may be about to expand significantly have all declared their interest in having a Pandora
application working for them.
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c) Create a consortium of Small to Medium sized training companies that will collectively pay a license fee
to use the Pandora system. They would also be able to buy/ hire content or indeed populate the system
with their own content. The commercial operating consortium would undertake to maintain and
support their use of the system. A portion of the license fee would be ploughed back to resource
programmed system development. This approach on its own is unlikely to generate sufficient income
to ensure rapid and continuous development of the Pandora system at least in the initial years of
operation.
d) The Pandora team in the UK set-up and operate their own Pandora training system as a web based
service that can be accessed online as a pay per play operation or as a time limited service (e.g.
monthly, quarterly, annual etc).
e) As a sub-set, it could also be possible to provide an online scenario builder that any customer could
access for a fee. The use of the material would be for a fixed period of time and the rights to use would
be strictly policed. This option would be available when a full menu of scenarios is available. The
construction of scenarios is a key requirement for the commercialisation of the Pandora system and the
use of scenario information could be marketed as a separate activity that has the potential to produce a
significant and robust income source for little or no additional outlay after scenarios have been
generated and on-line tools to manage the service have been created.

Discussion
All of the options outlined above are feasible. However, in order to commercialise the system and
achieve uptake across a wide area as quickly as possible, options a) and b) are the preferred
course. However, if option a) proves unachievable then options b) and c) would be a commercially
viable route. Options c) and d) either singly or together are unlikely to produce the level of uptake
and income necessary to take Pandora from its current state into a suite of commercial products.
A key driver in all of the analysis is the need to achieve three main objectives concurrently. These
are: Volumes of Customers, Improved Training Effect and real Value for Money for the customers
in whatever sector they reside. How these components interact to provide the tangible potential
benefits that Pandora can deliver is illustrated in the diagram at fig 1.
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Figure 3 - Key Driver Interaction for Pandora Exploitation
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4.3.6 Conclusion
Pandora offers a tangible capability that now needs to be exploited to the fullest extent in the
shortest but managed timeline possible. In this way Pandora will unlock all of its potential and
deliver significant improvements to crisis management performance in the future. The consortium
is now moving to put the structure in place to deliver on this potential, and the momentum from
the recent dissemination event and follow-up provides a real opportunity for the exploitation of
the Pandora project outcomes.
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5. Diagrams / photographs illustrating and promoting the work of the
project
5.1 Logos

Vertical logo:

Horizontal Logo
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5.2 Leaflet
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5.3 Newsletter
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5.4 Barracuda Posters:
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5.5 Photos from the user trials
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5.6 Photos from the Final Dissemination Event – ISCM 2012
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5.7 Contact details:
Name: Dr Liz Bacon
Email: e.bacon@gre.ac.uk
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