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CASAM PRESENTATION

REMINDER OF THE CONTEXT

Security has been a major issue for commerciatramsport for many decades, as terrorist attacks on
commercial aircraft have a big psychological impatpopulation, and thus on economical activity.

Beside the 1 of September twin towers type of event exists laothreat: 15,000 disseminated
shoulder launched IR guided missiles (MANPADS) viahare in uncontrolled hands. Several attacks
already occurred and evidence of traffic has begorted, as MANPADS are plentiful on the black
market, inexpensive and easy to operate.

The US are preparing some regulations to force ocentiad aircraft to be equipped with onboard
protection systems. It is vital for Europe fromexrity and an economical point of view to be able
answer this requirement as well.

A protection system is made of a missile detectat af defeating equipment. The EU project CASAM
(Civil Aircraft Security Against MANPADS) concentes research on the defeating equipment, which is
considered to be that part of an aircraft's pravecsystem which has substantial cost and weight: a
innovative Directed Infra Red Countermeasure (DIRGMuipment shall be specifically designed for
commercial aircraft, bringing minimum perturbatioon the aircraft operation and the airport
environment.

Hence the global objective of CASAM project is &sitjn and validate a laser-based DIRCM module for
MANPADS jamming, which will comply with the consindés of commercial air transportation, including
the civil aircraft profile of flight, and will belde to defeat MANPADS of first and second generatio
(currently the most available world-wide) and atédahird generation which may become a threat & th
future.

Through a three-year project, CASAM explores sdvexehnological breakthroughs in laser, optics,
electro mechanics and processing that will be tiie of the future competitive equipment. Specifforg

is put on threat analysis and simulation, econohanalysis, aircraft installation constraints antpact.

A specific study is being carried out on legal asglulation issues which have a prominent positiothe
roadmap.

Major European actors (large enterprises and Researganisations) and highly specialised SMEs
cooperate inside a Consortium, bringing all skilk&l resources necessary to make CASAM a success and
reinforce the European position in this domain.

EVOLUTION OF OBJECTIVES OF THE ORIGINAL PROPOSAL

The four amendment proposed and accepted duringrtject life were concerning repartitions and
budgets of tasks inside the share of work and wegyerting some project duration extension (froro tw
to three years).

The main reason of duration extension is that wee lexperienced some wider and more complex tasks
than expected to architecture, design, detail desitanufacture and assemble the demonstrator which
constitutes one of the key results of the project.
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The success of final live demonstration has shdwrpertinence of those amendments and the quélity o
the work done to design and built this demonstrator

As far as the dissemination actions are concercedfidentiality rules around DIRCM activities
(technical and commercial) did not allow a full qaeation of the related WP.

Nevertheless, slides presented during the Finaltingeeon 25/06/2009 in Réthenbach have been

distributed as “Publishable” documents and Consartpartners were encouraged to continue their own
dissemination actions after the end of CASAM prbjec

1.3. STRUCTURE OF THE DOCUMENT

After a detailed reminder of the CASAM objectivashdpter 2, based on contractual Description of
Work), this document is structured around CASAM maspects:

* Threats assessment and scenarios,
e System architecture,

¢« Demonstrator,

* Flight protection,

* Legalissues,

e Economics studies,

» Technology breakthrough.

For each of those topics, a summary of performdtites is given and the main achievements are
underlined.
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CASAM PROJECT OBJECTIVES

Extracts from contractual Annex I: “Description wbrk”.
NEEDS AND ISSUES

Security has been a major issue for commerciaransport for many decades. The events of September
11" highlighted the need for improved security on-loaircraft. Systems are now being developed to
reduce the likelihood of physical and / or elecicdmjacking._Also, on-board security is likely itaclude

a system by which ground bas@dn-{portableair defencesystems(missiles, known as MANPADS) can

be defeated. Infra-red (IR) MANPADS are guided weapwhich are plentiful on the black market,
inexpensive and easy to operate. As a result tteegrae of the terrorists’ weapons of choice foacking
aircraft.

Terrorists Attacks

On November 28, 2002, terrorists linked to Al-Qaéided two SA-7 MANPADS in an attempt to shoot
down an lIsraeli jetliner taking off from Mombas&anya; this attack failed but has been followed by
other attacks, particularly in Irag. Another attasks launched in 2003 against a DHL aircraft in
Baghdad. Increased security in respect of passernger meant that terrorists must look elsewhere to
attack. Taking into account the large number of MMDS currently known to be in possession of over
27 terrorists groups, their relatively low costdahe vulnerability of large aircraft on landing taking

off, the probability of such attacks appears tdniog.

Commercial Aircraft Vulnerability

The vulnerability of commercial aircraft can beugitrated by traffic at London Heathrow Airport (LHR
LHR has some 480,000 aircraft movement per yeapeak times up to 120 movements per hour are
routinely accommodated; taking into account thghtlipaths and MANPADS characteristics, there may
be up to 60 aircraft at risk of attack at any ameetwithin an area of about 800 square km’s arduHR.

A supplementary area of 5000 square km’'s surrognttie airport exhibits a low to medium risk of
successful terrorist MANPADS attack. The size @& #rea presents a significant risk of ground atack
which are difficult to prevent using existing gralinountermeasures. However, the airports presenting
higher risks (to fly in to and out of) are oftercéed in other jurisdictions (for example middlestga
which may not be willing or able to set up adequagasures against terrorists

As a result, any defence against MANPADS attaclaulshinclude a mix of ground based measures
and/or on-board counter-measure systems, which haem developed for the commercial aircraft
environment.

General Defence Requirements

The flight duration of a light-weight - man-portabsurface-to-air missiles (SAM), before hitting an
aircraft, is often less than ten seconds. In thmaéta defence system must first detect and lottate
missile, and then initiate action to make the rfessiiss the aircraft. The likely scenario is thaemorist
would fire more than one missile to increase thbance of success. As a result, any commerciak#tirc
defence system should be able to counter at vashissile attacks.

On-board defence technologies against surfacert(E#M) and air-to-air missiles (AAM) have been
developed for military aircraft for many years. Bhe existing military defence systems cannot be
migrated to commercial aircraft without significamévelopment. This is because they do not fit the
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specific characteristics of civil transport air¢rafd are expensive. Some of the main differenetgden
military and civilian aircraft are the size of tlaércraft, the design of the engines which haveequit
different size and thermal signatures, in-flighmdaange and high altitude trajectories, on avePage5
take-off or landing per day, the operational anohemic needs of airlines (acquisition cost, fliglours,
block times, maintenance, reliability, MTBF, traigi etc) and environmental constraints. The
MANPADs used will be likely first or second geneoat systems and will be aimed at aircrafts flying
below 15 000 feet and lower. The impact of the dedesystem on the ground-structures and on the
population must be reduced to effectively zero.

US Homeland Security Activities and EU-Constraints

The US Department of Homeland Security (DHS) hamdhed a two-year programme (with funding
close to USD 100 Million) in August 2004 to develogst, and certify a suitable system for commércia
aircraft. It is considered probable (a bill is alilg under consideration) that, if successful, phegramme

will result in US legislationto mandate the installation of counter-measureise¢izd IR Counter
Measure, DIRCM)onto all commercial aircraft that enter US airegpaAny international airline, and
aircraft manufacturer will therefore have to compljth it. Obviously, if a single nation has the
exclusivity of producing such a countermeasuresceéevhe risk of distortions in competition would b
considerable. Another likely consequence is thatDiHS may proceed to set the standards and rules -
without reference to the EC and EU-community.

There is therefore a strong and urgent need foof&an research programmes investigating on-board
counter measures systems tailored to the spe@é&dsiand constraints of commercial airlines.

QUALIFIED SPECIFIC OBJECTIVES

Other proposals, e.g. within the Preliminary ActfonSecurity Research (PASR) or by the IsraelliAé
“EL-AL” are dealing with ground protection systeinsthe vicinity of airports and general issues of o
board self protection (missile warning systemsdmbination with hot flares or intense IR-sourcds,)e

It is clear now that the US is developing a DIRC¥stem and that such a system will probably be
imposed through ad-hoc regulation. Such a systetudes a Missile Warning System (MWS) and a
laser-based DIRCM system. This laser-based DIRChpoment with its powerful Laser and its
sophisticated laser beam director is the mostadilffipart of this comprehensive system.

The global objective of the proposed CASAM projéCivil Aircraft Security Against MANPADS
project), is to design, and validate a closed-lteger-based DIRCM (Directed IR-Counter Measure)
module for MANPADS jamming, which will comply witithe constraints ofcommercial air
transportation, including the civil aircraft prafibf flight, and will be able to defeat MANPADS fafst
and second generation (currently the most availabléd-wide) and also of third generation which may
be available in the future. It is the CASAM teamiwerstanding that the DHS is not developing aesyst
specific to commercial aviation but rather attemgtio merely adapt existing military systems. CASAM
do not consider that this approach, in the longhtewill benefit commercial aviation because miltar
systems are not designed with reference to theifgpeequirements and constraints relevant to
commercial aviation.

The detailed CASAM objectives include:

e Taking into account relevant regulation and staglidation issues, to define, with the end-users the
consolidated operational requirements for commesditiners (e.g. the total ownership cost per
hour of flight ) and the resulting specific techalicequirements / specification for the DIRCM,;

* To define the detailed architecture of critical sggiems (turret, opto-mechanical unit, laser and
related software) of a closed-loop DIRCM-systenedbldetect a threatening MANPAD threat, to
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identify the type of IR-seeker, to track the missind to jam the MANPAD-seeker within few
seconds.

* To design and demonstrate an innovative and simglttirret exhibiting:

full spatial coverage with two turrets
— high agility: 90° rotation within 100 ms

— use composite materials, so that the system wik haw drag (externally exposed volume
below 3 litres) and low weight (below 3 kg) foetmobile part

— passive and active closed-loop tracking based anulifunctional simplified sensor:
angular field of view about 10°, detection of a silesin a ballistic flight, recognition of the
type of the seeker of a MANPAD

— The turret will be modular for allowing to incor@de future generations of Lasers.

* To design and demonstrate an innovative IR lasgmcseowavelength 1.8-5um, with at least 2 band
independently tuneable, high repetition rate, veitimtrollable wave form in order to be used for
both identification and defeating modes. This redeavill address short term and medium term
threats by utilising :

— A leading edge laboratory prototype to be includtedhe DIRCM laboratory prototype
able to defeat current threat

— Progress on promising technologies that could leel against future threats or that could
bring significant breakthroughs in respect of masst and power consumption.

e To design and demonstrate a DIRCM software (indgdicontrolling the turret, seeker
identification, tracking, laser beam controllingfeat signal) and an interface connecting an off-
the-shelf Missile Warning System (MWS) and the DNRCT he first software will be modular in
order to allow incorporation of future generatiafd asers.

» Within national confidentiality/classification cdmaints, to validate on ground the DIRCM
technology being developed. A simulation SW-modeMaVS will be coupled to the laboratory
prototype of the DIRCM and used to defeat a reakitd-seeker;

* To determine the expected level of protection acbke by such a system, in particular in the high
threat environment in close vicinity of airports;

» To evaluate the economic and regulatory impacthsfailing DIRCOM systems on commercial
aircraft;

* To provide information to the European Commissiad $ European Governments in support of
international negotiations dealing with MANPADS rbtection of civil aircrafts against missiles
(MSL).

All those CASAM objectives were achieved during theroject as detailed in this document and in
CASAM deliverables available on CASAM Web site.
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CURRENT STATE OF THE ART

The Threat - Types of Shoulder-Fired SAMs

MANPAD missiles are most easily categorised bytthee of guidance system employed. For practical
purposes, there are in three basic types that dmultbnsidered to be applicable to this study, cantn
line of sight, laser beam-rider and infra-red spifded.

Command line-of-sight (CLOS) missiles do not homemn a particular aspect (heat source or radio- or
radar transmissions) of the targeted aircraft.eladt the missile operator or gunner visually aeguihe
target using a magnified optical sight and thersuselio remote controls to “fly” the missile intoet
aircraft. In order to be effective, the CLOS reqairhighly trained and skilled operators. Numerous
reports from the Soviet-Afghan War (in the 1980&d Afghan Mujahidin as being disappointed with
the British-supplied Blowpipe CLOS this was becaitsgas too difficult to learn to use and was very
inaccurate when deployed against fast moving jefraft. The CLOS missile is also not a “fire and
forget” system; the operator is more vulnerableabee he can be identified by the size of the firing
device and the plume of smoke when fired.

Laser beam riding MANPADS use lasers to guide thesites to the target. The missile literally flies
along the laser beam and strikes the aircraft wieremissile operator or gunner aims the lasersé@he
beam riding missiles, such as Sweden’s RBS-70 aitdi8s Starstreak, are considered to be effelgtive
resistant to current countermeasure systems ortargiland civilian aircraft. But such missiles also
require relatively extensive training to becomeifiesl operator. Again they are not “fire and forgend
not really hidden.

Given these considerations, many experts belieseGhOS and laser beam-rider missiles are notlideal
suited for terrorist use. The more advanced typ&SL®S missiles in particular are less freely saflé

to terrorist organisations on the weapons mafket.this reason the study will concentrate on theR-
guided SAMs which - have been identified by various unclasdifpublished sources - are being far
more readily available to terrorist organisatioB8Q,000 IR guided SAMs produced worldwide, at least
15,000 being disseminated and out of control),lzne already been used to target commercial dircraf

Infra-red (IR) guided missiles are “fire and forgmissiles and are designed to lock onto a heatcgo
on an aircraft, typically either the prop- or tumbd engine or its exhaust plumes, and to detonate a
warhead in or near the heat source in order tdilidhe aircraft.

These IR-missiles use passive guidance, meaningheg do not emit signals to detect a heat source,
which makes them difficult to be detected by tagdeaircraft employing countermeasure systems. The
first of these missiles was deployed in the 196@shnology of the seeker head is the main diffexenc
between generations of “fire and forget” IR MANPADs

» First generation shoulder-fired SAMs such as the U.S. Redeye, eargions of the Soviet SA-7,
and the Chinese HN-5 are considered “tail chasep@aresl, as their seekers are reliant on un-
cooled short-waveband (1-2.4pum) detectors andseimple guidance processedn general,
these can only acquire and engage an aircraftiaftas passed the missile’s firing position, when
the rear-side (hot metal) of the aircraft's engiaes fully exposed to the missile’s seeker. Such
first generation IR-missiles are also highly susibép to interfering thermal signatures from
background sources, including the sun, which cagnifstantly reduce the overall missile
effectiveness. For example, it is believed that Me@mbassa attack failed because the seeker
became blinded by the sun reflecting off the wimgl dlew past the aircraft as a result. These
missiles use seekers based on amplitude modulaitbrrather simple electronics. The aircraft IR
hot source can be located in polar co-ordinatexfelie control for radius and proportional control
for angle) with a modulation wheel.
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» Second generatioriR missiles, such as early versions of the U.Bigét, the Soviet SA-14, and
the Chinese FN-6, use liquid nitrogen cooled PbSIln®b detectors (wavelength 3-5&1-2.4um,
i.e. the wavelength of maximum radiation spectraman operating engine) and improved
guidance techniques within the seeker head whelbles the seeker to filter out most interfering
background IR sources, as well as enabling heaahdrside engagement profiles. Due to their low
energetic yield, they need much energhese missiles also employ technologies to counter
decoy flare that might be deployed by targeted aircrafts. Beekers are also based on a
modulation wheel which operates in frequency maitdato allow both radius and polar angle
proportional control. Some of these seekers useansl UV spectral band for decoy rejection.

» Third generation IR shoulder-fired SAMs such as the French Mistita, Russian SA-18, and the
U.S. Stinger B use single or multiple L or crossed®rs combined with nutation scanning to
produce a quasi-image and locate the target iresiart co-ordinates, and may utilise several
wavebands in the IR allowing it to discriminatevbeen the signature of an engine and flares. Both
second and third generation SAMs use electromechbsianning. This type of scanning, (like the
ones of the two first generation systems) has tiatpmporal equivalencmaking it possible to
confuse a SAM IR seeker with adequate light moduladn.

» Missiles such as the U.S. Sting B, the Russian 8Aigde single or multiple detectors for quasi-
imaging detection. The so-called rosette scan lisemed with two rotating prisms (each of them
having a specific rotation speed) that cover tlddfiof regard of the seeker. The aircraft IR
signature results in a different temporal pattefrdetection depending on the location of the
aircraft in the field of regard. Defeating thesels®s, with flares, is made difficult by using a
second UV spectral band for decoy identificationvai as trajectory algorithms with digital signal
processing.

* Fourth generation missiles such as the U.S. Stinger Block 2, anthéurmissiles believed to be
under development in Russia, Japan, France, Gerarahysrael are expected to incorporate linear
scanning or focal plane array and other advancesosayuidance systems (trajectory algorithms),
which will in turn permit engagement at greater gesy and provide even more robust
countermeasure rejection capabilities. Such missite not under production, and thanks to better
control techniques, they are not expected to beaeadily available within the next two decades.
It should be noted that fourth generation systeragiasigned to be air-to-air missiles, that
is to say they will be fired from fighter aircrafis a result it is only a remote possibility
that such a system would actually come into testsitands.

Numerous unclassified studies have identified thany terrorist organisations are believed to have
access to second and third generation Infra-redgiiiRtled missiles. DIRCM technology is considetsl t
most likely way to defeat these threats with specdference on the development and use of foealepl
arrays.

All previous generations of seekers employing uasigorts of scanning technology can be deceived
using less sophisticated laser modulations and ratelepower because of the spatio temporal
equivalence brought by the seeker heads scannstgmsyIn order to successfully jam the focal plane
array there will be a requirement to increase lgmaver by several orders of magnitude and with no
specific modulation. CASAM are of the opinion tisaeker deceiving systems are the best way to defeat
the likely MANPAD threat over the next 20-25 yearsd will therefore concentrate on this area. Is thi
regard CASAM will study modular architecture thatllvenable upgrades to new laser sour@#s
modulations from time to time. Parallel researchlaser source technology will also benefit to
future products derived from CASAM.
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Directed Laser Based Jammers

Recent advances in lasers have led to the devetgpne employment of directed jamming systems that
use lasers as the source of infra-red energy. Agamumber of systems are currently available pigiolg
LAIRCM, a development of the Northrop Grumman AN/@A24(V) DIRCM Nemesis which
incorporates an infra-red mid-waveband laser.

As per the directed lamp systems, the laser outpay be modulated such as to interfere with the
guidance signals generated within the seeker, mguasiher missile guidance perturbation or lossaxfk.
The modulation is a series of jamming codes addgtelde threat library. The primary benefits in rgpi

to a laser-based solution are the ability, tharmkgheir very narrow beam, to generate much more
jamming power on the seeker than lamp based systehile providing better weight, size, cost, power
consumption and reliability. But the current getieraof military laser based systems provides fgur
that are not sufficiently attractive for use comana@rairlines. But nevertheless such a technolqipears

to be promising and CASAM will concentrate on DIRG@&¢hnology.

In terms of achieving missile seeker defeat,aimount of energythat actually impinges on the seeker is
one of the key parameters, along with the timelleong missile launch - before jamming begins, and
how well matched the laser beam and its modulat®ordirected to the guidance system of the
approaching missile.

e Various programmes are currently underway both uroge and the United States
investigating the merits otclosed loop tracking. This technique uses retro-reflections of
the jamming laser from the seeker optics to moceirately track the missile seeker. This in
turn allows the laser beam to be narrowed, progithigher jamming powers to be aimed at
the missile seeker without any increase in the culaser size, weight and power
consumption. Several jamming sequences are usegssieely until the one works. This
method results in a statistic increase of mean jenmmuration because the code sequence
is built from a library without any information othe attacking missile. There is an
instantaneous Kkill's assessment which allows toresid several MANPADS almost
simultaneously.

» Arefinement of this technique is to use the regfbections to identify the type of seeker on
the threatening missile (based on temporal modulatf laser reflection from seeker
optics), which in turn allows the jamming modulasoto be optically ideally matched to
the seeker; it potentially results in the decreakeenergy necessary to speed up the
defeating process.

* In the case of multiple missile engagements, itmportant to achieve missile defeat
quickly. Higher laser powers coupled with matcheatoiations are one approach towards
achieving this aim. Shorter response time for meffectiveness and shorter following
missile capability. This approach is called a dé&oap technique. CASAM will
concentrate on this innovative issue.

* As laser powers can be substantially increasedpdtssibility of causing damage to the
detector in the missile seeker becomes availalidghnis another route towards achieving
rapid missile defeat. This approach is often reférto as “dazzling” or "blinding". In
general though such lasers are larger, require ramogaft power and their use in an
automatic system may well have safety implicatiarmind the aircraft environment which
are unacceptable in commercial applicatiahg; technology developed in CASAM will
be compatible with more powerful sources.
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2.4. TECHNOLOGICAL APPROACH, INNOVATION
The goal of the research is to progress on innexatchnologies that will identify an efficient and
competitive DIRCM-system for use on a commerciatraiit. Military research has shown that it is
possible to get efficient jamming capabilifyhe interesting challenge and the possible risk arinked
to the global requirements of airlines and air franers: low total volume, low drag, low mass, low
power consumption, high reliability, low LCC and no risk on ground and during take-off and
landing. Part of the challenge lies in technologies improent and simplification through an innovating
approach: military technologies need to be rewdsiteorder to meet the civil airliner requiremenitse
main technical DIRCM modules need innovative work:

* Optronics have to be low volume, low mass and l@st€ Current opto-mechanical DIRCM
architecture have to be fully rethought to loweteexal pointing parts (to reduce drag) and
simplified especially for pointing and stabilisatiarchitecture, as well as functional gathering .
Opto-mechanical turret will reach outstanding periance in steering and stabilisation at an
unreached performance to cost ratio and performanceass ratio. New Focal Plane Array
(imagery sensor) will integrate passive and aafietction modes for improved passive and active
tracking modes. Line of sight stabilisation willeusnovating low cost devices.

» Laser technology will be based on new progressR@O@rystals with a simplified architecture that
will be specially adapted to civilian aircraft neadd to the considered threat. For pump laser,
research will be focused on mass, volume and copsoamreduction, as well as output power and
Pulse rate frequency improvement. OPO research dedll with wavelength conversion stage
optimisation, crystal choice, arrangement and dpttion.

» Laser technology will be based on new efficientrapphes including fibber lasers and simpler
frequency conversion modules (OPO), as well asctiyreemitting mid-infrared semiconductor
lasers. Emphasis is put on compactness, efficiemy reliability

» Tracking technology will be adapted and optimisedsynergy with hardware development. No
doubt that civil DIRCM efficiency and optimisatiosill depend on system analysis and global
design. More over, tracking will have to face vepecific signal in active mode, so that algorithm
will be rethought and adapted to temporal Lases€&ection of MANPADS’ IR seekers.

As one can see, the methodology will make useefithjors following means:

» innovative research in pump lasers, OPO, opto-mecakturret, FPA sensors, tracking algorithm,
identification process,

» functional implementation optimisation for eachheical module,

» global design and specification as the barycentreuaent technology, innovative opportunities
and system needs.

The CASAM clearly does not aim at re-inventing tlukeel, but to base innovative approach on an
exhaustive state-of-the-art in order to proposebdst compromise for civil aircraft DIRCM.
A general literature review will be made at theelewf system analysis in Task 221 and each
technological Work Package in WP300 will includdiest some literature review
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The technological approach is as follows:

To define a system which efficiency is focused oANWADS: fortunately they can be defeated
with less laser power than other missiles whichnatedisseminated.

To define a smart system that will make the mofitieht use of the laser defeating power thus
reducing volume, mass, cost, power consumption.

To identify the missile (type of seeker) and use #dequate defeating strategy (closed-loop
DIRCM, adapted jamming code),

To have the best pointing accuracy thus reduciad#am divergence and the laser power
To work on miniaturisation of devices such as :

- An innovative multi-wave length tuneable laser seurwith reasonable cooling
management,

— A new pointing device with its sophisticated opteahanical architecture, made with
composite materials which result in high precisiom; weight/low drag. Three innovations
are expected:

(i) opto-mechanical design and motorisation ofdiieo-stabilised turret,

(i) passive and active tracking with a single nfiuttctional component Focal
Plane Array (FPA) sensor,

(iif) materials innovation (technology transfer)

To develop a high speed piloting software (passimd active tracking loop, fine tuning loop,
image processing, damage assessment, turret amdyjetem working modes)

To continuously monitor the compliance of this egsé by reference to system, installation and
economic analysis, and continuous analysis of egigul and standardisation requirements.

All those CASAM issued were addressed during the piect as detailed in this document and in
CASAM deliverables available on CASAM Web site.
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3. THREATS ASSESSMENT AND SCENARIOS

3.1. THREATS IDENTIFICATION AND DESCRIPTION

The main objective of the threat analysis was tbndethe threat posed to civil aviation by use of
Manpads and give key features of the problem.

A review of the most disseminated Manpads has pegormed, giving evidence of the general features:
» All designs share a certain number of common tegthisipecifications

* Key points of the Manpads concepts are the weigtitsize for easy transport and concealing, the
short range (< 5 km) leading to short flight tintke ease of use, the efficiency demonstrated
during conflicts, and the low black market price éarly models.

* Weaknesses of the Manpads concepts are the opeaddiinitations (aircraft altitude and operator
training), the lower civilian aircraft IR Signatufer which old versions of Manpads missiles have
not been designed, and the relatively small sizgashead in comparison with large airplanes. The
usual sensitivity of Manpads homing heads to coumdasures like flares is no longer a weakness
as improvements (bi-color, additional UV channe8ke the homing heads less sensitive to flares
and as using flares combined with a violent changéght direction is not relevant over built-up
areas near an airport and for a civilian aircraft.

Manpads classification and the seeker performanaes been reviewed. Manpad systems can be divided
into three families with respect to their guidasgstem:

* The older ones are guided by Command by Line OftSig this case the gunner has to keep the
target in its optical device and the orders aremjito the missile by a wired link. These missiles a
mainly used for anti-tank and anti-helicopter nossi.

» The second and most encountered family is infraesdker guidance. In this case, the gunner has to
designate the target and to make the seeker lodk dme target. Once it is fired, the missile is
autonomous.

» The third family is Laser Beam Riding. In this cage target is designated by a fire control unit
and the missile is equipped with a laser spot #rack

From these classes, the easiest to be operatethandost furtive systems are IR seeker missile. IR
seeker performs a space to time transformatiomagé processing in order to localize the targeitipas
in the seeker Field Of View. They can be divided ifour families described as follows:

» First generation: reticle scan with amplitude modulation. Instalmd SA-7, SA-9 Manpads, this
seeker operates in the SWIR band and is very \aiherto countermeasures. These missiles were
used during Vietnam War and they have proved teffigient against helicopters and slow flying
aircratft.

» Second generationreticle scan with frequency modulation. Instald STINGER BASIC, this
seeker uses cooled InSb detector which operatt8AtiR band. It can perform CCM and has a
better sensitivity.
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e Third generation: pseudo imagery. Installed on STINGER POST, STINGE®P, IRIS-T, the
detector of this seeker is moving through a rogadiiéern in order to cover the whole FOV. The
obtained temporal signal is used to find the tacgetrdinates with a good precision.

* Fourth generation: focal plane array (FPA). They use a line scanner lBPA operating in MWIR
or MWIR/SWIR spectral bands. There are fully dibgeekers so they can perform efficient CCM.
These seekers are reserved even today for fewrggsibecause they are still very expensive.

Seeker variants may include detection in IR-ba(2-2 pm), IR-band 2 (3-5 um), or UV band.

The first and the second generations are the noostnonly encountered. They represent more than 60%
of the encounter probability. For these reasores ptitential threat for the project takes into actAM
and FM reticule seeker.

As a result, two of the most disseminated Manpade been selected to simulate generic threat. ifdte f
is the most disseminated Manpads: SA7. The secemesents a new class of missile with enhanced
capabilities which could be the future threat.

To be able to simulate the Manpads, a generic lmissddel has been realized. This model can simulate
the two missiles depending on the numerical valisesl. They have been defined and tested first in-an
house simulation for validation and then transférte WP230 for implementation on CASAM
simulation.

The generic missile model simulates the behaviduhe typical Manpads during an interception. The
model comprises four parts:

* Kinematics model

» Seeker model: to simulate ecartometry (magnituddewefation from true alignment with the target)
once given the instantaneous duel conditions.

* Flight phases

« Engagement sequence.

TYPICAL THREATS SCENARIOS

The scenarios form a set of conditions which wesedufor technology studies as well as conditioms fo
performance evaluation. These scenarios considenireraft classes (turbojet and turboprop), tvighti
phases (take off and landing), for which flightfiles are given. An interception example perfornagth

the in-house simulation is also given.

As previously mentioned, scenarios consider intiahb after takeoff and final approach before iagd
of civilian aircraft. During these flight phasegcaaft maneuverability is negligible.

Typical interception time is less than 10 secordghis interval, aircraft flight parameters arenabt
constant. So it is not needed to have a precisgigéen of the flight phases for the scenarios.
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A measurement campaign of civilian aircraft hasnbperformed during this project and lead to an
infrared signature database of several aircrafto Typical aircraft, whose signature is availablethe
database, are considered in this project:

* Medium range aircraft (A320) with a low takeoff speand an assumed reduced IR signature.

e Turboprop aircraft (ATR72) for another typical emgi
For WP230, the input parameters for target modalimd initial climb will be:

* True Air Speed wrt target time of flight - one dins&on table

» Vertical Speed wrt target time of flight - one dimseon table

» Altitude (from the ground) wrt target time of flighone dimension table

» Horizontal distance from takeoff point wrt targete of flight - one dimension table

* Fuel flow as thrust level information wrt targem& of flight - one dimension table - to be
correlated later with IR signature

For WP230, the input parameters for target modalig landing will be:
* True Air Speed wrt target time of flight during ting phase - one dimension table
» Vertical Speed wrt target time of flight during thing phase - one dimension table
» Altitude (from the ground) wrt target time of fligturing landing phase - one dimension table

» Horizontal distance from landing point wrt targémhé of flight during landing phase - one
dimension table

* Fuel flow as thrust level information wrt targenhé of flight during landing phase - one dimension
table - to be correlated later with IR signature

The typical scenario is relative to a duel
between a Manpad and an aircraft. These kind
of scenario has been performed with an in
house simulation only to show that target and
missile models have been validated.

The figure shows a 3D representation of the
interception.

e The colour for the target is green

¢ The colour for the missile is read
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All models have been implemented in CASAM simulatié brief evaluation of number of scenarios
required for the project according to the sensifimeameters can be declined as followed:

* Missile
— 2 generic missiles
— 2 attacks (One missile attack and two missileslk}ta
» Target
- 3 aircraft
- 2 two flight phases
» initial missile and target locations
— nytarget locations wrt earth for each flight pha@tdeast 3)
- nc missile locations wrt earth for each engagementesece (at least 9)
3 initial distances to target
3 angular locations wrt to target
* miscellaneous (additional parameters which carcaffe trajectories)
- nw : humber of weather conditions
- huws . humber of MWS conditions
-  Npirem: NUMber of DIRCM conditions

Thus, an estimation of the number of scenariosiredydior the project is at least: 6485 NNuws* Npirem

3.3. USER AND SYSTEM REQUIREMENTS CAPTURE

In an analysis of the current state-of-the-artiofraft self-protection systems DIRCM showed uptees
most promising, sustainable and best adapted syfbentivilian aircraft protection. But DIRCM
commercialisation requires tightly integrated systeengineering and development, as well as teatidg
evaluation of existing and emerging military equgh So efforts to transition DIRCM systems to
civilian use face several limitations. The speoégjuirements of a civilian user would be:

» achieving an affordable total cost of ownership;

» improving reliability over their military counterps;

» performing less labour and time-intensive maintemanterventions;

» decreasing false alarm rates;

* ensuring that these devices can be safely appliegpérating environments of civilian aircraft.

SAGEM Status: Issued Page 1&8
This document is produced under the EC conte&¥5-CT-2006-030817.



CASAM Project Title: Publishable Final Activity Repor
Id: WP110SAG_100623_MBO VersionBO Date:23/06/2010

3.4.

This document is classified as PUBLIC Information

In order to meet civilian user needs CASAM providesadapted list of system requirements including
general necessities for the protection of an dircra

The time budget of the DIRCM to missile engagemamicess, which is affected by detection and
designation of missile launch, verification timejming agility, in general, system responsivenssgll

be such, that a missile launch from a certain degtacan be successful countered with a high prtityabi
At all phases of engagement, pointing, which is&#d by pointing accuracy, pointing stability, dasker
beam parameters, shall be that accurate, to allovadequate irradiance at the seeker.

Jamming performance, which is depending on availabuntermeasure wavelengths, the Jam-to-Signal
ratio on these countermeasure wavelengths, angatm@ing countermeasure technique, shall be such,
that missiles contained in the threat scenariolglbefeated with a high probability.

The size and weight of all components of the systball be minimised as far as possible for ease of
handling.

PRELIMINARY DIRCM SYSTEM REQUIREMENT

The general user and system requirements werddreat into DIRCM system requirements. During the
process of investigation two architectures remaidedominated as basic and enhanced version.

As an alternative to the integration of differerRUWUs into the aircraft, a pod solution with all DIRIC
parts including the MAWS' integrated into a singleclosure has been investigated. The pod would have
the advantage of easy (de-)mounting, facilitatirgjnmtenance and resulting in reduced off-time fa& th
aircraft. Moreover angular coverage of the DIRCMildgossibly be enhanced.

According to the necessities of the enhanced seeoctttecture required system level functions have
been identified. The investigation of these funwdioesulted in the definition of 76 requirementstfe
DIRCM system that cover all aspects from generatesy requirements, detailed system functions to
maintenance and logistics. The analysis resultea DIRCM product specification and the associated
Internal Interfaces Control Document
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4. MAIN ACHIEVEMENTS

4.1. ANTI-MANPADS SYSTEM ARCHITECTURE BASED ON DIRCM
REQUIREMENTS
The CASAM demonstrator as a future civil DIRCM systconsists of some main modules, which are a
passive IR sensor for target tracking, a jammirsggdieand a steering device. All DIRCM modules are
computer controlled. The main modules are put tegefrom several minor components. The DIRCM is
connected to a MAWS. Some modules are integratiedarLRU like the turret, whereas other modules
will be their own LRU.
LRU module
turret tracking sensor
command & control electronic
laser head
beam director
control computer control computer
pump laser pump laser
power supply power supply
thermal & pressure control thermal & pressure control
As the physical size of the system has to be maedithere is a strong need for small scale intiegra
Component design must take care of this requirenaenintegral system approach has to be obeyed and
mechanical interfaces could therefore be quite dexnpn CASAM the modules belonging to the turret
have been implemented according to this philosofe necessary computing devices have been
realised on standard PC equipment and thermal &spre control has not been implemented in the
demonstrator device. An outline of the basic masla@ecompanied by a short description is given below
which reflects the enhanced architecture from théndion process. The turret as an own LRU is
depicted with its main modules. The real physitalcdure of the DIRCM modules will be shown in the
following chapters.
missile
approach
warning
I sensor
: DIRCM tracking turret ]
: sensor ]
_— | | power f=— control I 7 ]
airera i supply : computer command & beam i
: ™  control ™| director :
| [thermal & I electronic ]
==l pressure :
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Beam director

The beam director is required for directing theagtaxis of the DIRCM to the approaching missilais
must be done as fast as possible, taking into att¢ba necessary accuracy. It includes a steeengeé.
The size of the turret has been minimised in sizenitigate aerodynamic drawbacks. The turret is the
only part of the DIRCM, which has an interfacehe surrounding environment.

Tracking sensor

The tracking sensor gives an IR image of the thngtt sufficient resolution to enable a computer by
means of image processing to calculate preciseatthpesition data in accordance with the laser
divergence. The image processing computer is ezhlisth a high performance standard PC computer.
Command and control electronics

This electronic gets position data input from tleeking sensor or the MAW, which is used to continel
beam director. System command input is given byDifCM control computer.

Laser head

The laser shall jam the seeker of an approachirsgilai It has a small beam divergence to maximise
energy density but is large enough to allow fortcmous target illumination. The laser wavelengthsin

fit to the spectral transmission of current seek&re laser head converts the pump radiation frioen t
pump laser into the proper operating radiation.

Pump laser

The pump laser generates laser radiation out cotradel power. This pump radiation is deliveredtte
laser head by means of an optical fibre, to be edad into the required operating laser radiation.

DIRCM Control computer
The control computer is dedicated to several naskg, which are:
* processing track sensor data
» control of system moding
» laser control including modulation
» interface module to the aircraft and to the MAWS
DIRCM Power supply

This power supply, where the source is the aircpafiver, will deliver specific power needed by
components of the DIRCM. For the demonstrator pasvéaken from the outside location.

Thermal and pressure control device
This device should contain means for thermal cémtfahe DIRCM and allow for pressure adaptation.

Electronics allowable temperature range must beagieed as well as the special needs of mechanical
stabilisation of the optical axes within the turiBhis module is not implemented in the demonstrato
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4.2. DIRCM DEMONSTRATOR

4.2.1. Description of the full demonstrator

42.1.1. Demonstrator breakdown

The CASAM demonstrator is based on the enhancedMlIRrchitecture as shown in chapter 3.4 and
incorporates all LRUs with exception of the therraald pressure control, which is not necessary for
ground test investigations. The main part of thROW demonstrator is the turret comprising the atger
mechanism, the passive tracking sensor and the hessed. Within the CASAM demonstrator major
attempts were made to include new technology (eilentric motor) to come close to the objectives of
realizing a compact and efficient system leadingatdemonstrator of small size. The command and
control electronics computer part (turret procegsiomputer) has been implemented in a standard PC
computer outside the chassis of the turret. Theg@arocessing unit as part of the tracking sensor i
equally realized in a PC environment. Details eftilirret can be found in chapter 4.2.1.2.

A small size fiber laser was used as pump lasdhtowavelength converter (laser head). This dewize
located adjacent to the turret housing. Detaittheflaser can be found in chapter 4.2.1.3.2.1.

The DIRCM control computer has been implementea standard PC computer like all other computing
devices. A connection to the MAWS was implemeniHte avionics environment simulator constitutes
the main operating device (the aircraft operatigt)p also implemented on a standard PC. Due to
Gigabit-Ethernet connection these devices couléirpanged for operation at distinct workplaces. The
CASAM modules with exterior computing devices agpidted below.

/ Beam directc
o Turret
Laser head (inside .‘ MAWS
Pump laser (outside
GigH switct
. = . = VV——— h_‘,;\
Turret processing Image processing DIRCM processing  Avionics environment simalat
computer computer computer computer
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42.1.2. Turret

42.1.2.1. High Agility compact turret

This task consisted in defining and manufacturihg tptical, mechanical and electronic turret
components allowing to build and evaluate the destrator by taking into account the needs and the
functions defined for the demonstrator: compactnesssive and active tracking, identification, etc.

According to the project goals to have a DIRCM wingkin a closed-loop operation with a laser enftin
in an IR dual-band, the optical design had to bande in order to allow the laser beam emission tued
passive IR reception signal recombination, whilaimizing the optical losses on each optical patthat
lowest level as possible. Several optical architest had been studied and optimized before reaamrng
acceptable solution according to all our requireimien

Some internal laser reflections inside the systamlead to a total blindness of the sensor. Theaen
sensitivity being very high for the tracking/iddiation performance we wanted to achieve, it can b
saturated by only one weak reflection and thusdgait able to duly perform its measurement tagk. .
complete simulation of the entire optical architeetwith ray tracing was made so as to identify the
critical reflections, and to eliminate them eittgr modifying the inclination of the surfaces, or lsing
screens and light traps.

Two other tasks decided during the project were :

» the design and realization of the “IF Truss”, metgbal structure intended for supporting the pump
laser and the optical fibre. The creation of thirsidure was forced by the constraint to rigidly
maintain the optical fibre appeared in the coufdb® project

< the addition of a monodector (MCT) with its asstmdaoptical architecture, in order to allow
diagnosis in case of difficulty to comply with dhe targeted functions of the MFPA (the most
critical one being the modulation analysis capghili

All those tasks were achieved at the beginningefttials.

4.2.1.2.2. Multi-functional Focal Plane Area (MFPA)

This task included the research activities to dgved highly performing multi-functional Focal Plane
Array.

The choice of the FPA’s demonstrator features reghbmade in order to fulfill the system requireraent
Thus, a frame rate > 4 kHz had to be obtained wiimall size window of 16 x 32 pixels. We can also
claim to have a very low ROIC noise. The windowl fithme size had been chosen for the best
compromise between sensitivity and signal.

However, the switching time between large size wimdo small size window in a few frames only
proved to be a requirement difficult to reach. kedletransition from the large size to the smalksiz
window was not commonplace. A special software gment had been carried out to reduce this time,
which can be about 1 to a few seconds if no prémaus taken. This capacity was developed and used
successfully on the demonstrator.
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The possibility to transmit data from the turretvéwds the DIRCM processing via an Ethernet Gigabits
connection presents strong advantages: directmgdnyi a PC under Windows, line capacity to several
hundred meters without loss. However, this exitrfar did not correspond to the current standardhef t
manufacturers which rather use the Camera link &ri@onversion modules exist, but those were not
compatible with switching time required for the MR system.

The following picture shows an InSb detector view:

The next diagram presents some of the numerousunezasnts made during the feasibility tests.
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In the next picture, one can see the MFPA packaad integrated inside the Optical Orientation
Platform:

Please, refer also to484.4.2.

42.1.2.3. Ultra-Sonic Motors

This task included the research activities to dgvel specific and adapted piezo-electric motoratdr
both turret axis (elevation and azimuth).

The available off-the-shelf Ultra-Sonic Motors (UpMNIid not cope with our stringent requirements for
size, torque, speed and weight. Thus, based ondtiier new technology, the development of second-
new generation motors types was underway withirfrdm@ework of the project. Most of the efforts were
made on a “ring-like” high performance motor toverithe most constraining azimuth axis. Obtaining
simultaneously the targeted speed and torque dajsbconstitutes a technical challenge which el
making several designs and then a progressive iaprent process on the selected concept.

Several USM motor breadboards had been done atetites a special test bench to choose the more
suitable design for the azimuth motor. Targetedoperance seemed to be on time achievable becaese th
already recorded data are very promising. The ehfuic the elevation axis USM motor was less critica
and remained close of a first generation USM mat@ilable off the shelf.

Several types of prototypes were realized duriegptioject.

The obtained performances were as high as the &tjpes as regards the torque and the speed, but an
important work remains to make on the aspects lmfistmess and reliability. However, the objectives o
evaluation of the project were widely reached as oihthe prototypes was even taken up on the Turret
used for the trials.

The next picture shows (at left) the simulated msilecture of an annular PZT structure similarhe t
one which has been used inside the steering head.

We can see also (at right) a view of the motortgstand rotor) and of the electronics.

SAGEM Status: Issued Page 298
This document is produced under the EC conte&¥5-CT-2006-030817.



CASAM Project Title: Publishable Final Activity Repor
Id: WP110SAG_100623_MBO VersionBO Date:23/06/2010

This document is classified as PUBLIC Information

Please, refer also to484.4.1.

42.1.2.4. Composite materials

This task included the research activities to idfgritow to use composite materials at the maximum
extent in order to reduce the weight and inertiahef mobile parts as well as other parts (accortbng
their respective function) in order to save somagtteon the full DIRCM system.

The use of composite materials had been examingtiddurret fork and for the main cover of the epp
part. To reduce the total weight of the turretpmposite structure could also be implemented totagn
optics in the low part of the turret.

The main cover and the cover of the steering tuvese realized in carbon. The optical base platechv
is the optical bench of the Turret, had also tadsized in composite material. Regrettably, tresdh
arrived too late during the integration, and wagdaeed by an aluminum bench. The stability of tne
was however sufficient to preserve the opticalratignts during three months.

The next photos show views of the carbon compasiers:

Please, refer also to484.4.3.

SAGEM Status: Issued Page 2638
This document is produced under the EC conte&¥5-CT-2006-030817.



CASAM Project Title: Publishable Final Activity Repor
Id: WP110SAG_100623_MBO VersionB0O Date:23/06/2010
This document is classified as PUBLIC Information

4.2.1.2.5. Final assembly

The assembly and integration of the various inteand external equipments of the Turret, was tse la
task before the shipment of the Turret set up fdegration with the other equipments of the
demonstrator.

The following picture shows the Turret during theepration phase:

One can see in particular in the foreground the camtaining the MFPA, as well as a part of the/ver
complex cabling of the “Turret”

The photo shows also the “X” structure developedriater to support the pump laser and the fibeingak
into account the positioning of the Center of Giatowards the rotary table axis, and the mechanica
interface with this one.
The optimization and characterization of the Tuimmeblved more especially:

« MFPA adjustments and optimization (NUC, integratiione, sensivity, attenuation, filtering,...)

« Reduction of the optical multi-reflections

« Beam paths alignments

+ Reduction of electrical noises

« Integration of the OPO, and adjustments of theesmonding optical mirrors
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The next picture shows the OPO finally integrateside the Turret:
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The next picture shows a typical image of the tavigwved by the MFPA through the optical system of
the Turret.

We can see the rail (in diagonal considering thegienrotation) as well as the hot spot (hot targeta
very brilliant point.

4.2.1.3. Laser source

4.2.1.3.1. Purpose and scope of the Laser Source Work Package

The CASAM project is investigating the feasibilitgnd the validation of a Directed Infrared
Countermeasure (DIRCM) equipment dedicated to thateption of commercial aircrafts against
MANPADS.

A key component for the DIRCM system is the infthtaser source There was a need to develop and
assess new mid-infrared laser source technologits specifications matching those required for the
project application, e.g., focusing on a compadt @fficient laser with low cost of ownership.

The specificity of DIRCM laser sources is to enmevaral wavelengths in the 2 to 5 pm mid-infrared
spectral range. The classical technological apprismto use mature diode-pumped 1um solid-statrdas
and frequency conversion stages (Optical Param@saillators (OPO) modules) to access the required
spectral range. However, two OPO modules are gipneeeded, which usually leads to complex optical
arrangements and low overall efficiency of lesaithd %.

While such an approach has demonstrated the atailitheliver high average optical power, the CASAM
application is requiring more compact and efficisatutions. For instance, the use of engineered non
linear materials like PPLN (Periodically Poled lLitm Niobate) allows more efficient frequency
conversion and can yield simpler systems. NortlBopmman has developed a compact DIRCM laser
source based on a diode-pumped bulk crystal lasbnblogy and PPLN for frequency conversion stages
The objectives of WP320 were twofold:

» Toimprove the current state of the art and delévprototype laser to the CASAM demonstrator

» To study new laser options at the laboratory lavelrder to roadmap future laser developments
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The CASAM consortium has assumed a two-color midadser (typically 2 and 4 um) with moderate
average output power. Three different laser coscépive been studied, with potential for improved
compactness, efficiency, and reliability.

» The first option is based on a 1 um fibre laser peenfrequency conversion module. Fibre laser
technology can yield more efficient and reliablevides than bulk lasers, while the frequency
conversion module will integrate the two conversstaiges in a single crystal. The expected gain is
compactness and a factor of two in the electrragtical efficiency (5%). The laser developed in
this first option was to be packaged and delivamethe project for evaluation in the CASAM
demonstrator.

* The second option focuses on using a fibre-basetpdaser directly emitting in the 2 um range.
This radiation will be partly converted to the 38 range with a single conversion stage. The goal
was to demonstrate the feasibility of 10 % eleatrio optical efficiency.

* The last option concerns Quantum Cascade LaserseThemiconductor lasers are extremely
promising with respect to size and cost as comptrede other approaches but still require more
research effort to fulfil the output power requieamts in the 3-5 pm range. The objective was to
demonstrate over 0.1 W of average power near reompérature with these devices and to devise
a technological roadmap to higher power by theadrte project.

4.2.1.3.2. 1 um fibre laser

A two-color mid-IR laser source consisting of arh fiber laser pump and an OPO module was delivered
to partners for the CASAM demonstrator. The 10 Viapped fiber laser emits 40 ns pulses at 40 kHz
and is pumping an integrated two-stages frequeonyersion module delivering Watt-level 2 um and 4
pm near diffraction limited radiation with balangeower. Furthermore, the pulse train can be moddlat
with the required bandwidth for DIRCM processindeTfigure below shows the principle of mid-IR
generation using a 1 um fiber laser pump. The #aqgy conversion module is to be inserted into the
optical turret and is fiber coupled. The fiber lagemp was to be placed remotely from the optigakt.

A .
1pm fiber laser conversion — 2 &4 pm

As for the fiber laser, all of the specificationgn& reached except the emission bandwidth which was
slightly higher than targeted. This had some comseces on the OPO efficiency as all the emittedgpum
energy was not useful to the frequency converdiors. however expected that this problem could be
fixed with a small further development.

Another limitation was the short length of the detly fiber and its multimode behavior that did not
permit the remote pumping concept validation. Asasequence the pump laser had to be place nearby
the OPO module and the fiber had to be fixed tachweode coupling. Her again, we believe there are
solutions to fix this problem in the future. Onetbém is to use a lag e mode and strictly singlelano
photonic crystal fiber for the delivery.

The figures below show respectively a CAD desigmhef fiber laser source and the prototype delivered
to TRT for pumping the frequency conversion module.
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The OPO module integrated two nonlinear interastiono a single crystal and was fabricated without
any moving part for maximum stability and reliafyili It is also fiber coupled and connected with a
standard FC connector. It has been operating dentlison a daily basis for more than a month kefor
being delivered. Its integration within the turveds also successful and it proved to be reliabienduhe
demonstrator validation tests. Although the cosier was presently limited due to the fiber laser
broadened spectrum, we have shown previously teabptical to optical efficiency could be at least
25%. Overall, and including realistic 25 % wall-glefficiency for the fiber laser, the goal of gerahan
5% efficiency should be reached with this technglobhe figures below show respectively the fiber
coupled frequency conversion module on its ownstimae placed on its base plate before its integrati
in the turret, and once inside the turret.
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Please, refer also to484.4.4.

4.2.1.3.3. 2 um fibre laser

The main goal of this task was to demonstrateex fdser system directly emitting in the 2 um bahds
requiring only a single stage frequency conversoadd the 4 um radiation. Furthermore, the 2 pm Tm
doped fibers can be directly pumped with 0.8um GbAsed laser diodes with a potential wall-plug
efficiency of around 20%. The approach taken wasttmly and build a monolithic fiber assembly
consisting of a fiber oscillator and several anyii§ stages connected with fiber splices and gdiedai
components.

The progress was however slowed down due to thedadiber components developed for the 2 pum

spectral range. This includes both Tm-doped adibers and pigtailed components such as laser diode
for the seed, pump combiners, and high power ig@atin some cases, assembling mismatched fiber
elements eventually yielded catastrophic damagehefdiode laser pumps, preventing high power

operation.

Despite these unsuccessful results, the fiber wydtas been fully designed and all the required
components specified. It is expected that the mispiarts will be soon available as 2 um fiber Isser
have recently raised a growing interest in therlessearch community. As mentioned before, highgrow
operation up to 30 W has been demonstrated in ¢uisede elsewhere using a spatial coupling
laboratory set-up between amplifying stages. Moseothe company Nufern recently disclosed a
continuous wave laser prototype with 20% wall-pificiency. Although the oscillator/amplifier MOPA
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system that was foreseen in the project will rezmiew components developments, we strongly believe
that this approach is very promising for providhigh average power at up to 20 % wall-plug efficken

The figure below shows the 2 um MOPA design.
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Please, refer also to484.4.5.

42.1.3.4. Quantum Cascade Laser

QCL are very attractive for the CASAM applicatioitiwmthe prospect of being cheaper and more contpatt
the previous options with similar performances. Pheject focused on the 4 um spectral range becthese
GaSh-based 2 pum laser diodes technology was alesalglished.

The research effort spent during the project yeldery encouraging results, far above the targebgective.
Indeed, output powers of 250 mW at room temperatu@wW mode at 4.6 um, and 160 mW average power at
3.9 um, have been demonstrated within the projttalitime frame. Thanks to the project extensigmto 800
mW has now been demonstrated at 4.6 um with néfaaction limited beam quality and up to 6% elezatito
optical efficiency. These results have been reachadks to a continuing progress in laser ridgdégteand
processing technological steps. Moreover, it is m@il established that, by adding a further butezhnology
step, output powers higher than 1W are achievaliiese encouraging results undoubtedly keep the QXCLs
the race to produce semiconductor lasers sourcéisedIRCM application.

The figures below shows respectively a picture QGL chip as produced by ATL, the measured outputgp
versus injection current, and the electro-opti¢@tiency versus injection current.
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4.2.1.3.5. Future prospects

It is anticipated that with moderate further depehent the QCL technology could produce compact
lasers emitting in the 4 to 5 um range, with Wattel CW or quasi-CW optical power, and around 10%
wall-plug efficiency. This solution should probalide pushed if this power level proves to be sugfiti

for efficient jamming of missiles in a civilian anaft threat scenario. It is also best suited wét$pect to
footprint when only one spectral band is neededvéi@r, as the number of required spectral bands is
increased, the size and complexity of the sourdlealgio increase as it will be necessary to comiine
align collimated beam issued form different semadstor lasers.

This is not the case with the OPO technical optvwere all the beams are simultaneously producewalo
a common propagation axis. Also, the OPO technolwag the capability of delivering higher average
power as well as very high peak power for targageafinding and fine tracking, but obviously with a
bigger size and at a higher cost.

4.2.1.4. IR image processing

The image processing is in charge of passive atidkacacking.

The main tasks of the IR- processing that have baplemented are:
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» Extraction and tracking of all objects within theld of view as well as the rating of the tracks.
» Determination of the target position in the imagerdinates x and y.

» Sending target positions (real or extrapolated)riage coordinates to the turret in order to direct
the passive and active systems to the target.

* Tracking on the simulator.

4.2.1.5. System processing

DIRCM Processing is divided into 3 parts, 2 mairmgpional parts and one for test setup and recgrdin
purpose of the Demonstrator.

The IR Image Processing is supporting the closeg lwacking mode by analysing the IR Image and
evaluating the target deviation in order to staském onto the target with or without laser beanthweir
without modulated pulse train.

The DIRCM Processing could be seen as DIRCM cdetrdk has to handle each mentioned item (sub-
device) in order to run in the correct sequencethin correct timing and with the correct functions
through the states of the command chain for defgatimissile.

The task of the Avionics Environmental System isaootrol and setup all the tests which are necgssar
for evaluation purpose of a DIRCM. All gatheredaimhation of the tests are recorded and stored nwithi
this device. The retrieved information can therubed for further analysis and evaluation.

In order to achieve a fast setup of the Demonstadtamon critical components were selected asdstah

off -the-shelf HW, equipped with standard ordinamylti purpose high speed interfaces such as Gigabit
LAN where the message exchange is based on IP coication. The following diagram depicts once
more the DIRCM Demonstrator architecture with afigation of the logical data flow.
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The typical action sequence during a defeat cykcteeoDIRCM Processing is:
1) waiting for an MAWS alarm,
2) pointing the turret towards the indicated MAWS angl
3) triggering IRP to search for and track a hot spot,
4) switching Turret to tracking by hotspot,
5) enabling the Laser,
6) triggering IRP to search for and track a glintegfl
7) switching Turret to tracking by glint reflex,
8) analysing the reflected modulation,
9) enabling jamming modulation of the Laser,

10) finally assessing the defeat success by mean® afdfined assumption.

4.2.2. Demonstrator tests outputs

4.2.2.1. Description of the test site and its environment

An outdoor test site for the investigation of opimsystems under realistic environmental condgibas
been used.

It consists of a 400 m long ground path with a da@axis-motion simulator at one end with the
capability of mounting test equipment. At the otlesxd a sliding carriage is located for the setup of
targets, which can move along a track with a lerftBO m in a perpendicular direction to the ground
path. The fully closed off test site turned out ke attractive for cross-national investigations on
experimental systems and demonstrator presentations
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4.2.2.2. Description of the demonstrator installation on thetestbed system

The CASAM demonstrator is shown in the figure belalweady mounted on a large 2—axis-table, which
was used as a hardware simulator for aircraft mevesn The steering device on top of the black ®x a
well as the provided MAWS on the lower right pafttbe DIRCM can be seen. The demonstrator
position as seen below shows the standard tesigooafion. In the case of motion trials the tableved

the demonstrator with sinusoidal profiles in azimand elevation around this point. The computers fo
turret processing, DIRCM processing, IR image pseit®, the avionics environment simulator, the
motion control for the table and the sliding cageaontrol are all located in an adjacent room.

4.2.2.3. Description of one particular tests configuration wth detailed information

With the above shown CASAM demonstrator testbethilation and a target setup as seen below the pre-
defined trials were performed. A “missile” targeasvrealised in the form of a lamp, emitting enough
radiation to generate an alarm in the MAWS andigefit heat to be used as IR source for the DIRCM
imaging detector. The sledge could be moved ldjeralthe LOS of the DIRCM. The 2-axis-table and
the sledge could be operated independently fror eteer from the laboratory. The laboratory serasd
operating centre for the trials, where the necgssamputer devices were located.
For a typical trial the following steps were run:

» Set 2-axis-table to start position

» Set sledge to start position

* Check readiness of the motor

» Check readiness of IR processing
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» Start DIRCM sensor display

e Select data to be acquired (DIRCM processing stadturet processing status, infrared imaging
processing status, MAWS status, Laser status)

* Switch AES— Operational
» Start sledge motion

» Start table motion

* Switch AES— Standby

» Stop AES (closes data acquisition)

4. Key tests outputs

The CASAM DIRCM system has been validated by priindd ground tests representing an operational
scenario. The trials can be divided into 4 groups:

* G1: Test without carrier and target motion

» G2: Test with target motion

» G3: Test with carrier motion

» G4 Test with carrier and target motion
For each test data from the different computereHaeen acquired (DIRCM processing status, turret
processing status, infrared imaging processingistalAWS status, Laser status). All these data were
sampled and the most important were combined instatte diagram. The timeline between the different
computers was set by a NTP service.

Generally the test results show that it was possibl

* to manage the handover form the MAWS to the DIRCM

to track the missile simulator passively in an aotoous way

to direct a laser beam at the missile simulator

* to apply a jam code onto the seeker simulator

Synthesis of tests results

The whole combat sequence passing different statebthe controlling DIRCM computer could be
verified, starting from checking for a MAWS alarm, pointing the system LOS to the target,
tracking the IR signature in passive mode and poing the laser at the target.

Within the system integration phase at the test isitR6thenbach and during the trials execution the
CASAM team could show the functionality of the DIRIGystem and could gather a lot of information,
although further parameter optimisation is necegssacome to a stable, reliable and fast system.
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The reflected and modulated laser radiation was angsed using an FFT-algorithm. Based on the
result of the calculation a subsequent switch to IMMING could successfully be generated, sending
a predefined modulation to the laser. This shows thclosed loop jamming feature of the system. For
operational closed loop jamming the selection of amdequate jam code based on the detected
frequency spectrum of a seeker head is necessary.
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4.3. FLIGHT PROTECTION ACHIEVEMENTS

4.3.1. Simulation tools description

The simulation tools constitute a global systemusation, based on a discrete time loop, in whickesa
modules and models are called sequentially acogridirthe operation description of 8 3.3 and 3.4, to
reflect the actual DIRCM system operation durirgymntission : defeat incoming MANPADS missiles.
The system is the DIRCM embedded on a civilianraftcfacing the specific scenarios and actualatsre
as described in § 3.1 and 3.2.

The computer operating system is Linux. The sinmutatools are developed in a MATLAB/SIMULINK
environment, integrating C/C++/Fortran models & shib-systems.

The simulation is not real-time based but is capalblmassive computation in order to allow statéti

studies and evaluation of mission success prohabililts architecture reflects the sequencinghef t
DIRCM operation in the global scenario environméiatndling a complete set of simulation parameters:

Setup files Setup files

A 4

. | Setup files |I
Scenarios

Setup files |I

—— Simulation Aircraft Missile MAWS
Manaaer Model Model Model
(TOSA - WP 230) - -

Models Atmosphere
/0 Model

DIRCM Global System Manager

Turret & optics Jamming laser Processing DIRCM
Model source Model Model Tt ety
(SAGEM-WP 310) (TRT-WP 320) (EADS- WP 330) Activator

Setup files I Setup files I

Model interface with Simulation Manager Output disk storage Inputs from files Sub assembly model

N vz

Setup files

Legend

The complete simulation software is structured thtee distinct parts:

1) A software for scenario creation which allows eakfinition of whole scenario information
(parameters set), and which manages scenariordatddr to the calculation core through software
calls or set-up files,
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2) The calculation core, with all sub-assemblies madehich works with both configurations set-up
files or direct software calls,

3) Some exploitation tools to analyse scenario intérate and final results.

The Simulation manager software module, is usegkteerate scenarios (time management, handling of
sub-models call sequence), launch batches fosstati study (Monte Carlo), manage input/outputdat
(simulation input parameters, intermediate andlfresults, storage) and data exchange between sub
models.

Each DIRCM sub-system is modelled by its input antput data, its behaviour and its performances.
The models of the external sub-systems (aircraftoming missile(s), MAWS and atmosphere) are
representative of their actual physical behavidtie models are briefly described hereafter :

 The DIRCM model is split into three sub modelse Brocessing Activator, that handles the global
behaviour of the DIRCM system and supervises therdDIRCM sub models through command
sending and information transfers; the Turret aqdid® Activator, that handles a lower and an
upper performance turret type, and manages thet slewing and the optical sensors (passive and
active channels), as well as the laser activattom;Laser Activator, that manages the laser optical
characteristics for two simultaneous wavelengthd, @mputes the laser emission.

* The aircraft model can handle A320, ATR72 and Ba#crafts. It includes a kinematics model for
take off and landing trajectory generation (dynamignputations) and an IR signature model
computing the aircraft IR signature as a functidrthe missile line of sight, based on real IR
signatures measured by ONERA. The model also haralle body optical obscuration for the
A320.

» The missile model combines three interacting subetsothat can handle two types of missile: the
seeker model, that computes missile lock statéatanching and jamming state (classified values),
the kinematics model, that processes launch comnaaadlock information, and dynamically
computes the missile trajectory, and the signatooeel, that computes the missile IR signature
and laser cross section (classified values).

 The MAWS model provides the instant and directiérih@ missile detection (alarm declaration)
along with the direction accuracy, and the indmawnf flight phase at declaration.

e The atmosphere model is based on reference prapagatomputation codes
(MODTRAN/FASCOD) and simplified turbulence modeishandles transmittance, scintillation
and speckle effects, and performs full spectrabradtric computations.

Intermediate (all data exchanged between modet¥inal results are stored into files. The finatutlts
file only contains the most important data neededtatistically analyze scenario results: the r@ssi
jamming status (deduced from the J/S evoldjioime defeat time and the defeat distance toadir¢if
missile declared jammed), the minimum missile-te+aift distance. The simulation ends if at least oh
the following events occurs:

* The user-defined end simulation time is reached

» All the fired missiles are defeated (scenario ssgcand hit the ground

' The J/S is the ratio between the jamming laserggrand the collected energy emitted by the air¢iaftared
signature), which are both incoming into the messieker. If the J/S ratio is above a specifieestiold during
a predefined duration, the missile will be constdieas jammed and will be declared as “killed”.
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* One missile hits the aircraft (scenario failureham the missile distance to the aircraft is loviant
a user-defined threshold).

Exploitation tools allow 3D representation of theciaft and missile(s) trajectories, and chronoggram
showing the internal state evolution of the DIRCMqessing, turret and optics, and laser sub-systems
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The graph of missile-to-aircraft distances agatmae and the graph of the J/S ratio of each missile
against time are also provided.

4.3.2. Validation tests

The actual validation of the simulation was madénia steps, corresponding to th&dnd 2° steps of
the simulation work.
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» The 1st step was the validation of general architecand functioning: pertinence of functional
division, fullness of information exchange betwdabe various modules, proper coupling with
external software such as MODTRAN and FASCODE, dimates systems and frame
transformations, units of the various exchangedrpaters...

 The 2nd step consisted in validating each modubarsgéely by directly using the simulation in
specific configurations, for which the results ¢ensimply calculated.

Expected achievable level of protection

The global DIRCM system simulation allows performarstudies as a function of scenario, environment
conditions and system design, and thereby assessinsaccess probabilities of the DIRCM mission in
defeating incoming MANPADS missiles. A statisticalidy for mission success probability assessment
has been performed in incremental steps so aspt@rate parameters and limit the huge combinatory
possibilities.

The results of the statistical study have allowsdeasing the expected level of protection against
MANPADS as a function of atmospheric conditionsssile launch configurations, and DIRCM system
design parameters.

As for atmospheric conditions, the J/S ratio isnidto be always high enough with the nominal DIRCM
and targets hypotheses taken. Passive trackingaysipossible, but higher turbulence reduces thiee
tracking range which means that the jamming digasenainly defined by the range of active tracking

One weakness of the simulation is the conservéjymtheses for the seekers and the behaviour of the
missile when it is jammed. To improve the simulatsmnd our learning from the statistical study, teats
are necessary with real seekers. This was notlpgessithe context of the CASAM civilian programh&
conseguence is that the simulation might be pessaiin some cases regarding the mission success.

An other main limitation of the simulation is thect that the success of jamming is only represeyeal
J/S threshold and a J/S duration above threshdi. doesn't take into account the adaptation of the
jamming code to the seeker. Again, it was not bsdio do else in CASAM without any test on real
seekers. In a civilian program, it seems to be polysible to use generic codes. The simulatioratsm

be pessimistic due to this reason.

With the hypotheses taken for the CASAM study, theresults show that the CASAM DIRCM
system is correctly defined and can protect the aéraft with a high mission success probability.
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4.4. TRANSVERSE ACHIEVEMENTS

4.4.1. Legal achievements

Position in the USA:

* No legislation in force or pending, no subsidiaggislation (e.g. FAA regulations) requiring such
systems.

* Unclear whether to expect legislation

* DHS programme: final (but limited) field testing 8AE candidate system and NG candidate
system => final analysis including viability @mmercial transport operations ?

« Central federal legislative framework

* Federal administrative framework with requisite entjse to set and enforce standards of
performances

Position in the EU:

* No existing or pending legislation or subsidiargi#ation (e.g. EASA civil aviation regulations or
rules) mandating counter-MANPADS systems in comimégir transportation

« No developed federal legislative framework conaggriecurity
« No EU body with requisite expertise to set and md#standards of performances

Airworthiness certification of an optional countdANPADS system for use in commercial air transport
can in principle be accommodated within the exgsairworthiness regulations and codes (STC).

Airworthiness standards: uncertainties mainly eetatrisk to third parties (on the ground or othiecraft
in flight):

« Airworthiness standards will probably be in lindwihe operational standards.

* Need of a legislation giving certainty in respefcthee safety standards to be applied
Conclusions:
Certification & Regulation: no major obstacle to obtain STC but it is desgab have legislation giving
certainty in respect of the safety standards toapglied (both for certification and liability regan

purposes).

» EASA should be engaged in consultation to deterrtheestandards in the near future and for the
purposes of international consultation,

e To avoid inconsistencies between e.g the US andstddards, there should be international
engagement to harmonize standards: ICAO is a fdesfilbbum for such engagement, if not
bilateral.
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Transfer of Technology controls: uniform measures need to be addressed acrossilttegymand dual
use technologies export control regimes of EU merSiates:

* Need of engagement on State to State level,

* Need of appropriate EU organ to engage with USA

442, Economics achievements

While the project is in its nature primarily tecbai with emphasis on innovation and development of
countermeasure system against MANPADS, one shaegg kn mind that these devices are meant not
only to protect national and global economies,rbast of all human lives.

Nevertheless, this should be done within econotyicatceptable boundaries, meaning that cost of
acquisition & operation of countermeasures on caiiicraft should not put an unacceptably high
additional cost pressure on already troubled @&iilimdustry. On the other hand socio-economic effet
potential MANPADS terrorist attack on commercialiag in European Union should also be taken into
account.

The purpose of the Economical Evaluation task twasefore to:

O support technical partners in understanding econagstrictions as regards to cost structures of
airliners,

O cooperate in the definition of economically vialdehnical architecture of the countermeasure
device — cost comparison of selected relevant feahsolutions,

O support technical partners during the developmemtgss of selected architecture from the costing
perspective of the target market — civil airlinaridustry,

a produce final financial cost estimates and cosakmewn structures for the selected DIRCM
architecture,

O roughly estimate economic impacts of potential MAXIFRS terrorist attack on commercial airline
in European Union,

O compare these costs to total financial costs of MR (component & installation, training,
operations, upgrades ...).

We have started our work with the cost analysis@iparable safety devices’ installed on civil eafts
and with comparison of four different technologieathitectures of DIRCM considered during the first
year of the CASAM project.

Selected ‘comparable devices’ — reinforced coc#pdr with and without FDRAS (Flight Deck Remote
Assistance System) and TCAS (Traffic-alert Collsidvoidance System) — are both used for safety
purposes in civil aircrafts. While reinforced cpitkdoor is in principle relatively simple mechaalic
equipment, FDRAS and TCAS are more complex and gonéthntly electronic equipment. From a
technical point of view, they should therefore eremore relevant when comparing their cost strestu
to DIRCM cost estimates.

Besides getting some cost structure and cost matgminsights for comparable safety devices used in
civil aircrafts, it was even more important to uke exercise to develop the methodology for DIRCM
cost analysis. Following this first phase and basedthe definition of the four selected architeesjrwe

SAGEM Status: Issued Page 458
This document is produced under the EC conte&¥5-CT-2006-030817.



CASAM Project Title: Publishable Final Activity Repor
Id: WP110SAG_100623_MBO VersionBO Date:23/06/2010

This document is classified as PUBLIC Information

continued our work to estimate costs for each efftur competing architectures that were considered
relevant with the CASAM project.

Cost estimates for main components of the DIRCMhiggctures (including initial acquisition &
installation cost as well as operational/mainterarasts) were roughly estimated by technical pestne
responsible for individual components or groupsheim. Nevertheless, it is important to point dht

at that stage cost estimates were actually baseteamical partners’ experience with comparative
components/devices. It is also important to poiot that this economical estimates were ‘rough
estimates’ based on very limited information — ryostecause even technical issues have not been
resolved completely, yet.

Since technical and even more financial differeruesveen the four selected architectures were rrathe
small (financial ranges of less than 3,5 € in @#s@00 (6,2%) and less than 1 € in case of 300fafis

to be fitted with DIRCM (2,2%)), technically supariarchitecture was chosen to provide civil airraf
with the highest level of protection against MANP3D

So, in the second phase we continued with the fimhmmnalysis of the selected DIRCM architecture.
Cost figures have been gathered for each of the BHRCM components including LRU system level,
central power supply, control computer, laser putapet and MAWS. These figures were provided by
contributing technical partners, based on iteragiv@cess that has started in the first phase alraad
using common-ground assumptions agreed upon bygoallributing partners. Methodology has been
developed and refined during the project duratiod &as provided all the partners with common
understanding of financial issues regarding the@NRdevice developed within project.

COSTING INFORMATION FLOW

IER CLYDE & Co.
WP250 — Preliminary WP240 —
economic estimates Regulation & certification

J J

SAGEM EADS
Turret & Optics - Processing computer,
Passive & active sensor, Subsystem integration
proximity electronics C&C, IMU into the POD EADS

WP430 - ILS (logistics)
LHT Documentation & training
DIRCM aircraft integration —
Mechanical Implementation

TC, Continuous Airworthines:

I IER I
WP250 - final financial estimates

THALES

Laser source — fiber
Pump laser & OPO

feedback for selected architecture feedback

Total costs of DIRCM device per aircraft were estied for two scenarios, each made up of a mix of tw
aircraft classes (A320 and A340). In scenariodD(&ircrafts to be equipped with DIRCM in 3 yedh®
total cost of DIRCM per aircraft (component & irldon, training, operational, upgrades) was
estimated at 7,8 million € for A320 (short flightote: 1,5 hour) and 5,9 million € for A340 (lonigght
cycle: 7 hour). In scenario 2 (3000 aircrafts éodguipped with DIRCM in 10 years) the total cdst o
DIRCM was estimated at 5,3 million € for A320 ané &illion € for A340 aircraft class.

In the following picture we can see that Compor&stallation costs range from 22,2% to 35,8%, but
by far the largest single category of costs arer@jmmnal costs. These range from 50,7% to 69,4%al
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cases they exceed one half of total costs estinggedircraft. Upgrades represent from 8,1% to %3,2
while Training costs are practically negligible gamg from 0,2% to 0,4%.

Cost structure - scenarios Vs aircraft classes

100%

00% 10,0% 13,2% 8,1% 11,1%
80%
70%
60%
50% IV. Upgrades
40% H [Il. Operational
30% m |l Training
20% - 35,8% s B . Component & Installation
10% ! :
0% T T T
A320 A340 A320 A340
Scenario 1 Scenario 2

Finally, calculations of total DIRCM cost per fligbycle (FC) reveal it as a significant aircrafeoging
cost, adding some 220€ and 324€ per short rargigg1(A320, 1,5 hour; scenarios 1 and 2) to ev&€74
to 1.142€ for long range flights (A340, 7 hour; s&éos 1 and 2). Recalculation of costs per fligytle
to cost per flight hour shows that short rangehtgin scenario 1 would be charged with additi&i€
and long range flights with 163€ per flight houn the scenario 2, short range flights would bergbd
with additional 147€ and long range flights wittd@nal 107€ per flight hour.

From a passenger point of view the calculatiorotdItDIRCM costs per ticket (per passenger pehf)ig
seems very noteworthy information. We have esechdihat DIRCM would add additional 1,8€ to 4,7€
of cost per ticket.

COST per TICKET Scenario 1: Scenario 2:
passanger per flight) 300 aircrafts in 3 years 3000 aircrafts in 10 years
A320 A340 A320 A340
Average number of passengers 'on-board' 122 246 122 246
TOTAL 2,65€ 4,64 € 1,80 € 3,04 €

On the other hand economic impacts of potential NARS terrorist attack on commercial airline in
European Union also needed some attention. We baréed with literature dealing with economic
conseqguences of different kinds of terrorist ataatound the world. Impacts are then divided ihtorts
term (airline sector, financial markets impacts)d along-term (economic growth, foreign direct
investment, trade, tourism).

From an ethical point of view human lives are ddse and this reason alone should be enough to do
everything to protect human lives, including the o§ DIRCM on civil aircrafts, if they can contriteuto
higher levels of safety. Nevertheless, we have wsaddard methodological approaches to estimate
economic impacts of a potential ‘successful’ tastoattack on a commercial airline in EU. We have
estimated losses to as much as 139 to 238 billldR Baking into account indirect and induced ef§gct
for the one-year period following the attack.
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Fortunately, there is something we can do to mininthe probability of successful shut-down of al civ
aircraft by using certain countermeasures. DIRCMadedeveloped within CASAM project is certainly
one way to do that. Therefore we have estimateal this costs of installing and operating DIRCM on
different airplane clases within two scenarios ttidfter mainly in number of aircrafts equipped with
DIRCM.

In the scenario 1 (300 aircrafts to be equippedh WMIRCM in 3 years ; 50 A320 class aircrafts + 250
A340 class aircrafts) the total cost in 12 yedestime of the DIRCMs used on all 300 aircrafts weblbie
approximately 1,857 million € and in scenario D08 aircrafts to be equipped with DIRCM in 10 years
2.500 A320 class aircrafts + 500 A340 class aitsydhe total cost would exceed 15,114 billion €.

COST STRUCTURES Scenario 1: Scenario 2:

(12 year time-frame) 300 aircrafts in 3 years 3000 aircrafts in 10 years
A320 A340 A320 A340

DIRCM cost per aircraft 7.771.500 € 5.874.357 € 5.275.500 € 3.851.071 €

Number of aircrafts equipped with DIRCM 50 250 2.500 500

Total cost per aircrafts class 388.575.000 € 1.468.589.286 € 13.188.750.000 € 1.925.535.714 €

Total cost per scenario 1.857.164.286 € 15.114.285.714 €

1,9 and 15,1 billion € of total cost for installired operating DIRCM on civil aircrafts seems very
reasonable compared to 139 or even 238 billion goténtial losses caused by successful MANPADS
terrorist attack.

It is also important to take into account the exgécrequirements of USA legislation demanding
DIRCM-like countermeasures to be used on airciffifisg to USA. European aircraft industry itself as
well as European airliners could be put in an uindee uncompetitive position, if this technologpuid
have been not available to them or overpriced.

4.4.3. Installation of the full system on civil jetliners

44.3.1. Equipment location and aero-optics effects

The objective of this work was to propose suitaloleations for the DIRCM equipment onboard a
commercial aircraft, as it is fundamental that BIRCM turret be able to emit its laser beam in any
direction, without obstacle, below the aircrafgrfir —10° above the horizontal (negative elevatiogiegn

to the vertical downwards, and that for 360° azimut

This study has proposed three concepts for airgraéigration and has given some elements for
discussion, to evaluate them and identify the baset location for best possible coverage. Thenmai
factors governing the integration are listed in @Parison Matrix, which is a useful tool to ranle th
concepts. Initial scores rank the concept 3 (pddtism) as preferred solution, and concept 2 (ia th
pressurised area) as the least attractive.

The optical quality of the laser beam of a DIRCMtsyn is influenced by two main factors:
* high-speed airflow in the boundary layer around@RCM turret : depending on the speed of the

aircraft, the air optical density varies and letmipossible decrease in the optical quality of the
beam;
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¢ looking through the exhaust plume : due to thishlyigurbulent area, beam wander and beam
spreading occur, and the intensity of the beanif ideereases.

The main objective of investigations on aero-opteféects was to study the negative influencesheke
effects. But it was soon found that during takkafd landing phases, as the speed of a plane is
relatively slow as well as the resulting speedhaf airflow along the fuselage, the effects of aifflon

the system performance are very small. The workilhas focused on the second point, characterization
of beam propagation in areas of very high turbudegenerated by engine exhaust plumes.

The results observed with balloon burner experimésd to the conclusion that for passive IR-Imaging
critical regions could mean non transparent regianch are defined by engine geometry and theeefor
plume boundaries, and that for laser beam poiritingugh these regions, the targeted precision of a
DIRCM-System will be strongly affected.

The theoretical analysis has put in evidence soemeigl features of turbulence effects : for instanc
turbulence scintillation effects are more severe dborter wavelengths, while beam wander has no
wavelength dependence, and in general, the firmladpesolution at sensor level is limited by wldnce
rather than by diffraction-limited optics. Unfortately a general statement about the applicability o
lasers with different wavelengths is scarcely galesias detailed calculations for varying wavelésgt
beam diameters, and scenarios are necessary to andkeision which laser system would be most
suitable for a specific task in the context of tuemce effects.

The experiments on the down-scaled jet engine shesvn that the size of the plume as seen by the
imager is highly dependent on the waveband usedafeas where the plume is transparent, very strong
optical turbulence is degrading the imager as aglthe laser performance: scintillation, blurribgam
wander, etc. are severe. The encountered frequenoge very high, which limits the use of adaptive
optics unlike for tip-tilt correction. The experimts should be repeated with a jet engine (e.g. A320
including the selected spectral band of the DIRGM a 2um and 4um laser.

Also to optimize the spectral band for the imageectral plume calculations should be performeds Th
has been done in a further work reported in D410.2.

The analysis shows, that the presence of plumes¢eawsubstantial horizon area of the DIRCM sensors
un-obscured. That means that the coverage fieRIRCM sensors, for both the proposed location ef th
pod and the integrated solution, is quite goodaasat plume obscuration is concerned, with a slight
advantage for the integrated solution.

Yet the data of plume size and shape as calculateéde version of NIRATAM Code used, did not take
into account the plume’s axis deflection relatigethie plane’s longitudinal axis. This deflectiomdse
between the plume’s and plane’s axes) appearsgltaie-off and approach phases, as well as, side
winds and banking of the aircraft. Due to this ogaghe results of obscuration plots are considéved
deviate from actual conditions.

Obscuration plots show the region, where a sendie@ of view is blocked by its host platform and

plume of the aircraft. This information is criticial selecting sensor location on the platform, & as

for masking the sensor's field of view when doingape processing on DIRCM sensors data.
Consequently obscuration plots can be exploitecet@luating the coverage capability of the DIRCM'’s
sensors for a determined sensors location on tbtias a function of sensors operation bands.

The Pros and Cons analysis has resulted in theiroation of the pod solution choice as best
compromise, although the integrated solution wamdoa little bit better in terms of obscuration,tias
other key parameters are in favour of the pod &wiut
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4.4.3.2. Mechanical implementation

Once the equipment location on the aircraft has Istedied and possible installation areas have been
selected, mechanical issues have to be addressese Tssues concern the mechanical structure, itself
mechanical impact on the aircraft and the mechainitexface with the aircraft.

The purpose of WP420 was thus to study and propokgions for mechanical implementation of the
DIRCM System on a commercial aircraft, includingdi@cussion on installation concept (podded or
integrated solution) and possible changes in \vitmatharacteristics due to DIRCM system installatio
an analysis of the possible hindrances from alreaglting installations and of the cabling requieens,
and a survey of certification requirements to lyaed into requirements for system design.

The study has led to a complete design of the ipotyding all related drawings, the structure cstisg

in an adapter plate, fittings for sensors and Jagegles to attach system components, bearings, two
radome halves, a fairing and a seal. Sensors @ed &pecial fittings have been carefully desigreed t
guarantee unproblematic mounting and dismountiocgssibility to SRUs, wiring and other connections.
The MAWS has also been carefully positioned indiaepod for optimal field of view.

The best location for installation on the aircrhfts been identified and the design of the strukctura
modifications for installation of the DIRCM systehas been successfully carried out fulfilling all
decided requirements

Regarding certification requirements, relevant faion for the installation of the DIRCM system has
been studied in detail and understood, so thatilgessneans of compliance have been discussed.
Moreover, the applicable airworthiness limitatieenis for A320 have been implemented in the design o
the aircraft structure modification.

This very complete work gives a relatively preddea of integrating such a system. It constituteslal
basis for future work, that could be the study fté second option of integrating the DIRCM system
LRUs inside the aircraft, the study of a better pmzhtion by replacing an existing exterior instbn,
further verification of the design of structural difications for strength using FEM analysis, or shedy

of other issues like ground handling and mainteaanc

4.4.4. Technologies watch achievements

In order to support the project technical challengenprovements in terms of size, volume, mass,
reliability and efficiency), research activitiesvieabeen conducted on some targeted technologigiakto
piezo-electric Ultra Sonic Motors, Multifunction®ocal Plane Arrays, use of composite materials,
improved or new laser options for 2-color emissidiese research activities have lead to actual
development and application of innovative solutionthe CASAM demonstrator.

4.4.4.1. Piezo-electric motors

Progressive wave actuators are currently used egifsp areas such as automobile sector, aeronautics
optics, house automation or robotics. These aatsiai®@ dedicated to low power applications up /30

In this operating domain, these actuators are ioffethe best torque to mass ratio. Their rotatipeesl
and their rated torque allow direct use for mangrapc applications. Travelling Wave Motors (TWM)
are for instance commonly used in zoom focusingpseprovided by the major's camera manufacturers.
In these applications, they are commonly calledd&onic Motor (USM). Up to now, the commercially
available motors are designed and manufacturedimg sapanese Corporations.
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In the CASAM project, the purpose of this technidayy study was to develop a specific high power
USM suited to small-sized turret requirements faROM applications as well asa dedicated power
supply allowing to apply all the newest controbstgies developed for this type of technology.

The technological limitations (mainly the unavaildyp of commonly used continuous ring shaped
ceramics for such high diameters) have been overcthranks to the use of discrete ceramics (flex
structure). In spite of performances lower tharséhevhich were aimed at, the motor with flex struetu
has appeared to represent a good technical comgea@nd the performances obtained are among the best
ones for this type of motors. The final motor, mimghin the demonstrator, has a global behaviouy ver
close to the well known behaviour of USR60 motapased by Shinsei Corporation, which is one of the
leaders in Ultra Sonic motors (USM) design and pobidn . It presents several advantages compared to
other existing motors (high torque to mass ratigh tlorque, break function).

The electronic control board developed for the destrator is a state of the art power supply, desigo
improve motor and piloting performances, and de@egaower supply size and weight. Its innovative
definition allows to apply any of the new contrtlasegies currently developed for this type of moto
technology.

The piezo motorization developed for the CASAM destmator has proven the technical feasibility, but
not the technological and industrial feasibilitjetspecified performances have been obtained ud co
not be maintained because of a lack of technolelighility.

Hence the estimated TRL at the end of CASAM is r2tiie ring motor technology; it is 4 for the motor
control monitoring.

The effort to achieve geasibility studyfor sufficient robustness is reckoned to be twdittwhal years of
development for a 20W motor. However a 20W motoghhinot be sufficient in fact in addition and
today there is no other application identified $ach power range.

4.4.4.2. Multifunctional Focal Plane Array

The Focal Plane Array (FPA) is the optical core¢haf DIRCM system and is one of the most important
CASAM project technical challenges : in order tduee the number of sensors and then to improve the
system reliability, the FPA must be able to perfquassive tracking, active tracking, and high speed
identification of the missile. These functions krading to highly demanding performances, not at!

on commercial infrared sensors. The goal of thérelogical research was to develop for CASAM a
single high efficiency detector able to work in tlvands and two modes (passive and active) with very
low level of noise. Such an IR imager needs spdegtures: windowing capability in order to improve
frame rate, triggering capability, and “real tinmtitch capability between the video formats.

Based on the needs for DIRCM application, a re$eles been made to identify low ROIC sensors
(appropriate to manage low optical signal levedt)dies led by manufacturers on MFPA for laserdjate
imaging and 3D imaging, and investigations on e tgating function, essential for temporal (ietsdh
filtering by opening an integration gate centredlonlaser retro-reflected pulse (improved disanition
between active and passive signal). Specific exgaris have been performed with a SAGEM InSb
detector, to study the feasibility of the commutatbetween two video formats without losing videxdead
and to evaluate the detector response to a sisert paulse for active tracking capability.

The tests performed have shown that the responteedhSb detector is fast enough to avoid to loose
more than one image during commutation, which letddhe important conclusion that the FPA
hardware is compatible with the new commutationcfiom. The other result is that InSb FPA has a
sufficiently broad bandwidth to detect the shoselapulses, and is fully compatible to fulfil th@SAM
specifications.
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From these research activities, a highly performimgti-functional FPA and the windowing have been
defined, with the window full frame size chosen bast compromise between sensitivity and signat. Th
detector has been realized for integration in gmahstrator turret.

The study has shown that MFPA technology with idawing is able to perform passive tracking,
active tracking and identification without splitithe back reflected laser signal into separatedsls.
The interest is to simplify the optical design @aadninimize the laser power.

In the frame of CASAM, the ability of the InSb FRé switch from 100 Hz video (full image) to 4 kHz
video (small windowing) has been demonstrated.

The estimated TRL achieved in CASAM is 5 and thenmmamaining work corresponds to a two-year
industrialisation process for full qualified massguction MFPA in harsh environment.

4.4.4.3. Composite materials

Composite materials are widely used in automotivé aerospace industry in order to reduce weight,
improve dynamical features, and reduce power copSom The composite research topic was
undertaken in the project in order to define omidi concepts & materials for the main moving parts,
and to reduce turret inertia and weight.

A comparative study has been made between diffex@nposite materials used in airframe construction
(fibre reinforced polymer matrix composites). Thesaterials exhibit very interesting stiffness, tkns
strength and density properties, which depend enrdisin type used as polymer (thermoplastics and
thermosetting materials), and on the reinforcitbges used (aramid, carbon, glass fibres...). Eposiynse
are highlighted as out-performing most other régpes in terms of mechanical properties, resistdance
environmental degradation and very good fatiguestasce. This leads to their almost exclusive nse i
aircraft components. The preferred reinforcing fébare the carbon fibers.

The mostly used industrial processes for compoapplications (resin transfer molding, filament
winding, pultrusion...) have various advantages aadkat applications.

The knowledge from this research has been apptiethe use in CASAM and the investigations have

resulted in the recommendation of commercially lade products as best option for the CASAM turret,

and in the manufacturing of the demonstrator coeers optical base plate in the selected composite
materials.

Advanced composite materials are already at TRhdaae already widely used in airframe construction
Their extended use in a future DIRCM product ishhigecommended to improve performances ensuring
at the same time high mechanical properties.

4.4.4.4. One micron fibre laser pumped frequency conversiomodule

The infrared laser source is a key component fleXlRCM system and its specificity is to emit seer
wavelengths in the 2 to 5 um mid-infrared speatiabe. The classical technological approach isse u
mature diode-pumped 1lpm solid-state lasers andudrery conversion stages (Optical Parametric
Oscillators (OPO) modules) to provide the requispéctral range. Two OPO modules are generally
needed, which leads to complex optical arrangenarddow overall efficiency of less than 2.5 %.

The goal of the technology research on this lapiol was to improve the current state of the atth w
innovative solutions for compactness, efficiencyl aaliability, in the form of an actual laser soairc
developed, packaged and delivered for integratimo the CASAM demonstrator. Two improvements
have been successfully realized compared to tlssickl DIRCM laser architecture:
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* The bulk solid-state pump laser has been replagedfibre laser
» The two serial frequency conversion stages have begged into a single one

As a result, a two-color mid-IR laser source cdirgisof a 1 um polarized pulsed fibre laser pumg an
single PPLN crystal OPO module was delivered tdneas for the CASAM demonstrator. The 10 W
polarized fiber laser emits 40 ns pulses at 40 kHd is pumping an integrated two-stages frequency
conversion module delivering Watt-level 2 um @ndm radiation with balanced power. Furthermore,
the pulse train can be modulated with the requiattiwidth for DIRCM processing.

This laser source worked perfectly well after imégimn in the turret and after travelling to German
which proves the solid conception without any mdleaarts. The obtained TRL according to CASAM
demonstrator is 4, as no specific representative@mental tests have been made in the project.

Regarding the conversion stage, the CASAM OPO netak already shown to be a compact, reliable
and efficient device, fabricated without any movimart for maximum stability and reliability. Ovelral
including a realistic 25 % wall-plug efficiency ftine fibre laser, the goal of greater than 5% iefficy

has been shown to be attainable with this techyolaighout any particular additional research effort
This component can be considered as fully develapéab level.

Regarding the 1um fibre pump source, the CASAMrlaseirce has proven to already reach almost all
specifications and to be close to an actual fiasel product. Based on CASAM achievements, the main
remaining difficulties to overcome in this approask

o the emission bandwidth broadening of the fibrerladae to some remaining Four Wave Mixing
effect, which limits the OPO efficiency and leadsome output power reduction,

a the multimode behaviour of the delivery fibre, whis detrimental to the OPO power stability and
leads to a very limited fibre length, preventingnfrany remote pumping concept.

Solutions to solve these limitations already eaisd can be developed in a near future :

a Emission bandwidth of the fibre laser : it is exjeecthat one additional year of research and
development will allow to suppress the remainingNF\&ffect and reach the full compliance with
the specification.

o Limited length of the delivery fibre and multimodehaviour : the fibre needed here is very
specific as it has to keep the light polarizatidates and withstand high peak power; with the
standard fibre technology a trade off has to beeraetween the inner fibre diameter and non
linear effects like mode coupling. There are sohs to turn around this problem in a near future.
One of them is the use of a micro structured photéibre for the delivery as this technology
permits the realization of strictly single-modegemmode area fibres (Crystal Fibre, Denmark, is
already selling that kind of fibres). No furthesearch is necessary, only the soldering between the
delivery fibre and the laser active fibre has tapamized.

4.4.45. Two micron fiber based pump laser

The main advantage of this new laser option itpire only a single stage frequency conversicadib
the 4 um radiation. The approach chosen in CASAM twastudy and build a monolithic fibre assembly
consisting of a fibre oscillator and several anyli§j stages connected with fibre splices and pigai
components (MOPA system).

Fibre preparation, fibre splicing and experimesitiup for the laser wavelengths of 1.55 pm and 2 pm
have been established, so that despite the unsfgcbggh power operation, the 2 pum fibre systera ha
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been fully designed and all the required componbatge been specified as a result of the technology
study. Design investigations have shown that then?2 Tm-doped fibers can be directly pumped with
0.8um GaAs based laser diodes with a potentidiplad) efficiency of around 20%.

It has been demonstrated that an efficient compled@olithical 2 um fiber amplifier system, with
average powers of more than 10 W in pulsed or caencan only be integrated and operated, if alefib
components with adapted fibre core and fibre clagldiameters are available for this spectral rafaye,
lack of what destroying of pump laser diodes wiltor, as well as heating and fusing of fibre sglice

As a matter of fact, the main difficulty in thisskr option is the lack of fibre components devetofoe

the 2 um spectral range. This includes both Tm-dapetive fibres and pigtailed components such as
laser diodes for the seed, pump combiners, and pog¥er isolators. As it has been experienced in the
CASAM project in some cases, assembling mismatdhed elements eventually yields catastrophic

damage of the diode laser pumps, preventing higtep@peration. The TRL reached at the end of the
CASAM project is estimated to be 2.

It is expected that the missing parts will be saonilable as 2 um fibre lasers have recently raésed
growing interest in the laser research communitedital applications —however not requiring pulse
operation-, DIRCM ..). High power operation up @& has been demonstrated in pulsed mode using a
spatial coupling laboratory set-up between ampiifystages (ISL, BAE Systems). The required high
power withstanding fibres already exist. Moreovéte company NUFERN recently disclosed a
continuous wave laser prototype with 20% wall-pédficiency.

Based on CASAM investigations, laser specialigtsngfly believe that this approach is very promising
for the providing of high average power at up t@20vall-plug efficiency and would be the best sialit
for a DIRCM system installed on civilian aircrafthere are no technological blocking issues, tHe sti
missing components (mainly a reliable isolator) ldaequire one year of dedicated development.

445, User club achievements

The technical objective “User club disseminatiog’'filly dedicated to information dissemination with
respect to the final product, the DIRCM; the projsavorking on through this first R&T step leaditiga
demonstrator to be dynamically ground tested.

Confidentiality rules around DIRCM activities (tetbal and commercial) did not allow a full compdeti
of this WP.

Nevertheless, slides presented during the Finaltingeeon 25/06/2009 in Réthenbach have been
distributed as “Publishable” documents and Consortpartners were encouraged to continue their own
dissemination actions after the end of CASAM prbjec

Agora was the main communication tool between pastamong the consortium and with EC and End
User club.

Dissemination actions:

« NATO/ACG3/Sub-group #2 (SG2) during its spring nimegtin Lisbon, PT, on June™s 2007
(20 mn presentation)

e First End User Workshop in Paris on 12/09/2007

* SPIE EUROPE Conference 17-20 September 2007 ieider(ltaly)
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e Second and final End User Workshop in Réthenbach2®i®6/2009 with live trials on the
demonstrator.
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Appendix: Abreviations List
Abbreviations Full meaning
AIC Aircraft
CCM Counter-Counter Measures
DIRCM Directed Infra Red Countermeasure
DP DIRCM Processing
FOV Field of View
FPA Focal Plane Array
HMI Human Machine Interface
H/W Hardware
ICAO International Civil Aviation Organization
ICD Interface Control Document
I/F Interface
IR Infra Red
IRCM Infra Red Countermeasure System
IRP IR Processing
LCC Life Cycle Cost
MANPADS MAN Portable Air Defence
MAWS Missile Approach Warning System
MWIR Mid-Waveband Infra Red
MWS Missile Warning System
NTP Network Time Protocol
OEM Original Equipment Manufacturer
ROIC Read-Out Integrated Circuit
SARP
SP Sub-Project
SIW Software
SWIR Short Waveband IR
TCAS Traffic-alert Collision Avoidance System
WBS Work Breakdown Structure
WP Work Package
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